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[TOJINTUKA

MH(pOPMaLIMOHHOM 6€30MacHOCTH
npu paboTe C MepCcoHabHBIMU JJAHHBIMU

B BepxXHeTypuHCKO ropo/iCKOi TeppUTOpHaIbHOM W30MpaTebHOM KOMUCCUN

OITPEAE/IEHUA

B HacrosiieM [OKyMeHTe MCIOJIb3YIOTCS CeAYIOLMe TepMUHbI W UX
oripeie/ieHusl.

ABTOMATH3MpPOBaHHAsi CHCTeMa - CHUCTeMa, COCTOsIlas W3 T[epcoHana u
KOMIIJIeKca CpeZiCTB aBTOMaTH3allid ero JesTe/bHOCTH, peau3yrolas UH(popMa-
LIJMOHHYIO TEXHOJIOTUIO BBINIOJIHEHUS] YCTaHOB/IEHHbIX (QYHKIMI.

AyTeHTH(UKAIMSA OTHPABUTEJNsl [JaHHBIX - TIOATBEp)KAeHWe TOro, YTO
OTIIPaBUTE/Ib IT0JIYUeHHBIX [JaHHBIX COOTBETCTBYeT 3asiBJIEHHOMY.
Be3onacHOCTh NepCOHAJIBHBIX JaHHBIX -  COCTOSIHUE  3allUII[eHHOCTU

MepCoOHaNbHbIX  [IaHHBIX, XapaKTepu3yeMoe CIIOCOOHOCTbIO  T0JIb30BaTesiel,
TeXHUUECKUX  CpPeACTB ¥ WHGPOPMAI[MOHHBIX  TeXHOMOTUM  0becrieunThb
KOHGUeHIINATLHOCTD, 116JIOCTHOCTh U OCTYITHOCTh TI€PCOHATbHBIX JAHHBIX TIPU UX
00paboTKe B MH(POPMAI[MOHHBIX CUCTeMaX MepCOHaNIbHbIX JaHHbIX.

Buomerpuueckne nepcoHalbHbIe JaHHbIE - CBEIeHNs, KOTOPhIe XapaKTepHU3yroT
¢bu3nonornueckre 0COOEHHOCTH UesioBeKa ¥ Ha OCHOBE KOTOPBIX MOXXHO YCTaHOBUTh
ero JIMYHOCTb, BK/IOYas (ororpaduu, OTreuaTKyd TasblieB, 0bpa3 ceT4aTKu TIia3a,
0COOEHHOCTU CTPOEHMS Tesla U APYTYI0 MoJ00HY0 NH(pOpMALIHIO.

BJokHpoBaHue MEePCOHATBHBIX JaHHBIX - BDeMeHHOe TpeKpalijeHrue 00paboTKu
TepPCOHa/IbHBIX JIaHHBIX (3a MCK/IIOUeHHEeM CjyudaeB, eciii oOpaboTka Heobxoauma
JI7Is1 yTOUHEHUSI TIepCOHA/TbHBIX TaHHBIX).

Bupyc (KoMNbHOTEPHBIi, IPOrPaMMHBIii) - UCTIO/JHSIEMbIM NPOrPaMMHBIA KOJ|
WM UHTepIipeTUpyeMblii Habop WHCTPYKI[MM, oO0/afarovii CBOMCTBAMH He-
CAHKI[MOHMPOBAHHOTO paClpOCTpaHeHHsi W caMoBocrpousBefieHus. (Co3gaHHbIe
Ny6nMKaThl KOMITBIOTEPHOTO BHpYCa He BCerjja COBMAAal0T C OPUTHMHAIOM, HO CO-
XPaHSIOT CMOCOOHOCTb K JlanbHeMllleMy pacrpOCTPAaHEHUI0 U CaMOBOCIIPOU3Be/ie-
HUIO.

BpenonocHasi mporpamma - TiporpaMma, npeJiHa3HaueHHasl Jijisi OCyIeCTB/IeHHs
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HeCaHKLIMOHUPOBAaHHOTO [0CTyNa W (W) BO3JEHCTBUSA Ha IMepCOHa/bHble JaHHbIE
WU pecypchbl MH(OPMAaLMOHHOM CUCTeMBbI epCOHaTbHBIX JAHHbIX.

BcnomorartejibHbIEe TEXHHUYECKHE CpeacTBa M CUCTEMBI - TEXHUUECKHE CpedCTBa
W CHUCTeMbl, He TIpeJHa3HaueHHble [/ Tepefaud, oOpPabOTKM ¥ XpaHeHUs
MepPCOHA/IbHBIX IAaHHbIX, YCTAaHAB/IMBaeMble COBMECTHO C TEXHUUECKUMU CPe/ICTBAMU
W CUCTeMaMH, TMpeAHa3HaueHHbIMU [Jii 00pabOTKM TMepcoHanbHBIX AAHHBIX WK B
MOMEILIeHUsIX, B KOTOPBIX YCTaHOBJIEHbI MH(POPMALIMOHHbIE CUCTEMBI ITePCOHA/IbHBIX
JTAaHHBIX.

JocTyn B ONEpaniMOHHYI0 Cpely KoMIbIOTepa (MHPOPMAUMOHHOM CHCTEMbI
NePCOHANILHBIX JaHHBIX) - TIOJIydeHHWe BO3MOKHOCTM 3allyCKa Ha BbITIOJIHEHUE
IITaTHbIX KOMaH[, (GYHKIMH, TPOLeJyp OIepaliMOHHOW CUCTeMbl (YHUUTOXXEeHUS,
KOTIMPOBaHUs, TlepeMellleHUs U T.11.), UCIIOHsIeMbIX (DailyioB TIPUK/IaAHBIX IPOrPaMM.

Hoctyn k uHpopMamuu - BO3MOXXHOCTb TOJiyueHUs: UHGOpMAllUM U ee
VICII0J/Ib30BaHUSI.

3ak1al04uHO€e YCTPOIiCTBO - 7IeMEHT CpeJCTBa CheMa MH(OpMaly, CKPhITHO
BHe/IpsieMbli  (3aK/1a/IblBaeMblii WM BHOCUMBIM) B MeCTa BO3MOKHOIO CheMa
uHbopMalyH (B TOM UHC/Ie B OrpaXkAeHre, KOHCTPYKIHIO, 060pyAoBaHue, TTpeIMeThI
VMHTepbepa, TPAHCIIOPTHbIE CPEe/ICTBA, a TaKXXe B TeXHUUYECKHe CPeJCTBA U CUCTEMBI
06paboTku UHGOpMaILUH).

Bammmaemasi uHpopmaumus - UHGOpPMALUs, SBASIOLIASCT MPeJMeTOM
COOCTBEHHOCTH W TIOZ/IeXKaIllasl 3aljuTe B COOTBETCTBUHU C TPeOOBaHUSIMHU MPAaBOBBIX
JIOKYMEHTOB W/ TpeOOBaHUSIMH, YCTaHAB/IMBAaeMbIMU COOCTBEHHUKOM MH(OPMALIUH.

Unentuduxanus - TIPUCBOeHHe CyObekTaM U oObeKTaM  JOCTyma
uJeHTA(PUKaTOpa U (WIN) CpaBHEeHUe TIPeIbSIB/IsSIEMOr0 UeHTU(PUKaTopa C mepeyHem
MIPUCBOEHHBIX UJEHTU(HUKATOPOB.

NudpopmaTuBHbIii CUrHAA - JJIGKTPUYECKHE CUTHA/Ibl, aKyCTHUYecKue,
3/IeKTPOMAarHuTHble U [Ipyrve (usnyeckye TOJs, MO MapameTpaM KOTOPbIX MOXKeT
ObITb packpbiTa KOHObWAeHIMaAbHast WHMoOpMalusl (TepcoHambHbIe JaHHBIE)
obpabaTkiBaeMasi B MH(DOPMAaLIMOHHOW CHUCTeMe TepCOHAMbHbBIX JJaHHbBIX.

HUudopmannoHHble TEXHOJOrMM - TIPOIIECChl, METOJbl TIOMCKa, cOopa,
XpaHeHUs1, 00pabOTKH, MpeoCcTaB/eH s, paclpoCcTpaHeHuss UHPOPMAaLIUU U CTIOCOOBI
OCYIIIeCTB/IEHUS] TaKUX MPOL[eCCOB U METO/IOB.

Nudopmanmnonnas cucrema nepcoHanbHbIX JaHHbIX (MCII/IH) - COBOKYITHOCTh
cojepkaiuxcsi B 0a3ax [JaHHBIX MepCOHATbHBIX [JaHHBIX M 00ecreuuBarouX MX
00paboTKy MH(MOPMAITMOHHBIX TEXHOJIOTHUH U TEXHUUECKUX CPe/CTB.

Hcnosib30BaHue TEPCOHAJNBHBIX JIAaHHBIX - JIeMCTBUS  (omepanuu) C
MepPCOHA/ILHBIMU /JaHHbIMH, COBepIllaeMble OTIePaTOPOM B LieJIsIX PUHSTUS pellleHUi
WU COBEpLUEHUsI WHBbIX [eWCTBUM, MOPOKIAIOLMX KOPUAUYECKHE TMOC/e[CTBUS B
OTHOILIEHNHY CyOBbeKTa MepCcoHaMbHBIX JAaHHBIX WK JIPYTUX JIKL] MO0 MHBIM 06pa3oM
3aTparvMBaoIIMX TpaBa U CBOOOABI CyOBeKTa TMepCOHAbHBIX [JaHHBIX WM JAPYTHUX
i,
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Mcroynuk yrposel GesomacHoctn uHpopmamuu - CyOBEeKT JOCTYTIa,
MaTepuanbHbli O00bEKT WM (U3nMUeckKoe siBjieHWe, SBJISIOIIUECS TPUYHMHOM
BO3HUKHOBEHUS yrpo3bl 6e30racHOCTA WHGOpMaLUK.

KouTposupyemasi 30Ha - TIPOCTPAHCTBO (TepPpUTOpUS, 3/jlaHWe, YaCTh 3/aHus,
ToMeli[eHHe ), B KOTOPOM HCK/TFOUeHO HEKOHTPOJIMpyeMoe TpeObiBaHNe TTOCTOPOHHUX
JIUL], @ TAK)XXe TPaHCIIOPTHBIX, TEXHUYECKHUX U UHBIX MaTepUa/IbHbIX CPE/ICTB.

KoH(puaeHHAILHOCTL NEPCOHANLHBLIX JaHHBIX - oOs3are/nbHOe /1S
COO/MIO/IeHNsT  OTIePaTOPOM WJIM WHBIM TIOJMYUUBIIMM JIOCTYNT K T€pCOHATbHBIM
JaHHBIM JMIIOM TpeOoBaHWe He MOMyCKaTh WX paclpocTpaHeHWe 0e3 cor/acus
CyObeKTa repCOHaTbHBIX JaHHBIX WM HaJIMUWs HHOTO 3aKOHHOT'O OCHOBaHHUSI.

Me:xkceTeBoii 3KpaH - JIOKa/bHOe (0JHOKOMIIOHEHTHOe) UMM (QYHKI[MOHATbHO--
pacripefieieHHOe MporpaMMHOe (MIpOrpaMMHO-arapaTHoe) CpeACTBO (KOMILIEKC),
peanu3yroiliee KOHTPOJIb 3a WHbOpMaluel, MocTymnarwileid B WH(OPMaI[MOHHYIO
CUCTEMY TepCOHA/bHBIX [laHHbIX W (WIKM) BbIXO/dIeld U3 WHGOOPMAaI[MOHHON
CUCTEMBI.

Hapymureapr 06e30MacHOCTH MNEPCOHATBHBIX AaHHBIX - (U3MUeCcKoe JIWIIO,
CIy4allHO WM TMpeJHaMepeHHO COBepliarolllee [JeWCTBUS, CJIe[JCTBUEM KOTOPBIX
ABJIIETCS HapyllleHHe 0e30TacHOCTH TMepCOHAMBHBIX [JaHHBIX TPH UX 00paboTke
TeXHUYEeCKMMHU Cpe/ICTBaMU B MH(OPMAaI[MOHHBIX CUCTeMaX MepCoHaIbHbIX JaHHbIX.

HeaBromaTusupoBaHHasi 00paloTKa NEPCOHANLHBIX JaHHBIX - 00paboTKa
MepPCOHA/IbHBIX  JAHHBIX,  COJEp)KAL[UMXCS B  HWH(POPMALMOHHOM  CHUCTEMe
MepCOHANbHBIX JaHHBIX JIMOO W3B/I€UEHHBIX W3 TaKOW CHUCTEeMbI, CUMTAETCs
OCYILLeCTBJIEHHOM be3 WCTI0/Ib30BaHUs Cpe/ICTB aBTOMaTU3alun
(HeaBTOMAaTU3MPOBAHHOW), €C/IM TaKWe [eWCTBUSI C MePCOHATbHBIMU JTAHHBIMM, Kak
WCII0/Ib30BaHWe, YTOUHEHHEe, paclpoCTpaHeHWe, YHUUTOXKEHWEe T[1epCOHA/IbHBIX
JAHHBIX B OTHOLIEHWM KaXAOro U3 CyOBeKTOB TepCOHa/NbHBIX [IJaHHBIX,
OCYIIeCTBJISIFOTCS TIPY HEMOCPeJCTBEHHOM yuaCTHUU YesioBeKa.

HeuekﬂapnpOBaHHme BO3MOKHOCTH - ¢YHKHHOH8HBHBIE BO3MO>XHOCTHU
Cpe[iCTB BbIYMC/IUTE/TbHOM TEeXHWUKW, HE OIMUCaHHble WM He COOTBETCTBYIOLIWE
OMUCAHHBIM B JJOKyMEHTAL[MM, MPH MCI0JIb30BaHUM KOTOPBIX BO3MOKHO HapyllleHHe
KOH(UEHIIMATbHOCTH, [JAOCTYITHOCTU WM 1eJIOCTHOCTU oOpabaTbiBaeMoll WH-
dbopmariuu.

HecaHKIIMUOHUPOBAHHBIN [0CTYyN (HeCAHKIIMOHMPOBAHHbIE [IEHCTBHSA) -
JIOCTyn K MH(OpMaLiuM WK JeldCcTBUsl ¢ MH(MopMallvel, Hapylllatollye MpaBuia pas-
rpaHAuYeHUsl [OCTyna C MCIO0JIb30BaHWEM IITAaTHBIX CPEJACTB, IPeA0CTaB/IseMbIX
MH(MOPMaI[MOHHBIMU CHUCTEMaMHU TepCOHabHbBIX JAHHbIX.

Hocureas nadopmanuu - GU3nyeckoe JIMI[0 WIK MaTepHa/IbHBIA 00BEKT, B TOM
yuce (pusnyeckoe moJje, B KOTOPOM HMH(OPMalUsi HaXOAUT CBOe OTpaKeHHe B BU/E
CUMBOJIOB, 00pa30B, CWUTHa/JOB, TeXHUUYECKHWX pelleHu U  TPOLeCcCOoB,
KOJTMYeCTBEHHBIX XapaKTePUCTUK (PU3UUeCKUX BeJIMUYMH.

O6e3MnunBaHNe NMEPCOHAIBHBIX JAHHBIX - [I€MCTBUS, B pe3ysbTaTe KOTOPBIX
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CTAaHOBUTCSI HEBO3MOXXHbIM 0e3 HCI0JIb30BaHUsl JOTOIHUTeIbHOM HH(OpMaLn
OTpe/ieJIUTh TIPUHA//IE)KHOCTh TePCOHANMbHBIX JaHHBIX KOHKDETHOMY CYOBeKTY
MepPCOHAJIbHBIX [JaHHBIX.

O6paGoTKa mepcoHANbLHBIX JaHHbIX - JH000e felicTBue (omepaiys) WA
COBOKYITHOCTb [eMCTBUM (Omeparuii), COBepllaeMbIX C WCIOJb30BAHUEM CpEJICTB
aBTOMaTv3alud uid 0e3 WCIO/b30BaHUS TaKWX CPeACTB C TepCOHaIbHBIMU
JaHHBIMU, BKJOuUasi cOOp, 3amuch, CUCTEMATU3ALUI0, HAKOILJIeHWe, XpaHeHue,
yTouHeHue (0OHOB/IeHUEe, W3MeHeHue), W3BJIeueHHe, WCIOIb30BaHKe, Iiepeavy
(pacmipocTpaHeHue, TIpe[OCTaB/ieHHe, MAOCTYI), obe3rnunBaHWe, OJI0KMpOBaHUeE,
y/iajieHre, YHUUTO)XXeHue MepCOHabHbIX JaHHbIX.

OO0menocTtynubie nmMepcoHabHbIC JaHHbIE - II€PCOHA/IbHbIE [aHHbIE, JOCTYII
HEOrPaHUUeHHOT0 Kpyra JiMll K KOTOpPBIM TIpe/JoCTaB/ieH C coryacusi cyObekTa
MepPCOHA/IbHLIX JaHHbIX WM Ha KOTOpble B COOTBETCTBUM C (efepanbHBIMU
3aKOHaMH He pacrpocTpaHsieTcs: TpeboBaHWe coO/T0/IeHNsT KOH(PUAEeHIaTbHOCTH.

Oneparop  (mepCOHANBHBIX  JAHHBIX) - rocy/lapCTBeHHbIM opras,
MYHMLMIAIbHBIA OpraH, I0pundeckoe Ui (pusndyeckoe U0, CaMOCTOSATeTbHO WU/H
COBMECTHO C [JpYrMMH JIMLUAMA OpraHu3yrlme u (Wid) OCYLeCTB/ISOLIYe
00paboTKy TiepcOHalbHBIX [AHHBIX, a TakKXKe OIpejessiolye e 00paboTKu
TepCOHaTbHBIX JaHHBIX, COCTaB TePCOHA/LHBIX JAAHHBIX, TOAJIEXAIUX 00paboTke,
JleicTBUsA (omepalyu), coBepiiiaeMble C TIepPCOHATbHBIMU JaHHBIMHU.

Texnuveckune cpeacrsa HHPOPMALMOHHONH CHUCTEMBbI MEPCOHAJBbHBIX JAHHBIX -
Cpe[iCTBa BBIUUC/IATE/THHOU TeXHUKHU, MH(}OPMaI[MOHHO-BLIUYMC/IUTE/TbHBIE
KOMIIJIEKChl M CeTH, CpPeZiICTBa M CHCTeMbl Tepefaud, rpuemMa u obpabortku I1/1H
(cpeacTtBa ¥ cuCTeMbl 3BYKO3allMCH, 3BYKOYCH/IEHUS, 3BYKOBOCIIPOW3Be/leHUs,
MeperoBOpHble W TeNeBU3UOHHbIE  YCTPOWCTBA, CPEACTBAa  W3TOTOBJIEHMS,
TUPa)KMPOBaHUs JIOKYMEHTOB U Apyrie TeXHUUYeckre cpeficTBa 00paboTKu peueBol,
rpaduueckoi, Bujieo- U OykBeHHOLIM(POBOI MHPOPMaLIMK), POrpaMMHbIe CpPeJCTBa
(omepalioHHBIE CUCTEMbBI, CUCTEMBI yIIpaBjeHUs 0a3amMu JaHHBIX W T.I.), CPe/iCTBa
3alMThl UH(POPMALUU, IPUMeEHsIeMble B MH()OPMAL[MOHHBIX CUCTEMaX.

IlepexBat (MHpopmamuu) - HeNpaBOMepHOe TIOyuyeHHe HWH(OpMaluu C
MCTI0/Tb30BaHNeM TeXHUUeCKOTO CPejICTBa, OCYIIeCTB/IsAOLero 0OHapykeHre, TIprueM
1 00paboTKy WH(GOPMATUBHBIX CUTHAJIOB.

IlepcoHanbHble JaHHbIe - JIF00as WHGOpPMAIUS, OTHOCAIIASCS K TIPSIMO WA
KOCBEHHO Oripe/ieJieHHOMY W/ oripefienisieMoMy (u3nueckoMy Juiy (CyObekTy
MepPCOHAJIbHBIX JJaHHBIX);

IToOouHBIe 3/IeKTPOMarHUTHbIE U3/Ty4YeHUs u HaBOJAKHU -
3JIEKTPOMAarHUTHBIE W3/TyueHHUs] TeXHWUYeCKHWX CpeACTB 00paboTKu 3aIuiijaeMoi
uHbOpMaI1, BO3HUKAIOIIMe KakK 1T0O0UHOoe siBjIeHHe W BbI3BaHHBIE 3/IeKTPUUeCKUMU
CUTHa/IaM{, JEUCTBYIOIIUMHU B UX 3JIEKTPUUECKUX M MarHUTHBIX LIeMsX, a TakxKe
3/7IEKTDOMarHWTHblE HABOJKU STHUX CHUTHAJOB Ha TOKOIMPOBOAALLIME JIMHWUM,
KOHCTPYKIMU U LIeNy MUTaHUsI.



5

IMoJuTHKA «YHCTOr0 CTOJA» - KOMIUJIEKC OpraHM3allMOHHBIX MEpPOIpPUSTHH,
KOHTPOJIUPYIOILMX OTCYTCTBHE 3alMChbIBaHUSI Ha OyMakHble HOCUTeNW KJroueil u
aTpubyTOB f0CTyMa (TapoJsieii) U XpaHeHHs: UX BOM3K 00BEeKTOB JOCTYIIA.

IMosb30BaTenb WHGOPMAIMOHHONW CHCTEMbI NEPCOHA/IBHBIX JAAHHBIX -
JUL0, yuyacTByHOlllee B  (DYHKIJMOHUDOBAHWM  WH(MOPMAIIMOHHOW  CUCTEMBI
MepPCOHAJIbHBIX JJAHHBIX WK UCIOJIb3YIOLllee pe3y/bTaThl ee (DYHKLIMOHUPOBaHUSI.

IIpaBuia pasrpaHuYeHus JA0CTyNna - COBOKYITHOCTD TIpaBUJI,
perjaMeHTUPYIOIIUX MpaBa J0CTyTa CyObeKTOB AOCTyIa K 00beKTaM JoCTyTIa.

IMporpammHuas 3akiajaka - KOJI NPOrpaMMbl, MpeJHAMEPEHHO BHECEHHBbIM B
MpOrpaMMy C 11eJIbI0 OCYIIIeCTBUTh YTeUKYy, W3MEeHHUTb, OJIOKMPOBaTh, YHUUTOXXUTD
MHGOpMAL[MI0 WIM YHUUTOXWUTb U MOAUGUIMPOBaTh IMpOrpaMMHOe obecrieueHue
MHGMOPMAI[MOHHOW CHUCTEeMbl TI€PCOHA/IbHBIX JJaHHBIX U (Wau) OGJI0KWpOBaTh arima-
paTHbIe CPe/ICTBa.

ITporpamMmHoe (mporpaMmMHoO-MaTeMaTH4YecKoe) BO3/lelICTBHE -
HeCaHKLIMOHWPOBAaHHOE  BO3/leMCTBUE  HA  pecypcbl  aBTOMAaTU3MPOBAHHOU
MH(OPMAaI[MOHHOW CHUCTEeMbI, OCYLIECTB/SIEMOE C MCII0/Jb30BaHWEM BpeJOHOCHBIX
MpOrpamm.

PackpbiTHe 1EPCOHAJNBHBIX [AHHBIX - YMBILLUIEHHOE WM CJIy4yaliHOe
HapyllleHre KOH(U/IeHIIMa/IbHOCTH MePCOHATbHBIX JaHHBIX.

PacnpocTpaHeHHe NEePCOHATBHBIX JAHHBIX - JIEMCTBHS, HarpaB/ieHHble Ha
PacKphITUe MepCOHaTbHbBIX IaHHBIX HEOIpeeJeHHOMY KPYTY JIHLI.

Pecypc uHpOpMANMOHHOWH cHCTeMbl - HMMEHOBAHHBIM 371eEMEHT CUCTEeMHOrO,
TIPUKJIaIHOTO W arrapaTHOT 0 obecmieueHus (byHKIMOHUPOBaHUS
MH(MOPMaI[MOHHOW CHUCTeMBI.

Cneunanbnme KaTeropu nepCoHaAJIbHBIX JAHHBIX - TN€PpCOHA/IbLHbIE OdHHBIE,
Kacaroluecsi pacoBOM, Hal[MOHAJBbHOW TPUHAZJIEKHOCTH, MOJUTUYECKUX B3IJISZIOB,
PEeJIMTHO3HBIX WK (UI0COPCKUX YOEXKIeHUH, COCTOSIHUS 3[0POBbS M MHTHMHOM
JKWU3HU CyOBbeKTa TepCoHa/IbHbIX JaHHbBIX.

CpeacTBa BbIYMCJINTEIBLHON TEXHUKH - COBOKYITHOCTH IPOrPAMMHBIX U TeX-
HUYeCKUX 3/IeMeHTOB CUCTeM 00pabOTKU AaHHBIX, CIOCOOHBIX (YHKI[MOHUPOBATb
CaMOCTOSITEJTbHO WX B COCTaBe JPYTUX CUCTEM.

Cyobekt npocryna (cy0bekT) - JIMLO WIM TMPOLIECC, AEUCTBUS KOTOPOTO
perjiaMmeHTUPYIOTCS MpaBUiaMy Pa3rpaHAYeHus J0CTyTIa.

TexunuyeckM KaHaJ yTedykd HMH@opMauuM - COBOKYIIHOCTb HOCHUTe/NA WH-
dopmarim (cpefctBa 06paboTKu), dU3MUeCKOW cpefibl pacrpocTpaHeHus1 UH(Op-
MaTWUBHOTO CUTHAJIa ¥ CPeJICTB, KOTOPLIMM /I0ObIBaeTCs 3aluiijaeMasi THpopMarius.

TpchrpaHHqHaﬂ nepeaavda nepCoHAJIbHBLIX JaAHHBIX - nepe,qaqa HepCOHaJ'[I)HI)IX
[AaHHBIX omepatopoM uepe3 ['ocyzapctBeHHyr0 rpanHuly Poccuiickon ®enepanmu
OpraHy BJIaCTA MHOCTPAHHOT'O TOCY/1apCTBa, (PU3NYECKOMY W FOPUIAYECKOMY JIULTY
MHOCTPaHHOI'0 rOCYyJapCTBa.

er03bl 0e30macHOCTH NEPCOHAJIBHBIX NAHHBIX - COBOKYHHOCTB YCJ'IOBI/Iﬁ u
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(akTOpoB, CO3[AIOIIMX OMAaCHOCTb HECAHKLMOHWUPOBAHHOTO, B TOM YMCJIe
CJIy4alHOT0, AO0CTyMNa K TEepPCOHAJbHBIM JaHHBbIM, pe3y/JbTaTOM KOTOPOTO MOXKeT
CTaTb YHUUTOXKeHWe, hU3MeHeHUWe, OO0KMpOBaHUe, KOMMpPOBaHUe, pacripoCTpaHeHue
MePCOHA/IbHBIX [JaHHBIX, @ TaKKe UHbIX HeCAHKIMOHWPOBAHHBIX AEMCTBUN TIPU UX
06paboTKe B MH(MOPMAI[MOHHOM CUCTeMe TIepCOHA/IbHBIX JaHHbIX.

YHUYTOKEHHE MEPCOHAIBHBIX AAHHBIX - JeWCTBUS, B pe3y/ibTaTe KOTOPbIX
CTAHOBUTCS HEBO3MOJKHBIM BOCCTaHOBUTbH COZep)KaHWe TepCOHA/JbHbIX JAHHBIX B
MH(MOPMAaI[MOHHOW CUCTeMe TepCOHAMbHBIX JJaHHBIX U (W/IK) B pe3ysbTaTe KOTOPBIX
YHUUTOKaIOTCS MaTepyasibHble HOCUTE/TU MePCOHATbHBIX JaHHbBIX.

YTeuka (3ampminaemMor) wuHpopManuMM MO0 TeXHUYECKUM KaHa/IaM -
HEKOHTPOJIMPYEMOe pacrpocTpaHeHue WH(OpPMaluu OT HOCUTessT 3allyIaeMOu
vHpopMaliuu  yepe3  (PuU3NUeECKyl0 Cpelly [0 TeXHUYECKOro  Cpe/iCTRBa,
OCYILIeCTBJISIFOLIEr0 MepexBaT UH(OPMaLUH.

Ys13BUMOCTB - C1a00CTh B CpeJCTBaX 3all[UThl, KOTOPYIO MOKHO HCTIO/Ih30BaTh
[l HapyIlleHUs1 CUCTeMbI WA COJiep Kalliercsl B Hel MH(opMaliuu.

IlenocTHoCTh, WHpOPMAaIMU - CIIOCOOHOCTb Cpe/ICTBA BBLIUUCIUTETHLHOU TeX-
HUKA WIM  aBTOMAaTU3WPOBAHHOW  cuUcTeMbl obOecrieuMBaTb  HEM3MEHHOCTb
vHboOpMal[MM B YCJAOBUSIX CJIy4alHOTO W/WIW TMpeJHaMePeHHOTO HWCKa)KeHUsI
(pa3pyiuenus).



OBbO3HAYEHUSA 1 COKPAILIEHSA

ABC - aHTUBUpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3UpOBaHHOE pabouee MeCTO

BTCC - BcmoMorare/ibHble TeXHUUYeCKre CpefCTBa U CUCTeMbI
WCTI[IH - nHbopMalMoHHasi CUCTeMa MepCOHaMbHBIX JaHHBIX
K3 - KoHTpo/mpyemas 30Ha

JIBC - yioKasibHas BbIYMC/IATE/IbHAs CeTh

MD - MexXceTeBOM 3KpaH

HC/I- HecaHKLIMOHUPOBAHHBIM JAOCTYII

OC - onepalMOHHas cucTemMa

II[JH - mepcoHa/bHbIe JaHHbIe

[IMB - nporpaMMHO-MaTeMaTHUeCKoe BO3ZeHCTBUE

1O - nporpamMMHoOe obecrieueHue

[TOMMUH - robouHble 3/1eKTpOMarHUTHbIE W3/TyUeHUs] U1 HABOIKU
CA3 - cuctema aHa/iu3a 3allULLIEHHOCTU

C3U - cpexcTBa 3aluThl MHGOpMaLM1

C3I1H - cuctema (mojcUCTeMa) 3allUThl TIePCOHATBLHBIX aHHBIX
COB - cuctema o6HapyKeHHsI BTOP>KeHUM

TKYMU - TexHuueckue KaHasibl yTeuky WHMOpMaIuu

YBII[IH - yrpo3bl 6e3011aCHOCTH TTePCOHATBHBIX JJaHHBIX



BBEJAEHHNE

Hactosimjasi [Tonmmtrka wWH(pOpMaIMoHHOM Oe3ormacHOCTM Tipu  pabore C
MepcoHalbHBIMU [IaHHBIMM B BepXHeTypUHCKOW TOpOJACKON TeppUTOPUAIbHOM
n3bupatenbHOM Komuccun (fmanee - [lomuTuka) —siBasieTcs:  OHI[AATBHBIM
JIOKYMEHTOM.

[TosimTHKa pa3paboTaHa B COOTBETCTBUH C TPeOOBAaHUSIMH, YCTaHOB/IEHHBIMU:

denepanbHbiM  3aKOHOM OT 27.07.2006 Ne 149-®3 «O6 wuH(popmaLuy,
MH(OPMAaLMOHHBIX TEXHOJIOTHSIX U O 3allyTe UH(OPMaLUn»;

@®epepanbHbiM  3aKOHOM 0T 27.07.2006 Ne 152-®3 «O mnepcoHaIbHbIX
AdHHBIX» ;

nioctaHoByieHueM IIpaBurtenbctBa Poccuiickon Pepeparuu ot 01.11.2012 No
1119 «O6 yTBepkAeHUM TpeOOBaHWI K 3all[UTe TEPCOHATbHBIX [JaHHBIX MPU UX
00paboTKe B MH(POPMAIIMOHHBIX CUCTEMaX MepCOHa/IbHBIX JaHHbBIX»;

noctaHoBsieHreM IIpaButensctBa Poccuiickori ®epeparym ot 15.09.2008 No
687 «O6 yTBepxaeHUM ToyiokeHUsT 06 ocobeHHOCTsIX 00pabOTKU TepCOHATbHBIX
NAHHBIX, OCYIIeCTB/IsieMOl 6e3 UCIo/Ib30BaHUsl CPeJCTB aBTOMATH3aLuN»;

noctaHoBsieHreM IlpaButenscTBa Poccuiickort ®epepanym ot 21.03.2012 No
211 «O6 yTBep»k/jeHWH TIepeuHsi Mep, HallpaB/eHHBIX Ha o0OecrieueHHe BBITIOTHEHUS
o0si3aHHOCTeN, TIpeaycMOTpeHHbIX @elepaibHbIM 3aKOHOM «O TepcoHaIbHBIX
JJaHHBIX» Y NPUHSTHIMU B COOTBETCTBUM C HUM HOPMAaTUBHBIMU TIPaBOBBIMU aKTaMH,
ormepaTopaMy,  SB/SIFOLIMMMCS ~ TOCYJAapCTBEHHbIMM WM  MYHULUIA/IbHBIMU
OpraHamMm»;

npukazoM @CTIK Poccuu ot 18.02.2013 Ne 21 «O6 ytBepkaeHuu CoctaBa u
CoJiepyKaHusl OpraHU3al[MOHHBIX U TEXHUUeCKUX Mep 1o obecrieueHno 6e€301acHOCTH
MepCOHaNbHLIX JaHHBIX TIpU HUX 00paboTke B HWHGOPMAI[MOHHBIX CHCTeMaxX
MepPCOHAJIbHBIX JJaHHBIX»,

nipuka3zoM ®CB Poccuu ot 10.07.2014 Ne 378 «O06 yTBepkK[jeHHUH COCTaBa U
CoJiepyKaHusl OpraHU3al[MOHHBIX U TeXHUUeCKUX Mep 1o obecrieyeHno 6e€301acHOCTH
MepCOHaNbHLIX [aHHBIX TIpU HUX 00paboTke B HWHGOPMAI[MOHHBIX CHUCTeMaxX
MePCOHA/IbHBIX [AHHBIX C MCMOJb30BaHUEM CPeCTB KPUMTOrpa(uueckoul 3allyThI
nHbopMalii, HeoOXOAUMBIX /i BbITIOJIHEHUS] yCTaHOBJEHHbIX [IpaBUTeNLCTBOM
Poccutickoii @eziepaiiyiv TpeOOBaHMI K 3all[Te TTIe€PCOHAIBLHBIX JaHHBIX [/ KaXKA0Tr0o
13 YPOBHEU 3allUILIeHHOCTH»;

MeToauuecKUMU peKOMeHALUsAMU T10 pa3paboTKe HOPMATUBHBIX MPABOBBIX
aKTOB, OTpe/ie/ISIFoIUX YIpo3bl 6e30MacHOCTU MepCOHAMbHBIX JAAHHBIX, aKTyaabHbIe
npu o00paboTKe TMepCOHaNbHBIX [JIJaHHBIX B  HH(OPMALMOHHBIX  CHCTeMax
MePCOHAJIbHBIX JaHHBIX, SKCITyaTUPYEeMbIX MPH OCYILIECTBIEHUH COOTBETCTBYIOLIUX
BU/IOB [IeITeJIbHOCTH, YTBep)KAeHHbIMU pykKoBoAcTBOM 8 Llentpa ®CB Poccumn
31.03.2015 Ne 149/7/2/6-432.

B Tlomutuke ormpeznenedbl TpeboBanus K rmiepcoHany WCII[H, cTeneHb
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OTBETCTBEHHOCTHU TepPCOHasa, CTPYKTypa U HeoOXOJUMbId YPOBeHb 3allUIlleHHOCTH,
CTaTyC U AO/DKHOCTHBIEe 00513aHHOCTH COTPY/JHUKOB, OTBETCTBEHHBIX 3a o0OecrieuyeHre
6e3omacHOCTU TepcoHanbHbIX AaHHbIX B VICII[IH BepxXHeTypHMHCKOM TOpPO/ICKOM
TeppPUTOpHabHOM n3buparenbHON Komuccuu (fanee — Komuccus).

1. O01Me Mo/I0KeHHUs

Llenbto HacTosel [TomTruky sBsieTcst oOecrieueHure 6e30MacHOCTA 0ObEKTOB
3aiuThl KoMuccuu oT Bcex BUJIOB YIpoO3, BHEIIHUX U BHYTPEHHUX, YMBIIIJIEHHBIX U
HerpeJHaMepeHHbIX, MUHUMM3alus yiepba OT BO3MOKHOW peasv3alydyd Yrpo3
6e3onacHoctu [1/1 (YBIIIH).

be3omacHOCTb TMepCOHANbHBIX [JIJaHHBIX [IOCTUTAeTCsl TyTeM WCKIHUYeHUs
HeCAHKIIMOHUPOBAHHOTO, B TOM 4YMC/e CIy4allHOTO, [JOCTYNa K TepCOHaTbHbIM
JaHHBIM, pe3y/JbTaTOM KOTOPOTO MOXeT CTaTb YHUUTO)KeHUe, W3MeHeHue,
6/10KMpOBaHre, KOMMPOBaHWe, PaclpoCTpaHeHWe TMepCOHAMbHBIX JAHHBIX, a TaKXKe
WMHBIX HECAHKI[MOHUPOBAHHBIX J1eMCTBUM.

WudopMmaiiusi ¥ CBs3aHHbIe C HeW pecypchl AO/DKHBI OBITh AOCTYITHBI IS
aBTOPU30BaHHBIX IMO/b30BaTesiel. [Io/DKHO — OCYILeCTB/STBCSI  CBOEBPEMEHHOe
oOHapy’keHUe U pearrpoBaHue Ha Y BII/IH.

HJo/mKHO  OCYLIeCTBAATbCS — TpefoTBpallieHWe  MpefHaMepeHHbIX WU
C/ly4aliHbIX, UYaCTUYHBIX WM TIO/HBIX HEeCAHKI[MOHUPOBAHHbIX MOAUGbUKAIMN WIn
YHUUTO>KEHUS JAHHBIX.

CocTaB 00BEKTOB 3allUThI TIPe/iCTaB/ieH B «IlepeuHe MepCcOHA/NbHBIX JAaHHbIX,
obpabaTbiBaeMbIX B BepxHeTypuHCKOU rOpO/ICKOM TeppUTOpHA/ILHON
n30upaTenlbHOM KOMHCCHM B CBSI3M C peajv3aliied Ciay)KeOHbIX (TPY/OBBIX)
OTHOILIEHHMH, a TaK)Ke OCYILeCTB/IEHUEM rOCYAapCTBEHHBIX (QYyHKLUI».

Cocras MHCII[IH 1nojjexamux 3amure, IipeAcrasjieH B «llepeune
MHGOPMAL[MOHHBIX CUCTeM TepPCOHabHBIX /IaHHBIX B BepXHeTYPUHCKOUW TropojcKoi
TepPPUTOPHAbHOM 130HpaTeTbHOM KOMUCCUM».

2. O61aCTDb JJeHCTBUA

TpeboBanus HacTosei [ToMTUKKY PacrIpOCTPaHsOTCS Ha BCEX COTPY/AHUKOB
Komuccuu (LITaTHBIX, BpeMeHHbIX, Pa00TalOIIUX 110 KOHTPAKTY U T.I1.), @ TAK)Ke BCeX
MPOYMX /ML (IOAPSAAUYUKY, ayJUTOPHI U T.I1.).

3. Cucrema 3a1MThI NePCOHA/IBHBIX JAHHBIX

ObGecrieueHre 0e30MACHOCTH  TI€PCOHANBbHBIX  IAHHBIX  /IOCTHTAeTCs, B
YaCTHOCTH:

orpefiesieHeM yrpo3 06e30MacHOCTA TIePCOHAMBHBIX [JAaHHBIX TIPU  UX
00paboTKe B MHPOPMAIJMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX;

TIPUMeHeHWeM OpraHU3al[MOHHBIX M TEeXHHYeCKMX Mep TI0 obecrieueHuio
6e30mMacHOCTU TMepCOHaNbHBIX JaHHBIX TPH HUX 00paboTke B HMH(POPMAIMOHHBLIX
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CUCTeMax TepCOHa/IbHBIX JaHHbIX, HeOOXOAWMBIX [Jisi BBITIOJIHEeHUs TpeboBaHMI K
3alUTe  TepCOHAJbHBIX  JIaHHBIX, MCIOJHEHWe  KOTOpbIX  obecrieunBaer
ycTaHOBJieHHble [IpaBuTenbcTBOM Poccuiickori @eziepaliii YPOBHU 3all[UII[eHHOCTH
MepCOHA/IbHBIX [JAHHBIX;

TIpUMEeHEeHreM TIpOoLIeJIINX B YCTAaHOBJIEHHOM IOpPsiiKe TPOLeypy OLIeHKH
COOTBETCTBUSI CPE/ICTB 3alLUThl MTH(OpMAaLUY;

OL1eHKOM 3(DPeKTUBHOCTH MPUHUMaeMbIX Mep 110 obecrieueHHI0 6€30T1acCHOCTH
MepCOHaNbHBIX [JAHHBIX [0 BBOZAA B 3KCIUTyaTaljMil0 WH(POPMALMOHHOW CHCTEMbI
MepCOHA/IbHBIX [JAHHBIX;

yUeTOM MalllMHHbIX HOCUTeJIel MepCOHA/IbHBIX JAHHBIX;

obOHapy>xeHHeM (aKTOB HeCaHKIIMOHMPOBAHHOTO J[OCTYIa K IepCOHaIbHbIM
JlaHHBIM Y TIDUHSATHEM Mep, B TOM YKCJie Mep 10 0OHapy>KeHHUt0, TIpeAyTpeKIeHUIo 1
JUKBUJALIMM TIOC/TIEeCTBUM KOMITbIOTEPHBIX aTaK Ha WH(OpPMAaLMOHHbIE CHCTEMBI
MepCOHa/IbHBIX JaHHBIX U 110 pearipoBaHUI0 Ha KOMITbIOTEPHbIE MHL[U/IEHTHI B HUX;

BOCCTaHOB/JIEHMEM TE€PCOHA/bHBIX  [AHHBIX, MOJU(ULIMPOBAaHHBIX  WJIU
YHUUTO)KEHHBIX BCJIe[ICTBHE HECAHKLIMOHUPOBAHHOTO AOCTYyNa K HUM;

yCTaHOBJIEHUeM TpaBuUJI JOCTYyTa K MepCOHA/IbHBIM JJaHHbIM, 0OpabaTbiBaeMbIM
B MH(OPMAI[MOHHOW CHCTeMe TIepCOHAbHBIX [aHHbIX, a Takke obecrieueHreM
pervcTpalyy U ydeTta BCeX JeUCTBUI, COBepIIaeMbIX C IMepCOHAIbHbIMU IaHHBIMU B
MH(OPMAaIIMOHHOM CUCTeMe MepCOHA/IbHbBIX JaHHBIX;

KOHTpOJIeM 3a TpUWHMMaeMbIMU Mepamu 1o obecrieyeHUt0 6e30MacHOCTH
MepCOHANbHBIX [JAHHBIX W YPOBHS 3alUILIEHHOCTH WH(OPMALMOHHBIX CUCTEM
MepCOHA/IbHBIX [JAHHBIX.

Cucrema 3auThl IepcoHanbHbIX JaHHbIX (C3I1/H), CTpOUTCS HAa OCHOBaHUU:

AKTa BHYTpEHHero KOHTPOJSI COOTBETCTBUSI 00pabOTKM TepCOHa/IbHBIX
JlaHHBIX.

[lepeuHsi TIepCOHAMBHBIX [JAHHBIX, OOpabaTbiBaeMbiX B BepXHETYpPUHCKOM
TOPO/ICKON TeppUTOpuabHOM u30MpaTesbHOM KOMUCCHUM B CBSI3U C peasu3alueid
Cy>keOHbBIX (TPY/[IOBBIX) OTHOIIIEHHM, a TaK)Ke OCYIIIeCTBIeHHUEM TIOCY/JapCTBEeHHBIX
yHKLWH;

AKTOB KnacCU(pUKaLMU UHPOPMALIMOHHBIX CUCTEM MePCOHAJIbHBIX [JaHHBIX;

Mopgenu yrpo3 6e30MacHOCTY MepCOHAMbHBIX aHHbBIX;

Martpuipl [ocTyna TMo/b30BaTesiell K 3aliulljaeMblM HMH(OPMAaLXOHHBIM
pecypcam UCII/IH;

PykoBopsaimx gfokymeHToB ®CTOK Poccun u ®Ch Poccum.

Ha ocHOBaHUM 3THUX [JOKYMEHTOB OrfpefesisieTcs HeoOXOAUMbIM ypOBeHb
samueHHoctT  IIJn kaxzgon WCIIJH Kommccuu. Ha ocHoBaHuu aHamvsa
aKTyanbHbIX yrpo3 6e3omacHoctu [1[IH omumcanHoro B Mogenu yrpos, Aefaercs
3aK/iloueHne O HeoOXOAMMOCTH  UCIO/Ib30BaHUS TeXHUUeCKUX CpeACTB U
OpraHu3allMOHHBIX MepONpUITHUi /151 obecrieueHus 6e3oracHocTy [1/1H. BeiOpaHHBIe
HeoOXO[WMble ~ MepOMpHUATHsT  oTpakatoTcsi B «CocTaBe  Mep  3alllUThI
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MH(OPMAaLMOHHBIX CUCTEM MePCOHATbHBIX JAHHBIX.

HOns VUCII[JH go/bkeH OBITb COCTaB€H CIIMCOK HCIOJ/Ib3yeMbIX TeXHUUeCKHX
cpencTB 3amuThl (mamee - CIMCOK), a TakK »ke TPOrpaMMHOro obecrieueHus,
yuacTBytoiriero B oopabotke I1/]H, Ha Bcex 3memenTax UCIT/IH:

APM nonn3oBareneu;

CepBepa NpuIoKeHUH;

CYB/;

I"'panunier JIBC;

KananoB nepesauu B ceTd 0OIIero 1osib30BaHus U (WIM) MeXAYHapOAHOTO
obOmeHa, eciu 1o HUM TiepezatoTcst [1/1H.

B 3aBucumoctu OT ypoBHA 3aujuineHHOCTH MCII/IH U akTya/bHBIX YIpo3,
C3I1JH MOyKeT BK/ItOUaTh Ce[yrolie TeXHUYeCcKrie cpeCTBa:

AaHTUBUPYCHBIE CPeJICTBA [/l paOOUNX CTaHI[WM ITO/Th30BaTe /el U CepBEPOB;

CpeZiCTBa Me)XCeTeBOro 3KPaHUPOBaHUS;

cpeAcTBa KpumnTorpauueckord 3aliuThl MHGOpPMalMM TIpU  Tlepejjaue
3alluiaeMor MHGOpPMaLMU M0 KaHa/laM CBSI3U.

Tak e B CIUMCOK [O/DKHbI ObITh BK/IOUEHbl (PYHKLMUA  3allUTHI,
obecrieuriBaeMble IITaTHBIMKA CpeAcTBaMu 00pabotku [I/IH  orepalroHHBIMU
cucteMamu  (OC), mnpuknagaeiM [IO w©  creuuWanbHBIMM — KOMILIEKCAMM,
peanu3yroLMMU CcpeicTBa 3aluThl. CUCOK PYHKIMH 3al[UThl MOKET BKJ/IFOUATh:

yrpaBJjieHWe U pa3rpaHUYeHre JOCTYIIA MoJIb30BaTenew;

perucTpaLyio U yueT elCTBUM ¢ MH(popMaLuel;

obecrieueHue 1[eJIOCTHOCTH JTAHHBIX;

obOHapy>keHHe BTOP>KEeHUH.

CoucoK WUCIoNMb3yeMbIX TeXHUYECKUX CpeiCcTB oTpaxaercsi B «lliane
MeporpusTUii 10 obecrieyeHWIO 3alllThl T€PCOHANbHBIX AaHHbIX». CIMCOK
WCIIO/Ib3YeMbIX CPeJICTB [OJ/DKEH MOJJepP>KUBAaThCsl B aKTyalTbHOM COCTOSIHUM. [Ipu
M3MEHeHWM COCTaBa TeXHWUYeCKUX CpeACTB 3aluTbl wid 3jaeMeHToB VCIIIH
COOTBETCTBYIOLL[e U3MeHeHUs] J0/DKHbI ObIThb BHeceHbl B CIMCOK U yTBep>KJeHbl
npefcenaresnem WM3bupaTesnbHOM Komuccuy CBepAJiIOBCKOM 00/1aCTH WK JIMLIOM,
OTBETCTBEHHBIM 3a obecrieueHye 3anfuThl [1/1H.

4. TpeooBanus k nogcucremam C3I1/IxH

C3I1/[1H BK/TIOUaeT B cebst ceiyroIue MoiCUCTEeMBI:
yTpaBJ/ieHUsl I0CTYTIOM, PETUCTPal[UU U yUeTa;
obecrieueHust 1[eJIOCTHOCTH U IOCTYITHOCTH;
AHTHUBUPYCHOM 3all[UThI;

MeXXCeTeBOro SKpaHUPOBaHUS;

aHaJv3a 3allMIeHHOCTH;

oOHapy>XKeHHs] BTOP>KeHHH;

KpUnTorpauueckom 3allUThl.
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[Togcuctembl C3I1/JH ¥MeIOT pa3nWMUHBIA (PYHKIMOHA/A B 3aBUCHMOCTUA OT
knacca MCIIIH, ompegeneHHOTO B «AKTe KaaccubUKalid WHPOPMAaI[MOHHOM
CUCTEMBbI MEPCOHAMbHBIX JaHHbIX». CHIUCOK COOTBETCTBUSI (DYHKLMU TMOJCHUCTEM
C3II/JH K1accy 3alyIleHHOCTH Tpe/iCTaB/ieH B TeXHUYeCKOM 3a/laHuM 10 CO3aHuUI0
CUCTEeMBbI 3allUThl MH(MOOPMaIK UHGOPMAaILIMOHHON CUCTeMbI MTepCOHaTbHbBIX IaHHbIX.

[ToacrcTeMa yripaB/aeHUsI JOCTYIIOM, PECUCTPALIMU U ydeTa

[ToacucTtema ympaBieHUsi AOCTYNOM, PETMCTpalMd W yuyeTa TpeJHa3HaueHa
JJ1s1 peanu3alyu CaeAyommx QyHKLIWN:

uAeHTUUKAIIUY U TIPOBEPKU TIOJ/IMHHOCTH CyObeKTOB ZI0CTyTa TIpY BXOJie B
NCIIOH;

WJeHTU(UKAlMM TEepMUHAJIOB, Y3J/I0B CEeTH, KaHalOB CBSI3W, BHELIHUX
YCTPOMCTB M0 JIOTUYeCKUM UMeHaM;

UJeHTU(UKalMM TporpaMM, TOMOB, KarTajoroB, (aiioB, 3amucel, Mosen
3arMcel 1o uMeHawm;

perucTpaiuy Bxojia (BbIXoZia) CyOBEKTOB [JOCTYIa B CHCTeMY (U3 CUCTEMBI),
mbo pervcTpauyy 3arpy3kud W HWHUIMaJW3alUd OTepaliioOHHOW CHUCTeMbl U ee
OCTaHOBa.

perucTpauyyd TOMBITOK  JOCTyla TMpOrpaMMHBIX CpeJCTB  (TIporpamm,
TMPOLIeCCOB, 3a/1ay, 3aZlaHuii) K 3all[uIllaeMbIM (aiiiam;

perucTpalyy MOMbITOK J[OCTyrNa MPOTrpaMMHBIX CPEACTB K TepMHHasIaM,
KaHajlaM CBsI34, TIporpaMMaM, ToMaM, KaTasioraMm, (aiijiam, 3aricsm, MoJisiM 3aricei.

[TogcucteMa yripaB/ieHUs! IOCTYTIOM MO’KeT ObITh peasii30BaHa C IMOMOIIbIO
IITaTHBIX cpeicTB 06paboTku I1/JH (omepaloHHbIX cucTeM, npuiokenuit u CYB/).
Tak ke Mo)KeT ObITb BHeApPEHO CIiel[MajbHOe TeXHWYeCKoe CPeJCTBO WU UX
KOMILJIEKC, OCYLLeCTB/ISIFOLIME [OTNOJHUTEeIbHbIE Mepbl MO ayTeHTU(UKALUU U
KOHTpoJIt0. Harmpumep, mnpvMeHeHWe e[WHBIX XPaHWIMIL YYEeTHBIX 3aruceu
MoJIb30BaTesiell ¥ perucTpaljoHHON HHbOpMaLUY, UCTIOIb30BaHNe OOMeTPUUeCKUX
M TeXHUYeCKUX (C TMOMOLIbI0 3JIEKTPOHHBIX TPOIMYCKOB) Mep ayTeHTU(PUKaLuu U

I PYTUX.

[Togcucrema obecrieueHus e/I0CTHOCTHU U JOCTYITHOCTHU

[Togcucrtema obecrieueHus LeJIOCTHOCTU M JOCTYIHOCTH TpejiHa3HayeHa JJ1s
obecrieueHust 11€JIOCTHOCTH U AocTymHocTH [1/1H, TpOrpaMMHBIX U amrapaTHBIX
cpencte UCIT[H Kommccuu, a Tak ke CpeACTB 3allUThl, NPU CAyyalHOM WA
HaMepeHHOW MOoIU(UKaL1H.

ITopcucrema peanmvsyeTcs € IIOMOLLBIO OPraHU3alui pe3epBHOr0 KONUPOBaHUSA
oOpabaTbiBaeMbIX [IaHHBIX, a TaK >Ke pe3epPBUPOBAHUEM KJIFOUEBBIX 371eMEHTOB
NCIIOH.

ITogcucTeMa aHTUBUPYCHOM 3allIMThI

[TogcucTeMa aHTUBUPYCHOM 3all[UThl TIpe/jHa3HaueHa [/s1 obecrieueHus
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aHTHMBUPYCHOM 3aluThl cepBepoB U APM nosb3oBaTenei CIT[In Komuccum.
CpeacTBa aHTUBMDYCHOM — 3alllUThl  MpeAHAa3HAueHbl [Jjis  peanu3aluu
creAyOMUX QyHKIIWN:
pe3nJeHTHbI aHTUBUPYCHBI MOHUTOPHHT;
AHTUBUPYCHOE CKAaHWPOBAHUE;
CKPHIIT-0/IOKMPOBaHUE;

LeHTpaIM30BaHHOW/y1a/IeHHOU yCTaHOBKH/[JeMHCTa/UISLIUA
AHTHUBUPYCHOTO TIPOJYKTa, HaCTPOMKH, aZIMAHUCTPUPOBaHUS,
ITPOCMOTpPa OTYETOB U CTAaTUCTAYECKOW WHdoOpMaIMd 110 paboTte
TPOAYKTa;

aBTOMAaTHU3UPOBAaHHOTO OOHOB/IEHUSI AHTUBUPYCHBIX 0a3;
OrpaHWuYeHUs TIpaB I10/1b30BaTe s HA OCTAaHOBKY MCIIO/IHSEMBIX 3a/jau U
M3MeHeHHsI HaCTPOeK aHTUBUPYCHOT'O TIPOrPaMMHOTO 00ecTieueHusT;
aBTOMaTUYeCKOro  3alycka HeloCpeCTBEHHO [0C/e  3arpy3ku
ornepalMoOHHON CUCTEMBI.
[Togcucrema peanu3yeTcs MyTeM BHeJpEeHUs CIleljUalbHOTO aHTUBUPYCHOIO
ITpOrpaMMHOro obecrieueHusi Ha Bce sneMeHThl MUCIT/IH.

[ToacucremMa MeXCeTeBOro SKpaHHMPOBAHUSI

[Togcucrema MeXXCeTeBOro SKpaHMPOBaHHWsS MpeJHa3HaueHa /sl peanv3alyu
creAyOMNX (QyHKIIWN:

(UIbTpalM OTKPBITOTO U 3alM(poBaHHOrO (3akpeITOro) IP- Tpaduka;

(duKcaluu Bo BHYTPEeHHUX >KypHaiaxX WH(OPMaIMU O TIPOXO/SAIeM OTKPbITOM
Y 3aKpbITOM IP-Tpaduke;

nJeHTU(hUKAIMM U ayTeHTU(PUKALIUU aJ]MUHUCTPAaTOpPa MEXXCEeTeBOro SKpaHa
TIPU ero JIOKa/IbHBIX 3aripocax Ha JOCTYII;

perucTpauyyd Bxojia (BbIXOJja) aJMUHUCTpAaTOpa MEXCeTeBOro 3KpaHa B
cucteMy (U3 cucTeMbl) MO0 3arpy3Kd W UWHUIMAIM3allUd CUCTEMbl U ee
MPOrpaMMHOT'0 OCTaHOBa;

KOHTPOJIs1 1]e/IOCTHOCTU CBOel MPOrpaMMHOM U MH(OPMallMOHHOW YaCTu;

bunbTpaluM MakeToB CIyXKeOHbIX MPOTOKOJIOB, CAYXKallUX JJis AAarHOCTUKU
1 yIipaB/ieHHs pab0TOl CceTeBbIX YCTPOMCTB;

GbuIbTpalMM C Y4eTOM BXOJHOTO M BBIXOAHOTO CETeBOro MHTepdeiica Kak
CpeACTBa NPOBEPKU MOJIMHHOCTU CEeTeBBIX a/ipecoB;

pervcTpalyy 1 yuyeTa 3arpaliviBaeMbix CePBUCOB MPUKJIAJHOTO YPOBHS;

6/I0KMpOBaHUSI [OCTyMNa HeMAeHTU(PHUIIMPOBAHHOTO 00BEeKTa WU CyObekTa,
MO/IJIMHHOCTh KOTOPOTO TMpU ayTeHTU(PUKALIUK He TO/ATBepAuIach, MeTOZaMH,
YCTOWUMBBIMU K TepexBaTy;

KOHTDOJISI 32 CeTeBOW aKTHBHOCTHIO TIPWIOXKEHWM W OOHapy)KeHHSI CeTeBbIX
aTak.
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[Topgcucrema peanu3yeTcs BHe/IpeHUeM MIPOrpaMMHO-arNapaTHbIX
KOMIIJIEKCOB MeKCeTeBOr0 SKpaHMpOBaHusi Ha rpaHulie JIBC, kjaccom He HXe 4.

IToacrcTeMa aHa/IM3a 3al[UI[EHHOCTU

[TogcucTema aHanv3a 3alllUILeHHOCTH [J0JDKHa oOecrieurBaTh BbISIBJIeHHE
ySI3BUMOCTeM, CBsi3aHHBIX C ommbkamu B KoHburyparuu [1O WCIIIH, KoTopble
MOTYT OBITb UCI0/Ib30BaHbI HApYIIUTe/IeM /IJisl pean3aliiy aTaku Ha CUCTeMY.

OyHKIMOHAMT TIOAICUCTEMbI MOXeT OBITh peasM30BaH TIPOTPaMMHBIMU U
TpOrpaMMHO-arrapaTHbIMU CPeiCTBAMU.

[Togcucrema O6H8DV)K€HI/I$I BTOD)KEHI/II‘;I

[TopcrcTeMa OOHaApy>KeHWsI BTOP)KEHUH [O/DKHA O0OecreunBaTh BbISB/IEHHUE
ceTeBbIX aTak Ha 3/emMeHThl VCIT/IH, MOAK/IIOUEHHbIE K CETSIM OOIIero IMoJib30BaHUs
U (WIK) MeXKAyHapoAHOro 0bMeHa.

@DyYHKI[MOHAM TIO/CUCTEMbI MOXKET OBbITh peann30BaH MPOTrPAMMHBIMU U
MPOrpaMMHO-arapaTHLIMUA CPe/ICTBAMHU.

[MoacucTema KpunrorpadruuyecKon 3ainuThI

[Togcucrema kKpunrorpaduyeckon 3al{UThl TpeJHa3HaueHa /51 UCKIHOUeHHst
HC/J, k szammmaemort uHpopMmauuu B MCII[IH Komuccuu npu ee mepejaue IO
KaHaJlaM CBsi3U ceTeli 00I1ero 1ob30BaHus U (M/IW) MeXKIyHapOAHOro oOMeHa.

[Togcuctema  peanu3yeTcsi  MyTeM — BHeJPEHMSI  KpUNTOrpauuyeckux
MPOrpaMMHO-aMapaTHbIX KOMIT/IEKCOB.

5. ITonw3oBaTtesn UCIIIH

B NCITJH Komuccun MOXKHO BbIJ@UTE C/IeYyHOIUe TPYIIbI [10J/Ib30BaTe Ieq,
yuacTBYyHOIIUX B 00paboTke u xpaHenuu [1/1H:
Apnmunuvctpatopsl UCITH;
AZMUHKCTpaTOpbl 6€30MacCHOCTY;
Omneparopsl APM,;
ApmvunuctpaTtops! cetu NCII/IH;
TexHuueckde CIeLUaNMCTbl MO OOC/IY)KUBaHUIO TepU(epUIHOTO
obopyaoBaHUsI.
JanHple 0 rpymmnax — I0/Ab30BaTefAX, YpPOBHe WX  JOCTynma U
MH(POPMUPOBAHHOCTH [IOJDKHBI ObITH OTpa’keHbl B MaTpuiie A0OCTyTa T0Jib30BaTesei
K 3all1IIjaeMbIM UH(OPMaLJMOHHBIM pecypcam.

Anpvunauctparop UCITOH

AavunuctpaTop UCITIH, coTpyaHuK KoMuccuu (MM MHOe yIo/JITHOMOUYeHHOe
JIU1[0), OTBETCTBEHHBIM 3a HACTPOMKY, BHejpeHuWe U corpoBoxaeHue WCII/IH.
Ob6ecrnieuriBaeT (yHKLIMOHUPOBAHKE TIOJCUCTeMbI yripaBieHus fgoctyrnom WUCIIAH u
YII0OJITHOMOYEH OCYILeCTBJIATh IpeioCcTaB/ieHre U pasrpaHiueHue 0CTyIa KOHeYHOro
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nonb3oBaTtesns (OnepaTopa APM) K 3/eMeHTaM, XpaHSIIUM NepCcoHa/ibHbIe 1aHHbIE.

ApmunuctpaTop VCIT/IH o6/1ajaeT cieyiolM YPOBHEM JIOCTYTIAa U 3HAHUM:

obslaziaeT moJsiHOM MHGOpPMaIell 0 CUCTEMHOM M TIPUK/IaJIHOM TPOTPaMMHOM
o6ecrieuenny UCIT/IH;

obnagaet mosHON MH(OPMaLKelt 0 TeXHUUeCKUX CPeJCTBaxX U KOHGUTypaluu
NCIIOH;

MMeeT JOCTYI KO BCeM TeXHWUYeCKUM cpeAcTBaM 00paboTky uH(opMaluu U
nJanaeiM MCIT/IH;

obnafaer mpaBaMu KOH(GUTYpPUPOBaHUS U aJMUHUCTPATUBHON HACTPOUKU
TexHUUYeckux cpeacts VCIIIH.

A MuHUCTPATOP 0E301MaCHOCTHU

ApmvuHucTpaTtop  6e3omacHocTH, CcOTpygHMK Komuccuu (Wnu  WHOe
YIOJTHOMOYEHHOE JIMLI0), OTBEeTCTBeHHbIM 3a QyHKUMoHMpoBaHve C3I1/1H, BKIrOUas
oOcny)KMBaHMEe W HACTPOWKY aJMUHHUCTPAaTUBHOM, CepBepHON U K/IMeHTCKOMU
KOMITOHEHT.

AmuHucTpaTOp Oe3omacHOCTU 00/1afjaeT C/Ie[[yIOIUM YpPOBHEM JOCTyIla
3HaHUMU:

obnagaet mpaBamu Agmunuctparopa UCIT/H;

obsiamaeT nmoHOM nHpopmaiiueii 06 MCIT/IH;

v¥MeeT JJOCTYII K CPeiCTBaM 3alliThl MH(OPMAaLMK 1 MMPOTOKOJIMPOBAHUS
Y K 4acTU KiroueBbIX 7iemeHTOB VICII/IH;

He UMeeT MpaB JOCTyNa K KOH(UIypUPOBaHHI0 TeXHUUECKUX CPeJCTB
CeTH 3a UCK/IFOUeHNEeM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

AamuHUCTpaTOp 6€301MacHOCTH YIIOTHOMOYEH:

peanu30BbIBaTh TMOJMTUKM Oe3oracHocTH B yacT Hactpoiiku CK3U,
MEXKCeTeBbIX 9KPAaHOB M CHCTeM OOHapy>KeHHUsi aTak, B COOTBETCTBUM C KOTOPLIMU
nosib3oBarenb (Ornepatop APM) mosiyuaeT BO3MOXHOCTh paboTaTh C 37eMeHTaMu
NCITOg;

OCYLLECTBJ/ISITh ay[IUT CPE/CTB 3allUThI;

Onepatop APM

Omnepatop APM - cotpyanuk Kommccum (Wi WHOe yroJIHOMOUYEHHOe JIULO),
ocymectsitoiuii 06pabotky I1[IH. O6pabortka II/JH BK/IIOUaeT: BO3MOKHOCTH
npocmoTpa [1/1H, pyuHori BBog, 110 B cuctemy MCII/IH, (popMrpoBaHue CpaBOK U
0TueTOB 10 MH(OopMaLuu, ronyueHHor u3 MCIT/l. OnepaTtop He WMeeT IOTHOMOYUMA
[J1s yTipaBjieHus mogcructeMamu oo6pabotku AganHbeix U C3I1/H.

Omneparop VCIIJH ob6nafjaeT cyieAyoiydM YPOBHEM [IOCTYTIA W 3HAHUIA:

obnajaer BceMu HeoOXOAWMBIMK aTpubyTamMu (HampuMmep, I[1apojeMm),
o0ecreurBarOIIMMU AOCTYT K HEKOTOPOMY NOAMHOXXeCTBY T1/1H;
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pacriojiaraeTt KOH(i)I/I,ELEHLII/IaJ'[beIMI/I AaHHBIMH, K KOTOPBIM UMeeT JOCTYII.

A nvuductpatop cetu UCITIH

Apvunuctpatop cetu WCIIIOH, coTtpyaHuk Komuccuu (Wid  UWHOe
YII0JITHOMOUYEHHOe L), OTBETCTBEHHBIU 3a (YHKIIMOHUPOBaHUE
Te/leKOMMYyHUKalMoOHHOM nogcuctemel VCIT/IH. AZMUHUCTpAaToOp CeTH He HMeeT
TTOJTHOMOYMM [I/Is1 yTIpaB/ieHUs TToAicicTeMaMy 00pabOTKM JaHHBIX U 0e30T1aCHOCTH.

AJZIMUHHKCTpaTOp CeTH 006/1a/iaeT C/ieyI0IIMM YPOBHEM /IOCTYTa U 3HAHUM:

obnazaeT 4acTbi0 MHPOPMALIMKM O CUCTEMHOM U TPUK/IaJHOM TPOTPaMMHOM
obecnieuennr UCIT/H;

obnafaer yacTbio MHGOPMALMM O TEXHUYECKUX Cpe/CTBaX M KOHGUTypaluu
NCITOs;

uMeeT (QU3MUECKHH JOCTYyIl K TeXHUUeCKUM CpeAcTBaM 00paboTKu
MH(GOpMaLMU U Cpe/ICTBaM 3all{UThl;

3HaeT, 110 MeHbIllel Mepe, OJJHO JierajbHOe UM JOCTYyTIA.

TexHUUeCKUU CIIeLMaJINUCT 10 00CTVKUBAHUIO TIepudepUuitHOro 000pyI0BaHUS

TexHuueckuii crieUasvcT MO 00C/TY)KMBaHUIO, COTPYAHUK Komuccuu (mnm
MHOe YIOJHOMOYEHHOE JIMLI0), OCYLIeCcTB/AsieT OOC/Iy)KMBaHWE U  HAaCTPOUKY
nepucdepuiinoro  obopyzoBanuss WCII[JH. TexHuyeckuii  CrelUagucT  TI0
o0c/y>KuBaHUIO He uMeeT AocTyra K [1/1H, He ¥MeeT MOJIHOMOYUMN /IJIsi YIIpaBJieHust
no/icicTeMamMu 00pabOTKM JJaHHBIX U 6€30T1aCHOCTH.

TexHuueckuii crieLianucT 1o o0cIy>KMBaHUIO 00/1a/jaeT CeytolM YPOBHEM
[OCTYyTIa ¥ 3HAaHUU:

obnafaeT yacTbl0 MHPOPMALIMKM O CUCTEMHOM U TMPUK/IaJHOM TPOTPaMMHOM
o6ecnieuennu UCIT/JH;

obnafaer yacTblo MH(GOPMALMM O TEXHWYECKUX Cpe/CTBax M KOH(UrypaLuu
NCITOs;

3HaeT, 110 MeHbIllel Mepe, OJJHO JierajJbHOe UM JOCTYyTIA.

6. TpebGoBanusi K nmepcoHasty o odecneuenuo 3amutsl I1/{H

Bce cotpyguuku Komuccuu, ssisitorguecs rosib3oBatensimMu NCIIIH, f0/mKHbL
YeTKO 3HaTh W CTPOTO BBITIOJHATH YCTAHOBJIEHHbIE TpaBWia M 00s3aHHOCTH TIO
JOCTyMy K 3allldiljaeMbiM OO0beKTaM U COOJIIOJeHUI0 TIPUHSITOrO —peXkuma
6e3onacHoctH [1/]H.

[lpy BCTymIeHMM B JO/DKHOCTH HOBOTO COTPYJHUKA OH JOJ/DKEH ObITh
03HaKOMJIeH C He0OXOIUMBIMHU JOKYMEeHTaMH, perjiaMeHTUDPYIOIIUMY TpeOoBaHus 10
3auquTe [1/1H, a Takke oOyueHre HaBbIKaM BBLITIOJHEHUS TpoLieJyp, He0OX0AUMBIX
[T CAHKLJMOHUPOBAHHOTO Mcnosib3oBanus VCIT/IH.

CoTpyiHUK [0/KeH ObITh 03HAKOMJIEH CO CBe/leHHsIMU HacTosiel [TomTuku,
TIPUHSATBIX TpoLeAyp paboTsl ¢ snemeHTamu MICITJH u C3I1H.
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CoTtpyanuku  Komuccud, — UCMOb3yHOIIME — TeXHUUeCKWe  CpefiCTBa
ayTeHTUGUKALMK, [JO/DKHBI — obecrieuMBaTh  COXPaHHOCTb — W/IEHTHU(UKATOPOB
(2/1eKTPOHHBIX Kirodei) u He pomnyckaTb HCJ/I K HUM, a Tak ke BO3MOXXHOCThb WX
yTepu WK UCMO/Ib30BaHUs TPeTbUMHU JiLjamMu. [1ob30BaTesiu HeCyT MepCcoHaabHYIO
OTBETCTBEHHOCTb 3a COXPaHHOCTb UEHTU(UKATOPOB.

CoTpyaHuku Komuccuy [O/DKHBI ClefloBaTh yCTAHOBJIEHHBIM MpoLielypaM
nojaep>kaHusi pexkuma 6e3ornacHoctu [1/1H npy BbIOOpe M WCIO/Ib30BaHUU Taposieid
(ecsiu He KUCIOJIB3YIOTCS TEXHUUECKHE CPeJCTBA ayTeHTU(hUKALIK).

Cotpygnuku Komuccuu [o/mKHBI  obecrieurBaTh Ha/IeXKallylo — 3alliuTy
o0opyioBaHusl, OCTaB/sieMOro 6e3 MPUCMOTpPa, 0COOEHHO B TeX C/ydasiX, KOrja B
roMelijeHe WMeIOT OCTYIl MOCTOPOHHUe Jiviia. Bce moJib30BaTeM AO/DKHBI 3HATh
TpeboBaHuss 10 OGe3omacHoctd II/ITH W TipolleAypbl 3all[UThl  00OpYyAOBaHMS,
ocTaBjieHHOTO 6e3 MpUCMOTpa, a TaKXKe CBOU 00SI3aHHOCTH T10 0OecrieyeHHuI0 TaKou
3alUThI.

CoTpyAHMKaM 3aripelllaeTcsi yCTaHAB/IMBaTh [IOCTOPOHHee TPOTrpaMMHOe
obecrieueHre, TIOJK/IOUaTh JIMUHble MOOW/IbHbIE YCTPOWCTBA U  HOCUTENU
mHbOopMal[1K, a TaK Ke 3alMChIBaTh HAa HUX 3allulliaeMyro HHGOpMaLUIO.

CoTpyAHMKaM 3arpellaeTcs pasrjamiarh 3allylljaeMyl0  HH(OpMaLHIo,
KOTOpasi CTaja WM WU3BeCTHa mpu paboTe ¢ HHGOPMAILMOHHBIMU CHUCTEMaMU
Komuccuu, TpeTbUM JULAM.

[Tpu paborte c 111 B UCII[IH coTpyaHuku Komuccruu o0si3aHbl 00eCrieunTh
OTCYTCTBHE BO3MOXXHOCTU rpocMotpa IT/IH TpetbuMu uLjaMu ¢ MOHUTOPOB APM
WA TePMUHAJIOB.

[pu 3aBepieHuu pabotbl ¢ VICIIH coTpyaHUKA 00si3aHbI 3aluTuth APM
WA TepMHHA/bl C TIOMOIIbIO OJIOKMPOBKK K/HOUOM WM SKBUBAJIEHTHOTO Cpe/iCTBa
KOHTPOJIsI, HarlpuMep, AOCTYTIOM 10 TIapoJIt0, eC/IM He UCTIO/b3YHOTCS 60jiee CUIbHbIe
CpeACTBa 3allUTHI.

Cotpyguuku Komuccuu A0/mKHBI OBbITh TpoWHGOPMHPOBaHbl 00 yrpo3ax
HapyllleHusi pexkuMa Oe3oracHoctd [1[IJH ¥ OTBeTCTBEHHOCTH 3a €ro HapylleHHe.
OHU [0/DKHBI OBITH 03HAKOMJIEHBI C YTBEP)KIEeHHOW (opManbHOM TIpolieypoi
Ha/JOKeHUs] AUCLIMIIJIMHAPHBIX B3bICKAHWM Ha COTPYAHUKOB, KOTOPble HapyILIWIA
MIPUHSITBIE TIOJIUTUKY U TIpoLieyphl 6e3omacHocTy [1/1H.

CoTpyaHuKHM 00s13aHBI Oe3 Trpome/iiieHUst coo0IIaTh 000 Bcex HabMO1aeMbIX
WU TI0JI03pUTeNbHBIX citydasx pabotbl UCIT/IH, MOTYIIMX ITOB/IeUs 3a COO0M yrpo3sl
6e3omacHoctu II/JH, a TakKe O BBISIBJEHHbIX WMU COOBITHSIX, 3aTparuBaroIIUX
6e3onacHocth I1/lH, PYKOBOACTBY TMoOJpa3e/ieHusi W JIMIy, OTBeuarolleMy 3a
HeMe/lJIeHHOe pearvpoBaHie Ha yrpo3bl 6e3omacHocTH T1/H.

JTOJKHOCTHBIe 00s13aHHOCTH To/ib3oBaTener MCIT/IH

HNomkHOCTHBIe 00si3aHHOCTH ToJb30BaTesiet UCII/IH orvcaHbl B CIeYIOLIUX
JIOKyMeHTax:
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Nuctpykuus agmuauctpatopa UCITIH;

WHcTpykius agMuHKCcTpaTopa 6e3omnacHoctu UCTT/H;

NucTpykuums nosib3oBatesnis UCITIH;

VHCTpyKLMS TT0/Ib30BaTe sl NPU BOSHUKHOBEHUU BHEILUTATHBIX CUTYaLUK;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBercTBUM cCO cTaTheid 24 @enepasbHOrO 3akoHa Poccuiickoi
@enepauyu ot 27 urona 2006 r. Ne 152-@3 «O mepcoHanbHbIX [JAHHBIX» JIMLIA,
BUHOBHble B HapylleHUM TpeboBaHuii JaHHOTO PefepasbHOTO 3aKOHA, HeCyT
rpaXkIaHCKY0, YrOJIOBHYI, aJMUHUCTPAaTUBHYH, [JUCLUIUVIMHADHYIO U UHYIO
npeyCMOTPEeHHYO 3aKOHOAaTenbCTBOM Poccuiickoit Peziepaljiii OTBETCTBEHHOCTb.

HelicTBytoljee  3akKoHOZaTenbCTBO Poccuiickori @efepallid  MO3BOSIET
NpebsBASATE TpeboBaHUsA MO obecrieyeHWIO Oe30TacHOM pabOThHI C 3allUIIAeMOM
uHopMaLreli 1 rpelycMaTprMBaeT OTBETCTBEHHOCTh 3a HapyllleHHe yCTaHOB/IEeHHbIX
npaBuI 3Kcrulyatauud OBM M cucTteM, HenpaBOMEPHBIN AOCTYN K WH(OpMaLu,
ec/id 3TU [IeHiCTBUSI TIpUMBeNM K YHUUTOXKeHWIO, OJI0KMpOBaHMIO, MoudUKaLn
nHboOpMaIui WM HapylieHuto pabotel OBM wmm ceteit (crtatbu 272,273 u 274
YronoBHoro kKoziekca Poccutickont ®eznepariyn).

Apvunuctpatop MWCIIJJH wu  agmuHuctpatop  06e30macHOCTH  HeCyT
OTBETCTBEHHOCTh 3a BCe [IEMCTBUS], COBEpLIEHHbIe OT UMEHU WX YUYEeTHbIX 3arnucei
WM CUCTEMHBIX YYeTHBIX 3aluCeld, ec/ii He [0Ka3aH (pakT HeCaHKLMOHUPOBAHHOIO
VICTI0/Ib30BaHUs yUeTHbIX 3aIvCen.

IIpy nHapyuleHusx corpygHukamMu Komuccun — monb3oBatesnasmu VCITIH
MpaBW/, CBsi3aHHbIX C 0Oe3omacHocTbio [I/JH, OHUM HECYT OTBETCTBEHHOCTb,
YCTaHOBJIEHHYIO [IeMCTBYIOLMM 3aKOHOaTe bCTBOM Poccuiickor ®enepanyn.

7. CIIMCOK HUCI0/Ib30BaHHBIX HCTOUHHUKOB

OCHOBHBIMM HOPMaTUBHO-TIPABOBBIMH M MeTOAUUECKWMH JOKyMeHTaMH, Ha
KOTOpBIX O6a3upyeTcs HacTosias [TosrMTrKa, IBASIOTCS:

@epnepanpHbii 3akoH oT 27.07.2006 r. Ne 152-®3 «O mnepcoHaNbHBIX
JIAaHHBIX», YCTAHAB/MBAIOIINN OCHOBHBIE TIPUHIUAIIBI U ycaoBUs o0pabotku I1/1H,
npaBa, 00S3aHHOCTH W OTBETCTBEHHOCTh YUAaCTHHUKOB OTHOILIEHWH, CBSI3aHHBIX C
obpaboTkotii [T/TH.

TpeboBaHus K 3all[dTe TEePCOHAMbHBIX [JaHHBLIX TIpU HUX 00paboTKe B
MH(MOPMAIIMOHHBIX ~ CHUCTeMaX  [epCOHaNbHBIX  JlaHHBIX, yTBep K/leHHbIe
noctaHoBsieHreMm [IpaBurenbcTBa Poccuiickont ®@egeparuy ot 01.11.2012 1. Ne 1119.

[Tonoxkenne 006 o0coOeHHOCTSX 00pabOTKM  TMepCOHaNbHBIX  JAHHBIX,
ocCylillecTB/sieMOo 0e3 HCIIO/Mb30BaHUS CPEJCTB aBTOMAaTH3allvd, YTBEP)KIeHHOe
noctaHoB/ieHveM [IpaButenbcTBa Poccuiickon @efepaiyu oT 15.09.2008 r. Ne 687.

HopmatuBHO-MeToguuecKre  JOKyMeHTbl — PefepasbHOM  CIyKObI 10
TeXHUYeCKOMY UM 5KCIIepTHOMY KOHTpoyito Poccuiickon ®epepanuu (nanee —
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®CTOK Poccun) mo obecrieuenuto 6GeszomacHocty I1/IH mpu ux obpaboTke B
NCITOH:

ba3oBass Mofiesib yrpo3 6e30MacHOCTU TepCOHAMbHBIX MJAHHBIX TP MX
obpaboTke B MH(POPMALIMOHHBIX CHUCTeMaxX TepCOHA/NbHBIX [JaHHbIX, YTBep>KJeHHast
3amectutesieM gupekropa @CTOK Poccun 15.02.2008 r.

MeToauueckuii  IOKyMeHT. MeToauka OLleHKd yrpo3 0e3oracHoCTd
nH(opMaiuu, yreepxxaeHHbI ®CTOK Poccuu 05.02.2021 r.

[Tpuka3z ®CTIK Poccuu ot 11.02.2013 Ne 17 «O6 yTBepxxaeHnn TpeboBaHuit
O 3aluTe WH(pOpPMAalMM, He COCTaB/SIONIMX TOCYJapCTBEHHYH  TaliHy,
Cojlep>KalliXCsl B TOCYZlapCTBEHHBIX MH(OPMAaI[MOHHBIX CUCTEMaXx».

[Tpuka3z ®CTIK Poccuu ot 18.02.2013 Ne 21 «O06 yrBepxkaeHun CocTtaBa U
CoJiepKaHusl OpraHU3al[MOHHbIX U TeXHUUeCKUX Mep 1o obecrieyeHHt0 6e301acHOCTH
MepCcoHaNbHbIX JaHHBIX TpA HX 060paboTke B WHGPOPMAI[MOHHBIX CHCTeMax
MepCOHA/IbHBIX JaHHBIX».

[Tpuka3 PexpepanbHOUM CyKObl Oe3omacHocTH Poccuiickoit ®eznepaiii OT
10.07.2014 Ne 378 «O06 yTBepxxaeHun CocTaBa M COJIep>KaHUSI OPraHU3allMOHHBIX U
TeXHUUeCKHUX Mep M0 obecrieueHHI0 0€30MacHOCTH TMepPCOHANMbHBIX JAaHHBIX TIPU UX
o6paboTke B  MH(OPMALIMOHHBIX  CHUCTeMax T[IePCOHANbHBIX  JaHHBIX C
WCIIO/Ib30BaHWEeM  CpeACTB  KpunTorpauueckod — 3allluThl  WH(OpMaIH,
HeOoOXOAUMBIX [/l BBITIOJIHEHUSI YyCTaHOBJ/IeHHBIX [IpaBUTenbcTBoM Poccuiickoit
deneparu TpebOBaHUM K 3all[UTe TIePCOHA/IbHBIX JJaHHBIX JI KaXX/I0TO 13 YPOBHeM
3alUIEHHOCTUY.

MeToauueckre peKOMeHJaluM 10 pa3paboTKe HOPMATHMBHBLIX TPABOBBIX
aKTOB, OTpe/ie/ISIIoIUX YIpo3bl 6e30MacCHOCTU MepCOHAMbHBIX JAHHBIX, aKTyaabHble
npu o00paboTKe TMepCcoOHaNbHBIX [JlaHHBIX B  HH(OPMALMOHHBIX  CHCTeMax
MepCOHA/IbHBIX [JaHHBIX, SKCILTyaTUPYEeMbIX MPU OCYILEeCTBIEHUU COOTBETCTBYHOLUX
BUJIOB [IeSiTeJIbHOCTH, YyTBepxkJeHHble pPyKoBOACTBOM 8 Llentpa ®Cb Poccuu
31.03.2015 Ne 149/7/2/6-432.



