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ITIOJINTUKA
uHGopMaUOHHO 0€30MacHOCTH NMPU PaboTe ¢ MepCoHA/TLHBIMY JAHHBIMH

B BepxHeca/iANHCKO pailOHHOW TePPUTOPHA/ILHON M30HUpaTe/IbHOM
KOMMCCUH

OITPEAEJ/IEHUA

B HacTosIeM [JOKyMeHTe HCIIOb3YIOTCSA CIeyIoIie TePMUHbI U HX
oripeie/ieHusl.

ABTOMAaTH3MpPOBaHHAs CHCTeMa - CHCTeMa, COCTOsIasi M3 TiepCcoHasa |
KOMIIJIeKCa Cpe/ICTB aBTOMaTH3alliy ero JesiTe/IbHOCTH, peanu3ytoliasi nHpopMa-
I[MOHHYIO TEXHOJIOTUIO BBITIOJTHEHHUST YCTaHOBIEHHBIX (QYHKI[UH.

AyTeHTU(MKALMA OTNPaBUTeNA [JaHHBIX - IIOATBEp)XKIEHWe TOro, UTO
OTIIPaBUTEJIb [T0JIyUeHHBIX JaHHBIX COOTBETCTBYeT 3asiBJIEHHOMY.
Be3onacHOCTh MNepCOHANbHBIX [JAHHBIX - COCTOSHUWE 3alljUILeHHOCTU

MepCOHA/bHBIX  JIAHHBIX, XapaKTepu3yeMoe CIIoCOOHOCTBIO ITO/Ib30BaTe ek,
TeXHUUECKAX CPeACTB ¥  WHGOPMAI[MOHHBIX  TEXHOJIOTUM  00ecreunThb
KOH(U/IeHIIMa/IbHOCTb, 1|eJIOCTHOCTh U JOCTYIHOCTb MepPCOHA/IbHbIX AAHHBIX TIPU
nx 06paboTke B MH(MOPMALIMOHHBIX CHCTeMaX MepCOHaTbHbBIX JaHHbBIX.

Bbuomerpuueckue mnepcoHa/bHbIe JaHHble -  CBeJeHUA, KOTOpEIe
XapaKTepU3yIT (U3HN0IoTHUecKre 0COOEHHOCTH uejloBeKa U Ha OCHOBE KOTOPBIX
MOXXHO YCTaHOBUTb €ro JMYHOCTb, BK/IOUasi ororpaduu, oTreyaTKU TMajblieB,
obpa3 ceTuaTKM TrJla3a, OCOOEHHOCTH CTPOEHMsS Tela M JPYryi0 I0J00HYIO
MH(bOopMaLuIo.

b/iioKupoBaHMe IepCOHA/IBHBIX J[AHHBIX - BpEMeHHOe IIpeKpalljeHue
00pabOTKH MepCOHAMBHBIX JJAaHHBIX (32 MCK/IIOUEHHEM C/IyuaeB, ec/ii 00paboTka
HeoOXouMa /ISl yTOUHEHHS TIepCOHA/IbHBIX IaHHBIX ).

Bupyc (KOMObIOTEPHBIH, MPOrpaMMHBINH) - MCIIOJHSIeMbId MNPOrpaMMHbBIN
KOZ, WIM WHTePIpeTUpyeMblid Habop WHCTPYKLMM, 00/1a/lar0IIyii CBONCTBaMHU He-
CaHKIIMOHMPOBAHHOTO paCIpOCTpaHeHHss W caMoBoOcCTpon3BefeHusl. Co3/jaHHbIe
nyO6MMKaThl KOMIIBIOTEPHOTO BUPYyCa He BCETr/ja COBIAZIal0T C OPUTMHAJIOM, HO CO-
XPaHSIT CIIOCOOHOCTD K Aa/ibHeHNIIIeMy paclipoCTPaHeHUI0 U CaMOBOCITPOM3Be/ie-
HUIO.



BpejoHocHasi mporpaMma - MporpamMma, IpejHa3HaueHHasi /i OCYILeCTB-
JIeHWsI HeCaHKI[MOHWPOBAHHOTO JOCTyMNa U (WIM) BO3/IeUCTBUS Ha MepCOHa/bHbIe
JlaHHbIEe UM PeCypChbl MHPOPMAaLMOHHOW CUCTEeMbI TTIePCOHAJIbHBIX JaHHBIX.

BcrioMoraTe/ibHbIe TeXHHUYECKHEe CPeACTBA W CHCTeMbI - TeXHUUeCKHe
CpeJiCTBa M CUCTeMbI, He TIpeJHa3HaueHHbIe /17151 Tiepejaur, 00paboTKY M XpaHeHUsI
MepPCOHA/IbHBIX ~ JIaHHBIX, yCTaHaB/MBaeMble COBMECTHO C TeXHUUYECKUMHU
CpeAcTBaMM U CUCTeMaMM, TIpeJHa3HayeHHbIMHU [/ 00paboTKU TepcoHaIbHbIX
JaHHbIX WM B TIOMEI[eHHsIX, B KOTOPBIX YyCTaHOBJIEHbI WH(POPMAalIMOHHBIE
CUCTEMBbI NTepCOHA/TbHBIX 1aHHbIX.

JocTyn B omepanMoHHYH cpefy KoMmmbioTepa (MH()OPMALMOHHOW CHCTEMBI
MepCOHA/IBHBIX [JAHHBIX) - TMO/JyuyeHHe BO3MOXXHOCTU 3allyCKa Ha BbIIOJIHEHHUE
IITaTHBIX KOMaH/], GYHKIIUM, NpolLeAlyp OnepaljuoHHON CHUCTeMbl (YHUUTOXEeHUS,
KOMUPOBaHUS, TlepeMelljeHUs] M T.0.), UCIHOJIHAeMbIX (aijioB TPUKJIaJHBIX
MpOrpamm.

Jdoctyn k uHpopMaummuu - BO3MOXXHOCTb MOJyuYeHHsT HMH(OpMalLuyd U ee
VCII0J/Tb30BaHMUSI.

3aK/jalouHoe YCTPOMCTBO - DJJeEMEHT CpelCTBa Cbhbema HWH(OpMaluy,
CKDBITHO BHeJpsieMbIM (3aK/ia/IbIBaeMbIii WM BHOCHMBIM) B MeCTa BO3MO>KHOTO
cbeMa MH(MoOpMalyy (B TOM UHC/ie B OTpaXk/eHue, KOHCTPYKIUIO, 000py/joBaHMe,
rpeiIMeTbl UHTepbepa, TPAHCIOPTHBIE CPEJICTBA, a TaK)Ke B TEXHUUECKUe Cpe/iCTBa
W cECTeMbl 00paboTKu nHMOpMaIvn).

3ammiiaemass uHpopManusa - HHPOpMaILUs, SBJSIOLAACS MpPeJIMeTOM
COOCTBEHHOCTH U TIOJJIEXKAll[asi 3all[dTe B COOTBETCTBHH C TpeOOBaHUSIMH
TIPABOBBLIX [JOKYMEHTOB WM TpeOOBaHUSMH, yCTaHABIMBAeMbIMU COOCTBEHHUKOM
rnHbopmaruu.

UpenTtudukanusa - TPHUCBOEHHE CyObeKTaM U 00BbeKTaM JOoCTyma
ujeHTAU(PUKaTopa U (WIM) CpaBHEHWEe TMPeAbIBIsIEMOro WJeHTU(PUKaTopa C
repeuyHeM MPUCBOEHHBIX WeHTU(HUKATOPOB.

HNudopmaTuBHBI cUrHan - 37€KTPUUYECKHWe CUTHa/bl, aKyCTUYeCKUe,
3/IeKTPOMarHuTHbIE U [Ipyrue (pu3nueckue ToJis, 1o TapaMmeTpaM KOTOPbIX MOXKeT
ObITh pacKpbiTa KOHOHAEHIMAIbHas WHbOpMalys (TepcoHalbHbIe JIAHHBIE)
obpabaTeiBaeMast B UH(OPMALIMOHHOM CHUCTEMe TTePCOHATbHBIX JJaHHBIX.

WH(popMaUHOHHbIe TeXHOJOrMH - TIPOLIECCHI, MeTObI TIOMCKa, cOopa,
XpaHeHUusi, 00pabOTKW, TIpeJoCTaB/ieHUs,, pacrpocTpaHeHus WH(OpPMaLMA WU
CrI0COOBI OCYII[eCTB/IEHHS TAKUX MPOIIECCOB U METO/IOB.

NudopmanmonHass cucreMa mnepcoHalbHbIX JaHHbix (UCIIAH) -
COBOKYITHOCTb COZIep)Kall[uXcsd B 0a3ax [JaHHBIX TIePCOHA/NBHBIX [JaHHBIX U
obecmieunBarOIUX UX 00pab0TKy WHGMOOPMAILMOHHBIX TEXHOJIOTUN U TeXHUUYECKUX
Cpe/CTB.

Vicno/ib30BaHHe TMePCOHA/IbHBIX [JAaHHBIX - JIeUCTBUSA (orepanum) C
MepCOHAa/IbHBIMU  [IaHHBIMM, COBepIlIaeMble OIepaTopoM B Le/IsiX MPUHATHS



pelieHuld WM COBepIeHUsI HWHBbIX [IeMCTBUM, TTOPOXKAAIIMX HOPUAUYEeCcKUe
MOC/IeICTBUSI B OTHOIIIEHUU CyObeKTa MepCOHaNbHBbIX AAHHBIX WKW APYTUX JIUI]
b0 uHBIM 00pa3oM 3aTparvBarolyX IpaBa U CBOOO/IbI CyObeKTa MepCoHaTbHBIX
J@HHBIX WU IPYTUX JIULL.

HcTouHuK yrpo3bl Oe3omacHocTd uWHpOpMauuu - CYOBEKT [IOCTYIIa,
MaTepuanbHbIi O0BEKT WM (PU3NUecKoe siB/IeHHe, SBJSIOMIMECS TMPUUMHON
BO3HUKHOBEHUS yrpo3bl 6e30racHoCT HHGOpMALUH.

KoHTpo/iupyemasi 30Ha - TPOCTPAHCTBO (TeppUTOpHS, 3/laHue, YaCTh 3/laHusl,
roMelrieHrHe), B KOTOPOM MWCK/IFOUEHO HEKOHTpOJMpyeMoe TipeObiBaHUe
MTOCTOPOHHUX JIUL], @ TAK)Ke TPAHCIIOPTHBIX, TEXHUUYECKUX U UHBIX MaTepUa/bHbIX
CpeJCTB.

KoH(ueHI[HaIbHOCTh NEePCOHANBHBIX [JaHHBIX - 00s3aTesbHOe /IS
coO/MIo/IeHrs OTepaTOPOM WM WHBIM TIOJyUHBIITHUM JOCTYIT K TepCOHA/IbHBIM
JAHHBIM JTUL[OM TpeboBaHWe He [OMyCKaTh WX pacmpocTpaHeHue 0e3 corsacus
cyObeKTa repCOHaTbHBIX JAHHBIX WA HATMUKsI MHOTO 3aKOHHOTO OCHOBAHHUSI.

MexcereBoid  3KpaH -  JIOKajbHOe  (O/IHOKOMIIOHEHTHOE) WM
byHKI[MOHAIBHO-PacIIpe/ie/ieHHOe  MporpaMmHoe  (TIpOrpaMMHO-arrapaTHOe)
cpeAcTBO (KOMIIEKC), peasu3ytolliee KOHTPOJ/b 3a UH(OpMaLUeid, TOCTynato1eil B
WH(MOPMAaI[MOHHYI0 CUCTEMY TepCOHAMbHBIX [JJaHHBIX U (WIM) BbIXOJsIleNd U3
MH(OPMaI[MOHHOW CUCTEMBI.

Hapyiurenb 0e30MacHOCTH MepCOHAMbHBIX AAaHHBIX - (DU3HUUYeCKoe JIUILIO,
CJlydyaliHO WM TpefHaMepeHHO COBeplliarollee AelCTBUS, C/IeACTBUEM KOTOPbIX
ABJISIETCS] HapylleHWe 0e30MacHOCTH MepCOHABHBIX JIaHHBIX ITPU UX 00paboTke
TeXHUUeCKUMU Cpe/icTBaMd B HWHGMOPMAIIMOHHBIX CHUCTeMaX TMepCOHaTbHBIX
J@HHBIX.

HeaBTomMaTH3upoBaHHas 00pa0oTKa MepCOHANBHBIX JaHHBIX - 00paboTKa
MepPCOHA/BHBIX  JIaHHBIX, COJlepXKallluxcsi B WHGMOPMAI[MOHHOW  CHUCTeMe
MePCOHA/IbHBIX [IaHHBIX JIMOO W3B/I€UEHHBIX W3 TaKOW CHUCTEMbI, CUHUTAETCS
OCYIIleCTB/IEHHOU be3 WCTTI0JTb30BaHus Cpe/CTB aBTOMAaTH3aLun
(HeaBTOMAaTU3WPOBAHHOM), €C/IU TaKUe JeUCTBHUS C TIepCOHA/IbHBIMU JaHHBIMU, KaK
WCTI0/Tb30BaHNe, YTOUHEHHe, pAclpoCTpaHeHWe, YHWUTO)KeHHe T[1ePCOHATbHbBIX
JAHHBIX B OTHOIIEHWH KaXKIOT0 U3 CyOBeKTOB TIepCOHA/ILHBIX [IaHHBIX,
OCYILIeCTBJISIFOTCS TIPU HETMOCPeZICTBEHHOM yuaCTUM uesloBeKa.

Hepexk/apupoBaHHbie BO3MOXHOCTH - (YHKIMOHa/bHble BO3MOXXHOCTU
CPe/ICTB BbIUYMC/IUTE/IbHON TeXHWKH, He OIMCaHHble WIA He COOTBETCTBYIOLLWE
OMMCAHHBIM B JIOKYMEHTAl[uM, TIPU MCII0/Ib30BaHUM KOTOPBLIX BO3MOXXHO
HapyllleHue  KOH(WAEeHIMaJbHOCTH,  JOCTYIMHOCTW  WIW  I[eJIOCTHOCTH
obpabatbiBaemMoit nH(OpMaIUH.

HecaHKIIMOHUPOBAHHBIN AOCTYN (HECAHKIMOHMPOBAHHbIE IeHCTBHS) -
JOCTYIl K MH(pOPMAaLMU WM [eMCTBUS C MH(OpMaLyed, Hapyllarolye IpaBu/a



pasrpaHuyeHus JOCTyTa C UCI0/Ib30BaHUEM IITaTHBIX CPeZICTB, MPe0CTaB/IsieMbIX
MHGOPMaL[MOHHBIMU CUCTeMaMH TIepCOHa/IbHBIX JaHHbIX.

Hocurenns undopmanuu - GpusnueckKoe U0 WIM MaTepHaldbHBIA 00BEKT, B
TOM 4uc/ie (hr3uyeckoe moJjie, B KOTOpoM UHGOPMaIUs HaXO[UT CBOe OTPa)kKeHUe B
BHJle CHUMBOJIOB, 00pa3oB, CHTHA/OB, TeXHWUECKUX peIleHuHd U TIPOLleCCoB,
KOJTMUeCTBEHHBIX XapaKTePUCTHK (PU3MUeCKUX BeJTUUNH.

OGe3MuMBaHKe MePCOHATbHBIX JAHHBIX - IEVCTBUS, B pe3y/bTaTe KOTOPbIX
CTAHOBUTCSI HEBO3MOKHBIM 0€3 HCIO/Ib30BaHUs OIOHUTEbHON WH(pOpMaIiu
OTIpe/ie/TUTh TIPUHAJJIe)KHOCTb TEePCOHABHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
TePCOHA/IbHBIX JJaHHBIX.

OO0pafoTKa mepCoOHANBHBIX AAHHBIX - JII000e gAeMcTBUe (omeparnusi) WIN
COBOKYITHOCTb JIeMCTBUM (Orepaijuii), coBeplllaeMbIX C MCIO/Jb30BaHUEM Cpe/ICTB
aBTOMAaTH3allud WM 6e3 WCIIO/b30BaHUS TaKMX CPEJCTB C TIePCOHA/IbHBIMU
JMaHHBIMH, BK/IOYasi cOOp, 3amMch, CHCTEMATHU3alvio, HAKOIUIEHHe, XpaHeHWe,
yTouHeHUe (OOHOBJ/ieHWe, W3MeHeHHe), U3BJleueHue, WCIO0Jb30BaHue, Tiepejady
(pacmipocTpaHeHue, TIpeJoCTaB/ieHHe, AOCTYyI), obe3nuunBaHue, OOKUpOBaHUe,
yJaneHue, yHUUTO)KeHe TIepCOHa/IbHBIX JaHHBIX.

OO1e/J0CTyHbIE MepCOHA/IbHBIE [JaHHbIe - TIepCOHA/IbHbIe JJaHHbIe, JOCTYI
HEOrPAaHUUYEHHOT0 Kpyra JiMl] K KOTOPbIM MpeZAOoCTaB/eH C COrjiachs CyObeKTa
MepCOHa/NbHBIX [JaHHBIX WM Ha KOTOpble B COOTBETCTBUU C (PefiepaibHbIMU
3aKOHaMH He pacrpocTpaHsieTcs: TpeboBaHUe cob/Tt0/IeHNsT KOH(PUAeHIIMaTbHOCTH.

Onepatop (MepcOHA/NBHBIX [JaHHBIX) - TOCYZAaPCTBEHHbIM  OpraH,
MYHMIUTIANBHBIA OpraH, opuudeckoe Wiv (u3udeckoe JIMI0, CAMOCTOSITeNTbHO
WM COBMECTHO C JIpDYTUMM JIMIIAMU OpraHu3yolue U (WUIM) OCYIleCTB/ISIOIIe
00pabOTKy IepCOHA/NbHBIX [aHHBIX, a TAaKXe OIpeessiolpe e 00paboTKu
TepCOHa/TbHBIX JaHHBIX, COCTaB TIePCOHAbHBIX JJaHHBIX, MO/ IeKaliux oopaboTke,
nelicTBuYs (omepaiivu), CoBepillaeMble C epCOHaTbHBIMU JJaHHBIMHU.

TexHUUYeCKHe CpeJCcTBa HH(POPMALMOHHOW CHCTEMbI MePCOHA/ILHBIX JJAHHBIX
- Cpe[iCTBA BBIUMCJITENbHONW TEeXHUKH, WH()OPMALIMOHHO-BBIUMC/IUTETbHbIE
KOMIIJIEKChl M CeTH, CPeJICTBA U CUCTeMbI Mepefaud, rnpuema U obpabotku I1/1H
(cpeacTBa M cHCTeMbl 3BYKO3allMCH, 3BYKOYCH/IEHUS, 3BYKOBOCIIPOHM3Be/eHUs,
TeperoBopHble U  Te/IeBU3MOHHbIE  YCTPOMCTBA, CpeACTBA W3TOTOBJIEHMS,
TUDAKMPOBAaHUS [JOKYMEHTOB W [JpyrWe TeXHWYeCckKre cpeAcTBa 00pabOTKH
peueBoM, Tpaduueckol, BuUAeo- U OykBeHHOI[M(bPOBON  MH(OPMAaLN),
IIporpaMMHbIe Cpe/icTBa (OIeparjioHHbIe CUCTEMBI, CUCTEMBI YIIpaB/IeHUs1 Oa3amu
JaHHbIX W T.OI.), CpeACTBa 3alluThbl WHAMOpMaIuM, TpUMeHsieMble B
MH(MOPMAaI[MOHHBIX CUCTEMaX.

IlepexBar (uH(opmanuu) - HerpaBOMepHOe ToyyeHUe WHMOpPMAaIUU C
HCTI0/Tb30BaHUEM TEeXHMUECKOTO CpeZCTBa, OCYIIEeCTB/ISIONIET0 OOHapysKeHue,
npyeM ¥ 06paboTKy MHGOPMAaTUBHBIX CUTHAJIOB.



IlepcoHanbHbIe JaHHBIE - H00ass UH(OPMaLYs, OTHOCAIIASICS K TIPSIMO WU
KOCBEHHO OIIpe/ie/ieHHOMY WM oripefiesiieMoMy (pusnyeckoMy vy (CyObekTy
TepCOHa/IbHBIX JaHHbIX);

IToOouHbIe  3/1eKTPOMAarHUTHbIE  HW3JIyYeHHsA W  HABOAKU -
3/IEKTPOMAarHUTHbIE W3TyYeHUs] TeXHUUECKUX CpeACTB 00pabOTKU 3allUillaeMOi
vHbopMallMy, BO3HUKalOIUMe Kak T[0004YHOoe siBJleHWe U BbI3BaHHbIE
3/IEKTPUUECKUMU CUTHAJ/IaMU, ZIeMCTBYIOLUMU B UX 37IeKTPUUYECKUX U MarHUTHBIX
1[eTI51X, @ TaK)Ke 3/IeKTPOMarHUTHbIE HAaBOJKU 3TUX CUTHA/IOB Ha TOKOMPOBOZSIIHE
JIUHUU, KOHCTPYKLIMU U LIeTIA NTUTaHUSI.

ITo/IMTHKA «YHCTOr0 CTOJIa» - KOMIUIEKC OPraHM3aljuOHHbIX MepONpUSTUM,
KOHTPOJIUPYIOILMX OTCYTCTBUE 3allMChiBaHUs Ha OyMa)kKHble HOCUTETU KJIHouel U
aTpubyTOB f0oCTyMa (TapoJsieii) ¥ XpaHeH!sT UX BOMM3K 00BeKTOB JOCTYIIA.

ITonb30BarTennb I/IH(i)OpMal.[l/IOHHOI‘/’I CHCTEeMBbI NMepCoOHA/JIbHBIX AaHHBIX - JIMLO,
ydacTByroiiee B GyHKIIMOHMPOBAaHUM UHGOPMALIMOHHON CUCTEMbI IepCOoHaTbHBIX
JAHHBIX WK UCIIO/b3YIoIlee pe3y/ibTaThl ee (YHKIIMOHUPOBAHUSI.

IIpaBuna  pa3srpaHuyeHuss  JOCTyma - COBOKYITHOCTb [IpaBuUII,
perj7aMeHTHPYIOLMX paBa A0CTyTa Cy0OBeKTOB JA0CTyIa K 00beKTaM A0CTYTIa.

IIporpaMMHas 3aKjajka - KO/l IpOrpaMMbl, NpeZiHaMepeHHO BHeCeHHBIN B
TIPOrpaMMy C 1[e/IbI0 OCYI[eCTBUTh YTeUKY, U3MEeHUTh, OJTIOKUPOBATh, YHUUTOXKUTh
MHGOPMALMI0 WIKM YHUUTOXKUTb U MOAU(ULIMPOBATh MPOTrpaMMHOe obecrieueHue
MHGOPMAI[MOHHON CHUCTeMbl MepCOHAMbHBIX AAHHBIX U (WM) 6J0KMpOBaTh arra-
paTHbIe Cpe/iCTBa.

I[IporpammHoe (mporpaMMHO-MaTeMaTHUYeCcKoe) BO3/leliCTBHE -
HeCAaHKIIMOHUPOBaHHOe  BO3/leliCTBMe Ha pecypchbl  aBTOMaTU3HWPOBaHHOU
MHGOPMAI[MOHHON CUCTeMBI, OCYIIeCTB/sieMOe C MCIO0Ib30BaHUEM BpeZOHOCHBIX
TIPOrPaMM.

PacKkpbiTHe MNepCOHABbHBIX [AAHHBIX - YMBIIUIEHHOE WM C/lydyalHOe
HapylleHue KOH(MU/1eHIMaTbHOCTH MepCoHaMbHBIX JaHHbIX.

PacripocTpaHeHue MepPCOHAIbHBIX JAAHHBIX - [€HMCTBHUsS, HalpaB/ieHHble Ha
PACKpbITHe TePCOHABHBIX JaHHBIX Heorpe/ie/IeHHOMY KpPYTY JIHLI.

Pecypc uH(OPMAHOHHOW CHCTEMbI - UMEHOBAHHBIM 3/IeMeHT CHUCTEMHOTO,
TIPUKJ/IaZIHOTO W arrapaTHOro obecrieueHust (yHKIIMOHUPOBaHUS
MH(OPMAaLMOHHOW CUCTEMBI.

CHE].[I/IEUI]JHBIE KaTeropuu nepCcoHa/JIbHbIX JAaHHBIX - II€PCOHA/IbHBIE JdHHbIE,
Kacaroluecsi pacoOBOM, Hal[MOHA/JIbHOW  TMPUHAJIE)KHOCTH,  MOJUTUUECKUX
B3TJISI/IOB, PEUTUO3HBIX WU (punocodcKux yOeKaeHui, COCTOSTHUSI 3/J0POBbSI U
WHTUMHOM >XM3HH CYObeKTa IMepCOHA/IbHBIX JaHHBIX.

Cpe/jcTBa BBIYUC/IMTE/TBHON TeXHUKH - COBOKYITHOCTb IIPOTPAMMHBIX U TeX-
HUYEeCKUX 3JIEMEHTOB CHCTeM 00paboTKM ZlaHHBIX, CTIOCOOHBIX (HYHKI[MOHUPOBATh
CaMOCTOSITE/TbHO WX B COCTaBe APYTUX CHUCTEM.

CyobekT pgocrynma (cy0obekT) - JIMII0O WIA MPOLIECC, AeUCTBUS KOTOPOIo



perjiaMeHTUMPYIOTCSl PaBW/IaMU pa3rpaHUYeHust J0CTyTa.

TexHMUeCKMH KaHa/l yTedykKH HH(opMamuM - COBOKYITHOCTb HOCUTeJSl WH-
dopmarum (cpeacTBa 06paboTKK), GU3MUeCKO Cpefibl pacripocTpaHeHus1 UHMOP-
MaTUBHOTO CWUTHaj/a W CPeACTB, KOTOPbIMU J0ObIBaeTcs  3alluiiiaeMast
yuHbopMarusi.

TpaHcrpaHvuHas Imepejadya IepCOHA/JBHBIX JAAHHBIX -  [Iepezaua
MepPCOHA/IbHBIX  [JaHHBIX OrepaTopoM 4Yepe3 ['oCy/lapCTBeHHYIO TpaHULY
Poccuiickoii  ®epepaluu  OpraHy  B/acTA  WHOCTPAaHHOTO  TOCY/lapCTBa,
br3nUeCcKOMY WU FOPUAUUECKOMY JIMLY MHOCTPAHHOTO rOCy1apCTBa.

Yrpo3bl 6e30macHOCTH MEePCOHAIBHBIX JAHHBIX - COBOKYITHOCTh YCJIOBUU U
(akTopoB, CO3[AIOIMIUX OMAaCHOCTb HECAHKLIMOHWPOBAaHHOTO, B TOM YHCJIe
CJIy4aliHOTr0, JOCTYIa K MEePCOHATbHBIM [JaHHBIM, Pe3yJbTaTOM KOTOPOrO0 MOXKET
CTaThb YHUUTOXKeHUe, U3MeHeHue, OI0KUpoBaHUe, KOMMPOBAHKe, paClipOCTPaHeHHe
MePCOHA/ILHBIX JIaHHBIX, a TaK)Ke UHbIX HeCAaHKI[MOHUPOBAHHBIX ZIeMCTBUN MPU UX
00paboTKe B MH(POPMAI[MOHHOM CHCTeMe TIepCOHA/IbHBIX JaHHbIX.

YHHUUTOKeHHEe MePCOHA/TBHBIX JaHHBIX - JIEMCTBUS, B pe3y/bTaTe KOTOPBIX
CTAHOBUTCSl HEBO3MOJKHBIM BOCCTaHOBUTh COZIEpKaHHe MepCOHa/NbHbIX JAaHHBIX B
MH(GOPMAL[MOHHON CHUCTeMe TepCOHA/NbHBIX [aHHbIX W (WIM) B pe3y/bTaTe
KOTOPBIX YHUUTOXKAKOTCSI MaTepuasbHble HOCHUTEIN NePCOHaNbHBIX JaHHbIX.

YTeuka (3amuinaemoi) wuHpopMalUM MO0 TeXHHUECKUM KaHa/lIaM -
HEKOHTPOJIMDYeMOe paclpoCTpaHeHWe WH(OpMalLMy OT HOCUTeJIsl 3allyIaeMOu
vHbopMaluu uepe3  (PU3MYECKYHD Cpely [0 TeXHUUeCKOro CpeJCTBa,
OCYILIeCTBJISIFOLEr0 repexBaT UH(OpMaLUH.

YasBumocts - C1aboCTb B Cpe/CTBaxX 3alllUThl, KOTOPYH) MOYKHO
MCII0J/Ib30BaTh /1Jis HApYllleHWs] CUCTeMbI WM COJeprKalllelicsi B Hell MH(opMalvu.

IlesiocTHOCTH MH(pOPMALUH - CTIOCOOHOCTH Cpe/ICTBa BBIUMC/IUTETLHON TeX-
HUKM WA aBTOMAaTU3MPOBAHHOM CHUCTeMbl 00ecrieurBaTh HEW3MEHHOCTh
vHbOpMali B YC/IOBUSIX CJIydyallHOTO W/WIW TIpeJHaMepPeHHOTO WCKaXKeHUs

(pa3pyiueHus).



OBbO3HAYEHUSA 1 COKPAILIEHSA

ABC - aHTUBYpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3UpPOBaHHOE pabouee MeCTO

BTCC - BcrioMorare/ibHble TeXHUUeCKHe CpefCTBa U CUCTeMbI
WCTI[IH - nHdopMaliMoHHasi CUCTeMa MepCOHaTbHbIX JaHHBIX
K3 - KoHTpOo/mMpyemasi 30Ha

JIBC - yioKasibHas BEIYMC/IATE/IbHAs CeTh

MD - MeXxceTeBOM 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIM AOCTYII

OC - onepalMoOHHasi cUCTeMa

I1/JH - mepcoHa/bHbIe JaHHbIe

[IMB - nporpaMMHO-MaTeMaTAUeCKOe BO3/]elCTBUE

1O - nporpamMMHoOe obecrieueHue

[TOMUH - mobouHble 3/1eKTpOMarHUTHBIE U3/TyUeHUs] K HABOJKU
CA3 - cucrema aHaniu3a 3allUILIEHHOCTU

C3MU - cpeacTBa 3au[uThl TH(GOPMALUU

C3I1/H - cuctema (mojcUcTeMa) 3allUThl TIePCOHAMbHBIX JJaHHBIX
COB - cuctema 0OHapyKeHHsT BTOP>KEHHUH

TKYMU - TexHnuecKue KaHasibl yTeUKY MH(OpMAaLun

YBII[IH - yrpo3bl 6e3011aCHOCTH TT€PCOHAMBHBIX JJAHHBIX



BBEJAEHHWE

Hactosijasi [Tonmutrka wWHGOpMaIMOHHOM Oe3ormacHOCTM Tipd pabore C
NepcoHalbHBIMU [IaHHBIMKM B BepxHeca/qJMHCKOM paliOHHOM TeppUTOpHaIbHON
n3bupaTenbHOM KomuccuMn (ganee - [lonuTuika) —siBasieTcsi  OHI[MATBHBIM
JIOKYMEHTOM.

[Torutvka ~ pa3pabotaHa B~ COOTBETCTBUM € TpebOBaHUSIMU,
yCTaHOBJIEHHbIMMU:

®enepanbHbM 3aKOHOM OT 27.07.2006 Ne 149-®3 «O6 wuHpopmaluy,
MH(OPMAaLMOHHBIX TEXHOJIOTHUSIX U O 3aluTe UHGOPMaLUn»;

®epepanbHbiM  3aKOHOM 0T 27.07.2006 Ne 152-®3 «O rmnepcoHambHbIX
AdHHBIX> ;

rioctaHoByieHrem [IpaButensctBa Poccurickon ®epepaumu ot 01.11.2012
Ne 1119 «O6 yTBepxxAeHUM TpeOOBaHWH K 3all[iTe TTePCOHA/IbHBIX JaHHBIX TTPH UX
00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX»;

noctaHoBsieHreM IIpaBurtenbctBa Poccuiickor ®@enepaumu ot 15.09.2008
Ne 687 «0O6 yrBepKAeHuM monoKeHHsT 00 ocobeHHOCTsIX 00paboTKU
MepCOHaNbHbIX  JIJaHHBIX, OCYILeCTBAsieMO 0e3  WCIO/b30BaHUS  CPEeZCTB
aBTOMaTHU3aLN»;

noctaHoBsieHrem IlIpaBurtenbctBa Poccuiickor ®epepauym ot 21.03.2012
Ne 211 «O6 yTBepKIeHWU TiepeuHsi Mep, HarpaB/eHHBIX Ha obecrieueHue
BBITTOJIHEHUsT 00s13aHHOCTeH, TIpeaycMOTpeHHbIX denepanbHbIM 3aKOHOM  «O
MepPCOHA/IbHBIX [JaHHBIX» W TIPUHSITBIMM B COOTBETCTBUM C HUM HOPMAaTUBHBIMU
MpPaBOBbIMM aKTaMW, OIepaTopaMH, SIBJSIOIIUMUCS TOCYJapCTBEHHbIMU WU
MYHUIUTIaTbHBIMU OpPTraHaMU»;

niprka3oM ®CTOK Poccun ot 18.02.2013 Ne 21 «O6 yTBepxkaennr CocTaBa
W Cofiep)KaHWsl OpraHW3al[MOHHBIX W TeXHWYeCKMX Mep Ti0 o0becrieueHUIO
0e30MacHOCTU TIePCOHABLHBLIX JAHHBIX TMPH MX 00paboTKe B MHGMOPMAIIMOHHBIX
cucTeMax repCoHabHbIX TaHHbBIX»;

niprka3omM @CBb Poccuu ot 10.07.2014 Ne 378 «O0 yTBep>KIeHHUN COCTaBa 1
COZlep>KaHHsI ~OpPraHM3alMOHHBIX W TEeXHUUeCKUX Mep 1o obecrieueHHIO
0e30MacHOCTU TIePCOHABLHBLIX JAHHBIX TMPH MX 00paboTKe B MHGMOPMAIIMOHHBIX
cucTeMax MepCOHATbHBIX JAHHBIX C VICTI0/Ib30BaHKEM CpejcCTB
KpunTorpaguueckor 3ammTbl HHGOPMAUK, HeOOXOJUMBIX /i1 BBITIOTHEHUS
yCTaHOBJIeHHBIX [IpaBuTescTBOM Poccuiickoit ®Pemepaiiun TpeOOBaHMM K 3aIl[UTe
MePCOHAJIbHBIX JJAaHHBIX /151 K&XKA0T0 U3 YPOBHEH 3all[UIIeHHOCTU»;

MeToauuecKUMU  peKOMeHJal[usiMd  TI0  pa3paboTke  HOPMAaTHUBHBIX
MPaBOBBIX aKTOB, OMpeZesISIOINX YIPo3bl 6€30MacHOCTH TIePCOHAMBHBIX JAHHBIX,
aKTya/ibHble TIpM 00pabOTKe TIepCOHA/IbHBIX [JAHHBIX B WHGMOPMALMOHHBIX
cucTeMax IepCOHa/bHBIX JIJaHHBIX, JKCIUTyaTUPYeMbIX TIPU OCYIlleCTB/IEHUU
COOTBETCTBYIOLLIUX BHUJOB [esTeNbHOCTH, YTBEP)KJEHHbIMU PYKOBOJCTBOM 8



Lentpa ®Cb Poccum 31.03.2015 Ne 149/7/2/6-432.

B TlonuTtuke ompezeneHbl TpeboBaHuss K mepcoHany WCIIIH, cTemneHb
OTBeTCTBEHHOCTW  TlepcOHana, CTPYKTypa Y HeoOXOAWMBIM  ypOBeHb
3alUIeHHOCTH, CTaTyC W  JO/DKHOCTHble  00s3aHHOCTH  COTPYAHUKOB,
OTBETCTBEHHBIX 3a obecrieueHre 6€30MacCHOCTH MepCOHaMbHBIX AaHHbIX B CIIH
BepxHecanauHCKOW paliOHHOW TeppUTOpPHAIbHOW W30MpaTebHOM KOMMCCHH
(manee — Komuccus).

1. OOLHe Mo/I0KeHHs

Llenvto Hacrosieldt [lonutuky siBiseTcsi obecrieyeHre 6e30macHOCTH
00beKTOB 3aluThl KoMucCcuM OT BCeX BUIOB Yrpo3, BHEIIHWX W BHYTPEHHUX,
YMBIIIJIEHHbIX U HeTpeJHaMepeHHbIX, MUHUMM3alYsl yiiepba OT BO3MOXKHOMU
peanu3aiuu yrpo3 6esonacHocty [1Ju (YBITAH).

be3onacHOCTb IepCcOHa/NbHBIX [aHHBIX [JOCTUraeTcs IyTeM WCK/IH0YeHUs
HeCaHKLIMOHWPOBAHHOIO, B TOM YMCJIe C/Iy4yalHOIO, JOCTyna K IepCOHaIbHbIM
JJ@HHbIM, pe3y/IbTaTOM KOTOPOrO MOXKeT CTaTb YHUUTOXXeHUe, U3MeHeHue,
6/10KMpOBaHKe, KOTIMPOBaHUe, PacTipOCTpaHeHre TIepCOHATBHBIX [JaHHbBIX, a TaKKe
VHBIX HECAHKI[MOHUPOBAHHBIX JAeUCTBUM.

WNuHdopmalysi 1 CBs3aHHble C Hell peCypChbl JOJKHBI ObITh JOCTYIHBI ISt
aBTOPU30BAHHBIX IT0JIb30BaTesied. [l0/DKHO OCYIIeCTBAATBCSI CBOEBPEMEHHOE
obOHapy>keHHe 1 pearupoBaHue Ha YBIT/IH.

JO/mDKHO — OCyILeCTBAATLCS — MpefoTBpallieHhe  [peJHaMepeHHbIX WU
CJlyYarHbIX, YaCTUYHBIX WM TMOJIHBIX HEeCAHKLJMOHMPOBAHHBIX MOU(MUKALMNA WIH
YHUUTOXKEHUS JaHHbIX.

CoctaB 00BEKTOB 3all[uThl TIpeicTaBieH B «llepeuHe TiepCOHAbHBIX
NaHHBIX, oOpabaTbiBaeMbIX B BepxHeca/iMHCKON palilOHHOW TeppUTOpHA/IbHON
n3bupaTe/NbHOM KOMHCCHMM B CBSI3U C peanu3aleid c1y>keOHbIX (TPYZOBbIX)
OTHOLLIEHHMH, a TaK)Ke OCYILeCTB/IEHUEM rOCYZapCTBEHHBIX (QYHKLU».

Cocras MCIIIH mnoanexamux 3amure, npeacraBneH B «llepeune
MH(OPMALMOHHBIX CHUCTEM TIePCOHA/BHBIX [aHHBIX B BepxHecanguHCKOM
palioHHOM TeppUTOPUAIBLHON N30UpaTeTbHON KOMUCCUU».

2. O61aCTh IeHCTBHSA

TpeboBanuss Hactosiied [loMMTUKM — paclpoCTpPaHSIOTCS Ha  BCeX
COTPYAHUKOB Komuccun (IITaTHBIX, BDEMEHHBIX, pabOTalOIUX 10 KOHTPAaKTy U
T.IL.), @ TAK)KE BCEX MPOYMX JIUL] (MOAPSAYUKA, ayAUTOPHI U T.I1.).

3. Cucrema 3alUThI IEPCOHA/IBHBIX AAHHBIX

OOGecrieueHre 6e30MaCHOCTH TI€PCOHABHBIX [JaHHBIX JOCTHUTAeTCs, B
YaCTHOCTH:
orpeziesieHeM yrpo3 6e30MacHOCTA TePCOHANMBHBIX MJAHHBIX TPU WX



00paboTKe B UH(POPMALIMOHHBIX CUCTEMAax MepCOHATbHBIX aHHBIX;

NpUMeHeHeM OpraHM3allMOHHbIX M TeXHWYeCKHUX Mep Mo o0becrieueHUIo
6e30mMacHOCTU TIePCOHABLHBIX JAHHBIX TPH UX 00paboTke B MHGMOPMALIMOHHBIX
crcTeMax MepCOHa/IbHBIX JAHHBIX, HEOOXOUMBIX /ISl BBITIOJTHEHHMsT TpeOOBaHUM K
3alUTe TePCOHA/NBHBIX  JAHHBIX, MCIOJHEeHHWe KOTOpbIX  obecrieyrBaeT
yCTaHOBJ/IEHHbIE IIpaBuTe/ILCTBOM Poccuiickoi denepaluu YPOBHU
3alMIEHHOCTU MepCOHaIbHbIX IaHHBIX;

TIpUMEeHeHVeM TpPOLLIe/IINX B YCTaHOBJIEHHOM IOPs/IKe MPoLeypy OLIeHKH
COOTBETCTBUSI CPe/CTB 3allUThl UH(POPMALUY;

OLIEHKOW 3P PeKTUBHOCTM TIPUHMUMAeMbIX Mep TI0  o0becrieueHuto
Oe30MacHOCTU  TIepCOHa/NbHBIX  JI@HHBIX [0 BBOJla B  9KCIUIyaTalUio
MH(OPMAaIMOHHOW CUCTeMbI IEPCOHATbHBIX JaHHbBIX;

y4eTOM MalllMHHBIX HOCUTeJIel NepCOHAbHBIX JJaHHBIX;

obOHapykeHHeM (aKTOB HECAHKIIMOHUPOBAHHOTO ZIOCTYTIA K MepCOHATBEHBIM
JaHHBIM W TIDUHATHEM Mep, B TOM uucjie Mep 10 oOHapyKeHHIO,
MpeAyTNpeXJIeHAI0 U JIMKBUAALMM TIOC/IeJCTBUMA KOMITbIOTEDHBIX aTaK Ha
MH(MOPMaI[MOHHbIe CHCTEeMbl TEePCOHATbHBIX [JaHHBIX W [0 peardupoBaHUI0 Ha
KOMIIbIOTEPHbIE UHIUAEHTHI B HUX;

BOCCTaHOB/IEHWEM TEPCOHAaNbHBIX [JAHHBIX, MOJU(ULIMPOBAaHHBIX WJIU
YHUUTO)KEHHBIX BCJIe[ICTBHE HeCAaHKLIMOHUPOBAHHOTO A0CTyMa K HUM;

yCTaHOBJIEHWEM  TpaBWI  JIOCTya K  [epCOHaJbHbIM  JAHHBIM,
obpabaTbiBaeMbIM B MH(POPMALIMOHHOM CHCTeMe TepCOHAbHBIX IaHHBIX, a TaKkKe
obecrieueHreM perucTpalid M ydeTa BCeX [JeWCTBUM, COBepIIaeMbIX C
MepPCOHAJ/IbHBIMU JAaHHBIMUA B MH(OPMAaLIMOHHOW CUCTEMe MepCOHaIbHbBIX JaHHbIX;

KOHTPOJIEeM 3a TPUHHMMaeMbIMU MepaMHu TI0 obOecrieueHHIO 0e30MacHOCTH
MepPCOHA/IbHBIX [JaHHbIX U YPOBHS 3allMILEHHOCTH WH(GOPMALIMOHHBIX CUCTEM
MepPCOHAJIbHBIX JJaHHBIX.

Cucrema 3amuTtbl mnepcoHanbHbIX faHHbIX (C3I1IH), cTpouTcsi Ha
OCHOBaHWM:

AKTa BHYTPEHHETO KOHTpOJII COOTBETCTBUSI 00pabOTKH IepCOHATbHBIX
J@aHHBIX.

[lepeuHsi epcoOHABbHBIX [JaHHBIX, 0OpabaTbiBaeMbIX B BepxHecangnHCKON
paliOHHOM TeppUTOpUaNbHON M30MpaTesTbHOM KOMHCCUM B CBSI3W C peasu3aljieid
CITy>KeOHBIX (TPyAOBBIX) OTHOIIEHWH, a TaKXXe OCylLleCTB/IeHUEeM
roCyapCTBeHHbIX (yHKIUY;

AKTOB KiacCU(pUKaLMU MHPOPMALMOHHBIX CUCTEeM MePCOHAJIbHBIX [JaHHBIX;

Mogenu yrpo3 6e30macHOCTY TIepCOHABbHBIX IaHHBIX;

MaTtpuibl [OCTyna TMo/b30BaTener K 3allyiliaeMbiM HH(POPMAaLMOHHBIM
pecypcam UCIIH;

PykoBogsammx gokymeHToB @CTOK Poccun u @CB Poccun.

Ha ocHOBaHWUW 3THUX [JOKYMEHTOB OTpeie/isieTcsl HeoOXOAUMbIN ypOBeHb



sammmieHHocty [1Jn kaxgor WCIIJH Komwuccuu. Ha ocHOBaHMM aHasv3a
aKTyalbHbIX yrpo3 6e3omacHocty I1/IH orvcaHHoro B Mogenu yrpos, AeiaeTcs
3aK/IloueHue O HeoOXOAUMOCTH MCIO/b30BaHUsI TEeXHUUEeCKUX CpeJCTB U
OpPraHM3aIMOHHBIX ~MepoTpusATUid s obecrieyeHuss 6Ge3omacHoctu  [1/JH.
BriOpaHHble HeOOXOAMMbIE MEPOIIPUATHS OTpaKaroTcsi B «CocTaBe Mep 3alllUThI
MH(OPMAaIMOHHBIX CUCTEM MePCOHATbHBIX JAaHHBIX.

HOnst UCITIH no/mkeH ObITh COCTaB/IeH CITMCOK MCTI0/Ib3YeMbIX TEXHUUECKUX
cpeActB 3amuthl (fanee - CHHCOK), a TaKXKe TMPOrpaMMHOr0 obecrieueHus,
yuacTBytoiriero B oopabotke I1/1H, Ha Bcex 3nementax MCII[IH:

APM nonn3oBareneu;

CepBepa Npui0KeHuH;

CYB/;

I'panunier JIBGC;

KaHasnoB miepejjau B C€TH OOII[eTO MOIb30BaHUA U (W/IM) MEXKIYHAPOJHOTO
oOMeHa, ec/iu 0 HUM TepeaatoTcs T1/JH.

B 3aBucumocTu oT ypoBHs 3aiquieHHOCTU MCII/IH ¥ aKTya/bHBIX Yrpo3,
C3IIIH MOsKeT BK/IIOUATh C/Ieyrolle TeXHUUeCKre CpesCTBa:

aHTUBUPYCHBIE CPeJICTBA /11 pabOUHX CTaHI[WH ITOTb30BaTe el U CEpPBEPOB;

Cpe/CTBa Me)XCeTeBOro 3KpaHUPOBAHUS;

CcpeficTBa KpuMnrTorpaduueckod 3aluThl HH(OpPMalLMM T[pyd Tepejaue
3alMIiaeMoi TH(OpMaLUU M0 KaHa/laM CBSI3U.

Tak >Xe B CHMCOK [JO/DKHBI OBbITh BK/IIOUEHBI (DYHKIAK 3all[UTHI,
obecrieuriBaeMble IITAaTHBIMH CpeAcTBaMHd 00pabotku II/IH oreparjioHHBIMH
cuctemamu (OC), mnpuknagueiM [IO ©  crneyudasbHBIMU  KOMIJIEKCAMU,
pean3yrIIUMU cpeficTBa 3aliuThl. CrIMCOK (DYHKIIMM 3alUThl MOXKET BKJTHOUATh:

yrpaBJ/ieHre U pa3rpaHAueHre JOCTyIIa Mob30BaTesiew;

PErucTpaLyio U yueT AeHNCTBUM ¢ uH(pOopMaLyeu;

obecrieueHue 1[eJI0OCTHOCTH JIaHHBIX;

oOHapy>kKeHHe BTOP>KeHUH.

CnucoK WMCIo/Ib3yeMbIX TeXHUUeCKUX CpefCcTB oTpaxkaercs B «llmane
MepOTpUITUA TI0 0becrieueHWIO 3alllUThl T1ePCOHANBHBIX JaHHBIX». CIHCOK
WCII0JIb3YeMbIX CPe/CTB [O/DKEH TMOAAEPKUBAThCA B aKTya/lbHOM COCTOSIHUM. [1pu
V3MEHEeHUU COCTaBa TeXHUYeCKUX CpeACTB 3amuTel und nemeHToB HCII[IH
COOTBETCTBYIOII[IE€ W3MeHeHHsI JO/DKHbI ObITh BHeCceHbl B CITHCOK U yTBEp)KAeHbI
nipeicefiaTesieM BepxHecanguHCKOW PallOHHOM TeppuUTOpHaIbHON M30upaTebHON
KOMHCCHH WJTH JIUI[OM, OTBETCTBEHHBIM 3a obecrieueHue 3auThl [1/1H.

4. TpeooBanus k nogcucremam C3I1/[n

C3I1u BkIroUaeT B cebs cemyroiiye MoACUCTEMBI:
yIipaBJjieHus JOCTYIIOM, PETUCTPaLU U yueTa;
obecrieueHust 1[e/IOCTHOCTH U [JOCTYITHOCTH;



AHTHUBUPYCHOM 3allUThI;

Me)KCeTeBOro 3KpaHUPOBaHUS;

aHajM3a 3alUIeHHOCTY;

oOHapy>kKeHHs] BTOP>KEeHHH;

KpUITorpaduueckoi 3aiiyThl.

[Togcuctembl C3I1IH uMerOT pa3nuUHbIA (YHKIIMOHA/N B 3aBUCMMOCTH OT
kinacca MCII/IH, orpefeneHHOro B «AKTe KiaaccudbUKalid HWH(POPMAaI[MOHHOM
CUCTEMbI TePCOHATBHBIX JlaHHbIX». CIMCOK COOTBETCTBUSI (DYHKIUM TIOACUCTEM
C3IIdH knaccy 3alvIleHHOCTH TIpe/CTaB/ieH B TEeXHUYeCKOM 3aJaHuu II0
CO3ZIAHUI0  CUCTeMbl 3al[uThl MHGOpPMAalUM  HUH(OPMAI[MOHHOW  CUCTEMBI
MepPCOHAJIbHBIX JaHHBIX.

[ToacucTeMa yrpaB/ieHUs OCTYIIOM, PeTUCTPALMM U yueTa

[TogcucTema ympaBieHUs1 JOCTYTIOM, PerMCTpaljui U ydeTa TNpeJHa3HayeHa
JJ/1s1 peasiu3aliviy CJieIyIOIIUX (PYHKIWMN:

neHTU(UKAIIMU U TIPOBEPKH TIO[TMHHOCTH CYObEeKTOB ZIOCTYTIa TPU BXO7e
B UCII/IH;

WJeHTU(UKaAlMM TepMUHA/IOB, Y3/I0B CeTH, KaHa/lOB CBSI3W, BHEIIHUX
YCTPOMCTB 10 JIOTUYECKUM UMeHaMm;

VJeHTU(YKaMM MporpaMM, TOMOB, KaTa/oroB, (DaisoB, 3amvced, moJier
3arMceu 1o UMeHaMm;

pervcTpaiyy Bxoja (Bbixozia) CyObeKTOB [JOCTyTa B CUCTeMY (U3 CUCTEMBI),
mibo perucTpanuy 3arpy3Kd U WHHULIMAIA3ALMK OTepalMOHHOM CUCTeMbI U ee
OCTaHOBa;

perucTpauyy TMOMBbITOK /JOCTyIa TMpOrpaMMHBIX CpeACTB (TIporpamm,
TIpOLIeCCOoB, 3a/iau, 3a/laHuii) K 3alluiliaeMbIM (daitiam;

perucTpalyy MOMbITOK [AOCTyrNa MPOTrpaMMHBIX CPeACTB K TepMHHa/IaM,
KaHajaM CBsI34, TporpaMmam, TOMaM, KaTajoraM, (aiiniam, 3amucsM, MOJIsIM
3anuceu.

[TopcucTema yrpaB/ieHUs] JOCTYTIOM MOJKeT OBbITh peajiM30BaHa C MOMOIIbIO
IITaTHBIX cpefcTB 06paboTku [I/IH (omepaliOHHBIX CHUCTeM, TPUIOKEHUH WU
CYB[). Tak >ke Mo)keT OBbITb BHEIDEHO CTIelja/IbHOe TeXHUUeCKOe CPe/[CTBO WU
WX KOMI/IEKC, OCYIIeCTBIISIOIINE [JOTIOTHUTe/TbHbIe Mephl M0 ayTeHTHU(UKALIUU U
KOHTpo/0. Haripumep, TpvMeHeHWe eAWHbIX XPaHW/UIL Y4YeTHBIX 3aruceu
T0Jib30BaTesnen " perucTpaLroHHON vH(opMaLuy, MCI0JIb30BaHKe
OroMeTpUUeCKUX U TeXHUUYeCKUX (C TIOMOILBI0 3/IeKTPOHHBIX TPOIYCKOB) Mep
ayTeHTU(PUKALUU U JAPYTUX.

[TogcrcTeMa obecrieyeHus 1[eJI0CTHOCTH U IOCTYITHOCTH

[Togcucrema obecrieyeHUs 1[@JIOCTHOCTH U AOCTYIHOCTU TpeJHa3HayeHa
st obecrieueHWs] 11eJIOCTHOCTA W fAocTynmHOCTA [I/IH, TIpOrpaMMHBIX W



armmapatHeix cpegcts MCII[x Komuccuum, a TakkKe CpeACTB 3allyThl, TIPU
Cy4yaliHOW WM HaMepeHHOW MoAU(UKal1H.

[Togcucrtema peanu3yeTcss C  TOMOLUBKO — OpraHM3alid  pe3epBHOr0
KOTTMpOBaHusi 0OpabaThIBaeMbIX [aHHBIX, @ TaKXKe pe3epBHPOBaHHEM KJTFOUEBBIX
snemeHToB VICII/IH.

INoacrcTeMa aHTUBUPYCHOM 3aLUThI

[TogcucteMa aHTMBUPYCHOM 3alllUThl TpeJHa3HaueHa /i obecrieueHust
AHTUBHPYCHOM 3a1iuThl cepBepoB U APM nonb3oBatener MCIIIH Komuccum.

CpeacTBa aHTHMBHUDYCHOW 3allUThl TpeJHAa3HauyeHbl [/l  peann3aluu
C/1eAYHOLIMX (PYHKLMIA:

pe3u/IeHTHbIM aHTUBUPYCHBIM MOHUTOPUHT;

AHTHUBUPYCHOE CKaHWpOBaHUe;

CKpUIIT-0/I0KUPOBaHMe;

LeHTPaIM30BaHHOW/yJa/IeHHOW YCTaHOBKHW/[IEMHCTA/UTSILIUM aHTUBUPYCHOTO

NIPOJyKTa, HACTPOWKH, aJAMUHUCTPUPOBAHWs, IIPOCMOTpa OTYETOB U

CTaTUCTUUECKOW MH(OPMaLMK 10 paboTe MPOAYKTa;

aBTOMaTU3MPOBAaHHOTO OOHOB/IEHHSI aHTUBHUPYCHBIX 0a3;

OrpaHUYeHUs MpaB I0/b30BaTe/id Ha OCTAHOBKY WCIIO/HAEMBIX 3a/ay U

M3MeHeHUsI HAaCTPOeK aHTUBUPYCHOTO TPOrpaMMHOT0 00ecrieueHus;

aBTOMaTU4eCcKoro 3alycka  Herocpe/CTBeHHO rocse 3arpysku

OnepalMOHHON CUCTEMBI.

[TogcrcTeMa peanu3yeTcs IyTeM BHeJpeHUs CrelaJlbHOr0 aHTUBUPYCHOIO
MpPOrpaMMHOT0 obecrieueHust Ha Bce 3neMeHThl VICIT/IH.

HO,E[CI/ICTEM& MeXXCeTeBOIro SKpdHMpOBdHUA

[ToacurcTemMa MeXXCeTeBOrO SKpaHMPOBAHUS TIpeiHa3HaueHa /1Jisl peajn3aluu
cefyrouux (QyHKLUMU:

(UIBTPALMM OTKPBITOrO U 3allIM(PPOBAHHOrO (3aKpeITOro) IP- Tpaduka;

(UKcalMM BO BHYTPEHHHMX JKypHajax WH(OpPMAaLMM O MPOXOSALIEM
OTKPBITOM U 3aKpbITOM IP-Tpaduike;

yaeHTU(hUKaLUKY M ayTeHTU(UKALIUU aIMUHUCTPATOPa MeXCeTeBOr0 SKpaHa
TIPU ero JIOKaJIbHBIX 3apocax Ha JOCTYII;

perucTpaiuy Bxoja (BbIXO/ld) aJIMMHHCTpaTOpa MeXKCeTEeBOr0 35KpaHa B
cucteMy (U3 cucteMmbl) MO0 3arpy3kd UM MHMLMAIW3aLMKA CUCTeMbl U ee
NIPOrpamMMHOr0 OCTaHOBA;

KOHTPO/JIsI LIeJIOCTHOCTH CBOEM MPOorpaMMHOM 1 MH(GOPMAalLIMOHHOM YacTy;

bunbTpallii  TAKeTOB  C/IY)KeOHBIX  TPOTOKOJIOB,  C/IyXKAIlUX ISt
JIMarHOCTUKU U yTipaBJieHus1 paboToM ceTeBbIX yCTPOUCTB;

(UIbTpPaLMM C YYETOM BXOJHOIO M BBIXOJHOIO CETEBOr0 WHTepdeiica Kak
CpeZiCTBa IPOBEPKY IMOJIMHHOCTU CeTeBbIX a/ipecoB;



PErucTparyy ¥ yJeTa 3arpaliiBaeMbIX CePBHUCOB ITPUKJIAJIHOTO YPOBHS;
6/10KMpOBaHUS IOCTYTa HeHuZeHTU(DHI[MPOBAaHHOTO 00beKTa UM CyObeKTa,
TMOJ/TMHHOCTb KOTOPOT'O TIPY ayTeHTU(hHUKAI[MM He MO TBepu/Iach, METOAMHU,
YCTOHUMBBIMU K TI€PEXBATYy;
KOHTPOJISI 3@ CeTeBON aKTUBHOCTBIO MPUIOKEHUM 1 0OHApYKeHHUsI CeTeBbIX
aTak.

ITogcucrema — peanusyeTcss — BHeJpeHWEM  [IPOrpamMMHO-arirapaTHbIX
KOMIUIEKCOB MeXXCeTeBOI'0 3KpaHUpoBaHus Ha rpanulie JIBC, kiaccom He Huxke 4.

ITopcrcTeMa aHaaM3a 3alMIIeHHOCTH

[TogcucreMa aHanM3a 3alUILEHHOCTH [JO/DKHA obecrieunBaTh BbISIBJIEHHE
ySI3BUMOCTEM, CBsSI3aHHBIX C oinOKamu B KoHpuryparuu [10 MCIT[H, KoTopbie
MOTYT OBITb WCIT0J/Ib30BaHbI HAPYIIIUTe/IeM AIJisl peasu3alliy aTaku Ha CUCTEMY.

@OyHKIMOHAM TIOACUCTeMbI MOXeT ObITb peasii30BaH TPOrPaMMHBIMH U
TIPOrpaMMHO-arrapaTHbIMU CpeICTBaMU.

ITogcrcTeMa 0OHApYKeHHsI BTOPYKEHUH

[Toacucrema obHapyKeHUs] BTOP)KeHUM [JO/DKHA 0OecrieurBaTh BbISIB/IEHHE
ceTeBbIX arak Ha dyeMeHTbl WCII/IH, TmOAKIIOUEHHBIE K CeTIM 00IIero
T10/1b30BaHUs U (WJTH) MeKAYHAapOAHOTo 0OMeHa.

OYHKIMOHAM TIOICUCTEMBI MOXKET OBbITb peayii30BaH IPOrPaMMHBIMH U
TIPOrpaMMHO-arrapaTHbIMU CPeICTBaMU.

[ToacucTeMa KpyunTorpa@ruueckKou 3aUThI

[Togcucrema  KpunTorpauueckod — 3aliMThl  IpeJHa3HauyeHa  JJid
uckmouenns HC/ k 3ammiaemor nH@opMmauuu B VICITIH Komuccun npu ee
mepefiaue 0 KaHajaM CBSI3W  ceTell  oOijero Tosjib30BaHus U (W)
MeXXyHapOAHOTro oOMeHa.

[Togcucrema peanusyeTcss IyTeM  BHeJpeHUs  KpUITOrpaduUueckux
[IpOrpaMMHO-annapaTHbIX KOMIJIEKCOB.

5. ITosib3oBarenu UCIIIH

B HUCIIJax Komuccuu MOXKHO  BBIJAEJUTH  CAeAYIOLIUe  TPYIIIbI
T0JTb30BaTe e, yuacTBYIOIIUX B 00paboTKe v xpaHeHnu [1/1H:

ApmunucrtpaTopsl UCITIH;

AMUHUCTpPATOPBI 6€30MacHOCTH;

Onepatopel APM,;

ApmunuctpaTtopsl cetu CII/IH;

TexHuueckre  CrHeLUanUCTBl TIO0  0OCTy)KMBaHHIO  TieprepUuiiHOro

obopy/ioBaHuSI.

[daHHple O rpymmax —Io/Jb30BaTesied, yYpOBHE MX  JOCTyra W



MHGOPMHPOBAHHOCTU  IO/DKHBI  OBITb  OTpakeHbl B Marpulle  JoCTyma
M0JIb30BaTes el K 3aluiliaeMbIM HH(POPMAaLMOHHBIM pecypcaM.

Apmvunucrpartop UCII/IH

Apmvunuctpatop  UCIIJH, cotpysHuk  Komuccnn  (mmu WHOe
YIOJIHOMOUEHHOE JIMLI0), OTBeTCTBeHHbIM 3a HAaCTPOWKY, BHeJpeHue |
conipoBoxkaenre WCII[IH. OO6ecrieuriBaeT (YyHKI[MOHUPOBAHWE I1O[CHUCTEMBI
yripaBjieHus goctyriom VCIIIH u yrioJiHOMOUYeH OCYLLeCTBJISITh TpeAoCTaBieHue
M pasrpaHyduyeHue [OCTyra KOHeuHOro mnoJse3oBarensi (Onepatropa APM) k
3/1eMeHTaM, XPaHsALM [1epCOHa/IbHbIe [JaHHbIe.

Apvunanuctpatop WCITJH ob6sasaeT ciaefyroiuM ypOBHEM JOCTyMa M
3HAHUU:

obsamaer rmonHOW uWHMOpPMaIMell O CHCTeMHOM W TIPUKI/IaJHOM
nporpaMMHOM obecrieuernu MICIT/IH;

obnasaer mosiHOW uWHGMOpPMalMell O TEeXHHUYEeCKMX CpeJICTBax M
KoHurypauuu UCI1/IH;

MeeT AOCTYI KO BCeM TeXHUUYeCKHUM Cpe/icTBaM 00paboTKu MH(OpMaILiuu 1
nanHbiM VCIT/IH;

obnaiaeT rpaBaMH KOH(MUTI'YPHUPOBaHUS U aJIMUHHCTPATUBHON HACTPOWKU
TexHuyeckux cpencts MCITIH.

A MuHUCTpaTOp 6€30IacHOCTH

ApmunucTtpatop 6e3omacHOCTH, COTpPyAHUK Komuccun (wmd  WHOe
YIOJIHOMOUEHHOE JIMLIO), OTBeTCTBeHHbIM 3a (yHKOuoHupoBaHue C3I1/H,
BK/IFOUast OOCTy)KMBaHWe W HACTPOMKY aJMUHUCTPAaTUBHOIO, CEPBEPHOTO U
KJIMeHTCKOI'0 KOMIIOHEHTOB.

ApmMuHucTpaTop Oe3omacHOCTH 00/1aiaeT CieAyIOIUM YPOBHEM JIOCTYTIa U
3HAHWUU:

obmnagaet mpaBamu Amuauctparopa MCIT/IH;

obsamaeT moHOM nH(opMmarueii 06 MCIT/IH;

VIMeeT JIOCTYII K CpeACTBaM 3alljUuThl MH(OPMALMU U TIPOTOKOIMPOBaHUS U K

yacTu KroueBbix reMeHToB VICII/IH;

He UMeeT MpaB J0CTyna K KOHQUTyPUPOBAHUIO TEXHUYECKHUX CPEJCTB CETH,

3a UCKJIFOUeHHeM KOHTPOJIbHBIX (MHCIEKLMOHHBIX).

ApmuHHcTpaTOp 0€30MacHOCTH YIIOJTHOMOUEH:

peanu30BbIBaTh TMOJMTUKM 0Oe3ormacHocTH B yactd Hactpoiiku CK3U,
ME>KCeTEeBBIX IKPAHOB M CUCTeM OOHapy’>KeHUs aTak, B COOTBETCTBUM C KOTOPBIMHU
nosib3oBarenb (Onepatop APM) mojiydaeT BO3MOXXHOCTb pab0oTaTh C 3/IeMEeHTaMH
NCILIH;

OCYLLIeCTBJ/ISITh ayJUT CPe/ICTB 3all{UThI.



Onepatop APM

Onepatrop APM - cotpyaHuk Komuccuu (MM HMHOe YIIOJHOMOYEHHOe
JUMII0), OCYyIecTBAsOmUA 00paboTky II[IH. O6pabotka II/IH BK/IrOYaeT:
BO3MOKHOCTb Tmpocmotpa [I/JH, pyunou BBOg I[IJH B cucremy WCII/JH,
¢bopMHpOBaHHe CMpPaBOK M OTUETOB IO WH(opManuu, nosydyeHHont uz MCIII.
OmnepaTop He KWMeeT IOJIHOMOYMM J[JIsi yrpaBjeHUs TojcucTeMaMu 06paboTKu
nanHbix U C3IT1H.

Omneparop VCII[JH obmafjaeT ciieAyroMM YPOBHEM JOCTYTIA U 3HAHUM:

obnajaer BceMd HeoOXOAUMBIMM aTpubyTamMy (Hampumep, TapoJiem),
o0ecreunBaoIIMMU JJOCTYTI K HEKOTOpOoMY TogmMHoxecTBY [1/1H;

pacrionaraeT KOH(pU/JeH[MaIbHbIMU JaHHBIMU, K KOTOPBIM MeeT JOCTYII.

A pvunuctparop cetd UCIT/IH

Apmvunuctpatop cetu WCIIJH, corpygHuk Kowmuccnyn (Wi vHOe
YII0JITHOMOYEHHOe ML), OTBETCTBEHHBIU 3a (hyHKLIMOHHMpPOBaHVe
Te/IeKOMMYHUKaMOHHOU nogcrctembl CITIH. AZMUHHACTPAaTOp CeTH He UMeeT
MOJHOMOYMIM /I yIpaB/ieHWsl TojcucTeMaMu  00pabOTKM  JaHHbIX U
6e30macHOCTH.

AJZIMUHHCTpATOP CeTH 00/1a/iaeT C/ieIVIOIIMM YPOBHEM /IOCTYTIa U 3HAHUM:

obmazaeT yacTbi0 MHPOPMALIMK O CUCTEMHOM U TIPUKJIaZIHOM MPOrPaMMHOM
obecrreuennu CIT/IH;

o0nagaet yacTbio MHGOPMALIMK O TEXHUUECKUX CPeJiCTBaX U KOH(UTrypaLuu
NCIIIx;

uMeeT (QU3MUECKUN [JOCTYNl K TeXHUUeCKHM CpefcTBaM 00paboTKu
MH(OPMAaLMU U CPeJCTBaM 3allUThl;

3HaeT, 110 MeHbIlled Mepe, OJHO JlerajJbHOe UM JO0CTyTIa.

TexHUYeCKUH CITelUaIyCT N0 00C/IYKUBAaHUIO ITepudepUMHOro 000pyI0BaHUs

TexHUUeCKUI CreLUauCT 10 00C/Ty>KUBaHUIO, COTPYIHUK Komuccuu (nm
WHOEe YIOJHOMOUEHHOe JIMII0), OCYIIeCTBJ/IsSIeT OOCIy)kKMBaHWe W HACTPOUKY
nepudepuitnoro obopyzoBanus WCII[JH. TexHUYeCKuil CIELAAIUCT  TI0
oOcnyxMBaHWIO He wuMeeT Joctyna K II/lH, He uMeeT TMOTHOMOUWN IS
yTpaBJieHus moAcucreMamMu 06paboTKY AaHHBIX U 6e30I1aCHOCTH.

TexHuUeCcKUd CrHielUaIuCT TI0 OOCTY)KMBaHUIO 00/a/laeT  CIeAyOIIUM
YPOBHEM [JIOCTYTa U 3HAHWUM:

o0mnafaet yacTbio UH(OPMALMK O CUCTEMHOM U TIPUK/IaZIHOM MPOTrPaMMHOM
obecnieuennu UCII/[H;

obmaziaeT yacThi0 MHGOPMAIMU O TEXHUUECKUX CPeJICTBaX M KOH(pUTrypalmu
VCI/Ig;

3HaeT, 10 MeHblllel Mepe, O/IHO Jiera/lbHOe UMsI I0CTyTIa.



6. TpeOoBaHus K MepcoHa/Ty 1o obecrneueHUI0 3aiuThI I1/1H

Bce corpyguuku Komuccuu, spistomuecs rnosb3oBareasmu  VCIIH,
JO/DKHBI UYeTKO 3HaTb M CTPOrO BBINOJHATH YCTAaHOBJIEHHble TIpaBW/la U
00s13aHHOCTH TIO OCTYIY K 3alllill[aéMbIM 00BbEKTaM U COO/FOZIeHHIO0 MPUHSITOTO
pexxuma 6e3oracHocty T1/1H.

[Ipy BCTyIJIEHWU B [IO/DKHOCTH HOBOTO COTPYJHHMKA OH JI0/DKeH ObITh
03HaKOMJIeH C He0OXOAMMBbIMU I0KyMEHTaMHU, perylaMeHTHUPYIOIUMU TpeboBaHUS
rmo 3amure II/JH, a Takke oOydyeHWe HaBbIKaM BBITIOJTHEHUS TIpOLIEAYp,
He0OXOIUMBIX /IJIs CAaHKIIMOHUPOBAHHOTO McTo/ib3oBaHus MCIT/IH.

CoTpyaHUK [o/bKeH OBITb O3HAKOMJIEH CO CBeJeHUsMU HacTosiein
[TomMTUKY, TIPUHSATBIX TIpoLieAyp paboTsl ¢ anemenTamu MCITJH u C3I1H.

Corpymaukn  Kommccuy,  UCHONB3yHOLIME — TeXHAYECKWe  CpefCTBa
ayTeHTUUKALMK, [O/DKHBI 0o0ecreurdBaTh COXPAHHOCTh UAEHTU(UKATOPOB
(2/1eKTPOHHBIX Kitoueli) U He gomyckatb HCJI K HMM, a TakKe BO3MOKHOCTb MX
yTepu WIM WCIOJb30BaHWA TpeTbMMU JuiaMu. [losb3oBaTenu  HecyT
MepPCOHA/IbHYIO0 OTBETCTBEHHOCTh 38 COXPAaHHOCTh UEHTU(PHUKATOPOB.

Cotpysauku Komuccuy AO/DKHBI C/le[loBaTh YCTaHOBJIEHHBIM TIpOLieAypaMm
nojep)kaHusi pexkuma 0Oe3omacHocty [1/JH mpu BbiOOpe U MCMOB30BaHUU
napoJier (ec/id He MCIOJIb3YHOTCS TEXHUUECKHe Cpe/iCTBa ayTeHTU(HKALIN).

Cotpygnuku Komuccun [o/pkHBI 0obOecrieurBaTh HaZjiexal[yl 3alfuTy
obopyZioBaHus1, OCTaB/sieMOro 6e3 MPUCMOTPa, OCOOEHHO B TeX C/ydasix, KOrja B
TOMeLL[eHe UMEIOT JOCTYII MIOCTOPOHHME uLja. Bce monb3oBaTenu 10/DKHBI 3HATh
TpeboBaHMs 110 Oe3omacHocTH II/IH ¥ mpoleAyphl 3al[UThl 000PyA0BaHUS,
OCTaBJIeHHOTO 0e3 MPUCMOTPA, a TaKXXe CBOM 00s13aHHOCTH T10 00eCTieueHUI0 TaKoU
3alLUThI.

CoTpysHUMKaM 3arpelnjaeTcss yCTaHaB/IWBaTb ITOCTOPOHHEE TMPOrPaMMHOE
obecrieueHre, TIOAK/IOUaTh JIMUHbIe MOOHW/IbHBIE YCTPOWCTBA YW HOCUTE/H
MH(OpMaLMK, a TAKXKe 3alMChIBaTh HAa HUX 3allUIaeMy0 HH(POPMAaLHIO.

CoTpyjgHYKaM 3ampelaeTcsd pasr/amarh 3aljyijaeMyr0  HH(OpMaLHUIo,
KOTOpasi CTajla UM W3BecTHa Tipu pabore c MHGOPMAIMOHHBIMU CHUCTEMaMH
Komwuccuu, TpeTbuMm sivnam.

I[Tpu pa6ote ¢ IT[x B UCII[dH cotpyauuky KomMuccuu o0si3aHbI 00eCIrieunTh
OTCYTCTBHE BO3MOXXHOCTHU npocmoTpa [1/IH TpeTbuMu mjamu ¢ MOHUTOpoB APM
W/IU TePMUHAJIOB.

ITpu 3aBepiienny pabotsl ¢ MCII[IH coTpygHUKU 00s13aHbI 3aliuTUTE APM
WY TePMUHAJIBbI C TIOMOIIbIO OJIOKMPOBKU KJ/TFOUOM WA SKBUBAJIEHTHOTO Cpe/iCTBa
KOHTPOJIs, HarpuMep, AOCTYIIOM II0 TapoJiio, eClu He UCHOo/b3ylTcsi bGonee
CUJIbHBIE CpeZiCTBa 3alLUThI.

Cotpygauku Komuccuu mo/mKHBI ObITH TIpOMH(OPMHPOBaHBEl 00 yrpo3ax
HapylleHUs: pexxrma 6e3oracHocTu [1/JH ¥ OTBETCTBEHHOCTU 3a ero HapyllleHue.



OHU [0/DKHBI OBITH O3HAKOMJIEHBI C YTBep)KAeHHOW (opmanbHOU TIpolieaypoi
HaI0XKeHUs! AUCLIUIJTMHAPHBIX B3bICKAHWN Ha COTPYAHUKOB, KOTOpble HapYIIW/IU
TIPUHSTBIE TIOJIMTUKY U TIpoLieAypbl 6e3omacHocty [1/IH.

CoTpyaHuku 00si3aHbI 6e3 rpomMe/jieHust coo0ITiaTh 000 Bcex HabMomaeMbIX
WIA TIOJ03pUTeNbHbIX ciaydasx pabotel MCII[H, Morymux roBsieub 3a coboii
yrpo3bl Oe3omacHocty [I/JH, a Takke O BbISIBAEHHBIX HWMU COOBITUSX,
3aTparvBawoilyx Oe3oracHocTh [1/JH, PYKOBOACTBY TOoApasjesieHuss U JIULly,
OTBeYarll[eMy 3a HeMe/jJIeHHOe pearrpoBaHyre Ha yrpo3bl 6e3ornacHocty T1/1H.

Jo/mKHOCTHBIe 00g3aHHOCTH Ttosb3oBarene CITIH

HomwkHocTHBIEe  00si3aHHOCTH  Tonb3oBaresielt  MCII[IH  omucaHbl B
CeyrIUX JOKYMeHTax:

Nuctpykuus agmuauctparopa UCITIH;

WHcTpykius agmuHKcTpaTtopa 6e3omacHocty UCTI/IH;

WHcTpykuwms nionb3oBaresns UCI/IH;

VHCTpyKLMs TT0/1b30BaTe s IPU BOSHUKHOBEHUM BHELLUTATHBIX CUTYallUY;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cooTtBeTcTBUM CO cTaThen 24 @enepasbHOTO 3aKOHAa Poccumickou
®epepaumu ot 27 urons 2006 r. Ne 152-@3 «O nepcoHanbHbIX AAaHHBIX» JIULA,
BUHOBHBbIEe B HapyllleHWHW TpeboBaHWii JaHHOTO PeziepanbHOrO 3aKOHA, HECYT
IPAK/IAHCKYIO, YTrOJOBHYI, aJMUHUCTPATUBHYIO, AWUCLAIUIMHADHYIO U HWHYIO
TpelyCMOTPEHHYO 3aKOHO/IaTe/IbCTBOM Poccuiickon degepanym
OTBETCTBEHHOCTb.

[HevicTBytoljee 3akoHOZaTenbCTBO Poccuiickor ®efepanuu  MO3BOJIAET
TpebABAATE TpeboBaHUs 10 obecrieueHHto Oe30rmacHOM paboTHI C 3alUIaeMOM
uHdopmalMeli W MpegycMaTpyUBaeT  OTBETCTBEHHOCTb  3a  HapylleHHue
YCTAHOBJ/IEHHBIX MpaBWJ/I 3KCIvlyaTaliuu OBM U cucteM, HerpaBOMepHbIH IOCTYII
K WHGOpMallMY, eC/Ti 3TH JeWCTBUS TIPUBE/M K YHAUTOXKEHHI0, 0JI0KMpOBaHUIO,
MoavduKary uHbOpPMaI[UK WK HapylleHuro pabotel OBM unm ceteit (cTaThu
272,273 v 274 YronoBHOro Kogekca Poccurickon ®ezepaiiun).

Apvunuctpatop WCII[IH wu  agMuHUCTpaTOp 0E€30MaCHOCTH  HECYT
OTBETCTBEHHOCTb 3a BCe JeMCTBUSI, COBEPILIEHHbIE OT UMEHU UX YUeTHBIX 3arvceu
WM  CUCTEMHBIX  yueTHbIX  3alvcCeil, eciu  He  JloKa3aH  (akT
HeCaHKIIMOHUPOBAHHOT'O UCIO/Ib30BaHUS yUeTHBIX 3allUCeH.

IIpyu HapyuieHusax corpygHukamu Komuccuu — nosbs3oBarensmu VCITIH
MpaBWI, CBsi3aHHBIX C Oe3omacHocTeio [I/IH, OHM HeCyT OTBETCTBEHHOCTh,
YCTaHOBJIEHHYIO JeUCTBYIOLLIMM 3aKOHOAaTe/IbCTBOM Poccurickor ®efeparuu.

7. CIMCOK MCI0/Ib30BAHHBIX HCTOUHHKOB
OCHOBHBIMU HOPMATHUBHO-TIPABOBBIMH 1 ME€TOAUUECKMMHU NJOKYMEHTAMH, Hd



KOTOpBIX 6a3upyeTtcs HacTosiasi [TofivTrKa, SIBSFOTCS:

®epepanbHbli 3akoH oT 27.07.2006 r. Ne 152-®3 «O mnepcoHalbHbBIX
JaHHBIX», YCTaHABJIMBAIOI[MI OCHOBHBIE MPUHIMIBI U yCI0BUsi 06paboTku I1/1H,
npaBa, 00SI3aHHOCTH W OTBETCTBEHHOCTb YYAaCTHUKOB OTHOIIIEHWM, CBS3aHHBIX C
obpaboTtkoii [1/1H.

TpeboBaHusl K 3allldTe II€PCOHA/IBHBIX [aHHLIX MpH HX 00paboTkKe B
MH(OPMAI[MOHHBIX ~ CUCTeMaxX  MEePCOHANbHBbIX  [IaHHBIX,  yTBEP)K[EHHbIE
noctaHoByienrem [lpaButensctBa Poccurickou ®Pepepanuu ot 01.11.2012 .
Ne 1119.

[Tonoxkenre 006 ocobeHHOCTsIX 00pabOTKM TepCOHaNbHBIX —[IaHHbIX,
oCyllecTB/sieMo 6e3 MCIOMb30BaHUsSI CPeJICTB aBTOMaTHU3al[uM, YTBep>K/eHHOe
noctaHoB/ieHreM [lpaButenbcTBa Poccuiickont ®Pepepaiuu ot 15.09.2008 .
Ne 687.

HopmatvBHO-MeTOguuecKre OKyMeHThl DezepanbHOM  CIy>KObI  TI0
TEeXHUYECKOMY M SKCIepTHOMY KOHTpoto Poccuiickon ®Penepanuu (nanee —
®CTDOK Poccun) mo obecrieuennto 6e3omacHoctu [1/JH mpu ux obpaboTke B
NCIIOH:

Ba3zoBasi Mojiennb yrpo3 0e30MacHOCTH TepCOHAbHBIX [aHHBIX TPU X
06paboTKe B MHGMOPMAIMOHHBIX CUCTeMaXx IMepCOHATLHBIX JAHHBIX, YTBEpKAeHHast
3amectutesieM aupekropa ®CTOK Poccun 15.02.2008 r.;

MeToauueckuii  TOKyMeHT. MeToAuKa OLIeHKHM yrpo3 0e30IacHOCTH
nH(popmanuy, yreepxaeHHsid PCTOK Poccun 05.02.2021 r.;

[Mpukaz PCTIK Poccum or 11.02.2013 Ne 17 «O6 yTBepKAeHUU
TpeboBanwmii 0 3aiuTe UHGOPMAIMK, He COCTABJISFOIIUX FOCYIapCTBEHHYIO TaliHY,
Co/lep>KalluXCsl B TOCYZlapCTBeHHBIX MH(OPMAaIJMOHHBIX CUCTeMax».;

[Mpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 ytBepkaeHnn CocTtaBa
W Cofiep)KaHWsl OpraHM3alMOHHBIX W TeXHWYeCKMX Mep Ti0 obecrieueHUIO
0e30MacHOCTU TIePCOHABLHBLIX JAHHBIX TMPH MX 00paboTKe B MHGMOPMAIIMOHHBIX
cucTeMax MepCOoHa/bHbIX TaHHbIX».

[Tpuka3z PenepanpHOM CIy>KObl Oe3omacHocTH Poccuiickoii Pefepaiii OT
10.07.2014 Ne 378 «O6 yrBepxxaeHnr CocTaBa U CO/IeP>KaHHUS OPraHU3aI[MOHHBIX
Y TeXHUYeCKUX Mep 10 obecrieueHHI0 6e301acHOCTH TIepPCOHA/IbHBIX JaHHBIX TIPU
uX o00paboTke B HWHGMOPMAI[MOHHBIX CHCTEMax TIepPCOHA/IbHBIX [JaHHBIX C
VCIIO/Ib30BaHWEM  CPeJCTB  KpunTorpauueckod  3aliuThl  MH(OpMaLuH,
HEOOXOUMBIX /I BBITOJIHEHHSI YCTaHOB/IEHHBIX [IpaBUTE/ILCTBOM Poccuiickou
depepaiuu TpebOBaHMI K 3all[UTe TEPCOHATBHBIX [JAHHBIX [Ji KaXKAO0TO W3
YPOBHEM 3aIlUIIeHHOCTH».

MeToauueckrie peKOMEeHZAMK 10 pa3paboTKe HOPMAaTHUBHBIX ITPABOBBIX
aKTOB, ONpeJEesISIoIIMX yrpo3bl  0e30MacHOCTH  TMePCOHANBHBIX  JAHHBIX,
aKTya/ibHble TIpU 00paboOTKe TIepCOHANbHBIX [JaHHBIX B WHGMOPMALMOHHBIX
cucTeMax TepCOHa/IbHbIX [IJaHHBIX, JKCIUTyaTUPYeMbIX TIpU OCYILeCTB/IEHUU

COOTBETCTBYIOLIIUX BUJOB JeATE/IbHOCTH, YTBEPKeHHble pYKOBOACTBOM 8 LleHTpa
®CB Poccun 31.03.2015 Ne 149/7/2/6-432.



