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NpHu padoTe C MePCOHATbLHBIMH JAHHBIMH
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KOMUCCUH
OIIPEAEJ/IEHUA
B HacrosiiieM [OKyMeHTe UCIO/b3YIOTCS C/IeAyIolie TepMUHbBI U UX
oripefiesieHus..
ABTOMATH3MpPOBaHHAsi cHCTeMa - CHCTeMa, COCTOfLasi W3 TepcoHasa |

KOMILJIEKCAa CpeJICTB aBTOMaTW3aldyd €ro JesiTe/lbHOCTH, peanusyrollas WH(opma-
IMOHHYIO TEXHOJIOTUIO BBITIOJTHEHUSI YCTAHOBJ/IEHHBIX (DYHKIIUA.

AyTeHTH(QUKANMsA OTHPABUTENA JaHHBIX - IIOATBEpXKJeHue TOro, YTO
OTIIpaBUTEJIb ITIO/IyYeHHBIX JAHHBIX COOTBETCTBYET 3asB/JIEHHOMY.
Be3onacHOCTh NEpPCOHANBHBIX JAaHHBIX - COCTOSHUE  3alUIIIeHHOCTU

MepCoHaNbHBIX  JIAHHBIX, XapaKTepu3yemMoe CIOCOOHOCTBIO — TIO/b30BaTesiel,
TeXHAYECKUX  CPeACTB U WHGMOPMAI[MOHHBIX  TEXHOIOTUM  0bOecrieunThb
KOH(U/IeHI[MaTbHOCTh, 1[e/I0CTHOCTh U IOCTYITHOCTh MepPCOHabHBIX JAaHHbBIX TIPU UX
06paboTke B MH(OPMALMOHHBIX CHCTeMaX MepPCOHabHbBIX JaHHBIX.

Buomerpuuyeckue nepcoHaJbHble JaHHbIE - CBEJJeHU, KOTOPbIe XapaKTepU3YyIOT
¢dusmonoruueckrie 0COOEHHOCTU UesioBeKa M Ha 0CHOBe KOTOPBIX MOYKHO yCTaHOBUTD
ero JIMYHOCTb, BK/ItOYasi ¢ortorpaduu, OTHeuaTKu TajblieB, 00pa3 ceTuaTKu IJia3a,
0CO0EHHOCTH CTPOEHUs TeJla U IPYTYIOo TTo00HY0 MH(bOpMAI[HIO.

BiIoKHpOBaHHeE MEPCOHATBHBIX JAHHBIX - BDEMEHHOe TpeKpailleHre 00paboTKu
MepCcoHa/bHBIX JIaHHBIX (3a WCK/IIOUeHHeM CJiyuaeB, ec/id 0o0paboTka HeoOxoauMa
JJIs1 yTOUHEHUs TIePCOHAbHbBIX JJaHHBIX).

Bupyc (KOMIbIOTEpHBI, MPOrpaMMHBIA) - UCTIOJ/HSIEMbIM TTPOrPaMMHBIA KO/
WIA WHTepIpeTHpyeMbiii HabOp WHCTPYKLUM, 00aarouii CBOWCTBAMU He-
CAHKL[MOHMPOBAHHOIO paclpOCTpPaHeHUsT M caMoBocmpousBefeHus. (Co3faHHbIe
nyO/MKaThl KOMIBIOTEPHOTO BHpyCa He BCerjja COBMA/Jal0T C OPUTHMHAIOM, HO CO-
XPaHsIT COCOOHOCTh K JlanbHelilieMy pacrlpOCTPaHeHHI0 M CaMOBOCIIPOM3Be/ie-
HUIO.

BpenonocHasi mporpamma - IporpaMMa, npeJjHa3HaueHHasi /11 OCyLeCTB/IeHUS
HeCaHKIIMOHUPOBAHHOIO AOCTyIa U (WId) BO3/EUCTBUS Ha MepcoHa/bHbIe JaHHbIE



WU pecypChbl MH(OPMALMOHHOM CUCTEMBbI MepCOHATbHBIX JAaHHBIX.

Bcnomorare/ibHbIe TEXHHYECKHE CpeacTBa U CUCTEMBbI - TEXHHUYECKHE CDeaCTBa
W CHUCTeMbl, He TIpefiHa3HaUeHHble [/ Tiepefaud, 00OpabOTKM U XpaHeHus
MepPCOHA/IbHBIX AaHHBIX, yCTaHABIMBaeMble COBMECTHO C TEXHUUYECKUMU CPe/ICTBaMU
W CUCTeMaMH, TpefHa3HaueHHbIMHU [ijisi 00pabOTKU TepCOHaIbHBIX [JaHHBIX WU B
MOMeELLIeHUsX, B KOTOPBIX yCTaHOB/IEHbI MH()OPMALIMOHHbIE CHCTEeMbI TTePCOHABHBIX
JAHHBIX.

JocTtynmn B OmepalMOHHYK cpely KOMIbIOTepa (MHGOPMALMOHHOM CHCTEMbI
NePCOHAILHBIX JIAaHHBIX) - TIOJlydeHUMe BO3MOXKHOCTH 3allyCka Ha BbITMIOJIHEHUE
IITaTHBIX KOMaH/[, (PYHKI[MI, TpOLieAyp OIepalOHHONW CHUCTeMbl (YHUUTOXEeHUS,
KOMMUPOBaHUs1, TIepeMeILleHUs U T.I1.), UCTIOTHSAeMbIX (DailyIOB MPUK/IaZAHBIX IPOrPaMM.

Hoctyn k wuHpopMamuu - BO3MOXHOCTb TMOAyueHUss UHGOpPMALUd U ee
MCITI0JIb30BaHUSI.

3aki1a/104HO€E YCTPOIiCTBO - 3/IEeMEHT CPeJCTBa CheMa WUH(OpMaLMH, CKPbITHO
BHe/IpsieMbId  (3aK/Ia/IblIBaeMblii WM BHOCUMBIM) B MeCTa BO3MOXKHOIO ChbeMa
vuHbopMaIu (B TOM UKC/Ie B OTpak/eHre, KOHCTPYKIHMIO, 0060pyoBaHe, TIpeIMeThI
VMHTEephbepa, TPAHCIIOPTHbIE CPEeJICTBA, a TAK)Ke B TeXHUUeCKHe Cpe/iCTBa U CUCTEMbI
00paboTKu UH(pOpMaIUK).

Bammmaemasi uHpopmauus - HWHPOpMaLMs, SBISAIOLIASCS TPEAMETOM
COOCTBEHHOCTH U TIOAJIeXKalljasi 3allfuTe B COOTBETCTBUHU C TPeOOBaHUSIMHU MPAaBOBBIX
OKYMEHTOB W/IM TpeOOBaHUSIMH, YCTaHAaBIMBAeMbIMH COOCTBEHHUKOM UH(OPMALIUH.

HUnentudukanus - TpUCBOeHHe CyObeKTaM U 00BbeKTaMm  JIoCTyIia
ujeHTA(PUKaTopa ¥ (WIK) CpaBHEHUe TIpebsiB/IsIeMOro UeHTU(PUKaTopa C epeuHeM
MIPUCBOEHHBIX UAEHTU(PUKATOPOB.

NudpopmaTuBHbIH CHTHAJ - JJIeKTPUYECKHe CUTHa/Ibl, aKyCTUuecKue,
3JIeKTPOMarHUTHbIe U JIpyrue (u3ndeckre Moss, Mo napaMeTrpaM KOTOPBIX MOXKET
ObITb packpbiTa KOHbUAeHI[MaNbHasi WHMoOpMalus (MepcoHanbHble aHHbBIE)
obpabaTbiBaeMasi B MHGOPMAIJMOHHOM CHCTeMe TIepCOHA/IbHBIX JaHHBIX.

HNupopMannoHHbIe TEXHOJIOTMH - TIPOL[eCCHI, MeTOABl TIOWCKa, cbOopa,
XpaHeHUsi, 00pabOTKH, MpeoCTaBAeHus], PaCIIpOCTpaHeHHss MHGOPMAaIlX U CIIOCOOBI
OCYLLeCTB/IEHUS] TAKUX TIPOLIECCOB U METO/IOB.

Nudopmaunonnas cucrema nepcoHaabHbix AaHHbIX (MCII{H) - COBOKYITHOCTh
cofiepXKalllixcss B 0a3axX JaHHBIX TM€PCOHABHBIX [JaHHBIX W 00eCITeUMBAIOIIUX X
00paboTKy MHGOPMAIIMOHHBIX TEXHOJIOTHUN U TEXHUUeCKUX CPeJICTB.

Hcnosib30BaHue MEPCOHAIBHBIX JAAaHHBIX - JIeUCTBUsA  (Orepalium) C
MepCOHA/IbHLIMU /IaHHBIMH, COBepIllaeMble OMepPaTOpPOM B 1ieJIsiX MPUHSATHS PellleHU
WU COBepIeHUs] WHBbIX [IeHCTBUM, MOPOXAAIOIIUX HOpUUUYeCKUe TMOoC/Ie[CTBUs B
OTHOLLIEHUM CyObeKTa MepCoHa/bHbIX JaHHBIX WU APYTUX UL MO0 UHBIM 00pa3om
3aTparvBaroluX MpaBa U CBOOOAbI CyObeKTa IMepcoHaNbHBIX AAHHBIX WA [IPYTUX
JINLL.

Mcrounuk yrpo3bl OezomacHocTH wHpopmamuum - CyOBEeKT JOCTyTa,



MaTepua/ibHbIii  00BeKT WM GU3NUecKoe sIBIeHUe, SIB/SIONIMECsS TIPUUMHON
BO3HUKHOBEHUS yrpo3bl 6e30macHOCTA HH(GOpMALUK.

Konrposupyemasi 30Ha - MPOCTPAHCTBO (TeppPUTOpPUS, 3[aHUe, YaCTh 3[aHus,
ToMeIlrieHre), B KOTOPOM HCKJTIOUeHO HeKOHTPOJIMpyeMoe TipeObiBaHNe TI0CTOPOHHUX
JIUL], @ TAK)XKe TPaHCIIOPTHBIX, TEXHUUECKHUX U UHBIX MaTepyasbHbIX CPE/ICTB.

KoHpuaeHIMaIbHOCTh NEPCOHANBHBIX JAAaHHBLIX - 0o0sg3aTenpHOE /IS
co0JTrofieHrsT OTIepaTOpPOM WJIM WHBIM TTO/TyUMBIITAM IOCTYII K TIePCOHATBHBIM JAHHBIM
nviioM TpeboBaHWe He [OMyCKaTh WX pacrpocTpaHeHue 0e3 cornacus CyObekTa
MepPCOHAJIbHBIX JJaHHBIX WK HaJUUXs MHOTO 3aKOHHOTO OCHOBaHUSI.

Me:kceTeBoii 3KpaH - JJOKaabHOe (OJHOKOMIIOHEHTHOE) UM (PYHKLIMOHA/IbHO--
pacripefie/ieHHOe TIpOrpaMMHOe (IMPOrpaMMHO-anmapaTHOe) CpeCTBO (KOMILIEKC),
peanusyloliee KOHTPO/b 3a WHbOpMalueild, mocTynatoijeli B WH(OPMAIMOHHYIO
CUCTeMy TMepCOHa/NbHBIX MAAHHBIX W (WIKM) BBIXOAAINEed W3 HH(POPMALIMOHHOU
CUCTEMBI.

Hapymureab 0e30MacHOCTH MEPCOHAIBHBIX [JAaHHBIX - (PU3HMUeCKoe JIUIIO,
C/lyyallHO WM TIpelHaMepeHHO COBepIllatolliee JeuCTBUsA, CJ/Ie[ICTBHUEM KOTOPBIX
ABJIIETCS HapyllleHWe 0e30TMacHOCTH TepCOHabHBIX AAHHBIX MPU UX 00paboTke
TeXHUYeCKMMHU CPe/ICTBaMU B MTH(QOPMAaLIMOHHBIX CUCTEMax MepCOHA/TbHBIX JaHHBIX.

HeaBromaTu3npoBanHasi o0pa0oTKa MNEPCOHANBHBIX AaHHBIX - 00paboTkKa
MepCOHA/NbHbIX ~ JaHHBbIX,  COJEp)KalluXCd B  UH(POPMAI[MOHHOW  CHUCTeMe
MepCcoHaNbHbIX [JJaHHBIX JIMOO U3BJeUeHHbIX M3 TakKOW CHUCTeMbl, CUMTAeTCs
OCYLL|eCTB/IEHHOU be3 VICII0JIb30BaHUS CpeJiCTB aBTOMaTu3aLyn
(HeaBTOMAaTU3WPOBAHHOW), €C/IM TaKue AEUCTBUSI C MePCOHATbHBIMU JAHHBIMU, KaK
WCI0/Ib30BaHWe, YTOUHEHWe, paclpoCTpaHeHue, YHUUTO)KeHWe TepCOHAbHbIX
JAHHBIX B OTHOLLIEHWU KaX[Oro U3 CyObeKTOB TepCOHANbHBIX JlJaHHBIX,
OCYLLeCTBJISIFOTCS MPY HEMOCPeICTBEHHOM yYaCTUU UesloBeKa.

HenexiapupoBannbie BO3MOKHOCTH - (DYHKI[MOHaTbHbIe BO3MOXXHOCTU CPeZICTB
BBIUUC/IUTE/TbHOW TeXHUKU, He OTMUCAHHbIe UM He COOTBETCTBYIOII[ME OMUCAHHBIM B
NOKyMeHTaluM, Tpyd  WUCIOMb30BaHMHM  KOTOPbIX  BO3MOXXHO  HapylleHHUe
KOH(UIeHI[MaTbHOCTH, [OCTYITHOCTU WM 1[eJIOCTHOCTH obOpabaTbiBaeMol WH-
dopmarum.

HecaHKIIMOHUPOBAHHBIN JOCTYNl (HeCAaHKUMOHMPOBAHHbIE [EeHCTBUA) -
JIOCTYTI K MH(pOPMALIUM WU JeWCTBUS C MH(OpMallel, Hapylllatolie MpaBuia pas-
rpaHAYEeHUs1 JOCTyMa C HCIO/JIb30BAHUEM IUTATHBIX CPEJCTB, MPeJOCTaB/IsieMbIX
MH(MOPMAaLIMOHHBIMY CUCTeMaMH TTePCOHAJIbHBIX IaHHbIX.

Hocureab undopmanuu - hr3rueckoe JIMIO WIM MaTepyanbHbI 0OBEKT, B TOM
yucie (puryeckoe moje, B KOTOPOM MH(pOpPMAaLMs HaXOAUT CBOe OTPa’kKeHHe B BUJlE
CUMBOJIOB, 00pa3oB, CUTHA/OB, TeXHUUECKUX pellleHWd U  TpoLiecCoB,
KOJTMYeCTBEHHbIX XapaKTePUCTUK (H3UUeCKUX BeTUUKH.

OGe3MnunBaHNe NMEPCOHAJbHBIX JAAHHBIX - JE€HUCTBUS, B pe3y/bTare KOTOPBIX
CTAaHOBUTCSI HEBO3MO)KHbIM 0e3 HCII0/Ib30BaHusl [IOTIONIHUTeTbHOW UWH(OpMaLn



orpe/ie/IUTh TIPUHA/IEXXHOCTb TePCOHA/NbHBIX [JaHHBIX KOHKPETHOMY CyObekTy
MepPCOHAJIbHBIX JJaHHBIX.

O6paGoTka NEepCOHANBHBIX AaHHBIX - JI0OOe felicTBUe (Omepalusi) WA
COBOKYITHOCTb [€MCTBUM (Omepalui), COBepllaeMbIX C HCIOJb30BAaHUEM CPEJCTB
aBTOMaTH3aly WK 6e3 UCoab30BaHUs TaKUX CPeJCTB C MepCOHATbHBIMU JaHHBIMH,
BK/ItoYasi cOop, 3amuch, CUCTeMaTH3al[[io, HaKOIUIeHWe, XpaHeHWe, YTOYHeHUe
(oO6HOBIEHME, V3MeHeHue), V3B/IeueHue, WCI0JIb30BaHUe, nepejiavy
(pacmipocTpaHeHue, TIpeloCTaBleHUe, [OCTYI), o00e3nMuvBaHue, OOKUpOBaHUe,
yAaseHue, yHUYTOXKeHWe MepCoHaIbHbIX JaHHBIX.

OOwmenocTrynubie NepcoHAJbHBIC JaHHbIe - [IePCOHAJ/IbHBIE [aHHBIE, NOCTYII
HEOrPAaHUYEHHOTO Kpyra /M K KOTOPBIM TIpeIoCTaBlAeH C corfacus CyObekTa
MePCOHA/IbHBIX JJaHHBIX UK Ha KOTOPbie B COOTBETCTBUU C (hefiepaibHbIMUA 3aKOHAMU
He pacrpocTpaHsieTcsi TpeboBaHre coOsofieHNst KOH(PUAEeHLIMaTbHOCTH.

Oneparop  (mepCcOHAJBHBIX  JAHHBIX) -  TOCY/IapCTBEHHBIM  OpraH,
MYHUIUTIAbHBIA OpraH, 1opyuaudeckoe Uau (Gusndeckoe U0, CAMOCTOSITeTbHO WU
COBMECTHO C [pPYTMMH JIMLIAMM OpraHusywlye U (WIh) OCYL[eCTBISIOLIe
00pabOTKy mMepCcoHaMbHBIX JAaHHBIX, a TaKXe OIpejessomye 1ead o00paboTku
MepCcoHa/bHbIX JJaHHBIX, COCTaB TMepPCOHAMbHBIX JAHHBIX, TOZJIeXalux obpaboTke,
JeiicTBuUs (omepalivu), CoBepliilaeMble C epCOHATbHBIMU IaHHBIMHU.

TexHuUYecKHe cpeacrea HH(I)OpMaHI/IOHHOﬁ CUCTEMbI MEPCOHAJBHBIX NAHHBIX -
cpefCcTBa BBIUMC/IUTETLHON TeXHUKHU, MH(}OPMAaLIMOHHO-BBIUUC/IUTETbHBIE
KOMIIJIeKCbl M CeTH, CpeJiCTBa M CHUCTeMbl Tepejaud, npueMa u obpabotku [1/JH
(cpeacTBa UM CUCTeMBbI  3BYKO3allMCH, 3BYKOYCWU/IEHHs, 3BYKOBOCIPOM3Be/leHUs,
MeperoBOpHble U TeJIeBU3MOHHbIe  yCTPOWCTBA, CpeJCTBA  W3TOTOBJIEHUS,
TUPaKUPOBaHUs JOKYMEHTOB U AIpyrve TeXHUYecKre cpelcTBa 00paboTKU peueBoid,
rpaduueckoii, Buzieo- U OyKBeHHOLIM(POBOI MH(OpMaI[1H), TIPOrpaMMHBIe Cpe/iCTBa
(omepallioHHbIE CUCTEMBI, CUCTeMbI yIpaBjeHusi 0a3aMy JaHHBIX W T.II.), CPe/ICTBa
3al[MThl UH(POpMAaLMHY, TTPUMeHsieMble B UH(GOPMAalIMOHHBIX CUCTEMaXx.

IlepexBar (uHpopmanmuu) - HeNpaBOMEPHOe TioNyuyeHWe WHQOpPMALUU C
MCT0/b30BaHUEM TeXHUUYEeCKOTO CpeZiCTBa, OCYIIeCTB/IsIOLero 0OHapyKeHue, TIpreM
1 00paboTKy MHPOPMATUBHBIX CUTHAIOB.

Ilepconajbuble AaHHble - JF00as WH(OPMaILMs, OTHOCSIASACA K TPSAMO WA
KOCBEHHO Oripe/le/leHHOMY WU orpezenisieMoMy ¢u3nueckoMy JuLy (CyObekTy
MepPCOHAJIbHBIX JJaHHBIX);

IToOouHbIe 3/IeKTPOMarHUTHbIE U3/TyUeHUs u HaBOJKH -
3/IEKTPOMarHUTHbIE W3TyUeHUs] TEeXHUUYEeCKHUX CpelCTB 00pabOoTKM 3aliuiijaeMoi
nHopMalK, BO3HUKAIOIMe Kak T000UHOe siBJieHHe U BbI3BaHHbIE 3/IeKTPUUeCKUMU
CUTHa/laM{, JEUCTBYIOLIVMMHU B UX S/€KTPUYECKUX M MarHMUTHBIX LeMsX, a Takxke
3/IeKTPOMarHUTHble HABOAKW 3TUX CUTHAJOB Ha TOKOIPOBOJSAIIME JIMHUM,
KOHCTPYKLIWU U 1]eTH TTATaHuUS.

IoJuTHKA «YHCTOrO CTOJIA» - KOMIUIEKC OpPraHW3alMOHHBIX MEepPOIpUSTHH,



KOHTPOJIMPYIOIIUX OTCYTCTBUE 3allMChiBaHWs Ha OyMa)kHble HOCUTeNU KJIoueld u
aTpyuOyTOB AoCTyTa (Maposieil) ¥ XpaHeHUs UX BOJIM3U 00bEKTOB IOCTYTIA.

IMonb30oBareslb UH(OPMAIMOHHOW CHCTeMbl MEPCOHA/IbHBIX [JAHHBIX -
L0,  y4YacTBylolllee B  (PYHKIMOHUPOBAaHMM  MH(MOPMALIMOHHON  CUCTEMBI
MepPCOHAJIbHBIX JJaHHBIX WM UCTO/Ib3YIollee Pe3y/bTaThl ee (PYHKLIMOHUPOBAHUSI.

IIpaBuia pasrpaHuyeHus A0CTyIAa - COBOKYITHOCTb TIpaBUJI,
peryiaMeHTUPYIOIIUX TIpaBa J0CTyTa CyOBeKTOB JOCTyTIa K 00beKTaM [JOCTyTIa.

IporpaMmmuas 3akjagka - KOJ, TIPOrpPaMMbl, TpeAHAMePeHHO BHEeCeHHBIM B
nporpaMMmy C Liefibl0 OCYIL[eCTBUTh YTEeUKYy, M3MeHUThb, OJIOKMPOBaTh, YHAUTOXKUTh
MHGOpMAIUI0 WKW YHUUTOXUTb U MOAUGULMPOBaTh TpPOrpaMMHOe obecrieueHue
WHGOPMAI[MOHHOM CHCTEeMbI TIepCOHA/IbHBIX JaHHBIX W (WIK) OGI0KUpOBAThH arra-
paTHble Cpe/ICTBa.

ITporpammMHoe (mporpaMMHo-MaTeMaTu4ecKoe) BO3/IelCTBHE -
HECAHKL[MOHMPDOBaHHOE  BO3JEWCTBME HAa  pecypcbl  aBTOMaTWU3WPOBAHHOU
MH(MOPMALIMOHHON CHUCTeMbI, OCYIIeCTB/IsieMOe C WCI0/Ib30BaHUEM BpeIOHOCHBIX
MIpOrpamm.

PackpbiTHe NEPCOHAJBHBIX [AaHHBIX - YMBIIUIEHHOE WIM C/ly4aliHOe
HapylLIeHue KOH(PUAeHLIMaTbHOCTH NepCOHA/IbHBIX IaHHBIX.

PaCleOCTpaHeHHe MEPCOHAJBbHBIX JAaHHBIX - ,ZLEI\/JICTBI/IH, HaHpaBJ'IEHHbIe Ha
pacKphITHe MepCOoHaIbHbBIX IaHHBIX HEOTpee/IeHHOMY KPYTY JIULI.

Pecypc undopManHoHHON cHCTeMbl - HMEHOBAHHBLIM 37€MEHT CHCTEMHOTIO,
TIPUK/IaIHOTO W anmnaparHoro obecrieueHust (YHKL[MOHUDOBaHUS
MH(MOPMALIMOHHON CUCTEMBI.

CHeIIHa.]ILHLIe KaTeropuu ImepCoHaAJIbHbLIX JaHHBIX - HepCOHaHI)HI)Ie JaHHbIe,
KacaroIluecsi pacoBOM, Hal[MOHAJbHOW TMPUHAJJIEKHOCTH, TOJUTAYECKUX B3IVISZOB,
PeIUTHO3HbIX WM (Gunocodhckux yOexaeHH, COCTOSHUS 3[0pPOBbS WM WHTUMHOM
JKU3HU CyObeKTa MepCcoHambHbBIX JaHHBIX.

CpencrBa BBIYHCIMTEIbHONH TEeXHMKH - COBOKYITHOCTHL IIPOrPpaMMHBIX U TeX-
HUYECKUX 3/IeMeHTOB CHUCTeM 00paboTKU JaHHBIX, CMOCOOHBIX (PYHKLIMOHUPOBATb
CaMOCTOSITEJTbHO UK B COCTaBe JIPYTUX CUCTEM.

CyobekT pgoctyna (cy0ObekT) - JIMI0 WIA TIPOLECC, JeWCTBUSI KOTOPOTO
pernaMeHTUPYIOTCS TpaBU/iaMy pa3rpaHUueHus JOCTYTIa.

TexHu4yeckuil KaHaJ YTeYKH HH(pOpManuM - COBOKYIIHOCTbH HOCUTe/I WH-
dopmaryu (cpeacTBa 00paboTku), (U3MUeCKOW cpeabl pacrpocTpaHeHUs HHGMOP-
MaTUBHOT'O CUTHAjIa U CPeJICTB, KOTOPBIMH A00BIBaeTCs 3allfuiriaeMast HHGOpMaI[us.

Tpaﬂcrpa}mqﬂaﬂ nepeaavda nmnepCcoHaJbHbIX TaHHBIX - Hepe,qaqa HepCOHaJ'II)HI)IX
JlaHHBIX orepatopoM depe3 locymapcTBeHHYr0 rpanully Poccuiickori Pegepaliiyuu
OpraHy B/JaCTW MHOCTPAHHOIO rOCy/lapCTBa, (PU3NUYECKOMY WIH FOPUAUUECKOMY JTULTY
WHOCTPAHHOT0 rOCy/jlapCTRBa.

yl"p03bl 0e30macHOCTH MEPCOHAJTBHBIX JTAHHBIX - COBOKYHHOCTI) YCJ'[OBI/Iﬁ u
(dakTopoB, CO3[arwlIMX OMNAaCHOCTb HECAHKLMOHMPDOBAHHOIO, B TOM YMCJIEe



CJly4aiiHOTO, AOCTyMa K TepCOHa/bHBbIM JIaHHBIM, DPe3y/bTaTOM KOTOPOTO MOXKEeT
CTaTh YHUUTOXXeHHe, h3MeHeHUe, OJ0KMpOBaHUe, KOMMPOBaHWe, paclpoCTpaHeHHe
MepCOHA/bHBIX [AaHHbIX, & TaKKeé MHbIX HeCAHKL[MOHWPOBAHHBIX [EMCTBUI MPU UX
06paboTke B MH(MOPMAI[MOHHOM CHCTeMe TIePCOHATbHBIX JaHHbBIX.

VYHUUYTOKEHHE TMEePCOHATBHBIX JAHHBIX - JEMCTBUS, B pe3y/bTaTe KOTOPbIX
CTAaHOBUTCSI HEBO3MOYKHBIM BOCCTAHOBHUThL COJiep)KaHue TMepCOHa/IbHBIX [aHHBIX B
MH(GOPMALJMOHHOW CUCTeMe TepCOHA/IbHBIX JIaHHBIX U (WIK) B pe3ysbrare KOTOPbIX
YHUUTOKAKOTCSI MaTepUasibHble HOCUTEIN TTePCOHAIbHBIX JJaHHbIX.

YTeuka (3amjuinaemoi) uHGpoOpMalUM MO0 TeXHUUECKMM KaHa/laM -
HEKOHTPOJIMpyeMOe paclpocTpaHeHrue WH(POpPMalMid OT HOCUTess 3alliUlljaeMoi
uHpopMaluu  uepe3  (GU3NUECKYID Cpely [0  TEeXHHYECKOro  CpeZCTBa,
OCYILIeCTBJISIFOLLIETO TepexBaT UH(POPMAaLUH.

Vsi3BUMOCTH - C1a00CTh B CPe/ICTBax 3alllUThl, KOTOPYH) MOXXHO MCIIO/b30BaTh
[l HapyIlleHUs1 CUCTeMbI WIH COZleprKallleiicsl B Held MH(opMaliuu.

IlesqocTHOCTh MHpOpPMAnuU - CIIOCOOHOCTH Cpe/CTBA BBIUMCIUTETBHOM TeX-
HUKM WIM  aBTOMaTU3UPOBAHHOM  cHCTeMbl oOecrieuynBaTh  HEU3MEHHOCTb
uHbopMalMM B YCJOBUSIX C/yuyallHOTO W/WIW TIpe[HaMePeHHOT0 MCKa)KeHHsl

(pa3pyliieHus).



OBO3HAYEHUSA 1 COKPALIIEHWA

ABC - aHTUBUPYCHBIE CpeJiCTBa

APM - aBTOMaTU3UpPOBaHHOE pabouee MeCTo

BTCC - BcnoMmorarebHble TeXHUYeCKUe CpeicTBa U CUCTeMbI
WCII[IxH - uHdopMal[MoHHas CUCTeMa TlepCOHaTbHbIX IaHHBIX
K3 - koHTpO/IMpyeMas 30Ha

JIBC - y0Ka/ibHas BbIYMC/IATe/IbHAs CeThb

MO - mexxceTeBOU 3KpaH

HC/I- HeCcaHKIIMOHUPOBAHHBIN 10CTYII

OC - onepaLitOHHas CUCTeMa

II[JH - mepcoHanbHbIE JaHHBIE

[IMB - mporpamMmmHO-MaTeMaTru4ecKoe BO3/elCTBUe

1O - nporpaMMHoOe obecrieueHre

[TOMUH - robouHbIe 371eKTPOMarHUTHbBIE W3/TydeHHUs] U HABOJKU
CA3 - cucrema aHa/iM3a 3allyILeHHOCTU

C3U - cpefcTBa 3alUThl UHQOPMALIAU

C3I1/H - cuctema (moAcrcTeMa) 3alUThl IePCOHATbHBIX JaHHbIX
COB - cuctema 06Hapy>keHHsI BTOP>KeHU

TKYU - TexHWUYeCKHe KaHa/Ibl yTeUKH UH(POpMaLUU

YBII[IH - yrpo3bl 6€3011aCHOCTH ITePCOHATBHBIX JaHHBIX



BBEJIEHUE

Hactostiijass ITosmvtrka wH@OpMaloHHol 6e3ormacHoCTH TIpu  paboTe C
MepCOHabHBIMA [JaHHBIMU B BepXHEeNbIIIMUHCKOU TOPOACKOU TeppPUTOPUABHOMN
u3buparenbHOit komuccuu  (manmee - [lomuTuka) —siBiseTcss  OUIMA/IbHBIM
JIOKYMEHTOM.

[TonuTHKa pa3paboTaHa B COOTBETCTBUU C TPeOOBaHUSIMM, YCTaHOBIEHHBIMU:

denepanbHbiM  3akKOHOM OT 27.07.2006 Ne 149-®3 «O6 wuHpopmaruy,
MH(MOPMALIMOHHBIX TEXHOJIOTUSIX Y O 3alliuTe UH(POpMalin»;

@®enepanbHbiM  3aKOHOM 0T 27.07.2006 Ne 152-@3 «0O mniepcoHasbHbIX
JlaHHBIX»;

nocrtaHoBneHueM [IpaButensctBa Poccurickon Pepeparuu ot 01.11.2012 Ne
1119 «O6 yTBepkaeHur TpeOOBaHUI K 3alllUTe TEepPCOHANbHBIX AAHHBIX TIPU UX
06paboTke B MH(OPMALMOHHBIX CHCTeMaX MepCOHabHbBIX JaHHBIX»;

noctaHoBnieHueM [IpaButenscTtBa Poccuiickori @esepanyu ot 15.09.2008 Ne
687 «O6 yTBepkAeHUM T0JoXKeHHsI 00 0CcoOeHHOCTSX 00paboTKM MepcoHaIbHbIX
NAHHBIX, OCYILeCTB/IsIeMOM 6e3 UCI0/Tb30BaHKs CPe/ICTB aBTOMAaTH3al|uk»;

nocraHoBieHueM [IpaButenscTtBa Poccuiickori @espepanyu ot 21.03.2012 Ne
211 «O6 yTBepykJeHUH TIepeuHsi Mep, HallpaB/IeHHbIX Ha o0ecrieueHHe BBITIOJTHEHUS
00s13aHHOCTeN, TpeAycMOTpeHHbIX @efepasibHBIM 3aKOHOM «O  TlepCOHA/IbHBIX
JJAHHBIX» Y MPUHSTBIMU B COOTBETCTBMM C HUM HOPMaTUBHBIMU TTPaBOBBIMU aKTaMH,
orieparopamu,  SIBASIOLMMUCS  TOCYJapCTBEHHbIMU  W/IA  MYHULUIIAJbHBIMU
OpraHaMu»;

npuka3zoM PCTOK Poccuu ot 18.02.2013 Ne 21 «O06 yTBepxaeHun CocraBa u
COZlep’KaHusi OPraHU3al[MOHHBIX U TEXHUUYECKUX Mep 1o obecrieueHHt0 6€30MacHOCTH
MepCoHaNbHbIX JIJaHHBIX TIpU uUX 00paboTke B WHGOPMAI[MOHHBIX CHCTeMax
MepCOHA/IbHBIX JaHHBIX»,

npuka3zoM ®CB Poccuu ot 10.07.2014 Ne 378 «O06 yTBep)K/AeHHU COCTaBa U
COZlep>KaHusi OPraHU3al[MOHHBIX U TEXHUUYECKUX Mep 1o obecrieueHHt0 6€30MacHOCTU
MepCcoHaNbHbIX JIJaHHBIX TIpU uUX 00paboTke B WHGOPMAI[MOHHBIX CHCTeMax
MepPCOHA/IbHBIX JAHHBIX C WCII0/Ib30BaHUEM CPEeACTB KPUMNTOrpa(UuecKor 3aliuThl
uHbOpMaIK, HeoOXOAMMBIX [jisi BBITIOTHEHUs YCTAHOB/IEHHBIX IIpaBUTETHLCTBOM
Poccutiickoit ®eneparyiu TpeOOBaHMH K 3allUTe TIePCOHATBHBIX JJAHHBIX i1 KaXKI0TO
13 YPOBHEU 3all[UI[eHHOCTU»;

MeTogruecKMH peKOMeHZALMSIMU TI0 pa3pab0TKe HOPMATHMBHBLIX MPaBOBBIX
aKTOB, OTIpeJe/IIIOLUX YIPo3bl 0e30MacHOCTH MePCOHA/TBHBIX JAAHHBIX, aKTya/lbHbIe
npu 00paboTKe TepcOHANbHBIX [JAHHBIX B  HHMOPMAILMOHHBIX  CHCTEMax
MepCOHA/IbHBIX [JaHHBIX, SKCIUIyaTUPYEMBbIX IPU OCYLeCTBJIEHUH COOTBETCTBYHOLUX
BU/IOB [1eSITe/IbHOCTH, yTBepXKJeHHbIMU pykKoBoacTBOM 8 Llentpa ®Cb Poccuu
31.03.2015 Ne 149/7/2/6-432.

B TlosmuTtuke ompefeneHsl TpeboBanusi K mnepcoHany WCII[JH, crerneHb



OTBETCTBEHHOCTH IepCOHasa, CTPYKTYpa U HeoOXOAUMBbI YpPOBeHb 3alllMII|eHHOCTH,
CTaTyC U [JO/DKHOCTHbIE 00513aHHOCTU COTPYLHUKOB, OTBETCTBEHHBIX 3a o0OecrieueHre
6e3omacHOCTU TepcoHabHbIX JaHHbIX B VICII[IH BepxHernbIMUHCKON TrOpPOACKON
TeppUTOpHabHON H30upaTe/ibHON KoMuccuu (fanee — Komuccus).

1. O01He no/I0KeHHus!

Ienbto HacTositrer [TouTHKY siBAsieTcst obecriedeHre 6e30MacHOCTU 0OBEKTOB
3aluThl KoMuccum oT BCex BU/IOB YIPO3, BHEIIHUX U BHYTPEHHUX, YMBIILIEHHBIX U
HeTlpeJJHaMepeHHbIX, MHUHUMM3AIMS yirlepba OT BO3MOKHON peasu3alldd yrpo3
6e3onacuoctu [11 (YBITJH).

be30macHOCTh TepCOHA/IbHBIX [JaHHBIX [JAOCTUTAeTCs MyTeM WCK/IHUeHus
HeCaHKLIMOHUPOBAHHOTO, B TOM UHC/e CJydyallHOro, [AOCTyIMa K TIepCOHaJbHbIM
JaHHBIM, pe3y/lbTaTOM KOTOPOTO MOXeT CTaTb YHUUTOXXeHHe, W3MeHeHue,
670KMpoBaHKWe, KOMTMPOBaHWe, PaclpoCTpaHeHWe TepCOHA/bHBIX [JAaHHBIX, a TaKXKe
VMHBIX HeCaHKLIMOHUPOBAHHBIX JIeHCTBUM.

WNudopmalusi U CBsi3aHHbIe C Hell pecypcChl AO/KHBI ObITh AOCTYTHBI IS
aBTOPDU30BAaHHBIX II0/Ib30BaTesiell. [Jo/DKHO — OCYLIeCTBAATbCS — CBOEBPEMEHHOe
oOHapy»keHHe U pearpoBaHue Ha Y BII/IH.

[JomKHO  OCYLeCTBASATbCS — TIpeJoTBpallleHde  MpeAHaMepeHHbIX WU
CJly4aiiHbIX, YaCTUYHBIX WM TIOJIHBIX HeCaHKI[MOHUPOBAHHBIX MOAUGMUKALNA WU
YHUUTOKEHUS JaHHBIX.

CocTaB 00BEKTOB 3allUTHI TIpeZicTaB/ieH B «IlepeuHe repcoHaMbHBIX JIaHHBIX,
oOpabaTbiBaeMbIX B BepXHeNbIIIMHUHCKONW  TOPOJACKOW  TeppUTOpHUa/bHOM
n30upaTe/ibHOM KOMWCCMM B CBSI3W C  peanu3aijiedl Cay»eOHbIX (TPYZOBBIX)
OTHOLLIEHUH, a TaKKe OCYILeCTB/IeHUEeM roCyjapCTBEHHbIX (DyHKLUI».

Cocras UCII[JH nojnexammx 3amure, IpejcrasieH B «llepeune
MHGOPMAIIMOHHBIX CHCTEM TIepCOHalbHBIX [IaHHbIX B BepXHernbIlIMHUHCKON
TOPOZICKOM TePPUTOpPUA/IbHOM M30HpaTe/IbHON KOMUCCUM».

1. O61acTh AeHcTBHUSA

TpeboBanusi HacTosiel [ToMMTUKNA pacIipOCTPaHSIIOTCS Ha BCeX COTPYIHHUKOB
Komruiccuu (IITaTHBIX, BpeMEeHHBIX, pabOTarOIMX 10 KOHTPAKTY U T.I1.), @ TakKkKe BCeX
MPOYMX JUL] (MOAPSIAUYUKH, ayIUTOPBI U T.I1.).

2. Cucrema 3alUThI NePCOHA/IbHBIX JAHHBIX

ObGecrieuenre  6€30TMACHOCTA  TE€PCOHA/IBHBIX  JAHHBIX JIOCTHUTAETCs, B
YaCTHOCTHU:

orpefieJieHeM yrpo3 0e30TMacHOCTH TIePCOHANbHBIX [aHHBIX TIPU  UX
06paboTke B MH(MOPMAI[MOHHBIX CHCTeMaX MepCOHaTbHbBIX JJaHHBIX;

TIPUMEHEHNEeM OpraHM3alMOHHBIX W TEeXHUUECKUX Mep T0 00ecreueHuro
6e30MacHOCTU TepCOHABHBIX JJaHHBIX MPU MX 00paboTKe B HMHGMOPMAIMOHHBIX



cUCTeMax TlepCOHa/IbHBIX [JaHHBIX, HEOOXOAUMBIX /i BbITIOJHEHUs] TpeOOBaHUM K
3aluTe  TepCOHANbHBIX  JAaHHBIX,  UCIIOJIHEHWe  KOTOphiX  obecrieunBaeT
ycraHoByeHHble [IpaButensctBoM Poccuiickon ®defepaniiv ypoBHHU 3alljUILeHHOCTH
MepPCOHAJIbHBIX [JaHHBIX;

TpMMeHeHreM TMpOLIe/IIINX B yCTAaHOB/IEHHOM IOpSiiKe TMPOLeAYpPY OL€HKHU
COOTBETCTBUS CPECTB 3all[UThl UH(POpPMaL1K;

OLIeHKOU 3¢ (heKTUBHOCTH NMPUHUMAaeMbIX Mep 110 0becriedeHUI0 6e30T1acHOCTH
MepCOHaNbHBIX [AaHHBIX [0 BBOJA B 3KCILTyaTalMl0 WH(POPMALMOHHOW CHCTEMBI
TepCOHA/IbHBIX [JaHHBIX;

y4eTOM MaIlMHHbIX HOCUTeJIeH TTePCOHAJIbHBIX [JaHHBIX;

obOHapyXeHHeM (aKTOB HeCaHKI[MOHHPOBAHHOTO [JOCTyMa K TepCOHaTbHBIM
NAHHBIM U TIPUHSATHEM Mep, B TOM UHC/ie Mep TI0 0OHapy»KeHUI0, MpeyTNpeXKJeHUI0 U
JMKBUJIALIMA TOC/Ie[CTBUM KOMIIBIOTEDHBIX aTakK Ha WH(OPMALMOHHbIE CUCTEMBI
MepCOHA/IbHBIX JaHHBIX U 110 pearupOBaHUIO Ha KOMITbIOTEPHbIE UHLU/JEHThI B HUX;

BOCCTaHOBJIEHMEM  [€PCOHA/bHBIX  [IJaHHBIX, MOJAW(ULIMPOBAHHBIX WU
YHUUTOXXEHHBIX BCJIe[CTBHE HeCAaHKLIMOHMPOBAHHOIO JOCTYIIA K HUAM;

yCTaHOBJIEHWEeM TpaBUJI [JOCTYyTIa K TlePCOHaIbHBIM JAaHHbIM, 0OpabaTbiBaeMbIM
B UH(OPMALIMOHHOW CHCTeMe TepCOHA/IbHBIX JIaHHBIX, a Takke obecrieueHreM
perucTpaluyy M yuyeTa BCeX [eMCTBUM, COBepIIaeMbIX C [epCOHAIbHBIMU [JaHHBIMU B
MH(GOPMALMOHHOU CHCTeMe MepCOHA/IbHBIX JaHHBIX;

KOHTpOJieM 3a TpPUHMMaeMbIMHU MepaMu 10 obecrieueHrto 6e30macHOCTU
MepPCOHA/IbHBIX [JaHHbIX W YPOBHS 3alMIIEHHOCTHM WH(OPMALMOHHBIX CHUCTEM
MepPCOHAJIbHBIX [JaHHBIX.

Cucrema 3a1UThI IepCOHaIbHBIX AaHHbIX (C3I1/H), CTpOUTCS Ha OCHOBAHUU:

AKTa BHYTpPeHHero KOHTDOJII COOTBEeTCTBUsSI 00OpabOTKM TMepCcOoHa/bHBIX
JlaHHBIX.

[lepeuHsi repcoHa/bHBIX [aHHbIX, 0OpabaTbiBaeMbix B BepxHebILIMUHCKOM
TOPO/ICKOM TeppUTOpHabHOM M30UpaTeslbHOM KOMUCCUM B CBS3U C peasu3aljueit
C/1y>KeOHbIX (TPYZIOBBIX) OTHOILIEHWM, a Tak)Ke OCyIlleCTB/IeHUeM TroCyJapCTBeHHBIX
(yHKLH;

AXTOB Knaccuukaly MH(HOPMAaLMOHHBIX CUCTEM MepCOHA/IbHBIX JAHHBIX;

Mogenu yrpo3 6e30macHOCTH MepPCOHA/IBHBIX JaHHbIX;

Matpuupbl J0CTyna TMo/b30BaTe/ied K 3alyIaeMbIM  MH(OPMAaLMOHHBIM
pecypcam UCIIH;

PykoBogsimumx okymeHToB @CTOK Poccun u @CB Poccum.

Ha ocCHOBaHMM 3THX [JOKYMEHTOB OIIpeje/isieTcsi HeoOXOAWMbBIA yPOBEHb
sammineHHoctd  [1JH  kaxkgout WCII[OH Komuccun. Ha ocHoBaHMM aHa/iu3a
aKTya/IbHbIX yrpo3 Oe3oracHocty [1/lH ormucanHoro B Mojenu yrpos, JefaeTcs
3aK/oueHue O HeoOXOAMMOCTM  WCIIONb30BaHUS TeXHUUECKHUX CPeJCTB U
OpraHu3alMOHHBIX MepOTpUsATHil /7151 obecrieueHus 6e3omacHoctu [1/1H. BeibpaHHbIe
HeoOXoZMMble ~ MeporpusiTusi  oTpakatoTcsi B «CocTaBe  Mep  3all[UThI



MH(OPMAaLIMOHHBIX CUCTEM MePCOHATbHBIX JaHHbBIX».

HOns UCIIH po/mkeH ObITH COCTaB/eH CITHMCOK HCIOJ/Ib3YeMbIX TeXHUYECKUX
cpeAcTB 3ammThl (ganee - CHOMCOK), a TakK >ke TMpPOrpaMMHOro obecrieueHus,
yuacTBytoiero B oopabotke I1/1H, Ha Bcex anemenTax UCIT/IH:

APM rmnionb30BaTeneu;

CepBepa NpuioKeHUH;

CYb[;

I'panurie! JIBC;

KaHnanoB mepefaun B ceTH 00li[ero MoJib30BaHUsI U (WIM) MeXKIYHapOJHOTO
oOMeHa, ec/ii 110 HUM TiepefaroTcst [1/1H.

B 3aBucumoctu ot ypoBHA 3awuineHHOCTH WCIIIH M aKTyalbHBIX YyIpo3,
C3I1JH MOXeT BK/IIOUaTh CleAyrolye TeXHUuYeCcKue Cpe/iCcTBa:

aHTUBUPYCHbIE CPeZICTBA il pabourx CTaHLIUM T0/Ib30BaTesieil U CepBepoB;

Cpe/CTBa MeKCeTeBOro SKPaHMPOBAHUS;

cpeAcTBa  Kpunrorpaguyeckod —3amuThl  MHGOpMaLuMu Tpyd  Tepejaue
3aluiliaeMoi H(pOpMaLMKY 110 KaHaiaM CBSI3H.

Tak e B CIHCOK [JO/DKHbI ObITb BK/IOUEHbl (DYHKLMWA  3allUThI,
obecrieuBaeMble IITaTHBIMH cpeAcTBaMM o0pabotku II/IlH omeparMoHHBIMU
cucteMamu  (OC), npuknagueiMm II0 w  coenuasbHBIMA — KOMILIEKCAMU,
peasM3yIoLMMK CpecTBa 3aluThl. CIMCOK (PYHKLIMIA 3al{UThl MOXKET BK/IFOUaTh:

ynpaBJ/ieHHe U pa3rpaHUueHre JOCTYyIIa MoJib30BaTesien;

perucTpalio 1 yueT JelCTBUM ¢ MH(OpMaLyel;

obecrieueHue 11€/I0CTHOCTU JJaHHBIX;

obHapy>keHe BTOP>KeHUH.

COMcoK UCIOoNb3yeMbIX TeXHUUYeCKHUX CpefAcTB oTpakaetrcs B «llnane
MepornpusThii 10 obecrieueHHI0 3all[UThl TePCOHA/IbHBIX JaHHBIX». CHIHUCOK
VICII0/Ib3yeMBbIX CpeZiCTB [JOJ/DKeH IOAJep’KUBAaThbCs B aKTyaJbHOM COCTOSHUU. IIpu
M3MEeHeHWW COCTaBa TeXHUYeCKUX CpeAcTB 3awuTel wid sneMeHToB HCII/IH
COOTBETCTBYIOII[e M3MeHeHUsl [JO/DKHbI ObITh BHeceHbl B CIHMCOK U yTBEpPKIEeHbl
npefcenareneM V36upatesnbHOM Komuccuu CBepAsioBCKOW 007acTA WM JIULIOM,
OTBETCTBEHHBIM 3a o0ecrieueHue 3auThl [1/1H.

3. TpeboBanus K nopcucremam C3I1/In

C3I1/[1H BK/IIOUaeT B ceOsi CieAyIoIHe MOICHCTEMBI:
ynpaBJieHUs JOCTYTOM, PeErMCTpalyu U yUeTa;
obecrieueHusi 1je/IOCTHOCTU U AOCTYTTHOCTH;
AHTHMBUDPYCHOM 3allUThI;

ME>KCeTeBOro SKpaHUPOBaHUS;

aHajmM3a 3allyIeHHOCTHY;

oOHapy’keHHsI BTOP)KeHUH;

Kpurrorpaduueckoii 3aluThl.



[Toacuctemsr C3II[JH MMeIOT pa3nuuHbIA (YHKI[MOHAT B 3aBUCUMOCTU OT
knacca WCIIH, omnpefeneHHOro B «AKTe KiaccubuKald WHPOPMAalMOHHOU
CUCTeMbl TIePCOHAIbHBIX [aHHbIX». CIUCOK COOTBETCTBUS (PYHKIMM TO/ICUCTEM
C3I1/[JH xaccy 3alyIl[eHHOCTH IpejCTaB/ieH B TeXHUYeCKOM 3aJJaHhU I10 CO3/aHUI0
CUCTEMBI 3alUThl MTH(OPMAaLIMK MHPOPMaLMOHHOW CUCTEeMbI TTePCOHAJIbHBIX [JaHHBIX.

IToacrcrema yripaBiaeHUs JOCTYIIOM, DETUCTPALIMU U YUeTa

[Tomcucrema yripaBieHHs AOCTYIIOM, DETMCTpalMd U yueTa MpeJHa3HaueHa
JJIs1 peanu3alyy Caeyrommx QyHKLMA:

WeHTU(PUKALIMU U TIPOBEPKH MOAJMHHOCTA CYyOBeKTOB AOCTyMa TMpU BXOJe B
NCIIOH;

WJeHTU(GUKALIUM TEePMUHA/IOB, Y3/I0B CeTH, KaHa/lOB CBSi3W, BHEIIHUX
YCTPOMCTB 10 JIOTUUeCKUM MMeHaM;

WJleHTU(UKaLlUM TIporpaMM, TOMOB, KarajoroB, ¢aiioB, 3amnucei, Iomeu
3aIIMcey 1o UMeHaM;

pervcTpaly Bxofia (BbIXofla) CyOBEKTOB JOCTyIa B CUCTEMY (U3 CHCTEMBI),
mb0 perucTpalyy 3arpy3kd ¥ WHUIMA/IM3AlUMd  OTepalliOHHONW CHCTeMbI U ee
OCTaHOBA.

perucTpalyMyd TOMBbITOK JOCTyNa TMPOrpaMMHBIX CPeACTB  (Iporpamm,
TMPOLIeCCOB, 3a/iay, 3alaHUii) K 3alljuillaeMbIM (aitiam;

perucTpalyyd TOMNbITOK [JOCTyINa MpPOrpaMMHbBIX CpeACTB K TepMUHa/IaM,
KaHaJ/laM CB$I3H, ITpOrpaMMam, ToMaM, KaTasioraMm, (aiijiam, 3aricsiM, MoJjIsM 3arricei.

[Togcuctema yripaB/ieHUsi JOCTYTIOM MOXeT OBbITh peasii30BaHa C TOMOIIbIO
IITaTHBIX cpeficTB 06paboTku I1/JH (omepaluoHHBIX cucTeM, TipunokeHuit u CYB/).
Tak ke MokeT OBbITH BHeAPEHO CIiel[ha/lbHOEe TEeXHUUYEeCKoe CPeACTBO WM WX
KOMILJIEKC, OCYILeCTB/SIOLIME [OMOTHUTE/bHbIE Mepbl MO0 ayTeHTU(UKALUU WU
KOHTpo/0. Hanpumep, TmpuMeHeHVe eQUHBbIX XPAHWIWIL Yy4YeTHbIX 3aruvcen
T0/Th30BaTe/Iel ¥ PeruCTpPaliMoHHON MH(OPMAaLMU, UCII0/Ib30BaHe OMOMeTprUeCKIX
U TeXHUUeCKUX (C TOMOIIbI0 3/IeKTPOHHBIX TIPOIMYCKOB) Mep ayTeHTU(UKalud U

IPyTUX.

[MoacrcreMa obecrnieueHus 11eJI0CTHOCTU U IOCTYIHOCTH

[Moacucrema obecrieueHust 11eJIOCTHOCTU U JOCTYITHOCTU TIpeJHa3HauyeHa [JIs
obecrieueHusl I1eJIOCTHOCTA W JOCTymHOCTH [I/IH, TIpOrpaMMHBIX M arifapaTHBIX
cpeacte VCIT[IH Komuccuu, a Tak >ke CpPeACTB 3alllThl, TPU CAyYaliHOW WA
HaMepeHHOW MoAu(dUKaLIAU.

ITopcucrema peannsyeTcs C IIOMOLLBIO OpraHM3ald pe3epBHOI0 KOIMUPOBaHUS
oOpabaThiBaeMbIX [AaHHBIX, a TaK >Ke€ Ppe3epBUPOBAHMEM KJIIOUEBBIX 3/IEMEHTOB
NCIIOH.

[TogcucTemMa aHTUBHUPYCHOM 3aIIUThI




[TogcucteMa aHTHMBUPYCHOM 3allUThl TIpe/Ha3HaueHa [ijisi oOecrieueHus
aHTHMBUPYCHOM 3aiuThl cepBepoB U APM nonk3oBaresnert UCIT/Jn Komuccum.
CpezncTBa aHTHMBHUPYCHOM — 3alUThl  [pe/HAa3HAyeHbl [yig  peaju3alyu
C/ieAyoLuX (QyHKIUII:
pe3u/IeHTHbIM aHTUBUPYCHbI MOHHUTOPUHT;
AHTUBHUPYCHOE CKAaHUPOBaHUE;
CKpUIIT-O/I0KMPOBaHUE;

LIEHTPa/IN30BaHHOM/y/la/IeHHOU YCTaHOBKH/IeUHCTa/UISILUA
AHTUBUPYCHOTO  TIPOAYKTA, HaCTPOMKH, aZIMUHHACTPUPOBaHUS,
MPOCMOTpPa OTYETOB M CTAaTUCTUUYECKOM WHGopMalud T0 pabore
TIPOAYKTa;

aBTOMaTU3UPOBAHHOTO OOHOB/IEHNSI aHTUBUPYCHBIX 0a3;
OrpaHWYeHHUs TIpaB I0/1b30BaTesisd Ha OCTAHOBKY MCIIO/HSAEMbIX 3a/ay U
M3MeHeHUs1 HaCTPOeK aHTUBUPYCHOTO TIPOrpaMMHOT0 0becrieyeHus;
aBTOMAaTUYeCKOro  3alycka HeloCpe[JCTBEHHO IIOC/e  3arpysku
OMnepalMOHHON CUCTEMBL.
[Toncucrema peanv3yeTcs MyTeM BHeJpEeHHs CIEeLaJbHOrO0 aHTUBHUPYCHOTO
nporpaMMHoro obecrieueHust Ha Bce 3nemeHTbI MCIT/IH.

IToacrcTemMa MeXCeTeBOro SKPaHUPOBAHUS

[TogcuctemMa MeXXCeTeBOTO SKpaHMPOBaHMS Tpe/Ha3HauyeHa /i peayv3alyd
CreiyOIINX (PYHKIHM:

(bubTpaly OTKPBITOTO U 3alIM(poBaHHOTO (3aKpbIToro) IP- Tpaduka;

¢uKcalMy BO BHYTPEHHHUX >KypHasjaxX MH(OpMaLU O TIPOXOASIEeM OTKPBITOM
v 3aKkpbIToM [P-Tpaduike;

WJeHTU(UKALMM U ayTeHTU(PUKALMM aJMUHUCTPATopa MEKCeTeBOro 3KpaHa
TIPU ero JIOKaIbHBIX 3arpocax Ha JOCTYII;

perucrtpauyy Bxofa (BbIXOZa) aJMHUHUCTpaTOpa MeKCeTeBOr0 3KpaHa B
cucteMy (U3 cuCTeMbl) MO0 3arpy3kd U UWHULMAAM3alUd CUCTeMbl U ee
MPOrpaMMHOIr0 OCTaHOBa;

KOHTPO/JISI 11eJIOCTHOCTHU CBO€H TPOrpaMMHOM U MH(MOPMal[MOHHOM YaCTH;

buIbTpaLuK MakeToB CIyKeOHBIX MPOTOKOJIOB, CIYKAILUX /ISl AUarHOCTUKYU U
yTipaBJieHusi paboTo CeTeBbIX YCTPOMCTB;

(buibTpalii C y4yeTOM BXOJHOTO U BBIXOAHOTO CeTeBOro HHTep(erica Kak
CpeJCTBa MPOBEPKU MOAJIMHHOCTU CeTEBbIX a/IpeCoB;

pervcTpalyy 1 yueTa 3anpaliiBaeMblX CEPBUCOB MPUK/IaJHOTO YPOBHS;

OOKMPOBaHUS [OCTYTAa HeuAeHTH(UIMPOBAHHOTO O0beKTa WM CyOBeKTa,
MOJ/IMHHOCTh KOTOPOTO TIpW ayTeHTU(UKALMM He TOATBepAWIach, MeTOAaMH,
YCTOMUYUBBIMU K NT€pEXBary;

KOHTDPOJISI 32 CeTeBOM aKTUBHOCTBHIO TIPUJIOKEHUM M OOHApy>KeHUsi CeTeBBbIX
arax.



IToacucrema peanvsyeTcs BHeJpeHMEM MPOrPaMMHO-arapaTHbIX KOMILIEKCOB
MeXKCeTeBOro SKpaHMpoBaHus Ha rpanulie JIBC, kiaccoMm He Huxke 4.

IToacucrema aHa/iM3a 3allUIIEHHOCTH

[Togcuctema aHa/iv3a 3allUILEHHOCTH JO/DKHA obecrieunBaTh BbISIBJI€HHE
ySI3BUMOCTEM, CBsI3aHHBIX C ommOKamMu B kKoHbwurypaiuu [1O WCII/IH, KoTopble
MOTYT OBITh UCII0/Tb30BaHbl HAPYIIIUTE/IEM [I/Isl peau3al[ii aTaku Ha CUCTEMY.

OyHKIMOHAM TIO/ICHCTEMBI MOXKET OBITh peasii30BaH TIPOTPaMMHBIMU U
MpOrpaMMHO-arrapaTHbIMU CPeJCTBaMM.

[TogcucremMa 0OHApYKeHNT BTOPXKEHUM

[Mogcucrema oOHapy)KeHWs] BTOPXKEHUM [JO/DKHa oO0ecrieurBaTh BbISBIEHHE
ceTeBBIX aTak Ha 3neMmeHThl VICII/IH, moAK/IIOUeHHbIE K CeTsM OOIIero 1oJib30BaHUs
1 (WI1) MeXXAyHapoJHOTO oOMeHa.

@OyHKIMOHAM TOACUCTEMbI MOXKET ObITh peasii30BaH TMPOrPpaMMHBIMU U
MIPOrpaMMHO-arapaTHbIMUA CPe/ICTBAMU.

[Togcucrema KpunrorpaduyeCcKou 3alUThl

[Togcuctema Kpurrorpaguueckoi 3alluThl MpeAHa3HaueHa /s MCK/IFOUeHHs
HC/[ x 3amuminaemoit nHpopmanuu B MCII[IH Komuccuu npu ee Tmiepefiaue TI0
KaHajlaM CBSI3U ceTell 00II[eTo 1Mo/ib30BaHus U (W) MeKIYHapOAHOTro oOMeHa.

[MogcucTteMa  peanu3yeTcs — TyTeM — BHeApPeHUs — KpUNTOrpaduueckux
MIPOrpaMMHO-arapaTHbIX KOMIIJIEKCOB.

4. ITonb3osaresu UCII[An

B UCII/IH Komuccuy MOXXHO BBIE/IUTH C/Ie/IyIOLIMe TPYMIbI M0JIb30BaTeslen,
yuacTBYHOIIUX B 00paboTke v xpaHeHnuu [1/1H:
Apmvunuctparopsl UCIT/IH;
AZIMUHUCTpATOPbI 63011aCHOCTY;
Oneparopsl APM;
Apmvunuctparops! cetd NCIIIH;
TexHUueckue CIeLUANMCTBl TI0 OOC/IYy)KMBaHUIO —TepuQepruitHOro
obopy10BaHUSI.
[JanHble 0 rpymmnax I[01b30Bare/isiX, ypOBHe WX  J0CTyna M
MH(POPMUPOBAHHOCTH [IOJDKHBI ObITH OTpa)keHbl B MaTpulie OCTYyIIa MoJsib30Bareseit
K 3all1IllaeMbIM UH(QOPMALIMOHHBIM pecypcam.

A pmvunncrparop MCITOg

Apvunuctpatop VCIIIH, coTrpygHuk Komuccuu (MM uHOe yIioJHOMOYeHHOe
JIMLI0), OTBETCTBEHHBbIM 3a HACTPOUKY, BHeapeHue U conpoBoxzeHune WCII/IH.
Ob6ecrnieunBaeT (PyHKL[MOHHUPOBaHUE MOACUCTeMbI yripaBieHus goctyriom VCIIJH u



YIOJTHOMOYEH OCYLeCTBJISATh MPeJoCTaB/IeHUe U pasrpaHUUeHre 10CTyrna KOHEUHOro
nosib3oBatensi (Onepatopa APM) K sanemeHTaM, XpaHsII[MM IepCOHa/IbHbIE JJaHHBbIE.

Apmvunrctparop UCIIIH obnajjaeT cieyroiuuM YpOBHEM [JOCTYTIAa U 3HAHUI:

obnazaeT moHON MHGOPMaLKeill 0 CUCTEMHOM U MPUK/IaJHOM TIPOTPaMMHOM
obecrieuenuu UCTI/IH;

obnaziaeT momHOM WHGoOpMalell 0 TeXHUUeCKUX CPeJCTBaXx M KOH(UTypaljuu
NCIIOx;

uMeeT JOCTYIl KO BCeM TeXHHWUeCKUM CpeficTBaM 00paboTku uHpopMaiu u
nanubiM CITIH;

obnaslaeT mpaBaMu KOH(MUTYpPUPOBaHUS U aJMUHUCTPAaTUBHON HACTPOUKH
TexHuyeckux cpegcts VUCITIH.

A gMuHMCcTpaTop 0e30IaCHOCTHU

AamuHucTpaTop — 6e30macHOCTH,  COTpPyAHMK Komuccun  (Wid — MHOe
YIIOJTHOMOYEHHOe JIUL0), OTBETCTBEHHbIN 3a (QyHKUMOHMpoBaHue C3I1/IH, BK/IOUast
obciy)KuBaHMe W HACTPOWKY aJMUHUCTDPATUBHOW, CepBEePHOM U KJIMEeHTCKOU
KOMITOHEHT.

ApmMuHucTpaTop Oe3oracHOCTH 00/1a/jaeT CaefyoLMM YPOBHEM [OCTyIa M
3HAHUMU:

obnazaet npaBamu Aamunucrtparopa UCI/dH;

obmnazaet ronHoi nHbopmarmert 06 UCIT/IH;

VIMeeT JI0CTyN K CpeACTBaM 3alljuThl UH(POPMAaLMKA U IPOTOKOIUPOBAHUS
Y K 4acTU KroueBbIx 3/1eMeHToB VCII/IH;

He MMeeT MpaB J0CTyna K KOH(UIypHPOBaHHIO TeXHUUECKUX CPeJCTB
CEeTH 3a UCK/IF0UeHUEeM KOHTPOJIbHBIX (MHCIEeKLJMOHHBIX).

ApMuHKCcTpaTop 6e30MacHOCTH YIIOJTHOMOYEH:

peayM30BbIBaTh TOMUTHKKA Oe3omacHocTM B uyactu HacTtpoiiku CK3U,
MEXKCeTeBbIX KPAaHOB U CHUCTeM OOHapyKeHHsl aTak, B COOTBETCTBUU C KOTOPBIMU
nosib3oBarenb (Orepatop APM) mosiydaeT BO3MOXKHOCTb paboTaTh C 3/leMeHTaMU
NCITOH;

OCYILLIeCTB/IATh ay[AUT CPeCTB 3alliUThl;

Onepatop APM

Onepatop APM - cotpyaHuk Komuccuu (Wid uHOe yIOJIHOMOYeHHOe JIWIIO),
ocyijecTBsitomii  06pabotky I1/IH. O6paboTtka II/IH BK/IOUaeT: BO3MOYKHOCTH
npocmotpa [1/1H, pyunoii BBoz I1/1H B cuctemy MCII/IH, (ppopMupoBaHue CrpaBoK U
0TYeTOoB 10 MH(popMaLuy, nosyueHHor u3 VICITJl. Onepatop He MMeeT MOJTHOMOUMI
JIIs yTIpaB/ieHus To/icucteMaMu 00paboTku gaHHbIX 1 C3I1/1H.

Omneparop UCII/IH obnajaeT cieAyrolMM YPOBHEM JJOCTYTIA U 3HAHUM:

obnazaer BceMM HeoOXOAUMBIMU aTpuOyTamy (HaripyuMep, TapoJsiem),



obecreurBarolMMU IOCTYIl K HEKOTOPOMY MoAMHOXKeCTBY [1/1H;
pacnojiaraet KOH(W/JeHMaJTbHbIMU JaHHBIMU, K KOTOPbIM UMEEeT [JOCTYTI.

Anpvunauctparop cetu UCITIH

Apmunuctpatop cetu  WCIIH, corpysauk Komuccnn (wim  uHOe
YIIOJITHOMOUEHHOe JIULI0), OTBETCTBEHHbIU 3a (YHKLIMOHUPOBaHUE
Te/leKOMMYyHUKalMoHHOM mnogcucteMbl VCIT[IH. AJMUHUCTpPAaTop CeTH He UMeeT
TIO/THOMOUMH /17151 yIpaB/ieHus TIoACUCTeMaMy 00paboTKY IaHHBIX U 6e30TacHOCTH.

AZMUHHKCTpATOP ceTu 0b/a/jaeT CeyIOLUUM YPOBHEM [JOCTYTIa U 3HAHUIA:

obmajaeT yacThto MHGOPMALMKM O CUCTEMHOM U TPUK/IAJHOM MPOTPaMMHOM
obecrieuennu UCTI/IH;

obsiaziaeT yacThio MH(OPMAIMK O TeXHUYEeCKUX CPeACTBaX W KOH(Urypaluu
NCIIOx;

uMeeT (U3MUECKMM [AOCTynl K TeXHUUeCKMM CpefcTBaM  00paboTKu
MH(OPMaLMK U CpeCTBaM 3all[UThbI;

3HaeT, [10 MeHbIIeN Mepe, OJJHO JierajabHOe UM JOCTyTIa.

TexHUUeCKWM CIIeIMaJIMCT 10 00CAVKMBAHUIO eprudepUnHOro 000pyaoBaHus

TexHUUeCKUi CreLyanucT Mo 00CayKMBaHHIO, COTPyAHUK Komuccuu (mnu
MHOe YIOJTHOMOYEHHOe JIML[0), OCYLIecTB/sieT OOC/Iy)KMBaHME U HAaCTPOMKY
nepucdepuiinoro  obopynoBanuss  MCIIJH. TexHuuyeckuii  creUuaaucT  Tio
00c/y)KuBaHUIO He UMeeT AocTyra K [1/]H, He UMeeT TIOJTHOMOUUWH [i/1s1 yTIIpaB/IeHusI
noJicicreMaMy 00pabOTKH TaHHBIX M 6e30ITaCHOCTH.

TexHUUeCKU crieManrcT 1o 06cay>xuBaHuIo 001azaeT CcaeyoLUUM YPOBHEM
[OCTYyTIa ¥ 3HAHWUN:

obsiaziaeT 4acTbi0 MHPOPMALMM O CUCTEMHOM U TIPUK/IAJHOM IPOrPaMMHOM
obecrieuenuu UCTI/IH;

obnaziaeT yacThio MH(OPMALMU O TeXHWYECKUX CPeACTBax M KOH(UrypaLuu
NCIIOx;

3HaeT, [10 MeHbIIeN Mepe, OJJHO JieraabHOe UM JOCTYTIa.

5. TpeboBaHMs K MepCcoHA/y M0 odecrneyeHUu o 3amuThI [1/{H

Bce corpyanuku Komuccuy, ssistoinpecs ronb3oBareasismu MCITIH, f0/mKHbI
YETKO 3HaThb M CTPOTO BBITIO/IHATH YCTAaHOBJEHHbIE TIPaBWIa W OO0S3aHHOCTU TIO
JOCTyny K 3aluiljaeMbiM O0OBeKTaM U  COO/MIOeHWI0 TIPUHATOTO  peXXHMa
6e3onacHoctu [1/1H.

[Ipy BCTyI/IeHMHM B [O/DKHOCTb HOBOTO COTPYZIHUKA OH JO/DKeH ObITh
03HAKOMJIEH C HeOOXOAUMBIMU JIOKYMEHTaMHM, PeriaMeHTUPYIOIIUMH TpeOOBaHUS 110
samquTe [1/JH, a Takke oOyueHHe HaBbIKaM BBLITIOJTHEHUs TIPOLIeAYyp, HeOOXOAUMBIX
[/151 CAHKLJMOHMPOBAHHOTO MCnosib30BaHus MCITH.

CoTpyHUK [I0/DKeH ObITh 03HaKOMJIEH CO CBe/leHUsIMHM HacTtosiei [TonuTukwy,



MIPUHATBIX TipoLieayp paboTel ¢ snementamu MCIT/x 1 C3I1/IH.

CorpynHukun  Komwmccuwy, WCIIO/b3YIOLMe  TeXHUYeCKhe  CpeJCTBa
ayTeHTU(UKALMKA, JO/DKHbI  o0ecrieurBaTh  COXPAaHHOCTb  UJIeHTHU(HUKATOPOB
(5/1eKTPOHHBIX K/ouel) U He pomnyckatb HCIl K HUM, a Tak ke BO3MOKHOCTb MX
yTepU WM UCII0/Ib30BaHWS TPeTbUMH JiMLaMu. [losib30BaTenin HeCyT nepCcoHaIbHYHO
OTBETCTBEHHOCTh 38 COXPAHHOCTh U/IEHTU(PUKATOPOB.

CorpynHuku Komuccum [O/DKHBI C/ie[JOBaTh YCTAaHOBJIEHHBIM MpOLIeAypam
noziep)kaHusi pexkiMa 6e3omacHoctul [1/]H npu BeIOOpe U KCIOIBb30BaHUM MapoJieit
(ecnu He UCIIOMB3YOTCS TEXHUUECKUe CPe/ICTBa ayTeHTU(PUKALINN).

CotpysHuku Komuccuu Jo/mkHbl obecrieunBaTh — HaJjiexkalllylo — 3aluTy
o0opymoBaHus, OCTaB/IsieMOro 0e3 MPHUCMOTpa, OCOOEHHO B TeX Cayuasix, KOrfa B
MOMellleHre UMEIOT JOCTYIT TTOCTOPOHHMe Juija. Bce mosib3oBareny [OJDKHBI 3HATh
TpeboBaHuss 10 Oe3omacHoctu IIJ/IH W TipolleAyphl 3all[UThl  00OpPYAOBaHMS,
ocTaBieHHOro 6e3 TIPUCMOTpa, a TakXXe CBOM 00s3aHHOCTH TI0 00OecreueHHI0 TaKou
3alUThI.

CoTpyHMKaM 3ampeljaeTcs yCTaHaBIMBaTb IIOCTOPOHHee IIPOrpaMMHOE
obecrieueHre, TIOAK/IHOUATh JIMUHble MOOW/IbHbIE YCTPOMCTBA M HOCUTe/IU
MH(MOpMaLMH, a TaK >Ke 3aMyCbIBaTh HAa HUX 3allAILaeMyt0 UH(OPMaLUIO.

CoTpyaHMKaM 3arpeljaeTcsl pasrallaTh 3aljuilaeMyro HH(OpMaL1io, KOTopast
CTajla UM W3BeCTHa Tpu pabore ¢ wWHGPOPMAIMOHHBIMU cucTeMamu Kommccuu,
TPeTbUM JIULIAM.

[Tpu pab6ore c I1/Iln B UCIIIH coTpygHuku Komuccuu o6si3aHbl 00eCIeumnTh
OTCYTCTBHE BO3MOXKHOCTU IpocMoTtpa IIIH TpetbumMu uuaMu ¢ MOHUTOPOB APM
W/TU TEPMUHAJIOB.

[Tpu 3aBepitienny pabotel ¢ VICII[IH cOTpyAHMKH 00si3aHbI 3al[UTUTE APM
WIA TepMHHA/bl C TOMOIIbI0 OJOKUPOBKUA KJ/IFOUOM WM SKBHBAJEHTHOTO Cpe/iCTBa
KOHTPOJIsI, HallpuMep, AOCTYIIOM 10 TIapOJIi0, eC/id He UCTIO/b3YI0TCs Oosiee CU/IbHbIE
CpeJCTBa 3allUThI.

CotpyaHuku Komuccum [A0/DKHBI OBbITH TPOMH(OPMUPOBaHBI 00 yrpo3ax
HapylIeHus1 pe>kuMa 6e3oracHocTy I1/1H 1 OTBeTCTBEHHOCTH 3a ero HapyiieHue. OHU
JIO/DKHBI OBITH 03HAKOMJIEHBI C YTBEP KJEHHOM (popMasibHOM TIpOoLieypoii HaloyKeHUs]
QVCLIUTVIMHAPHBIX B3bICKAHUM Ha COTPYAHUKOB, KOTODbIe HApPYILIW/IW TIPUHSTHIE
TIOJIUTHKY U TIpolieAyphl 6e3oracHocty [1/1H.

CotpygHuku 00si3aHbl 6e3 mpomesieHUs1 coolbijaTh 000 Bcex HabsromaeMbIx
WY TIOA03pUTeNbHBIX caydasx padoTtsl UCIIIH, MOTyIIMX TIOB/eYs 3a OO0 yrpo3bl
6e3omacHoctr I1/IH, a Takke O BBLISBJEHHBIX MMM COOBITHSX, 3aTparduBaroIX
6e3omacHocTh [1/JH, PYKOBOACTBY TMOApas/e/ieHHss W /MLy, OTBedarlleMy 3a
HeMeJlJIeHHOe pearpoBaHie Ha yrpo3kl 6e3oracHocty [1/1H.

JTO/IKHOCTHBIE 003aHHOCTU Toab3oBareneit UCITIH




IMo/mkHOCTHBIE 00s13aHHOCTH T0/b30BaTeseid ICIT/IH omuycaHbl B C/IeAYIOMINX
JIOKyMeHTax:

Wuctpykums agmuauctparopa UCITIH;

WHcTpykius agMuHUCTpaTopa 6e3onacHocty UCTI/IH;

NucTpykuums noas3oaresns UCIIH;

VHCTpyKLMS T10/1b30BaTes IPY BO3HUKHOBEHMH BHELLUTAaTHBIX CUTYaLUl;

OTBeTCTBEHHOCTh COTPYIHUKOB

B cooTBeTCcTBUU CO cTaThel 24 @enepanbHOro 3akoHa Poccuiickont desepaniyin
or 27 vronsag 2006 r. Ne 152-®3 «O mepcoHa/bHbIX [AaHHBIX» JIUL[a, BUHOBHbIE B
HapyllleHnyd TpeOoBaHul [aHHOrOo ®efepasbHOTO 3aKOHA, HECYT T'PaKIAAHCKYO,
YTOJIOBHYI0, aJMUHUCTPAaTUBHYIO, NUCLUIUVIMHADHYDO W WHYHO TpPeAyCMOTPEHHYHO
3aKOHOZaTe/IbCTBOM Poccutickori @efepaliid OTBeTCTBEHHOCTb.

[elicTByromiee 3akoHofaTenbCTBO Poccuiickori @Pefepaljid  T0O3BOJSIET
npeabsaBIATL TpeboBaHus 10 obecrieueHrto 6Ge3oracHoi pabOThI C 3alIUIlaeMON
vHbopMaliveil 1 rnpesyCMaTpruBaeT OTBETCTBEHHOCTD 3a HapyllleHUe YCTaHOBJ/IeHHBIX
npaBu/ 3KCIyataiuud OBM u cucTteM, HerpaBOMEepHBIM AOCTYIl K HWH(pOpMaluW,
ecid 3TU JeNCTBUS TIpUBEIM K YHUUTOKEeHHIO, OOKMpOBaHWIO, MOAW(DUKALIN
MHpOpMaLuu WM HapylleHuto pabotel OBM umu cereii (cratbu 272,273 u 274
YronoeHoro kogekca Poccurickor @efepaiyn).

Apmvunuctpatop MCII[IH u  agMuHUCTpaTop  0€30MaCHOCTH  HECYT
OTBETCTBEHHOCTh 3a BCe JIEMCTBUS, COBEPLIEHHbIE OT UMEHH MX YYeTHBIX 3aruvcen
WU CUCTEMHbBIX YUYeTHbIX 3arvceid, ec/id He /JoKa3aH (aKT HeCaHKIIMOHUPOBAHHOTO
VCTIO/Tb30BaHUS YUETHBIX 3alUCeHu.

[Ipu HapylueHusx coTpygHukamMu Komuccum — mnosb3oBarenamu WCITOH
MpaBWi, CBsA3aHHbIX C Oe3omacHocTeio II/IH, OHM HECYyT OTBeTCTBEHHOCTh,
YCTaHOBJIEHHY!O [IeMCTBYIOIIMM 3aKOHOZaTe/IbcTBOM Poccurickon defeparuu.

6. CIUCOK UCIO/IL30BaAHHBIX HCTOUHUKOB

OCHOBHBIMM HOPMAaTHMBHO-TIPABOBbIMU U METOAUUECKUMHU [OKyMeHTaMH, Ha
KOTOpBIX O6a3upyeTcs HacTosas [lomMTrka, SBASOTCS:

®enepanbHbii 3akoH OT 27.07.2006 1. Ne 152-®3 «O nepcoHambHbIX JaHHBIX»,
yCTaHAB/IMBAIOIMM OCHOBHbIE TIPUHIUIBI W yciaoBus obpabotku I1/1H, mipaBa,
00s13aHHOCTH ¥ OTBETCTBEHHOCTh YUaCTHUKOB OTHOIIIEHH, CBSI3aHHBIX ¢ 06paboTKoM
[118H.

TpeboBaHMS K 3alluTe T[epCOHANBbHBIX [JaHHbIX TIpU UX 00paboTke B
MH(MOPMAaILMOHHBIX cucTemMax TepPCOHA/IbHbIX  JJaHHBIX, yTBEP K/IeHHbIE
nocraHosyieHneM [IpaBurenbctBa Poccuiickon ®enepanyu ot 01.11.2012 1. Ne 1119.

[Tono>kenrne 06 0cobeHHOCTAX 00pabOTKM  TepPCOHA/NbHBIX  JAHHBIX,
OCyIlleCcTB/isieMOM 0e3 WCIo/b30BaHUsI CpPEeACTB aBTOMAaTU3al[uM, YTBep)KIeHHOe
nocraHoyiieHneMm [IpaBurenbctBa Poccuiickor ®enepanyu ot 15.09.2008 1. Ne 687.



HopmatuBHO-MeToiuuecKre  JOKyMeHThl — DenepanbHONM  CayObl 1O
TeXHUUYeCKOMY U 3KCiepTHOMY KOHTpoutto Poccuiickont ®@epneparuu (ganee — @CTOK
Poccun) no obecrieuenuto bezomnacHoctu [1/1H nipu ux o6pabotke B MCIT/IH:

Ba3zoBasi Mofenb yrpo3 0e30MacHOCTA TIepPCOHAMbHBIX [JAHHBIX TIpU UX
00paboTke B MH(POPMALIMOHHBIX CHUCTeMaX IepPCOHAbHBIX /IaHHBIX, yTBepKAeHHast
3amectutesiem gupekropa ®CTOK Poccuu 15.02.2008 .

Metomnuecknuii  AOKyMeHT. MeToanKa OleHKA yrpo3  6Ge3omacHOCTH
nHpopmamy, yreepxaeHHbi ®CTOK Poccum 05.02.2021 1.

I[Mpuka3 @PCTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepxaeHun TpeGoBaHuii
0 3aiuTe HHPOPMALIMH, He COCTABJISIOIINX TOCYJapCTBEHHYIO TaliHy, COZleprKalluxCs
B rOCY/IapCTBEHHBIX MH(OPMAL[MOHHBIX CUCTEMAX».

[Tpuka3 ®CTIOK Poccuu ot 18.02.2013 Ne 21 «O6 yTtBepxkaeHun CocraBa U
COZlep’KaHusi OPraHU3al[MOHHBIX U TEXHUUYECKUX Mep 1o obecrieueHHt0 6€30MacHOCTH
MepCoHaNMbHBIX [JAaHHbIX TIpU UX 00paboTke B WHGOPMALIMOHHBIX CUCTEMax
MePCOHAJIbHBIX [JaHHBIX».

[Tpuka3 denpepanbHOU CyxObl Oe3omacHocTH Poccuiickot ®expepaiiid OT
10.07.2014 Ne 378 «O6 yTBepkaeHur CocTaBa U cofiepKaHUsi OpraHU3alMOHHbIX U
TEeXHUUeCKUX Mep Mo obecrieueHHt0 0e30MacHOCTH MepPCOHabHBIX JaHHBIX TPU WX
obpabotke B  MH(POPMAIL[MOHHBIX  CUCTeMax I€PCOHAMBHBIX  JAHHBIX C
MCTI0/Ib30BaHUeM CPeZICTB KpUMTOrpaduueCcKoi 3aiuThl MHGOpMaLvii, HeoOX0JUMbIX
JJisl  BBITIOJIHEHWs1 ycTaHoB/eHHbIX [IpaBuTtenbctBoM Poccuiickont  ®Pepepanuu
TpeOOBaHUI K 3all[UTe T[I€PCOHA/BHBIX JAHHBIX [/ KaXJOoro U3 ypOBHel
3aLUIEHHOCTI.

MeToauueckrie peKoMeHJaluu 10 pa3paboTke HOPMATUBHBIX ITPABOBBIX
aKTOB, OTIpeJeISIOL[UX YIpo3bl 0e30MacHOCTH MePCOHA/BHBIX IAHHBIX, aKTya/lbHbIe
npd  00paboTKe TepCOHANbHBIX [JaHHBIX B  HWHGOPMAIMOHHBIX  CHCTeMaxX
IepCOHA/IBHBIX JAHHBIX, SKCIUTYaTUPYEeMbIX IIPH OCYIL[eCTB/IEHUU COOTBETCTBYHOIIIUX
BUJIOB [1eATe/IbHOCTH, YyTBep)KJeHHble pykoBoAcTBOM 8 ILlentpa ®Cb Poccun
31.03.2015 Ne 149/7/2/6-432.



