[Tpunoxenue Ne 2
YTBEPXJEHA
pacropsbkeHueM TipejicesiaTens
Bepx-HelBrHCKOM MTOCETKOBOU
TePPUTOPHA/ILHON U30UpaTe/TbHOU
KOMHCCHU
ot 20.03.2025 r. Ne 12-O/1

[TOJINTUKA
“H(OpPMaI[MOHHON 6e3011aCHOCTH
ripu paboTe C repcoHabHBIMU JAaHHBIMU
B Bepx-HelBUHCKOM ITOCENTKOBOM TepPUTOPHAIbHON N30MpaTebHOM KOMHCCHH

OITPEAEJIEHUSA

B HacTosIieM [IOKyMeHTe WCIIOJb3YIOTCS C/IeAyIoIIie TepMUHBI U UX
oripefie/ieHusI.

ABTOMATH3MpOBaHHAsl cHUCTeMa - CHUCTeMa, COCTOsIlas W3 TepcoHana u
KOMII/IeKCa CPeZICTB aBTOMAaTH3al[iM ero JesTeTbHOCTH, peayiu3yoias nHpopma-
I[MOHHYIO T€XHOJIOTUIO BBITIOJIHEHHUS YCTAaHOBIEHHBIX (DYHKIUH.

AyTeHTH(UKAUMSA OTNPABUTENA [AHHBIX - T[IOATBEP)KAEHWEe TOro, uTo
OTIIPABUTeJIb MOJTyYeHHBIX JaHHBIX COOTBETCTBYeT 3asBJIeHHOMY.
be3onacHOCTh MEPCOHANBHBLIX JAHHBIX - COCTOSIHHME 3all[UI[eHHOCTH

TepCOHANbHBIX JIAHHBIX, XapaKTepru3yemoe CIIOCOOHOCTbIO — T0JTb30BaTesel,
TeXHAYECKUX  CPeJCTB U  WHGPOPMAI[MOHHBIX  TEXHOJIOTUH  00ecreuuTh
KOH(UEHLIMATBbHOCTD, 1[eJIOCTHOCTb U JJOCTYITHOCTh MePCOHAbHBIX JaHHBIX TPU
1X 00paboTKe B MH(MOPMAIIMOHHBIX CCTEMaX IMePCOHATbHBIX JaHHBIX.

BI/IOMeTpI/I‘IeCKI/Ie nepcoHaJIbHbIC JAaHHbIC - CBeJleHusd, KOTOphIe
XapaKTepu3ylT (U3M0IoTHUeCKre 0COOEHHOCTH uesioBeKa U Ha OCHOBe KOTOPBIX
MO>KHO yCT@HOBUThH €T0 JIMUHOCTb, BK/tOYas (oTorpaduu, OTIeuaTKH MasblieB,
obpa3 ceTuaTKd TJia3a, OCOOEHHOCTM CTPOEHUsI Tela W JAPYryk TMoA00HYHO
vH(dOopMaIuio.

BioknpoBaHue mNepCcOHAJNBHBIX JaHHBIX - BpeMeHHOe IIpeKpallleHue
00pabOTKM MepCcoHaNMbHBIX JaHHBIX (3a MCK/IIOUeHHeM ClydaeB, ecjii oOpaboTKa
HeoOXouMa /11 YTOUHEHHS TIepCOHA/TbHBIX JaHHBIX).

Bupyc (KOMIbIOTEPHBIH, MPOrpaMMHBIH) - KCIOJHSEMbIM MNPOrpaMMHBIN
KO/ WM WHTePIPeTUPyeMbI HaOOp MHCTPYKI[MH, 00/1afarol[yiii CBOMCTBAMH He-
CAHKI[MOHUPOBAHHOTO PACIPOCTPaHeHUss W camoBocripou3BefeHusi. Co3faHHbIe
Any6/IMKaThl KOMITBIOTEPHOTO BUpYyCa He BCErJia COBMAJal0T C OPUTHHAJIOM, HO CO-
XPaHSIOT CIIOCOOHOCTD K Ja/ibHelIleMy pacripoCcTpaHeHWI0 U CaMOBOCIIPOM3Be/ie-
HUIO.

BpenonocHass mporpamma - MporpaMma, TpeJHa3HaueHHasi [isi OCYIl[eCTB-



JIeHUsI HeCaHKIMOHUPOBAHHOTO [0CTyIa U (WMM) BO3JIeUCTBUSI Ha MepCOHaIbHbIe
JlaHHbIe WUJIM PecypcChbl MHPOPMAIIMOHHOW CUCTeMbI TTePCOHATbHBIX JaHHbIX.

BcnomorartejibHble TeXHHYECKHE cpeacrBa M CHCTEMbI - TexXHu4yeckKue
CpeJCTBa M CUCTEMBI, He TIpeJHa3HaueHHbIe /17151 Tiepeaun, 06paboTKH ¥ XpaHeHUs
MepCOHANbHBIX  [AHHBIX, yCTaHaB/MBaeMble COBMECTHO C TeXHUYECKUMU
CpeAiCcTBAaMM U CHUCTEMaMH, TIpefHa3HAaUeHHBIMHM [/ 00pabOTKM IepCOHaTbHBIX
JJaHHbIX WM B TIOMEI[eHUSIX, B KOTOPbIX YCTaHOB/EeHbl WH(MOPMalOHHbIE
CUCTeMbI MepCOHA/IbHBIX TaHHBIX.

JocTyn B onmepauMoHHYIO cpeay KOMIbIOTepa (MHPOPMAUMOHHOM CHCTEMbI
NEePCOHAJBbHBIX [JAaHHBIX) - TOJIyUYeHHe BO3MOXXHOCTU 3allyCKa Ha BBITIOJIHEHUE
IITaTHBIX KOMaH/, yHKLIMM, TIpoLieAyp OrepaloOHHON cucTeMbl (YHUUTOXKEeHUS,
KOMUPOBaHUS, TiepeMellleHUs] W T.I1.), MCIOMHSeMbIX (aijioB TPUKIaAHBIX
TIpOrpamMM.

Joctyn k wHpopMamuu - BO3MOXKHOCThH TMOyueHHs HH(OpMalud U ee
HCM0JIb30BaHUsI.

3ak/1a04HOe YCTPOCTBO - 3JIeMEHT CpeJicTBa Cbema HWH(OpMaluu,
CKPBITHO BHeJpsieMbIM (3aK/a/IbIBaeMblii WM BHOCHMBI) B MeCTa BO3MO>KHOTO
cbeMa vH(MopMalyy (B TOM UHC/Ie B OTpakeHue, KOHCTPYKIWIO, 000py10BaHue,
rpeIMeTbl UHTEPbepa, TPAHCIIOPTHbIE CPe/CTBA, a TAaKXKe B TEXHUYECKHe CPe/iCTBa
1 cucTeMbl 06paboTku nH(popMaIyn).

Bamumaemasi uHopmanusi - UHGOPMALYS, SB/SIOLIASICS TPeAMETOM
COOCTBEHHOCTH U TIOAJIEXKAlljasi 3all[iTe B COOTBETCTBUU C TpeOOBaHUSIMHU
TIPABOBBIX [JOKYMEHTOB WK TPeOOBaHMSIMHM, YCTaHABIMBAEMBIMH COOCTBEHHHUKOM
vH(pOopMaIuu.

Unentudukanus - TIpUCBOeHWe CyObekKTaM U 00BeKTaM JI0CTyTa
uaeHTudUKaTopa U (WIKM) CpaBHEHHe TMPeIbsBAsSEMOro WAeHTU(PUKaTopa C
riepeyHeM TPHCBOEHHbBIX HUJIeHTU(PHUKATOPOB.

NudopmaTuBHBI CUTHAJ - OJJIGKTPUYECKUEe CUTHa/lbl, aKyCTUUYecKue,
3/7IeKTPOMarHUTHbIE U Apyrye (hu3nyeckue MoJsi, Mo apaMeTpaM KOTOPbIX MOXKET
ObITh pacKpbiTa KOHGHAeHIManbHas WHbopMalusi (TepcoHalbHble AAHHBIE)
obpabarbiBaeMasi B THGOPMAILIMOHHOM CHCTEMeE TIePCOHATbHBIX JaHHBIX.

HNHpopmanmoHHble TEXHOJOrMM - TIPOIIeCChl, METO/bl TIOMCKa, cbopa,
XpaHeHusi, 00pabOTKH, TIpe/OCTaB/IeHUs, paclpOCTpaHeHUusT WHGOpPMAI[UH U
CTI0COOBI OCYIIeCTBIEHUS] TAKUX TIPOI[ECCOB U METO/IOB.

Nudopmanmonnasi cucrema nepcoHadbHbix aanubix (MCIAn) -
COBOKYMHOCTb COZIepKall[uxcsi B 0a3ax J@HHBIX I1€PCOHA/BHBIX [aHHBIX M
obecreurBaOIUX WX 00paboTKy MH(MDOPMAILMOHHBIX TEXHOJIOTUH U TeXHUUECKUX
Cpe/CTB.

Hcnonb3oBaHue TePCOHANBHBIX [aHHBIX - JeucTBus (omepanuu) C
MepCOHA/IbHBIMUA  [JaHHBbIMM, COBEpIlIaeMble OIepaTopoM B 1Le/igX TIPUHSTHSA
pellleHuid WM COBeplIeHUs WHBIX [JEeMCTBUM, MOPOXKAAOILIUX OpUAYeCKUe



TIOC/IeZICTBUSI B OTHOIIIEHUU CyObeKTa MepCOHANbHBIX AAHHBIX WA APYTUX JIHI]
nbo uHBIM 00pa30M 3aTparvBaroIMX ITpaBa M CBOOO/IbI CyObeKTa IepCOHaTbHBIX
JIAHHBIX WU IPYTUX JIULI.

HcTounuk yrpo3nl Oe3omacHocTd HWHpOpManMH - CYObeKT [OCTYIIa,
MaTepuanbHBIA O00BEKT Wi (U3UUecKoe sBeHUe, SBSIOIMINECS TPUUYMHOU
BO3HUKHOBEHUS yIpo3bl 6e30racHoCTH WHGOpMaLUH.

Konrposupyemas 30Ha - IPOCTPAHCTBO (TeppPUTOPUS, 3/laHue, YacCThb 3/jaHus,
ToMellleHre), B KOTOPDOM MCK/IIOUEHO HEKOHTposiupyemoe IpebbiBaHue
TIOCTOPOHHUX JIUL], @ TaK’Ke TPAHCIIOPTHBIX, TEXHUUYECKUX U WHBIX MaTepraibHbIX
CpeJiCTB.

KoHpuaeHIHAJIbHOCTh MEPCOHAJbHBIX JAaHHbIX - 0Osi3aTenbHOe s
coOJIr0/IeHNsT OTIepaTOpOM WJ/IM WHBIM TIOJIyUMBIIMM JIOCTYI K T€PCOHATbHBIM
JaHHBIM JIMI[OM TpeOOBaHWe He [OIMyCKaTh WX pacrpocTpaHeHue 0e3 coryiacus
cyObeKTa nmepCoOHaTbHBIX JAHHBIX WM HaMUKsl MHOTO 3aKOHHOTO OCHOBaHUSI.

Me:kceTeBoii  3KkpaH -  JIOKaJibHOe  (OZJHOKOMIIOHEHTHOE) WU
GbyHKIMOHAIbHO-pACIIpe/ie/ieHHOe  MporpaMmHoe  (TporpaMMHO-arnapaTHOe)
cpeCTBO (KOMILIEKC), pear3yrolliee KOHTPOJIb 3a MH(popMaliuel, ocTynaroliei B
VH(OPMAI[MOHHYI0 CUCTEMY TI€PCOHAIbHBIX [aHHbIX W (WIKA) BBIXOJSLIEN W3
VMH(OPMAaLMOHHOW CUCTEMBI.

Hapymurenb 0€30MAaCHOCTH NMEPCOHAJIBHBIX JAHHBIX - (DU3UUECKOe JIULIO,
C/ly4yallHO WM TpeJJHaMepeHHO COBeplliarolllee elCTBUS, C/Ie/ICTBUEM KOTOPBIX
SIB/ISIeTCSl HapyllleHHe 0e30MacHOCTH TepCOHANIbHBIX JAHHBIX TIPU UX 00paboTKe
TeXHUYECKUMU CpeJCcTBaMU B HWH(GOPMALMOHHBIX CHCTeMax [epCOHaIbHBIX
JlaHHBIX.

HeaBroMaTH3MpoBaHHast 00pa0oTKa NEPCOHAILHBIX JaHHBIX - 00paboTKa
MePCOHA/IbHBIX  [IaHHBIX, COJAepXallUxXcsd B  WH(OPMALMOHHOU  CUCTEMe
MepCOHa/bHBIX JIaHHBIX JIMOO W3B/E€UEHHBIX W3 TaKOW CHUCTEeMbI, CUWATAeTCs
OCYLL|eCTB/IEHHOU 6e3 WICI0/Ib30BaHus CpeJCTB aBTOMaTH3aLun
(HeaBTOMaTHU3MPOBAHHOM), €CJ/IM TaKUe JeWCTBHUS C TIepCOHA/IbHBIMU IaHHBIMU, KaK
WCII0/Ib30BaHWe, YTOUHEHWe, paclpoCTpaHeHHe, YHUUYTOXKeHHWe TMepCOHaIbHBIX
JAHHBIX B OTHOIIEHWW KaXJ0ro U3 CYOBeKTOB TIePCOHA/BHBIX [JaHHBIX,
OCYILIeCTBJISIFOTCS TIPU HEMOCPeZICTBEHHOM yuaCTUM uesioBeKa.

HenexapupoBaHHbie BO3MOMKHOCTH - (DYHKI[MOHa/lbHble BO3MOXXHOCTU
Cpe[ICTB BBIYMC/IUTE/IbHOM TEXHUKH, He OINKCaHHble WIA He COOTBETCTBYIOLLIVE
OMMCAaHHbIM B JIOKyMEHTAallUM, TIPpU MCIOAb30BaHUM KOTOPBIX BO3MOKHO
HapylleHWe  KOHOUAEHLMaJbHOCTH,  JOCTYITHOCTA  WIA  L|eJIOCTHOCTH
obpabaTsiBaeMoii HHGOpMALWH.

HecaHKIIMOHUPOBAHHBIN AOCTYN (HECAHKI[MOHUPOBAHHbIE eHCTBUA) -
JIOCTYIT K MH(pOPMAaLMU WM [eHCTBUSA C WH(OpMaLyeld, Hapyllarollyde IpaBu/a
pasrpaHUueHus JOCTyNa C UCIOIb30BaHUEM LUTAaTHBIX CPEZICTB, MPeA0CTaB/IsIeMbIX
VMH(}OPMaI[MOHHBIMUA CHUCTeMaMU MepCOHA/IbHbBIX IaHHbIX.



Hocurenns uadopmamun - GHU3MUECKOe JUI[0 WIA MaTepHaIbHBIA 00BEKT, B
TOM umcJsie (pr3uUecKoe 1oJje, B KOTOpOM MHGOPMaLUs HaXOAUT CBOe OTPa’KeHUe B
BUJle CHMBOJIOB, 00pa30B, CHTrHA/JOB, TEeXHUUECKUX pellleHud U TIpOoLlecCoB,
KOJIMUECTBEHHBIX XapaKTePUCTUK (PU3NUECKUX BETUUMH.

OGe3IMYMBaHNe MEPCOHATBHBIX JAHHBIX - JIeMCTBUS, B Pe3y/ibTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOJKHBIM 0e3 HCI0/Ib30BaHUsl JOMOJIHUTEbHON WH(POpMaIu
orpeJieNIUTh TIPUHA/JIe)KHOCTh TIePCOHA/IbHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
TepCOHAJ/IbHBIX JaHHBIX.

O0pa6oTKka NEepPCOHANBLHBIX JAHHBIX - JF00Oe JelicTBHe (OIepaiusi) WiId
COBOKYITHOCTb ZIeMCTBUM (omepaijuii), coBeplllaeéMbIX C MCIO/Jb30BaHUEM Cpe/ICTB
aBTOMaTH3allud Wid 0e3 WCIO/Ib30BaHUsS TaKWX CPEJCTB C TepCOHaTbHBIMU
JNaHHBIMH, BK/IOUYasi cOOp, 3amuch, CHCTeMaTHU3alvio, HaAKOIUIeHHe, XpaHeHWe,
yTouHeHue (OOHOBeHHWe, W3MeHeHHWe), U3BJIeueHHe, HCTI0b30BaHUe, Tiepefauy
(pacmipocTpaHeHue, TIpeJoCTaB/ieHUe, AOCTYyI), obe3nuurBaHUe, OJOKMpOBaHUe,
yZaneHrie, YHUUTOXXEeHWe MepCOHaIbHbIX JaHHbIX.

ObmenocTynHbIe MEPCOHATBHBIE IaHHBIE - [IePCOHA/IbHbIE [aHHbIE, TOCTYII
HEOTPAaHUUEHHOT0 Kpyra JHI] K KOTOPbIM TIpeJOCTaB/ieH C COryiacusi CyOBeKkTa
TePCOHAJ/IbHBIX [AHHBIX WM Ha KOTOpble B COOTBETCTBUU C (QeiepajbHbIMU
3aKOHaMHM He pacIipocTpaHsieTcsi TpeboBaHue co0/moAeHUs KOHbUeHI[MaTbHOCTH.

Onepatop (mepPCOHAJBLHBIX [JaHHBIX) - TOCYJapCTBEHHbIM  OpraH,
MYyHUIUTaIbHBIA OpraH, puUudeckoe Wi (pU3nyeckoe JIUL0, CaMOCTOSTETbHO
WIM COBMECTHO C JPYTMMM JIML[aMUA OpraHu3yrlue U (Wih) OCYLIeCTBJISIOLe
00pabOTKy TMepcoHa/NbHBIX JAHHBIX, a TaKXKe OMpe/e/stoliyie e o0paboTKu
TIepPCOHA/TbHBIX JJaHHBIX, COCTaB MePCOHATbHBIX JJaHHBIX, IO/ IeKaInx 0b6paboTke,
JlercTBus (omepanuu), CoBepilaemMble C NePCOHABHBIMU JAHHBIMMU.

TexHnuyeckue cpeacTBa HHGPOPMALUOHHON CHUCTEMBbI NEPCOHAJTBHBIX JAHHBIX
- CpeACcTBa BBIUUC/IUTENBHOU TeXHUKHU, HWH(OPMalMOHHO-BLIUYMC/IUTETbHBIE
KOMIIJIeKChl M CeTH, CPe/ICTBAa M CUCTeMbl mepefiaud, rnpuema U obpabotku I1H
(cpeacTBa U CHUCTeMBbI 3BYKO3alMCH, 3BYKOYCW/IEHMS, 3BYKOBOCIIPOW3Be/IeHUS,
MeperoBOpHble UM  TeJIeBU3WOHHbIE  YCTPOMCTBA, CpeACTBA UW3rOTOBJIEHUS,
TUPKUPOBAHUSI [JOKYMEHTOB W [JpyrWe TeXHUYeCKHe cpeAcTBa 00paboTKu
peueBoi, Tpaduueckoi, BUJe0- U OykBeHHOIM(POBOM  HHPOpPMALIUN),
TiporpaMMHbIe cpe/icTBa (orepaljioOHHble CHUCTeMbI, CUCTeMbI yrpaB/ieHus: 6a3amu
JaHHbIX Y T..), CpeJACTBAa 3allluThl HH(OpMAlMK, TIpUMeHsieMble B
VMH(OPMAaI[MOHHBIX CUCTEMaX.

IlepexBat (MH(popmanuu) - HepaBOMEepHOe TIOyueHWe WHOOPMALUM C
WCTI0/Ib30BaHWeM TeXHUUeCKOro CpeZiCTBa, OCYIIeCTB/SIONIEro oOHapyskeHue,
nipueM 1 06paboTKy MH()OPMATUBHBIX CUTHAJIOB.

IlepconanbHble 1aHHbIe - TI00ass UHMOPMALYS, OTHOCSIIASCS K TIPSIMO WU
KOCBEHHO OrIpe/ie/ieHHOMY W/ oripefesisieMoMy (pusndyeckoMy nuily (CyObeKTy
TiepCOHabHBIX /IaHHBIX);



IToOouHbIe  3/IEKTPOMarHWTHbIE  HM3Jy4eHHs] M  HABOJAKH -
3/IeKTPOMarHUTHbIE U3/yYeHUs] TeXHUUeCKHWX CpeACcTB 00pabOTKM 3alljuillaeMoi
vHboOpMaIMK, BO3HUKAIOIMe KakK I[1000YyHOe sBJeHWe U  BbI3BaHHBIE
3/IeKTPUYECKUMU CUTHAaMU, JeUCTBYIOLIUMU B UX 37IEKTPUUECKUX U MarHUTHBIX
LIeMX, a TAKXKe 3JIeKTPOMAarHUTHbIE HAaBOJKU 3TUX CUTHAJIOB HAa TOKOIPOBO/SIIIAE
JIMHWW, KOHCTPYKLMU U L[eNA MUTaHUS.

IMoIMTHKA «YHUCTOr0 CTOJIa» - KOMILIEKC OpPraHU3allMOHHBIX MepONpUsITHH,
KOHTPO/IUPYIOIIUX OTCYTCTBHE 3allMChIBAaHUS Ha OyMa)kHble HOCHUTETH KJTIOUuer u
aTpuOyTOB AOCTYyTIa (TIapoJsieii) U XxpaHeHHUsI X BOM3K 00BEKTOB IOCTYTIA.

Ilonb3oBaTe/ib UH(POPMALMOHHOU CHUCTEMbI MEPCOHATbHBIX [JAHHBIX -
JUI[0, yYacTByHoIllee B (PYHKIMOHUPOBAaHUM UH(GOPMAIMOHHONW CHUCTeMbI
TepCOHa/bHBIX IaHHBIX WU UCIIO/b3YIOIee pe3y/ibTaThl ee (PyHKIIMOHUPOBAHUSI.

IIpaBuia pasrpanun4yeHus aocTymna - COBOKYITHOCTb IIpaBUII,
perjaMeHTHPYIOLLMX MpaBa A0CTyIa CyOBeKTOB JA0CTyIa K 00beKTaM A0CTyTIa.

IlporpammHas 3akJjajaka - KOJ MPOrpaMMbl, TIpeflHaMepeHHO BHECEeHHbIA B
TIPOrpaMMy C 11e/IbI0 OCYII[eCTBUTh YTeUKy, U3MEeHUThb, OJIOKMPOBaTh, YHUUTOKHUTh
WHGOPMALMIO0 WM YHUUTOXKUTb U MOAU(MUIIMPOBATh MPOTpaMMHOe obecrieueHue
MHGOPMaLMOHHON CHCTeMbl TepCOHAMBHBIX JaHHBIX U (WiK) 6/I0KMpoBaTh ara-
paTHbIe CPe/ICTBaA.

IIporpamMMHoOe  (mporpaMMHO-MaTreMaTHuecKoe)  BO3JeUCTBHE -
HEeCAHKLIMOHWPOBAHHOE  BO3JEMCTBUE HAa  PeCcypCcbl  aBTOMAaTU3MPOBAaHHOU
VMH(}OPMAaI[MOHHOW CHCTeMbI, OCYILeCTB/ISIEMOe C MCI0J/Ib30BaHUEM BPEJIOHOCHBIX
TPOrpamMM.

PackpbiTHe NEPCOHAIBHBIX JAHHBIX - YMBIIUIEHHOE WIM C/Iy4yarlHOe
HapyllleHre KOH(UIeHIIMaTbHOCTU MepCOHabHBIX JAHHbIX.

PacnpocTpaHeHHe NMepPCOHAJBHBIX JAHHBIX - J€HMCTBUsS, HalpaB/IeHHbIE Ha
pacKpbITHE TIePCOHA/IBHBIX JAHHBIX HeOIlpee/IeHHOMY KPYTY JIUL].

Pecypc nndopManuoHHOii cucTeMbl - UMEHOBAHHbBIM 3/1eMEHT CUCTEeMHOrO,
TIPUKJIaTHOTO W arrapaTHoro obecrieueHus (yHKLIMOHVMPOBaHUS
MH(OPMAaIIMOHHOW CUCTEMBI.

CHEIII/IaJIbeIe KaTeropuu nepCoHa/JIbHLIX JaHHBIX - HepCOHaHLHLIe AdHHEBIE,
Kacarollyecsi pacOBOM, HALMOHAJIbHOW  MPUHA/JIE)KHOCTH,  TTOJUTUYECKUX
B3IJ/ISI/IOB, PEUTHO3HBIX WU (HUI0CODCKUX YOeXKIeHWM, COCTOSHUSL 3[J0POBBS U
WHTUMHOM KU3HU CyObeKTa MepcoHanbHbIX JaHHBIX.

CpencrBa BbIYUCIUTEIBHON TEXHHUKH - COBOKYITHOCTb IPOrPAMMHBIX U TeX-
HHUYEeCKHX 3JIEMEHTOB CHCTeM 00pabOTKM JJaHHBIX, CITIOCOOHBIX (PYHKIIMOHUPOBATh
CaMOCTOSITe/TbHO WU B COCTaBe IPYTUX CUCTEM.

Cy6bekT mocryma (cyObeKkT) - JIMLO WA MPOLIeCC, JEeUCTBUSI KOTOPOIO
perJiaMeHTUPYIOTCS TIpaBU/IaMy pa3rpaHUueHust JOCTyTIa.

TexHuyeckni KaHaJ yTe4yKd HH(pOpMauuM - COBOKYITHOCTHL HOCUTE/SI WH-
dbopmaruu (cpeacTBa 00paboTKH), HU3MUECKOM Cpefibl pacIpoCTpaHeHusT MH(OP-



MaTUBHOTO CHWTHajla W CPeACTB, KOTOPbIMU J00BIBaeTCs  3alluiljaemMast
vH(popMarlusi.

Tpancrpanuynass mepeaaya NEpPCOHAJBHBIX JAHHBIX -  [Iepefayda
MepCOHaNbHBIX JAHHBIX OmepaTopoM uepe3 ['oCyJapCTBeHHYHO TpaHULY
Poccuiickoii ~ ®efepaliu  opraHy BJacTM  MHOCTPAHHOTO  TOCYJapCTBa,
(h13UUeCKOMY WM FOPUANUECKOMY JIMLY MHOCTPAaHHOIO FOCYyJapCTBa.

Yrpo3bl 6e30MacHOCTH MEPCOHATBHBIX JAHHBIX - COBOKYMHOCTh YCJIOBUU U
(akTOpOB, CO3[AKOIIMX OIMAaCHOCTb HECAaHKLJMOHUPOBAaHHOTO, B TOM YHCIIe
C/Ty4ailiHOT0, [JOCTYIa K TePCOHA/bHBIM [JaHHbIM, pe3y/JbTaTOM KOTOPOTO MOXXET
CTaTb YHUUTOXKeHUe, W3MeHeHHe, 6/I0KMpOBaHue, KOTIMPOBaHWe, paclipoCTpaHeHue
TepCOHabHBIX JJaHHbIX, @ TAK)Ke UHbIX HECAaHKIJMOHUPOBAHHBIX [eMCTBUM MPU UX
06paboTKe B MH(POPMAI[MOHHOM CHCTeMe TIepCOHA/TbHBIX JaHHBIX.

YHUUYTOKEHHE MEePCOHATBHBIX TAHHBIX - JIEUCTBUSA, B pe3y/bTaTe KOTOPBIX
CTAaHOBUTCSl HEBO3MOKHBIM BOCCTAHOBHUTBH COJ€P’KaHWe MepCOHaIbHBIX JaHHBIX B
MH(MOPMAIIMOHHOW CHUCTeMe TMepCOHA/NbHBIX JaHHbIX W (WIM) B pe3yjbTaTe
KOTOPBIX YHUUTOXXAKTCS MaTepuaibHble HOCUTEN MePCOHA/IbHBIX JaHHBIX.

YTeuka (3ampumaemMoid) MH(GOpPMANUMHM MO0 TeXHHYECKHMM KaHa/laM -
HEKOHTPOJIMPYeMOe DPaclpoCTpaHeHWe WH(OpMaLMd OT HOCUTes 3allylljaeMOou
vHopMaluu  4Yepe3  (U3MUECKYIO Cpely [0 TEeXHAUYeCKOro Cpe/CTBa,
OCYLLeCTBJISIFOLLer0 fepexBaT UH(POPMaLUH.

VsazBumocTs - C1ab0OCTb B Cpe/CTBax 3all[UThl, KOTOPYHD MOKHO
VICII0J/1b30BaTh [Jis HapyILLeH!s CUCTeMbI WM COZieprKallieicsi B Hel MH(OopMaluu.

IlesiocTHOCTH MH(pOpManuu - CTIOCOOHOCTh CPe/ICTBa BBIUKMCIUTE/NbHON TeX-
HUKA WIA aBTOMAaTH3UPOBAaHHOW CHCTeMbl oOOecrieurBaTh HEW3MEHHOCTh
vH(MOpMal[MM B YCAOBUSIX C/Iy4allHOTO W/WIM TIpeIHAMEPEeHHOT0 HWCKa)KeHUst
(paspyuueHnus).



OBO3HAYEHUA N COKPAILIEHUSA

ABC - aHTUBUPYCHBIe CpefiCTBa

APM - aBTOMaTH3UpPOBaHHOE pabouee MeCTO

BTCC - BcmomoraTesibHble TeXHUYeCKHe Cpe/iCTBa U CUCTeMBbl
NCIIIH - nH(popMaLoHHas CUCTeMa IepCOHaIbHbBIX JaHHbBIX
K3 - KoHTpO/Mpyemas 30Ha

JIBC - y10KasibHas BbIYMC/IUTe/IbHAs CeTh

MD - mexxceTeBOM 5KpaH

HC/I- HeCcaHKIIMOHUPOBAHHBIM AOCTYII

OC - orepaljMOHHas cUCTeMa

[1/1H - TiepcoHa/ibHbIE JaHHbIE

[IMB - nporpaMmmMHO-MaTeMaTUUeCKOe BO3/IelCTBUE

I1O - nmporpamMmmMHoe obecrieueHue

[ISMUH - no6ouHble 371eKTPOMarHuTHbIe U3TyUYeHUs] 1 HaBOJIKU
CA3 - cucrema aHanvM3a 3alyILeHHOCTH

C3U - cpencTBa 3al{yMThl THPOPMALUU

C3I1JH - cucTeMa (MoJcrUcTeMa) 3al[UThl TeEPCOHATBHBIX JJaHHBIX
COB - cuctema 06Hapy KeHHsT BTOP>XKeHU

TKYU - TexHUUeCcKre KaHa/ibl YTeUKH UH(MOpMaLu

YBII/IH - yrpo3bl 6e30macHOCTH MepCOHAMbHBIX JaHHBIX



BBEJIEHUE

Hactosiijasi [Tonmutrka wHGOpPMAaI[MOHHOM 0Oe30macHOCTH TIpu paborte C
MepCOHabHBIMU JJaHHBIMU B Bepx-HeWBHUHCKOW TMOCEJKOBOW TeppPUTOPHA/IbHOMU
n3buparenbHol Komuccuu (manee - [losvrtuka) siBasieTrcs  OdULMaJIbHBIM
JOKYMEHTOM.

[Monutvka  pa3pabotaHa B~ COOTBETCTBUM €  TpeboBaHUsIMHU,
yCTaHOBJIEHHBIMHU:

®enepanbHbM 3aKOHOM OT 27.07.2006 Ne 149-®3 «O6 wuHdopmaimu,
VH(OPMAaLMOHHBIX TEXHOJIOTHSX U O 3aluTe UH(HOPMaLun»;

@efepaibHbiM  3aKOHOM 0T 27.07.2006 Ne 152-@3 «O mepcoHa/bHBIX
JaHHBIX»;

noctaHoB/ieHHeM [IpaButenbcTBa Poccurickont @epepariuuy oT 01.11.2012 Ne
1119 «O6 yTBepxaeHUM TpeOOBaHUI K 3all[uTe TePCOHANbHBIX JAHHBIX TPU WX
06paboTke B MHPOPMALIMOHHBIX CUCTEMaX MepCOHATbHBIX JaHHBIX»;

noctaHoBsieHreM IIpaBurenbctBa Poccurickon ®epepauyu ot 15.09.2008
Ne 687 «0O6 yTBepKAeHUU TIOJIO)KeHUsT 00 0cobeHHOCTsSX 00paboTKM
MepCOHANbHBIX  JAHHBIX, OCYIL[eCTB/sieMol 0e3  WCIO/Ib30BaHUSI  CPE/ICTB
aBTOMAaTH3aLN»;

rioctaHoBsieHreM IIpaButensctBa Poccurickon ®epepauyu ot 21.03.2012
Ne 211 «O6 yTBepXAeHWU T[lepeyHs Mep, HarpaB/ieHHbIX Ha obecreueHue
BBINTOJIHEHUsT 00s13aHHOCTeH, TpeycCMOTpeHHbIX @efiepanbHbIM 3aKOHOM «O
TIePCOHAJIbHBIX [JaHHBIX» W TIPUHSATBIMU B COOTBETCTBHMU C HUM HOPMaTHMBHBIMHU
TPaBOBbIMM aKTaMH, OlepaTOpaMH, SIB/SIFOLIUMUCS TOCY/JapCTBEHHBIMU WJTU
MYHULMIATbHBIMU OPraHaMm»;

npuka3zoM @CTOK Poccun ot 18.02.2013 Ne 21 «O6 yTBepkaeHuu CoctaBa
W CO/lep)KaHWsi OpraHM3al[MOHHBIX W TeXHUUeCKMX Mep 10 obecrieueHuto
6e30MMacHOCTH TIepPCOHANMBHBIX JaHHBIX TIPH UX 00paboTKe B MHGMOPMAIIMOHHBIX
CUCTeMax MepCOHATbHBIX TaHHBIX»,

nprkazoM @CB Poccuu ot 10.07.2014 Ne 378 «O6 yTBep>KjeHUM COCTaBa U
Cofiep>KaHWsl ~OpPTaHM3aLMOHHBIX U TeXHUUeCKUX Mep Ti0 obecreueHUIo
6e30MMacHOCTH TIepPCOHANMBHBIX JAaHHBIX TIPH UX 00paboTKe B MHGMOPMAIIMOHHBIX
cucTemMax MepPCOHAJIbHBIX JIAHHBIX C VICII0JIb30BaHUEM CpeJiCTB
KpUnTorpadguueckou 3aiuTbl WHGOpPMAI[UK, HeOOXOAWMBIX [Jis BBITIOJTHEHUS
ycTaHOB/eHHbIX [IpaButenscTBoM Poccutickoit @esepariyin TpeboBaHM K 3all[UTe
TePCOHAJIbHBIX JJAHHBIX J/Is1 K&XKA0r0 U3 YPOBHEH 3all[UIIIeHHOCTU»;

MeToauuecKUMU  peKOMeHJalusiMd  TI0  pa3paboTke  HOPMaTUBHBIX
TIPAaBOBBIX AKTOB, OTIPEEJISIOINX YIPO3bl 0e30MacHOCTH MePCOHA/BHBIX [JaHHBIX,
aKTyasbHble TIpU 00paboTKe TepCoHaNbHBIX [JaHHBIX B WH(OPMAL[MOHHBIX
cucTeMax T[epCOHaNbHBIX [IaHHBIX, SKCIUIyaTUPyeMbIX TIPU OCYLIeCTBIeHUU
COOTBETCTBYIOLLIMX BUJIOB J€SITEbHOCTH, YTBEP)KAEHHbBIMU DPYKOBOJCTBOM 8



Lentpa @Cb Poccuu 31.03.2015 Ne 149/7/2/6-432.

B Tlomutuke ompexeneHsl TpeboBanuss K miepcoHany MCII[H, cremneHb
OTBETCTBEHHOCTU  TlepCOHa/la, CTPYKTypa U  HeoOXOJWMbIi  ypPOBeHb
3alUIIEHHOCTA, CTaTyC W  JIOJDKHOCTHbie  OOS3aHHOCTH  COTPY/JHHUKOB,
OTBETCTBEHHBIX 3a obecrieueHre 0e30I1aCHOCTH TepPCOHA/bHBIX AaHHBIX B MCITIH
Bepx-HeMBHUHCKOW TTOCEIKOBOM  TepPUTOPHATbHOW W30MpaTebHOM KOMHCCHH
(manee — Komuccus).

1. O01IHe 10/10)KeHUA

Llensto Hacrosimedt Ilomutuky siBisieTcsi obecriedeHre 6Ge30macHOCTU
00beKTOB 3aiuThl Komuccuu OT BceX BUAOB YIrpo3, BHEIIHWX U BHYTPEHHMUX,
YMBILIJIEHHBIX W HerpeJHaMepeHHbIX, MUHUMM3alusl yiepba OT BO3MOKHOM
peanu3saiuu yrpo3 6esonacioctu [1Jx (YBITH).

be3onacHOCTh TMepCcOHaNbHBIX [JaHHBIX JOCTUTAeTCsl IMyTeM HCK/I0UeHUs
HeCaHKLIMOHUPOBAHHOI0, B TOM YHC/Ie CJy4alHOro, ZO0CTyIla K IepCOHa/IbHBIM
[J@HHBIM, pe3y/bTaTOM KOTOPOrO MOXKEeT CTaTb YHUYTOXKeHUe, U3MeHeHUe,
6/10KMpoOBaHue, KOMUPOBaHUe, PaclipoCTpaHeHre MepCoHaIbHbIX JAHHBIX, a TakKXKe
VIHBIX HeCaHKLJMOHUPOBAHHBIX [|eMCTBUU.

Wudopmalysi U CBs3aHHbIe C Hell PeCypChbl AO/DKHBI ObITh JOCTYITHBI JJist
ABTOPU30BAHHBIX IT0/Ib30BaTesled. [JO/DKHO OCYLIeCTB/IATbCS CBOEBPEMEHHOe
oOHapy>keHUe U pearupoBaHue Ha YBII/IH.

JIOJDKHO ~ OCYLLeCTBJIATbCA ~ TpeZoTBpalljeHue  MpeJHaMepeHHbIX WU
CJy4aliHbIX, YaCTUYHBIX W/IM TMOJIHBIX HECAHKL[MOHHPOBAHHBIX MOAW(DUKALMIA WU
YHUUTOXXEHUS [aHHbIX.

CoctaB 00BEKTOB 3alllUThl TipefcTaBieH B «[lepeuHe TmepcOHaIbHbIX
NaHHbIX, 0OpabaThiBaemMbix B Bepx-HelBUHCKOW MOCEIKOBOUW TeppPUTOPUATBbHOM
n30uparebHOW KOMHCCHMM B CBSI3M C peayv3aneid CmyKeOHbIX (TPYy/IOBBIX)
OTHOLLIEHMH, a TaK)Ke OCYILeCTB/IEHUEM rOCYZapCTBEHHBIX (QyHKLMI».

Cocras MCII/IH noanexamux 3amure, mnpezacrasieH B «llepeune
VH(OPMAL[MOHHBIX CHACTEM TIepPCOHA/bHBIX JaHHbIX B Bepx-HelBuHckou
TI0CEJTKOBOM TeppUTOpHaTbHON N30MpaTelbHON KOMUCCUM».

2. O01acTh AelicTBUA

TpeboBanuss Hactosimeid ITo/IMTUKK — PacHIpOCTPAHSIOTCA Ha  BCeX
coTpygHUKOB Komuccuu (IITaTHBIX, BDEMEHHbIX, Pa0OTaloIIMX MO0 KOHTPAKTy U
T.I1.), @ TAK)Ke BCeX MPOUMX Jivl] (TIOAPSAUMKY, ayAUTOPHI U T.11.).

3. Cucrema 3alUThI MEPCOHA/IbHBIX JJAHHBIX

ObecrieueHrie 6e30MacHOCTH TI€PCOHAMBHBIX JIAaHHBIX [JJOCTUTAeTCs, B
YaCTHOCTU:
oripefie/ieHeM yrpo3 0e30MacHOCTH TepPCOHAMbHBIX [IaHHBIX TIPU WX



006paboTKe B MH(POPMAI[MOHHBIX CUCTEMAaX TepCOHA/IbHBIX JAaHHBIX;

NpYMeHeHWeM OpTraHW3al[MOHHbIX U TeXHWYeCKMX Mep I0 o0ecrieueHHio
0e30macHOCTH MepCOHATBHBIX JaHHBIX MPU UX 00paboTKe B MHGOPMAL[MOHHBIX
CHCTeMax TepPCOHAMbHBIX JAHHBIX, HEOOXOAUMBIX /IJIsi BBITIOJIHEHUST TpeOOBaHUH K
3alUTe  TIePCOHA/NIbHBIX  /IaHHBIX, WCIIOJIHEHWe KOTOPhIX  obecrieurBaeT
yCTaHOBJIEHHbIE [IpaBuTe/ILCTBOM Poccuiickon denepauyu YPOBHU
3alUIeHHOCTH [MepCOHA/IbHBIX /IaHHBIX;

MIPUMEHEHUEM TIPOLLIEe/IINX B YCTaHOBJIEHHOM IOPSiIKe TPoLelypy OLieHKH
COOTBETCTBUSI CPe/ICTB 3allUThl MHGOPMaLUY;

OLIeHKOW  3(PdeKTUBHOCTU TPUHHUMaeMbIX Mep TII0  obecreyeHHIO
0e30macHOCTM  TIepCOHA/NbHBIX  JA@HHBIX [0 BBOJA B  9KCIUIyaTalWio
VH(OPMAaIIMOHHOW CUCTEMBbI TTePCOHAIBHBIX [JaHHBIX;

Y4YeTOM MalllMHHBIX HOCUTeJIeU epPCOHA/IbHBIX JaHHBIX;

oOHapy>xeHreM (DaKTOB HECAHKI[MOHWPOBAHHOTO /OCTYIIA K MepCOHA/TbHBIM
JAHHBIM W TpUHATHEM Mep, B TOM UHCIe Mep TII0 OOHapy)XeHHIO,
NpeAynpexXJIeHUI0 W JIMKBUJALUM  TIOC/IeICTBUMA KOMIBIOTEPDHBIX arak Ha
VMH(OpMaI[MOHHbIe CHUCTEeMbl TePCOHA/IbHBIX [IaHHbIX W TI0 pearupoBaHUI0 Ha
KOMIIbIOTEPHbIE UHLIUJEHTHI B HUX;

BOCCTAHOBJ/IEHWEM T[1ePCOHATbHBIX IAHHBIX, MOJUAMPUIMPOBAHHbBIX WU
YHUUTO>XEHHbBIX BCJIe/ICTBHE HeCAHKI[MOHUPOBAHHOIO IOCTYyTIa K HUM;

yCTaHOBJIEHWEM  TpaBW/I  JOCTyra K  IePCOHAaIbHBIM  [JaHHBIM,
obpabaThkiBaeMbIM B UH(POPMAILIMOHHOW CHCTeMe TMepPCOHAbHBIX JaHHbBIX, a TaKXe
obecrieueHreéM pervcTpalid W ydeTa BCeX [IeWCTBUM, COBepIIaeMbiX C
NepCOHaIbHBIMU JJaHHBIMUA B UH(OPMAalMOHHOM CUCTEeMe MePCOHA/IbHBIX JJaHHBIX;

KOHTpPOJIEM 3a TPMHHMaeMbIMU MepaMH TI0 obecrieueHHIO 0e30TMacHOCTH
MePCOHA/IbHBIX [JaHHbIX W YPOBHS 3allMILEHHOCTH WH(GOPMALMOHHBIX CUCTEM
TepCOHaTbHBIX IaHHBIX.

Cucrema 3ammTel mnepcoHanbHbIX JaHHbIX (C3IL[JH), cTpoutca Ha
OCHOBaHUU:

AKTa BHYTpeHHEro KOHTPOJiI COOTBETCTBUSI 00pabOTKU TepCOHaIbHBIX
JTaHHBIX.

[Tepeunsi repcoHanbHBIX AaHHBIX, oOpabaThiBaeMbix B Bepx-HetliBuHCKOoMH
TOCe/IKOBOU TePPUTOPHA/ILHON M30MpaTe/bHON  KOMHCCHH B CBSI3U C
peanu3aieit ciy>kKeOHbIX (TPYZOBBIX) OTHOIIEHWN, a TaKKe OCYIIeCTBIeHUEM
roCy/JJapCTBeHHBIX (DYHKI[WH;

AKTOB K/1accu(pUKali UHPOPMAI[MOHHBIX CUCTEM TTePCOHAIbHBIX [JAHHBIX;

Mogenu yrpo3 6e30macHOCTH TIepCOHA/IbHBIX JAHHBIX;

MaTtpuiibl AOCTyna MO/b30BaTefnel K 3aluiiaeMbiM WHGOPMAaMOHHBIM
pecypcam UCII/IH;

PykoBogsamux gokymeHToB @CTOK Poccun u @Ch Poccun.

Ha ocHOBaHWW 3THIX [JOKYMEHTOB OTpejefisieTcss HeoOXOAWMBIM YPOBeHb



sammieHHocty [1Jn kaxkgon WCIIAH Komwmccuu. Ha ocHoBaHuM aHanwmsa
aKTyanbHBIX yrpo3 6e3omacHocty I1/IH ormcaHHoro B Mojenu yrpos, JenaeTcs
3aK/itoueHue O HeoOXOAUMOCTH WCMO/Ib30BaHUSI TEeXHUUEeCKUX CpeJCTB WU
OpraHu3allMOHHBIX ~MeporpusTuii A obecrnieueHuss ©6e3omacHocty  [1/1H.
BribpaHHble HeOOXOAUMbIE MePOIIPUATHUS OTpaXkatoTcsi B «CocTaBe mMep 3allUThI
VMH(OPMAaI[MOHHBIX CUCTEM MEePCOHATbHBIX JAaHHBIX».

Inss UCIT/IH nomkeH ObITh COCTaB/IeH CIHMCOK MCIIOb3yeMbIX TeXHUUeCKUX
cpeactB 3ammthl (#anmee - CHMCOK), a TakK ke TPOrpaMMHOrO obecriedyeHus,
yuacTBytoIiero B oopabotke I1/1H, Ha Bcex 3nemeHnTax MCIT/H:

APM nonbs30BaTene;

CepBepa NpuIo>KeHUH;

CYB/[;

['panuiel JIBC;

KaHanoB mniepejjauu B ceTH 0011]ero MoJib30BaHus U (MI1) MeXXyHapOJHOTO
oOMeHa, eciu o0 HUM niepeAaroTcs T1/JH.

B 3aBucumocTtu ot ypoBHs 3aiuineHHOCTA VICIIIH v akTyasibHBIX yIrpo3,
C3IIIH MOKeT BK/IHOUATh CJIeAyHOLe TeXHUYeCKue Cpe/iCTBa:

AHTUBUPYCHbIE CPeJICTBa [I/Is1 pabourX CTaHIWM M0/Ib30BaTe/iei U CepBepoB;

Cpe/iCTBa MeKCeTeBOro SKpaHUPOBaHUS;

CpeiCcTBa KpuNTorpauueckou 3aliuTbl HWHGOpPMALMU TIpyU Tepefaye
3aluIaeMou UH(pOpMaLMY 110 KaHaiaM CBSI3U.

Tak ’ke B CIOUCOK JO/DKHbI OBbITb BK/IOUEHbl (YHKIUW 3alllUThI,
obecrieuBaeMble IITaTHBIMU cpejcTBaMu 00pabotku II/IlH omepaliiOHHBIMU
cucteMamu (OC), npuknagaeiM [IO u  crelMasbHBIMM  KOMILJIEKCAMM,
peaM3yrIIUMU CpecTBa 3aliuThl. CITUCOK (DYHKLIMM 3allUThl MOXKeT BK/IHOUYaTh:

yIipaB/ieHHe U pa3rpaHAueHre J0CTyIIa Mob30BaTesiel;

PEruCTpaLvio U yUeT AeUCTBUM C UH(pOopMal[rel;

obecrieueHue 11eJI0CTHOCTH JJaHHbIX;

oOHapy>keHUe BTOPKEHHM.

COuCcoK MCIoNb3yeMbIX TeXHUUeCKUX CpefCcTB oTpaxkaercs B «llmane
MepornpusTUii 1o 00ecreyeHUI0 3allluThl TepPCOHANbHBIX JaHHbIX». CHHUCOK
VICII0/Ib3YeMbIX CPe/ICTB [JO/DKeH IO ep)KUBaThCs B aKTyaJlbHOM COCTOSIHUU. [Ipu
W3MEHEeHUHW COCTaBa TEXHUUYECKUX CpeACTB 3aluThl Wid 3jemeHToB WCIIIH
COOTBETCTBYIOLI[I€ W3MeHeHUs JO/DKHbI ObITh BHeceHbl B CITMCOK U YTBEP>K/€HbI
ripeficeiaTesiemMm Bepx-HelBUHCKOWM  MOCEKOBOM  TeppUTOpPHAIbHOU
n30upaTe/lbHOM KOMUCCHW WX JINLIOM, OTBETCTBEHHBIM 3a obecrieueHHe 3all{UThl
[11H.

4. TpeooBanus kK nmogcucremam C3IT1u

C3I1/JH BK/IrOUaeT B cebsi cyieytoIiIye ToICUCTeMBbI:
yIipaBJ/ieHus JOCTYIIOM, PETUCTPALMU U yUyeTa;



obecrieueHust 1|eJIOCTHOCTHU U [JOCTYTTHOCTHY;

AQHTUBUPYCHOM 3all[UThI;

MeJKCeTeBOro 5KpaHUPOBaHUS;

aHa/m3a 3aljuIeHHOCTH;

oOHapy’keHUsI BTOP>KeHH;

KpUNTOrparueckou 3allyThl.

[Mopcuctembr C3I1[IH uMeroT pa3nuyHbld (QYHKLMOHAA B 3aBUCUMOCTU OT
kinacca UCII[IH, ompeneneHHOro B «AKTe KiaacCU(pUKALMU WH(POPMaLMOHHOU
CUCTEMbI TIePCOHATbHBIX JaHHbIX». CIMCOK COOTBETCTBUSI (DYHKIUM TOACUCTEM
C3II[JH xmaccy 3aluilleHHOCTH TIpe/CTaB/ieH B TeXHUYeCKOM 3a[laHUM 10
CO3[@HUI0  CHUCTeMBbI 3al[uTbl MHGOpPMaLMM HH(OPMALMOHHOW CHCTEMBI
TIepCOHa/IbHBIX [IaHHbIX.

[MoacrcTema yIipaB/ieHUs JOCTYIIOM, DETUCTDAIIMKA U yUeTa

[Toacuctema yripaBiaeHUs1 JOCTYIIOM, PeTMCTPalMA U ydeTa MpeJHa3HaueHa
JI71s1 peasi3aliviy CjieIyOIIUX (PYHKIUMN:

UIeHTU(UKALIMYA Y TIPOBEPKHU TIOJJIMHHOCTH CYyOBEKTOB [IOCTYIIa TIpYU BXO7e
B UCII/H;

UJeHTU(UKALIUM TEepMUHAJIOB, Y3/I0B CeTH, KaHajlOB CBSI3W, BHEIIHUX
YCTPOMCTB 10 JIOTUYeCKUM UMeHaM;

UJeHTU(UKALUM TpOrpaMM, TOMOB, KaTaJIOroB, (DaiyioB, 3arvced, IOJier
3ar1Mcel 1o UMeHaM;

perucTpaiiy Bxozia (BbIxozia) CyOBeKTOB 0CTyTa B CUCTeMY (M3 CUCTEMBI),
mbo perucTpalvy 3arpy3kud U WHULMaJU3alUd OTepaljuOHHON CHUCTeMbI U ee
OCTaHOBA.

perucTpalMyd TOMbITOK /[OCTyMa TIPOrpaMMHBIX CpefCcTB  (TIporpamm,
TIPOLIeCCOoB, 3a/iay, 3a/laHui) K 3alluiliaeMbIM (aitiam;

perucTpalyy TOMBbITOK AOCTYyIa MPOrpaMMHBIX CpeACTB K TepMHUHasaMm,
KaHajaM CBsI3Y, TporpaMmam, TOMaM, KaTajioraMm, (aiisiam, 3amucsiM, MOJISIM
3anucen.

[MoacucTema ymipaB/ieHUs JOCTYTIOM MOJKeT OBbITb peajiM30BaHa C TIOMOILIbIO
IITaTHBIX cpefcTB 00paboTku [1/IH (OomepalMoOHHBIX CUCTEM, TPUIOKEHUN U
CYB[). Tak >ke MO>KeT ObITH BHEJIPEHO CTieliiasbHOe TeXHUUeCKOoe CPeJCTBO U/IH
VX KOMILIEKC, OCYILeCTB/ISIOIINE [OTMOHUTe/IbHbIE Mephl TI0 ayTeHTU(PUKALUUA U
KOHTpoJit0. Hampumep, mpvMeHeHWe e[WHbIX XPaHWIMIL YYEeTHBIX 3aruceu
ToJib30BaTesen U perucTpaljoHHOU nHbopMaLy, WCI0JIb30BaHKe
OroMeTpUUECKMX M TeXHUUYECKUX (C TIOMOILBI0 3JIeKTPOHHBIX TPOIYCKOB) Mep
ayTeHTU(PUKALUU U APYTUX.

[TogcrcTemMa obecieueHus 11eJI0CTHOCTA U JOCTYIIHOCTH

HO,E[CI/ICTEMH obecrieueHus LOEeJIOCTHOCTU M AOOCTYITHOCTHU IIpeJHa3HadeHd



st obecrieueHWs] 1I€JIOCTHOCTU W AOCTymHOCTH [I/JH, mMporpaMMHBIX U
armmapatHeix cpegcts MCII[IH Kommccuu, a Tak ke CpeACTB 3allUThbl, ITIpU
Cy4yaliHOW WM HaMepeHHOU MOoAU(UKaL1H.

[TogcucrtemMa peanu3yercs C  TIOMOLBIO  OpraHu3aliiyd  pe3epBHOIO
KOTTMPOBaHUsi 00pabaTbiBaeMbIX JAaHHBIX, a TaK K€ pe3epBUPOBAHMEM K/THOUEBbBIX
snemenToB UCII/IH.

[ToacucTeMa aHTUBUPYCHOM 3allIAThI

[MoacucTeMa aHTUBHUPYCHOM 3all[UThI ITIpeJHa3HaueHa s obecrieueHUs
AHTHMBUPYCHOU 3a1uThl cepeepoB 1 APM nosb3oBatenent UCITIxn Komuccun.
CpejcTBa aHTHMBUDYCHOM  3all[UThl TpeJHa3HayeHbl [Jig peaju3alyu
creayrIux QyHKLWM:
pe3U/IeHTHbIM aHTUBUPYCHbIM MOHUTODUHT;
AHTMBUPYCHOE CKaHUPOBAHUE;
CKpUIT-0/I0KMPOBaHMUE;
1[eHTpa/TM30BaHHOM/yia/IeHHOU yCTaHOBKW/J@UHCTA/IISILIAU
AQHTUBUPYCHOTO  TIDOAYKTA, HACTPOWMKH,  aJMUHUCTPUPOBAHUS,
MPOCMOTpPa OTYETOB M CTAaTUCTAYeCKOW uHpopMaluyd 1o pabore
TIPOJYKTa;
aBTOMaTU3MPOBAaHHOTO OOHOB/IEHUS] aHTUBHUPYCHBIX 6a3;
OrpaHUYeHHs MpaB MOJIb30BaTe/IsI HA OCTAHOBKY HCIOJIHSEMbIX 3a/au
¥ U3MeHeHUs] HACTPOeK aHTHBHUPYCHOTO MPOTrpaMMHOT0 0becrieueHus;
aBTOMAaTUUeCKOrO 3alyCka HeroCpeJCTBeHHO T[0C/ie  3arpy3Ku
OreparjuoOHHON CUCTEMBI.
[TogcucTteMa peanusyeTcs MyTeM BHEJIPEHHS CIelMaJbHOTO aHTUBHUPYCHOTO
TIpPOrpaMMHOT0 obecrieueHust Ha Bce 3eMeHThI MICIT/IH.

[MoacrcTemMa Me)KCeTeBOr0 SKpaHWDOBAHKUS

[ToxcrcTemMa MeXXceTeBOro S5KpaHMPOBAHUS MpeHa3HaueHa Ji/1s1 peaain3aluun
C1eyoIUX (QyHKLWK:

(buIbTpal OTKPLITOTO 1 3aliMbpoBaHHOIO (3aKpbiToro) IP- Tpaduka;

dbuKcalMM BO BHYTPEHHUX JKypHajax UWHGOpPMalMM O MPOXOJSIIEM
OTKDPBITOM U 3aKpbITOM IP-Tpaduke;

uzeHTUUKALMKY ¥ ayTeHTUhUKALIMKM aZ]MUHUCTPATOPa MeXKCeTeBOro 3KpaHa
TIPU ero JIOKa/IbHBIX 3arpocax Ha JIOCTYII;

perucTpalyuy Bxofa (BbIX0/A) agMUHHCTpPaTOpa MeXKCeTeBOrO 35KpaHa B
cucteMy (M3 cucCTeMbl) MO0 3arpy3kd UM MHUIMANW3alMdd CUCTEMbl U ee
TIPOrpaMMHOI0 OCTaHOBA;

KOHTPOJISI 1]e/IOCTHOCTU CBOel ITporpaMMHOM U MHGOPMal[OHHOM YacTH;

bunbTpalM  TAaKeTOB  C/IY)KeOHBIX  TPOTOKOJIOB,  CAYXKALLUX IS
JTMaTHOCTHKU U yIIpaB/eHus1 paboToM ceTeBbIX YCTPOMCTB,;



bunbTpalLMKU C y4eTOM BXOJHOIO M BBIXOJHOTO CETeBOr0 UHTepdeiica Kak
Cpe/iCTBa MPOBEPKY TMOAJTMHHOCTU CETEBBIX a/IpecoB;

pervcTpalnuu 1 yuyeTa 3arpaliriBaeMbIX CEPBUCOB MIPUK/IAJHOIO YPOBHS;

O/0KMpOBaHUsT JOCTYTAa HeWZeHTU(DUIIMPOBAHHOTO 00beKTa WK CyOBeKTa,
MO/JIMHHOCTh KOTOPOTO NpPU ayTeHTU(UKALIUM He TOATBepu/Iach, MeTOJlaMH,
YCTOMUYMBBIMU K [epexBaTy;

KOHTPOJISI 3@ CeTeBOM aKTUBHOCTBIO MPUIOXKEHUM U 0OHapyKeHUsT CeTeBbIX
aTak.

ITogcucrema  peanu3yeTcs — BHeZpeHHMEM  IIPOrpaMMHO-arrapaTHbIX
KOMIIJIEKCOB Me)KCeTeBOIro 3KpaHUpOoBaHus Ha rpanulie JIBC, kiaccom He Huxe 4.

[loacrcTemMa aHanu3a 3aITUITTEHHOCTH

[MoacucTemMa aHa/M3a 3alWINEHHOCTH [JOJDKHA O0ecrieurBaTh BhISIBJIEHHE
ySI3BUMOCTe, CBsI3aHHBIX C ommbkamu B KoHGurypaiuu 10 MCII/[JH, KoTopbie
MOTYT OBITb UCITO/Ib30BaHbI HAPYIIIUTE/IEM ISl peasn3al[iid aTaki Ha CUCTEMY.

@OyHKIMOHA/ TIOACUCTEMBI MOKET ObITb peasM30BaH IPOTPAaMMHBIMH U
TpOrpaMMHO-arapaTHbIMU CpeiCTBaMU.

[ToacucremMa 0OHAPY)KeHUA BTOPXKEHUN

[MoacucTema obHapyKeHUSI BTOP)KEHHM [O/DKHA 0OecrieurBaTh BbISIBJIEHHE
ceTeBbIX arak Ha aeMmeHTbl WCII/IH, TOAK/IIOUEHHBIE K CeTsM 0011ero
T10/1b30BaHUs U (W) MeXKAyHapoAHOro obMeHa.

DyHKIMOHA/ TIOACHCTEMBI MOXXeT OBbITb peasi30BaH IMPOrPAMMHBIMH U
MPOrpaMMHO-aNmnapaTHbIMKU CPeICTBAMU.

[Moacucrema K[)HHTOF[)&Q)HH@CKOﬁ 3dITUTHI

[Togcuctema  Kpunrorpauueckod — 3alUTbl  TpeJHa3HadyeHa  AJIs
uckmouennss HCJ] k 3amumijaemoii nndopmanuu B UCIIH Komuccuu npu ee
rmepefaue 0 KaHajaM CBsSI3M  ceTeld 0OIero T1ojb30BaHus ©  (WJIH)
MeKyHapOJHOro oOMeHa.

[Togcuctema peanu3yeTcsi TyTeM  BHeJPEHUsI  KPUMNTOrpa(uueckux
MPOrpaMMHO-aNMnapaTHbIX KOMIIEKCOB.

5. ITonb3oBarenu UCII/IH

B MUCIIa Kowmuccud MOXKHO  BBIJE/NUTb  CJIeAYHOIIMe  TPYIIIbI
T10/Ib30BaTe/Iel, yJacTBYIOMMX B 00paboTke u xpaHeHuu I1/1H:
ApmunrctpaTtops! UCITIH;
ApMuHHCTpaTOPHI 6e30MacHOCTY;
Onepatopsl APM;
ApnmunuctpaTtopsl cetu UCITH;
TexHuyeckue CreLUaIUCTbl TI0 00C/IY)KMBaHUIO MepudepUiHOro



obopy/ioBaHUS.
IlaHHbIe O TpyInmax TIO/b30BaTeNIsIX, YPOBHE WX JOCTylla W
WHGOPMUPOBAHHOCTH  JO/DKHBI ~ OBITH  OTpakeHbl B~ MaTpuile  I0OCTyIia
T10/Tb30BaTesiel K 3alyiiiaeMbiM HH(HOPMAI[HOHHBIM pecypcaMm.

Anvunrcrpatop UCTT/IH

Apmunuctpatop  UCIIAH,  cotpygHuk  Kommccun  (Mmd WHOe
YIOJIHOMOUEHHOE JIMLIO), OTBeTCTBEHHbIM 3a HACTPOWKY, BHeJApeHue |
coripoBokzienre MCIIJH. O6GecrieunBaeT (HyHKIIMOHUPOBAHWE TIOACHUCTEMbI
yripaBiaeHusi goctyriom VCII/IH ¥ yrioJIHOMOUYeH OCYILeCTB/ISITh TpeAoCTaB/eHue
1M pasrpaHuWyeHUe [JOCTyrna KOHeYHOro Tionb3oBartens (Onepatopa APM) K
371eMeHTaM, XPaHSALMM [1epCOHaJIbHbIe JaHHbIe.

Apvunanctpatop UCIIJH o6sazaeT cieAyroldM ypOBHEM [JOCTyrHa |
3HaHWUMU:

obnamaer TonMHOM UWHMOpPMaIeld O CHCTEMHOM W TIPUKI/IaHOM
riporpaMmmMHOM obecrieueHnu UCIT/IH;

obmajjaeT monaHOW uWHAMOpMaleld O TEeXHWYEeCKMX CpeJCTBaX M
KoHdurypauyu UCITH;

MMeeT IOCTYII KO BCeM TeXHUUYeCKUM cpejicTBaM 006paboTky UH(opMaLiuu U
nanueiv CII/IH;

obsiaziaeT rpaBaMu KOH(UTYPUPOBAaHUS U aJIMUHUCTPATUBHOM HACTPOWKU
TexHU4eckux cpencts MCIIIH.

AamunKcTpaTOp 6e30macHOCTH

ApmuHucTtpaTop 6e3omacHOCTH, COTPYAHUK Komuccuu (WM UHOe
yIOJHOMOUEHHOe JIWLI0), OTBeTCTBeHHbI 3a (yHkiMoHupoBanue C3I1[H,
BK/IIOUass O0O0C/Iy)XMBaHHe M HACTPOWKY aJMUHUCTPAaTUBHOM, CEpBEpPHOW |
K/INEHTCKOM KOMIIOHEHT.

ApmvuHucTpaTop Ge3omacHocTH 00saZiaeT C/ieAyIOMIMM YPOBHEM AOCTYyIIa U
3HaHWUMU:

obnazmaet rpaBamu A gmunuctpaTopa UCTI/IH;

obnazaeT nomHoi uHgopmarueit 06 MCIT/H;

¥MeeT  JIOCTyll K  CpeICTBaM  3alllUThl  WH(pOpMAILUd U
TIPOTOKO/TMPOBAHUS Y K YaCTU K/toueBbIX 3jiemeHTOB MCII/IH;

He MMeeT MpaB A0CTyMa K KOH(QUTypPUPOBaHUIO TEXHUUECKUX CPeJCTB
CeTH 3a UCK/TFOUeHUEeM KOHTPOJIbHBIX (MHCITEKIIMOHHBIX ).

ApmMuHHCTpaTOp 6€30MacHOCTH YIIOJTHOMOUEH:

peayii30BbIBaTh TOMUTAKM Oe3omacHOCTH B uacTtd Hactpouiku CK3U,
MeXXCeTeBbIX 9KPaHOB M CHUCTeM OOHapy’KeHHs aTak, B COOTBETCTBUM C KOTOPbIMHU
nosib3oBaTenb (OrepaTop APM) nonyuaeT BO3MOXXHOCTb paboTaTh C 37ieMeHTaMH



NCTIOH;
OCYLLECTB/ISITh ayJUT CPEICTB 3allUThl;

Onepatop APM

Onepatop APM - corpyguuk Komuccuum (Mim HMHOe YIIOJTHOMOYEHHOE
i), ocyiecTBasomuid - 06pabotky I1Jn. O6pabortka II[lH BK/IIOUYaeT:
BO3MOKHOCTb TipocMoTpa I[I/lH, pyunou BBoA II[IH B cucremy WCII/IH,
dhopMHpOBaHHe COpPaBOK U OTUYETOB IO HMH(opMaiuu, nomayueHHour u3 UCII/.
Omneparop He WMeeT TIOJIHOMOYHM [/ YIIPaB/IeHHsI TIOCHCTEMaMH 00pabOTKH
nanHbix U C3I11H.

Omneparop UCIIJx obsazaeT cyieAyrOIM YPOBHEM AOCTYyTIa M 3HAHUM:

obnasaeT BceMU HeOOXOAUMBbIMU aTpubyTamu (HarpuMep, I1apoJieM),
obecreurBarOIMMHU AOCTYT K HEKOTOPOMY MOAMHOXKecTBY T1/1H;

pacriosiaraeT KOH(pUeHI[MaIbHbIMUA JaHHBIMU, K KOTOPBIM UMeeT 0CTYTI.

A nvunucrpaTtop cetu UCIT/IH

Apmvunuctpatop cetu WCILH, cotpyguuk Komuccnn (wnd  uwHOe
YIIOJITHOMOUYEHHOe JLO), OTBETCTBEHHBIU 3a (YHKLMOHMPOBaHUE
Te/1leKOMMYHUKALMOHHOU TioZcucteMbl VCIT[IH. AZMUHUCTpPAaTOp CeTH He UMeeT
MOJTHOMOUMM  [iI8  yTpaB/ieHusi MoAcHcTeMaMd 00pabOTKA  JaHHBIX U
Ge30macHOCTH.

AZMUHHCTpaATOP CeTH 00/1aiaeT C/ieAVIOIIYM YPOBHEM OCTYTIA U 3HAHUM:

obsaziaeT yacTeio UHGOPMALMM O CUCTEMHOM U TIPUK/Ia[HOM MPOrPaMMHOM
obecrieuennu CIT/IH;

o0nafiaeT yacTbio UH(OPMALIUK O TEXHUYECKUX CPeICTBaX M KOHGUTYypaLUu
NCIIOH;

uMeeT (QU3NUECKUI JOCTYNl K TeXHUUeCKUM cpejcTBaM 00paboTKu
VH(pOpMaLMy U CpefiCTBaM 3alliUThbI;

3HaeT, 10 MeHbIlIel Mepe, OJJHO JierajabHOe UM [JOCTYIIA.

TexHUUECKUH CIIeLUAIKCT 110 06CAYKMBaHUIO TTeprdepUMHOTr0 060pyA0BaHUS

TexHUUeCKuUI CrieLUanucT 1Mo o6C/IyKUBaHUIO, COTPYIHUK Komuccun (nmu
VMHOe YIIOJHOMOUEHHOe JIMLI0), OCYILIeCTB/seT O00Cay)KMBaHWe M HaCTPOUKY
nepudepuiinoro obopygoBanuss MCII[JH. TexHuyeckuii CrHeLydaaucT TI0
o0ciy>kvBaHUI0 He uMeeT foctyrna K [I/lH, He uMeeT TIIOJIHOMOUMN ISt
yrpaB/eHus nozicucreMaMyd 00paboTKY IaHHBIX 1 6e30T1aCHOCTH.

TexHuueckuii creuyandcT 1o 00cCTy)XKMBaHHIO 00/a/laeT  CieAyoLM
YPOBHEM [IOCTYTIa U 3HAHUM:

obsiaziaeT yacTeio UHGOPMAIMKM O CUCTEMHOM U TIPUK/Ia[HOM IPOrPaMMHOM
obecrreuennu CIT/IH;

obs1aziaeT yacTeio MHGOPMALIMK O TEXHUUYECKUX CPeJCTBaxX M KOH(pUrypauun
NCII1/H;



3HaeT, I10 MeHbIlIen Mepe, O4HO Jiera/ibHOe MM OJOCTYIIA.

6. TpeGoBaHMsA K mepCcoHA/Ty MO o0ecrieyeHH o 3amuThI I1/{H

Bce corpymnuku Komwuccum, ssistonjuecs rosib3oBatensmu  VCII/IH,
JOJDKHBl UeTKO 3HaTb M CTPOrO BBINOJHATH YCTAHOBJ/IEHHble T[IpaBuia U
00513aHHOCTH TIO JOCTYIy K 3allfuillaeMbiM 00BeKTaM U COOJIIOZIeHHI0 TIPUHSITOTO
pe>kuMa 6e3ortacHoctu [T/1H.

[Ipu BCTyI/IeHWHd B [JJO/DKHOCTb HOBOTO COTPYAHUKA OH JOJ/DKeH ObITb
03HAKOMJIeH C He0OXOJUMBbIMU JIOKYMEHTaMH, perjaMmeHTUPYIOIIUMU TpeOoBaHuUs
no 3ammre II/JH, a Takke oOyueHMe HaBbIKAM BBITIOJIHEHUS TIPOLEAYD,
HeoOXOUMBIX [/l CAaHKI[MOHUPOBAHHOTO McTioab3oBaHus UCIIIH.

CoTpyAHUK [O/KeH ObITb O03HAaKOMJIEH CO CBeJeHUsIMM HaCTOsIIen
[MTomuTUKY, MPUHATHIX Tipotieayp paboTsi ¢ anementamu UCITJH u C3T1/H.

CorpygHukr  Komuccuy,  UCHO/B3YIOLMe  TeXHUYeCKue  CpefCcTBa
ayTeHTU(UKALMY, [JO/DKHBI 00ecrieurBaTh COXPAaHHOCTb —UAEHTU(PUKATOPOB
(2/1eKTPOHHBIX K/toueil) U He goryckaTb HCJl K HUM, a Tak ke BO3MOXXHOCTh MX
yTepu WIM WCIOJb30BaHWA TpeTbMMU JivlaMu. [losb3oBaTenu  HecyT
MePCOHAJIbHYIO0 OTBETCTBEHHOCTh 38 COXPaHHOCTh UAEHTU(PHUKATOPOB.

Corpysaukyu Komuccuu f0/DKHBL C/1efloBaTh YCTaHOBJ/IEHHBIM IIpoLieypam
nojaep)kaHusi pexkuma 6e3omacHoctd [I/JH mpu BbibOpe UM HCIOJ/b30BaHUHU
napoJieli (ec/id He UCIOJIb3YHOTCSI TEXHUUECKUE CPeJiCTBa ayTeHTU(HKALIUN).

Cotpyaauku Komuccuu Ao/mpkHBI 0obecrieurBaTh HaJjIeXKall[yl0 3alfuTy
o0opy/ioBaHusl, OCTaB/sieMOro 0e3 TIPUCMOTpPa, 0COOEHHO B TeX C/Iydasx, KOrfa B
TIOMelljeHre UMEeROT JOCTYII TOCTOPOHHMe yivLja. Bee rosib3oBaTesnu JO/DKHBI 3HaTh
TpeboBaHusi 10 Oe3omacHocty [I/IH ¥ TipoueAyphl 3allUThl 000pYyAOBaHUS,
OCTaBJIEHHOTO 0e3 MPUCMOTPA, a TaKXKe CBOM 00sI3aHHOCTH 110 06ecTieueHnI0 TaKoh
3alLUTBL.

CoTpyjHHKaM 3arpelliaeTcss yCTaHaB/IUBaTh [IOCTOPOHHee IIpOrpaMMHOe
obecrieueHre, TIOJK/IOUaTh JIMUHble MOOW/bHBIE YCTPOMCTBA UM HOCUTENH
VMH(OpMaL1K, a TaK >Ke 3alMChIBaTh HA HUX 3allMI[aeMyr0 UH(OPMAaLHIO.

CoTpyZHMKaM 3arpelaeTcss pasrjamiarh 3aljylljaeMyl0 HWH(OpMaLUo,
KOTOpasi CTajla MM U3BecTHa Ipu paboTe ¢ WHGOPMALMOHHBIMU CHCTEMaMH
Komuccuy, TpeTbuM JmLam.

[Tpu pabore ¢ I1Jn B UCITJH cotpyanrku Komuccuu o6si3aHbI 00eCcrieunThb
OTCYTCTBHE BO3MOXXHOCTU npocmoTtpa [I/IH TpeTbuMHU MLiaMu C MOHUTOPOB APM
V/T1 TePMUHAJIOB.

[Tpu 3aBepiienny pabotsl ¢ UCII[H coTpyAHMKU 00s13aHbl 3aluTUTE APM
WA TePMUHAJIBI C TIOMOIIIbI0 OJIOKMPOBKU KJIFOUOM WM SKBUBAJIEHTHOTO CPE/ICTBA
KOHTPOJIs, HarpuMep, AOCTYIOM [0 Taposio, eCId He WCIOoJb3yoTcs Oosee
CUJIbHbBIE Cpe/iCTBa 3allUThI.

Cotpyanvku Komuccuu [0/DKHBI ObITH TIPOMH(POPMUPOBaHBI 00 yrpo3ax



HapylIleHust pexkuma 6e3oracHocty T1/JH ¥ OTBETCTBEHHOCTH 3a ero HapyllleHue.
OHU AO0/DKHBI OBITH O3HAKOMJIEHBI C YTBEP)KAEHHOW (opMasbHOM MpOIeAypPOu
HAJ/IOXKeHUs1 AUCLUATIMHAPHBIX B3bICKAHWM Ha COTPYAHUKOB, KOTOpbIEe HapYIIWIN
TIPUHSITBIE TIOJIMTHKY U TIpoLielyphl Oe3oracHocTu T1/1H.

CoTpyaHuKy 00s13aHbI O3 TTpoMeiyieHrst coo0IaTh 060 Bcex HaO/MOmaeMbIX
WM TIOJIO3PUTENbHBIX ciiydasx paborbl MCII/IH, MOTYIIMX TIOB/IeUb 3a COOOM
yrpo3bl Oe3omacHoctv [I/IH, a Takke O BbISIBJEHHbBIX HMH COOBITHSX,
3aTparuBarolux 6Oe3omacHocts [1/IH, PYKOBOACTBY TMOApasfie/ieHUss W JIUIY,
OTBevaroIlieMy 3a HeMeJlJIeHHOe pearvpoBaHue Ha yrpo3bl 6e3omacHocTy TT1/1H.

o/DKHOCTHBIEe 063aHHOCTH oJb3oBareseii UCIT/IH

Mo/DKHOCTHBIE  00s13aHHOCTH  Tob3oBatener VICII/IH  ommcaHbl B
C/IeAyroluX JOKyMeHTax:

Nucrpykums agmunuctparopa UCII/H;

WHcTpykius agmuHKcTpaTopa 6e3ormacHocty UCTI/IH;

Nuctpykuwms nosib3osatesis NCITIH;

WHCTpyKLMs TI0/1b30BaTe/ sl MPU BO3HUKHOBEHWU BHEIITAaTHBIX CUTYaLUM;

OTBeTCTBeHHOCTb COTDYIHUKOB

B cootBercTBUM cO cTaThent 24 ®depepanbHOro 3akoHa Poccuiickon
@epepauuu oT 27 uronsg 2006 r. Ne 152-®3 «O mepcoHanbHBIX JAHHBIX» JIMLIA,
BUHOBHBbIE B HapyllleHWH TpeOoBaHui AaHHOTO PejepasbHOrO0 3aKOHA, HECYT
IPKJAHCKYH0, YTOJIOBHYI, aJMUHUCTPAaTUBHYIO, [JUCLIUIUIMHADHYH) W WHYHO
TpelyCMOTPEHHYO 3aKOHO/IaTe/IbCTBOM Poccuiickon denepanyu
OTBETCTBEHHOCTb.

HeticTByromiee 3akoHOAATeNbCTBO Poccuiickor Penepali MO3BOJSIET
TIpeIbsB/IATE TPeOOBaHMS IO oOecrieueHMIo Ge30IacHOl pabOoThI C 3aIUIIAeMO
vHdopmalMell W MOpegycMaTpuBaeT  OTBETCTBEHHOCTb 3@  HapylleHue
YCTAHOBJIEHHBIX TPaBU/ 3KCITyaTalmu OBM U cucteM, HerpaBOMepHbIN JOCTYII
K WHGbOpMAaI[MY, eC/TM 3TH IeWCTBUS TIPUBE/M K YHUUTOXKEHHIO, OJI0KMpPOBAHMIO,
MoavduKar WHGOPMAI[K WK HapylleHui0 pabotel DBM umum ceteit (cTaThu
272,273 n 274 YronoBHoro Kogekca Poccurickor ®@enepanun).

Apmvunrcrpatop MCII[IH u  aAMUHMCTpAaTOp 0€30T1acHOCTH  HeCyT
OTBETCTBEHHOCTh 3a BCe [IeHMCTBUSI, COBEPIIIEHHbIE OT UMEHU UX yUYeTHBIX 3arucen
WM  CUCTEeMHBIX  y4YeTHbIX  3amucedl, ecIM  He  JloKa3aH  (akT
HeCaHKLIMOHUPOBAHHOTO UCIIO/Ib30BAHUS YUETHBIX 3alUCeu.

[Ipn HapyuieHusix cotpygHukamu Komuccuu — tiosib3oBatesismu MCII/IH
TpaBU/, CBsi3aHHbIX C Oe3oracHocThio [I/JH, OHM HeCyT OTBETCTBEHHOCTh,
YCTaHOBJIEHHYIO [IeHMCTBYIOLMM 3aKOHOaTenbCTBOM Poccuiickor ®epepanyu.



7. CIMCOK MCN0/Ib30BaHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMAaTHBHO-IIPaBOBbIMUA U METOJAUUYECKHMMU JI0KyMEHTaMHU, Ha
KOTOpbIX Oa3upyetcsi HacTosias [lonuTrka, sIBASIOTCS:

@enepanbHbld 3akoH 0T 27.07.2006 r. Ne 152-®3 «O mnepcoHanbHBIX
JAHHBIX», YCTaHAB/IMBAKOILMI OCHOBHbIE TPUHIIUIILI U yCyIoBUsS oOpaboTtku I1/1H,
npaBa, 00513aHHOCTU U OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIIEHWH, CBSI3aHHBIX C
obpaboTkoii IT/IH.

TpeboBaHust K 3alUTe TepPCOHANbHBIX [aHHBIX TpU HX 00paboTke B
VH(GOPMALMOHHbIX ~ CUCTeMax  MepCOHaNbHbIX  [IaHHBIX,  yTBEpP)KJEHHbIE
riocraHoBjieHueM IlpaButensctBa Poccuiickont @epepauyu ot 01.11.2012 1. Ne
1119.

[TonokeHne 06 ocobeHHOCTX 0OpabOTKM TepCOHAMbHBIX [JJaHHBIX,
OCyllecTB/isieMOl 0e3 WCMOb30BaHUSI CPeJCTB aBTOMAaTHU3allud, YTBEpPXKIeHHOe
riocraHoB/ieHueM IlpaButensctBa Poccuiickont @epepanyu ot 15.09.2008 1. Ne
687.

HopmaTuBHO-MeToiMueckrue /AOKyMeHTbl @DejiepajsibHOM  C/Iy>KObI 10
TeXHUUYECKOMY U SKCIEpPTHOMY KOHTpo/to Poccuiickon ®epepauuu (manee —
®CTDOK Poccun) mo obecrieuenuto Oe3omacHoctu II/IH mpu mx o0OpaboTKe B
UCIIOn:

ba3oBass mojienb yrpo3 06e30MacHOCTA TEepPCOHANbHBIX [aHHBIX TIPU UX
o6paboTke B MHGOPMAIIMOHHBIX CUCTEMax MepCOHaIbHBIX IaHHBIX, YTBepXKAeHHast
3amectutesnieM gupekropa @CTIOK Poccun 15.02.2008 r.

Metoanyeckuii JoKyMeHT. MeToAvKa OLleHKM yrpo3 06e3omacHoOCTU
vuHdopmanuy, yreepxxaeHHbii @CTIK Poccun 05.02.2021 1.

IMpukaz ®CTIK Poccuu ot 11.02.2013 Ne 17 «O6 yTBepKaeHUU
TpeboBaHwMii 0 3amUTe MHMOOPMALIMH, He COCTABJISIIOIIUX TOCY/JapDCTBEHHYO TaliHY,
CoJlepXKallUXCsl B TOCYJapCTBEHHBIX MH(OPMAaI[MOHHBIX CUCTEMaX».

[Mpuka3z ®CTIK Poccuu ot 18.02.2013 Ne 21 «O6 yTBepkaeHun CocTaBa
W Ccofep)KaHWs OpraHW3alMOHHBIX W TeXHWYeCKMX Mep TI0 0becrieueHUIo
6e30MMacHOCTH TepCOHANMBHBIX JAaHHBIX TIPH UX 00paboTKe B MHGMOPMAIIMOHHBIX
CUCTeMax TepCOHA/IbHBIX JAaHHBIX».

IMpuka3 degepanbHOM cay)0bl 6e3omacHoct Poccutickoit depepariyivi OT
10.07.2014 Ne 378 «O6 yTBepxkaeHur CocTaBa U Co/iep>KaHUsI OpraHU3al[OHHBIX
Y TeXHUYeCKUX Mep 1o obecrieueHUI0 6e30MacHOCTH TIepPCOHANbHBIX JAHHBIX TPU
ux o00paboTke B MH(OPMALMOHHBIX CHUCTeMaxX [€PCOHAIbHBIX [JaHHbIX C
VICTIO/Ib30BaHUEM  Cpe/ICTB  KpUNTOorpayruyeckod  3aluThl  HMH(OpMAaLUY,
HeoOX0/IMMBIX [I/Il BBITIOJTHEHHWsI yCTaHOB/IeHHbIX [IpaBuTenbctBoM Poccuiickoit
@epepaiun TpeboBaHMN K 3alljUTe TEPCOHANBHBIX [aHHBIX [Ji KaKZOro u3
YPOBHEU 3allUILIEHHOCTH».



MeTtoauueckrie peKOMeHZALMKA 0 pa3paboTKe HOPMAaTHWBHBIX IMPAaBOBBIX
aKTOB, OMpEeJENSIOIMUX yrpo3bl  0e30MacHOCTH  TEepPCOHAMBHBIX  [aHHBIX,
aKTya/ibHble TIpU 00pabOTKe TIepCOHA/NbHBIX MAAHHBIX B WHGMOPMAILMOHHBIX
cucTeMax TIepCOHa/lbHBIX JIaHHbIX, JKCIUIyaTUPyeMbIX TP OCYIIeCTBIeHUU
COOTBETCTBYIOIIUX BU/IOB JlesiTe/TIbHOCTH, YTBEPXK/IeHHbIe PYKOBO/ICTBOM 8 LleHTpa
@®CB Poccun 31.03.2015 Ne 149/7/2/6-432.
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