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[MTOJINTUKA
MH(POPMAaLIMOHHOM 6€30MacHOCTH
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ropoza ExatepunOypra

OIIPEAE/IEHUA

B HacrosiieM [JOKYMeHTe WCIO/b3YIOTCS CleAyoliie TepMHUHbI U UX
onpejeneHus!.

ABTOMATH3MpPOBaHHAasl cHcCTeMa - CHCTeMa, COCTOsllasg W3 MepcoHala u
KOMII/IEKCa CpeJICTB aBTOMAaTU3alliU €ro JlesTebHOCTH, peanu3yolas nH(popMa-
L[MOHHYIO TEXHOJIOTHIO BbITIOJTHEHUS] YCTaHOB/IEHHBIX (DYHKLIUIA.

AyTeHTH(UKANUS OTHPABUTES1 [JaHHBIX - [IOATBEpP)KIEHHWe TOro, uTo
OTIIPaBUTEJIb TIO/TYYeHHbBIX JAHHBIX COOTBETCTBYET 3asBJIEHHOMY.

be30nacHOCTh MEPCOHANBHBIX JAAHHBIX - COCTOSIHME 3allUI[eHHOCTU
MepCOHANbHLIX  JIAHHBIX, XapaKTepU3yemMoe CIOCOOHOCTBIO TI0JTb30BaTesleH,
TeXHUUECKAX CpPeACTB W  WHGOPMALMOHHBIX  TEXHOMOTWM  0becreunThb
KOH(U/IeHIIMa/IbHOCTb, 1[eJIOCTHOCTh U [IOCTYIHOCTD MepCOHa/IbHbIX JAHHBIX MPU
1X 00paboTKe B MH(MOOPMAIIMOHHBIX CHCTeMaX IMePCOHATbHBIX JJaHHBIX.

Bbuomerpuuyeckne mnepcoHaJbHbIE JaHHbIe -  CBeJeHUsd, KOTOphbIe
XapaKTepu3yloT (u3noIoruueckre 0COOEHHOCTH UesioBeKa M Ha OCHOBe KOTOPBIX
MOXXHO YCTAHOBUTb €ro JMYHOCTb, BKJItOuUasi ¢oTorpaduu, OTIeuaTKu Tasblies,
oOpa3 ceTuaTKu r/a3a, OCOOEHHOCTW CTPOEHHsI Tela U [PYTyl0 TMOA00HYHO
MH(pOpMaLUIO.

baokupoBaHue TMNepCOHANBHBIX JAAaHHBIX - BpeMEHHOe IIpeKpallieHue
00pabOTKHM MepCoHaBHBIX [JaHHBIX (3a WCK/IIOUEHHEM CJiyuaeB, ecjid oOpaboTka
HeoOXoAuMa /i1 yTOUHeHUs TIepCOHA/TbHBIX IaHHBIX).

Bupyc (KOMObIOTEPHBI, MPOrpaMMHBIiA) - UCIOJIHSIEMbIM MPOrpaMMHBbIN
KO/ W/IM WHTepIpeTUpyeMblii HaOOp MHCTPYKI[WH, 006/afatolyuii CBOMCTBaMHU He-
CaHKI[MOHMPOBAHHOI'O PpacCIlpOCTpPaHeHUss U camoBoOcTpou3BefieHUsi. Co3maHHbIe
ny6mKaThl KOMIIBIOTEPHOTO BUpPYyCa He BCET/ja COBIAZIal0T C OPUTUHAJIOM, HO CO-
XPaHSIOT CIIOCOOHOCTH K Jla/IbHeHIIIeMy PacIipoCTPaHeHWI0 U CaMOBOCITPOHM3Be/le-



HUIO.
BpenoHocHasi mporpamMma - MporpaMma, fpefHa3HaueHHasi JJisi OCYILeCTB-

JIeHWsI HeCaHKLIMOHUPOBAHHOTO JOCTyMa U (WIX) BO3/EeMCTBHS Ha MepCcOoHa/bHbIe

JlaHHbIe WK Pecypchl MHPOPMaIMOHHOM CUCTEeMbI TTIePCOHA/IbHBIX JJaHHBIX.

BcnomorartejibHbIe TeXHHYECKHE cpeacrtea M CUCTEMbI - TeXHHUYeCKHe
CpeJiCTBa U CUCTeMbI, He TIpe/Ha3HaueHHbIe /1715 Tlepeaun, 00paboTKY 1 XpaHeHUs
MepPCOHA/IbHBIX ~ [JaHHBIX, YyCTaHaB/MBaeMble COBMECTHO C TeXHUYEeCKUMU
CpeACTBaMH U CHCTeMaMH, IIpeJHa3HaueHHBIMU [Ji1 00pabOTKH IepCOHaTbHBIX
JaHHBIX WM B TIOMeIlleHUsX, B KOTOPbIX YCTaHOBJEeHbl HWH(OPMal[MOHHbIE
CUCTEMBbI MePCOHA/TbHBIX 1aHHbIX.

JocTyn B onepauMoHHYIO cpeay KOMNbHTepa (MHGOPMALMOHHON CHCTEMbI
NEePCOHATBHBIX JaHHBIX) - TOJyYeHHe BO3MOXXHOCTU 3alyCKa Ha BBITIOJIHEHUE
IITaTHBIX KOMaH/, (DYHKLIWM, TIPOLieAYp OIepaldOHHONM CUCTeMbl (YHUUYTOXKeHUS,
KOTMMPOBaHUs, TepeMellleHUsT U T.I.), UCIOJHSIeMbIX (ailyIoB TPUKJIaJHBIX
MpOrpam.

Jdoctyn K uHpopMauum - BO3MOXXHOCTh TO/NyuyeHUs UHbOpMalUd U ee
VICTI0J/Ib30BaHUSI.

3aki1a04HOe YCTPOWCTBO - SJIEMEHT Cpe/CTBa CheMa MWH(OpMaLuH,
CKPBITHO BHeJpsieMbll (3aK/a/ibiBaeMblii WIXM BHOCUMBIM) B MeCTa BO3MOKHOI'O
cbeMa MH(MOpMaly (B TOM UHC/ie B OrpaXk/eHre, KOHCTPYKIMIO, 000pyi0BaHue,
rpeAiMeThbl UHTepbepa, TPAHCIIOPTHbBIE CPE/ICTBA, a TAK)Ke B TEXHUUECKHEe CPe/ICTBa
W cECTeMbl 00paboTKK nHMOpMaIymn).

Bammuiaemasi uHdopmamusi - UHOOpPMALUS, SB/SIOMIASCA TIpeAMeTOM
COOCTBEHHOCTH U TIOAJIeXKalljasi 3all[iTe B COOTBETCTBUHM C TpeOOBaHUSIMHU
TIPABOBBLIX JOKYMEHTOB WM TpeOOBaHUSIMU, YCTaHAB/IMBAeMbIMU COOCTBEHHUKOM
MH(pOpMaLuu.

Unentudukanuss - TIPUCBOeHWe CyObekTaM U 0O0beKTaM [IOoCTyra
uaeHTUdUKaTopa W (WIKM) CpaBHeHWe TPebsB/ISEMOro WAeHTU(PUKaTopa C
repeuHeM MPHUCBOEHHBIX UeHTU(HUKATOPOB.

NudpopmaTuBHBI CHTHAJ - SJIGKTPUUYECKHE CUTHa/bl, aKyCTHUYeCKue,
3/IeKTPOMarHUTHBIE U pyrye (hu3ruyeckue moJis, 1Mo rnapaMeTpaM KOTOPBIX MOXKeT
ObITh packpbiTa KoH(UWJeHIManbHas HWHopMalus (MepCcoHabHbIE JaHHBIE)
obpabaTtbiBaeMasi B MTH(GOPMAILIMOHHOM CHCTEMe TIepPCOHATbHBIX JAaHHBIX.

NHupopManuoHHbIE TEXHOJOrMM - TIPOIeCChl, MeTOJbI TIOMCKa, cbopa,
XpaHeHusi, 00pabOTKH, TIpeOCTaB/IeHUs, paCIpPOCTPaHeHUs HWH(POpPMAIUU U
CIoCo0bI OCYII[eCTB/IEHUS TAKUX MPOLIECCOB U METO/IOB.

Nudopmannonnas cucrema  nepcoHadbHbIX AaHHbix (MCIIAn) -
COBOKYITHOCTb COJZIepXKall[uXcsi B 0a3ax /[AaHHBIX TI€PCOHAbHBIX [JaHHBIX W
obecreurBaOIUX WX 00paboTKy MHMDOPMAILIMOHHBIX TEXHOJIOTUNA U TeXHUUECKUX
CpeJCTB.

Hcnosib30BaHue MEPCOHAJIbHBIX JaHHBIX - JeucTBUs (omepanuu) C



MepPCOHA/IbHBIMU  [JaHHBIMM, COBEpILIAaeMble OIMepaToOpoM B LeJsAX TPUHATHUSA
pellleHuld WM COBepllieHHs WHBIX [JeWCTBUM, MOPOXKAAIIIUX HOpUAUUecKre
MOC/IeICTBUSI B OTHOIIIEHUU CyObeKkTa MepCOHA/NbHBIX JaHHBIX WIA JIPYTUX JIWL]
6o MHBIM 06pa30M 3aTparvBaroIUX IMpaBa U CBOOOABI CyObeKTa TepCOHaTbHBIX
J@HHBIX WU IPYTUX JIULL.

HcToyHHK yrpo3sl Oe3omacHocTH uHpopmamuum - CyOBeKT JoCTyma,
MaTepuanbHbIi O0BEKT WM (HU3NUeCKoe sBIeHUe, SBSIONMECS ITPUUYMHON
BO3HUKHOBEHUS yIpo3bl 6e301acHoCTH HHGOPMAI[UH.

KoHnTposupyemasi 30Ha - TIPOCTPAHCTBO (TeppUTOpHs, 3laHUe, YaCThb 3/IaHMUS,
ToMell[eHHe), B KOTOPOM HCK/IIOUEHO HEKOHTPO/IMpyeMoe TpeObiBaHHe
MMOCTOPOHHUX JIUL], & TaK)Ke TPAHCIIOPTHBIX, TEXHUYECKHUX U MHBIX MaTepuaabHbIX
CpeJiCTB.

KOHq)H}IeHIII/IaJII)HOCTB MEPCOHAJIBHBIX JAaHHBIX - 06H3HTEHBHOE OJIA
COO/MIO/IeHNsT OTepaTOPOM MM WHBIM TIOJIyUMBIIAM JIOCTYIT K TIepCOHA/IbHBIM
JNaHHBIM JIUI[OM TpeOOBaHWe He [OMyCKaTh WX pachpocTpaHeHue 0e3 coryacus
cyObeKTa repCOHaIbHBIX IAHHBIX WA Ha/IMUKMsl MHOTO 3aKOHHOTO OCHOBAHWUSI.

Me:xcereBou IKpaH - JIOKaJIbHOe (0/IHOKOMITOHEHTHOE) Ui
byHKIIMOHAIBHO-pacIipe/ie/ieHHoe  MporpaMMHoOe  (TporpaMMHO-arapaTHOe)
CpeACTBO (KOMILIEKC), peain3yrolee KOHTPO/Ib 3a UH(opMal[yen, MOCTynarollen B
MH(OPMAaI[MOHHYI0 CUCTEMY TePCOHA/bHBIX [aHHbIX W (WIM) BbIXOASLLENd U3
MH(OPMaI[MOHHOW CUCTEMBI.

Hapymureabr 0e30MaCHOCTH MEPCOHAIbHBIX JAaHHBIX - (PU3MUECKoe /U0,
C/ly4aliHO WM TIpe/lTHaMepeHHO COBepIlaoillee AeMCTBUS, CJ/ie[ICTBUEM KOTOPBIX
SIBJIIETCSI HapyllleHWe 0e30MacHOCTH MepCOHA/bLHBIX JAAHHBIX MPU UX 00paboTke
TeXHUYeCKUMU Cpe[icTBaMKA B MWH(OPMALIMOHHBIX CUCTeMaxX MepCOHaTbHBIX
J@HHBIX.

HeaBromMaTusupoBannasi 06paGoTKa NeEPCOHANLHBIX JaHHBIX - 00paboTKa
MepPCOHA/IbHBIX  JIaHHBIX, CcojiepXKalluxcsd B MHGOPMAIIMOHHOW  CHUCTeMe
MepCOHANbHBIX [IaHHBIX JMOO W3BEUEHHBIX W3 TAKOW CHUCTEMbI, CUMATAETCS
OCYILIeCTBJ/IEHHOU be3 WCTI0/Tb30BaHUs Cpe/iCTB aBTOMaTH3aLUU
(HeaBTOMAaTU3WPOBAHHOM ), €C/IU TaKue JelCTBUS C IepCOHaIbHBIMU JaHHbIMU, KaK
WCII0/Ib30BaHWe, YTOUHEHHe, paclipoCcTpaHeHue, YHHUUYTOXKeHHEe TepCOHaTbHBIX
JAHHLIX B OTHOIIEHWW KaKXJOro U3 CYOBEKTOB II€PCOHA/bHBIX [aHHbIX,
OCYILeCTBJISIFOTCS TPU HEMOCPeCTBEHHOM yUaCTHHU YesioBeKa.

HenexiapupoBaHHbie BO3MOKHOCTH - (YHKLIMOHA/TbHbIE BO3MOXKHOCTU
CPe/ICTB BBIUMCIMTE/ILHON TeXHUKH, He OIMCaHHble WM He COOTBETCTBYIOII[HE
OMMCAaHHBIM B JOKYMEHTAI[MH, TIPU MCII0/Ib30BaHUHM KOTOPBIX BO3MOJKHO
HapyllleHue  KOH(UAEeHIIMa/IbHOCTH,  JOCTYIMHOCTA WM  1[eJIOCTHOCTH
obpabaTsiBaemoii HHGOpPMAIWH.

HecaHKIIMUOHUPOBAHHBIN A0CTYN (HECAHKIMOHUPOBAHHbIE [1eMICTBUA) -
JoCcTyn K uHbOpMallid WIA [elCTBUsS C MH(OpMalvel, Hapylllatolye TpaBuUa



pasrpaHHYeHHs A0CTYyIla C UCTIO/Ib30BaHUEM ILTAaTHBIX CPe/CTB, MPe/I0CTaB/IsIeMbIX
MH(OPMAaIIMOHHBIMU CUCTEMaMH MepCOHabHBIX JJaHHbIX.

Hocureans undopmanun - dhr3nueckoe JIMIO WM MaTepUaibHbIii 00HEKT, B
TOM 4uc/ie (pr3nyeckKoe moJjie, B KOTOpOM MH(OPMal[1si HaXOIUT CBOe OTpa)keHue B
BHJle CHUMBOJIOB, 00pa3oB, CHTHA/OB, TEeXHHWUYECKHX peIIeHUd U TPOIeCcCoB,
KOJINUeCTBEHHBIX XapaKTepPUCTUK (PU3NUeCKUX BeTUUMH.

O6e3HYMBaHie MEePCOHATBHBIX TaHHBIX - JeICTBUS, B pe3y/ibTaTe KOTOPhIX
CTAaHOBUTCS HEBO3MOJKHBIM 0€3 HCIT0/Ib30BaHUs JOTIO/THUTebHON WHGbOpMAaI[UH
OTIpe/ieJTUTh TIPUHA/IIE)KHOCTh TIePCOHA/IbHBIX [JaHHBIX KOHKDETHOMY CyOBeKTy
TePCOHAJIbHBIX JJaHHBIX.

OGpaboTka NepcoHAJbHBIX AAaHHBIX - JI0OOe melicTBue (orepaiys) WU
COBOKYITHOCTb JIeMCTBUM (omepaijuii), CoBeplllaeMbIX C MCIIO/b30BaHHWEM CPe/ICTB
aBTOMaTH3alud WM 6e3 WCIIO/Mb30BaHUS TaKMX CPEJCTB C TIePCOHA/TbHBIMU
JMaHHBIMH, BK/IIOUasi cOOp, 3amMch, CHCTeMaTH3al[{io, HaKOIUIeHHe, XpaHeHHe,
yTouHeHre (0OHOB/IeHHe, W3MeHEeHHe), HW3B/leUeHHe, HCII0b30BaHUe, Iepegauy
(pacripocTpaHeHue, IpeAOCTaB/IeHNWe, AOCTYM), o0e3/MnunBaHue, OJIOKWMpOBaHUE,
yAaneHue, yHUUTOKeHe MepCOHa/IbHBIX JJaHHBIX.

OGuIe0cTyHbIE MEPCOHATbHBIE TaHHbIe - TIEPCOHA/IbHbIE JlaHHbIe, TOCTYII
HEOrPAaHUUEHHOT0 Kpyra JIMI] K KOTOPbIM IIpe/OCTaB/ieH C coryacusi CybneKkra
MepCoHaMbHBIX JaHHBIX WM Ha KOTOpble B COOTBETCTBUM C (QejiepalbHbIMU
3aKOHAMH He pacCIipoCTpaHsAeTCs TpeOoBaHUe COOMOAeHUS KOHMUIeHI[HaTbHOCTH.

Oneparop (MEPCOHAJNILHBIX JaHHBIX) - TOCY/JapCTBEHHBIM  OpraH,
MYHMITUTIANbBHBIA OpraH, opundeckoe Wid (pU3nyeckoe /U0, CaMOCTOSATETHLHO
WM COBMECTHO C APYTUMM JIMIIaMM OpraHu3yolde u (Wau) OCYIeCTB/ISIOIINe
00pabOTKy TepCOHA/bHBIX TaHHBIX, a TAKXKe OMpeJessiolie 1jeM 00paboTKH
TePCOHAJILHBIX JaHHBIX, COCTAB IMepCOHAMbHBIX JAHHBIX, TOA/IeXaIINX 00paboTKe,
nelicTBuYs (omepaiivu), CoBepillaeMble C IepCOHaMTbHBIMU JJaHHBIMHU.

Texunueckue cpeacTrsa HHPOPMANUOHHON CHCTEMBI MEPCOHAJBHBIX TaHHbBIX
- CpeiCTBa BbIYMCIUTETbHONW TeXHUWKH, WH(OPMallMOHHO-BLIUUC/IUTE/IbHbIE
KOMIIJIEKChl M CeTH, CPe/ICTBa M CHUCTeMbI Tiepefaud, rnpruemMa u obpabotku I1Jx
(cpeacTBa M CUCTEMBI 3BYKO3allMCU, 3BYKOYCHUJIEHHS, 3BYKOBOCIIPOW3Be/EeHUS,
TeperoBopHble U Te/IeBU3MOHHBbIE  YCTPOWMCTBA, Cpe/ACTBAa HW3rOTOBJIEHUS,
TUPDKMPOBAHUS [JOKYMEHTOB U Jpyrue TeXHHUYecKue CpejcTBa 00paboTKu
peueBoM, Tpaduueckor, BuZeo- U OykBeHHOLM(POBOW  HWHPOPMALIN),
IIporpaMMHbIe Cpe/icTBa (OTeparjiOHHbIE CUCTEMBI, CUCTEMBI YITpaB/IeHUsT Oa3amMu
JaHHBIX Y T.L), CpeJCTBa 3allUThl HH(OpMAlMK, TIpUMEHsieMble B
MH(MOPMAaI[MOHHBIX CUCTEMaX.

IlepexBar (uHpopmamuu) - HelpaBOMepHOe TMOJiyueHWe UH(POpMaLUU C
WCTI0/Tb30BaHEM TeXHUYeCKOTO CpeJCTBa, OCYIIeCTB/ISIONIEr0 OOHapy»KeHue,
rpyeM ¥ 06paboTKy MHGOPMAaTUBHBIX CUTHAJIOB.

IlepconanbHble qanuble - MH00ast UH(OPMaI[Ks, OTHOCSIIASICS K TPSIMO WU



KOCBEHHO OrIpe/ieJieHHOMY WJ/M ofpefiesisieMoMy (puanueckoMmy JuLy (CyObekTy
MepPCOHAJIbHBIX [JaHHBIX);

IloOouHbIe  3/IeKTPOMarHUTHbIe  H3JIyUYeHHMA W  HABOAKH -
3/IEKTPOMAarHUTHbIe W3/yYeHUsi TeXHUUeCKHUX CpeJCTB 00pabOTKM 3alljuiijaemMoit
uHpOpMallMK, BO3HHUKAlOIlMe KakK T1000YHOe siBleHWe W BbI3BaHHBIE
3JIEKTPUUECKUMU CUTHa/laMU, [eMCTBYIOLMMU B UX 37IEKTPUUECKUX U MarHUTHBIX
L[eMsIX, a TAKXKe 3/IeKTPOMarHUTHbIE HABOJKU 3TUX CUTHAJIOB Ha TOKOIIPOBOJSIME
JIUHUU, KOHCTPYKLIVU U 1LIeTIA MTUTaHUSI.

IMoauTHKA «YHUCTOrO CTOJIA» - KOMILIEKC OpPraHu3alOHHBIX MepPOIPUSTUH,
KOHTPOJIMPYIOI[UX OTCYTCTBUE 3alMChbIBaHUS Ha OyMaKHble HOCHUTENN KIItoueld u
aTpubyTOB foCTYyTIa (TapoJieii) U XpaHeHHUsT UX BO/IM3U 00BEKTOB AOCTYTIA.

ITonb30BaTe/b UH(POPMALMOHHOM CHCTeMbl MePCOHA/IbHBIX [JAHHBIX -
JML0, YYyacTByIOlLjee B (PYHKIMOHUPOBaHWA WH(POPMALMOHHOW CUCTEMBI
MepPCOHAJIbHBIX JaHHBIX UM UCTOJIb3YIOLee pe3ybTaThl ee (QyHKIMOHMPOBAHUS.

IIpaBuia pa3rpaHuyeHust aoCTyna - COBOKYITHOCTh TIpaBuJI,
perj7aMeHTHPYIOLMX paBa A0CTyIa Cy0OBeKTOB A0CTyIa K 00beKTaM A0CTYTIa.

IIporpaMmmHas 3aKjiaaka - KO, TIpOrpamMMbl, NpeJJHaMepeHHO BHeCEeHHbIN B
MIPOTPaMMY C Lie/Ib0 OCYILIeCTBUTh YTeUKY, U3MEeHUTh, OJIOKMPOBATh, YHUUTOXUTD
MH(POPMALIMI0 WM YHUYTOXKUTD U MOAUGDUIIMPOBaTH NPOrpaMMHOe oOecrieueHue
MHGOPMAI[MOHHON CHCTeMbl MepCOHAMbHBIX AaHHBIX U (WiK) 6/IOKMpOBATh ariia-
paTHbIe Cpe/iCTBa.

IIporpammHoe  (©porpaMMHO-MaTeMaTHuyecKoe)  BoO3jelicTBUe -
HECaHKLIMOHWPOBAaHHOE  BO3[IeMCTBHME HA  PeCypCbl  aBTOMAaTHM3UPOBaHHOM
MH(OPMAaLMOHHOW CHCTeMbI, OCYILeCTB/IeMOe C MCIO0JIb30BaHUEM BPEJOHOCHBIX
Mporpamm.

PackpbiTHe NePCOHAIBHBIX JAAaHHBIX - YMBILIJIEHHOE WM ClydyalHOe
HapylleHre KOH(GUeHIIMaTbHOCTU TTePCOHaIbHBIX JaHHbIX.

PacnpocTpaHeHne NMepCOHANLHBIX AaHHBIX - /1eHCTBUS, HalpaB/eHHble Ha
PacKpbITHe MepCOHAJ/IbHBIX JJaHHBIX HEeOoIpe/le/IeHHOMY KPYTY JIUL].

Pecypc undopManmoHHO# cHMCTeMbl - UMEHOBAHHBIM 3/1IeMEHT CUCTEMHOTO,
TIPUKJ/IaZIHOTO W anrapaTHoro obecrieueHus (GYHKLMOHUPOBAaHUS
MH(OPMaLMOHHOW CUCTEMBI.

CHellI/IaJIbHI)le KaTeropum nmepCoHaAJIbLHLIX JaHHBIX - HepCOHa]IBHBIe AddHHBIE,
Kacaroluecsi pacoBOM, HaLMOHAJIbHOW  IIPUHAAJIEKHOCTH,  ITOJIATAYECKUX
B3IJISI/]OB, PeUTHO3HbIX WU (unocodckux ybexxaeHui, COCTOSIHUSL 30POBbs U
WHTUMHOU YKU3HU CyObeKTa MepcoHa/IbHBIX JJaHHBIX.

Cpeacrsa BbIYHMCIMTEIBHON TEXHUKH - COBOKYITHOCTb IPOrPAaMMHBIX U TeX-
HHUYECKHX 3JIEMEHTOB CHCTeM 00pabOTKM JJaHHBIX, CITOCOOHBIX (PYHKIIMOHHUPOBAThH
CaMOCTOSITE/ILHO WX B COCTaBe JPYTUX CHACTEM.

CyobekT noctymna (cy0bekT) - JIMLIO WM TPOLECC, JeWCTBUS KOTOPOTO
perjiaMeHTHMPYIOTCSl PaBU/IaMU pa3rpaHUdeHust J0CTyTa.



TexHnyeckMH KaHaJ YTeYKHM MH(pOpManMu - COBOKYITHOCTH HOCUTE/S UH-
dopmarum (cpeacTBa 00paboTKH), hHU3MUeCKOW Cpeibl paclpoCTpaHeHHsT UH(OP-
MaTUBHOTO CUTHajia W  CPeACTB, KOTOPbIMH [J0ObIBaeTcs  3aluiljaeMast
uHpopMarusi.

TpchrpaanHaﬂ nepeaava NEPCOHAJIBHBIX JAHHBIX - Hepe,qatla
MepPCOHA/IbHBIX ~ JIaHHbIX OrepaTopoM uyepe3 ['ocyZapCTBeHHYIO TIpaHULY
Poccutickori  ®efepaiuu  opraHy  BJacTM  MHOCTPAHHOTO  TOCY/lapCTBa,
br3rUeCcKOMY WU IOPUAUUECKOMY JIMLY MHOCTPAaHHOTO rOCy1apCTBa.

Yrpo3sl 6e30MacHOCTH MEPCOHANBHBIX JaHHBIX - COBOKYITHOCTb YCJIOBUM U
(GakToOpoB, CO3/aKOL[MX OMacHOCTb HeCAaHKLUHMOHUPOBAaHHOTO, B TOM YHC/IE
CJIy4aliHOT0, JOCTYIa K MepPCOHA/TbHBIM [JaHHbIM, pe3y/bTaTOM KOTOPOTO MOXKET
CTaTb YHUUTOXKeHUe, M3MeHeHre, 6/I0KMpOBaHWe, KOTIMPOBaHWe, paclipOCTpaHeH e
TepPCOHA/IbHBIX JIaHHBIX, a TaK)Ke UHBbIX HEeCAHKIMOHWPOBAHHBIX JIeCTBUM TIPU UX
obpaboTke B MH(POPMAI[MOHHOM CUCTEME TIepCOHA/TbHBIX IaHHbBIX.

YHUYTOKEHHE MEePCOHATBHBIX JTaHHBIX - JIeUCTBUS, B pe3y/bTaTe KOTOPBIX
CTAHOBUTCSl HEBO3MOKHBIM BOCCTAHOBUTBH COJieP’KaHWEe MepCOHATbHBIX JaHHBIX B
MH(OpPMAIIMOHHOM CHCTeMe T[epCOHa/NbHbIX JaHHbIX W (WIM) B pe3y/bTaTe
KOTOPBIX YHUUTOKaIOTCSl MaTepya/ibHble HOCUTEe/U TIepCOHAaTbHBIX JaHHbIX.

YTeuka (3amminaemor) vHGpoOpManUM MO TeXHUYECKHMM KaHajlaM -
HEKOHTPOJIMDYeMOe paclpoCTpaHeHWe WH(OpMalMyi OT HOCUTeJIs 3aluiliaeMou
vHpopMaluu  yepe3  (QU3UUECKYyl0 Cpelly [0 TeXHHUUYeCKOro CpeziCTBa,
OCYILIeCTBJISIFOLET0 rlepexBaT UH(OpMaLUH.

VszBumocTh - 1abOCTh B CPeACTBAX 3allUThl, KOTOPYID MOXKHO
MCII0JTb30BaTh /1J1s1 HAapYIlIeH!sl CUCTeMbI WX COZleprKallieiicsi B Hell MH(OpMaLvy.

IlesocTHOCTL MHpOPMAaUKU - CITOCOOHOCTL CPeICTBA BLIUMC/TUTETBHOU TeX-
HUKA WIA aBTOMAaTH3UPOBAaHHOW CHCTeMbl o00ecrieuMBaTh HEU3MEHHOCTh
vHbOpMaI[MM B YCIOBUSIX C/y4allHOTO W/WIM TIpeIHAMEPEeHHOT0 WCKa)KeHUs!
(pa3py1iueHus).



OBbO3HAYEHHUA U COKPALLIEHUA

ABC - aHTUBMpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3UpOBaHHOE pabouee MeCTO

BTCC - BcrioMorare/ibHble TeXHUYeCKre CpefCTBa U CUCTEMBI
WCIT[IH - uHdopMalMioHHasi CUCTeMa MepCOHa/IbHbBIX JaHHBIX
K3 - KoHTpOo/mMpyemasi 30Ha

JIBC - yioKasibHas BbIYMC/IATE/IbHAs CeTh

MD - Me)xceTeBOM 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIM AOCTYII

OC - onepalMOHHas cucTemMa

II/JH - mepcoHa/ibHbIe JaHHbIe

[TMB - nmporpamMmmMHO-MaTeMaTUUeCKOe BO3/IeliCTBHUE

1O - nporpamMMHoOe obecrieueHue

[TOMMUH - rmobouHble 3/1eKTpOMarHUTHBIE U3/TyUeHUs] K HaBOJKU
CA3 - cuctema aHanusa 3allULLIEHHOCTU

C3MU - cpeacTBa 3auuThl HTH(OOPMAaLUU

C3I1/JH - cuctema (moiccTeMa) 3allUThl TIePCOHAMBHBIX TaHHBIX
COB - cuctema 06HapyKeHHsT BTOP>KEHHUH

TKYU - TexHuueckue KaHa/bl yTeukd WH(POpMaLuu

YBII[IH - yrpo3bl 6e301MaCHOCTH TT€PCOHAMBHBIX JJAHHBIX



BBEJAEHHUE

Hactosiijasi TTonutrka wHMGOpPMAI[MOHHOM Oe30macHOCTH Tipu paboTe c
NepcoHaMbHBIMU JlaHHBIMM B Bepx-MceTckoll palloHHOW TeppUTOpHa/bHOM
n30bupaTenbHOM KOMHCCHH roposia ExatepuHOypra (ganee - ITonmutyka) siBjsieTCs
ouLMaIbHBIM JOKYMEHTOM.

[Momutvka  pa3pabotaHa B~ COOTBETCTBUM € TpeOOBaHUSIMH,
yCTaHOB/IEHHbIMMU:

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 149-®3 «O6 wuHbopMaLyu,
MH(OPMAaLMOHHBIX TEXHOJIOTUSIX U O 3aluTe MH(GOPMaLUn»;

®epepanbHbiM  3aKOHOM 0T 27.07.2006 Ne 152-®3 «O mnepcoHa/ibHbIX
JAaHHBIX>

rioctaHoB/sieHveM [IpaBurenbcTBa Poccuiickort @egepariyy ot 01.11.2012 Ne
1119 «O6 yTBepkaeHur TpeOOBaHWI K 3alllUTe TEePCOHA/IbHBIX JJAHHBIX TPH HX
00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX»;

noctaHoBsieHvem [lpaButenbcTBa Poccurickont ®@epeparuu ot 15.09.2008
Ne 687 «O6 yTBepKAeHHWH TIOJOXKeHUss 00 o0cobOeHHOCTsX 06paboTKu
MepCOHaNbHBIX  JJaHHBIX, OCYIIeCTBAsieMOM 6e3 MCMONb30BaHUS  CPeJCTB
aBTOMaTHU3aLN»;

rioctaHoBsieHrem [lpaButenbctBa Poccurickon ®epepanum ot 21.03.2012
Ne 211 «O6 yTBepKIeHWU TiepeuHsi Mep, HarpaBJeHHBIX Ha obecrieueHue
BBITTOJIHEHUsT 00s3aHHOCTeH, TpefycMOTpeHHbIX PesepasbHbIM 3aKOHOM  «O
MePCOHAJIbHBIX [JaHHbIX» W TIPUHSITBIMU B COOTBETCTBHMM C HMM HOPMaTUBHBIMU
MPaBOBbIMM aKTaMM, OlepaTopaMu, SIB/SIOLU[UMUCA TOCY/apCTBEHHbIMU WJTU
MYHUIUTIaTbHBIMU OpPTraHaMU»;

niprka3oM ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yTtBepkaeHnu CoctaBa
M CO/lep)KaHWsl OpPraHM3AlMOHHBIX U TEeXHUUeCKUX Mep 10 o0ecrieyeHuto
0e30MacHOCTH TIePCOHABHBIX JAHHBIX TPH UX 00paboTKe B MHGMOPMAIIMOHHBIX
cucTeMax repCoHa/bHbIX IaHHbIX»,

niprikazomM ®@CBb Poccuu ot 10.07.2014 Ne 378 «O6 yTBEp>KJeHUHM COCTaBa U
COZlep>KaHHsI ~ OpPraHM3alMOHHBIX W TEeXHUUeCKUX Mep TI0 o00ecreyeHuro
6e30MacHOCTU TepCOHaNbHBIX JAHHBIX MPU UX 00paboTke B MH(OPMAL[MOHHBIX
cucTeMax MepCOHAJ/IbHBIX JAHHBIX C MCI0JIb30BaHNEeM CpeJiCTB
KpunTorpadguueckoi 3amuTbl WHGOPMAaIUM, He0OXOAWMBIX [Jis BbBITIOJHEHUS
ycTaHOB/IeHHBIX [IpaBuTebcTBOM Poccuiickoii @ezepariui TpeboBaHUH K 3aIlUTe
TePCOHA/IbHBIX JJAaHHBIX /711 KXKA0T0 U3 YPOBHEH 3all[UIIIeHHOCTU;

MeToauuecKUMU  peKOMeHJalusMid TI0  pa3paboTKe  HOPMaTHBHBIX
MPaBOBBIX AKTOB, OMPee/ISIOINX YIPo3bl 6e30MacHOCTH MePCOHATBHBIX JaHHBIX,
aKTya/lbHble TIpU 00pabOTKe TMepCcoHaNbHBIX MJaHHBIX B WHMOPMALMOHHBIX
cucTeMax [epCOHaNbHbIX [laHHBIX, SKCIUIyaTUPYEMbIX TP OCYILeCTBIEHUH
COOTBETCTBYIOLLIMX BHUJIOB [€SITeIbHOCTH, YTBEPXKAEHHbIMA DPYKOBOJCTBOM 8



Lentpa ®Cb Poccum 31.03.2015 Ne 149/7/2/6-432.

B TlonuTtuke ormpeseneHbl TpeboBaHusi K TmiepcoHany WCIIIH, cTemneHb
OTBETCTBEHHOCTU  T[lepCoOHasaa, CTPYKTypa U HeoOXOAUMBbIM  YpPOBEHb
3alUIeHHOCTH, CTaTyC U  [JO/DKHOCTHble  OOSI3aHHOCTH  COTPYZHUKOB,
OTBETCTBEHHBIX 3a o0ecrieueHre 6€30MaCHOCTH MePCOHATBHBIX AaHHBIX B MICITJH
Bepx-MceTckoit palloHHOUM TeppUTOpUa/IbHON K30HpaTelbHOM KOMMCCHHM TOpoja
Exarepun6ypra (ganee — Komuccus).

1. O0wMe mo/TI0KeHHus

Llenvto Hacrosimei [lonmutuku sBiseTcsi obecriedeHre 0©e30MaCHOCTU
00BeKTOB 3amuThl KoMHCCHMM OT BCeX BHOB Yrpo3, BHEITHUX W BHYTPEHHUX,
YMBIIIVIEHHBIX M HeTpeJHaMepeHHbIX, MUHAMH3ALUs yijepba OT BO3MOKHOMU
peanu3aiuu yrpo3 6e3onacHocty [1Ju (YBITOH).

be30macHOCTb MepCOHANBHBIX JAaHHBIX AOCTUTaeTCsl IMyTeM WCK/IHOUEeHUs!
HeCaHKLIMOHWPOBAHHOTO, B TOM YMCJIe CJIy4alHOrO, AOCTyNa K IepCOHAJbHbIM
JaHHbIM, pe3yJbTaTOM KOTOPOTO MOXET CTaTb YHUUTOXEHUe, W3MeHeHHe,
6/10KMpOBaHKe, KOITMPOBaHHe, PACIIPOCTPaHeHHe TIePCOHA/IbHBIX JJaHHBIX, a TaKkKe
VHBIX HECAHKI[MOHUPOBAHHBIX JAeUCTBUM.

WudopMaiusi U CBsizaHHbIe C Hell pecypchbl JO/DKHBI ObITh JOCTYITHBI IS
aBTOPU30BAHHBIX TT0JIb30BaTesed. [J0/DKHO OCYIIeCTBASATBCS CBOEBPEMEHHOE
oOHapy>keHMe U pearupoBaHue Ha Y BIT/IH.

HOomKHO  OCyIecTBASATbCS  MpeAOTBpAllleHue  TpeAHaMepeHHbIX WU
CJTyYalHbIX, YACTUYHBIX W/ TOJHBIX HECAHKLIMOHMPOBAHHBIX MOAU(UKaALIUN WU
YHUUTOXXEHUS [JaHHbIX.

CoctaB 00BEKTOB 3al[uThl TipeficTaBiieH B «[lepeuHe TmepCcOHATBHBIX
JNaHHBIX, OOpabatbiBaeMbIx B Bepx-MceTckolt paliOHHOW TeppPUTOPHUATLHOM
n30uparenbHOM KOMMCCHUA Topofia EkaTepuHOypra B CBA3u C peanv3ailueit
CITy>KeOHBIX (TpPY/10BBIX) OTHOLLIEHWH, a  TakKxe OCYILIeCTB/IEeHUEM
roCyJJapCTBEHHBIX (DYHKI[HW».

Cocras MUCII[IH mnopnexamux 3amure, InpejcraBneH B «llepeyne
MH(OPMAaILIMOHHBIX CHUCTEM TepCOHa/bHBIX JaHHbIX B Bepx-VceTckoil paliloHHOU
TeppUTOpHaTbHOM M30MpaTebHOM KoMUCCcUY ropojia EkaTeprHOypra».

2. O61aCTh JeMCTBHUSA

TpeboBanust  HacTosiiiiedt  [IOJIMTMKK ~ pacrpOCTPaHSIIOTCS  Ha  BCex
coTpyAHUKOB Komwuccun (IITaTHBIX, BPEMEHHBIX, Pa0OTAMOIIMX M0 KOHTPAKTy U
T.I1.), @ TAK)Ke BCeX MPOYMX JivL] (MOAPSIAYUKU, ayAUTOPHI U T.I1.).

3. Cucrema 3alMThI [IEPCOHA/IBHBIX AAHHbBIX

Ob6ecrieueHre 06e30MaCHOCTU TEPCOHANBbHBIX JAaHHBIX [IOCTUTAETCs, B
YaCTHOCTH:



orpefesnieHueM yrpo3 0e30MacHOCTA TepCOHANMbHBIX [JAHHBIX TPU WX
00paboTKe B UH(POPMAILIMOHHBIX CUCTEMax MepCOHATbHBIX aHHBIX;

TIpUMeHeHHeM OpraHW3allMOHHBIX M TeXHUUYeCKHWX Mep 1Mo obecrieueHUrO
6e3011acCHOCTA TIepCOHA/IBHBIX JJaHHBIX TMPU WX 00paboTke B WHGMOPMAIMOHHBIX
CHCTeMax TepCOHAMbHBIX JAaHHBIX, HEOOXOAUMBIX /IJIsl BBITIO/THEHHUST TpeOOBaHU K
3all[uTe TepPCOHA/bHBIX  JaHHBIX, HCIOJHEeHWe KOTOphIX  obecrieuriBaeT
yCTaHOBJIEHHbIE [IpaBUTE/ILCTBOM Poccuiickoi deepaluu YPOBHU
3alUI[eHHOCTH TIepCOHA/IbHBIX JaHHBIX;

TpYMMeHeHreM MPOLLIeIINX B YCTAHOB/IEHHOM TOPSiKe TIPOLeAyPY OLIeHKU
COOTBETCTBUSI CPE/ICTB 3alllUThl MH(GOPMaIUY;

OLIeHKOM  3(GGheKTUBHOCTU TPUHHMAaeMbIX Mep TII0  o0ecreueHHo
Ge30rMacHOCTM  TIepPCOHAMBbHBIX  JaHHBIX [0 BBOJA@ B  JKCIUTyaTalUio
MH(OPMAaIIMOHHOW CUCTEMBbI TTePCOHATbHBIX /JaHHBIX;

y4eTOM MalllMHHBIX HOCUTeJIeU MepCOHA/IbHBIX JaHHBIX;

obHapy>xeHHeM (DaKTOB HeCAHKI[MOHUPOBAHHOTO /IOCTYTIA K MepCOHA/IbHBIM
JaHHBIM W TIPUHATHEM Mep, B TOM 4ucjie Mep T1o0 O0OHapyKeHHuIo,
NpeAynpeXXIeHUI0 W JIMKBUJALMKU TOC/IeICTBUM KOMIIBIOTEDHBIX arak Ha
MH(OpPMAaILIMOHHbIE CUCTEeMbl MEPCOHA/BHBIX [aHHbIX W [0 pearupoBaHUI0 Ha
KOMIIbIOTEPHbIE UHIUAEHTHI B HUX;

BOCCTAHOB/IEHMEM TI€PCOHA/bHBIX JaHHbIX, MOAU(PULMPOBAHHBIX WU
YHUUYTOXXEHHBIX BC/IeICTBHE HECAHKLIMOHUPOBAHHOTO AOCTYMA K HUAM;

yCTaHOBJIEHWEeM  TMpaBWI  [JOCTyla K  TIepCOHa/IbHbIM  JIaHHBIM,
obpabaTbeiBaeMbIM B MHPOPMAIJMOHHOM CHCTEMe IMepCOHATBHBIX JaHHBIX, a TaKKe
obecrieueHreM perucTpaliid MW ydeTa BCeX [JeWCTBUM, COBepIlaeMbIX C
MepPCOHA/IbHBIMU JAaHHBIMUA B MH(POPMALIMOHHOW CUCTEMe MepCOHaIbHbIX JaHHbBIX;

KOHTPOJIeM 3a TIPUHMMAaeMbIMM MepaMu 110 obecrieueHHI0 06e30TacHOCTH
MepCOHAbHBIX [JAHHBIX W YPOBHSI 3allUILIEHHOCTH WH(OPMAL[MOHHBIX CUCTEM
TepCOHAJ/IbHBIX JaHHBIX.

Cucrema 3amuThl TMepcoHanbHbIXx AaHHbIX (C3I1[JH), cTpouTCcs Ha
OCHOBaHUU:

AKTa BHYTpeHHETO KOHTPOJII COOTBETCTBHSI 00pabOTKM TepCOHa/bHBIX
JJaHHBIX.

[lepeuHsi TepCOHA/MBHBIX [JaHHBIX, 0OpabaThiBaeMbix B Bepx-KceTckoit
palioHHOW TeppUTOpHaIbHON M30upaTebHON KoMUCCcHH Topofia EkatepuHOypra B
CBSI3M C peanu3aledl Coy)keOHbIX (TPY/IOBbIX) OTHOIIEHWM, a Takxke
OCYLLIeCTB/IEHMEM T'OCY/1apCTBEHHBIX (QYHKLIWN;

AKTOB K/1accuduKalii MHPOPMAaI[MOHHBIX CUCTEM TTepCOHAbHBIX /JaHHBIX;

Mogenu yrpo3 6e30macHOCTY TIepCOHABbHBIX IaHHBIX;

MaTpulibl AOCTyna MOJb30BaTe/ield K 3aluiljaeMbiM HH(OPMal[OHHBIM
pecypcam UCIIH;

PykoBogsaimx gfokymeHToB ®CTOK Poccun u ®Ch Poccum.



Ha ocHOBaHUM 3TUX [JOKYMEHTOB OIpejefisieTcss HeoOXOAWMBbIN YpPOBeHb
sammiieHHocty [1/JH kaxkzaod WMCII[H Komuccuu. Ha ocHoBaHMM aHaiu3a
aKTya/lbHBIX yrpo3 6e3omacHocty [1/IH ormucaHHoro B Mojenu yrpos, AenaeTcs
3aK/If0OUeHre O HeoOXOJUMOCTH WCIIO/b30BaHUS TEXHUUECKUX CPeJCTB U
OpraHM3aIlMOHHBIX MepOIpusaTHi s obecrieuenuss 6e3omacHoct  T1/IH.
BribpaHHble HeOOXOAMMbIe MepOIIPUSITUSI OTpakaroTcsi B «CocTaBe Mep 3all[UThl
MH(OPMAaIMOHHBIX CUCTEM MEePCOHATbHBIX JAaHHBIX.

Inst UCIIOH nomkeH OBITH COCTaB/IeH CITUCOK UCITO/b3yeMbIX TeXHUUeCKUX
cpeActB 3ammThl (#amee - CHMCOK), a Tak »kKe IMPOrpaMMHOr0 oOecrieueHus,
yuacTByroiriero B oopabotke I1/1H, Ha Bcex 3nementax MCII[IH:

APM rnons30BaTesnel;

CepBepa NpUIOKeHUH;

CYB/;

I'panunier JIBGC;

KaHanoB mniepejjaun B ceTH 0011]ero MoJib30BaHus U (UI1) MEXIyHapOJHOTO
oOMeHa, ec/iu 0 HUM TepeaatoTcs T1/JH.

B 3aBucumocTu oT ypoBHs 3amjuineHHOCTH VCII/IH ¥ akTya/ibHbIX Yrpo3,
C3II/IH MOsKeT BK/ItOUaTh C/IelyIolle TeXHUUeCKre Cpe/jCTBa:

AHTUBUPYCHBIE CPeZICTBA /IJIsi pab0UMX CTAHIIUI TI0/Ib30BaTe el ¥ CepBepOB;

CpeACTBa MeXXCeTeBOr0 SKPAHUPOBAHUS;

CpeficTBa KpuINTorpauueckol 3amiytbl MWHGOPMALMM TIpU  Tepejaye
3aluiliaeMour MH(OpPMaLUM MO KaHajlaM CBSI3U.

Tak >Xe B CIHCOK [IO/DKHBI OBITh BK/IFOUEHbl (YHKIMM 3all[UTH,
obecrieuriBaeMble IIITAaTHBIMH CpecTBaMU 00pabotku II/IH omepaljiOHHLIMU
cucteMmamu (OC), mnpuknagabiM  [IO0 u  crienuaabHBIMM — KOMIJIEKCAMHU,
pean3yrIIUMU CpeJcTBa 3aliuThl. CrMCOK (DYHKILIMM 3alUThl MOXKET BK/TFOUATh:

yrpaBJieHHe U pasrpaHUueHre JOCTYyIIa M0JIb30BaTeslew;

PErucTpaLyio U yuYeT AeHNCTBUM C uH(popMaLyeu;

obecrieueHye 1[eJIOCTHOCTH JIaHHBIX;

oOHapy>keHHe BTOP>KeHUH.

CnycokK WUCIo/Ib3yeMbIX TeXHUUeCKUX CpeACcTB oTpaxkaercsi B «[liane
MEPOIIPUSATHI 110 00eCITeueHHI0 3allUThl ITePCOHABHBIX JaHHBIX». CIHCOK
WCI0JIb3yeMbIX CPe/CTB [IO/DKEH TOAAePKMUBATbCH B aKTya/IbHOM COCTOSTHUU. [1pu
V3MEHEeHWU COCTaBa TEeXHUYeCKUX CpeACTB 3auTbl win 31eMeHTOB MCIIIH
COOTBETCTBYIOII[e€ W3MeHEeHHsI JOJDKHbI ObITh BHeceHbI B CITUCOK U yTBEp)K/eHbI
npefcefarenem V30uparenbHoii Komuccuy CBepAjioBCKOM 00/1aCTU WK JIULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3aiuThl [1/1H.

4. TpeooBanus k nogcucremam C3I1/{xH

C3I1u BKItOUaeT B cebs ceayroliye rmoACUCTeMbI:
yIipaBJjieHus JOCTYIIOM, PeTUCTPaLMU U yueTa;



obecrieueHust 1[eJIOCTHOCTHU U JJOCTYITHOCTH;

aHTHUBUPYCHOM 3allUThI;

Me)KCeTeBOro 3KpaHHUPOBaHUS;

aHaJv3a 3allYIeHHOCTH;

oOHapy>kKeHHs] BTOP>KEeHHH;

KpunTorpaduueckou 3allUThl.

[Togcucrembl C3I1/IH UMerOT pa3nuYHbIA (PYHKIIMOHA/N B 3aBUCMMOCTU OT
kinacca VICIIIH, ompezeneHHOro B «AKTe KiaccUdUKalu HHGOPMAaLMOHHOM
CUCTEMbI TIePCOHABHBIX [JaHHbIX». CIMCOK COOTBETCTBUSI (PYHKI[UI TOACUCTEM
C3IIdH knaccy 3alyileHHOCTHA TMpeACTaB/JeH B TeXHWUYEeCKOM 3a/laHud 10
CO3/IJaHMI0  CUCTeMbl 3al[dTbl UWHMOPMAlMU HMHQPOPMAL[MOHHOM  CUCTeMbI
MepPCOHAJIbHBIX JJaHHBIX.

IToacucrema yrpaBaeHUsI OCTYIIOM, PETMCTPALIMM U yueTa

[TogcucTema yripaBjieHUs1 JOCTYIIOM, PerMCTpallid U y4yeTa IpeJHa3HaueHa
JJ1s1 peau3alyy CJeAyomuX QyHKLIAN:

nZeHTU(UKAIIMU U TIPOBEPKU TIOTMHHOCTH CYObeKTOB JOCTyTa MpU BXO/e
B UCII/IH;

WJIeHTU(PUKALIUM TEePMHHAJ/IOB, Y3JI0OB CEeTH, KaHa/lOB CBSI3W, BHEIIHUX
YCTPOUCTB TI0 JIOTUYECKUM UMEHaM;

WJleHTU(PUKAL[MKM TIporpaMM, TOMOB, KaTasjoroB, (aiisioB, 3arvcei, roJiei
3arMceu 110 UMeHaM;

pervcTpaiyy Bxoa (BbIXoZia) CyObeKTOB IOCTYIIAa B CUCTeMY (M3 CHCTEMBI),
nbo pervcrparuy 3arpy3kKyd W WHULMAIM3al[ii OlepalliOHHON CHCTeMbI M ee
OCTaHOBa.

perucTpalMy TMOMbITOK [OCTyMa TIPOrpaMMHBIX CpeJCTB (MpOrpamm,
TIPOLIeCCOoB, 3a/iau, 3a/laHui) K 3alluiliaeMbIM (daitliam;

perucTpanuy TIOMbITOK AOCTYIa MPOrPaMMHBIX CpPEeJCTB K TepMHHAJIaM,
KaHajlaM CBsI34M, MNporpaMMamM, TOMaM, KaTajoram, daiiaMm, 3amucsM, IOJsM
3anucen.

[ToacucTema yripaB/ieHUs JOCTYTIOM MOJKET OBbITh peasiM30BaHa C TIOMOIIIbIO
IITaTHBIX cpefAcTB 06paboTku II/IH (omepaliOHHBIX CHUCTeM, TIPUIOKEHUH WU
CYB[). Tak >ke MOXKeT ObITb BHEZIPEHO CIeI[a/IbHOe TeEXHUUECKOe CPe/ICTBO WJ/IH
MX KOMIIJIEKC, OCYIeCTB/ISIFOII[€e [OTO/HUTE/IbHbIe Mephl 10 ayTeHTU(PUKALUK U
KOHTpo/to. Hampumep, npuMeHeHWe e[WHBIX XPAaHWIWIL YYETHBbIX 3arnuceun
TI0/Tb30BaTesien u PErucTpaLOHHON ruHbopmalmuy, WCII0/Ib30BaHue
OMOMETPUUYECKUX U TEeXHUUECKHUX (C TTOMOIIbIO 3JIEKTPOHHBLIX ITPOITYCKOB) Mep
ayTeHTU(UKALIUU U IPYTUX.

[Togcucrema obecrieueHust NeJIOCTHOCTHU U JOCTVITHOCTHU

HO,Z[CI/ICTEMEI obecrieueHus LIeJIOCTHOCTH M OOCTYIMHOCTH IIpedHd3Ha4Y€Hd



anist  obecrieyeHWs] 1I€JIOCTHOCTU W AocTynHOcTU [1/IH, TIporpaMMHBIX U
armmapatHeix cpegcts MCIIa Komuccuu, a Tak Ke CpeACTB 3allyThl, T[IpU
Cy4yaliHOW WM HaMepeHHOW MoAU(UKal1H.

ITogcucrema peamu3yeTcs C  IIOMOLLIBIO — OpraHM3alid  pe3epBHOrO
KOTTMPOBaHUsI 00pabaThiBaeMbIX [JaHHBIX, @ TaK K€ Pe3ePBHUPOBAHUEM KJTFOUEBBIX
snemeHnToB UCII/IH.

[Togcucrema aHTHBHDVCHOﬁ 3dIIMUThI

[TogcucreMa aHTUBMPYCHOM 3alllUThI TIpeJHa3HaueHa /[yis obecrieueHuUs
aHTUBHPYCHOM 3a1iuThl cepeepoB 1 APM nonb3oBatener MCIIIH Komuccun.
CpencTBa aHTMBUDYCHOM 3alljUThl [peJjHA3HAUeHbl I  peanusalyd
c/ieyrolux (yHKLUM:
pe3uIeHTHbIM aHTUBUPYCHBIM MOHUTOPUHT;
AHTHMBUPYCHOE CKaHWpOBaHNe;
CKpUIIT-0/I0KUPOBaHMUe;
LIEHTPaJ/IM30BaHHOM/ yja/IeHHOMN YCTaHOBKW/IeUHCTAIIISALIUU
AHTMBUPYCHOTO  TIPOAYKTa, HACTPOWKH,  aJAMWUHHUCTPHUPOBAHUS,
MIPOCMOTpPa OTYETOB M CTaTUCTUUeCKOW uH(MoOpMmaimu 1o pabote
NPO/IYKTa;
aBTOMaTU3UPOBAHHOTO OOHOBJIEHHSI aHTUBHUPYCHBIX 0a3;
OrpaHWYEeHUs MPaB T0J/Ib30BaTesisd HaA OCTAaHOBKY UCIIOJIHSEMBIX 3aZiay
Y U3MeHeHUsI HaCTPOeK aHTHBUPYCHOTO TIPOTPaMMHOT0 0becrieueHus;
aBTOMAaTUYeCKOIo 3alyCcka HeroCpeACTBEHHO II0C/ie  3arpy3Ku
OneparjMoOHHON CUCTEMBI.
ITopcucrema peanusyeTcs IyTeM BHeJpeHUs ClleLiaJbHOr0 aHTUBUPYCHOTO
TIpOrpaMMHOT0 oOecrieueHust Ha Bce neMmeHThl MICIT/IH.

[TogcrcTemMa MeKCeTeBOr0 SKPaHHUPOBAHMUS

[ToxcrcTema MeXXCeTeBOro 5KpaHMPOBaHMS TpeiHa3HaueHa /1Jisl peanusalyy
C/1eyIOLUX (PyHKLWK:

(uUIbTpaLMM OTKPBLITOTO U 3allIM(PpOBAHHOrO (3aKpbITOro) IP- Tpaduka;

¢uKcaluM BO BHYTPEHHUX JKypHajax HWH(OpMalMd O TIPOX0/sileM
OTKDBITOM U 3aKpbITOM IP-Tpaduke;

HJeHTUhUKAIMKY 1 ayTeHTU(hUKAI[MM a]IMUHUCTPaTOpPa Me)KCeTeBOIo 3KpaHa
TIPU ero JIOKaJIbHbIX 3alpocax Ha JOCTYII;

perucTtpaluy Bxoja (BbIXOZa) aJMMHHUCTPATOpPa MEXXCETeBOr0 S5KpaHa B
cucreMy (M3 cuCTeMbl) JMOO 3arpy3kd UM WHULMANM3aLMU CUCTEMBbI U ee
MPOrpaMMHOr0 OCTaHOBA;

KOHTPOJISI LIeJIOCTHOCTH CBOEM MPOrpaMMHOM Y MH()OPMAaLMOHHOW 4acTy;

bunbTpaluM  MakeToB  C/AY)KeOHbIX  TPOTOKOJIOB,  CAYXKAILMX /st
[IVarHOCTUKY U yTipaBjieHusi paboTol CeTeBbIX YCTPOMCTB;



(UIbTpallM C yueTOM BXOJHOTO M BBIXOJHOTO CeTeBOro MHTepderica Kak
CpeACcTBa MPOBEPKU MOJJIMHHOCTU CETEBBIX a/IpeCoB;

pervcTpalyy ¥ yJyeTa 3arpaliiBaeMbix CePBUCOB MPUK/IaAHOTO YPOBHS;

6JIOKMpOBaHUS [IOCTyTIAa HeUZeHTU(PUIIMPOBAHHOTO 00beKTa UM CyOheKTa,
MO/IJIMHHOCTh KOTOPOTO TpH ayTeHTU(HUKAIIUM He TIOATBep/u/Iach, MeTO/laMH,
yCTOWUMBBIMH K TIepexXBary;

KOHTDOJISI 3a CeTeBOM aKTHBHOCTBIO TIPUIO)KEHUM U 0OHapy>KeHHsl CeTeBbIX
aTak.

[Togcucrema  peanu3yeTcsd — BHeJpeHMEM  IIPOrpaMMHO-anrapaTHBIX
KOMIUJIEKCOB MeKCeTeBOro 3KpaHupoBaHus Ha rpanulie JIBC, kaccom He HUxe 4.

ITogcrcTemMa aHa/IM3a 3alIUIIEHHOCTH

[TogcucTema aHa/mM3a 3allUINIEHHOCTH [O/DKHA O0ecreurBaTh BbIsIB/IEHHE
ySI3BUMOCTEM, CBSI3aHHBIX C oimrOkamu B KoHpurypammu 1O MCIIT[OH, KoTopbie
MOTYT OBITh UCIT0/Ib30BaHbI HAPYIIIUTE/IEM /IJIsl PeaTu3al[ii aTaku Ha CUCTEMY.

@OYHKIMOHAM TIO[ICUCTEMBI MOJKET OBbITh peann30BaH MPOTPAMMHBIMU U
IIpOrpaMMHO-arrapaTHbIMU CpeiCTBaMU.

[Topcucrema O6HaDV)KEHI/IH BTOD KEHUM

[MTogacucTema oOHapyKeHUS] BTOP)KEHUH [JOJ/DKHA 00ecIieurBaTh BBHISIBJIEHHE
ceTeBbIx arak Ha »3nemeHTbl VCII/IH, TOAK/IIOUEHHBIE K CeTsM 0OIIero
T10/Tb30BaHUS U (WJTH) MEKIYHAPOJHOTO0 0OMeHa.

@DYHKI[MOHAT TOACHUCTEMBI MOKET OBITh peaji30BaH MPOTPaMMHBIMUA U
TIPOrpaMMHO-arapaTHbIMU CpeCTBaMU.

[Toacucrema KDHHTOFDa(bHHECKOﬁ 3dlINThI

[Toacuctema  Kpuntorpaduyeckod  3aluThl  TpeAiHa3HaueHa IS
nckmouenus HCJI k 3amumiiaemort nHdopmaiiuy B MCITIH Komuccuu mipu ee
rmepesaue 10 KaHajlaM CBSI3M  ceTeld  0OIIero T1osb30BaHus ©W  (W/IK)
MeXXyHapoAHOro obMeHa.

[Toacuctema peanu3yeTcsi TIyTeM  BHeApeHUs  KpUITTOTrpaduuecKux
TIPOrpaMMHO-arapaTHbIX KOMIT/IEKCOB.

5. Ilosib3oBarenu UCIIIn

B WUCIIJx Komuccuyd MOXKHO  BBIJEIUTb  CJIeAYIOLUe  CPYMIIbI
T0/Ib30BaTesiel, yuacTBYHOIUX B 00paboTke u xpaHenuu [1/1H:
ApmunuctpaTopsl UCITIH;
AJMUHUCTpATOPhI 6€30MacHOCTH;
Onepatope! APM,;
ApmvunuctpaTtopsl cetd NCII/IH;
TexHUUeCKre CTeUa/lMCThl 110 O00CTy)XKMBaHUWIO TiepudepruitHOro



obopyaoBaHUsI.
[anHble 0 Trpymnmax [0/b30BaTessiX, ypOBHE WX JOCTynma W
MH(GOPMHPOBAHHOCTU  JIOJDKHBI ~ OBITb  OTpakeHbl B MaTpulle JoCTyTra
T0JIb30BaTesIel K 3alluiliaeMbiM UHPOPMAIOHHBIM pecypcaM.

A avunuctparop UCIIOH

Apmunuctpatop  UCIIAH,  cotpyaHuk  Komwuccun (Wi MHOe
YyIIOJITHOMOUEHHOe  JIMII0), OTBeTCTBEHHBbIM 3a HACTPOWKY, BHeJ[peHHe U
coripoBokzienre WCII[JH. O6ecrnieunBaer (yHKIIMOHUPOBAHUE TIO[CUCTEMbI
ynpasjeHus gocrtyrioM VCII[IH U yro/JiHOMOYeH OCYLeCTBJIATh IpefoCTaB/ieHre
M pasrpaHydyeHue [OCTyrna KOHeuHOro mnoJsib3oBatens (Omnepatopa APM) K
3/IeMeHTaM, XPaHSALMM [epCOHAaJIbHbIE [JaHHbIE.

Apvunrctpatop WCII[IH o06majaeT c/ieAylOIMM YPOBHEM JOCTyIla M
3HaHUMU:

obnasaer TmonHOW wH(OpPMaMed O CHUCTEMHOM W TIPHUK/I[HOM
rporpammHoM obecrieuernu MICIT/IH;

obsamaer mosiHOM  WHGMOpMaIMell 0 TeXHWYEeCKHX CpeACTBax U
kKoHurypauuu UCI1/IH;

MMeeT JIOCTYT KO BCeM TeXHUYeCKUM cpeficTBaM 06paboTku nHpopmaiiuu u
panubiM UCITIH;

obnafiaeT rpaBaMu KOH(UTYpHUPOBaHHS U aAMUHUCTPATUBHON HACTPOWMKU
TexHuueckux cpencts MCIIIH.

AnMuHUCTPATOP 0e301macHOCTH

ApvuHucTtpatop 6e3omacHOCTH, COTPYAHUMK Komuccun (Wi HWHOe
yIOJITHOMOUEHHOe JIMII0), OTBeTCTBeHHbIM 3a (¢yHKUMoHUupoBaHue C3I1/IH,
BK/IIOUasi OOC/Iy)KMBaHHe W HAaCTPOMKY aJMUHHCTPAaTHUBHOM, CEPBEPHOM U
KJINeHTCKOW KOMITOHEHT.

ApmvuHucTpaTop 6e3omacHOCTH 00JaZiaeT C/ieAyIONMM YPOBHEM ZIOCTYTIA U
3HAHUMU:

obnazmaet npaBamu AamuaucTpaTopa MCIT/IH;

obnazaet noaHoM uHGopMaiiueit 06 MCITH;

vMeeT JOCTyll K  CpeACTBaM  3al[uTbl  MH(OpMaluM |
TPOTOKO/IMPOBAHUA U K YaCTU K/t0ueBbIX 3yieMeHTOB VICIT/IH;

He MMeeT TIpaB J0CTyMa K KOH(UIYPUPOBaHUIO TEXHUUECKUX CPeJICTB
CeTH 3a UCKJIFOUeHHEeM KOHTPOJIbHBIX (MHCIIEKLIMOHHBIX ).

AamuHUCTpaTOp 6€30MacHOCTH YTIOJIHOMOYEH:

peasn30BbIBaTh TOJIMTUKU Oe3omacHocTd B uacth Hactpoviku CK3U,
MeXXCeTeBbIX SKPaHOB M CHCTeM OOHapy’>KeHHsl aTak, B COOTBETCTBUM C KOTOPbIMU
nosib3oBaresb (Onepatop APM) mosydaeT BO3MOXKHOCTb paboTaTh C 37ieMeHTaMU



NCITOs;
OCYLLECTBJ/ISITh ayIUT CPE/CTB 3all[UThI;

Onepatop APM

Onepatrop APM - cotpysHuk Komuccuu (Wid WHOE YMNOJHOMOYEHHOe
NWII0), OCylecTBsSOMMA  06pabotky II/JH. OOpabotka II[IH BK/IHOYaeT:
BO3MOXXHOCTh mpocMoTpa [I/IH, pyuHou BBoa IIJnH B cucremy WCII/H,
dbopMrpoBaHHe CMIpPaBOK W OTYETOB I0 HH(oOpMairuu, moaydeHHou u3 WCIIII.
OmepaTop He WMeeT TOJHOMOYMI /i YIIpaB/ieHUsl MOAcCHUCTeMaMu 00paboTKu
AaHHbIxX U C3I1/H.

Omneparop VCII[JH obnafjaeT ciieAyroiM YPOBHEM JOCTYTIA U 3HAHUM:

obsazaeT BceMH HeOOXOAWMMBIMHM aTpuOyTaMu (HampuMmep, IapoyieMm),
o0ecreunBarIIMMU AOCTYIT K HEKOTOPOMY TTOAMHOXXecTBY [1/1H;

pacno/iaraeT KOHGUeHI[MaIbHBIMU JJaHHbIMH, K KOTOPbIM UMeeT J0CTYTI.

A gmvmunuctparop cetu UCIIOH

Apmunuctpatop cetu WCII[H, cotpyaHuk Komuccum (Wid  uvHOe
YIIOJITHOMOUYEHHOe ML), OTBETCTBEHHBIN 3a (GyHKLIMOHMPOBaHUE
Te/leKOMMYHUKaMoHHOU nogcuctembl CII/IH. AZMUHHACTPAaTOpP CeTU He UMeeT
TOJITHOMOUMM  [II1  yIIpaBeHWs  roAcucreMaMyd 00pabOTKM — JAHHBIX U
6e30I1aCHOCTH.

AamuHHUCTpaTOp ceTy 00/1a/laeT C/ieAyOIMM YPOBHEM [IOCTYTIAa ¥ 3HAHUI:

obnaiaeT yacThio MHGOPMALIMK O CUCTEMHOM U TIPUK/IAJIHOM TTPOrPaMMHOM
obecrieuennu UCIT/IH;

ob/aiaeT YacTbIO MHGOPMAIUK O TEXHUUECKUX CPeJCTBAaX U KOH(MHUTypaLun
NCIIIs;

vMeeT GU3WYECKHN [OCTyN K TEeXHHUYECKUM CpeficTBaM 00paboTKH
MH(MOpMalMKU U CpeJiCTBaM 3alliUThl;

3HaeT, 110 MeHbIlIer Mepe, OJJHO JierajJbHOe UM JOCTYTIa.

TexHuuecKum CIieq1aJ/IMCT I10 O6CJIV)KI/IBaHI/II-O HEDHd)EDHﬁHOFO O6ODVI[OB3HI/IH

TexHuueckuii crielMasrcT Mo 00C/TyKMBaHUIO, COTpyAHMK Komuccuu (umm
MHOe YIIOJHOMOUEHHOe JIMII0), OCYILeCTB/seT OO0C/Iy)KMBaHHWe U HACTPOUKY
nepudepuiiioro obopyzoBanuss WCII[JH. TexHUUYecKuil CreLAaIMCT  TI0
o0C/y)kKuBaHUIO He uMeeT foctyrna K II/JH, He WMeeT TIOJIHOMOUMMN [IJist
yTipaB/ieHus IoAcucTeMamMu 06pabOTKU JaHHBIX U 6e30MacHOCTH.

TexXHUUECKUN CIeUa/icT 10 OOCTy)XKMBaHUIO 00/afiaeT  CJieAyIOIUM
YPOBHEM [IOCTYTIa U 3HAHUM:

obmaziaeT yacTbi0 MH(OPMALIUK O CUCTEMHOM U TIPUK/IaZIHOM MPOTrPaMMHOM
obecrieuennu UCIT/IH;

obnagaet yacTbio MH(GOPMALMK O TEXHUUECKUX CPeJICTBaX U KOH(QUrypaluu
NCIIOH;



3HaeT, I10 MEeHbIIIeH Mepe, OOHO Jiera/ibHOe UM AOCTYIIa.

6. TpeboBaHHsI K MepCOHA/Ty M0 o0ecreueHHI0 3amuThl IT/[H

Bce corpygHuku Komuccum, sasrstonjuiecs rosib3oBaresimu MCITIH,
[NO/DKHBI UYeTKO 3HaTb M CTPOrO BBIMOJIHATL YCTAaHOBJIEHHbIE IIpaBU/la U
00513aHHOCTH TI0 JJOCTYIy K 3allfuillaeMbiM 00BeKTaM U COOJIFOZIeHHIO0 TPUHSITOTO
pexxuma 6e3oracHocty T1/1H.

[Ipy BCTyI/IeHWHW B [IO/DKHOCTH HOBOTO COTPYJHUKA OH [JO/DKEH ObITh
03HAKOMJIeH C He0OXOIUMBIMU JJOKYMEHTaMH, perjiaMeHTUDPYIOIMMU TpeboBaHus
no 3amure IIJH, a Takke oOydyeHMe HaBbIKaM BBLITIOJTHEHUS TIPOLIESYP,
HeoOXOUMBIX /11 CAHKI[MOHHPOBAHHOTO HcTonb30BaHus MCIIH.

CoTpygHUK [lo/DKeH ObITb 03HAaKOMJIEH CO CBeJleHUSIMU HaCTOsIIel
[To/MTHKH, TPUHATHIX TIpoLieAyp paboTel ¢ smemenTamu UCITAH u C3I11H.

Cotpyguuku  Komuccuu,  UCHOAb3YKOLMe  TeXHUYeCKue  CpefCTBa
ayTeHTUUKALMK, [JO/DKHBI o0ecreurBaTh COXPAHHOCTh HAEHTU(PUKATOPOB
(o/1eKTpOHHBIX KiTtouel) u He gomyckate HC/I K HUM, a Tak >Ke BO3MOYKHOCTb MX
yTepu WIM WCIOJb30BaHWA TpeTbMMU JuiaMu. [losb3oBaTenu  HecyT
MepPCOHA/IbHYIO0 OTBETCTBEHHOCTh 38 COXPAHHOCTh UAEHTU(PUKATOPOB.

Cotpyguuku Komuccuu JO/DKHBI C/1eloBaTh YCTaHOB/IEHHBIM IIpOLiefypam
nojjep>kaHusi pexuma Oe3omacHoctu II/JH mpu Bbibope U WCIOJ/Ib30BaHUU
napoJier (ec/id He MCIOJIb3YHOTCSl TEXHUUECKHe CPeJiCTBA ayTeHTU(HKALIN).

CotpygHuku Komuccuu [O/DKHBI 00ecrieurBaTh HaJjleKallyro 3alluTy
obopyznoBaHusi, ocTaBisseMoro 6e3 mprcMoTpa, 0cOOeHHO B TeX C/TydasiX, KOrja B
TIOMellleHre UMeROT JOCTYII [TOCTOPOHHMe /hLja. Bee rnosib3oBaTenu JO/KHBI 3HATh
TpeboBaHusi 10 6e3omacHoctd [I/IH u TpoueAypbl 3alUThl  00OpYJOBaHUS,
OCTaBJIEHHOTO 0e3 MPUCMOTPA, a TaKXKe CBOM 00s13aHHOCTH 110 06eCTieueHr 0 TaKokh
3aLUTHI.

CoTpygHUKaMm 3ampelaeTcs yCTaHaB/AUBaThb [IOCTOPOHHee IIPOrpaMMHOe
obecrieueHue, TIOJK/IIOUATh JIMYHbIE MOOW/IbHBIE YCTPOMCTBA W HOCHTENU
MH(pOpMaLMK, a TaK >Ke 3alMChIBaTh HA HUX 3allUILaeMyt0 HH(POpPMAaLHIO.

CoTpyjgHuKaMm 3arpelaeTrcsd pasr/jamiarh 3alliyllaeMyr0 HH(OpMaLuio,
KOTOpasi CTaja UM W3BeCTHa Mpu paboTe ¢ MHPOPMALMOHHBIMU CHUCTEMaMU
Komuccum, TpeTbum mLam.

[Tpu pabore ¢ ITJx B UCITdH cotpyanrku Komuccun 06s13aHbI 00ecrieunThb
OTCYTCTBHE BO3MOXXHOCTU npocmoTtpa [I/1H TpeTbuMu mLiaMu ¢ MOHUTOPOB APM
W/IU TePMUHAJIOB.

[Tpu 3aBepiienun pabotsl ¢ UCII[IH coTpygHUKMU 00s13aHbI 3aUuTUTh APM
WM TePMHUHAJIBI C TIOMOIIbI0 OJIOKMPOBKU K/IFOUOM WU/ SKBUBA/IEHTHOTO CPeZCTBa
KOHTpOJIsI, Haripumep, AOCTYIOM TI0 [apoJito, eC/U He WCIoJb3yrTcs Oosee
CUJIbHbBIE Cpe/CTBa 3all{UThI.

Cotpygnuku Komuccuu #0/mKHBI ObITh TTPOMH(OPMUPOBaHEI 00 yrpo3ax



HapyllleHus pexkuma 6e3oracHocTu [1/JH ¥ OTBETCTBEHHOCTH 3a €ro HapyllleHue.
OHU [0/DKHBI OBITH O3HAKOMJIEHBI C YTBEP’KAEHHOM (opMaibHOM MpOIeAypou
Ha/I0)KeHUsl AUCLUIIMHAPHBIX B3bICKAHWW Ha COTPYJHHMKOB, KOTOpbIE HapYILIWIA
TIPUHSITBIE TIOJIUTHKY U TIpoLieiyphl 6e3oracHocTu T1/1H.

Cotpyanuku 00si3aHbl 6e3 mpome iieHNs coobirjaTh 000 Bcex HabJTI0jaeMbIX
WM TIOJIO3PUTENbHBIX ciaydasx pabotel MCII/IH, MOryiux ToB/eub 3a co0oit
yrpo3bl  Oe3omacHocty [I/JH, a Takke O BbISBJIEHHBIX UMMM COOBITHSIX,
3aTparuBaroiix 6e3omacHocts [1/IH, pPYKOBOACTBY TmOApasfie/ieHus W JIULy,
OTBeYarlleMy 3a HeMe/[JIeHHOe pearrpoBaHre Ha yrpo3bl 6e3omnacHocty T1/1H.

JTo/IKHOCTHBIE 00s13aHHOCTH nosib3oBaTener UCITIH

HNomkHocTHBIe  00si3aHHOCTM  monb3oBatesielt  MCIIJH  omuvcaHbl B
C/IeIVIOLUX JOKYMEeHTax:

Nuctpykuums agmuauctparopa UCITIH;

WHCcTpyKuus agMuHuCcTpaTopa 6e3onacHoctu MCIT/IH;

WHcTpykuwms nionb3oBaresns UCI/IH;

VHCTpyKLMS TT0/1b30BaTe sl NPU BOSHUKHOBEHUH BHELLUTATHBIX CUTYyaLUK;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBercTBUM co cTaThed 24 depmepasbHOro 3akoHa Poccuiickou
®epepaumu oT 27 uronsg 2006 r. Ne 152-@3 «O mepCcOHa/bHBIX [JaHHBIX» JIMLIA,
BUHOBHBbIE B HapyllleHWUd TpeOoBaHWi maHHOTO denepasbHOro 3aKOHA, HECYT
IPXJAHCKYH0, YTOJOBHYI, aJMUHUCTPAaTUBHYI, JUCLMIUVIMHADHYK) W WHYHO
TpelyCMOTPEHHYO 3aKOHO/IaTeTbCTBOM Poccutickon degepanyu
OTBETCTBEHHOCTb.

[HenicTByroljee 3aKOHOZaTenbCTBO Poccuiickonn depepany 1O3BOSIET
TIPeIbBAATE TPpeOOBaHMS 110 obecrieueHHi0 Ge3o0racHO pabOThI C 3amIUIIaeMoi
uHbopmalMeli W MpegycMaTpUBaeT  OTBETCTBEHHOCTb 3a  HapylleHue
YCTAHOBJIEHHBIX MPaBW/I 3KCIulyaTalui OBM u cuctem, HelmpaBOMEpHbIW JOCTYII
K WHGMOpMAI[MY, eC/TM 3TH JIeWCTBUS TIPUBE/IM K YHUUTOKEHHIO, OJIOKMpOBaHMIO,
MoavdUKanyKy WHMOPMAI[MH WK HapylieHuro pabotel DBM umm ceteli (cTaThu
272,273 u 274 YronoBHOro Kojekca Poccuiickou ®@enepaiiyn).

Apavunauctpatop MWCIIJH wu agmMuHHCTpaTop 6€30MacHOCTA  HECYT
OTBETCTBEHHOCTh 3a BCe JIeMCTBUSI, COBepIlIeHHbIe OT UMEHU UX yUeTHBIX 3arucen
WM  CUCTEMHBIX  yueTHBIX  3alvced, eCIM  He  JoKa3aH  (akT
HeCaHKILIMOHUPOBAHHOT'O UCIO/Ib30BaHUS yUeTHBIX 3allUCeH.

[Ipy HapyuieHusix corpygHukamu Komuccuu — nosb3oBatensmu MCITOH
MpaBWI, CBsi3aHHBIX C Oe3omacHocTbio [1/IH, OHM HeCyT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYIO /IeMCTBYIOIIMM 3aKOHO/1aTe/IbCTBOM Poccuiickor Pefiepaliuu.



7. CIINCOK HCIT0/Ib30BAaHHBIX HCTOUHUKOB

OCHOBHBIMU HOPMaTUBHO-TIPABOBBIMU 1 METO/IUUECKUMU JJOKyMeHTaMH, Ha
KOTOpBIX 6a3upyeTtcs HacTosias [ToMTrKa, sIBASHOTCS:

®enepanbHbli 3akoH oT 27.07.2006 r. Ne 152-®3 «O mnepcoHa/lbHBIX
JAHHBIX», YCTAHAB/IMBAIOIIMH OCHOBHBIE MPUHIUIEI U yCI0BUsA 00pabotku I1/1H,
npaBa, 00SI3aHHOCTHA W OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIIEHHWM, CBSI3aHHBIX C
obpaboTtkoii [1/1H.

TpeboBaHusi K 3alydTe IIePCOHANBHBIX [AHHBIX TIPU HMX 00paboTKe B
MH(OPMAI[MOHHBIX ~ CUCTeMaxX  IepCOHA/bHBbIX  [aHHBIX,  YTBepXKJeHHbIe
noctaHoBsieHvem [IpaButensctBa Poccuivickout ®epepanu ot 01.11.2012 r. Ne
1119.

[Tonoxxeane 00 0COOEHHOCTSX O00pabOTKHM I€PCOHA/BHBIX — JAaHHBIX,
ocyliecTB/sieMo 6e3 HMCMO/b30BaHUSI CPe/ICTB aBTOMAaTH3allid, yTBepyKAeHHOe
noctaHoBsienrem [IpaButensctBa Poccurickon ®epepanuu ot 15.09.2008 r. Ne
687.

HopMaTuBHO-MeTOAUUECKHE TOKyMeHThl DejiepasibHOM  C/Ty»KOBI 10
TeXHUYeCKOMY U SKCIePTHOMY KOHTpoJit0 Poccuiickont Pepnepauuu (ganee —
®CTDOK Poccun) mo obecrieuenutro OesomacHoctu II/]IH mpu mx o0paboTke B
NCIIO#:

Ba3oBasgs Mojienb yrpo3 0e30MMacHOCTH TIePCOHA/IbHBIX JaHHBIX TPH HX
006paboTKe B MH(MOOPMAIIMOHHBIX CUCTEMAaX TIePCOHA/IbHBIX JaHHBIX, YTBEp)KIeHHast
3amectutesieM aupekropa ®CTOK Poccun 15.02.2008 r.

MeToauuecKMi  AOKYMEHT. MeTo/MKa OILeHKH yIrpo3 0e30macHOCTH
nHpopmanuu, yreepxxaeHHbii @CTIOK Poccun 05.02.2021 .

[Mpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepKAeHUH
TpeboBaHwmii 0 3amuUTe WHGOPMALIMH, He COCTABJISIOIMIUX TOCYJAapPCTBEHHYIO TalHY,
CoJlep>KallUXCsl B TOCYZapCTBEHHBIX MH(OPMAaI[MOHHBIX CUCTEMaX».

ITpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrBepkaeHun CocraBa
W COZiep)KaHWS OpraHU3al[MOHHBIX W TEXHUUYeCKMX Mep II0 00eCIeueHHIo
6e3011acCHOCTA TIepCOHA/IBHBIX [JJaHHBIX TPU WX 00paboTke B WHGMOPMAILMOHHBIX
CUCTeMax IepCOHa/IbHbIX JAaHHbBIX».

ITpuka3 ®eznepanbHOl Ccy>X0ObI Oe3ormacHocTr Poccutickoit demepatiyiv OT
10.07.2014 Ne 378 «O6 ytBepxxaeHur CocTaBa U COZiep>KaHHSI OpraHU3al[MOHHBIX
Y TeXHUUECKUX Mep 1o obecrieueHnI0 0e301acHOCTH MePCOHA/ILHBIX JJAaHHBIX TIPU
ux 00paboTke B MH(OPMAI[MOHHBIX CHCTE€MaX TMepPCOHA/BLHBIX [aHHBIX C
VCIIO/Ib30BaHUEM  CPeJCTB  KpUNTOrpauueckod  3alluThl  HMH(OpMaLuHy,
HeoOXOIUMBIX [IJisl BBITIOJTHEHWsI YCTaHOB/IeHHbIX [IpaBurenbctBom Poccuiickoit
depepaiuu TpebOBaHMM K 3all[uTe TEPCOHABHBIX [AaHHBIX [Ji KaKAOro U3
YPOBHEH 3aIlUILEHHOCTHY.



MeTozueckie peKOMeHJallMyd M0 pa3paboTKe HOPMAaTHMBHBIX MPaBOBbBIX
aKTOB, OTpEeJeJISIOIINX  yrpo3bl  0e30MacHOCTH  MepPCOHA/bHBIX — JJAaHHBIX,
aKTyasbHble TIpU 00pabOTKe TepCOHANbHBIX JaHHBIX B WH(POPMALIMOHHBIX
CUCTeMax T[epCOHA/bHBIX [JaHHBIX, SKCITyaTUDYeMbIX TPU OCYILeCTBIEHUU
COOTBETCTBYIOLLIMX BUJIOB [leATe/IbHOCTH, YTBepKAeHHble pyKOBOACTBOM 8 LleHTpa
@®CB Poccun 31.03.2015 Ne 149/7/2/6-432.



