YPAJIbCKASA IIOCEJIKOBASA
TEPPUTOPUAJIBHASA N3BUPATEJ/IbHAAA KOMUCCHUA

PEHIEHWE

14 mapta 2025 r. Ne 2/10

II'T. Y paabCKUn

OO0 yTBep)X/IeHUH JOKYMEHTOB 00 HH()OpMAI[HOHHOI 0€30MacCHOCTH B
Y panbCcKoii Moce/IKOBOM TePPUTOPHA/TGHON H30MpaTe/TbHO KOMHCCHH

B uenax peamuzauuun @epepanbHoro 3akoHa ot 27 uronst 2006 r. Ne 152-D3
«O mepcoHanbHBIX [JaHHBIX», TMOCTaHOBAeHWW I[lpaBuTesnbCcTBa Poccuiickon
®epepat ot 21 mapra 2012 r. Ne 211 «O6 yTBep)KJeHWUM IiepeuHsi Mep,
HaTpaB/IeHHBIX Ha obecrieueHue BBIMIOTHEHUsT 00s13aHHOCTEH, MpeyCMOTPEHHBIX
desepaibHbIM  3aKOHOM «O TepCOHa/NbHBIX JaHHbIX» W TIPUHATBIMU B
COOTBETCTBUM C HUM HOPMAaTUBHBIMK MPABOBbIMU aKTaMH, OMepaTOpaMy,
SIB/ISTFOLLIUMMCST TOCY/IapCTBEHHBIMUA W/IA MYHUIMIIAJbHBIMUA OpraHamMu» U OT 1
HOs10pst 2012 1. Ne 1119 «O6 yTBepkaAeHNH TpeOOBaHMM K 3aIljUTe TTePCOHA/TbHbIX
NAHHBIX TIpU WX 00paboTke B MH(POPMALMOHHBIX CHCTEMAX ITepCOHAJIbHBIX
JAaHHBIX», HAa OCHOBAaHMM akTa [0 OMpeJe/ieHUI0 YPOBHS 3allUILeHHOCTH
MepPCOHAJIbHBIX JaHHBIX B WH(GOPMALIMOHHOM CUCTEMe T[epCOHA/bHbIX [JaHHBIX
YPpabCKO# TI0CETKOBOM TEepPUTOPHA/ILHON M30MpaTeIbHONH KOMHUCCHH, Y pajbCKast
TOCeTKOBasi TeppUTOPHasibHasl M30MpaTebHasi KOMUCCHS P e I U JT a:

1. YTBepauTs:

1) CoctaB Mep 3auuTbl HWHGpOPMAaLMU [/ UHGOPMALMOHHOW CUCTEMBI
MepcoHanbHbIX  AaHHbIX  «O6mias  WCITJH»  YpanbCKodt  MMOCenKoBOM
TepPUTOPHAbHOM 130upaTebHOM Komuccuu (mpusioykeHue Ne 1);

2) Tlomutuky wHboOpMaiioHHOW  6e3omacHocTd mpu  pabote  C
MepCcoHaTbHBIMKA [I@aHHBIMU B YpaJbCKOW TIOCEKOBOM TeppUTOpPHA/IbHOM

n30uparenbHOM KoMuccuu (ripusioskeHue Ne 2);



3) VHCTpyKUMIO O Mopsiike pe3epBHOr0 KOMWPOBAHUS U BOCCTAHOBJIEHUS
MH(popMaLy B MH(GOPMALMOHHBIX CUCTeMax IepCOHAa/bHbBIX JaHHBIX YpanbCKOn
MOCe/IKOBOM TeppUTOPUaIbHON U3bupaTeibHON KoMuccuu (Tipuoyxenue Ne 3).

4) VIHCTpYKLMIO O TMOpsgKe YuéTa, XpaHeHWs MallWHHBIX HOCUTesen
MepPCOHA/IbHBIX  [aHHBIX B  YPaJbCKOM  TOCEJKOBOU  TepPPUTOPUA/IBHOM
n3bupaTeibHON KomMuccuu (ripuioykeHue Ne 4).

5) Mogenb yrpo3 v HapylLmTessi 6e30MacHOCTU MepCOHaNbHBIX JaHHbIX TPU
ux 00paboTke B MH(GOPMAIIMOHHBIX CUCTeMaX TMepCOHAIbHBIX JaHHBIX Y PalbCKOU
TIOCEe/IKOBOU TeppUTOPHaIbHON H30upaTenbHOM KOMUCCHH (TTproykeHue Ne 5).

2. Ilpenceparesnto Ypanbckou TIOCeTKOBOU TepPUTOPHAJILHOU
n30MpaTe/lbHOM KOMUCCHU O3HAaKOMHUTb BCeX UJIEHOB YPa/lbCKOM TOCEKOBOU
TeppPUTOpHAaNbHON K30MpaTe/ibHOM KOMUCCHU C JIaHHBIM pacropsDKeHUeM TI0f
POCITHCh.

3. PasamecTuTh HacToOsALee pelleHre Ha O(ULIMAIBHOM CTpaHuLe Y panbCKOM
TI0CeTKOBOU TeppUTOpHaIbHON N30upaTelbHON KOMUCCHHU.

4. KoHTpo/b 3a WCIOSHEHWEM HACTOSLLEro pelleHus BO3/I0KUTh Ha

nipefcenarens komuccuu T.B. CaBUHOBY.

[Ipencenarens
Ypanbckou noceaKoBOM
TepPUTOPHAbLHON N30MpaTeTbHON
KOMMCCHUU

T.B. CaBuHoBa

Cexkpetapb
Ypanbckou noceaKoBOM
TepPPUTOPHANTbHON W30UpaTeTbHOM
KOMUCCHUU

A.A. YepHoBa



[Tpunoxkenue Ne 1

YTBEPXXIEH
pelieHreM
YpanbCcKol 1ocenKoBo
TeppPUTOPHA/ILHOM U30HpaTebHOM
KOMUCCUU
ot 14 mapta 2025 r. Ne 2/10

CocraB Mep 3amuThbl HHpOPMaLUH
AJist UH(OPMALIMOHHOMN CHCTeMbI MePCOHATbHBIX JaHHbBIX
«O6masa UCITau»
Y panbCckoii MoceIKOBO# TePPUTOPHA/TGHON H30MpaTe/TbHOM KOMUCCHH

OO011He 1mo/10)KeHUs

Hacrosiiyii JOKyMeHT onpejiesisieT COCTaB Mep 3allliTbl UH(OPMaLUU A1t
MHGOPMAI[MOHHOM CHUCTeMBbl TIePCOHA/NBbHBIX  AaHHbIX «OOmas MCITJa»
(mamee — VCII[IH) _¥YpanbCKOM TIOCE/IKOBOW TEPPHUTOPHAILHOM W30HMpaTebHOM
KOMUCCHHU.

CocrtaB mep 3aumtbl uHGopMaumu gasi VUCII[H Ypanbckor MOCEeNIKOBOM
TepPPUTOpPHAbHON HW30MpaTebHOM KOMHCCHH pa3paboTaH B COOTBETCTBUU C
npukazom PCTOK Poccuu ot 18.02.2013 r. Ne 21 «O6 yTBepkgenun CocraBa u
COJiep)KaHUsi OpraHW3al[MOHHBIX U TEeXHWYeCKMX Mep TI0 obecrieueHuio
0e30ITacCHOCTA TIepCOHA/ILHBIX JJaHHBIX TMPU WX 00paboTke B WHGMOPMAIMOHHBIX
CHUCTeMax MepCOHA/TbHBIX TaHHBIX».

[Ipu opmMrpoBaHUM COCTaBa Mep 3all[UThl MH(OPMALIUM UCIO0J/Ib30BA/IUCH
CBeZieHUsI, CoOpaHHbIe B X0/ie 00c/iefioBaHysI MH(POPMALIMOHHOU crucTeMbl «Ob1rjast
VCIIIH» YpanbCKoW TTOCeKOBOM TePPUTOPHUA/IbHON M30HpaTe/lbHON KOMHCCHH,
Mojienb yrpo3 W Hapymwuresass 0e30MacHOCTH TIePCOHA/IbHBIX [aHHBIX TIPU HX
06paboTke B WH(MOPMAIMOHHBIX CHCTEMax TMepCOHA/LHBIX AAHHBIX YPabCKOU
TIOCE/IKOBOM TePPUTOPHA/IbHON HW30MpaTe/lbHOM KOMHCCHU, AKT Ompe/eneHust
YPOBHSI  3all[WIIIEHHOCTA TIePCOHANbHLIX [JAaHHBIX TIpU UX 00paboTke B
WHGOPMAI[MOHHON  cucTeMe TepcoHanbHbIX  AaHHbIX — «Obijass  MCITOH»
YpanbCcKou MoceTKOBOM TeppUTOpHUaIbHOM M30HpaTe/IbHON KOMHCCHU.

Bb16op mMep 3amuThl HHGOpMaLU

1. OnpepeneHue 6a30Boro Habopa Mep 3amMTHI MHHOPMaALUH

B cootBeTcTBUM € AKTOM oripege/JieHUd YpOBHA  3dllUIII€HHOCTH
MMepCoOHAJIbHBIX [OdHHBIX TIpKU MX 06pa60TKe B I/IH(i)OpMa]_[I/IOHHOI‘/JI cucremMe



NMepcoHaMbHbIX  JaHHbIX — «O6mjass  WCII[IH»  YpanbCKoW  ITOCEeNTKOBOM
TeppPUTOPHA/IbHON M30HpaTeNlbHOM KOMHCCHM 0a30BbIM HaboOp Mep 3allUThI
uHbopmaruu Ay V3bupartensHoit  Komuccuu  CBepaJsioBCKOM — 00s1acTv
COOTBETCTBYET TPETheMY YPOBHIO 3allWIlleHHOCTU. Ba30BbIii HAOOp Mep 3allUThI
nHbOpMaliy TiprBe/ieH B Tabsmie 1.

Tabmuiia 1 — ba3oBeiii Habop mep 3

YcinoBHoe Copepxanue mep
o003HaueHne o obecreueHN0 0e30macHOCTH MH(oOpMaUn
MepbI
NAD NpaenTudukanusa v ayreHTUGUKAKMSA CYyOBEKTOB JOCTYNA U 00HEKTOB
pocryna (MAD)
NAD.1 Npentudukanuss U  ayreHTUUKALMs  T0/b30BaTesiel,  SIB/SIOLIUXCS

paboOTHUKAaMU oreparopa

NA®.3 YmpaBneHue ujeHTH(UKaTOpaMd, B TOM UYHC/e CO3JaHue, TpPHCBOEHUe,
YHUUTOKeHHe UIeHTH(UKATOPOB

NAD.4 YmnpaBneHue cpeicTBaMH ayTeHTU(UKALMK, B TOM UHMC/ie XpaHeHue, Bblaua,
VHULMaMM3aLys, 6/10KMpoBaHue CpefCTB ayTeHTU(PUKALMU U TIPUHSITAE Mep
B CJlyuyae yTpaThl ¥ (WI1) KOMIIPOMeTaLMu CPe/ICTB ayTeHTUUKaLUU

NA®.5 3amuTa 06paTHOM CBSI3W MPH BBOJE ayTeHTU(HUKAIIMOHHONM NH(OpMAaLIN

NAD.6 Npentudukaiuss U ayTeHTU(UKALUS T10/b30BaTe/ieli, He SIBJISIOIUXCS
paboTHMKaMU oriepaTtopa (BHEITHHUX T10/1b30BaTeiei)

YILJ YnpasiieHue focTynomM cy0obeKToB AocTyna K o0bekTam gocrymna (YIL)

YILA.1 YnpaBneHue (3aBefieHWe, aKTHBALWs, OJIOKUDOBaHWE U YHUUTOXKEHHE)
yUeTHbIMH 3alMCSIMU T10/1b30BaTesel, B TOM UKCJ/ie BHEILIHUX M0/Ib30Baresiei

YI1I.2 Peanu3aiusi HeoOXOAMMBIX  METOJIOB  (MCKPELIMOHHBIM, MaH/|aTHBIN,
pOJIeBOI WM UHOW MeTOZ), TUIIOB (UTeHUe, 3alMCh, BBIMOTHEHHEe WU UHOU
THIT) Y TIPaBUJI pa3rpaHUYeHUst 0CTyra

YI14.3 Ynpaenenue (punbTpauus, MaplIpyTH3alys, KOHTPO/Jb COeJAUHEHHH,
OJJHOHATIpaB/ieHHasi  Tlepeflaya M HMHbIe  CIIOCOOBI  YIIpaBJ/IEHMS)
MHGOPMALIMOHHBIMKA ~ TIOTOKaMU ~ MeXXJy yCTPOWCTBaMH, CerMeHTaMu
MH(MOPMALIMOHHOM CHUCTEMBI, a TakKke MexXJy UHGOPMAaLMOHHbIMU
cucTeMaMu

YIig.4 Pa3penenve nosHomouni (poJiel) Moab30Bareser, aJMAUHUCTPATOPOB U JINLI,
obecrneurBarOIUX (GyHKIIMOHMPOBaHUEe WH(GOPMAI[MOHHON CUCTEMBbI

YIIO.5 HasHaueHune  MHHMManbHO  HeOOXOAWMBIX  TpaB W TIPUBWUJIETHM
Mojb30BaTeNsM,  aAMUHUCTpPAaTOpaM W JikOaM,  00ecreunBaroIUM
(yHKLIMOHMPOBaHWe MH(OPMaLMOHHOM CUCTEMBbI

YII.6 OrpaHuyeHre HeYCTeIIHbIX TOMbITOK BXOJAa B MH(POPMAIJMOHHYIO CHCTEMY
(moctyma K nHGOPMAL[MOHHOM CUCTeMe)




YcioBHOE

CopepxaHue mep

o0o3HaueHHe 1o odecrneueHuIo Oe3omacHoCcTH HHpopManu
MepblI
YILA.10 brokupoBaHue ceaHca JoCTyra B UWH(MOPMALMOHHYIO CHUCTEMY TIOCjie
yCTaHOBJIEHHOTO BpeMeHU Oe3/1eficTBHSI (HeaKTUBHOCTH) TO/Ib30BaTe sl WIH
IO ero 3arnpocy
yiia.11 Pa3pelieHve (3ampeT) [eWCTBUM TO/b30BaTesel, paspelleHHbIX [0
HJeHTU(MUKAI[UY U ayTeHTU(UKALIUU
YILO.13 Peanu3aiusi 3alUILEeHHOTO Y/JaJIeHHOTO [OCTyra CYOBeKTOB JOCTymna K
o0beKTaM JocTyna yepes BHELIHUE MH(OPMaLMOHHO-
Te/IeKOMMYHHUKALIMOHHbIE CeTU
YIia.14 PernameHTaliss 1 KOHTPOJ/Ib MCII0/Ib30BaHUs B MH(OPMALIMOHHOM CHUCTeMe
TEXHOJIOTHI 6eCcripoBOHOTO JOCTYTIa
YIIO.15 PernamenTaliiss 1 KOHTPOJ/Ib MCIIOJ/Ib30BaHUSI B MH(GOPMALIMOHHON CHCTeMe
MOOW/TBHBIX TEXHUYECKUX CPE/ICTB
YIIJ.16 YnpapneHue  B3auMofielicTBHEM C  HMH(OPMALIMOHHBIMU  CHCTEMaMU
CTOPOHHUX OpraHu3alyii (BHellIHHe WH(OpMal[OHHbIe CHCTEMBI)
3HA 3anura MalIMHHBIX HOCHTe/Ied MepCcoOHa/IbHBIX JaHHbIX (3HU)
3HN.8 YHUUTOXKeHHe (CTUpaHWe) WM 00e3TMUMBaHHe MMePCOHATBHBIX JaHHBIX Ha
MAalllMHHBIX HOCUTENSIX TP HUX Iepefiaue MeX/y T0/b30BaTelssMH, B
CTOPOHHHME OpPraHU3aluU JJisi pEMOHTA WM YTUIM3aliY, a TakKe KOHTPOJb
YHUUTOXKeHHS! (CTUPAHUS) WK 00e3/TMUMBaHUs
PCBb Perucrpanus coobiThii 6e3onacHoctu (PCB)
PCB.1 Onpenenenvie CcoOObITHIA 0€30TACHOCTH, TOAJIEXKAIIUX PErUCTpalviu, WU
CPOKOB HX XpaHeHHUs
PCb.2 OnpesneneHve coctaBa W COZep)KaHUs WHPOPMALMM O  COOBITHSIX
0e301acHOCTH, TIO/JIeXKAINX PerUCTPaL[ul
PCB.3 Cb6op, 3ammch U xpaHeHWe wuHGMOpManMu O COOBITUSIX 6e30macHOCTH B
TeueHHe yCTaHOB/IEHHOTO BpeMeHU XpaHeHUsI
PCB.7 3amuTa uHpOpMaruy 0 coOBITHSIX 6e30MmacHOCTH
AB3 AnTuBUpYyCcHas 3amura (AB3)
AB3.1 Peanusaiysi aHTUBMPYCHOM 3all{UThI
AB3.2 O6HoBneHue 0a3bl [JAHHBIX TIPU3HAKOB BPEJOHOCHBIX KOMITbIOTEPHBIX
rporpaMm (BUpPYCOB)
AH3 KonTpos (aHanu3) 3amuiieHHocTy uHpopmanuu (AH3)
AH3.1 BbisiBieHue, aHaiu3  ysa3BUMOCTeM  MHGOPMAlMOHHOW  CHUCTeMbl U

OTepaTMBHOe yCTpaHeHWe BHOBb BbISIBJIEHHBIX Ys13BUMOCTeN




YcioBHOE
o0o3Hauenue

MepblI

CopepxaHue mep
1o odecrneueHuIo Oe3omacHoCcTH HHpopManu

AH3.2

KoHTposib ycTaHOBKM OOHOBJIEHHI MPOrpaMMHOTO O0ecrieueHus, BK/IIOYAst
06HOB/IeHHe IPOrpaMMHOI0 0becrieueHys Cpe/iCTB 3allUThl MH(QOpMaLUH

AH3.3

KonTposis paboTocrocobHOCTH, TTapaMeTpoB HAaCTPOWKM U TPABUJIBHOCTH
(GYHKIIMOHMPOBAHUSI TIPOrPaMMHOTO 00ecrieueHuss W CPEACTB  3alllUThI
vH(opMaluu

AH3.4

KoHTposib cocTaBa TeXHUYECKMX CPeJCTB, TIPOrPAMMHOrO OOecrieueHust W
CpeJCTB 3alUThl TH(POpPMaLUU

3CB

3amura cpeabl BupTyamm3anuu (3CB)

3CB.1

Upentudukans M ayTeHTUQUKALUs CyOBEKTOB [JoCTyna U 00BEKTOB
JIOCTyTa B BUPTyaJbHOM MH(PACTPYKType, B TOM UMC/Ie a[MUHUCTPATOPOB
yIipaBJieHUs CpeJiCTBaMU BUPTYya/lu3alun

3CB.2

YrpaBneHve [AOCTyrioM CcyObeKTOB JocTyrma K oOBbekTaMm JocTyrna B
BUPTYya/IbHOM MH(PPaCTPYKTYpe, B TOM UKCJIe BHYTPH BUPTYyaIbHbIX MallliH

3CB.3

PerucTparus coobITHii 6€30MaCHOCTH B BUPTYaIbHON UH(PaCTPyKType

3CB.9

Peamu3zanmss W ympaB/ieHVMe aHTUBUPYCHOW 3allUTOM B BUPTYaJbHOU
MH(ppacTpyKType

3CB.10

Pa3bueHue BUPTyasibHOM UHPPACTPYKTYPhI Ha CETMEHTHI (CerMeHTHPOBaHHe
BUPTya/IbHOW HWH(PACTPYKTYphl) A1 00pabOTKH TepCOHATbHBIX JaHHBIX
OT/le/IbHBIM T10JIb30BaTesieM U (M/IK) TPYIION T0/Ib30BaTenen

3TC

3ammrTa Texunueckux cpeacts (3TC)

3TC.3

KoHTposb u yripaBneHue ¢py3nyeckKuM JOCTYIIOM K TEXHUUECKUM CpeJICTBaM,
cpejcTBam 3aLL[UThI vHbopMaLuy, cpefcTBam obecrieueHUst
(hyHKLIMOHMPOBAHUS, a TAK)Ke B TIOMEILleHUs] U COOPY>KeHUSs], B KOTOPbIX OHU
yCTaHOBJ/IEHbI, UCKJTIOUAIOIe HeCAaHKI[MOHWPOBAHHLIN (hH3UUeCKUi JOCTYI
K cpeactBamM 06paboTKu MHGpOpPMaIMM, CpeACcTBaM 3all[iThl UHGOPMAIUU 1
cpeactBaM obecrieueHUs PyHKIMOHUPOBaHUS MH()OPMAIJMOHHOW CUCTEMBI, B
TOMeIleHUs1 U COOPY’KeHUS], B KOTOPhIX OHU YCTaHOBJIEHbI

3TC.4

Pa3melljeHe  yCTPOMCTB  BbiBoAIAa  (0TOOpaXkeHust)
WCKJTIOUatolliee ee HeCaHKL[MOHUPOBAHHbIN POCMOTP

VH(pOopMaLyy,

3UC

3ampiTa UH(GOPMALIMOHHON CHCTEeMbI, ee CPeACTB, CUCTeM CBSA3H U
nepeaauu AaHHbIx (3UC)

31C.3

Ob6ecrieueHue 3all[MThI IEPCOHAMBHBIX JAHHBIX OT PACKPBITUS, MOAU(PUKAL[IN
Y HaBs13bIBaHUs (BBO/A JIOXKHOU MH(OPMaLUK) TIpy ee niepefiaue (TIOATOTOBKe
K Tlepefaue) TI0 KaHajaM CBSI3M, WMEIOIIUM BbIXOJ 3a TMpejebl
KOHTPOJIUPYEMOM 30HBI, B TOM UHC/ie 6€CIIPOBOAHBIM KaHaIlaM CBSI3U

31C.20

3amuTa OecripoBOAHBIX COeJIWHEHHH, MpUMeHsIeMbIX B HMH(OPMAaIL[OHHOM
cucreme




YcnoBHoe CopepxaHue mep
o0o3HaueHHe 1o odecrneueHuIo Oe3omacHoCcTH HHpopManu
MepbI
YKo Ynpasienue koHpurypanueii HHGOPMaLOHHOH CUCTeMBbI U CUCTEMbI
3al[UThI ePCOHA/TBbHBIX AaHHBIX (YK®)

YK®.1 OrnipeziesieHde UL, KOTOpPbIM pa3pellleHbl JeWCTBUSI TI0 BHECEHHIO
v3MeHeHUM B KOHGUTypaluio WHGOPMALMOHHONW CHUCTeMbl U CUCTEMbI
3aLUTHI TIePCOHA/IBHBIX JJAHHBIX

YK®.2 YnpaBneHue H3MeHeHUsIMA KOH(Urypauuu MHGOPMALMOHHON CHUCTEMbI U
CUCTEeMBI 3alUThl [TIePCOHA/IBHBIX JaHHbIX

YK®.3 AHanmy3 TIOTeHI[MaZbHOTO BO3/EUCTBUSl [UIaHUPYEMbIX U3MeHeHUU B
KoHGUrypaiu  WHGOPMAIL[MOHHOW  CHUCTeMbl UM CHUCTEMbl  3alUThI
NepCOHabHBIX JAHHBIX Ha OOecrieueHue 3allyThl TIePCOHATbHBIX JAHHBIX U
corjiacoBaHue M3MeHeHUil B KOH(pUrypauuu MH()OPMAaLMOHHOW CHUCTEMBI C
JO/DKHOCTHBIM JIUI[OM (PabOTHUKOM), OTBETCTBEHHBIM 3a obecrieueHre
0e30MacHOCTH TIepCOHAJIBHBIX JJAaHHBIX

YK®.4 ITokymeHTHpOBaHWe  WHbOpMalMu  (JaHHbIX) 00  W3MEHEHWsSX B
KoHOGUrypaiu  WHGOPMAL[MOHHONW  CHUCTeMbl UM CHCTEMbl  3alUThbI
MepCOHA/IbHBIX ITaHHbIX

2. Apanranus 6a3oBoro Habopa mMep 3amUMThHI HHPOPMaLMU

C yyeTOoM CBefleHUMd O CTPYKTYPHO-(PYHKI[MOHA/JbHBIX XapaKTepHUCTHUKaX

VCIH,

IIPpUMEHSAEMBbBIX

HH(bOpM&L[HOHHI:IX TEeXHOJIOI'UAX, 0COOEHHOCTSX

(YHKI[MOHUPOBaHUS WHGMOPMAI[MOHHON CUCTeMbI aZianTallysl MpeCTaBJIeHHOTO B
tabmmiie 1 6a30Boro Habopa Mep 3al[UThl MHPOPMALUA TPeOYeTCs B OTHOIIIEHUH
Mep, TilepeurcIeHHbIX B Tab/uie 2.

Tabnwiia 2 — [TepeueHb Mep 3alUTHI MHGOOPMALWH, /11 KOTOPBIX TpeOyeTcs afanTarus

YcioBHoe CopepxaHnue mep IIpuuMHBI ¥ C1IOCO0 ajanTalUH
o0o3HaueHHe 1o ob0ecreueHN0 0€30MaCHOCTH 3alMTHBIX Mep (3aMeHa,
MephbI uHopManumn HCKJ/II0UeHue, MouprKanusn)
NAD.6 Vpentudukarmss u  ayreHTU(UKaUus | 3alUTHas Mepa [JO/DKHA ObITh
T0JIb30BaTeneu, He SIB/ISIFOLLMXCS | MCK/IFOYeHa, TaK KakK BHeLIHUe
paboTHHKaMu  omepatopa  (BHEIIHUX | [0JIb30BaTe/M He MMEIOT [JOCTYIIa
110J/Ib30BaTenei) B CI1JH
YIIO.13 Peasnu3aiiusi  3alUIeHHOTO y/Ja/JeHHOTo | 3all[UTHas Mepa /O/DKHa ObITh
JocTyrna CyOBeKTOB AocTyra K o0beKTaM | MCK/ItoueHa, Tak Kak B MICIT/IH He
J0CTyTa uepe3 BHeIlIHWe WH(OPMALIMOHHO- | UCIOJIb3YOTCS TeXHOJIOTUU
TelleKOMMYHUKaLMOHHbIE CEeTU JocTyna yepes BHeEIIIHUE
1H(MOPMaLIMOHHO-Te/IeKOMMY-
HUKAaI[MOHHbIE CeTH.
YIia.14 PernamenTanus u KOHTPOJIb | 3alllUTHass Mepa [I0/DKHA OBbITh
VCMOJIb30BaHUsl B MH(OPMALMOHHOM | MCK/IOYeHa, Tak Kak B VICII/IH He
CUCTeMEe  TEeXHOJIOTHH  OeCrpoOBOHOTO | UCTIOB3YIOTCS TeXHOJIOTUU
JOCTyTa. 6ecripoBO/IHOTO AOCTYTIA.




YcinoBHOe Cojepxanue mep IIpyuuHBI ¥ ciocod ajanTanuu
o0o3HaueHne 1o odecreyeHHI0 0e30MACHOCTH 3aIUTHBIX Mep (3aMeHa,
MepbI uHopManun HCKJ/TIOUeHHe, Mou(rKaLus)
YI14.15 PernamenTanus u KOHTPOJIb | 3all[uTHasi Mepa [AO/DKHA ObITh
WCIOMb30BaHUsd B MH(MOPMAI[MOHHOW | MCK/TtoueHa, Tak Kak B ICITIH He
cucTeme MOOUTBHBIX TeXHUUYECKUX | UCTIO/Ib3YIOTCS MOOW/TBHBIE
CpeJiCTB. TeXHUYeCKHe CpejCTBa.
3CB.1 Upentndukarss ¥ ayTeHTUQUKALus | 3alUTHas Mepa [O/DKHA ObITh
CyOBEKTOB ZIOCTyTA ¥ OOBEKTOB [OCTYTIA B | MCK/IIOUeHa, Tak Kak B VICII/[H He
BUPTya/lbHOW WH(QPACTPYKType, B TOM | UCIOJb3YIOTCS TeXHOJIOTUU
yuc/le  aJMUHUCTPATOPOB  yIIpaB/ieHWs | BUPTyalu3aljuu.
CpeJiCTBaMU BUPTYa/IN3aLUU
3CB.2 YnpaBneHue ZIOCTYTIOM cyObekToB | 3all[uTHass Mepa [JoJ/DKHa ObITh
goctyma K oOBbeKTaM  J0OCTyrma B | MCK/TFOUeHa, Tak Kak B VICIT/JH He
BUPTYa/IbHOM HH(PACTPYKType, B TOM | MCIOJIb3YIOTCS TeXHOJIOTUU
YKMC/le BHYTPU BUPTYa/IbHbIX MallllH BUPTYaIU3aL1Hu.
3CB.3 Peructparjusi coObITHI 0Oe30macHOCTH B | 3all[uTHas Mepa [JO/DKHa ObITh
BUPTYa/IbHOW MH(PPaCTPYKType VCK/IIOYeHa, Tak Kak B VICII/IH He
VICII0JIb3YHOTCS TeXHOJIOTUU
BUPTYaIU3aL1u.
3CB.9 Peasu3aiiusi U yrpaBjieHWe aHTUBUPYCHOM | 3all[UTHasi Mepa [JO/DKHA ObITh
3allUTON B BUPTya/IbHOM MH(PACTPYKType | MCK/IoUeHa, Tak Kak B VICII/IH He
VICII0JIb3YHOTCS TeXHOJIOTUU
BUPTYaIU3aL1u.
3CB.10 Pa3buenue BUPTYya/lbHOM | 3alllUTHasT Mepa [JOJDKHA ObITh
HMH(paCcTpyKTyphI Ha CerMeHThI | UCKJIFOUeHa, Tak Kak B UCII/IH He
(cermeHTUpOBaHUE BUPTYa/bHOW | UCIIO/b3YIOTCS TeXHOJIOTUU
HMH(GPACTPYKTYPHI) LISt 00paboTKHY | BUPTyaTU3alii.
MePCOHA/NIbHBIX  [IaHHBIX  OTZe/IbHbIM
rnosib3oBareieM M (WIKM)  TPYIIOMN
110JIb30BaTesen
31C.20 3ammra  OeCrpoOBOJHBIX  COeIMHEHWH, | 3allUTHasT Mepa /IO/DKHa ObITh
IIpUMeHsIeMbIX B VMH(OpPMaLMOHHOM | MCKJTtOUeHa, Tak Kak B VICII/IH He
cucTeMme VICII0JIb3YHOTCS TeXHOJIOTUH

OecrpoBOIHOTO IOCTYTIA.

3. YTouHeHue d/1alITUPDOBAHHOIO 0a3zoBoro Haﬁopa Mep 3dIUThI

uH(popmanuu

C yueToMm cBejieHUI Mogenu yrpo3 0e301MacHOCTH TTePCOHANTBHBIX JJaHHbIX,
obpabatbiBaembix B MCII/IH, A0/DKHBI MPUMEHSATHCS Mephbl TI0 HeWTpasv3aljuu
aKTyasbHbIX yrpo3 6e3omnacHocTH. [lepeueHb Mep MO HeHWTpanu3aliy aKTyaJlbHbIX
yrpo3 6e30macHOCTH TIpe/JiCTaB/ieH B Tab/uile 3




Tabnuia 3 — [TepeueHb Mep 10 HeUTpa/IK3aLMK aKTyaTbHBIX Yyrpo3 6e30MmacHOCTU

n/n

HanMeHoBaHuUe aKTya/IbHOH
yrpo3bl

Mepsb! 3aMThl HHGOPMaLMHU A/
HelTpa/Iu3alui aKTya/IbHOM
yrpo3bI

Yrpo3sa WCII0/Ib30BaHUs
MeXaHWU3MOB  aBTOpHU3aLUU  JJIs
TIOBBILLIEHUS IPUBUJIETUH

YI1[J.4 Pa3geneHvie  MOJHOMOYMM
(poneir) T0/Ib30BaTesie,
aZIMUHUCTPATOPOB U JNL,
obecrieurBarOIMX
(byHKI[MOHHMPOBaHHe
HMH(OPMAaI[MOHHOMW CUCTEMBI.

YIIA.5 HasHaueHue MUWHUMAJIBHO
HeoOXOJUMBIX TpaB W TIPUBUIETUN
Mo/Ib30BaTe/sIM, aZ[MUHUCTpPATOpaM U
NHLIaM, obecreurBarOIIM
(yHKIIMOHUPOBaHWe
MH(OPMAI[MOHHOMN CUCTEMBI.

Yrpo3sl  HeCaHKLMOHMPOBAHHOIO
nocryna K BIOS

YII[1.17 ObecrieueHre IOBepPeHHOMN
3aTPY3KH CPEJCTB BBIUMCUTEILHOMN
TEXHUKH

Yrpo3el,  peaqu3lyemble  T0C/e
3arpy3ku OC, HaripaB/ieHHble Ha
YHUUTOXXEHHE, KOMUPOBaHUe,
riepemelljeHle, UCKa)KeHUe JJaHHbIX

YII[.4 Pa3genenue  TOTHOMOUYWU
(poneii) T0/Tb30BaTesen,
aZIMUHUCTPATOPOB U UL,
obecrieurBarOIIMX
(yHKIIMOHUPOBaHWe
VMH(OPMaLMOHHOW CHCTeMBI.

YIIA.5 Ha3HaueHMe MUWHUMAJILHO
HeOOXOJUMBIX TpaB W TIPUBUJIETUN
10Jib30BaTe/siM, aJIMUHUCTPAaToOpaM U
JUIiaMm, obecrieurnBaroIMM
(byHKI[MOHHMPOBaHHe
MH(OPMaIMOHHOW CHCTEMBI.

¥YTrpo3bl MogU(UKALIMKA HACTPOEK

YI1[J.4 Pa3geneHvie  MOJHOMOYMM

(poneit) T0/Tb30BaTesel,
aJIMHHCTPAaTOPOB U L,
obecrieunBaroOIIMX

(O yHKLIMOHMPOBaHWe

MH(OPMAaI[MOHHOMW CHUCTEMBI.

YIIA.5 HasHaueHue MUHUMAJIBHO
HeOOXOJUMBIX TpaB W TIPUBUIETUN
TO/Ib30BaTe/sIM, aZJMUHUCTpPATOpaM U
LM, obecreurBarOIIM
(yHKLIMOHMPOBaHWe
MH(OPMaI[MOHHOW CUCTeMBI.

AH3.2 KoHTposb YCTaHOBKU




oOHOBJIeHUM TIPOrPaMMHOTO
obecrieueHuss, BK/Ouass OOHOB/IEHUE
MIPOrpaMMHOI0 00ecrieueHus: Cpe/CTB
3aIUThl UH(OPMAI[1H.

Yrpo3bl BHe[peHUs BpeJOHOCHOI'O

AB3.1 Peanmusauusi aHTUBUDPYCHOU

5
I1O0 3alUThI.

AB3.2 OO0OHoBneHue 0a3bl JaHHBIX
MPU3HAKOB BpP€JIOHOCHBIX
KOMIIbIOTEPHBIX TTPOrpaMM (BUPYCOB).

6 Yrpo3sa Bo3MOXKHOCTH | AH3.2  KoHTpo/b YCTaHOBKU
OCyILleCTB/IeHUS HapyIuTesieM | 0OHOBJ/IEHH MPOrPaMMHOT0
JeCTPYKTUBHOTO BO3/IEMCTBUS Ha | oOecrieueHusi, BKIOUass OOHOBJIEHHE
CHUCTEMY  TIyTeM SKCIUTyaTallud | IPOrPaMMHOTO O0ecIieueHus] Cpe/iCTB
ySI3BUMOCTEN rporpamMmHoro | 3.
obecrieyeHus

7 ¥Yrpo3sbl puimHra AB3.1 Peanuzauusi aHTHUBUPYCHOU

3aLLUTBHI.

AB3.2 QOO6nHoBneHune 0a3bl JaHHBIX
TMPU3HAKOB BP€JIOHOCHBIX
KOMIIBIOTEPHBIX NPOrPaMM (BHUPYCOB).

8 Yrposa poctyna kK 3awuigaeMsiM | UAD.3 YnpasieHue
(arinam C WCIIO/Ib30BaHueM | UieHTU(UKaTOpaMy, B TOM UHCJIe
00XO/IHOTO Ty TU co3/laHue, TIPUCBOEHHEe, YHUUTOKEHUE

WJIeHTU(PHUKATOPOB.

NAD .4 YrmpasneHve cpenCcTBaMU
ayTeHTU(UKALIUM, B TOM  YMCJIe
XpaHeHue, Bbl/laua, WHUIMAIU3ALUS,
6/10KMpOBaHHe Cpe/IiCTB
ayTeHTU(UKALIUU U TIPUHSITHE Mep B
cay4ae yTpaThl v ()
KOMIIPOMeTaLun CpeznCcTB
ayTeHTU(PUKALIUU.

9 Yrposa ycnosb3oBanus | UAD.3 YnpasieHue
vH(popMaLuu WJeHTU(PUKaTopaMl, B TOM 4YHUCJIe
WJleHTU(PUKal[MK/ayTeHTU(PUKAL[MK, | CO3/laHue, TIPUCBOEHHEe, YHUUTOKEeHUEe
3a/laHHOM M0 YMOJIYaHUIO WJIeHTU(UKATOPOB.

10 | «OTKa3 B 06cmyKUBaHUN» O[dT.4 TIlepuoguueckoe pesepBHOE

KOITMPpOBaHHE TMepPCOHA/IBHBIX [OddHHBIX
Ha  pe3epBHbBIE HA  pe3epBHbIE
MaIllMHHbIE HOCHUTEM TMepCOHA/IbHBIX
JTAaHHBIX.

ONT.5 OO6ecrnieueHrie BO3MOYKHOCTH
BOCCTAHOBJIEHMSI TIePCOHABbHBIX
JAHHBIX C Ppe3epBHBIX MaIIMHHBIX
HOCHUTEeJIeM IepPCOHA/IbHBIX JIaHHBIX




(pe3epBHbIX  KOMWKW) B  TEUeHUE
YCTaHOBJIEHHOT'O BPEMEHHOT0
VHTepBaJa.

11

Yrposa HeCaHKIIMOHUPOBAHHOTO
BO3/IeliCTBUSI Ha CpeJCTBO 3all[UThI
vH(opMarun

3TC.3 KoHTpone U yripaBjieHUe
¢bu3nueckum JOCTYTIOM K
TeXHUYeCKUM Cpe/cTBaM,
cpeACcTBaM 3alUThl MH(OpMaLy,
Ccpe/icTBamM obecrieueHust
(GYHKLIMOHUPOBaHUS, a Takke B
TIOMeILlleHu st U COOpYKeHUS, B
KOTOPbIX OHU yCTaHOBJIEHBI,
WCKJTIOYaloLIue
HeCaHKLIMOHUPOBaHHBIN
(v3MYeCcKur J0CTyn K CpeACTBam
o6paboTky WH(pOpMaIH, CpeCTBaM
3aIUTHI uH(pOopMaLn U
cpeacTBaM obecrieueHUs
(bYHKLIMOHUPOBAHUS
MHpOpMaLIMOHHOMN CUCTeMbI u
TOMeIlleHHsT U COOpY)KeHWs, B
KOTODBIX OHH YCTaHOBJIEHBI.

12

KoMmribroTepHbie BUPYChI

AB3.1 Peanu3aiusi aHTUBUDPYCHOU
3aLLUTBHI.

AB3.2 OO6HoByeHne 6a3bl TaHHBIX
MPH3HAKOB Bp€/IOHOCHBIX
KOMIIbIOTEPHBIX NTPOrpaMM (BUPYCOB).

13

YcraHoBka IIO, He cBsI3aHHOro C
UCIIO/ITHEHUEeM cy>KeOHBIX
00s13aHHOCTeN

YII[1.2 Peamu3auyss He0OXOJUMBIX
MEeTO/IOB (IUCKpeLMOHHBIH,
MaHJATHbIA, pOJIEBOM WA WHOU
MeTO/l), THUIOB (UTeHue, 3allvCh,
BBITIOJIHEHWE W/TA UHOMW THIT) U MPaBUJI
pa3rpaHhueHus JOCTyTIa.

YIII.5 HasHaueHue MWHUMABHO
HeoOXOJUMBIX TpaB W TIPUBWIETUN
M0/1b30BaTe/sIM, aJIMUHUCTPAaTOpaM |
nuLiaMm, obecrieuyrBarOILIM
(O yHKLIMOHHMPOBaHWe
MH(OPMaLMOHHOW CUCTEMBI.

14

BHezpeHuve armapaTHbIX 3akKiaZoK
MOCTOPOHHUMHU  JIMLIAMH  [OCJIe
Hauasia 3kcrutyararuu UCITJx

3TC.3 KoHTposib ¥ yripaBieHue
(buzrueckum JIOCTYTIOM K
TeXHUYeCKUM CpeJCTBaM, CpeZCcTBaM
3alMThl  MH(pOpMaLUKM, CpefCTBaM
obecrieueHust (yHKIIMOHUPOBaHUs, a
TaK)Xe B IIOMELLeHUSI U COOPY’KeHUs], B
KOTOPBIX OHHU yCTaHOBJIEHB],




WCKJTIOYaloLIHe
HeCaHKL[MOHUPOBaHHbIN  (hHU3UUeCKU
JOCTynl K CpeicTBaM 00paboTKH
vHboOpMalLMy, CpeACTBaM  3all[UThbl

vHbopMaLu 17} CpeZCTBaM
obecrieueHUsI (YHKL[MOHUPOBAaHUS
MH(OpPMaI[MOHHOM CHCTEMBI, B

MOMeIIeHUs1 U COOpY)KeHus, B
KOTODbIX OHH YCTaHOBJIEHbI

15

BHeqipeHue arrapaTHBIX 3aK/aJoK
COTPYJAHUKaMH OpraHu3aLuu

3TC.3 KoHTposib ¥ yrmpaBieHue
dbusrueckum JIOCTYTIOM K
TeXHAUECKMM Cpe/ICTBaM, Cpe/iCTBaM
3alMThl  UH(pOpPMaLUM, CpeCcTBaM
obecrieueHust (HYHKIIMOHUPOBaHUs, a
TaK)Ke B TIOMELL|eHUsI U COOPY’KeHUsl, B
KOTOPBIX OHU yCTaHOBJIEHBI,
VCKJTFOYatoIIHe

HeCaHKLJMOHUPOBAHHbIN  (PU3NYeCKUI
JIOCTYIT K cpeAcTBaM  00paboTKu
vH(opMalMy, CpeJCTBaM  3allUThbl

“H(popMaLu1 1 cpeiCTBaM
obecrieyeHust (bYHKI[MOHUPOBaHUS
vH(MOpPMaLIMOHHON CUCTEMBI, B

MOMeIIeHUs1 U COOPYXKeHus, B
KOTOPBIX OHU YCTaHOBJIEHbI

16

BHespeHWe amnmapaTHBIX 3aK/1a/loK
00CITy>KUBAIOIIM MIepCOHAIOM
(PeMOHTHBIMM OpraHU3alUsIMU )

3TC.3 KoHTponb ¥ yripaBiieHue
(pr3MYeCcKUM JOCTYIIOM K
TeXHUYEeCKUM CpeJCTBaM, CpeJCcTBaM
3alMThl  UH(pOpMAaLWH, CpeACTBam
obecrieueHust (HyHKLMOHUPOBAHUS, a
TaKk)Ke B IMOMeILeHUsI U COOPY’>KeHUs], B
KOTOPBIX OHU yCTaHOBJIEHBI,
WCKJTFOYatoIIue

HeCaHKLIMOHUPOBAHHBIN  (hU3HUUeCKUit
JIOCTYTT K cpeAcTBaM 00paboTKu
vH(poOpMalLMy, CpeACTBaM  3all{UThbl

vH(pOopMaLuu 17} cpenCcTBaM
obecrieueHus (YyHKLIMOHMPOBAaHUS
MH(OpMaLMIOHHOU CUCTEMBl, B

IomMelineHus u COOpY>KeHuH, B
KOTOPBIX OHM YCTAHOBJIEHEI

17

Yrposa yTpaThl HOCHUTeJIen
vH(MOopMalm

3HN.1 YdyeT MaUIUMHHBLIX HOCUTE/eH
TepCOHA/IbHBIX JaHHBIX




18

HenpegHamepeHHasi mofuduyKaLys
(YHUUTOXeHHe) vHbopMaLn
COTpYJAHUKaMHU

YIIA.5 HasHaueHue MHUHUMAJIBHO
HeOoOXOJUMBIX TpaB W TIPUBWIETUN
M0JIb30BaTe/sIM, aJIMUHUCTpPAaToOpaM U
NULIaM, obecreurBarOIIM
(yHKLMOHUPOBaHUe
MH(OPMaI[MOHHOW CHCTeMBI.

O[dT.4 TIlepuoguueckoe pesepBHOE
KOIMPOBaHWe TepCOHaNbHBIX JaHHBIX
Ha  pe3epBHble  Ha  pe3epBHbIe
MallIMHHbIe HOCUTE/M MepCOHaIbHBIX
JlaHHBIX.

ONT.5 Ob6ecrnieueHrie BO3MO>KHOCTH
BOCCTAHOBJ/IEHUS TIlepCOHA/IbHBIX
JJaHHBIX C pe3epBHBIX MaIIIMHHBIX
HOCUTe/leld TIepCOHA/IbHBIX JlaHHBIX
(pe3epBHbIX  KOMUKW) B  TeueHUe
yCTaHOBJIEHHOT O BPEMEHHOT0
VHTepBaJa.

19

HenpegHamepeHHOe OTK/IFOUeHMe
Cpe/CTB 3alllUThI

YIIA.2 Peamuzanusi HeoOXOAMMBIX
MeTO/I0B (IUCKpPEeLIMOHHBIM,
MaHJATHbIA, pOJIEBOM WA WHOU
MeTO/l), THUIOB (YTeHue, 3alllCh,
BBITIOJIHEHWE W/TA UHOMW THIT) U MPaBUJI
pasrpaHhueHus JOCTyTIa.

YIIA.5 HasHaueHue MHWHUMAJIBHO
HeOOXOJUMBIX TpaB W TIPUBUWIETUN
MO/Ib30BaTeNsIM, aZJMUHUCTPATOpPaM U
niLaMm, obecreunBaroIIM
(byHKI[MOHMPOBaHHE
MH(OPMaLMOHHOW CUCTEMBI.

20

Beixom Y3 CTposi  arrapaTHO-
MPOrPaMMHbBIX CpPe/ICTB

OLT.4 TIlepuopuueckoe pesepBHOe
KOIMPOBaHWe TepCOHaIbHbIX JaHHBIX
Ha  pe3epBHble Ha  pe3epBHbIe
MalIMHHble HOCUTE/M TMepCOHaTbHBIX
JTaHHBIX.

ONT.5 Ob6ecrnieueHrie BO3MOYKHOCTH
BOCCTaHOB/IEHUSI TepCOHA/TbHBIX
JJaHHBIX C pe3epBHBIX MaIITMHHBIX
HOCHUTe/Nel TIePCOHA/IbHBIX JaHHBIX
(pe3epBHbIX  KOMHUK) B  TeueHUe
yCTaHOBJIEHHOT'O BpEMEHHOT 0
VMHTepBaJa.

21

Yrpo3sa HeCaHKLUOHUPOBAHHOTO
KOMMPOBaHMS EENIZIER Y071
vH(bOopMaIu

NAD.1 W peHTrdukarus U
ayTeHTU(UKALIUS T0/Tb30BaTeen,
SIBJISTFOLLIUXCST paboTHUKaMHU




oreparopa.

NAD.2 Upentudukaiys U
ayTeHTU(UKALUS YCTPOUMCTB, B TOM
yKc/ie CTAllMOHAPHBIX, MOOWUIBHBIX U
MOpPTaTHUBHBIX.

NAD.3 YnpasneHnuve
uaeHTU(PUKaTOpaMu, B TOM UHCJIe
Co3/laHue, TIPUCBOEHHE, YHUUTOXXeHHe
WJIeHTU(HUKATOPOB.

22

Pa3raiiieHue MH(OopMaInH,
MoaupUKarys, YHUUTOKeHHe
COTPYJAHUKAMH, JOTYIIIeHHLIMU K ee
obpaboTke

NAD.1 W peHTrdukarus u
ayTeHTU(PUKaLUS T0/Tb30BaTesie,
SIBJISTFOLLINXCSI paboTHUKaMHU
oreparopa.

NAD.2 U pentudukanus U
ayTeHTU(UKALUSI YCTPOMCTB, B TOM
yKc/ie CTAllMOHAPHBIX, MOOWUIBHBIX U
MOPTaTHUBHBIX.

NAD.3 YnpasneHuve
vjeHTU(dUKaTOpaMyd, B TOM UHCJIe
co3JjaHue, TIPUCBOEHUE, YHUUTOXKeHUe
WJeHTU(hHKATOPOB.

23

Yrpo3a HemnoATBepKAEHHOTO BBOZA
JJaHHBIX OIepaTOpOM B CHUCTEMY,
CBsI3aHHYTO C 6€3011aCHOCThHIO

yIig.11 Pasperienue (3arper)
JIeMCTBUU T10J/Ib30BaTesien,
paspellieHHbIX [0 HAeHTUhUKAIUU |1
ayTeHTU(UKaLIUKU

24

Yrposa HerpaBOMepHOI0
O3HAaKOMJIEHUSI €  3aljulljaeMou
vH(popMaruen

YII[1.2 Peamu3arusi HeoOXOJUMBIX
MEeTO/IOB (IUCKpeLMOHHBIH,
MaH/|aTHbId, PpPOJIEBOM WM  HHOMU
MeTOJl), THUIOB (UTeHue, 3alllCh,
BBITIOJIHEHHE W/TA UHOMW THIT) U MPaBUJI
pa3rpaHrUueHus JOCTYTIa.

25

YTeuka aTpubOyTOB OCTYyTIA

NA®.4 YnpasneHue cCpefCcTBaMU
ayTeHTU(PUKALUM, B TOM  UHCJIe
XpaHeHWe, Bblaua, WHULMAIU3aLus,
6/10KUpOBaHue CpeJiCTB
ayTeHTU(UKALIUM U TIPUHSITHE Mep B
caydae yTpaThl v (nn)
KOMIIpOMeTal[uu CpeJCTB
ayTeHTU(UKALIUMU.

26

[TepexBart 3a repesesaMmu
KOHTDPOJIUPYEMOU 30HbI

YIIA.3 YnpaBnenwe (duibTpaius,
MapIIpyTU3aLus, KOHTPOJTb
COeIUHEeHUH, OJIHOHArIpaBJ/IeHHast
repejiayua u VHbIe CTI0COOBI
yrpaB/ieHUs]) rMH(}OpMal[MOHHBIMU
MOTOKaMU  MeX[Jy  YCTPOMCTBaMH,




cerMeHTamMmu rH(MOpMaI[MOHHOM
CUCTEMBI, a TaKXKe MeXIy
rH(OpMaI[MOHHBIMU CUCTEMaMU.
YIIA.13 Peanmu3auusi 3allUI€HHOrO
yJaneHHoro  /IOCTyrla  CyObeKTOB
JOCTyTa K OoObeKTaM /[OCTyra uepe3
BHeIIIHUe HMH(OpMaI[MOHHO-
Te/IeKOMMYHUKALIMOHHBIE CETH.
YIIO.16 Ynpagsienuve
B3aUMO/ieliCTBHIEM C
HMH(OpMaLMOHHBIMU cucTeMaMu
CTOPOHHUX OpraHu3alui (BHeIIHUe
vH(OpMaI[MOHHbIE CUCTEMBI).

27

ITepexBar B rpezenax

KOHTPOJIMPYeMOU
BHYTPEHHUMHU HapyLIUTEeSIMUA

30HBbI

3TC.3 KoHTposnbe ¥ yripaBiieHue
(pr3MYeCKUM JOCTYIIOM K
TeXHUYEeCKUM CpeJCTBaM, CpeJCcTBaM
3alMThl  MH(pOpMaLWH, CpeACTBam
obecrieueHusi (HyHKIIMOHUPOBaHUS, a
Tak)Xe B IMOMeILeHUsI U COOPY’KeHUs], B
KOTOPBIX OHU yCTaHOBJIEHBI,
WCKJTIOYatoIIue

HeCaHKLIMOHUPOBAHHBIN  (hU3HUUeCKUi
JIOCTYIT K cpeAcTBaM 00paboTKu
vH(opMalMy, CpeJCTBaM  3allUThbl

vH(OopMaLum 17| cpeZiCTBaM
obecrieueHus (yHKLMOHMPOBAaHUS
MH(OpMaLMIOHHOU CUCTEeMBl, B

IoMeIeHus nu COOpY>XeHuH, B
KOTOPBIX OHM YCTAHOBJIEHBI

W3 Tabsuiiel 3 ciieyert, UTO yTOUHEHHE aZialTUPOBAHHOTO 6a3oBoro Habopa
Mep 10 obecrieueHWt0 Oe3omacHOCTM WH(OpPMALUK  AJT  HeWTpanu3alyu
aKTyaJIbHBIX yIPO3 He TpeOyeTcs.

4. [lorio/THeHHEe YTOYHEHHOTO aJanTHPOBAaHHOT0 0a30BOro Hadbopa Mmep

3aluThl TH(OpPMaIU1

N3 Tabauupbl 3 cieAyeT, yTo HeoOXOJUMO [IOTMOJIHEHHE YTOUYHEHHOI'O
a/larTHpOBaHHOTO 6a3oBoro Habopa Mep 3alUThl UHGOPMAIUM CeAYIOIUMU
MepaMH, 00ecreurBaroIMMU BhIMO/HEHHe TpeOOBaHMI K 3aluTe HWHGMOPMAIWH,
YCTaHOBJ/IEHHBIMM HWHBIMW HOPMATHUBHBIMH TIDABOBBIMM dKTdMHU B O6J'IEICTI/I
obecrieueHust 6e301acHOCTH MH(GOPMAIUK U 3aIUThI UH(GOPMALIUH.




YcnoBHoe Cojpep>xaHue Mmep
o0o3HaueHHe 1o obecrnieueHHI0 He30macHOCTH MH(pOpMaLMH
Mepbl

3HN.1 YyeT MalllMHHBIX HOCUTE/IeH IepCoHaNbHBIX JAaHHBIX

OJT.4 [Tepuorueckoe pe3epBHOe KOMIMPOBaHUe MepCOHA/IbHBIX JaHHbIX
Ha pe3epBHbIe Ha pe3epBHbIe MalllMHHbIe HOCUTEU IepCOHaTbHbIX

JaHHBIX.
OAT.5 Ob6ecrieueHrie BO3MOXXHOCTH BOCCTAHOBJIEHHs TTe€PCOHATbHBIX
JAaHHBIX C Pe3ePBHbBIX MAllIMHHBIX HOCUTeJIel TlepCOHa/IbHbIX
JlaHHBbIX (pe3epBHbIX KOIHI) B TeueHre YCTaHOBIEHHOTO
BpEeMEeHHOTI'0 MHTepBasa.

5. KomneHcupyomue Mepbl 3aliMThI HHpoOpManuu

3aMeHa TIpelyCMOTPEHHBIX a/lalITHPOBaHHLIM 0a30BbIM HAaOOpOM Mep
3alUThl  MH(POpPMAl[MM KOMIEHCHUPYIOI[MMU MepaMH, HarpaB/ieHHbIMU Ha
HeWTpanM3al[uio akTya/lbHbIX YIpo3 6e30macHOCTH UH(GOpMaluK, He TpeOyeTcs.

6. UToroBeiii Habop Mep 3aMThHI HHGOPMaLMHU

WTorosbiii Habop Mep 3aruThl HHbopMauyu a1 UCITJH cdhopmMupoBaH 110
pe3ysbTaTaM OTMpeJe/ieHys, aJarTal[ii, yYTOYHeHWs U JIOToJiHeHus 0a30BOTO
Habopa Mep 3aiuThl HTHPOPMALH, a TaKXKe aHa/i3a HeoOX0JUMOCTH 3aMeHbl Mep
3al[UThl WUH(GOPMAI[MM KOMITEHCHUPYIOIITUMH MepamMH. MToroBeiii Habop Mep

3a1uThl MHGOpPMAIMK MPHBe/ieH B Tabmuiie 4.
Tabsuria 4 — ViToroeeiii Habop Mep 3alUThl MHGOPMALIU

YcinoBHoe CopepxaHue mep
o003HaueHHe o obecreueHN0 0e30macHOCTH MHGopMaun
Mepbl
NAD NpenTndukanus v ayreHTU(UKANKUA Cy0bEKTOB A0CTyNa U 00bEKTOB
Aocryna (MAD)
NAD.1 Upentudukanus u  ayTeHTU(PUKALUS  TI0/Ib30BaTese,  SIBJISIOLLUXCS

pabOTHMKaMH oreparopa

NA®.3 YnpaBneHue uAeHTU(PUKATOpaMH, B TOM YHWC/e CO3ZaHHe, TPUCBOEHHeE,
YHUUTOKeHUe U/IeHTU(HKATOPOB

NAD.4 YnpasneHue cpeficTBamMu ayTeHTU(UKALIMY, B TOM UMC/Ie XpaHeHUe, Bbljlaua,
VHHL[Ma/M3a0ysi, 0/I0KMpOBaHWe CPeJCTB ayTeHTU(PUKALMH U TIPUHSTAE Mep
B C/ly4ae yTparThl U (WIM) KOMIPOMeTalUX CPeJICTB ayTeHTU(hUKaLUK

NA®.5 3amura o6paTHOM CBsi3U MPU BBO/Jie ayTeHTU(PHUKALIMOHHON UH(OpMaIuu




YcnoBHoe CojepxaHue mep
o0o3HaueHHe 1o odecrneueHuIo Oe3omacHoCcTH HHpopManu
MepblI
YILJ YnpaBiieHue JOCTynoM Cy0beKTOB A0CTYyNa K 00bekTaMm gocrymna (YII)
YILA.1 YnpaBneHue (3aBefieHHe, aKTUBAIWsl, OJIOKUDOBAaHWE U YHUUTOXKEHHE)
yUeTHbIMHU 3alUCSMU T10/1b30BaTe/Iel, B TOM UMC/le BHELIHUX 10J/Ib30BaTesen
YILO.2 Peanu3aiusi HeoOXOAMMBIX  METO/OB  (IMCKPELIMOHHBbIM, MaH/|aTHBIH,
pOJIeBOl WM UHOW MeTOZ), TUIIOB (UTeHue, 3aluCh, BBIMOTHEHHEe WU UHOU
THUIT) U TIPAaBWI pa3rpaHUueHus A0CTyIia
YIi4.3 Ynpaenenue (puibTpalys, MapLIpyTH3alys, KOHTPOJIb COeJWHEHUH,
OJHOHATIpaB/ieHHasi  Tlepefaya W WHbIE  CIIOCOOBI  yIpaB/IeHUs)
MH(GOPMALIMOHHBIMKA ~ TIOTOKaMU  MeXXJy yCTPOWCTBaMH, CerMeHTaMH
MHGOPMALIMOHHOW  CUCTeMBbI, a TakkKe MexAy UuHGOPMaLOHHBIMU
cucTeMamMu
YIia.4 Pa3peneHve nosHomMouni (poJieid) Moab30BaTe/el, aMUHACTPAaTOPOB U JIHLI,
obecreunBarOIMX (QYHKIIMOHUPOBaHKE UH(POPMAI[MOHHOW CHCTEMBI
YIIO.5 Ha3snauenne  MUHUMAnbHO  HEOOXOAWMBIX TpaB M TPUBUJIETHI
MoJb30BaTeNsIM,  aAMUHUCTpPAaTOpaM U JikIaM,  00ecreuyrBaroUM
GyHKIIMOHUPOBaHUe MH(OPMAaLOHHOW CUCTEMBbI
YII.6 OrpaHuyeHre HeyCIelIHbIX MOMbITOK BXOAAa B UH(QOPMAL[MOHHYIO CUCTEMY
(moctyma K nHGOPMAI[MOHHOM CUCTeMe)
YI14.10 brokvupoBaHue ceaHca JoCTyra B WH(MOPMALMOHHYIO CHUCTEMY TIOCjie
yCTaHOBJIEHHOTO BpeMeHU Oe3/ieliCcTBUs (HEaKTUBHOCTH) TIO/b30BaTesIsl WK
T10 ero 3arpocy
yYIia.11 Pa3pelienve (3arpeT) [JeWCTBUM TO/b30BaTesiel, pa3pellieHHbIX [0
WeHTU(PUKALIUU U ayTeHTU(DUKaLUU
YI1.16 YrpaBneHue  B3auMOJEWCTBUEM C  WH(OPMALMOHHBIMM  CHUCTeMaMH
CTOPOHHUX OpraHu3alyii (BHellTHHe WH(OPMaI[MOHHbIE CHCTEMbI)
3HN 3amnpuTa MalIMHHBIX HOCHTe/Ied MepCOHA/IbHBIX JaHHbIX (3HU)
S3HN.1 YueT MalllMHHBIX HOCUTE el MepCcoHaIbHbIX JaHHBIX
3HN.8 YHUUTOXXeHHe (CTUpaHWe) WK 00e3/1MuMBaHue TEePCOHA/bHBIX JAaHHBIX Ha
MalIMHHBIX HOCUTE/ISIX TIPU WX Tiepejjlade MeXAY I0/7b30BaTeNs MU, B
CTOPOHHME OpraHu3all|M [Jisi PeMOHTa WM YTUIN3alUH, a TakKe KOHTPOJIb
YHUUTOXKeHUSI (CTUPaHUs) WK 00e3/TMUBaHUS
PCBb Perucrpanusi codoniThii 6e3onacHoctu (PCB)
PCB.1 Onpenenenvie coObITUII 0e30MacHOCTH, TOAJIEKAIIUX PEerucTpaluu, Hu
CPOKOB UX XpaHeHUsi
PCb.2 OmpenenieHie  CoCTaBa W Cofep)KaHWs MHGOPMALUM O  COOBITHSX

0e301acHOCTH, MOJJIeKAIMX PeTUCTPaLn




YcnoBHoe Copeprxanue Mmep
o0o3HaueHHe 1o odecrneueHuIo Oe3omacHoCcTH HHpopManu
Mepbl
PCB.3 Cb6op, 3ammch U xpaHeHWe HHGOpPMAIMK O COOBITHUSX 0e30MacHOCTH B
TeuyeHHe yCTaHOBJ/IEHHOI'0 BpeMeHU XpaHeHUs
PCB.7 3aruTa nHGOpMaILMK 0 COOBITHSIX 6€30TTacHOCTH
AB3 AnTHBHpYyCHas 3amura (AB3)
AB3.1 Peanu3anus aHTUBUPYCHOM 3allUThI
AB3.2 O6HoBneHue 0a3bl [JAHHBIX TIPU3HAKOB BPEJOHOCHBIX KOMITbIOTEPHBIX
rporpamm (BUPYCOB)
AH3 KoHnTpob (aHamm3) 3ampmeHHocTd nHgopmanuu (AH3)
AH3.1 BoisiBnenne, aHanu3  ysS3BUMOCTeM  MH(OPMALMOHHOM  CUCTEMbI U
OTepaTMBHOEe yCTpaHeHHe BHOBb BbISIBJIEHHBIX YsI3BUMOCTeH
AH3.2 KoHTposib yCcTaHOBKM OOHOBJIEHHI MPOrpaMMHOTO O0ecrieueHus, BK/IIOYAst
0OHOB/IEHMEe TIPOrpPaMMHOr0 0becrieueHust Cpe/ICTB 3alUThl HH(OpMaLu
AH3.3 KoHTposib paboToCroco6HOCTH, TapamMeTpPOB HAaCTPOWKK M TIPABUIBHOCTH
(GYHKIIMOHMPOBaHUS TIPOrpaMMHOTO obecrieyeHHsI W CPeACTB  3aLUTHI
vHopMaLu
AH3.4 KoHTposib cocTaBa TeXHWYECKUX CpeJCTB, MPOrPAaMMHOr0 obecrieyeHUs: U
CpeACTB 3alUThl MH(OpMaLUy
oAT O0ecnieyeHue JOCTYITHOCTH MepPCOHATbHBIX JaHHbIX (O/[T)
OAT.4 [Tepuorueckoe pe3epBHOe KOMIMPOBaHUe TTePCOHA/IbHBIX JaHHbIX
Ha pe3epBHLIE Ha pe3epBHLIE MdIIIMHHbBIE HOCUTETA
MMepCOHAJ/IbHBIX NdHHBIX.
OAT.5 Ob6ecrieueHre BO3MO>KHOCTH BOCCTaHOBJ/IEHUsI TIePCOHATBHBIX
AaHHBIX C pe€3€PBHBIX MAIIIMHHBIX HOCHUTeJIen ImepCoHa/IbHBIX
AdHHBIX (pEBEpBHBIX KOHHﬁ) B TeUeHHE YCTAdHOBJ/IEHHOT'O
BPEMEHHOI'O MHTEPBAJIA.
3TC 3amura Texanueckux cpejcrs (3TC)
3TC.3 KoHTposb U yripaB/ieHHe (pr3uecKuM [JOCTYIIOM K TeXHUUECKUM Cpe/iCTBaM,

cpefCcTBam 3aLUThI vH(popMaLy, cpefCcTBamM obecrieueHUs
(GYHKLIMOHMPOBAaHUS, a TakKXKe B [OMeLL|eHHsI U COOPY>KeHHs], B KOTOPbIX OHU
yCTaHOBJ/IEHbI, UCK/IIOYAlOIe HeCAaHKIJMOHUPOBAHHBIN (PHM3UUeCKUN JOCTYI
K cpeacTtBam 00paboTku MHGOPMALK, CPeACTBaM 3alUThl MHHOPMALIUHN U
cpeacTBaM obecrieueHUst PYHKL[MOHUPOBaHUS MH(OPMAI[MOHHOW CUCTEMBI, B
TIOMeILLleHHUs1 U COOPY>KeHHSs1, B KOTOPbIX OHU YCTaHOBJIEHbI




YcnoBHOe Copep:xanue Mep

o0o3HaueHHe 1o odecrneueHuIo Oe3omacHoCcTH HHpopManu
MepblI
3TC.4 Pa3MmeriieHue  yCTpPOMCTB  BbIBola  (OTOOpakeHWs))  WH(OpMAaIuH,

HCKJ/TIOUalolliee ee HeCaHKIJMOHUPOBAHHBIM ITPOCMOTP

3UC 3anura nH(OPMaI[MOHHOM CHCTEMbI, ee CPeACTB, CHCTeM CBSI3U U
nepeaauu AaHHbIx (3UC)
31UC.3 OO6ecrieueHue 3aIUThI TEPCOHANBHBIX JAHHBIX OT PACKPBLITHS, MOAU(PUKALIN

Y HaBs13bIBaHUs (BBO/A JIOXKHOU MH(OPMaLUK) TIpU ee niepefiaue (TIOATOTOBKe
K T1epefaue) IO KaHajaM CBSI3M, MMEIOIIUM BBIXOJ 3a TIpefesbl
KOHTPOJIUPYEMOM 30HbBI, B TOM UHC/Ie 6€CTIPOBOHBIM KaHalaM CBSI3U

YKo Ynpasienue koHpurypanueii HHGOPMaLOHHOH CUCTeMBbI U CHCTeMbI
3al[UThI ePCOHA/TBHBIX AaHHBIX (YK®)

YK®.1 OrnipeziesieHe UL, KOTOPBIM pa3pellleHbl JAeWCTBUSI TI0 BHECEHHIO
VW3MeHeHUM B KOHGUTYpalui0 HWHGOPMALMOHHONW CHUCTeMbl U CHUCTEMbI
3aLUTHI IePCOHA/IBHBIX JaHHBIX

YK®.2 YnpaBneHue u3MeHeHUSIMU KOHGUrypaluu HWH(OPMAaLMOHHOW CUCTEMbI U
CUCTeMBbI 3allUThI MIePCOHATBLHBIX AAHHBIX

YK®.3 AHanu3 TOTeHLMaJbHOrO BO3JEWCTBUSA IUIAHMPDYEMBbIX H3MEHeHWW B
KoHGUrypaiu  WHGOPMALMOHHONW  CHUCTeMbl M CHCTEMbl  3alUThbI
TepCoOHaTbHBIX JaHHBIX Ha obecrieyeHue 3alUThl TIePCOHATBHBIX JAaHHBIX U
CorjiacoBaHue M3MeHeHWN B KOH(GUrypaluu UH(QOPMALMOHHOW CUCTEMBI C
JO/DKHOCTHBIM JIMLIOM (PaOOTHUKOM), OTBETCTBEHHBIM 3a obecreueHue
0e301acHOCTH TIePCOHABHBIX JAHHBIX

YKd.4 [okymeHTHpOBaHWe  uWHbopMalmu  (faHHBIX) 00  W3MEHeHWsiX B
KoH(GuUrypaiu  WHGOPMAI[MOHHOW  CHUCTeMbIl M CHCTEMbBI  3allUThI
TIepPCOHABHBIX JAHHBIX

TpebOoBaHuUsI K CpeCTBaM 3alUThHI HH(OPMAIUH

TexHyuueckue Mepbl 3al[UTbl HWH(QOpPMALMU peajru3ylTCs TMOCPeICTBOM
TIPUMEHEHHsI CPeZICTB 3all[UThl MH(POPMAaIMK, UMEIOIUX HeobxoquMble QYHKIAN
6e30I1acHOCTH.

B cootBetcTBrH € TyHKTOM 12 CocCTaBa U cofiepKaHusi OpraHu3aLMOHHbIX U
TeXHUUECKHUX Mep I10 obecrieueHr0 6€301acHOCTH TTePCOHAIBbHBIX JJaHHBIX TIPU UX
00paboTke B WHGOPMAI[MOHHBIX  CHUCTEMAaX  II€PCOHA/NbHBIX  JAHHBIX,
yTtBepxxeHHbIM nprkazoM P®CTIK Poccum ot 18 deppans 2013 r. Ne 21 npu
WCIO/Ib30BaHWM B MH(MOPMAI[MOHHBIX CHUCTeMaxX CepTU(GHULMPOBAaHHBIX —TIO
TpeboBaHUsIM 0Oe30macHOCTH WHGOPMAI[MK CPeJCTB 3allliThl WH(OpPMAIi B
MH(OPMAILIMOHHBIX CHMCTeMaX 3 YpPOBHS 3allUI[eHHOCTH MepCOHA/IbHBIX [aHHBIX
TIPUMEHSIFOTCSI CpPe/iCTBa 3all[UThbl MH(OpMaluyd He HWkKe 6 Kjacca, a Takxke
CpeCTBa BBIUMC/IUTETbHOM TeXHUKU He HWKe 5 KJlacca.



[TpunoxkeHue Ne 2

YTBEP>XIEHA
pelilieHreM
Ypanbckoli nocenKoBoW TePPUTOPUA/IBHON

n30uparebHON KOMUCCUN
oT 14 mapta 2025 r. Ne 2/10

ITOJINTUKA
uHGopMaIHOHHO 0€30MacCHOCTH
npu padoTe ¢ nepcoHa/IbHBIMH JAaHHBIMH
B YPa/IbCKO# MOCETKOBOM TepPUTOPHA/ILHON H30MpaTe/IbHOM KOMUCCHH

OITPEAEJ/IEHUSA

B HacrosinieM [OKyMeHTe WCIO/b3YHOTCS C/AeAyIollde TepMUHbI U HX
orpejeneHus..

ABTOMATH3HpPOBaHHAsI cHMCTeMa - CHCTEMa, COCTOSLjasi W3 TepcoHana "
KOMILJIEKCa CpeJCTB aBTOMAaTH3al[uu ero JesiTeJIbHOCTU, peanusyroljasi hH(opMa-
L[MOHHYIO TEXHOJIOTHIO BBITIO/THEHUS] YCTaHOB/IEHHBIX (DYHKLIUMA.

AyTeHTH(UKALMSA OTNPABUTENs JaHHBIX - [OATBEpP)XIeHue TOro, uTo
OTIIPABUTEJIb [TO/IyYeHHBIX JaHHBIX COOTBETCTBYET 3asB/ICHHOMY.
Be3onacHocTh mNepCOHANBHBIX [aHHBIX - COCTOSIHME  3al[UL[eHHOCTHU

MepCOHaNbHBIX JAHHBIX, XapaKTepu3yeMoe CIOCOOHOCTBIO IO/b30BaTe e,
TeXHUUECKAX CpPeJiCTB YW  WHGOPMAI[MOHHBIX  TEXHOJIOTUWA  0becreunThb
KOH(UeHIUA/TbHOCTb, 11eJIOCTHOCTh M JOCTYHOCTh MEePCOHATbHBIX JAAHHBIX MPU
1X 00paboTKe B MH(MOPMAIMOHHBIX CHCTeMaX IMePCOHATbHBIX JJaHHBIX.

Buomerpuuyeckne mnepcoHabHbIE JaHHble -  CBeJeHHsd, KOTOpbIe
XapaKTepu3yloT (pu3nosornueckre 0COOEHHOCTH uesioBeKa U Ha OCHOBe KOTOPBIX
MOXXHO YCTaHOBUTb €ro JMYHOCTb, BK/IHOUasi ororpaduu, OTreuvaTKU MablieB,
obpa3 ceTuaTKyd TJia3a, OCOOEHHOCTU CTPOEHMS Tela W JAPYryk TM0A00HY0
MH(OpMaLUIO.

BiokupoBaHWe NePCOHAIBbHBIX JAaHHBIX - BpPEMEHHOe TMpeKpalleHue
00paboTKK MepcoHa/bHBIX JJaHHBIX (3a WCK/IIOUeHHeM CaydaeB, eciu 06paboTka
HeoOXoJuMa /i1 yTOUHeHUs TIepCOHA/TbHBIX IaHHBIX).

Bupyc (KOMNbIOTEpPHBbI, MPOrpaMMHBIi) - KCIOJIHSIEMbIM MNPOrpaMMHbIN
KO/ /I WHTepNpeTUpyeMblii HabOp MHCTPYKIMM, 00/afaroluii CBOMCTBAMU He-
CaHKLIMOHVMPOBAHHOI'0 PpacCIlpOCTpaHeHusi U caMoBocrpousBesieHus. Co3zaHHbIe
Ay0/IMKaThl KOMITbIOTEPHOTO BUpYCa He BCerjia COBIAZai0T C OPUIMHAIOM, HO CO-
XPaHSIOT CIIOCOOHOCTD K Aa/ibHeMIleMy pacripoCTpaHeHU0 U CaMOBOCITPOM3Be/ie-
HUIO.

BpenoHocHasi mporpamMma - TIporpamma, IpefHa3HauyeHHasi [/l OCYILeCTB-



JIeHWsI HeCaHKI[MOHUPOBAHHOTO J0CTyra U (W) BO3/eCTBUSI Ha TNepCOHATbHbIe
JlaHHbIEe UM PeCypChbl MHPOPMALMOHHOW CUCTEMbI TTePCOHAJIbHBIX JJaHHBIX.

BcnomorartejibHbIE TeXHHYECKHE cpeacrtBa M CHCTEMbI - TeXHHUYECKHE
CpeJiCTBa M CUCTeMbI, He TIpeJHa3HaueHHbIe /17151 Tiepeaur, 00paboTKY ¥ XpaHeHUsI
MepPCOHA/IbHBIX ~ JIaHHBIX, yCTaHaB/IMBaeMble COBMECTHO C TeXHUUYECKUMU
CpeAcTBaMM U CUCTeMaMM, TipeJHa3HaueHHbIMHU [/ 00paboTKU TepcoHaIbHbIX
JAaHHbIX WIM B TOMELEeHHsAX, B KOTOPBbIX YyCTaHOBJIEHbI WH(POPMALIMOHHBIE
CUCTEeMbI ITepCOHA/TbHBIX /IaHHbIX.

JocTyn B onmepanMoHHYIO cpeay KOMIbIoTepa (MH(POPMANMOHHOM CHCTEMBI
MEePCOHANILHBIX JAaHHBIX) - TIOJIydeHHWe BO3MOXXHOCTH 3allyCKa Ha BbIIOJIHEHUE
IITaTHBIX KOMaH/, (YHKIIUM, TIPoLieAyp OIepaldOHHONM CUCTeMbl (YHUUTOXKeHUS,
KOTMMPOBaHUs, TepeMellleHUss U T.1.), HCIOMHSIeMbIX (aiijioB MPUKIaHbIX
TIporpamm.

Joctyn K mHpopMamuum - BO3MOXKHOCTb IIOTyueHUs] HMHQOpMalud U ee
VCII0/Tb30BaHMUSI.

3aki1a0uHOe YCTPOWCTBO - 3JIeMEHT CpeACTBa CbhbeMa WHGOpMaLUH,
CKPBITHO BHeJpsieMbIM (3aK/a/IbIBaeéMbIii WA BHOCHMBIM) B MeCTa BO3MO>KHOTO
cbeMa nHMopMaly (B TOM UHC/Ie B OTpakeHre, KOHCTPYKIHIO, 000py/[0BaHMe,
rpeiIMeTbl UHTepbepa, TPAHCIIOPTHbIE CPEJCTBA, a TAKXKe B TEXHUUECKUe Cpe/iCTBa
U cucTeMbl 00paboTku nHMOpMaLvn).

Bammmaemas uHpopmamus - UWHOOPMaIUs, SBASIONIASCS TpeAMeTOM
COOCTBEHHOCTH U TIOAJIEXKAlljasi 3all[dTe B COOTBETCTBHH C TpeOOBaHUSIMHU
TIPABOBLIX [JOKYMEHTOB WM TpeOOBAHUSMMU, YCTaHAB/IMBAeMbIMH COOCTBEHHHUKOM
nHbopmaruu.

HUpentudgukanus - TpPUCBOeHWEe CyObekTamMm U oOBeKTaM JoCTyma
uaeHTUdUKaTopa U (WIM) CpaBHeHUe TMPeabsB/AsSeMOro WAeHTU(PUKaTopa C
repevyHeM MPHCBOEHHBIX W eHTHU(HHUKATOPOB.

NudpopmaTuBHBI CHrHAJI - DJIEKTPUUECKHWE CUTHa/bl, aKyCTUUYeCKUe,
3/IeKTPOMarHuTHbIE U [Ipyrue (pu3nueckue ToJis, 1o TapaMmeTpaM KOTOPbIX MOXKeT
OBITb pacKpbiTa KOH(pHAeHIManbHasg uWHOOPMaIus (IepCcoHabHbIe [TaHHBIE)
obpabaTeiBaeMast B UH(OPMALIMOHHOM CHUCTEMe TTePCOHATbHBIX JJaHHBIX.

HNHpopManHoOHHbIE TEXHOJOrMM - TIPOLECChI, MEeTOAbI TIOMCKa, cOopa,
XpaHeHUsi, 00pabOTKW, TIpeJoCTaB/ieHUs, paclpocTpaHeHuss WH(OpPMaLUU WU
CrI0Cco0bI OCyI1[eCTBIeHUS TaKUX TIPOL[eCCOB U METO/IOB.

Nudopmanmonnas cucremMa mnepcoHadbHbIx gaHHbix (UCIIAn) -
COBOKYITHOCTb COZIep)Kall[uXcsd B 0a3ax [JaHHBIX TIePCOHA/NBHBIX [JaHHBIX U
obecmieunBarOIUX WX 00pab0TKy MHGOPMALMOHHBIX TEXHOJIOTHH U TeXHUUYECKUX
CpeCTB.

Hcnoab3oBaHne NePCOHANbHBIX JAaHHBIX - JIedCTBUS (omepanuu) C
MepCOHA/NILHBIMU  JJaHHBIMM, COBepIllaéMble OrepaTopoM B I[esX TMPUHSATUS
pellleHuld WM COBEpPIIeHUSI HWHBIX [JeUCTBUW, TMOPOXXAAIMX HOPUANYECKUe



MOC/IeICTBUSI B OTHOILIIEHUU CyObeKTa MepCOHANbHBIX AAHHBIX WKW JPYTUX JIUI]
b0 uHBIM 00pa3oM 3aTparvBaroIyX TMpaBa U CBOOO/IbI CyObeKTa MepCoHaTbHbIX
J@HHBIX WM IPYTUX JIULI.

Hcrounuk yrpossl Oe3omacHocTH uHpopmMamuu - CYOBEKT [OCTYIIa,
MaTepua/ibHbId O00beKT WM (U3NUecKoe siB/ieHUe, SBSIOLMECs TPUUHUHON
BO3HUKHOBEHUS yrpo3bl 6e30racHoCTH MHGOpMALUH.

KoHTpoaupyemasi 30Ha - TIPOCTPAHCTBO (TEPPUTOPUS, 3[jaHUe, YacThb 3[aHUS,
roMelrieHrWe), B KOTOPOM MWCK/IFOUEHO HEKOHTpOJMpyeMoe —TipeObiBaHUe
MTOCTOPOHHUX JINL], @ TAKXKe TPaHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaTepUabHbIX
CpelCTB.

KondpuaeHuuaJIbLHOCTL NEPCOHANBHBIX JAaHHBLIX - 00s3aTenpHOE /IS
cobtofieHrs orepaTOpOM WJ/IM WHBIM TIOJMYUUBIIMM [JIOCTYIl K TepCOHA/IbHBIM
JAHHBIM JIUL[OM TpeboBaHWe He [OMyCKaTh WX pacmpocTpaHeHue 0e3 corsacus
CcyObeKTa NepCoHabHBIX JAHHBIX WM HaJIMUUsi THOTO 3aKOHHOTO OCHOBAHWUS.

MexceTeBoii  3KpaH -  JIOKaJbHOe  (OJJHOKOMIIOHEHTHOe)  WJ/I1
(byHKLMOHATBHO-pacripe/ie/ieHHoe  MporpaMMHoOe  (TporpamMMHO-anmnapaTHoe)
CpeCTBO (KOMILIEKC), pear3yroiliee KOHTPOJIb 3a MH(popMaljuel, TToCTynatolilel B
MH(OPMAI[MOHHYI0 CUCTEMY MEePCOHA/bHBIX [JaHHbIX W (W/IM) BBIXOJMALIEN W3
MH(OPMAaLMOHHOW CUCTEMBI.

Hapymureabr 6e30MacHOCTH MEPCOHATBHBIX TaHHBIX - (DU3HUUECKoe JUILIO,
Cly4allHO WM TpeJHaMepeHHO COBepllarolllee [elCTBUS], C/Ie/ICTBUEM KOTOPBIX
SIBJISIETCS HapyllleHHue 0e30MacHOCTH TepCOHAbHBIX AAHHBIX MPU UX 00paboTke
TeXHUYeCKMMH Cpe[iCTBAMA B HWH(POPMALMOHHBIX CHUCTEMax M[epCOHATbHBIX
JlAHHBIX.

HeapromaTusupoBaHHast 00pa0oTKa NEPCOHAJBLHBIX JaHHBIX - 00paboTka
MepPCOHA/IbHBIX  [IaHHbIX, COJlepXKallUXcsi B  WH(MOPMALMOHHOW  CUCTeMe
MepCOHANBHBIX [JaHHBIX JIMOO W3B/eUeHHbIX W3 TaKOW CUCTEMbI, CUUTAETCS
OCYLL|eCTB/IEHHOU 6e3 VICITO/Tb30BaHUs CpeJCTB aBTOMaTH3aLuu
(HeaBTOMAaTU3WPOBAHHOM), €C/IU TaKue JeUCTBHUS C TIepCOHAbHBIMU JaHHBIMU, KaK
WCI0/Ib30BaHWe, yTOUHEHWe, paclpoCTpaHeHWe, YHUUTOXKeHWe T1epCOHA/IbHbIX
JAHHBIX B OTHOIIEHWH KaXAOT0 U3 CyOBeKTOB TepCOHA/BLHBIX [JaHHBIX,
OCYLLIECTBJISIFOTCS MPU HEMTOCPEJCTBEHHOM yUaCTHH YesIOBeKa.

HenexiapupoBaHHble BO3MOKHOCTH - (DYHKLIMOHAJ/IbHbIE BO3MOXXHOCTU
CPe[iCTB BBIYMC/IUTE/IbHOM TEXHUKH, He OIMCaHHble WIA He COOTBeTCTBYHOLIWe
OMMMCAaHHBIM B [JIOKyMEHTAal|u¥, IIPU MCIO0JIb30BaHUM KOTOPBIX BO3MOXKHO
HapylleHue  KOH(WIeHLUWaJbHOCTH,  [JOCTYIMHOCTA WM  LeJIOCTHOCTH
obpabatbiBaemMoii uH(OpMaIUH.

HecaHKIJMOHUPOBAHHBIN 0CTYN (HeCaHKI[MOHMPOBAHHbIE JeUCTBUA) -
J0CTynl K MH(pOpMaLuu WM AelCcTBUd C MH(pOpMaLyel, Hapyllaroljyie npaBusa
pasrpaHrueHus JOCTYIIA C UCII0/Ib30BaHNWeM LITaTHBIX CPeZCTB, IIPe0CTaB/IsIeMbIX
MH(OPMAaLMOHHBIMUA CHUCTEMaMHU MepCOHA/BHBIX TaHHBIX.



Hocureans nagopmanuu - Gr3nueckoe U0 WIM MaTepyuaJbHbIM 00BEKT, B
TOM 4uc/ie (pU3nYecKoe noJjie, B KOTOpOM MH(GOPMaLUs HAXOAUT CBOE OTPa’KeHUe B
BUJle CUMBOJIOB, 00pa3oB, CUTHA/AOB, TeXHUUECKUX pelleHWd U TPoLieCcCoB,
KOJTMUeCTBEHHBIX XapaKTepUCTUK (M3UUeCKUX BeJTMUMH.

O6e31nunBaHNe NMEPCOHATBHBIX TAHHBIX - [IEMCTBUS, B pe3y/bTare KOTOPBIX
CTAaHOBUTCSI HEBO3MOKHBIM 0e3 HCIOJIb30BaHUsl JOIOJHUTEbHON UH(pOpMalu
oTipe/ie/IUTh TIPUHAJJIe)KHOCTb TepCOHATBHBIX AAaHHBIX KOHKPETHOMY CYOBEKTy
MepCOHA/IbHBIX IaHHBIX.

O6pa6oTKa NMEPCOHANBLHBIX AAaHHBIX - JF00Oe JeicTBHe (omepaiys) WIH
COBOKYITHOCTb JIEMCTBUM (Omepariuii), coOBepllaeMbIX C MCIOJb30BaHUEM CPE[ICTB
aBTOMaTv3aluid WM 0e3 WUCIO/b30BaHUS TaKUX CPEJCTB C TepCOHA/bHBIMU
JNaHHBIMH, BK/Ouasi cObop, 3amuch, CHUCTeMaTH3al[io, HaKOIIeHHe, XpaHeHUe,
yTouHeHWe (OOHOBJ/IeHWe, W3MeHEHHWe), W3BJIeueHHe, HCII0Jb30BaHue, ITiepeady
(pacmipocTpaHeHue, TIpe/OCTaB/IeHHe, AOCTYIT), obe3nuuuBaHue, O/IOKMpOBaHUeE,
yAaneHne, YHUITOKeHUe MepCOHA/IbHBIX JaHHBIX.

OO0mrenocTynHblie NepcOHANbHbBIE JaHHbIE - [IePCOHA/IbHBIEe JaHHbIe, NOCTYII
HEOrPaHUUeHHOT0 Kpyra JiUll K KOTOPbIM Tpe[oCTaB/eH C COrJjiacus CyObekTa
MepCOHAaMbHBIX [JAaHHBIX WM HAa KOTOPble B COOTBETCTBUM C (eJepaabHbIMU
3aKOHaMH He pacrpocTpaHsieTcs: TpeboBaHUe cO0/TI0/IeHUST KOH(PHUIEeHIaTbHOCTH.

Omneparop (MepCOHANBHBIX JAHHBIX) - TOCYJApCTBEHHBbIM  OpraH,
MYHULMTaIbHBIA OpraH, HpuAudeckoe Wiv (U3udecKoe JIMLO, CaMOCTOSITeTbHO
WM COBMECTHO C APYTMMHM JIMI[JaMU OpraHu3yrlue U (Wih) OCYIeCTB/ISIOIue
00paboTKy IepcoHaNbHBIX [JAaHHBLIX, a TAKXKe ONpeesiome e 00paboTKu
TepCOHA/IbHBIX JJAaHHBIX, COCTaB TIePCOHAIbHBIX JJaHHBIX, MOZJIeXKamux oo6paboTke,
JencTBus (onepanum), CoBepilaemMble C MePCOHATbHBIMUA JAaHHBIMMU.

Texnnueckue cpeacrsa HHPOPMANMUOHHON CHUCTEMbI NMEPCOHATBHBIX JTAHHBIX
- CpelCTBa BbIYMCIUTEBHOM TEXHUKHU, UHGOPMAalOHHO-BBIUMC/IUTE/TbHbIE
KOMIIJIEKChl M CeTH, CPe/ICTBA U CHUCTeMbI Mepefaud, rpuemMa u obpabotku I1/1H
(cpeactBa M CHUCTeMBbl 3BYKO3alMCH, 3BYKOYCWJIEHUS, 3BYKOBOCIPOW3BE/EHUS,
MeperoBOpHbIe YW  TeJIeBU3WOHHbIE  YCTPOMCTBA, CpPEACTBA  U3rOTOBJIEHMS,
TUPKAPOBAHUSA [OKYMEHTOB U [JpyrWe TeXHHUeCcKHe cpeAcTBa 00pabOTKH
peueBoM, TpaduueckKoW, BHUAeo- U OyKBeHHOI[M(bPOBOW  HH(OPMaIHHN),
TIporpaMMHbIe CpeficTBa (OrepaljioHHbIe CUCTeMbI, CUCTeMbI yIIpaB/ieHus1 6a3zamu
JaHHbIX W T.OL.), CpeAcTBa 3alluThl MHGOpMaluM, T[pUMeHsieMble B
MH(OPMaIIMOHHBIX CUCTEMaX.

IlepexBat (MHpopmamuu) - HerpaBOMepHOe TOyueHWe WH(OpMalud C
HCITI0/Tb30BaHUEM TEeXHMUECKOTO CpeZCTBa, OCYIIEeCTBJ/ISIONIET0 OOHapysKeHue,
niprieM 1 00paboTKy MH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHbIe TaHHBIE - TF00ass WHGOPMALYs, OTHOCAIIASCS K TIPSMO WU
KOCBEHHO OIIpefie/IeHHOMY WM ofpejie/isieMoMy (u3udyeckomy Uiy (CyObeKkTy
TepCOHabHBIX JJaHHBIX);



IToOouHbIe 3/1eKTPOMarHUTHbIe W3/IydeHUs] M HABOJAKHU - 3/IeKTPOMarHUTHbIE
W3/TyuyeHUs] TeXHUUYeCKUX CpelcTB 00paboTKu 3amuiljaeMoi HHGOpMalvy,
BO3HUKAIOIIe KakK TT000UHOe sIB/IeHHe 1 BbI3BaHHBIE 3/IEKTPUUECKUMU CUTHA/IaMH,
JeNCTBYIOIMMHA B MX 2JIEBKTPUUECKMX M MarHUTHBIX IIeMsiX, a TaKxke
3/IeKTPOMarHuTHble HAaBOJKW STUX CUTHAJOB Ha TOKOIPOBOJSIME JIMHUM,
KOHCTPYKLMU U LIeNU NUTaHUsl.

IoJMTHKA «YHCTOr0 CTOJIa» - KOMILIEKC OPraHU3al[MOHHBIX MepONPUSTUM,
KOHTPO/IUPYIOIIMX OTCYTCTBHE 3allMChIBaHUS Ha OyMa)kKHble HOCUTETH KJTHOUer U
aTpubyToB AocTyta (raposieii) U XpaHeHus1 X BOJIM3U 00BHEKTOB AOCTYTIA.

ITosb30BaTenb MH(POPMALMOHHON CHCTEMbl NMepPCOHA/TbHBIX [JAHHBIX -
JIML0, yYacTByHOIllee B (PYHKIIMOHUPOBAaHUMM WHGMOPMALIMOHHONW CHUCTEMbI
TePCOHAJIbHBIX JJaHHBIX WM UCTOJ/Ib3YIolllee pe3yibTaThl ee hyHKIIMOHUPOBaHUS.

IIpaBuna  pasrpanuyeHuss  jgocryma - COBOKYITHOCTb TIpaBuJI,
perjaMeHTHPYIOLKX MpaBa A0CTyTa Cy0OBeKTOB A0CTyIa K 00beKTaM AOCTYTIa.

IIporpaMmmHuas 3aKjajaka - KOJ, NporpaMMbl, MpeJjHaMepeHHO BHECEHHbI B
TIpOrpaMMy C Lie/IbI0 OCYII[eCTBUTh yTeUKYy, U3MEeHUThb, OJIOKUPOBaTh, YHUUTOXKUTh
WHGOPMALMI0 WM YHUUTOKUTb M MOAU(MHUIIMPOBATh MPOrpaMMHOe oOecrieueHue
HWHGOPMAI[MOHHON CHUCTeMbI ITepCOHAMBHBIX JAAHHBIX U (WIK) 6I0KMpOBaTh ara-
paTHbIe Cpe/iCTBa.

I[IporpamMHoe  (mMporpaMMHO-MaTeMaTH4yecKoe)  BO3/elicTBHe -
HECaHKLIMOHWPOBaHHOE  BO3/|eMCTBHE HAa pecypcbl  aBTOMAaTU3WPOBAHHOU
MH(OPMAaLMOHHOW CUCTEMBI, OCYLeCTBJIIeMOe C WCI0/b30BaHUEM BpeJOHOCHBIX
TIpOrpamm.

PackpbiTHe TEPCOHAJNBHBIX [JAHHBIX - YMBILUIEHHOE WM CJIy4yahHOe
HapylleHre KOH(W/IeHLIMaTbHOCTHU MepCOHabHBIX JAHHbIX.

PacnipocTpaHeHne MePCOHANBHBIX JAHHBIX - JIEMCTBUS, HarpaB/ieHHble Ha
PaCKpbITHe TTePCOHA/IbHBIX /JaHHbIX HEeoIpe/le/IeHHOMY KPYTY JIUI].

Pecypc uH(pOpMANIMOHHON CHCTEeMBbI - UMEHOBAHHbBIA 371eMEHT CUCTEMHOrO,
TIPUKJIaZIHOTO W armapaTHOro obecrieueHust (GyHKLMOHMPOBaHUS
MH(OPMaI[MOHHOW CUCTEMBI.

Cneunaﬂbnme KaTeropuu nepCcoHaJdbHbIX TaHHBIX - HepCOHaﬂbeIe AdHHBIE,
Kacaroluecsi pacoBOM, HALMOHAJIbHOM  MPUHAJJIEXKHOCTH, MOJUTUYECKUX
B3TJ/ISI/IOB, PEMTUO3HBIX WU (GUI0COMCKUX YOeXKIeHMM, COCTOSHUSL 3/I0POBbsI U
WHTUMHOM XM3HU CyObeKTa IMepCoHaTbHBIX JaHHBIX.

Cpeacrsa BBIYHCINTEIBbHON TEXHMKH - COBOKYITHOCTb ITPOrPAMMHBIX U TeX-
HUYECKHX 3JIEMEHTOB CHUCTEM 00pabOTKM JAHHBIX, CTIOCOOHBIX (hYHKI[MOHUPOBATh
CaMOCTOSITE/TbHO WK B COCTaBe APYTUX CHUCTEM.

CyobekT moctyna (cy0bekT) - JIMII0O WIA TMPOLIeCC, AEHMCTBUS KOTOPOIO
perjiaMeHTUPYIOTCS IPaBU/IaMU pa3rpaHUdeHUst 0CTyTIa.



TexHnuyeckM KaHaJ yTedku MHGoOpManum - COBOKYIIHOCTb HOCHUTe/A WH-
dbopmaruu (cpeacTBa 06paboTKK), GU3MUeCKO Cpefibl pacripocTpaHeHus1 UHMOP-
MaTUBHOTO CHUTHajla U  CpPeACTB, KOTOPbIMU J0ObIBaeTCs  3alluiljaemMasi
uHpopMarusi.

TpchrpaanHaﬂ nepeaava MEePCOHAJTBHBIX JAaHHBIX - nepe,qatla
MepPCOHA/IbHBIX ~ [JaHHbIX OrepaTopoM 4Yepe3 ['OCyJapCTBEHHYX TpaHULy
Poccutickori  ®efepanuu  opraHy  B/JaCcTM  MHOCTPAHHOTO  TOCYZapCTBa,
br3rUeCKOMY WU FOPUAUUECKOMY JIMLY MHOCTPAHHOTO rOCy/1apCTBa.

Yrpo3sl 6e30NaCHOCTH MEPCOHAIbHBIX JAHHBIX - COBOKYMHOCTb YCJOBUM U
(GakTOpOB, CO3[arOL[UX OMacHOCTb HECAHKL[MOHWUPOBAHHOTO, B TOM UHCJIe
CJIy4aliHOTr0, JOCTYIa K MEePCOHATbHBIM [JaHHBIM, Pe3yJbTaTOM KOTOPOrO MOXKET
CTaTb YHUUTOXKeHUe, M3MeHeHre, 0/I0KMpOBaHKe, KOTIMPOBaHWe, paclipoCTpaHeHue
MepPCOHA/ILHBIX JIaHHBIX, @ TaK)Ke UHbIX HeCAaHKI[MOHUPOBAHHBIX ZIeMCTBUN NPU UX
obpaboTke B MH(POPMAI[MOHHOM CUCTEME TIepCOHA/TbHBIX IaHHbBIX.

YHUYTOKEHHE MEePCOHATbHBIX JaHHBIX - IeUCTBUS, B pe3yJ/ibTaTe KOTOPBIX
CTAHOBUTCSl HEBO3MOKHBIM BOCCTAHOBUTBH COJi€p’KaHUe MepCOHabHBIX JaHHBIX B
MH(OPMAaI[MOHHOW CHCTeMe TIePCOHA/IbHbIX [JaHHbIX W (WId) B pe3yJsbTare
KOTOPBIX YHUUTOKaIOTCSl MaTepya/ibHble HOCUTEe/U TIepCOHAaTbHBIX JaHHbIX.

YTeuka (3amminaemou) uHGpoOpManuM MO TeXHUYECKHMM KaHa/laM -
HEKOHTPOJIMPYeMOe paclpoCTpaHeHWe HH(OpMalMyd OT HOCUTeJIs 3allyIaeMOu
vHpopMaliuu  yepe3 (PuU3NUeECKyl0 Cpelly A0 TeXHUUYECKOro Cpe/CTBa,
OCYILIeCTBJISIFOLET0 riepexBaT UH(OPMaLUH.

VszBumocTh - C/1a0OCTh B CpeJCTBaX 3all[UThl, KOTOPYK) MO>KHO
MCTI0JTb30BaTh /1J1s1 HapyIlleH!sl CUCTeMbI WK COZleprKallieiicsi B Hell nH(opMaruu.

IlesiocTHOCTH HH(pOPMAIUK - CTIOCOOHOCTh CPE/ICTBA BHIUMC/IUTE/TLHOM TeX-
HUKA WIA aBTOMAaTW3UPOBAaHHOW cucTeMbl obecrieunBaTh HEW3MEHHOCTh
vHbOpMaLi B YC/IOBUSIX CJIydyallHOTO W/WIW TIpeJHaMepPeHHOT0 WCKaXKeHUs
(pa3py1iueHus).



OBbO3HAYEHUSA 1 COKPAILIEHSA

ABC - aHTUBYpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3UpPOBAaHHOE pabouee MeCTO

BTCC - BcrioMorare/ibHble TeXHUUeCKHe CpefCTBa U CUCTeMbI
WCTI[IH - nHdbopMalMoHHasi CUCTeMa MepCOHaIbHbBIX JaHHBIX
K3 - KoHTpOo/mMpyemasi 30Ha

JIBC - yioKasibHas BbIYMC/IATE/IbHAs CeTh

MD - MeXxceTeBOM 3KpaH

HC/I- HecaHKLIMOHUPOBAHHBIM JAOCTYII

OC - onepalOHHasi cUCTeMa

II/JH - mepcoHa/ibHbIe JaHHbIe

[IMB - nporpaMMHO-MaTeMaTAUeCKOe BO3/JelCTBUE

1O - nporpamMMHoOe obecrieueHye

[TOMMUH - rmobouHble 3/1eKTpOMarHUTHBIE U3/TyUeHUs] K HaBOJKU
CA3 - cuctema aHaiu3a 3allULLIEHHOCTU

C3MU - cpeacTBa 3aujuThl UHGOPMaLUU

C3I1/JH - cuctema (moiccTeMa) 3allUThl TIePCOHAMBHBIX JJaHHBIX
COB - cuctema 06HapyKeHHsT BTOP>KEHHUH

TKYMU - TexHnueckKue KaHasibl yTeUKY MH(OPMAaLUU

YBII[IH - yrpo3bl 6e3011aCHOCTH TT€PCOHAMBHBIX JJaHHBIX



BBEJAEHHWE

Hactosijasi [Tonmutrka wHGOpMaIMoHHOM Oe3ormacHOCTM Tipu pabore C
NepCcoHalbHBIMU  JAHHBIMH B YpaJbCKOW TIOCEJKOBOM TeppUTOPHAIbHOMN
n3bupaTenbHOM Komuccun (fganee - [lomuTuka) —siBasieTcsi  OHI[MATBHBIM
JIOKyMEHTOM.

[Tlorutvka ~ pa3pabotaHa B~ COOTBETCTBUM €  TpebOBaHUSIMU,
YCTaHOBJIEHHBIMHU:

®enepanbHbM 3aKOHOM OT 27.07.2006 Ne 149-®3 «O6 wuHbopMaluy,
VMH(OPMAaIMOHHBIX TEXHOJIOTUSIX U O 3aluTe UH(GOPMaLUn»;

®epepanbHbM  3aKOHOM 0T 27.07.2006 Ne 152-®3 «O mnepcoHambHbBIX
JdaHHBIX»

rioctaHoByieHneMm IIpaBurensctBa Poccurickon ®epepauyu ot 01.11.2012
Ne 1119 «O6 yTBepxkaAeHNM TpeOOBaHUH K 3all[dTe TTepCOHA/IBHBIX JAHHBIX TTPH UX
00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX»;

noctaHoB/sieHrem IIpaBurtenbctBa Poccuiickor ®enepauyu ot 15.09.2008
Ne 687 «O6 yrBepKaeHuu monoKeHUsi 00 ocobeHHOCTsIX 00paboTKU
MepCOHaNbHBIX  JJaHHBIX, OCYILeCTB/AsieMOM 0e3  UCIO/Mb30BaHUS — CPeZCTB
aBTOMaTHU3aLN»;

noctaHoBsieHvem IlpaBurtenbctBa Poccuiickour ®epepanyu ot 21.03.2012
Ne 211 «O6 yTBepkaeHUM TiepeuyHs Mep, HarpaB/IeHHbIX Ha obecrieueHue
BBITTOJIHEHUST 00s13aHHOCTeH, TIpeaycMoTpeHHbIX denepanbHbIM 3aKOHOM  «O
MePCOHA/IbHBIX [JaHHBIX» W TIPUHSTHIMU B COOTBETCTBUM C HUM HOPMAaTUBHBIMU
MpPaBOBbIMM aKTaMW, OrepaTopaMH, SIBJSIOIIUMUCS TOCYJapCTBEHHbIMU WU
MYHUIUTIaTbHBIMU OpPTraHaMU»;

niprka3oM ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yTBepxkaeHnn CocTaBa
W COofiep)KaHWsl OpraHW3al[MOHHbIX W TeXHWYeCKMX Mep TI0 0becrieueHHIO
0e30MacHOCTH TIePCOHABLHBLIX JAHHBIX TMPH UX 00paboTkKe B MHGMOPMAIIMOHHBIX
cucTeMax IepCoHa/bHbBIX IaHHbIX»,

niprka3oM @CBb Poccuu ot 10.07.2014 Ne 378 «O6 yTBepKAeHUH COCTaBa U
Coflep>KaHWsI ~OpPraHM3alMOHHBIX W TEeXHUUeCKUX Mep 1o obecrieueHHIO
6e30macHOCTU MepCOHa/bHBIX JAHHBIX MPU X 00paboTke B MHGOPMAIMOHHBIX
cucTeMax MepCOHAaTbHBIX Jl@HHBIX C VICII0/Ib30BaHEM CpesCTB
KpunTorpadguueckor 3ammTbl HHGOPMAUK, HeOOXOJUMBIX /i1 BBIIOTHEHUS
yCcTaHOBJIeHHBIX [IpaBuTescTBOM Poccuiickoii ®Pezmepaiiun TpeOOBaHMM K 3aIl[UTe
MePCOHAJIbHBIX JJAHHBIX /151 K&XKA0r0 U3 YPOBHEH 3all[UIIeHHOCTU;

MeToauuecKUMU  peKOMeHJal[usiMd  TI0  pa3paboTke  HOPMAaTHUBHBIX
MPaBOBBIX aKTOB, OMpeZesISIOINX YIPo3bl 6€30MacHOCTH TIePCOHAMBHBIX JAHHBIX,
aKTya/lbHble TIpM 00pabOTKe TIepCOHA/NbHBIX [JAHHBIX B WHGMOOPMALMOHHBIX
cuCTeMax [epCOHANBbHBIX [JlJaHHBbIX, SKCIUIyaTUPYEMBIX TIPHU OCYILEeCTB/IEHUU



COOTBETCTBYIOLLIUX BUJOB [eATe/IbHOCTHU, YTBEepP)KIEeHHbIMU PYKOBOACTBOM 8
Lentpa ®Cb Poccun 31.03.2015 Ne 149/7/2/6-432.

B Tlonutuke ompeneseHbl TpeboBaHusi K mepcoHany WCIIIH, cTemneHb
OTBETCTBEHHOCTW  TIepCOHAna, CTPYKTypa U  HeOOXOAWMBIM  ypPOBEHb
3alUIIIEHHOCTH, CTaTyC U  [O/DKHOCTHble  00s3aHHOCTH  COTPY/JHHUKOB,
OTBETCTBEHHBIX 3a obecrieueHre 6e30MaCHOCTH TePCOHAIBLHBIX AaHHBIX B UCII/IH
YpanbCcKol TIOCEeIKOBOM TepPpPUTOPUA/IbHON M30HpaTe/lbHOM KOMHCCHU (Janee —
Komuccus).

7. O01He M0/I0)KeHHU

Ilenbto Hacrosimed [lomutuku sBisieTcs obecriedyeHre 0e30MMacCHOCTH
00BeKTOB 3amuThl KoMuccuu OT BCeX BHIOB YrpO3, BHEITHUX M BHYTPEHHUX,
YMBIIIVIEHHBIX U HelpeJHaMepeHHbIX, MUHUMH3alksl yiiepba OT BO3MO>KHOM
peanu3aiuu yrpo3 6esonacHocty [1Ju (YBITAH).

be30macHOCTb MepCOHaNbHBIX JAaHHBIX AOCTUTaeTCsl IyTeM WCK/IHOUEeHUs!
HeCaHKLIMOHWPOBAaHHOTO, B TOM YMCJ/Ie CIy4yalHOro, J0CTyna K MepCOHaIbHbIM
JaHHbIM, pe3y/bTaTOM KOTOPOTO MOXeT CTaTb YHWUTOXXEHWe, WU3MeHeHue,
6/10KMpOBaHe, KOMTMPOBaHUe, PaclpOCTPaHeHre TTepCOHAMbHBIX JAHHBIX, a TakKe
VHBIX HECAHKI[MOHUPOBAHHBIX JeHUCTBUM.

WudopMalysi ¥ CBsi3aHHbIe C HEM pecypchbl JO/DKHBI ObITh JOCTYITHBI IS
aBTOPU30BAHHBIX IT0JIb30BaTesied. [l0/DKHO OCYIIeCTBAATBCSI CBOEBPEMEHHOE
obOHapy>keHMe U pearupoBaHue Ha YBIT/IH.

JOmKHO  OCyIIecTBASATbCS  MpeAOTBpAallleHWe  MpeJHAMEPEHHbIX WA
C/TyYaliHbIX, YACTUYHBIX W/ TMOHBIX HECAHKLMOHUPOBAHHbBIX MOAU(MUKALUN WA
YHUUTOXXEHUS JJaHHbIX.

CoctaB 00BEKTOB 3aluUThl TIpeAcTaBieH B «llepeuHe TiepCOHAbHBIX
JMAHHBIX, O0OpabaTblBaeMbIX B _ Ypa/JbCKOM TIOCETKOBOM TepPPUTOPHAIbHOM
n30uparebHOM KOMHCCHMM B CBSI3W C peanu3aniieid CayXeOHbIX (TPYy/IOBBIX)
OTHOLLIEHUM, a TaK)Ke OCYILeCTB/IEHWeM rOCy/1apCTBEHHBIX (DYHKLIUM».

Cocras MCIIIH mnopnexamux 3amure, npeacraBneH B «Ilepeune
MH(OPMALIMOHHBIX CHUCTEM TepPCOHAbHBIX [aHHbIX B YPa/lbCKOM TOCETKOBOU
TepPPUTOPHAIbHOM M30HUpaTeTbHOM KOMUCCHUM».

8. O6s1acThb JelcTBUA

TpeboBanuss Hactosiied [lOMMTUKK ~ paclpOCTPaHSIOTCS Ha  BCeX
COTPYAHUKOB Komuccuu (IITaTHBIX, BPEMEHHBIX, pabOTaOIIMX 110 KOHTPAKTy U
T.I1.), @ TAK)Ke BCeX MPOYMX JivL] (MMOAPSAYNKU, ayAUTOPbI U T.I1.).



9. CucreMa 3a1lUThI [IEPCOHA/IBHBIX JAHHBIX

ObGecrieueHre 6e30MacHOCTH T€PCOHAIBHBIX [JaHHBIX JOCTUTAeTCs, B
YaCTHOCTU:

oripefiesieHieM yrpo3 0e30MacHOCTU TePCOHA/IbHBIX JIAHHBIX TIPU  UX
o6paboTke B MH(POPMAI[MOHHBIX CUCTEMAaX MepCOHATbHBIX JaHHbIX;

TIpYMeHeHreM OpraHMU3allMOHHBIX W TeXHUYeCKUX Mep T0 oOecrieueHHUro
6e30mMacHOCTU TIePCOHABLHBIX AAHHBIX TP UX 00paboTke B MHGMOPMALIMOHHBIX
CUCTeMax TepCoHabHbIX JaHHBIX, HEOOXOAUMBIX /IJIsl BBITIOJIHEHUST TpeboBaHMil K
3alUTe TePCOHA/NBHBIX  [AHHBIX, MCIOJHEHHWe KOTOPbIX  obecrieurBaeT
yCTaHOBJ/IEHHbBIE IIpaBuTenbCTBOM Poccuiickon Deneparuu YPOBHU
3alMIeHHOCTU MepCOHaTbHbBIX IaHHBIX;

TpUMeHeHreM TIpOoLLeIINX B YCTaHOBJIEHHOM MOpSsiIKe TPOLeAypy OLIeHKH
COOTBETCTBUSI CPE/ICTB 3allUThl MH(GOPMaLUY;

OLIEHKOW  3(Q(PeKTUBHOCTM TIPUHMUMAaeMbIX Mep TI0  0b0ecreuyeHuto
6e30macHOCTM  TIepCOHAbHBIX  [JIlaHHBIX [0 BBOJA B  SKCIUTyaTalUio
MH(OPMAaI[MOHHOW CUCTeMbI IePCOHATBHBIX JaHHBIX;

yueTOM MalIMHHBIX HOCUTeJIel NepCOHA/IbHbIX JJaHHBIX;

obHapykeHHeM (haKTOB HeCAHKIIMOHUPOBAHHOTO JJOCTYTIA K IMePCOHa/IbHBIM
NAHHBIM U TIDUHATHEM Mep, B TOM UHC/e Mep TI0 OOHapy»eHHIo,
MpEeAYIIPEXIEHAI0 W JIMKBUAALMM TOCAeACTBUM KOMITBIOTEPHBIX arak Ha
MH(MOPMaI[MOHHbIe CHCTEeMbl TEePCOHATbHBIX [JaHHBIX W [0 peardupoBaHUI0 Ha
KOMITbIOTEPHbIE UHL[UEHThI B HUX;

BOCCTaHOB/JIEHWEM TEepPCOHAaNbHBbIX [JAHHBIX, MOJU(ULIMPOBAHHBIX WJIU
YHUUTO)KEHHBIX BCJIe[ICTBHE HECAHKLIMOHUPOBAHHOTO 0CTYyNa K HUM;

yCTaHOBJIEGHWEM  TpaBW/J  [OCTyrMa K  TepPCOHa/IbHbIM  /IaHHBIM,
obpabaTheiBaeMbIM B MH(POPMAIIMOHHOW CHUCTeMe TePCOHABHBIX JaHHBIX, a TaKXKe
obecrieueHreM perucTpalid ¥ ydeTa BCeX [JeWCTBUM, COBepIIaeMbIX C
MepPCOHA/IbHBIMU JAaHHBIMUA B MH(OPMAaLIMOHHOW CUCTEMe MepCOHaIbHbBIX JaHHbIX;

KOHTpOJIEM 3a TPUHMMAaeMbIMA MepaMu TI0 obecrieueHuro 6Ge30macHOCTU
MepPCOHA/IbHBIX [IJaHHbIX U YPOBHS 3allUILEHHOCTU WH(POPMALMOHHBIX CUCTEM
IIePCOHAJIbHBIX [JaHHBIX.

CucremMa 3amurtbl MepcoHanbHbIX JaHHbIX (C3I1IH), cTpouTcsi Ha
OCHOBaHWH:

AKTa BHyTpeHHero KOHTPOJII COOTBeTCTBUSI 00OpabOTKU TiepCOHAIbHbIX
JlAHHBIX.

[lepeuHsi TiepCOHA/NBHBIX [JaHHbIX, o0OpabaTbiBaeMbix B Y palbCKOU
MOCeTKOBOW TeppUTOpUaIbHOM 130HpaTe/ibHOM KOMUCCHM B CBSI3W C peasin3aliyeit
CITy>KeOHBIX (TPyA0BBIX) OTHOLLIEHUH, a  TakKxe OCYILIeCTB/IEHUEM
roCyapCTBeHHbIX (QYHKIWH;



AKTOB KnacCU(pUKaLMU UHPOPMALIMOHHBIX CUCTEM MePCOHAJIbHBIX [JaHHBIX;

Mogenu yrpo3 6e30macHOCTH MepCOHa/IbHBIX JAHHBIX;

MaTpuibl AOCTyna TMo/b30BaTener K 3alliyilaeMbiM WHGOPMAaLMOHHBIM
pecypcam UCIIH;

PykoBogsammx gokymeHToB @CTOK Poccuun u @CB Poccun.

Ha ocHOBaHUM 3TMX [OKYMEHTOB OTfpeie/isieTcsi HeoOXOJUMbIM YPOBEHb
sammiieHHocty [T/ kaxgor WCIIJIH Komwuccuu. Ha ocHoBaHMM aHasv3a
aKTyalbHbIX yrpo3 6e3omacHoctu I1/JH omucaHHoro B Mojenu yrpos, fenaercs
3aK/If0OUeHre O HeoOXOJUMOCTH WCTOb30BaHUSI TEeXHUUECKUX CpPeACTB U
OpraHU3al[UOHHBIX MeporpusTuil st obecrieueHuss Ge3omacHocty  [1/1H.
BribpaHHble HeOOXOAMMbIE MepOTIpUsTUs OTpakatoTcsi B «CocTaBe Mep 3allUThl
MH(OPMAaIMOHHBIX CUCTEM MEePCOHATbHBIX JAHHBIX.

Inss UCIIIH momKeH OBITH COCTaB/IeH CITMCOK UCITO/Tb3yeMbIX TeXHUUeCKUX
cpeactB 3anuthl (manee - CHMCOK), a TakK ke IPOrpaMMHOTO obecrieueHus,
yuacTBytoiriero B oopabotke I1/1H, Ha Bcex anemeHTax MCII[IH:

APM nonns30BaTesel;

CepBepa NpUI0KeHUH;

CYB/;

I'panunier JIBGC;

KaHanoB mniepejjaunt B ceTH 0011[eT0 MOIb30BaHUs U (W/IK) MeKAYHAapOJHOTO
oOMeHa, ec/iu o0 HUM repeaatoTcs T1/JH.

B 3aBucumocTtu ot ypoBHs 3aujuineHHocTd VCII/IH U aKTya/lbHbIX yrpo3,
C3IIIH MOKeT BKJ/IKOUATh C/IeAyrollre TeXHUUeCKre Cpe/iCTBa:

AaHTUBUPYCHBIE CPeZICTBA /IJIsi pab0uMX CTaHIIUI TI0/Tb30BaTes el U CepBepPOB;

CpeACTBa MeXXCeTEBOr0 SKPAHUPOBAHUS;

CcpefcTBa KpuITorpaduueckoi 3all[dThl HH(OpPMalLMM M0pyd Tepejaue
3aluiliaeMour MH(OpMalvM Mo KaHajlaM CBSI3U.

Tak >Xe B CHHCOK [JO/DKHBI OBbITh BK/IIOUEHBI (DYHKIAK 3alllUTHI,
obecrieunBaeMble INTAaTHBIMH cpeficTBaMyd 00OpaboTku I1/H  oreparjioOHHBIMH
cucteMmamu  (OC), mnpuknagubiM [IO w  cneuuasbHBIMU — KOMILIEKCAMH,
pean3yrIIUMU CpeAcTBa 3aliuThl. CITMCOK (DYHKLIMM 3allUThl MOXKeT BK/THOUaTh:

yrpaBJjieHHe U pasrpaHUueHre JOCTYyIIa M0JIb30BaTeslew;

PerucTpanuio U yueT JeHMCTBUM C uH(MOopMalLiel;

obecrieueHue 11e/I0OCTHOCTH IaHHBIX;

oOHapy>keHHe BTOP>KeHUH.

CnucoK WMCIO/Ib3yeMbIX TeXHUUEeCKUX CpeNCTB oOTpaxaercs B «llmaHe
MeporpusTUii 10 o00ecreyeHUI0 3alllUThl TePCOHAbHbIX AaHHbIX». CIHCOK
VICII0/Ib3YeMbIX CPeZICTB [OJDKeH IO/ AepyKUBAThCA B aKTya/JlbHOM COCTOSIHUU. [Ipu
V3MEeHEeHWU COCTaBa TeXHUYeCKUX CpeACTB 3amuThl Wik 3iemMeHToB MCIIIH
COOTBETCTBYIOLI[i€ W3MeHeHUsI JO/DKHbI ObITh BHeCeHbl B CITMCOK M YTBEPXK/€HBI
npeziceaTesieM V36uparenbHoi Komuccurd CBep/IOBCKOM 00/1aCTH WIH JIULIOM,



OTBETCTBEHHBIM 3a obecrieueHue 3anuThl [1/1H.

10. TpedooBanus K noacucremam C3I1Ix

C3I1du BkItoUaeT B cebs cieAyroiiye moACUCTEMBI:

yIipaBJjieHus JOCTYIIOM, PerUCTpaLMU U yueTa;

obecrieueHUs 1[eJIOCTHOCTH U [JOCTYITHOCTH;

AHTUBHPYCHOU 3alllUThI;

MeJKCeTeBOI'0 SKpaHUPOBaHUS;

aHa/in3a 3al[yIleHHOCTH;

oOHapy>KeHUs] BTOPKeHUH;

KpUIITOrpaUuecKom 3aiuThl.

[Moacucremsl C3I1IH MMerOoT pa3nuuHbld (QYHKLMOHAT B 3aBUCMMOCTU OT
kinacca MCII/IH, oripefeneHHOro B «AKTe KiaaccuduKalid HWHPOPMaI[MOHHOM
CUCTEMbI MEePCOHATbHBIX JaHHbIX». CIMCOK COOTBETCTBUSI (DYHKLMM TOACUCTEM
C3II[JH kaccy 3aluilleHHOCTH TIpe/CTaB/ieH B TeXHWYeCKOM 3aJaHuu 10
CO3J,@HUI0  CHUCTEeMbI 3alfUTbl MH(OpPMALMM HHQPOPMALMOHHOU  CUCTEMBI
IIepCOHA/IbHBIX [JaHHbIX.

[TopcrcTemMa yripaB/aeHUs JOCTYIIOM, PETUCTPALIMU M yueTa

[ToacucTema yripaBieHUs1 AOCTYIIOM, PETUCTpALMM U yueTa TpefHa3HaueHa
JJ/1s1 peasiu3aliviy CyieIyIOIIUX (PYHKIWN:

UneHTU(GUKAIIMA U TIPOBEPKHU TIO[/TMHHOCTH CYOBEKTOB [OCTYIIA TIPYA BXO[[e
B UCIIOH;

uJeHTU(UKaAlMM TepMUHA/IOB, Y3/I0B CeTH, KaHa/loOB CBSI3W, BHEIIHUX
YCTPOMCTB 10 JIOTUUeCKUM UMeHaM;

WJeHTU(YKaLMU MporpaMM, TOMOB, KaTajoroB, ()aisoB, 3amvced, moJier
3arMcen 1o UMeHawm;

perucTpaiuy Bxoza (BbIX0ozia) CyOBEKTOB [IOCTYIIA B CUCTeMY (U3 CUCTEMBI),
b0 perucTpanyu 3arpy3kd M WHUI[MANA3alUM OTIepal[MOHHON CUCTEMBI U ee
OCTaHOBa.

perucTpaijiyd TMOIbITOK /OCTYyIa IIPOrpaMMHBIX CpeJCTB (IMporpamm,
MpOLIeCCOB, 3a/lau, 3a/laHUK) K 3alluIlaeMbIM (aityiam;

perucTpalyy MOMbITOK /[0CTyra IMPOTrpaMMHBIX CPeACTB K TepMHUHa/laM,
KaHajlaM CBsI3M, TporpaMMmaM, TOMaM, KarajaoraMm, (QaiisiaMm, 3anucsiM, MOJsM
3anucen.

[ToacucTema yripaB/ieHUs] JOCTYIIOM MOJKET ObITb peaTM30BaHa C ITOMOII[LIO
IITaTHBIX cpefcTB 0b6paboTku [1/IH (omepaliOHHBIX CHUCTeM, TPUIOKEHUH U
CYB[). Tak >ke MokeT ObITh BHE/IDEHO CTIelMa/ibHOe TeXHUUeCKOe CPe/ICTBO WU
WX KOMILJIEKC, OCYILeCTB/ISIOIINE AOTO/THUTE/IbHbIE Mephl 10 ayTeHTU(PUKALUUA U
KOHTpoJit0. HaripuMep, npuMeHeHWe eAWHBIX XPaHW/IMII YUYeTHBIX 3aruceu
ToJib30BaTesneu u perucTparlioHHOM vHdopMaluy, HCII0/Tb30BaHue



OroMeTpUUYeCKUX U TeXHUUYeCKHX (C TIOMOILbIO0 3/IeKTPOHHBLIX TIPOIYCKOB) Mep
ayTeHTU(PUKALUU U APYTUX.

[Togcucrema obecrieueHus Ne/JI0CTHOCTH M JOCTVYITHOCTH

[Togcucrema obecrieueHUs 1[€JIOCTHOCTA U [JOCTYITHOCTU TpeAHa3HaueHa
Iy obecrieueHus 11eJIOCTHOCTH U fAoctynHocty [I/lH, mMporpaMMHBIX U
armmapatHeix cpegcts MCII[Ia Kommccuuy, a Tak Ke CpeACTB 3alWThl, TIPU
Cy4yaliHOW WM HaMepeHHOW MoAU(YKal1H.

[Togcucrema peanu3yeTcs C  IIOMOLBIO  OpraHu3aliyd  pe3epBHOIO
KOTIMpOBaHHUsi 0O6pabaThiBaeMbIX /IaHHBIX, @ TAaK K€ pe3epBHPOBaHUEM K/THOUEBBIX
snemeHToB VICII/IH.

[Togcucrema aHTHBHDVCHOﬁ 3dlI1ThI

[TogcucTeMa aHTUBUPYCHOM 3alllUThl TIpeJHa3HaueHa s obecrieyeHUs
aHTUBHPYCHOM 3aliuThl cepBepoB U APM nonb3oBateneir CI1IH Komuccumn.
CpencTBa aHTHMBHUDYCHOW 3allUThl TpeJHAa3HauyeHbl [l  peajn3aluun
cieyrolux (QyHKLUM:
pe3uIeHTHbIM aHTUBUPYCHBIM MOHUTOPUHT;
AHTMBUPYCHOE CKaHHWPOBaHUE;
CKpUIIT-0/I0KUPOBaHMe;
LIeHTPa/IM30BaHHOM/ yjaIeHHOM yCTaHOBKW/JEUHCTALISILIUU
AHTUBUPYCHOTO  TPOAYKTa, HACTPOWMKH, aJMUHUCTPUPOBAHUSA,
MIPOCMOTpa OTYEeTOB U CTAaTUCTAYECKOW uWHpopMaluu 1o pabore
NPOJYKTa;
aBTOMaTU3UPOBAHHOTO OOHOBJIEHHSI aHTUBHUPYCHBIX 0a3;
OrpaHWueHUs IPaB M10J/1b30BaTe/Is Ha OCTAHOBKY MCIIOJIHSAEeMbIX 3ajau
Y U3MeHeHUsI HaCTPOeK aHTHBUPYCHOTO TIPOTpaMMHOT0 obecrieueHus;
aBTOMATUYeCKOr0 3allyCka HernoCpPeJCTBEHHO TMOCJie 3arpys3ku
OrneparMoOHHON CUCTEMBI.
ITopcucrema peanusyeTcs IyTeM BHeJpeHUs CrieLMaJlbHOr0 aHTUBUPYCHOIO
MIpOrpaMMHOT0 obecrieueHusi Ha Bce 3reMeHThl MICIT/IH.

[TopcrcTeMa MeXCeTeBOr0 SKPaHUPOBAHMSI

[TopcrcTema MexceTeBOro SKpaHMPOBAaHUS MpejHa3HaueHa /Il peajin3alun
C/eyrouX (QyHKLWM:

(UIBTPALMM OTKPBITOrO U 3allIM(PPOBAHHOrO (3aKpeITOro) IP- Tpaduka;

¢uKcauMM BO BHYTPEHHMX JKypHanax HWHGOpMaLuu O TMPOXOZSALIeM
OTKDBITOM U 3aKpbITOM IP-Tpaduke;

VJeHTU(YKALMKU YU ayTeHTU(UKALIMU aJMUHMCTPATOPa MEXXCETEBOr0 3KpaHa
TIPU €ro JIOKa/IbHBIX 3anpocax Ha JOCTYII;

peructpayuy Bxoja (BbIXOJla) aJMHUHMCTPATOpPa MEXCETeBOr0 SKpaHa B
cucteMy (W3 cucTteMbl) MO0 3arpy3kd Y WHHULUANW3ALUM CUCTEMbl U ee



MIPOrpaMMHOT'0 OCTaHOBa;
KOHTPOJIs1 1]e/TIOCTHOCTU CBOel TIporpaMMHOU U UH(GOPMal[OHHOM YaCTH;
bunbTpaliM  MakeToB  C/Y)KeOHbIX  TMPOTOKOJOB,  CAYXKAILUX  JJIs

JMArHOCTUKY U yTIpaBJieHUs1 pab0TOM CeTeBbIX YCTPOUCTB;

(GbuIbTpalMM C YU4eTOM BXOJHOTO M BBIXOJHOTO CeTeBOro MHTepdeiica Kak

CpeACcTBa MPOBEPKU MOJJIMHHOCTU CEeTEBBIX a/IpeCOB;
pervcTpalyy ¥ yJyeTa 3arpaliiBaeMbix CePBHUCOB MPUK/IaAHOTO YPOBHS;
OJIOKMpOBaHUS [IOCTyTa HEeUAEeHTH(UITMPOBAHHOTO 00beKTa WM CyObeKTa,

MO/IJIMHHOCTh KOTOPOTO TMpU ayTeHTU(UKALUU He TIOATBep/u/ach, MeTO/|aMHu,

YCTOWUMBBIMU K TepexBaTy;

KOHTPOJISI 3@ CeTeBOM aKTMBHOCTHIO MPUIOXKEHUM U 0O0HapyKeHUsI CeTeBbIX
aTak.

IMogcucrema peanu3yercsi BHeJpeHHeM IMPOrpaMMHO-anmapaTHbIX
KOMIL/IEKCOB Me)XCeTeBOro 3JKpaHupoBaHus Ha rpasuiie JIBC, K1accoMm He HIDKe
4‘

IToacrcreMa aHa/IM3a 3alUI[EHHOCTU

[TogcrcTeMa aHanv3a 3alliMIIEHHOCTH JO/DKHa obecrieurBaThb BbIsIB/IEHHE
ySI3BUMOCTEH, CBSI3aHHBIX C ommmbOKamu B KoHpurypamu 10 UCIIIH, KoTophie
MOTYT ObITh WCIO/IH30BaHbl HAPYIIWTEIEM /IJIs1 peair3alii aTakyd Ha CUCTEMY.

@OyHKIMOHAM TOJCUCTEMbl MOXXeT ObITb peasM30BaH MPOrPaMMHBIMU U
IIpOrpaMMHO-arapaTHbIMU CpeiCTBaMU.

[Toacucrema O6H&DV)KEHI/IF[ BTOD)KEHI/Iﬁ

[Togcucrema obHapyKeHUs] BTOP)KeHUH [o/DKHa obecrieurBaTh BhISIBJIEHUE
ceTeBbIX arak Ha dyeMeHTbl VCII/IH, TOAKIIOUEHHBIE K CeTIM 0O0IIero
T10/1b30BaHUs U (W) MeKAyHAapOAHOTo 0OMeHa.

OYHKIMOHAM TIOACUCTEMBI MOXKET OBbITb peayii30BaH ITPOrPaMMHBIMH M
TPOrpaMMHO-arapaTHbIMU CpeICTBAMU.

[Togcucrema KDHHTOFD&d)H‘-IECKOfI 3dIIIHUThI

[Togcucrema  KpunTorpauueckod — 3aliMThl  IpejHa3HauyeHa  JJid
uckmouenns HCJl Kk 3ammiaemor nH@opMmauuu B VICIT[IH Komuccun npu ee
repejaye 10 KaHajaM CBs3M ceTell  oOIIero Io/ib3oBaHusg W (WIIN)
MEXKyHapOZHOT0 0OMeHa.

[Togcucrema peanusyeTcsi TyTeM  BHeJpPeHUs  KpUOTOrpaduueckux
IIpOrpaMMHO-annapaTHbIX KOMIIJIEKCOB.

11. ITonw3oBarenu UCIIAH

B HUCIIJu Komuccuu MOXKHO  BBIJAEJUTH  CAeAYIOLIUEe  TPYIIIbI
T0JTb30BaTe/Iel, yuacTBYIOIIMX B 00paboTke v xpaHeHuu [1/1H:
ApmunuctpaTops! UCITIH;



AJMUHUCTpATOPhI 6€30MacHOCTH;
Oneparopsl APM,;
ApnmunuctpaTtopsl cetu UCITH;
TexHUUeCKHe CTEeUaNUCThl TI0 O00C/TY)KUBAaHUIO TeprUhepUHOTO
obopyioBaHuSI.
[daHHple 0 rpymmax Io/b30BaTesiX, YyPOBHe WX JOCTyra U
MHGOPMHPOBAHHOCTU  IO/DKHBI  OBITb  OTpa)keHbI B Marpulje  JoCTyma
T0J/ib30BaTes el K 3aluiliaeMbiM UHPOPMAI[OHHBIM pecypcaM.

A gvmunuctparop UCIIIH

Apmvunuctpatop  UCII[JH, cotpysnuk  Komuccnn (MM WHOe
yIIOJITHOMOUEHHOe  JIMII0), OTBeTCTBEHHBbIM 3a HACTPOWKY, BHeJpeHHe U
coripoBokaenre WCIIJH. O6ecrieuriBaer (YHKIMOHUPOBAHWE TIOACUCTEMBI
yrnpasjeHus goctyrnioM VCII[IH ¥ yrioJiHOMOYeH OCYILeCTB/IATh pefoCcTaBieHre
M pasrpaHydyeHue [JOCTyla KOHeuHoro mnojb3oBarenss (Onepatropa APM) k
37IeMeHTaM, XPaHSALMM [epCOHAaJIbHbIE [JaHHbIE.

Apvunuctpatop WCII[H o06majaeT cieAylOmUM ypPOBHEM JOCTyIla H
3HaHUMU:

obnasaer TmomHOW wH(OpPMaIMel O CHUCTEMHOM W TIPUK/IaJHOM
niporpaMMHOM obecrieuernu ICIT/IH;

obsazmaer mosHOM ~wWHGOPMaIMer O TeXHUUeCKMX CpeACcTBaXx |
KoHurypauuu UCI1/IH;

MMeeT JJOCTYIT KO BCeM TeXHUUYeCKUM Cpe/icTBaM 00paboTKy MHbopMaIvu u
nanseiv CII/IH;

obnaziaeT mpaBaMu KOH(PUIYPUPOBAHUS U a[MUHMCTPATUBHOW HACTPONKHU
TexHuyeckux cpezncts MCIIIH.

AnMuHUCTPATOp 0e301MacHOCTH

ApmuHHCTpaTOp 0e30macHOCTH, COTpyAHMK Komuccum (Wid — WHOe
yIIOJITHOMOUEHHOe JIMI[0), OTBeTCTBeHHbIM 3a (QyHKiHoHUpoBaHue C3I1/IH,
BK/IIOUasi OOC/Iy)KMBaHHe M HACTPOWKY aJMHHHUCTPATUBHOMW, CEPBEPHON M
KJINEHTCKOW KOMIIOHEHT.

ApmvuHucTpaTop 6e30macHOCTH 00/1aiaeT C/ieAyIOIIMM YPOBHEM AOCTYTIA U
3HaHUMU:

obnazmaet npaBamu AamuauctpaTopa MCIT/H;

obnazaet noaHoM uHGopMaiiueit 06 MCITH;

vMeeT JOCTyll K  CpeACTBaM  3allluThl  UHGOpPMALUU U
TPOTOKO/IMPOBAHUA U K YaCTU K/t0ueBbIX 3yieMeHTOB VICIT/IH;

He UMeeT MpaB [JOCTyMa K KOHPUTYPUPOBAHUIO TEXHUUECKUX CPe/ICTB
CEeTH 3a UCKJIFOUeHNEeM KOHTPOJIbHBIX (MHCIIEKLIMOHHBIX ).



AamuHUCTpaTOp 6€30MacHOCTH YTIOJIHOMOYEH:

peanu30BbIBaTh TIOJUTHUKM Oe3oracHocTd B uactd Hactpoiriku CK3MU,
MeXXCeTeBbIX 9KPaHOB U CHCTeM OOHapy’KeHUs aTak, B COOTBETCTBUU C KOTOPLIMU
nosib3oBaresb (Onepatop APM) rosiyuaeT BO3MOKHOCTh paboTaTh C 3/ileMeHTaMU
NCIIOH;

OCYLLIeCTBJISTh ayAUT CPEJCTB 3allUThI;

Onepatop APM

Onepatrop APM - cotpysHuk Komuccuum (WM WHOE YMHOJHOMOYEHHOe
nuro), ocymjecTBasiomuii  06pabotky I1/JH. O6pabotka IIlH BK/IIOUaeT:
BO3MOKHOCTb Tmpocmotpa [I/JH, pyunou BBog I[1JH B cucremy WCIIH,
dbopMrpoBaHUe CHPAaBOK W OTYETOB IO HH(oOpMalruu, noaydyeHHor u3 WCIT.
Omneparop He WMeeT TIOJIHOMOYMM [ijIsi yTpaB/ieHUs] TIOJCHCTeMaMu 00paboTKu
AaHHbIxX U C3I1/H.

Omneparop VCIIJH obmafjaeT ciieAyIoiM YPOBHEM JOCTYTIA U 3HAHUM:

obslazaeT BceMM HeOOXOAWMMBIMM aTpuOyTamMy (HarmpuMep, I1apoJieM),
o0ecreunBarIIMMHU AOCTYIT K HEKOTOPOMY TTOAMHOXeCTBY [1/1H;

pacno/iaraeT KOH(pUAeHI[MaIbHbIMUA JaHHbIMU, K KOTOPbIM MMeeT AOCTYII.

A avunuctparop cetu UCIIOH

Apmvunuctpatop cetu WCII[JH, corpygHuk Komuccun (Wi uwHOe
YIIOJTHOMOYEHHOe ML), OTBETCTBEHHBIN 3a (byHKLMOHMPOBaHUE
Te/IeKOMMYHUKaMOHHOU nogcructembl CIT[IH. AZMUHHCTPaTOp CeTH He UMeeT
MOJHOMOYMM  [ji  yIpaB/ieHWsl  TOJCUCTeMaMd 00pabOTKM  JaHHBIX U
6e30MacHOCTH.

AZIMUHHCTpATOP CeTH 00/1a/laeT C/IeIVIOIIMM YPOBHEM /IOCTYTIa U 3HAHUM:

obsajaeT yacThio MHGOPMAIIMK O CUCTEMHOM U TIPUK/IaIHOM TIPOTPaMMHOM
obecrreuennu CIT/IH;

obnagaet yacTbio MHGOPMAIMK O TEXHUUECKUX CPe/ICTBaX U KOH(pUrypauu
NCIIs;

uMeeT (U3MUECKUA [AOCTYNl K TeXHUUYEeCKUM CpeJCTBaM 00paboTKu
MH(MOpMalMKU U CpeJiCTBaM 3allUThl;

3HaeT, 110 MeHbIlIed Mepe, OZHO JierajJbHOe UM JOCTYyTIa.

TexHUUYeCKUN CIeIUaIUCT 0 00CTVKUBAHUIO TTepUdepUitHOro 000py10BaHUS

TexHUUeCKUI CMeLUaUCT M0 00C/TyKUBaHUIO, COTPYAHUK Komuccuu (v
MHOe YIMOJHOMOUEHHOe JIMLI0), OCYILeCTB/seT O00Cay)kKMBaHWe W HaCTPOWKY
nepudepuiinoro obopyzoBanuss MWCII[JH. TexHUYeCKWM CITELMAIUCT  TI0
o0C/y)KMBaHUIO He uMeeT Joctyna K II/JH, He uMeeT TIOJHOMOUUWM [I/Is
yTipaB/ieHuUs IoAicucTeMaMu 06pabOTKU JJaHHBIX U 6€30MaCHOCTH.

TexHuueCcKnd CrHielMaInCT TI0 OOCTY)KMBaHHIO 00/a/laeT  CieAyOIIUM
YPOBHEM [IOCTyTIa U 3HAHUM:



obsasiaeT yacThio MHGOPMALIMK O CUCTEMHOM U TIPUK/Ia[HOM TIPOrPaMMHOM
obecrieuenuu CIT/IH;

o0/1a/1aeT YacTbi0 UHPOPMALIUU O TEXHUUECKUX CPeAiCTBaX U KOH(UTypaluu
NCIIOH;

3HaeT, 10 MeHbllIel Mepe, O/IHO JierajbHOe UM I0CTYTIa.

12. TpeboBaHus K mepcoHa/y mo odecneueHuro 3amuThl [T1H

Bce corpyguuku Komuccuu, ssastommecs rnob3oBarensma  VCIIH,
JO/DKHBI UYeTKO 3HaTb M CTPOrO BBINOJHATH YCTAaHOBJIEHHbIe TIpaBW/ia U
00s13aHHOCTH TIO0 [OCTYMY K 3allMillaeMbIM 00BeKTaM M COOJIIO/IeHHI0 TIPUHSTOTO
pexxuma 6e3oracHocty T1/1H.

[Ipy BCTyIJIeHWH B [IO/DKHOCTH HOBOTO COTPYJHUKA OH JIO/DKeH OBITb
03HAKOMJIeH C He0OXOUMBbIMU JIOKYM@HTaMH, PerjaMeHTUPYIIIMMU TpeOoBaHuUS
rmo 3amure II/JH, a Takke o0OydeHWe HaBbIKaM BBITIOJTHEHUS TIPOLIeAYp,
He0OXOIUMBIX /JII CAaHKIJMOHUPOBAHHOTO McTIo/ib3oBaHus VUCIT/IH.

CoTpygHUK Jlo/bkKeH OBITb O3HAKOMJIEH CO CBeJeHUsMU HacTosiIein
[MTomMTUKY, TIPUHSATBIX TIpoLieAyp paboTsl ¢ smemenTamu MCIT/Jx u C3I1/H.

Corpysaukn  Kommccuy,  UCHOMB3yHOLIME — TeXHUYECKWe  CpefCcTBa
ayTeHTUGUKALMK, [JO/DKHBI o0ecreurBaTh COXPAHHOCTh HJeHTU(PUKATOPOB
(5/1eKTpOHHBIX KiItouel) U He fonyckaTte HC/I K HUM, a Tak >Ke BO3MOKHOCTb MX
yTepu WIM WCIOJb30BaHWA TpeTbMMU JunamMu. [losb3oBaTenu  HecyT
MepPCOHAJ/IbHYIO0 OTBETCTBEHHOCTD 38 COXPAaHHOCThb UAEHTU(PHUKATOPOB.

Cotpysauku Komuccrun JO/DKHBI C/1e0BaTh YCTAHOBJIEHHBIM MpOLIeJypam
nojep)kaHusi pexkuma 0Oe3omacHocty [1/JH mpu BeIOOpe U MCMOB30BaHUU
napoJien (ec/id He UCMOJIb3YKOTCS TEXHUUECKUE CPeJCTBa ayTeHTU(DHKALIUN).

Cotpygauku Komuccun [o/pkHBI 0obOecrieurBaTh HaJjieXKal[yl 3alfuTy
obopyznoBaHusi, ocTaB/isseMoro 6e3 MpHCMOTPa, 0COOEHHO B TeX C/IydasiX, KOrza B
MOMelLL[eHe UMEIOT JOCTYII MIOCTOPOHHME uLja. Bce mob3oBaTenu 10/DKHBI 3HATh
TpeboBaHusi 10 Oe3omacHocty I[IJH ¥ TipoljeAyphl 3aluThl 000pYJOBaHUS,
OCTaBJIeHHOTO 0Oe3 MPUCMOTPA, a TaKXKe CBOM 00S13aHHOCTH T10 00eCTieueHUI0 TaKoU
3aLLUThI.

CoTpysHUKaM 3arpenjaeTcs yCTaHaB/IWBaTb ITOCTOPOHHEE MPOrPaMMHOE
obecrieueHre, TIOAK/IIOUATL JIMYHbIE MOOW/IbHBIE YCTPOWCTBA U HOCUTEIH
MH(pOpMaLMK, a TaK >Ke 3alMChIBaTh HA HUX 3allAILaeMyt0 HH(OpMaLHIO.

CoTpygHYKaM 3ampellaeTcs pasr/aliarth 3aljyijaeMyr0 MHG(OpMaLuIo,
KOTOpasi CcTaja UM W3BecTHa Mpu paboTe C HUH(OPMALMOHHBIMK CHUCTEeMaMHU
Komuccuy, TpeTbuM Jyiviiam.

ITpu pa6ote ¢ IT[x B UCII[dH cotpyauuky Komuccuu o0si3aHbI 06ecreunThb
OTCYTCTBHE BO3MOXXHOCTHU npocmoTpa [1/IH TpeTbumMu mramu ¢ MOHUTOpoB APM
W/IU TePMVHAJIOB.

[Tpu 3aBepiiennu pabotsl ¢ MCII[H coTpygHUKM 00s13aHbI 3aUuTUTE APM



WA TePMUHAJIBI C TIOMOILBI0 OJIOKMPOBKHY KJ/IFOUOM WM SKBUBA/IEHTHOTO Cpe/iCTBa
KOHTpOJIsSI, Haripyumep, AOCTYIIOM TIO0 TapoJito, eC/id He WCIOJb3yoTCs OoJiee
CU/IbHbIE CPe/ICTBA 3allUThI.

Cotpyanuku Komuccuu momKHbI ObITH TIpOMH(OPMHpPOBaHbBl 00 yrpo3ax
HapyleHUs: pexxuMa Oe3oriacHocT [1/JH ¥ OTBETCTBEHHOCTU 3a ero HapyllleHue.
OHU [0/DKHBI OBITH O3HAKOMJIEHBI C YTBep)KAeHHOW (opmanbHOU Tporieaypoi
Has0)KeHUsl AUCLUIUIMHAPHBIX B3bICKAHWM Ha COTPYAHUKOB, KOTOPbIe HapyLIW/IH
TIPUHSITBIE TIOJIUTHKY U TIpoLieiyphl 6e3oracHocTu T1/1H.

CoTpyaHuku 00s13aHbI 6e3 rpomMe/iiieHust coo0ITaTh 060 Bcex HabMoAaeMbIX
WIA TIOJ03pUTeNbHbIX ciaydasx pabotel MCII[H, Morymux roBsieub 3a coboii
yrpo3bl Oe3omacHocty [I/JH, a Takke O BBbISIBJEHHbBIX HMH COOBITUSX,
3aTparvBamoiyx Oe3oracHocTh [1/JH, PYKOBOACTBY TOoZpasjefieHuss U JIULly,
OTBeYaIl[eMy 3a HeMe/[JIeHHOe pearrpoBaHre Ha yrpo3bl 6e3omacHocty T1/1H.

JTO/IKHOCTHBIE 00513aHHOCTH NoJib3oBaTeaer UCITIH

JNo/DKHOCTHBIe 00s13aHHOCTH Tosib3oBatesiein VICII[IH onmcaHbl B
C/IeAYIOLUX JOKYMeHTax:

Wuctpykums agmuurcrparopa UCITIH;

WHcTpyKuus agMuHucTpaTopa 6e3omnacHocty ICTI/H;

Nuctpykuus rnosib3osatesis UCITIH;

VHCTPYKLMS 110/1b30BaTesIsl [IPY BOSHUKHOBEHWM BHELUTAaTHBIX CUTYyaLul;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBercTtBUM cO cTaTher 24 depepanbHOro 3akoHa Poccuiickou
®epepauuu ot 27 utons 2006 r. Ne 152-®3 «O nepcoHanbHbIX JAHHBIX» JIULIA,
BMHOBHBbIe B HapyllleHWu TpeboBaHuii JaHHOTO PefepanbHOrO 3aKOHA, HECYT
IPKJAHCKYH0, YTOJOBHYI, aJMWHUCTPATUBHYIO, AUCLATUIMHADHYIO W HWHYIO
1pe/lyCMOTPeHHYO 3aKOHO/IaTe/IbCTBOM Poccuiickon Denepanuun
OTBETCTBEHHOCTb.

HencTtByronjee 3akoHOAaTe/bCTBO Poccurickon ®epepaii Mo3BOJIsSIET
MIPeIbABIATE TPeOOBaHMS T0 oOecrieueHHMI0 0e301acHO paboThI C 3al[UIAeMOM
uHdopmalMeli W MpegycMaTpyUBaeT  OTBETCTBEHHOCTb 3a  HapylleHHue
YCTaHOBJIEHHBIX TIpaBW/I 3KCIyataiuu OBM u cucteM, HellpaBOMEPHBIU JOCTYII
K vH(OpMaIy, ecid 3TH JeUCTBUS NPUBEIU K YHUUTOXKEHUIO, 0JIOKHPOBaHMUIO,
Mo vduKa MHGOPMAI[MK WM HapylleHuio pabotel OBM umm ceTeil (cTaTthu
272,273 u 274 YronoBHOro Kojekca Poccuiickou ®@enepaiiyn).

Apvuanctpatop MWCII[lH u  aAMAHUACTpPATOp 0E30MacCHOCTH  HECyT
OTBETCTBEHHOCTh 3a BCe /IeMCTBUSI, COBepIlIeHHbIe OT UMEHU UX YUeTHbIX 3arucen
WM  CUCTEMHBIX  y4YeTHbIX  3anvced, ecId  He  JoKa3aH  (akT
HeCaHKLIMOHUPOBAHHOT'O UCTIO/Ib30BaHUS YUETHBIX 3aluCeHu.

[Ipy HapyuieHusix corpygHukamu Komuccum — mosnb3oBarensmu VCITIH



MpaBWI, CBsi3aHHbIX C Oe3omacHocTeio [1/IH, OHM HeCyT OTBETCTBEHHOCTh,
YCTaHOBJIEHHYIO JIeMCTBYIOIIUM 3aKOHO/IaTe/IbCTBOM Poccuiickol ®efepaljyu.

13. CoMcoK uCno/1b30BaHHbIX HCTOUHHUKOB

OCHOBHBIMM HOPMaTUBHO-NIPABOBBIMU M METOAUYECKMMHU JOKYMEHTaMH, Ha
KOTOPBIX Oa3upyeTtcs HacTosiast [To/iuTHKa, SIBSFOTCS:

@®epnepanbHbii 3akoH oT 27.07.2006 r. Ne 152-®3 «O mnepcoHaIbHBIX
JAHHBIX», YCTAHAB/IUBAIOIIMI OCHOBHBIE MMPUHIUIBI U yCI0BUsT 00paboTku T1/1H,
npaBa, 00S13aHHOCTH M OTBETCTBEHHOCTh YYaCTHHUKOB OTHOIIEHWM, CBSI3aHHBIX C
obpabortkoii [T/TH.

TpeboBaHMs K 3allUTe T€PCOHANBHBIX JAaHHBIX TIPpU HX 00paboTKe B
WHGOPMAI[MOHHBIX ~ CUCTeMaX  MepCOHANbHBIX  JIaHHbIX,  YTBEPXK/eHHbIe
noctaHoBsienvem [IpaButensctBa Poccumickor Pepepanuu ot 01.11.2012 r. Ne
1119.

[TonoxkeHne 00 0CcOOEHHOCTSX 00pabOTKHM TePCOHAMBHBIX JAHHBIX,
OCylI[eCTB/IsieMON 0e3 WCTOIb30BaHMSI CPeJICTB aBTOMAaTHU3allud, yTBEP)KIeHHOe
noctaHoBsieHvem [IpaButensctBa Poccuiickori @epeparuu ot 15.09.2008 r. Ne
687.

HopMmaTuBHO-MeTOAWYeCKHe IOKyMeHTbl ®ejepasibHOM  CAyKOBI  TI0
TeXHAUEeCKOMY M 3KCIepTHOMY KOHTpoJito Poccurickont ®Pepepaiuu (ganee —
®CTI3K Poccun) mo obecrieuennto Oe3orracHoctr I1/JH mpu nx ob6paboTke B
NCIIO#:

Ba3oBass mojienib yrpo3 06e30MacHOCTU TIepCOHA/BHBIX [JJaHHBIX TIPU WX
00paboTke B MHGOPMALMOHHBIX CUCTeMax IMepCOHATbHBIX JAHHBIX, yTBEPKJeHHast
3amecturesieM gupekropa @CTOK Poccun 15.02.2008 r.

MeToauuecknii  TOKyMeHT. MeToqdKa OI[eHKA yrpo3 0e30MmacHOCTH
nHdopmaiuu, yreepxxaeHHbii @CTIK Poccuu 05.02.2021 1.

IIpukaz D®CTIK Poccuu or 11.02.2013 Ne 17 «O0 yTBepxaeHUH
TpeboBanuii 0 3amuTe HH(OPMALUHU, He COCTAB/SIOIUX TOCYAAPCTBEHHYIO
TallHYy, CO/IePXKAIUXCHA B rOCYJapCTBeHHbIX HHPOPMAIHOHHBIX CHCTEMaXx».

IMpuka3z ®CTOK Poccuu ot 18.02.2013 Ne 21 «O06 yrBepxkaennu CocraBa
U CO/iep>KaHHMsA OPraHM3aIMOHHBIX W TEeXHUYECKHX Mep Mo obecreyeHUI0
0e30MacHOCTH MEPCOHA/TBHBIX JAHHBIX MPH UX 00paboTke B MHGPOPMAIHOHHBIX
CHCTeMaXx NepCOHA/IbHBIX JAAHHBIX».

IIpuka3 ®epepaibHOi 1y 0bI 6e30macHocTH Poccuiickon deepaniyiu oT
10.07.2014 Ne 378 «O6 yrBepxaenun CocTraBa U Co/iep)KaHHs OPraHU3aIHOHHBIX
U TEXHUYECKHX Mep 10 ofecredyeHHI0 0e30MacHOCTH MepPCOHAIbHBIX JAHHBIX MPH
UX o0pafoTke B HWH(OPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX [JAHHBIX C
HCN0/Ib30BaHUEeM CpeACTB KpunrorpaguuecKkoM 3amyTbl HH(QOPMaLMu,
He00X0AMMBIX /I/If BHITIO/JTHEHHS YCTaHOB/IEHHBIX IIpaBuTeibcTBOM Poccuiickoit



®depepanuu TpebOBaHUM K 3alUTe MEPCOHA/IBHBIX JAHHBIX AJIA KaXKAOro W3
YPOBHeH 3alMILEeHHOCTHY.

MeTtoguueckue peKOMeHAALMU 1Mo pa3padoTkKe HOPMATHBHBIX MPAaBOBbBIX
aKTOB, ONpeje/AIIUX Yrpo3bl 0e30MacHOCTH TMepPCOHA/IBHBIX JIAHHBIX,
aKTya/bHble TPH 00paboTKe NepCOHANBHBIX JAHHBIX B HH(OPMaMOHHBIX
CHCTeMax MepPCOHA/IBHBIX [JaHHBIX, 3KCIUIyaTHPyeMbIX MNPHU OCyLIeCTB/IeHUU
COOTBETCTBYKOIIIMX BH/IOB [eATEeJbHOCTH, YyTBep)X/eHHble PYKOBOACTBOM 8
IlenTpa ®CB Poccuu 31.03.2015 Ne 149/7/2/6-432.



[Ipunoxxenue Ne 3

YTBEPXJEHA
Pemenvem
Ypanbckoii ocenKoBoW TePpUTOPUA/IBHON

n30uparebHON KOMUCCUN
oT 14 mapta 2025 r. Ne 2/10

NHCTPYKIUSA
0 NopsiKe pe3epBHOr0 KONMMPOBAaHUA M BOCCTAaHOB/IeHUs1 MH(pOpMaIun
B HH()OPMALIMOHHBIX CUCTeMaX MePCOHA/ILHBIX JaHHBIX
Ypanbckoii moce/IK0BOM TePPUTOPHA/IBLHOM H30MpaTe/TbHOH KOMHCCHH

WHCTpYKMsi O TIOpsiIKE pe3epBHOrO0 KOMUPOBAaHUSI M BOCCTaHOBJIEHUS
vH(MOopMalMu B UHPOPMALIMOHHBIX CUCTeMax MepCOoHaIbHBIX AAHHBIX Y PaabCKON
TIOCE/IKOBOM TEepPUTOpPHANbHOM W30MpaTe/lbHONM KOMUCCUM — PerjaMeHTHPYeT
OpraHu3alMOHHO-TEXHUYECKOe obecrieueHue TIPOLIECCOB pe3epBHOTO
KOTKMPOBaHUsI U BOCCTAHOBJIEHUsI UH(POPMAalM B HH(OPMALMOHHBIX CHCTeMax
TepCOHATbHBIX JTAHHBIX Ypanbckou TOCe/IKOBOU TeppPUTOPHUA/IBHOM
n30MpaTeTbHOM KOMUCCHH.

1. O0wHe 110/10)KeHHUs

1. MIHCTpyKUMST O TOpsiJKe pe3epPBHOIO KOMWPOBAHUSI U BOCCTAHOBJIEHUS
MH(OpMaluM B MH(DOPMALIMOHHBIX CUCTEMax IepCOHaTbHBIX JAHHBIX Y pajlbCKOU
TIOCE/TKOBOW TeppUTOpHaIbHON M30upaTenbHON KoMuccuu (manee — VIHCTPYKIs)
SIBISIETCSI OJHMM W3 JIOKA/JbHBIX [IPABOBBIX AaKTOB YPa/ibCKOM TOCETKOBOM
TeppUTOPHaNbHONM  u30bupaTenpbHOW  Komuccuu  (manee  —  Komwccus)
perj7aMeHTHPYIOLIUX [esTebHOCTh Komuccuu 1o obecrieyeHnto 6e30macHOCTH
TepCOHA/IbHBIX /IaHHBIX Pa0OTHHWKOB OpPraHM3alluM, YYaCTHUKOB U30UpaTeIbHOTO
TIpoLjecca, UHBIX JIULI, YbU TTePCOHAbHbBIE AAHHbIE MOTYT COOMPATHCS, XPaHUTHCS U
o0pabaThIBaThCSI B aBTOMATH3UPOBAHHBIX CHCTeMaxX 0OpabOTKH ITepCOHA/TbHBIX
faHHbIX (manee — CITOH) Komuccum.

2. Hacrostijasi IHCTpyKumst pa3paboraHa B cooTBeTcTBUM ¢ DefepaibHbIM
3aKOHOM 0T 27.07.2006 Ne 152-®3 «O riepCcoHa/IbHBIX JAHHBIX», I0CTAHOB/IEHUEM
[MpaBurenbctBa Poccuiickoit @Pepepanuu ot 01.11.2012 Ne 1119 «O6
yTBepKZAeHUHU TpeOOoBaHMM K 3all[iTe TTePCOHAMBHBIX JaHHBIX MPU UX 00paboTKe B
MH(OPMAILIMOHHBIX CUCTEMAax IepCOHATbHBIX AAHHBIX», [PYTUMU HOPMaTHUBHBIMU
MIPABOBLIMH aKTaMM 110 obecrieyeHH0 0e301MaCHOCTH TIePCOHA/IbHBIX [aHHBIX M
perj7aMeHTHPYeT  OpraHU3al[MOHHO-TEXHHUYeCcKoe  obecrieueHre  TIPOLIECCOB
pe3epBHOI0 KOMMPOBAHUSI XU BOCCTAHOBJIEHUSI JaHHbIX, xpaHsuuxcsi B WCIIOIH
Komuccum.

3. Hacrosias MHCTpyKius pa3paboTaHa C 1je/bio:

1) ompegnenenvss Kareropuv WHGMOpPMalMH, TMOAJIeXailell 00s3aTeTbHOMY
pe3epBHOMY KOMMPOBAHUIO;

2) oripefeneHvs MPOLieAYPbl pe3epPBUPOBAHUS [JaHHBIX AJIs1 TIOCAeYIOIero
BOCCTAHOBJIEHHs] paboTOCIIOCOOHOCTH MH(DOPMALIMOHHBIX CUCTEM ITPH TIOJTHOW W/H



YyaCTUYHOM moTepe MH(OpPMaI[MH, BbI3BAaHHOM COOSIMU WJIM OTKa3aMH arrapaTHOTO
WA TIporpaMMHOro obecriedeHus, OIMOKaMH T10/Ib30BaTesiel, Ype3BblYaliHbIMU
o0cTosATeTECTBAMHU (TT0’KapOM, CTUXUMHBIMU O€ICTBUSIMU U T.JI.);

3) ompeJeneHusi TOpsiKa BOCCTAHOBJEHUSI WHMOPMAIMKM B C/Iyyae
BO3HUKHOBEHUSI TaKOW HEOOXOIUMOCTH;

4) ynopsisoueHus: paboTbl U OTpe/ie/ieHNst OTBETCTBEHHOCTH J0/DKHOCTHBIX
JUL], CBSI3aHHOM C pe3epBHBLIM KOITMPOBaHUEM U BOCCTAHOB/IeHHEM MH(OpMaI[UH.

4. OpraHu3aljMoHHOe U TeXHUueckoe obecrieyeHre MpOLIECCOB Pe3epPBHOTO
KOITMPOBaHUSA YU BOCCTAHOBJ/IEHUs AaHHbIX, Xxpansawmxca B UCIT[IH Komuccuu, a
TaK)Ke KOHTPOJIb 3a JeHCTBUSIMU UCIIONIHUATee U 00C/IyKMBaroIllero repcoHasa
npu paboTe C MaposisiMd BoO3/araeTcss Ha AJMMHUCTpPATopa WH(OPMAIIMOHHBIX
CUCTeM IepCOoHa/IbHBIX AaHHbIX Komuccum (ganee — Aagmunuctparop UCITH).

2. Obuue TpeGoBaHNSA K pe3ePBHOMY KOIHPOBAHUID

5. Pe3epBHOe KomnvpoBaHWe WH(OPMALUU - CO3/aHHe KOMUM 3alliUlljaeMoi
uHpOpMallMd B 2/IEKTPOHHOM  BUje [Jii  OBICTPOrO  BOCCTAHOBJIEHUS
pabotocrocobHoct VICII[JH B ciiyuae BO3HMKHOBEHMS] aBapUMHOM CHUTYal[WH,
TIOBJIEKIIIel 3a OO0l MOBpesKeHre WK YyTPaTy JaHHbIX.

6. Pe3epBHOMY KOIMUPOBaHHIO TMOAJIEKUT HWHGOPMALUS CAeyHOILIUX
KaTeropuu:

1) nepcoHanbHasi WH(OpMalLMs TI0/b30BaTe/ied (/MUHbIE KaTaloTU) U
rpymnmoBasi uHGpopMaiysa (oOIMe Karasord TIofpa3fesieHrid) Ha (aiIoBbIX
cepBepax;

2) uHdopmaius, obpabaTeiBaemasi monb3oBaTenssmu B MICITIH, a Takxke
nHbopMalysi, HeobxoauMas s BocctaHoB/ieHus1 paborocniocobroctr UCTI/IH.

7. Pe3epBHble KOMUM XpaHSATCA Ha [UCKOBBIX MacCHBaX CepBEPOB,
HaXOZSIIMXCSl B 3alUILIEHHOM CepPBEPHOM IOMeIleHWH, JOCTYyl K pe3epBHbIM
KOMUSIM OrpaHWYeH Cpe/ACTBaMW pas3rpaHUueHHrsi [JOCTyIa OrepaljMOHHOU
CUCTEMBI.

8. ApxMUBHOe KOIHMpPOBaHWE pe3epBHUPYeMOW WH(pOpPMaMU MPOU3BOAUTCS
MpU  TOMOLM  CHeLMaJM3MPOBAHHbIX  TPOrPaMMHBIX — CHCTEM  pe3epBHOrO
KOTIMPOBaHHWs, 00ecreurBarol[uX BBINIOJHeHWe TpeboBaHUA K pe3epBHOMY
KOIMPOBAaHMUIO.

9. CucremMa pe3epBHOTO KOIMPOBaHUs 0becrieurBaeT MPOM3BOJUTETbHOCTD,
JOCTaTOYHYHO [/ cOoXpaHeHUsi WHGOpMaluM, B yCTaHOBJIEHHble CPOKU U C
3a/laHHOU IEPUOTUUHOCTBIO.

10. KoHTposib 3a (pu3mueckuM AOCTYIIOM K 00O0py/0BaHWIO, Ha KOTOPOM
OCYILIeCTB/ISIETCS] XpaHeHUe pe3epBHbIX KOMWM, BO3/1araeTcss Ha AZMUHUCTpATOpa
NCITIn Komuccun.



3. OTBeTCTBEeHHOCTH 3a pe3epBHOe KONNMPOBaHUe

11. OTBeTCTBeHHOCTb 3a TIEPUOJUYHOCTL U TIOJTHOTY Pe3epBHOr0
KOIUPOBaHUS, a Takke COCTOSHMEe CUCTeMbl pe3epBHOIO  KOIUPOBaHUSA
BO3s1araetcd Ha AgmuHrcrparopa UCITIxn Komuccum.

12. OTBeTCTBEHHOCTb 3a KOHTPOJIb HaJi CBOEBPEMEHHbIM OCYLLeCTB/IeHUEM
pe3epBHOIO KOIMMPOBaHUs, a TaKXe 3a BBIMOJHeHHWEM TpeOOBaHWM M0 XpaHeHWIO
apXVBHBIX KOIMWK W MNpeJOTBPAllleHUI0 HeCaHKI[MOHUPOBAHHOIO JOCTYMa K HUM
Bo3siaraetcsd Ha Agmunucrtpatopa UCII/JH Komuccuu.

13. B ciyyae obGHapy»KeHUsI TIOMBITOK HECAHKI[MOHMPOBAHHOIO JIOCTYIAa K
HOCUTENISIM apXWBHOW MH(pOpMaLMW, a Takke WHbIX HapymeHusx WD,
MpOW30IIeIINX B  TMpollecce  pe3epBHOTO  KOMUPOBaHUS,  pabOTHUK,
0OHapy>KUBIINN HapylleHue 00s13aH He3aMe/|/TUTeTbHO yBeJJOMHUTD
Apmunuctpartopa MCITIH Komuccum.

4. IlepuoUUHOCTDL pe3epBHOr0 KONMMPOBaHMsl, XPaHeHHe KOMUM

14. Pe3epBHOe KomMpoBaHWEe WH(MOPMALUU TPOU3BOAUTCS €XKeJHEBHO,
KpoMe cy00O0TBI W BOCKpeceHbs. E)kelHeBHble KOMWM XPAHSATCA B TeueHHe
HECKOJIbKMX [IHeW [0 BbBITIOJHEHUS €)XeHele/JbHOrO pe3epBHOI0 KOIMHWPOBAHUS.
E>keHeJle/lbHbIe KOTIMU XPAHSTCS B TeUeHWEe HEeCKOJbKUX HeZlesib [0 BBITTOJHEHUS
eXXeMeCsTYHOr0 pe3epBHOr0 KOMMpOBaHUs. EjkeMecsuHble KOMWM XPaHSATCS He
MeHee TpeX MecsLieB.

5. BoccraHoB/ieHne uH(opManyu U3 pe3epBHBIX KOMUM

15. B cnyyae Heo6XoJWMOCTH BOCCTAHOBJIEHWE [AaHHBIX W3 Pe3epPBHBIX
Koruu npousBoguTcst Aamunuctparopom UCITIH Komuccun.

16. BoccTaHoB/eHYe JaHHBIX U3 Pe3epPBHBIX KOMUM MPOXU3BOAUTCS B Cyuyae
VX WCUEe3HOBEHHWS WM HapYyLLIeHUs BC/IeACTBUE HeCAHKLIMOHUPOBAHHOIO I0CTYIIa B
CHCTEMY, BO3/I€HiCTBUSI BHUPYCOB, MPOTPAMMHBIX OIIMOOK, OIIMOOK PabOTHHKOB,
anrapaTHbIX cO0eB, MHBIX TTPUYUMH.

17. BoccraHOB/eHWe CUCTEMHOTO TIPOTPAMMHOTO obecrieyeHusi W
MIPOrpaMMHOT0 00ecIieueHHs 001Ilero Ha3HaueHUsl TTPOM3BOJUTCS C UX HOCHUTE IeH
B COOTBETCTBUU C UHCTPYKLIMSIMU TIPOU3BOJUTEJIS.

18. BoccTaHOB/eHMEe CreLMaIM3MPOBAHHOTO TIPOrPAMMHOTO ObOecrieueHust
TIPOW3BOAUTCS C AUCTPUOYTUBHBIX HOCUTe/el WIM WX Ppe3epBHbIX KOIHWM B
COOTBETCTBUM C WHCTPYKLIUSIMU II0 YCTAHOBKE WJIA BOCCTAHOBJIEHUIO [JaHHOI'O
ITPOrPaMMHOT0 00eCTIeueHus.

19. st BoccTaHOBIeHUs1 MH(MOPMAIMK UCI0J/Ib3yeTCsl MOC/IeiHsisl pe3epBHast
KOTIHSI, CofiepKaiiiasi HeoOXouMble JaHHbIE B HETIOBPEXK[€HHOM COCTOSTHUH.
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YTBEPXJEHA
Pemenvem
Ypanbckoii ocenKoBoW TePpUTOPUA/IBHON

n30uparebHON KOMUCCUN
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NHCTPYKLUSA
0 nopsAKe y4éra, XpaHeHHsI MAaIIMHHbIX HOCUTe/Ied MePCOHA/ILHBIX JaHHBIX
B YPa/IbCKO# MOCETKOBOM TePpPUTOPHA/IGHON H30MpPaTe/IbHOM KOMUCCHH

14. O01Me mo/10)KeHus

Hacrosujas VHCTpYKUMS 110 TOPSAKY YyueTa, XpaHeHUsl MallWHHBIX
HOCHUTeJIed TIePCOHA/IbHBIX JaHHBIX B YPalbCKOM MOCETKOBOM TepPPUTOPHATbHOU
n3bupaTe/bHONM KOMUCCUU ([janee — VIHCTPYKLMSL) yCTaHABIMBAET TMOPSJOK yUera,
XPaHEeHWs U YHUUTOXKEHUS ChbeMHBIX HOCUTEJIeH U SBJISIeTCS OJHUM U3 JIOKATIbHBIX
IIPAaBOBBIX AKTOB YPa/lbCKOW IIOCE/IKOBOM TEeppPUTOPUA/IbHON H30HpaTe/bHOMN
KoMuccuu (panee — Komuccusi) pernaMmeHTUPYIOLIUX AesiTeTbHOCTh Komuccuu 1o
obecrieueHnt0 6€30MAaCHOCTH TIePCOHABHBIX JIaHHBIX PaOOTHUKOB OpraHMU3alluy,
yUaCTHUKOB M30MpaTe/sbHOr0 TMpOoIiecca, UHBIX JIML], UbW MepCOHa/IbHbIE JaHHBIE
MOTYT COOMpaTbCs, XPaHUTBCS U 00pabarTbiBaTbCA B aBTOMAaTH3MPOBAHHBIX
cucteMax 00pabOTKM MepCoHaTbHBIX AaHHBIX (Aanee — UCIT/JH) Komuccum.

Hacrosiiasi MHCTPYKI[Usi pa3paboTaHa B COOTBeTCTBUM C DezepasbHbIM
3akoHOM P® ot 27 utons 2006 roga Ne 149 «O6 uHdpopmatyu, MHGOPMaI[MOHHBIX
TeXHOJIOTHUAX U O 3aiuTe uHpopmanumn», @enepanbHbIM 3aKOHOM PD ot 27 nrond
2006 rozma Ne 152 «O mepcoHa/bHbIX JaHHbIX», TOCTaHOB/IeHWeM [IpaBuTenbCcTBa
Poccutickoii ®@enepatiu ot 1 HosiOps 2012 roma Ne 1119 «O06 yTBepKmeHUH
TpebOBaHMI K 3alUTe T[e€PCOHANBHBIX [AaHHBIX TIpU uX 00paboTke B
MH(OPMALMOHHBIX CHUCTeMax IepPCOHa/NbHbIX JaHHbIX», [Ipukazom ®OCTOK
Poccun ot 18 deppansa 2013 roga Ne 21 «O0 yrBepkaeHun CocTaBa H
COJiep)KaHusl OpraHW3al[MOHHbIX WM TeXHWYeCKUX wmep 10 obecreyeHUIO
6e30macHOCTU MepCOHaNbHBIX JAHHBIX MPU X 00paboTke B HMHGOPMAIMOHHBIX
CUCTeMax IepCOHA/IbHBIX JaHHbBIX».

15. Bu/ibl MAaLIMHHBIX HOCUTE/IEH MEePCOHA/ILHBIX JaHHBIX

Ins  o6paboTKu (XpaHeHHWs]) TIepCOHANbHBIX JaHHbIX B Komuccuu
WCIIO/Tb3YIOTCS C/IeAYIOLYe TUTTbl MALLIMHHBIX HOCUTE IeH:

1) cbemMHbIe HOCUTeM UHGOPMaIMY (BHEIITHHe »KeCTKe MarHUTHbIe UCKHU,
MarHuTHble neHTbl, USB duneli-HakonuTenu, ontuueckie Hocutenu (CD, DVD,

Blu-ray) u ap.);



2) HecbeMHble HOCUTe/MM UWHMOpPMalMU (KeCTKMe MarHUTHble [IUCKU
00beKTOB MH(OpPMaTH3ALINHN).

B Komuccuu [omycKaeTcsl MCI0J/Ib30BaHHEe TOJIBKO YUTEHHBIX MalllUHHbBIX
HOocuTesield WHGOpPMaIUKM, KOTOpble TI0/BepratoTCsl PperyJisspHOi peBU3UU U
KOHTPOJIIO.

16. HechbemHbIe HOCHUTE/IN MePCOHA/IBHBIX JaHHBIX

MailmHHble HOCUTEJTM TepCOHA/IbHBIX JaHHBIX, KOTOpPbIe pacrio/iaratoTcs B
obbekte wuHbOpMaTH3alu (CMCTeMHOM O0J/I0Ke, HOyTOyKe, cepBepe U T.IL),
CUUTAIOTCSI HECHEMHBIMU MAIlIMHHBIMA HOCUTEISIMHU.

Kopriyc obbekra wuH(popMaTH3al[i¥, B KOTOPOM YCTAaHaB/IMBAIOTCS
HeCheMHble MalllMHHbIe HOCUTEeNM T1epCOHA/IbHbIX [JaHHBIX, OIeuaThbIBaeTCsl C
WCII0/Ib30BaHWEM Cpe/ICTB, TI03BOJISIFOLIMX YCTAaHOBUTh HECAHKI[MOHUPOBAHHBIM
JOCTYT K HUM (HarpyuMep, C UCTI0/Ib30BaHHEeM T/IOMObI-HaKTIeNKH).

BCKphbITHe oreyaTaHHOTO Kopityca o0beKTa WH(OpMaTH3aliid B OTCYTCTBUU
YIIOJTHOMOYEHHBIX JHI U (WKM) afjMUHUCTpaTopa 6e30racHOCTH (OTBETCTBEHHOTO
3a obecrieueHre HMHGMOPMAIMOHHON 0e301MacHOCTH) WHGOPMAI[MOHHON CHUCTEMBI
MepCcoHabHBIX JaHHbIX Komuccum 3anpeiiiaercs.

17. CpeMHBIe HOCHTE/IM N1ePCOHA/IBHBIX JJAHHBIX

CbeMHbIe HOCHUTE/U MnepCoOHa/IbHBIX AdHHBIX HMCIIO/Ib3YIHOTCA pa6OTHI/IKaMI/I
Komuccun AJIg BBIINIOJIHEeHUA [JOJ/DKHOCTHBIX O6H38HHOCTEﬁ, B TOM uucie ajsd
BBITIOJIHEHHWA p€3€PBHOI'0 KOITMPDOBAHUWA.

CbeMHBIe HOCHUTE/IH I/IH(l)OpMaL[I/II/I BbIIAIOTCA pa6OTHI/IKaM Komuccun B
C/l1ydae BO3HHMKHOBEHUMA HpOHBBOACTBEHHOﬁ HEO6XO,Z[I/IMOCTI/I

18. YueT HOCUTe/IeH MePCOHA/IbHBIX JaHHBIX

Yuyery B Komuccuu mopjiexxaT BCe MalllMHHble HOCUTE/N MepPCOHATbHBIX
JNaHHBIX. MalllMHHbIe HOCHUTe/NH [O/DKHBI OBITh yuTeHbl [0 Hauajda Ha HHUX
xpaHeHus (00pabOTKM) TTepCOHAIbHBIX JaHHBIX.

He jomyckaeTcsi WCIOMb30BaHWE HEYUTEHHBIX MaIlIMHHBIX HOCHTesei
MepPCOHAJIbHBIX JaHHBIX.

CbemHbIe HOCUTEU NePCOHANIBHBIX JAaHHBIX MapKUPYROTCS («Ne »).

OO0 yueT obecrieuriBaeT a/IMUHHCTPATOP Oe3oracHOCTH
MH(OPMAaILIMOHHOW CUCTeMbI MePCOHAIbHBIX JaHHbIX (MpuioxkeHue 1).

19. Ilepepaua creMHBIX HOCUTe/IeH NePCOHATbHBIX JAHHBIX

CbemMHble HOCUTENIM T[EPCOHA/NbHBIX [IAHHBIX TI0C/e  perucTpaluu
OTBETCTBEHHBIM 3a obecriedeHue 3allliThl TEPCOHATBHBIX JAAHHBIX Tepeat0TCs
TI0/Tb30BaTeJISIM IO/, IOTHCh.

B cnyyae yBo/ibHeHUss pabOTHMKA TIpeJoCTaB/ieHHble €My ChbeMHbIe



HOCUTE/IM W3bIMAIOTCS, [laHHbIe YAAlsSiOTCS /MO0 TepefalTcsl  Apyromy
pabOTHUKY.

20. XpaHeHHe MalIUHHBIX HOCUTE/Iel MepPCOHA/TbHBIX JaHHBIX

CbeMHble HOCUTe/M TepPCOHANbHBIX AAHHBIX XPAHSATCS B OreuaThbiBaeMbIX
3anupaeMbix 1ikadax (ceiicdax) win B ceiide C KIHOUEBLIM U KOZOBbIM 3aMKOM B
COOTBETCTBMM C TpeOOBaHUSIMM K XDaHEeHWI0 MAIIMHHBIX  HOCHUTeJel
MepCOHAMbHBIX JAHHBIX, KOTOphIe TepeurcieHbl B [TosoxkeHnu o6 obpaboTke u
3all[uTe MepCoHaTbHbBIX JaHHBIX.

3aluTa HeCbeMHBIX HOCUTe el TepCOHaIbHbIX AAHHBIX JOCTUTaeTCs MyTeM
oreyvaThbIBaHKs 00BEKTOB vHbopMaTHU3aLIvY, npeZioTBPAllleHusI
HECAHKLIMOHUPOBAHHOTO [IOCTyMa B TIOMeIleHUs, TZe OHHU pacrosaraloTcs, B
cooTBeTCTBUM C [Tosio>keHrieM 06 06paboTKe U 3alyTe TiepCOHa/IbHBIX JAHHBIX.

21. OTBeTCTBeHHOCTh

WNudopmaiysi, XpaHAIMIAsACA HA  CbeMHBIX  HOCUTENSAX,  TIOZJIEXKUT
00si3aTe/IbHOW  TIpPOBEpKe Ha  OTCYTCTBHE  BPEJOHOCHOTO  IIPOTPAMMHOTO
obecrieueHus Tiepefi KaXKbIM MCII0/Ib30BaHUEM.

B cnyyae yTparhl WM HECAHKIIMOHUPOBAHHOTO YHUUTOXXEHHUSI CheMHBIX
HOCHUTeJIeH, MO0 pas3r/iallleHus] COJepyKall[UXCs B HUX CBeJeHWN HeMeJIeHHO
CTaBUTCSI B W3BECTHOCTb OTBETCTBEHHBIM 3a obecrieueHwe 0e30MaCHOCTH
TepCOHa/IbHBIX JaHHBIX B MH(GOPMAI[MOHHOM CHUCTeMe TIepCOHA/IbHBIX JaHHBIX. [0
(hakTy yTpaThl UM YHUUTOXKEHUsI TIPOBOIUTCS CykKeOHOe pacciie/joBaHue.

B ciyuae mepefiaud B PEMOHT CheMHOT'O HOCHUTE/IsI BCe [JaHHble Ha HeM
NO/DKHBI  ObITh TAapaHTHUPOBAaHHO y/ajieHbl B TIOPSAKe, TPeayCMOTPEHHOM
[Toso>keHreM 06 00paboTKe W 3amuTe MepPCOHANBHBIX [JaHHBIX. ECIM ymanuTh
MH(pOPMaLIMI0 HEeBO3MOXXHO, pellieHre O PeMOHTe MPUHUMAeTCsl KOMHUCCHUeH 10
3alUTe TMepPCOHA/BHBIX JIaHHBIX, TPU 3TOM C OpraHU3al[el, OCYIeCTB/ISIOIIeN
PEMOHT, /I0/DKHO ObITh noAnucaHo CoralieHre 0 KOHPUeHIMaTbHOCTH.

[Tepesaua B peMOHT CPe/ICTB BBIUMC/TUTETBHON TEXHUKH [JOJDKHA TTPOXO/UTh
6e3 HocuTeseld, KOTOPbIe MOTYT CO/Iep>KaTh TiepCOHa/IbHbIE JaHHbIE.

I1pu ucnonb3oBaHUM pabOTHUKAMK ChbeMHBIX HOCUTe el HeoOX0AuMO:

cobsoiaTh TpeboBaHus HacTosiel MIHCTpyKIuY;

MCTI0/Tb30BaTh CheMHbIe HOCHUTEIN WCK/TFOUUTEeTbHO AJisi BHITIOJTHEHHUSI CBOMX
JO/DKHOCTHBIX 00s13aHHOCTel;

CTaBUTb B M3BECTHOCTh aJIMUHUCTpaTopa Oe3omacHOCTH UH(OPMAL[MOHHON
CHCTeMbI TIePCOHA/IBHBIX [aHHBIX Komuccun o mobbix (aktax HapylleHus
TpeboBaHui HacTosIer VIHCTPYKIUY;

Oepe’KHO OTHOCUTBCSI K CbeMHBIM HOCHUTEJISIM;

He3aMe/I/TUTeTbHO M3BeIaTh a/IMUHUCTpaTOpa 6e3omacHocTu
MH(POPMALIMOHHOM CHUCTEeMbI TTePCOHA/BHBIX JaHHbIX Komuccruu o ¢akTax yTpaThl



(KpaXky) CbeMHOI'0 HOCUTEJIS.

[Tpu KCIo/Ib30BaHMY CheMHBIX HOCHUTeJIel 3ampelijeHo:

WCTI0JIb30BaTh CheMHble HOCUTEIN B JIMUHBIX 1IeJIsIX;

XpaHUTb CbeMHble HOCUTeTM Ha pabourx cTonax, MMbo ocTaBisTh ux 6e3
MIPUCMOTPA WU TlepeZiaBaTh Ha XpaHeHWe JAPYTUM JIUIaM.

[TepcoHa/lbHYIO OTBETCTBEHHOCTb 3a COXPAaHHOCTb MOTYYEHHBIX ChHEMHbIX
HOCUTesiel W MpeAoTBpallleHe HeCaHKIIMOHMPOBAHHOTO A0CTYyTMa K 3arydCaHHbIM
Ha HUX JJaHHbIM HeceT pabOTHUK, 3a KOTOPBIM 3aKperijieH HOCUTeJb.

Bce pabotHuku Komuccuu, obpabaThiBaroiijie TepCcOHa/bHbIe aHHBIE,
3HAKOMSATCS TI0/ TIOAIMCh C HACTOSAIeN WHCTPYKIMeW NMpH WHGOPMHUPOBAHUU O
dakTe 00pabOTKH TMepCOHaNBbHBIX [IJaHHBIX, KaTeropusx oOpabaTbiBaeMbIX
MepPCOHA/IBHBIX  IAaHHBIX, OCOOEHHOCTSX W IIpaBW/axX TakoW 00paboTKwH,
yCTaHOBJIEHHBIX HOPMAaTUBHBIMK TIPAaBOBBIMHA aKTaMU (efiepalbHbIX OPraHOB
WCTIO/THATE/IbHOM ~ BJIACTH, OPraHOB  MCIIOJHUTENLHOW BACTH  CYObeKTOB
Poccuiickon ®@efepaiyy, a Takxe JIOKaJbHbIMUM TIPAaBOBBIMU aKTaMu Komuccum.



dopma

[IpunokeHue

K UHCTPYKLIMHY O MOPsSiIKe y4éTa, XpaHeHUs
MalIMHHBIX HOCUTeJIel MepCOHa/IbHBIX JaHHbIX B

JKypHana yuera MallIMHHBIX HOCUTe/Iel, CO/iep)KalljX epCoOHa/IbHbIE JaHHbIe

YpasbCKoM IOCeKOBOM TepPUTOPHATbHOM U30MpaTe/TbHOM KOMUCCHHT
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JIeHUS HOMep s Teeu o HOCHTE/Tb 11Iero 11Iero
JOKYMEHT %1 HOCUTEJIS | TOXKeHUs
a
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YTBEPXXIEHA
Peienviem
YpanbCckol noceskoBoW TePPUTOPUAIBHON

n30uparenbHON KOMUCCUU
ot 14 mapta 2025 r. Ne 2/10

Mopaenb yrpo3 4 HapyIuuTe/isi 0€30MacHOCTH NMEePCOHA/TBHBIX JJAHHBIX MPH UX
00paboTKe B MH(POPMAIHOHHBIX CHCTEMAX MEePCOHATBHBIX JAHHBIX
Ypanbckoii moce/IK0BOM TePPUTOPHATIBLHOM H30MpaTe/TbHOH KOMHCCHH

1. O61Me MooXKeHUs.

Hacrosimmii JOKYMeHT COZlep>XUT CHUCTeMaTHM3UPOBaHHBIM TepedyeHb Yrpo3
6e30MacHOCTH TepCOHANBHBIX JAaHHBIX MPU WX 00paboTKe B MH(MOPMAIMOHHBIX
CUCTeMax MepCOHATBHBIX JJaHHBIX. DTU YrPO3bl 00YC/I0B/EHbI TIpeJHaMepPeHHbIMU
WM HerpeJHaMepPeHHbIMU [eWCTBUSMHU (DU3UUEeCKUX /UL WIA OpraHv3alui, a
TaK’Ke KPUMHWHa/bHBIX TPYIIHMPOBOK, CO3ZAOLIUX YCA0BUS (MPEeANOChIIKN) AJIs
HapyIlleHuss Oe3oracHOCTU mepcoHambHBIX AaHHbIX (T1/JH), KOoTOpoe BemeT K
yiepOy uHTepecoB M36upaTesibHoM Komuccuy CBep//IOBCKOM 06/1acTy.

IToKyMeHT TIpe/iHa3HaueH I OLeHKU peanu3anuu yrpo3 6e3omnacHocty [1/1H
(manee — YBII/IH) ripu ux obpaboTke B MH(OPMALIMOHHOW CHCTeMe TIepCOHA/TbHBIX
JaHHbix (manee — WCII[H) B YpaibCKOM TIOCENKOBOM TePPUTOPHAILHON
n3buparebHOM KoMuccuu (ganee — Komuccust). OmipesiesieHye TiepeyHst TeX yrpo3
U Hapymwresed  WHGOPMAI[MOHHOM  06e30MacHOCTHA, KOTOpbIe  SIBJIIOTCS
akTyanbHbIMU st AaHHbIX WCII[IH, 0OCTYy>KMT OCHOBOU [Jisi TIPOBeJleHUsI
MeporipusiTui o  kKnaccudukauyu MCII[H, NpoeKTHPOBaHWIO W BHE/IPEHUIO
cucteMbl obecrieueHusi 6e30MaCHOCTUA TIePCOHA/BHBIX AaHHBLIX (Hanee — I1/IH) B
Komuccum.

B pokymente paccmarpuBaroTcs Bce MCII[H Komuccuu, 3a UCK/IHOUeHHEM
WCIIIH, cBsi3aHHOM C  paboTol  KOMIUIEKCAa  CPEeACTB  aBTOMAaTH3aLUH
['ocygapcTBeHHOW aBTOMAaTU3WPOBAaHHOW cucTeMbl Poccuiickort  ®epepaiiyu
«BbibopbI», 3Kcryatupyembii B Komuccud, TOCKO/IBKY MOZETb yrpo3 U
HapyIuTe/si 0e30MacHOCTH TIepPCOHA/NIbHBIX [JJaHHBIX TIPM WX 00paboTke B
['ocygapcTBeHHOW aBTOMAaTW3MpoBaHHOW cucteMe Poccuiicko ®epeparyuu
«Bbibopbi» coctaBieHa B PI'KY «®DepepasnbHON 1ieHTp WH(OPMATH3ALUK TIpU
LlenTpansHOM M30UpaTebHON KoMuccuu Poccuiickoit depepariin».

ITpu pa3pabotke mogenu yrpo3 Oe3omacHoctu [1/JH, obpabaTbiBaeMbIX B
WUCIIOa W3bupaTenbHoi Komuccuu CBepzyiOBCKOM 00/acTH, B KadecTBe
OCHOBOIIOJIArarL1X, WCI0/b30BaluCh HOpMaTUBHbIe NOKyMeHTbl PCHh 1 ®CTOK
Poccun, onpepiesisitoiijye ogxozAb! K 6e3omacHoctyl I1/1H:

[MocranoBnenue [IpaBurensctBa Nel119 ot 1.11.2012 r. «O6 yTBep)KAeHUU
TpeOOBaHWM K 3alUTe II€PCOHAMBHBIX JAHHBIX TpAd UX 00paboTkKe B
VMH(}OPMaI[MOHHBIX CUCTeMaX MepCOHa/IbHbBIX TaHHbIX»;



MeToauuecKMi  JOKyMeHT. MeToAuKa OLeHKM yrpo3 0e30rmacHOCTU
nHpopManuu, yrepxgeHHbld @CTIK Poccuu 05.02.2021 r.;

ba3zoBasi Mojienb yrpo3 0e30MacHOCTH TIePCOHAMBHBIX [JaHHBIX TIPU UX
obpaboTke B MH(MOPMALIMOHHBIX CUCTeMax MepCOHA/bHBIX JaHHBIX, YTBep)KeHHast
3amectutesnieM aupekropa ®CTOK Poccuu 15.02.2008 r.;

[Tpuka3z ®CBb Poccuu Ne 378 10.07.2014 r «O6 ytBepkaenun CocTaBa U
COJlep)KaHusl ~ OpraHW3al[MOHHbIX U TeXHWYeCKMX Mep TI0 oOecreueHHro
6e30MacHOCTH TepCOHANbHBIX JaHHBIX MPU WX 00paboTkKe B MH(MOPMAIMOHHBIX
cUCTeMax MepCOHAJbHBIX JaHHBIX C MCI0J/Ib30BaHUEM CpPe/CTB KPUMTTOrpa(uuecKou
3aiMThl  MH(OpPMAaLMM, HeoOXOAWMBIX [/  BBITIOJIHEHUSI  YCTaHOBJIEHHbIX
[TpaBuTenscTBOM Poccuiickoii @egeparuu TpeboBaHUi K 3all[UTe IT€PCOHA/IbHBIX
JIaHHBIX I K&XKJ0T0 U3 YPOBHS 3alUILEHHOCTI»;

[Mpuka3z ®CTIK PD ot 18 deppans 2013 r. N 21 «O6 yTBep>kZieHUH coCTaBa
U COo/lep)KaHWsl OpraHU3al[MOHHBIX U TEeXHUYEeCKUX Mep 1o obecreueHuro
6e301aCHOCTH TTePCOHABHBIX JAHHBIX TpHU UX 00paboTKe B WHGMOPMAI[MOHHBIX
CHUCTeMax MepCOHAJIbHBIX JAaHHBIX».

2. TepMUHBI U OTIpe/ieIeHUsI.

B Hacrosimiem [JOKyMeHTe WCIOJIb3YIOTCS C/ieAyloliue TepMUHbI U HX
onpeesieHusI:

ABTOMaTHU3UpOBaHHAsi CHUCTeMa — CHUCTeMa, COCTOslIlas W3 TMepcoHaqa u
KOMILIEKCAa  CpeJCTB  aBTOMaTH3alMd  €ro  [IeATeJbHOCTH,  peayv3yrolas
VMH(}OPMaI[MOHHYIO TEXHOJIOTHIO BbITIOJIHEHUS] YCTAaHOBIEHHBIX (DYHKLIUMA.

be3onacHOCTb TMepCOHa/NbHBIX [JaHHbIX — COCTOSIHME 3alUIEéHHOCTU
TepCOHabHBIX  [IaHHBIX, XapaKTepu3yemoe CIIOCOOHOCTBIO  TI0/hb30BaTesle,
TEXHUUECKUX  CPeICTB W  MH(OPMALIMOHHBIX  TEXHOJOTHMM  00ecIieumTh
KOH(U/EeHIIUA/IbHOCTb, L[€JIOCTHOCTh U [IOCTYITHOCTb MEPCOHA/IbHBIX JaHHbIX TIPU
1x 00paboTKe B MH(MOPMAIMOHHBIX CHCTeMaX IMePCOHA/TbHBIX JaHHBIX.

BjiokupoBaHue TIepCOHaNbHBIX [JaHHBIX — BpeMeHHOe IpeKpaileHue cOopa,
CUCTeMaTHu3alluM, HAaKOIJIeHUs], UCM0JIb30BaHUsl, PACIIPOCTPAHEeHUs], TepPCOHAIbHbBIX
JTaHHBIX, B TOM YMCJIe UX Mepelauu.

Bupyc (KOMITbIOTEPHBIM, MPOrPaMMHbIN) — UCIOJHAEMbIU TTPOTPaMMHBIN KO/
WM WHTEpPIpeTHpyeMbiii HaboOp WHCTPYKI[MH, 0O0/ajaroluii  CBOMCTBAMU
HECAHKLIMOHUPOBAHHOTO PAaClpOCTPaHeHUs W caMOBOCHpou3BegeHus. Co3JaHHbIe
nyOnMMKaThl KOMIIBIOTEPHOTO BHpyCa He BCerja COBMAAAIOT C OPUTHHAIOM, HO
COXPaHSIOT CIO0COOHOCTh K JlanbHenmemy PacripoCTPaHEHUIO v
CaMOBOCTIPOM3Be/IeHHUIO.

BpenoHocHags miporpaMma —  @OporpamMma, —[peJHa3HaueHHas /ISl
OCYILIeCTB/IEHUSI HEeCAaHKIIMOHUPOBAHHOTO JO0CTyra U (Wid) BO3AEMCTBUS Ha
MepCOHAJIbHbIE /IaHHbIe WU pecypCbl UH(POPMALIMOHHOM CUCTEMbI MepPCOHA/IbHBIX
JlaHHBIX.

Hoctyn K “HpopMaLi — BO3MOKHOCTh MOJTyuyeHHUs] THPOPMaLUHY, a TakKe eé
VICIIO/Tb30BaHUSI.



3aluTa repcoHabHbIX JaHHBIX — KOMIUIEKC MepOMNpUSTHM, HarpaBeHHbIX
Ha Mo/jep>KaHue 1[eJI0CTHOCTH, JJOCTYITHOCTH, KOHPUAeHIMaIbHOCTH UH(hOpMaLUU
U pecypcoB, WCIONb3yeMbIX [Jid BBOJA, XpaHeHWs, 00pabOTKM U Tiepejauu
TePCOHAJIbHBIX JJaHHBIX.

3aiuijaeMass uHdbopMmalusi — uHbOpPMaLUs, SBASIONIASCS TPeMeTOM
COOCTBEHHOCTH U TIO/I/IeXKalljasi 3allfuTe B COOTBETCTBUM C TPeOOBaHUSIMH TTPABOBBIX
JOKYMEHTOB WX  TpebOBaHUSIMH,  yCTaHaBAMBaeMbIMH  COOCTBEHHUKOM
MH(OpMaI[1H.

WUpentudukaiuss — 1pucBoeHWe CyObekTaM UM 00beKTaM J0CTyra
WjeHTUPuUKaTopa W (WIM) CpaBHeHUe TMpeAbSB/AsSeMOro WaeHTU(hHKaTopa C
riepeyHeM MPHCBOEHHBIX UJIeHTU(PUKATOPOB.

WHdbopMallioHHasi CuUCTeMa TepCOHaNbHBIX MAAHHbIX — WH(MOpPMalLMOHHAs
CUCTeMa, TIpe[CTaB/siiolasi COoO0OM COBOKYITHOCTb TI€PCOHA/bHBIX JaHHBIX,
cofiep)Kaluxcss B 0a3e [JaHHBIX, a TakKke HWHMOPMAIMOHHBIX TEXHOJIOTUA W
TeXHUUECKHUX  CPEJCTB, TI03BOJISIONINX  OCYIIECTBIASATh 00pabOTKy  TaKuxX
TePCOHAMBbHBIX JAHHBIX C WCIIOMb30BAaHWEM CpPEJICTB aBTOMAaTH3allud Wid Oe3
WCTI0/Tb30BaHUsI TaKUX CPEJICTB.

VHdbopMallioHHbIe TEeXHOJOTMA — TIPOL[eCChl, MeTO/bl TIOMCKa, cOopa,
XpaHeHusi, 00pabOTKH, TIpeIOCTAB/IeHHs, PpaCIpOCTpaHeHuss uHMOpPMaLMKU |
Croco0BI OCYILIeCTB/IEHUS TAKUX MPOLIECCOB U METO/IOB.

Wctounuk yrpo3bl Oe3omacHocTH uWHGOpMalMd — CyOBEKT [JOCTyTIa,
MaTepuasbHbId 00BEKT WM (H3UUecKoe sIBleHHe, SBSIOMIUeCS TPUUUHOU
BO3HHMKHOBEHHSI yIPpo3bl 6e301acHOCT WHGOpMALUH.

Komuccuss (Omepatop, Opranmsaius) — 30upaTenbHas KOMHCCHS
CBepaJi0BCKOI 00/1acTH.
KoHbuaeHIMaIbHOCTG — TIePCOHANMBbHBIX ~ JaHHBIX — 0Os3aTesibHOE IS

coO/roieHNsT  OrepaTOPpOM WM HWHBIM TOJYUYMBIIMM JOCTYIT K TepCOHA/IbHBIM
JAHHBIM JTUI[OM TpeboBaHUEe He JOIMyCKaTh WX paclpocTpaHeHHWe 0e3 corsiacus
CyOBeKTa MepCOHA/TbHBIX JAHHBIX WM HaJIMUMsI MHOTO 3aKOHHOT'O OCHOBAHHUSI.

MexceTeBoM  3KpaH —  JIOKaJIbHOE (0lHOKOMITOHEHTHOE)  HWJIU
(byHKIIMOHATbHO-pacIipeie/iEHHOe TIporpaMMHOe Cpe/iCTBO (armapaTtHo-
MPOrpaMMHbBIN KOMIIEKC), pean3yrolee KOHTPO/Ib UHGOPMallMU, MOCTYIarolend B
VH(OPMAaLMOHHYIO CUCTEMY MepCOHaNbHBIX [JAHHBIX W (WIK) BBIXOAALLEH U3
VMH(OPMaI[MOHHOW CHCTeMBI.

Hapymmrens 6e30MacHOCTH TIepCOHA/IBHBIX JaHHBIX — (H3UUeCKoe JIULIO,
C/Iy4yallHO WA Tpe/JHaMepeHHO COBepIliarolliee [AelCTBUsI, CeICTBUEM KOTOPbIX
ABJIIETCS HapyllleHre 0e30MacHOCTU TIePCOHAMbHBIX JaHHBIX MpU uX 06paboTke
TeXHUYeCKMMH Cpe/ICTBaMU B MH(OPMAILIMOHHbBIX CUCTeMaX MepCOHA/IbHbIX /JaHHbIX.

HepeknapyupoBaHHble BO3MOYKHOCTM — (DYHKLMOHAIbHbIE BO3MOXXHOCTH
CPe/ICTB BBIUMC/IUTE/ILHONW TEeXHHWKH, He OIMMCAHHbIe WIXM He COOTBETCTBYIOIIME
OMUCAaHHBIM B  JOKyMEHTaluu  (yHKLUHMOHAJIbHbIM  BO3MOXXHOCTSIM,  TIpH
WCTO/Ib30BaHWM  KOTOPBIX  BO3MOXXHO  HapylleHuWe  KOH(WeHLUaTbHOCTH,
JOCTYTITHOCTH WIH 1|eI0OCTHOCTH 00pabaThiBaeMol HH(pOpMal1u.

HecaHKIIMOHUPOBAaHHBIM AOCTYIl (HECAHKI[MOHUPOBaHHbIE [JeWCTBUSI) —
JIOCTyn K WMH(OpMalMM WM [eWCTBUsA C WH(OpMaluel, Hapyllarolue TpaBuia



pasrpaHUueHrst JOCTYIa C UCMO/b30BaHUEM LITATHBIX CPeJCTB, TPeJ0CTaB/IsIeMbIX
VH(}OpMaI[MOHHBIMU CUCTEMaMHU IepCOHaTbHbBIX IaHHbIX.

Hocurens nHbopMalyi — ¢usndeckoe JIMI[0 WA MaTepHalbHbIi 00BEKT, B
TOM uuc/e (pusnyeckoe 1ose, B KOTOpOM HH(OpMal[ysi HaXOJUT CBOe OTPakeHue B
BUJle CUMBOJIOB, 00pa30B, CHTHA/JIOB, TEeXHWUYECKWX peIIeHdid U TIPOL[eCCOB,
KOJIMYeCTBEHHBIX XapaKTepPUCTUK (H3UUeCKUX BeJIMUKH.

OO6paboTka TepcoHanbHBIX [JaHHBIX — J000e [elicTBUe (Orepanys) WH
COBOKYITHOCTb ZIeMCTBUM (Omepaijuii), CoBeplllaeMbIX C MCIIO/JIb30BaHUEM CpeJICTB
aBTOMAaTH3alui WM 0e3 UCIOJb30BaHUSI TaKUX CPeJACTB C TepCOHA/TbHBIMU
JaHHBbIMK, BK/OUasi cO6oOp, 3amuch, CUCTeMaTU3alvio, HAKOIIeHWe, XpaHeHue,
yTouHeHUe (0OHOBJ/ieHMe, H3MeHeHHWe), W3BJjieueHue, UCII0/Ib30BaHUe, Tepeauy
(pacmipocTpaHeHue, TIpe/loCTaB/eHHe, [JOCTyI), obe3nMuvBaHue, OOKUpOBaHUe,
yZajieHre, YHUUTOXXeHWe MepCoHaIbHbIX JAHHbIX.

[TepcoHanbHbIe JaHHBIE — Jit00Oasi MHGOPMAIHs, OTHOCSIIAACS K MPSMO WU
KOCBEHHO OIIpe/ie/ieHHOMY, WK OIfpejesiieMoMy (Gu3nueckomy July (CyObekTy
TepCOHAJIbHBIX JJaHHBIX).

[TobouHbIe 3/IEKTPOMAarHUTHBIE U3TYUeHUSI U HAaBOAKH — 37IeKTPOMarHUTHBIE
W3/TyueHUs] TeXHUUYeCKUX CpelCcTB 00pabOTKM  3aluiriaeMoil  WHGbOpMaIH,
BO3HHUKAIOIIe KaK MOOOUYHOe sIBJIeHHE W BbI3BaHHBIE 3/IEKTPUUECKUMU CHUTHAJ/IaMH,
JIeVCTBYIOIIIUMA B WX J7eKTPUUECKMX M MarHuUTHBIX 1IeMsX, a TakKxke
3/IeKTDOMarHuTHble HAaBOJKU JSTHUX CUTHAJIOB Ha TOKOIPOBOASILME JIMHUM,
KOHCTPYKLMU U LIeNU NUTaHUsl.

[Tonb3oBaTenb UHPOPMALMOHHOW CHUCTEMBI MePCOHA/IbHBIX JaHHBIX — JIULO,
yuacTBymolllee B (DyHKLIMOHUPOBaHWU HMH(OPMAILMOHHOW CUCTEeMbl MepCOHA/IbHbIX
JIAHHBIX WM UCTIOJIb3YI0lllee pe3y/bTaThl eé (hyHKLIMOHMPOBaHUS.

[lpaBusa  pasrpaHuueHUss  JOCTyrla  —  COBOKYIHOCTb  TIpaBWJI,
perjiaMeHTUPYIOLUX TIpaBa A0CTyma CyOBeKTOB OCTyIa K 00beKTaM A0CTyTIa.

[TporpaMMHast 3aK/iaJika — CKPbITHO BHECEHHBIN B TIPOrpaMMHOe 00ecrieueHue
(bYHKI[MOHA/IbHBIM 00BEKT, KOTOPBIA TIPU ONpeJe/IeHHbIX YCJIOBUSX CIIOCOOeH
obecrieunTh HeCaHKI[MOHWPOBAaHHOE TIporpaMMHOe Bo3jelicTBHe. [IporpammHast
3aK/laZilka MOXXeT OBbITh peajM30BaHa B BH/Ie BPEeJOHOCHOW IPOrpaMMbl WM
TIPOrpaMMHOT0 KOZia.

[TIporpammHoe (mporpaMMHO-MaTemMaTH4eCcKoe) BO3/I€MCTBUE —
HeCaHKIIMOHUPOBAHHOEe  BO3/IEMCTBME HA  pecypcbl  aBTOMaTU3UPOBaHHOM
VMH(OPMaI[MOHHOW CHUCTeMbl, OCYILeCTB/siEMOe C HCIO/b30BaHWEM BpeJOHOCHBIX
TpOrpamM.

Pecypc MH(OpPMaLlMOHHOW CUCTeMbl — UMEHOBAHHbIA 37IeMEHT CUCTEMHOTO,
TIPUKJIaZIHOTO W arrapaTHOro obecmieueHus (hyHKLIMOHUPOBaHUS
VMH(OPMaI[MOHHOW CHUCTeMBI.

Cucrema 3all[UThl MEPCOHANBHBIX JJaHHBIX — CHUCTeMa OpraHM3al[MOHHBIX U
anrmapaTHO-TIPOrPaMMHBIX  CpeJCTB, obecrieunBarolljasi 3allldTy TePCOHaTbHbBIX
JaHHbIX, 0OpabaTbiBaeMbix B WH(MOPMALIMOHHON CHCTeMe MepCOHA/bHBIX [JaHHbBIX,
OT YHUUTOXXeHUs], U3MeHeHHs1, OJI0KMPOBaHusl, KOTIMPOBAHUS U paclipOCTpaHeHus 3a
CYeT WCK/IHOYEeHUs] HeCAaHKL[MOHMPOBAHHOIO, B TOM YMCJ/Ie CIy4yaliHOro, JOCTyIa K
MepPCOHAJIbHBIM JaHHBIM.



CpencTBa BBIUMC/IUTETBHOM TEXHHWKM — COBOKYITHOCTh TIPOTPAMMHBIX U
TeXHUUECKUX  JJIEMeHTOB  cucteM  00pabOTKM  [JaHHBIX, CTIIOCOOHBIX
(GYHKI[MOHUPOBATh CaMOCTOSATETbHO WU/ B COCTABe JIPYTHX CHUCTEM.

Cybwekt goctyma (CyOBeKT) — JIMI0 WIKM TIPOI[eCC, [eHCTBHS KOTOPOTO
pernaMeHTHUPYIOTCS TIPaBUIAMU Pa3rpaHUYeHUs JOCTyTIa.

YTpo3bl 6e30MacCHOCTU TIePCOHATBHBIX JAAHHBIX — COBOKYITHOCTH YCJIOBUN M
(GakToOpoOB, CO3/[AON[MX OIMAaCHOCTb HECAHKI[MOHWPOBAHHOTO, B TOM UHCJIe
CIy4aliHOTO, JOCTyTla K IMepCOHaNbHBIM JAHHBIM, Pe3y/JbTaTOM KOTOPOT'O MOXKET
CTaTh YHUUTOXKEHHE, W3MeHeHHe, O6/I0KMpoBaHHe, KOITMPOBaHHWe, pacIpOCTpaHeHue
TePCOHA/IbHBIX TAHHBIX, a TaK’Ke MHBIX HEeCAHKIJMOHUPOBAHHBIX JEMCTBHM IIPU UX
06paboTke B MHGOPMALIMOHHOM CHCTeMe TMepCOHANbHBIX JAaHHBIX.

LlemoctHoCT, HWH(OPMAIMA — CIOCOOHOCTh CPE/CTBA BBIUNMCUTEIBHOM
TeXHUKA WM HWHGOPMAIIMOHHONW  CHUCTEeMBbI  OOecreunBaThb  HEW3MEHHOCTh
vHbOpMalMd B YCJIOBUSIX C/IydyallHOTO W/WIHM TIpeJHAMEPEeHHOTO WCKa)KeHUsI
(pa3py1iueHus).

3. O603HaueHUs U COKpaIlleHusl.

B HacTosillieM JOKyMeHTe WCTIOb3YIOTCs Crefyrolfue o003HaueHUus U X
COKpall|eHVs:

NC — uH(popmaloHHas CUCTeMa;

NCII[IH — uHdopMaLMoOHHasi CUCTeMa IepCOHa/TbHbIX IaHHbBIX;

HC/] — HeCaHKIJMOHUPOBAHHBIN JOCTYII;

OC — orniepalMOHHas CUCTEMa;

[T1/1H — riepcoHa/IbHBIE JJaHHbIE;

[ITDMUIH — rmobouHble 3/1eKTPOMarHUTHBIE U3/TyUeHUs] U HaBO/IKH;

I1O — nporpaMMHoOe obecrieueHue;

C®K — cpena pyHKIIMOHUPOBaHUS KPUNTOrPa(pUUECKHUX CPEJICTB;

CK3MU — cpeactBa Kpuntorpapmuyeckou 3aliuThl MH(POpPMaLWK;

YBII[IH — yrpo3bl 6e3011acHOCTH TIepCOHA/IBHBIX JaHHBIX;

®CB Poccun — ®enepanbHasi cny»kba 6e3ormacHocT PD;

®CTIK Poccuu — DegepanbHasi ciy>k0a Mo TeXHUUECKOMY U 3KCIIOPTHOMY
KOHTpPOJIIO PD.

4. Xapakrepuctuku UCII/IH.

4.1. O61jas UCIIOH.

B obmeit WCIIOH Komuccuu wucnonb3yercs o0ljee TporpaMMHOe
obecrieueHue:

- Cpe/ICTBa orlepaliuoHHOM cucTeMbl Microsoft Windows;

- cpeacTBa nipoykToB Microsoft Office, Libre Office;

- Cpe/iCTBa 3/IEKTPOHHOM ITOUTHI B BH/e BeO-KIMEHTOB U OT/ETbHO CTOSIIUX
AaBTOHOMHBIX TIOUTOBBIX K/IM€HTOB.

Xapakrtepuctuku o6ieit UCITIH npefcTtaBiaeHsl B Tabmmiie 1.



Tabmua 1.

XapakTepuCTHKa 3HayeHue
KaTEFOpI/IH HHb1e MmepCoHa/IbHbIE TdHHBIE
obpabaTbIiBaeMbIX

MepCOHAIbHBIX NdHHBIX

CocraB 06pabaTbiBaeMbIX
I[11n

[TepcoHaibHBIE IaHHBIE CyOBEKTOB:
- ujieHbl KoMuyccuu € rpaBoM peliaroLero u
COBeLaTeIbHOT 0 TO/10Ca;
- YIeHbI UHBIX U30UpaTe/bHBIX KOMUCCHH, (HOPMUPYEMBIX
Ha TeppuTopuu CBep//IOBCKOI 00/1acTy;
- ULia, BXOZSIIIYe B COCTaB paboumnx TPy, KOMUCCHH,
KOHTpOIBbHO-peBHU3NOHHOM C/Ty»KObI py Komuccuwy;
- KaHAUJAThI, UX JOBEpeHHbIe JIMLa U YII0JITHOMOYEeHHbIe
rpe/iCTaBUTEJIH;
- HabO/ro1aTenu;
- YIIOJTHOMOYEHHBIe TIpe/ICTaBUTEe/ U U I0OBepeHHbIe TULja
H30MpaTe/bHBIX 00be[UHEHHH;
- WeHbl UHUL[MaTHBHOW IPYIIIbI 10 IPOBeJeHUI0
pedepenziyma
CBep/I0BCKOM 00/1aCTH, MHBIX TPYIIT YUaCTHUKOB
pedeperyma CBepI0BCKOM 00/1aCTH;

- JIULla, TpUBJIeKaeMble KoMuccuen K a/MAUHUCTPAaTUBHOU
OTBETCTBEHHOCTH 3a HapylleHHs 3aKOHOZaTeIbCTBA O
BbIOOpax U pedepeHiymMax, O TOJIUTUUECKUX TIAPTHUSX;

- YYaCTHUKH OJTUMITAA]l, KOHKYPCOB Y MHBIX MEPOIPUATHH,
opraHusyeMsix (TpoBoguMbIx) Komuccren, u ux
PYKOBO/JIUTE/IH;

- ML, NpeJiCTaB/IsieMble K HarpaXk,eHUI0 U MOOLPEHUI0
Komuccuei;

- uija, obparusimecs B Komuccuro;

- UHbIe KaTerOpUH JIMI] B COOTBETCTBUU C TpeboBaHUAMU
3aKoHOjaTe/bCTBa Poccurickor ®Penepaiiyu.

O6beM 0b6pabaThiBaeMbIX
MePCOHAJTbHBIX JJAHHBIX

Menee 100 000

CrtpykTypa
VMH(OPMAaLIMOHHOW CUCTEMBbI

JlokanbHass UCII/IH, pa3BepHyTas B rpejesax 0LHOIO
3aHUS

Pexxuim 06paboTKM
TIepCOHA/IbHBIX JAHHBIX

Muoromno/ab30BaTeIbCKas

Pexxum pasrpaHuyeHus
TIpaB J0CTyIIa
T0JIb30BarTesien
VMH(GOPMaLIMOHHOW CUCTEMBbI

C pasrpaHuuyeHueM mnpas J0CTyna

Hannuue noakmtoueHus K
CeTsIM CBsI3M 0011[eT0
TI0/Tb30BaHUS U /WU CETSIM
MeXX/[YHapOJHOTO
WHGMOPMAaIIMOHHO 0OMeHa

Nmeetcs




B cootBeTcTBUM C TpeOOBaHMUSIMM K 3alljUTe TEPCOHATbHBIX [AHHBIX IIPU
obpabotke B MH(OPMAI[MOHHBIX CHUCTEMax [1€PCOHA/NbHBIX [JAHHBIX (YTB.
nocraHoBsieHreM [IpaBurensctBa P® ot 1 HosiOpsi 2012 r. Ne 1119), asisa O6rueit
UCIIAH axTtyanbHbl yrpo3bl 3-ro Tuma. Ilpu srom UCII[OH ob6pabatbiBaeT
crieLidasibHble KaTeropuu TepCoHaMbHbIX fJaHHbIX MeHee ueM 100000 cyObeKToB
MePCOHA/IbHBIX ~ [JaHHBbIX, He  SIBJIAIOIIUXCA  COTPYAHUKAMM  OrepaTopa.
COBOKYITHOCTh [JaHHBIX yCJIOBUM TpeOyeT ycTtaHaBiuBath Ajisi AaHHou WCII[AH 3
YPOBEeHb 3allUILeHHOCTH [1ePCOHA/IbHBIX JaHHbIX.

5. Mopgess yrpo3 UCITH.

5.1. [TpyHLUTIIBEI TTOCTPOEHUS Moiesi yrpo3 b6e3omacHocTy [1/TH.

[TocTpoenve wmozenmu yrpo3 Oe3omacHoctr [I/IJH OCHOBBIBA/JIOCH Ha
K/acCU(PUKaLMY, aHa/lv3e W OLEHKM aKTyaJbHOCTM COBOKYITHOCTH YCJ/IOBUW H
(haKTOpPOB, CO3/JAOIIUX OMACHOCTh, CBSI3aHHYKO C yTeukorM UHGopmauuud u (KUan)
HeCaHKLJMOHWPOBaHHBIMU U (W/IM) HelpeJHaMepeHHbIMU BO3/|eMCTBHSIMU Ha Hee.

B pamkax mocTtpoeHusi Mozenu yrpo3 6e3somacHoctu I1/IH Bce BeposiTHbIe
yIpO3bl pa3zesieHbl Ha /JjBe KaTerOpru:

yrpo3bl  Ge3omacHocty I1/]H, peanu3yemble 3a cueT yTeukd II/JH 10
TeXHUYeCKUM KaHaslaMm;

yrpo3bl Oe3omnacHoctd T1/]H, peasM3yeMble 3a CUeT HECAHKLIMOHUPOBAHHOTO
noctyna (ganee — HC/I) k II/JH c HcCIoIb30BaHHWEM INTaTHOTO WM CIelda/bHO
pa3paboTaHHOTO TporpaMmMHOro obecrieuerus (ganee — I10).

B xozme MopenupoBaHusl WJeHTU(ULIMPOBaHbI BCE BO3MOXXHbIe WCTOUHUKH
yrpo3, BCe BO3MOJKHbIE YSI3BUMOCTU W/IeHTU(DULIMPOBAHbI M COMOCTaB/IeHbl C
WeHTU(ULIMPOBaHHBIMM ~ MCTOUHMKAMHM  yrpo3, BCe  HWJeHTU(ULIMPOBAHHbIE
HCTOYHUKH yT'PO3 U YSI3BUMOCTH COTIOCTaB/IeHbI CO CITIOCOOaMU UX peasi3arivi.

Onma Bcex MHCIIIH Komuccun XapakTepHbl OJWUHAKOBBIe YIPO3bl U
YSI3BUMOCTH.

5.2. Knaccudukaius yrpo3 6esomacHocty II[JH 3a cuét yreuku II[JH 1o
TeXHUYeCKUM KaHaslam

ITpu o6pabotke I1Jun B UCII[H Komuccuu BO3MOXKHO BO3HUKHOBEHUE
YBII[JH 3a cueT peanu3alyy CAeAYIOLIUX KaHajJOB YTeUKd HH(OpMaLuu T0
TeXHWYeCKOMY KaHaJy:

yrpo3bl YTeUKU BUI0BOH (BM3yalbHOW) HH(OPMal[WY;

yrpo3bl yTeuku HHGOpMAlLMM 10 KaHaraaM TMOOOUHBIX 3/IEKTPOMAarHUTHBIX
W3/yYeHUU U HaBOJOK (zJanee — [IDMUH).

5.2.1. ¥YTpo3bl yTeuky BUI0BOM MHGOPMALIUU.

VIcTOUHMKOM yrpo3 yTeuku BHUJOBOW (BU3ya/JbHOU) MH(POPMALMU SIBJISIOTCA
¢dusnueckue i@, He wumeromye goctyna K WCII[Jan Komuccum, a Takxke
TeXHUUeCKre CpeficTBa MPOCMOTpa, BHeJpeHHble B C/Iy)KeOHble TOMelleHUsT WU
CKPBITHO WCI0J/Ib3yeMble JaHHBIMU (PU3UUECKUMHU JIULIAMU.

Cpena pacrnpocTpaHeHWss WH(GOPMAaTUBHOTO CUTHala — 3T0 (hU3uYecKast
cpefia, TO KOTOPOW WH(MOPMATUBHBIM CHUTHAal MOXKET pacClpOCTPaHATbCS —
oIHOpoAHas (BO3/yIIIHAas).



YTpo3sl yTeuky BU/0BOM (BU3ya/bHOM) MHGOPMALUU peasu3yroTcs 3a CUeT
npocMoTpa [I/IH C TMOMOLBIO ONTUYECKUX (OMTUKO-37I€EKTPOHHBIX) CPeACTB C
9KPAHOB /IUCIIJIEeB U JIPYTHUX CPeJCTB OTOOPa)KeHHSI CPEeZCTB BbIUMC/IUTE/TEHOU
TeXHUKHU, Bxoaamux B cocraB MCITIH Komuccum.

5.2.2. Yrpo3bl  yTeukd  uHGMOpMalMd IO  KaHajlaM  TOOOYHBIX
37IeKTPOMAarHUTHBIX U3TyUeHUM U HaBOJOK.

VcTtouHrKOM yrpo3 yTeuku HMHbopMaluy no KaHaiam [IOMUH sBastorcs
dbusrueckue nuija, He umetorue aocrymna Kk MUCIT[Ix Komuccum.

Bo3nukHoBeHue yrposel [1/Jn mo kaHamam [IOMMH B03MOXHO 3a cuyer
repexsara TeXHUYEeCKUMU cpeACcTBaMU MO0OOUHBIX VMH(OPMaTHUBHBIX
5/IEKTPOMAarHUTHBIX TI0JIeM W 3JIEKTPUYEeCKUX CUTHAJIOB, BO3HHUKAIOLIWX TIPU
obpaboTke I1/]H TexunueckuMm cpefctBamu MCIIIH Komuccumu.

lenepaiuss  uHdopMauyu, copepkawled II/IH W LUPKyIupyrolierd B
TexHuyeckux  cpeacreax MCIIJH Komuccur B BUJE  3/I€KTPUUYECKUX
MHGOPMAaTHUBHBIX CUTHA/OB, ee 00pabOTKa M Tepejaya IO 37eKTPUUECKUM LIernsiM
TexHuueckuMu cpegactBamd VICIT/JH Komuccuu corpoBoKaaeTcss MOO0UYHBIMHU
3/1EKTPOMAarHUTHbIMU U3/TyUYeHUSIMU.

Peructpauus TIDMUH ocyiecTBisieTcst € 1je/bl0 mepexBaTa MH(OpMaluy,
I[UPKYJIUPYIOIeN B TEXHUUECKHUX CPe/ICTBAX, OCYIIeCTB/sONMX 06paboTky I1/1H,
MyTeM MCIIO/b30BaHUsl arraparypbl B COCTaBe pPaJUONPUEMHBIX YCTPOWUCTB,
ripefiHa3HaueHHOW [I/Isi BOCCTaHOBJIeHUs HMH@opMauuud. Kpome s3Toro, mepexaar
[IDMWH BO3MOXXeH C HCI0/Ib30BaHWEM 3JIEKTPOHHBIX YCTPOWCTB IlepexBara
vH(OopMalMY, MOJK/IIOUEeHHbIX K KaHajlaM CBSI3M WM TeXHUYeCKUM CpeJiCTBaM
o06paboTtku I1/1H («armapaTHbie 3aKIaIKu»).

5.3. Yrpo3sl HeCaHKLIMOHUPOBAHHOI'O JocTyna K vH(popMaluH,
obpabatbiBaemoii B ICITJn Komuccum.

B UCIIJun Komuccuu yrpossi HCJ/] ¢ mnpumeHeHuMeM NOpPOrpamMMHBIX U
anrnapaTHO-TIPOrPaMMHBIX CpPeJCTB, KOTOPbIe peau3yrTCs MNpPU OCYILeCTBIeHUH
HeCaHKLJMOHWUPOBAaHHOTO, B TOM UHWC/ie CJIy4yalhHOro [JOCTyna, B pe3y/bTaTe
KOTOPOTO OCYIeCTB/ISIETCS HapyllleHue KOH(PUAEeHI[MaJbHOCTA (KOIMUPOBaHUS,
HeCaHKLIMOHWUPOBaHHOT O pacrnpoCcTpaHeHus, HeCaHKLIMOHUPOBaHHOT' O
O3HAKOMJ/IEHUS), LeJOCTHOCTH (YHUUTOXKEHHWS, WU3MEHEeHUs), AOCTOBEPHOCTH WU
noctynHocTtH (61okupoBanus) [1/1H, BKIIOUarOT B cebsi:

yrpo3bl J0CTyna (IMPOHUMKHOBEHHWs) B OIEpPALjMOHHYI0 Cpefy CepBepa C
WCTI0/Ib30BaHKEM ILITaTHOTO MPOTPaMMHOTO obecrieyeHus (Cpe/iCTB OreparjioHHON
CUCTEMBbI WY TIPUKJIaJHBIX IPOrPaMM);

yrpo3bl  CO3[AHUS ~ HEIITAaTHBIX  PEKMMOB  pabOThl  MPOTrPAaMMHBIX
(mMporpaMMHO-anrapaTHbix) CpeACTB 3a CueT TpeJHaAMepPeHHbIX H3MeHeHUU
C/Ty>KeOHBIX [JJaHHBIX, UTHOPUPOBAHUS TPeJyCMOTPEHHBIX B ILTAaTHBIX YC/IOBUSIX
OrpaHMYeHMM Ha COCTaB M XapaKTepUCTHUKU obpabaTbiBaeMoii uHbOpMaIuH,
HcKakeHUs! (MOJU(UKALIMK) CaMUX J@HHBIX U T.I1.;

yrpo3bl BHEJIPEHUSI BPEJOHOCHBIX MpOrpaMM (MporpaMM MaTeMaTH4YecKOro
BO3/I€MCTBUS);



yrpo3el HCJI, BO3HMKarwoIl[uMe 3a cueT HelpeJHaMepeHHbIX [elCTBUU
00C/Ty>KMBAIOIIEro repcoHasa CUCTeMBI.

Kpome TOro, BO3MOKHBI KOMOWHHMpDOBaHHBIE YTPO3bI, IIPe/[CTaB/ISIOIIE
co0oi coyeTaHre yKa3aHHBIX yrpo3. Hampumep, 3a cueT BHeApeHHs BPeJOHOCHBIX
rporpamMM MOT'YT co3/iaBaThcsi ycnoBus ayiasi HCJI B orepaijuoHHYIO Cpefly cepBepa,
B TOM 4uc/ie TyTeM (hOPMUPOBaHUS HETPAJUIIMOHHBIX MH(OPMaI[MOHHBIX KaHA/IOB
JOCTYIIa.

¥Yrpo3el JocTyna (MMPOHMKHOBEHWs)) B orepaliioHHy0 cpeay WCITIH
Komuccun ¢ WCIOMb30BaHWEM  ILITaTHOTO  TPOrpaMMHOro  obecrieueHus
pasfie/IsitoTC Ha Yrpo3bl HENOCPEeACTBEHHOTO U YAAJEHHOrO JOCTyIa. YTPO3bI
HeroCpeICTBEHHOI0 [JOCTYIIA OCYILeCTB/ISIFOTCS C UCI0J/Ib30BaHUEM TTPOrPAMMHBIX U
arnrnapaTHO-TIPOTPAMMHBIX ~ CPeACTB  BBO/Ia/BbIBOJla  KOMIIbIOTE€pPAa.  YTPO3bI
yAaJIeHHOTO JOCTyIa peanu3ylTCsl C UCIO0Jb30BaHUEM TIPOTOKOJIOB CETEBOrO
B3aUMO/IeHCTBUSI.

Yrpo3bl BHe/IpeHUsT Bp€/IOHOCHBIX TporpamMmm (mporpaMMHO-
MaTeMaTHUeCKOrO BO3ZIEMCTBUsI) HeIleslecoo0pa3HO OMUChIBaTH C TOW  XKe
JleTaNbHOCThIO, UTO Y BhIllIeyKa3aHHbIe YTPO3bl, TaK KaK KOJIMUECTBO BPeJOHOCHBIX
MporpamMM yyKe 3HauuTeNbHO TIpeBbIllIaeT COTHU ThICSY. [T OCYIlleCTB/IeHUS
3al[UThl MHGOPMALUM  /I0CTaTOYHO 3HaTh KJ/acC BpPEIOHOCHOW TpOrpaMMBbI,
CTI0COOBI ¥ TTOC/Ie/ICTBHS OT ee BHeApeHus (MH(DUITMPOBaHMS).

5.4. Obmas xapaktepuctuka ysizBumocteii UCITIx Komuccun.

Ys3umocte MCII[n Komuccuu — HemocTaTOK WM ciaboe MecTo B
CUCTEMHOM, TMPHUK/IAJHOM, T[POrPaMMHOM W/WIM  anfapaTHO-TIPOrPaMMHOM
obecrieueHWH CHUCTEMbI, KOTOPOe MO’KeT ObITh WCIOJB30BAaHO [IjIsi pean3aruu
yrpo3bl 6e30MacCHOCTH TTePCOHAMBHBIX JaHHBIX.

[TpyunHO BO3HUKHOBEHHS YSI3BUMOCTEM SIBJISIFOTCS:

OIIMOKKM TpH TIPOEKTHPOBAaHHWKM U pa3paboTKe IIPOrpaMMHOTO W/WIU
arrapaTHO-TIPOrpaMMHOT0 00ecTieueHus;

rpefiHaMepeHHble  [EeMCTBUSI TI0 BHECEHHI0  Ys3BUMOCTeH B  Xoje
ITPOEKTUPOBAHUS W pa3pabOTKH MPOrpaMMHOIO W/WJIM arliapaTHO-TTPOrpPaMMHOTO
obecrieueHus;

HeTipaBU/IbHbIe HACTPOWMKM TPOTrPaMMHOTO W/WIX arllapaTHO-TIPOrPaMMHOTO
obecrieyeHusi, HerpaBOMepHOe W3MeHeHWe peXUMOB paboThl YCTPOWCTB W
rporpamum;

HeCaHKIIMOHUPOBaHHOe BHeJpeHUe U HCII0/b30BaHKWe HeyUTeHHbIX TPorpaMmm
C TIOC/IeAyIONMM  HeoOOCHOBAHHBIM  PacXO/[OBaHMEM pecypcoB (3arpyska
TMpOLeCCopa, 3aXBaT OMepaTUBHOW MaMSTH U T.[.);

coou B paboTe ammapaTHOrO W IIPOrpaMMHOro obecrieueHusi (BbI3BaHHBIE
cO0SIMM B 2JIGKTPOTMIUTAaHWHM, BBIXOJOM W3 CTpPOSl ammapaTHBIX 3/7eMEeHTOB B
pe3y/ibTaTe CTapeHusi W CHWKEHWs Ha/le)KHOCTH, BHEIIHWUMHU BO3/€HUCTBUSMHU
3/IeKTPOMAarHUTHBIX T10Jled TeXHWYeCKUX YCTPOMCTB, BHeCeHHWe H3MeHeHUU B
JIOKYMEeHTal[1I0 U JIp.).

Pa3znuuaroT ciefyroiye rpymbl OCHOBHBIX YSI3BUMOCTEM:



ySI3BUMOCTH CUCTEMHOTO TpOrpaMMHOro obecrieueHusi (B TOM UHMC/Ie
MPOTOKOJIOB CETEBOTO B3aUMO/IEUCTBUSA);

ySI3BUMOCTH TIPUK/IAZIHOTO TIPOrpaMMHOr0 obecrieueHusi (B TOM UHCTIe
Cpe/iCTB 3allUThl UHMOOPMAIUK).

5.4.1 Y513BUMOCTH CUCTEMHOT0 TIPOrPaMMHOTO 00ecrieueHusl.

YS3BUMOCTH  CUCTEMHOrO TpPOrpaMMHOTO  obecrieueHUss HeoOX0UMO
paccMaTpUBaTh C MPUBSI3KOW K apXUTEKTYpe MOCTPOEHUS BbIUMC/TUTENbHBIX CUCTEM:

B MUKDOIpOrpamMMax, B MPOIIMBKAX 3allOMUHAIOLIUX YCTPOMCTB;

B cpeactBax OC, mpegHa3HaueHHBbIX [/l yMpaB/eHUs JIOKAJTbHBIMU
pecypcamu WCIIlH Komuccum (obecrieunBaroIiuX BbITIOIHEHWE — (DYHKIUM
yrpaBJieHUs TIpoLiecCaMU, MaMsITbi0, YCTPOMCTBaMHU BBOJA/BbIBO/Ia, UHTEP(DENCOM C
NoJIb30BaTesIeM U T.I1.), ipaliBepax, yTUINTAX;

B cpefctBax OC, mpefHa3sHAUeHHBIX /[JI1 BBIMOJHEHUS BCIIOMOTaTeIbHBIX
(QYyHKUMA — yTWIATAaX (apXUBUPOBaHMS, JedparMeHTaluu W [p.), CHACTEMHBIX
oOpabaTbIBaroIUX MporpamMmax (KOMITU/IATOpaX, KOMIIOHOBIIIMKAX, OT/IAZUUKOB U
T..), NpOorpaMMax MpeJCTaB/JeHusl T[0JIb30BaTe/N0 [OMOTHUTENbHBIX — YCIIYT
(cmeManbHbIX  BapuaHTax UWHTepdelca, KaJbKyasTOpax, Wrpax W T.IL),
6ubsiMoTeKax TpoLeAyp Pa3MUHOTO Ha3HaueHUs (OUO/IMOTEeKax MaTeMaTHUeCKHX
(yHKIMH, (QYHKIMY BBO/Ia/BbIBOZA U T.11.);

B CpeJCTBAaX KOMMYHUKAI[MOHHOTO B3auUMOJEWCTBUsI (CeTeBbIX Cpe/CTBax)
OMnepalMOHHON CUCTEMBI.

Y93BUMOCTU B MUKpOTporpammMax 1 B cpegcrBax OC, rnpegHa3HaueHHbIX [J1s
yrpaBJ/ieHUs JIOKaTbHbIMU pecypcaMyd W BCIIOMOTraTelbHbIMU (DYHKIUSMU, MOTYT
TIpe/ICTaB/sTh COOOM:

GyHKUMH, TpOLieAypbl, HW3MeHeHHe TlapaMeTpPOB KOTOPBIX OMpeje/eHHbIM
o0Opa3oM TM03BOJISIET MCII0J/Ib30BaTh WX [/l HECAHKLIMOHUPOBAHHOTO [ocTyra 6e3
oOHapy KeHUs TAKUX U3MEeHeHUH OoTeparjMoHHON CUCTeMO;

dparMeHTBl KOZi@a MporpamMM  («IBIPbI»,  «3aK/IaJKW»), BBe/EeHHbIE
pa3paboTUMKOM,  [O3BOJISAIOLIME  OOXOAUTH  TMpOLeAYypbl  HUAeHTU(UKALUH,
ayTeHTU(PUKALIMU, TIPOBEPKY L|eJIOCTHOCTH U [Ip.;

OTCYTCTBUEe HeOOXOAWMBIX CpeACTB 3alUThl (ayTeHTU(UKAlLMU, TPOBEPKU
11€JIOCTHOCTH, TIPOBEPKU dbopmaroB COO0OII[eHHH, 6/10KMpOBaHUS
HeCaHKL[MOHUPOBAHHO MOU(HULIMPOBAHHBIX (YHKLUH U T.I1.);

oMOKY B rporpamMmax (B 0ObsiBIeHUM TepeMeHHbIX, GYHKLUN U TIPOLieyp,
B KOJlax MpOrpaMM), KOTOpble NPU OIpefe/eHHbIX YyC/IOBUAX (Hampumep, IIpU
BBITIO/THEHUM JIOTUUECKUX Tepexo/ioB) MPUBOJAT K cO0siM, B TOM uucie K cOosiM
(YHKLMOHUPOBAHUS CPE/ICTB M CUCTEM 3allMThl MH(OPMALUH.

5.4.2. YS3BUMOCTH MPUK/IATHOTO TIPOTPAaMMHOTO 00ecrieyeHwusl.

K mnpuknasHOMy TMporpaMMHOrO 00ecrieyeHHI0 OTHOCATCSl TPHUK/IaJHble
MIpOrpamMmsbl 0011{eTo MM0/Ib30BaHUs U CrieliiasibHble PUK/IaHble POrPaMMBbl.

[puk/azsHble MporpaMMbl 0011[ero MoIb30BaHUsl — TEKCTOBbIE U rpaduyeckre
pellakTopbl, MeAua-rporpaMMbl (ayZiMo- U BHZEOINPOUrpbIBaTe/IN, MPOrpaMMHBIE
Cpe/iCTBa MpHeMa Te/leBU3MOHHBIX NPOrPaMM U T.I1.), CUCTEMBI yIipaB/ieHusi 6azamu



JaHHBIX, TIpOrpaMMHbIe TIaT(GOPMBbI 001llero TOAb30BaHUS [l pa3pabOTKu
rporpaMMHbIX TIpoAykToB (Tura Delphi, Visual Basic), cpencTBa 3alluThI
vuH(popMaLyY 00I1ero Mob30BaHuUs U T.1I.

YS3BUMOCTH ~ TIPUK/IQHOTO ~ TIPOTPAMMHOTO  ob0ecriedeHHsi  MOTYT
TIpeJICTaB/IsATh COOOIA:

(GyHKIMY Y TIpOLie/lyphbl, OTHOCSIIME K Pa3HbIM MPUKJ/IaIHBIM MPOrpaMMamM U
HECOBMeCTUMbIe MeXay co0oil (He (YHKLMOHUDPYIOIIMe B OJHOMN OIepalOHHOM
cpefie) 13-3a KOH(QIMKTOB, CBSI3aHHBIX C pacripe/ie/ieHeM peCypCoOB CUCTEMBI;

byHKIMM, TpoLieAypbl, HU3MeHeHHe orpefe/ieHHbIM 00pa3oM MapaMeTpOB
KOTOPBIX MO3BOJISIET UCMIO0JIb30BaTh UX [I/1s1 TPOHUKHOBEHUS B OME€PALIMOHHYIO Cpefy
WNCIT[x OpraHuzaiyd, a TakKe HCI0MAb30BaHUsl IITaTHBIX (QyHKUMM OC,
BBLITIOJTHEHUS]  HECAHKI[MOHUPOBAHHOTO  JOCTyra 0e3 oOHapy)KeHUs TaKuX
n3MeHenuii OC;

dbparMeHTBl KOoZla TporpamMMm  («IBIPbI»,  «3aK/IaJKW»), BBe/EeHHbIE
pa3paboTUMKOM,  [I03BOJISIOLME  OOXOAUTH  TpOLEeAYypbl  HUAeHTU(UKALIUH,
ayTeHTU(PUKALIU, TIPOBEPKU LIeJIOCTHOCTH U [JIp., TpeAycMoTpeHHble B OC;

OTCYTCTBHE HEOOXOJWMBIX CPeACTB 3allUThl (ayTeHTU(HUKAIMK, MPOBepKa
L[eJIOCTHOCTH, TpoBepKa (dopmaroB coo01ieHuH, 6/10KMpOBaHue
HeCAHKLIIMOHUPOBAHHO MOIU(PUIMPOBAHHBIX (QYHKIUM U T.I1.);

OIITHOKH B TporpaMMax (B 0ObsIB/IeHWM TepeMeHHbIX, GYHKI[UH U TIPOLeAyp,
KoJax [porpamMM), KOTOpble TIpU OMpeJie/ieHHbIX YCIOBUSIX (Haripumep, TIpU
BBITIOJTHEHUM JIOTUYECKUX TIePeX0/I0B) MPHUBOAAT K COOsIM, B TOM uucie K cOosM
(yHKLMOHHMPOBaHUSI CPeACTB U CUCTEM 3allUThl MH(GOpMAaLUK, K BO3MOXXHOCTU
HeCaHKLIMOHUPOBAHHOTO A0CTyMa K MH(MOpMaluu.

5.5.00miass  xapakTepuCTUKa yIpO3 HEMOCPeACTBEHHOTO [JOCTyra B
orneparjoHHyto cpeny MCITJH Komuccuu.

Oma WCIIJx Komuccur MOXKHO pacCMaTpuBaTh CJleyrolye yrposbl
HEIOoCpPeICTBEHHOI 0 JOCTYIIA B ONEePALjMOHHYIO Cpefy:

yrpo3bl, peanv3yeMble B xofe 3arpy3kd OC, HarpaB/jeHbl Ha TMepexBar
napojied WM UaeHTHGHUKaTopoB, Mogudukauuio I1I0 0a30BOM  CHCTEMBI
BBOJa/BeiBoga (BIOS), mnepexBar ympaBiaeHusi 3arpy3kod C HW3MeHEHHWeM
HeoOX0IMMOM TexHoJiorndyeckoi nHpopmaruu nomyuenuss HCJI B ornepaijuoHHYO
cpegqy MCIIOH Komuccun. UYainge Bcero Takue Yrposbl peanusyrTCd C
VICII0/Ib30BaHMEM OTUY>K/aeMbIX HOCUTeJIell UH(POpMaLUY;

yIpo3bl, peanrsyeMsle I10C/1e 3arpy3Ku OrepaliOHHOU CUCTeMBbl, HallpaB/ieHbl
Ha BBINOJIHEHHE HECAaHKL[MOHUPOBAHHOI'O AOCTYIa K MH(OpMaLWy C MpUMeHeHUeM
CTaHAAPTHbIX  (PYHKUUK  (YHUUTOXKeHWe,  KOMNUpPOBaHWe,  [epeMelleHue,
dbopmaTrpoBaHue HocuTeseld WH(POpPMALMM U T.I1.) OINepalOHHONM CHUCTeMbl WU
KaKoW-IM00 TpPUK/IaHON MMpOrpaMMbl, a TaKXe C TPUMEHEHWeM CreldaTbHO
co3/laHHbIX /1 BbimosHeHusi HCJ/] nporpamMm (mporpaMM TMpOCMOTpa |
Mou(UKaILIUM peecTpa, IMOKCKa TeKCTa B TeKCTOBBIX (paiiiax U T.I1.);

yrpo3bl BHEPEHUs BPEJOHOCHBIX MporpamMM. Peanu3alys [aHHBIX yrpo3
onpeensieTcsl TeM, Kakasi U3 MPUK/IaJAHbIX TTPOrpamMM 3aryCKaeTcs M0Jib30BaTesieM
v hakToM 3arycka 000l 13 NPUK/IaZHBIX IPOrPaMM.



5.6. OnipeiesieHre ypOBHS UCXO/IHOW 3al[UI[€HHOCTH.

OrnpesiesieHVie  YpOBHSI UCXOJHOW  3alUIEHHOCTA TIPOM3BOJAWIOCH B
COOTBETCTBUM € MeToaukol OLeHKHM yrpo3 0Oe3omacHOCTH UHGOpMaLy,
yrBepxxgeHHon PCTOK Poccum 05.02.2021 r.

Tabsuiia 4. IToka3aTenu ucxogHou 3anumeHHocTy CTI/IH.

YpoBeHb
TexHrueckue 1 3KCruTyaTaluoHHble xapakrepuctuku UCITIH 3alUILIEHHOC
TU
1. Ilo TeppuTOpUaILHOMY pa3sMelleHUI0 BbICOKMI
2. ITo HanMMUKMIO COeIMHEHUSI C CeTSIMU OOITero MoJTb30BaHUSs CpeIHUM
3. ITo BcTpoeHHBIM (7ierabHBIM) OTepalysiM C 3arvcsMu 0a3 I1/1H HU3KUU
4. T1o pa3rpaHUYeHHUI0 JOCTYIIa K TTIepCOHA/IbHBIM [JaHHbIM CpeIHUM
5. ITo Hamuuto coeHeHud ¢ apyrumu 6azamu I1H nHbix UCIT/[IH | BEICOKMIA
6. ITo ypoBHto 06006111eHUs1 (06e3mmunBanus) [1/1H HU3KUN
7. ITo 06vemy I1/1H, KOTOpBIe MPeOCTaBISIIOTCSI CTOPOHHUM CcpeHun
nionb3oBatensm UCIT/IH 6e3 npesBapuTebHONM 00pab0TKH

YpoBeHb UCXOAHOM 3aruieHHOCTH JaHHBIX WCII[IH MoeT ObITh OIjeHeH
KaK «CpefHuI», UCXOAs U3 Toro, uto Oonee 70% XapaKTepUCTUK COOTBETCTBYIOT
YPOBHIO «CPeJHU» W/IU BBILLIE.

[lpu cocraBfeHHWU TepeuHsi aKTyajdbHbIX yrpo3 Oe3omacHoctu [1/]H
TOJTyUYeHHOW OLIEHKe CTeleHW UCXOJHOMW 3allUIeHHOCTH CTaBUTCSI B COOTBETCTBUE
yucaoBou Koshduiment: Y1 = 5.

5.7. OnpepeneHve BeposITHOCTU peanu3anuu yrpo3 B UCIIJx Komuccuu.

[Tox BepoOSITHOCTBIO peayv3aliM  yrpo3bl TIOHWMAaeTCs OIlpeesisieMbli
SKCIIePTHBIM IIyTeM II0Ka3aTe/b, XapaKTepy3YHOLIWKM, HAaCKOJBKO BepOSITHbIM
SIBJISIETCSI  peayiM3alsi KOHKPeTHOM yrpo3bl Oe3omacHoctu [1IH gns UCIIOH
Komuccuu B CK/1aJibIBatOIIMXCST YCIOBUSIX 00CTaHOBKH.

UucnoBor mnokaszatens (Y2) [/1s1 OLEHKH BEpPOSITHOCTH BO3HUKHOBEHHS
yrpo3bl orpezesisieTcsi o 4 BepOa/ibHbIM rpajjaliysiM 3TOTO TIOKa3aTesIst:

MaJIOBEPOSITHO —  OTCYTCTBYIOT  OOBEKTHBHBbIE  TIPEATIOCBUTKU IS
ocyuecTtBaeHus1 yrpossl (Y2=0);

HU3Kasi BEPOSITHOCTb — OOBEKTHUBHBIE TPeATNIOCHIIKY [I/Is1 pean3aljii yrpo3bl
CyLLIeCTBYIOT, HO IIpUHATbIe Mepbl CYLeCTBEHHO 3aTPY[HSAIT ee peajn3alio
(Y2=2);

CpeZHsisi BepOSTHOCTh — 00beKTUBHbIE TIPeATIOCHIIKY JI7Isl peainu3aliiu yTpo3bl
CYILLeCTBYIOT, HO TIPUHSAThIE Mepbl obecrieueHusi 6e3oracHocTH [1/JH HeOCTaTOUHBI
(Y2=5);

BbICOKAasi BEpPOSITHOCTb — OObEeKTHBHbIe TIPEATIOCHIIKK [IJIs peanu3aliuu

yrpo3bl CYLI[eCTBYIOT U Mephl 10 obecrieueHrto Ge3omacHocTH [1/JH He TIPUHSTEI
(Y2=10).




5.8. Onpepenienne BepositHoCcTY peanusaumu yrpo3 B MICII[Ju Komuccuu u
TiepeyHsi aKTyaIbHbIX YIpo3 6e30MacHOCTH.

Tabmuna 5.

HavmeHoBaHUe yrpo3sl

Koad. ompe.
BeposTHOCTB
HACTYTVJIEHUSA
yrpo3ssl (Y2)

Koaddumment
peann3yeMoCTy

yTPO3BI
(Y=(Y1+Y2)/20)

Bo3mokHOCTB
peanv3auuu
Yrpo3bl

OnacHocTs | AKTyanbHOCTb
YIPO3bI YIPO3bI
(K3)

YTrpo3bl yTEUKH 10 TEXHUUECKUM KaHasiaM repeiaun/o6paboTku [

dHHBIX

Ilo BUIOBBIM KaHa/IaM

ITpocmotp mabOpMaLK Ha

JWCTIIee COTPYIAHUKAMHU, He

JIOTyIIeHHbIMU K 00paboTke
TepCOHAJIbHBIX JIJAHHBIX

2

0,35

Cpepnsia

Huskas HeakryansHo

IIpocmoTp uHGOpMaLK Ha
JWCTI/Iee IOCTOPOHHUMH
JIMLaMH, HaXOZSIIUMUCS B
TIOMeIlleHNH, B KOTOPOM
BezieTcst 06paboTka
MepCOHANTBHBIX JAHHBIX

0,35

Hu3zkasn

Cpennzsis HeakrtyanbHo

ITpocmoTp mHbOpMaLy Ha
JUCIl/Iee TOCTOPOHHUMU
JIMLIaMU, HaXOZALIMMUCS 3a
Tipejie/ilaMu NOMeLLeHHs B
KOTOpOM, BefieTcst 06paboTka
TNepCOHAJIbHBIX JJAHHBIX

0,25

Huskasn

Huskas HeakryansHo

IIpocmoTp uHGOpMaLUu ¢
TIOMOILBIO CTTeLMaIbHBIX
37IeKTPOHHBIX YCTPOMCTB

BHe/IpeHHBIX B TIOMEIL{eHHUH, B
KOTOpOM BejieTcsi 00paboTka
TepCOHA/IBHBIX JaHHBIX

0,25

Hu3zkasn

Hu3kas HeakrtyanbHo

¥Yrposelt HC/I o

MPOrpaMMHO-aIapa

THOMY KaHa/y

Yrpo3a UCnoJib30BaHus
MeXaHW3MOB aBTOPU3ALUU [I/1s1
TIOBBIIIEHUS IPUBUJIETUH

2

0,35

Bricokas

Cpensss AKTyanbHO

Yrpo3ssl
HeCaHKIMOHUPOBaHHOI O
gocryna Kk BIOS

0,35

Bricokas

Cpepnsis AKTyanbHO

Yrpos3sl, peaM3yeMble TI0CIe
3arpy3ku OC, HaripaB/ieHHbIe
Ha YHUUTOKeHUe,
KOITUPOBAHUe, TlepeMeleHue,
WCKakKeHHe JaHHBIX

0,5

Bricokas

Cpepnsis AKTyanbHO

Yrpo3sl MopgudUKaIun
HaCTpOeK

0,5

Bricokas

CpenHsist AKTyanbHO

Yrpo3el BHeipeHus
BpegoHocHoro I10

0,5

Bricokas

CpenHsist AKTyanbHO

Yrpo3sa BO3MOKHOCTH
OCYILIeCTBJ/IEHUS HapyILLIUTe/IeM
JleCTPYKTHBHOTO BO3/IeHiCTBUS

Ha CUCTeMYy IIyTeM
9KCIUTyaTaljuy ysa3BUMOCTel
MpOrpaMMHOr0 obecrnieyeHust

0,5

Bricokas

CpenHsist AKTyanbHO

¥Yrpo3sl uimHra

0,35

Bricokas

CpesHss AKTyanbHO

¥rpo3a gocrymna K
3al[uIlaeMbIM daiiiam ¢
WCITI0/Ib30BaHKEM 00XO0/IHOTO

My TH

0,35

Bricokas

CpenHsis AKTyanbHO

Yrpo3a ucnoJib30BaHusl

0,35

Bricokuit

CpenHsist AKTyanbHO




HawnmeHoBaHMe yrpo3bl Koa¢. ompes,. Koaddunment Bo3moxxHocTh | OnmacHOCTb | AKTyaabHOCTB
BeposiTHOCTB peanu3yeMoCTH peanusanuu yrpo3bl yIpo3bl
HaCTYIUIeHUs yIPO3bI yrpO3bI (K3)
yrpossl (Y2) (Y=(Y1+Y2)/20)
nHbopMaLu
uleHTUQUKaLK/ayTeHTHHKa
1IUY, 33[JaHHOM 110 YMOJTYaHUIO
«OTKa3 B 00CTy>KUBAaHUU» 5 0,5 Boicokas CpenHss AKTya/lbHO
Yrposa 2 0,35 Bricokast CpepgHsist AKTyanbHO
HeCaHKIIMOHHUPOBaHHOTO
BO3/e[iCTBUS Ha CPE/ICTBO
3amyTHl MHOPMaH
Yrpo3a HEKOPPeKTHOTO 2 0,35 Bricokas Huskas He akryansHO
WCTI0/Ib30BaHMs IPO3payHoro
TIPOKCH-CepBepa 3a CUéT
/1arMHOB Bpays3epa
Yrposa 2 0,35 Bricokas Huskasn He akryanbHO
J0CTyIa/nepexBaTa/u3MeHeHUs
HTTP cookies
Yrposa sKcrutyaTaluu 2 0,35 Boicokas CpenHsis He akTyanbHO
M poBoit OATIICH
TIPOrpaMMHOr0 Ko/ja
HecaHkuroHpoBaHHOE 5 0,5 Bericokas CpenHzsis HeakrtyanbHo
OTK/IIOUeHHe CPe/ICTB 3alUThl
Yrposa ucciesioBaHus 0 0,25 Hu3kas Hu3kas HeakrtyanbHo
MeXaHM3MOB paboTbl IPOrpaMm
Yrpo3a HellpaBOMepHBIX 2 0,35 Beoicokas CpenHssis He akTyanbHO

JIeCTBUM B KaHaJslax CBS3U

YTpo3bI XUILeHNs, HeCAHKIMOHUPOBAHHOW MOJUGUKAIMU WK O/10KUpoBaHus nHpopMaruu 3a cuetr HCIT ¢
TpUMeHeHWeM MPOrpaMMHO-annapaTHbIX U MPOrPaMMHBIX CPe/ICTB (B TOM YKC/ie MPOrpaMMHO-MaTeMaTHueCKUX

BO3ZeHCTBUI)

KomnbloTepHble BUPYCHI

2

0,35

Bricokas

Cpepnsis

AKTyanbHO

HepexnapypoBaHHble
BO3MOXXHOCTU cucTteMHoro 110
u I1O a1t 06paboTKH
TepCOHAMbHBIX IaHHBIX

0

0,25

Huskasn

Huskasn

HeakryansHo

YcranoBka I10, He cBsI3aHHOIO
C UCTIOJIHEHHEM CJTy»KeOHbIX
0bs13aHHOCTEH

0,35

Cpepnsis

Cpepnsis

AKTyanbHO

Hanvuue anmapaTHbIX
3aK/1aZIoK B IproOpeTaeMbIxX
I[I3BM

0,25

Huskasn

Cpensss

HeakryansHo

Bneapenne anmapatHbIX
3aK/1alOK TOCTOPOHHUMU
JIMLIaMU TI0C/Ie Havasia
skcrryarayuu MCITOH

0,35

Huskasn

CpenHsist

AKTyanbHO

Breapenue annapaTHbIX
3aK/1a/loK COTPYAHUKaMH
OpraHu3alu

0,35

Huskas

CpenHsis

AKTyanbHO

Breapenue annapaTHbIX
3aK/1aZloK 0OCTy>KUBAOLIM
nepcoHasnoM (PeMOHTHBIMU

OpraHU3alUsIMK)

0,35

Huskas

CpenHsis

AKTyanbHO

YTpo3bl HerpeiHaMePeHHbIX /IeMCTBUI M0/1b30BaTesel U HapylieHui 6e3onacHocTy GyHkuyonupoBanus UCTIIH u
C3I1/H B ee cocTaBe u3-3a cO0EB B MPOrpaMMHOM 0OeCIieueH!H, a TaKXKe OT YTPpO3 HeaHTPOIoreHHOro (cboeB
anmapaTypsl U3-3a HeHa/|e)XKHOCTH 3JIEMEHTOB, CO0€eB 3JIeKTPONUTaHNS) U CTUXUUHOTO (YZapOB MOJIHHH, [0XKapOoB.,
HABOJHEHWH U T.I1.) Xapakrepa

Yrposa yTpaThl HOCHTesel 5 0,5 Bricokast CpenHsist AKTyanbHO
vHbOpMaLu
HenpegHamepeHHast 5 0,5 Bricokuit Cpennsist AKTyanbHO

MoubuKanys (YHUUTOKEHe)
nH(bOpMaLMK COTPYHUKaMHU




HawnmeHoBaHMe yrpo3bl Koa¢. ompes,. Koaddunment Bo3moxxHocTh | OnmacHOCTb | AKTyaabHOCTB

BeposiTHOCTB peaym3yeMoCT! peay3anuu yIpO3bI YIpO3bl
HaCTYIUIeHUs yIPO3bI yrpO3bI (K3)
yrpossl (Y2) (Y=(Y1+Y2)/20)
HenpegnamepeHHoe 2 0,35 CpenHsist CpepgHsist AKTyanbHO
OTKJ/IHOUEHHE CPeJICTB 3alLUThI
Brixop 13 cTposi annapaTHO- 2 0,35 Bricokast CpepgHsist AKTyanbHO
MIPOTPaMMHBIX CPeJICTB
C6oii cucTeMsI 0 0,25 Huskas Huskas HeakrtyansHo
3/IeKTPOCHAOKeHUsT
CruxuiiHoe 6ecTBHE 0 0,25 CpenHsis Huszkas HeakTyanbHo
Yrpo3bl IpefHaMepeHHbIX 1eHCTBUM BHYTPEHHUX HapyluuTesnen
Hoctym kK uH(popmaru, 2 0,35 Huszkas CpepgHsist HeakrtyansHo

MOZAU(UKAIINS, YHUUTOKEHHE
JIAI[AMH, He JOTYIeHHBIMH K
ee 06paboTke

Yrposa 2 0.35 Beoicokas Cpepnsis AKTyanbHO
HeCaHKIIMOHUPOBaHHOI O
KONMPOBAaHUS 3alljuIllaeMon
vHpopMaLu

PasrameHue uHpopMalyy, 5 0,5 Bricokas CpepHsisa AKTyanbHO
MouGUKaLVsl, YHUUTOKEeHHe
COTpPYJHUKaMH, JOIYL{eHHbIMU
K ee 0bpaboTke

Yrpo3sa HenoATBEPKAEHHOIO 0 0,25 Bricokas CpenHzsis AKTyanbHO
BBO/]a JaHHBIX OIlepaToOpoM B
CUCTEMY, CBSI3aHHYIO C

6€e30MacHOCTBIO

Yrpo3a HenpaBOMepPHOT0 5 0,5 Bricokas CpepHsis AKTyanbHO
03HAKOMJIEHUS C 3alUilaeMoit

vH(opMaLen
¥YTeuka aTpubyTOB JJOCTyTIa 2 0,35 Boicokuii Boicokuii AKTyanbHO
[TepexBar 3a nepegenamu 2 0,35 Bricokuii Boicokuii AKTyanbHO

KOHTPOJIMPYeMOM 30HbI
IlepexBar B npegenax 0 0,25 Huskas CpepHsis HeakryansHo

KOHTPOJIUPYeMOM 30HbI
BHEIIHUMH HapYIIUTE/IIMU

IlepexBar B npegenax 5 0,5 Bricokas CpepHsis AKTyanbHO
KOHTPOJIUPYEeMOU 30HBI
BHYTPEHHHMH HapYIIHTe/ISIMHU

AxTyanbHbIMU yrpo3amu 6e3oracHocty MICITJn OpraHv3anuu siBJisitoTCS:

yrpo3a WCIOJIb30BaHWS MeXaHU3MOB aBTOpU3aLlMU /11 [OBBILIEHUS
TIPUBUJIETUU;

YIPO3bl HeCAHKLIMOHUPOBAHHOIO focTtyma K BIOS;

yI'po3bl, peannsyemsble nocse 3arpy3ku OC, HaripaB/ieHHbIe Ha YHUUTOXKeHue,
KOIMUPOBaHUe, repeMelljeHre, CKa)keHre [JaHHbIX;

yrpo3bl MOJU(UKALMY HACTPOEK;

yIrpo3bl BHeipeHus BpeoHOCHOro 110;

yrpo3a BO3MOXHOCTM OCYLLeCTB/IeHUsl HapyllWTe/leM [eCTPYKTUBHOI'O
BO3JEMCTBUS Ha CUCTeMy IyTeM 3SKCILIyaTallud Yys3BUMOCTEU IIPOrpamMMHOIO
obecrieueHusI;

yrpo3bl (DUIINHTa;

yrpo3a [oCTyna K 3aiuiijaemMbiM ¢aiiiaM C HCIoJb30BaHUeM 00X0JHOTO

MyTH;




yrpo3a WUCIO/b30BaHUs HH(OpMalMU HeHTU(HKAL[MK/ayTeHTU(HKal1Y,
33/IaHHOU MO YMOJ/TYaHUIO;

ataka «OTKa3 B 00C/Ty)KUBaHUW»;

yrpo3a HeCaHKL[MOHMPOBAHHOTO BO3JEWCTBUS HAa CPeACTBO  3allUThI
vH(bopMaLuy;

KOMITbIOTEPHbIE BUPYChI;

ycraHoBka [10, He CBA3aHHOTO C UCTIOJTHEHUEM CTy»KeOHBIX 00s13aHHOCTel;

BHE/I[pEHME alapaTHbIX 3aK/J1a/J0K MOCTOPOHHHWMM JMLjaMU MOC/e Hauasa
skcrutyatauuu MCITIH;

BHe/IpEHME anmnapaTHbIX 3aK/1aJ0OK COTPYIHUKaMU OpraHr3aluy;

BHeJIpeHHe  armapaTHbIX  3akKJaflok  OOC/IY)KUBAKOIIUM  TepCOHA/IOM
(PeMOHTHBIMM OpraHU3aLUsIMU);

yrpo3a yTpaThl HocuTesiel nHhopMaruy;

HernpeaHaMepeHHast Mo UKaLUs (YyHUUTOKEeHUe) “H(pOpMaLu1
COTpY/IHUKaMU;

HerpeJHaMepeHHOe OTK/IF0YeHUe CPe/ICTB 3all[UThl;

BBIXO/] U3 CTPOSI arrapaTHO-MPOrPaMMHbIX CPe/ICTB;

yrpo3a HeCaHKIIMOHUPOBAHHOTO KOMTMPOBaHMS 3allfuiliaeMoi nH(opMaluy;

pasraiiieHde WHbOpMalv, MoAu(UKalvs, YHUUTOXKeHWe COTpY/AHUKaMH,
JIOTTYIIIeHHBIMU K ee 00paboTKe;

yrpo3a HeNoATBePXXAEHHOTO BBOJA [IaHHBIX OIEepaTOpOM B CUCTEMY,
CBsI3aHHYTO C 6€3011aCHOCTHIO;

yrpo3a HerpaBOMEPHOI'0 03HAKOMJIEHHS C 3alliylijaeMoi uHhopMalueis;

yTeuka aTpuOyTOB [IOCTYIIa;

repexBarT 3a nepejie/iaMi KOHTPOJIMPYEMOM 30HbI;

repexBaT B Mpejje/iax KOHTPOJIMPYeMOW 30Hbl BHYTPDEHHUMU HapYIIUTE/ISIMU.

6. Mopgesnb HapyiuuvTtensa UCIIH.

6.1. Ina Bcex MCIIJH Komuccuu XxapakTepHa OJWHAKOBasi MOJeJb
HapyLIUTeJIsl.

Ha ocHoBannu HasHaueHus HMCII[JH Komuccuy K  Hapyluiresnasm
uHpopmarmoHHo# 6e3oracHoctu VICTI[IH Komuccuu criefiyeT OTHECTH CyOBEKTbI
CleAyHIIUX KaTeropuii:

HeyCTaHOBJIEHHbIe BHeIlIHHe CyObeKThI ((hu3ndeckue nuiia);

ObIBIIIMIE PAOOTHUKM (ITO/Tb30BATEH);

nvua, obecrieunBatomye QyHKIIMOHUPOBaHUe WH(GOPMAIIMOHHBIX CUCTEM WJIH
o0C/myKuBaroIMX ~ WHGPACTPYKTYpy  orepatopa (agMUHUCTpALIMsi, OXpaHa,
yOOpIIUKY U T.I1.);

T0J1b30BaTe I UH(OPMALIMOHHOW CUCTEMBI;

nulla, TIpUBJIeKaemble sl YCTAHOBKM, HalaJKd, MOHTa)Ka, ITyCKO-
HaJsla/IOUHBIX U UHBIX paboT;

aJJMUHUCTPATOPbl ~ MH(MOPMALMOHHOM  CUCTEMBbI M aJMUHUCTPATOPbI
0e30MacHOCTH.

YnoMmsiHyTble  BbIllle  TOTEHLMalbHble HAPYLIUTENW HWH(POPMALMOHHOM
6e3onacHoctu MICIT/IH, B OO/BIIMHCTBE CBOEM He CIIOCOOHBI CAMOCTOSITENTBHO



MPOBOAUTL  jabopaTopHble MCC/e[OBaHWS  KPUIITOCPEACTB W/WIM  CPeACTB
obecrieunBarOMX UX (YHKIIMOHUPOBaHUE, a TaK)Ke MMEeTh OTHOIIeHHs K Hay4HO-
WCC/lej0BaTe/IbCKUM  OpraHu3alysM,  KOTOpble  MOIYT  CaMOCTOSITe/IbHO
ocywecTBasATh aHamm3 cpeActB CK3VM M mporpaMMHO-TeXHUYECKOM Cpefbl UX
(YHKLIMOHUPOBAHUS, a TaKKe pa3paboTKy CriocoO0B aTak Ha HUX. B CBsi3u € 3TUM,
no/jo0HbIe KCCIejoBaTelbCKUe OpraHu3allid MOTYT SIBJSIThCS  HapYLIUTe/SIMU
nHpopmaloHHo# 6e3ornacHocTy UCIIAH OpraHv3alyy UCKIFOUNUTEeBHO B CTydae
VX TIDUBJIEUEHUS K 3TOMY CO CTOPOHBI HapyIlIUTe/el, epeurcIeHHbIX BbIlIe TUIIOB
rnyreM opra’Husanuud crosopa. [Ipy  3TOM, TOCKO/IBKY Takue HayudHO-
WCCIeioBaTe/IbCKUe OpraHu3aliy, Kak MpaBWU/Io, He MOI'YT pacCMaTpPUBAThCA Kak
yUaCTHUKM pbIHKa, XapakTepHoro s Komuccuu, 1os00HBINM CroBOp [J0/DKeH
paccMaTpUBaThCS KaK COBepIllaeMblii UMU M3 KOPBICTHBIX MOOYyKAeHuit. Bmecte
TeM, eC/id y4eCTb XapakTep JaHHbBIX, KOTOpble 00pabaThIBalOTCS, XPAHATCS U
niepefatotcst Mexkay oobekramu MICIIIH Komuccum, Ha/iiurie Takoro pojia CroBopa
MeX/y HapymwmrenssMd HHGOpMaIMoHHON Oe3oracHocTy cucteM Komwmccuu u
CrieLiiaM3MpOBaHHbIMUA  MCC/Ie[J0BaTe/IbCKUMKA  OpraHv3alysMU IIpe/CTaB/isieTCs
MajioBeposATHBIM. [lo  TOW ’Ke TpUUYMHE TIPe/CTaB/ISIeTCs HEBO3MOXXHBIM
TpUBJIeYeHUe STUX OpraHusauuy [ peanusauuy atak Ha VICII[H Komuccum
bu3nueckuM uiaMiy (ObIBIITMMU WK IeHCTBYIOIUMU COTPYIHUKaMU Komuccun).

Mogenb HapyimuTens uHbopMaioHHol 6e3oracHoctu CTIOH Komuccun
CTPOUTCS WCXOZS W3 KOHKPETHBIX KaTeropuii CyOBeKTOB, WX KBalU(UKALUA U
MOTHBAllMA JeWCTBUM C YyUYeTOM HCIIOMb3YeMbIX TEXHOJIOTMM 00paboTKH
vHbopMaluy. [lepeueHb BUOB M KaTeropuid HapyiuTenedi Ge3omacHoctu [1[1H,
obpabarsiBaembix B ICIT/IH Komuccuu niprBefieH B Tabmuiie 6.

Tabmuiia 6.
Bup, Kareropust HapyLuuress
HapyILLIUTe/Is Kateropus [ Kateropus II
BHernue Bremnui
HapylIUTesb, He
VMIMEIOIINM TIpaB
JlocTyIia B
KOHTPOJIUPYEMYHO
30HY
BHyTpeHHue 1. 3aperucTprvpoBaHHbIe T10J/Ib30BaTe N
NCIIOx Opranu3anuu (ToJ/1b30BaTely,
aZIMUHUCTPATOPBI);
2. HesapeructpupoBaHHbIe T0JIb30BaTe/n
NCIIJH, HO uMeroLe paBo J0CTyIa B
KOHTPOJIUPYEMYIO 30HY

[lpy mMOCTpOEHHMH MOAENM HapyIIUTe/s TMPUHUMAIOTCA — CJIeAYIOIIue
OrpaHUYeHusi U TIPe/ITI0JI0XKeHNsl 0 XxapaKTepe JelCTBUI HapyIlIUTeei:

HEeCAHKLIMOHUPOBAHHBIA [JOCTYTT MOXXET ObITh C/Ie[ICTBHeM KakK C/IyuaiiHbIX,
TaK U NpeJiHaMepeHHbIX 1elCTBUM;

HapyLLIUTe/lb, TUIAHADYSl aTakW, CKpbiBaeT CBOM HeCAHKLMOHWPOBaHHbIe
JeUCTBUS OT JIULl, KOHTPOJIMPYIOILIUX COO/0jeHre Mep 6e3011acHOCTY;




npoBefieHWe paboT TO CO3[aHMIO CIIOCOOOB M CPEeACTB arak B HayyHO-
MCC/Ie/|0BaTe/IbCKUX LIeHTpax, CIeLUaau3upyIonxcs B obsactd pa3paboTku U
aHa/iM3a KpUIITOCPE/CTB U Cpefibl (PYHKIIMOHUPOBAHUSI KPUIITOCPEJCTB (Janee —
CDK), He sBasieTcsi LiesiecooOpasHbIM [l HapylluTeseid C y4yeToM XapakTepa
JaHHbIX, oOpabaTteiBaeMbix B MCITJH Komuccum.

6.2. BHellIH1e HapYLLIUTe/IH.

BHellHMI HapylIuTe/lb He UMeeT TpaBa CBOOOAHOTO /AOCTYIA K CUCTeMaM U
pecypcam UCIT/In Komuccuu, HaxoASIMMCs B Mipejiesiax KOHTPOIMPYeMOU 30HbI, U
MOXXET OCYLIECTB/ISITb aTaku TOJBKO C TepPpPUTOPUM, PAClOJIO)KEHHOM BHE
KOHTPOJIMPYEMOM 30HbI, uepe3 BbIXOJslMe 3a Mpeesbl KOHTPOJHUPYeMOW 30HbI
KaHaJlbl CBSI3M, a TAK)Ke TeXHUYEeCKHe KaHa/lbl YTeUKU UH(POpMaLUH.

K nmanHOomMy BHJy HapyluUTesed OTHOCUTCSI BHEIIIHWM HapyLIWTe/b, He
VIMEOLIUN MpaB JOCTyIa B KOHTPOJIMPYEMYIO 30HY.

6.2.1. BHellHMe  HapylMTend, He  UMelllde TpaB  JOCTylna B
KOHTPOJIMPYEMYIO 30HY.

6.2.1.1. OnucaHue HapyIIUTEeIEeNn.

BHemHue HapylIWTe/Nd [aHHOIO BHZA XapaKTepUsyrTCs TeM, 4TO, Kak
MpaBWIO, He UMEKT BO3MOXXHOCTU TIpAMOro pgocryra K 3jemeHtam WCIIIH
Komuccuy, HO m0OpU  3TOM He MCK/IKOYAeTCd BO3MOXHOCTb [JOCTyNa K
KOMMYHUKAIJUOHHBIM ~ JWMHUSM W obopygoBanuto  VICII[In  Komwuccuw,
PacCIio/IO’KeHHbIM BHE KOHTPOMPYeMOU 30HbI. Cpefu NaHHOTO BHJla HApyLUUTesneun
MO>KHO BBIJIE/TUTB:

HEYCTaHOBJ/IEHHBIX BHEIITHUX CyOHEKTOB;

YBOJIEHHBIX ~COTPYLHUKOB KOMHWCCUM WM  YBOJIEHHBIX COTPYJHUKOB
opraHu3saiuii, o0ecrieurBamIUX TeXHUUECKOe OOC/ITy)KMBaHWE U 3SKCIUTyaTallio
NCIIIa Komuccuy;

6.2.1.2. TlpeanonoxeHnusi 00 MMeroIelcs y HapyluTesss WHbopMau 00
00beKTax aTax.

YBoJIeHHble COTPY/IHUKU [IJIs peaju3aldid aTak MOTYT HCIOJ/b30BaTh CBOU
3HaHUS O CTPYKType CeTH, OpraHu3aluu paboThl, 3alllMTHBIX Mepax M TpaBax
JIOCTyTIa U T.1I.

BHemHulii Hapymurenb JAaHHOTO THIIA MOXKeT HWMeTh [OCTyN K 0bomy
00beMy [JaHHBIX, PACIPOCTPaHsIEMOMY COTJIaCHO yCTaHOB/IEHHOMY TOPSIAKY U C
TOMOILIbI0 ITAaTHBIX CPEeACTB CHUCTeMbl T0 BHEIIHUM KaHajlaM CBfI3U BHe
oxpaHsieMol 30HbI. Takke OH MOJKeT pacriosiaraTb Omnpeze/ieHHbIMU (pparMeHTamu
vHbOpMallUd O TOMOJOTUM CeTH, 00 WCI0/b3yeMbIX KOMMYHHUKAIJMOHHBIX
MPOTOKO/IaX M WX CepBHCaX, 00 0COOEHHOCTSAX WCIIO/b3yeMOro 00O0pyAOBaHMS,
cucteMHoro, TipukiagHoro IO u T.4. B o0Obemax, AOCTYMHBIX B CBOOOJHOM
TIpo/IaXKe.



BHenHul HapyluTe/lb He JO/DKeH (HO TMIIOTeTHYeCKU MOXKeT) pacroJ/iaraTb
VIMeHaMH 3aperucTpUpoBaHHbIX mosib3oBartenerd VCIIIH Komuccuu, MoxkeT BeCTU
pa3BeJiKy MM€eH U MapoJjiel 3aperuCTpUPOBAaHHBIX MO/Ib30BaTeJeNn.

6.2.1.3. [IpexmnosioykeHust 06 UMEIOIIMXCS y HapYIIUTeJIsE CPeJCTBAX aTaKu.

[Ipennosnaraercs, 4YTo BHELIHMM HAapYLINUTe/Ib JAHHOTO BHUAA U1 peann3alun
CBOUX Iiesielt MoXKeT 00/1ajlaTh AOCTYITHBIMU B CBOOO/HOM Mpoja)ke CrelyrOL[UMU
TeXHUYeCKUMH CPeZICTBaMH U MPOrpaMMHbIM 0becrieyeHreM:

CpefCTBaMM BBIYMC/IMTEIbHOM TEXHUKU (arrapaTHbIMM U MPOrpPaMMHBIMU)
o011jero Ha3HaveHMs;

TeXHUYeCKUMU U IIPOrpaMMHBIMU Cpe/CTBaMM, aHa/JOTMYHbIM CpeJCTBaM
WCIIIn Komuccuu, BK/IHOYash COOTBETCTBYIOIIME CpeACTBAa KaHar000pa3oBaHMS,
MapLIPYTU3aLIUU U T.[.;

TeXHUYeCKMMA W TNPOrpaMMHBIMUA CpeJCTBaMU 3alUTbl HWH(POpPMaLUH,
Bktouass CK3MH, ananoruunsle ucrosb3dyeMbiM B ICITIH Komuccuy;

CreLaJM3upOBaHHbIMA  TeXHUUYEeCKUMU U TIPOrpPaMMHBIMU  Cpe/CTBaMH,
npejHa3HauUeHHBIMM [IJIs1 TlepexBaTta WHGOpMalMi B OOIIeAOCTYITHBIX KaHasax
CBS3U.

6.2.1.4. OnucaHvie KaHa/IOB aTak.

Hapymvrenn paHHOro BHZA MOTYT OCYLECTB/ISATH aTaKd TOJIBKO WK3-3a
Tripe/ie/IOB KOHTPOJIMPYEMOU 30HbI Yepe3 BhIXOZSALMe 3a npejie/ibl KOHTPOIUPYeMOr
30HbI KaHasbl CBSI3H, B TOM UUCJ/Ie C MCIIO0JIb30BAHMEM UHBIX TeXHUUECKHUX KaHaJ/IOB
yTeuku UH(GOPMaLIUU:

- MPOBOJUTH TepexBaT U MOCJIeAYIOIUU aHau3 JaHHbIX, LUPKYIUPYOLIUX
1o OOIIeOCTYITHLIM KaHajlaM CBSI3U MeXAY OTAenbHbIMU 3nemeHTamu VICITIH
Komuccunuy;

- TIPOBOJUTh TIOTIBITKA YHUUTOXKEHHWS, MOAWMPHKAIMKM U OJOKUPOBaHUS
vuHdopMaluy, repeaBaemMoi, oopabarsiBaemoit u xpanumoii B UICITIH Komuccuu;

- IPOBO/IUTH TMOMBITKU HaBS3bIBAHUS JIO)KHOM MH(OpMaLny;

- IPOBOJUTh aTaKd C IIeJIbl0 BbI3BaTh OTKa3bl B paboTe OT/[eMbHBIX
komrioHeHTOB VICII/IH Komuccum.

oCTynHBIM WCTOYHHUKOM KOH(H/eHIIMa/JbHOW WH(OpMaluu /sl 1aHHOTO
BUJa HapyliudTesed MOTYT ObITh OTYy)KJaeMble HOCUTe/Nd UWHGOpPMAIWH,
BbIBeZIeHHbIE YCTaHOBJIEHHBIM TIOPSIKOM U3 yrioTpebienus. Hapymmrenu gaHHOTO
BHU/Ia He MOTYT UCIIO/Ib30BaTh [Jis peanu3alMy aTak IuTtatHble cpeznctsa VCII/IH
Komuccun.

6.3. BHyTpeHH1e HapyLIuTe .

K BHYTpeHHHMM HapyluuTe/ssM OTHOCATCSA JiUL@, HMEIOLIUe TIpaBo
TOCTOSIHHOIO WM pa30BOr0  JOCTylla K  TeXHUYeCKMM CpefCTBaM U
rH(popMaimoHHbIM pecypcam MCIT[IH Komuccuu:

3aperucTpupoBaHHblie nosib3oBaTtend UCII/IH;



nvtia, obecrieurBarolye GyHKIMOHUPOBaHUE UH(POPMAIIMOHHBIX CUCTEM WU
obcy>KMBaroIMX  HWHPPACTPYKTypy oreparopa (agMHUHHCTpaTopa, OXpaHa,
yOOpIIUKY U T.1.)

Jvla, TpUB/JeKaeMble [Ji1 YCTaHOBKW, Ha/laJKd, MOHTaXa M ITyCKO-
HaslaZIouHbIX PaboT;

aIMUHUCTPATOPbl  MH(OPMAI[MOHHBIX  CHUCTEM U  a[MUHUCTPATOPbI
0e30macHOCTH.

B cBSI3U € 5TUM MPUHUMAIOTCS CJIeAYIOLIYe OrPaHUYEHUSI U MPeATI0I0KEeHUsT
0 XapakTepe JelCTBUM MOTeHLMabHbIX BHYTPEHHUX HapyIIUTeeH:

paboTa 1Mo moA60py KaJ[poB U ClelMa/JbHO MPOBO/MMbIe OpraHU3al[MOHHO-
TeXHUYEeCKHMe MEepOIpUSTUS HWCK/IIOUAal0T BO3MOXXHOCTb CO3/laHUsI  KOaULUK
HapylIuTe e, TO eCTb 00bearHeHUs (3arOBOPOB) M HaIlpaB/IeHHBIX JEHMCTBUI T10
TIPeoi0/IeHHIO TIOJCUCTEeMBbI 3allIUTHI IBYX U O0Jiee HapyluTeiel;

HeCAHKIIMOHUPOBaHHbIE  [EMCTBUS  HApyluuTenel MOryT He HMeTb
Tpe[HaMEPEHHOT0 XapakTepa U ObIThb C/Ie/ICTBHEM OIIMOOK TI0/Ib30BaTesel,
aJIMUHHACTPATOPOB, KCILTyaTUPYIOIIEro U 06C/Ty>KUBaroIero TepCcoHara;

JieTaZibHbIM  JOCTYN TIOCTOPOHHUX JIUL] B TIOMElIeHUs], e pa3MelleHbl
komrioHeHTbl WCII[IH Komuccuu, u Kk wuHpopMauuvoHHbIM pecypcam WCITIH
WCK/TFOUAeTCs TIPUHSATBIMUA OPraHU3al[MOHHBIMU W/WIU TeXHUYECKUMU MepaMu [0
obecrieueHHIO MOPSiIKA JOCTYTIA B TIOMEIIeHHs, OXpaHe TeEPPUTOPHUH U OpTraHU3aLuN
TIPOITYCKHOTO peXXMMa Ha 00BeKTax, a Takke BHe/IpeHHeM HeoOXO0IUMBbIX 3all[UTHBIX
Mep U yCTpoucTB B obopynoBanue UCII/IH;

[To BO3MOJXHBIM CLi€eHAapUsIM BO3AENCTBUSI BHYTPDEHHUE HApYILIWTENd MOTYT
ObITh K/IaCCU(UIIMPOBAHbI KakK 3/I0YMBIIUIEHHUKA, TO €CThb JIMIja, KOTOpbIe
1[e/leHarpaB/ieHHO CTaparoTCs TPeo/0/ieTh CUCTeMY 3all[UThl M HAaHeCTH yiiepb, u
HapylIWTe Iy,  KOTOpble  COBEpIIAlOT  HeCaHKLWMOHWPOBAaHHble  [1eHCTBUS
HEYMBIIIVIEHHO, HO 3TH /IeWCTBUSA TakKKe MOTYT HaHeCcTW yilepd U JAO/KHBI
YUUTBIBAaThCS MPU MOCTPOEHUH CUCTEMBbI 3allUThI.

B03MOXXHOCTM BHYTPEHHErO HapyLIWUTe/ss CYIeCTBEHHO 3aBUCAT OT
JIeUCTBYIOIIMX B Mpe/iesiaX KOHTPOJMPYEMOUM 30Hbl OIPAaHUYUTE/bHBIX (PaKTOPOB,
peanu3aluM KOMILUIeKCAa aJMUHUCTPATUBHBIX, PEXHWMHBIX W OpraHU3aldOHHO-
TeXHAUeCKUX Mep, HarpaB/leHHbIX Ha TIpe[loTBpallleHue U MpeceyeHue
HeCaHKIIMOHUPOBAHHBIX [IeUCTBUM MO0Jib30BaTe/ied U a[]MUHUCTPAaTOPOB CUCTEMBI,
HapylleHusi TOpsAKa [OMyCKa W  KOHTPOJST CTOPOHHUX JIML BHYTPU
KOHTPOJIMPYEMOU  30HBI, TIpeAOTBpAIlleHMe HEeCaHK[MOHMPOBAaHHOIO /JOCTymMa
ronb3oBaTenen K pecypcam WMCII[IH Komuccum, a Tak ke KOHTPOJIb 3a TOPSIAKOM
obparrieHnst KOHGUAEHI[HATBHOW MH(POPMAaIUH.

6.3.1. Corpyguuk OpraHusanuu, He SB/SIOUNCA 3aperuCTpUPOBAHHBIM
nonb3oBaTennem WCIIJH Opranusaiuy, HO UMEIOMUM TpaBO /JI0OCTylla B
KOHTPOJIMPYEMYIO 30HY.

6.3.1.1. Onmcanue HapymMTesiei (CyObeKTOB aTak).
BHyTpeHHHe HapyluuTe/ M XapaKTepU3YIOTCS TeM, UTO UMEIOT MPaKTUUYeCKU
HEOrPaHWUYEeHHYH0 BO3MOXHOCTb MO pAoctyny K snemMentam HWCIIJH u wux



KOMMYHUKALJUOHHBIM JIMHUSAM. K BHYTpEHHUM HapylIWTeIsM J[aHHOTO BUZA
OTHOCATCA TEeXHUUYEeCKMM W  BCIIOMOTraTe/bHbIM T[epCOHal  MoZpaszerneHun
»KusHeobOecrieueHrsi 00beKTOB Komuccuu, UMeroLuil AOCTYIl B TIOMeIlleHus], Tjie
ycraHoBsieHo o6opyaoBanue MCITIH Komuccuw.

6.3.1.2. Ilpeanonoxenusi 06 uMerolleiicss y HapyluTesasi WHbopMaluu 06
00BEeKTax aTak.

[Ipeanonaraercsd, 4TO HapyLUMTEeNW [AHHOTO TWIMA JOMOJHUTENBHO K
vH(poOpMalM1, UMeroll[eliCsl y BHeIIHero HapylluTe/si U OMMCaHHOW B M. 6.2.1.2,
MOT'YT:

pacriofaraTb MMeHaMmH (JIOTHHaMM) 3aperMCTPUPOBAHHBLIX [0JIb30BaTesel
NCII/IH, a TakKe BeCTH pa3BeJKy MapoJier 3aperuCTpUpOBaHHbIX I10JIb30BATEeH;

MMeTh Tpe/icTaB/ieHHe 00 opraHu3aiu paboThl MO/b30BaTe/el, TopsIKe U
TipaBU/IaX CO3/laHusl, XpaHeHUs U Tepe/iauu MH(pOopMal[vu.

6.3.1.3. [IpeamnosioxkeHust 00 UMEIOIINXCsl Y HapYIIMTEJISIX CPe/ICTBaX aTak.

[Ipennosnaraercs, 4To BHEILIHWM HApPYIIUTe/b JaHHOTO BHJA JOMOTHUTEIBHO
K Cpe[CTBaM OCYILeCTBJIeHUs] aTaK, OMMCAHHBIX Bbille B MYHKT 6.2.1.3, mMokeT
MCII0/Ib30BaTh CEpUMHO W3rOTOB/sieMOe CrelidasbHoe 000opyzoBaHHe U CBOOOJHO
pacnpoctpansiemoe [1O, mpenHa3HaueHHble /i1 CKaHWPOBAHUS Y KOMMPOBAHUS
MH(POPMALIMOHHbIX PecypcoB pabounx CTaHLMM, Uu3MeHeHHs KOH(UTrypaLuii
paboumux cTaHLUM, BK/ItOYasi KOH(UTrypaLyy CpeJCTB 3allidThl UHGOOPMALUU W/ UH
BHECeHUs B CUCTeMY BPeJJOHOCHOI'O IPOrpaMMHOT0 KOZa.

6.3.1.4. OnucaHve KaHaIOB aTak.

[JomonmHuTeNnbHO K aTakaM, AOCTYIHBIM HapPYLIWTE/I, OMUCAHHOMY B II.
6.2.1.4, paccmaTpuBaeMblid THWIT HaPYLUWTE/sS MOXXET OCYIIeCTBJSATh TOMBITKU
HeCaHKLIMOHUPOBaHHOIO Joctyrna K pecypcam MCII[a Komuccum ¢ 1jebro
MoJlyueHrsi WHGOpPMAI[iM, ee TOAMEeHbl WIM YHUUTOXXEeHHs, BK/Iouasi 00Xop
CYILIeCTBYIOLLIUX CPEACTB 3all[UThbl UH(MOPMAlMH, C WCIOJb30BaHUEM CJIeAYHOILUX
aTak:

nmogbopa W MOAMEHbl — WAeHTH(HWKaTopa  (Bbiaua  cebs  3a
3apervCTpMpPOBaHHOIO M0JIb30BaTe/Is1);

MoJiyyeHUs1 ayTeHTU(PUKALMOHHOW WH(POpPMAaLUU JierajibHbIX T0/b30BaTesiei
TOCpeICTBOM CKaHHPOBAHUSI OTKPBITHIX TIOPTOB Ha PAab0OUMX CTAHIUSX U CepBepax;

aTak, OCHOBAaHHbIX Ha TiepernosiHeHnrd Oydepa, TeHePUPyeMbIX C
WCII0/Ib30BaHKEM CHeLMaTM3UPOBAHHBIX MPOrPAMMHBIX CPE/ICTB;

BHe/ipeHus BpeLoHOCcHOro 110;

TOTIBITOK BPEMEHHOM W/IM TIO/HOM OCTaHOBKM pabOThI TTOCPEACTBOM aTak
KJ/lacca «0TKa3 B 00C/Ty>KMBaHUN».

oCTynHBIM HMCTOYHUKOM KOH(H/eHIIMa/bHOW WH(OpMaluu A/s1 1aHHOTO
BUJa HapylliuTesed MOTyT ObITh OTYy)XK/JaeMble HOCUTeNW UWHOpMAaLUY,
BbIBe/IeHHbIe YCTaHOBJ/IEHHBIM MOPSJKOM U3 YIIOTpebieHusl.

6.3.2. 3apeructpupoBanHbie nosib3oBatenu UCIIH Komuccun.



3aperucTpypoBaHHbli  mosib3oBatesb  MCII[IH  Kommccun — umeer
CAHKIIMOHUPOBAHHBIM /OCTYN K paboTe B CHCTeMe C HCIO/b30BaHHEM IITAaTHBIX
arrapaTHbIX U IPOrpaMMHBIX CPe/iCTB.

B cBotO ouepeib, 3aperuCTpUPOBaHHbIN T0/Ib30BaTe b MOXKET ObITh [IOMYIleH
K HCI0JIb30BaHUIO IIU(POBaNbHbIX (KpUNTOrpadruuyeckux) CpejCcTB, He uMest
neranbHOro gocryna K CK3U u ux KinodeBoi HHGopMarLuu.

6.3.2.1. Onmcanue HapymuTesieii (CyObeKTOB aTak).

3aperucTpUpoBaHHbIN T10/Ib30BaTe/ b, UMEIOL[UN CTaTyC aJIMUHHACTPATOpa U
OTBeyYaroIuii 3a obecrieueHre Ge3oracHOCTH, 006/af@aeT TOHON HHMOPMaIei o
cucteme (ceTu), UMeeT JOCTYNl KO BCeM TeXHUUYECKHM Cpe/CcTBaM 00paboTKu
vH(bOpMallMY ¥ JaHHBIM, K Cpe/ICTBaM 3allliThl UH(POPMAILUU U POTOKOUPOBAHMUSI,
B TOM 4uUHMCJle W K CpeACTBaM KpWIITO3allUThI, 00/ajaeT IipaBamMu
KOHOUTYPUPOBAaHUS W aJMUHHUCTPAaTUBHOM  HACTPOMKH.  EJWHCTBEHHBIM
VCKJTIOUEHHWEM [I/Isl TaKUX TI0/Tb30BaTe/Ield MOYKeT SIBJISIThCSI OTCYTCTBHE /IOCTYIIA KO
BCeMy OO0BEKTy K/IHOueBOW  UWHGOpMAI[dH, HCIONB3yeMOl B  CHCTEMe.
3aperucTpyupoBaHHbIE TI0/Ib30BaTe/IM TAaKOW KaTeropuyd OTHOCATCS K UHUCTY
TIPUBW/IETMPOBAHHBIX T10/Ib30BaTe ek, Ha3HauaeMbIX M3 UrCa 0c000 ZI0BepeHHBIX
mir.  Peamu3anist  HeoOXOAWMBIX — OpPraHM3al[MOHHO-TEXHUUECKUX  Mep,
obecrieurBarOIUX BbBITIOJIHEHHE TpeboBaHWM 10 0e30MacHOCTH TIpU TIpUeMe Ha
paboTy laHHOW KaTeropuu COTPY/HMKOB, a TaK)Ke KOHTPOJIb 3a BBIMIOJTHEHUEM MU
CBOMX JIO/DKHOCTHBIX 00s3aHHOCTEM M COO/Io/IeHreM yCTAHOB/IEHHBIX TIPaBUI U
WHCTPYKLMY TIO3BOJIIET HE pacCMaTpvBaTh MX B KaueCTBe TIOTEHI[HaTbHbBIX
HapylIuTesen.

[TpearnosiaraeTcs Tak)kKe, YTO TI0/Ib30BATe/H, OCYIL@CTB/ISIOIINE Y/JaTeHHbIH
JOCTYyN K 3allyiljaeMbiM pecypcaM, T0 CBOUM BO3MOKHOCTSIM He TIPeBOCXOJST
BO3MOXXHOCTEHM JIOKa/JbHBIX I10/Ib30BaTe/iel, WMEMUX [JOCTYIl K INTaTHBIM
CpeJiCTBaM CHCTEMbI, ¥ TI03TOMY OHH OT/IeJTbHO He PACCMaTPUBAKOTCS.

6.3.2.2. [IpexmnosioxkeHnst 06 uMeroIIelcss y HapyuuTeass UHPopMalyuu o6
00beKTax aTax.

[Ipepnonaraercs, uYTO 3aperMCTPMPOBAHHBIM MOJb30BaTe/lb 3HAET, M0
MeHbLLIel Mepe, OJHO JierajibHOe UMS J0CTyTa.

Kpome Toro, 3apervcTpupoBaHHbIM I10/1b30BaTe/Ib MOKET pacriosiaraTb BCeu
vHpopmaleli 0 TOTOMOTUM U TeXHUUeCKHUX cpefcTBax 06paboTku uHpopmaruu
CeTd, TOJIHBIM 00beMOM KOH(UIEHIMAIbHBIX [JAaHHBIX, K KOTOPBIM JaHHBINA
T0JIb30BaTe/Ib UMeeT JOCTYT, U TH0ObIMU parMeHTaMu HeKOH(W/eHLIMalbHbIX (He
3alMIj@aeMbIX OT [OCTyMa JAHHOTO TI0JIb30BaTesisl) AAaHHBIX, 00/1ajaTb BCeMU
HeoOXogUMBbIMU  aTpuOyTamMu, oObecrieunBaroIMMKU  AO0CTyN (TlaposieM), HMeeT
onvcaHue wucnojp3dyeMbix B CK3WM kpunTtorpagmueckvx ajroputMoB U
MPOTOKOJIOB, a TakXXe KJ/IIOUeBYI0 MH(OPMAaLUI0 K IMHW(POBaJbHBIM CpeACTBaM B
o0Bbeme, OCTYITHOM O/IHOMY T10J1b30BaTe/Iio.

3aperucTpypOBaHHbIM MO/b30BaTe/b 3HaeT Chelu@UKy 3ajjay, pellaemMbiX B
WCIIIn Komuccuu, ¥ (pyHKIMOHA/IbHBIE 0COO@HHOCTH pPab0Thl CUCTEMBI, a TaKXKe
XpaHeHUs], 00pab0TKH 1 Tiepeiaur HHMOPMaI[UH.



6.3.2.3. [IpeamnosioykeHust 06 UMEIOIIMXCS y HapYIIUTesI CPe/ICTBaX aTak.

HapyuuTenu [gaHHOro Buja 00/1afial0T BO3MOKHOCTSIMM  HCTIO/Ib30BAHUS
JOCTYTIHBIX B CBOOOZHOM Mpo/ja’ke TeEXHUUECKHUX Y TIPOTPAMMHBIX CPEe/ICTB IS

BHECEeHHUsl OIIMOOK M TIPOTPAaMMHBIX 3aK/IafloK B CHCTEMHOE W TPHUK/IaHOe
I10;

BHe/IpeHUS BPeZJOHOCHBIX NTPOrpamwm;

XULLEHUS], YHUUTOXKEHUS, MoAudUKalyy, 0/0KupoBaHUs HWH(OpMaLuu U
HaBs3bIBaHUSI JIO)KHOU UH(GOPMaIUH.

6.3.2.4. OnucaHve KaHajI0B aTak.

3aperucTpMpoOBaHHbIM TMO0J/Ib30BaTe/b AOMOJHUTE/bHO HMeeT BO3MOXXHOCTH
npsiMoro (U3MUYeckKoro M ITIpsSIMOrO (He Me)KCeTeBOro) JOCTyla K HeKOTOpOMY
MOIMHO>KECTBY pecypcoB ceTu. I[IpsmMol JoCTym K pecypcaM MOKeT ObITh
HICTI0/Tb30BaH JIJIs aTakK Ha TeXHUUeCKHe cpejicTBa 06paboTKy nHbOpMAI[1H.

Hapymvrenn paHHoro Buja [/l peajusaljid aTak MOTYT MCIIOJIb30BaTh
KaHaJIbl CBSI3M, PACIIO/I0KEHHbIE KaK BHYTPH, TaK U BHE KOHTPOJIUPYEMOM 30HBI.

6.4. OnpefiesieHre TUTIOB HAPYILIUTEJIeN.

IIpr ompejeneHru TWMNA HapYLIWTeAsd B paMKax [JaHHOIO [OKyMeHTa
OL|€eHUBAKOTCH:

cTereHb MH(OOPMUPOBAHHOCTH HapYLIUTES;

BO3MOJKHOCTb HapyLIUTe/Id 10 UCTI0/Ib30BaHUIO CPE/ICTB aTaKu.

[Ipu oripese/neHMyd OrpaHWYeHUM Ha CTeneHb WHGOPMUPOBAHHOCTH
HapyLLUWTeJIsl pACCMaTPUBA/IUCH CIeYIOLIUe CBeleHNs:

CoZlep’KaHWe TeXHUYECKOW JOKYMEHTallMM Ha TeXHUYeCKHe W MPOrpaMMHbIe
KOMIIOHeHThI CDK;

BCe BO3MOXKHbIe JaHHble, IepejaBaeMble B OTKPBITOM BHJe I10 KaHajiaM
cBsA3M, He 3auuiieHHbM 0T HC/I K mH(popManuu opraHu3alOHHO-TEXHUYeCKUMHU
Mepamuy;

CBeleHUss O JIMHUAX CBfA3W, I[10 KOTOPbIM IlepejaeTcs 3alljuiliaeMast
vH(popMaLys;

BCe MPOSABJAOLIMECT B KaHajaxX CBsA3M, He 3amuijeHHblx oT HC/ K
MH(pOpMaLMyM OpraHu3alMOHHO-TEXHUYECKMMH MepaMH, HapylleHus [paBUl
9KCIuUTyaTauuu Kpunrocpezacrsa u COK;

BCe MPOSBJAIOLIMECS B KaHajlaxXx CBs3M, He 3amuujeHHbix oT HC/ K
vHpOpMalLMK OpraHU3alMOHHO-TeXHUUECKUMHU MepaMH, HeMCIIPaBHOCTU U cHou
TeXHU4YeCKux KpurnrocpeacTts u COK;

CBe/leHus, TIoJiydyaeMble B pe3y/bTaTe aHaiv3a JiloObIX CHUTHAIOB OT
TeXHUUYeCKUuX Kpurnrocpeacts U COK, KoTopbie MOXKeT repexBaTUTh HAPYLLUUTEb.



Tabmmura 7.

CoOTBeTCTBHE TUIIA HAPYIINTE/IA U CTEIIEHH €ro I/IHq)OpMaTI/IBHOCTI/I.

Tun CrereHb MUH(POPMHUPOBAHHOCTU
HapylIuTenen

H1 - H2 PacrionararoT TOMBKO AOCTYIHBIMU B CBOOOIHOM TTpoiarke
arrapaTHbIMU KOMIIOHeHTamu Kpunrtocpecrsa U COK

H3 - H6 MoryT pacrionaratb nH(opmaiireii 060 Bcex ceTsX CBsI3H,
paboTarolyx Ha eIMHOM K/TIioue

H5 - H6 Pacrio/siararoT Hapsiiy € IOCTYITHOW B CBOOOJHOM TTpOJaXke
IoKyMeHTalen Ha kpuntocpeactBo 1 COK ucxoaHbiMu
TeKCTaMH MPUKJIaZIHOTO ITPOrPaMMHOT0 o0ecrieueHust

H6 Pacnosiaraet Bcel IOKyMeHTalel Ha KpunrocpeictBo 1 COK

[Ipu ompeneneHMM OrpaHUuUeHHM Ha WMMeEIOLLMeCs y HapyluuTess CpeAcTBa

dTdK, B UdCTHOCTH, PpdCCMaTPHUBAIOTCA:

arirapatHble KOMIIOHeHThI Kpuntocpeactsa u COK;
JOCTyTHbIe B CBOOOAHON Tpofiake TeXHWUEeCKHe CpeACTBa U IMPOrpPaMMHOE

obOecrieyenue;

crieliia/ibHO  pa3paboTaHHble TeXHHYeCKHWe CpeAcTBa M TPOTrpaMMHOe

obecrieueHue;

IITAaTHbBIE CPpEACTBA.

Tabmiia 8.
B03M0>KHOCTH HapyllIUTe/Iel MO UCIOJIb30BaHUK) CPE/ICTB aTak.
ArriapaTHbie
Tun KOMITOHEHTBI JlabopaTopHbIe
[IITaTHbIE CpeAcTBa
HapyIIUTessl | KPUITOCPeACTBa U WCCJIeJOBaHUS
COK
MoryT UCII0JIb30BaTh
PacnoniaratoT TO/ILKO | LUTaTHbIEe CpejCTBa
JIOCTYITHBIMU B TOJIbKO B TOM CJlyuae,
1 cBOOOJHOM TIpoIaXKe eCJIi OHU
arirnapaTHbIMU pacIio/IoXKeHsbl 3a
KOMITOHEHTaMU rpejenamMu
KPUIITOCPE/ICTBA U KOHTPO/IMPYEeMOU
COK 30HbI
H2 Bo3MoxHOoCTH 1O
H3 JomnonmHuTebHBIE VICTIOJIb30BaHUIO
H4 BO3MOYKHOCTH 110 IITATHBIX CPEJICTB
MoryT npoBOJUTH
TI0JTyYeHUI0 3aBUCST OT
naboparopHbIe
arirapaTHbIX peanu30BaHHbIX B
H5 . UCC/IeJ0BaHusA
KOMITOHEHT nH)OPMAITMOHHON
KPUIITOCPe/CTB,
KPUIITOCPe/CTBA U CUCTEME




C®K 3aBucAT ot OpraHU3alUOHHBIX WCIIO/Tb3YeMBIX 3a
peanr30BaHHbIX B Mep rnpejenamMu
rMH(bOpMaI[MOHHOM KOHTDPOJIUPYEMOU

CUCTEME 30HBI
OpraHU3alMOHHbIX rH(MOpMaI[MOHHOU
Mep CUCTEMBI
Pacrionarator
MHOOBIMU
16 arirapaTHbIMU

KOMIIOHEeHTaMu

KPUIITOCpe/CTBa U
COPK

B cootBerctBUM ¢ Knaccudukaimenn POCB Poccurn U C  yueTom
chopMy/IMPOBAHHBIX  TIPEITIONIOKEHUH 00 UMEIONUXCA Y  HapylIudTesen
BO3MOKHOCTSIX Hapywutenu VMCITOH Komuccuu nofpaszensitoTcs Ha CaefyroLue
KaTeropuH U THUIIbI, KOTOphIe TIpe/icTaB/ieHbl B Tabmiie 9.

Tabmmiia 9.
Buibl HapyimTesieli 6e301acHOCTH TTePCOHA/IbHBIX JAHHBIX
Bun Kareropusi Tun
HapYLINUTe I Kareropus I Kareropwus 11 HapYIIUTeJIs
Brernye BHellIHWI HapyLIUTe b, H1
He VMeOLLIWN MpaB
[0CTyTa B
KOHTPOJIMPYEMYIO 30HY
BuyTpeHHue 1. 3apeructprvpoBaHHbIe H2
niosib3oBaresu UCITIH
Opranuzauumu
(moJsib30BaTesin)
2. H3
HesaperucrpupoBaHHbie
riosib3oBarenu UCII/H,
HO UMeoLL[1e TIPaBo
JlocTyria B
KoHTpo/iipyemyro 30Hy

[Ipy >3TOM BO3MOXKHOCTM Hapymwmrtenss tura Hi+1 BkIo4arOT B cebs
BO3MOXKHOCTH Hapymmrtens Hi (1< i <5), a ciefoBarensHO, TIpU BbIOOpE
Heo0xouMoro ypoBHs Kpunrorpaduueckoit 3auuThel [1/JH cieayeT paccMaTpuBaTh
HaMBBICILIAU TUII.




Tabnuia 8.
Knaccudukanusi UCIT/1H Opranuszanu 1o ypoBHsaM 3awiutel oT HC/I k IT/TH

NCITIn Komuccuu Twun HapyLuuTesisg Yposnu 3aumTel or HC/I K I1/1H

Bce H3 AK3

6.5. YpoBeHb KpunTorpauueckou 3alliyThl.

B03MOKHOCTH BHeIlIHeT0 W BHYTPeHHero Hapyiuuressi 6e3oracHoctu [11H
npu ux ob6bpaborke B MCII[IH Komuccun COOTBETCTBYIOT BO3MOKHOCTSIM
HapymmTens tuna H1, H2 u H3 — cooTBeTCTBeHHO, COr/jlacHO K/jacCUbUKaluu
HapyiuuTesnedi, ipuBefeHHoi B [Ipukasze @CBH Poccuu Ne 378 10.07.2014 r «O6
yTBepxZeHur CocraBa U COJepyKaHusl OpraHU3allMOHHBIX U TeXHUUYeCKUX Mep II0
obecrieueHnt0 6e30MacCHOCTH TE€PCOHA/IBHBIX JIAHHBIX TIpU UX 00paboTke B
VH(OPMAaLMOHHBIX CUCTEMax IepCOHANbHBIX JJaHHBIX C WCIOJb30BaHHWEM CPE/ICTB
KpUnTorpaguuecko 3aiutbl WH(POpMAIUM, HEOOXOAUMBIX [Jisi BBIIOJHEHUS
ycraHoB/ieHHbIX [IpaButenbcTBoM Poccutickoit ®eneparu TpeboBaHUi K 3allyTe
IepCOHA/IbHBIX  JI@HHBIX /U1 Ka&XAOro M3 YPOBHS  3allUILEHHOCTH», U
«MeToiuecKuX peKOMeH/al[usiX M0 pa3paboTKe HOPMAaTUBHBIX TPABOBBIX aKTOB,
oTpeiesiSIFoIMX YIpo3bl 6e30MacHOCTH TepPCOHANMbHBIX AAHHBIX, aKTya/bHble TpU
00paboTKe TepcoHalbHbIX /IaHHBIX B WH(POPMAI[MOHHBIX CHCTeMa IepCOHaTbHbIX
JJAaHHBIX, SKCIUTyaTUPYeMbIX TIPU OCYLIECTBJIEHWH COOTBETCTBYHOLIUMX BHJIOB
JlesiTeJIbHOCTU»  yTBepKAeHHble pykoBoAcTBOM 8 Ilentpa @®CBb Poccum  Ne
149/7/2/6-432 ot 31 wmapta 2015 r., Kpuntorpaduueckue CpefCcTBa 3allUThbl
vHpOpMalLUM, WCIo/b3yeMble /s 3auutbl [1/]H, obpabateiBaembix B WCII/IH
Komuccum, no/pkHbl o0ecrieunBaTh KpUNTOrpaduyecKyro 3allUuTy 10 YPOBHIO He
HwKe ypoBHs KC3.




7. BbIBO/IBI.

7.1. ATakiu BHelIHero HapylLIUTessl, HallpaB/eHHble Ha KaHa/lbl CBS3H,
MOCpeACTBOM  TMepexBata HHGOpPMaLMKM W TOC/EAYIOL[ero ee  aHaau3a,
YHUUTOKeHUs1, MOAU(UKaIMKU 1 OJI0OKUpOBaHUS WHGMOPMAIMH C UCITOb30BaHUEM, B
TOM UHC/ie, YSI3BUMOCTel TPOrpaMMHOM Cpefibl, a TakKe yTeuka MHGMOpMaluu To
TeXHAUECKUM KaHajlaM [OJJjieXXaT HeWTpaau3aluyd OpraHu3allMOHHBIMU U
TeXHUYECKUMU MePONPUATUSIMU.

7.2. BO3MOXKHOCTA BHYTPEHHET0 HapYILIWTeIsl CYIeCTBeHHbIM 00pa3oMm
3aBUCAT OT [IEWCTBYIOLLIMX B Mpejiesax KOHTPOIUPYEMOM 30HbI OrPaHUYUTE/bHBIX
(akTOpoB, M3 KOTOpPbIX OCHOBHBIM SIBJISIETCS ~ peanu3alusi  KOMILIeKca
OpraHMU3alMOHHO-TeXHUUeCKUX Mep, B TOM UuCje TI0 1MoAbopy, pacCTaHOBKe U
obecrieyeHHI0 BBICOKOM Tpo(decCHOHA/NbLHOM TIOJTOTOBKMA  KaZIpOB, MOIYCKY
(U3MUeCcKUX JIML BHYTPb KOHTPOJIMPYeMOW 30Hbl M KOHTDPOJIO 3a TOPSIKOM
TpoBe/ieHUs1  paboOT, HarpaBleHHbIX Ha IMpPefOTBpaAllleHHe U  IIpeceueHue
HeCAHKLIMOHUPOBAHHBIX 1€ CTBUM.

7.3. Beuny uckmountensHor pomu B UCITH Komuccuu g tuna H3, B
YMC/IO 3TUX JIML [OJDKHBI BKJIFOUATbCS TOJIBKO JJOBEPEeHHble JIULa, K KOTOPbIM
IIPUMeHeH KOMITJIEKC 0COObIX OpraHW3al[MOHHBIX Mep 10 MX M0/I00py, TIPUHATHIO Ha
paboTy, Ha3HAUEHHUIO Ha JO/DKHOCTh M KOHTPOJIFO BBITIOJIHEHUSI (PYHKIIMOHATBHBIX
00s13aHHOCTeM.

7.4. JIuya tuna H3 oTHOCATCA K BepOSTHBIM HapyluuresniaMm. Cpeauy UL TUTIA
H3 Haubosiee OMACHBLIMU BePOSATHBIMU HApYLIUTEISIMH SIBJISIFOTCS T10/Ib30BaTe/ N
NCII/IH, ynoMHOMOYEHHbIM TepCOHa/l, KOTOPbIM Ha JOTOBOPHOM OCHOBE HMeeT
1paBO Ha TeXHUUeCKoe oOciyxuBaHue v Mogudukaiuo komrnonentoB VCIIH, a
TaKKe aJAMUHUCTPATOpPbl WHGOPMALIMOHHOM CUCTeMbl W aJMHUHHCTPATOPhI
6e301acHOCTH.

Ha ocHOBaHMU TOCTPOEHHOM MO/ie/id HapyLIWTe/isl, B YaCTHOCTH, OMUCAHUS
BO3MOXXHOCTeM HapymmTened U IloctaHoBsenusi [lpaButenbctBa Ne 1119 ot 1
HOosiOpst 2012 1. MOXKHO cienath BbiBoA, uto aisi MUCII[IH Komuccuu akTyanbHbBI
yrpo3bl 3-TO TUIA, He CBsI3aHHble C Ha/JWYheM HeJOKYMEeHTUPOBaHHbIX
(HeleK/TapUPOBaHHbIX) BO3MOXKHOCTEH B CUCTEMHOM M MPUKJIaJHOM MTPOrpaMMHOM
obecrieueHny, ucronb3yemom B UCIT/IH.

IIpencraBieHHas Mogesb yrpo3 C OMUCaHUeM BEPOSITHOTO HapyLIWTeNs [Jist
WUCII[da go/mKHa MCTI0/B30BaThCs MPpH (popMupoBaHUM 000CHOBAHHBIX TpeOOBaHUMA
6e3oracHoctu nHbopMaly U Tipu npoektupoBanuu C3I1/Jn MCIT/JH. CpezctBa
3aUThl MHGOPMALMK, WCIOb3yeMble st 3aufuThl [1/1H, oOpabaTbiBaeMbIX B
WUCTIx OpraHuzaiuy, [JO/DKHbI HMeTb CepTU(UKAThl COOTBETCTBUSL 1O
TpeOOoBaHUSAM MH(POPMAIIMOHHOM 6€30TIaCHOCTH COOTBETCTBYIOIIETO Kilacca.



