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ITIOJINTUKA

uH(opMaIHOHHOH 0e30MacHOCTH
NpHu padoTe ¢ NepCOHA/ILHBIMHU JAHHBIMHU

B Tyry/ibIMCKO# palOHHON TeppPUTOPHATBHOM M30UpPaTe/TbHON KOMUCCHU

OITPEAEJ/IEHUSA

B HacrosiuieM [OKyMeHTe WCIO/b3YIOTCS —CleAyrolue TepMUHbI U UX
oripe/ie/ieHusl.

ABTOMATH3MPOBAHHAs CHCTEMA - CICTeMa, COCTOSIIasi U3 TepCcoHaia U KOMILIeKca
CpPeACTB aBTOMAaTH3allUd €ero JesiTeJlbHOCTH, peanu3yroljasi MHGOPMaLMOHHYIO
TeXHOJIOTUIO BBITMOIHEHUsI YCTAHOBIEHHBIX (DYHKLIUM.

AyTeHTHQUKALUA OTIIPABUTEJIA JaHHBIX - NTOATBEP)KeHUe TOro, UTO OTIIPaBUTEJb
TI0/TyUeHHBIX IAHHBIX COOTBETCTBYET 3asB/IEHHOMY.

Be30onacHOCTh MEPCOHATBHBIX JAHHBIX - COCTOSIHUE 3allUIIeHHOCTU TePCOHA/TBHBIX
JAHHBIX, XapaKTepu3yeMoe CIIOCOOHOCTBIO TI0/Ib30BaTesied, TeXHUYeCKUX CPeACTB U
MH(POPMALIMOHHBIX TeXHOIOTHUH 0becreunTh KOH(HUAEHIMATBHOCTh, I1[eJIOCTHOCTh U
JOCTYITHOCTh TIepCOHA/IbHBIX AAHHBIX TIPU UX 00paboTke B MH(OPMALIMOHHBIX CUCTEMAax
TepCOHA/TbHBIX JaHHbIX.

buomerpuyeckue nepcoHajlbHble JaHHbIe - CBeJeHUSA, KOTOpPbIe XapaKTepU3yIOoT
¢du3srosioruueckre 0cCO6eHHOCTH YesioBeKa U Ha OCHOBE KOTOPBIX MOXXHO YCTaHOBUTD €0
JIMYHOCTh, BK/MOYass Qororpaduy, oOTnevyaTkd TanblieB, o6Opa3 ceTuaTKu TJia3a,
0Cc00eHHOCTH CTPOEeHMUS Tesa U IPYTyIo MoJo0Hy0 HGOPMaLHUIO.

B/oKMpoBaHHE MEPCOHAJIBHBIX JAHHBLIX - BpPeMeHHOe TpekpaiijeHHe 00paboTKu
MepCOHANBHBIX JIAHHBIX (3a UCK/IIOUeHHWeM CjiyuyaeB, ecii 0O6paboTka Heobxoawma Aist
YTOUHEHUSI [IePCOHA/ILHBIX JJaHHBIX).

Bupyc (KOMNBbIOTEPHBIi, IPOrPAMMHBIIi) - UCTIO/JHSEMbIM TPOTPAMMHBIM KOJ, WU
WHTEepIIpeTUpyeMbiii  Habop  WMHCTpYKUWM,  oOjafaroluii  CBOMCTBAMM  He-
CaHKL[MOHMPOBAHHOTO  pacmpoCTpaHeHusi U  camoBocrnpou3sBefeHusi.  Co3jaHHbIe
Ay6MKaThl KOMITBIOTEPHOT'O BUpPYyCa He BCer/ia COBMA/al0T C OPUTHMHAIIOM, HO COXPaHSIOT
CIIOCOOHOCTH K /la/ibHelIleMy paclipOCTPaHeHUI0 ¥ CaMOBOCITPOM3Be/IeHUIO.

Bpenonocnass mporpamma - IporpaMma, IpefHasHauyeHHasd A1 OCYILeCTBJIEHUA
HECAHKL[MOHUPOBAHHOI'O JOCTyIa U (U/IM) BO3JEMCTBUSI Ha MepCOHAJIbHbIE JaHHbIE WU



pecypchbl MH(POPMAaLMOHHOW CUCTEMbI TTeEPCOHAJIBHBIX [JaHHBIX.

BcnomorarteibHbIEe TeXHHYECKHE CpeacTtBa U CUCTEMbI - TeXHHUYECKHEe CpeiCTBa U
CUCTeMbl, He TIpefiHa3HaueHHbIe i Tepefiaurd, 00pabOTKM ¥ XpaHeHUsl TepCOHa/IbHBIX
JlaHHbIX, YCTaHaB/IMBaeMble COBMECTHO C TeXHUUYECKMMH Cpe[CTBaMU M CHUCTEMaMH,
npejHa3HaueHHBIMU [I7I1 00pabOTKM TIepCOHA/bHBIX [aHHBIX WIA B TIOMEITeHUsX, B
KOTOPBIX YCTaHOB/IEHbI MH(OPMAaL[MOHHbIE CUCTEeMbI IEPCOHATbHBIX JaHHbBIX.

JocTtynm B omepanmHoOHHYKW cpeady KoMnblOTepa (MHGOPMALMOHHON CHCTEMBI
MEePCOHAJIbHBIX JJaHHBIX) - TIOJTyUeHUe BO3MOXXHOCTH 3allyCKa Ha BBINOJHEHUE IITAaTHbIX
KOMaH/, (PYHKLUM, TMpoleAyp OIepaldOHHOW CHUCTeMbl (YHUUTOXXeHMS, KOIMWPOBaHMUS,
repeMellieHus U T.I1.), UCTIOTHSIeMBbIX (PaiiyioB MPUK/IaZHBIX IPOrPaMM.

Joctyn k wuHpopManuu - BO3MOXXHOCTb TIOyYyeHUs UWHMOpMAlLUM U ee
WCIIO/Tb30BaHUsI.

3akj1a/04HOe YCTPOICTBO - 3JIEMEHT Cpe/CTBa CheMa WH(OpPMAl[MH, CKPBITHO
BHeJpsieMbIM  (3aK/aJblBaeMbld WIM BHOCUMBIM) B MeCTa BO3MOXHOIO CheMa
wHbopMaluu (B TOM uMC/e B OrpakieHue, KOHCTPYKLMIO, 000pysoBaHMe, TpeJMeThI
VMHTepbepa, TPAHCIIOPTHbIE CPEACTBA, a TakKKe B TeXHUUECKHWe CpeACTBa M CUCTEMBI
00paboTKK MH(OpMaIH).

Bammmaemass uHpopmaumus -  uHGOpMaLMs,  SABASIOLIASCS — MPeJMeTOM
COOCTBEHHOCTH U TIOAJIeXalljasi 3alljiTe B COOTBETCTBUU C TPeOOBAaHHSMHU IIPaBOBBIX
JOKYMEHTOB WY TpeOOBaHUSIMU, yCTaHAB/IMBAaeMbIMU COOCTBEHHUKOM WH(MOpMALWH.

Haentudmkanus - MPHUCBOeHWe CyObeKTaM W 00beKTaM JIOCTyTIa MaeHTHhHKaTopa
u (WIM) CpaBHeHUe TIpebsBASIEMOro UAeHTU(UKATOpa C TepeyHeM MPUCBOEHHbIX
UJeHTU(HKaTOPOB.

NudpopmaTuBHBI  CHIHA -  JJIGKTPUYECKHE  CUTHa/Ibl, aKyCTUUYeCKUe,
3/IEKTPOMarHUTHBIE W IpyrHe (HU3UUecKHe T0Js, 10 TlapaMeTpaM KOTOPBIX MOXXET ObITb
pacKpbITa KOH(pHeHI[MambHast nH(GopMariys (epcoHanbHbIe JaHHbIE) 0OpabaThiBaeMasi B
MH(OPMAaILIMOHHOW CUCTeMe MepCOHA/bHBIX JaHHBIX.

NHpopMannoHHbIEe TEXHOJIOTHH - TIPOLIECCHI, METO/bI TIOMCKa, cOOpa, XpaHeHus,
00pabOTKM,  TIpeOCTaB/eHUsI,  pacClpoCTpaHeHusT  HWHGOpPMAMKM W CIIOCOOBI
OCYI1[eCTB/IEHUsI TaKUX MPOLIECCOB U METO/IOB.

Nudopmannonnas cucrema mnepcoHadbHbIX AaHHbIX (MCIIIH) - COBOKYIIHOCTH
cofepkammxcsi B 0a3ax /[aHHBIX TI€PCOHABbHBIX [aHHBIX W 00eCTeurBarOIUX MX
00paboTKy MH(MOPMAaILMOHHBIX TEXHOJIOTHM U TEXHUUECKUX CPeZICTB.

Hcnosib30BaHue MePCOHATBHBIX JAHHBIX - J€HMCTBUS (Orepalyu) C mepCOHaTbHbIMU
JAaHHBIMU, COBepIllaeMble OMepaTopoM B Iie/siX MPUHSTHSL PellleHUuH WU COBeplleHUs
WHBIX [IeHCTBUH, TOPOXKAAOUIUX IOPHUANUECKUEe TIOC/e[ICTBUS B OTHOIIEHHWU CYObeKTa
TepCOHA/bHBIX AAHHBIX WM JPYTUX JIAL] MO0 MHBIM 00pa30M 3aTparuBaloluX IpaBa U
cB00O/IbI CyObeKTa IMepCOHAMBHBIX JaHHBIX WX APYTHX JIUL.

HcTouHuK yrpo3bl Ge3onacHocTH HHpopManuu - CyObEeKT [JOCTYI1a, MaTepUa/bHbIN
00BbeKT win (u3nueckoe siBleHWe, SIB/SIOIIMeCsS TPUUMHOW BO3HUKHOBEHHUsI YTPO3bl
6e3omacHOCTU HH(OPMaIUH.



KoHnTposiupyemasi 30Ha - TNPOCTPAaHCTBO (TeppPUTOpMS, 3[aHWe, 4YacThb 37aHUS,
roMelijeHre), B KOTOPOM MCK/IHOUeHO HEKOHTPOJMpyeMoe TMpebbiBaHHe TMOCTOPOHHUX
JUL], @ TAK>XKe TPAHCIIOPTHBIX, TEXHUUECKHUX U UHBIX MaTepUa/ibHbIX CPe/ICTB.

Kon(uaeHIHaILHOCTh MePCOHAIBHBIX JaHHBLIX - 00s3aTenbHOe /s COOMIOZeHUs
OrepaTopoM W/IX WHBIM TIOYYMBIIMM [OCTYNl K T[epCOHa/lbHbIM JaHHBIM JIUI[OM
TpeboBaHMe He /IOTNyCKaTh UX pacrlpocTpaHeHHWe 6e3 corjacus CyObeKTa IepCoHa/IbHbIX
J@HHBIX WX HAJIMYMSI MHOTO 3aKOHHOT'O OCHOBAHMSI.

Me:kceTeBoii 3KpaH - JIOKagbHOe (OJHOKOMIIOHEHTHOe) WM (YHKI[MOHAIbHO--
pacripefie/ieHHOe TMpOorpaMMHoe (MMPOrpaMMHO-arrapaTHoe) CpeACTBO  (KOMILIEKC),
peaii3yrolliee KOHTPOJIb 3a UH(pOpMaLlieid, MOCTymnarolleld B UHPOPMALIMOHHYIO CUCTEMY
MepPCOHAJIbHBIX JaHHBIX Y (WIK) BBIXOZsIIEN U3 HH(OPMaI[MOHHOW CUCTEMBI.

Hapymureas 6e30MacHOCTH MEPCOHATBHBIX JaHHBIX - (DU3HUUeCKoe JUL0, CTydyaliHO
WIA TipefiHaMepeHHO COBepllalolliee [JeMCTBUs, CJAeACTBUEM KOTOPBIX SIB/SIETCS
HapyllleHre 0e30TMacHOCTU TIepPCOHABHBIX JIaHHBIX TMPU UX 00paboTKe TeXHUYeCKUMU
cpefiCTBaMU B UH(QOPMALIMOHHBIX CUCTEMAaX MePCOHA/bHBIX JJaHHBIX.

HeaBromaTusupoBanHast 00pa0oTKa INEepPCOHAJBHBIX JAaHHBIX - 00paboTka
MepCOHaNbHBIX JAHHBIX, COAEep’KalUXcsli B WUH(OPMALMOHHOW CHUCTeMe TepCOHaIbHbIX
JNAHHBIX /MO0 W3BJeUeHHBIX K3 TaKOW CHUCTEeMbl, CUMTAeTCs OCYIeCTB/ieHHOW 6e3
WCIOJIb30BaHUsl CPeACTB  aBTOMaTH3alMy (HeaBTOMAaTU3MPOBAaHHOW), eC/ld Takue
JeNCTBUS C  TIepCOHA/IbHBIMK  J@aHHBIMM, KaK  MCI0J/Ib30BaHUe,  YTOUHEHWUe,
pacrnpocTpaHeHWe, YHUUTOXXKeHWe TepCOHA/IbHbIX JaHHbIX B OTHOIIEHUM KaXKAOro U3
CyObeKTOB TepPCOHA/IBHBIX AAHHBIX, OCYILECTBIISIOTCS TPU HETIOCPeICTBEHHOM yuaCTUU
yeJsiOBeKa.

HenexiapupoBaHHble BO3MOKHOCTH - (PYHKIMOHa/bHble BO3MO>KHOCTH CDE/ICTB
BBIUMC/IUTE/TbHOM TEXHUKH, He OMMWCaHHble WIM He COOTBETCTBYIOIME OMUCAHHBIM B
JOKyMeHTal1H, rpu MCIT0/Ib30BaHUU KOTOPBIX BO3MOJKHO HapyllieHve
KOH(U/IeHIIMATbHOCTH, ZOCTYITHOCTH WIH LIeJIOCTHOCTH 06pabaThiBaeMoii MHGMOpMaIIUH.

HecaHKIJMOHUPOBAHHBIN JOCTYN (HECAHKIIMOHUPOBAHHbIE JeMCTBHS) - JOCTYI
K UHGOpMalUM WU JeUCTBUsl C UH(oOpMaLMeld, Hapyllialollye NMpaBuia pa3rpaHUueHus
JI0CTyTa C WCIO0JIb30BAaHWEM LUTaTHBIX CPeJCTB, MPeA0CTaB/sieMblX MH(OPMaLMOHHBIMU
CUCTeMaMU TlepCOHa/IbHbIX JaHHbIX.

Hocureans undopmamuu - Ghr3ndeckoe U0 WIKA MaTepUa/lbHbI 00BEKT, B TOM
yucse (Qusnyeckoe roje, B KOTOPDOM HUH(OPMALUs HaXOAUT CBOe OTpakeHWe B BHJe
CUMBOJIOB, 00pa30B, CUTHA/IOB, TEXHUYECKUX pelleHUM U TPOLeCCOB, KOJMUeCTBEeHHbIX
XapaKTePUCTUK (hU3UUeCKUX BeJTUUKH.

OGe3nunBaHNe TNEPCOHAJIBHBIX JAaHHBIX - J[EUCTBUS, B pe3y/JbTaTe KOTOPbIX
CTAaHOBUTCSI HEBO3MOXKHbIM 0e3  KCIO/Ib30BaHUS  [IOTIOJTHUTEbHOW — MH(OpMaLuu
OTIpeJle/IuTh  TIPUHAZJIEXXHOCTh TEepPCOHA/NIbHBIX  JAHHBIX ~KOHKPETHOMY CyOBeKTy
MepCOHa/bHBIX JaHHbIX.

O0paGoTKa MNEpCOHAJNBHBLIX AaHHBIX - JH000e [elicTBHe (omepaifusi) WM
COBOKYITHOCTb JIeliCTBUM (OIepaluii), coBeplllaéMblX C HCI0JIb30BaHHEM Cpe/CTB
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aBTOMAaTH3alud WM 6e3 MCMO/b30BaHUSI TaKWX CPEACTB C TepPCOHAbHBIMU JAaHHBIMHU,
BK/touasi cOop, 3amuch, CUCTeMaTU3allulo, HaKOIJIeHWe, XpaHeHue, YTOYHeHHe
(oO6HOBMEHUE, W3MeHeHUe), U3BJleueHre, UCMOIb30BaHue, repejauy (pacrpocTpaHeHue,
npeJioCTaB/ieHue, AOCTyM), obe3nuuuBaHWe, OJIOKMpDOBAaHWe, yjajeHue, YHUUTOXKeHHe
MepCOHA/IbHBIX IaHHbIX.

OOmenocTtynHbie MNMepcoOHAJNbHbIC JAaHHbIe - [IePCOHAJIbHbIe [aHHbIE, [JOCTYII
HEOTrDAaHWUYEHHOTO Kpyra JiMl] K KOTOpPbIM TIpeJJOCTaB/ieH C corjiacusi CyObekTa
MepPCOHAJIbHBIX AHHBIX WM Ha KOTOpble B COOTBETCTBUU C (pefiepasbHBIMU 3aKOHAMU He
pacripocTpaHsieTcst TpeboBaHue coOmo1eHrs KOHMHIeHITMATbHOCTH.

Oneparop (MepCcOHANBHBIX JAHHBIX) - TOCYJAapPCTBEHHbIM OPraH, MYHMLWMNAIbHbIN
OpraH, 1opUarUYecKoe Uin (pu3nueckoe U0, CAMOCTOSITE/IbHO UM COBMECTHO C APYTUMU
JULIAMU OpraHu3yoIue U (WIK) OCyIIlecTB/istole 00paboTKy repCoHaMbHBIX AAHHBIX, a
TakXe OTpezesisitoiye 1em 06paboTKU MepcoHa/bHBIX aHHBIX, COCTAB MePCOHATBHBIX
JNAHHBIX, TIOAJyieXalux o0paboTke, [feicTBus  (omepaljuy), COBepllaeMbie C
NepCOHAa/IbHBIMH [JaHHBIMU.

TexHuvyeckne cpeacTsa HHMPOPMANMUOHHOM CHCTEMbl MEPCOHAJBHBIX JAHHBIX -
Cpe/iCTBAa BbIYMCIUTENBHOM TEXHUKH, WH(POPMALIMOHHO-BLIUUC/IUTE/IbHbIE KOMIJIEKChI U
CeTH, Cpe/iCTBa U CUCTeMbI Tiepefiauu, rnprema U obpabortku I1/IH (cpeAcTBa U CUCTEMBI
3BYKO3aIlvCH, 3BYKOYCH/IEHUS], 3BYKOBOCIIPOU3BE/IeHHs], IePerOBOPHbIE U Te/IeBU3MOHHbIE
YCTPOMCTBa, CpeACTBA W3rOTOBJEHUS], TUPAKUPOBaHHS [IOKYMEHTOB U JApyrue
TeXHHYeCcKre cpeicTBa 00paboTKM peueBoi, rpaduueckoii, BU1e0- U OYKBeHHOI[U(POBOM
MH(OpMaluK), IporpaMMHbIe CpeZicTBa (OrepaljuoOHHbIe CUCTEMbI, CUCTEMBbI YIIpaBJ/IeHUS
0a3zaMM [JaHHBIX W T.IL.), CpeJACTBAa 3al[UThl HWHGMOpPMAI[MM, TpHUMEHsieMble B
MH(MOPMAaI[MOHHBIX CUCTEMaX.

Ilepexsar (uHpopmaumuu) - HelpaBOMepHOe TMOayueHHe UWHMOpPMaLUu C
WCTI0/Tb30BaHNEM TeXHUUYEeCKOr0 Cpe/iCTBa, OCYIIeCTBJISIOIero OOHapyKeHHe, TPHUeM U
006paboTKy MH(OPMaTUBHBIX CUTHAIOB.

IlepconanbHble gaHHbIe - JH00as WH(OpPMaIMs, OTHOCAIIASICS K TIPIMO WM
KOCBEHHO OIlpe/ile/leHHOMY WM oripefesisseMoMy ¢u3nueckoMy JdLy (CyOBekTy
TepCOHa/IbHBIX [JaHHBIX);

IToOouHbIe 3/IEKTPOMAarHUTHbIE W3/IyYeHHUS] U HABOJKH - 3JIeKTPOMAarHUTHBIE
W3/Ty4eHHs] TEXHUUeCKUX CpeJCTB 00paboTKH 3aijuiiaeMoi nHhOopMarvu, BO3HUKAFOIIHe
KakK M000YHOe sIB/IeHHe Y BbI3BaHHBIE 3/IEKTPUUECKUMU CUTHATaMU, JeHUCTBYIOIUMU B UX
9JIEKTPUYECKUX W MAarHWTHBIX LeMdX, a TakKKe >JIeKTPOMAarHUTHble HABOAKU 3TUX
CUTHAJIOB Ha TOKOIPOBOZASIIME JTMHUM, KOHCTPYKLIUU U LIeNY TTUTaHuUS.

IMoMTHKA «YHCTOr0 CTOJIA» - KOMILUIEKC OpraHU3aljMOHHBIX MepONpUSITHH,
KOHTPO/IUPYIOIIMX OTCYTCTBHE 3alkChiBaHUS Ha OyMakHble HOCUTeNW Kaded u
aTpubyTOB AocTyta (raposieii) U XpaHeHus1 X BOJ/IM3U 00BHEKTOB AOCTYTIA.

IMonb30BaTe/lb UH(POPMALIMOHHON CHCTeMbl NMePCOHA/TBHBIX JAHHBIX - JIULIO,
yuacTBylolllee B (DYHKIIMOHUPOBAaHUM UH(POPMALIMOHHOM CHUCTeMbI T€PCOHAJIbHBIX
JIAHHBIX WM UCTOJIb3YIOLLee pe3y/bTaThl ee (DyHKLIMOHUPOBaHUSI.



IMpaBuia pasrpaHnuYeHusi A0CTyna - COBOKYITHOCTb IPaBUJI, PerjaMeHTHUPYIOLIUX
TIpaBa J0CTyma CyOBeKTOB J0CTyIa K 00beKTaM I0CTyTIa.

IMporpammHuas 3akiaaka - KOJ TpPOrpaMMbl, MpeJHAMEDEHHO BHECEeHHbIM B
MporpaMMy C I[e/lbl0  OCYII[eCTBUTb YTeUKy, W3MeHWUTb, OJIOKHPOBaTb, YHUUTOKHUTh
WHGOPMAIIMI0O WIM YHUUTOXUTh W MOAU(PUIIMPOBATH ITpOrpaMMHOe obecrieueHue
MH(MOPMAI[MOHHOW CHCTeMbI TIePCOHABLHBIX JaHHBIX U (WIKM) OJI0KMPOBAThH arapaTHhIe
CpenCTBa.

IIporpammHoe (mporpaMMHO-MaTeMaTHUYeCcKoe) BO3/leliICTBHE -
HeCaHKLIMOHUPOBaHHOE BO3/IelICTBHE Ha pecypchl aBTOMaTHU3UPOBaHHOM
MH(OPMAI[MOHHOW CHUCTEeMbI, OCYLIECTB/SIEMOE C MCIO0J/b30BaHUEM BPEIOHOCHBIX
TIpPOrpaMM.

PackpbiTHe NMEPCOHANBHBIX AAHHBIX - YMBIIUIEHHOE WIA CJlydyalHOe HapylleHue
KOH(UeHIMa/IbHOCTU MePCOHA/IbHBIX JAaHHBIX.

PaCHPOCTpaHEHHe MEPCOHAJTBHBIX JaHHBIX - ,Z[EI‘/JICTBI/IH, HallpaBJ/IEHHbIE Hd
PacKpbITHe TepCOHA/IbHBIX JaHHBIX HeoIpeJeeHHOMY KPYTY JIUL].

Pecypc wuHpopManmoHHOii cHCTeMbl - WMEHOBAHHBIM 37€MEHT CHCTEMHOIO,
TIPUK/IQJHOTO WJIM armapaTtHoro obecriedeHust (yHKIJMOHHUPOBaHHS WH(OPMALIMOHHON
CUCTEMBI.

Cneunanbnme KaTeropun MnepCoHaJdbHBIX JTaHHBIX - HepCOHaJ'IBHBIe AddHHBIE,
Kacarolyecsi pacoBOM, HALMOHATbHOM TIPUHAJJIEXKHOCTH, TTOJIMTUYECKUX B3IJISIZIOB,
PEJTUTUO3HBbIX WK Guiocodckux ybexxaeHnid, COCTOSTHUS 3Z0POBbsi 1 UHTUMHOW JKU3HU
CcyObeKTa TepCOHabHbIX JaHHbBIX.

CpencrBa BbIYMC/IHTEIBLHON TEXHHKHM - COBOKYIMHOCTh MPOrPAMMHBIX U TeX-
HUYEeCKMX JJIEMEeHTOB CHUCTeM 00pabOTKM [aHHBIX, CIIOCOOHBIX (YHKI[MOHHPOBATDH
CaMOCTOSITe/TbHO WUJ/IM B COCTaBe IPYTUX CUCTEM.

CyobekT goctyna (cy0bekT) - JIMIO WM TIPOLeCC, [JeUCTBUSI KOTOPOIO
peryiaMeHTUPYIOTCS IpaBU/aMy pa3rpaHUuyeHus 10CTyTa.

TexHnveckuii KaHaJ yredyku HHGoOpManuu - COBOKYTHOCTb HOCUTESI UH(OPMaLUU
(cpeacTBa 06paboTKM), pusnUuecKoii cpeabl pacIpoCTpaHeHUss THOOPMATHBHOIO CUTHA/Ia
Y Cpe/iCTB, KOTOPHIMH J00bIBaeTCs 3aluiijaemMasi “HpopMaLusl.

TpaHncrpanuyHas nepeaada INepCOHANBHBIX JAAHHBIX - Ilepefjaua I€PCOHAJ/IBHBIX
JlaHHBIX OorepaTopoM 4Yepe3 ['ocymapcTBeHHYr0 rpaHully Poccurickou ®@efiepaliii opraHy
BJIACTU HWHOCTPAHHOIO TOCYyJapCTBa, (PU3WUYECKOMY WM OPUAUYECKOMY JIULY
MHOCTPaHHOI'O rOCyZapCTBa.

Yrpo3sl 06e30MaCHOCTH TEPCOHAJIbHBIX AAHHBIX - COBOKYIIHOCTb YCJOBUM U
(akTOpOB, CO3JaKIIMX ONAaCHOCTh HECAHKL[MOHUPOBAHHOI'O, B TOM 4YMCJIe CIy4alHOTrO,
[OCTyTIa K TTePCOHA/IbHBIM [aHHBIM, pPe3y/JbTaTOM KOTOPOrO0 MOJKeT CTaTb YHUUTOXXEeHUe,
n3MeHeHue, 0JIOKMpOBaHUe, KOMIMPOBaHKe, pPaclpoCTpaHeHre MepCOHaMbHBIX JaHHbIX, a
Tak)kKe WHBIX HeCAHKLIMOHUPOBAHHBIX AeUCTBUY NpU UX 00paboTke B MH(POPMALIMOHHOM
CUCTeMe MepCOHA/IbHBIX JAaHHBIX.

YHUYTOKEHHE MEPCOHAJBHBIX JaHHBIX - JIEMCTBUS, B pe3y/bTaTe KOTOPbIX



CTAQHOBUTCA HEBO3MOXXHbIM BOCCTAaHOBUTb COJep)kaHue T[epCOHaJbHbIX [JaHHbIX B
MH(OPMAaILIMOHHOM CHUCTeMe TMepCOHaNbHBIX AaHHbIX U (WIM) B pe3y/bTaTe KOTOPBIX
YHUUTOXXAIOTCA MaTeprasibHbIe HOCUTE/IU ITepCOHAIBHBIX JaHHbIX.

YTeuka (3amumiaeMoil) HHPOpPMAMM MO TeXHUYECKUM KaHa/laM -
HEeKOHTPOJIMPyeMOe pacIipocTpaHeHue WH(OopMal[iyd OT HOCUTeJIs 3aluiliaeMoil UHGOp-
MaluM yepe3 (U3MUECKyr0 Cpely [0 TeXHUYeCKOro Cpe/iCTBa, OCYILeCTB/ISIIOILEro
repexBaT UH(POPMaI[1H.

Ysi3BUMOCTB - C1a00CTh B CpeACTBaX 3all[UThl, KOTOPYIO MOYKHO MCIIO/Ib30BaTh /I/Ist
HapyllleHusl CUCTeMbI WX CoZiepyKallieiicsi B Heli nHbopMaluu.

IlesocTHOCTH, WHpOPMANMKU - CIIOCOOHOCTb Cpe/CTBA BBIUMCIUTEIBHOM TEXHUKH
WM aBTOMATU3HWPOBAHHOW CHCTeMbl O0ecreunBaTh HEW3MEHHOCTb HH(OpMaIuud B
YCJOBUSIX CTy4YaliHOT'O W/W/M TIpeiHaMepeHHOI0 UCKaKeHuUs (pa3pylleHus]).



OBbO3HAYEHUSA 1 COKPAILIEHA

ABC - aHTUBHUPYCHBIE Cpe/iCTBa

APM - aBTOMaTH3UpPOBaHHOE pabouee MeCTO

BTCC - BcrioMorare/ibHble TeXHUYeCKre CpeJCTBa U CUCTeMbI
WCTIIH - nHdbopMalMoHHasi CUCTeMa MepCOHaIbHbBIX JaHHBIX
K3 - KoHTpO/mMpyemasi 30Ha

JIBC - y0KaspHasg BbIYMC/IUTE/IbHAs CeTh

MD - MeXxceTeBOM 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIN JOCTYII

OC - onepalMOHHasi cUCTeMa

II/JH - mepcoHa/ibHbIe JaHHbIe

[IMB - nporpaMMHO-MaTeMaTAUYeCKO€e BO3/|elCTBUE

1O - nporpamMMHoOe obecrieueHye

[ISMUH - nob6oyHble 371eKTPOMarHUTHbIE U3TyYeHHsI ¥ HaBOJKU
CA3 - cuctema aHaniu3a 3allULLIEHHOCTU

C3MU - cpepacTBa 3aiuThl HTHGOpPMAaLUU

C3I1/H - cuctema (mojicCcTeMa) 3allUThl TIePCOHAMBHBIX JaHHBIX
COB - cuctema 00HapyKeHHsT BTOP>KEHHM

TKYMU - TexHnueckue KaHasibl yTeUKH MH(OPMAaLU1

YBII[IH - yrpo3bl 6e3011aCHOCTH TT€PCOHATBHBIX JJaHHBIX



BBEJAEHHWE

Hacrosimas  Tlosutuka uH(OpMalioHHOW 6e3omacHOCTH Tpyd  pabore C
MepPCOHa/IbHBIMU AaHHBIMU B TYTY/ILIMCKON pPalOHHOM TeppUTOPUA/IbHON M30HpaTe/TbHOM
Komuccuu (fanee - [TonMtrka) siByisseTcst opuiMaIbHBIM JOKYMEHTOM.

[TommTrKa pa3paboTaHa B COOTBETCTBUU C TPeOOBAHHUSIMU, YCTaHOB/IEHHBIMHU:

denepanbHbiM - 3aKOHOM  OT  27.07.2006 Ne 149-®3 «0O6 wuHpopmaluy,
MH(OPMAaIMOHHBIX TEXHOJIOTUSIX U O 3aluTe UH(GOpMaLun»;

®enepanbHbIM 3aKOHOM 0T 27.07.2006 Ne 152-®3 «O nepcoHaibHbIX JaHHBIX»;

nioctaHoBsieHveM IIpaBurenbcTBa Poccurickont ®@epeparuu ot 01.11.2012 Ne 1119
«O0 yTBepkaeHHUU TpeOOBaHUM K 3allUTe TepCOHAIBHBIX JJaHHBIX MPU UX 00paboTKe B
MH(OPMAaLMOHHBIX CUCTEMAaX MMepCOHA/IbHBIX [JaHHBIX»;

noctaHoBsieHrem [IpaButensctBa Poccurickon @epepanuu ot 15.09.2008 Ne 687
«O06 yTBepXKIeHUH TI0/I0KeHHsT 00 0COOeHHOCTSIX 00pabOTKM TepPCOHA/NbHBIX AAHHBIX,
OCyII[eCTB/IsIeMOM Oe3 UCI0/Ib30BaHUsI CPeJICTB aBTOMATH3aLIuN»;

noctaHoBsieHreM IlpaButenbctBa Poccurickont @epeparuu ot 21.03.2012 Ne 211
«O6 yTBep)KIeHUM TiepeuHsi Mep, HalpaB/JeHHbIX Ha oOecredyeHyWe BBIOHEHHS
obsi3aHHOCTe, TipeycMoTpeHHbIX DefiepanbHbIM 3aKOHOM «O TepCOHa/IbHBIX JJaHHBIX»
Y TIDUHSTBIMU B COOTBETCTBUM C HUM HOPMAaTHWBHBIMU MPAaBOBLIMU aKTaMH, OriepaTopaMu,
SIB/ISIFOLLIUMUCS TOCY/JapCTBEHHBIMU M/TM MyHULIUMA/IbHBIMU OpraHaMu»;

npuka3zoM ®@CTOK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxaenun CocraBa H
COJiep)KaHusl OpPTraHM3AllMOHHBIX M TEeXHUUeCKUX Mep 1o obecrieueHWIo 6Ge30racHOCTH
MepCcoHaNbHbIX JaHHBIX TIpU  UX 00paboTke B HWHMOPMALMOHHBIX CHUCTEMaXx
MepPCOHAJIbHBIX [JaHHBIX»,

npukazoM ®PCB Poccum ot 10.07.2014 Ne 378 «O6 yTBep)k[eHUM COCTaBa U
COZlep>KaHHsI OpPTraHU3al[MOHHBIX U TeXHUUeCKWX Mep 1o obecrieueHuro 6Ge30macHOCTU
MepCcoHaNbHbIX JAHHBIX TIpU  UX 00paboTke B HWHMOPMALMOHHBIX CHUCTEMaXx
MepPCOHA/NBHBIX [IaHHBIX C WCI0/Ib30BaHWEM Cpe/CTB KpUITOrpa(uueckor 3aliUThbl
nHbopMalui, HeoOXOAWMBIX i BBIMOJHEHUSI YCTaHOBIEHHBIX IIpaBHUTETHLCTBOM
Poccutickoii ®@esepaiiuy TpeboBaHUM K 3alljuTe TepCOHA/IbHBIX JaHHBIX /1Ji Ka)KJ0ro U3
YPOBHEH 3allUILIEHHOCTU»;

MeToauuecKUMU peKOMeHJalMsMA 110 pa3paboTKe HOPMATHUBHBIX ITPABOBBIX
aKTOB, OTIpe/le/ISIIOIIMX YTrpo3bl 6e30MacHOCTU TIePCOHAMBHBIX JAHHBIX, aKTya/bHble TIpU
00paboTKe TepCOHANBHBIX [JAHHBIX B HMH(OPMAI[MOHHBIX CHUCTEMax TepCOHAbHBIX
J@HHbIX,  SKCIUTyaTUPYeMbIX TIPM  OCYILeCTBJIEHMHM  COOTBETCTBYIOIUX  BHU/IOB
[leaTe/IbHOCTH, yTBepKAeHHbIMU pyKOBOACTBOM 8 Llentpa ®CB Poccum 31.03.2015 Ne
149/7/2/6-432.

B Tlomutuke ompeseneHsl TpeboBanuss K rmepcoHany WCII[IH, cTereHb
OTBETCTBEHHOCTU IlepCOHaja, CTPYKTypa M HeoOXOAUMbIN ypOBeHb 3allUIlleHHOCTH,
CTaTyC U [JOJDKHOCTHBbIEe 00SI3aHHOCTH COTPY/[HUKOB, OTBETCTBEHHBLIX 3a obecrieueHue
be3omacHocT  TepcoHanmbHbIX AaHHbIXx B VICIIJH  TyrynsiMckoidt — paiioHHOM



TeppUTOpHabHON M30HpaTebHONM KoMuccuu (ganee — Komuccus).

1. OO1He mo/I0KeHHus!

Ilenpto Hactosiieid [lomuTuku siBasieTcsi obecriedeHre 0e30MacHOCTH OOBHLEKTOB
3auThl Komuccun OT Bcex BHJOB YIrp03, BHELIHWX W BHYTPEHHUX, YMBIIUIEHHBIX U
HerpeiHaMepeHHbIX, MUHUMM3alUs yijepba OT BO3MOXKHOM peayu3alii yrpo3
6e3onacuoctu [1JH (YBITOH).

be3onacHOCTb MepCOHaNbHBIX JAHHBIX [OCTUTAeTCsl TyTeM MCKJIIOUeHUs
HeCaHKLIMOHUPOBAHHOTO, B TOM UHKCJIe CIy4alHOro, JOCTYIa K MepCOHATbHBIM /aHHbIM,
pe3y/bTaTOM KOTOPOTO MOXXeT CTaTb YHUUTOXKeHWe, Uu3MeHeHUWe, O0KUpOBaHue,
KOMMPOBaHWe,  paclpoCTpaHeHWe  TepCOHAJbHBIX  JIaHHBIX, a TakKKe  MHbIX
HEeCaHKL[MOHUPOBAHHBIX JIeMCTBUI.

WNudopMmaiiusi U cBsi3aHHble C Hel pecypchl [O/DKHBI ObITh AOCTYITHBI IS
aBTOPU30BaHHBIX  TMOJib30BaTesned.  JIO/DKHO ~— OCYLIeCTB/SITbCS ~ CBOEBPEMEHHOe
obOHapy>keHMe U pearupoBaHue Ha Y BIT/IH.

[O/DKHO OCYILIeCTB/ATLCS TpefOTBpallieHre MNpeJHaMepeHHbIX WU CIy4yaillHbIX,
YaCTUYHBIX W/IM TOJHBIX HECAHKI[MOHUPOBAHHBIX MOAU(DUKALMA WM YHUUTOXKEHUS
JlAHHBIX.

CocTtaB 00BeKTOB 3all[uThl TIpe[cTaBieH B «[lepeuHe TmepCOHAbHBIX [JaHHBIX,
obpabatbiBaeMbix B TyrysnbIMCKOM paillOHHOW TeppUTOpPHA/bHOW W30MpaTe/bHOU
KOMHUCCHU B CBSI3W C peaju3alyieid ciykeOHbIX (TPY[OBBIX) OTHOIIEHHH, a TaKxe
OCYILeCTB/IEHUEM T'OCy/1apCTBEHHbIX (DYHKIUI».

Cocrap UCIIIH nopnexammx  3amure, npegcraBieH B «llepeune
MH(GOPMALMOHHBIX CUCTEM T[epCOHA/MbHBIX JaHHbIX B TYry/nbIMCKOW paliOHHOMN
TepPUTOPHATIbHON M30MpaTeIbHOM KOMUCCHN».

2. O0/1aCTDb el CTBUA

TpeboBanus Hacrtosimeld [TOMTUKA PacIpOCTPAHSIOTCS Ha BCEX COTPYAHHKOB
Komuccun (IITaTHbIX, BpeMeHHbIX, PabOTaloMMX MO KOHTPAKTy M T.IL.), a TakkKe BCeX
Npourx L (MOAPAAUMKY, ayJUTOPHI U T.I1.).

3. Cucrema 3alUTHI IEPCOHA/IBHBIX AAHHBIX

Ob6ecrieueHne 6e30MMaCHOCTH TIEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTH:

orpezie/ieHHeM yrpo3 0e301acHOCTH TePCOHAIBbHBIX JJaHHBIX TIPU UX 00paboTKe B
MH(OPMAILIMOHHBIX CHUCTEMaX MepCOHA/IbHBIX JaHHBIX;

NpUMeHeHeM OpraHW3allMOHHBIX ¥ TeXHUUeCKHX Mep TI0 obecrieueHuto
6e30I1acCHOCTY ITepCOHATBHBIX JAHHBIX MPU WX 00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAaX
MepCOHa/NbHBIX [JlJaHHBIX, HEOOXOAWMBIX [Jisi BBLITIOJHEHUs TpeOoOBaHUM K 3alljuTe
MepCcoHaNbHbIX  [JIJaHHBIX, MCIO/HeHWe KOTOpbIX obecrieurBaeT yCTaHOBJIEHHbIE
[TpaBuTtenscTBOM Poccuiickori ®Pefepaliiyd ypOBHU 3allUII[eHHOCTH I1epCOHATbHbIX
JlaHHBIX;
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TpUMeHeHreM TMpOoLIe[IIMX B YCTaHOBJIEHHOM IIOPsSiZiKe TIpOLieAypy OLIeHKU
COOTBETCTBUSI CPE/ICTB 3allUThl MTH(OPMaLUW;

olleHKOW 3(GheKTUBHOCTH TIPUHMUMAaeMbIX Mep I10 obecrieueHHI0 0e30MacHOCTH
MepCOHA/IbHBIX JIaHHBIX [0 BBOJIA B 9SKCIUTyaTallyi0 HMH(POPMALMOHHOM CHUCTeMbl
MepCOHa/bHBIX [JaHHBIX;

y4eTOM MalIMHHBIX HOCUTeJIel MepCOHA/IbHbIX JJaHHBIX;

obOHapyxeHHeM (DaKTOB HeCaHKIMOHUPOBAHHOTO [IOCTyMa K IepCOHAIbHbIM
JAaHHBIM ¥ TIPUHATHEM Mep, B TOM UHC/Ie Mep T0 0OHapy>KeHHI0, TIpeyNpexAeHru0 1
JMVKBUJIALIMU  TIOCJIeZICTBUN KOMITbIOTEDHBIX aTaK Ha WH(POpPMAalMOHHbIE CUCTEMBbI
TepCOHA/IbHBIX JaHHBIX U 110 PearipOBaHUIO Ha KOMITbIOTEPHbBIE UHLU/EHThI B HUX;

BOCCTAHOB/IEHMEM  MepCOHANbHBIX  [JAaHHBIX,  MOAU(MULMPOBAHHBIX WM
YHUUYTOXXEHHBIX BC/IeICTBHE HECAHKLIMOHUPOBAHHOTO AOCTYIIA K HUM;

yCTaHOBJIEHWEM TIPaBW/I [OCTYIIAa K IEePCOHAJLHBIM JaHHBIM, 0OpabaTbiBaeMbIM B
WHGOPMAI[MOHHON CHCTeMe TIepCOHa/NbHBIX JaHHBIX, a TaKxke o0OecrieueHHUEM
perucTpanuy M yudera BCeX [JeUCTBUM, COBepLIaeMbIX C IePCOHA/bHBIMU JaHHBIMU B
MH(}OPMAaI[MOHHOW CHCTeMe NepCOHA/IbHBIX JJaHHBIX;

KOHTPOJIeM 3a TIPUHMMAaeMbIMH MepaMU 10 obecrieueHHI0 06e30macHOCTH
MepCOHAMbHBIX [JAaHHbIX W YPOBHS  3allJUIIEHHOCTH WH(GOPMALMOHHBIX CUCTEM
TepCOHa/bHBIX IaHHBIX.

Cucrtema 3alUThl TlepcoHabHbIX JaHHbIX (C3I1[IH), CTPOUTCS Ha OCHOBaHUU:

AKTa BHyTpeHHEeT0 KOHTPOJIsS COOTBETCTBHUSI 00pabOTKHM MepCOHA/TbHBIX IaHHBIX.

[TepeuHsi MepcoOHAMBHBIX [JaHHBIX, 00pabaTbiBaeMbIX B TYTy/JbIMCKOM paliOHHOM
TEePPUTOPHATbHON W30MpaTebHOW KOMHCCHH B CBS3M C peaju3alded Cimy>kKeOHBIX
(TPyZ0BBIX) OTHOIIIEHUH, a TaK)Ke OCYIIeCTB/IeHUeM TOCyZapCTBeHHbIX (YHKIUH;

AKTOB KnaccupuKalu UHPOPMALIMOHHBIX CUCTeM TePCOHAJIbHBIX JJaHHBIX;

Mogemu yrpo3 6e30macHOCTH TIepCOHA/IbHBIX JAHHBIX;

Martpulibl JOCTymna TMo/b30BaTe/ied K 3alliyiljaeMbiM MH()OPMALIMOHHBIM pecypcaMm
NCIIOH;

PykoBogsammx gokymeHtoB @CTOK Poccuun u @CB Poccun.

Ha ocHoOBaHMH 3THUX [OKYMEHTOB OIpefiefisieTcssi HeoOXOAuMbIA yPOBEHb
samuieHHocTd T1/JH kaxgou VICIT[H Komuccun. Ha ocHOBaHMM aHamM3a aKTyalbHbIX
yrpo3 6e3omacHoctu I1/IH ormcaHHoro B Mojend yrpos, [efaeTcs 3akIrueHde o
HeOoOXOUMOCTH  MCIIO/Ib30BAaHUS ~ TeXHWMUECKUX CPeACTB W OpraHM3alMOHHBIX
MeporpuaTuid Ay obecrieuenus Oe3omacHocty I1/IH. BriOpaHHBIe HeobOXoAUMBbIe
MeporpusThs oTpaxatoTcss B «CocTaBe Mep 3allldThl WHGOPMALMOHHBIX CUCTEM
TepCOHA/IbHBIX JAHHBIX».

Onsa WVCIIOH pomkeH OBITh COCTaB/ieH CITMCOK MCIIOJ/Ib3YeMbIX TEeXHUUECKHUX
cpeacTB 3auuThl (gamee - CHOMCOK), a TakK >Ke TMPOTrpaMMHOr0 obecrieueHus,
yuacTBytoiriero B oopabotke I1/]H, Ha Bcex 3memenTax VICIT/IH:

APM nonn3oBareneu;

CepBepa Npui0KeH!H;
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CYB/;

['panuiel JIBC;

KaHanoB mepegaur B ceTd OOIero I0/b30BaHUSA W (WIA) MEKAYHApPOJHOTO
obOMmeHa, ecsu 1o HUM TiepesatoTcst [1/H.

B 3aBucumocTu oT ypoBHs 3aujuiieHHocty VICITIH u akTyanbHbIX yrpos, C3I1/1H
MOXKeT BK/IFOUaTh C/Ie[yrole TeXHAUeCKre Cpe/iCTBa:

aHTUBUPYCHbIE CPeJICTBA /1/1s1 pabounx CTaHIUi M0/Ib30BaTe el U CepBepOoB;

CpeZiCTBa MeXXCeTeBOro SKPaHUPOBaHUS;

cpeficTBa KpUNTOrpaguueckou 3aiuTbl MHGOOPMaIMK MpyY Tepejaue 3aljyiiaeMou
MH(MOpMaIMK M0 KaHa/laM CBSI3U.

Tak ke B CIMCOK [0/DKHBI ObITh BK/IFOUEHBI (PYHKLIMU 3allUThl, 00ecrieurBaeMble
ITaTHBIMU ~ cpeAcTBaMH  oOpabotku II[IH  omeparuoHHeiMu  cucteMamu  (OC),
npukaagHeiM [10 ¥ crenyanbHBIMU KOMIIEKCAMM, peau3yIOLMMUA CPe/CTBa 3alUThL.
CrucoK (PyHKIMM 3al{UThl MOXKET BKJTFOUATh:

ylpaBJ/ieHre U pa3rpaHAueHre JOCTyIIa MoIb30BaTesieuy;

perucTpaiyio U yueT JeHCTBUM ¢ MHMOopMaLyel;

obecrieueHue 11€JI0CTHOCTH JIaHHBIX;

obHapy>keHHe BTOP>KEHUH.

CnMcoK  WCNOb3yeMbIX TeXHUYECKHMX CpefCcTB oTpakaetcsi B «llnane
MEepOTIpUSATUA  TI0  Oo0ecrieueHWI0  3all[UThl  TEPCOHA/IbHBIX  AaHHbIX».  CITHUCOK
WCIIO/Ib3YeMBIX CPeJCTB [OJ/DKEH TIOAJEeP)KUBATbCA B aKTyaJlbHOM COCTOSHUM. [lpum
M3MEHEeHUM COCTaBa TeXHUYEeCKMX CpeAcTB 3amuTbl wid  3nemeHToB MCIIIH
COOTBETCTBYIOLI[ME W3MEHeHUs] [O/DKHbI ObITb BHeceHbl B CIHMCOK YW YTBEpPXKAEHbI
npefcenaresiemM  M3buparenbHoii Komuccud CBepAJIOBCKOM 00/1laCT WM JTULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3amuThl [1/1H.

4. Tpe6oBanus K nogcucremam C3I1/{n

C3I1/[IH BK/ItOUaeT B cebst ceyroIue MoiCUCTeMbI:

yIpaBJ/ieHus JOCTYIIOM, PeruCTpaLviu U yueTa;

obecrieueHUs 1[eIOCTHOCTH U [OCTYITHOCTH;

AHTUBHPYCHOU 3alliUThI;

MeJ)KCeTeBOI'0 SKpaHUPOBaHUS;

aHa/v3a 3alyll[eHHOCTH;

oOHapy>kKeHHs] BTOP>KEHH;

KpUITOrparuecKor 3alliUThl.

[Moacuctembl C3T1/IH uMeroT pa3iWuHbIM (yHKLIMOHAA B 3aBUCUMOCTU OT KJjacca
WCII[JH, omnpeneneHHOr0o B «AKTe KjaaccupuKauvd HH(OPMALMOHHOW CHUCTEMBI
NepCcoHaMbHBIX AaHHbIX». CIUCOK cooTBeTCcTBUS (PyHKUMKM moacucteM C3II[H Knaccy
3alUILIeHHOCTH TpeJiCTaB/eH B TeXHUUEeCKOM 3a/laHUU T10 CO3[aHHUI0 CUCTeMBbI 3all{UThl
vH(OopMaIu1 MH(MOPMALIMOHHOW CUCTeMBI ePCOHATbHBIX JaHHbIX.

IToacucrema YIripaB/€HWA JOCTYIIOM, DErYMCTDALIMM Y yUeTd




12

[TopcucTtema ynpaB/ieHWs AOCTYIIOM, DETMCTpPaLMyM U yuyeTa MpeJHa3HayeHa JJist
peanu3aluu CaeAymmuX (QyHKIIUM:

UaeHTU(UKAIIMM ¥ TIPOBEPKHU TIOMHHOCTH CYOBEKTOB J[IOCTyIa IMpU BXOZe B
NCIIOH;

nJeHTU(hYKaI[UM TeDMUHAJIOB, y3/I0B CETH, KaHa/IOB CBSI3W, BHEIITHHUX YCTPOMCTB 10
JIOTUYECKUM WMeHaM;

WJleHTU(UKAL[MK TIporpaMmM, TOMOB, KaTajioroB, (ailjioB, 3arucei, mojied 3amnucem
110 UMEeHaM;

pervcTpaiyy Bxoja (Bbixozia) CyOBeKTOB OCTyIIa B CUCTeMY (M3 CUCTEMbI), 0O
pervcTpalyu 3arpy3Ky U MHULMau3alyy OnepaliOHHOM CUCTEMBI U ee 0CTaHOBa.

perucTpalnyy MOMbITOK AO0CTyIa MPOrpaMMHBIX CPeJCTB (IMpOrpamMM, IMpOLIECCOB,
3a/la4, 3a/laHKi) K 3alluiliaeMbIM (aiiiam;

pPerucTpanuy MONbITOK JOCTyIa MPOrpaMMHBIX CPE/ICTB K TepMHHA/aM, KaHajaam
CBsI3, TIpOrpaMMaM, TOMaM, KaTajioram, (aiiam, 3aricsm, MoJisiM 3arucei.

[TogcucTema yripaB/ieHHs AOCTYIIOM MOKeT ObITh peajrM30BaHa C ITOMOIIBIO
IITaTHBIX cpeficTB 06paboTku [1/1H (omepalioHHbIX cucTeM, ipuioykeHui 1 CYB/]). Tak
’Ke MOXKeT OBbITb BHEAPEHO CrelhajbHOe TEeXHHWYEeCKOe CPeCTBO WM WX KOMILIEKC,
OCYIL[eCTBJ/ISIFOLLIE  [IOTIO/THUTE/IbHbIE Mepbl 10 ayTeHTU(UKAUUXU U  KOHTPOJIIO.
Hampumep, mnprMeHeHMe e[UHBIX XPaHW/IMIL YYeTHBbIX 3arvced I[0Jib30BaTe/ied U
perucTpalyoHHoN WHGOpMAal[K, WCI0/Ib30BaHWe OMOMEeTPUUeCKUX W TEeXHUUeCKUx (C
TTOMOLLIBIO 3/IEKTPOHHBIX MIPOIYCKOB) Mep ayTeHTHU(UKALMU U APYTUX.

[MoacucreMa obecrieueHUs 11eJIOCTHOCTU U JOCTYITHOCTH

[Mogcucrema obecrieueHusi 11€JIOCTHOCTH U AOCTYITHOCTH TIpe/Ha3HaueHa [iJisi
obecrieueHus 1[e/IOCTHOCTH U JOCTymHOCTH T1/1H, TIpOrpaMMHBIX M arliiapaTHBIX CPe/iCTB
NCIIIr Kommccum, a Tak ke CpeACTB 3alljUTbl, MPU CAy4alHOM WA HaMepeHHOU
Mo (dUKALIAU.

ITogcucrema peanu3yeTcsi C MOMOLLIBIO OpraHM3alMy pe3epBHOTO KOMMPOBaHUS
oOpabaTbIBaeMbIX JJAHHBIX, a TaK >Ke pe3epBUPOBaHUEM K/TtoueBbiX 1eMeHTOB UCIT/IH.

[logcrcreMa aHTUBUPYCHOM 3allIATHI

[logcucremMa aHTUBUPYCHOM — 3allUThI  TpeJjHa3HaueHa [ obecrieueHUs
aHTUBHPYCHOM 3aluThl cepBepoB 1 APM nonb3oBateneit UCIIIn Komuccum.
CpeacTBa aHTMBUDPYCHOW 3alljUThI MpeJHAa3HAuUeHbl [Ji peaav3aluu CieyroLux
byHKIUH:
pe3U/IeHTHbIM aHTUBUPYCHBIM MOHUTOPUHT;
AHTHBUPYCHOE CKaHHWpOBaHUe;
CKpUIIT-0/IOKUpOBaHUE;
L[eHTPa/IM30BaHHOW/yJa/IeHHOW YCTaHOBKW/JIEUHCTA/UISIUYA aHTUBHUPYCHOTO
TPOJIyKTa, HACTPOMKH, aJMUHUCTPUPOBAHUS, TPOCMOTpPa OTUYETOB U
CTaTUCTUUECKOW MH(OPMaLUY 110 paboTe MPOJYKTa;
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aBTOMAaTHU3UPOBAaHHOTO OOHOB/IEHUSI aHTUBUPYCHBIX 0a3;
OrpaHWUYeHUs] MPaB TI0JIb30BaTe/id Ha OCTAHOBKY MCIIOJIHSIEMBIX 3a/jady M
M3MeHeHHsI HaCTPOeK aHTUBUPYCHOT'O TTPOrPaMMHOTO 00eCTieueHsT;
aBTOMAaTU4eCKoro 3arycka Herocpe/CTBeHHO rocsie 3arpysku
OMneparoOHHON CUCTEMBI.
ITogcucrema peanusyeTcss MyTeM BHeJPEHUs CIIe[JUajlbHOTO aHTHWBUPYCHOIO
IIpOrpaMMHOro obecrieueHust Ha Bce snemMeHTwl UCIT/IH.

[MoacricTeMa MeXXCeTeBOro SKpaHWPOBaHHUS

[TogcucTemMa MeXCeTeBOTO SKpaHUPOBaHUSI TpeJlHAa3HaueHa /Jisi peanr3alyu
cieyrolux (yHKLUM:

(UWIbTpalM OTKPBITOTO U 3aliMdpoBaHHOrO (3akpeiToro) IP- Tpaduka;

(uKcaluu BO BHYTPEHHHUX >XypHasjaxX WMH(OpMalUu O MPOXOASIIEM OTKPBITOM U
3aKpbITOM [P-Tpaduke;

UJeHTU(PUKALUU U ayTeHTU(UKALMU aJJMUHUCTPaTOpa MEXKCeTeBOr0 SKpaHa Ipu
ero JIOKa/IbHbIX 3arpocax Ha J0CTYyTI;

perucrpanyy Bxoza (BbIX0/la) aAMUHMCTPATOPa MEXCETEBOr0 5KpaHa B CUCTEMY
(13 cucTembl) MO0 3arpy3Ky U MHUL[MA/IM3AL[UN CUCTEMbI U ee TIPOrPAMMHOI0 OCTaHOBa;

KOHTPOJISI LIeJIOCTHOCTH CBOEM MPOrpaMMHOM Y MH()OPMALMOHHOW 4acCTy;

GbuIbTpaLMK TIAKeTOB C/Ty>KeOHBIX TPOTOKOJIOB, C/IYXKAIUX [Jis AAATHOCTUKUA U
yTpaB/ieHUs: paboTol CeTeBbIX YCTPOICTB;

(uIbTpaLMM C y4eTOM BXOAHOTO U BBIXO/IHOTO CeTeBOro MHTepdelica Kak cpe/iCTBa
TIPOBEPKU MO/I/TMHHOCTU CEeTeBbIX aZlpecoB;

pervcTpalyy U yJyeTa 3arpaiiuBaeMbix CepBUCOB MPUKJIaAHOTO YPOBHS;

O/IOKMpOBaHUSI IOCTyra HEeHJAeHTU(PHUIMPOBAHHOIO O00bekTa WM CyObeKTa,
MOJJIMHHOCT KOTOPOTO TpPU  ayTeHTU(UKalMM He TMOATBepAuIach, MeTOoJaMH,
YCTOWUMBBIMU K epexBaTy;

KOHTPOJISI 3@ CeTeBOM aKTUBHOCTBIO MPUIOXKEHUM 1 00Hapy»KeHUsl CeTeBbIX aTak.

[Togcrucrema peanv3yeTcs BHepeHUEM IIPOrpPaMMHO-AlapaTHbIX KOMILIEKCOB
Me)KCeTeBOro 3KpaHMpoBaHus Ha rpanuLe JIBC, kyiaccom He HUxXe 4.

HOACI/ICTEMa dHa/113d 3dl1UITIEeHHOCTH

[TogcucTemMa aHanv3a — 3alliMILeHHOCTH Jl0/DKHa obecrieuuBaTh — BbIsIBJIEHHUE
ySI3BUMOCTEH, CBSI3aHHBIX C ommbkamu B KoHpuryparuu 10 MCII/H, KoTOopble MOTYT
OBbITh UCTIO/TH30BAHbI HAPYIIIUTEIEM /IJISl peasn3allii aTaku Ha CUCTEMY.

@OyHKIMOHAM TIOACUCTEMbl MOXeT ObIThb peasiM30BaH I[POTPaMMHBIMU U
IIpOrpaMMHO-arIapaTHbIMU CpeiCTBaMU.

[MoacucTema 06HAPYKeHWS BTODXKEHWA

[TogcucTtema oOHapy)KeHUsI BTOpP)KeHUM [O/DKHAa oOecreurBaTh —BbISIBJIEHUE
ceTeBbIX aTak Ha 37emMeHThl VICII/IH, mogK/IIOUeHHbIe K CeTsIM 0O0I1lero IoJyib30BaHUsI U
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(wn) MeXXayHapogHOTo obMeHa.
@OyHKIMOHAM TIOACUCTEMBbI MOKeT ObITh peanu3oBaH MPOTPaMMHBIMUA U
TIPOrpaMMHO-arapaTHEIMU CPe/ICTBAMU.

HOQCHCTEM& KQHHTOFQ&@HHECKOIZ 3allI1ThI

[Toacuctema Kpuritorpaduueckoi 3alfuThl TipefiHa3HaueHa A5 uckiaroueHuss HC/I
K 3anuiiaeMor nH@opmaiu B VCIT[IH KoMuccuu nipu ee repejiaue 10 KaHa/laM CBSI3U
ceTel 00I1ero 1moJib30BaHUs U (WIH) MEXAYHAapPOJHOTO oOMeHa.

[ToacucTema peanu3yercs MyTeM BHeJPeHUs KPUMNTOrpapuuecKux MpOrpaMMHO-
-arrapaTHbIX KOMILIEKCOB.

5. ITonb3oBarenu UCIIIn

B UCIIJx Komuccuum MOXXHO BbIJIeNIUThH CJie[IyIOlIe TPYIIbl T0/Ib30BaTeNeun,
yuacTBYHOIIMX B 06paboTke u xpaHenuu [1/1H:
Apmunuctpatopsl UCITIH;
AMUHMCTpPATOPBI O€30MacCHOCTH;
Oneparopsl APM;
ApmunuctpaTtopsl cetu UCIT/IH;
TexHuueckrWe  CreLUAIUCTBl MO0  OOC/Iy)KWBaHUIO  MeprepuitHOTo
obopy/ioBaHusI.
[aHHble 0 rpymnmax MoJib30BaTesisiX, YpOBHE HUX AOCTyIa U WH(POPMUPOBAHHOCTH
JNO/DKHBI OBITH OTpa)keHbI B MaTpuile [OCTyra II0/b30BaTe/iell K  3allyIllaeMbIM
MH(OPMaI[MOHHBIM pecypCaMm.

Apvunurcrparop UCIT/IH

Apmunuctpatop UCII/[H, cotpygHuk Komuccuu (WM WHOe YMOJHOMOUYEHHOE
JML0), OTBETCTBEHHBbIM 3a HACTPOWKY, BHeJpeHWe U conpoBoxgenne WCII/H.
OobecrreunBaeT (YHKI[MOHUPOBAHHWE TIOJCHUCTEMBI yripaBieHust goctyriom WVICIIOH u
YIIOJTHOMOYEeH OCYILIeCTB/IATE [IpefoCTaB/ieHre U pasrpaHhueHue [OCTyra KOHeUHOIO
nosib3oBatess (Onepatopa APM) K 3/1eMeHTaM, XpaHSILMM [TIepCOHa/IbHbIE JaHHBbIe.

ApmunanctpaTtop UCII/IH o6/1azaeT cieyroiM YPOBHEM ZIOCTYTIa U 3HAHUM:

obnagaer monHON wuHGOpMalMeld O CUCTEMHOM U TIPUK/IaJHOM TMPOTrPaMMHOM
obecnieuennu UCII/H;

obnasaeT MonHOW WHGOpMaIed O TeXHUUeCKHWX CpeCTBaxX U KOHGUTypaluu
NCIIOH;

UMeeT JOCTYIl KO BCeM TeXHUYeCKHUM CpefCcTBaM 00paboTKu WH(OpMaLuu |
nanHbiM UCIT/IH;

obnafaer mpaBaMM KOH(PUTYPUPOBaHWsS U  aJMUHUCTPATUBHOM HACTPOWKU
TexHUuYeckux cpencts UCITIH.

AamunHKMCcTpaTOp 6e30macHOCTH
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ApgmuHucTpaTop — 6e30mMacHOCTH, corpyaHuk  Komuccuu (MM uWHOe
YIOJITHOMOUEHHOe JIMI[0), OTBeTCTBeHHbIM 3a (yHKIMoHupoBaHue C3II/IH, BKItOUasi
o0c/Ty>KuBaHUe Y HaCTPONKY a/MUHUCTPATUBHOMN, CePBEPHOU 1 KITMEHTCKOUW KOMITOHEHT.

ApmvuHucTpaTop Ge3omacHocTd 00siafiaeT C/leAYIOMIMM  yPOBHEM JIOCTyIa W
3HaHUMU:

obsamaeT nmpaBamu Aamunauctparopa MCIT/H;

obsazaeT nmoHOM nH(opMmarueii 06 MCIT/IH;

VMeeT JI0CTyM K CpeZiCTBaM 3alluThbl MH(MOPMALIUU U TIPOTOKOJMPOBAHUS U K
yacTy KiIroueBbix 3s1eMeHToB VCIT/IH;

He MMeeT MpaB /0CTyNa K KOH(PUTYPUPOBAHUIO TeXHUUECKUX CPEJICTB CEeTU
3a UCK/IF0YeHUeM KOHTPOJIbHBIX (MHCIEKLMOHHBIX).

AamuHMCTpaTOp 6€301MacHOCTH YTIIOJTHOMOYEH:

peasM30BbIBaTh MOJUTUKHU 0e30MmacHOCTH B yacTy HacTpoiiku CK3U, MexkceTeBbIX
5KpPaHOB M CHCTeM OOHapy)KeHHsl aTak, B COOTBETCTBUU C KOTOPBIMU I10JIb30BaTe/lb
(Oneparop APM) nosyuaeT BO3MOKHOCTE paboTathk c 3nemeHnTamu VICI1/IH;

OCYLLIeCTBJISITh ayAUT CPEJCTB 3allUTHhI;

Ornepatop APM

Onepatop APM - cotpyguuk Komuccuu (MM MHOE YIIOJIHOMOYEHHOe JIMLIO),
ocyiiecTB/stoMi  06pabotky I1/IH. O6pabotka II/IH BK/IIOUaeT: BO3MOKHOCTD
nipocmoTpa I1/IH, pyuHoii BBOg I1[IH B cuctemy WCII/[H, dopmMupoBaHue CIIpaBOK U
0TueTOoB 10 MH(popmaluu, nosydeHHor u3 UCII. OnepaTtop He WMeeT MOJTHOMOYMM /1S
yTipaByieHusi moAcucteMamu 06pabotku fganubix U C3I1/H.

Omneparop VCII/IH obma/jaeT ciieAyroiM YPOBHEM JOCTYTIA U 3HAHUM:

obsamaer BcemMH ~ HeoOXoAWMbIMK — aTpubOyTamMu  (Hampumep, TIapOJIeM),
o0ecTieurBarIIMMHU AOCTYT K HEKOTOPOMY TTOAMHOXecTBY [1/1H;

pacnoJ/iaraeT KOH(pUAeHI[MaIbHbIMUA JaHHbIMU, K KOTOPbIM UMeeT AOCTYII.

ApamunucrpaTtop cetd UCIT/TH

Apmvunuctpatop cetu UCIIAH, cotpyanuk  Komuccuu (M vHOe
YIIOJTHOMOYEHHOe uLo), OTBETCTBEHHbBIU 3a (yHKLIMOHUPDOBaHWe
TeJIeKOMMYHUKalMoHHOM mnoacucteMbl MCII[IH. AAMUHUCTpaTOp CeTH He UMeeT
TIOJTHOMOYUHM [/l yTIpaB/IeHuUs MOACUCTeMaMU 00pabOTKU JAHHBIX U He3011aCHOCTH.

AaMUHUCTpaTOp ceTy 00/1a/laeT C/ieyIOLKMM YPOBHEM [IOCTYTIa U 3HAHUI:

obmafaer uyacTeto MHGOpPMAMKM O CHCTEMHOM U TIPUK/IAJHOM TIPOTPAMMHOM
obecnieuennu UCII/H;

obnafaer uyacTbio MHGPOPMALIMKM O TEeXHUUECKUX CpPeACTBaX U KOHQUrypaluu
NCIIOH;

rMeeT GhU3UUECKUI JOCTYIT K TEXHUUECKUM CpeZicTBaM 00paboTKu nH(OpMaIuy U
CpezCcTBaM 3alljUThl;

3HaeT, 110 MeHbIlled Mepe, OZJHO JierajJbHOe UM JOCTYyTIa.
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TexHrUYeCKu cielIManuCT 1o 06cIyKUBaHUI neprdepuitHoro 06opyaoBaHs

TexHUUeCKWl CrieldaaucT 1o obCay)KUBaHUIO, COTPYAHUK Komuccuu (wid uHOe
YIIOJTHOMOYEHHOE JIMII0), OCYIIeCTB/IsIeT 00C/Ty)KMBaHHWe W HACTPOUKY IeprhepUiHOTO
obopymoBanusi WCII[JH. TexHWueCKUid CHeLUAJUCT TI0 OOCTY>)KMBaHWIO He WMeeT
noctyrna K I1/IH, He ¥MeeT TOJTHOMOUHWU [/l yIIpaB/IeHHs] MOZCHUCTeMaMyd 00pabOTKH
JAHHBIX ¥ 0€30ITaCHOCTH.

TexHUUYeCKU CIeluaJrucT 1o o0cayKuBaHUIO 00/1alaeT CaefyIOIIUM YPOBHEM
[OCTYyTIa U 3HAHUW:

obnalaeT uacThlo WHGOpPMAIMM O CHUCTEMHOM U TPHUKIAJHOM TPOTPaMMHOM
obecrreuennu CIT/IH;

obnasaeT vacThio MH(OPMALIMM O TeXHHWYEeCKMX CpeACTBaX U KOHGUTypaLuu
NCILIx;

3HaeT, M0 MeHbIlIel Mepe, OIHO JierajJbHOe UMsI JOCTy1a.

6. TpebGoBaHusi K mepcoHas1y o odecneuenuo 3amuthl I1/{H

Bce corpyanuku Komwmccuy, ssrsitolquecs: mosb3oBarensvmu VCIIIH, [0/DKHBI
YeTKO 3HaTh U CTPOTO BBITIO/IHATL YCTAaHOB/IEHHbIE TIPaBWIa U 063aHHOCTH TI0 JIOCTYMY K
3aluilaeMbiM 00beKTaM U COB/TFOZIeHUIO TIPUHSATOTO pexxumMa 6e3omacHocTH TT/JH.

[Tpu BCTyIJIeHWM B [O/DKHOCTH HOBOTO COTPY/JHHMKA OH JI0/DKEeH ObITh 03HaKOMJIeH
C HeoOXOMMBIMH JJOKyMEHTaMH, PeriaMeHTHUPYIOIUMH TpeOoBaHus 110 3armure T1/1H, a
Takke  oOyueHWe  HaBbIKAaM  BBITIOJIHEHWS  TIPOLIEAYP,  HEOOXOAWMBIX /ISt
CaHKLIMOHUPOBAHHOI0 UCI10/1b30BaHus MCITH.

CoTpyiHUK [0/KeH ObITh O3HAKOMJIEH CO CBeJeHWsIMH HacTtosimei [TomuTuku,
TIPUHSTBIX TpoLeAyp paboTsl ¢ anemernTamu MCIT/JH u C3I1/H.

CoTpyAHUKH Komuccun, VCITOJIb3YHOLIHE TeXHUYeCcKue cpeZCTBa
ayTeHTU(UKALMK,  [JO/DKHbI ~ o0ecrieurBaTb  COXPAHHOCTb  WAEHTHU(UKATOPOB
(an1eKTpOHHBIX Katouel) U He gornyckaTb HCJI K HUM, a Tak ke BO3MOXXHOCTb UX YTepU
WM WCII0JIb30BaHUSl TpeTbMMH JiMlaMd. [losb30BaTesi HeCyT IepCOHAabHYHO
OTBETCTBEHHOCTh 38 COXPAaHHOCTh U/IeHTU(DUKATOPOB.

CotpygHukn Kommccum [0/DKHBI  C/IeloBaTh  YCTAaHOBJIEHHBIM — TpOLielypam
nojep>kanusi pexxrima 6e3ornacHoctul [1/1H ripu BbiGoOpe U UCI0/Ib30BaHUU TlapoJielt (eciu
He UCMO/b3YHTCS TEXHUYEeCKUe CPe/ICTBa ayTeHTU(UKALIUHN).

Cotpygnuku Komuccun  Jo/DKHBI  oDecrieurBaTh — HajjieXkallyr — 3alluTy
0o0Opy/I0BaHus, OCTaB/sIEMOT0 0e3 TPUCMOTpPa, OCOOEHHO B TeX CJ/Iydasx, KOrja B
MoMeIlleHrhe MMEIT JOCTYyIl TOCTOPOHHMWe Jvua. Bce mnosb3oBareny J0/DKHBI 3HATh
TpeboBaHus 110 Ge3omacHocTy [1/]H ¥ TIporieiyphl 3al{uThl 000pYy/J0BaHKs1, OCTaBJIEHHOTO
6e3 mpucMoOTpa, a TakKe CBoU 00s13aHHOCTH 110 00eCTieyeHHI0 TaKoi 3all[UThl.

CoTpysHUKaM  3arpeljaeTcss yCTaHaB/IMBaTb IIOCTOPOHHee  IIPOrpaMMHOe
obecrieueHue, TIOJK/TIFOUYATh JIMUYHbIe MOOU/TbHBIE YCTPOMCTBA U HOCHUTEU UH(OPMaLUHY, a
TakK ke 3alMChbIBaTh HA HUX 3allMIaeMyr0 UH(OPMAaLUIO.

CoTpyHMKaM 3arpellaeTcsl pasrjaliaTh 3alliyiaemMyro HWHGOpMaL1io, KoTopas
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CTajla UM M3BeCTHa Mpu paboTe ¢ MHPOpPMAIMOHHBIMU cUcTeMaMu Komuccuu, TpeTbuM
JIALIaM.

[lpu pabore c I1dn B UCII[OH corpyanuku Komuccum o00si3aHbI 00ecrieunThb
OTCYTCTBHE BO3MOKHOCTU mpocmotpa II/IH TpeTbumu smmuiaMyd ¢ MOHUTOpOB APM
TepMUHAJIOB.

[Tpu 3aBepmiennn pabotbl ¢ MCIT[H cOTpyAHUKM 00si3aHbI 3amuTuTh APM nmm
TePMUHAJIbI C TIOMOIIIbIO 0JIOKWUPOBKM K/TFOUOM WJIM SKBUBAJIEHTHOTO CPe/ICTBA KOHTPOJIS,
HarpuMep, [JOCTYTOM [0 Tapojio, ecd He HWCIOJb3yHTCs 0ojee CUIbHbIe CpeACTBa
3alLUTHI.

Cotpyanuku Komuccur fo/mpkHbl  ObITh  MpouH(OpMHMpOBaHbl 00  yrpo3ax
HapyllleHus: pexkuMa Oe3omacHocTu [1/JH ¥ OTBETCTBEHHOCTU 3a ero HapyiieHue. OHU
JOJDKHBI OBITh O3HAKOMJIEHBI C YTBEp)KAEHHOW (opManbHOM ITPOLIelypOii HaTOXKeHHs
JVCLIMIIMHADHBIX ~ B3bICKAHWKM Ha COTPYAHUKOB, KOTOpble HAPYIUWIA T[PUHSATHIE
TIOJIMTUKY U TIpoLieiyphl Oe3oracHocTy T1/1H.

CoTpyaHuku obs13aHbI 0e3 MpomeyieHHs coo0maTb 000 Bcex Hab/FOaeMbIX WA
MO/I03pUTeMbHBIX cayvasix paboTel MCII[H, MOryI[UX TOB/IeUb 3a COOOM YIpo3bl
6e3onmacHoctu II/JH, a Takke O BbISIBJ€HHBIX HMH COOBITHSIX, 3aTParvBarOIIUX
6e3onacHocth [I/JH, pYyKOBOACTBY TOApa3/efieHUusi W JMlly, OTBeuarolieMy 3a
HeMe/[JIeHHOe pearpoBaHue Ha yrpo3bl be3omacHocty [1/]H.

[o/bKHOCTHBIE 0643aHHOCTH TTonb3oBaresneit UCII/IxH

HNomkHoCcTHBIE 00si3aHHOCTH T0/ib30BaTesiedt VICII/IH ommcaHbl B CI/IeAYIOIIMX
[IOKYMeHTax:

WHucTpykumsa agmunuctparopa UCIIIH;

WHCcTpyKuuMs agMuHUcTpaTopa 6e3omacHocty MCIT/IH;

Nuctpykuus rosib3oBatesis UCITIH;

VHCTPYKLMS 110/1b30BaTe IS PY BOSHUKHOBEHMM BHELUTAaTHBIX CUTYaLUy;

OTBETCTBEHHOCTb COTPYAHUKOB

B cootBeTcTBUM CO cTaThel 24 denepanbHOro 3aKkoHa Poccutickont deepaiiivt OT
27 vironst 2006 1. Ne 152-D3 «O nepcoHanbHbIX JaHHBIX» JIMLa, BAHOBHbIE B HAPYLLIEHUA
TpeboBaHui AaHHOTO PezfepanbHOTO 3aKOHA, HECYT TpaXkJaHCKYIO, YTOJIOBHYIO,
aIMUHUACTPAaTUBHYIO, JUCLUIIMHAPHYIO U UHYI0 MPeyCMOTPEHHYIO 3aKOHOAATEeTbCTBOM
Poccuiickoli @efepaliid 0TBETCTBEHHOCTb.

HelicTByroljee  3akKoHOZaTenbCTBO  Poccuiickori ~ ®efepauii  MO3BOJISIET
NIPebABAATE TpeOoBaHUSI II0 obecrieueHHIO 0Oe30racHOi paboThl C  3aIIMIaeMoi
nHbopMalMeli U TIpeflyCMaTpUBaeT OTBETCTBEHHOCTb 3a HapyllleHWe YCTaHOBeHHBIX
npaBwWI 3Kcrutyatatp OBM u cucteM, HerpaBOMepHbIA AOCTYIl K UHGOPMalUW, eCciu
3TU [eUCTBUS TIPUBEIM K YHUUTOXKEHUIO, OJIOKMPOBaHUIO, MOAUPUKALMK WH(DOPMALIUU
WM HapyiieHuto pabotel DBM umm ceteit (ctaTbi 272,273 u 274 YTONMOBHOTO KOJeKca
Poccuiickon ®@epeparun).
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ApmunrctpaTtop VUCIT/IH 1 agMuHuCcTpaTOp 6€30MacHOCTA HECYT OTBETCTBEHHOCTh
3a BCe [EMCTBHUS, COBeplleHHble OT MMEHU MX YYeTHbIX 3aluceld Wi CUCTEMHBIX
YUeTHBIX 3aruceld, eclv He MA0Ka3aH (aKT HeCaHKLMOHUPOBAHHOTO MCIO/Ib30BaHUS
YUeTHBIX 3arvCceu.

IIpu HapyueHusix coTpygHukamu Komuccuu — nosib3oBartesiiMu VCIIIH nipasui,
CBsI3aHHbIX C Oe3omacHocThio [I/JH, OHM HeECYT OTBETCTBEHHOCThb, YCTAHOBJIEHHYIO
JeMCTBYIOIIMM 3aKOHO/JaTeTbCTBOM Poccutickon ®esepaiiyu.

7. CIIMCOK HMCII0/1b30BaHHbIX HCTOUHUKOB

OCHOBHBIMM HOPMAaTHWBHO-TIDABOBBIMM U METOJWYECKUMH [JOKyMeHTaMH, Ha
KOTOPbIX Oa3upyetcsi HacTosiasi [lomuTrKa, SIBASIOTCS:

®enepanbHbii 3akoH 0T 27.07.2006 r. Ne 152-®3 «O mnepcoHanbHBIX JAHHBIX»,
yCTaHaB/IMBAIOL[MH OCHOBHbIe TIPUHIMIBI W ycioBUs o0pabotku [1/JH, TipaBa,
00s13aHHOCTH W OTBETCTBEHHOCTb YUAaCTHHUKOB OTHOIIEHHMM, CBSI3aHHBIX C 00pabOoTKOM
I118.

TpeboBaHusi K 3all[uTe TIepCOHAbHBIX [JIaHHBIX TIpU UX 00paboTke B
MH(OPMAaI[MOHHBIX CUCTeMaX MepCOHATbHBIX AAHHBIX, YTBEPXKAEeHHbIe MOCTAaHOB/IEHUEM
[IpaBuTenscTBa Poccuiickor ®enepauyu ot 01.11.2012 r. Ne 1119.

[Tonoxxerne 06  ocobeHHOCTAX  00pabOTKHM  TE€PCOHANBHBIX  JIaHHBIX,
ocylecTByisieMoid 6e3  WCIO/b30BaHUs CPeJCTB  aBTOMATH3al[iH, YTBEP)KAEHHOe
noctaHoB/ieHreM [1paButenbcTBa Poccuiickor ®@epepatyu ot 15.09.2008 r. Ne 687.

HopMmaTuBHO-MeTOANYeCKHe AOKYMeHThI defepasbHON C/Ty>KObI IO TEXHUUECKOMY
MU 3KcriepTHOMY KoHTposto Poccuiickor Pepepaiuu (nanee — ®CTIK Poccuun) 1o
obecrieuenuto 6e3oracHocty I1/JH npu ux obpabotke B UCII/IH:

Ba3oBasi Mojiesib yrpo3 6e30MacHOCTU MePCOHA/IBHBIX JAHHBIX TIPY UX 00paboTKe B
MH(GOPMALMOHHBIX CUCTeMaX TepCOHA/NbHBIX [aHHBbIX, YTBEpXK/eHHasi 3aMecTUuTesleM
nupektopa @CTOK Poccuu 15.02.2008 .

Metoauueckuii JoKyMeHT. MeToAuKa OLieHKH yrpo3 6e3omacHOCTHA MH(OpMaLUH,
ytBepxxaeHHbI PCTOK Poccum 05.02.2021 r.

[Mpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepkgeHun TpeboBaHuii 0
3aiuTe WHGOpPMAI[MH, He COCTaB/SIOINIUX TOCYAAPCTBEHHYIO TaliHY, COZep’Kallluxcsl B
roCy/1JapCTBeHHbIX MH()OPMALIMOHHBIX CUCTEMaX».

[Tpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrBepkaenun CocTaBa U
COJIep)KaHusl OpPraHM3aAlMOHHBIX M TEXHHUUECKUX Mep I0 obecrieueHHI0 0e301acHOCTH
MepCoHaNbHbIX JAHHBIX TIpU  UX 00paboTke B HWHGMOPMAIMOHHBIX CHUCTEMaXx
TepCOHA/IbHBIX JAHHBIX».

[Tpuka3 ®epepanbHOM CayKObI Oe3omacHocT Poccuiickoit ®Pegepaiiyii  OT
10.07.2014 Ne 378 «O6 ytBepkaeHuu CocTaBa M COJlep>KaHMSI OpPraHU3allMOHHBIX U
TeXHUUECKUX Mep T0 obecrieueHUIO0 0e30MaCHOCTUA Te€PCOHAbHBIX [JaHHBIX TPU WX
00paboTKe B MH(OPMALIMOHHBIX CHUCTEMaX IepPCOHANbHBIX AAHHBIX C KUCIO/b30BaHUEM
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cpeAcTB Kpunrorpaduyeckoi 3aiuThl MHGOpPMal[MM, He0OXOJUMBIX [Jis1 BBINOJHEHUS
ycTaHoB/IeHHbIX [IpaBuTensctBoM Poccuiickoit ®egeparuu TpeOOBaHMM K 3allldTe
TePCOHAJIbHBIX JJAHHBIX JIJIs1 KXKA0T0 U3 YPOBHEH 3all[UII[eHHOCTH».

MeTtoauueckre pekKOoMeHJal[Mu IO pa3paboTKe HOPMATHMBHBIX TIPABOBLIX aKTOB,
OTIpe/iesISIIOIUX Yrpo3bl 0e30MacHOCTU TepCOHA/IbHBIX [IJaHHBIX, aKTya/ibHble TIpU
00paboTKe TepcoHaNbHBIX JAHHBIX B MH(POPMAIIMOHHBIX CHUCTeMax IepCOHaTbHbIX
JlAHHBIX,  SKCIUIyaTUPyeMbIX TIpU  OCYLLECTBJIEHWM COOTBETCTBYKOIIUX  BU/OB
JlesiTe/IbHOCTH, yTBepxkAeHHble pykoBoACTBOM 8 Llentpa ®CB Poccum 31.03.2015 Ne
149/7/2/6-432.
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