TAJIUIKAS PAMOHHASA
TEPPUTOPUAJIBHAS N3BUPATEJIBHASI KOMUCCHUSA

PACIHIOPAKEHUE

09 mapta 2025 r. No 7
r. Tanuna

00 yTBepKIeHNH JOKYMEHTOB 00 MH(OPMALMOHHOM Oe3o0nmacHocTH B Tanuukoi
pailOHHOM TEPPUTOPHATIHLHOM U30UPATEIbHOH KOMUCCHH

B nemsax peanuzaunu deaepansaoro 3akoHa ot 27 utong 2006 r. Ne 152-®3 «O
NEPCOHAIBHBIX JAHHBIX», MocTaHOoBIEeHUH [IpaButenscTBa Poccuiickoit @enepanuu ot 21
mapta 2012 r. Ne 211 «O06 yTBepKACHUU TIEpEUYHS Mep, HAIpaBJICHHBIX Ha o0ecleueHue
BBIMIOJTHEHUSI ~ 00SI3aHHOCTEH, TpenycMoTpeHHbix  DenepaibHbiM  3akOHOM  «O
NEPCOHANBHBIX [IaHHBIX» W TMPUHATBIMH B COOTBETCTBUM C HUM HOPMATHBHBIMHU
OpaBOBBIMU  aKTaMH, ONEpaTOpaMH,  SIBISIOIMIMMUCA  TOCYJapCTBEHHBIMU  WJIU
MYHUIIMTAIBHBIMUA Opradamu» u oT 1 HosOops 2012 1. Ne 1119 «OO0 yTtBepkaeHUu
TpeOOBaHUH K 3alIUTe NMEPCOHAIBHBIX JAaHHBIX IIPU UX 00paboTKe B MH(OPMAIIMOHHBIX
CUCTEMAX INEPCOHANBHBIX JAHHBIX», HAa OCHOBAHUM AaKTa IO OMNPEAECICHUIO YPOBHS
3aMIUIIEHHOCTH TEPCOHANBHBIX JTAaHHBIX B MH(POPMAIMOHHOW CHCTEME MEPCOHATBHBIX
naHHBIX Tanmunkoi paloOHHONW TEPPUTOPHATBHON N30MPATEIIbHON KOMUCCHU:

1. YTBepauTs:

1) CocraB wMep 3amuthl uHOpMANUU a1 WHGOPMAIMOHHON CHCTEMBI
nepcoHanbHbIX JaHHbIX «OO0mas HCIIHu» Tanuukoil pailloHHOW TeppUTOPHATBLHON
n3bupatenpHON KoMuccun (mipuiiokerne Ne 1);

2) Tomutuky wHGOPMAIMOHHON O€30MaCHOCTH TMPHU paboTe C MEePCOHATBHBIMU
JaHHbIMA B Tanunkol pailOHHOW TEPPUTOPUATIBLHOW H30UpATENIbHOM KOMHCCUU

(mpunoxenue Ne 2);
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3) HWHcTpykuuioo o TOpsAIKE pPEe3epBHOrO KOMUPOBAHUS M BOCCTAHOBJICHUS
uHpopMalMi B HMHPOPMALMOHHBIX CHCTEMaxX MEPCOHAIbHBIX MJaHHBIX TaauIKON
palloHHON TEPPUTOPHATIBLHON N30UpaTeIbHOW KOMUCCHH (TTpritokeHre Ne 3).

4) UHCTpYyKIMIO O IOpAJIKE YUETa, XpAHEHHSI MAIIMHHBIX HOCUTEJIEH TIEPCOHATBHBIX
JaHHBIX B Tanuukoil pailOHHOM TEpPpUTOPHATIBHOM M30MpATEIbHOM KOMHUCCHUU
(npunosxenue Ne 4).

5) Mopenb yrpo3 ¥ HapyuuTess 0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MPU UX
00paboTke B MH(GOPMAIIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JIaHHBIX TaauIKON palloHHOMN
TEPPUTOPUATILHON N30uparenbHol komuccun (mpusnosxkenue Ne 5).

2. Ilpeacenarento Tanunkoil paloOHHON TEpPpUTOPUATBLHON W30UpaTETbHOU
KOMMCCHUM O3HAKOMHUTH BCEX WICHOB TaauUKOM palOHHOW TEeppUTOPHATIBHOU
n30MpaTesbHON KOMUCCUU C JaHHBIM PACIIOPSKEHUEM T10J] POCITUCH.

3. KOHTpOJ'IB 3d UCITOJITHCHHUCM HACTOAIICTO PACIIOPAKCHUA OCTABJIATIO 34 cOOOM.

[Ipencenarens Tanuukoun
PallOHHOW TEPPUTOPUATBLHOU JI.C. HeynokoeBa
n30upaTenbHON KOMUCCUU



[Tpunoxenue Ne 2
YTBEPX/IEHA
pacIopsKEHUEM IIpeAceaTelIs
Tanuukon pailOHHOW TEPPUTOPUATIBLHON
n30UpaTebHOM KOMUCCUU
ot 09.03.2025 r. Ne 7

[NOJIMTUKA
uH(pOpPMAaIIMOHHON 6€3011acCHOCTH
npu paboTe ¢ MEePCOHATBHBIMU JTAHHBIMU
B Tanuikoil paloHHOU TeppUTOPHATBHON U30MpPATETHHON KOMUCCHH

OITPEAEJEHUA

B HacTosiemM JOKyMEHTE UCTIOIB3YIOTCS CISAYIONINE TEPMUHBI U UX OMPEICIICHHUS.

ABTOMATH3HPOBAHHAS CHCTEMA - CUCTEMa, COCTOSIIAs U3 MepcoHaaa U KOMILIEKca
CpPEACTB aBTOMATH3AIlMM €ro  JICATEIBHOCTH, peanusyrmas HHHOPMAIMOHHYIO
TEXHOJIOTHIO BBIMOJIHEHUS YCTAHOBJICHHBIX (QYHKITUH.

AyTeHTH(UKAIMS OTHPABHTEJsI JAHHBIX - [TOATBEP>KIECHUE TOTO, YTO OTIPABUTEIH
MOJIYYEHHBIX JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be30nacHOCTh MePCOHANbHBIX JAHHBIX - COCTOSHUE 3aAIUIIEHHOCTH MEPCOHAIBHBIX
JAHHBIX, XapaKTEpPU3yeMOe CIOCOOHOCTHIO MOJIb30BaTEICH, TEXHUYECKUX CPEACTB H
MH(GOPMAIIMOHHBIX TEXHOJOTUH o00ecrneunuTh KOH(MUIEHINUATLHOCTh, ILEIOCTHOCTh U
JOCTYITHOCTh MEPCOHANBHBIX JAHHBIX MPU UX 00pabOTKe B MHPOPMAIIMOHHBIX CHCTEMaX
NEPCOHATIBHBIX JaHHBIX.

BuoMeTpuyeckue mMepcoHaJbHbIE TaHHbIE - CBEJICHUSA, KOTOPBIE XapaKTePU3YIOT
¢dusnonIoruyeckne 0COOEHHOCTH YeJIOBeKa M Ha OCHOBE KOTOPHIX MOKHO YCTAaHOBHUTH €T0
JUYHOCTh, BKJIIOYass ¢oTtorpaduu, OTIEUATKH MaJlbIleB, 00pa3 CeTYaTKH TJiasa,
O0COOEHHOCTH CTPOCHHMS TeJla U APYTYIO MOA00HYI0 HHGOPMAIIHIO.

BiokupoBaHue TNEPCOHANBHBIX JAHHBIX - BPEMEHHOE IMpEeKpalleHHe 00padoTKu
MePCOHAIBHBIX JIAHHBIX (32 WUCKIFOYCHUEM CIIydaeB, €Cii 00paboTKa HeoOXoauma I
YTOUHEHUS IEPCOHATBHBIX TAHHBIX).

Bupyc (koMnbIOTEpHBI, MPOrpaMMHBIi) - UCIOJHSAEMbIA MPOTrPAMMHBIN KOJ WJIU
UHTEPIPETUPYEMBI  HabOp VHCTPYKIHM, oOnagaronuit CBOWCTBAaMH HE-
CaHKI[MOHUPOBAHHOI'O  paclpocTpaHeHus U  camoBocmpousBeaeHusi. Co3gaHHbIE
TyOIMKaThl KOMIIBIOTEPHOTO BUpYyCa HE BCET/Ia COBMAAIOT C OPUTHHAIIOM, HO COXPAHSIOT
CIIOCOOHOCTD K JAaIbHEHIIEMY PACIPOCTPAHEHUIO U CAMOBOCHPOU3BEICHUIO.

BpenonocHasi mporpaMma - MporpaMma, NpeAHa3HauYeHHas JJisi OCYIIECTBICHUS
HECAHKIIMOHUPOBAHHOTO JIOCTyNa W (WJU) BO3JIEUCTBUSI HA NMEPCOHAIbHBIC JTAHHBIC WIIU
pecypcbl MHPOPMAITMOHHOM CUCTEMBI IEPCOHATBHBIX JAHHBIX.

BcnomoraresibHble TEXHHYECKHE CPEICTBA H CHCTEMBbI - TEXHUYECKUE CPEACTBA U
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CUCTEMBbI, HE MpeJHa3HAYCHHbIC IS mepenadnd, oO0pabOTKU M XpaHEHUS MEePCOHATbHBIX
JNIAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKHMMHU CPEICTBAMU U CHUCTEMaMH,
MpeAHA3HAYCHHBIMU I O0OpaOOTKM TEPCOHANBHBIX JAHHBIX WA B TOMEIICHUSX, B
KOTOPBIX YCTAHOBJIEHBI HH()OPMAIIMOHHBIE CUCTEMBI IEPCOHAIBHBIX JAHHBIX.

JocTtym B oOnepamuoOHHYKW cpeay KoMmnbiTepa (MHGPOPMALMOHHON CHCTEMBI
NMEePCOHAJILHBIX JTAHHBIX) - MOJIYy4EHHUE BO3MOKHOCTH 3aIlyCKa Ha BBINIOJIHEHUE IITATHBIX
KOMaHJ, (YHKIHUA, MPOUEAYp ONEPAllMOHHONW CHUCTeMbl (YHUUYTOXKECHHS, KOMUPOBAHMUS,
MepeMEILCHHS U T.11.), UCTIOJHAEMBIX (DailJIOB MPUKITIAJAHBIX TPOTPAMM.

Joctyn K wuHpopManum - BO3MOXHOCTh TOJNIydeHUs HHPOpPMAIUU U €€
VCTIOJIb30BAHUS.

3ak/1a/04HOe YCTPOICTBO - DJIEMEHT CpEeJCTBa CheMa HWH(OOpPMAIUM, CKPBITHO
BHEJIpSIEMBIN  (3aKJaJbIBA€MbIi WJM BHOCHUMBIM) B MeCTa BO3MOXHOTO CheMa
uHopManuu (B TOM YHCJIE B OTPaXKJICHHUE, KOHCTPYKIIHUIO, 000pYIOBaHUE, MPEIMETHI
UHTEPHEPA, TPAHCIOPTHBIE CPEACTBA, a TAKXKE B TEXHUYECKUE CPEACTBA U CHUCTEMBI
00paboTku uHGpOpMaITUN).

Bammumiaemasi  undopmamusa -  uUHQoOpManMs,  SBISIONIAACS — TPEAMETOM
COOCTBEHHOCTH M TMOJyIeKalias 3alluTe B COOTBETCTBHHM C TpeOOBaHUSMU IPABOBBIX
JIOKYMEHTOB WA TPEOOBAHUSAMH, YCTAaHABIUBAEMBIMU COOCTBEHHUKOM MH(OpMAIIIH.

Nnentuduxanus - TPUCBOCHUE CYOBEKTaM M 00BEKTaM JIOCTyNa HaACHTU(DHUKATOPA
U (WIM) CpaBHEHHE TMPEIBSABIIEMOTO HJACHTHU(GUKATOpA C TMEpeYyHEM TMPUCBOCHHBIX
UJECHTU(DHUKATOPOB.

NudopmMaTuBHBIH  CHIHAJ -  DJIIEKTPUYECKHE  CHUTHAJBI, aKyCTUYECKHUE,
AJICKTPOMArHUTHBIE W Jpyrue (GU3NYEeCKUe MOJIs, M0 MmapaMeTpaM KOTOPBIX MOXET OBbITh
packpbiTa KoOHGUICHIIMAIbHAs HHpOpMaIus (IIepcoHalIbHBIC JTaHHBIC) 0OpabaTeiBacMas B
WH()OPMAIIMOHHON CHCTEME TIEPCOHAIBHBIX JIAHHBIX.

HNudopManmoHHble TEXHOJOIHMH - TPOIECCH, METOJBI MOMCKa, cOopa, XpaHCHHUS,
00paboTKHU,  TIPEAOCTABJICHHUSA,  PACHpPOCTpaHCHUS  MHGOPMAlMKM U CIIOCOOBI
OCYIIECTBIICHUS TAKUX IIPOLIECCOB U METO/OB.

Nudopmannonnass cucreMa mnepcoHanbHbIX AaHHbIX (MCII/IH) - COBOKYITHOCTH
cojepkamuxcss B 0a3ax JaHHBIX IIEPCOHAIBHBIX JaHHBIX M OOECICUMBAIOIIUX HX
00paboTKy HH()OPMAIIMOHHBIX TEXHOJIOTUH U TEXHUYSCKHUX CPEJICTB.

Hcnonb30BaHue MEePCOHATBbHBIX JAHHBIX - JICHCTBUS (ONEpaIluu) ¢ MePCOHATbHBIMU
JAHHBIMH, COBEPIIAEMbIE OMEPATOPOM B MLEIAX NPUHATHSA PEIUICHUN WA COBEPIICHUS
WHBIX JICHCTBUM, MOPOKIAMOIMIMX FOPUINICCKHE TOCICACTBHS B OTHOIICHUH CyOBEKTa
MIePCOHAIBHBIX JTAHHBIX WM JAPYTHX JIUIl 100 MHBIM 00pa3oM 3aTparuBaloIInX IpaBa U
CB0O0OJIBI CYOBEKTa MEPCOHATBHBIX IAHHBIX WJIW JPYTUX JIMII.

HcTouHHK yrpo3nl 0e3onacHocTH HHPOpMaNUu - CYOBEKT JOCTyIa, MaTepHUaIbHbIN
00BEKT WM (PU3MYECKOE SBIICHHUE, SIBISIONIUECS MPUUYMHON BO3HUKHOBEHUS YTPO3BI
0e301macHOCTH UHPOPMAITUH.

Konrposupyemasi 30Ha - TPOCTPAHCTBO (TeppuUTOpHUs, 3[aHUE, YacTh 3JaHUSA,
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MOMEIIEHNUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIHUpyeMOe NpeObIBaHHME MOCTOPOHHUX
JIUII, @ TAKXKE TPAHCTIOPTHBIX, TEXHUUYECKUX U UHBIX MaTEPUATBHBIX CPEJICTB.

KonduaeHuaabHOCTh MEePCOHATBHBIX JaHHBIX - 00s3aTENbHOE I COOJIOACHUS
OMEepaTopoM WJIM WHBIM TOJYYUBIIUM JIOCTYI K II€PCOHAIBHBIM JaHHBIM JIMIIOM
TpeboBaHUE HE JIOMYCKaTh UX pacrpocTpaHeHue 0e3 corjiacusi CyObeKkTa MepCoOHaIbHBIX
JAHHBIX WY HAJIMYWS UHOTO 3aKOHHOTO OCHOBAHUS.

Me:kceTeBoii 3KpaH - JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKUHMOHAIBHO--
pacripefieieHHOe TMporpaMMHoOe (IporpaMMHO-aIapaTHOE) CPEACTBO  (KOMILIEKC),
peanusyroliee KOHTPOJIb 3a HH(pOpMalUel, MocTynariie B MHPOPMAIIMOHHYIO CUCTEMY
MEePCOHANBHBIX JJAHHBIX U (WJIM) BBIXOSIICH U3 MHPOPMAITMOHHON CUCTEMBI.

Hapyumrenb 6e30MacHOCTH MEePCOHAIBHBIX JaAHHBIX - (DU3UYECKOE JIUIIO, CIIY4alHO
WIM TpeJHAMEPEHHO COBEpIIaIlee JACHCTBUS, CICACTBUEM KOTOPBIX SBIISIETCS
HapylieHre O€30MacCHOCTH TMEPCOHANBHBIX JIaHHBIX MPH HX O0padOTKE TEXHUYECKUMU
cpeacTBaMU B MH(GOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JIAHHBIX.

HeaBTomMaTH3MpoOBaHHAasi 00paGoTKa MEPCOHAJIBHBIX JaHHbIX - 00paboTka
NEPCOHANBHBIX JAHHBIX, COJEPKAIIUXCSI B MH(POPMAIIMOHHOW CHCTEME MEepPCOHATBHBIX
JAHHBIX JIMOO W3BJICYEHHBIX W3 TAaKOW CHCTEMBI, CUHUTAETCS OCYIIECTBIEHHONW 0€e3
UCIIOJIb30BaHUSI  CPEJICTB aBTOMAaTH3aIlMK  (HEaBTOMATHU3MPOBAHHOWM), €CJIM TaKue
JNEUCTBUSL €  TIEPCOHAJBHBIMM  JaHHBIMHU, KaK  HMCIOJb30BaHHE, YTOUYHEHHE,
pacnpocTpaHeHHe, YHUYTOKEHUE IMEePCOHATBHBIX NAaHHBIX B OTHOIIEHHH KaXXJIOro U3
CyOBEKTOB MEPCOHATBHBIX JAaHHBIX, OCYIIECTBIAIOTCS MPU HEMOCPEICTBEHHOM Yy4YacCTHUU
YeJioBeKa.

HenexnapupoBaHHbie BO3MOMKHOCTH - (YHKIIMOHATBHBIE BO3MOXHOCTH CPEJICTB
BBIUMCITUTEILHON TEXHUKH, HE OMHCAHHBIC WM HE COOTBETCTBYIOIIME OMHCAHHBIM B
JTOKYMEHTAIIHH, npu UCIIOJIb30BaHU U KOTOPBIX BO3MOKHO HapylIeHue
KOH(UICHITMATbHOCTH, JOCTYITHOCTH WX IIEJIOCTHOCTH 00pabaTpeiBaeMoi MH(popMaIuy.

HecaHKIIMOHUPOBAHHBIN T0CTYI (HECAHKIMOHMPOBAHHbIC IEHCTBHSA) - JOCTYII
K uHGOpMAIMK WIH JACUCTBUSA ¢ MHPOpMAIUEH, HAPYIIAIONINE PAaBUIa pa3TPaHHUYCHUS
JI0CTyIa C WCIOJIb30BAaHUEM INTATHBIX CPEICTB, MPEAOCTaBISIEMbIX WH(GOPMAIIMOHHBIMU
CUCTEMAMU NEPCOHANBHBIX JAHHBIX.

Hocutens unpopmanun - GU3NYECKOE JIUIO WIM MATEPHAIBHBI OOBEKT, B TOM
guciie (U3NYecKoe MoJie, B KOTOPOM HH(OpMaIdsg HAXOJUT CBOE OTPaXKEHHWE B BUIE
CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUH U MPOILIECCOB, KOIMYECTBEHHBIX
XapaKTEPUCTUK PU3UUECKUX BEIIMUHH.

Ofe3IMYMBaHNe TEPCOHAJBHBIX [JAHHBIX - JICUCTBUS, B pE3yJbTaT€ KOTOPBIX
CTAHOBUTCSI HEBO3MOXHBIM 0€3 HCIOJb30BaHUA JOMOJHUTENbHOW HWH(GOpPMALUU
ONpEeNIeNIUTh MPUHAMJIEKHOCTh MEPCOHAJIBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
MEePCOHATBHBIX JIAHHBIX.

O6padoTka mepPCOHAJNBbHBIX JaHHBIX - JII00Oe JeiicTBue (omepauusi) WA
COBOKYIHOCTb JEWUCTBHIl (omepauuii), COBEpPIIAEMbIX C HCHOJIb30BAaHUEM CPEJICTB
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aBTOMaTH3aluy Wik 0e3 MCTIOIb30BAaHUS TAaKWX CPEJCTB C MEPCOHAIBHBIMHU JaHHBIMH,
BKItouass cOoOp, 3amuch, CHUCTEMAaTH3allMi0, HAKOIUICHWE, XpaHEHHE, YTOYHEHHE
(oOHOBIIEHME, U3MEHEHHUE), U3BJIICUEHUE, UCIIOJIb30BaHUE, Nepenavy (pacnpocTpaHEHUE,
MpeI0CTaBICHUE, JOCTYyM), 00e3IMYMBaHuE, OJOKUPOBAHHUE, YAAJICHHE, YHUUTOXKEHUE
MEPCOHABHBIX JaHHBIX.

OO0ule0CcTyIHbIE MEePCOHAJIbHbIE [aHHbIe - TEPCOHANBHBIE JaHHBIC, JOCTYII
HEOTPAaHWYEHHOTO Kpyra JHIl K KOTOPHIM TMPEAOCTaBICH C COrIacusi CyOBeKTa
MEPCOHABHBIX TaHHBIX MM HA KOTOPHIE B COOTBETCTBUU C (efepalbHBIMU 3aKOHAMH HE
pacmpocTpaHseTcs TpeboBaHue COONIOICHNsT KOHPUICHIIMATFHOCTH.

Omneparop (ImepCOHATBHBIX AaHHBIX) - TOCYIAPCTBEHHBIH OpPraH, MyHHUIIUITAIbHBINA
OpTraH, IOPUINYECKOE WU (PU3NIECKOE JTUII0, CAMOCTOSITEIFHO U COBMECTHO C APYTHMH
JUIIAMH OPTaHU3YIOMIKE U (W) OCYIIECTBISIONME 00pabOTKY MEePCOHATBHBIX TaHHBIX, &
TaKXKe OINpeAeTSIoNINe e 00pabO0TKN MEePCOHATBHBIX JaHHBIX, COCTaB MEPCOHATBHBIX
JaHHBIX, TMOJIeXamux o00paboTke, neicTBus  (omepamuu), COBEpIIAEMBIE  C
NIEPCOHATBLHBIMY JIAHHBIMHU.

Texnuueckne cpeacrBa MHPOPMANMOHHON CHCTEMbI MEPCOHAJBHBIX [aHHBIX -
CpEICTBa BBIYMCIUTEIBHON TEXHWKH, WH()OPMAIIMOHHO-BEIYHCIUTEIBHBIE KOMIUICKCH U
CeTH, CPEJICTBA W CUCTEMBI Tiepenaun, npuema u oopadorku [1/1H (cpencTBa U CUCTEMBI
3BYKO3aIMCH, 3BYKOYCUJICHUS, 3BYKOBOCIIPOU3BEICHNS, IEPErOBOPHBIC U TEJIEBU3MOHHbBIE
YCTPOICTBA, CpEACTBA HW3TOTOBIICHUS, THUPAKUPOBAHUS JIOKYMEHTOB U JIpyrue
TEXHUYECKHE CPeACTBAa 00pabOTKH pedueBoi, rpadyuuecKkou, BUIe0- 1 OyKBeHHOIIM(DpOBOH
uHGOpPMAIIMH), TPOTPAMMHBIE CPEJICTBA (ONEPAIIMOHHBIE CHUCTEMBI, CUCTEMbI YIIPABIICHHUS
0azaMd JTaHHBIX ¥ T.II.), CpPEICTBAa 3allUThl HH(OpMaIUu, NTpPUMEHSIEMbIE B
MH(GOPMAIIMOHHBIX CUCTEMAX.

IlepexBatr (undopmammu) - HEMPABOMEPHOE IMOJy4YeHHE WHGPOPMAIIUU C
UCIIOJIb30BaHUEM TEXHHUYECKOTO CPEJICTBA, OCYIIECTBISIONIET0 OOHApY>KEHUEe, MpUeM U
00paboTKy HH(OOPMATUBHBIX CUTHAJIOB.

IlepconanbHble gaHHbIe - JI00as WHGOPMAIMS, OTHOCAIMIASCA K TPSIMO WU
KOCBEHHO OIpEAEICHHOMY WM ompeenseMoMy (¢Gu3nueckoMy July (CyObeKTy
MEPCOHAIBHBIX JIAHHBIX);

Io6o4HbIe IIEKTPOMATHUTHBIE M3JIYYEHUS] M HABOJAKM - DJICKTPOMATHUTHEIC
U3ITYYCHUS TEXHUYECKUX CPENICTB 00pabOTKH 3amuiaeMoi nHGopMaIii, BOSHUKAIONNE
KaK MOOOYHOE SIBJICHHE M BBI3BAHHBIC DJICKTPUICCKUMH CUTHAJIAMU, JEHCTBYIOMIMMH B UX
ANEKTPUYECKUX WM MATHUTHBIX TIETSIX, a TaKKe DJJIEKTPOMArHUTHBIE HABOJIKH DJTHX
CUTHAJIOB Ha TOKOTIPOBO/ISIIINE TWHUN, KOHCTPYKIIMH U [IETIH MATAHUA.

IMoJUMTHKA «YHCTOr0 CTOJIa» - KOMIUIEKC OpraHW3allMOHHBIX MEPOIPUSTHH,
KOHTPOJUPYIOIMNUX OTCYTCTBUE 3alHCHhIBaHWS Ha OyMaXHbIE HOCHUTEIHM KIIOYEeH W
aTpuOyTOB JIocTyna (mapojei) u XpaHeHus: uX BOJIU3H 00BEKTOB J0CTYIIA.

IMoab30BaTe/ b UH(POPMALMOHHONH CHCTEMbI MEPCOHAIBHBIX JAHHBIX - JIHIIO,
ydacTBymImee B (DYHKIIMOHHPOBAHWN HWH(POPMAIMOHHON CHUCTEMBI TEPCOHATBHBIX
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JAHHBIX WIHA UCTIOIB3YIOLIEE PE3YJIbTAThI €€ (YHKIMOHUPOBAHUS.

IIpaBuia pasrpaHu4eHusi J0CTYNAa - COBOKYIIHOCTH IIPAaBHJI, PETJIAMEHTHUPYIOLIUX
mpaBa JA0CTyna CyObeKTOB JOCTyla K 00bEeKTaM J0CTyma.

IporpammHasi 3akjajgka - KOJ MPOrpaMMbl, MPEAHAMEPEHHO BHECEHHBIA B
IporpaMMy ¢ ULEJIbI0 OCYIIECTBUTh YTEUYKY, H3MEHHUTb, OJOKHUPOBATb, YHUUYTOXHTh
HHOPMAIMI0 WM YHUYTOXKUTH M MOIUM(UIMPOBATH MNPOrpaMMHOE oOOecreyeHue
MH(OPMAIIMOHHON CUCTEMbl MEPCOHAIBHBIX JaHHBIX U (WIM) OJOKUPOBATH ammapaTHbIE

CpEACTBa.
IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKOe) BO3/eiicTBUE -
HECAHKIIMOHUPOBAHHOE BO3/ICHCTBUE Ha pecypcebl ABTOMATHU3UPOBAHHOM

UH()OPMAIIMOHHOW CHUCTEMBI, OCYIIECTBISIEMOE C HCIIOJIb30BAaHUEM BPEIOHOCHBIX
POTPaAMM.

PackpbiTHEe NEPCOHATBHBIX JAHHBIX - YMBIIIJICHHOE WM CIy4ailHOE HapylIeHUE
KOH(UACHITMATBHOCTH TIEPCOHATBHBIX TaHHBIX.

PacnipocTpaHeHHe TIEPCOHAJIBHBIX JAHHBIX - JICHCTBUS, HAmNpaBJICHHbIE Ha
PaCKpBITHE NTEPCOHAIBHBIX TaHHBIX HEOMPEICIICHHOMY KPYTY JIUII.

Pecypc uHpOpMANMOHHOW CcHCTEeMBbl - HMEHOBAHHBIA SJIEMEHT CHCTEMHOTO,
NPUKJIATHOTO WJIM alapaTHOro obecredeHus (QYHKIIMOHUPOBAHUS WH(POPMAIIMOHHON
CUCTEMBI.

CrnenuajbHble KATeropuu MEePCOHATBHBIX JAaHHBIX - [IEPCOHAJIBHBIE JaHHBIE,
Kacarouecs pacoBOM, HAUMOHAIBHOM MPUHAIJIEKHOCTH, IOJIUTHYECKUX B3IJISAOB,
PENUTUO3HBIX UK GUI0COPCKUX yOexKACHUM, COCTOSHUS 3I0POBbSl U MHTUMHOM KU3HU
CyOBEKTa MEePCOHANBHBIX TAHHBIX.

CpencTBa BBIYHCJIUTENbHOH TEeXHUKH - COBOKYINHOCTh HPOrPaAMMHBIX U TE€X-
HUYECKHX DJIEMEHTOB CHCTeM OOpaOOTKM JaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEIbHO WM B COCTaBE APYTUX CUCTEM.

Cyobekt goctyma (cy0beKT) - JIMIO WIM TMPOLECC, JCUCTBUSA KOTOPOrO
pErIaMEHTUPYIOTCS MPAaBUIIAMU PA3rpAHUUYEHUS TOCTYTIA.

Texuuveckuii KaHay yreuku HHGOPMANUHU - COBOKYITHOCTh HOCUTEINS MHGOpMAITIH
(cpenctBa 06paboOTKH), PU3NUECKON Cpebl pacIpOCTpaHeHUsI HHHOPMATUBHOT'O CUTHAJIA
U CPENICTB, KOTOPBIMU JOOBIBACTCS 3almuiaemMasi nHbopmarus.

TpaHcrpaHH4YHAsi Nepedaya NEePCOHAIBHBIX JAaHHBIX - Tepefadya MEePCOHAIbHBIX
JaHHBIX onepaTopoM uepes ['ocynapcTBeHHyro rpanuny Poccuiickoint denepannn oprany
BJIACTH HWHOCTPAHHOTO TOCYIapCTBa, (PU3NYECKOMY WM IOPUIUIECKOMY  JIHILY
MHOCTPAHHOTO rOCyAapCTBa.

¥Yrpo3sl 0e30MacHOCTH MEPCOHANBHBIX [JAaHHBIX - COBOKYIHOCTb YCIOBUH H
(aKkTOpOB, CO3MAIOIINX OMACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM YHCIIE CIy4ailHOTO,
JOCTyIa K NEPCOHAIIBHBIM JAHHBIM, PE3YJIbTATOM KOTOPOTO MOXET CTaTh YHUUYTOXKECHHUE,
M3MEHEHHEe, OJIOKMPOBaHUE, KOMUPOBAHUE, PACIPOCTPAHEHUE NMEPCOHANBHBIX JAaHHBIX, a
TaK)K€ MHBIX HECAHKIMOHHWPOBAHHBIX JEUCTBUH MpU X 00paboTKe B MHPOPMAIMOHHON



CUCTEME NMEPCOHAIBHBIX TAHHBIX.

YHUYTOKEHHE TMEePCOHAIBHBIX [JaHHBIX - JCHUCTBHsA, B pe3yJIbTaTe KOTOPBIX
CTAHOBUTCSI HEBO3MOXKHBIM BOCCTAHOBHUTBH COJEpKAHUE NEPCOHAIBHBIX JaHHBIX B
MH(OPMAIIMOHHONW CHUCTEME NEPCOHAIBHBIX AAHHBIX U (WIM) B PE3yJdbTaTe KOTOPBIX
YHUUTOKAIOTCS MATEPUAIIBHBIE HOCUTEIN MTEPCOHAIIBHBIX TaHHBIX.

Yreuka (3amumaeMoil) wuHpopMauMH N0 TEXHUYECKHM KaHajJIaM -
HEKOHTPOJIUPYEMOE PaCIpOCTPAHEHNE MH(OPMALIMK OT HOCUTENS 3alMIaeMOl HHPOp-
Maluu 4Yepe3 (PU3MUECKYI0 Cpely A0 TEXHHYECKOTO CpEeICTBa, OCYLIECTBIISIOLIETO
nepexsar uHpopmaIuu.

Ys3BUMOCTB - CITA00CTh B CPEJICTBAX 3AIUTHI, KOTOPYIO MOXKHO MCIOJIb30BATH IS
HapyILIEHUS] CUCTEMBI MJIM COJIepXkKallleiics B Hell HHpopMalnu.

HenocTHocTh MHpOpPMAaMU - CIIOCOOHOCTh CPEJACTBA BBIYMCIUTEIBHON TEXHHUKH
WIM aBTOMAaTU3UPOBAHHOM CHUCTEMbl oOOecneyrBaTh HEU3MEHHOCTh WHGOpMAalUu B
YCIOBUSAX CIYYailHOTO W/WIIH MPeAHAMEPEHHOTO UCKaXEHUS (pa3pyIIeHHs ).



OBO3HAYEHUSA U COKPALLIEHU A

ABC - aHTHBUpPYCHBIE CpEICTBA

APM - aBromaTu3znpoBaHHOE pabouee MeCTo

BTCC - BcrmomorarenbHble TEXHUUECKUE CPECTBA U CUCTEMBI
UCIIn - nHbOpMallMOHHAS] CUCTEMA MEPCOHATBLHBIX JIAHHBIX
K3 - koHTpOonupyemas 30Ha

JIBC - nnokasnbHasi BBIYUCIUTEIBHAS CETh

MD - MexKceTeBOM PKpaH

HC/I- HecaHKIIMOHMPOBAHHBIN AOCTYII

OC - onepanuoHHasi cUCTEMA

[1/IH - mepcoHanbHBIE JaHHBIE

IIMB - nporpaMMHO-MaTeMaTHYECKOE BO3AECUCTBUE

10 - nporpamMmmHOe obecrieueHue

[I9MUH - no6ouyHbIe 3TEKTPOMATrHUTHBIE U3TYUYEHHUS U HABOJKU
CA3 - cucreMa aHann3a 3alUIICHHOCTH

C3U - cpeactra 3amuThl HHGOPMAIUN

C3I1dH - cucreMa (oJicuCTEMa) 3alUThI TEPCOHATBHBIX TAHHBIX
COB - cucrema oOHapyKeHUSI BTOPKEHUM

TKVYU - TexHuueckue KaHaibl yTeUKu HHGOpPMAIUU

YBIT[IH - yrpo3sl 6€301acHOCTH IEPCOHATBHBIX IAHHBIX
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BBEJIEHUE

Hacrtosimas Iloautuka wuHOpmanumoHHOM  Oe30macHOCTH mpu  padbore cC
MEPCOHATBHBIMU JaHHBIMM B TajauIKON pallOHHON TEeppUTOPHATIBHON H30HMpaTEIbHOU
komuccuu (nanee - [lomutuka) siBiseTcst opUIUATBHBIM JTOKYMEHTOM.

[lonutuka pa3paboTaHa B COOTBETCTBUU C TPEOOBAHUSAMHU, YCTAHOBICHHBIMU:

@®enepanbHpiM  3akoHOM oT 27.07.2006 Ne 149-®3 «OO0 wuHdopmanuwy,
MH(OPMAIMOHHBIX TEXHOJIOTUSX U O 3aIUTE UHPOPMALIHI;

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 152-®3 «O nepcoHanbHBIX JAHHBIX);

noctanoBieHueM [IpaButensctBa Poccniickoit @enepanuum ot 01.11.2012 Ne 1119
«O0 yTBepkIeHHH TpeOOBAaHUU K 3alllUTE MEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKEe B
MH(GOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX);

noctanoBiieHueM IIpaButensctBa Poccuiickoit @enepanun ot 15.09.2008 Ne 687
«O0 yTBEepXKIEHUU TOJOKEHUI 00 OCOOEHHOCTSIX O0paOOTKH MEPCOHANBHBIX JaHHBIX,
OCYIIECTBIISIEMO 0€3 HCIOIb30BaHUS CPEACTB aBTOMATH3ALIUN;

noctanoBieHueM IIpaBurensctBa Poccuiickoit ®enepaunn ot 21.03.2012 Ne 211
«O0 yTBEpXKIEHUU TIEpPEUYHSI MEp, HAMPaBICHHBIX Ha OO0ECreYeHUue BBIMOTHEHUS
o0s3aHHOCTEH, MpeaycMOTpeHHbIX DeepanbHbiM 3aKOHOM «O MEepCOHATBHBIX JAHHBIX)
Y MIPUHATBIMUA B COOTBETCTBUM C HUM HOPMATHBHBIMU IPABOBBIMHU aKTAMH, OTIEPATOPAMH,
SABJISIIOLLIMHUCS TOCYJaPCTBEHHBIMHM WJIM MYHULIUMIIAJIbHBIMA OpTaHaMU»;

npukazom ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yrBepxkaenuun CocTtaBa H
coJlep KaHMsl OpPraHU3alMOHHBIX W TEXHHUYECKHUX Mep MO OOeCleyeHUI0 0e30MacHOCTH
NEePCOHANBHBIX JIAHHBIX TMPU KX 00paboTke B HWHOOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JAHHBIX,

npukazom ®CBb Poccum ot 10.07.2014 Neo 378 «OO0 yTBep)KIEeHUU COCTaBa M
CoJlep KaHMsl OpPraHU3alMOHHBIX W TEXHHUYECKHUX MEp MO OOeCleyYeHUI0 0e30MacHOCTH
NEePCOHANBHBIX JIAHHBIX TMPU KX 00paboTke B HWHOOPMAIMOHHBIX CHCTEMax
MEPCOHANBHBIX JaHHBIX C HCIOIB30BAHUEM CPEACTB KPHUMTOTPAPUUECKON 3alIUThI
uHdopmary, HEOOXONMMBIX IS BBIMIOJHEHUS YCTAaHOBJICHHBIX [IpaBUTETHCTBOM
Poccuiickoit denepanuu TpeOOBaHMI K 3alIUTE MEPCOHATBHBIX JAHHBIX JIJIT KaKIOTO U3
YPOBHEH 3aIUIIIEHHOCTHY;

MeTronuueckuMu PEKOMEHAANMSIMU TI0  pa3paboTKe HOPMATHUBHBIX IPABOBBIX
aKTOB, ONPEIEISIONIUX YIPO3bl 0€30MaCHOCTH MEPCOHAJIBHBIX JAHHBIX, aKTyaJlbHbIE MPU
00paboTKe TMEepPCOHANBHBIX JaHHBIX B WH(GOPMAIMOHHBIX CHCTEMax TMEePCOHATBHBIX
JAHHBIX, OJKCIUIyaTUPYEMBIX IPU  OCYIIECTBIEHHMH  COOTBETCTBYIOIIMX  BHJOB
NEeATEeNbHOCTH, yTBepkAeHHbIMU pykoBoacTBoM 8 Llentpa ®CBb Poccun 31.03.2015 Ne
149/7/2/6-432.

B Ilonutuke onpenenensl TpeOoBanusi Kk mnepconany HWCII[IH, creneHb
OTBETCTBEHHOCTH INIE€PCOHAjNa, CTPYKTypa U HEOOXOAUMBIM ypOBEHb 3alIUILEHHOCTH,
CTaTyC W JOJDKHOCTHbIE OOSI3aHHOCTH COTPYJHHMKOB, OTBETCTBEHHBIX 3a OOECHEedYeHHE
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6e3onacHocTu nepcoHanbHbIX HaHHbIX B UCII/IH Tanuukoi paloHHON TeppUTOpPUAIBHON
n3buparenbHol komuccuu (nainee — Komuccus).

1. O01ue moJ10KeHuA

Lenwsto Hactosmier IlomuTmkm sBIIETCS oOCcleUeHHE OC30IMaCHOCTH OOBEKTOB
3amuThl KoMuccuun oT BCeX BHJIOB YIpO3, BHEHIHUX M BHYTPEHHHUX, YMBIIUICHHBIX U
HEMpEeTHAMEPCHHBIX, MHHUMU3AIMs yilepOa OT BO3MOXHOW peanu3aluu  yrpo3
6ezonacnoctu [1/1n (YBIIdH).

be3onacHOCTh MEPCOHANBHBIX  JAHHBIX JOCTUTAeTCS MYTEM  HUCKJIIOUYCHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIYyYallHOTO, JHOCTYIA K NEPCOHAJIbHBIM JAHHbBIM,
pe3yJabTaTOM KOTOPOTO MOXKET CTaTh YHUUYTOXXEHUE, W3MEHEHHE, OJOKHPOBAHUE,
KOMMPOBAHUE,  PACIPOCTPAHCHUE  MEPCOHANBHBIX  JIAHHBIX, a  TaKXe  HMHBIX
HECAHKIIMOHUPOBAHHBIX JICHCTBUH.

Nudopmanuss u cBs3aHHBIE C HEW PECYpPChl JOJDKHBI OBITH JOCTYIHBI JIS
aBTOPM3OBAHHBIX  TOJb30Bareneil.  JIoKHO ~ OCYHIECTBISTBCS ~ CBOEBPEMEHHOE
oOHapysxeHue u pearupoBanue Ha Y BII/IH.

JIOJDKHO OCYHIECTBIISITHCSL MPENOTBPAIICHUE MPEIHAMEPEHHBIX WIM CIy4alHBIX,
YACTUYHBIX WM TOJHBIX HECAHKIIMOHUPOBAHHBIX MOAUGMUKAIUA WU YHHUYTOKCHHS
JAHHBIX.

CoctaB 00BEKTOB 3amUTHl TpeactaBieH B «llepedyHe mnepcOHANbHBIX [TaHHBIX,
oOpabaTrbiBaeMbIX B TamuIKoi palOHHON TeppUTOPHATBLHON H30MPATEIbHON KOMUCCUU B
CBSI3M C peaiu3alueil ciy>keOHbIX (TpPYIOBbIX) OTHOLIECHUH, a TaKXKe OCYIIECTBICHUEM
rOCY/IapCTBEHHBIX (PYHKITUN».

Cocras UCII[ln  momnexamux  3ammure, npexactaBieH B «llepeune
WHOOPMAIIMOHHBIX  CHUCTEM  IMEePCOHANBHBIX JaHHBIX B  Tamuikod  palloHHOMN
TEPPUTOPUATIBHON M30MPATEIIHHON KOMUCCHI.

2. O0J1acTh AelicTBUA

TpeGoBanusi Hacrosimeil [lonmuTUKM pacTpOCTPaHSIOTCS Ha BCEX COTPYIHUKOB
Komuccun (mrTaTHbIX, BPEMEHHBIX, paOOTAIONIUX MO KOHTPAKTy M T.M.), a TaKKe BCEX
MPOYUX JUL (OAPAIUYUKH, AyTUTOPHI U T.I1.).

3. Cucrema 3aIIMThI NEPCOHAJIBHBIX JAHHBIX

O6ecrnieueHne 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX TOCTUTAETCS, B YACTHOCTH:

OTIpEJICIICHHEM yTPo3 0€30MacHOCTH MEePCOHATBHBIX JAHHBIX MPU UX 00pabOTKe B
WH()OPMAITMOHHBIX CHCTEMAaX MEePCOHATBHBIX JTAHHBIX;

MPUMEHEHUEM OpPraHU3alMOHHBIX M TEXHUYECKUX Mep IO OOECleUeHHIO
0€30MacHOCTH MEPCOHANIBHBIX JIAHHBIX MPU UX 00pab0TKe B MHGOPMAIMOHHBIX CUCTEMAX
MEPCOHAIBHBIX JAHHBIX, HEOOXOJUMBIX [IJIi BBINOJHEHHS TpeOOBaHUI K 3alluTe
MEPCOHAIBHBIX  JAHHBIX, HCIOJHEHHE KOTOPBhIX OOECHeuYrBaeT yCTAHOBJIEHHBIE
[IpaButensctBOM Poccuiickoir ®exnepauur ypOBHH 3aIIMIIEHHOCTH MEPCOHAIBHBIX
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JTAHHBIX;

MPUMEHECHUEM TNPOIICAIINX B YCTAaHOBJIECHHOM TMOPAAKE MPOUEAYPY OLEHKHU
COOTBETCTBHUSI CPEJICTB 3aIUTHI HH()OPMALINH;

olleHKOM A()P(PEeKTUBHOCTU NMPUHUMAEMBIX MEp IO OOECIEeUeHHIO0 0e30MacHOCTH
MEepPCOHAIBHBIX JIAHHBIX JI0 BBOJIa B JKCIUTyaTaluio HWHGOPMAIMOHHON CHUCTEMBbI
MePCOHATBHBIX JIAHHBIX;

Y4E€TOM MAIIIMHHBIX HOCUTEJIEH NEPCOHATIbHBIX IAHHBIX;

oOHapyxeHrueM (DaKTOB HECAHKIIMOHMPOBAHHOTO JOCTyNa K TMEPCOHAIBHBIM
JAHHBIM W TIPUHATUEM MEp, B TOM YHCIIE MEpP MO OOHAPYXKEHUIO, MPEAYIPEKICHUIO U
JUKBUJAIMA TIOCJICICTBUH KOMIIBIOTEPHBIX aTak Ha HWH(POPMAIIMOHHBIE CHUCTEMBbI
NEePCOHANBHBIX JJAHHBIX U TI0 PEarupoBaHUI0 HA KOMITBIOTEPHbIEC UHIIUICHTHI B HUX;

BOCCTAHOBJICHUEM  TIEPCOHAJBHBIX  JIAHHBIX,  MOJAU(DUIIMPOBAHHBIX WU
YHUUYTOXEHHBIX BCJIEJACTBUE HECAHKIIMOHUPOBAHHOTO IOCTYMA K HUM;

YCTAaHOBJICHUEM MPAaBWJI JOCTYyNa K MEPCOHAIBHBIM JaHHBIM, 00pa0aThiBaéMbIM B
WHOOPMAIIMOHHOW CUCTEME TIEPCOHAIBHBIX JIAHHBIX, a TaKke oOecreuyeHueM
perucTpalii U y4yeTa BCEX JIEMCTBUM, COBEPIIAEMBIX C MEPCOHAIBHBIMU JTAHHBIMU B
UH()OPMAIIMOHHON CHCTEME TIePCOHATBHBIX TaHHBIX;

KOHTPOJIEM 3a TPUHUMAeMbIMH MeEpaMu 1O 0O0eCHeYeHUI0 Oe30MacHOCTH
NEPCOHATBHBIX JIaHHBIX W YPOBHA 3allMIIEHHOCTH WH(GOPMAIIMOHHBIX CHUCTEM
NEPCOHAIBHBIX JAHHBIX.

Cucrema 3amuthl nepcoHadbHbIX AaHHBIX (C3I1IH), cTpouTcs Ha OCHOBaHUU:

AKTa BHYTPEHHETO KOHTPOJISI COOTBETCTBUSI 00paOOTKHN MEePCOHATBHBIX JaHHBIX.

[lepeunss mepcoHanbHBIX JaHHBIX, 00pabdaThiBaeMbIX B TanuWIKOW paloOHHOMN
TEPPUTOPUATIBHON HM30UpaTeIbHOH KOMHCCHM B CBS3M C peald3alliei CIIy»KeOHBIX
(TpyIOBBIX) OTHOIIIEHUH, a TAKKE OCYIIECTBICHHUEM T'OCYIapCTBEHHBIX (DYHKITHIA;

AxTOB KITaccupuKanuy HHOOPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JTAHHBIX;

Mopaenu yrpo3 6€30MacHOCTH EPCOHATBHBIX JaHHBIX;

Martpuiipl TOCTyIa MOJb30BaTENEH K 3alUIaeMbIM WH()OPMAIIMOHHBIM pecypcam
NCIIdx;

PykoBonsimux nokymentoB ®CTIOK Poccun u @Ch Poccun.

Ha ocHoBaHMM »3THX JOKYMEHTOB OIpPEAENSIeTCS HEOOXOAUMBIA YpPOBEHb
samuienHoct [1/In kaxgoit UCIT[In Komuccuu. Ha ocHoBaHMU aHann3a akTyalbHbBIX
yrpo3 ©Oe3onacHoctu II/[H omucanHoro B Mojenu yrpos, AenaeTcsi 3aKiIOYEHHE O
HEOOXOIMMOCTH  WCIIOJIb30BAHUS ~ TEXHUYECKUX  CPEJACTB W  OPraHW3alUOHHBIX
Meponpusatuii s obecmneuenus OeszonmacHoctr [I/lH. BriOpanHbie HEOOXOAUMBIE
Mepornpusatus orpaxatorcsi B «CoctaBe Mep 3amuThl WHOOPMAIIMOHHBIX CHUCTEM
MEPCOHATBHBIX TAHHBIX.

Hnsa UCIIIH pomkeH OBITh COCTABJICH CHHCOK MCIOIB3yEMbIX TEXHUYECKUX
cpeacTB 3amuThl (majgee - CHOUCOK), a Tak e MPOrpaMMHOTO OOeCledeHHUs,
yuacTBytoiero B 0opadotke I1/1H, Ha Bcex anementax UCITH:
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APM nonw3oBaTenei;

CepBepa npUIIOKEHUH;

CYB/;

I'panuust JIBC;

KananoB mnepemaun B ceTu oOmIEro MOdb30BaHUS W (WIM) MEXIYHApPOJIHOTO
oOMeHa, ecnu o HuUM niepepatorcs [1/1H.

B 3aBucumocTu ot ypoBHs 3amumieHHoctd UCIIH u aktyansHbIx yrpo3, C3I11x
MOKET BKJIFOYATh CIECAYIONIME TEXHUYECKUE CPEJICTBA!

AHTUBHUPYCHBIE CPECTBA JJIsl pabOUMX CTaHIIUN MMOJb30BaTEIEH U CEPBEPOB;

CpEeICTBa MEKCETEBOI0 IKPAHUPOBAHMS;

cpeacTBa Kpunrorpadudeckoi 3anuThl HHGOPMAIIUU NPU TIepeade 3aiuiaeMou
uH(OpMaIIMK 0 KaHAJIaM CBSI3H.

Tak ke B CNHMCOK JTOJKHBI OBITh BKIIFOUEHBI (DYHKIIMU 3aIUTHI, 00ECIIEYnBAEMbIC
MTaTHBIMK ~ cpeacTBamMu  oOpabotrku II/ln  omeparmonubiMu  cuctemamu  (OC),
npukiaaHeiM IO U crnenuanbHBIMU KOMILJIEKCAMH, PEATU3YIONIMMHU CPEACTBA 3aIIMTHI.
Cnucok (hyHKITUH 3aIUThl MOYKET BKJIIOUYATh:

yIpaBJICHUE U pa3rpaHUUYEHUE JOCTYMa MOJIb30BaATEIICH;

PETHCTPAIMIO U YUET NEeUCTBUM ¢ HH(pOpMaIue;

oOecrieueHue 1eJIOCTHOCTH JIaHHBIX;

oOHapy>KeHHE BTOPXKEHHI.

Coucok HWCNONB3yeMBIX TEXHUYECKUX CpeAcTB  oTpaxaercs B  «llimane
MEPOIPUSATUN O  OOECMEYEHUI0 3allUThl  MEePCOHANBHBIX  JaHHBbIX». CHHCOK
UCIIOJIB3YEMBIX CPEICTB JOJDKEH MOJJEPKUBATHCS B aKTyalbHOM cocTosiHuu. [lpu
U3MEHEHUN COCTaBa TEXHUYECKUX CpeacTB 3amutbl wuiau diementoB  HCII/IH
COOTBETCTBYIOIIIME HW3MEHEHUSI JOJKHBI ObITh BHECEHbI B CHHUCOK W YTBEPKICHBI
npeacenarenem  M30uparensHolt koMuccuu CBEpJIOBCKON 00JaCTH WM JIUIIOM,
OTBETCTBEHHBIM 3a oOecrieueHue 3amuThl T1/1H.

4. TpeooBanus k noacucremam C3IIAn

C3I11n BKIIOYAET B C€0S CIEMYIONINE TIOICUCTEMBI:

YIIPaBIICHUS TOCTYIIOM, PETUCTPALIUU U YUETa;

oOecrieueHust 1ET0CTHOCTH U IOCTYITHOCTH;

AHTUBUPYCHOM 3alUTHI;

MEXKCETEBOI0 SKPAHUPOBAHUS;

aHaJIN3a 3alMIIECHHOCTH;

oOHapy>KEHUS BTOPKCHUI;

KpunrorpaduuecKkoi 3auThI.

[Moacuctembr C3I1IH UMEIOT pa3nuyHbIM (QYHKIMOHAT B 3aBUCHUMOCTH OT Kjacca
NCIIdH, omnpeneneHHOro B «AKTe KiaccuUKauuv HHPOPMAITMOHHON CHCTEMBI
NepcoHaNbHbIX AaHHBIX». Crucok cooTBeTrcTBUsl GyHKumMi noacucrem C3II[Jn knaccy
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3AIIMILEHHOCTH IPEICTABIECH B TEXHUYECKOM 3aJaHUM 10 CO3JaHHUI0 CUCTEMBI 3aIlUTHI
uH(popMauu HTHPOPMALIMOHHON CUCTEMBI IEPCOHAIBHBIX TAHHBIX.

[loacuctema ynpaBieHUS JOCTYOOM, PETUCTPALIMU U yYeTa

Ilogcucrema ympaBieHUs OOCTYNOM, PETUCTPALMM M y4yeTa NpeIHA3HAYeHa IS
peanu3aium CiIeaymmux QyHKIuii:

UIACHTU(PUKALMK U TMPOBEPKH MOJIMHHOCTA CYOBEKTOB JOCTyNa IpHU BXOJAE B
NCII/H;

UJACHTU(PUKALUYA TEPMUHAJIOB, y3JI0B CETH, KAHAJIOB CBSI3U, BHEIIHUX YCTPOUCTB MO
JIOTUYECKUM HUMEHAM;

UACHTU(PUKALUKU MPOTpaMM, TOMOB, KaTajloros, (ailyios, 3amnuceil, mosieil 3amucei
10 UMEHaM;

peructpaiuu Bxojaa (BbIXxoja) CyObeKTOB JOCTyMa B CUCTEMY (K3 CHUCTEMBI), TUOO
PErUCTpaIy 3arpy3Ku U MHULHAIA3ALUH ONIEPALlMOHHON CUCTEMBI U €€ OCTaHOBA.

pPEruCTpaluu TMOMBITOK JOCTYIAa MPOTPAMMHBIX CPEACTB (IIPOrpaMm, MPOLECCOB,
3a/1ay, 3aJJaHui) K 3aluiiaeMbiM Qaiinam;

pPErucTpaluy MOMNBITOK JI0CTyNa MPOTrPaMMHBIX CPEICTB K TEPMHUHAJIAM, KaHaiam
CBsI3M, POTpaMMaM, TOMaM, Katajioram, ¢aiinam, 3arucsam, MoJisM 3arucen.

[loncucrema ympaBiaeHUST JOCTYIIOM MOXET OBITh peaii30BaHa C MOMOIIBIO
MTaTHBIX cpeacTB o0paboTku [1/IH (omeparmonHbIX cucteMm, npuioxennii u CYBJ]). Tak
KE MOXKET OBITb BHEAPEHO CIIEIMAIbHOE TEXHUYECKOE CPEICTBO WIM HX KOMIUIEKC,
OCYIIECTBIISIIOIIME  JOMOJHUTENbHBIE MEpbhl MO AayTeHTU(UKAIMU U  KOHTPOJIIO.
Hanpumep, mnpuMeHeHHE €AUHBIX XPAHWIUI] YYETHBIX 3alHCeil MOJIb30BaTele U
pPETHCTPAIMOHHON MH(OpPMAIIUU, WCIOJNH30BAHUE OMOMETPUUYECKUX W TEXHHUYECKUX (C
TIOMOIIBIO AJIEKTPOHHBIX MPOMYCKOB) MEP ayTEHTU(DHUKAIIMH U IPYTUX.

HOI{CI/ICTeMa obecreueHus HNEJIOCTHOCTH U JOCTVYITHOCTH

[loncucrema obecredeHUsT MEIOCTHOCTH W JOCTYIMHOCTH TpeIHAa3HAuYeHa st
oOecrieueHus 1EI0CTHOCTH U NOoCTynmHOCTH [1J[H, mporpaMMHBIX M ammapaTHBIX CPEICTB
NCIIIn Komwuccuu, a Tak € CpPEACTB 3aIIMUTHI, NPU CIy4allHON WIM HaMEpEeHHOMN
MOIU(HUKAITHH.

[Toncucrema peanusyeTcss C IMOMOIIBIO OPTraHU3AlUWKA PE3EPBHOIO KOMUPOBAHUS
o0pabaThIBaeMbIX JIAHHBIX, a TaK K€ Pe3epBUPOBaHHEM KIt04ueBbIX anemeHToB UCII/IH.

TloncucreMa aHTUBUPYCHOM 3aIIIUTEI

[logcuctemMa  aHTUBHPYCHOM  3alIUThl  MpeJHa3HAYeHa i1 OOeCleYeHHs
aHTUBUPYCHOM 3amuThl cepBepoB U1 APM nons3zoBateneit UCIT[In Komuccum.
CpenctBa aHTUBUPYCHOM 3alIMTHI MPEIHA3HAYEHBI ISl peaIu3aluu CIEAYIONINX
G yHKIHN:
PE3UACHTHBIM aHTUBUPYCHBI MOHUTOPHHT;
AHTUBUPYCHOE CKAHHPOBAHUE;
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CKpUNT-0JIOKMPOBAHHUE;
LEHTPAIM30BAHHOW/YJaIEeHHONW YCTaHOBKU/IEUHCTAJUISILIMM aHTUBUPYCHOTO
IpOAYKTa, HACTPOMKHU, aIMHUHUCTPUPOBAHUA, IIPOCMOTPA OTYETOB U
CTaTUCTHYECKOW MH(OpMaAU 10 padoTe MPOAYKTA;
aBTOMAaTU3WPOBAHHOTO OOHOBJIEHUS aHTUBUPYCHBIX 0a3;
OTPaHUYCHUs I[paB II0Jb30BATEIA HAa OCTAaHOBKY HCIIOJHAEMBIX 3a7ad M
U3MEHEHMsI HACTPOEK aHTUBUPYCHOTO MPOTPAMMHOI0 00EeCTIeUeHHUS;
ABTOMAaTHUYECKOTO 3amycka HEIIOCPEICTBEHHO rocje 3arpy3Ku
OIEPALMOHHON CUCTEMBI.

IToncucrema peanmusyercss IyTeM BHEAPEHUS CIELMAIBHOIO aHTUBUPYCHOI'O

nporpamMMmHoro oobecneuenust Ha Bce 3neMenTsl UCII/IH.

IoacucTema MEXKCETEBOr0 SKpAaHUPOBAHUS

[loncucrema MeXCETEBOTO SKpaHUPOBAHUSA TMpeIHAa3HAUYCHA Ui pealn3aluu
cleayromux GyHKImii:

bunbTpauu OTKPHITOTO U 3amudpoBaHHOro (3aKkpeiToro) IP- tpaduka;

¢dbuKcany BO BHYTPEHHHUX JKypHajax HMH(OpMaIMH O MPOXOJAIIEM OTKPBITOM H
3akpbiToM [P-Tpaduke;

UACHTU(PUKALUA U ayTeHTU(UKAIUU aAMUHUCTpATOpa MEXKCETEBOro 3KpaHa Mpu
€ro JIOKaJIbHBIX 3alpocax Ha JOCTYII;

perucTpanuu Bxoga (BbIXOJla) aIMHHHCTPATOpa MEXKCETEBOTO SKpaHa B CHCTEMY
(13 cuctemsl) MO0 3arpy3Ky U UHUIIMATU3AIUNA CUCTEMBI U €€ IIPOTPAaMMHOT'O OCTaHOBA;

KOHTPOJIS IIEJIOCTHOCTH CBOEH MpOrpaMMHON U MHGOPMAIIMOHHOM YacTu;

GuabTpallui MAKEeTOB CIIY>KEOHBIX MPOTOKOJIOB, CIYXAIIMX JJIS JUATHOCTUKHA U
yIpaBjeHUs pabOTOM CETEBBIX YCTPOMUCTB;

(GuIbTpalUK ¢ YYETOM BXOJIHOTO M BBIXOJHOTO CETEBOr0 MHTepdeiica Kak cpescTBa
IPOBEPKU MOJIMHHOCTH CETEBBIX a/IPECOB;

PErUCTpAIMU U yYeTa 3alpalliBaeMbIX CEPBUCOB MPUKIATHOTO YPOBHS;

OJIOKUpOBaHUS JOCTyNna HEWJACHTHPUIIMPOBAHHOTO OOBEKTa WIH CyOBeKTa,
MOMJIMHHOCTh KOTOPOTO TIPW  ayTeHTU(PUKAIMK HE MOATBEPAWUTIACh, METOJIAMH,
YCTOMYHMBBIMU K MIEPEXBATY;

KOHTPOJIS 32 CETEBOM aKTUBHOCTHIO IPHIIOKECHHUN 1 OOHAPYKEHUS CETEBBIX aTakK.

[Topcucrema peanusyeTcs BHEAPEHUEM IPOrPaMMHO-ANIAPATHBIX KOMILIEKCOB
MEKCETEeBOro dKpaHupoBanus Ha rpanuie JIBC, kinaccom He Huxe 4.

IlogcucTema aHajimM3a 3alUIICHHOCTH

[logcucrema aHanmu3a 3alIUMIIEHHOCTHM JOJDKHA OOecHeurBaTh  BBISIBICHHE
ySI3BUMOCTEH, CBsI3aHHBIX ¢ omnOkamu B koHuryparuu 10 UCII[H, KoTOpble MOTYT
OBITh UCTIOJIb30BAHbI HAPYIIUTENIEM JIJIsl peau3alii aTaku Ha CUCTEMY.

OYHKIUOHAI TOJCUCTEMBI MOXKET OBITh peajn30BaH MNPOTPAMMHBIMU U
MPOrPAMMHO-aNMNapaTHBIMU CPEACTBAMMU.
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TToncucrema 0OHAPVIKEHUS BTODKEHUNA

[Togcuctema oOHapyXeHUsI BTOPXKEHUM JOJDKHA OOECIEYMBAThH BBISBICHUE
cereBbIX aTtak Ha 3neMeHThl MCIIJIH, MOOKII0OYEHHBIE K CETAM OOINEro MOJIb30BaHUS U
(1) MEXIYHApPOJHOTO OOMEHa.

OYHKIHUOHAT TOJACUCTEMBI MOXET OBITh peajn30BaH MPOTPAMMHBIMU U
MPOrpaMMHO-ANIIAPATHBIMU CPEICTBAMHU.

Iloacucrema KDI/IHTOFDad)I/IIICCKOI\/’I 3alllUThI

[Toncucrema kpunrorpaduueckoi 3amuThl peaHazHadeHa s uckmodeHnss HCJI
K 3amumaemoit napopmanuu B UCIT/IH Komuccun npu ee mepenade mo KaHajaM CBS3H
ceTel 001IeTo MOJIb30BaHUs U (WJIH) MEXIYHAPOIHOTO OOMEHa.

[Toxcucrema peanu3yercs MyTEM BHEIPEHUS KPUNTOTrPapUUICCKUX MPOTPAMMHO-
amnmapaTHBIX KOMIUICKCOB.

5. IMoaws3oBaTenu UCIIIn

B UCII[Jz Komuccum MOXHO BBIAEIUTH CIEAYIOIIME TPYHIbI IOJIb30BATENECH,
y4acTBYIOIIMX B 00paboTke u xpanenuu [1J{H:
Anmvunnctparopsl UCIT/H;
AMMHHCTpATOPBI OE30MaCHOCTH;
Onepatopsl APM;
Anmvmunuctparopsl cet UCI/H;
Texnuueckue  crnenuanucTbl MO OOCIY)KHBAHHUIO  NEPUPEPUHHOTO
00opy10BaHMS.
JlaHHbIE O TpyIIax IO0JIb30BaTEIsAX, YPOBHE UX JOCTyna U MH(GOPMUPOBAHHOCTU
JOJDKHBI OBITh OTpakeHbl B Matpuie JocTyna Mosb30BaTeiel K 3alluIaeMbIM
UH(OPMAIIMOHHBIM pecypcam.

Anvunauctparop UCIIH

Anmunuctparop HUCIIAH, cotpyanuk Komuccuu (Wiam WHOE YNOJIHOMOYEHHOE
JUI0), OTBETCTBEHHBIM 3a HACTpOWKYy, BHeApeHue u compoBoxaeHue HWCII/n.
ObecneunBaeT (HYHKIMOHUPOBAHUE MOJACUCTEMBbI ympaBieHus mgoctynom WCII[In u
YIIOJJHOMOYEH OCYIIECTBIISITh NPENOCTABICHUE W pPa3rpaHUYCHUE JOCTyNa KOHEYHOIO
nonb3oBarend (Onepatopa APM) k anemeHnTam, XpaHsIUM MePCOHANIbHbIC TAHHbIE.

Anmvunuctparop UCII/Ix obnanaer cieayomuM YpOBHEM TOCTYyNa U 3HAHUIA:

obOnagaeT moiHOW WH(OpMAIMEed O CHCTEMHOM W TMPUKIATHOM TPOTPAMMHOM
ob6ecnieuennu UCII/H;

obOnagaeT MONMHOW WHGOPMAIMEH O TEeXHUYECKUX CPEACTBAX WU KOH(pHUTrypammu
NCIIdn;

MMEET JOCTYIl KO BCEM TEXHHUYECKUM CcpelicTBaM 00pabOTKM HHPOpMAIUU U
nanabiM UCIT/IH;

oOyajjaeT mnpaBaMu KOHPUTIYpUpPOBaHMS W AJMHUHHCTPATUBHOM HACTPOUKH
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texHnyeckux cpencts UCII/IH.

AnMUHHUCTPATOD OE30ITACHOCTH

Anmunuctparop  Oe3omacHoctd, — coTpynHuk — Komuccum — (Mim uHOE
YIIOJTHOMOYEHHOE JIMI0), OTBETCTBEHHbIH 3a (yHKkunoHuposanue C3II/{H, BKiIIOUas
00CIy’KMBaHHE U HACTPOUKY aIMUHUCTPATUBHOM, CEPBEPHOMN U KIMEHTCKONH KOMIIOHEHT.

AamuHucTparop 0e30macHOCTH O0JaJaeT CIEAYIOIMM YpPOBHEM JIOCTYyNa H
3HAHUM:

obOnanaet npaBamu Anmunucrpartopa UCIIH;

obOnaznaet nonHou nuHdopmamueit 06 UCI1/1H;

UMEET JIOCTYI K CPEJCTBAaM 3alIUThl THPOPMALIMH U MPOTOKOJIUPOBAHUS U K
yacT KiIroueBbix aaeMeHToB MCIT/H;

HE MMEET MpaB JIOCTYyINa K KOH()UTypHUPOBAHUIO TEXHUUYECKUX CPEICTB CETU
32 UCKJIFOYEHHEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX).

AnamuHucTpatop 6€30MacHOCTH YIOJTHOMOYEH:

peanu30BbIBaTh NOJUTUKU Oe3omacHOCTH B yactu HacTpoiiku CK3U, mexcereBbIx
HKPAaHOB U CHUCTEM OOHApYXEHHUS aTaKk, B COOTBETCTBHUU C KOTOPHIMH I0JIb30BaTEIh
(Onepatop APM) nostydaeT BO3MOXXHOCTh paboTath ¢ sneMmentamu UCIIH;

OCYILECTBIATD aYAUT CPEICTB 3aLLUTHI;

Oneparop APM

Onepatop APM - corpynnuk Komuccuu (MaM WMHOE YIOJTHOMOYEHHOE JIWIIO),
ocymiecTBistonui  o6paborky IIJIln. O6pabdorka IIJ[H BKIOYAaEeT: BO3MOKHOCTH
npocmotpa [1/1n, pyunoit BBox I1[In B cucremy WMCII[AH, ¢popMupoBaHue CIpaBOK H
otueToB 1o uHpopmarmu, nonydenro u3z UCIIJ. Onepatop HEe UMEET MOJTHOMOYUHN ISt
yIpaBlieHus noacucreMamu oopabotku nanubix u C3I1/H.

Omneparop UCII/In obnagaeT cieayomuM YpOBHEM JA0CTYyNA U 3HAHUM:

o0nmagaeT BCEeMH  HEOOXOAUMBIMH  aTpuOyTamMu  (HampuMmep, TMapojem),
00eCIreynBaoIMMU JOCTYIT K HEKOTOPOMY TToAMHOXeCTBY [1J1H;

pacrnosiaraeT KOHPUACHIIUATHHBIMUA JTAHHBIMHU, K KOTOPBIM UMEET JOCTYTI.

Anmunauctparop cetu UCIT

Anmunuctparop cetu  UCII[dH, corpynmnuk  Komuccum  (wnm  wHOE
YIOJHOMOYEHHOE JULO), OTBETCTBEHHBIH 3a (YHKIIMOHUPOBAHUE
TeeKOMMYHHUKaIMOHHOW mojacucteMbl MCIT[IH. AnMuHHUCTpaTOp CETH HE HMEET
MTOJITHOMOYHUM JIJIS1 yIIPaBIIEHUS MOJACUCTEMaMH 00pabOTKH JaHHBIX U O€30MacHOCTH.

AJIMUHHCTPATOP CETU 00JIAIAET CIECAYIOIIUM YPOBHEM JIOCTYIA U 3HAHUM:

oOnajaer 4acThio HMHGOPMALMM O CHUCTEMHOM M MPUKIATHOM MPOTPAMMHOM
ob6ecrnieuennu UCII/H;

oOJlajjaeT 4acThl0 HMHQPOPMAIIMM O TEXHUYECKUX CpEJCTBaX W KOHQPUTrypaluu
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NCIIH;

uMeeT PU3HYECKU TOCTYI K TEXHUYECKUM CpPeJCcTBaM 00pabOTKH MH(OpMALUU U
CpelICTBaM 3allMThI;

3HAET, 110 MEHbILEH MEPE, OIHO JIETaJIbHOE UMS AOCTYIIA.

TeXHUYEeCKUN CHEIMAIMCT MO0 00CITYKUBAHUIO NepUdEPUITHOTO 000DV IOBAHUS

TexHu4eckuil CeruaiucT Mo OO0CIyKUBaHUIO, cOTpyaHUK Komuccuu (wnm nHOe
YIOJIHOMOYEHHOE JIUIIO), OCYIIECTBISAECT OOCITY)KUBAaHUE M HACTPOMKY TepudepuitHoro
obopynoBanuss WCII[IH. Texnuueckuil CHEHMUANIUCT MO OOCITYXKHWBAaHUIO HE HUMEET
noctyna k I1JlH, HE MMeeT MOJMHOMOYWU JJIsl YNpaBJICHUs] TOJCHUCTEMaMU 00pabOTKU
JTAHHBIX U 0€30I1aCHOCTH.

TexHu4ecKkuil CHenHaIUCT MO OOCITY>KUBAHUIO 00JIaJaeT CIEAYIOIIUM YPOBHEM
JOCTYyIla ¥ 3HAHUM:

obOnamaer 4acTei0 HMHPOPMAIMM O CHUCTEMHOM M TPUKIATHOM TPOTrPaMMHOM
ob6ecnieuenuu UCII/H;

obOyamaeT 4acThl0 HMHQPOPMAIIMM O TEXHUUYECKUX CPEJCTBaX W KOHQPUTYpallUuu
NCITH;

3HAET, IO MEHBIIIEH MEPE, OJHO JIETAIIBHOE UMS TOCTYTIA.

6. TpeGoBaHusi K mepcoHaay 1o odecnevyeHno 3amuThl [1/1n

Bce corpynnukun Komwuccum, sBnswouuecs: mnois3oBatensmu WMCIIH, momkHBI
YEeTKO 3HATh U CTPOTO BBHIMOJHATh YCTAHOBJICHHBIC MPABUIIA U 00S3aHHOCTH MO JIOCTYIY K
3alMIAeMbIM O0BEKTAM U COOJIIOIEHUIO IPUHATOTO pekuma Oe3onacHocT [1/1H.

[Ipu BCTyIJIEHUU B TOJKHOCTH HOBOTO COTPYAHHUKA OH JOJKEH OBITh O3HAKOMIICH
C HEOOXOJUMBIMHU JTOKYMEHTAMHU, PETJIAMEHTUPYIONIUMU TpeOoBanus 1o 3amute [1][H, a
Takke  OOyueHHe  HaBbIKaM  BBIMIOJHEHUS  TPOLEAYp, HEOOXOAUMBIX s
CaHKIIMOHUPOBAHHOTO HcnoJb3oBaHus UCIITH.

CoTpyaHuK [OJDKEH OBITh O3HAKOMJIEH CO CBeAeHUs MU Hacrtosimleidl [lomutuku,
NpUHATHIX npouenyp padotel ¢ 3nemeHTamu UCIIx u C3I11H.

CotpynHuku Komuccun, UCIIONB3YIOIIHE TEXHUYECKHE CpeacTBa
ayTeHTU(UKaMK,  JODKHBI  OOecreyuBaTh  COXPAaHHOCTh  WJAECHTU(UKATOPOB
(anmekTpoHHBIX KIto4eil) u He gonyckaTh HCJl k HUM, a Tak k€ BO3MOXHOCTbh UX yTEpH
WM WCHOJIb30BaHUSI TpeTbuMHM Juuamu. [lonb3oBarenn HeCyT NEPCOHANbHYIO
OTBETCTBEHHOCTbH 32 COXPAHHOCTH UJEHTU(HUKATOPOB.

Corpynauku Komuccuu [OOMKHBI CJIEIOBaTh yCTAaHOBJIEHHBIM MpOIEAypaM
nojaepkanus pexkuma oe3zonacuoctu [1J{H mpu BeIOOpE U UCTIONB30BaHUU MApOoJeH (eciau
HE UCTOJIb3YIOTCS TEXHUUYECKHUE CPEJICTBA ayTeHTU(DUKAIINN).

Corpynauku  Komuccuu  qoipkHbl  oOecrneduBaTh — HAJJICXKAIIYIO — 3al[UTy
000py/I0BaHMS, OCTaBJISIEMOT0 0€3 MNPHCMOTpPa, OCOOCHHO B TEX CiyyasX, KOrja B
MOMEIIEHUE MMEIOT JOCTYIl IMOCTOPOHHME Juia. Bce monp3oBaTeln AOMKHBI 3HATh
TpeboBanus 1o 6e3zonacHoctu [1J[H 1 npouemypsl 3aUTH 000PY0BAHUS, OCTABICHHOIO



19

0e3 MpUcMoTpa, a TAKIKEe CBOM 00SA3aHHOCTH MO 00ECTICUEHUIO TaKOU 3alUTHI.

CoTpyaHukaMm  3ampemniaeTcsi  yCTaHaBIMBaTh  IOCTOPOHHEE  MPOrpPaMMHOE
oOecrieueHue, MOoAKII0YATh JIMYHbIE MOOWIIbHBIE YCTPOICTBA U HOCUTENN UH(pOPMAIIIH, a
TaK e 3alHUChIBaTh HA HUX 3alIUIIAEMYI0 HHPOPMALIHIO.

CoTpyaHukaM 3ampenaercss pasrjamaTh 3alldilaeMylo HHGOpMaIUio, KOTopas
CTaJla UM U3BECTHa IpH padoTe ¢ MHPOpPMalUUOHHBIMH cucTeMaMu Komuccuu, TpeTbum
JULAM.

IIpu pabore c¢ IIIn B UCIIAH cotpyanuku Komuccun 00s13aHbl 0O€CHEUUTDH
OTCYTCTBUE BO3MOXXHOCTU mpocMoTpa I[1JIH TpeTbumu nuunamu ¢ MOHUTOpoB APM wuiun
TEPMHUHAJIOB.

[Tpu 3aBepmienun pabotsl ¢ MCII[AH corpyanuku o6s3anbl 3amutuTh APM nnm
TEPMHUHAJIBI C TOMOUIBIO0 OJIOKUPOBKU KIFOUOM WJIM SKBUBAJIEHTHOTO CPEICTBA KOHTPOJIS,
HanpuMep, JOCTYNOM IO MAapoJIl0, €CIM HE HCIOJIb3YIOTCS 0o0Jiee CHIIbHBIE CpPEeJ/ICTBA
3aIUTHI.

Cotpynnuku Komuccuum J0KHBI ObITh  TPOMH(OPMUPOBAHBI 00 yrposax
HapyuieHus: pexxuma Oe3omacHoctu [I/lH U oTBeTcTBEeHHOCTH 3a ero HapyueHue. OHu
JOJIKHBI OBITH O3HAKOMIJICHBI C YTBEPKICHHOW (HOpMaTbHOW MPOLEAYypON HaIOXKEHUS
JUCIUIUIMHAPHBIX B3BICKAHUW HA COTPYIHUKOB, KOTOpbIE HAPYIIUIU TMPUHSTHIC
NOJIMTUKY U TIpoueypsl 6e3omacuoctu [1/1H.

CotpynHuku 00s13aHbl 06€3 MpoMeieHus: coo0maTh 000 BCeX HaOJI0IaeMbIX WU
noJIo3puTeNbHBIX ciydasix paborsl WCIIJIH, Morymmumx moBiedb 3a CO0O0W yrpo3bl
6e3zonacHoctu II/lH, a Takke O BBISBICHHBIX HUMHU COOBITHSX, 3aTParuBarOIINX
6e3onmacHocth [IJIH, pYKOBOACTBY mMOJpa3feieHUss H JHIy, OTBEYAIolEMy 3a
HEMEIJICHHOE pearupoBaHue Ha yrpo3bl Oe3onacHoctu [1/1H.

JIOJDKHOCTHBIE 00s13aHHOCTH noJib3oBarener UCITJIH

JloibkHOCTHBIE 00s13aHHOCTH Tosib3oBateset MCIIJIH ommcaHsl B ClIEIYOMIHAX
JIOKYMEHTaX:

Nuctpykuus agmunnctparopa UCITIH;

HNuctpyknus aqgmuanctparopa 6ezonacaoctu UCTH;

NucTpykuus nonszoBarens UCII/H;

HNHCTpyKIMS 1OIB30BaTENs MPU BOSHUKHOBEHUH BHEIITATHBIX CUTYAIUN;

OTBETCTBEHHOCTh COTPYAHHNKOB

B cootrBercTBUM co crarben 24 @enepanbHOro 3akona Poccuiickorn @enepanuu ot
27 mrong 2006 r. Ne 152-03 «O nepcoHambHbIX JaHHBIX) JIMIA, BAHOBHBIE B HAPYILICHUU
TpeOboBanuil manHoro denepanbHOr0 3aKOHA, HECYT TpPaX)IAaHCKYIO, YrOJIOBHYIO,
aJIMUHUCTPATUBHYIO, JUCHUIIMHAPHYIO U UHYIO IPEAYCMOTPEHHYIO 3aKOHOJATEILCTBOM
Poccuiickoit @enepanyii OTBETCTBEHHOCTb.

JHelictByromee  3akoHOmaTenbCcTBO  Poccuiickort ~ ®Denepauuy  MO3BOJISIET
NpeabsABIATh TpeOOBaHUSI 1O OOecleueHuo Oe30macHo paboThl ¢  3anIuIIaeMoit
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uH(popmaleil U NpeaycMaTpUBaeT OTBETCTBEHHOCTh 3a HApyLIEHUE YCTAaHOBJIEHHBIX
npaBui 3KcmutyaTaiuu OBM u cucteMm, HEmpaBOMEpHBIM JOCTYN K HMH(OpManuu, eciu
ATH JIEUCTBHS MPUBEIU K YHUUTOXKEHHUIO, OJIOKUPOBAHUIO, MOAM(PUKALUU HWH(DOpMALUU
WK HapylieHuto padotsl 9BM unu ceteit (cratbu 272,273 u 274 YronoBHOTo Koaekca
Poccuiickoit deaeparun).

Anmunuctparop UCII/IH n agMuHucTpaTOp 6€3001aCHOCTH HECYT OTBETCTBEHHOCTD
3a BCE€ JEHCTBHS, COBEPIICHHBIE OT UIMEHHU UX YUYETHBIX 3aIIMCEN WM CUCTEMHBIX YYETHBIX
3amMceil, ecinu He JoKa3aH (PaKT HECAaHKIMOHWPOBAHHOTO HCIOJIB30BAHUSA YYETHBIX
3anucen.

IIpu Hapymenusix corpyanukamu Komuccun — nons3oBarenamu UCIIIH npasui,
CBs3aHHBIX ¢ Oe3zonacHocThio IIJ[H, OHM HECyT OTBETCTBEHHOCTb, YCTAaHOBJICHHYIO
JNEUCTBYIOIIUM 3aKOHOIATENBCTBOM Poccuiickon denepaunu.

7. CIHCOK HCNO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBHIMH M METOAMYECKUMH JIOKYMEHTAMH, Ha
KOTOPBIX Oa3upyetcs HacTosmas [lonmutrka, sBisitoTCs:

®enepanbhblii 3akoH oT 27.07.2006 r. No 152-®3 «O mepcoHadbHBIX JaHHBIXY,
YCTaHABJIMBAIONIUM OCHOBHBIC TMPUHIUIBI U ycloBus oOpabotku [IJ[H, mnpaga,
00S13aHHOCTH M OTBETCTBEHHOCTh YYAaCTHHUKOB OTHOIICHHM, CBSI3aHHBIX C 00pabOTKOM
I11H.

TpeOGoBanusi K 3amUTe TNEPCOHAIBHBIX JaHHBIX MpPU HUX 00paboTKe B
MH(GOPMAIIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX NAHHBIX, YTBEPKJIEHHBIE MOCTAHOBJICHHEM
ITpaButenbctBa Poccuiickoit deneparuu ot 01.11.2012 r. Ne 1119.

[Tomoxxenne 00  0cOOCHHOCTAX  0O0pPabOOTKM  IMEpPCOHAJIBHBIX  JAHHBIX,
OCYIIECTBIISIEMO 0€3 HCIOJB30BAaHUS CPEACTB  aBTOMATH3AIMHM, YTBEPIKICHHOE
noctaHoBieHueM IIpaButensctBa Poccutickoit @enepannu ot 15.09.2008 1. Ne 687.

HopmaTtuBHO-MeTOIMUECKHE TOKYMEHTHI DeepaibHOM CITYKOBI TT0 TEXHUUYECKOMY
1 sKcnepTHOMY KoHTpoito Poccuiickoit ®@enepauuu (ganee — OCTIK Poccun) no
obecrnieuenuto 6e3onacuoctu [1Jn nmpu ux o6padotke B UCII/IH:

bazoBast Mogenp yrpo3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU UX 00padOTKE B
WH(OPMAITMOHHBIX CHCTEMaX TEPCOHAIBHBIX JaHHBIX, YTBEPXKICHHAS 3aMECTUTEIIEM
mupekropa @CTIK Poccum 15.02.2008 r.

Mertonuueckuii TOKyMeHT. MeToIMKa OIEHKH yrpo3 0€30MacHOCTH WH(GOpMAIIHH,
yrBepxaeHHb @CTIK Poccun 05.02.2021 r.

[Tpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O6 yrBepx)aeHun TpedoBanuii o
3amuTe WHPOPMAIMK, HE COCTABISIOMIUX TOCYJAPCTBEHHYIO TalHY, COJEPIKAIIUXCS B
TOCY/IapCTBEHHBIX HHPOPMAIIMOHHBIX CHCTEMAaX).

[Tpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrBepxmennu CocTtaBa u
COJIepKaHMs OPTaHW3alMOHHBIX W TEXHUYECKUX MeEp MO O00eCleueHUIo 0e30MacHOCTH
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NEPCOHANBHBIX JAHHBIX MpU UX 00paboTke B HMHPOPMALMOHHBIX CHCTEMax
MEPCOHATBHBIX JAHHBIX».

[Ipukaz ®denepanbHOil cnyx0bl Oe3zonmacHoctu Poccuiickoit denpepanuu  oT
10.07.2014 Ne 378 «O0 ytBepxknaenun CocTaBa U COJIEpKaHUS OPraHU3ALMOHHBIX U
TEXHUYECKUX Mep MO O00ecHeuyeHHI0 O€30MACHOCTH MEPCOHANbHBIX JaHHBIX MpPU HX
00paboTke B MH(POPMALMOHHBIX CHCTEMaX MEPCOHANBHBIX JTAHHBIX C HCHOJb30BaHUEM
CpelncTB Kpunrorpaduueckoi 3amuTbl UHGOPMALMK, HEOOXOAUMBIX ISl BBIMOTHEHUS
yctaHoBleHHbIX [IpaButensctBoM Poccuiickoit ®enepauuu TpeOOBaHUNA K 3allUTe
NEPCOHANBHBIX JAHHBIX I KaXJ0T0 U3 YPOBHEN 3aIIUILIEHHOCTI.

Meronuueckre peKOMEHJAlMyu Mo pa3pab0TKe HOPMATHUBHBIX IMPABOBBIX aKTOB,
ONpPEENSIIONIMX Yrpo3bl 0€30MaCHOCTH MMEPCOHANBHBIX JaHHBIX, aKTyaJbHbIE MPHU
00paboTKe MEepPCOHANBHBIX JaHHBIX B HWH(GOPMAIMOHHBIX CHCTEMax MEePCOHATbHBIX
JAHHBIX, OKCIUIyaTUPYEMbIX IpPU  OCYIIECTBICHHMH  COOTBETCTBYIOIIMX  BHUJOB
NEeATENbHOCTH, yTBepxkaeHHble pykoBoacTBoM 8 lLlentpa ®CBb Poccum 31.03.2015 Ne

149/7/2/6-432.
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