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HOJIMTUKA

uH(pOpMaIIMOHHOM 0€30MacHOCTH
npu paboTe ¢ MepCOHATBHBIMU JTAHHBIMU

B TaOopuHCKOI palilOHHON TePPUTOPHATBHON U30UpaTEIbHON KOMUCCUU

OIIPEJAEJIEHUA

B HacTrosimieM JOKYMEHTE UCIOJIb3YIOTCS  CIEAYIOIIME TEPMUHBI M HUX
OnpeeIeHHUS.

ABTOMATH3HPOBAaHHASI CHCTEMA - CUCTEMA, COCTOAIIAS U3 NIEPCOHANIA U KOMILIEKCa
CPEICTB aBTOMATH3allMM €ro JIEeATEIbHOCTH, pealu3yomas HH(OOPMAIIMOHHYIO
TEXHOJIOTHIO BBITIOJIHEHNS YCTAHOBJICHHBIX (DYHKIIUM.

AyTeHTH(UKAIMS OTHPABHUTEs JaHHBIX - TOATBEPKIECHUE TOTO, YTO OTIPABUTEND
MOJIYYEHHBIX JTAHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be3onacHoCTh MepCOHATBHBIX AAHHBIX - COCTOSHUE 3aLIUIIEHHOCTU I1EPCOHAIBHBIX
JaHHBIX, XapaKTEpU3yeMoe CIOCOOHOCTBIO MOJIb30BaTENEH, TEXHUYECKUX CPEACTB U
MH(POPMAIIMOHHBIX TEXHOJIOTUH O0ecCneunuTh KOH(PHUIEHIUAIBHOCTh, UEJIOCTHOCTh H
JOCTYITHOCTh MEPCOHAIBHBIX JAaHHBIX IPH X 00pabd0TKe B MH(POPMALIMOHHBIX CHCTEMAX
NEPCOHANIbHBIX JAHHBIX.

BuomMeTpnyeckue mepcoHajJbHble AaHHbIE - CBEICHUS, KOTOPBIE XAPAKTEPU3YIOT
¢duznonornyeckre 0COOEHHOCTH YEJIOBEKAa U HAa OCHOBE KOTOPBIX MOKHO YCTAHOBUTD €TI0
JUYHOCTh, BKItouasg (¢otorpaduu, OTHNEYaTKM MajblieB, 00pa3 ceTyaTKu TJia3a,
0COOCHHOCTH CTPOCHHUS TeJla U IPYTYIO MOI00HYI0 HH(POPMAITHUIO.

BioxkupoBaHHe MEPCOHAIBHBIX JAHHBIX - BPEMEHHOE MpeKpalieHue 00paboTKu
MEPCOHANBHBIX JIAHHBIX (32 MCKJIIOYEHUEM CIIy4aeB, eciau oOpaboTka HeoOXoauma st
YTOYHEHHUSI IEPCOHAIBHBIX TAHHBIX ).

Bupyc (koMnblOTepHBIii, MPOrpaMMHBIii) - UCIIOJHAEMbIA ITPOrPAMMHBIN KOJ WU
UHTEPHpEeTUpYyeMbld ~ HA0Op  MHCTPYKUMH,  OONajalolmuid  CBOWCTBAMU  He-
CaHKLIMOHMPOBAaHHOIO  paclpoCTpaHEeHuss MW  camoBocnpousBeneHus. Co3naHHbIE
DyOnMMKaThl KOMIIBIOTEPHOTO BUPYyCa HE BCEr/la COBMANAIOT C OPUTHHAIOM, HO COXPAHSIOT
CIIOCOOHOCTH K JAaNbHEHIIEMY paclpOCTPaHEHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpenoHocHasi mporpamma - Iporpamma, IpeJHa3HaueHHas i OCYIIECTBICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYMNAa W (WUJIM) BO3JCUCTBUS HA MEPCOHAJIbHBIE JTAHHBIE WUITU



pecypcbl THPOPMAITMOHHOMN CUCTEMBI IEPCOHATIBHBIX TAHHBIX.

BcnomorartebHble TEXHUYECKHE CPEACTBA M CHCTEMBI - TEXHHUYECKUE CPEICTBA U
CHUCTEMbI, HE TpeHA3HAUYCHHbIC I Tepelayd, 0OpabOTKM M XpaHEHUs MEepCOHATbHBIX
JAHHBIX, YCTAHABJIMBAEMbI€ COBMECTHO C TEXHMYECKHUMH CpPEJICTBAMH U CHUCTEMaMH,
IpeIHa3HAYeHHBIMU JUIsI 0OpaOOTKM MEPCOHAJIBHBIX JAHHBIX WJIM B TIOMEIICHUSAX, B
KOTOPBIX YCTAaHOBJICHBI HH()OPMAITMOHHBIC CHCTEMBI TIEPCOHATBHBIX JAHHBIX.

JlocTyn B ONEPAMOHHYI0 Ccpedy KoMIbIOTepa (MH(POPMALMOHHOI CHCTEMBI
MEePCOHANBHBIX AAaHHBIX) - MTOJIYYeHUE BO3MOMKHOCTH 3aIllyCKa Ha BBIMOJHEHUE IITAaTHBIX
KOMaHJ, (YHKIIUH, TPOIEAYp OIMEPAMOHHON CHUCTeMbl (YHUYTOKCHHUS, KOMHUPOBAHUS,
NEepPEeMEeIIEHHS U T.I1.), UCTIOTHSAEMBIX (pailioB MPUKIATHBIX POTPAMM.

Joctyn k wuHpopMamuu - BO3MOXKHOCTb TMOJy4YeHUS HUHPOpMAIMK U €€
UCIIOJIb30BaHUS.

3aki1a04HOe YCTPOICTBO - DJIEMEHT CpEACTBA CheMa HH(POpPMAILUU, CKPBITHO
BHEAPSEMBIM  (3aKJIaJIbIBAEMBI  WJIM BHOCHUMBIM) B MeCTa BO3MOXHOIO CbhbeMa
uH(popMmauu (B TOM YHUCJIE B OTPa)JeHHE, KOHCTPYKIUIO, O0OpYyAOBaHHUE, MPEAMETHI
WHTEpbEpa, TPAHCIOPTHBIE CPEACTBA, a TAKKE B TEXHHUYECKHE CPEACTBA U CHUCTEMBI
00paboTKN HHPOPMALIHH).

Bammmaemasi uHpopmamms -  UHbOpMAIMs,  SABIAIOWIASACA — NPEAMETOM
COOCTBEHHOCTH M TOJJEXKalllasl 3allUTe€ B COOTBETCTBHM C TPEOOBAHUSMHU IPABOBBIX
JIOKYMEHTOB WJIM TPEOOBAHUSIMH, YCTAaHABIMBAEMBIMUA COOCTBEHHUKOM MH(OpMAIUH.

Nnentudukanus - NpUCcBOeHUE CyObEeKTaM U 00BEKTaM JOCTYIa UACHTH(PUKATOPA
u (W) CpaBHEHHME TMPEIBSIBISIEMOro HIAECHTU(UKATOPA C TEPEYHEM NPUCBOCHHBIX
UJEHTU(PUKATOPOB.

NudopmaTuBHbIi  cHrHAT -  DJIEKTPUYECKHE  CHUTHAJIBI, AaKyCTUYECKHE,
AJIEKTPOMArHUTHBIE U JIpyrue (pU3ndecKue Mmosis, 1Mo napameTpaMm KOTOPBIX MOXKET ObITh
packpeITa KoH(pUAeHIMaIbHas nHopMmalus (epcoHaNbHbIE JaHHbIC) 0OpabaThiBacMasi B
UH(OPMAITMOHHOW CUCTEME MEPCOHANIBHBIX JIAHHBIX.

NudopmannoHHbie TEXHOJOIMH - MPOIECCH, METOJIbI MOUCKA, COOpa, XpaHEHHUS,
00pa0OTKM,  MPEJOCTaBICHUS,  PACIpPOCTpPaHEHUS  HUHPOpMAIUU U CHOCOOBI
OCYLIECTBJIEHUS TAKUX IIPOLIECCOB U METOJIOB.

Nudopmannonnas cucrema mnepcoHaabHbIX AaHHbIX (MCIIJIH) - COBOKYIIHOCTH
comepxammxca B 0a3zax JaHHBIX MEPCOHANBHBIX JAaHHBIX M OOECIEYUBAIOIMIMX HUX
00pa0oTKy MHPOPMAITMOHHBIX TEXHOJIOTUNA U TEXHUYECKUX CPEJICTB.

HMcnoab30BaHue MEePCOHANbHBIX IAHHBIX - JICHCTBUS (ONepaluu) ¢ NEPCOHATbHBIMU
JAHHBIMH, COBEpILIAEMBIEC OMEPATOPOM B LEISAX MPUHITUS PEIICHUN WIM COBEPILICHUS
WHBIX JCHCTBUM, MOPOXKIAIOIMUX FOPUINYECKUE IMOCIEACTBUS B OTHOIICHUH CYOBEKTa
NEPCOHANBHBIX JAHHBIX WM JIPYTUX JIML MO0 UHBIM 00pa3oM 3aTparMBarolIMX IMpaBa U
CBO0O/IbI CyOBbEKTa MEPCOHANBHBIX TAHHBIX WU APYTUX JIMII.

McToyHuK yrpo3nl Oe3onmacHocTH HHpopmanuu - CyOBEKT JOCTYyIa, MaTepUATTbHBIN
00BbeKT Win (HU3UYECKOE SBICHUE, SIBISIONIMECS MPUYMHOW BO3HUKHOBEHHUS YTPO3bI
Oe3omacHocTH HH(GOPMALIUU.



KouTpoaupyemasi 30Ha - TPOCTPAHCTBO (TEPPUTOpHSA, 3JaHUE, YACTh 3aHUS,
MOMEIIEHNUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJUPYEMOE MNPEObIBAHUE MOCTOPOHHUX
JIUIL, a TAKKE TPAHCIIOPTHBIX, TEXHUYECKUX M UHBIX MAaTEPUAIIbHBIX CPEICTB.

KonduaeHuuaabHOCTh MEPCOHATBHBIX JaHHBIX - 00s3aTEIbHOE IS COOIIOACHUS
OMepaTopoM WM HHBIM MOJYYUBIIUM JOCTYN K TI€PCOHAIBHBIM JAHHBIM JIUIIOM
TpeOOBaHKE HE OMYyCKaTh UX PACIpPOCTPaHEHHE 0€3 Corjacusi CyObheKTa MEePCOHATBHBIX
JAHHBIX WM HATAYUS UHOTO 3aKOHHOTO OCHOBAHMSI.

Me:kceTeBoii 3KpaH - JIOKAJIbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIHMOHAIBHO--
pacmpesiefieHHOe TMporpamMMHoOe (IIPOrpaMMHO-aNmapaTHoe) CPeacTBO  (KOMIUIEKC),
peanu3yroriee KOHTPOJIb 32 HHGOPMAIMEH, TTOCTyHaromeld B HHPOPMAIIMOHHYIO CHCTEMY
MEPCOHAILHBIX JAHHBIX U (WJIN) BBIXOAIICH 13 WHOOPMAITMOHHONW CUCTEMBI.

Hapymureab 6€30MacHOCTH MEePCOHAILHBIX JaHHBIX - (DU3UYECKOE JIUIIO0, CITy4YalHO
WIM TpeHaMEPEHHO COBeplIarollee JCHCTBUA, CJIEACTBUEM KOTOPBIX SIBISICTCS
HapylieHue O€30MacHOCTH TMEPCOHANBHBIX JAaHHBIX MPHU HUX 00pabOTKE TEXHUYECKUMU
cpencTBamMu B MH(GOPMAIIMOHHBIX CHCTEMAaX MEPCOHABHBIX JTaHHBIX.

HeaBTomMaTH3HpoBaHHasi 00paGoTKa MNePCOHAJIbHBIX JaHHbIX - 00paboTKa
MEPCOHANBHBIX JaHHBIX, COJEPXKAIUXCS B MH(GOPMAIIMOHHON CHUCTEME MEePCOHATBHBIX
JAHHBIX JMOO W3BJICUYCHHBIX M3 TaKOW CHCTEMbI, CUMTAETCS OCYIIECTBICHHONW 0€3
UCIIOJIb30BAHUSI CPEJICTB aBTOMATH3allMK (HEAaBTOMATU3UPOBAHHOM), €CIM TaKue
JNEUCTBUS ¢  TIEPCOHATBHBIMH  JaHHBIMH, KaK  HCIOJb30BaHUE, YTOYHCHHE,
pacmpocTpaHeHHe, YHUYTOKEHHUE TMEPCOHAIBHBIX MAaHHBIX B OTHOIICHWUH KaXKJIOTO W3
CyOBEKTOB MEPCOHANBHBIX JaHHBIX, OCYIIECTBIAIOTCS MPU HEMOCPEICTBEHHOM Y4YacCTHU
YeJIOBeKa.

HenexiapupoBaHHbie BO3MOKHOCTH - (YHKIIMOHAJIBHBIE BO3MOYKHOCTH CPEJICTB
BBIYHMCIIUTECIILHON TEXHHWKH, HE OMHMCAHHBIC WJIM HE COOTBETCTBYIOIIHE OMHCAHHBIM B
JIOKyMEHTAITUH, pu WCIIOJIb30BAaHUH KOTOPBIX BO3MOHO HapyIICHHUE
KOH(DHICHIIMATHOCTH, IOCTYITHOCTH WJIM 1IEIOCTHOCTH 00pabdaThiBaeMoil HH(MOpMAITUH.

HecaHKUMOHMPOBAHHBIN AOCTYN (HECAHKIMOHHMPOBAHHBbIEC NAEHCTBHS) - JOCTYI K
uH(OpMaITMU WM JCUCTBUSA ¢ WH(pOpMaIueid, HapylIaroIue MpaBUjia pa3TpaHUueHUs
JOCTYTIAa C WCITOJIb30BAaHUEM INTATHBIX CPEJICTB, MPEIOCTABISAEMbBIX WH()OPMAITMOHHBIMU
CHUCTEMaMH TePCOHANIbHBIX JIAHHBIX.

Hocurtens unpopmanuu - GU3NUECKOE JIUIO WM MaTEPHAIBbHBIN OOBEKT, B TOM
yucie (U3MYecKoe Moje, B KOTOpoM HHGPOpPMAIMS HAXOIUT CBOE OTPAKCHHUE B BHUE
CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PENICHUN M IMPOIECCOB, KOJUYCCTBEHHBIX
XapaKTEPUCTHK (PU3UICCKUX BEITMUMH.

OGe3TnYnBaHNEe NEPCOHAIBHBIX MAHHBIX - JICHCTBUS, B PE3yJIbTaTe KOTOPHIX
CTAHOBUTCS HEBO3MOXKHBIM 0€3 HCIOJIb30BaHUS JIOMIOJHUTEILHON WHMOpMaIuu
OTIPENICTUTh MPUHAJICKHOCTh TEPCOHATBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
MIEPCOHAJILHBIX JAHHBIX.

O0Opa6oTka mepPCOHAJBHBIX [JaHHBIX - JII00O€ JeicTBUe (omepanus) WIH
COBOKYIHOCTb JEHCTBUI (OIepanuii), COBEPIIAEMBIX C MCIOJb30BAaHUEM CPEICTB



aBTOMATH3alMA WA 0€3 MCIOJIb30BaHUSI TAaKWX CPEACTB C MEPCOHATHHBIMH JTaHHBIMH,
BKJIIOYast cOOp, 3amMch, CUCTEMATH3AlMIO, HAKOIUIEHHE, XpaHEHHWE, YTOYHEHUE
(oOHOBJIEHHE, U3MEHEHUE), U3BJICUCHUE, UCIIOJIb30BAaHUE, TIepenady (pacrnpocTpaHeHue,
MpeNoCTaBlIeHUE, JOCTYI), 00e3NMYuBaHue, OJOKUPOBAHHE, YAAJICHHE, YHUYTOXKECHUE
MEPCOHANIbHBIX JJAHHBIX.

O0meocTynHbIE MePCOHAJbHbIE JIaHHbIEe - TIEPCOHANIbHBIC JaHHBIE, JIOCTYI
HEOTPAHUYEHHOTO Kpyra JIMIl K KOTOPBIM TMPEIOCTAaBIEH C COIJIacusi CyObeKTa
MEPCOHANIbHBIX JAHHBIX WJIM HAa KOTOPBIE B COOTBETCTBUHU C (peliepaibHbIMU 3aKOHAMH HE
pacrnpocTtpansiercss TpeboBaHue COOII0ICHNS KOH(PUIEHIIUATLHOCTH.

Onepartop (MepcoOHATBHBIX JaHHBIX) - TOCYJAPCTBEHHBIM OPraH, MyHULIMNAIbHBINI
Opra, IOpUANYECKOe WK GU3NYECKOE JTUI0, CAMOCTOSITEIbHO WIIM COBMECTHO C IPYTHMHU
JUIAMU OPTaHU3YIOIIKE U (MJIM) OCYIIECTBIIAIONINE 00pabOTKY NEPCOHANIBHBIX JIaHHBIX, a
TaK)Ke OIpEACIIAIoNHe e 00paboTKU MEePCOHANBHBIX JaHHBIX, COCTAB MEPCOHATBHBIX
JAHHBIX, MOJJIeKAIuX o0paboTke, JaecTBUs  (Omlepalu), COBEpIIaeMble  C
MEePCOHATBLHBIMU JAHHBIMHU.

TexHu4yeckue cpeacTBa HH(POPMANMOHHONH CHCTEMbI MEPCOHAJBHBIX JAAHHBIX -
CpelICTBa BBIYUCIUTEILHON TEXHUKH, WH()DOPMAIMOHHO-BBIYUCIUTEIbHBIE KOMIUICKCHI U
CETH, CPEJICTBA U CUCTEMBI Iepeaauu, npuema u oopadotku I[1JIH (cpeacTBa U cucTeMbl
3BYKO3aIlUCH, 3ByKOYCUJIEHUS, 3BYKOBOCIIPOU3BEICHHUS, IEPETOBOPHBIE U TEJIEBU3NOHHBIE
YCTPOMCTBA, CpEICTBAa U3rOTOBJICHUS, TUPAKUPOBAHUS JOKYMEHTOB U JApYTrue
TEXHUYECKHUE cpeicTBa 00pabOTKH peueBoil, rpaduueckoi, BU1e0- U OYKBEHHOM(POBOIA
uH(dOpMaIuK), TPOrpaMMHBIEC CPEJICTBA (OMEPAIMOHHBIE CHCTEMbI, CUCTEMBI YIIPaBICHUS
0azaMyM JaHHBIX W T.I.), CPEIACTBAa 3alUThl HWHGOpPMAIMK, TMPUMEHIEMbIE B
WH(POPMAIIMOHHBIX CUCTEMaX.

IlepexBat (undopmamuu) - HEOPABOMEPHOE TMOJyUYeHHE HH(POpPMAIUU C
UCIIOJIb30BAaHUEM TEXHUYECKOTO CPEJICTBA, OCYIIECTBISIOIIET0 OOHApYy>KEHUE, MPUEM U
00paboTKy MH(POPMATUBHBIX CUTHAJIOB.

IepconanbHble gaHHbIe - JIF00as WHGOpPMAIMS, OTHOCSIIASCS K MPSMO WIH
KOCBEHHO OIPEACICHHOMY WM onpenenseMomMy (usnyeckomy muny (cyObekTy
MEePCOHATBHBIX JIAHHBIX);

IMoGouHbIe 3IEKTPOMATHHUTHBIC H3JIyYeHHs] M HABOJAKH - DJICKTPOMATHUTHBIE
U3ITyYCHUS] TEXHUYECKUX CPEJICTB 00pabOTKH 3amuiiaeMoi nHhopMaIii, BOSHUKAIONTNE
KaK MOO0YHOE SIBJICHUE M BBHI3BAaHHBIC DJICKTPUUECKUMH CUTHAJIAMHU, IEHCTBYIONUMHU B UX
AIEKTPUYECKUX W MATrHUTHBIX LEMSIX, a TakKe DJJICKTPOMArHUTHBIE HABOJKH ATHUX
CUTHAJIOB Ha TOKOIIPOBOASAIINE JTMHUU, KOHCTPYKIIMH U II€MU TATAHUS.

IMoJuTHKA «YHCTOr0 CTOJIa» - KOMIUIGKC OPTaHM3AIMOHHBIX MEPOIMPHUSTHH,
KOHTPOJIUPYIOIHUX OTCYTCTBUE 3aMHChIBAaHUS Ha OyMa)XHbIE HOCUTEIHM KIIOYEH U
aTpuOyTOB JocTyna (TapoJsieil) U XpaHeHus UX BOJIM3U 00BEKTOB JOCTYIIA.

IMoab30BaTesib MHPOPMANMOHHON CHCTEMbI TMEPCOHAJNBHBIX [JAHHBIX - JIALO,
ydacTByoliee B (DYHKIIMOHHMPOBAHUM HMHPOPMALMOHHON CHUCTEMBbI NEPCOHAIBHBIX
JAHHBIX WM UCTIOIL3YIONIEe PE3ybTaThl €€ (DYHKIIMOHUPOBAHUSI.



IIpaBuia pasrpaHu4yeHdsi JOCTYyNa - COBOKYIIHOCTBH IIPaBUJI, PETIAMEHTUPYIOLIUX
npaBa J0CTyna CyObeKTOB JOCTyla K 00bEKTaM J0CTyma.

IlporpammHasi 3akjaaka - KOJI TPOTPAMMBI, TNPEIHAMEPEHHO BHECEHHBIA B
OporpaMMy C IEJIbI0 OCYIIECTBUTHh YTEUKY, W3MEHHUTh, OJOKHPOBATH, YHHUUTOKHUThH
UHPOPMALIMIO WM YHUYTOXKHUTD M MOAU(PUIMPOBATH MNPOTPaMMHOE OOECIeUeHHE
UHGOPMAIIMOHHON CHUCTEMBI MEPCOHANBHBIX JAaHHBIX W (WiIM) OJOKHPOBAThH anmapaTHbIC

cpencrsa.
IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKOE) BO3JelicTBHE -
HECAHKIIMOHUPOBAHHOE BO3JICUCTBUE Ha pecypenl aBTOMAaTU3UPOBAHHOMN

WH()OPMAITMOHHOW CHUCTEMBI, OCYIICCTBIISIEMOE C HCIOJB30BAHUEM BPEIOHOCHBIX
POTrPaMM.

PackpbiTHe MePCOHAJIBHBIX JAHHBIX - YMBIIUJICHHOE WIH CIy4yalHOE HapylICHHE
KOH(HICHIIMATbHOCTH TIEPCOHATBHBIX JaHHBIX.

PacnipocTpaHeHHe NePCOHATBHBIX JaHHBIX - JICWCTBUS, HANpaBJICHHbIE Ha
PAaCKpPBITHE MEPCOHANIBHBIX JAHHBIX HEONPEICICHHOMY KPYTY JIUIL.

Pecypc uHpOpPMAUHMOHHOH CHCTeMbI - HWMCHOBAHHBIM JJIEMEHT CHCTEMHOTO,
MPUKJIAJHOTO WIM amnmaparHoro obecredeHus (PYHKIIMOHHPOBAHUS HHGOPMAIIMOHHON
CHUCTEMBI.

CrnennanbHble KATeropuu MepPCOHAIBHBIX [TAHHBIX - IIEPCOHAIIBHBIC JaHHBIE,
Kacalollliecsi pPacoBOil, HAIMOHAJIBLHON MPUHAJICKHOCTH, MOJUTHUYECKUX B3IJISI/IOB,
PETUTHO3HBIX WIH GUITOCOPCKUX YOEKIECHUNU, COCTOSHUS 3IOPOBbS U UHTUMHOMN KU3HU
cyOBeKTa MepCoOHATbHBIX JAHHBIX.

CpencrBa BBIYHCJIHTE]bHOHl TEXHHKH - COBOKYINHOCTb HPOTrPaMMHBIX U TEX-
HUYECKUX DJJIEMEHTOB CHCTEM OOpa0OTKU JaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITENILHO WJIU B COCTaBE IPYTHX CUCTEM.

CyobekT goctyna (cy0bekT) - JMIO WIM TPOUECC, JACHUCTBUA KOTOPOTO
perIaMeHTUPYIOTCS MPaBUIaMU Pa3TPaHUYCHHUS JOCTYIIA.

Texuuveckuii KaHau yreuku uHGoOpManuu - COBOKYITHOCTh HOCUTEINSI HH(MOpMAITIT
(cpenctBa 00pabOTKH), PU3NYECKON Cpebl PACIPOCTPAHEHHS] MH(POPMATUBHOTO CUTHAJIA
U CPEACTB, KOTOPBIMU J00BIBAETCS 3aluiaeMasi nHhopMarusl.

TpaHcrpaHu4YHasi Nepedaya MEePCOHAIBHBIX JAHHBIX - IE€peJaya IMEePCOHAITBHBIX
JIaHHBIX omepaTopoM uepe3 ['ocynapcTBeHHyro rpanunyy Pocculickon @enepaunu oprany
BJIACTH HWHOCTPAHHOTO TOCYIapCTBa, (PU3NYECKOMY WM IOPUIUYECKOMY  JIAILY
WHOCTPAHHOI'0 TOCY/1apCTRa.

Yrpo3bl 0€30NMaCHOCTH NEPCOHAIBHBIX JAAHHBIX - COBOKYIHOCTh YCIOBUM U
(GaKTOpOB, CO3/MAIOIIMX OMACHOCTh HECAHKIIMOHHUPOBAHHOTO, B TOM YHCIIE CIy4ailHOTO,
JOCTYyTNa K NEPCOHAIBHBIM JaHHBIM, PE3yJIbTATOM KOTOPOIO0 MOXET CTaTh YHUUYTOXXECHUE,
M3MEHEeHHe, OJIOKMpOBaHUE, KOMMPOBAHUE, PACIPOCTPAaHEHUE NEPCOHATBHBIX JaHHBIX, a
TaKX€ WHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUU Mpu MX 00paboTKe B MHPOPMAIMOHHOMN
CHUCTEME NEPCOHAIBHBIX JAHHBIX.

YHUYTOKEHHE TEPCOHAJILHBIX [aHHBIX - JICHCTBUS, B pPE3YyJbTAaT€ KOTOPHIX



CTAHOBUTCS HEBO3MOXXHBIM BOCCTaHOBHUTb COJAEpP)KAHUE MEPCOHAIBHBIX JAaHHBIX B
UHPOPMAIIMOHHON CHCTEME TEPCOHAJBHBIX JaHHBIX WU (WJIK) B pe3yjbTaTe KOTOPBIX
YHUUTOKAIOTCA MaTepUAIIbHbIE HOCUTEIH NIEPCOHATIbHBIX TAHHBIX.

Yreuka (3ammmaemMoii) wuHGopManuM MO0 TEXHHYECKHM KaHajJaM -
HEKOHTPOJINPYEMOE PACIPOCTpaHEHUE MH(OPMALIMKU OT HOCUTENS 3alUIaeMoil HHPop-
Maluu 4Yepe3 (U3MUECKYI0 Cpeay A0 TEXHHYECKOTO CpElCTBA, OCYIIECTBISIONIETO
nepexBaT HHPOpMAaIIH.

YsI3BUMOCTB - CJ1a00CTh B CPEACTBAX 3aAIIUTHI, KOTOPYIO MOKHO UCIOJIb30BaTh JJIs
HapyLICHUs CUCTEMBI WM COZIep Kalleiicsl B Hell nH(popMaluu.

IenocTHOCT, MHpOpMANMM - CIOCOOHOCTh CPEICTBA BBIYMCIUTEIBHON TEXHUKHU
WIM aBTOMATU3UPOBAHHOW CHCTEMBbl OO0eCeunMBaTh HEM3MEHHOCTh HH(POpMAIMH B
YCIIOBUSIX CIyYalHOTO W/WJIM NPETHAMEPEHHOT0 UCKaKEeHUs (pa3pyILLEHNUs).



OBO3HAYEHUSA N COKPALLIEHUA

ABC - anTuBUpYCHBIE CpECTBa

APM - aBTOMaTH3MpOBAaHHOE paboyee MECTO

BTCC - BcioMoraTenbHbIe TEXHUYECKHUE CPEJICTBA U CUCTEMBbI
NCIIIH - nandopmanmoHHasi cucTeMa NepCOHAIbHBIX JaHHBIX
K3 - koHTpOMpyemas 30Ha

JIBC - nokanbHasi BBIYUCIUTENbHAS CETh

MD - MexceTeBoil 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIN TOCTYII

OC - onepaliMoHHas cUcTEMa

[1/IH - nepcoHanbHbIE TaHHBIE

IIMB - nporpaMMHO-MaTeMaTHYECKOE BO3AEHCTBUE

10O - nporpamMmHOE obecrieueHue

[I9MUH - no6ouHbIe 3JIeKTPOMArHUTHBIC U3ITyYECHUS] K HABOJIKH
CA3 - cucrema aHanm3a 3alMIIEHHOCTH

C3MU - cpenctna 3amuThl HHGOPMALIUU

C3I1/I1 - cuctema (mocucTeEMAa) 3alIUThl TEPCOHATBHBIX IAHHBIX
COB - cucrema 0OHapy eHUS BTOPKEHHI

TKVYMU - TexHuueckue KaHaibl yTeUKH HHGOpPMAITUU

VYBIIIH - yrpo3sl 6€301aCHOCTH MTEPCOHATBHBIX JTAHHBIX



BBEJAEHUE

Hactosimass Ilonutuka wuHbopMannoHHONW Oe3omacHOCTH mpu  pabore ¢
NEPCOHATILHBIMU JaHHBIMU B TaOOPUHCKON palOHHOW TEPPUTOPUATIBHON M30MpaTENbHON
Komuccu (nanee - [lonutuka) siBnsiercst oQULUaIbLHBIM JOKYMEHTOM.

[Tonutrka pazpaboTaHa B COOTBETCTBUH C TPEOOBAHUSIMU, YCTAHOBICHHBIMHU:

@®enepanbHbiM - 3akoHOM oT  27.07.2006 Ne 149-®3 «O06 wuHbopmanuwy,
UH(GOPMAITMOHHBIX TEXHOJOTHIX U O 3alUuTe HH(pOopMamy;

®enepanbHbIM 3ak0HOM OT 27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX TaHHBIX);

noctradHoBieHueM IIpaButensctBa Poccuiickoin @eneparuu ot 01.11.2012 Ne 1119
«O0 yTBEep)KIEHUHM TPEOOBAHUN K 3alUTE MEPCOHAIBHBIX JaHHBIX MPU UX 00pabOTKE B
MH(POPMAILIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JaHHBIX;

nocraHoBiieHneM IlpaBurensctBa Poccuiickoin @enepanuun ot 15.09.2008 Ne 687
«O0 yTBEp>KIEHUU MOJOKEHUA 00 0COOEHHOCTSIX OOpPabOTKH MEPCOHANBHBIX IaHHBIX,
OCYIIECTBIISIEMOI 0€3 NCIOJIb30BAHUS CPEJICTB aBTOMATU3ALIMNY;

nocraHoByienueM IIpaButenbctBa Poccuiickoit @eneparuu ot 21.03.2012 Ne 211
«O0 yTBEp)KIEHUU TEPEeYHs MEp, HaIpaBICHHBIX Ha O0ECHEYEeHUE BBINOIHEHUS
00s13aHHOCTEM, MpeaycMOTpeHHBIX DefepanbHbIM 3aKOHOM «O NEepPCOHATBHBIX JaHHBIX)»
Y IIPUHATBIMHU B COOTBETCTBUM C HUM HOPMAaTHBHBIMU MPABOBBIMU aKTAMH, OIlEpaTOpaMH,
SBJIFOLIUMUCS TOCYAAPCTBEHHBIMU WM MYHUIUIIATBHBIMA OPTaHAMK;

npukazoMm OCTIK Poccum ot 18.02.2013 Ne 21 «O6 yrBepx)aenun CocraBa u
COJICp’)KaHUSl OPTaHU3aALMOHHBIX W TEXHUYECKUX MEp MO O00eCrneueHHro 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX MpU UX 00paboTke B HMHPOPMALMOHHBIX CHUCTEMaxX
NIEPCOHAIIBHBIX JaHHBIX,

npukazoM DPCb Poccum ot 10.07.2014 No 378 «OO0 yTBep>KIeHUU COCTaBa H
COJIep’KaHUsl OpPraHM3aIlMOHHBIX M TEXHUYECKHX MeEp IO O0ecneueHuIo 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX MpU UX 00paboTke B HMHPOPMALMOHHBIX CHUCTEMaxX
NEPCOHANBHBIX JaHHBIX C HCIOJIb30BAHUEM CPEACTB KPHUNTOrpAPUUECKON 3alIUThI
uHbopMaluy, HEOOXOAMMBIX JJIsi BBINOJIHEHUS YCTaHOBIEHHBIX IIpaBUTENBCTBOM
Poccuiickoit denepanuu TpeOOBaHMI K 3alIUTE NEPCOHATBHBIX JAHHBIX JJIS KaXKI0TO U3
YPOBHEH 3aIUIICHHOCTHY;

MeTroaruecKuMu peKOMEHAAIMSIMU 10 pa3pabOTKe HOPMATUBHBIX IMPABOBBIX
aKTOB, OMPEIEIAIONINX YIPO3bl 0€30MACHOCTH NMEPCOHATIBHBIX JAaHHBIX, aKTyaJlbHbIEC MPU
00paboTKe TMEepPCOHANBHBIX JAHHBIX B WH(GOPMAIIMOHHBIX CHUCTEMax IEePCOHATBHBIX
JAHHBIX, OJKCIUIyaTUPYEMbIX IIpU  OCYIIECTBICHHH  COOTBETCTBYIOIIMX  BHJOB
NEATENIbHOCTH, YTBEPKACHHBIMUA PYKOBOACTBOM & LlenTtpa ®Cb Poccum 31.03.2015 Ne
149/7/2/6-432.

B Ilonmutuke omnpeaenensl TtpeboBanusi k mnepcoHary WCII[IH, crenens
OTBETCTBEHHOCTH IE€PCOHAJNIA, CTPYKTypa U HEOOXOJUMBIH YpOBEHb 3alllMIIIEHHOCTH,
CTaTyC M JOJDKHOCTHBIE OO0S3aHHOCTH COTPYIHUKOB, OTBETCTBEHHBIX 3a OO€cIeYeHHe



Oe3omacHoctu  nepcoHanbHbIX  gaHHBIX B MCII[m  TaOopuHckoi  pailoHHOI
TEPPUTOPHATBHON N30MpaTenbHON KoMuccnn (nanee — Komuccns).

1.001mme moJ1oKeHust

Henpro Hactosmel IloauTnkm sBisieTcs oOecrnedyeHre Oe30HacHOCTH OOBEKTOB
3ammTel Komuccun OoT BCeX BHAOB YIrpO3, BHEINIHMX M BHYTPEHHHMX, YMBIIUICHHBIX WU
HEIMpEeIHAMEPECHHbIX, MHHUMHU3AlMs yiiepda OT BO3MOXHOM pealu3aluu  yrpo3
oe3zonacuoctu [1JIn (YBII/IH).

be3onacHoCTh  TMEpPCOHANBHBIX  JAHHBIX  JOCTUTAETCS MYTEM  HCKIIOYCHHS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4alHOIO, TOCTyNa K MEPCOHAIBHBIM JIaHHBIM,
pe3yibTaTOM KOTOPOTO MOXET CTaThb YHUYTOXKEHUE, HW3MEHEHHE, OJOKHPOBaHUE,
KOIMPOBAHUE,  PACHPOCTPAHEHUE  MEPCOHAIBHBIX  JAHHBIX, a TaKXe€  HHBIX
HECAHKI[MOHUPOBAHHBIX JICHCTBUMU.

Nudopmanus u cBsi3aHHBIE C HEW pPECypChl JIODKHBI OBITh JOCTYHHBI JIsS
aBTOPU30BaHHBIX  MOJb30BaTeneid.  JIOIDKHO  OCYIIECTBISITECS ~ CBOEBPEMEHHOE
obHapy»xeHue u pearupoBanue Ha Y BIIJIH.

JIOJDKHO OCYIIECTBIIATHCS MPEIOTBPAIIEHUE MPEIHAMEPEHHBIX WIM CIy4YalHbIX,
YACTUYHBIX WJIM TIOJHBIX HECAHKIMOHUPOBAHHBIX MOJIU(DUKAIMN WM YHUYTOKECHUS
JTAHHBIX.

CocraB 00BEKTOB 3amIUTHl TpejacTaBieH B «llepeduHe mepcoHaNbHBIX JTaHHBIX,
oOpabaTpiBaeMbix B TaOOpWHCKON pallOHHOW TEPPUTOPHAIBHONW U30MpaATEIHHOU
KOMHCCUHM B CBS3M C pealM3alMeil CiayKeOHbIX (TPYHOBBIX) OTHOLIEHUH, a TaKke
OCYIIIECTBICHUEM TOCYIapCTBEHHBIX (YHKIIHIN.

Cocrap  UCII[IH nomnexamux  3amure, npenacraBieH B «llepeune
UHOOPMAITMOHHBIX CHCTEM TEPCOHAIBHBIX JIaHHBIX B TaOOpUHCKOW paloOHHOU
TEPPUTOPHATBHON N30UPATEIHHOW KOMUCCUM.

2.00JacTh 1eCTBUA

TpebGoBanusa Hacrosimied [loMUTUKU pPAcTIpOCTPAHSIIOTCS HA BCEX COTPYAHUKOB
Komuccun (mraTHbIX, BPEMEHHBIX, paOOTAIOMIMX MO KOHTPAKTY W T.I.), a TaKXKe BCEX
npoYnXx Jull (MOAPAIYUKH, Ay TUTOPHI U T.I1.).

3. Cucrema 3aIIMTHI NEPCOHAIBHBIX JaHHBIX

Obecneuenne 0€30MaCHOCTH IEPCOHATBHBIX JAHHBIX JOCTUTACTCS, B YACTHOCTH:

ompeereHueM yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX MPU UX 00pabOTKEe B
MH(POPMAITMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAHHBIX;

NPUMEHEHUEM OpraHU3allMOHHBIX M TEXHUYECKUX Mep MO0 00eCIeYeHUo
0€30MacHOCTH MEePCOHATBHBIX JAHHBIX MPU UX 00pabOTKe B MH(GOPMAITMOHHBIX CUCTEMAX
MEPCOHANIBHBIX JTaHHBIX, HEOOXOIWMBIX IS BBITIOJHEHUS TPEOOBaHWN K 3alluTe
MEPCOHANBHBIX  JIAHHBIX, HCIOJHEHHWE KOTOPBIX OOECreYyrMBaeT YCTAaHOBJICHHBIC
IIpaButensctBOM Poccuiickori dDeaepauny ypOBHHM 3aIMUIIEHHOCTA IEPCOHAIBHBIX



JTaHHBIX;

IIPUMEHEHUEM MPOLIEAIIMX B YCTAaHOBJICHHOM IIOPSAKE NPOLEAYPY OLIEHKH
COOTBETCTBUS CPEJICTB 3alUTHl HH(OPMAINY;

OLICHKON 3(Q(HEeKTUBHOCTH MPUHUMAEMBIX MEp MO OOECHEHYEHUI0 Oe30MacHOCTH
NEPCOHANBHBIX JAaHHBIX JI0 BBOJA B OJKCIUIyaTallMl0 HMHPOPMALMOHHOW CHCTEMBI
MIEPCOHAIBHBIX TAHHBIX;

YYETOM MAIIMHHBIX HOCUTENIEH ITEPCOHAIBHBIX TAHHBIX;

oOHapyxeHHeM (aKTOB HECAHKIIMOHHMPOBAHHOIO JOCTYyNa K MEepCOHATbHBIM
JAHHBIM U TIPUHSATHEM MEp, B TOM YHCJIE MEp MO OOHApYXKEHUIO, MPEAYNPEKICHUIO U
JUKBUJAIMN TIOCIEICTBUNA KOMIBIOTEPHBIX aTak Ha WH(OPMALUOHHBIE CHCTEMbI
MEPCOHAIBHBIX TAHHBIX U [0 PEArMPOBAHUIO HA KOMITBIOTEPHBIC MHIIUICHTHI B HUX;

BOCCTAHOBJICHUEM  MEPCOHAJBHBIX  JAaHHBIX,  MOJU(PUIMPOBAHHBIX WM
YHUAUYTOXKEHHBIX BCJIEACTBUE HECAHKIIMOHUPOBAHHOI'O JOCTYIIA K HUM;

YCTAaHOBJICHUEM MPaBUJI JIOCTYIA K MEPCOHAJIBHBIM JIaHHBIM, 00pa0aThIBAEMbIM B
UH()OPMAIMOHHOW CHUCTEME TMEPCOHAIBHBIX JaHHBIX, a Takxke oOecrneyeHueM
pEruCTpalliid U y4eTa BCEX IEHCTBUM, COBEPIIAEMBIX C IEPCOHAIBHBIMA JTaHHBIMH B
UH(OPMAITMOHHOW CUCTEME MEPCOHANIbHBIX JIAHHBIX;

KOHTPOJIEM 3a NPUHHMAaEeMbIMM MepaMu 10 OOEeCHeYeHH0 Oe30MacHOCTH
MEPCOHANBHBIX JAHHBIX W YPOBHS 3alIUIIEHHOCTH WH()OPMAIMOHHBIX CHUCTEM
IIEPCOHAJIBHBIX TAHHBIX.

Cucrema 3amuThl nepcoHanbHbIX AaHHBIX (C3I1/IH), cTpOoUTCS HA OCHOBAHUMU:

AKTa BHYTPEHHET0 KOHTPOJISI COOTBETCTBUSA 00pabOTKH NEPCOHATBHBIX JaHHBIX.

[lepeuns mepcoHanbHBIX JAHHBIX, 0OpadaThiBaeMbix B TaOOpHHCKON pailoHHOMN
TEPPUTOPUAIBHON HU30UpPATEIbHOW KOMHUCCHM B CBSI3M C pealu3aluedl CiyKeOHBIX
(TpyOBBIX) OTHOILIEHUM, & TAKKE OCYUIECTBICHUEM TOCYAAPCTBEHHBIX (PYHKIINN;

AKTOB KJIaccupUKauu HHPOPMAITUOHHBIX CUCTEM NIEPCOHAIBHBIX JTAHHBIX;

Monenu yrpo3 6€301acHOCTH EPCOHANBHBIX JaHHbIX;

Martpuiisl 10CTyma MoJb30BaTeNiel K 3alluillaeMbIM WH()OPMAIMOHHBIM pecypcam
NCIT/H;

PykoBomsmux nokymentoB @CTIK Poccun u @Cb Poccun.

Ha ocHoBaHMHM 3TUX JOKYMEHTOB OIIpEeAENsieTcs] HEOOXOIUMBIH YPOBEHb
sammmenHocty 111n kaxnoit UCITJJn Komuccun. Ha ocHOBaHMM aHanu3a akTyajlbHBIX
yrpo3 Oe3onacHoctu [I/lH ommcanHoro B Moxaenu yrpo3s, Jemaercss 3aKIIOUYeHHE O
HEOOXOJMMOCTH  HUCIOJIb30BAaHUSL ~ TEXHUYECKMX CPEACTB M OPraHU3alMOHHBIX
MeponpuaTuid Ay oOecnieuenus Oe3onacHoctu I[I/IH. BriOpannbsie HeoOxoauMmble
MeponpusaTus ortpaxaiorcs B «CocraBe Mep 3amuThl WHOOPMAIMOHHBIX CHUCTEM
MEPCOHAIBHBIX JAHHBIX.

Jns WUCII[H npomxeH OBITh COCTAaBJICH CIHCOK MCHOJBb3YeMbIX TEXHUUYECKUX
cpeactB 3amuThl (ganee - CnMcok), a Tak >€ NPOrpaMMHOr0 oOecreueHus,
ydacTBytoiiero B 0opadotke I1/1H, Ha Bcex anementax UCIT/IH:

APM mnonn3oBartenei;



CepBepa npHII0KEHMI;

CYBJ;

I'panuner JIBC;

KananoB mnepemaum B ceTH 0OIIEro MOJb30BAaHUA W (WUIM) MEXKIyHApOIHOTO
obmeHa, eciu o HUM niepegarorcs [1/1H.

B 3aBucumocTu ot ypoBHs 3anmuiueHHoctd UCII/IH u aktyaneHbix yrpo3, C311Ix
MOKET BKJIKOYATh CICAYIOIINE TEXHUUECKUE CPENICTBA:

AHTUBUPYCHBIE CPEJICTBA JIJIsl pabOYMX CTAHIIMI MOJIH30BATENEH U CEPBEPOB;

CPEACTBA MEKCETEBOTO SKPAHUPOBAHUS;

CpencTBa KpUNTOrpaguiecKoi 3amuTsl HHGOPMAITMN MPY TIepeaade 3amriacMon
uHOpMaIMK 0 KaHaJlaM CBSI3U.

Tak e B CIHUCOK JOJDKHBI ObITh BKJIFOYEHBI (DYHKIIMU 3alUTHI, 00ECIIEYNBACMbIC
mTaTHeIMU  cpeactBamMu  oOpabotku  [1/ln  omepamumonnsiMu  cucremamu  (OC),
npukiagabeiM [1O U cnenuanbHBIMA KOMIUIEKCAMH, PEAU3YIOIIMMH CPEJICTBA 3aILUTHI.
Cnucok (hyHKIUM 3allUThl MOKET BKJIIOUYATD:

YIIPABJIEHUE U pa3rpaHUUYCHUE JOCTYIIA MMOJb30BATENEH;

PETUCTPALIMIO U YUET IEUCTBUM ¢ nHpOpMaIueH;

oOecrieueHune 1eT0CTHOCTH JIaHHBIX;

oOHapy>KeHHE BTOPKCHUI.

Cnucok HMCHOJIb3yeMBIX TEXHUYECKHX CpEeACTB oTpaxkaerca B  «llmane
MEpONPUSATANA MO  OOECHEUYCHUI0  3alllUThl  MEPCOHANBHBIX  JaHHBIX». CHHUCOK
UCIIOJIb3YEMBIX CPEACTB [JIOJHKEH MOJAJIEPKUBATHCA B aKTyallbHOM COCTOSAHUM. [Ipu
U3MEHEHHH COCTaBa TEXHUYECKUX CpeAcTB 3amuThl win 3iaemeHToB  MWCIIIn
COOTBETCTBYIOIIME HW3MEHEHMS JOJDKHbI ObITh BHeceHbl B CIHHUCOK U YTBEPXKICHBI
npeacenareneM  M30OuparenbHoit komuccuun CBepAJIOBCKOM 00JIaCTH WM JTUIOM,
OTBETCTBEHHBIM 3a oOecriedueHue 3anmuThl [1/]H.

4, TpeooBanus k nogcucremam C3I11n

C3I1dn BritO4aeT B ce0s CASAYIONIUE MOACUCTEMBI:

yIpPaBJIEHUS IOCTYIIOM, PETUCTPALINM U YUETa;

oOecrieyeHus UEJIOCTHOCTH U IOCTYITHOCTH;

AHTUBUPYCHOW 3aIIUTHIL;

MEXCETEBOT0 HIKPAHUPOBAHMUS;

aHaju3a 3allUIIEeHHOCTH;

oOHapy>KeHUs BTOPKCHUM;

Kpunrorpahuueckou 3aniuThl.

[Moacuctemsr C3I1IH uMeroT pa3nuuHblil (YHKIIMOHAT B 3aBUCUMOCTH OT Kjacca
UCTI[In, ompenenenHoro B «AkTe kiaccuukanuu WHHOPMAIMOHHON CHCTEMBI
MEPCOHANBHBIX MaHHBIX». Crucok cootBeTcTBUs (PyHkiui moacuctem C3IIn kmaccy
3aIMIIEHHOCTH MPEACTABIECH B TEXHHUYECKOM 3a/laHUM [0 CO3/IaHUI0 CHCTEMBI 3aIUThI
uHpopmauu MHGOPMALIMOHHON CUCTEMBI TEPCOHANBHBIX TAHHbIX.



HOI[CI/ICTeMa YIIPpaBJICHUA AOCTYIIOM, PCTHUCTPAIIMH 1 YICTaA

[Toncucrema ympaBieHHsI JOCTYHOM, PErHCTpallid M ydeTa MpeIHa3HayeHa MJis
peanu3aluu Caeayomux GyHKIHMA:

UACHTU(PUKAIIMK U TPOBEPKU MOJJIMHHOCTU CYOBEKTOB JOCTyIa MpPH BXOJAE B
NCII/H;

UIEeHTU(UKAITIN TEPMUHAIIOB, Y3JI0B CETH, KaHAJIOB CBSI31, BHEIITHUX YCTPOMCTB IO
JIOTUYECKUM UMEHaM;

UACHTU(UKALIMKY TIPOrpaMM, TOMOB, KaTajoros, (aiyioB, 3amuceil, mojei 3amucei
10 UMEHaM,;

perucTpanuu Bxojaa (BbIX0J1a) CYOBEKTOB JOCTYIAa B CUCTEMY (M3 CHUCTEMBI), JTHOO
perucTpalnyu 3arpy3ky U HHUIMATU3AINKI OTIEPAIIMOHHON CUCTEMBI M €€ OCTaHOBA.

pErucTpanyy MOMBITOK JOCTYyIMa MPOTPaMMHBIX CPEACTB (IIpOrpaMm, MPOIIECCOB,
3a/1a4, 3aJ]JaHui) K 3alUIIaeMbIM (aitiam;

pErucTpanuy MONBITOK JOCTYIAa MPOTPAMMHBIX CPEACTB K TEPMUHAJIAM, KaHajJaM
CBSI3U, MPOTpaMMaM, TOMaM, KaTajoram, (paitinam, 3amucsim, MoJsiM 3aruce.

[Toncucrema ympaBiaeHUss TOCTYIIOM MOXET OBITh peaju3oBaHa € IMOMOIIBIO
MTAaTHBIX cpenicTB 00padoTku [1/]H (onepannonubix cucteM, npuioxenuid u CYB]I). Tak
K€ MOXET OBITh BHEJIPEHO CHEIHATIbHOE TEXHUYECKOE CPEACTBO WM UX KOMILIEKC,
OCYIIECTBIISIIONINE  JOMOJTHUTENbHBIE MEphl 10 ayTeHTU(HUKAMK U  KOHTPOJIIO.
Hanpumep, mnpuMeHEHUE €AUHBIX XPaHWIUI YYETHBIX 3aluceil TMoJib30oBaTeNe u
perucTpaloHHON WH(OpPMAIMHU, UCIOIb30BaHUE OMOMETPUUYECKUX U TEXHUYECKHX (C
MTOMOIIIBIO DJIEKTPOHHBIX MIPOITYCKOB) MEp ayTEHTU(DUKAIIUN U APYTHUX.

[loacucrema obecneueHus OCJIO0CTHOCTH U JOCTYIIHOCTH

[loacucrema oOecriedyeHUs LEIOCTHOCTM W JAOCTYHMHOCTH TpEeJHA3HAYeHa ISl
obecreueHns LeI0CTHOCTU U AocTynHocTd [1/]H, mporpaMMHBIX M anmapaTHbIX CPEJCTB
NCITIn Komuccum, a Tak € CpEACTB 3alUThl, NPU CIyYalHOW WM HAMEPEHHOU
MOIU(DHUKAIIAH.

IToncucrema peanusyercs C IMOMOLIBIO OpPraHU3ALMU PE3EPBHOIO KOIMPOBAHHUS
00pabaThIBa€MbIX JAHHBIX, a TAK K€ PE3ePBUPOBAHUEM KITtOUEBbIX 351eMeHTOB UCIT/IH.

[loacucTeMa aHTUBUPYCHOM 3aIIIUTHI

[loncucrema aHTUBMPYCHOM  3alMTHl  MpeJHAa3HAueHa Jid  O0OecredeHHs
aHTUBUPYCHOM 3amuThl cepBepoB 1 APM nons3oBateneit UCIT[n Komuccum.
CpencrTBa aHTHBHPYCHOM 3alUThl MPEJHA3HAYEHBI IS pEaJu3aly CIIEIYIOIIUX
byHKLIMIA:
PE3UICHTHBIN aHTUBUPYCHBIM MOHUTOPUHT
AHTUBUPYCHOE CKaHUPOBAHUE;
CKpHUIIT-0JIOKUPOBAHUE;
[IEHTPATU30BaHHOMN/yTAJICHHOW YCTaHOBKH/JACMHCTAUISIIIUA aHTUBUPYCHOTO
IPOAYKTA, HACTPOMKH, aIMUHUCTPUPOBAHUSA, IPOCMOTPA OTUYETOB U



CTaTUCTUYECKON MH(POPMAIINH 110 padOTe MPOAYKTA;
aBTOMATU3UPOBAHHOTO OOHOBJICHUSI aHTUBUPYCHBIX 0a3;
OTPAaHUYCHHS TpPaB MOJIB30BATENISI HA OCTAHOBKY HCIIOJHSEMBIX 3a1ad M
MU3MEHEHHS HACTPOEK aHTUBUPYCHOTO MPOTPAMMHOI0 00ECTICUeHHUS;
aBTOMATHYECKOTO 3amycKa HETMOCPEACTBEHHO nocJie 3arpy3Ku
ONEPAlMOHHOMN CHUCTEMBI.

[Toncucrema peanusyercss MyTEM BHEAPECHUS CHEHUAIBHOTO AHTUBUPYCHOTO

nporpaMmmHoro odecrnieueHust Ha Bce anemeHTsl UCITIH.

[loacucreMa MEKCETEBOr0 YKPaHUPOBAHMS

[logcucrema MeXKCETEBOIO SKpPaHUPOBAHUS NpEIHAa3HA4YeHA U1 peaTU3alMU
ciaeayronmux GyHKIMI:

(uIBTpaLMK OTKPHITOTO U 3amudpoBaHHOrO (3aKpbiToro) IP- tpaduka,

(ukcanuu BO BHYTPEHHHUX JXypHajax MH(GOpPMalMU O MPOXOJSIIEM OTKPHITOM U
3akpbiToM [P-Tpaduke;

UIAEHTU(UKAIMU ¥ ayTeHTU(PHUKAUMKA aIMUHUCTPATOPa MEXKCETEBOTO AKpaHa IpH
€ro JIOKAJIbHBIX 3aIIpOCcax Ha JOCTYII,

perucTpanuy Bxoja (BbIX0Ja) aJMUHUCTPATOPa MEXKCETEBOIO HKpaHa B CUCTEMY
(u3 cucteMsl) 100 3arpy3Ky U MHULMATIU3ALUU CUCTEMBI U €€ IPOrPaMMHOI'0 OCTaHOBA;

KOHTPOJISL LIEJIOCTHOCTU CBOEH MPOrpaMMHOM U HH()OPMALIMOHHON YacTH;

(UIBTpALIMM MAKETOB CIYKEOHBIX MPOTOKOJIOB, CIY)KAIIMX JJIsi AUArHOCTUKUA U
yHOpaBJICHHS padOTON CETEBBIX YCTPOMCTB;

(UIbTpaIK ¢ yYETOM BXOJHOI'O U BBIXOJJHOTO CETEBOT0 MHTep(elica Kak cpeicTBa
IIPOBEPKH MOJIMHHOCTH CETEBBIX a/IPECOB;

PEruCTpalvy U yyeTa 3alpaliiBaeMblX CEPBUCOB MPUKIIATHOTO YPOBHS;

OJIOKMpOBaHUSA JOCTyNa HEUJECHTUPUIIMPOBAHHOTO OO0BEKTa WU CYOBEKTa,
NOJJIMHHOCT KOTOPOTO TpU  ayTeHTU(HKAIMKW HE NOATBEpIUIIAch, METOJIAMHU,
YCTOWUYMBBIMH K IIEpEXBATY;

KOHTPOJIS 32 CETE€BOM aKTUBHOCTBIO MPHIIOKEHUI U OOHAPYKEHMSI CETEBbIX aTak.

[Toncucrema peanusyercss BHEAPEHUEM MIPOTrPaMMHO-ANMNapaTHbIX KOMILIEKCOB
MEKCETEeBOT0 AKpanrpoBanus Ha rpaHule JIBC, kiiaccom He Huxe 4.

[loacucTemMa aHanu3a 3alMILICHHOCTHU

[logcuctema aHanm3a 3alIMIIEHHOCTH JIOJDKHA OOECIEeYMBATh  BBISBIICHHE
ySI3BUMOCTEH, CBs3aHHBIX ¢ ommbOkamu B koHurypamuu [10 UCII/IH, KoTOphIE MOTYT
OBITH MCTIOJIb30BAaHbl HAPYIIMTENIEM JIJIS pealii3allii aTaku Ha CUCTEMY.

OYyHKIIMOHA TOJACUCTEMBI MOXET OBITh peajM30BaH MPOTPAMMHBIMU U
IIPOrPaAaMMHO-ANIIAPATHBIMU CPEJICTBAMU.

Iloxcucrema O6H3DV)K€HI/I$I BTOPKCHUM

[Togcuctema oOHapyXeHUsS BTOPKEHHM JIOJDKHA OOECTeUrBAaTh BBISBICHHE



ceTeBbIxX arak Ha aneMmeHThl WCII/IH, moakitoueHHbIe K CeTAM OOIIero MOJIb30BaHUS U
(WJI1) MEXAYHapOIHOIO OOMEHA.

@OyHKIIMOHAT TOJICUCTEMbl MOXXET OBbITh peaqu30BaH IPOTPAMMHBIMH U
IpOTrpaMMHO-AINAPaTHBIMU CPEICTBAMH.

[loacucrema KDHHTOFD&d)H‘-ICCKOﬁ 3al1TUThI

[Toncucrema kpuntorpaduueckoi 3amuThl npeanazHadeHa as uckiatouenuss HCJ
K 3amumaeMor nHpopmannu B MCII/In Komuccuun npu ee nepenaye no KaHajliaMm CBSI3U
ceTel 00IIIero MoIb30BaHus U (MJIM) MEXIYHAPOIHOTO OOMEHa.

[loacucrema peanusyercss MyTeM BHEIPEHUS KPUNTOrpapuyecKux MPOrpaMMHO-
anIapaTHbIX KOMILJIEKCOB.

5.IToan3oBaTenu UCII/In

B UCII[Jlz Komuccun MOXHO BBIIEIUTH CIEAYIOINIME TPYIIIBI IOJb30BaTENEH,
y4acTBYIOIIHUX B 00paboTke u xpanenuu [1/1x:
Anmunuctpatopsl UCIIH;
AJIMUHUCTpPATOPBI OE30MaCHOCTH;
Omneparopsr APM;
Anmunauctpartopsl cetn UCI/IH;
TexHuueckue  CHEUANIUCTBl 1O  OOCIYXMBaHHUIO  NEepUPEpHITHOrO
000py10BaHUS.
JlaHHbBIE O TPYIIAaxX IOJIb30BATENAX, YPOBHE UX JIOCTyNa U MH(GOPMHUPOBAHHOCTH
JOJDKHBI  OBITH OTpakeHbl B Marpuue JocTtyna moib30BaTeleil K  3alUIIaeMbIM
MH(POPMAITMOHHBIM peCypcam.

Anmunuctparop UCI

Anmunuctpatop HUCIIH, cotpyanuk Komuccuun (WM HWHOE YNOJHOMOYEHHOE
JUI0), OTBETCTBEHHbIM 3a HACTpOWKYy, BHeapeHue u compoBoxaeHue HWCII/H.
ObecnieunBaeT (PyHKIIMOHMpPOBaHUE TMoJcUcTeMbl ympasiaeHus noctynoMm WCIIH u
YIOJHOMOYEH OCYIIECTBIIATh MPEIOCTAaBICHUE U pa3rpaHUUYEHHE JOCTyla KOHEYHOTO
nosib3oBatesst (Onepatopa APM) k aneMeHTaM, XpaHAIIUM [IEPCOHAIbHBIE TaHHbIC.

Anmunuctpatop UCIIIH obnagaeT cieayoumM ypoBHEM JOCTYNA U 3HAHUM:

oOnagaeT mojaHOW MH@OpMaLMEd O CHUCTEMHOM M MPHUKIATHOM MNPOrpaMMHOM
ob6ecnieuenun UCII/IH;

oOnagaeT MmoiaHOW WHMOpPMAIUENd O TEXHUYECKUX CpEeACTBaX M KOH(UTrypauuu
NCII/H;

UMEET JIOCTYNl KO BCEM TEXHHYECKUM CpEIACTBaM 00paboTku WHGOpMAIMU U
nanabiM UCITIH;

oOnagaeTr mpaBaMH KOH(PUTYPUPOBAHMS M aJIMUHUCTPATUBHON HACTPONKH
texHuueckux cpencts UCIT/IH.



AJMUHUCTPATOP OE30IMACHOCTH

Anmunuctpatop — OezomacHocTH, — coTpyaHuk — Kommccnmn — (wnmm  WHOE
YIOJHOMOYEHHOE JIMII0), OTBETCTBEHHBIN 3a (yHkuuonupoBanue C3II/IH, BkiIrOUas
o0cny>KMUBaHUE M HACTPONKY aIMUHUCTPATUBHOM, CEPBEPHON U KIIMEHTCKOM KOMITOHEHT.

AnMuHucTpaTOp 0€30MacHOCTH 00JalaeT CIEAYIONIMM YpPOBHEM JIOCTyNa H
3HAHUM:

obOnanaet npaBamu Anmunuctparopa UCIAH;

obnanaet noaHoi uHdopmanueit 06 MCIIH;

UMEET JIOCTYI K CPEJICTBAM 3allUThl HH(OPMAIIUU U TPOTOKOJIUPOBAHUS U K
yacTH KI04eBbIX dneMeHToB UCII/IH;

HE MMEET MpaB JOCTyIa K KOH(QUTYPUPOBAHUIO TEXHUYECKUX CPEJICTB CETH
3a UCKJIFOUEHUEM KOHTPOJIBHBIX (MHCTIEKIIMOHHBIX ).

AnMuHHCTpaTOp 6€30MaCHOCTH YIIOJIHOMOYEH:

peann30BbIBaTh MOJUTUKHN Oe3omacHocTH B yacTu HacTpoiiku CK3U, mexceTreBbix
PKPAaHOB W CHUCTEM OOHApY>KEHHsS aTaKk, B COOTBETCTBUM C KOTOPHIMH IOJIh30BATEINb
(Onepatop APM) nosyyaet BO3MOXHOCTh padboTtath ¢ anemernTamu UCIIH;

OCYILIECTBIISITh ayAUT CPEJICTB 3AIUTHL;

Onepatop APM

Omnepatop APM - corpynuuk Kommccun (MM WHOE YHOJIHOMOYEHHOE JIUIIO),
ocymecTisitomuii - oopadorky IIJIH. OOpabotka II[lH BkiIrOYaeT: BO3MOXKHOCTh
npocmotpa I[1/Ix, pyunoit BBoa II/In B cucremy MCII/H, ¢opmMupoBaHue crnpaBok u
0oT4eTOB 10 MH(popmMaruu, moxydenron u3z UCIIJI. Oneparop He UMEET MOJHOMOYHUHN IS
yIpaBJIeHHs nojicucTeMaMu 00padotku gaHHbIx u C3I1IH.

Omneparop UCII/IH oOnagaeT ciaeayronuM ypoBHEM JOCTYIA U 3HAHUI:

oOnagaeT BCEeMHM  HEOOXOIMMBIMU  aTpuOyTamu  (Hampumep, MaposeMm),
00€ecTeunBaOIIMMU IOCTYT K HEKOTOpOMY noAMHokecTBY [1/1H;

pacroyiaraeT KOH(QUIEHIIMATLHBIMHU TaHHBIMHU, K KOTOPHIM UMEET JOCTYII.

A nmuauctparop cetu UCIH

Anvmunuctpatop cetu  UCII[n, corpynmnux  Komwuccuun  (uam uHOE
YIOJITHOMOYEHHOE JIUIIO), OTBETCTBEHHBIN 3a (GyHKIHOHUPOBAHUE
TeneKoMMyHUKalMoHHO mnonacuctembl MCIIJIH. ApamuHuCTpaTOop CETH HE HMEET
MIOJITHOMOYH JIJIs1 YIIPaBIIEHHUS MOACHCTEMaMHi 00pabOTKH TaHHBIX U OE30MTaCHOCTH.

AJIMUHHCTpATOpP CeTH 00JIa1aeT CIECAYIOIUM YPOBHEM JIOCTYIA U 3HAHUIA:

o0nagaeT 4acThi0 HMHPOpPMALMKU O CHUCTEMHOM U MPUKIAJHOM MPOrPAMMHOM
oo6ecnieuenun UCII/IH;

obOnmagaeT YacThio WHGOPMAIMM O TEXHUYECKUX CPEACTBAX M KOH(pUTypammu
NCII/H;

uMeeT PU3MUYECKHUI JOCTYI K TEXHUYECKUM CpeACcTBaM 00paboTKu MH(pOpMaLuu U
CpelncTBam 3alUThl;



3HAcCT, 110 MEHBIIIEH MCPEC, OAHO JICTAJIBHOC UM JOCTYIIA.

TeXHUYECKUN CHEIUAIMCT 110 00CIVKUBAHUIO TIEPpUDEPUITHOTO 000PYIOBAHUS

TexHuueckuil cenuagIrucT Mo 00CIyXKUBaHUIO, COTpyAHUK Komuccuu (winm mHOE
YIOJHOMOYEHHOE JIUI0), OCYIIECTBIISIET OOCIIYy>)KMBAaHWE M HACTPOWKY mHepudepuitHoro
obopynoBanuss MCIIJIH. TexHuueckuil cCHeUUaTUCT MO OOCITYKUBAHUIO HE HUMEET
noctyna k I1JlH, HE WMeeT MONHOMOYMHN sl YHpaBlIEHHUS MOACHUCTEMaMu 00pabOTKU
JTAHHBIX U 0€30MaCHOCTH.

TexHuueckuil crenuaIucT Mo oOCTYKUBaHUIO 00Ja/laeT CIEAYIONIMM YpPOBHEM
JOCTyTa ¥ 3HAHUM:

oOjamaeT 4acThl0 HMHPOpPMAIMM O CHUCTEMHOM U MPHUKIAJAHOM MPOTPAMMHOM
o6ecnieuenun UCII/IH;

oOnagaeTr 4acThi0 MH(GOPMAIMM O TEXHUYECKUX CPEACTBAX U KOH(MUTYpaLUH
NCII/H;

3HAET, 10 MEHBLIEH Mepe, OJHO JIEraIbHOE UMs JOCTYIIA.

6. TpeboBaHus K mepcoHATy M0 o0ecneyeHu o 3amuThbl I1/[H

Bce corpynnukm Komuccuwm, sBisromuecss nons3oBareisimu WUCIIIH, momxHBI
YETKO 3HATh U CTPOTO BBHIMIOJHATH YCTAHOBIICHHBIC MPAaBUiIa U 00SI3aHHOCTH MO JOCTYITY K
3aIMIIAEMbIM 0O0BEKTaM U COOTIOJICHUIO IPUHATOTO pexumMa 6ezomacHocTH [1/1H.

[Ipu BCTymieHMH B TOKHOCTH HOBOTO COTPYJHUKA OH JIOJDKEH OBITh O3HAKOMJICH
C HEOOXOIMMBIMU JOKYMEHTaMH, PErIaMeHTHPYIOUMHU TpeOoBanus 1o 3amute [1/1H, a
Takke  OOydeHHWe  HaBbIKAM  BBIMIOJIHEHUS  TPOILEAYp,  HEOOXOIUMBIX s
CaHKIIMOHUPOBAHHOTO ucnosb3oBanus UCII/IH.

CoTpyaHUK NOJDKEH OBITh O3HAKOMJIEH CO CBeACHHsAMHU Hactosimie [lomutuku,
NPUHATHIX Tipouenyp pabotsl ¢ anementamu UCTTIa u C3I1/]H.

CotpynHuku Komuccuu, HCIIOJIB3YIOIINE TEXHUYECKUE CpelcTBa
ayTeHTU(DUKALIMM,  JIOJKHBI o0ecrnieurBaTb  COXPAHHOCTh  HUJACHTU(PUKATOPOB
(anexkTpoHHBIX Kitouel) u He nonmyckath HCJl k HUM, a Tak ke BO3MOXKHOCTb UX YTE€pH
WIM WCHOJIb30BAaHUSI TPETbUMHM JuuaMH. [lodb3oBaTenn HECYyT MEPCOHAIBHYIO
OTBETCTBEHHOCTH 32 COXPAaHHOCTh UJICHTU(PUKATOPOB.

Cotpynaukun Komuccuu AOJDKHBI  CJI€AOBaTh YCTAHOBJICHHBIM —MPOIEIypam
nojasiep kanus pexkuma 6ezonacHoct [1/[H npu BEIOOpE M MCIIOJIB30BaHUM Haposiel (eciau
HE UCHOJIb3YIOTCS TEXHUUECKHE CPEJICTBA ayTEHTU(UKALIIH).

Corpynuukn  Komuccun  mOMDKHBI — OoOecnieuWBaTh — HAJJICKAIIYIO — 3aIUTY
o0opynoBaHus, OCTaBIsieMOro 0e3 MPUCMOTpPa, OCOOCHHO B TeX Ciy4asx, Korja B
NOMEIIEHHEe HMMEIOT AOCTyl IOCTOPOHHME JiMua. Bce monbp3oBarenu AOJKHBI 3HATh
TpeboBanus no 6e3onacuoctu [1/IH 1 nponeayps! 3aMTH 000PY1I0BaHUS, OCTABIEHHOTO
0€3 IpUCMOTpa, a TAKKE CBOU 00SI3aHHOCTHU TI0 00ECTICUCHUIO TAKOMW 3aIUTHI.

CoTpynHukaMm  3alpeniaeTcs  yCTaHaBJIMBaTh  MOCTOPOHHEE  IMPOTPaMMHOE
obecrieueHure, MOAKIIOYATh JTHYHBIE MOOWIIbHBIC YCTPONUCTBA M HOCUTENW WH(OpMaIuu, a



TaK € 3aMUChIBaTh HA HUX 3alUIIAEMyI0 HHPOPMAIIHIO.

CoTpynHuKaM 3ampemiaercs pasriamaTrh 3alluiaeMylo HWHGOpMalnoo, KOoTopas
cTaja UM H3BECTHa IMpHU padboTe ¢ MHPOPMALMOHHBIMU cucTeMaMu Komuccuu, TpeTbum
JIULAM.

[Ipu pa6ore ¢ I1[In B UCII[AH coTpymuuku Kommuccuu 00s13aHbI 0OECHEUHTH
OTCYTCTBHE BO3MOXHOCTH IpocMoTpa IT/IH Tpetbumu nuuamu ¢ MoHUTOpOoB APM mnm
TEPMHHAJIOB.

[Tpu 3aBepmienun pabotsl ¢ MCIIAn corpynHuku o0si3anbl 3amutuTth APM wnu
TEPMUHAJBI C TOMOIIBIO OJIOKUPOBKH KIIFOUOM WJTU SKBUBAJIEHTHOTO CPEACTBA KOHTPOJI,
HaIpuMep, JOCTYIIOM IO IMApOJII0, €CJIM HE HUCIOJIb3YIOTCS 00Jiee CUIIbHBIE CpEACTBA
3AILNTBHI.

Cotpynnukn Komuccum J0/KHBI  ObITh  TPOMH(MOPMHUPOBaHBI 00 yrpo3ax
HapylieHus pexxuma 6ezonacHoctd IIJ[H M oTBeTcTBEHHOCTH 3a ero HapyueHue. OHu
JOJDKHBI OBITh O3HAKOMJIEHBI C YTBEPXKIACHHOU (HOpMaTbHOW MPOLETypON HaIOKEHUS
JTUCUUIUIMHAPHBIX B3BICKAHUN HA COTPYJHUKOB, KOTOPbIC€ HAPYUIWIM TPUHSATHIC
MOJIMTUKY U TIpouenypsl 6e3onacHoctu [1/]H.

Cotpynauku 00s13aHbl 0€3 MpoMeIeHHsT coo0maTh 000 BceX HaOJI0IaeMbIX HIIH
MOJ03pUTENbHBIX ciay4asx padorsl MCIIH, Morymux moBiedb 3a CO00M yrpo3bl
oeszonmacHoctu I[I/[H, a Takke O BBISBICHHBIX HMH COOBITHSIX, 3aTpardBalOIIUX
oeszonacHocTh [I/IH, pPYKOBOJICTBY MOJpa3feleHus] W JHIy, OTBEUYaKIIeMy 3a
HEMEIJICHHOE pearupoBaHue Ha yrpo3sl OezonacHocTu [1/1H.

JloJKHOCTHBIE 00s13aHHOCTH nosib3oBareser MCITH

JomxHocTHbIe 00s13aHHOCTH moab3oBareneil MCII[IH onucanbl B cleayronmx
JNOKYMEHTAaX:

Nuctpykuus anmuanctparopa UCIIH;

WNuctpykius anmunnctpatopa 6e3omacHocty UCIIH;

Nuctpykuus nonszosarens UCIH;

NHcTpyKius oab30BaTesNs Ipy BO3HUKHOBEHUH BHEILITATHBIX CUTYallUi;

OTBETCTBEHHOCTD COTPYIAHHUKOB

B cootBerctBuu co crateeit 24 denepansHoro 3akona Poccuiickont denepanuiu ot
27 nrona 2006 r. Ne 152-®3 «O nepcoHanbHbBIX JAHHBIX)» JIMIA, BAHOBHBIE B HAPYLICHUU
TpeboBanmii gaHHOro @DeAepanbHOTO 3aKOHA, HECYT TPaKIAHCKYI0, YTOJIOBHYIO,
aAMUHUCTPATUBHYIO, TUCIUIUIMHAPHYIO U UHYIO MPEIyCMOTPEHHYIO 3aKOHOAATEIHCTBOM
Poccurickon ®@enepanuy OTBETCTBEHHOCTb.

HeucrByromee  3akOHOAATENLCTBO  Poccuiickon Qenepauii  MO3BOJIAET
NPEbIBISATh TpeOOBaHUS MO OOECleYeHUI0 O0e30macHoi padoThl ¢ 3alMIaeMoin
uHdopMaImen U TpeaycMaTpUBaeT OTBETCTBEHHOCTh 3a HAPYIIECHUE YCTAaHOBJICHHBIX
npaBui dKcrutyataruu OBM u cucteMm, HempaBOMEpHBIM TOCTyN K WHGOpMAIUH, €CIu
9TU JIEUCTBUS MPUBEIU K YHUYTOXKEHUIO, OJOKUPOBAHUIO, MOAUPUKALIUU UH(DOpMAITUU



WK HapymeHuto pabotel DBM unu cereit (ctatbu 272,273 u 274 YronoBHOTO KOJEKca
Poccuiickoii @enepanun).

Anmunuctpatop UCITAH u agMuHMCTpaTOp 0€3011aCHOCTH HECYT OTBETCTBEHHOCTD
3a BCE JEHCTBHs, COBEPLICHHBIE OT MMEHM HX YYETHBIX 3aIllUCel WM CHCTEMHBIX
YUETHBIX 3alMCcel, €ClAM He JA0Ka3aH (aKT HECAaHKIMOHUPOBAHHOIO HCIOJIb30BAaHUS
YYETHBIX 3aIIUCEH.

[Ipu Hapymenusix corpynaukamu Komuccnn — nonb3oBatensimu UCITJIH npaBui,
CBA3aHHBIX ¢ Oe3omacHOCThIO IIJ[H, OHM HeCyT OTBETCTBEHHOCTb, YCTAaHOBJICHHYIO
JIEUCTBYIOIIMM 3aKOHOAATENIbCTBOM Poccuiickon denepanuu.

7.CIINCOK HCNO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMAaTHUBHO-IIPABOBBIMM M METOAMYECKHUMH JOKYMEHTAaMH, Ha
KOTOpbIX Oazupyetcs HacTosmas [loauTuka, BIsSIOTCS:

O®enepanbHpii 3ak0oH OT 27.07.2006 1. Ne 152-®3 «O mepcoHaIbHBIX JTAHHBIXY,
yCTaHABJIMBAIOIIWNA OCHOBHBIE TIPUHIMIBI U ycloBus o0pabotku [1/lH, mpaBa,
00S13aHHOCTH M OTBETCTBEHHOCTb YYAaCTHUKOB OTHOIIEHUH, CBSI3aHHBIX C 00pabOTKOM
I1]1H.

TpeGoBaHug K 3amuTe NEPCOHAIBHBIX JAHHBIX MpU HX 00paboTKe B
MH(POPMAIIMOHHBIX CHUCTEMaX MEPCOHAJBHBIX JIAHHBIX, YTBEPKJICHHBIC MOCTAHOBJICHUEM
[IpaButenscTBa Poccuiickoit @enepannn ot 01.11.2012 r. Ne 1119.

[Tonoxxenue 00  OCOOCHHOCTAX  OOpaOOTKM  TMEPCOHAIBHBIX  JIAHHBIX,
OCYLIECTBIsIEeMON 0€3 HCMONb30BaHUA CPEACTB aBTOMATH3allMM, YTBEPXKIECHHOE
nocraHoBieHneM I[IpaBurtenscTBa Poccniickoit @enepannu ot 15.09.2008 1. Ne 687.

HopmatuBHo-mMeToudeckue ToKyMeHThl DenepaabHOM CIIyKObl 0 TEXHUYECKOMY
U JKcnepTHoMy KoHTpoito Poccuiickoit ®denepanuu (manee — ®CTIK Poccun) mo
obecrnieuenuto 6e3onacuoctu [11n npu ux o6padotke B UCIIH:

bazoBas Mojens yrpo3 0€30MmacHOCTH MEePCOHATBHBIX JaHHBIX MPU UX 00paboTKe B
MH(POPMAIIMOHHBIX CHUCTEMaxX TMEPCOHAJIBHBIX JaHHBIX, YTBEPXKJICHHAs 3aMECTUTEIEM
nupekropa DCTIOK Poccun 15.02.2008 r.

Meroanueckuii JoOKyMeHT. MeToaurKa OIeHKH yrpo3 0e30MacHOCTH MH(pOpMaIu,
yrBepxaeHHb PCTOK Poccnn 05.02.2021 .

[Tpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yrBepxaeann TpeGoBanuii o
3amuTe WHGOPMAIMKM, HE COCTaBIIAIONIMX TOCYIAapCTBEHHYIO TailHy, COJIEpXKAIINXCS B
roCyJapCTBEHHBIX WH(OPMAITMOHHBIX CHCTEMAaX).

[Ipukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrBepxaenun CocrtaBa u
COJIep’KaHUsl OPTaHM3AIlMOHHBIX M TEXHUYECKHX MEp IO O0EeCeueHUI0 0e30MacHOCTH
NMEPCOHANBHBIX JAHHBIX TMpPU UX 00paboTke B HMHPOPMAIMOHHBIX CHUCTEMax
MIEPCOHAIBHBIX JTAHHBIX).

[Ipuka3z ®enepanbHoit cnyx0bl Oe3onacHocTH Poccuiickoit ®enepau  OT
10.07.2014 No 378 «O06 ytBepxkiaenun CocTaBa W COAEp)KaHUS OPraHU3AIMOHHBIX U



TEXHUYECKUX MeEp MO O00eCTIeueHUr0 O€30MacHOCTH MEPCOHATBHBIX MaHHBIX TPU HUX
00paboTke B MHGOPMAIMOHHBIX CHUCTEMaX MEPCOHATBHBIX JTAHHBIX C MCIOJIb30BAaHUEM
CPEICTB KpUNTOrpapuUecKoil 3ammThl WHOOPMAIMU, HEOOXOJUMBIX ISl BBITOJHEHUS
ycTaHoBJIeHHBIX [IpaButenbctBoM Poccuiickoit ®enepaniuu TpeOOBaHUM K 3alluTe
MEPCOHAIBHBIX TAHHBIX JJISI KaXKJO0TO U3 YPOBHEW 3aLIUIIEHHOCTI.

MeTtoauueckne peKOMEHIAMU MO pa3paboTKe HOPMATHBHBIX IMPABOBBIX AKTOB,
ONPEIEHAIOIUX YIPO3bl 0O€30MaCHOCTH MMEPCOHAIBHBIX JaHHBIX, AKTyaJlbHbIE IpU
00paboTKe TMEepCOHAJIbHBIX MaHHBIX B HH(POPMAIIMOHHBIX CHCTEMax IMEpPCOHATbHBIX
JAHHBIX, OKCIUIyaTUPYEMBIX IIPU  OCYIUECTBIEHUM  COOTBETCTBYIOIIMX  BHUIOB

NEeATENIbHOCTH, yTBepKIAeHHbIe pykoBoACTBOM 8 ILlenTtpa ®CBb Poccum 31.03.2015 Ne
149/7/2/6-432.



