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I[TOJINTUKA

MH(OpMAIMOHHOW 0€3011aCHOCTH
npu paboTe ¢ MepCOHATBHBIMU JTAHHBIMH

B CBOOOJHEHCKOM OCETKOBOM TEPPUTOPHAIBHON N30MPaATEIHbHON KOMUCCUH

OIIPEJAEJIEHUA

B HacrosimeM JOKyMEHTE UCTIOIb3YIOTCA CAEAYIOIINE TEPMUHBI U KX ONPEIEICHUS.

ABTOMATH3HpPOBaHHAsI CHCTEMA - CUCTEMA, COCTOSAIIAsA U3 MEPCOHANIa U KOMILIEKCa
CpPEICTB aBTOMAaTH3allMM €ro  JCSATEIbHOCTH, peajusyronas HUHPOPMAIMOHHYIO
TEXHOJIOTUIO BBIMOJHEHUS! YCTAHOBIICHHBIX (DYHKITUH.

AyTeHTH(UKANUA OTHPABUTENA JAHHBIX - [TOATBEPKIACHUE TOT0, YTO OTIIPABUTEID
MOJTYYEHHBIX JaHHBIX COOTBETCTBYET 3aBJICHHOMY.

Be30macHOCTh MePCOHAIBbHBIX JAHHBIX - COCTOSIHUE 3aIUIIEHHOCTU MEPCOHATBHBIX
JAHHBIX, XapaKTEePU3yeMO€ CIOCOOHOCTHIO TIOJH30BATENCH, TEXHUYECKUX CPEICTB U
MH()OPMAIIMOHHBIX TEXHOJIOTUH o0ecneunTh KOH(PUACHIMATBLHOCTh, IEIOCTHOCTh |
JOCTYITHOCTh NEPCOHANBHBIX JAHHBIX MPU UX 00paboTKe B MHPOPMAITMOHHBIX CHUCTEMaX
MEePCOHATBHBIX JIAHHBIX.

BuoMerpuyeckne nepcoHANIbHbIE JaHHbIE - CBEJCHHUS, KOTOPHIE XapaKTEpU3YIOT
bu3nonornyeckre 0COOCHHOCTH YeTOBEKa M Ha OCHOBE KOTOPHIX MOXHO YCTAHOBHUTH €TO
JUYHOCTh, BKJo4Yasg ¢oTorpaduu, OTHNEYaTKM MayblieB, 00pa3 ceTyaTKd TJia3a,
0COOCHHOCTH CTPOCHHUS TeJla U IPYTYIO MO I00HYI0 HH(POPMAITHUIO.

BiokHpoBaHHEe MEPCOHAJBHBIX JAHHBIX - BPEMEHHOE IMpeKpalieHne 00padoTKu
MEPCOHANBHBIX JIAHHBIX (32 MCKIIOYEHUEM CIy4yaeB, eclii 00paboTka HeoOXxoauma s
YTOUHEHUS IEPCOHAIBHBIX JIAHHBIX ).

Bupyc (koMnblOTepHBIii, MPOrPaMMHBIii) - UCTIOJHAEMBIM MMPOTrPAMMHBIN KO WJIU
UHTEpHpEeTUpyeMbld ~ HA0Op  MHCTPYKUMH,  OONajalolmuid  CBOWCTBAMU  He-
CaHKIIMOHUPOBAHHOI'O  paclpocTpaHeHus U  camoBocnpousBeneHus. Co3naHHbIE
OyOnHMKaThl KOMIIBIOTEPHOTO BUPYyCa HE BCEr/la COBMAAAIOT C OPUTHHAIIOM, HO COXPAHSIOT
CIOCOOHOCTH K JaJIbHEHIIIEMY PACHPOCTPAHEHHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpenoHocHasi mporpamma - Iporpamma, IpeaHa3HadeHHas JJig OCYIIECTBICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYMa U (MJIM) BO3ACHCTBUS HAa MEPCOHAJIbHBIE JIAHHBIE WUITU
pecypchl HHPOPMAITMOHHON CUCTEMBI IEPCOHATBHBIX TAHHBIX.

BcnoMoraTteibHbIe TEXHUYECKHE CPEJACTBA M CHCTeMbI - TEXHUYECKUE CPEACTBA U
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CUCTCMBbI, HC NIPCAHA3HAYCHHLIC AJIs IICpCaadu, 06pa6OTKI/I N XpaHCHHUA IICPCOHAJIBHBIX

JAHHBIX, YCTAHABJIMBAEMbIE COBMECTHO C TEXHMYECKHUMH CpPEJICTBAMU U CUCTEMaMHU,
NpeAHAa3HAYCHHBIMU 11 O0OpaOOTKM MEPCOHAIBHBIX AAHHBIX WM B TMOMEIICHUSX, B
KOTOPBIX YCTAaHOBJICHBI HH()DOPMAITMOHHBIC CHCTEMBI TIEPCOHATBHBIX JAHHBIX.

JlocTynn B ONEPAllMOHHYIO cpeay KoMmbloTepa (MHGOPMAIMOHHON CHCTEMBI
MEePCOHANBHBIX JAaHHBIX) - MMOJTYYEHUE BO3MOXKHOCTH 3allyCKa Ha BBIMOJHEHHE IITATHBIX
KOMaHJ, (YHKIIUH, TPOIEAYp OIMEPAMOHHON CHUCTeMbl (YHUYTOKCHHUS, KOIHMPOBAHUS,
TIEPEMEIICHHS | T.I1.), HCTIOTHSAEMBIX (PailJIOB MPUKIIAIHBIX TIPOTPAMM.

Joctyn K wuHpopManmuum - BO3MOXKHOCTh TMOJy4YeHUS HHGOpPMAIMM U €€
UCITIOJIb30BAHUSI.

3akj1a/0uHOe YCTPOMCTBO - DJIEMEHT CpEeACTBa CheMa HHGOpPMALUM, CKPBITHO
BHEIPSEMBIN (3aKJ1aIbIBA€MbIi UM BHOCHMBIN) B MECTa BO3MOKHOTO CheMa uH(popMaru
(B TOM umMciie B OrpaxacHUE, KOHCTPYKILHIO, 00OpyIOBaHUE, MpPEAMETh HHTEphEpA,
TPaHCIIOPTHBIE CPEJCTBA, a TAKXKE€ B TEXHUUYECKHE CPEACTBA M CHUCTEMbl 00pabOTKU
uHbOopMaIn).

Bammmaemasi uHpopmamus -  uHGOpMAIMA, SABISAIOMIAACA — [PEAMETOM
COOCTBEHHOCTH M TMOJyIeXalias 3alluTe B COOTBETCTBUU C TPeOOBAHUSIMH IPABOBBIX
JIOKYMEHTOB WJIM TPEOOBAHUSIMH, YCTAaHABIMBAEMBIMU COOCTBEHHUKOM MH(OPMAIIUH.

Nnentudukanus - IPUCBOCHUE CYOBEKTaM U 00bEKTaM JJOCTYIA UICHTU(PHUKATOpA U
(W) CpaBHEHHE TWPEABABISIEMOr0 WIAEHTU(UKATOPA C TIEPEUYHEM MPUCBOCHHBIX
UJIEHTU(PUKATOPOB.

NudopmaTuBHBIi  cHrHAT -  DJIEKTPUYECKHE  CHUTHAIBI, aKyCTHYECKHUE,
AJIEKTPOMArHUTHBIE U JIpyrue (pu3udeckue mosis, 1o napameTpaMm KOTOPBIX MOXKET ObITh
packpeITa KoHpUAeHTMa bHas nHopMmalus (epcoHaNbHbIE JaHHbIC) 0OpabaThiBacMas B
WH(POPMAIIMOHHOM CUCTEME MEePCOHATBHBIX TAHHBIX.

NudopmMannonnbie TEXHOJIOTHH - TMPOIECCHl, METOJIbI MOMCKa, cOOpa, XpaHECHMUS,
00pa0OTKH, TPEAOCTABIICHUS, pACTIPOCTPAaHEHUS MHPOPMAITUU U CITOCOOBI OCYIIECTBICHUS
TaKuX MPOLIECCOB U METOJIOB.

Nudopmanmnonnas cucrema mnepcoHaabHbIX AaHHbIX (MCIIJIH) - COBOKYIIHOCTH
cojepkammxcss B 0a3ax JaHHBIX TEPCOHAIBHBIX JAHHBIX M OOECHEYMBAIONIUX UX
00pa00TKy HHPOPMAITMOHHBIX TEXHOJOTUM U TEXHUUYECKUX CPE/ICTB.

Hcnosib30BaHue NePCOHATbHBIX JaHHBIX - ICUCTBUA (ONEepalin) ¢ IEPCOHAITBHBIMU
JAHHBIMH, COBEpILIAEMBIEC OMEPATOPOM B LEISAX MPUHSITUS PEIICHUN WIM COBEPILICHHS
WHBIX JCHCTBUM, MOPOXKIAIOMNUX FOPUANYECKUE TMOCIEACTBUS B OTHOIICHUH CYOBEKTa
MEePCOHATBHBIX JIAHHBIX WM APYTUX JIKIl JU00 MHBIM 00pa3oM 3aTparuBalolInX MpaBa U
CBO0O/IbI CyOBbEKTa MEPCOHANBHBIX TAHHBIX WU APYTUX JIMII.

McTouHuK yrpo3nl Oe3onacHocTd undopmManuu - CyObEKT JOCTYIA, MaTEpUAITbHBIN
00BbeKT win (U3MYECKOe SBICHUE, SBISIOMNAECS MPUINHOW BO3HUKHOBEHHUS YTPO3BI
6e3omacHocTh UHGOPMAITUH.

KoHnTposiupyemasi 30Ha - TMPOCTPAHCTBO (TEppUTOpHUs, 37aHUE, YacTh 3/aHMUS,
MOMEIIEHHE), B KOTOPOM UCKJIIOYEHO HEKOHTPOJIUpPYeMOe MpeObIBaHEe TOCTOPOHHUX JIUII,
a TaK)Ke TPAHCTIOPTHBIX, TEXHUYECKUX U UHBIX MaTEepPUAIbHBIX CPEJCTB.
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KonduaeHuuaabHOCTh MEPCOHATBHBIX TAHHBIX - 00s3aTENIbHOC IS COOIIOACHUS

ONEPATOPOM MJIM MHBIM TOJYYUBIIUM JOCTYH K II€PCOHAIBHBIM JAHHBIM JIULIOM
TpeOOBaHUE HE JIOMYCKAaTh WX PacIpOCTpaHEeHHE 0e3 coriacus CyObeKTa MepCOHaIbHBIX
JAHHBIX WJIM HAIMYHSI THOTO 3aKOHHOT'O OCHOBAHHMSI.

Me:xceTeBoii 3KpaH - JIOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIMOHAIBHO--
pacmpesiefieHHOe TIporpaMMHoOe (IIPOrpaMMHO-aNmapaTHoe) CPeacTBO  (KOMIUIEKC),
peanu3syloniee KOHTPOJIb 32 MH(GOpMaIMel, ToCcTynawied B HHPOPMAIIMOHHYIO CUCTEMY
MIEPCOHANILHBIX JAHHBIX U (WJIH) BBIXOAIIEH U3 HH(POPMAITMOHHON CHCTEMBI.

Hapyunre/ib 6e30MacHOCTH MEPCOHATBHBIX JAaHHBIX - (DU3UUECKOE JIUIIO, CIIyYaliHO
WM TPEJHAMEPEHHO COBEPINAOLIEE JEWCTBUSA, CIEICTBUEM KOTOPBIX SBISETCS
HapylieHne 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU UX 00paOOTKE TEXHHUUYECKUMU
cpencTBamMu B MH(GOPMAIIMOHHBIX CUCTEMaX MEePCOHAIbHBIX JIaHHBIX.

HeaBromaTu3upoBaHHasi 00pa0oTKa NepCOHAJbHBIX JaHHBIX - 00paboTka
NEPCOHANBHBIX JaHHBIX, COJAEPXKAIMXCSA B MH(MOPMALMOHHON CUCTEME MNEPCOHATBHBIX
JAHHBIX JIMOO W3BJICUCHHBIX M3 TaKOW CHCTEMBI, CUMTAETCS OCYIIECTBICHHON 0€e3
UCITIOJIb30BAHUS CPEJICTB aBTOMATU3AIMHU (HEaBTOMATU3UPOBAHHOMN ), €CITN TaKue ACHCTBUS
C TEPCOHAJIBHBIMU JAHHBIMHU, KaK HCIOJIb30BAaHUE, YTOYHEHHE, paCIpOCTPaHEHUE,
YHUYTOXXCHUE TIEPCOHAIBHBIX JIAHHBIX B OTHOIICHUH KaXJIOro U3 CyOBEKTOB
NEPCOHANIBHBIX JAHHBIX, OCYUIECTBIISIOTCS IPU HEMOCPEICTBEHHOM YYacCTHH YEJIOBEKA.

HenexiapupoBaHHble BO3MOKHOCTH - (DYHKIIMOHAJIBHBIE BO3MOYKHOCTH CPEJICTB
BBIYUCIIUTEILHON TEXHUKHU, HE OINHCAHHBIE WJIM HE COOTBETCTBYIOLIWE OIKMCAHHBIM B
JTIOKYMEHTAINH, npu UCII0JIb30BaHUU KOTOPBIX BO3MOXHO HapylIeHHUE
KOH(PUIECHIIUAIBHOCTH, TOCTYITHOCTH WM 1IEJIOCTHOCTH 00pabaThiBaeMOW HH(pOpMAITUH.

HecaHKIIMOHUPOBaHHBIN 0CTYN (HECAHKIIMOHUPOBAHHBIE AEHCTBUS) - T0CTYI
K uHGOpMAIMK WIK JSUCTBUS ¢ MHQPOpMAIlMel, HapylIaAoIUe MpaBuiia pa3rpaHUuyeHuUs
JIOCTYTIa C MCIIOJIb30BAHUEM IITATHBIX CPEJICTB, MPEIOCTABISAEMbIX WH(OPMAIIMOHHBIMU
CHUCTeMaMU MEePCOHATbHBIX TaHHBIX.

Hocurean undopmamuu - QU3MUecKoe JUI0 WIM MaTepUaIbHBIH OOBEKT, B TOM
yucie (U3MYecKoe Mose, B KOTOpoM HHGPOpMAIMsS HAXOIUT CBOE OTPAKCHHE B BUE
CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUN U MPOIIECCOB, KOTMUYECTBEHHBIX
XapaKTePUCTUK (PU3NUECKUX BEITUYMH.

O0e31nyuBaHue MEPCOHATbHBIX [JaHHBIX - JCHUCTBUs, B pPE3yJIbTaT€ KOTOPBIX
CTAHOBUTCSI HEBO3MOXKHBIM 0€3 HCIMOJIb30BaHUS JIOMOJHUTEIbHON HWHMOpMaIuu
OTIPENICUTh MPUHAUICKHOCTh TIEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIBHBIX IAHHBIX.

OGpafoTka mepCOHANBHBIX [JaHHbIX - Ji00Oe JeiicTBue (omepanus) WM
COBOKYMHOCTb JEHCTBUU (Omepaiuii), COBEpIIAEMbIX C MCIOJb30BAaHUEM CPEICTB
aBTOMATU3alMA WA 0€3 MCIOJIb30BAaHUSI TAaKMX CPEACTB C MEPCOHAIBHBIMU JIAHHBIMHU,
BKJItouasi cOOp, 3amuch, CHUCTEMAaTH3allMi0, HAKOIUICHHE, XpaHEHHE, YTOYHEHUE
(oOHOBNIEHUE, U3MEHEHHE), U3BIICUCHUE, UCTOIb30BaHUE, Mepeaady (pacnpocTpaHeHHe,
IpeloCTaBlIeHUE, JOCTYI), 00e3NMYuBaHue, OJOKUPOBAHHUE, YAAJIIEHHE, YHUYTOXKEHUE
MEPCOHAJIBHBIX IAHHBIX.
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OOmenocTynHbie MEpPCOHAJNbHbIC JaHHbIe - [EPCOHAJIBHBIE JAHHBIE, JOCTYI

HEOTPAHWYEHHOTO Kpyra JIMIl K KOTOPHIM MPEJOCTaBI€H C COrjlacus CyObekTa
NIEPCOHABHBIX TAHHBIX UM HA KOTOPHIE B COOTBETCTBUU C (peIepabHBIMU 3aKOHAMU HE
pacnpocTpaHseTcs: TpeboBaHUEe COOIIOICHUS KOH(PUACHITNATBHOCTH.

OnepaTtop (HepcOHATBHBIX JAHHBIX) - TOCYJAPCTBEHHBIM OpPraH, MyHHIIMIAIbHbIN
Opras, IOPUANYECKOE WIN (PU3HUECKOE JTUI0, CAMOCTOSITENILHO UM COBMECTHO C JPYTUMU
JIMIIAMU OPTaHU3YIOIIKE U (MJIM) OCYIIECTBIAIONINE 00pabOTKY NMEPCOHANIBHBIX JIaHHBIX, a
TaK)Ke OINpPEACIIAIONINE e 00padOTKN MEPCOHAIBHBIX JAHHBIX, COCTAB MEPCOHAIBHBIX
JAHHBIX, TOJJIeKAMUX 00paboTKe, HOEUCTBUS  (ONEpamuu), COBEpIIAEMBIE C
MEPCOHAIBHBIMU JAHHBIMHU.

TexHuvyeckne cpeacrsa HHMPOPMANMUOHHOM CHCTEMbl MEPCOHAJBHBIX TAHHBIX -
CpeICcTBa BBIYUCIUTEILHON TEXHUKH, WH(DOPMAIMOHHO-BBIYUCIUTEIBHBIE KOMIUIEKCHI U
CEeTHU, CPEJICTBA U CUCTEMBI Mepenayu, npuema u oopadotku I1JIH (cpeacTBa u cucTeMbI
3BYKO3aIlMCH, 3BYKOYCHUJIEHUS, 3BYKOBOCIIPOU3BEICHNUS, IEPETOBOPHBIEC U TEJIEBU3HMOHHbIE
YCTPOMCTBA, CpEACTBA H3TOTOBICHUS, THUPAKUPOBAHMS JIOKYMEHTOB U ApPYyrue
TEXHUYECKHUE CpeicTBa 00paboTKH peueBoil, rpaduueckoi, BU1e0- u OYKBEHHOIIU(POBOI
uH(pOopMaIK), TPOrpaMMHbBIE CPECTBA (ONEPAIIMOHHBIE CUCTEMbI, CUCTEMBI YIIPABICHUS
0azaMM JaHHBIX W T.I.), CPEACTBAa 3alllUThl HUH(OpPMAIMK, NPUMEHIEMbIE B
MH()OPMAIIMOHHBIX CUCTEMAX.

IlepexBar (undopmamuu) - HEIPAaBOMEpPHOE TMOJydeHHEe HHOOPMAIUU C
UCIOJIb30BaHUEM TEXHUYECKOTO CPEACTBA, OCYIIECTBIISIOIIEIO OOHApYKEHUE, NMPUEM U
00paboTKy MHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHble nanHble - J00as WHGOpPMAIMSA, OTHOCALIASCA K MPAMO WIH
KOCBEHHO OIpEACIEHHOMY WJIM ompenenseMoMy (¢u3nueckoMy Juiy (CyObeKTy
MEPCOHAIBHBIX JIAHHBIX);

I1o60o4HbBIE 3JIEKTPOMATHUTHBIC M3JIyYEeHHS! U HABOAKM - DJIICKTPOMArHUTHBIE
U3ITyYEeHHs] TEXHUYECKUX CPEJICTB 00pabOTKH 3amuuiaeMoil nHpopMalii, BOZHUKAIOLINE
KaK OOOYHOE SIBJICHUE U BbI3BaHHbBIE AJIEKTPUUECKUMU CUTHAJIAMHU, IEUCTBYIOIIMMH B UX
AIEKTPUYECKUX U MAaTHUTHBIX IEMSX, a TAKXKE JJIIEKTPOMArHUTHBIE HABOJKU 3TUX CUTHAJIOB
Ha TOKOMPOBOASAIINE TUHUN, KOHCTPYKIIUU U LEMH MUTaHUSI.

IMosMTHKA «YHCTOT0 CTOJIa» - KOMIUIEKC OPraHU3alMOHHBIX MEPOIPUSTUH,
KOHTPOJUPYIOIIUX OTCYTCTBHUE 3aMKMCHIBAHUS Ha OyMakKHble HOCHUTENM KIIIOUed u
aTpuOyTOB JIOCTyMA (MapoJiei) U XpaHEeHHUs UX BOJIM3U OOBEKTOB JOCTYIIA.

[oab30Baresb HHGOPMALMOHHOM CHCTEMbI MEPCOHAJIBHBIX JAHHBIX - JIHIIO,
y4acTBymoIIee B QyHKIIMOHUPOBAHUU MH(POPMAIIMOHHON CHCTEMBI IEPCOHATBHBIX TAHHBIX
WM UCTIOJIB3YIOIIEE PE3YNIbTaThl €€ (YHKIUOHUPOBAHUS.

IMpaBuia pasrpaHuyYeHHsi J0CTyNa - COBOKYITHOCTh IPABWJI, PEMNIAMEHTUPYIOLIUX
npaBa J0CTyma CyObEeKTOB JJOCTYyNa K 00bEKTaM JOCTyIA.

IMporpammHuas 3akjiaaka - KOJ HPOrpaMMbl, MNPEIHAMEPEHHO BHECEHHBIN B
IporpaMmy € UEJIbI0 OCYIIECTBUTh YTEUYKY, H3MEHHUTh, OJIOKHUPOBATH, YHUYTOXKHUTh
uHQOpPMAIIMI0O WM YHUYTOXKUTH M MOAU(GUUIMPOBATH NpOrpaMMHOe obecreueHue
MH(OPMAIMOHHONW CUCTEMbI TIEPCOHATIBHBIX JAHHBIX U (WJK) OJOKUPOBATH ammapaTHbIE



CpencTBa.

IIporpammHoe (mporpaMmmMHO-MaTeMaTH4YeCcKoe) BO3/IeliCTBHE -
HECAHKIIMOHUPOBAHHOE BO3JICCTBUE Ha pecypchl aBTOMATU3UPOBAHHOU
WH()OPMAITMOHHOW CHUCTEMBI, OCYIIECTBISIEMOE C HCIOJIb30BAaHUEM BPEIOHOCHBIX
POTrPaMM.

PackpbiTHE MEPCOHATBHBIX JAHHBIX - YMBIIUJICHHOE WIH CIIy4ailHO€ HapylIeHHe
KOH(HIEHIIMATTbHOCTH TIEPCOHATIBHBIX JaHHBIX.

PacnpocTpaHeHHe TepPCOHAJBHBIX JaHHBIX - JICMCTBUS, HANpPaBIICHHbIE Ha
PACKPBITHUE IIEPCOHANBHBIX JaHHBIX HEONPEACICHHOMY KPYI'y JIULI.
Pecypc uHPOPMAIMOHHOIW CcHCTeMbI - MMECHOBAHHBIM JJIEMEHT CHCTEMHOTO,

NPUKJIAJHOTO WJIM allapaTHOro oOecnedyeHus (YHKIMOHUPOBAaHUS HH(POPMALMOHHON
CUCTEMBI.

CrnenmnanbHble KATeropHu MEePCOHATBHBIX [TaHHBIX - IEPCOHAIBHBIE JaHHBIE,
KACaroluecsl pPacoBOM, HAUMOHAJIBHOW MPUHAMIECKHOCTH, ITOJIUTHYECKUX B3IJISAOB,
PENUTHO3HBIX WK (QUIOCOPCKUX YOSKIEHUM, COCTOSHUS 310pOBbS U MHTUMHOMN KU3HU
CcyOBbeKTa NePCOHABHBIX JAHHBIX.

CpencrBa BBIYHCJIHTENBHOH TeXHHKH - COBOKYIHOCTb IIPOTPAMMHBIX W TEX-
HUYECKUX DJIJIEMEHTOB CHUCTEM OOpaOOTKM JaHHBIX, CHOCOOHBIX (PYHKIIMOHHPOBATH
CaMOCTOSITENIBHO WUJIM B COCTABE IPYTHX CHCTEM.

Cyobekt goctyna (cy0beKT) - JIMIIO WA TIPOLECC, JCHCTBHS KOTOPOIO
pEeraMeHTUPYIOTCS IPABUIIAMHU Pa3rpaHUYEHHUs TOCTYIIA.

TexHnveckuii KaHau yTeukun MHGOPMAHH - COBOKYITHOCTb HOCUTENS MH(OpMAIIU
(cpenctBa 00pabOTKM), PU3UUECKOI Cpebl paclipoCcTpaHeHUss HH(OOPMATUBHOTO CUTHAJA
U CPEJCTB, KOTOPHIMH JTOOBIBAETCS 3alIuiaeMasi HHPopMarus.

Tpancrpanuynasi mepegada NepCcOHAJbHBIX AAHHBIX - IIE€pPelada IEPCOHAIBHBIX
JIaHHBIX omepaTopoMm uepe3 ['ocynapcrBennytro rpanuily Poccuiickon @enepaunu oprany
BJACTH HHOCTPAHHOTO TOCYNapCTBa, (PU3NYECKOMY WM IOPUIUYECKOMY  JIUILY
WHOCTPAHHOI'O T'OCY/1apCTBa.

Yrpo3bl 0€30MacCHOCTH NEePCOHAJbHBIX MJAaHHBIX - COBOKYIIHOCTH YCIIOBUM U
(GakTOpOB, CO3MAOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHWCJE CIy4alHOTo,
JOCTyTNa K NEPCOHAIBHBIM JaHHBIM, PE3YJIBTATOM KOTOPOIO0 MOYKET CTaTh YHUUYTOKECHUE,
U3MEHEeHHE, OJIOKUPOBAHUE, KOMMUPOBAHUE, PACIIPOCTPAHEHUE MEPCOHANIBHBIX JaHHBIX, a
TaK)K€ MHBIX HECAHKIIMOHUPOBAHHBIX JNEUCTBUI MpU UX 00paboTKe B MHPOPMALIMOHHOMN
CHUCTEME NIEPCOHAIBHBIX JaHHBIX.

YHUYTOKEHHE TMEPCOHAIBHBIX /[AHHBIX - JCHCTBHUS, B peE3yJbTare KOTOPBIX
CTAHOBHUTCS HEBO3MOYKHBIM BOCCTAHOBUTH COJIEPKAHHUE IEPCOHAIBHBIX JaHHBIX B
MH(OPMAIMOHHOW CUCTEME MEpPCOHANBHBIX JIaHHBIX W (WJIM) B pe3yibTaTe KOTOPBIX
YHUYTOXKAIOTCSI MAaTEPUAIbHBIE HOCUTEIN IEPCOHAIBHBIX JaHHBIX.

Yreuka (3amuumaeMoil) HMHPOPMAUMH 10 TEXHHMYECKHUM KaHaJlaM -
HEKOHTPOJIMPYEMOE PaCIpOCTpaHeHHe WH(OPMALIMKU OT HOCUTENS 3alluiaeMoil HHPop-
Maluy 4epe3 (PU3MYECKyl0 cpely [0 TEXHUYECKOTO CpPEICTBa, OCYIIECTBIISIFOIIETO
nepexBaT UHPOpPMaLIUU.
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Ysa3BumocThb - ¢1a00CTh B Cpe€acTBax 3alllMTEI, KOTOPYIO MOKHO HCIIOJIb30BAaTb JJIA

HapyLIEHNUs CUCTEMBI WM COZEep Kallleicsl B HEM HH(popMaLuH.

IesocTHOCTH MHGOPMaIMK - CTOCOOHOCTH CPE/ICTBA BRIYUCIUTEIHHON TEXHUKU WITH
aBTOMATHU3UPOBAHHOW CHCTEMBI 00ECIEUMBATH HEM3MEHHOCTh MH(OPMALIUU B yCIOBHUSIX
CIIy4aifHOTO W/WJIK TIPETHAMEPEHHOTO UCKaXXeHUS (Pa3pyIICHNUs).
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OBO3HAYEHUA U COKPAHIEHUA

ABC - aHTUBUpPYCHBIE CPEJICTBA

APM - aBTOMaTH3MpOBaHHOE pabovee MECTO

BTCC - BcrioMoraTenbHbI€ TEXHUYECKHUE CPEICTBA U CUCTEMBI
NCTIIH - nadopmarmoHHas CuCTeMa EePCOHATBHBIX JaHHBIX
K3 - koHTponupyemas 30Ha

JIBC - nokanbHasi BBIYUCIUTEIbHAS CETh

MD - MeKceTeBOr SKpaH

HCJI- HecaHKIIMOHMPOBAHHBIN 1OCTY

OC - onepannoHHas cucTeMa

I1/IH - mepcoHanbHBIE TaHHBIE

I[IMB - nporpaMmMHO-MaTeMaTU4YECKOE BO3ICUCTBUE

10 - mporpammHoe obecrieueHue

[I9MUH - no6ouHbIE 3JIEKTPOMAarHUTHBIE U3IIYYCHUSI U HABOJKHU
CA3 - cucrema aHanm3a 3alIMIIEHHOCTH

C3U - cpenctra 3amuThl HTHGOPMAIUH

C3I1dn - cucrema (mmoacucTeMa) 3allUThl IEPCOHATBHBIX JaHHBIX
COB - cuctema oOHapyKEHUS BTOPKSHUI

TKVYMU - TexHruueckue KaHaibl yTeUkd HH(pOpMaIuu

VYBIIIH - yrpo3sl 6€3011aCHOCTH MEPCOHATBHBIX TAHHBIX
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BBEJAEHHUE

Hacrosimass Ilomutuka wuH@OpManuMoHHOW Oe3omacHocTH mpu  pabore C
NEepPCOHANBbHBIMU  AaHHBIMU B  (CBOOOJHEHCKON  MOCENKOBOM  TEPPUTOPHAIBHOU
n30upaTenbHO Komuccu (nanee - [lonutuka) siBasieTcss opUIUaIbHBIM TOKYMEHTOM.

[Tonutrka pazpaboTaHa B COOTBETCTBUH C TPEOOBAHUSMU, YCTAHOBJIEHHBIMMU:

@enepanbHbiM - 3akoHOM  OoT  27.07.2006 Ne 149-03 «OO6 wunHbpopmaimu,
MH(OPMAIMOHHBIX TEXHOJIOTHUSAX U O 3aIUTE UH(POPMAITUNY;

®enepanbHbIM 3aKOHOM 0T 27.07.2006 Neo 152-D3 «O nepcoHaNbHBIX TAHHBIXY;

noctaHoBienneM [IpaBurensctBa Poccuiickoit @enepanmu ot 01.11.2012 Ne 1119
«O0 yTBepkAeHUU TpeOOBAHUW K 3allUTE MEPCOHAIBHBIX JAHHBIX NMPU UX 00pabOTKE B
MH(OPMAIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX);

nocranoBieHueM IlpaBurenbctBa Poccuiickoit @enepamuu ot 15.09.2008 Ne 687
«O0 yTBEepXKJEHUU TOJOXKEHHUSI 00 OCOOEHHOCTSIX 00paOOTKH MEPCOHAIBHBIX JaHHBIX,
OCYLIECTBISIEMOM 0€3 UCII0JIb30BAHUS CPEJICTB aBTOMATHU3ALIUNY;

nocraHoBiieHneM IlpaBurenscTBa Poccuiickont @eneparum ot 21.03.2012 Ne 211
«O0 yTBEpXKIIEHUU IME€pPEeUHsT Mep, HalpaBICHHbIX Ha O0OECIEYEHHE BBINOIHEHUS
o0s13aHHOCTEH, peTycMOTpEeHHbBIX DeiepabHbIM 3aKOHOM «O MepCOHAIbHBIX JaHHBIX» U
MPUHATBIMA B COOTBETCTBUU C HUM HOPMATHMBHBIMHU MPABOBBIMH aKTaMH, ONEPATOPAMH,
SBJISFOIIMMUCS TOCYAAPCTBEHHBIMU WM MYHUIIMTIAIBHBIMUA OpTaHaAMN»;

npukazoMm @CTIK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxkaenun CocraBa u
COJIep’KaHUsl OpPraHM3aIlMOHHBIX M TEXHUYECKHX MeEp IO O0eCcneueHUI0 0e30MacHOCTH
NEPCOHAIBHBIX JAaHHBIX MTPU UX 00paboTKe B MH(OPMALIMOHHBIX CHCTEMaX MEPCOHATbHBIX
JAHHBIX»,

npukazomM ®Cb Poccum ot 10.07.2014 No 378 «OO06 yTBepkAeHHH COCTaBa M
COJICp’)KaHUSl OPTaHM3ALMOHHBIX W TEXHUYECKUX MEp MO O00eClNeueHHI0 0e30MacHOCTH
NEPCOHAIBHBIX JAHHBIX MIPHU UX 00paboTKe B MH(OPMALIMOHHBIX CHCTEMaX MEPCOHATbHBIX
JaHHBIX C HCIOJB30BaHUEM CpEACTB Kpunrorpadpuyeckoi 3amuTbl UHGOpMaIuH,
HEOOXOJMMBIX JIJISI BBIMIOJIHEHUS yCTaHOBJEHHBIX [IpaButenbctBoM Poccuiickoi
®denepauuy TpeOOBaHUN K 3allUTE€ NEPCOHAIBHBIX JAHHBIX JUISI KKIOTO U3 YPOBHEM
3aIIHUIIEHHOCTHY;

MeToauuecKkuMHI peKOMEHIalUsIMU 110 pa3padOTKe HOPMAaTUBHBIX MPAaBOBBIX aKTOB,
ONPEACISAIONIUX YIPO3bl OE30MACHOCTH NEPCOHAIBHBIX JIaHHBIX, AaKTyallbHble MIpU
00paboTKEe TMEepCOHAIBbHBIX JAHHBIX B HWH(GOPMAIIMOHHBIX CHUCTEMax MEePCOHATbHBIX
JAHHBIX, OKCIUTyaTUPYEeMbIX TPU  OCYIIECTBICHHH  COOTBETCTBYIOIIMX  BHUJOB
NEeATEIbHOCTH, yTBEP)KAEeHHbIMU pykoBoAcTBOM 8§ Llentpa @Cb Poccum 31.03.2015 Ne
149/7/2/6-432.

B Tlomutuke omnpenenensl TpeboBanusi k tniepconany WCIIJIH, creneHn
OTBETCTBEHHOCTH IME€PCOHANA, CTPYKTypa M HEOOXOIAUMBIM YpPOBEHb 3alIUIIEHHOCTH,
CTaTyC U JOJDKHOCTHBIE OOS3aHHOCTU COTPYAHHMKOB, OTBETCTBEHHBIX 3a oOecreyeHue
6e3omacHoctu mepcoHabHBIX gaHHBIX B MCIIJlH CBOOOIHEHCKOW TMOCETKOBOM
TEPPUTOPHATBHON M30MpaTenbHOM Komuccnu (nanee — Komuccns).
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1. O01ue moJ10KeHu s

Lensto nactosimed [lonmutuku siBnsiercsa oOecriedeHUE 0€30MaCHOCTH OOBEKTOB
3amuTel Komuccun OoT BCeX BUAOB YIpO3, BHEIIHUX M BHYTPEHHHUX, YMBIIUICHHBIX U
HEMpEeIHAMEPEHHbIX, MHHUMHU3alMs yiepda OT BO3MOXHOM pealu3alid  yrpos
oe3onacuoctu [1JIn (YBIIIH).

be3onacHoCTh  TMEpPCOHANBHBIX  JAHHBIX  JOCTUTAETCS MYTEM  HCKIIOYCHHS
HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIYYalHOIO, TOCTyNa K IMEPCOHAIBHBIM JIaHHBIM,
pe3yibTaTOM KOTOPOTO MOKET CTaThb YHUYTOXXEHUE, HU3MEHEHHE, OJOKUPOBAaHHE,
KOIMHMPOBAHUE, PACHPOCTPAHEHUE  MEPCOHAIBHBIX  JAHHBIX, a TaKXke  HHBIX
HECAHKI[MOHUPOBAHHBIX JICHCTBUMU.

Nudopmanus u cBsi3aHHBIE C HEW peCypchl JIODKHBI OBITh JOCTYHHBI JIS
aBTOPU30BAHHBIX  MOJb30BaTened.  JIOKHO  OCYIIECTBIATHCS ~ CBOEBPEMEHHOE
obHapy»xeHue u pearupoBanue Ha Y BIIJIH.

JIOJDKHO OCYIIECTBIIATHCS MPENOTBpAIEHUE MPEIHAMEPEHHBIX WIH CIy4YalHbIX,
YACTUYHBIX WM TIOJHBIX HECAHKIIMOHUPOBAHHBIX MOJU(DUKAIMN WM YHUYTOKECHUS
JAHHBIX.

CocraB 00beKTOB 3amUTHl TpeactaBieH B «llepedHe mMepCcOHANBHBIX JIAHHBIX,
oOpabaTpiBaeMbix B (CBOOOJHEHCKOW IMOCETKOBOM TEPPUTOPUATIHLHOM HU30HUpaTeIbHOM
KOMHCCUU B CBSI3U C pealn3alueil CIyKeOHBIX (TPYIOBbIX) OTHOIICHUH, a TaKxke
OCYIIIECTBICHUEM IOCYIapCTBEHHBIX (YHKIIHIN.

Cocrap  UCII[IH nomnexamux  3amure, npenacraBieH B «llepeune
UH()OPMAITMOHHBIX CHUCTEM TMEPCOHAIBHBIX JaHHBIX B (CBOOOJHEHCKON TOCEIKOBOMU
TEPPUTOPUATBHON N30UPATENHHOU KOMHCCUM.

2. O0JacTh aeiicTBUud

TpeOGoBanusa Hactosimied [lonMUTUKM pAacTIpOCTPaHSIIOTCS Ha BCEX COTPYIHUKOB
KoMuccun (ITaTHbIX, BpEMEHHBIX, pa0OTAlOUIMX MO KOHTPAKTy M T.I.), a TaKXe BCEX
npounXx Jull (MOAPSIYMKH, ayTUTOPHI U T.11.).

3. Cucrema 3AIIMTHI NIEPCOHAIBHBLIX JAHHBIX

Obecnieuenne 0€30MaCHOCTH IEPCOHATBHBIX JaHHBIX JOCTUTACTCS, B YACTHOCTH:

ompeereHueM yrpo3 0€30MacHOCTH TEPCOHATBHBIX JAHHBIX MPU UX 00pabOTKE B
UH()OPMAITMOHHBIX CUCTEMaX IMePCOHABHBIX JIAHHBIX;

NPUMCHECHUEM OPTaHHW3AIMOHHBIX M TEXHUYECKUX Mep 10 OO0ECICUCHHUIO
0€30MacHOCTH MEePCOHATBHBIX JAHHBIX MPU UX 00pabOTKE B MH(GOPMAITMOHHBIX CUCTEMAX
MEPCOHANBHBIX JTaHHBIX, HEOOXOIWMBIX IS BBITIOJHEHUS TPEOOBaHWN K 3alluTe
NEPCOHANBHBIX  JIAHHBIX, MCIOJHEHHE KOTOPBIX OOECHeYMBAET YCTAaHOBJICHHbIE
[IpaButenbctBOM Poccuiickori Depepanuy ypOBHU 3AIIUIICHHOCTH TEPCOHAIBHBIX
JAHHBIX;

MPUMEHEHUEM TMPOIICAIINX B YCTAHOBICHHOM TMOPSAKE TMPOIEAYPY OIECHKH
COOTBETCTBUS CPEIICTB 3aIUTHI HH(OPMAITUH;

OolleHKOW A(PGEeKTUBHOCTH MPUHHMAEMBIX MEp MO OO0EeCleueHHI0 Oe30MaCHOCTH
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NEpCOHANIBHBIX JaHHBIX JO BBOJa B OJKCIINIyaTallWUIO HH(i)OpMaHHOHHOfI CHUCTCMbI

MEPCOHAJIBHBIX TAHHBIX;

Y4ETOM MAIIMHHBIX HOCUTENECH NEPCOHAIBHBIX JaHHBIX;

oOHapyxeHHeM (aKTOB HECAHKIMOHHMPOBAHHOTO JOCTYNa K TEePCOHATBHBIM
JAHHBIM W TIPUHSATHEM MEp, B TOM YHCJIC MEp MO OOHAPYKECHHIO, MPEIYNPEIKICHUIO U
JUKBUIALMKA TIOCHEACTBUNA KOMIIBIOTEPHBIX aTak Ha HWH(GOPMAIIMOHHBIE CHUCTEMBI
MEPCOHAIBHBIX TAHHBIX U 110 PEArMPOBAHHUIO HA KOMIIBIOTEPHBIE UHIIUACHTHI B HUX;

BOCCTAHOBJICHUEM  TMEPCOHAIBHBIX  JAHHBIX,  MOAU(PUIIMPOBAHHBIX  WIIH
YHUYTOKEHHBIX BCJICICTBUE HECAHKIIMOHUPOBAHHOTO I0CTYIIAa K HUM;

YCTAHOBJICHUEM MpPaBUJI JIOCTYIA K MEPCOHAJIbHBIM JIaHHBIM, 00pa0aThIBAEMbIM B
UH(OPMAITMOHHON CUCTEME MEPCOHANBHBIX JJAHHBIX, & TAK)KEe 00€CTICUeHUEM PETUCTPAIUU
U ydeTa BCeX JIEUCTBHI, COBEPIIAEMbIX C MEPCOHATBHBIMU JTAHHBIMU B MTH(GOPMAIIMOHHON
CHUCTEME MIEPCOHAIIBHBIX JaHHBIX;

KOHTpPOJIEM 32 [PUHUMAEMBIMH MEpaMH [0 OOEecHe4YeHH0 Oe30MacHOCTH
MEPCOHANBHBIX JIAHHBIX W YPOBHS  3allMIIEHHOCTH HWH(GOPMAIIMOHHBIX CHUCTEM
MEPCOHAIBHBIX IAHHBIX.

Cucrema 3amuThl nepcoHanbHbIX AaHHBIX (C3I1/IH), cTpouTCS HA OCHOBAHUMU:

AKTa BHYTPEHHETO KOHTPOJISI COOTBETCTBUSI OOPaOOTKHU MEPCOHATBHBIX JIAHHBIX.

[lepeuns nepcoHaIbHBIX JaHHBIX, 00padaTbiBaeMbIX B CBOOOAHEHCKOM MOCETKOBOM
TEPPUTOPUAIBHOM H30UpATEeIbHOW KOMHCCHM B CBS3M C peaju3amueil CiyKeOHBIX
(TpyIOBBIX) OTHOIIICHUM, a TAK)KE OCYIIIECTBICHUEM TOCYAAPCTBEHHBIX (DYHKITNN;

AKTOB KJIaccupuKauu HHPOPMAITMOHHBIX CUCTEM MEPCOHATBHBIX TaHHBIX;

Mogenu yrpo3 6€30MacHOCTH MEPCOHANIBHBIX JaHHBIX;

Martpuiisl 10CTyma Mojb30BaTeNiel K 3aluiaeMbiM HHOOPMAITMOHHBIM pecypcam
NCIIdx;

PykoBomsmux nokymentoB @CTIK Poccun u @Cb Poccun.

Ha ocHoBaHMM »STUX JOKYMEHTOB OMpEAeNseTcss HeoOXOAUMBINH YpPOBEHb
samuineHHocty [1In kaxmaon MCIIn Komuccun. Ha ocHOBaHMM aHanm3a aKTyalbHBIX
yrpo3 Oe3omnacHoctu IIJlH ommcanHoro B Monenu yrpo3, Aemaercs 3aKIIOUYEeHHUE O
HEOOXOIMMOCTA  HUCIOJIb30BAHUS  TEXHUYECKHUX CPEACTB M OPraHW3alMOHHBIX
MepornpusaTuid Ay oOecnieueHus Oe3onmacHoctu [I/IH. BriOpannbsie HeoOXoauMbie
MeponpusiTus oTpaxkatorcss B «CocraBe Mep 3amUThl HHGOPMAIMOHHBIX CHCTEM
MEePCOHATBHBIX TAHHBIX).

Huss UCII[H nomkeH OBITh COCTaBIEH CIHCOK MCIOJIB3YEMbIX TEXHUYECKUX
cpencts 3amuThl (Hanee - Cucok), a Tak ke IporpaMMHOTO 00ecTieueHu s, y9aCTBYIOIIETO
B 00pabotke I1/1H, Ha Bcex anementax UCII/IH:

APM mnonn3oBarerei;

CepBepa npHII0KEHHI;

CYB/;

I'panunet JIBC;

KananoB nepenauu B ceTu 00111€T0 MOJIH30BAHUS U (UITH) MEKIyHAPOAHOTO OOMEHa,
eciii o Hum niepegarores [1/1H.
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B 3aBucumoctu ot ypoBHs 3ammiieHHocTd UCIIH u aktyansHbix yrpos, C3I1/IH

MOKET BKJIFOUATh CJICAYIOIINE TEXHUUECKUE CPENICTBA:
AHTHUBUPYCHBIC CPEJICTBA JIJIsi paOOUUX CTAHIIMM MOJIb30BATEEH U CEPBEPOB;
CpPEACTBA MEKCETEBOI0 SKPAaHUPOBAHUS,

CpencTBa KpUNTOrpapuiecKoi 3amuThl HHGOPMAITMHN PU TIepeaade 3anruiacMon
nH(pOpMaIMu 10 KaHajlaM CBSI3H.

Tak ke B CIHUCOK JOJDKHBI OBITh BKJIFOYEHBI (DYHKIIUU 3alUTHI, 00CCIIeYNBacMbIC
mTaTHeIMA ~ cpeactBamMu  oOpabotkm [I/ln  omepamumonasiMu  cuctemamu  (OC),
npukiagabiM [1O U cienuanbHBIMU KOMIUIEKCAMH, PEAU3YIOIIMMH CPEJICTBA 3aILUTHI.
Cnicok (hyHKITUH 3aIIUThl MOYKET BKJIIOUYATD:

yIpaBJIEHUE U PA3TPAaHUYCHHE I0CTYIIA MTOJIb30BATEIIEH;

PETUCTPALIMIO U YUET IeUCTBUM ¢ uHPOopMaIue;

oOecrneueHne EI0CTHOCTH JaHHBIX

0OHapyXEHUE BTOPKECHUM.

CHOucoK UCMONIB3YEMbIX TEXHUYECKUX CPEACTB oTpaxkaercs B «[1mane Mmeporpustuii
1m0 O0ECNneYeHUIO 3allUThl MEPCOHATBHBIX JMaHHBIX». CIHCOK HMCIOJIb3yeMbIX CPEJICTB
JOJDKEH TOJACPKUBATBCS B aKTyaJlbHOM COCTOSIHMHU. [lpu W3MEHEHMH cocTaBa
TEXHUYECKUX CPeACTB 3amuThl uin 31eMeHTOB MCIIIH cooTBETCTBYIOIIME W3MEHEHUS
JOJDKHBI ObITh BHeceHbl B CHHCOK W yTBEpKIeHbl npencenareneM (CBOOOIHEHCKOM
MOCEIKOBON TEPPUTOPUAIIBHON U30MPATEIIFHON KOMUCCHH WIIH JTUIIOM, OTBETCTBEHHBIM 32
obecnieuenue 3ammTsl [1]1H.

4. TpeooBanus k nogcucremam C3I11n

C3I1/Ix BrIIOYAET B ce0s1 CASAYIONIUE TTOACUCTEMBI:

YIIPaBJIEHUS TOCTYTIOM, PETUCTPALIUU U YyUETa,;

oOecreyeHus HEJI0CTHOCTH U IOCTYITHOCTH;

AHTUBUPYCHOM 3allIUTHI,

MEXKCETEBOTO SKPAaHUPOBAHUS,

aHaJM3a 3allUIIECHHOCTH;

O0OHapyXEHUsI BTOP>KCHUII;

KpUNTorpaduuecKkon 3aiuThl.

[Moacuctemsr C3I1/lH uMeroT pa3nuuHbIil (YHKIIMOHAT B 3aBHCHMOCTH OT Kjacca
UCTI[In, ompenenenHoro B «AkTe kiaccuukanuu WHHOPMAIMOHHON CHCTEMBI
NepcoHaIbHbIX AaHHBIX». Cnucok cooTBeTcTBUs (PyHKumit moacucteM C3IIIH kmaccy
3alIMILEHHOCTH TPEJCTABIECH B TEXHUYECKOM 3aJlaHUU 110 CO3JaHHUI0 CHCTEMBI 3alllUThI
uHdopmaruu HHHOPMAIIMOHHON CUCTEMBI IEPCOHATBHBIX TAHHBIX.

HOI[CI/ICTeMa YIIPaBJICHUA AOCTYIIOM, PCTHUCTPAIIMN 1 YICTaA

[Toncucrema ympaBieHHs] JTOCTYIOM, PETHCTpalldd M ydeTa MNpeJHa3HaueHa ISt
peanuzanuu caeayronux GyHKIUN:

UJIEHTU(PUKAIIMK W TMPOBEPKU TMOJJIUHHOCTH CYOBEKTOB JIOCTyla IpPH BXOJE B
NCI1/IH;
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I/II[CHTI/I(I)I/IKaIII/II/I TCPMHHAJIOB, Y3JIOB CE€THU, KaHAJIOB CBA3H, BHCIIHUX YCTpOI\/'ICTB I10

JIOTUYECKUM UMEHaM;

UACHTU(DUKAIIMKI TPOTpaMM, TOMOB, KaTaJIOroB, (aiiioB, 3amucei, mojei 3amnucei
10 UMEHAaM;

perucTpanuu Bxoja (BbIxoJia) CyObEKTOB JOCTYNa B CUCTEMY (K3 CUCTEMBI), JINOO
pEerucTpanuu 3arpy3ky U HHUIMATU3ALNY OTIEPALIMOHHON CUCTEMBI M €€ OCTaHOBA.

pPErucTpalii MOMBITOK JOCTYIA MPOTPAMMHBIX CPEACTB (IIpOrpamm, MPOLECCOB,
3a7a4, 3aJJaHi) K 3aluiaeMbIiM aitnam;

pEerucTpalry NOMBITOK JOCTyNa MPOTPAMMHBIX CPEACTB K TEpMHUHAJIaM, KaHajdam
CBSI3H, IPOrpaMMam, TOMaM, Karajoram, (aiisiaM, 3aucsim, MoJsiM 3aucei.

[loncucrema ympaBieHHS JOCTYIIOM MOXET OBITh pealM30BaHa € MHOMOUIbIO
MTAaTHBIX cpencTB 00padoTku [1/]H (onepannonubix cucteM, npuioxenuid u CYB]). Tak
XK€ MOXET OBbITh BHEIPEHO CHEIHAIbHOE TEXHUYECKOE CPEACTBO WM UX KOMILIEKC,
OCYLIECTBJISIOIINE JOTIOTHUTENbHBIE MEPHI IO AyTEHTU(HUKAUU U KOHTpoato. Hanpumep,
MIPUMEHEHUE €MHBIX XPAHWIHIL YYETHBIX 3alUCEHN MOJIb30BATENECH U PErUCTPAlMOHHON
uHpOpMaIlMU, HCIOJNb30BAaHUE OHMOMETPUYECKMX UM TEXHHYECKUX (C MOMOIIBIO
AJIEKTPOHHBIX MPOMYCKOB) MEp ayTEeHTU(PUKALNUU U APYTHX.

HOI[CI/ICTCMa obecrieyeHus OEJIOCTHOCTHU M JOCTYITHOCTH

[Toncucrema oOecrniedeHUs] LEIOCTHOCTA U JIOCTYIMHOCTH TMpeaHa3HayeHa IS
obecrieueHuns 1ETOCTHOCTU U aAocTtynHocTu [1/]H, mporpaMMHBIX M anmapaTHBIX CPEACTB
NCIIdx Komwuccuu, a Tak K€ CpeACTB 3alIUThI, MPHU CIy4ailHOM WIIM HaMEpEHHOU
MOU(DUKALIUH.

[Toncucrema peanus3yeTcs C MOMONIBIO OPTaHU3ALUKM PE3EPBHOrO KOMUPOBAHUS
00pabaThIBaeMbIX JJAHHBIX, a TaK K€ Pe3epBUPOBaHUEM KITt0ueBbIX d51eMeHToB UCII/IH.

IloncucremMa aHTUBUPYCHOU 3AITUTHI

[loncucrema aHTUBMPYCHOM — 3alMThl  MpeJHa3HaueHa Jid  O0OecredeHHs
aHTUBUPYCHOM 3amuThl cepBepoB 1 APM nons3oBateneit UCIIIn Komuccun.
CpencrBa aHTHUBUPYCHOW 3alMTHI MPEAHA3HAYEHBI JUISI PEANM3ALMU CIEAYIOIINX
byHKITHIA:
PE3UICHTHBIN aHTUBUPYCHBIA MOHUTOPHHT;
AHTUBUPYCHOE CKaHUPOBAHUE;
CKPHUIIT-0JIOKUPOBAHUE;
[IEHTPATN30BaHHOMN/yTAJICHHOW YCTaHOBKH/JACUHCTAUISIIIUA aHTUBUPYCHOTO
IIPOAYKTa, HACTPOWKH, AIMUHHUCTPUPOBAHMS, MPOCMOTPA OTYETOB W
CTaTUCTUYECKON HH(POPMAIINH 110 pabOTe MPOAYKTA;
aBTOMATU3UPOBAHHOTO OOHOBJICHUSI AaHTUBUPYCHBIX 0a3;
OTPAaHUYCHMS MpaB MOJIb30BATENII HA OCTAHOBKY MCIIOJHSEMBIX 3a1ad M
M3MEHEHHUS HACTPOEK aHTUBUPYCHOT'O TPOrPaMMHOTO 00eCTIeueHusl;
ABTOMATUYECKOTI'0 3aIlyCKa HEMOCPEACTBEHHO ITOCIE 3arpy3KH OIEPALlOHHON
CUCTEMBL.
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HOI[CI/ICTCMa pe€ain3yCeTCdad IIyTEM BHCAPCHHUA CICOHUAJIBHOIO AaHTHUBHUPYCHOTO

nporpaMMHoro obecrnieueHust Ha Bce 3neMmeHTsl UCITJIH.

HOI[CI/ICTeMa MCKCETCBOI'O SKPAHUPOBAHUA

[loacucrema MeEXKCETEBOIO 3KpPaHUPOBAaHUS INpEIHAa3HA4YeHA U1 pean3aluu
cnenyomux QyHKITAN:

buIbTpalii OTKPHITOTO U 3aMGpoBaHHOTO (3aKpbITOT0) IP- Tpaduka;

¢uKkcaly BO BHYTPEHHUX >KypHaJlax MHGOPMAIMK O MPOXOJAIIEM OTKPHITOM M
3akpbIToM [P-Tpaduke;

uAeHTU(UKAIIMK U ayTeHTU(UKAIMKA aJMUHUCTPATOpPa MEKCETEBOT0 3KpaHa Ipu
€ro JIOKAJIbHBIX 3alIPOCcax Ha JOCTYTI,

perucTpanuy BXoJa (BbIXo/1a) aIMUHUCTPATOPa MEXKCETEBOT0 3KpaHa B cucTeMy (U3
CUCTEMBI) JINOO 3arpy3KH U MHULUAIU3ALMHA CUCTEMBI U €€ IPOrPAMMHOI0 OCTaHOBA;

KOHTPOJISI IEJIOCTHOCTU CBOEH MPOrpaMMHON U UH(OPMAIIMOHHON YacTH;

(UIBTpALlMK MAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIYXAaIMX M1 JUATHOCTUKH U
ynpaBJjeHUs pabOTOM CETEBbIX YCTPOUCTB;

(uUIbTpaIK ¢ yYETOM BXOJHOI'O U BBIXOJJTHOTO CETEBOT0 MHTEp(elica Kak CpeicTBa
MIPOBEPKH MOJJIMHHOCTH CETEBBIX a/IPECOB;

PErHCTpPallMU U y4eTa 3alpaliiBaeMblX CEPBUCOB MPUKIIATHOTO YPOBHS;

OJIOKMpOBaHUS JOCTyNa HEUJASHTUPUIIMPOBAHHOTO OO0BEKTa WU CYOBEKTa,
MOJJIMHHOCT KOTOPOTO TpH  ayTEeHTU(UKAIMU HE TOJITBEpIUIACh, METOJaMH,
YCTOWYMBBIMU K IEPEXBATY;

KOHTPOJIS 32 CETEBOM aKTUBHOCTBIO MPUIIOKEHUN U OOHAPYKEHUS CETEBBIX aTak.

IToncucrema peanusyercss BHEAPEHUEM MTPOrpaMMHO-AaNMNapaTHbIX KOMILIEKCOB
MEKCETEeBOT0 AKpaHrpoBanus Ha rpanule JIBC, kinaccoM He Huke 4.

[loacucremMa aHaamM3a 3alIUIICHHOCTH

[loncucrema aHanM3a 3alMIIEHHOCTH JIOJDKHA OOECIEeuMBaTh  BBISBICHHE
ySI3BUMOCTEM, CBA3aHHBIX ¢ ommOkamu B KoHurypamuu [10 UCIIAH, koTopble MOTYT
OBITh UCIIOJIb30BAHbI HAPYIIUTENEM ISl peaTu3allii aTakKh Ha CUCTEMY.

OyHKIMOHAN TOACHCTEMbl MOXET OBbITh peajn30BaH MPOTPaMMHBIMU U
IIPOrPaMMHO-aNIIaPaTHBIMU CPEICTBAMU.

Iloxcucrema O6H3DV)K€HI/I$I BTOPKCHUM

[Toacuctema oOHapy)eHUSI BTOPKEHUH TOHKHA 00€CTIeUrBATh BBISIBICHUE CETEBBIX
atak Ha anemeHThl WMCIIJIH, moAKIIOYEHHBIE K CETSIM OOIIero MoJib30BaHUs U (WJIN)
MEXIyHApOJAHOTO OOMEHa.

OyHKIMOHANT TOACHCTEMBbl MOXET OBbITh peajn30BaH MPOTPaMMHBIMU U
IPOrpaMMHO-aIapaTHBIMU CPEACTBAMM.

[loacucrema KDPIHTOFD&d)I’I‘ICCKOfI 341U THI

[Toncucrema kpunrorpaguueckoi 3amUThl IpeaHazHayeHa A uckinouenus HCJJ
K 3amuinaemoit nudopmaruu B UCII/In Komuccun npu ee nepenaye no kaHajiaMm CBSI3H
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ceTel 00IIero Mob30BaHus U (MJIM) MEXIYHAPOIHOTO OOMEHa.

[loacuctema peanusyercss MyTeM BHEIPEHUS KPUNTOrpapuyecKux MpOrpaMMHO-
-amnmnapaTHBIX KOMIUJIEKCOB.

5. HHoan3oBaTeaun UCIIIn

B UCII[In Komuccuu MOXHO BBIIEIUTH CIEAYIOIIME TCPYIIIBI IOJb30BaTENEH,
Yy4acTBYIOIIMX B 00paboTke u xpanenuu [1/1H:
Anmunuctpatopsl UCITH;
AJMUHHCTpPATOPBI OE30MACHOCTH;
Onepatopsl APM;
Anmunauctpartopsl cetu UCI/IH;
TexHuueckue  CHEUANIUCTBl 10  OOCIYXMBaHHUIO  NEpUPEPHITHOTO
000py10BaHUS.
JlaHHbIE O TpyIIax IOJIb30BATENSAX, YPOBHE UX JOCTyNa U MH(POPMUPOBAHHOCTU
JOJDKHBI OBITH OTpa)keHbl B Marpuue JocTyna Moib30BaTeleil K  3alUIIaeMbIM
MH()OPMAITMOHHBIM peCypcam.

Anpmunuctparop UCI I

Anmunuctpatop UCIIIH, coTpyanuk Komuccuu (WM HWHOE YNOJIHOMOYEHHOE
JUI0), OTBETCTBEHHBIM 3a HACTPOWKY, BHeapeHwe u comnpoBoxaeHue WCIIIH.
ObecneunBaeT (PyHKIIMOHMpPOBaHUE MoJcucTeMbl ympaBiaeHus noctynoMm WCIIH u
YHOJHOMOYEH OCYIIECTBIISITh MPEAOCTABIEHUE M pPa3TPaHUUYEHUE JOCTyINa KOHEYHOIrO
nosib3oBatesst (OnepaTopa APM) k aneMeHTaM, XpaHAIIUM [IEPCOHAIbHBIE TaHHbIC.

Anmunuctpatop UCIIJIH obamaeT cienyonmM ypoBHEM JOCTYIA U 3HAHUIA:

oOnagaeT MmojaHOM HMH@OpMaUMEd O CHUCTEMHOM M MPHUKIATHOM MNPOrpPaMMHOM
oo6ecnieuenun UCII/IH;

oOnagaeT MonaHOW WHGOpPMAIMEd O TEXHUYECKUX CpPEACTBAaX U KOH(Urypauuu
NCIIdx;

MMEET JIOCTYNl KO BCEM TEXHUYECKUM CpEJCTBaM 00pabOTKU HHPOpMAIUUA H
nanabiM UCITIH;

oOnagaeTr TmpaBaMH KOH(PUTIYPUPOBAHHUS U AJMUHUCTPATUBHOM HACTPOMKU
texHuueckux cpencts UCITIH.

AJMAHUCTPATODP OE30IMACHOCTH

Anmunuctpatop ~ Oe3omacHoctH,  coTpyaHuk — Komuccum — (M MHOE
YIOJHOMOUYEHHOE JIMII0), OTBETCTBEHHBIN 3a (yHkuuonupoBanue C3II/[H, BkIitOUas
o0CTyKMBaHUE U HACTPONKY aIMUHUCTPATUBHOM, CEPBEPHOIN U KIIMEHTCKON KOMITOHEHT.

AnmuHHECTpaTOp 0€30MaCHOCTH 00J1aJaeT CIEAYIOIUM YPOBHEM JOCTYyTA U 3HAHUM:

obnanaer npaBamu Aamuauctpatopa UCII/IH;
obnanaet noaHoi uHdopmanueit 00 UCIIH;
UMEET AOCTYI K CPEACTBAM 3aLIUTHI HH(OPMALIUU U IPOTOKOJIMPOBAHUS U K
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yacTH KimodeBbiX aemMeHToB MCII/IH;

HE UMEET MpaB JOCTyNa K KOHQUTYPUPOBAHUIO TEXHUUECKUX CPEJICTB CETU 32
HCKIIFOUEHHEM KOHTPOJIbHBIX (MHCIEKIMOHHBIX).
AnMuHHCTpaTOp O€30MaCHOCTH YIOJIHOMOYEH:
peann30BbIBaTh NOJUTUKHU Oe3omacHocTH B yacTh HacTpoiiku CK3U, mexcereBbIx
DKPAHOB M CHUCTEM OOHApYyX EHHUs aTak, B COOTBETCTBUU C KOTOPBIMHU IOJb30BaTEIh
(Oneparop APM) nosiyyaeT BO3BMOXHOCTh padoTath ¢ anementamu UCI1/IH;
OCYILECTBIISTH ayAUT CPEICTB 3AINTHL;

Onepatop APM

Omnepatop APM - corpynuuk Komuccun (Miav WMHOE YHOJHOMOYEHHOE JIUIIO),
ocymecTBistomuii  oopadotky IIJIH. OOpabotrka II[lH BKIFOYaeT: BO3MOXKHOCTH
npocmotpa I1JIH, pyunoit BBox IIJIn B cuctemy WMCIIJH, ¢opmupoBaHue CHpaBOK U
0T4eTOB 10 MHPpopmariuu, noixydenno uz UCIIJI. Onepatop HEe UMEET MOTHOMOYMM IS
yrIpasieHus nojcucremMaMu 00padbotku gaHubeix u C3I1/1H.

Omnepatop UCII/IH o6nagaeT cieIyronuM ypoBHEM JOCTYIIA U 3HAHUIA:

oOnmagaeT BCeMU  HEOOXOIUMBIMU  aTpuOyTamMu  (Hampumep, Mapojem),
00€eCTeunBaOIIMMU IOCTYTI K HEKOTOpOMY noAMHOkecTBY [1/1H;

pacrosiaraeT KoHQUACHIIMATbHBIMU JAaHHBIMU, K KOTOPBIM UMEET JOCTYII.

Anpmunuctparop cetu UCII I

Anmunuctpatop cetrt UCIIIH, cotpyanuk Komuccun (Mam HHOE yIIOTHOMOYEHHOE
JIMI0), OTBETCTBEHHBIN 3a (PYHKIIMOHUPOBAHHE TEIEKOMMYHHUKAIITMOHHOW MOJACHUCTEMBI
NCITIH. AIMUHUCTPATOpP CETH HE MMEET MOJHOMOYMM ISl YIIPABJICHUS MOJACUCTEMaMHU
00pa0OTKH TAaHHBIX U OE30MACHOCTH.

AJIMUHHCTpATOP CETH 00JIaaeT CASAYIOIMUM YPOBHEM JIOCTYyMA ¥ 3HAHUM:

oOnagaeT 4acThi0 HMH(OpPMAIMM O CHCTEMHOM U TPUKIAJHOM MPOrPaMMHOM
obecneuenun UCII/IH;

oOnagaeT 4acThio WHGOPMAIMM O TEXHUYECKHUX CpEICTBAX M KOH(DUrypauuu
NCIIdn;

nMeeT GU3HUECKUI TOCTYI K TEXHUYECKUM CpecTBaM 00paboTku nHpopmaIuu u
CpEeACTBaM 3allUTHI;

3HAET, 0 MEHBIIEH Mepe, OJHO JIeTaTbHOE UMS JTOCTYTA.

TexHUYeCKUN CIIENUATMCT 0 00CITYKUBAHUIO EpUBEPUITHOTO 000DYIOBAHUS

TexHuueckuil cenranaucT mo 00CIyKUBaHUIO, COTpyAHUK Komuccun (wnm mHoe
YIOJIHOMOYEHHOE JIMIIO), OCYIIECTBISET OOCIY>KMBAaHHWE M HACTPOUKY mnepudepHitHoro
ob6opynoBanus UCII/IH. TexHnueckuii CenuagIucT Mo 00CIy>KMBaHUIO HE UMEET JOCTyNa
Kk IT/lH, HE MMeeT MOMHOMOYMMN JJIsl YHPABJIEHUS MOJACUCTEMAMHU OOpaOOTKM NaHHBIX U
0€30I1aCHOCTH.

TexHuyeckuil cHnenUamucT MO OOCTYKMBAHUIO OONANaeT CIEAYIOIIUM YPOBHEM
JIOCTYIIA ¥ 3HAHUU:

oOjamaeT 4acTel0 MHPOPMAIMHM O CHCTEMHOM W MPUKIATHOM IPOrPaMMHOM
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o6ecneuenuu UCII/IH;

oOnagaeT 4acThi0o MHGOPMAIMM O TEXHUYECKUX CPEICTBAX U KOH(UTypauuu
NCTI/IH;
3HAET, 0 MEHBIIEH Mepe, OJHO JIETaTbHOE UMS JJOCTYTA.

6. TpeOoBanus K mepcoHay no odecrneyeHuro 3amuthbl I1/{n

Bce corpyanuku Komuccuu, siBisitomuecst nois3oBatensiMu WCII/IH, m0KHBL
YEeTKO 3HATh U CTPOTO BBINOJHATH YCTAHOBJICHHBIC MPABUIIA U 00SI3aHHOCTH IO JIOCTYITY K
3aIUIIAEMbIM O0BEKTaM U COOTIOACHUIO TPUHATOrO pexxuma 6ezonacHoctu [1J]H.

[Ipu BCTyImIeHNH B JOKHOCTh HOBOT'O COTPYIHHMKA OH JIOJKEH OBITh 03HAKOMJIEH C
HEOOXOIMMBIMU JTOKYMEHTaMH, PErjlaMeHTUPYIOIIMMU TpeOoBanus mno 3ammure [1J[H, a
Takke  OOydeHHE  HaBBIKAM  BBIIOJHEHHUS  OPOLENYp, HEOOXOOUMBIX A
CaHKIIMOHUPOBAHHOTO HcnoJib3oBanus UCII/IH.

CoTpynHUK JTOJDKEH OBITh O3HAKOMJIEH CO CBeAeHHsMHU Hactosei [lomutuku,
OPUHATHIX pouenyp padotsl ¢ anementamu UCITAH u C3I1/]H.

Cotpynnuku Komuccuu, HCTIONIB3YIOLIIME TEXHUUECKHE CPEACTBA ayTeHTU(PUKALIUH,
JOJDKHBI 00€CTIeYnBaTh COXPAHHOCTh MACHTHU(PUKATOPOB (DJIEKTPOHHBIX KIIOYEH) U HE
nonyckatb HCJI kK HUM, a Tak k€ BO3MOKHOCTh UX YTEPHU WIH UCIOJIB30BAHUS TPETbUMU
munamu. Ilosmp3oBaTenn HECyT MNEPCOHANBHYIO OTBETCTBEHHOCTh 3@ COXPAHHOCTH
UJEHTU(PUKATOPOB.

Corpynaukn Komuccnn [IODKHBI  CIIENOBaTh yCTAHOBJIEHHBIM —IMPOLEAYpPaM
nojsiep kanus pexkuma 6ezonacHoctu [1J[H nmpu BEIOOpE M MCTIOJIBL30BaHUM MapoJie (eciau
HE HUCIOJIb3YIOTCSI TEXHUUECKHE CPEICTBA ayTEHTU(DUKAIIN).

Corpynnukn  Komuccun  [OMKHBI — OOecnieuMBaTh — HAUICKAILYIO — 3alUTY
000py/IOBaHUsA, OCTaBJISIEMOro 0O€3 MPUCMOTpa, OCOOEHHO B TEX ClydasX, Korja B
IIOMEIIEHHE HMMEIOT JOCTYIl IMOCTOPOHHHE Juua. Bce monbp30BaTenu AOJKHBI 3HATH
TpeboBanus o 6e3omacHoctu [0 1 nmporeaypsl 3aUTH 000PYAOBAHUS, OCTABICHHOTO
0e3 mpucMoTpa, a TakKe CBOU 00A3aHHOCTH MO 00ECIEUECHUIO TAKON 3alUThI.

CoTpynHukaMm  3ampenjaeTcs  yCTaHABIMBaTh  IOCTOPOHHEE  MPOTPAMMHOE
obecrieueHure, MOAKIOYATh JIUYHbIE MOOWIIbHBIE YCTPOMUCTBA U HOCUTENU MH(OpMaluu, a
TaK >K€ 3aMiChIBaTh HA HUX 3aIIUIIAEMYI0 HH(OPMAITHIO.

CoTpynHukaMm 3amperniaeTcs pasriiamaTh 3aluiiaeMyro HHPOPMAIUI0, KOTOpas
CTajia UM W3BECTHA MpHU pabore ¢ MHPOPMAIMOHHBIMHU cucTeMaMu Komuccuu, TpeThbum
JIULAM.

IIpu pa6ore ¢ I1[In B UCII[AH corpynuuku Komwuccuu 00s13aHbl 0OECHEUUTH
OTCYTCTBHE BO3MOKHOCTH TpocMoTpa I1/IH Tpetbumu nuiiamu ¢ MOHUTOPOB APM uinm
TEPMHHAJIOB.

ITpu 3aBepmenun padotsl ¢ UCIIIH coTpyaHuku 00s3aHbl 3auTuTh APM wmim
TEPMUHAJBI C TOMOIIBIO OJIOKMPOBKH KIIFOUOM WJTU SKBUBAJIEHTHOTO CPEACTBA KOHTPOJIA,
HaIMpuMep, JOCTYIIOM IO MapOJII0, €CId HE HUCIOJb3YIOTCS 00Jiee CUIIbHBIE CpPEICTBA
3AILNTBHI.

Cotpynnukn Kommccun AomkHbl ObITh  npouH(pOpMHpOBaHBl 00 yrposax
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HapyleHus pexkuma 6e3zonacHoctu [IJ[H U oTBeTcTBEeHHOCTH 3a ero HapyuieHue. OHu

JOJKHBI OBITh O3HAKOMIIEHBI C YTBEPXKACHHOW (HhOpMalbHOM MpPOLETypOd HaJIOKEHUS
JTUCITUTUTMHAPHBIX B3BICKAHUA HAa COTPYIHUKOB, KOTOPBIC HAPYIIUIN PUHSTHIC TTOJTUTUKY
u nipotieaypsl 6e3onacuoctu [1/]H.

Cotpynuuku o0s3aHBI 0€3 MPOMEMNICHUS COO0IaTh 000 BCEX HAOIIOJAEMBIX HIIN
NoM03pUTENbHBIX ciaydasx pabdorsl MCIIH, Morymux moBiedb 3a cOo00i yrposbl
oeszonmacHoctu I[I/lH, a Takke O BBISBICHHBIX HMHU COOBITHSX, 3aTparuBalOIIUX
oe3omacHocts [IJ[H, pYKOBOACTBY mMOApa3AeicHUs W JHIy, OTBEYAIOIIEMYy 3a
HEMEIJICHHOE pearupoBaHue Ha yrpo3sl OezonacHocT [1/1H.

JloJKHOCTHBIE 00s13aHHOCTH nosib3oBaresaer MCITIH

JomxHocTHbIE 00s3aHHOCTH mojb3oBareneil MCIIJIH onucanbl B clexyronmx
JOKYMEHTAaX:

Nuctpykuus anmuanctparopa UCI/IH;

WNuctpykius anmunnctpatopa 6e3omacHocty UCIIH;

Nuctpykuus nonszosarens UCIH;

HNHCcTpyKIMs 10Jab30BaTeNs IPYU BO3SHUKHOBEHNUH BHEIITATHBIX CUTYALIUM;

OTBETCTBEHHOCTh COTPYIAHHNKOB

B cootBeTcTBUM co cTratbeii 24 DenepanbHoro 3akoHa Poccuiickoit denepannu ot
27 mrona 2006 r. Ne 152-D3 «O nepcoHanbHbIX JAHHBIX) JIMIA, BAHOBHBIE B HAPYILICHUHU
TpeOoBaHMil aaHHOrO @enepanbHOrO 3aKOHA, HECYT TPaXKIAHCKYIO, YrOJIOBHYIO,
aJIMUHHUCTPATUBHYIO, JUCHUIUIMHAPHYIO U UHYIO IIPELYCMOTPEHHYIO 3aKOHOAATEIBCTBOM
Poccniickoit @enepanuy OTBETCTBEHHOCTb.

JlerictByroniee  3akoHoAaTenbCTBO  Poccmiickon ~— Penepaumy  MO3BOJISIET
NpEeabABISATh TpeOOBaHUS MO OOecleyeHuto O0e30macHoi paldoThl € 3allMIaeMOi
uHbopMalmen MW mpeaycMaTpUBAaeT OTBETCTBEHHOCTbh 3a HAPYIIEHUE YCTAHOBJICHHBIX
mpaBuiI SkcruryaTanuu 9BM u cuctem, HermpaBOMEpHBIN AOCTYI K HHGOPMAIIUH, €CITH 3TH
JNEUCTBUS NPUBEIN K YHHUUTOXXEHHUIO, OJOKUPOBAHHIO, MOAUPUKAIIMN WH(DOPMALIMK WU
HapyweHuto paborsl OBM wunm cereit (cratbu 272,273 u 274 VYrojloBHOTO KOJEKca
Poccuiickoit @enepanun).

Anmunuctpatop UCITJIH 1 amMuHuACTpaTOp O€30MACHOCTH HECYT OTBETCTBEHHOCTh
3a BCE JIEWCTBUS, COBEPIIEHHBIE OT UMEHHU UX YUETHBIX 3alMCEN UM CUCTEMHBIX YUETHBIX
3anuceil, eciu He JoKa3aH (PaKT HECAHKIMOHWPOBAHHOTO HCIOJIb30BAaHUSA YYETHBIX
3aIlUCeN.

[Ipu Hapymenusax corpyanukamu Komuccuu — nonb3oBarenamu UCIIIH npaBui,
CBsA3aHHBIX C Oe3omacHOCThIO I[IJ[H, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO
JIEUCTBYIOIIMM 3aKOHOAATeNIbCTBOM Poccuiickon denepanumu.

7. CIMCOK MCNO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHUBHO-IIPABOBBIMHU H MCTOAMYCCKUMHU OJOKYMCHTAMH, HaA
KOTOPBIX 633preTC}I HacToAlas HOHI/ITI/IKa, SABJIAROTCS .
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®enepanbubiii 3akoH OoT 27.07.2006 r. No 152-®3 «O mnepcoHaNbHBIX JAaHHBIX,

YCTaHABJIMBAIOIIMNA OCHOBHBIE MPUHIMUIBI U ycloBus o00pabotku II/IH, mpaBa,
00s13aHHOCTH M OTBETCTBEHHOCTh YYaCTHHKOB OTHOIIICHUH, CBSI3aHHBIX C 00pabOTKOM
I1/1H.

TpeGoBanus K 3amuTe TEPCOHATBHBIX JAaHHBIX TIPH HX O00paboTKe B
MH(OPMAIMOHHBIX CHCTEMaX NMEPCOHAJIBHBIX JAHHBIX, YTBEP)KICHHbIC MOCTAHOBJICHUEM
[TpaButenbcTBa Poccuiickoit @eaepanuu ot 01.11.2012 1. Ne 1119.

[lonoxkxenne 00  OCOOCHHOCTSIX ~ 0OpaOOTKM  TMEPCOHANBHBIX  JAHHBIX,
OCYIIECTBIISIEMOl 0€3 HCIOJNBb30BaHMUS CPEICTB  aBTOMATH3aIllMH, YTBEPKICHHOE
nocta”HoBjeHueM I[IpaButenbcTBa Poccniickoit @eaepannu ot 15.09.2008 1. Ne 687.

HopmatuBHo-MeToquueckue ToKyMeHThl DenepaabHOM CIyKObl 0 TEXHUYECKOMY
U JKcnepTHoMy KoHTpoito Poccuiickoit ®denepanuu (manee — ®CTIK Poccun) mo
obecneuenuto Oe3onacHoctu I1/1n npu ux o6padotke B UCII/IH:

bazoBas Mojens yrpo3 6€30MmacHOCTH MEePCOHATBHBIX JaHHBIX IPU UX 00paboTKe B
UH()OPMAITMOHHBIX CHCTEMaX IMEPCOHANBHBIX JaHHBIX, YTBEPXKIECHHAs 3aMECTUTEIIEM
nupekrtopa DCTIOK Poccun 15.02.2008 r.

Meroanueckuil JOKyMeHT. MeToarKa OLEeHKH yrpo3 0e30MacHOCTH MH(OpMaluH,
yrBepxaeHHb PCTOK Pocenn 05.02.2021 .

[Tpuka3z ®CTIK Poccuu ot 11.02.2013 Ne 17 «O06 yrBepxaeHun TpeGoBanuii o
3amuTe UHGOPMAIMKM, HE COCTaBIAIONIMX TOCYIAapCTBEHHYIO TallHy, COJIEpXKAIlUXCS B
roCyAapCTBEHHBIX MHGOPMAIIMOHHBIX CHCTEMAaX).

[Tpukaz ®CTIOK Poccum ot 18.02.2013 Ne 21 «O6 yrBepxkaenunn CocraBa u
COJICp’)KaHUSl OPTaHM3ALMOHHBIX W TEXHUYECKUX MEp MO 00eCrneueHHro 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B MH(OPMALIMOHHBIX CHCTEMaX MEePCOHATBHBIX
TaHHBIX).

[Ipukaz DenepanbHOil ciyx0bl Oe3zonacHoctu Poccuiickoit denepaunu 0T
10.07.2014 Ne 378 «O0 ytBepxkaeHun CocTaBa W COAEpPN aHUS OPraHU3ALMOHHBIX U
TEXHUUYECKUX Mep M0 00ecCnedeHHI0 OE€30MacCHOCTU MEPCOHANBHBIX JaHHBIX TPU HUX
00paboTke B MH(MOPMAIIMOHHBIX CHUCTEMax IMEPCOHATBHBIX JAHHBIX C HMCIOJIb30BAHUEM
CpeACTB KpunTorpaduueckol 3amuTbl WHPOpMAIMU, HEOOXOAUMBIX [IJI BBIMOJTHEHUS
ycTaHoBJIeHHbIX [IpaButenbctBoM Poccuiickoit ®enepanuu TpeOOBaHUNM K 3aluTe
MEPCOHAIBHBIX JAHHBIX JJISI KQXKAO0TO U3 YPOBHEU 3aIUILIEHHOCTI.

Meroanueckue peKOMEHJaluMU Mo pa3pad0TKe HOPMATHUBHBIX MPABOBBIX aKTOB,
OMPENESAIONUX YIPO3bl 0OE30MaCHOCTH MEPCOHAIBHBIX JaHHBIX, aKTyallbHbIE MpHU
00paboTKe MEepPCOHAIBbHBIX JAHHBIX B WH(OPMAIIMOHHBIX CHUCTEMAax MEepCOHATbHBIX
JAHHBIX, OKCIUIyaTUPYEMBIX IIPU  OCYIUECTBJIECHUU  COOTBETCTBYIOIIUX  BUIOB

JESITEIbHOCTH, YTBEpkAeHHbIE pykoBoAcTBoM &8 Ilentpa ®Cb Poccum 31.03.2015 Ne
149/7/2/6-432.



