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ITIOJINTUKA

uH(opMaIUOHHO 0e30MacHOCTH
NpHU padoTe ¢ NepCoOHa/ILHBIMU JAHHBIMH

B CyX0/10)KCKOH rOp0/ICKOH TePPUTOPHA/TLHON W30MpaTe/TbHONH KOMHCCHH

OIIPEAEJIEHUA

B HacTosillleM JOKyMeHTe WCIIONb3YITCA Crefytoliie TepMUHbl U HUX
orpeiesieHusl.

ABTOMATH3HPOBAHHAsI CHCTeMa - CHUCTeMa, COCTOSIas W3 TlepcoHana u
KOMILJIEKCa CpeZiCTB aBTOMaTH3alluh ero [esTe/IbHOCTH, peaau3syroljasi uH(opma-
I[MOHHYIO TeXHOJIOTHIO BbITIO/THEHUS] YCTaHOB/IEHHBIX (DYHKIIMA.

AyTeHTH(QUKANUS OTHPABUTEIs] [JaHHBIX - IIOATBEep)XXJIeHUe TOro, YTO
OTIIPABUTEJIb ITOJIYYEHHBIX JdHHBIX COOTBETCTBYET 3d4B/IEHHOMY.
be3onmacHOCTL MNEPCOHANBHBIX JaHHBIX - COCTOSIHHWE  3al[UIleHHOCTH

MepCcoHaNbHbIX  JIaHHBIX, XapaKTepr3yemoe CIIOCOOHOCTBIO — T0Jib30BaTesiel,
TEXHUUECKUX  CPeACTB U  WUH(MOPMAI[MOHHBIX  TEeXHOJOTWM  00ecreurThb
KOH(U/IeHIIMATbHOCTh, 1[eJIOCTHOCTh U AOCTYITHOCTh MEepPCOHA/IbHBIX /IaHHBIX TIPU
ux 00paboTKe B MHPOPMALIMOHHBIX CUCTeMaX MepCOHaIbHbIX JAHHBIX.

BHOMeTqueCKHe MNEePCOHAJIBHBIC JAHHbIC - CBeJleHusd, KOTOpkIE
XapaKTepu3yloT (r3nonornyeckre 0cO0eHHOCTH YesioBeKa M Ha OCHOBe KOTOPBIX
MOJKHO YCTaHOBUTH €ro JIMUYHOCTb, BK/IOUasi ¢dororpaduu, OTMEuaTKH MasibleB,
obpa3 ceTuaTKM TJia3a, OCOOEHHOCTU CTPOEHHUSI Tela W APYryl T000HYIO
rHbOopMalutio.

BioxknpoBaHue mepCOHAJIBHBIX [JaHHBIX - BpeMeHHOe IIpeKpailjeHue
00paboTKM TepCOHANTBHBIX /IaHHBIX (3a WCK/IIOUEeHHeM CJlyuaeB, ecyii 06paboTka
HeoOXo/iMa [I/1sl yTOUHEHUS! TIepCOHATbHBIX JaHHbBIX).

Bupyc (KoMIbIOTEPHBIIi, TPOrPAMMHBIIi) - WCIIO/THSEMbIA TTPOrPaMMHBIA KO/,
WA WHTepIIpeTUpyeMblii HabOp WHCTPYKLWM, O00JaZiafoluii CBOWCTBAMU He-
CAHKIIMOHUPOBAHHOTO PACIPOCTPaHeHUss W caMmoBocripon3BefeHus. Co3aaHHbIe
AyO/MKaThl KOMITBIOTEPHOTO BUpYCa He BCerjia COBMa/arT C OPUTHMHAIOM, HO CO-
XPaHSIOT CIIOCOOHOCTh K Jja/ibHelIlIeMy paclipoCTpaHeHHWI0 M CaMOBOCIIPOU3Be/ie-
HUIO.

Bpenoxocuasi mporpamma - TIporpamma, IipeJHa3HaueHHasi [jisi OCYIeCTB-



JIEHUs] HeCaHKI[MOHUPOBAHHOTO NOCTymna U (Wv) BO3JEUCTBUS Ha TMEpPCOHa/bHBIE
JlaHHbIEe UM PeCypChbl MHPOPMAaLMOHHOW CUCTEMbI TTIePCOHAJIbHBIX JaHHBIX.

BcnomorartejibHbIe TeXHHYECKHE cpeacTBa MU CHCTEeMbI - TeXHHUECKHe
CpeACTBa U CUCTEMBI, He TIpeJHa3HaueHHbIe 1S Tiepejaun, 00paboTKU ¥ XpaHeHus
MepCOHAa/bHBIX  [JaHHBIX, YCTaHAB/IMBAaeMble COBMECTHO C TeXHUYECKHMU
CpeACcTBaMH U CHUCTeMaMH, TpeiHa3HaueHHbIMUA [JI1 00pabOTKMU TepCOHATbHBIX
JJAaHHBIX WM B TIOMELLIEHUSX, B KOTOPBIX YCTaHOB/IEHbI HUH(POPMALIMOHHbIE CUCTEMBI
MepPCOHAJIbHBIX JJaHHBIX.

JocTyn B omepanmMoHHYI cpeay KoMmnbioTepa (MHGOPMAIMOHHON CHCTEMbI
NEePCOHANILHBIX JaHHBIX) - TIOJydYeHHMe BO3MOXKHOCTM 3alyCka Ha BbITIOJTHEHUE
IITAaTHBIX KOMaH/l, (PYHKI[MM, MpoLe/lyp OrepaljuoOHHON cucTeMbl (YHUUTOXKeHMS,
KOMUPOBaHUS, TiepeMeljeHdssT U T..), MCIOJHSeMbIX (haliioB TIPUKJIAIHBIX
TIpOrpamMM.

Joctyn Kk uHpopMamuu - BO3MOXHOCTb TIOyuyeHUs] WH(OpMaLUM U ee
VCII0/Ib30BaHMUSI.

3ak1a/104HO€e YCTPOHCTBO - 37IeMEHT CpeJiCTBa CheMa MH(OpMaluK, CKPbITHO
BHe/IpsieMbIM  (3aK/1a/IblIBaéMblii WM BHOCHMBIM) B MeCTa BO3MOXXHOTO CbheMa
wHbopMalud (B TOM UHCIe B OTPaKIeHWe, KOHCTPYKIMIO, 000py/0BaHHe,
rpeiIMeTbl UHTEPbepPa, TPAHCIIOPTHbIE CPECTBA, a TaKXKe B TeXHUUECKUe CpeJiCTBa
U crcTeMbl 00paboTku nHMOpMaLvn).

Bammmaemas uHpopmamus - UHGOpMaLMs, SBJSAIOMIASCS TIPeAMeTOM
COOCTBEHHOCTH U TOZIesKalllast 3allyTe B COOTBETCTBUM C TPeOOBaHUSIMH MPAaBOBBIX
NOKYMEHTOB ~ W/IW  TpeOOBaHWsSMH,  YCTaHAaBIMBAaeMbIMH  COOCTBEHHHKOM
rnHbopmarLuu.

Upentudgukanus - TPUCBOeHWe CcyObekTaM U 0OBeKTaM JoCTyma
ujeHTU(PUKaTopa U (WIM) CpaBHeHWe TIpeAbsB/ISIEMOro WAeHTU(hUKaTopa C
riepeyHeM MPHUCBOEHHbBIX WeHTU(PUKATOPOB.

NudopmaTuBHbBIii cHrHAJ - DJIEKTPUUYECKUE CUTHA/Ibl, aKyCTHUUYecKue,
3/IeKTPOMarHuTHbIe U JIpyrue (pusnueckye Moss, Mo rnapaMmeTpam KOTOPBIX MOKeT
ObITh packpbiTa KOHGHAeHIManbHas WHhoOpMalys (TepcoHalbHble JaHHBIE)
obpabaTeiBaeMast B MH()OPMALIMOHHOM CHUCTEME ITePCOHATBHBIX JJAHHBIX.

HNudopmannonnbie TEXHOJIOrMM - TIPOLIECCHl, METO/bI TIOMCKa, cOopa,
XpaHeHUsi, 00pabOTKW, TpeAoCTaB/ieHUs, pacpoCcTpaHeHWss WHGOPMALUA W
CrI0Cco0bI OCyI1[eCTBIeHUS TaKUX TPOI[eCCOB U METO/IOB.

NudopmanmonHas  cucreMa  mnepcoHaabHbIX AaHHbix  (UMCIAn) -
COBOKYITHOCTb COJIepKaluxcsi B 0a3ax [JaHHBIX I1ePCOHABHBIX [JAHHBIX U
obecmieurBaOIUX X 00pabOTKy MH(OPMAIMOHHBIX TEXHOJIOTUN W TeXHUUECKUX
CpeJCTB.

Hcnosib30BaHne MePCOHANbHBIX JAaHHBIX - JIeWCTBUSA  (omepaiuu) C
MepPCOHA/IbHBIMU  [IAaHHBIMM, COBepILIaeMble OMEepaTopoM B LesX MPUHATHSA
pellieHuld WM COBepIIeHUs] WHBIX [eMCTBUM, TOPOXKAAIOIIUX HOPUAUYeCcKUe



TOC/IeZICTBUSI B OTHOIIIEHUM CyOBeKTa TepCOHa/IbHbIX AAHHBIX WM JPYTUX JIUL]
b0 MHBIM 00pa30M 3aTparvBaroIMX MpaBa U CBOOOBI CyObEeKTa IepCoHaTbHBIX
J@HHBIX WM IPYTHX JIULI.

Hcrounuk yrpo3nl GesomacHocTH uWHpoOpMamuu - CYOBeKT [OCTYTIa,
MaTepuaabHBIA O00BEKT WM (U3nUeckoe siBJeHWe, SBJSIONIMECS TPUUMHOM
BO3HUKHOBEHUS yIpo3bl 6e301acHoCTH HHGOPMAI[UH.

KoHTposupyemasi 30Ha - IPOCTPAHCTBO (TeppUTOPUS, 3[aHUe, YacTb 3[aHUS,
romMeliiljeHue), B  KOTOPOM MCK/JIHOYeHO HEeKOHTpoJupyemoe  TipeObIBaHUe
MMOCTOPOHHUX JIWII, @ TaKXXe TPAHCIIOPTHBIX, TEXHUUYECKUX M WHBIX MaTepUa/bHbIX
CpeJCTB.

Kon(puaeHHAILHOCTL NEPCOHANBLHBIX JAaHHBLIX - 00s3aTenbHOE /IS
coO/tofieHrsi OTlepaTopoM WM HWHBIM TIOJYYMBIIUM JOCTYN K TIepCOHA/IbHBIM
JaHHBIM JUIIOM TpeOOBaHWe He [OMyCKaTh WX pacIlipocTpaHeHHe 0e3 coriaacus
CyOBbeKTa MepCOHaIbHBIX TaHHBIX WX Ha/IMUKMsI KHOTO 3aKOHHOTO OCHOBaHHUSI.

MeskceTeBoii 3KpaH - JIOKaJbHOe (0OJIHOKOMITOHEHTHOe) WK (yHKI[MOHATBLHO-
pacripefie/ieHHOe MporpaMMHoe (TporpaMMHO-anrapaTHOe) Cpe/iCTBO (KOMIIIEKC),
peanM3yroiliee KOHTPO/b 3a HMH(OpMalyel, MOoCTymnarwileid B WHGOPMALMOHHYIO
CUCTeMY MEePCOHA/NbHBIX [JaHHBIX U (WIM) BBIXOAAIIEd W3 WH(POPMALIMOHHOU
CUCTEMBI.

Hapymureab 06e30MacHOCTH NMEPCOHAJILHBIX JaHHBIX - (U3UUYECKOoe JIWLIO,
Cly4allHO WM TIpefiHaMepeHHO COBeplliatolliee [AelCTBUs, C/ie/ICTBUEM KOTOPBIX
AB/ISIETCSl HapyllleHre 0e30IMaCHOCTH TTepCOHAIBbHBIX JaHHBIX TP MX 00paboTKe
TeXHUYeCKUMU CpeJicTBaMd B MHGOPMAIIMOHHBIX CHUCTeMaX IepCOHaTbHBIX
JlaHHBIX.

HeaBromaTusupoBaHHasi 00pa0oTKa NEPCOHANBLHBIX AaHHBIX - 00paboTKa
MepPCOHA/IbHBIX  [IaHHBIX, COJlepXKallMxcsi B WHGOPMALMOHHOM  CHCTeMe
MepCOHANbHBIX [aHHBIX JIMOO W3BI€UEHHBIX W3 TaKOM CHUCTEMbI, CUHUTAEeTCS
OCYILleCTBJ/IEHHOM be3 WCI0JIb30BaHus Cpe/iCTB aBTOMaTH3aluu
(HeaBTOMAaTU3MPOBAHHOM), €C/IM TaKWe [eMCTBUSI C MepCOHA/IbHBIMM JIaHHBIMM, KakK
WCI0/Ib30BaHWe, yTOUHEHWe, paclpoCTpaHeHWe, YHUUTOXKeHWe T1ePCOHAJIbHBIX
JAaHHBIX B OTHOIIEHWM KaXKAOTO U3 CyOBEKTOB TIepCOHA/IbHBIX [JaHHBIX,
OCYILIeCTBJISIFOTCS TIPU HeTlOCPeZICTBEHHOM yuaCTUM uesioBeKa.

HenexiapupoBaHHble BO3MOKHOCTH - (YHKI[MOHa/bHbIE BO3MOXXHOCTHU
CPe/ICTB BbIUMC/IUTE/TbHOM TeXHWUKW, He OIMCaHHble WM He COOTBETCTBYIOIIWE
OMUCAaHHBIM B JIOKyMEHTAalluW, TIPU MCI0/Ib30BaHUM KOTOPBIX BO3MOXXHO
HapylleHue KOH(U/IeHIIUa/IbHOCTH, JOCTYTTHOCTH W 1[e/IOCTHOCTH
obpabaTtbiBaemMoii HH(pOpPMALIUH.

HecaHKIIUOHUPOBAHHBIN A0CTYN (HeCAHKLMOHHUPOBAHHbIE [eNCTBUSA) -
J0CTyMN K UH(POpMaLUK UK eWCTBUS C MH(pOpMaL1el, Hapyliatolye rpaBuia pas-
rpaHUueHusl /I0CTyMa C WCMO/b30BaHUEM INTaTHBIX CPEJCTB, TPeJ0CTaB/IsieMbIX
MH(MOPMaI[MOHHBIMUA CHUCTEMaMU TepCOHA/bHBIX IaHHbIX.



Hocureap nadgopmanuu - Gu3dyeckoe U0 WM MaTepPHa/IbHBIA OOBEKT, B
TOM uuc/e (pu3ndecKoe 1osie, B KOTOPOM UH(POPMALUSi HaXOJUT CBOe OTpakeHUe B
BHJle CHUMBOJIOB, 00pa3oB, CUTHA/OB, TeXHUUECKWX pelleHud U TIpoLieCcCoB,
KOJTMUeCTBEeHHBIX XapaKTepUCTUK (M3UUeCKUX BeJTMUMH.

OGe31nunBaHNe MEPCOHATBHBIX JAHHBIX - I€WCTBUS, B pe3ysbTaTe KOTOPBIX
CTAaHOBUTCSI HEBO3MOJKHBIM 0€3 HCIIO/Ib30BaHUS IOTIOJHUTE/LHOM HH(MOpMaLu
oTipe/ieJIUTh TIPUHAJJIe)KHOCTb TepCOHATBHBIX JAHHBIX KOHKDPETHOMY CYOBeKTY
TepCOHA/IbHBIX IaHHbIX.

O0paGoTKa NepCOHANBLHBIX JAHHBIX - JI000e elicTBUe (omepanys) WA
COBOKYITHOCTb [IeMCTBUM (OIepanjuii), CcoBepllaeMbIX C KUCIO/b30BaHWEM CpeJCTB
aBTOMaTH3alud Wik 06e3 WUCIO/Mb30BaHUS TaKWX CPeACTB C IepCOHAJbHBIMU
JaHHBIMH, BKJOYass cOOp, 3amuch, CHACTeMaTH3al[Mio, HAKOILUIeHWe, XpaHeHue,
yTouHeHWe (OOHOB/ieHWe, U3MeHeHWe), H3B/ieueHHe, WCIO/b30BaHUe, Tepeaauy
(pacmipocTpaHeHue, TIpeIOCTaB/IeHHe, AOCTyM), 0o0e3nMurBaHue, OJIOKUpPOBaHHE,
yAaneHue, YHUUTOKeHUe MepCOHA/IbHBIX JaHHBIX.

OOmenocTynHbie NepCOHANbHBIC JaHHbIE - [I€PCOHA/IbHBIE [aHHbIE, JOCTYII
HEOrPAaHUUEHHOT0 Kpyra /Wi K KOTOPbIM TpPeJOoCTaB/ieH C COrJiacusi CyObekTa
MepCOHAabHBIX [IaHHBIX WM Ha KOTOpble B COOTBETCTBUU C (eepasbHbIMU
3aKOHaMH He pacrpocTpaHsieTcs: TpeboBaHUe CO0/TI0/IeHUST KOH(HUIEeHIMaTbHOCTH.

Onepatop (MEpCOHANBHBIX JAHHBIX) -  TOCYJapCTBEHHbIM  OpraH,
MYyHULMTa/bHBIA OpraH, HOpUAWYecKoe WU (PU3nyeckoe JIMLIO, CAMOCTOSITENTbHO
WM COBMECTHO C [PYTMMU JIML[aMH OpraHusyroliue U (WaM) OCYLeCTB/ISIOLIMe
00pabOTKy TepCcOHa/NbHBIX JAHHBIX, a TaK)Ke OIpejessiolye el 00paboTKu
TepCOHA/IbHBIX JJAHHBIX, COCTAB IEPCOHABHBIX JJAaHHBIX, MTOJIEXAIIUX 00paboTKe,
JerncTBus (onepanuu), CoBepilaemMble C MePCOHATbHBIMUA JAHHBIMMU.

Texunueckue cpeacrsa HHGOPMALUOHHON CUCTEMbI NEPCOHATBHBIX JAHHBIX -
Cpe/icTBa  BbIYMC/IUTE/IbHOM  TeXHUKW,  WH(GOPMALMOHHO-BBIYMC/IUTE/TbHBIE
KOMIIIEKChI M CETH, CPeICTBA W CHCTEMBI Tepeiaud, npruemMa u obopabotku I1/1H
(cpeacTBa M CUCTeMbl 3BYKO3alMCH, 3BYKOYCW/IEHUS, 3BYKOBOCIPOHW3Be/l€HUS,
MeperoBOpHble YW Te/IeBU3WOHHbIE  YCTPOMCTBA, CpPEACTBA  U3rOTOBJIEHMS,
TUDKUPOBAHUSA [JOKYMEHTOB U [Jpyrue TeXHUUYecKue CpeficTBa 00paboTKu
peueBoil, Trpaduyeckoi, BuAeOo- U OykBeHHOLM(POBOM  HH(MOPMaLIUK),
IpOrpaMMHbIe Cpe/icTBa (OTepal[iOHHbIE CHCTEMbI, CUCTEMbI yIIpaB/ieHUsI Oa3amu
JaHHbIX W T.1.), CpeJCTBa 3alllMThl HWH(OpMAalUM, MpUMEHseMble B
MH(OPMAaI[MOHHBIX CUCTEMaX.

IlepexBar (uHpopmMamumu) - HerpaBOMepPHOe TMoJiyueHUe UWHGOPMaLUU C
WCTOJTb30BaHWeM TeXHUUeCKOro CpeJCTBa, OCYIIeCTBIsOIIero obOHapyKeHUe,
rpyeM ¥ 06paboTKy MHGOOPMaTUBHBLIX CUTHAIOB.

Ilepconanbubie Aanuble - T00ass UHPOPMALHS, OTHOCAIIASCT K TIPIMO WM
KOCBEHHO OTpe/le/IeHHOMY WIH OrpefiesiieMoMy (pusndeckoMy Juily (CyObekTy
TepCOHa/IbHBIX [JaHHBIX);



IToOouHbIe  3/IeKTPOMAarHUTHbIe  HW3IyYeHHsA W  HABOAKU -
9/IeKTPOMarHUTHbIE U3/yYeHUs] TeXHUUeCKHUX Cpe/icTB 00pabOTKU 3alluillaeMoi
vHbopMalMy, BO3HUKAWOIIMe KaK T[0004YHOe  siBJleHWe U BbI3BaHHbIE
3JIEKTPUYECKUMU CUTHA/IAMH, JEUCTBYIOIIUMU B UX 3JIEKTPUUECKHUX W MarHUTHBIX
L[eMX, a TAK)Ke 3/IeKTPOMarHUTHbIe HABOAKH 3TUX CUTHA/IOB Ha TOKOMPOBOJSIIIAE
JIMHWAW, KOHCTPYKLMY U 1[eMA MUTaHUSI.

IMoJMTHKA «YHCTOTO CTOJIa» - KOMIUIEKC OPraHW3al[MOHHBIX MEePOIPUSTHH,
KOHTPOJIUPYIOIIMX OTCYTCTBUE 3alUChbiBaHUSI Ha OymMa’kHblie HOCUTeNW KJIouel U
aTpubyToB mocTyta (raposieii) U XpaHeHus1 X BOJIM3U 00BHEKTOB AOCTYTIA.

ITosb30BaTe/lb UH(POPMALMOHHON CHCTeMbl NMEPCOHA/IbHBIX [JAHHBIX -
JUL0, YyyacTBywollee B (DYHKIMOHUPOBAHMKM UH(POPMALIMOHHOM  CHUCTEMbI
MepPCOHAJIbHBIX JaHHBIX WM UCMOJIb3YIOllee pe3yibTaThl ee (yHKLIMOHMPOBAHUS.

IIpaBuia pasrpaHuyeHus A0CTyma - COBOKYITHOCTH TIpaBuJI,
per7aMeHTHPYIOIHX TpaBa J0CTyIa CyOBeKTOB 0CTyIIa K 00BeKTaM JOCTYTIa.

IMporpammHas 3akjiaakKa - KO/l IPOrpaMMbl, TMpeJHaMepeHHO BHECEHHBIM B
MIPOrpaMMy C LieJIbI0 OCYI[eCTBUTh YTeUKYy, U3MeHUTh, OJIOKMPOBaTh, YHUUTOXUTh
MHGOPMALIMI0 WM YHUUTOXKUTh U MOAUDUIIMPOBATh MpOrpaMMHoe obecrieueHue
WHGOPMAI[MOHHON CHCTEeMbl TIepCOHA/IBHBIX JAAHHBIX W (Wid) 6/0KMpoBaTh arma-
paTHbIe CPe/ICTBa.

ITporpammMmHoe (mporpaMmHo-MaTreMaTH4ecKoe) BO3/leHICTBHE -
HEeCAHKLIMOHMPOBAHHOE  BO3JEMCTBHME HAa  pecypcbl  aBTOMAaTU3UPOBAHHOU
MH(OPMAaI[MOHHOW CUCTeMbI, OCYIeCTBJIsieMOe C WCI0/b30BaHUEM BpeJOHOCHBIX
TpOrpamMM.

PackpbiTHe NEPCOHAJIBHBIX JAHHBIX - YMBIILUIEHHOE WM C/ydaliHoe
HapylleHre KOH(U/IeHLIMaTbHOCTU MepCOHabHBIX JAHHbIX.

PacnpocTpaHeHne NMepCcOHAIbHBIX JAaHHBIX - [EMCTBUS, HallpaB/eHHbIe Ha
PacKpbITHE TTepCOHA/IbHBIX JaHHBIX HeoIpeAe/IeHHOMY KPYTY JIUL].

Pecypc nndopManuoHHO# cHCTeMbI - HUMEHOBAHHbIA 2/71eMEHT CHCTEMHOIO,
TIPUKJIaTHOTO WM arirapaTHOro obecrieueHus (O YHKIIMOHUPOBaHUS
MH(MOPMaI[MOHHOW CUCTEMBI.

Cneunanbmﬂe KaTeropuu nepCcoHaJAbHbIX JAHHBIX - [I€DCOHA/IbHbBIE [1dHHEIE,
Kacarollyecsi paCoBOM, HallMOHAJILHOW TIPUHA/IEXKHOCTH, TTOJTUTAYECKUX B3TJISIZIOB,
PEJIUTHO3HBIX WU (GHUI0COPCKUX YOEKIeHWHM, COCTOSIHHUS 3ZI0POBbSI 1 MHTHMHOM
JKU3HU CyOBeKTa MepCoHa/IbHBIX JaHHBIX.

CpeacrBa BbIYMCIUTEIbHOM TEXHMKH - COBOKYITHOCTE IIPOrPAMMHBIX U TeX-
HUYECKUX 3/IEMEHTOB CHCTeM 00pabOTKH JaHHBIX, CMIOCOOHBIX (YHKIIMOHHPOBAThH
CaMOCTOSITe/IbHO WU/ B COCTaBe IPYTUX CUCTEM.

Cyobekt aocryna (cy0ObekT) - JIMIO WIM TPOLeCC, [AeUCTBUS KOTOPOIo
peryiaMeHTUPYIOTCS TPpaBUIaMU pa3rpaHUyeHus JOCTyma.

TexHuyeckuii KaHaJ yTe4KH MH(OpMAUUM - COBOKYIIHOCTH HOCUTE/I WH-
dopmaiuu (cpeactBa 06paboTki), pusmueckoi cpefbl pacrpocTpaHeHUs WHMOP-



MaTUBHOT'O CUT'HaJa U CPeJICTB, KOTOPbIMU /J0ObIBaeTCs 3aliuiiaeMasi iHQopMarLusi.

TpancrpanuyHass  mnepegadya  IHEepPCOHAJBHBIX JaHHBIX -  [IepeJaua
MepCOHA/IBHBIX  [AaHHBIX  ONepaTopoM uepe3 ['0CyJapCTBEHHYH) TpaHULYY
Poccuiickoii @esepaliu opraHy BjlaCTM UHOCTPAHHOTO TOCYJapCTBa, (PHM3UUeCcKOMY
WU FOPUNUECKOMY JIULY MHOCTPaHHOTO rOCyiapCTBa.

Yrpo3sl 6e30MacHOCTH NMEPCOHANBHBIX JaHHBIX - COBOKYITHOCTb YCJIOBUH WU
(akToOpoB, CO3JarOLMX OMNACHOCTb HEeCAHKLMOHMPOBAHHOTO, B TOM UHCIIe
CJIy4ariHOr0, JOCTYIa K MepCOHAJbHBIM JaHHBIM, Pe3y/bTaTOM KOTOPOTO MOJKeT
CTaThb YHUUTOXKeHUe, W3MeHeHue, 0/I0KMpOBaHUe, KOMMMPOBaHUe, PaclpoCTpaHeHue
MepCOHa/bHBIX [JaHHbIX, a TAK)XXe WHbIX HeCAaHKLIMOHUPOBAHHbBIX JEeWCTBUM TMPU UX
obpaboTke B MH(OPMAL[MOHHOW CHCTeMe MepCOHa/IbHBIX JIaHHbIX.

YHUYTOKEHHE TEePCOHATBHBIX HAaHHBIX - [IEWCTBUS, B pe3yJbTaTe KOTOPBIX
CTaHOBUTCSI HEBO3MOXXHBIM BOCCTaHOBUTb COJ€pKaHUe MepCOHAbHBIX JAaHHBIX B
MH(GOPMaLMOHHOM CHCTeMe TIepCOHA/IbHBIX JJaHHBIX U (M/IK) B pe3y/bTaTe KOTOPbIX
YHUUTO’Kal0TCsl MaTepUaibHble HOCUTE/U MepCOHA/TbHbIX JaHHBIX.

YTeuka (3amumiaemoii) MH(pOpMaLMU MO0 TeXHUYECKHMM KaHajlaM -
HEKOHTPOJIMpYeMOe pacrnpoCTpaHeHue HH(OpMalyyd OT HOCUTess 3aluiliaeMOou
uHbopMaluu  uepe3  (U3MUECKYID Cpedy [0 TEeXHUUeCKOro CpefCTBa,
OCYILIeCTBJISIFOLEr0 repexBaT UH(OPMaLUH.

VszBumocth - (1a00OCTh B CpeACTBAax  3alllMThl, KOTOPYIO MOXKHO
VICTI0JIb30BaTh /1J1s1 HApYILEeHHsI CUCTEMBI WK COZlepKallielcsl B Hell UH(OpMaLUH.

IlenocTrHocTh, MHpOPMANMK - CITOCOOHOCTh CPeACTBA BHLIUMC/IATETBHOM TeX-
HUKM WIA aBTOMAaTU3UPOBAHHOW CUCTeMbl obOecrieurMBaTh HEW3MEHHOCTb
vHbOpMaLi B YCJAOBUSX CJIy4alHOTO W/WIKM TIpeJHaMEePeHHOT0 WCKa)KeHHsI

(pa3pyiueHus).



OBbO3HAYEHHUA U COKPALLIEHUA

ABC - aHTUBMpYCHBIE Cpe/iCTBa

APM - aBTOMaTU3UpOBaHHOE pabouee MeCTo

BTCC - BcrioMorare/ibHble TeXHUUYeCKre CpefCTBa U CUCTEMBI
WCIT[IH - uHdopMalMioHHasi CUCTeMa MepCOHa/IbHbBIX JaHHBIX
K3 - KoHTpO/mMpyemasi 30Ha

JIBC - yioKasibHas BEIYMC/IATE/IbHAs CeTh

MD - Me)xceTeBOM 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIM JAOCTYII

OC - oniepaLiyOHHas CUCTeMa

II/JH - mepcoHa/ibHbIe JaHHbIe

[TMB - nporpamMmmMHO-MaTeMaTUUeCKOe BO3/IeliCTBHUE

1O - nporpamMMHOe obecrieueHue

[TOMMUH - rmobouHble 3/1eKTpOMarHUTHBIE U3/TyUeHUs] K HaBOJKU
CA3 - cuctema aHanu3sa 3allUILIEHHOCTU

C3MU - cpepacTBa 3auuThl HTH(OOPMALUU

C3I1H - cuctema (moAcUCTeMA) 3allUThI TTIePCOHATBHBIX TaHHBIX
COB - cuctema 06HapyKeHHsT BTOP>KEHHUH

TKYU - TexHuueckue KaHa/bl yTeUky WH(POpMaLiuu

YBII[IH - yrpo3bl 6e3011aCHOCTH TT€PCOHAMBHBIX JJAHHBIX



BBEAEHUE

Hactosiijasi TMosmtika wHGOpMalMOHHON 06e30omacHOCTA TIpu paborte C
MepCOHA/IbHBIMU  1aHHBIMA B CyXOJIOXKCKOM TOpPOJCKOM TeppUTOPUA/IbHOMN
n3bupaTenbHOM Komuccuu (gamee - IlosuTuKa) —siBisieTca  OGUIHAATBHBIM
JIOKYMEHTOM.

[TommTrKa pa3paboTaHa B COOTBETCTBUU C TPeOOBAHHUSIMU, YCTaHOB/IEHHBIMHU:

@enepanbHbiM  3aKOHOM OT 27.07.2006 Ne 149-®3 «0O6 wuHbopMaiuy,
MH(OPMAaIMOHHBIX TEXHOJIOTHUSIX U O 3aluTe UH(OPMAaLUn»;

@®enepanbHbiM  3aKOHOM 0T 27.07.2006 Ne 152-®3 «O mnepcoHaIbHbIX
[laHHBIX»;

rioctaHoB/sieHueM [IpaButensctBa Poccurickon @enepanyu ot 01.11.2012 Ne
1119 «O6 yTBepkaeHnrd TpebOBaHWI K 3alllUTe IMePCOHAILHBIX JAAHHBIX TIPA HUX
00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX»;

noctaHoBsieHreMm [IpaButensctBa Poccurickon ®@epeparuu ot 15.09.2008 Ne
687 «O6 yTBepkAeHUM T0J/I0KeHUsT 06 ocobeHHOCTsIX 00pabOTKU TiepCOHATBHBIX
JAHHBIX, OCYIIeCTB/IsieMOl 6e3 UCTOb30BaHUSI CPeJICTB aBTOMATH3aL[uN»;

noctaHoBsieHreM [IpaButenbctBa Poccurickont @epeparuu ot 21.03.2012 Ne
211 «O6 yTBep>KAeHUU TTepeuHsi Mep, HarpaB/IeHHbIX Ha 00ecTieueHre BhITIOTHEHHS
00s13aHHOCTel, TIpelyCMOTpeHHbIX Pefepa/sibHBIM 3aKOHOM «(O TIepCOHa/IbHBIX
J@HHbIX» W TIDUHSAITBIMA B COOTBETCTBUM C HHWM HOPMAaTHMBHBIMM [PAaBOBBLIMH
aKTamH, oriepaTopaMu, SIB/SIFOLLIMMMCST TOCYJapCTBEHHBIMU UM MYHUI[UIIA/IbHBIMU
OpraHaMu»;

npuka3zoM PCTOK Poccum ot 18.02.2013 Ne 21 «O6 ytBepxaenun CoctaBa
W CO/lep>KaHWs OpTraHM3allMOHHBIX W TeXHUUeCKUX Mep TI0 obecreueHuio
6e30MacHOCTU TI€PCOHA/ILHBIX [IaHHBIX MPU UX 00paboTkKe B WHGMOPMAIMOHHBIX
CHUCTeMax MepCOHA/TbHBIX TaHHBIX»,

niprka3om PCB Poccuu ot 10.07.2014 Ne 378 «O6 yTBep)K/ieHHH COCTaBa U
CoZiep>KaHHsI ~OpPraHU3al[MOHHBIX U TeXHUYEeCKUX Mep TI0 obecrieyeHHIo
6e30MacHOCTU TI€PCOHA/ILHBIX [JaHHBIX TMPU UX 00paboTkKe B MHGMOPMAIMOHHBIX
cuCTeMax MepCoHaIbHBIX JaHHBIX C UCIIOIb30BaHWEM CPe/ICTB KPUITTOrpadruecKou
3alUThl  MHGOpMAalKA, HeOoOXOJWUMBIX /Ui  BBITIOJIHEHUS  yCTAHOBJIEHHBIX
[TpaButenscTBOM Poccutickoit ®efepaiiiy TpeboBaHMM K 3allUTe Te€PCOHATBHBIX
J@HHBIX U1 K&KI0r0 U3 YPOBHEM 3all[UIL|eHHOCTH»;

MeTouuecKMMHM PEKOMEH/IAI[UsIMHU 110 pa3pab0TKe HOPMAaTHUBHBIX MPAaBOBBIX
aKTOB, OTpe/ie/ISIFOIIMX YyTPo3bl 0€30MacHOCTH TTePCOHAIbHBIX JJaHHBIX, aKTyabHbIe
npu 00paboTKe TepCOHANbHBIX [JAaHHbIX B WH(OPMALMOHHBIX CHUCTEMax
MepCOHaTbHBIX JlaHHBIX, 5KCILTyaTUPyeMbIX TIpu OCYILL[eCTBJIEHUU
COOTBETCTBYIOLLIUX BHJOB [eSITeJbHOCTH, YTBEP)KJEHHbIMM PYKOBOJCTBOM 8
Lentpa ®Cb Poccun 31.03.2015 Ne 149/7/2/6-432.

B Tlomutuke ornpezeneHbl TpeboBanuss K TmiepcoHany WCII[IH, cTerneHb



OTBETCTBEHHOCTW  TlepCOHana, CTPYKTypa U HeoOXOAWMBbIM  ypOBeHb
3alUIIIEHHOCTH, CTaTyC U  [JIO/DKHOCTHble  00SI3aHHOCTM  COTPY/JHUKOB,
OTBETCTBEHHBIX 3a obecrieueHre 6€30MaCHOCTH TePCOHAMbHBLIX JaHHbIX B MCII/IH
CyXO0JIO)KCKOUW TOPOZICKOM TeppUTOpHabHOM M30MpaTe/ibHOM KOMHUCCUU (fanee —
Komuccus).

1. O0wHe Mo/TI0KeHus

Ilenbto Hacrosimedr IlomudTuku —siBjisieTcs:  obecrieueHue  ©e30MaCHOCTH
00BbeKTOB 3amuThl KoMuCCHMM OT BCeX BUJIOB yrpO3, BHEIHWX W BHYTPEHHMUX,
YMBIIIJIEHHBIX W HelpeJHaMepeHHbIX, MUHUMU3AlUs yijepba OT BO3MOKHOM
peanu3aiyy yrpo3 6esonacHocty [1Ju (YBITAH).

be3omacHOCTh TMepCOHANBHBIX [aHHBIX [OCTUTaeTcss MyTeM HWCK/IHOYeHUs
HeCaHKLIMOHWPOBAaHHOTO, B TOM 4YMCJIe CJIy4alHOro, ZOCTyIa K IepCOHaJbHbIM
JaHHBIM, pe3y/JbTaTOM KOTOPOTO MOJXEeT CTaTb YHUUTOXXEHWe, W3MeHeHUe,
6/10KMpOBaHKe, KOMMPOBaHUe, pPaclpoCTpaHeHre TepCOHaIbHbIX JJaHHBIX, a TakKKe
WHBIX HeCAHKIIMOHUPOBAHHBIX JIeHCTBUM.

Wudopmaiyis U CBsi3aHHbIe C HeM pecypchl JO/DKHBI OBITb [JOCTYITHBI /ISt
aBTOPU30BaHHBIX T0O/b30BaTene. J[JO/DKHO —OCYIeCTB/SATbCS —CBOEBPeMeHHOe
oOHapy>keHUe U pearpoBaHue Ha Y BIT/IH.

[o/KHO  OCylLeCTB/IATHCS  MNpeJOTBpAllleHWe  TpeAHaMepeHHbIX WK
C/TyYalHBIX, YaCTUYHBIX WIM TOJHBIX HECAHKIIMOHWPOBAHHBIX MOAUMGUKALIAN WU
YHUUTOKEHUS JJaHHBIX.

CocTaB 00BEKTOB 3allUTHI TIPe/ICTaB/eH B «[lepeuHe mepCcOHANBHBIX JAaHHBIX,
obpabatbiBaeMbix B CyXO/I0KCKOM TOPOZCKON TepPpUTOPHA/IbHON HW30MpaTeTbHOM
KOMMCCHU B CBSI3U C peanm3alieidl CyxeOHBIX (TPY/[OBBIX) OTHOIIEHHH, a TaKkKe
OCYILleCTB/IEHUEM rOCYyAapCTBEHHBIX (DyHKIUI».

Cocras MCIIIH mnozyiexammx 3aiure, IpefcrasjieH B «llepeune
MH(POPMAaLMOHHBIX CUCTEM I[1epPCOHAbHBIX JaHHbIX B CyXOJI0KCKOM TOPOJCKOU
TepPUTOPHATbHON W30MpaTeIbHOM KOMUCCHN».

2. O0/1aCTh JeHCTBUA

TpeboBanusi  Hacrosiedt  [IOMUTHMKK  pacmpOCTPaHSIOTCS  Ha  BCeX
coTpyaHuKOB Komuccuy (LITaTHBIX, BPeMEHHbIX, pabOTarol[uX M0 KOHTPaKTy U
T.I1.), @ TAK)Ke BCeX MPOUMX JivL] (MMOAPSAYNKU, ayJUTOPbI U T.I1.).

3. Cucrema 3alMThI IEPCOHA/IBHBIX JAHHbBIX

ObGecrieuenre 6e30MaCHOCTA TI€PCOHANBHBIX [JaHHBIX JOCTUTAETCsA, B
YACTHOCTH:

orpefie/ieHieM yrpo3 0e30MacHOCTH TMepCOHAMbHBIX [aHHBIX TPUH HX
06paboTke B MH(POPMAI[MOHHBIX CHCTEMAaX epCOHANIbHBIX JaHHbIX;

NIPYMEHEHHEeM OpraHU3al[HOHHBIX M TEeXHUUYECKMX Mep 10 00ecreueHHro



6e30I1acHOCTU TIePCOHANMBHBIX MIAHHBIX TPU MX 00paboTKe B MH(OPMAIMOHHBIX
CUCTeMax TepCOHa/bHBIX JaHHBIX, HEOOXOAUMBIX [I/Is1 BLIMOHEeHUs TpeboBaHUM K
3all[UTe  TepPCOHaNbHbIX  MJAHHBIX, UCIOJHEeHWe KOTOpbiXx  obecrieunBaer
ycTtaHoBJieHHbIe [IpaBuTenscTBOM Poccuiickor desepaliii YypoOBHU 3alUILIEHHOCTH
MepCOHa/bHBIX [JaHHBIX;

MpUMeHeHUeM TPOIIe/IINX B yCTaHOBJIEHHOM MOPsiiKe MpOoLeJypy OLIeHKH
COOTBETCTBUSI CPE/ICTB 3allUThl MTH(GOPMaLUW;

OlleHKOM  3(PdeKTUBHOCTU  TIPUHHMMaeMbIX Mep 1o  obecrieueHHrO
0e30MMacHOCTM  TIePCOHA/NIbHBIX  [JAHHBIX /10 BBOJla B 3KCIUTyaTalHio
MH(MOPMaI[MOHHOW CUCTeMbl IePCOHATBHBIX JJaHHBIX;

y4eTOM MAalllMHHBIX HOCUTeJIeU MepCOHA/IbHBIX JaHHBIX;

obHapy>xeHreM (DaKTOB HECAHKI[MOHHPOBAHHOTO [OCTYyIa K IepCOHATbHBIM
JaHHBIM Y TIPUHSITHEM Mep, B TOM UKC/ie Mep 10 00Hapy’KeHHI0, TIpeIyTpeKAeHUI0
Y JTMKBUJALIMW OC/IeCTBUM KOMITbIOTEPHBIX aTakK Ha MH(OPMalLMOHHbIE CUCTEMBI
MepCOHa/bHBIX JaHHBIX U 110 pearipOBaHUI0 Ha KOMITbIOTEPHbIE UHIUJEHTHI B HUX;

BOCCTAaHOB/IEHMEM TI€PCOHA/IbHBIX [IJaHHbIX, MOJU(MULIMPOBAHHBIX WU
YHUUYTOXXEHHBIX BCJIeICTBHE HeCAHKLIMOHUPOBAHHOTO IOCTYIIA K HUM;

yCTAaHOBJIEHWEM  TMpaBW/I  JOCTylla K  MEepPCOHaJbHBIM  /IaHHBIM,
obpabaTbiBaeMbIM B WH(MOPMAI[MOHHON CHCTEMe TIePCOHAIbHBIX /IaHHBIX, a TaKXKe
obecrieueHeM PperucTpal[id M ydeTa BCeX [JEMCTBHM, COBEpIIAeMbIX C
MepPCOHA/IbHBIMU JAHHBIMUA B UH(POPMALIMOHHOM CUCTEMe MepCOHaIbHbBIX JaHHbIX;

KOHTPOJIeM 3a TpUHUMaeMbiMKd MepaMu 10 obecrieueHHI0 0e30MMacHOCTU
MepCOHabHBIX [aHHBIX W YPOBHS 3allUIIeHHOCTHM WH(OPMALIMOHHBIX CHUCTEM
NepCOHa/TbHBIX IaHHBIX.

Cuctema 3auuThl mepcoHalbHbIX fAaHHbIX (C3I1/IH), cTpouTCcd Ha
OCHOBaHUU:

AKTa BHYTpEHHETrO KOHTpPOJIi COOTBETCTBHSI 00pabOTKMU TiepCOHATbHbIX
JJaHHBIX.

[TepeuHsi TepcoHaNbHBIX [JAHHBIX, OOpabaTbiBaeMbix B CyXOI0KCKOM
TOPO/CKOM TeppUTOPHA/IbHOM M30MpaTenbHOW KOMUCCHM B CBSI3W C peajM3aljuie
CJTy>KeOHBIX (TPYZOBbIX) OTHOIIIEHHH, a TaK)Ke OCYII[eCTBIeHHeM IrOCyZapCTBeHHBIX
byHKLMM;

AKTOB K/1accuduKalii MHPOPMAaI[MOHHBIX CUCTEM TTepCOHA/bHBIX /JaHHbIX;

Mogenu yrpo3 6e301acHOCTH TIepCOHA/IBHBIX JAHHBIX;

MaTpuilbl [OCTymna To/b30BaTesell K 3allyilaeMbiM WHGOPMAalMOHHbIM
pecypcam UCIIH;

PykoBogsimx gfokymeHToB ®CTOK Poccun u ®Ch Poccum.

Ha ocHOBaHMM 3THX [IOKYMEHTOB OIpejenseTcs HeoOXOJUMbIM ypOBeHb
saumieHHocty IT1IH kaxpor WCIIJH Komwuccuu. Ha ocHoBaHMM aHamv3a
aKTyaslbHbIX yrpo3 6e3omacHoctu [1/JH ommcaHHoro B Mogenu yrpos, [enaercs
3aK/IIOUeHHe O HeoOXOAWMOCTH WCIIO/Ib30BaHUS ~TEeXHUUYECKHUX CpPeJCTB W



OpPraHM3allMOHHBIX  MEpOTpUsTUi [y obecrieueHusi Oe3omacHocty  T1/1H.
BribpaHHble He0OX0/MMble MepOTpHUsATHSI OTpakatoTcsi B «CocTaBe Mep 3alllUThI
MH(OPMAaIMOHHBIX CUCTEM MEePCOHATbHBIX JAaHHBIX».

Inst UCITH ao/bkeH OBITh COCTaBJ/IEH CIMCOK HCIIOJ/Ib3YEMbIX TEXHUUECKHX
cpeactB 3amuThl (#amee - CIMCOK), a TaK >Ke TporpaMmMHoro obecreueHus,
yuacTByroiriero B oopabotke I1/1H, Ha Bcex 3nementax UCII[IH:

APM rnons30BaTesnel;

CepBepa NpuioKeHuH;

CYB/[;

I"'panunier JIBC;

KaHanoB mepefiauv B ceTH 0OOIIero moJib30BaHus U (WIM) MeXAYHapPOAHOTO
oOMeHa, ec/iu o0 HUM TepeaatoTcs T1/JH.

B 3aBucumoctu oT ypoBHs 3aiuiieHHoCcTh VCIIIH u akTya/lbHBIX Yyrpos3,
C3II/IH MOsKeT BK/ItOUaTh C/IeyIollle TeXHUUeCKre Cpe/CTBa:

AHTUBUPYCHBIE CPeZICTBA /IJIsi pabouMX CTaHIIUIA TI0/Ib30BaTe el U CepBepOB;

CpeACTBa MeXXCeTeBOr0 SKPAHUPOBAHUS;

cpeficTBa Kpurrorpaduueckord 3al[uThl UWHGOpPMAalLMM TPy  [epejaye
3aluiliaeMour MH(OPMaLUM MO KaHajlaM CBSI3U.

Tak ’ke B CIHCOK [JO/DKHBI OBbITh BK/IIOUEHBI (DYHKIMMA  3allUTHI,
obecrieuriBaeMble INTAaTHBIMU CpejcTBaMK 00pabotku II1/IH orepaljioHHBIMH
cucteMmamu  (OC), npuknagaeiM I1O W crienuaabHBIMM — KOMILUIEKCAMU,
pean3yrIIUMU CpeJcTBa 3aliuThl. CITMCOK (DYHKLIMM 3allUThl MOXKeT BK/THOUaTh:

yrpaBJjieHHe U pasrpaHUueHre JOCTYyIIa M0JIb30BaTeslew;

PErucTpaLuio U y4YeT AeHNCTBUM C uH(pOopMaLeu;

obecrieyeHue 1[e/IOCTHOCTH IaHHBIX;

oOHapy>kKeHHe BTOD>KeHUH.

COucoK WUCIoNb3yeMbIX TeXHUUECKHMX CpelncTB oTpaxaercsi B «[lmane
MEDPOTIPUSTUI TI0 O0eCTieueH’I0 3allUThl TMePCOHANBHBIX JAAHHBIX». CIHMCOK
WCI0JIb3YEeMbIX CPEZCTB JOJDKEH TOAJepPKMUBATbCSl B aKTya/lbHOM COCTOSIHUM. [1pu
V3MEHeHWU COCTaBa TeXHUUeCKUX CpeACTB 3aiuTbl uau 3jeMeHTOB WCIIJH
COOTBETCTBYIOI[I€ U3MeHEeHUs [IOJDKHBI ObITh BHeceHbl B CIIMCOK W YTBEP>K/EHbI
npefcenarenem WM3bupaTenbHOM Komuccuu CBepAJIOBCKOW 00/1aCTH WM JIMLOM,
OTBETCTBEHHBIM 3a obecrieueHue 3auThl [1/1H.

4. TpeooBaHus k noacucremam C3I1/{n

C3I1n BkItoUaeT B cebs cieAyroiiye MoACUCTEMbI:
yIipaBJjieHus JOCTYIIOM, PeTUCTPaLMU U yueTa;
obecrieueHUs 1[eJIOCTHOCTH U JJOCTYITHOCTHY;
aHTHUBUPYCHOM 3allUThI;

Me)KCeTeBOI'0 3KPaHUPOBAHUS;

aHa/v3a 3alyIeHHOCTH;



oOHapy>kKeHHs] BTOP>KEeHHH;

KpunTorpaduueckou 3allUThl.

[Togcuctembl C3I1/JH MMeIOT pa3iMuHbIM (PYHKIMOHA/A B 3aBUCHMOCTUA OT
kinacca WCII[JH, ompefeneHHOro B «AKTe Kaaccu(pUKalUd HH(POPMaLMOHHOU
CUCTEMbI MepCOHaNbHBIX AaHHBIX». CITMCOK COOTBETCTBUSI (DYHKLMM MOJCHUCTEM
C3I[dH kacCcy 3allUIleHHOCTU T[Ipe/CTaB/ieH B TeXHUYeCKOM 3aJaHuu II0
CO3/JaHMI0  CMCTeMbI  3al[uThl UHGOPMALMXd  HH(MOPMALIMOHHOW  CUCTEMBI
MepPCOHAJIbHBIX JJaHHBIX.

IToacucrema yrpaBieHUsI JOCTYIIOM, PETMCTPALIMM U yueTa

[TogcucTema yripaB/ieHUs] IOCTYTIOM, PErMCTpalid U ydeTa Mpe/iHa3HaueHa
JJ1s1 peau3alyy CJeyomuX QyHKLIAM:

uzieHTU(UKaIIMKU ¥ TIPOBEPKH MOAJIMHHOCTHA CYObEeKTOB /IOCTYTIa MPHY BXO/ie B
NCIIOn;

W eHTU(PUKALIUM TEePMHUHAJ/IOB, Y3/I0B CE€TH, KaHa/JIOB CBSI3W, BHEIIHUX
YCTPOUCTB TI0 JIOTUYECKUM UMEHaM;

WJleHTU(PUKAL[MM T[porpaMM, TOMOB, KaTasjoroB, (aiisioB, 3amucei, ToJieu
3arMcey 1o UMeHaM;

pervcTpaiyy Bxo/ia (BbIxoja) CyOBeKTOB AOCTyIa B CUCTEMY (K3 CHUCTEMBI),
nbo pervcTpauyy 3arpy3Kd W WHHIMAIW3al[dd OTiepal[iOHHON CHCTEMBI W ee
OCTaHOBa.

perucTpalMyd TMOMbITOK [JIOCTyMa MpPOrpaMMHBIX CpeACTB (Mporpamw,
TIPOLIeCCOB, 3a/au, 3a/laHui) K 3alluiliaeMbIM (daiiiam;

perucTpaluy MNOMNbITOK [IOCTyNa MNPOrpPaMMHBIX CpPeACTB K TepMUHAasIaM,
KaHajlaM CBsi3M, TIporpaMMamM, TOMaM, Karajoram, aiiaMm, 3amucsM, T0JISIM
3anucen.

[TogcucTema yripaBieHUsI JOCTYTIOM MOJKeT OBITh peasi30BaHa C MOMOII[bIO
IITaTHBIX CpeAcTB 00pabotku I[I/IH (oreparMoOHHBIX CHUCTeM, TMPUIOKEHWN U
CYB[). Tak >ke MO>KeT OBITb BHEJI]PEHO CIEIMa/IbHOE TEXHUUECKOe CPeICTBO WU
MX KOMIUIEKC, OCYILeCTB/ISIFOIINE [IOTIO/THUTe/TbHbIe Mephbl M0 ayTeHTU(hUKalUU U
KOHTpo/r0. Hampumep, mNprvMeHeHVe eJUWHBIX XPaHWIWIL YYEeTHBbIX 3arvceu
TIO/Tb30BaTesien u PEruCTPaLMOHHOU vHbopmaluuy, WCIIO/Tb30BaHue
OMOMETPUUYECKHUX W TEeXHHUECKUX (C TOMOIIBI0 37eKTPOHHBIX ITPOIMYCKOB) Mep
ayTeHTU(UKALIUM U IPYTUX.

[Topcucrema obecrieueHus NeJIOCTHOCTHU U AOCTVITHOCTU

[Togcucrema obecrieueHust 1jeJIOCTHOCTY U IOCTYITHOCTH TpeAiHa3HaueHa /st
obecrieueHust 1[eJIOCTHOCTH M AOCTYNMHOCTH [1/]H, MporpaMMHBIX U arfapaTHBIX
cpeacts CITJH Komuccum, a Tak >ke CpeACTB 3all[UThl, MIPU CAyYaliHOW WU
HaMepeHHOW MOoIU(UKaI1H.

ITogcucrema  peanu3yeTcds C  IIOMOLIBIO  OpraHu3aliuM  pe3epBHOIO
KOTTMpOBaHUsi 0OpabaThiBaeMbIX [JaHHBIX, A TaK K€ pe3epBUPOBAHHEM KITHOUEBBIX



snemeHTOB VICII/IH.

[Togcucrema aHTHBHDVCHOﬁ 3dIIMUThI

[TogcucteMa aHTMBUPYCHOM 3alUThl TIpeJHa3HaueHa /Jisi obecrieueHust
aHTUBHPYCHOM 3aliuThl cepBepoB 1 APM nonb3oBatenen MCIIIH Komuccun.
CpencTBa aHTMBHUPYCHOW  3allUThl IIpeJHAa3HaueHbl [ peaau3aliiu
C/1eAYIOLIMX (PYHKLMIA:
pe3u/IeHTHbIM aHTUBUPYCHBIM MOHUTOPUHT;
AHTUBUPYCHOE CKaHVMPOBAaHUE;
CKpUIIT-0/I0KUPOBaHMUE;
LIeHTPa/IM30BaHHOM/ yjaIeHHOM yCTaHOBKW/[IEUHCTAISILIUU
AHTUBUPYCHOT'O  TIPOAYKTa,  HACTPOWKH,  aJMUHUCTPUPOBAHMS,
MIPOCMOTPa OTUETOB U CTaTUCTWYeCcKOW uHGopmalmy 1o paborte
IIPOAYKTa;
aBTOMaTU3UPOBAHHOTO OOHOBJIEHHSI aHTUBHUPYCHBIX 0a3;
OrpaHMyYeHUs! MPaB M0JIb30BaTesIs Ha OCTaHOBKY MCITOTHSIEMbIX 3a/jau U
V3MeHeHUs HAaCTPOeK aHTUBUPYCHOTO MPOrpaMMHOr0 obecrieyeHus;
aBTOMAaTUYeCKOr0  3alyCkKa HeNoCpeACTBEHHO II0C/e  3arpysKd
OneparoOHHON CUCTEMBI.
[Topcrcrema peanv3yeTcsi MyTeM BHeJPEHUs CIeLaJbHOTO aHTHBUPYCHOTO
MIPOTPaMMHOTO obecrieueHust Ha Bce 3emMeHTsI ICTT/IH.

[TogcrcTemMa MeKCeTeBOr0 SKPaHHUPOBAHMUS

[TogcucTema Me)kCeTeBOrO SKpaHWPOBAaHMS IMpeHa3HaueHa JJisl peanv3alyy
C1eyoLIUX (PyHKLWK:

(UIBTPALMM OTKPBITOrO U 3alIM(PPOBAHHOrO (3aKpeITOro) IP- Tpaduka;

¢ukcauMM BO BHYTPEHHHX JKypHanax MWHGQOpMaLud O MPOXOAsIeM
OTKPBITOM U 3aKpbITOM IP-Tpaduike;

UJeHTU(UKALIMU U ayTeHTU(UKALMU aJMUHUCTPAaTOpPa MEXXCeTeBOro 3KpaHa
TIPU ero JIOKaJIbHbIX 3alpocax Ha JOCTYII;

perucTpaiuy BxoZia (BbIXOJa) aJMHUHUCTpATOpPa MeXKCeTeBOro 5KpaHa B
cucteMy (U3 cucteMbl) MO0 3arpy3kd W WHULMANIA3aLMU CHUCTeMbl U ee
MIPOrpamMMHOr0 OCTaHOBA;

KOHTPOJISI LIeJIOCTHOCTH CBOEM MPOrpaMMHOM Y MH()OPMAaLMOHHOW 4acTy;

(buIbTpaLy aKeTOB CTY>KeOHBIX MPOTOKOJIOB, CYXKAIUX /I AMArHOCTUKU
1 yripaB/ieHMs1 paboTOM CceTeBbIX YCTPOMCTB;

bunbTpaLMM C y4eToM BXOJHOTO M BBIXOJHOIO CETEBOro WHTepdeiica Kak
CpeZiCTBa MMPOBEPKY MOJJIMHHOCTU CeTeBbIX a/ipecoB;

pervcTpaLyy 1 yJyeTta 3arpaiivBaeMblX CepBUCOB IMPUKJIAJHOIO YPOBHS;

6/I0OKMpOBaHUSI [IOCTyIa HeuZeHTU(HUI[MPOBAaHHOTO 00beKTa WM CyObekTa,
MOJ/IMHHOCTb KOTOPOTO TpU ayTeHTU(UKalWd He MOATBepAWIach, MeTOJaMH,
yCTOMUMBBIMH K TTepexBary;



KOHTPOJISI 32 CETeBOM aKTUBHOCTBIO MPUJ/IOKEHUM U 0OHapy)KeHHsI CeTeBbIX
aTak.

ITogcucrema ~ peanvsyeTcsi — BHe[peHHWEM  [POrPaMMHO-arapaTHbIX
KOMIUIEKCOB MeXXCeTeBOI'0 3KpaHUpoBaHus Ha rpanulie JIBC, kiaccom He Huxke 4.

IToacrcTemMa aHa/IM3a 3al[UILEHHOCTH

[MogcucreMa aHanM3a 3alUILEHHOCTH [O/DKHA OOecreurBaTh BhISIBIEHUE
ySI3BUMOCTEM, CBsI3aHHBIX C ommbkamu B KoHburypauuu 10 WMCIIIH, KOTOpbIe
MOTYT OBITb WCI0/Ib30BaHbI HAPYIIIUTe/IeM /IJisl pean3aliiy aTaku Ha CUCTeMY.

OYHKIMOHAM TIO/ICUCTEMBI MOKET OBbITh peann30BaH IPOrPaMMHBIMH U
TIPOrpaMMHO-arIapaTHbIMU CPeICTBAMU.

[Toacucrema O6HaDV}KEHI/IH BTOD)KEHI/Iﬁ

[Togcucrema oGHapyKeHUs BTOD)KeHUHM [o/bKHa obecrieurBaTh BBISIBJIEHUE
ceTeBbIX aTak Ha 3jemeHTbl WCII[IH, TmOAKIIOUEHHbIE K CeTsAM 00Iiero
T10/1b30BaHUs U (WJTH) MeKYHAapOAHOT0 0OMeHa.

OYHKIMOHAM TIO/ICHCTEMBI MOXKET OBbITh peann30BaH IPOrPaMMHBIMH U
MPOrpaMMHO-aNmnapaTHbIMKU CPeICTBAMU.

[Topcucrema KDHHTOFDE]d)H‘-IECKOPI 3adllIThI

[Togcucrema Kpunrorpaguueckoy 3alliyThl TIpeJHa3HayeHa /J1 UCKIH0UeHH st
HC/ x 3awmiaemort nHpopmaumu B VCIT[IH Komwuccun nipu ee mepeznaude 1o
KaHaslaM CB$I31 ceTel 00I11ero rnosib30BaHus U (MIM) MeXKAyHapoAHOro oOMeHa.

[Togcucrema  peanu3yeTcsi MyTeM — BHEAPeHUs1  KpUNTOrpaduuyecKux
IIPOrpaMMHO-arapaTHbIX KOMILJIEKCOB.

5. Ilosib3oBaren UCIIIn

B UCIIIx Komuccuu  MOKHO  BBbIJE/UTb  CJIAYHOLUEe  TPYIIIbI
T0JTb30BaTe/Iel, yuacTBYIOIIMX B 00paboTke v xpaHeHnu [1/1H:
ApmunuctpaTtops! UCIT/IH;
AMUHUCTpPATOPBI 6€30MacHOCTH;
Onepatopel APM,;
ApmunuctpaTtopsl cetu CII/IH;
TexHuueckre CrHeLyaIucTbl 10 OOCTY)KMBAHUIO TepU(epuHOTO
00opy/10BaHUsI.
JanHbple 0 rpymmax I0/1b30BaTesAX, YpOBHe WX  JOCTyHa U
MH(POPMUPOBAHHOCTH  JIO/DKHBI ~ OBITb  OTpa’keHbl B MaTpuie AoCTyna
M0JIb30BaTes el K 3aluiliaeMbIM HHPOPMAaLMOHHBIM pecypcaM.

A nmunuctpatop MCII/I0

Apvunuctpatop  UCIIJH,  cotpysuk  Komuccnmn — (Mmm UHOe
YIIOJIHOMOUEHHOEe  JIMLI0), OTBeTCTBEHHbIM 3a HACTPOMKY, BHeJpeHHWe U



coripoBokzienre UCII[H. O6ecrieuriBaeT (QyHKL[MOHHPOBaHUE TIO/CHUCTEMBI
yripaB/ieHus gocrynoMm VCITIH v yrioJiHOMOYeH OCYLLeCTB/ISThb TpefoCTaB/IeHue 1
pasrpaHyWueHHe [JIOCTyna KOHeuHoro mosib3oBarenss (Onepatopa APM) kK
3/1eMeHTaM, XPaHsALMM [1epCOHa/IbHbIe JaHHbIe.

Apvunanuctpatop WCII[IH o6majaeT c/ieAyoldM ypOBHEM JOCTyra W
3HaHUMU:

obslaziaeT moJiHOM MHGOpPMaIHel 0 CUCTEMHOM M MPUK/IaIHOM TTPOrPaMMHOM
obecrieuennu VCIT/IH;

o6nagaet mosiHON MH(OPMaLMel 0 TeXHUUeCKUX CPeJCTBaxX U KOHGUTypaLuu
NCIIOH;

MMeeT OCTYIT KO BCeM TeXHUUeCKUM Cpe/icTBaM 00paboTKH MH(pOpMaIuu U
nanHbiM VCIT/IH;

obnaaeT TpaBaMU KOH(MWUI'YPHUPOBaHUS U aJMHUHHCTPATUBHON HACTPOWKU
TexHuyeckux cpencts MCITIH.

AMUHUCTPATOP 0€30MacHOCTU

AamuHucTpaTOp  Ge30macHOCTH, COTpyAHUK Komuccum (Wi uHOe
YIOJIHOMOU€EHHOE JIULI0), OTBETCTBEHHBbIM 3a (PyHKMoHUpoBaHue C3I1/IH, BKIroyas
o0C/Ty)KMBaHHWe W HACTPOMKY aJIMUHUCTPAaTUBHOMN, CepBepHONM U KIMEHTCKOM
KOMITOHEHT.

ApamuHHUCcTpaTOp 6e30macHOCTH 00JazZiaeT CieylOMUM yPOBHEM [JIOCTyMa U
3HaHUMU:

obmnagaet mpaBamu Amunuctparopa MCIT/IH;

obnazmaeT nosHOM nHMOpMaiuei 06 MCITIH;

vMeeT  JOCTyl K  CpeACTBaM  3alliuThl  WHpOpMaLUu U
TPOTOKO/IMPOBAHUSA U K YaCTH K/toueBbIX 3/iemeHTOB UCII/IH;

He ¥MMeeT TpaB J0CTyla K KOH(PUTIYPUPOBAHUIO TEXHUUECKUX CPeJiCTB
CeTH 3a UCKJIF0UeHueM KOHTPO/IbHBIX (MHCIEKIIMOHHBIX ).

AamuHUCTpaTOp 6€30MacHOCTH YTIOJIHOMOYEH:

peanu30BbIBaTh TOJUTUKU Oe3omacHoCcTM B yactd Hactpoviku CK3U,
MEXKCeTeBbIX 9KPaHOB M CHUCTeM OOHapy)KeHUsi aTak, B COOTBETCTBUU C KOTOPHIMU
nosib3oBaTenb (Onepatrop APM) nonydaeT BO3MOKHOCTh paboTaTh C 3/ieMeHTaMU
NCITdH;

OCYLLECTBJISITh ayIUT CPE/CTB 3allUThI;

Onepatop APM

OmnepaTtop APM - cotpyguuk Komurccny (Wiv MHOe yIOoJIHOMOUYEHHOE JIULIO),
ocyirecTBastonii 06paboTky IT/IH. O6paboTtka II/IH BK/IOUaeT: BO3MOXKHOCTH
nipocmoTpa [1/1H, pyuyHoii BBog I1/]H B cuctemy MCII/IH, hhopmupoBaHye CIIpaBOK U
oTueToB 10 wuHpopManuu, nonayyeHHor wu3 MWCIIIA. Onepatop He uMeeT
TIOJTHOMOUUM /1 yTipaB/ieHus noacrucreMamu 06pabotku ganubix U C3I1H.



Onepatop UCIIIH obsazaeT caeyrOMM YPOBHEM [JOCTYTIAa U 3HAHUM:

obsazaeT BCceMM HeOoOXOAMMBIMU aTpubyTamMu (HarpuMep, I1apoJieM),
06ecreunBarIIMMU JOCTYTT K HEKOTOpOMY TiogMHOoKecTBY T1/1H;

pacriosiaraet KoH(MWeHLIMaIbHBIMUA JAHHBIMU, K KOTOPbIM MeeT JJOCTYII.

A agmvmunuctparop cetu UCI1OH

Apmvunuctpatop cetu  WCIIOH, cotpysuuk Komuccun (wim  uHOe
yIOJTHOMOUY€EHHOe JU10), OTBETCTBEHHBIM 3a (yHKI[MOHMpOBaHHe
Te/leKOMMYHUKalMoHHoW TioAcucteMbl VICIT/IH. AAMUHUCTpAaTOp CeTU He HWMeeT
TIOJTHOMOUUM i/l yTIpaB/ieHusi MoAcucTeMaMyu 00pabOTKU JJaHHBIX U 0€30MacHOCTH.

AJZIMUHHCTpATOP CeTH 00/1a/laeT C/ie/IVIOIIMM YPOBHEM /IOCTYTIa U 3HAHUM:

obaiaeT yacTei0 MHGOPMALIMKA O CUCTEMHOM U TIPUK/IaJIHOM MPOTPaMMHOM
obecrreuennu CIT/IH;

ob/aiaeT yacThio MHGOPMALIMK O TEXHUUECKUX CPe/ICTBaX U KOH(UTYypaLuu
NCIIOH;

uMeeT (QU3MUECKWIM [OCTYN K TEeXHUYEeCKUM CpeJCTBaM 00paboTKu
MH(MOpMalLMKU U CpeJiCTBaM 3alllUThl;

3HaeT, M0 MeHbllIer Mepe, OHO JierajabHOe UMS JOCTy1a.

TexHuueckui CIielqia/INCT I10 O6CJ'[V7KI/IBaHI/II-O HEDH(bEDI/IﬁHOFO O6ODVI[OBaHI/IH

TeXHAUECKUH CITEelUaIMCT 110 00C/TyKUBaHHIO, COTPYAHUK Kommccuu (unm
HWHOe YITOJITHOMOUEHHOe JIMII0), OCYIIeCTB/sIeT O00C/Ty)KMBaHWe W HaCTPOUNKY
nepudepuiinoro  obopynoBanuss WCITJH. TexHWYeCKWM  CIeL[Ua/UCT  TIO
o0CTy>KMBaHUIO He UMeeT 0CTyTa K [1/]H, He uMeeT MOTHOMOYM /il yIIpaBJ/IeHuUs
no/icicTeMaM# 00pabOTKH JJaHHBIX ¥ 6€30T1aCHOCTH.

TexXHUUECKUN CIeI[Ua/MCT 110 O0CIy)XMBaHWIO 006/1alaeT  CeAyrOIIM
YPOBHEM JJOCTYTIa ¥ 3HAHWUM:

obajaeT yacTei0 MHGOPMALIMKA O CUCTEMHOM U TIPUK/IaJIHOM MPOTPaMMHOM
obecnieuennu UCII/H;

ob/aiaeT yacThi0 HHGOPMAI[UH O TEXHUUECKUX CPeJCTBAaX U KOHGHUTYpaLvu
NCITH;

3HaeT, M0 MeHbllIel Mepe, OHO JieraJbHOe UMs JOCTyMa.

6. TpeboBaHus K mepcoHasTy mo odecneyeHuro 3amuThl I1/{H

Bce corpyguuku Komuccuy, sasnsroiuecs rmonb3oBaresisma  VICII/H,
JIO/DKHBI  YeTKO 3HaTb U CTPOrO BBIMNOJIHATHL YCTAHOBJIEHHbIe T[IpaBW/Ia U
00513aHHOCTH 10 OCTYIy K 3allyiljaeMbiM 00BeKTaM W COOJIO/IeHUIO TTPHHSATOrO
pexkuMa 6e3ortacHocty TT/1H.

[Tpy BCTyIJIEHUM B JOJ/DKHOCTH HOBOTO COTPY/AHUMKA OH [IOJ/DKEH OBITb
03HAaKOMJIEH C HeOOXOJUMBIMU JAOKYMEHTaMH, PerjlaMeHTHPYIOIUMH TpeboBaHus
no 3aumte II[lH, a Takke oOydyeHWe HaBbIKaM BBITIOJITHEHUS TIPOLEAYD,
He0OXOIUMBIX /IJIs CAaHKIJMOHUPOBAHHOTO McTob3oBaHust MCIT/IH.



CoTpygHUK [O/DKeH ObITh O03HAaKOMJIEH CO CBe[leHHWsIMU HAaCTOSIIe
[TomTUKH, MPUHATHIX TporieAyp paboTel ¢ anemenTamu MCITIx u C3I11H.

Corpysnuku  Kommccuy, — UCMONB3yHOIUe  TeXHUYeCKWe  Cpe/iCTBa
ayTeHTU(UKALMY, [JO0/DKHBI —o0ecrieunBaTh COXPaHHOCTh UAEHTHU(HKATOpPOB
(5/1eKTpOHHBIX Ktouer) U He pomnyckath HCJI K HAM, a Tak ke BO3MOKHOCTb UX
yTepu WIM  UCII0/b30BaHUS  TpeTbUMM JjmuamMd. [lonb3oBaTenu  HecyT
MepPCOHA/IbHYIO0 OTBETCTBEHHOCTD 38 COXPAaHHOCTh UAEHTU(PUKATOPOB.

CotpysHuku Komuccuy [0OJDKHBI C/leloBaTh YCTaHOBJIEHHBIM IIpOLieypam
noep>kaHusi pexkuma 6e3ornacHocty [1/]H ripu BeIOOpe ¥ UCTIOMb30BaHKU TIapoJieit
(ec/u He KCIOJIB3YIOTCS TEXHUUECKHE CPeJCTBA ayTeHTU(UKALIN).

Cotpyanuku Komuccuy Ao/DKHBI 00ecrieurBaTh HaZjieKalllyro — 3alfuTy
obopyzioBaHusI, ocTaBasieMoro 6e3 mpucMoTpa, 0COOeHHO B TeX C/ydasX, KOrja B
TIOMell[eHe WUMEIOT AOCTYIT IIOCTOPOHHMeE JiLia. Bce mosib3oBarev AO/DKHBI 3HATh
TpeboBaHusi mo 6e3omacHoctu I[1JH W mpoueAypbl 3alluThl 000PYZOBaHUS,
ocTaBjieHHOTO 6e3 MPUCMOTPA, a TakkKe CBOU 00S13aHHOCTH 10 00ecrieueHUI0 Takou
3alLUTHI.

CoTpysHUKaM 3arpeljaeTcs YCTaHaB/AMBAaThb TMOCTOPOHHEe IIPOrpaMMHOe
obecrieueHue, TIOAK/IIOUaTh JIMUHbIe MOOW/IBHBIE YCTPOWCTBA UM  HOCUTEH
MH(OpMaLMK, a TaK >Ke 3alMChIBaTh HA HUX 3allAILaeMyt0 HH(OpMaLHIO.

CoTpyjgHYKaM 3arpeliaeTcsi pasrjamaTh 3aljuilaemMyr0  HH(OpMaLMIo,
KOTOpasi CTajla MM W3BeCTHa mpyd paboTe c MH(DOPMALMOHHBIMUA CHCTEMaMH
Komwuccuy, TpeTbum yivnam.

ITpu pabote ¢ I11a B UCIIH coTpyaHrkyd Komuccun 06si3aHbI 00€CTieunTh
OTCYTCTBHE BO3MOXKHOCTU mnpocMoTtpa II/IH TpeTerMu miiaMmu ¢ MOHUTOpoB APM
W/IU TePMUHAJIOB.

ITpu 3aBepienyy pabotbl ¢ MUCIT[H coTpyaHMKH 00si3aHbI 3aUTUTE APM
WA TePMUHAJIBI C TIOMOII[BI0 OJIOKWPOBKY K/IFOUOM WJTM SKBUBAJIEHTHOTO Cpe/iCTBA
KOHTPOJIS, HarpuMep, JOCTYIIOM TI0 TIApOJil0, eC/M He WCMO/b3ylTcsi Oosiee
CUJIbHBIE CpeZiCTBA 3alLLUThI.

Cotpyanuku Komuccuu [o/DKHBI ObITh TIPOMH(OPMUPOBaHBI 00 yrpo3ax
HapylleHUs: pe>xuMma Oe3oracHOCTH [1/JH ¥ OTBeTCTBEHHOCTH 3a €r0 HapyllleHue.
OHU [0/KHBI OBITH 03HAKOMJIEHBI C YTBEP)KIEeHHOW (opMasbHOM TIporieypoi
Has/0KeH!sl JAUCLIUIUIMHAPHBIX B3bICKAHWKW Ha COTPYAHUKOB, KOTODble HApYILIWIA
TIPUHSITBIE TIOJIUTHKY U TIpoLielyphl Oe3oracHocTH T1/1H.

CotpyaHuku 0b6si3aHbl 6e3 rpoMe ieHHst cO00IaTh 000 BCex HaO/M0aeMbIX
WA TIOJIO3PUTENBHBIX Caydasx pabotbi MCII/JH, MOrymmx MoBjedb 3a CoOoi
yrpo3bl  6Ge3omacHoctd [I/JH, a TakKe O BbISBJEHHbIX WMU COOBITHSX,
3arparvBaroiyx Oe3ornacHocts [1/JH, pYKOBOJCTBY TMOJpa3fefeHuss W JIWLy,
OTBeYarllleMy 3a HeMe/jJIeHHOe pearipoBaHue Ha yrpo3bl 6e3omacHocty [1/]H.

JTOJKHOCTHBIE 00s13aHHOCTH Mob3oBarteied UCITIH




HNomkHocTHBIe  00si3aHHOCTM  Tiosib30BaTesiest  WCII[IH  omwmcaHbl B
C/IeIVIOLUX JOKYMEeHTax:

Wuctpykums agmusuictparopa UCITH;

WHcTpyKius agMuHucTpatopa 6e3onacHoctu MCIIH;

NucTpykuums rnosib3oBatesis UCITIH;

WHCTpyKLMs 110/1b30BaTesIst NP BOSHUKHOBEHWM BHEIUTAaTHBIX CUTYaLUi;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cooTtBercTBUM €O cTaTtbed 24 @enepasbHOrO 3aKOHa Poccuickoun
@enepauyu oT 27 uronsg 2006 r. Ne 152-®3 «O mepcoHaIbHbIX AAaHHBIX» JIMLIA,
BUHOBHBbIe B HapyllleHMd TpeOoBaHU [JaHHOTO PefiepasibHOTO 3aKOHA, HECYT
TPOKAAHCKY0, YTrOJOBHYI, aJMWHUCTPATUBHYIO, AUCLUIUVIMHADHYID W HWHYIO
rpeJlyCMOTPEHHYHO 3aKOHO/ATeTbCTBOM Poccurickon ®eneparuu
OTBETCTBEHHOCT.

HencTByroljee 3akKOHOJATeNbCTBO Poccuiickon @Penepalyd  MO3BOJISIET
TIpebABIATE TpeboBaHUA MO oOecrieyeHHIO Oe30racHOM paboThI C 3allUIlaeMOM
vHpopMalue U TpeJyCcMaTpUBaeT  OTBETCTBEHHOCTb 3a  HapyLlIeHUe
YCTaHOBJIEHHBIX MpaBu/ Kcrutyataumu OBM u cucteM, HermpaBOMEPHBIN TOCTYT K
WHbOpMAI[MH, eC/Td 3TU JEeWCTBUS TPHBEIM K YHHUUTOXXEHWIO, OJ0KMPOBAHMIO,
MoaubHKalMK WHGOPMALMK WM HapylleHuto pabotel OBM wiu ceteil (CTaTbu
272,273 v 274 YronoBHOro Koziekca Poccutickoit ®ezepaiiyn).

Apvuanctpatop MWCII[lH W aagMuaHUCTpaTtop  0€30MacHOCTH  HECYT
OTBETCTBEHHOCTh 3a BCe [IeUCTBUS], COBEPIIEHHbIE OT UMEHU UX YYEeTHBIX 3arvceu
WM CUCTEMHBIX YUYETHBIX 3alMCel, ecivi He [joKa3aH (paKT HeCaHKL[MOHUPOBAHHOIO
VCII0/Tb30BaHUsl YYETHBIX 3aTliCeu.

[Ipu HapymeHusix coTpygHukamu Komuccuu — nosb3oBarensimu VCIIIH
MpaBWI, CBsI3aHHBIX C Oe3omacHocTeio II/IH, OHHU HeECYT OTBETCTBEHHOCTb,
YCTaHOBJIEHHYIO JIEMCTBYIOLLIUM 3aKOHOAaTe/IbCTBOM Poccuiickori Pefepaliiyu.

7. CIIMCOK M (CII0/1b30BAaHHbIX HCTOUHUKOB

OCHOBHBIMH HOPMAaTHMBHO-TIPABOBBIMM ¥ METOAWYECKUMH [JOKyMEeHTaMH, Ha
KOTOPbIX Oa3upyeTcsi HacTosiasi [TonuTrKa, sBASIOTCS:

®epepanbHbii 3akoH OT 27.07.2006 1. Ne 152-®3 «O mnepcoHaNbHbBIX
MAHHBIX», YCTaHABJ/IMBAIOIIUM OCHOBHBIE MPUHIUIILI U yCI0BUsi obpaboTtku T1/1H,
npaBa, O0SI3aHHOCTU W OTBETCTBEHHOCTh YUAaCTHUKOB OTHOILIEHW, CBSI3aHHBIX C
obpaboTkoii [1/1H.

TpeboBaHMS K 3all[uTe TE€PCOHANbHLIX MAHHBIX TIpU WX 00paboTke B
WHPOPMALIMOHHBIX ~ CHUCTeMax  TepCOHANbHBIX  [JIaHHBIX,  yTBEPXK/EHHbIE
noctaHoB/ieHreM [IpaButenbctBa Poccuiickont @epeparuyd ot 01.11.2012 1. No
1119.

[Tonoxkenre 006 ocobeHHOCTSIX 0OpabOTKK TepPCOHA/BHBIX — JAHHBIX,



OCyll[eCTB/IsieMOl 0e3 MCIO/b30BaHUSI CPEACTB aBTOMATU3allii, YTBEP)KIEHHOe
noctaHoB/ieHreM I1paButenbcTBa Poccuiickor @egepaiiyu ot 15.09.2008 r. Ne 687.

HopMmaTuBHO-MeTOoAWYeCKe  AOKyMeHTbl DefepanbHOW  CAyKObl  TI0
TeXHUYeCKOMY M 5KCIIePTHOMY KOHTpo/t0 Poccuiickon @Pepepauuu (manee —
®CTIOK Poccun) mo obecrieuennto OesomacHocty [1/IH mpu ux oOpaboTke B
NCIIIn:

Ba3oBass Mofesnb yrpo3 06e30MacHOCTU TepPCOHAMBHBIX [AHHBIX TPU X
00paboTKe B MH(POPMAIIMOHHBIX CUCTeMax MepCOHA/bHBIX AAHHBIX, YTBepKeHHast
3amecturesieM gupekropa ®CTOK Poccun 15.02.2008 r.

MeTtoauuecknii  JOKyMeHT. MeToquKa OIjeHKH yrpo3 6e3oracHocTd
nHdopmaiuu, yreepxxaeHHbii @CTIOK Poccuu 05.02.2021 1.

[Mpukaz @DCTOK Poccum ot 11.02.2013 Ne 17 «O6 yTBep)KaeHUU
TpebGoBanwmii o 3arure WHGOPMAIMK, He COCTABJISIOLIUX FOCY/IapCTBEHHYIO TaliHY,
COJZlep>KallXCsl B TOCYZAapPCTBEHHBIX MH()OPMALJMOHHBIX CUCTEMAaX».

[Tpuka3z ®PCTOK Poccum ot 18.02.2013 Ne 21 «O6 yTBepkaeHnu CoctaBa U
COJiep)KaHUsI ~ OPraHM3al[MOHHBIX U TeXHUUECKUX Mep TII0 obecreueHuio
0e30IMacCHOCTU TIePCOHANMBHBIX [IAHHBIX TPU MX 00pab0TKe B MH(OPMAIMOHHBIX
CHCTeMax IepCOHA/IbHBIX JAHHBIX».

[Tpuka3 demepanbHOM Cay»KObI Ge3oracHocTy Poccuiickoii ®epepaiii OT
10.07.2014 Ne 378 «O6 yrBepxxaeHnu CocTaBa ¥ CO/lepKaHHUSI OpraHU3al[MOHHBIX U
TeXHUUECKHUX Mep I0 obecrieueHHt0 0e301MacHOCTU TTePCOHATbHBIX AAHHBIX TIPU WX
obpaboTke B WH(POPMALMOHHBIX CHUCTeMax TIepCOHANbHBIX  [JaHHbIX C
WCIIO/Ib30BaHWEM  CPEJACTB  KpUNTOrpauueckKou  3alUThl  MH(OpMAaLUH,
HeOoOXOJUMBIX /I BBITIOJIHEHHSI YCTaHOBJIEHHBIX IIpaBUTE/NLCTBOM Poccuiickoi
denepaiuu  TpeOOBaHWM K 3alllUTe I€PCOHA/BHBIX JAHHBIX [JIS KaXKAOTO U3
YPOBHEM 3aIlUILEHHOCTHY.

MeToauueckrie peKOMeHAALMU IO pa3paboTKe HOPMAaTHBHBIX ITPABOBBIX
aKTOB, OTpe/ie/ISIFOIIUX YTPo3bl 0€30MaCcHOCTH TIePCOHAIbHBIX JJaHHBIX, aKTyaIbHbIe
npu 00paboTKe TiepCOHANbHBIX [aHHBIX B WH(POPMALIMOHHBIX  CHUCTEMax
MepPCOHAJIbHBIX JJAHHBIX, 3KCILTyaTUPyEeMbIX rpu OCYLLECTB/IEHUU
COOTBETCTBYIOLLIUX BUZOB JeSTe/IbHOCTH, YTBeP)KJeHHble DYKOBOACTBOM 8 LleHTpa
@®CB Poccun 31.03.2015 Ne 149/7/2/6-432.



