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[TOJIMTUKA
uH(pOopMaIIMoOHHOM 6€301acHOCTH
pu paboTe ¢ NepCOHANIbHBIMU JAHHBIMU
B Cno6Gono-TypuHckoi palloHHOM TeppUTOPUATHHON N30MPaTENbHON KOMUCCHH

OIIPEAEJIEHUA

B HacTosimeM JOKYMEHTE UCIOJb3YIOTCS CAEAYIOINE TEPMUHBI U UX ONPEIEICHUS.

ABTOMATH3MpPOBaHHAsI CHCTEMA - CHCTEMA, COCTOSIAs U3 MIEPCOHANIa U KOMIUIEKCa
CPEICTB aBTOMATH3allMM €ro JeATEJIbHOCTH, peaju3ylolias HHPOPMAIMOHHYIO
TEXHOJIOTMIO BBIIOJIHEHNS YCTAHOBIEHHBIX (DYHKIIUH.

AyTeHTHQUKAIHMS OTHPABUTEIS] JAHHBIX - IIOATBEP)KICHUE TOTO, YTO OTIIPABUTEIb
NOJIYYEHHBIX JTAHHBIX COOTBETCTBYET 3asBJIICHHOMY.

Be3onacHOCTh MepCOHANBHBIX JaHHBIX - COCTOSHUAE 3aLIUILIEHHOCTH ITEPCOHATBHBIX
JaHHBIX, XapaKTEpU3yeMO€ CIOCOOHOCTBIO IOJIb30BATENEH, TEXHUYECKUX CPEACTB U
UH(POPMALIMOHHBIX TEXHOJIOTMA 00ecneuynTh KOH(PUACHLINAIBHOCTh, LEJIOCTHOCTh U
JOCTYIHOCTh NEPCOHAJIBHBIX JAHHBIX MPU UX 00pabOoTKe B MHPOPMALMOHHBIX CUCTEMAaX
NEPCOHAIIBHBIX JAHHBIX.

BuomMeTpnyeckue mepcoHaJbHbIE JaHHbIE - CBEICHUS, KOTOPHIE XapaKTEPU3YIOT
(duznonornyeckre 0COOEHHOCTH YE€I0BEKa U HA OCHOBE KOTOPBIX MOYXHO YCTAHOBUTbH €T0
JUYHOCTb, BKJIOYass (oTtorpaduu, OTHEYaTKHM NanblieB, o0pa3 ceT4aTKu IJ1a3a,
0COOCHHOCTH CTPOCHHUS TeNa U APYTYIO MOJ00HYI0 HH(POPMAIIHIO.

BiloKkMpoBaHHEe MEPCOHAIBHBIX JAaHHBIX - BPEMEHHOE NpeKpalieHne o0padoTKu
NEPCOHANBHBIX JAaHHBIX (32 MCKIIOYEHHEM CiIydaeB, eciu oOpaboTka HeoOXoauma st
YTOYHEHMSI IEPCOHAJIBHBIX ITaHHBIX ).

Bupyc (koMnblOTepHBIii, MPOrPaMMHBII) - UCIIOJHAEMBIM MMPOTPAMMHBIN KOJ WJIU
UHTEpPIPETUPYyEeMbIi ~ HabOp  MHCTPYKUMW,  oOJajaloluil  CBOWCTBAMH  He-
CaHKLIMOHUPOBAHHOIO  paclpoCTpaHEeHHWs W  camoBocnpousBeneHus. Co3aaHHbIE
OyONIMKaThl KOMIIBIOTEPHOI'O BUPYCa HE BCEI/Ia COBNAAAIOT C OPUTHHAIOM, HO COXPaHSIOT
CIIOCOOHOCTB K JAAJIbHEHIIEMY paclpOCTPAHEHHUIO U CAMOBOCIIPOU3BEACHHUIO.

BpenonocHass mporpamMma - IporpaMMa, IpeAHa3HayeHHas Uil OCYLIECTBICHUSA
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa W (WJIM) BO3ACHCTBUS Ha MEPCOHAIbHBIEC JAHHBIE WIH
pecypcbl THGOPMAITMOHHON CHCTEMBI IEPCOHABHBIX JAHHBIX.

BcnomorartebHbIe TeXHHYECKHE CPEICTBA M CHCTEMbI - TEXHUYECKUE CPEICTBA U
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CHUCTEMBI, HE TIPEeIHA3HAYCHHBIC JJIA TIepenadd, o0paboTKH M XpaHEHUs MEPCOHATBHBIX
JIAHHBIX, YCTAaHABJIMBAEMbIE€ COBMECTHO C TEXHUYECKUMH CpPEICTBAMU U CUCTEMAMHU,
NpeIHa3HAYeHHBIMU JUIsI 00paOOTKM TEPCOHANBHBIX AAHHBIX WJIM B TIOMEIICHMSX, B
KOTOPBIX YCTaHOBJIEHBI HH(POPMAIIMOHHBIE CUCTEMbI IEPCOHANBHBIX JTAHHBIX.

JocTtynm B OmnepamuoOHHYI cpely KoMnbiOTepa (MHGOPMAIMOHHON CHCTEMBI
NEePCOHABHBIX JAHHBIX) - MOJIYYEHUE BO3MOKHOCTHM 3aIlyCKa HA BBIIIOJHEHUE LITATHBIX
KOMaHJ, (yHKUUH, TPOLEAYp ONEPallMOHHON CHCTeMbl (YHMUTOXXEHHS, KOMMPOBAHUA,
NepeMEIICHHS U T.I1.), UCIIOJTHAEMbIX (PailioB MPUKIIAIHBIX TPOTPAMM.

Hoctyn Kk wuHpoOpMauuum - BO3MOXKHOCTh MOJy4YeHHS HHGOpMAaLUA U €€
HCTIOJIb30BAHUS.

3aki1al0uHOe YCTPOICTBO - BJEMEHT CpEeACTBA CheMa HMH(POPMALUHU, CKPBITHO
BHEJIpSIEMbI (3aKJIabIBAE€MbIH WJIM BHOCUMBIN) B MECTa BO3MOXKHOTO CheMa HH(POopMaluu
(B TOM 4HClEe B Orpa)xJAeHUE, KOHCTPYKILHIO, OOOpYyIOBaHME, MPEAMETbl HHTEPbEpa,
TPAHCIIOPTHBIE CPEACTBA, a TAKXKE B TEXHHYECKHE CPEACTBA M CHUCTEMBI 00pabOTKH
uHbOopMaIum).

Bammmaemass  uHpopmaumus - UHQOpMalUA,  SABIAIOMIASICT — MPEIMETOM
COOCTBEHHOCTH M TOJJIEXKAIlasl 3allUTe B COOTBETCTBUM C TPEOOBAHUSMHU IMPABOBBIX
JIOKYMEHTOB WJIA TPEOOBAHHSIMU, YCTAaHABINBAEMBIMH COOCTBEHHUKOM HH(OPMAIIUH.

Nnentudukanus - TPUCBOCHUE CYOBEKTaM B 00bEKTaM JOCTYyIa HACHTU(PUKATOPA 1
(W) CpaBHEHHE TMIPEABSIBISIEMOTO WIACHTU(HUKATOpA C TEPEYHEM MPUCBOSHHBIX
UJEHTU(UKATOPOB.

NudopmaTuBHbIii  cUrHagd -  DJIEKTPUYECKHE  CUTHAJIBI, AaKYCTHUYECKUE,
AJIEKTPOMArHUTHBIE U Ipyrue (Pu3ndecKkue Imoss, Mo mapaMerpamM KOTOPBIX MOXKET OBITh
packpeiTa KOHGUAEHIIMATbHAS nHPOpMaIus (TepCOHATBHBIE JaHHBIE) 0OpadaThiBacMasi B
UH(OPMAIMOHHON CUCTEME MEPCOHAIBHBIX TAHHbIX.

MNHudopmannoHHble TEXHOJIOTHH - TPOLECCHI, METOJbI MOUCKA, cOOpa, XpaHEHUs,
00paboTKH, MPEeIOCTABIEHUS, PACTIPOCTPAHEHUS HH(POPMALIMH U CITOCOOBI OCYIIECTBICHUS
TaKUX IIPOLIECCOB U METOJIOB.

Nudopmannonnas cucrema mepcoHaabHbIX AaHHBIX (MCII/IH) - COBOKYIIHOCTH
comepxanmxcsd B 0a3zax JaHHBIX MEPCOHAIBHBIX JaHHBIX M O00eCHeuMBaIOUX MX
00paboTKy MHPOPMAIITMOHHBIX TEXHOJOTUN U TEXHUUYECKUX CPEACTB.

Hcnosib30BaHue MePCOHAIBbHBIX JAHHBIX - JICUCTBUS (ONEpalnu) ¢ NepCOHaIbHBIMU
JTAaHHBIMU, COBEPIIAEMBIE ONEPATOPOM B LEJSAX MNPUHATUS PELMIEHUM WIM COBEPIICHUS
WHBIX JCHCTBUHN, MOPOXKIAIOIMNX IOPUANYECCKUE TOCIEACTBUS B OTHOIICHUU CYOBEKTa
NEPCOHANIbHBIX JAHHBIX WJIM JPYTUX JIMIL JTUOO MHBIM 00pa3oM 3aTparuBarolluX MpaBa U
CBO0O/IbI CyOBEKTa MEPCOHANBHBIX JAHHBIX WU APYTUX JIMII.

McToyHUK yrpo3bl Oe3onacHocTd uadopmanuu - CyObEKT JOCTYIa, MaTEpUATbHBIN
00BbeKT win (u3udecKkoe SBIECHWE, SBISIOMUECS MPUYUHON BO3HUKHOBEHHUS YTPO3BI
0e30macHOCTU UH(pOPMAITUH.

KonTposupyemasi 30Ha - TMPOCTPAHCTBO (TeppUTOpHUs, 3[aHUE, YaCTh 3aHus,
MOMEIIEHHE ), B KOTOPOM HCKIIOYEHO HEKOHTPOJIUPYEeMOe peObIBaHE TOCTOPOHHUX JIMII,



a TAKXE TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MAaTE€pUAIbHBIX CPEJICTB.

KonduaeHuualibHOCTh MePCOHATIBHBIX JaHHBIX - 0053aTE€IbHOE IS COOIOCHUS
ONEepaTOpOM WJIM HMHBIM TOJYYUMBIIMM JIOCTYIl K IE€PCOHAJIBHBIM JaHHBIM JIMLOM
TpeOOBaHKE HE JOMYCKaTh UX pacHpocTpaHeHUe 0e3 corjiacus CyObeKTa MepPCOHAbHbIX
JAHHBIX WM HAJTUYHS UHOTO 3aKOHHOT'O OCHOBAHMUSI.

MeskceTeBoil 3KpaH - JIOKAIbHOE (OJTHOKOMIIOHEHTHOE) WU (YyHKIIMOHATHHO--
pacrpeqieieHHOe MporpaMMHOe (IpOrpaMMHO-AIIMApPaTHOE) CPEeACTBO  (KOMILIEKC),
peanusyroliee KOHTPOoJIb 32 HH(popMaIuel, MocTynarmneil B *HGOPMAIIMOHHYIO CUCTEMY
NEPCOHANIbHBIX JAHHBIX U (MJIHM) BBIXOJAILIEH U3 UHPOPMALIMOHHON CHUCTEMBI.

Hapyunre/ib 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX - (DU3UUECKOE JIHIIO, CIIYyYaiiHO
WIM TNPEeIHAMEPEHHO COBEPIIAKOIIECE JEHUCTBHS, CIEACTBUEM KOTOPBIX SIBIISETCA
HapylIeHne Oe30MacCHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00pabOTKE TEXHUYECKUMHU
cpencTBamMu B MH(GOPMAIIMOHHBIX CUCTEMAaX MEePCOHANIbHBIX IaHHBIX.

HeaBromMaTH3npoBaHHast 00pa0oTKa MePCOHAJBHBIX JaHHBIX - 00paboTKa
NEPCOHANBHBIX JaHHBIX, COJAEPKALINXCS B HMH(POPMAIMOHHON CHCTEME MEePCOHATBHBIX
JaHHBIX JIMOO W3BIICYCHHBIX M3 TAKOW CHUCTEMBI, CUMTAETCS OCYIIECTBICHHOW Oe3
UCIIOJIb30BAHUS CPEJICTB aBTOMATHU3AIMU (HEABTOMATU3UPOBAHHOM ), €CJIM TaKUe JEHCTBUSA
C TMEpCOHAJbHBIMHU [IaHHBIMH, KAK HCIIOJb30BAHUE, YTOYHEHHUE, PACIPOCTPAHEHUE,
YHUYTOXXEHUE TIEPCOHAIBHBIX JAHHBIX B OTHOIIEHHH KaXJIOro U3 CyObEKTOB
NEPCOHANIBHBIX JAHHBIX, OCYLIECTBISAIOTCS PU HEITOCPEICTBEHHOM YYaCTHH YEJIOBEKA.

HenexjiapupoBaHHble BO3MOKHOCTH - (DYHKIMOHAJIbHBIE BO3MOKHOCTH CPEICTB
BBIYMCIIUTEIbHON TEXHUKH, HE OINKMCAHHBIE WM HE COOTBETCTBYIOIIHME OMUCAHHBIM B
JOKYMEHTAIIUH, npu UCITOJIb30BAHUH KOTOPBIX BO3MOKHO HapylIeHUE
KOH(HICHIIMATEHOCTH, TIOCTYITHOCTH WJIH IEJIOCTHOCTH 00padaThiBaeMoi HHGOpMAIIHH.

HecaHKIMOHUPOBAHHBIN A0CTYI (HECAHKLUOHUPOBAHHBIE JEHCTBUSA) - TOCTYI
K MHQOpMAINK WK JEHCTBUS ¢ MH(pOpMaLKel, HapyIIaolIue MpaBuia pasrpaHuueHUs
JIOCTYTa C WCIOJb30BAHUEM IITATHBIX CPEACTB, MPEAOCTABIAEMbIX HH(YOPMALMOHHBIMU
CHUCTEMaMU MEPCOHAIIbHBIX TAHHBIX.

Hocureapr undopmamun - GU3NUECKOEe JHIO WIA MaTepPHATBHBIA OOBEKT, B TOM
yuciie (U3NYeCKoe MoJie, B KOTOPOM HHGPOpMAIUsi HAXOIUT CBOE OTPAKEHUE B BUJIE
CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEUICHUN M MPOIECCOB, KOJIUYECTBEHHBIX
XapaKTEPUCTUK (PU3UUECKUX BEJIIMYHUH.

O0e3MYNBaHHE NEPCOHAJIBHBIX [TAHHBIX - JICUCTBUSA, B PE3yJbTaTE KOTOPBIX
CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCMOJb30BAaHUS JAOMOJHUTENbHON UHGOpMaAUU
ONpEeACNUTh TNPUHAAJECKHOCTh IEPCOHANBHBIX JAaHHBIX KOHKPETHOMY CyOBEKTY
NEPCOHAJIbHBIX TAHHBIX.

O0Opa6oTka mNePCOHANLHBIX JaHHBIX - JIF0OOe jeiicTBue (omepanus) WiIu
COBOKYIHOCTb JEHCTBUU (OIlepanuii), COBEPIIAEMBIX C HCIOJb30BAHUEM CPEICTB
aBTOMATU3allMM UM 0€3 UCIOJb30BaHUSl TaKUX CPEICTB C MEPCOHAIBHBIMHU JAHHBIMH,
BKJItouass cOOp, 3amuch, CUCTEMAaTH3aIMIO, HAKOIUJICHHE, XpaHeHHe, YTOYHEHUE
(oOHOBIIEHHME, U3MEHEHUE), U3BJICUCHUE, UCIIOJIb30BaHUE, Nepeaady (pacrnpocTpaHeHue,
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IpeIOoCTaBlIEHUE, JTOCTYM), 00e3IWYMBaHUE, OJOKUPOBAHHE, yNaJCHHE, YHUUTOKEHUE
NEPCOHANBHBIX JTaHHBIX.

OOmenocrynubie MNepCcOHAJbHbIC JAaHHbIE - [IEPCOHAJIBHBIC JIAHHBIE, IOCTYI
HEOTPAHMYEHHOTO Kpyra JMI[ K KOTOPbIM TIPEIOCTaBJI€H C corjacusi cyObekTa
MEPCOHANIbHBIX JAHHBIX UM HAa KOTOpPbIE B COOTBETCTBUHM C (PeiepaibHBIMU 3aKOHAMU HE
pacnpocTtpaHsieTcss TpeboBaHne COOIONCHNS KOHPUIECHITUATEHOCTH.

OnepaTop (MepCcOHATBbHBIX JAHHBIX) - TOCYJAPCTBEHHBIM OPraH, MyHULIMIAIbHBIN
Opras, IOPUAMYECKOE WU (GU3UYECKOE JTUI0, CAMOCTOSITEIHHO UM COBMECTHO C IPYTUMU
JUIAMHU OPTaHU3YIOIINE U (WJTM) OCYIIECTBIISIFOIIME 00paObOTKY MepCOHANbHBIX JAHHBIX, a
TaK)Ke OMpeAeIAIoNre elau 00padOTKHU MEPCOHATBHBIX JAHHBIX, COCTAB MEPCOHATBHBIX
JAHHBIX, TOJJIeKamux o0paboTke, MEUCTBUS  (Omeparuu), COBEpIIAeMbIe C
NEPCOHAIBHBIMH JTAHHBIMU.

TexHuveckue cpeacrsa HHPOPMANMOHHON CHCTEMbI IEPCOHAJBHBIX [TAHHBIX -
CpelCcTBa BBIYUCIUTEIbHON TEXHUKH, HH(POPMAIMOHHO-BBIYUCIUTENIbHBIE KOMIUIEKCHI U
CETH, CPE/ICTBA U CUCTEMBI Iepenayu, npuema u oopadorku I1JIH (cpeacTBa u cuUCTEMbI
3BYKO3aIUCH, 3BYKOYCHJICHUS, 3BYKOBOCIIPOU3BEICHHSI, IEPETOBOPHBIE U TEJICBU3NOHHBIE
YCTPOMCTBA, CpPEACTBA M3rOTOBJIEHUS, TUPAKUPOBAHUS JOKYMEHTOB U JpYyrue
TEXHUUYECKHUE CpeICTBa 00pabOTKU peueBoi, rpadyuuecKoi, BU1e0- 1 OyKBEHHOIM(PpOoBOH
uH(dOopMaIuu), TPOrpaMMHBIE CpeJICTBA (ONEepallMOHHbIE CUCTEMbI, CUCTEMbI YIIPABICHUS
0a3zamMy JaHHBIX M T.Il.), CPEACTBA 3allUThl HWH(OpPMAaLUK, NPUMEHSEMbIE B
UH(GOPMAIIMOHHBIX CUCTEMAX.

IlepexBar (undopmanuu) - HEMPABOMEPHOE MOJyuyeHHEe HUHPOPMALIMK C
UCIIOJIb30BAHUEM TEXHUYECKOTO CPEICTBA, OCYIIECTBIAIONIETO OOHApPYKEHHE, MPUEM U
00paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepcoHanbHble gaHHBIe - J100as WHGOPMALMsA, OTHOCSIIAACS K MPSAMO WU
KOCBEHHO OIpEACIICHHOMY WU omnpeaenseMoMy (Gu3nueckoMmy Juiy (CyOBeKTy
NEPCOHANIbHBIX TAHHBIX);

Ilo0ouyHbIE 3JIEKTPOMATHUTHbIE H3JIy4YeHHs W HABOJKH - 3JIEKTPOMArHUTHbIE
U3ITYyYEHUS] TEXHUUECKUX CPEJICTB 00pabOTKH 3auiaeMoil HHPOpMaIui, BO3ZHUKAOIINE
KaK MOOOYHOE SIBJICHHE U BBI3BAHHBIE AJIEKTPUUYECKIUMH CUTHAIAMHU, JCHCTBYIOIUMHU B UX
AIIEKTPUUECKUX U MATHUTHBIX LIETISIX, a TAKXKE JIEKTPOMArHUTHbIE HABOJIKM STUX CUTHAJIOB
Ha TOKOMPOBOSIINE JTMHUN, KOHCTPYKIUU U 1IENU MUTaHUS.

IMoJuTHKA «YHCTOr0 CTOJIa» - KOMIUIEKC OPTraHU3alMOHHBIX MEpPOIMPUSITHH,
KOHTPOJIMPYIOIIUX OTCYTCTBUE 3alUChIBAHUSA Ha OyMakKHbIE HOCHUTENW KIIOYeH U
aTpuOyTOB JOCTYyIMA (MapoJieil) U XpaHeHus: X BOJIU3U OOBEKTOB TOCTYIIA.

IMoab30oBaTesb MHPOPMALMOHHONM CHUCTEMBbI NMEPCOHAJBHBIX JAHHBIX - JIMIO,
y4dacTBymolee B QyHKIIMOHUPOBAHUU MH(POPMALIMOHHOMN CUCTEMBI EPCOHATBHBIX TAHHBIX
WIH KCTIOJIb3YIOIIEE Pe3ybTaThl €€ (PyHKIIMOHUPOBAHUSI.

IpaBuia pasrpaHuveHusi J0CTyna - COBOKYMHOCTh MPABUJI, PETIAMEHTHPYIOITUX
npaBa JoCcTyna CyObeKTOB JOCTyNa K 00BEKTaM JIOCTYyTIA.

IlporpaMmmHuas 3akjiagka - KOJI IPOrpaMMbl, MPEIHAMEPEHHO BHECEHHBIH B



OporpaMMy C LENbI0 OCYIIECTBUTh YTEUKY, W3MEHHUTb, OJIOKHUPOBATh, YHUUYTOKUTH
UHPOPMAIIMI0O WIM YHUYTOXKUTH U MOIU(GUIMPOBATH MPOTPaMMHOE OOecreueHue
MH(OPMAIMOHHONW CUCTEMBI NIEPCOHANBHBIX AAHHBIX U (WJIM) OJOKUPOBATH arapaTHbIC

CpencTBa.
IIporpammHoe (mporpaMmmMHO-MaTeMaTH4YeCKoOe) BO3/IeliCTBHE -
HECAHKIIMOHUPOBAHHOE BO3/ICIICTBHE Ha pecypchl aBTOMATU3UPOBAHHOMN

UH(POPMAIIMOHHON CHCTEMBI, OCYIIECTBISIEMOE C HCIOJIb30BAaHHUEM BPEIOHOCHBIX
IIpOrpamm.

PackpbITHE NMEPCOHATBHBIX JAAHHBIX - YMBIIIICHHOE WIM CIIy4allHOE€ HapyLICHUE
KOH(QUIACHIIMATEHOCTU NEPCOHANBHBIX JaHHBIX.

PacnpocTpaHeHHe mNepCOHAJBHBIX JAAaHHBIX - JICMCTBUS, HAIPaBICHHbIE HA
PACKpPBITHE NIEPCOHATIBHBIX JaHHBIX HEOMPEAECICHHOMY KPYyT'y JIUII.
Pecypc unHpopmManmuoHHOW cHcTeMbl - MWMEHOBAHHBIM 3JIEMEHT CHUCTEMHOIO,

OPUKIAAHOTO WIM anmapaTHoro oOecredeHuss (PyHKIMOHUPOBAHUS WHOOPMAIMOHHOU
CHCTEMBI.

CnenuanbHble KATeropud MNePCOHATBHBIX JAaHHBIX - IIEPCOHANBHBIE JAHHBIC,
Kacarollluecsi pPacoBOM, HAUMWOHAIBHOW MPUHAMICKHOCTH, MOJUTUYECKUX B3IJISIO0B,
PEIUTUO3HBIX WIH PUIOCOPCKUX YOKIEHUM, COCTOSHUS 30POBbS U MHTUMHOW KU3HU
cyOBbeKTa MepCcoHaNbHBIX JaHHBIX.

CpeacTtBa BBIYMCIUTE]BHON TEXHUKH - COBOKYNHOCTh NPOTPAMMHBIX U TEX-
HUYECKUX OJJIEMEHTOB CHCTeM OOpaOOTKM JaHHBIX, CHOCOOHBIX (DYHKITMOHHPOBATH
CaMOCTOSITEJIbHO UJIU B COCTABE APYTUX CHCTEM.

Cyobekt goctyma (cy0ObeKT) - JIMIO WM TIPOLECC, AEHUCTBUSA KOTOPOTO
pPErIAMEHTUPYIOTCS NPABUIIAMHU Pa3TPaHUYCHHUS TOCTYIIA.

Texuu4yeckuii KaHaJ yTedykn uHopmanuu - COBOKYIMHOCTh HOCUTENS MHPOpMAITUU
(cpeactBa 00pabOTKM), GUBUYECKON Cpebl pacIpOCTpaHEHU HHPOPMATUBHOTO CUTHAJA
U CPEJICTB, KOTOPBIMU JOOBIBAaETCA 3aluiiaeMas nHpopmanus.

Tpancrpanuynasi mepegaya NePCOHATbHBIX JaHHBIX - I€pefaya IMEePCOHAJIbHBIX
JIAaHHBIX omepaTtopoM uepe3 ['ocynapcrBeHHyro rpanuny Poccuiickonn @enepannu oprany
BJACTM MHOCTPAHHOTO TOCYJIapcTBa, (PU3UUECKOMY WM IOPUIUYECKOMY JIHILY
WHOCTPAHHOI'0 TOCYIAapCTBa.

Yrpo3bl 0€30MaCHOCTH NEPCOHAIBHBIX JAaHHBIX - COBOKYIIHOCTh YCIIOBHM U
(GakToOpoB, CO3/MAIONIMX OMNACHOCTh HECAHKIIMOHUPOBAHHOI'O, B TOM YHCJE CIy4ailHOTro,
JOCTyTa K NEPCOHAIBHBIM JaHHBIM, PE3yJIbTATOM KOTOPOTO MOKET CTaTh YHHUUTOXKEHHUE,
U3MEHEeHue, OJIOKMPOBaHKE, KOMMPOBAaHUE, PACIPOCTPAaHEHHE NMEPCOHANBHBIX TaHHBIX, a
TaK)K€ MHBIX HECAHKIIMOHMPOBAHHBIX JEUCTBUI MpH UX 00paboTke B MH(POPMALMOHHOM
CHUCTEME NEPCOHAIBHBIX JAHHBIX.

YHUYTOKEHHE TMEPCOHAIBHBIX JAHHBIX - JCHUCTBHUS, B pE3yJbTare KOTOPBIX
CTAHOBHUTCS HEBO3MOKHBIM BOCCTAHOBUTH COJEP’KAHHWE IIEPCOHAJBHBIX JAHHBIX B
UH(POPMAIIMOHHON CHUCTEME TEPCOHATIBHBIX TaHHBIX U (WIH) B pe3yibTaTe KOTOPBIX
YHUYTOXKAIOTCSI MaTEPUAIbHBIE HOCUTEIN IEPCOHATBHBIX JaHHBIX.



Yreuka (GamuumaeMoi) MHPOPMANMH 10 TEXHHYECKHMM KaHajJaM -
HEKOHTPOJIUPYEMOE PACTIPOCTpaHeHHEe MH(POPMAIMK OT HOCHUTENS 3amuiiaeMon nHpop-
Maluu 4depe3 (U3MUECKYI0 cpeay A0 TEXHHUYECKOIO CpPEJCTBA, OCYIIECTBISIOLIETO
nepexBaT HHPOopMaLuH.

VS3BUMOCTB - CJIA00CTh B CPEJCTBAX 3aLIUThl, KOTOPYIO MOKHO HUCIIOJIb30BATh JJIs
HapYIICHUS CUCTEMBI WM COZIEpIKalleics B Hell nHopmanuu.

IesocTHOCTH MHBOPMAaIUK - CIOCOOHOCTH CPEICTBA BRIYUCIUTEIBHON TEXHUKU UITH
aBTOMATU3UPOBAaHHOW CHCTEMbI 00€CIeYnBaTh HEM3MEHHOCTh MH(OpPMAIMKU B YCIOBUAX
CIIy4ailflHOTO W/WJIM MIPEeIHAMEPEHHOI0 UCKAXEHUS (pa3pyLIEHMUs).



OBO3HAYEHUSA N COKPALLIEHU A

ABC - anTHUBHpYCHBIE CpPEICTBA

APM - aBTOMaTu3upoBaHHOE pabouee MECTO

BTCC - BcioMorarenbHbIE TEXHUYECKHE CPEACTBA U CUCTEMBI
NCIIIH - nundopmanmoHHasi cucTeMa NepCOHaIbHBIX JaHHBIX
K3 - konTpOonmpyemas 30Ha

JIBC - nokanbHasi BBIYUCIUTENIbHAS CETh

MD - mexceTeBol 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIN TOCTYTI

OC - onepauroHHas cucrema

[TJ1H - mepcoHaIbHBIE TAHHBIE

IIMB - nporpaMMHO-MaTeMaTU4YECKOE BO3AEHCTBUE

[10 - mporpammHoe obecrieueHre

I[I5SMMUH - no6GouHbI€ 3EKTPOMATHUTHBIE U3TYUYCHHS U HABOJIKH
CA3 - cucrema aHaiau3a 3alluIeHHOCTA

C3U - cpencrsa 3aumThl ”HGOPMATUU

C3I1dH - cucrema (rmoacucTema) 3alMThl IEPCOHATBHBIX JaHHBIX
COB - cuctema o6Hapy>KeHUsI BTOPKEHHI

TKVYU - TexHnueckue KaHajabl yTeuky HH)OpMaLUK

YBIIIH - yrpo3sl 6€3011aCHOCTH MEPCOHATBHBIX TaHHBIX



BBEJIEHHUE

Hactosimass Ilonutuka wuHOpmanmoHHOM Oe3omacHOCTH Tpu  paboTe ¢
NepCOHANbHBIMU  JaHHBIMU B Crnobono-TypuHCKOM pallOHHOW TeppUTOpPUATBHON
nu3buparenbHON Komuccuu (nanee - [lonutuka) saBnsercs oPpUIMATLHBIM JOKYMEHTOM.

[Tonutrka pazpaboTaHa B COOTBETCTBUU C TPEOOBAHUSIMU, YCTAHOBJICHHBIMHU:

OdenepanbHbiM - 3ak0HOM  OT  27.07.2006 No  149-®3 «O6 wuHpopmaiiuwy,
UH(GOPMAIIMOHHBIX TEXHOJIOTHSAX U O 3aIUTe HHPOPMAIII;

®enepanbHbIM 3ak0HOM OT 27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX TaHHBIX);

nocra"HoBieHueM IIpaButenbctBa Poccuiickoin @eneparnuu ot 01.11.2012 Ne 1119
«O0 yTBepxkAeHUN TPeOOBAHMI K 3alIUTE MEPCOHAIBHBIX JIAHHBIX MPHU UX 00paboOTKe B
MH(OPMAIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX;

nocta”oByieHueM IIpaButenscrBa Poccuiickoit @enepaunn ot 15.09.2008 Ne 687
«O0 yTBEp>KIEHUH TOJIOKEHUS 00 OCOOEHHOCTSAX 00pabOTKH MEPCOHANBHBIX JAaHHBIX,
OCYIIECTBIISIEMOM 0€3 UCII0JIb30BaHUS CPEICTB ABTOMATH3ALIUN»;

nocra”HoBieHueM I[IpaButensctBa Poccutickoit @eaepanun ot 21.03.2012 Ne 211
«O0 yTBepKIEHUM TEpPeUHs Mep, HaMpaBICHHBIX Ha O0O0ecleueHUe BHIOJHEHUS
00s13aHHOCTEH, TpeTycMOTpeHHbIX DeepaibHbIM 3aKOHOM «O MEPCOHATBHBIX JAaHHBIX» U
IPUHATBIMA B COOTBETCTBUU C HUM HOPMATUMBHBIMHU MPABOBBIMHU AKTAMHM, OIEPATOPAMHU,
SBJISIFOIIMMUCS TOCYAAPCTBEHHBIMU UJIM MYHUITUTIATBHBIMU OPTaHAMK;

npukazoM OCTOK Poccum ot 18.02.2013 Ne 21 «O6 yrBepxkaenun CocrtaBa u
COJIEp’KaHUsl OPTaHU3AIMOHHBIX M TEXHHYECKHUX Mep MO OOEeCHedeHHI0 0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX MPH UX 00paboTKe B MHYOPMALIMOHHBIX CHCTEMaX MEePCOHATBHBIX
JAHHBIX»,

npukazoM ®Cb Poccum ot 10.07.2014 Ne 378 «OO0 yTBepk IeHUU COCTaBa M
COJIepKaHUsl OPTraHU3ALMOHHBIX M TEXHUYECKUX Mep Mo obOecrnedyeHuro 0e30MacHOCTU
NEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B MH(YOPMALIMOHHBIX CHCTEMaX MEePCOHATBHBIX
JaHHBIX C HCIOJb30BAaHUEM CPEACTB KpUOTOrpaduyueckoil 3amuThl HHPOpPMAIIHH,
HEOOXOJMMBIX Il  BBINOJHEHUs ycTaHOBiIEeHHbIX IIpaButensctBom Poccuiickoit
®denepanuu TpeOOBAaHUN K 3alIMTE MEPCOHANBHBIX AAHHBIX U1 KaXIOro U3 YpOBHEH
3aIUIIEHHOCTH;

MeToauueckuMH peKOMEHIALUAMU IO Pa3padOTKe HOPMATHUBHBIX IPABOBHIX aKTOB,
OTIPEACAIONIMX YIpo3bl 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX, AaKTyajbHBbIE TPU
00paboTKe TMEepCOHANbHBIX JAaHHBIX B HWH(OPMAIMOHHBIX CHCTEMaX MEPCOHAIbHBIX
JAHHBIX, OKCIUTyaTUPYEeMbIX TMpPU  OCYUIECTBICHUH  COOTBETCTBYIOLIMX  BHJIOB
NEeATEIbHOCTH, YTBEPKJIECHHbIMU pykoBOACTBOM & IlenTpa ®Cb Poccum 31.03.2015 Ne
149/7/2/6-432.

B Tlomutuke omnpenenensl TpeboBanus k nepconany HWCIIJH, creneHn
OTBETCTBEHHOCTH TMEPCOHANA, CTPYKTypa U HEOOXOJUMBIN YpOBEHb 3alIUIIEHHOCTH,
CTaTyC U JOJDKHOCTHBIE OOS3aHHOCTU COTPYIHHUKOB, OTBETCTBEHHBIX 3a oOecreueHue
oe3omacHoctu nepcoHanbHbIX AaHHbIX B MCII[H Cnobomo-TypuHckoil pailoHHOM



TEpPPUTOPUATBHON N30HpaTenbHON Komuccuu (aanee — Komuccus).

1. O01IHe MoJI0KeHU S

Hempro Hactosmel Ilomutwkm sBaseTcs oOecrneueHHe 0€30IaCHOCTH OOBEKTOB
3ammThl Komuccuu OoT BCeX BHUAOB YIpO3, BHEUIHUX M BHYTPEHHUX, YMBIIUIEHHBIX U
HEIMpeJIHAMEPEHHbIX, MHUHUMHU3ALMSA yiiepda OT BO3MOXHOW peanu3aluud yrpo3
oe3onacuoctu [1JIn (YBIIn).

be3onmacHOCT MEPCOHANBHBIX JAHHBIX JOCTUTACTCS MYTEM  MCKIIOYECHUS
HECAHKI[IMOHUPOBAHHOI'O, B TOM YMCJIE CIYyYalHOro, JOCTYyNa K NEPCOHAIBHBIM JaHHBIM,
pe3yibTaTOM KOTOPOTO MOXKET CTaThb YHUYTOXKEHHUE, HW3MEHEHUue, OJIOKUPOBaHUE,
KONHMPOBAHUE,  PACHPOCTPAHEHUE  MEPCOHANBHBIX  JAaHHBIX, a TAaKXKE  HHBIX
HECAHKIIMOHUPOBAHHBIX JEHCTBUM.

Nudopmarus u CcBS3aHHBIE C HEW PECYpPChl JODKHBI OBITH JOCTYITHBI IS
aBTOPU30BAHHBIX  IMOJb30Barenel.  JIOMKHO  OCYIIECTBISATBCS ~ CBOECBPEMEHHOE
obHapy»xeHue u pearupoBanue Ha Y BI1JIH.

JIOJDKHO OCYHIECTBIIATBHCS IMPEIOTBPALICHUE NPEAHAMEPEHHBIX WM CIyYalHBIX,
YACTUYHBIX WJIM TOJTHBIX HECAHKIIMOHUPOBAHHBIX MOIU(MUKAIUN WM YHUYTOXKCHHUS
JTAHHBIX.

CoctaB 00BEKTOB 3amuThl TpeAcTaBieH B «llepedHe mepcoHaIbHBIX ITaHHBIX,
obpadartbiBaeMbiXx B Ci1000710-TypruHCKON pailOHHONW TEPPUTOPHATBHOM H30MpaTeIbHOM
KOMUCCUM B CBSI3M C peanu3aleil ciny>keOHbIX (TpYAOBBIX) OTHOILIEHUM, a TaKKe
OCYIIECTBICHUEM TOCYAAPCTBEHHBIX (YYHKITHID.

Cocras UCIIIlH  nomnexanmx  3amure, npeacraBieH B «llepeune
MH(OPMAIIMOHHBIX CHUCTEM NEPCOHANBHBIX NaHHbIX B Cno0omo-TypuHCKOW palloOHHOU
TEPPUTOPUATBHON N30UPATETHLHON KOMUCCHI.

2. O0aacTh 1elcTBUA

TpeboBanust Hacrosimed IlonMTUKKM pacnpoCTpaHSIOTCS Ha BCEX COTPYAHHUKOB
Komuccun (mratHbIX, BpEMEHHBIX, pabOTAIOMIMX MO KOHTPAKTy W T.II.), a TaKKe BCEX
IpoYuX JIML (MOAPSAAUUKH, Ay JUTOPHI U T.I1.).

3. Cucrema 3a10MThHI IEPCOHAJIBHBIX JAHHBIX

Obecnevenne 0€30MaCHOCTH IEPCOHATBHBIX JTAHHBIX JOCTUTACTCS, B YACTHOCTH:

onpenereHueM yrpo3 0€30MacHOCTH NMEPCOHATBHBIX JIAHHBIX MPU X 00paboTKe B
MH(OPMAIMOHHBIX CUCTEMAX MEPCOHANBHBIX TAHHBIX;

NPUMEHEHUEM OpraHMW3allMOHHBIX W TEXHUYECKHMX Mep MO0 00ecrneyeHuIo
0€30MMacCHOCTH MEPCOHATBHBIX JaHHBIX PU UX 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMax
NEPCOHANIbHBIX JAHHBIX, HEOOXOAMMBIX JUIsl BBINOJHEHUS TpeOOBAaHMN K 3alllUTe
NEPCOHANIbHBIX  JIAHHBIX, HCIOJHEHHE KOTOpPhIX OO0ECrneYyrMBaeT YCTaHOBJICHHbBIC
[IpaButenbctBOM Poccuiickori dexepanuyd ypOBHHM 3alUIIEHHOCTH IEPCOHAIBHBIX
JTAHHBIX;



10

MPUMEHEHUEM MPOLIEAIINX B YCTAHOBJICHHOM MOPSJAKE MPOLEAYPY OIEHKHU
COOTBETCTBUS CPEJICTB 3aIUTHI HH()OPMAITUY;

OIleHKOW 3(P(HEeKTUBHOCTH MPUHUMAEMBIX Mep IO O00eCIeYeHHI0 0e30MacHOCTH
NEPCOHANIBHBIX JaHHBIX JIO0 BBOAA B OJKCIUTyaTalvilo HHGOPMAIMOHHON CHCTEMbI
MIEPCOHAJIBHBIX TAHHBIX;

Y4ETOM MAIIMHHBIX HOCUTENEH NEPCOHANBHBIX JJAHHBIX;

oOHapyXeHHeM (PaKTOB HECAaHKIHOHHUPOBAHHOTO JOCTyHNa K MEePCOHAIbHBIM
JAHHBIM W MPUHATHEM MEp, B TOM YHUCJE MEp MO OOHApYXKEHUIO, MPEAYNPEKICHUIO U
JUKBUAALMK TIOCIHEACTBUNA KOMIIBIOTEPHBIX aTak Ha HWHGOPMAIIMOHHBIE CHUCTEMBI
MEePCOHAIBHBIX IAHHBIX U [0 PEaripOBAHUIO HA KOMIIBIOTEPHBIE UHIIUJECHTHI B HUX;

BOCCTAQHOBJICHUEM  TMEPCOHAJIBHBIX  JAHHBIX,  MOAU(MDUIIMPOBAHHBIX  WJIU
YHUYTOXEHHBIX BCJIEACTBUE HECAHKIIMOHUPOBAHHOTO JOCTYIA K HUM,;

YCTAHOBJICHHEM IMPaBUJI JIOCTYINA K MEPCOHAIbHBIM JaHHBIM, 00pabaThiBaeMbIM B
MH(OPMAIMOHHOW CUCTEME MEPCOHATBHBIX JIaHHBIX, & TAKKE 00ECTICUEHUEM PErUCTPallUuU
U yueTa BCeX JEeUCTBUM, COBEpPIIAEMbIX C MEPCOHATBHBIMU TaHHBIMHU B MH(POPMAITMOHHOMN
CHUCTEME MEPCOHAIBHBIX JAHHBIX;

KOHTPOJIEM 3a [PUHUMAEMbIMU MeEpaMH MO0 O0OeCleueHu0 Oe30MacCHOCTH
NEPCOHANBHBIX JAHHBIX W YPOBHS 3allUIIEHHOCTH HWHOOPMAIMOHHBIX CHUCTEM
MIEPCOHAJIbHBIX TAHHBIX.

Cucrema 3amuThl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTpouTCsS HA OCHOBaHUMU:

AKTa BHYTPEHHETO KOHTPOJISI COOTBETCTBUSI 00paOOTKH MEPCOHABHBIX TAHHBIX.

[lepeunss mnepcoHaNbHBIX JaHHBIX, oOpabarbiBaemblx B Crnobomgo-TypuHckoi
paliOHHOW TEPPUTOPHATBHON H30MpPATEIbHONM KOMHCCHHM B CBSI3M C peaiu3aluen
CITyXeOHBIX (TPYIOBBIX) OTHOIICHHWH, a TakKXe OCYIIECTBICHHEM TOCYIapCTBEHHBIX
byHKIIHIA;

AKTOB KJ1accuuKary HHHOPMAIIMOHHBIX CUCTEM MTEPCOHAIBHBIX TaHHBIX;

Mopaenu yrpo3 6€30MacHOCTH NMEPCOHANbHBIX TAHHBIX;

Matpuiisl 10CTyna MoJjib30BaTeNield K 3alluillaeéMbIM UH(QOPMAIIMOHHBIM pecypcam
NCIIdH;

PykoBogsumx nokymenToB @CTIOK Poccun u ®Cb Poccun.

Ha ocHOBaHMM 3THMX JOKYMEHTOB ONpENESeTCs HEOOXOIMMBIH YpPOBEHb
samuineHHocty 11 kaxaon MCII/n Komuccun. Ha ocHOBaHMYM aHanm3a akTyaJbHbBIX
yrpo3 Oe3omnacHoctu [I/lH ommcanHoro B Mogenu yrpos, JenaeTcss 3aKIlOYeHUE O
HEOOXOJMMOCTA  WCIIOJIB30BAHUS  TEXHUYECKUX  CPEICTB W  OpPraHU3AIMOHHBIX
mepornpusiTuii  ans  obecrnieueHus OezomacHoctu [1/H. BriOpanusie HeoOXoaumbie
MepornpusaTus otpaxaiorcas B «CocraBe Mep 3aluThl HMHOOPMAIMOHHBIX CHUCTEM
MEPCOHAIBHBIX TAHHBIX).

Jus UCII[H nomkeH OBITh COCTaBIEH CHHCOK HCIOJIB3YEMbBIX TEXHUYECKUX
cpencTB 3aIuThl (najee - Cucok), a Tak ke MpOrpaMMHOT0 00ECIIEUeHHU S, YHaCTBYIOIIETO
B 00paboTke I1/1H, Ha Bcex anemenTax UCII/IH:

APM mnonn3oBarerei;
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CepBepa npHIIOKEHUI;

CYB/;

I'panuust JIBC;

KananoB nepenauu B ceTu 00111€T0 MOJIH30BaHUSA U (UJIM) MEXKTYHAPOJHOTO OOMEHA,
eciii o Hum niepegarores [1/1H.

B 3aBucumocTu ot ypoBHs 3aumiieHHoctd UCITJIH u aktyanssbix yrpo3, C3I11H
MO>KET BKJIIOYATh CJIEIYIOLIIME TEXHUYECKUE CPECTBA:

AHTUBUPYCHBIE CPEACTBA JJIsl pab0YMX CTAHLIMI MOJIB30BATENEH U CEPBEPOB;

CpelICTBa MEKCETEBOI0 SKPAHUPOBAHUS;

CpeacTBa Kpunrorpaduyeckoi 3amuThl HHGOPMALMU NpU Tepeaade 3aluiiaeMoin
uHOpMaIuK 10 KaHajJaM CBSI3U.

Tax e B CHUCOK TOMKHBI ObITh BKIIOYEHBI (DYHKIIMU 3aIIUTHI, OOECIIeunBaeMble
mTaTHeIMU ~ cpeacTBamMu  obpabotku [IJI[H  onepanuvonHsiMu  cucteMamu  (OC),
npukiaaausiM [1O 1 crenuanbHBIMU KOMIUIEKCAMU, PEATM3YIOIIMMU CPEJCTBA 3aIUTHI.
Criucox yHKIIMI 3aIUTHI MOKET BKIIIOUATh:

YIPABJICHUE U pa3rpaHUUYCHHE IOCTYIIA M10JIb30BaTENEH;

PErUCTpaIvIO U YUeT JEeHCTBUI C MH(OpMAIIUEH;

oOecrieueHune eI0CTHOCTH IaHHbIX;

oOHapyKeHHE BTOPKEHUIA.

CnHcoK HCTOIb3yEMBIX TEXHUUECKUX CPEACTB oTpaxaercs B «llimane MeponpusThii
1m0 00€CTeUeHUI0 3allUThl MEePCOHANBHBIX MaHHBIX». CIHCOK HCHOJIB3YEMBIX CPEICTB
JOJDKEH TMOJAEPKUBATHCS B aKTyalbHOM cOCTOsiHMM. [lpu M3MeHeHuu cocTaBa
TEXHUYECKUX CPEACTB 3auuThl uiu 3meMeHToB UCII[IH coOoTBETCTBYIOIIME U3MEHEHHUS
JOJKHBI OBITh BHeceHbl B CHHMCOK M YTBEp)KIEHBI mpezcenarenem 3OuparenbHo
komuccun CBepAIOBCKOI 00aCTH WU JIMIIOM, OTBETCTBEHHBIM 32 00€CTIeUeHHE 3aIUThI
I1/1H.

4. TpeooBanus k moacucremam C3I1/1n

C3I1dn BritOYaET B ce0s CAEAYIONMINUE MOACUCTEMBI:

yIPaBJIEHUS TOCTYIIOM, PETUCTPALINU U YUETA;

o0ecrneueHns HEJIOCTHOCTU U IOCTYITHOCTH;

AHTUBUPYCHOM 3aILIUTHI;

MEKCETEBOTO SKPAHUPOBAHUS,

aHaJu3a 3allUIIECHHOCTH;

O0OHapyKEHUS BTOPKEHUH;

KpUNTOrpaQUuecKOM 3aIHUThI.

[Moncucremsr C3I1/IH nMeroT pa3nuuHbIi (YHKIIMOHAN B 3aBUCHMOCTU OT KJlacca
NCIIdu, omnpeneneHHOro B «AkTe KiaccuuKamuu HUHPOPMAIMOHHONW CHCTEMBI
NEPCOHANIbHBIX JaHHbIX». Cnucok cooTBeTcTBUA ¢GyHKuui noacuctem C3IIJIH knaccy
3aIIUIIEHHOCTH NPEACTABIEH B TEXHUYECKOM 3aJIaHUU MO CO3/IaHUI0 CUCTEMbI 3AIHThI
uHbopMaIuu NHPOPMAIIMOHHON CUCTEMBI IEPCOHATIBHBIX TaHHBIX.
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HOI[CI/ICTeMa YIIPaBJICHHUA AOCTYIIOM, PCTUCTPALIMK M YUCTA

[Toncucrema ynpaBieHHs] JOCTYHOM, PETHUCTpalid M y4eTa MNpeJHa3HaudyeHa IS
peanu3aluu Caeayomux GyHKIIMA:

UACHTU(PUKAIIMK U TPOBEPKH MOJUIMHHOCTA CYOBEKTOB JOCTyINa NpPH BXOJAE B
NCIIH;

UIEeHTU(UKAITIN TEPMUHAIOB, Y3JI0OB CETH, KAHAJIOB CBSI3U, BHEIIIHUX YCTPONCTB IO
JIOTUYECKUM UMEHaM;

UJEeHTU(PUKAIIMU TTPOTpaMM, TOMOB, KaTaJIOroB, (aiyioB, 3amuce, moyie 3amucei
10 UMEHAaM;

perucTpanuu Bxojaa (BbIX0J1a) CYOBEKTOB JOCTYIA B CUCTEMY (M3 CHUCTEMBI), OO0
pEerucTpanuu 3arpy3ku 1 HHUIMATU3AINHI OTIEPALIMOHHON CUCTEMBI U €€ OCTaHOBA.

pErucTpanuy MOMBITOK JOCTyMa MPOTPAMMHBIX CPEACTB (IPOrpaMm, MPOIECCOB,
3a/1a4, 3aJJaHui) K 3alKIaeMbIM ¢aiiam;

pEerucTpalyy MOMBITOK AOCTyNa MPOrPaMMHBIX CPEACTB K TEpMUHAJIAM, KaHajam
CBSI3U, IPOrpaMMamM, TOMaM, Katajoram, (haisiaM, 3armmucsim, TOJISIM 3aIICeH.

[Togcuctema ympaBieHUsS TOCTYIIOM MOXET OBITh peaqn30BaHa C ITOMOIIBIO
MITaTHBIX cpencTB 00padoTku I1/1H (oneparmonubix cucteM, npuioxenuit u CYBJI). Tax
XK€ MOXET OBITh BHEJIPEHO CHEIHUATbHOE TEXHUYECKOE CPEJCTBO WM HX KOMILIEKC,
OCYULIECTBJISIOIINE JOMOTHUTENbHbIE MEPHI IO ayTeHTU(DUKAIIMU U KOHTpoto. Hanpumep,
MPUMEHEHUE €IMHBIX XPAHWJIHIL YYETHBIX 3alKUCEl MOJIb30BaTENe U PErucTparuoOHHON
uH(OpMAaIMU, MCHOJb30BaHUE OMOMETPUYECKUX W TEXHUYECKUX (C  TIOMOIIBIO
AJIEKTPOHHBIX MPOMYCKOB) MEp ayTeHTU(PUKALIMKI U TPYTUX.

[loacucrema oOecneyeHus OCJIOCTHOCTH M JOCTYIIHOCTH

[loncucrema obecrnieueHusi LENOCTHOCTH M JOCTYMHOCTH TMpeIHa3HauyeHa s
oOecrnieyeHnst 1eJI0CTHOCTUA U AocTynHocTH [1/IH, mporpaMMHBIX U anmapaTHBIX CPEICTB
NUCITIz Kommuccun, a Tak XK€ CpPEACTB 3alMThI, MNPHU CIYyYaHHON WM HaMEPEHHOU
MOIU(DUKALIAH.

Ilogcuctema peanmsyercs C MOMOIIBIO OpPraHU3allMM PE3EPBHOTO KONMPOBAHUSA
o0OpabaThIBaeMbIX TaHHBIX, a TAK XK€ pe3epBUPOBaHNUEM KITI0UeBBIX dneMeHToB UCII/IH.

[loacucreMa aHTUBUPYCHOM 3aIIUTHI

[logcucTtema aHTUBUPYCHOW 3alllUThl MpeAHA3HAYeHa JJIg  oOecredyeHus
aHTUBUPYCHOM 3amuThl cepBepoB U APM nons3oBateneit MCIIx Komuccum.
CpencrBa aHTUBUPYCHOW 3allIUTHI MPEIHA3HAYEHBI JUIS PEAIU3alUU CICHYIOLIIUX
(bYyHKITHIA:
PE3UACHTHBIN aHTUBUPYCHBI MOHUTOPHHT;
AHTUBUPYCHOE CKAHUPOBAHMUE;
CKPHIIT-0JIOKUPOBAHUE;
LEHTPATN30BaHHON/yaIEHHOW YCTaHOBKH/IEUHCTAIUISIIIUN aHTUBUPYCHOTO
IIPOAYKTa, HACTPOWKH, AJMUHHUCTPUPOBAHMSA, NPOCMOTPA OTYETOB H
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CTaTUCTUYECKON HHPOpMAINH 11O PabOTE MPOIYKTa;
aBTOMATU3UPOBAHHOTO OOHOBJICHUS aHTUBUPYCHBIX 0a3;
OTPaHUYECHMS TIpaB IOJb30BATENS] HA OCTAHOBKY HCIIOJHSAEMBIX 3aJad U
MU3MEHEHHS HACTPOEK aHTUBUPYCHOTO IPOrPAMMHOTO 00ECIICUEHUS;
ABTOMATHYECKOTI'0 3aIlyCKa HEMOCPEACTBEHHO MOCJE 3arpy3KH OMEPAllMOHHON
CHUCTEMBI.

IToncucrema peanusyercss IyT€M BHEAPEHUS CHEUUAIBHOTO AHTUBUPYCHOTO

nporpaMMHOro obecrniedeHus Ha Bce anemenTsl UCITH.

[loacucreMa MEKCETEBOrO SKPaHUPOBAHMS

[loncucrema MeEXCETEBOIO SKpAaHUPOBAHUSA TMpEeAHA3HAUYEHA Ui peau3aluu
cnenyomux QyHKIAN:

bunbTpauU OTKPHITOTO U 3amudpoBaHHoro (3akpeitoro) IP- tpaduxa;

(¢uKkcauuyu BO BHYTPEHHMX >KypHajlaX MH(OpPMALMUA O MPOXOJAILIEM OTKPBITOM U
3akpbeIToM [P-Tpaduke;

UACHTU(DUKAIIMN U ayTEeHTU(PHUKAIMN aIMUHUCTPATOPa MEKCETEBOIO JKpaHa MpHU
€ro JIOKaJIbHBIX 3alpocax Ha JOCTYII;

perucTpanuy BxoJa (BbIX04a) aIMUHUCTPATOPA MEXKCETEBOT0 KpaHa B cUcTeMy (U3
CUCTEMBI) JINOO 3arpy3KH U MHULMAIU3ALMH CUCTEMBI U €€ POrPaMMHOI0 OCTaHOBA;

KOHTPOJISL LIEJIOCTHOCTH CBOEH MPOrpaMMHOM M MH(POPMAIIMOHHOM 4acTy;

(GuIbTpaU MaKEeTOB CIY)KEOHBIX MPOTOKOJIOB, CIY>KAIUX A JTUArHOCTUKU H
yIpaBiIeHUs pabOTOI CETEBBIX YCTPOICTB;

(GuIbTpaLUK C YYETOM BXOAHOIO U BBIXOJHOTO CETEBOIO MHTEp(eiica Kak cpeacTBa
IIPOBEPKU MOJJIMHHOCTH CETEBBIX aPECOB;

PETUCTPALIMK U y4YeTa 3alpalIUBAEMbIX CEPBUCOB IPUKIATHOTO YPOBHS;

OJIOKMPOBaHUS JOCTYNa HEUACHTU(PUIUPOBAHHOTO OOBEKTa WIH CYOBEKTa,
NOJUIMHHOCTh KOTOPOTO TpU  ayTeHTU(UKAIMM HE TMOATBEpAMIIach, METOJIaMH,
YCTOMYMBBIMHU K [IEPEXBATY;

KOHTPOJIS 32 CETE€BOM aKTUBHOCTBIO MPHIIOKEHUN U OOHAPYKEHMSI CETEBbIX aTak.

[loacucrema peanu3yercsi BHEIPEHUEM MPOrpaMMHO-AMNNAPaTHBIX KOMILIEKCOB
MEXCETEBOro FKpaHupoBanus Ha rpanuie JIBC, kiiaccom He HuxkeE 4.

[loacucremMa aHaamM3a 3alUIICHHOCTH

[logcucrema aHanu3a 3alIMIIEHHOCTH JIOJDKHA OOECIeYMBaTh  BBISIBJICHUE
ySI3BUMOCTEM, CBsI3aHHBIX C ommOkamu B koHpuryparuu 110 UCII[H, koTOpble MOTYT
OBITH UCITOJIH30BAHBI HAPYIIUTEIIEM ISl peaTU3aliK aTaKu Ha CUCTEMY.

OYHKITMOHAT TOJCUCTEMBI MOXKET OBITh peaJu30BaH MPOTPAMMHBIMU |
IPOTrPaMMHO-aNMNapaTHBIMU CPEACTBAMH.

IToncucremMa 0OHAPYKEHUST BTOPKEHUI

Iloacucrema 06Hapy7KCHI/IH BTOp}KCHI/Iﬁ JOJIDKHaA 00ecrneYrBaTh BEISBICHUE CETEBBIX
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atak Ha anemeHThl WCIIJ[H, moAKIIOYEeHHBIE K CETSIM OOIIEro MOJIb30BaHUS U (WJIN)
MEXIyHApOAHOTO OOMEHa.

OYHKIIMOHAT TMOJCUCTEMbl MOXKET ObITh peaJu30BaH MPOrPAMMHBIMU U
POrpaMMHO-AMIAPATHBIMU CPEJICTBAMH.

[loacucrema KDPIHTOFDad)PI‘ICCKOﬁ 34T ThI

[Toacuctema kpunrorpaduaeckoil 3amuThl peaHazHadeHa 1 uckmrodeHuss HCJJ
k 3amuiraemoii undopmarmu B UCIT/In Komuccun npu ee nmepegaue mo kaHajaam CBS3U
ceTel 00IIero Mob30BaHus U (MJTK) MEXTyHApOIHOTO0 OOMEHA.

[loacucrema peanusyercss MyTeM BHEIPEHUS KPUNTOrpapuyecKux MpOrpaMMHO-
-anmnapaTHbIX KOMIUJIEKCOB.

5. Ioan3oBatean UCILIn

B UCIIIn Komuccuu MOXHO BBIAEIUTH CIEAYIOLIME TPYIIBI M0JIb30BaTENEH,
y4acTBYIOIIMX B 00paboTke u xpaneuuu [1/1x:
Anmunuctparopsl UCITH;
AJMUHHCTpPATOPBI OE30MACHOCTH;
Onepatopsl APM;
Anmvunuctpatopsl cetn MCII/IH;
TexHuueckne  COCMUAIUCTBI 1O  OOCIYXHUBAaHHUIO  TEpUPEPHITHOTO
000py10BaHUS.
JlaHHbIE O TpyIIax MOJb30BATENAX, YPOBHE UX JOCTyNa U MH()OPMHPOBAHHOCTU
JOJDKHBI OBITh OTpakeHbl B MaTpulle J0cTyna TMojdb30oBaTeNed K 3allydiiaeMbIM
UH()OPMAITMOHHBIM PECYpPCaM.

Anpmunuctparop UCIL I

Anmunuctpatop UCIIH, corpynnuk Komuccuu (MM MHOE YMOJIHOMOYEHHOE
JUII0), OTBETCTBEHHBIM 3a HACTPOWKYy, BHeapeHue u compoBoxiaenue HWCII/H.
ObecneunBaeT (QyHKUMOHHpPOBAHUE MojacucTeMbl yrpasienus goctynom WCII[An u
YIOJIHOMOYEH OCYIIECTBIISITh NPEIOCTABICHUE W PA3rPaHUYEHUE NOCTyIla KOHEYHOI'O
nosib3oBatess (Onepatopa APM) k anieMeHTaM, XpaHsIKUM [epCOHANIbHbIE JaHHbIE.

Anmvunuctpatop UCII/IH o61agaeT cienyomuM YpoBHEM A0CTYIIA U 3HAHUM:

oOnanaer mojaHOW WHGOpManuedl O CUCTEMHOM M MPUKIAAHOM HPOrpaMMHOM
o6ecneuenun UCII/IH;

oOjanaeT MOJIHOM HHPOpPMAIME O TEXHHUYECKHX CpEACTBaX M KOH(UTrypanuu
NCIIdx;

UMEET JOCTYIl KO BCE€M TEXHUYECKHM CpEICTBaM 00paOOTKH HHPOpMALUU U
nanaeiM UCIT/IH;

oOjamaeT mpaBaMd KOH(PUTYPUPOBaHHS W aJMHUHUCTPATUBHOM HACTPOUKH
texHudeckux cpeacts MCIIH.
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AaMuUHUCTPATOD 0€30IMACHOCTH

Anvunuctpatop ~ Oe3zomacHocTH,  coTpyaHuk — Komwmccum — (wmm wHOE
YIOJHOMOYEHHOE JIMIIO0), OTBETCTBEHHBIN 3a (yHkuuonupoBanue C3II1/IH, BriIrOUas
o0cnmy>KMBaHUE M HACTPONKY aAIMUHUCTPATUBHOM, CEPBEPHON U KIIMEHTCKOW KOMITOHEHT.

AnmuHucTpaTop 0€30MacHOCTH 00J1a/1aeT CIEAYIOIUM YPOBHEM J0CTYIA U 3HAHUM:

obnanaer npaBamu Aamunuctpatopa UCIdH;

oOnanaet noaHou nHpopmanueit 06 UCIIH;

UMEET JIOCTYI K CPeJICTBAM 3aIUThl HH()OPMAIIMK U TPOTOKOIMPOBAHUS U K
yacTu Karo4eBbIX d51eMmeHToB UCII/IH;

HE UMEET MPaB JOCTYIa K KOHOUTYPUPOBAHUIO TEXHUIECKUX CPEJCTB CETH 3a
HCKJIIOYEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX ).

AIMUHUCTpATOp OE30MACHOCTH YIOTHOMOYEH:

peann30BbIBaTh NOJUTUKHM Oe3omacHocTH B yacTh HacTpoitku CK3U, mexceTeBbix
PKPAHOB M CHUCTEM OOHApYy>XEHHUs aTak, B COOTBETCTBUU C KOTOPBHIMU IOJIb30BATEIb
(Oneparop APM) nonydaet BO3MOXHOCTh padoTath ¢ dnementamu UCI1/IH;

OCYILIECTBIISITh ayJAUT CPEICTB 3AIIUTHL;

Oneparop APM

Onepatop APM - corpynuuk Komuccun (Wi HMHOE YHMOJIHOMOYEHHOE JIMIIO),
ocymectistomuil - oopadborky IIJIH. O6pabotrka II[lH BkIHOYaeT: BO3MOXKHOCTH
npocmotpa [1/In, pyunoii BBoa I1In B cucremy MCII/H, popmupoBaHue crnpaBok u
otueToB 1o uHopmaruu, norydeHHou uz UCIIJ. Oneparop HE MMEET MOTHOMOYHH IS
yhpaBieHHs nojcucreMamMu 00padoTku gaHHbiX U C3I1/IH.

Omneparop UCIIJIH o6nagaeT ciaeayronuM ypoBHEM JOCTYa U 3HAHUI:

o0jamaer BceMH  HEOOXOAUMBIMH  aTpuOyTamMu  (HampuMmep, MapoJieM),
o0ecrneynBaroIMMH JOCTYN K HEKOTOpoMy noaAMHOkecTBY [1/1H;

pacnosaraeT KOHQHUACHINAIbHBIMU JAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Anmuauctparop cetu UCIH

Anmunuctpatop cetu UCIIIH, cotpynHuk KoMuccuu (Mam HHOE yIIOJTHOMOYEHHOE
JIMII0), OTBETCTBEHHBIH 3a (PYHKIMOHUPOBAHHE TEIEKOMMYHHKAI[MOHHON MOJCHUCTEMbI
NCITIH. AIMHUHHCTPATOp CETU HE MMEET MOJHOMOYMI JJIsl YIPABICHUS MOJACUCTEMAMU
00pa0OTKM TaHHBIX U OE30MaCHOCTH.

AJMUHHUCTpATOpP ceTH 00JaAaeT CIEAYIOINUM YPOBHEM JIOCTYIIA U 3HAHUI:

o0jazaeT 4acTel0 MHPOPMAUU O CHCTEMHOM U IPUKIATHOM IPOrpaMMHOM
o6ecneuenun UCII/IH;

o0janaeT 4acThl0 HMH(OpPMAIIMM O TEXHUYECKUX CPEIACTBAX M KOH(UTYypaluu
NCIIdx;

UMeeT (PU3NUECKUN TOCTYI K TEXHUYECKUM CpecTBaM 00pabOTKH MH(OpMALIUU U
CpEeICTBaM 3alIUThI;

3HAET, M0 MEHBIIEH Mepe, OJIHO JIETAIbHOE UMSI TOCTYyTIA.
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TexHUYeCKUH CIIENUATIMCT 0 00CIYKUBAHUIO NEPpUDEPUTHOTrO 000PYI0BAHUSI

Texauueckuii cienuaarucT Mo 00CITyXHBaHUIO, COTpyAHUK Komuccun (v mHOE
YIOJHOMOYEHHOE JIMI0), OCYHIECTBISIET OOCIIYy)KMBAaHUE M HACTPOUKY NepudpepuitHOro
obopynoBanusa UCII/IH. Texauueckuil cCenuagycT 1Mo o0CIy>KUBaHUIO HE UMEET JI0CTyNa
Kk I1/IH, HE MMeeT MOJHOMOYMM JUIsl yIpaBieHHUs MOJCUCTeMaMU OOpa0OTKU NaHHBIX U
0€30IaCHOCTH.

TexHudeckuil cHenUamIUCT MO OOCIYKMBaHHIO OOJalaeT CJIEIYIOIIMM YPOBHEM
NOCTyNa U 3HAHUM:

oOnagaeT 4acThi0 HMHQOpPMALMKU O CHUCTEMHOM U MPUKIAJHOM MPOrpaMMHOM
obecneuenuu UCII/IH;

oOjamaeT 4acThl0 HMH(OpPMAIMM O TEXHUYECKUX CPEACTBAX M KOH(UTYypaIuu
NCIIdn;

3HAET, IO MEHBLIEH MEpE, OJHO JIETATbHOE UM TOCTYyTA.

6. TpeOoBaHus Kk nepcoHaay 1o odecnevyeHno 3ammuThl I/ H

Bce corpynnuku Komuccum, sistommuecs noib3oBarensiMu MCIIIH, noJbKHBI
YETKO 3HATh M CTPOTO BBITIOJIHITH YCTAHOBIICHHBIE TIPABUIA ¥ O0S3aHHOCTH 10 JOCTYITY K
3alUIIaeMbIM 00BEKTaM U COOIIOICHHUIO MPUHATOTO pexuma OezonacHoctu [1][H.

[Ipu BcTymieHNH B JJOKHOCTH HOBOT'O COTPYAHUKA OH JTOJDKEH OBITh 03HAKOMJIEH C
HEOOXOJAMMBIMU JIOKYMEHTAaMH, PErjlaMEHTUPYIOIMMU TpeOoBanus no 3amwurte [1J[H, a
Takke  OOydYeHHEe  HaBbIKAM  BBIMIOJIHEHMS]  MpOLEAyp,  HEOOXOAUMBIX  JUIs
CaHKIIMOHMPOBAHHOTO Kcnoyib3oBanus UCIT/H.

CoTpynHuK NOKEH OBITh O3HAKOMIICH CO CBeleHUsMH Hactosmed [lomutukwy,
NpUHATHIX Tpotieayp padotsl ¢ anementamu UCITIn u C3I1/H.

Cotpynnuku Komuccuu, HCHoNb3yIolue TEXHUYECKUE CPEICTBA ayTeHTU(UKAIUY,
JOJDKHBI 00€CTIeurBaTh COXPAHHOCTh MIACHTU(MUKATOPOB (AJIEKTPOHHBIX KIIOUEH) U HE
nonyckatb HCJI k HUM, a Tak k€ BO3MOXKHOCTb UX YTE€PHU WJIM UCIIOIb30BaHUSI TPETHUMU
muuamu. Ilosmp3oBaTenn HeCyT NEPCOHANbHYIO OTBETCTBEHHOCTh 32 COXPAHHOCTb
UJEeHTU(UKATOPOB.

Corpynaukn Komuccun JAOJDKHBI CHEAOBaTh YCTAHOBIECHHBIM MpPOLENypam
nojaepxkanus pexuma 6esonacHoctu [1/1a npu BeiOOpe U MCHOIB30BaHUH MapoJieH (ecau
HE UCIOJIb3YIOTCS TEXHHYECKUE CPEICTBA ayTCHTU(UKAITIN).

Corpynuukn  Komuccnn  mOmKHBI — OOecriednMBaTh — HAJISKANIYIO  3alIUTy
000pyI0BaHuUsA, OCTaBsieMOro 0e€3 MPUCMOTpPa, OCOOEHHO B TeX CIyyasx, Korja B
MIOMEIIEHUE HMMEIT JOCTYIl IMOCTOPOHHME Juua. Bce monp3oBaTenu AOJKHBI 3HATh
TpeboBanus no 0e3onacHoctu [1/1H 1 mporeaypsl 3a1UThl 000PYI0BaHMSI, OCTABICHHOTO
0€3 IpUCMOTpa, a TAKKE CBOM 00S3aHHOCTH IO 0OECTICYCHHIO TAKOH 3aIUTHI.

CoTpynHuKaMm  3alpemiaeTcs  yCTAHABIMBAaTh  ITOCTOPOHHEE  MPOrPAMMHOE
obecrnieueHure, MOAKIOYATh JUYHbIE MOOWIIbHBIE YCTPOUCTBA M HOCUTENIM UHPOpMaLIUH, a
TaK K€ 3aMKiChIBaTh HA HUX 3aIMIIAEMYI0 HH(OPMAIHIO.

CoTpynHHUKaM 3amperiaercs pasriaiiarh 3allMIaeMyro HH(OpMaluo, KoTopas
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cTaJla UM M3BECTHa Mpu padbore ¢ mHPOpMalUMOHHBIMU cucTemMamu Komuccuu, TpeTbum
JIULIAM.

IIpu pabore ¢ I[1Jn B UCIIAHn corpymuuku Komwuccuu o0si3aHbl 00eCIEUHTh
OTCYTCTBHE BO3MOXHOCTH IpocMmotpa II/[H Tpereumu smnamu ¢ MoHUTOpoB APM wim
TEPMHUHAJIOB.

[Tpu 3aBepmiennn padotsl ¢ UCIIAn corpyauuku oOs3anbl 3ammtute APM unu
TEPMHUHAJIBI C TOMOIIbIO OJIOKMPOBKHU KIIFOUOM WJIM SKBUBAJICHTHOTO CPEACTBA KOHTPOJIA,
HanpuMep, JOCTYIOM IO MapoJito, €CIM HE MCHOJb3YHTCS 0Oojiee CUIIbHBIE CPEICTBa
3aILUTBHI.

Cotpynnukn Komuccun nomkHBI ObITh  HPOUHGOPMHUPOBAHBI 00 Yrpo3ax
HapylieHus pexxuma OezonacHoctu I1[IH u oTBeTCTBEHHOCTH 3a ero HapyuieHue. OHU
JOJKHBI OBITh O3HAKOMJICHBI C YTBEPKACHHOW (hOpManbHOM MPOIEAypOl HalOKEHUs
JUCLUIIIMHAPHBIX B3BICKAHUM HAa COTPYAHUKOB, KOTOPBIE HAPYIIMIIN IIPUHATHIEC TOJIUTUKY
u miporieaypsl 6ezonacuoctu [1JIH.

Cotpynuuku 00s3aHBI 0€3 MPOMEMJICHUSI co00IaTh 000 BceX HAOII0IaeMbIX WIIH
NoJO3pUTENbHBIX citydasx pabotel MCII[H, Morymux moBiedb 3a COOOH Yrpo3bl
oesomacHoctu IIJ[H, a Takke O BBIABICHHBIX HMH COOBITUSIX, 3aTParvBarOIINX
oesonacHocth IIJ[H, pyKOBOACTBY MOApa3AeieHUss U JIMIy, OTBEYAIOUIEMy 3a
HEMEIJIEHHOE pearupoBaHue Ha yrpo3bl OezonacHoctu I1/1H.

JloimKHOCTHBIE 00s83aHHOCTH ntoab3oBareer MCITu

JloibkHOCTHBIE 00s13aHHOCTH Tosb3oBatenet MCIIJIH omucanbl B CleayrONTUX
JIOKYMEHTAX:

Nuctpykuust anmunuctpatopa UCII/H;

Nuctpykius anmuauctpaTtopa 6e3omacHocta MCIIH;

WNuctpykuus nonb3osatens UCIT/IH;

NHCTpyKIMS MOAB30BaTENs TP BOSHUKHOBEHUH BHEIITATHBIX CUTYAlIHM;

OTBETCTBEHHOCTh COTPYAHUKOB

B cootBerctBuu co cratheit 24 @enepanbHoro 3akoHa Pocculickoit deaepannu ot
27 urons 2006 1. Ne 152-P3 «O nepcoHanbHBIX JaHHBIX» JULA, BAHOBHBIE B HAPYILIEHUN
TpeboBanmii gaHHOTO @eAepanbHOTO 3aKOHA, HECYT TPAKIAHCKYI0, YTOJIOBHYIO,
aAMUHUCTPATUBHYIO, JUCHHUIUIMHAPHYIO U UHYIO MIPEAYCMOTPEHHYIO 3aKOHO/IaT€IbCTBOM
Poccuiickon denepany OTBETCTBEHHOCTD.

JeucrtBytomiee 3aKOHO/JaTEJILCTBO Poccuiickoin denepaunu [1I03BOJISIET
OpeIbsABIATh TpeOOBaHUSA MO oOOecreueHuIo O0e30MmacHoil paboThl € 3alUIIaeMOMN
uHopMaIMe W TpeaycMaTpuBaeT OTBETCTBEHHOCTh 3a HAPYIIEHHWE YCTAHOBIICHHBIX
npaBuI SKcIuTyaTanu DBM u cuctem, HenmpaBOMEPHBIN TOCTYN K HH(DOPMAIIMH, €CIIA ATH
JNEWCTBUS MPUBEIN K YHHUUTOXKEHUIO, OJJOKUPOBAHUIO, MOAUUKAIIMA WHPOPMALIMN WU
HapymieHuto padotel OBM unu cereit (crateu 272,273 u 274 YroioBHOro Kojekca
Poccuiickoii @enepanun).
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Anmunuctparop UCII/Ix 1 atmMuHUCTpaTOp 6€30MaCHOCTH HECYT OTBETCTBEHHOCTh
3a BCE JEUCTBUS, COBEPILIEHHBIE OT UMEHU UX YUETHBIX 3aIIMCEN MU CUCTEMHBIX YUYETHBIX
3amuceil, eciau He JoKa3aH (HaKT HECAHKIIMOHUPOBAHHOTO HCIOJIb30BAHUS YUYETHBIX
3aIIUCEN.

ITpu nHapymenusx corpyanukamu Komuccuu — nosp3oBatensimu UCIIIH npaBu,
CBs3aHHBIX ¢ Oe3omacHOCThiO I[IJIH, OHM HeCyT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO
JNEHUCTBYIOIIUM 3aKOHOJATENbCTBOM Poccuiickon denepanum.

7. CHIHCOK MCI0JIb30BAHHbIX HCTOYHUKOB

OCHOBHBIMM HOPMAaTHBHO-IIPABOBBIMM M METOJWYECKUMHU JIOKYMEHTAMH, Ha
KOTOpBIX 0a3upyertcs Hacrosimas [lonutuka, sBAsSIOTCS:

®enepanbHbliii 3akoH OT 27.07.2006 1. Ne 152-®3 «O mnepcoHaTbHBIX JaHHBIX,
yCTaHaBIMBAIOIIMKA OCHOBHBIE TPUHLUIBI W YycioBus oOpabotku [1/ln, mpaBa,
00s13aHHOCTH M OTBETCTBEHHOCTh YYaCTHMKOB OTHOILIEHHUH, CBS3aHHBIX C 00pabOTKOM
IT1H.

TpeboBaHust K 3aliMTe NEPCOHAIBHBIX JAHHBIX MpU HX 00paboTke B
UH(POPMAIIMOHHBIX CUCTEMaX MEPCOHANBHBIX NAHHBIX, YTBEPKICHHbIE MOCTAHOBICHUEM
[TpaButensctBa Poccuiickoit @enepaumu ot 01.11.2012 r. Ne 1119.

[Tonoxkxenne 00  OCOOEHHOCTSX  OOpaOOTKM  TMEPCOHAJBHBIX  JIaHHBIX,
OCYIIECTBJIIEMON 0€3 HCMONb30BaHMsSI CPEICTB ABTOMATU3allUM, YTBEPKIACHHOE
nocra”HoBieHueM [IpaBurtenscTBa Poccuiickoit @eaepannu ot 15.09.2008 1. Ne 687.

HopmartuBHo-MeToanueckue qoKyMeHThl denepanbHOoi Ciiy>XO0bl IO TEXHUYECKOMY
U sKcrnepTHOMY KoHTpoito Poccuiickoir @enepaunun (nanee — ®CTIK Poccun) 1o
obecneyenuto 6e3onacuoctu [1/In npu ux obpadorke B UCIIIH:

ba3oBas mozienb yrpo3 06€301acHOCTH MEPCOHAIBHBIX JaHHBIX IPU UX 00paboOTKe B
MH(POPMALMOHHBIX CUCTEMAaX IEPCOHAIBHBIX JAHHBIX, YTBEP)KICHHAs 3aMECTUTENIEM
nupekropa PCTOK Pocenn 15.02.2008 .

MeTtoauueckuii 1oKkyMeHT. MeToinka OleHKH yrpo3 0e30macHoCTH MH(pOpMaLny,
yrBepxkaeHHbId DCTIK Poccum 05.02.2021 r.

[Tpukaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O6 yrBepxknenuu TpebGoBanuii o
3anuTe MH(GOpPMAIlMK, HE COCTABJSIONIMX TOCYIApCTBEHHYIO TalHY, COJEp)KalIuXcs B
rOCyIapCTBEHHBIX MH(POPMAIIMOHHBIX CHCTEMAaX).

ITpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrtBepxaeHuun CoctaBa u
COJIepKaHUsl OPTraHU3ALMOHHBIX M TEXHUYECKUX Mep Mo obecrnedyeHuro 0e30MacHOCTU
MIEPCOHANILHBIX JAHHBIX MPH KX 00paboTKe B MHGOPMAIIMOHHBIX CHCTEMAaX MEPCOHATBLHBIX
JAHHBIX).

[Ipukaz dDenepanpHOil cinyx0bl Oe3zonmacHoctu Poccuiickoit denepanuu  oT
10.07.2014 Ne 378 «O06 ytBepxkaeHun CocTaBa M COJEpP)KAHUS OPraHU3AlMOHHBIX U
TEXHUYECKUX MEp MO O00eCHedyeHHI0 Oe30MacCHOCTH MEePCOHAIbHBIX IJaHHBIX MPU HUX
00paboTke B MHGOPMAIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAaHUEM
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CpeICTB KpUOTOrpaduyecKkoil 3amuThl WHGOOPMALNUUA, HEOOXOAMMBIX ISl BBITOJIHEHUS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit denepanmuu TpeOOBaHUN K 3alluTe
IIEPCOHANIBHBIX JAHHBIX JUIS KaXI0T0 U3 YPOBHEHN 3aAIUILEHHOCTH.

MeTtoauueckie peKOMEHJIAUU M0 pa3paboTKe HOPMATHBHBIX IMPABOBBIX AKTOB,
OTPEACISAIONIUX YIpo3bl 0€30MacHOCTH MMEPCOHATBHBIX JAHHBIX, AaKTyajbHBbIE TPU
00paboTKe TMEepPCOHATbHBIX JAaHHBIX B HWH(GOPMAIMOHHBIX CHCTEMAax IEPCOHAIbHBIX
JaHHBIX, OKCIUIyaTUPYeMbIX TMpPH  OCYIIECTBIECHHH  COOTBETCTBYIOIIMX  BHJIOB
NEeATEIbHOCTH, yTBEPKJIEHHbIE pykoBoACTBOM & llentpa ®CB Poccum 31.03.2015 Ne
149/7/2/6-432.



