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I[TOJINTUKA

MH(POPMaLIMOHHOM 6€30MacHOCTH
npu paboTe C MepCcoHabHBIMU JJAHHBIMU

B [lla/mHCKOM palioOHHOW TepPUTOPHAIbHON N30MpaTeTbHOM KOMUCCHH

OITPEAEJ/IEHUA

B HacTosIleM [OKYMEHTe WCIO/Mb3YIOTCS CAeylolde TepMUHbBI U HUX
oripe/ie/IeHusl.

ABTOMATH3MPOBAHHASL CHCTeMa - CHCTEMa, COCTOsIlass W3 TIepcoHana |
KOMIL/IEKCa Cpe/ICTB aBTOMAaTH3allud ero [esTe/IbHOCTH, peayu3yoias HuHpopma-
I[MOHHYIO TEXHOJIOTUIO BBITIOTHEHHST YCTAaHOBIEHHBIX (DYHKIIWH.

AyTeHTHUKANNUS OTHPABUTEJNA JAAHHBIX - IIOATBEep)XKIEHWe TOro, uTo
OTITPABUTE/Ib TI0JTyUe€HHBIX JAHHBIX COOTBETCTBYET 3asiBJIEHHOMY.

Be3onacHoCTh NEpPCOHAJIBHBIX JAaHHBIX -  COCTOsSIHME  3alfUILIeHHOCTU
MepCoOHANbHBIX  [IJaHHBIX, XapaKTepu3yemMoe CIIOCOOHOCThIO  TI0JIb30BaTesieH,
TeXHUUECKUX  CpPeACTB W HWHGOPMAI[MOHHBIX  TEXHOJIOTMM  0bOecrieunThb
KOH(bUeHITNATLHOCTD, 11eJIOCTHOCTh U IOCTYITHOCTb TIePCOHA/IbHBIX AaHHBIX TIPYA UX
00paboTKe B MIHPOPMAIJMOHHBLIX CUCTEMAaX MePCOHA/ILHBIX TaHHBIX.

Buomerpuueckue nepcoHajibHble JaHHbIE - CBEIeHNA, KOTOPbIe XapaKTepusyrT
¢du3nonornueckrie 0COOEHHOCTH UesIoBeKa ¥ Ha OCHOBE KOTOPBIX MOXKHO YCTaHOBUTh
ero JIMYHOCTh, BK/IOUast potorpaduu, oTIeuaTKH MasiblieB, 00pa3 CeTuaTKH TJia3a,
0COOEHHOCTH CTPOEHUSI TeJia U IPYTYI0 MoA00HY0 UH(OPMALUIO.

BJokupoBaHue MEePCOHATbHBIX JaHHBIX - BDeMeHHOe TpeKpalijeHrue 00paboTKu
TepPCOHA/IbHBIX JIaHHBIX (3a WCK/IIOUeHHeM CayuaeB, ecjid 00paboTka HeoOxovMa
I7Is1 yTOUHEeHUs! TIePCOHA/TbHBIX JaHHBIX ).

Bupyc (KOMNbLIOTEPHBI, MPOrPaMMHBIii) - UCTIO/HSIeMbIA NPOrpaMMHBIA KOZ|
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WM  UHTEpPIIpeTUpyeMblii Ha0Op HWHCTPYKI[UH, o0/ajaromuii CBOMCTBaMU He-
CAaHKLIMOHMPOBAHHOTO PpacripoCTpaHeHusi M camoBocrpousBefeHus. (Co3aaHHbIe
ny6nmKaThl KOMITBIOTEPHOTO BHpyCa He BCerjla COBIAJal0T C OPUTHMHA/IOM, HO CO-
XPaHSIT CMOCOOHOCTh K JajbHelileMy pachpOCTpaHeHHI0 M CaMOBOCIIpOU3Be/ie-
HUIO.

BpenoHocHasi mporpamMma - TiporpamMma, npe/iHa3HaueHHasi /11 OCYIIeCTB/IeHUs
HeCaHKIMOHWPOBAHHOTO /0CTyra U (Wiv) BO3JENCTBUsS Ha MepcoHa/bHbIE /1aHHbIE
WU pecypchl MH(MOOPMAaIMOHHOM CHCTeMbI MepCOHaNbHBIX JaHHbIX.

BcnomorartejbHbIEe TEXHHYECKHE CpeacTBa M CUCTEMbI - TEXHUYECKHE CpeaCTBa
W CUCTeMbl, He TIpeJHa3HaueHHble [Jisi TiepeJaud, oOpPabOTKM U XpaHeHus
TepPCOHAJIbHBIX /IaHHBIX, YCTaHAB/IVBaeMble COBMECTHO C TeXHUUeCKUMH Cpe/iCTBaMHU
W CHUCTeMaMH, TMpeAHa3HaueHHbIMU [/ 00paboTKY TepCOHANbHBIX JIaHHBIX WU B
TIOMeIlleHUsIX, B KOTOPbIX YCTaHOB/IeHbI MH(POPMaI[MOHHbIE CUCTeMbI MepCOHaTbHBIX
JlaHHBIX.

JocTtyn B omepanyMoHHYI0 cpeay KoMNbiOTepa (MH(OPMAIMOHHOW CHCTEMBbI
NMEePCOHANLHBIX JAHHBIX) - TI0JIydeHHMe BO3MOKHOCTM 3allyCKa Ha BbITIOJIHEHUE
IITaTHBIX KOMaH[, (PyHKLIMM, TIPOLieAyp OIepaljMOHHON CHUCTeMbl (YHUUTOKEHUS,
KOTIMPOBaHUs, TiepeMellleHUs U T.I1.), UCITOMHSIeMbIX (DaitioB MPUK/IaZiHBIX TIPOrPAMM.

Joctyn K wuHpopMauumum - BO3MOXKHOCTb TIO/yueHUs] HH(OpMaluM U ee
MCII0J/Ib30BaHUsI.

3aKJIa104HOe YCTPOICTBO - 7IeMEeHT Cpe/CTBa CheMa WH(MOPMaIMH, CKPBITHO
BHe/IpseMbIM  (3aK/Ia/iblIBaeMbIi WM BHOCHMBIM) B MeCTa BO3MOXHOTO CbheMa
ynHbopMaluu (B TOM YKC/ie B OrpaXk/ieHre, KOHCTPYKI[HIO, 000py/10BaHue, TpeiMeThl
VMHTEepbepa, TPAaHCIIOPTHbIE CPe/CTBA, a TAKKe B TeXHWUECKHe CpeJCTBAa U CUCTEMbI
00paboTKu UHGPOpMaIH).

Bamumaemasi uHpopmamus - HWHOOPMAIMS, SABASIONIASCS  MPeIMeTOM
COOCTBEHHOCTH M TIO/I/IeXKAlllasl 3alljuTe B COOTBETCTBUH C TPeOOBaHUSIMHU MPAaBOBBIX
JOKYMEHTOB WM TpeOOBaHUSIMU, yCTaHAB/IMBaeMbIMU COOCTBEHHUKOM MHGbOpMaL1H.

Hnentudukanusa - TpUCBOeHHe CyObeKTaM M 0o0OBbeKTaM  0oCTyma

naeHTUUKaTopa 1 (UM) CpaBHeHUe TIPeIbsBIISIEMOro UIeHTU(PUKATOpa C TlepeuHeM



MIPUCBOEHHBIX UAEHTU(PUKATOPOB.

NudopmaTuBHbIH cUrHaa - JJIEKTPUYECKHWE CUTHA/bl, aKyCTUUYecKue,
3/IeKTPOMarHuTHble U Jpyrue ¢ur3uueckue TMoJis, 10 mapaMeTpaM KOTOPbIX MOJKeT
ObITb packpbiTa KOHGWeHIMaAbHas HWHMoOpMaIus (MepcoHanbHbIe aHHbBIE)
obpabaTeiBaeMast B UH(OPMALIMOHHON CHUCTEMe ITePCOHATbHBIX JJaHHBIX.

HNHpopManHOHHbIE TEXHOJOrMM - TIPOIIECChl, METOJbl TIIOMCKa, cbOopa,
XpaHeHMs1, 06pabOTKH, TIpe/OCTaBIeHNs], PaCIpPOCTPaHeHUsT MH(OPMAI[UH U CTI0COObI
OCYIIIeCTB/IeHUS] TaKUX TIPOLIeCCOB U METO/IOB.

Nudopmannonnas cucrema nepcoHanbHbIX JaHHbIX (MCIIH) - COBOKYITHOCTh
cofepskaimxcsi B 0a3ax [JaHHBIX MEePCOHAMBHBIX JJaHHBIX U 00eCreuyunBarOIIUX UX
00paboTKy MH(MOPMAaIMOHHBIX TEXHOJIOTHM U TEXHUUECKUX CPEZICTB.

Hcnosib30BaHne MEPCOHAIBHBIX JaHHbIX - JlelicTBUsl  (omepaijuu) C
TepPCOHA/IbLHBIMU JJaHHBIMH, COBepIllaeMble OTIepaTOPOM B 11eJIsIX TPUHSTHS pellleHui
WU COBepIlIeHUs WHBbIX [1eiCTBUM, TOPOKZAIOIUX HOPUAUUYeCKUe TMOoCae/ICTBUSI B
OTHOIIIeHNY CyOBbeKTa MepCcoHaabHBIX JAHHBIX WK APYTUX JHIL] MO0 UHBIM 00pa3om
3aTparvMBaroIIMX TIpaBa U CBOOOJBI CyOBbEKTa TEepCOHA/IbHBIX JaHHBIX WA JIPYTHX
i,

Hcrounuk yrposnl OesomacHocTH uHpopManuu - CyOBEKT JOCTyTa,
MaTepyuaabHBIA O0BEKT WM (HU3UUECKOe sBJIEHWE, SIB/IAIOIIAECS TIPUUHUHON
BO3HUKHOBEHUS yrpo3bl 6e30racHoCTH HHGOpMAIUH.

KonTpoaupyemasi 30Ha - TTPOCTPAHCTBO (T€PPUTOPUS, 37laHWE, YaCTh 3/jaHuS,
ToMeli[eHHe ), B KOTOPOM HCK/TIOUeHO HEKOHTPOIMpyeMoe TipebbiBaHHe TTIOCTOPOHHUX
JUL], @ TAK>XXe TPAHCIIOPTHBIX, TEXHUUYECKHUX U UHBIX MaTepUa/ibHbIX CPe/ICTB.

KonduaeHuuajibHOCTL NEPCOHANBLHBIX JaHHBIX -  00s3aTeslbHOE  JIA
COO/MIOfIeHrsT  OTIepaTOpOM WM HWHBIM TOJYUYMBIINM [IOCTYIl K TI€PCOHATbHBIM
JAaHHBIM JIMIIOM TpeOOoBaHWe He JOMyCcKaThb WX paclpoCTpaHeHHe 0e3 coriacus
cyObeKTa repCoOHaTbHBIX aHHBIX WA HaJIMUKsl MHOTO 3aKOHHOTO OCHOBAHMUSI.

Me:kceTeBoii 3KkpaH - JI0Ka/bHOe (0OJIHOKOMITOHEHTHOe) WK (DYHKIIMOHATBHO--
pacripefie/ieHHOe TpOrpaMMHoOe (IpOrpaMMHO-arapaTHoe) CpeACTBO (KOMIIIEKC),

peanu3yrolllee KOHTPOJIb 3a HWH(poOpMaleid, MocCTymnatoiied B HUH(OPMAI[MOHHYIO
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CUCTEeMY TepCOHA/NbHBIX [JJaHHbIX W (WIM) BBIXOJsled U3 WH(HOOPMALMOHHOU
CUCTEMBI.

Hapymurteap 0€30MaCHOCTH NEPCOHATIBHBIX JaHHBIX - (U3MUecKoe JUIIO,
CIy4alHO WM TMpeJHaMepeHHO COBepliaroljee [eWCTBUS, C/Ie[CTBUEM KOTOPBIX
SIBJISIeTCs HapylileHre 0e30MacHOCTH TMepCOHANbHBIX [laHHBIX TpU HUX 00paboTke
TeXHUUECKMMH CPeJICTBaMU B UH(POPMALJMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX.

HeaBromaTusupoBaHHasi 00pa0oTKa NEPCOHANLHBIX JaHHBIX - 00paboTKa
MepCOHaNbHBIX  [laHHBIX,  COJepXKaluxcsi B  HMH(OPMALMOHHOW  CUCTeMe
MepCOHaNbHbIX JaHHBIX JIMOO W3BeUEHHBIX W3 TaKOW CHUCTEMbI, CUUTAeTCs
OCYILLeCTB/IEHHOU be3 VCITI0J/Ib30BaHUsI CpeJiCTB aBTOMaTH3aLU
(HeaBTOMaTU3MPOBAHHOM), €C/IM Takue JeNCTBUSI C MepCOHA/TbHBIMU JAHHBIMH, KaK
WCI0/Ib30BaHWe, yTOUYHEHWe, paclpoCTpaHeHWe, YHUUTOXXeHWe TepCOHATbHBIX
JMAHHBIX B OTHOIIEHWM KaXXJOro W3 CYOBEKTOB TIePCOHA/IBHBIX —JIaHHBIX,
OCYILIeCTBJISIFOTCS TIPU HETTOCPeZICTBEHHOM yUYaCTUM uesioBeKa.

HenexiapupoBaHHble BO3MOXKHOCTH -  (DYHKI[MOHa/bHble BO3MO>KHOCTH
CPeJCTB BbIUUC/IUTE/NbHOM TEXHWKHU, He OMWCaHHble WIA He COOTBETCTBYIOLLWE
OMUCAHHBIM B JIOKYMeHTAL\M, TPY UCIO0JIb30BaHUM KOTOPBIX BO3MOKHO HapyllleHUe
KOH(U/IeHIIMATBHOCTH, IOCTYITHOCTH WA 1IeJIOCTHOCTH obOpabaThiBaeMoil WH-
dhopmanuu.

HecaHKIIHUOHUPOBAHHBIN A0CTYNn (HeCAaHKI[MOHMPOBAHHbIE AeHCTBHSA) -
JOCTYI K MH(OpPMaLMM WK JelCTBUS C MH(OpMaLyel, HapyLlatoliue rpaBy/a pas-
rpaHWYeHrst JOCTyNa C MCIO0Jb30BaHUWEM IITATHBIX CPEeACTB, IPe0CTaB/IsIeMbIX
MH(MOPMaI[MOHHBIMUA CUCTEMaMU MepCOHa/IbHbIX IaHHbIX.

Hocureans nadopmamuu - pu3nUecKoe JIMI[0 WIK MaTepua/bHbIi 00BeKT, B TOM
yucsie Gpunyeckoe 1moJjie, B KOTOpOM MHGOpMaLUsi HAXOJUT CBOe OTPa’KeHHe B BHUJe
CUMBOJIOB, 00pa30B, CWUTHA/IOB, TeXHWYECKMX pellleHnd ¥  MPOLIeCCOoB,
KOJTMYEeCTBEHHBIX XapaKTePUCTUK (PU3NUECKUX BEJTUUYMH.

O6e3MnunBaHNe NMEPCOHAIBHBIX JAHHBIX - JEWCTBUS, B pe3y/bTaTe KOTOPBIX
CTAaHOBUTCSI HEBO3MOXXHbIM 0e3 UCIO/b30BaHUsl JIOTIO/IHUTEIbHON WHGbOpMaLun

ornpeae/jiMTb TMPHUHAA/IE)KHOCTb TII€PCOHA/IBHBIX [1dHHBIX KOHKPETHOMY Cy@b@KTy



TepCOHA/IbHBIX JAaHHBIX.

OGpaboTka NepPCOHAJBHBIX JaHHBIX - JH000e JelicTBhe (orepaiysi) WM
COBOKYITHOCTb [I€MCTBUM (Omeparuii), CcOoBepllaeMbIX C UCMO0JIb30BAHUEM CPe/CTB
aBTOMaTH3allMi WM 0e3 WCIOMb30BaHUS TaKUX CPEACTB C I€PCOHATbHBIMU
JNaHHBIMH, BK/OuYass cbop, 3armch, CHCTeMaTH3alldi0, HaKOIJIeHWe, XpaHeHHe,
yTouHeHWe (0OHOB/IeHWE, HW3MeHeHUe), HW3B/IeUeHHe, WCIO/b30BaHue, Tiepeavy
(pacripocTpaHeHue, TIpefioCTaB/IeHUWe, [JOCTYIT), 00e3nMuMBaHHe, OJIOKMpOBaHUE,
yAaneHue, YHUUTOXKeHKe MepPCOHA/IbHbIX JaHHbIX.

OO0menocTynHble MepcoOHANIbHBIE JaHHbIE - I1€PCOHA/IbHbIE [aHHbIE, IOCTYII
HEOTPaHWUEHHOTO0 Kpyra /Wil K KOTOPBLIM IIPefoCTaB/ieH C COTrJlachsi CyOBeKTa
MepCOHAabHBIX [IaHHBIX W/IM Ha KOTOpble B COOTBETCTBUU C (PefepasbHbIMU
3aKOHAMM He pacCIipoCTpaHseTcs TpeOoBaHWe COOM0eHNsT KOH(PHUIeHITMaTbHOCTH.

Onepatop  (mepPCOHAJBHBIX  JaHHBIX) -  TOCYAApPCTBEHHbIN opras,
MYHULIUNATbHBIM OpraH, FOpUAUYeCcKoe UM (prusnueckoe 110, CAMOCTOSTE/IbHO WU
COBMECTHO C /[APyrMMH JIMIlAMM OpraHusyioiqde u (WIM) OCYIeCTB/SoI1e
00paboTKy TIepCOHa/NbHBIX MAHHBIX, a TakKKe OIpeie/isiole e 00paboTKU
MePCOHA/IBHBIX [JaHHBIX, COCTaB TMEPCOHA/IbHBIX JAaHHBIX, MOJJIeXKalux o0paboTKe,
JercTBus (omepaiuu), CoBepilaeMble C MePCOHATbHBIMU TAHHBIMMU.

Texnnueckue cpeacrsa MH(POPMAIMOHHONW CHCTEMbI MEPCOHAJBbHBIX JAHHBIX -
cpeACcTBa BbIUHC/IUTETbHOU TeXHUKHU, HMH(OpMaI[MOHHO-BBIUUCIUTETbHBIE
KOMIIIEKCBI M CeTH, CPeZiCTBa M CHCTEeMbI Iepejiaud, rpruemMa U obpabotku I1/IH
(cpeactBa M CUCTeMBbl 3BYKO3allMCH, 3BYKOYCUJIEHHWS, 3BYKOBOCIPOW3BE/EHUS,
MeperoBOpHble Y TeJeBU3UMOHHbIE  YCTPOMCTBA, CpeACTBA  W3TOTOBJIEHUS,
TUP@XUPOBAHUS IOKYMEHTOB U JIDyrHie TeXHUYeCKHe CpeficTBa 00pabOTKH peueBoM,
rpacdrueckoi, BUe0- 1 6yKBeHHOI[MGPOBOI MHMOpPMaIKH), POrPpaMMHbIe CpPe/iCTBa
(omepalioHHbIE CHCTEMbBI, CUCTEMBI yIIpaBeHUs] 0a3aMH JAHHBIX M T.I1.), CPeJCTBa
3allUThl UH(POpPMaI[1H, TIPUMeHsieMble B MH(OPMAalIMOHHBIX CUCTeMax.

Iepexsar (uHpopmamuu) - HepaBOMepHOe TOoyyeHWe UH(POpMaluU C
WCII0/Ib30BaHWEM TeXHUUYECKOT0 CpeZiCTBa, OCYIIeCTB/IsoIIero obHapykeHue, rpreM

1 00paboTKy WH(OPMATUBHBIX CUTHAIOB.



6

IlepcoHanbubie qanHbIe - Jt00as MHGOpPMAILUs,, OTHOCSLASACS K TIPSIMO WU
KOCBEHHO Oripe/ie/ieHHOMY WM oripefensieMoMy (usuueckoMy Jully (CyObekTy
TePCOHAJIbHBIX JJaHHBIX);

IToOouHbIe 3/IeKTPOMarHUTHbIE U3/TyuYeHusi U HaBOJAKH -
3/IEKTPOMarHUTHbIE H3yUeHUs] TeXHWUYeCKHUX Cpe/ACTB 00pabOTKM 3alluIriaeMoit
nHbOpMaI1, BO3HUKAIOIIMe KaK 1T0O0UHOoe siBjIeHHe W BbI3BaHHBIE 3/IeKTPUUeCKUMU
CUTHa/IaM{, JEUCTBYIOIIUMHU B UX 3JIEKTPUUECKUX M MarHUTHBIX LEMsX, a TakKe
3/IeKTDOMarHuTHble HaBOJKU STUX CUTHAJIOB HAa TOKOMNPOBO/SIIME JIMHUM,
KOHCTPYKLMU U LIeNU NUTaHUsl.

IMoJuTHKA «YHCTOr0 CTOJIa» - KOMIUJIEKC OpraHW3al[MOHHbIX MepPOIPUSTHH,
KOHTPO/IUPYIOIIAX OTCYTCTBHE 3allUChIBaHUSI Ha OyMa’KHble HOCHUTENN K/IHOUer u
aTpyubyTOB /0CTYyTIa (TIapoJieii) U XxpaHeHus1 X BOM3U 00BbEKTOB JOCTYTIA.

ITosib3oBaTens MH(POPMAIMOHHOM CUCTEMbl MEPCOHA/IbHBIX JAAHHBIX -
JIML0, yuyacTBywulee B  (PYHKLMOHUPDOBAaHWUM  HWH(POPMALIMOHHOU  CUCTEMBI
MePCOHAJIbHBIX JAaHHBIX WU UCMOJIb3YIOlllee pe3y/bTaThl ee (DYHKIIMOHUPOBAHUSI.

IpaBwia  pa3rpaHuYeHuss  JOCTyna - COBOKYITHOCTb TipaBuUJ,
perj7aMeHTHPYIOLKX MpaBa A0CTyIa CyOBeKTOB A0CTyTa K 00beKTaM AOCTYTIa.

IMporpammHuas 3akjiaaka - KOJI MPOrpaMMbl, MNpeJHAMEPEHHO BHECEHHbIM B
IIpOrpaMMy C IIeJIbI0 OCYIIIeCTBUThL YTeUKYy, U3MEHWTh, OJIOKMPOBAaTh, YHUUTOXXHUTb
MHGOPMALIMI0 WIM YHUUTOXXWATh W MOAMMPUIMPOBATH IIPOrpaMMHOe obecriedeHre
WHGOPMAI[MOHHON CHCTEeMbI MEepCOHA/IbHBIX JaHHBIX W (WIH) OJOKMpOBaTh ariia-
paTHbIE CPe/ICTBa.

IIporpammHoe (mporpaMMHO-MaTeMaTHU4yeckKoe) BO3/ieiCTBHUE -
HeCaHKIIMOHWPOBAaHHOE  BO3/IEMCTBME HA  pecypchl  aBTOMAaTU3UPOBAHHOU
MH(MOPMAaI[MOHHOW CHUCTEeMbl, OCYIIECTB/sieMOe C MCI0J/Ib30BaHWEM BpeJOHOCHBIX
TIporpamMM.

PackpbiTHe NEPCOHAIBHBIX [AAHHBIX - YMBIIIJIEHHOE WX CAydalHoe
HapyllleHre KOH(MU/IeHIIUaTbHOCTHU MepCOHabHBIX JAHHbIX.

PacnipocTpaHeHue NMePCOHAJBHBIX JAHHBIX - JIeMCTBUs, HallpaB/ieHHble Ha

PACKpPbITHE ITepCOHAJ/IbHBIX /1dHHBIX HEOIIpeAe/IeHHOMY KPYT'y JIMLI.
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Pecypc undopManMoHHON cHCTeMBbI - HMMEHOBAHHBLIM 3/IeMEHT CHCTEMHOIO,
TIPUKJIaTHOTO W arrapaTHoro obecrieueHust (yHKLMOHVMPOBaHUS
MH(MOPMaI[MOHHOW CHUCTEMBI.

Cneunaﬂbnme KaTeropu nepCoOHAJAbHBIX JAHHBIX - [I€DCOHAJ/IbHbIE OdHHBIE,
Kacarolyecsi pacoBOM, Hal[MOHATbHOM TPUHA//IE)KHOCTH, TTOJIMTUYECKUX B3IJISIZIOB,
PEJTUTUO3HBIX WM (GUI0COPCKUX yOeKIeHWM, COCTOSIHUSL 3/[0POBbSI U HWHTHUMHOMN
JKU3HU CyOBbeKTa MepCoHa/IbHbIX JaHHbIX.

CpencrBa BbIYMCJIMTEIBbHON TEXHUKH - COBOKYITHOCTb TMPOTPAaMMHBIX U TeX-
HUYECKHUX 3JIEMEHTOB CHCTeM 00pabOTKM JAaHHBIX, CIIOCOOHBIX (PYHKI[MOHHPOBATH
CaMOCTOSITe/TbHO WUJ/IM B COCTaBe IPYTUX CUCTEM.

CyobekT agocryna (cy0bekT) - JIMI0O WIM MPOLIECC, [AeUCTBUS KOTOPOro
peryiaMeHTUPYIOTCS MPaBUIaMu PasrpaHUyeHurs JOCTyIIa.

TexHuyecknii KaHajJ yTedykd HH@opmamum - COBOKYIIHOCTH HOCHUTE/S WH-
dopMmaiuu (cpescTBa 00pabOTKM), (HU3UUECKOM Cpefibl paclipocTpaHeHuss HWHGMOP-
MaTHUBHOTO CUTHAJIa U CPeJICTB, KOTOPLIMU /J0ObIBaeTCs 3aliuiijaemMasi iHQpopMariusi.

TpancrpanuyHas nepegaya nepcoHaNbHBIX JAHHBIX - TIepeJauva IepCOHA/TbHbIX
JIAHHBIX orepaTopoM uyepe3 ['ocymapcTBeHHYrO rpaHully Poccurickon ®epepaiyu
OopraHy BJIaCTU UHOCTPAHHOT'O TOCYJapCTBRa, (PU3NUeCKOMY WU IOPUIAUECKOMY JIULTY
MHOCTPAHHOTI'0 rOCyJapCTBa.

Yrpo3bl 6e30MacHOCTH NMEPCOHATBHBIX JAHHBIX - COBOKYITHOCTHb YCJIOBUM U
(dakTopoB, CO37AOIIUX OIMACHOCTh HECAHKI[MOHHPOBAHHOTO, B TOM UHWCJIe
CIy4alHOr0, AOCTYIa K MepCOHaJbHBbIM [JaHHbIM, pPe3y/JbTaTOM KOTOPOTO MO>KeT
CTaTb YHUUTOXKeHWe, u3MeHeHHe, O/I0KMpOBaHHe, KOMMpPOBaHWe, pacClipOCTpaHeHHe
MepCoHaMbHBIX /IaHHBIX, @ TAaKXXe WHbIX HECAHKI[MOHUPOBAHHBIX AEWCTBUM TIPU UX
06paboTke B MH(GOPMAILIMOHHOM CUCTEMe MepCOHAMbHBIX JAHHBIX.

YHUUTOKEHHE MEPCOHAIBHBIX JAHHBIX - JEUCTBUS, B pe3y/bTaTe KOTOPbIX
CTaHOBUTCS HEBO3MOXXHBIM BOCCTAHOBUTBH COJiepyKaHWe IepCOHA/bHBIX [aHHBIX B
MH(MOPMAaI[MOHHOW CUCTeMe MepCOHAMbHBIX JaHHbIX U (WIK) B pe3y/bTaTe KOTOPbIX
YHUYTOXKAKTCH MaTepraibHble HOCUTEU [ePCOHA/IbHBIX JaHHBIX.

YTeuka (3aimumjaemoii) uUHPoOpManUM IO TeXHUYECKUM KaHalaM -
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HEKOHTPOJIMDYeMOe pacnpoCTpaHeHue WHGOpMAalMM OT HOCUTeNs 3aljuiliaeMou
vHpopMaluu  yepe3  (PuU3NUeCKyr0 Cpelly [0 TeXHUYECKOro  Cpe/CTBa,
OCYILIeCTBJISIFOLET0 repexBaT UH(OPMaLUH.
Ys13BUMOCTB - C/1a00CTh B CpeJICTBaX 3all[UThl, KOTOPYIO MOKHO HCIIOJIb30BaTh
J71s1 HapyIIIeHUs1 CUCTeMbI WK cojiepKallleiicsi B Heil HhOpMaliu.
IlestocTHOCTH, MHpOPMAIUKU - CIIOCOOHOCTH CPE/ICTBA BBIUMC/IMTETBHON TeX-
HUKA WX  aBTOMaTU3HMPOBAHHOM  cuUCTeMbl obecrieuMBaTb  HEM3MEHHOCTb

MH(OpPMAallMM B YCJIOBUSIX C/Iy4alHOrO W/WIA TpeJHaMePeHHOr0 HCKaKeHUs

(pa3pyiueHus).



OBbO3HAYEHUSA 1 COKPAILIEHUSA

ABC - aHTUBHUPYCHBIE Cpe/iCTBa

APM - aBTOMaTU3UpOBaHHOE pabouee MeCTo

BTCC - BcrioMorare/ibHble TeXHUYeCKre CpeJCTBa U CUCTeMbI
WCTIIH - nHdbopMalMoHHasi CUCTeMa MepCOoHaIbHbBIX JaHHBIX
K3 - KoHTpOo/mMpyemasi 30Ha

JIBC - yi0KaspHasg BEIYMC/IWTe/IbHAs CeTh

MD - mexxceTeBOM 3KpaH

HC/I- HeCaHKIIJMOHUPOBAHHBIN JOCTYII

OC - oniepaLiMOHHas CUCTeMa

II/JH - mepcoHa/ibHbIe JaHHbIe

[IMB - nporpaMMHO-MaTeMaTAUeCKOe BO3/|elICTBUE

[1O - nporpamMmMHOe obecrieueHue

[ISMUH - nobouHble 371eKTPOMarHUTHbIE U3TyYeHHsI M HABOJKU
CA3 - cuctema aHa/v3a 3allUIeHHOCTH

C3WU - cpepcTBa 3aldThl UHGOPMAaLUH

C3I1H - cuctema (rmogcucTeMa) 3allldThl IePCOHAbHBIX JAaHHbBIX
COB - cucrema 06Hapy>KeHHsI BTOP>KEHUM

TKYMU - TexHnueckue KaHasibl yTeUKH MH(OPMAaL1

YBII[IH - yrpo3bl 6e3011aCHOCTH TIePCOHATBHBIX JJaHHBIX
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BBEJAEHUWE

Hacrosimas ITomuTtrika wWHGOpPMAalMOHHOM 6e30macHOCTH TIpH  paboTe ¢
MepCOHA/JIbHBIMU  JaHHbIMM B IllaJMHCKOM  palilOHHOM  TeppUTOpPHAIbHOU
n3bupaTenbHOM KomuccuM  (fmanee - [lomuTuka) — siBasieTcs:  OHI[AATBHBIM
JNIOKYMEHTOM.

[TosimTHKa pa3paboTaHa B COOTBETCTBUM C TPeOOBaHUSIMH, YCTAaHOB/IEHHBIMIU:

@enepanbHbIM  3aKOHOM OT 27.07.2006 Ne 149-®3 «06 wuHpopmaiyu,
MH(OPMAaILIMOHHBIX TEXHOJIOTHSX U O 3allliTe UH(POpMalin»;

®epepanbHbiM  3akOHOM 0T 27.07.2006 Ne 152-®3 «O mnepcoHanbHbIX
JaHHBIX»;

nioctaHoB/ieHueM [IpaBurtenbctBa Poccuiickor ®egeparyu ot 01.11.2012 No
1119 «O6 yrBepXAeHMM TpeOOBaHWI K 3alllUTe TepCOHANbHBIX JAHHBIX IIPH WX
06paboTKe B MTH(POPMAITMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX»;

noctaHoBsieHveM IIpaButensctBa Poccuiickor ®epepauyu ot 15.09.2008 No
687 «OO0 yTBep)KAeHWUH TI0JIOKEHHsI 00 0COOeHHOCTSIX 00pabOTKH TepCOHATbHBIX
JAHHBIX, OCYIIeCTB/sieMOl 6e3 UCTI0b30BaHMS CPeZCTB aBTOMAaTH3al[uN»;

noctaHoBsieHrem [IpaButensctBa Poccuiickon ®epepauym ot 21.03.2012 No
211 «O06 yTBepkKIeHUH TIepeuHs Mep, HallpaB/IeHHBIX Ha 0OecIieueHue BBITIOJTHEHHS
o0si3aHHOCTeN, TIpeaycMOTpeHHbIX @efepanbHbIM 3aKOHOM «O  MepcoHaIbHBIX
JaHHBIX» Y MPUHSTHIMU B COOTBETCTBUM C HUM HOPMAaTUBHBIMU MPAaBOBBIMU aKTaMH,
oriepaTopaMy,  SIB/SIFOLIMMMCST  TOCYJAapCTBEHHbIMM  WIM  MYHUIUIIA/IbHBIMU
OprdaHaMn»,

niprka3zoM @CTIK Poccun ot 18.02.2013 Ne 21 «O6 yTBepkaeHnu CoctaBa u
COJIepKaHusT OPTaHU3aI[MOHHBIX U TEXHUUECKHUX Mep I10 obecrieueHnt0 6e301acHOCTH
MepCcoHaNbHbIX JaHHBIX TpA WX 00paboTke B WHGPOPMAI[MOHHBIX CHCTEMax
MepPCOHAJIbHBIX JJaHHBIX»,

nipukazoM ®@CB Poccuu ot 10.07.2014 Ne 378 «O06 yTBep)K[jeHHH COCTaBa U
coZiep>KaHusl OPraHM3alMOHHBIX U TEXHUUeCKUX Mep 1o obecrieueHn0 6e30macHOCTH

MepCcoHalbHbIX JaHHBIX TMpA UX 00paboTke B UWH(POPMAI[MOHHBIX CHCTeMax
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MePCOHAJIbHBIX JAaHHBIX C MCMO/b30BAaHUEM CPE/CTB KPUIITOrparuecKou 3alllyThI
vHbopMalii, HeoOXOAUMBIX /Jisi BBITIOJHEHUS] YCTaHOB/IeHHbIX [IpaBUTE/IbLCTBOM
Poccutickoit @esepativiv TpeboBaHUM K 3all[UTe TIePCOHAMBHBIX JAHHBIX [I/IS1 KaXKI0T0
13 YPOBHEH 3all[UII|eHHOCTH»;

MeToanuecKUMU peKOMeHAALMsIMU TI0 pa3paboTKe HOPMATHBHBIX MPaBOBBIX
aKTOB, OTIpe/ie/ISIFOIIUX Yrpo3bl 0€30MacCHOCTH MePCOHATBHBIX [JaHHbIX, aKTya/bHbie
npu o00paboTKe TMepCcoHaMbHBIX [JaHHBIX B  HH(MOPMALMOHHBIX  CHUCTeMax
IIepCOHA/IbHBIX [JaHHBIX, IKCIIIyaTUPYeMbIX IPU OCYILeCTBI€HUA COOTBETCTBYIOLIUX
BU/IOB [1eSITe/IbHOCTHU, YTBepKAeHHbIMU PYKOBOACTBOM 8 llentpa ®Cb Poccuu
31.03.2015 Ne 149/7/2/6-432.

B Tlomutuke ompegenedbl TpeboBaHuss K mepcoHany WCII[IH, cremneHb
OTBETCTBEHHOCTHU Te€PCOHaa, CTPYKTypa U HeOOXOAWMbIN YPOBeHb 3alllUIl[eHHOCTH,
CTaTyC U JI0/DKHOCTHBIE 0013aHHOCTH COTPYZAHUKOB, OTBETCTBEHHBIX 3a 00ecrieyeHue
6e3omacHocTH TiepcoHanbHBIX fAaHHbIX B MCIIJH [lanmHcKo# — pabioHHOM

TeppUTOpHabHOM n3bupaTenbHOM Komuccuu (manee — Komuccust).

1. OO1He Mo/10)KeHHs

Ienwro HacTositel [TomTuky sB/sieTcss o0ecrieueHrie 6e301MacHOCTH 0O BEKTOB
3aIUThl KoMHCcHM OT BCeX BHJIOB yIPo3, BHEIITHUX W BHYTPEHHUX, YMBIIIJIEHHBIX 1
HeTpeJHaMepeHHbIX, MUHMMM3AIHs yiiepba OT BO3MOXKHOM peanu3al[did yTrpo3
6e3omacHoctu I11H (YBITH).

Be30macHOCTb TMEepCOHABHBIX JAAHHBIX [JOCTUTAeTCS TIyTéM HCK/TIOUeHHS
HECaHKI[MOHUPOBAHHOTO, B TOM UHC/e C/Iy4ailHOTO, AOCTyMa K IepCOHATbHBIM
JAHHBIM, pe3y/JbTaTOM KOTOPOTO MOKeT CTaTh YHUUTOXKeHWe, W3MeHeHHe,
0/IOKMpOBaHUe, KOIMMPOBAaHHe, PaCIpOCTPAHEeHHEe TMePCOHAMBHBIX JIaHHBIX, a TaKKe
VHBIX HECAHKI[MOHUPOBAHHBIX JeHCTBUM.

WudopMaliusi ¥ CBs3aHHBIE C HEH pPeCcypChl JIO/DKHBI OBbITh JOCTYITHBI [IJIst
aBTOPU30BaHHBIX  TMO/b30BaTesiell. [I0/DKHO — OCYILeCTB/STBCSI  CBOeBpeMeHHOe
oOHapyKeHUe U pearrpoBaHue Ha Y BI1/IH.

[Jo/KHO ~ OCYLLeCTBJIATbCA ~ TpefoTBpallieHre  TpeAHaMEPEeHHbIX WU
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CJIyYalHbIX, YaCTAYHBIX WX TIOJHBIX HEeCAHKL[MOHUPOBAHHBIX MOAM(MUKALIMN WU
YHUUTOXKEHUS JaHHBIX.

CocTaB 00BEKTOB 3allUTHI Mpe/iCTaB/ieH B «IlepeuHe mepCcoOHaIbHBIX JAAHHBIX,
obpabatbiBaembix B IllamMHCKOM pallOHHOM TeppUTOPUAILHOM HM30HpaTebHOM
KOMHCCHM B CBSI3W C peanu3arjeid C/y>kKeOHBIX (TPY/OBBbIX) OTHOIIEHUM, a TakKXKe
OCYIIIeCTB/IEHUEM T'OCy/1apCTBEHHbIX (DYHKI[UN».

Cocras MUCIIJH nopnexamwmx 3amjure, rnpegcraBieH B «llepeune
MH(OPMAILIMOHHBIX CUCTEM TMEepCOHA/bHbIX MAaHHbIX B IllannMHCKOW paniOHHOM

TePPUTOPHAIbHON N30HpaTeTbHOM KOMUCCHM».

2. O61aCTh IeUCTBHUA

TpeboBanusi HacTosiel [ToJMTUKY PACTIPOCTPAHSIFOTCS Ha BCeX COTPY/[HUKOB
Komuccuu (LITaTHBIX, BpeMeHHbIX, pab0oTaroIIyX M0 KOHTPAKTY U T.I1.), @ TAK)Ke BCeX

npourx 1] (OAPSIUMKY, ayIUTOPHI U T.I1.).

3. CucremMa 3a1UThI [IEPCOHA/IBHBIX JaHHBIX

ObGecrieueHre 0e30MaCHOCTH TIEPCOHA/IBHBIX  JIaHHBIX  JOCTUTAeTCs, B
YaCTHOCTH:

orpeziesieHeM yrpo3 0e30macHOCTH TIePCOHANbHBIX [JaHHBIX TIPU UX
00paboTKe B MTHPOPMAITMOHHBLIX CUCTEMAaX MepCOHA/LHBIX TaHHBIX;

IIPUMEHEeHWEeM OpraHW3al[MOHHBIX M TEeXHUYEeCKHMX Mep TI0 00ecrieueHuro
6e3011acCHOCTA TIePCOHANMBHBIX JaHHBIX TIpU uX 00paboTke B MH(OPMALIMOHHBIX
CHCTeMax TIepCOHA/IbHBIX JAaHHBIX, HEOOXOJUMBIX I BBITIOJIHEHUSI TPeOOBaHMM K
3al[UTe  [epCOHA/BHBIX  [aHHBIX, MCIOJHEHWe  KOTOphIX  obecreunBaeT
ycTaHoBJieHHbIe [IpaButensctBom Poccuiickor depepaniyi ypoBHU 3allUILEHHOCTH
TepCOHA/IbHBIX JAHHBIX;

TpYMMeHeHueM TMPOLLIeJIINX B yCTaHOBJIEHHOM MOpsAKe NpoLeAypy OLIeHKU
COOTBETCTBHUSI CPEJICTB 3alLUThl MTH(OPMaLUW;

OL1eHKOM 3((PeKTHBHOCTH NMPUHUMAaeMbIX Mep 10 obecrieueHH0 6e30macHOCTH
MepPCOHA/IbHBIX JaHHBIX [0 BBOJl@a B JKCILUTyaTalii0 WHGOPMALIMOHHON CUCTEeMbI

MMepCOHa/IbHBIX NdHHBIX]
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y4eTOM MallMHHBIX HOCUTeJIel MepCOHA/bHBIX JJaHHBIX;

oOHapyxeHreM (PaKTOB HeCaHKIIMOHUPOBAHHOTO [OCTyIa K IepCOHaJbHbIM
JAQHHBIM U TIDUHSITHEM Mep, B TOM UKCJie Mep 10 00HapyKeHUI0, MpeAyIpex1eHUI0 1
JMKBUJIALIUUA TIOCTEICTBUM KOMIBIOTEPHBIX aTaK Ha WH(OPMALMOHHbIE CUCTEMBI
IIepCOHa/IbHBIX JaHHbBIX U 10 pearipOBaHUIO Ha KOMIIbIOTEPHbIe UHLU/EeHThI B HUX;

BOCCTAaHOBJIEHMEM T€pPCOHAabHbIX J@HHbIX, MOJU(HULMPOBAHHBIX WU
YHUUYTOXXEHHBIX BC/Ie/ICTBHE HECAHKLIMOHUPOBAHHOTO JOCTYIIA K HUM;

yCTaHOBJIEHHEM TIPAaBUJI [IOCTYTIA K MePCOHATBHBIM IaHHBIM, 00pabaTbIBaeMbIM
B MH(OPMAI[MOHHOM CHCTeMe TepCOHa/NbHBIX JMaHHBIX, a Takxke obecriedyeHreM
PErucTpaluy U yuyeTa BCeX JeMCTBUM, COBepIIaeMbIX C IMepCOHATbHBIMUA JaHHBIMU B
MH(OPMAaLMOHHOW CHCTeMe MepCOHA/IbHBIX [JaHHBIX;

KOHTPOJIeM 3a TpHHUMaeMbIMU Mepamu 1o obecriedueHuto 6e30racHOCTH
MepPCOHA/IbHBIX [JaHHbIX W YPOBHS 3all[UIEHHOCTH WH(POPMALIMOHHBIX CHUCTEM
IIepCOHA/IbHBIX JaHHbIX.

CucTtema 3aluUThl epcoHabHbIX JaHHbIX (C3I1[IH), CTPOUTCS Ha OCHOBaHUU:

AKTa BHYTDPEHHETO KOHTPO/SI COOTBETCTBUSI 00pabOTKM IepCOHaIbHBIX
JlaHHBIX.

[TepeuHst TIepCOHANBHBIX AAHHBIX, 0OOpabaThiBaeMbix B I1lasMHCKONM paliOHHOM
TePPUTOPHATIbHON M30MpaTe/IbHOM KOMUCCHUU B CBSI3U C peayv3alyei Ciay>KeOHbIX
(TPyZ0BBIX) OTHOIIIEHUH, a TaK’Ke OCYIIeCTB/IeHUEeM TOCyZapCTBeHHbIX (YHKIUH;

AKTOB Knaccu(puKaLi MHPOPMAaLIMOHHBIX CUCTEM MePCOHAJIbHBIX [JaHHBIX;

Mogenu yrpo3 6e30MacHOCTY TiepCOHAbHBIX JaHHbBIX;

Martpuipl JocTyna TMosib30BaTenel K 3aliyiaemMbiM MHGOPMaLMOHHBIM
pecypcam UCII/IH;

PykoBogsammx gokymeHToB @CTOK Poccuun u @CB Poccun.

Ha ocHOBaHUM 3THUX [JOKYMEHTOB OTpeZe/isieTcss HeoOXOAWMbIN ypOBEHb
sammiieHHocty  T1[IH  kaxzaou MWCII[IH Komuccuu. Ha ocHOBaHMM aHa/Iu3a
aKTyanbHbIX yrpo3 Oe3omacHocty [1/lH ommcaHHoro B Mopenu yrpos, [enaeTrcs
3aK/loueHue O HeoOXOAMMOCTHM  WCIO/b30BaHUS TeXHUUECKUX CpeACTB U

OpraHM3aIMOHHBIX MeponpusATHi it 0becrieueHust 6e3omacHocTH [1/]H. BeibpaHHbIe
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HeoOXoAuMble  MeporpusiTusi  oTpaxkatoTcsi B «CocTraBe  Mep  3all[UThI
MH(OPMAaI[MOHHBIX CUCTEM MEePCOHATbHBIX JAaHHBIX.

IOnss NUCITJH mo/mkeH OBITH COCTaBJIeH CITMCOK HCTIOJIb3YeMbBIX TeXHHUUeCKHX
cpeacTB 3aiuThl (mamee - CIHMCOK), a TakK »ke TpPOrpaMMHOro obecrieueHus,
yuacTByroiriero B oopabotke I1/1H, Ha Bcex 3nementax MCII[IH:

APM nionb30BaTerel;

CepBepa NpuioKeHuH;

CYB/[;

['panuiel JIBC;

KaHanoB nepefauu B ceTH OOIIero mo/jb30BaHUS U (WIKM) MeXIyHapOJHOTO
obmeHa, ec/i 110 HUM TiepezatoTcst T1/]H.

B 3aBucumoctu OT ypoBHA 3aujuineHHoCcTH MCII/IH ¥ akTyalbHbIX Yrpo3,
C3I1IH MOyKeT BKJ/IKOUATh C/IeyrOlle TeXHUUeCKre Cpe/iCTBa:

AHTUBUPYCHBIE CPe/ICTBA /11 pabOUNX CTaHI[WH ITOTb30BaTe /el U CEpPBEPOB;

CpeACTBa MeXXCeTEBOIO SKPAHUPOBAHUS;

cpeAcTBa  KpunTorpaduyeckor 3amuThl  UHGOpPMAlUMU [pU  Mepejaue
3alMIiaeMou UH(OpMaLUU 10 KaHajlaM CBSI3U.

Tak e B CIIMCOK [O/DKHbI ObITh BK/IIOUEHBI (PYHKIMKA  3aIlUTHI,
obecrieuriBaeMble INTaTHBIMHA CpeficTBaMH 00pabotku [I/IH  omepaliOHHBIMH
cuctemamu  (OC), mnpuknagubiM [0 uw  coeumanbHBIMM — KOMIUIEKCAMM,
peanu3yolIUMKU CpeiCTBa 3alluThl. CITMCOK (PYHKIIMM 3all[AThl MOXKET BK/IHOUATh:

yTrpaBJieHHe YU pasrpaHuueHre JOCTYyIIa M0JIb30BaTeslel;

perucTpaiuio U yuet JeliCTBUM C UH(OpMalrel;

obecrieueHue 1[eJI0OCTHOCTH JIaHHBIX;

oOHapy>keHHe BTOP>KeHUH.

CnucoK WMCIO/Ib3yeMbIX TeXHUUEeCKUX CpeACTB oOTpaxaercsi B «IlmaHe
MeporpusTUii 10 o0ecrieyeHUIO 3alllThl T€PCOHANbHBIX AaHHBIX». CIMCOK
VICII0JIb3yeMbIX CPe/CTB [AOJ/DKeH TOAJepKUBAaTbCs B aKTyaJlbHOM COCTOSIHUU. [Ipu
W3MEHEeHUW COCTaBa TeXHUUYeCKUX CpeACcTB 3aiuTbl uiau djemeHToB WCIIOH

COOTBETCTBYKOIIIME€ H3MEHEHHA [JOJDKHbBI ObITh BHeceHbl B CIIMCOK U YTBep>XIAE€HbI
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npesacenareneM V36upartenbHolt Komuccud CBepaAOBCKON 00/1aCTH WKW JTUIOM,

OTBETCTBEHHBIM 3a obecrieueHue 3anfuThl [1/1H.

4. TpeboBanus k noacucremam C3I1/In

C3I1du BkIrOUaeT B cebs ciemyroliye moACUCTEMBI:

ylpasJ/ieHus JOCTYIIOM, PeruCTpaLiviu U yueTa;

obecrieueHUsI 1[eJIOCTHOCTU U [JOCTYTTHOCTH;

QHTUBHUPYCHOU 3allIUTBHI;

MeJ)KCeTeBOI'0 3KpaHUPOBaHUS;

aHa/M3a 3alyIeHHOCTH;

oOHapy>KeHHsI BTOPKEHU;

KPHUITTOrpa)rueCcKor 3allUThI.

[Togcucrembl C3I1/JH ¥MMelOT pa3nuUHbIA (DYHKI[MOHA/A B 3aBUCUMOCTH OT
knacca UCIIH, ompefeneHHOrT0O B «AKTe KIaCcCU(pUKALMKA WH(POPMALMOHHOU
CUCTeMbl MEePCOHA/IbHBIX [aHHbIX». CIMCOK COOTBETCTBUS (DYHKLMM I[OJCHUCTEM
C3II[JH Knaccy 3alUIleHHOCTH TIpe/iCTaB/IeH B TEXHUUECKOM 3a/laHuU 10 CO3JaHUI0

CHUCTEMBI 3dllUThI I/IH(bOpMaI_[I/II/I HH(l)OpMHL[HOHHOFI CHUCTEMBI ITepCOHa/IbHbIX NdHHbIX.

[TogcucTema yripaBaeHUs JOCTYIIOM, PETMCTpallMy M yueTa

[TogcucTema ympaB/ieHUsi AOCTYTIOM, PerMCTpaliid W yyeTa TpejHa3HaueHa
JJ/1s1 peasiu3aliviu CyieIyOLIUX (PYHKIWN:

uAeHTU(UKAIIMU U TIPOBEPKU TOZJIMHHOCTU CyOBeKTOB AOCTYyIa MpU BXOZe B
NCIIn;

WJeHTU(UKALUM TepMHUHAJIOB, Y3/70B CEeTH, KaHajlOB CBfI3H, BHELIHUX
YCTPOUCTB 10 JIOTUYECKHUM UMeHaM;

WJeHTU(YKalMM MporpaMM, TOMOB, KaTajoroB, (ail/aoB, 3amuced, Moseu
3arMcen 1o uMeHawm;

perucTpaiuy Bxojia (BbIXoZia) CyOBEKTOB [IOCTYIa B CHUCTeMY (U3 CUCTEMBI),
b0 perucTpauyy 3arpy3kud W WHUIMaIW3aldd OrepaldoOHHON CHUCTeMbl U ee
OCTaHOBa.

perucTpalyyy TOMNBITOK ~ JOCTyNa TIIPOrPaMMHBIX — CPeACTB  (Mporpamm,
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TIpPOLIeCCOoB, 3a/iau, 3a/laHUK) K 3alluiliaeMbIM (ailiam;

pervcTpauyy MOIBITOK JOCTyNa MPOrpaMMHBIX CpeJACTB K TepMHUHalaM,
KaHajiaM CBsi3W, IpOrpaMmmam, ToMam, KaTajaoram, (aiisiaM, 3arucsiM, MoJIsiM 3armcei.

[TogcucteMa yrpaB/ieHUs! JOCTYTIOM MOJKET OBbITh peasiM30BaHa C MOMOLIbIO
IITaTHBIX cpeicTB 00paboTku [1/IH (omepaliioHHBIX cucTeM, Tipuioxenui u CYBI).
Tak ke Mo)keT ObITb BHeJpPeHO CrielMaJbHOe TeXHWYeCKoe CPeJCTBO WM UX
KOMIUIEKC, OCYLLEeCTB/ISIIOLMe [IOINOJIHUTE/IbHbIE Mepbl II0 ayTeHTU(UKaLu U
KOHTpoJ/It0. Hampumep, mnprviMeHeHWe eJWHbIX XPaHW/IMIL Y4YeTHbIX 3arvced
TM0JIb30BaTe/ieil U perucTpaljMoHHON MHGOPMaLK, UCTI0/Ib30BaHue OMOMeTpUYeCcKrX

M TeXHUUeCKUX (C MOMOIIbI0 371eKTPOHHBIX MPOMYCKOB) Mep ayTeHTU(UKALUU U
NPYTUX.

[Togcucrema obecrieueHust Ne/I0CTHOCTHU 1 JOCTYITHOCTH

[Togcucrema obecrieueHus 11eJIOCTHOCTU U JOCTYITHOCTH Tpe/iHa3HayeHa [Jis
obecrieueHust 11€JIOCTHOCTH U AOCTynmHOCTH [1/IH, TpOrpaMMHBIX W amIapaTHBIX
cpegcte VCII[JH Komuccuu, a Tak ’Ke CpeACTB 3alllThl, MPU CIYYalHOM WU
HaMepeHHOU MOAU(YKaLK.

[Togcucrema peanv3yeTcst C TIOMOILBIO OPraHU3aLMM Pe3ePBHOTO KOMTMPOBAHUS
oOpabaTbiBaeMbIX [IaHHBIX, a TaK >k pe3epPBUPOBAaHHEM KJIFOUEBBIX 3JIEMEHTOB

VCIIx.

[ToacucTeMa aHTUBUPYCHOM 3aI[UThI

[TogcucTemMa aHTMBUPYCHOM 3allUThl TpefHa3HaueHa [jis obecrieueHust
AQHTHMBUPYCHOM 3aluThl cepBepoB U APM nonb3oBaTeneut UCIT[IH Komuccun.

CpencTBa aHTUBMPYCHOM — 3allUTHl  TpefHAa3HayeHbl I peaav3alu
C/eyroIuX (QyHKLWM:

pe3U/IeHTHbIM AHTUBUPYCHBIM MOHUTOPUHT;

AHTHMBUPYCHOE CKaHWPOBaHUe;

CKpUIIT-0/I0OKUPOBaHHUE,;

L[eHTPa/IN30BaHHOW/yJa/IeHHOU yCTaHOBKW/[JEMHCTa/UIALIUM  aHTUBUPYCHOTO

MpOJlyKTa, HACTPOWKH, aJMUHUCTPUPOBAHMS, TMPOCMOTpPa OTYETOB U
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CTaTUCTHUUEeCKOM MHbOpMalUK 110 paboTe MpOAYKTa;
aBTOMAaTHU3UPOBAaHHOTO OOHOB/IEHUSI aHTUBUPYCHBIX 0a3;
orpaHWYeHUsi TIpaB TI0J/Ib30BaTe/si Ha OCTAHOBKY WCIIOJHSAEMbIX 3ajauy U
M3MeHeHHs1 HaCTPOeK aHTUBUPYCHOT'O TIPOrPaMMHOTO obecrieueHusl;
aBTOMAaTHYEeCKOTO 3allyCka Herocpe/CTBEHHO MOC/e 3arpy3Ku OrepalioOHHOMN
CUCTEMBI.
[ToacucTema peanv3yeTcsl TyTeM BHeJPeHUs CIel[MaJbHOTO aHTHBUPYCHOTO

MpOrpaMMHOT0 obecrieueHust Ha Bce 3neMeHThl VICIT/IH.

[TogcucTemMa MeKCeTeBOr0 SKPaHHUPOBAHMUS

[Togcucrema Me)KCeTeBOTO SKpPaHMPOBAHUS TpeJHAa3HAauYeHa [Jid peanu3aliuu
C/1eyIOLUX (PyHKLWK:

(UIbTpalM OTKPBITOTO U 3aliMdpoBaHHOIO (3akpbiToro) IP- Tpaduka;

(YKcalu BO BHYTPEHHUX JKypHanax MH(OPMALKU O NPOXOJSALIEM OTKPBITOM
v 3aKpbIiTOM [P-Tpaduike;

WeHTU(GUKAMM U ayTeHTU(PUKALMA aJMUHUCTPATOpPa MEe)KCeTeBOro 3KpaHa
TIPU ero JIOKaJ/IbHbIX 3anpocax Ha JOCTYII;

perucTpanguu Bxoa (BbIXOZa) aJMUHMCTPAaTOpa MeEXCETEeBOr0 35KpaHa B
cucteMy (U3 cucTeMbl) MO0 3arpy3kd W UWHUIMAAM3allUd CUCTEMbI U ee
MPOrpaMMHOr0 OCTaHOBA;

KOHTPO/JIsI LIeJIOCTHOCTH CBOEM MPOrpaMMHOM 1 MH(GOPMAalLIMOHHOW 4acTy;

GbuUIbTpaLMY TIaKeTOB CIYKeOHBIX TIPOTOKOJIOB, CIYKAIUX /ISl AUarHOCTUKH
W yTipaB/ieHHs1 paboTol CeTeBbIX YCTPOMCTB,

¢unbTpaLMM C y4eTOM BXOJHOTO M BBIXOJHOTO CETeBOro MHTep(elica Kak
CpeJiCTBa MPOBEPKY MOJAJTMHHOCTU CETEBBIX a/IpeCcoB;

perucTpanyuy 1 yuyeTa 3arpaliMBaeMblX CePBUCOB IPUKJIaHOTO YPOBHS;

O/I0KMpOBaHUST [IOCTYTa HeUJeHTU(MUI[UPOBAaHHOTO O0BeKTa WM CyObekTa,
MOJJIMHHOCTb KOTOPOrO TMpH ayTeHTU(PUKaLMA He TMOoATBepAnIach, MeTOAAMH,
YCTOMUYMBBLIMU K MIepexBaTy;

KOHTDOJISI 32 CeTeBOM aKTMBHOCTBbIO TIPWIOXKEeHWW U 0OHapyKeHWsi CeTeBbIX

dTdK.
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[Toacuctema peanusyeTcsi BHe[peHUEM TTPOrpaMMHO-aNnapaTHbIX KOMIJIEKCOB

MeXKCeTeBOro 3KpaHupoBaHus Ha rpanuLe JIBC, kjiaccoM He HUxe 4.

ITogcrcTemMa aHa/M3a 3alUI[EHHOCTH

[TogcucrtemMa aHanmM3a 3allMIEeHHOCTH [JOJ/DKHa oOecreurBaTh BbIsB/IEHUE
ySI3BUMOCTeH, CBsi3aHHBIX C omubkamu B KoH(uryparmu [10 MCIIJH, KoTOpbIe
MOTYT OBbITh UCTO/Ib30BaHbI HAPYIIIUTEIEM /IJIsl pear3alii aTakyd Ha CUCTeMY.

@OyHKIMOHAN TOJCUCTEMBbI MOXKET OBITh peanu30BaH MPOrPaMMHBIMU U

MMpOrpaMMHO-AIIIIdPpATHBIMUA CpeCTBaMHU.

[Togcucrema O6HaDV)KEHI/IH BTOD>KEHUM

[TogcrcremMa OOHapy)XKeHUWsT BTOP)KEHHH [[O/DKHA OOeCIeurBaTh BBISIBIEHHE
ceTeBbIX aTak Ha dy1eMeHThl MCII/IH, TIoK/TIOUeHHBIE K CeTSIM O0IIero mo/ib30BaHus
U (WIK) MeXXAyHapogHoro obMeHa.

@OyYHKIMOHAM TIO/ICHCTEMBI MOXKeT OBITh peanM30BaH MPOTPaMMHBIMUA U

MpOrpaMMHO-AIIINIapATHBIMUA CpeACTBaMHU.

[Togcucrema KDHHTOFDE\d)H‘-IECKOﬁ 34l ThI

[TogcucTtema Kpunrorpaguueckor 3aluThl MpeJHa3HaueHa [/s1 UCKIHUYEeHUs
HCI k 3ammiiaemort nHdopmaiuy B MCIT/JH Komuccuu npu ee repejaue 1o
KaHajiaM CBsi3Y ceTeli 0011lero Mo/ib30BaHus U (WIK) MeXX/IyHapoJHOTO oOMeHa.

[Togcuctema  peanu3yercsi  TyTeM  BHeJpeHMsI  KpUNTOorpauuecKyx

MPOrpaMMHO-aNmnapaTHbIX KOMIJIEKCOB.

5. Ilosib3oBaren UCIIIn

B NCITIH Komuccun MOXXHO BbIJEUTH C/IeAyIOLye IPYIIIbI [10/1b30BaTesie,
yuacTByOIIMX B 06paboTke u xpaHenuu [1/1H:

ApmunuctpaTtops! UCIT/IH;

AZMUHHCTpPaTOPBbI 6€30MacHOCTHY;

Omnepartopsl APM,;

ApnmunuctpaTtopsl cet UCITH;

TexHuuecKre  CHEUaNUCTBl 10  OOC/y)KMBaHUIO  TeprepUIHOTO
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obopyaoBaHUsI.
IanHble O rpymnmax — T0/b30BaTeIsiX, ypOBHe WX  JOCTyra U
MHGOPMHUPOBAHHOCTH JIO/DKHBI OBITH OTPa’KeHbI B MaTpwuiie A0CTyIIa T0Jib30BaTenei

K 3allyllaeMbIM MH(OPMAaLMOHHBIM PeCcypcam.

A avunuctparop UCIIOH

Apmunuctpatop UCIIIH, coTpysHuK Komuccuu (Wiv WHOe yIioJIHOMOYeHHOe
JIULI0), OTBETCTBEHHBIM 3a HACTPOWKYy, BHefpeHHe U corpoBoxzaeHue WCIIIH.
Ob6ecneuriBaeT (PyHKLIMOHUPOBAHKE TIOACUCTeMBI yripaBiaeHus goctyrnom VCIIJH u
YIIOJTHOMOUYEH OCYLLIeCTBJIATh TIpeoCTaB/IeHre U pasrpaHuueHue JOCTyra KOHeUHOro
nosib3oBaTesisi (Onepatopa APM) K 3/1eMeHTaM, XpaHsI1LKMM [epCOHa/IbHbIe JaHHBbIE.

ApmunanctpaTtop MCII[IH o6/1aziaeT cieyroiM YPOBHEM ZIOCTYTIa ¥ 3HAHUM:

obnaziaeT mosiHOW MH(OpPMaLMell 0 CUCTEMHOM U TIPUK/IaJHOM MPOTrPAMMHOM
obecrieuennu UCIT/IH;

obmnagaet mosiHON MH(OPMaILel 0 TeXHUYeCKUX CPeACTBax U KOH(PUryparuu
NCILOx;

UMeeT AOCTYI KO BCeM TeXHHUUeCKWM CpeficTBaM 00paboTKu MHGbOpMaryu u
nanHbiM VCIT/IH;

obnajaer mpaBaMu KOH(MUTYPUPOBAaHUSI U aAJMUHUCTPATUBHOM HaCTPOUKU

TexHuueckux cpencts MCII/IH.

AIMUHUCTPATOP 0€30MacHOCTU

ApvuHucTpaTtop — Oe3omacHocTH, CcOTpygHUK Komuccmu (M wHOe
YIOJTHOMOYEHHOE JIML[0), OTBEeTCTBEHHbIN 3a (PyHKUMoHUpoBaHue C3I1[IH, BKIrouas
oOcmy>kMBaHWe U HACTPOWKY aJMWHHCTPATHBHOW, CepBePHONM U K/IMEHTCKON
KOMIIOHEHT.

ApmvuHucTpaTop Ge3oracHoCTH 00/1ajiaeT CaefyrolMM YPOBHEM [OCTyra U
3HAHUU:

obsazaeT nmpaBamu Aamunuctparopa UCII/IH;

obnagaet mosHoM uHdopmarueit 06 UCIH;

vMeeT JIOCTYN K CpeJCTBaM 3allMThl MH(OPMaLMy U MPOTOKOJIMPOBAHUS U K
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yacTu KatoueBbix dyemeHToB VCII/IH;

He UMeeT MpaB JOCTyIa K KOH(PUTypUPOBaHHIO TeXHUYECKUX CPEJCTB CeTH 3a

WCK/TFOU€HWEM KOHTPOJIbHBIX (MHCIEKI[MOHHBIX).

AamuHUCTpaTOp 6€301MacHOCTH YTIOJTHOMOYEH:

peasii30BbIBaTh TIOMIMTAKM 0Oe30macHOCTM B yacth Hactpoiiku CK3U,
MEXXCEeTeBbIX 3KPaHOB U CHUCTeM OOHapy>KeHHsI aTakK, B COOTBETCTBUM C KOTOPBIMU
nosib3oBaTtenb (Omepatrop APM) monydaeT BO3MOYKHOCTb paboTaTh C 3/IeMEeHTaMU
NCIIOH;

OCYLECTBJ/ISITh ay/IUT CPEACTB 3all[UThI;

Onepatop APM

Omnepatop APM - cotpyanuk Kommccum (Wi WHOe yrmoJIHOMOUYEHHOEe JULIO),
ocyiectBsitoiuii 06paboTky I1[H. O6paboTtka I1[IH BK/IOUaeT: BO3MOXXHOCTh
npocmotpa [1/1H, pyunon BBog [1/JH B cuctemy VCII/IH, (oopMrpoBaHre CpaBoOK U
0TueTOoB 10 MH(popmaruu, noaydeHHor u3z UCIIA. Onepatop He WMeeT MOJTHOMOYMMI
IJ1s1 yripaB/ieHus mogcucteMamu 06paboTtku ganHbix U C3I1/IH.

Omneparop UCII/IH obnajjaeT ciieAyroiM YPOBHEM JOCTYTIA U 3HAHUM:

obsazmaer BceMH HeoOXOAWUMBIMU aTpuOyTamMu (HarpuMmep, I1apoJieM),
o6ecreunBaroIIMMU JJOCTYTT K HEKOTOpOMY TiogmMHoecTBY T1/1H;

pacriojiaraeT KOH(lJI/IAEHU;I/Ia]IbeIMI/I AaHHBIMH, K KOTOPbIM UMeEeT JOCTYII.

A nvuauctpatop cetu UCITIH

Apmunuctpatop cetu  MWCII[H, cotpysauk Kommccum (M vHOe
YIIOJTHOMOYEHHOe JIULO), OTBETCTBEHHbBIU 3a (yHKLIMOHMPOBaHUe
Te/IeKOMMYHUKaMOHHOW mogcuctembl VCIT[IH. AJMWHUCTpDAaTOp CeTA He WMeeT
TIOJTHOMOYUM [I71sl yTIpaB/IeHuUs MMOACUCTeMaMU 00pabOTKU JaHHBIX U He301aCHOCTH.

AamuHHUCTpaTOp ceTy 00/1a/laeT C/IeyIOIMM YPOBHEM [IOCTYTIA ¥ 3HAHUIA:

obsnaziaeT 4acTei0 WHGOPMALIMKA O CUCTEMHOM W TIPUK/IaJHOM TPOrPaMMHOM
obecrieuenuu VCIT/IH;

obnagaer vacThio MHGOPMAIIMM O TEXHUUECKUX CPeJCTBaX U KOH(Uryparuu

VCII/Ix;
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uMeeT (U3MUECKUM [OCTYNl K TexXHUUeCKUM cpeAcTBaM 00paboTKu
MH(MOpMaLMU U CPeJiCTBaM 3allUThl;

3HdeT, I10 MeHbIIIen Mepe, O4HO Jiera/ibHOe UMS A0CTYIId.

TexHUUeCKUU CITeLMaJIUCT 10 00CTVKUBAHUIO TTeprudepuiiHOro 000py10BaHUsA

TexHAUECKUH CHeUaIUCT 0 O0CTYy>KUBaHHIO, COTPYAHUK Komwmccuu (umm
WHOe YIIOJTHOMOUEHHOe JIMII0), OCYIIIeCTB/IAeT OOCTy)KMBaHWE W HACTPOUKY
nepudepuitHoro  obopygoBanuss ~ MICII[JH. TexHUuecKud  CHEUAUCT  TIO
o0CMy>KMBaHUIO He UMeeT AocTyra K I1/1H, He ¥MeeT TIOJTHOMOUMM [IjIsl YTIpaB/IeHUS
MOo/ICKICTeMaMH 00pabOTKY JaHHBIX ¥ 0€30TTaCHOCTH.

TexHUUeCKUY CTIeLUATUCT Mo 06CayKuBaHUIO 06/1aiaeT CeIyIOIUM YPOBHEM
JOCTyTIa U 3HAHWW:

obnazaeT yacTei0 WHGOPMALIMKA O CHUCTEMHOM U TIPUK/IA[HOM MPOTrPaMMHOM
obecrieuennu UCIT/IH;

ob/alaeT yacThio WHGOPMAI[MK O TEXHHUECKMX CPeACTBaX W KOH(Hrypaiuu
NCITdH;

3HaeT, 110 MeHbIlIel Mepe, OAHO JieraJjibHOe MM AOCTYIIA.

6. TpebGoBanusi K nmepcoHasty mo odecneyenuro 3amuThl I1/{H

Bce cotpyguuku Komuccuu, seistorgyecs mojib3oBatesnsmu UCITIH, no/mKHb
YeTKO 3HaTh W CTPOrO BBIMOJHSATH YCTAaHOB/IEHHBbIE TIpaBWIa M 00S3aHHOCTU T10
JOCTyIy K 3alluiljaeMbiM 00beKTaM | COO/IOZIeHUI0 TIPUHSATOTO  peXUMa
6e3omacHoctu [1/1H.

[Ipy BCTyIJIeHMM B [IO/DKHOCTb HOBOTO COTPYAHMKA OH [IO/DKEH OBITh
03HAaKOMJIEH C He0OXOUMBIMU JOKYMEHTaMH, PeriaMeHTHDPYIOLUMH TpeOOBaHUSI 110
3amquTe [1/1H, a Takke oOyueHHe HaBbIKAM BBITIOJTHEHMS TIPOLIeAYP, He0OX0JUMBIX
JlJIsI CAHKLIMOHUPOBAHHOTO MCI0/ib30BaHusA MCII/IH.

CoTpyiHUK [0/KeH ObITb 03HAKOMJIEH CO CBeJleHUsIMU HacTosiel [TomuTuky,
TIPUHSATBIX TIpoLieyp paboTsl ¢ 3mementamu UCITH u C3I1/1H.

Corpyguuku  Komuccuy, — UCIMOJB3YHIOLUME  TeXHWUeCKhe  CpefcTBa

ayTeHTUUKALMK, [JO/DKHBI — OobecrieuMBaTh  COXPAHHOCTb  U/IeHTHU(HKATOPOB
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(2/1eKTPOHHBIX Kirouer) U He gaomnyckaTb HCJI K HUM, a TakK ke BO3MOXXHOCTh MX
yTepU WM UCTOJIb30BaHUSI TPeTbUMHU JMLjaMu. [1o/ib30BaTel HeCyT MepCoHaIbHYIO
OTBETCTBEHHOCTH 3a COXPAaHHOCTb U/IeHTU(HKATOPOB.

CoTtpygHuku Komuccuu [0O/DKHBI CeloBaTh yCTAaHOBJIEHHBIM TIpOLielypaM
nojep>kaHusi pexxuma Oe3oracHoctyl [1/1H ripy BeIOOpe M UCII0J/Ib30BaHUM Taposieit
(ecsiu He KCIOJIB3YIOTCS TEXHUUECKHE CPeJCTBA ayTeHTU(UKALIN).

Cotpyanuku Komuccun [0/DKHBI o0ecrieurBaTh —HAJJIEXKalyro — 3alluTy
obopyZioBaHusi, ocTaBisieMoro 0e3 MpUCMOTpa, OCOOEHHO B TeX C/lyuasix, Korja B
roMellleHre UMelOT JOCTYIl MOCTOPOHHMeE Jivlia. Bce moJib3oBaTeny AO/DKHBI 3HATh
TpeboBaHus 1o Ge3omacHoctd II/ITH W TIpolLlegypbl 3alUThI  00OpYAOBaHMS,
OCTaBjIeHHOTO 0e3 TIPUCMOTpa, a TakKKe CBOM 00513aHHOCTH 10 0becrieueHUI0 TaKoM
3allUTHI.

CoTpyAHMKaM 3arpelllaeTcsi yCTaHAB/IMBAaThb [IOCTOPOHHee TPOrpaMMHOe
obecrieueHue, TIOAK/IIOUaTh JIMUHbIe MOOW/IBHBIE YCTPOMCTBA U HOCUTENU
nMH(pOopMal1K, a TaK >Ke 3alMChIBaTh HAa HUX 3alllUlllaeMyt0 HH(OpMaLHIO.

CoTpyAHMKaM 3arpellaeTcss pasr/alliaTh 3alliyijaemMyr0 HHbOpMaLuio,
KOTOpasi CTaja WM U3BecTHa Tipu pabore ¢ uWHGOPMALMOHHBIMU CHCTEMaMHU
Komuccuu, TpeTbuM JULIaM.

I[Tpu pa6ote c I1[Jn B UCIT[JH cotpyanuku Komuccuu 06s13aHbI 00ecreunTsb
OTCYTCTBUE BO3MOXXHOCTU mpocMoTtpa II/IH TpeTbuMu muamMyd C MOHUTOPOB APM
WA TeDPMUHAJIOB.

[Tpu 3aBepiennn pabotel ¢ VCII[H coTpyAHUKHM 00si3aHbI 3ammTuTh APM
WIA TePMUHAJbI C TOMOIIbIO OJIOKMPOBKY K/IFOUOM W/ SKBHUBAJIeHTHOTO CpeZCTBa
KOHTPOJIsI, HalIpUMep, JOCTYTIOM TI0 TIapoJIt0, eC/TIA He UCTIOb3YITCsl O0siee CUbHbIE
CpeZiCTBa 3alUTBHI.

Cotpygauku Komuccun [0/DKHBI OBITH MPOMHGOPMHUPOBaHBI 00 yrpo3ax
HapyllleHusi pexxuMa Oe3oracHoctd [1/JH ¥ OTBETCTBEHHOCTH 3a ero HapyllleHue.
OHM J0/DKHBI OBITH O3HAKOMJIEHBI C YTBepyKAEeHHOHW (HopMasbHOM TIpOIieAypoi
Ha/0KeHUs1 AUCLUIUVIMHAPHBIX B3bICKAHWM HAa COTPYJHUKOB, KOTODble HapYLIWIA

MIPUHSTHIE TIOJIUTHKY U TIpoLieiyphl 6e3oracHocTu [1/1H.
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CoTpyaHuku 006si3aHbl 6e3 TpomesieHHs coo0IaTh 000 Bcex HabJro1aeMbIX
WM TI0JJ03PUTENbHBIX ciTydastx paboTtel MCIT/IH, MOTYIIMX TTOB/IeYb 3a 000 yrpo3bl
6e3oracHoctu TI/IH, a TakKe O BBISBJIEHHBIX HWMH COOBITHUSIX, 3aTparvBarOIIAX
6e3omacHocty [1/1H, pYKOBOACTBY TiOfpa3jie/ieHdss W JIMIly, OTBedarolleMy 3a

HeMe/lJIeHHOe pearvpoBaHre Ha yrpo3bl 6e3omacHocTH T1/1H.

Jo/DKHOCTHBIE 0043aHHOCTH T10J1b30BaTesieri UCITIH

HNomkHocTHBIe 00si3aHHOCTH Mo/b3oBatesneld UCII/IH orvcaHbl B C/IeAYIOIIUX

AOKYMEHTAaX:

Wuctpykums agmuurctparopa UCITIH;
WHcTpyKius agMuHucTpatopa 6e3onacHocty MCII/IH;
Nuctpykuus rnosib3osatesis UCITIH;

I/IHCTPYKL[I/IF[ T10JIb30BATEJIA ITPU BOSHUKHOBEHWM BHEITATHBIX CHTyaHHﬁ;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBercTBUM O cTatber 24 @defepaqbHOr0 3akKOHa Poccuiickou
®epepaumu ot 27 uronsg 2006 r. Ne 152-®3 «O nepcoHanbHbIX AAaHHBIX» JIULA,
BUHOBHBbIE B HapylleHud TpeboBaHuii gaHHOro dDegepasbHOrO0 3aKOHa, HECYT
IPaKJAHCKYO, YrOJOBHYI, aJMHUHUCTPaTMBHYIO, [JUCLUIUIMHADHYIO W HHYIO
TpelyCMOTPEeHHYH0 3aKOHOAaTenbCTBOM Poccuiickor Pefiepaliii OTBETCTBEHHOCTb.

HenctByromjee 3akoHOAaTeNbCTBO Poccuiickor ®epepaiuv  Mo3BOJISIET
NIpeibsBASATL TpeOoBaHUs MO obOecrieueHHWto Oe3omacHOM paboThI C 3allUIllaeMoi
vHopMaLel 1 rpelycMaTpyuBaeT OTBETCTBEHHOCTh 3a HapylleHHe yCTaHOB/IeHHbIX
npaBua 3KcrulyaTauquu OBM u cucTeM, HenmpaBOMEpHBIM JOCTYIT K WH(GOpPMaLUH,
ec/ii 3TU JIeHCTBUS TIpUBEIM K YHUUTOXKEHHIO, OJIOKUPOBaHWIO, MOAM(UKALN
vHbOpMaIlK WM HapylieHWio pabotei OBM wumum ceteii (cratbu 272, 273 u 274
YronoBHoro kKoziekca Poccutickont ®ezeparium).

Apvunuctpatop WCIIJH u  agMuHucTpaTop  0€30MacHOCTH — HeCyT
OTBETCTBEHHOCTh 3a BCE€ JEUCTBUS, COBEPLIEHHbIE OT MMEHU MX YYeTHBIX 3aruvcen
WM CUCTEMHBIX YYeTHbIX 3alvceld, ec/ii He JoKa3aH (pakT HeCaHKI[MOHUPOBaHHOIO

HCI10/Ib30BaHHWA YUETHBIX 3aITMCen.
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[Ipu HapyuieHusx cotpygHukamu Komuccun — nosb3oBarensmu VCITOH
MpaBWI, CBsi3aHHbIX C 0Oe3omacHocTeio [I/IH, OHM HeCyT OTBETCTBEHHOCTb,

YCTaHOBJIEHHYIO [IeMCTBYIOLMM 3aKOHOaTebcTBOM Poccurickor ®Peznepanyu.

7. CIINCOK HCIT0/Ib30BAaHHBIX HCTOUHUKOB

OCHOBHBIMM HOPMAaTUBHO-TIDaBOBBIMU W METOAWYECKHMH [JOKYMEHTaMH, Ha
KOTOPbIX Oa3upyeTcsi HacTosiias [lonuTrKa, sBASIOTCS:

®epepanbHbii  3akoH oT 27.07.2006 1. Ne 152-®3 «O mnepcoHa/NbHbBIX
JAHHBIX», YCTaHABJMBAIOIIMM OCHOBHbIE TMPHHIUIBI W yCaoBUs obpabotku I1/1H,
npaBa, O0s3aHHOCTM ¥ OTBETCTBEHHOCTb YUaCTHUKOB OTHOIIEHWM, CBS3aHHBIX C
obpaboTkoii [1/IH.

TpeboBaHusi K 3aluTe TepCOHANbHBIX [JAaHHbIX TpU uX 00paboTke B
MH(MOPMaIMOHHbBIX cucTeMax NepCOHaTbHBIX JlaHHBIX, yTBep>KJEeHHbIE
noctaHoBsieHreM [IpaBurenbcTBa Poccuiickon ®@epeparuy ot 01.11.2012 1. Ne 1119.

[Tonoxkenre 00 0coOeHHOCTSX 00OpabOTKM TepCOHAMbHBIX  AHHBIX,
OCyIIleCTB/IsieMOM 0e3 WCIIO/b30BaHUS CPEJCTB aBTOMAaTH3allid, YTBep)KIeHHOe
noctaHoB/ieHreM [IpaButenbcTBa Poccuiickor ®@epepatyu ot 15.09.2008 r. Ne 687.

HopMmaTuBHO-MeTOAMUeCKe  JOKyMeHTbl  DegepanbHOM  CIyKObl 1O
TeXHUYECKOMY UM 5KCIepTHOMY KOHTposito Poccuiickon ®epepanuu (nanee —
®CTIK Poccun) 1o obecrieuennto Oe3omacHocty I1/IH mpu mx o0paboTke B
NCITOH:

Ba3oBass Moziesnib yrpo3 0e30MacHOCTA TePCOHANbHBIX [aHHBIX TIPU HX
o6paboTke B MH(POPMALIMOHHBIX CUCTeMaX TepCOHaMbHBIX JAHHBIX, YTBEP)KJeHHast
3amectutesieM aupekropa ®CTOK Poccun 15.02.2008 r.

MeToauuecKuii  IOKyMeHT. MeToAMKa OlLleHKH yrpo3  0e30macHOCTH

nHdopmaiuy, yreepxkaeHHbii @CTIK Poccuu 05.02.2021 1.

I[Tpuka3 ®CTOK Poccuu ot 11.02.2013 Ne 17 «O6 yTBepkaeHnu TpeboBaHmit
0 3amure UHbOpPMAlMM, He  COCTaB/SIOIIUX TOCYJApCTBEHHYIO  TaiHYy,

COJlep>KallXCsl B TOCYAAapPCTBEHHBIX MH()OPMALIMOHHBIX CUCTEMAaX».



25
[Mpuka3z ®CTOK Poccum ot 18.02.2013 Ne 21 «O06 ytBepkaenun CocTaBa U
COoJiepyKaHusl OpraHU3al[MOHHBIX U TeXHUUeCKHUX Mep T0 obecrieueHHt0 6e30macHOCTH
MepCOHANbHBIX JaHHBIX Tpd WX 00paboTke B HWH(POPMAI[MOHHBIX CHCTEMax

MMepCOHA/IbHBIX IdHHBIX>.

[Tpuka3 ®PepepanvHoii ciy»KObl Oe3oracHocTH Poccuiickot ®epepaiiivi OT
10.07.2014 Ne 378 «O06 yrBepxxaeHnn CocTaBa M COZiepyKaHHs OpPraHM3al[MOHHBIX U
TeXHUUECKUX Mep 10 obecrieueHnI0 6e30MacHOCTH TePCOHANTbHBIX AAHHBIX TMPU UX
o6paboTke B  MH(MOPMALIMOHHBIX  CHCTeMax TePCOHA/bHbIX  JAHHBIX  C
WCIIO/Ib30BaHWeM  CpeJCTB  KpunTorpaduueckod  3ammThl  WHGOpPMAIUH,
HeOoOXOUMBIX [I7Is1 BBITIOJIHEHUSI YCTaHOBJ/IEHHBIX I[IpaBUTeNLCTBOM PoccHiickoi
®enepaiiu TpebOBaHMH K 3all[UTe TIepCOHATBHBIX JAaHHBIX /JIs1 KaXKJOTO U3 YPOBHEH

3alUIeHHOCTUY.

MeToauueckie peKOMEeHJAlMA 110 pa3paboTKe HOPMATUBHBIX TIPAaBOBBIX
aKTOB, OTIpeJIe/ISIOIUX YIPO3bl 6€301MaCHOCTH MepCOHABHBIX JAAHHBIX, aKTyalbHbIe
npu 00paboTKe TMepCcoHaMbHBIX [JaHHBIX B  HH(MOPMALMOHHBIX  CHCTeMax
TepCOHA/IbHBIX [TaHHBIX, SKCIIyaTUPYyeMbIX TP OCYIECTBIEHUA COOTBETCTBYOLHX
BUJIOB [IeSiITeJIbHOCTH, YyTBepXJeHHble pyKoBOACTBOM 8 ILlentpa ®Cb Poccuu

31.03.2015 Ne 149/7/2/6-432.
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