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[MTOJINTUKA
uH(pOpPMAaIIMOHHON 6€3011aCHOCTH
npu padoTe ¢ MEPCOHATLHBIMU JAHHBIMU
B CepoBCKOM palloHHOM TeppUTOPUATEHON N30UPATEIHLHON KOMUCCUH

OITPEAEJEHUA

B HacrosiemM JOKyMEHTEe UCITOJIB3YIOTCS CICAYIONINE TEPMHUHBI U UX OIPEICIICHUS.

ABTOMATH3HPOBAHHASI CHCTEMA - CHCTEMa, COCTOSAIIAs U3 MEPCOHANIa M KOMILIEKCa
CpPEICTB aBTOMATH3alldd €ro JCATEIBHOCTH, peajusyionias HHPOPMAIMOHHYIO
TEXHOJIOTHIO BBITTOJTHCHUS YCTAHOBJICHHBIX (DYHKITHIA.

AyTeHTH(UKAIMS OTHPABHTEJSI TAHHBIX - TOATBEP)KICHUE TOTO, YTO OTIPABUTEIH
MIOJTYYCHHBIX JIAHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be30nacHOCTh MePCOHANbHBIX JAHHBIX - COCTOSHUE 3aAIUIIEHHOCTH MEPCOHAIBHBIX
JAHHBIX, XapaKTEPU3yeMOE CHOCOOHOCTHIO TMOJb30BaTeNeld, TEXHUYECKUX CPEACTB H
MH(GOPMAIIMOHHBIX TEXHOJOTUH o00ecrneunuTh KOH(MUIEHIHUATLHOCTh, LEIOCTHOCTh U
JOCTYITHOCTh NMEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKe B MH(POPMAIIMOHHBIX CHCTEMAaX
NEPCOHATIBHBIX JaHHBIX.

BuomMeTpuyeckue mNepcoHaNbHbIE TaHHbIE - CBEJCHHUSA, KOTOPBIE XapaKTePU3YIOT
¢dusnonIoruyeckue 0COOEHHOCTH YeJIOBeKa U Ha OCHOBE KOTOPHIX MOKHO YCTAaHOBUTH €TO
JUYHOCTh, BKJIIOYas ¢oTtorpaduu, OTIEUATKH MaJlbIleB, 00pa3 CeTYaTKH TJiasa,
O0COOCHHOCTH CTPOCHUS TeJla U JIPYTYIO MOJ00HYI0 HH(OPMAIIHIO.

bJjokupoBaHue INMEPCOHAJBHBIX AAHHBIX - BPEMEHHOE IMpeKpalmeHue o0paboTKu
MePCOHAIBHBIX JTAHHBIX (32 WCKIFOYCHUEM CIIydaeB, €Cii o0paboTKa HeoOXoauma IS
YTOYHEHUS MTEPCOHATBHBIX TAHHBIX).

Bupyc (koMnbIOTEpHBI, MPOrpaMMHBIi) - UCIOJHSAEMbIA MPOTrPAMMHBIN KOJ WJIU
MHTEPHPETUPYEMBIN Habop VHCTPYKLHUM, oOnagaronuit CBOWCTBAMU He-
CaHKIIMOHUPOBAHHOTO  pacmpocTpaHeHUss W  camoBocnpous3BeneHus. Co3maHHbBIC
TyOIMKaThl KOMIIBIOTEPHOTO BUpYyCa HE BCET/Ia COBMAAIOT C OPUTHHAIIOM, HO COXPAHSIOT
CIIOCOOHOCTH K TalTbHEUIIIEMY PaCIIPOCTPAHCHHUIO i CAMOBOCITPOM3BEICHHIO.

BpenoHocHasi mporpamma - Tporpamma, NpeIHa3HAYeHHas ISl OCYIICCTBICHUS
HECAaHKIIMOHWPOBAHHOTO JIOCTYyIMAa W (WJIM) BO3ACHCTBUS HA MEPCOHAIBHBIC JTaHHBIE WA
pecypchsl HHPOPMAITMOHHOMN CHCTEMBI IEPCOHATBHBIX JaHHBIX.

BcenomorarteibHble TEXHHYECKHE CPEACTBA M CHCTEMbI - TEXHHYECKHE CPEJCTBA U
CUCTEMBI, HE TPEIHA3HAUYCHHBIE NJIS TIepenadu, 0OpabOTKH M XpaHEHHS MEePCOHATHHBIX
JAHHBIX, YCTAHABIIMBAEMbIC COBMECTHO C TEXHHYECKUMH CPEIACTBAMH U CHUCTEMaMH,
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MpeAHA3HAYCHHBIMU I O0paOOTKM TEPCOHANBHBIX JAHHBIX WA B TOMEIICHUSX, B
KOTOPBIX YCTAHOBJIEHBI HH()OPMALIMOHHBIE CUCTEMBI IEPCOHANIBHBIX JIAHHBIX.

Joctyn B ONEPAlMOHHYKW Ccpeldy KoOMIbHTepa (MHGPOPMALMOHHOW CHCTEMBI
NMEePCOHAJILHBIX JTAHHBIX) - MOJIy4EHUE BO3MOKHOCTH 3aIlyCKa Ha BBINIOJIHEHUE IITATHBIX
KOMaHJ, (YHKIHUA, MPOUEAYyp ONEPAllMOHHONW CHUCTeMbl (YHUUYTOXKECHHS, KOIMHUPOBAHMUS,
MepEeMEILCHHS U T.11.), UCTIOJHAEMBIX (DailI0B MPUKIAIHBIX IPOrPAMM.

Jdoctym K wuHpopMamum - BO3MOXKHOCTb IMOJY4YeHUS UHPOpMALMKM U €€
HCTIOJIb30BAHUA.

3aK/a/04HOe YCTPOICTBO - DJIEMEHT CpeJCTBa CheMa HWH(OOpPMAIUM, CKPBITHO
BHEJIpSIEMBIN  (3aKJaJbIBA€MbIi WJM BHOCHUMBIM) B MeCTa BO3MOXHOTO CheMa
uHopManuu (B TOM YHCJIE B OrpPaXJICHUE, KOHCTPYKIMIO, 000pYyI0BaHUE, MPEIMETHI
UHTEPbEPA, TPAHCIHOPTHBIE CPEACTBA, a4 TAKKE B TEXHUYECKUE CPEACTBA U CHUCTEMBI
00paboTku uH(pOpMaIun).

Bammumiaemasi  undopmamusa -  uUHQoOpManMs,  SBISIONIASACS — TPEAMETOM
COOCTBEHHOCTH M TOJyIeKalias 3alluTe B COOTBETCTBHHM C TPEOOBAHUSMH IPABOBBIX
JIOKYMEHTOB WM TPEOOBAHUSAMH, YCTAHABIUBAEMbIMU COOCTBEHHUKOM MH(pOpMAIIIH.

Nnentuduxanus - TPUCBOCHUE CYOBEKTaM M 00BEKTaM JIOCTyNa HaACHTU(DHUKATOPA
U (WIM) CpaBHEHHE TMPEIBSABIIEMOTO HACHTHU(GUKATOpA C TMEpPEeYHEM MPUCBOCHHBIX
UJECHTU(DHUKATOPOB.

NudopMaTuBHBIH  CHTHAJ -  DJIEKTPUYECKHE  CHUTHAJBI, aKyCTUYECKHUE,
AJIEKTPOMArHUTHBIE W Jpyrue (GU3NYEecKUe MOJisd, M0 MmapaMeTpaM KOTOPBIX MOXET OBbITh
packpbiTa KoHGUISHIIMAIbHAs nHpOpMaIus (MIepcoHalbHBIE JaHHBIC) 0OpabaTriBacMas B
UH()OPMAIIMOHHON CHCTEME TIEPCOHAIBHBIX JIAHHBIX.

HNudopMannonnbie TEXHOJOIHMH - TPOIECCH, METOJBI MOMCKa, cOopa, XpaHCHHUS,
00paboTKHU,  TIPEAOCTABJICHHUSA,  PACHpPOCTpaHCHUS  MHGOPMAlMKM U CIIOCOOBI
OCYILLECTBJICHUS TAKUX IIPOLIECCOB U METOJIOB.

Nudopmannonnass cucreMa mnepcoHanbHbIX AaHHbIX (MCII[IH) - COBOKYITHOCTH
cojaepKamuxcss B 0a3ax JaHHBIX IEPCOHANBHBIX JAHHBIX M OOCCHEYMBAIOIIMX HX
00paboTKy HH()OPMAIIMOHHBIX TEXHOJIOTUH U TEXHUYSCKHUX CPEIICTB.

Hcnonb30BaHue MEePCOHATBHBIX JAHHBIX - JICHCTBUS (ONEpaluu) ¢ MePCOHATbHBIMU
JAHHBIMH, COBEPIIAEMBIE ONEPATOPOM B MLEIAX NPUHATHSA PEIICHUN WA COBEPIICHUS
WHBIX JICHCTBUH, MOPOKIAIOIMMX IOPHINYECKHAE IOCIACIACTBUS B OTHOIIEHHH CYOBEKTa
MePCOHAIBHBIX JIAHHBIX WM JAPYTHX JIUIl 100 MHBIM 00pa3oM 3aTparvBaloIInX IpaBa U
CB0O0OJIBI CYOBEKTa MEPCOHATBHBIX IAHHBIX MW JPYTUX JIMII.

HcTouHuK yrpo3nl 0e3onacHocTH HHGOpMANUU - CYOBEKT JOCTYyIA, MaTepUaIbHbBIN
00BEKT WM (HU3NYECKOE SBJICHUC, SBISIOMHMECS NPUINHON BO3ZHUKHOBCHHUS YIPO3BI
6e3omacHocTH HH(pOpMAIUH.

Konrposupyemasi 30Ha - TPOCTPAHCTBO (TeppUTOpHs, 3[aHUE, YacCTh 3JaHUSA,
MOMEIIIEHNE), B KOTOPOM HCKIIOYEHO HEKOHTPOJHUPYEMOE MNpeOBbIBAHUE MOCTOPOHHUX
JIUII, & TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MATEPUATIBHBIX CPEJCTB.
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KoH(puaeHIHAILHOCTh MEePCOHAIBHBIX HAHHBIX - 0053aTE€NIbHOE MJII COOJIOICHUS
OMEepaTopoM WIM HHBIM TOJYYUBIIMM JIOCTYI K TME€PCOHAIBHBIM JaHHBIM JIHUIIOM
TpeObOBaHUE HE JIOMYCKaTh UX pacrnpocTpaHeHue 0e3 corjlacusi CyObheKTa MepCOHATbHBIX
JAHHBIX WY HAJIMYWs UHOTO 3aKOHHOTO OCHOBAHUS.

Me:xceTeBoii 3KpaH - JIOKAIbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHAJIBHO--
pacrpefieieHHOe TporpaMMHoOe (TporpaMMHO-aIapaTHOE) CPEeACTBO  (KOMILIEKC),
peanu3yroliee KOHTPoIb 3a HHGOpMalue, mocTynariei B UHGOPMAIMOHHYIO CUCTEMY
MEePCOHAIBHBIX JIAHHBIX U (WJIM) BBIXOASAIIEH U3 HHGOPMAITMOHHON CUCTEMBI.

Hapyumreab 6e30MacHOCTH MEPCOHAIBHBIX JaAHHBIX - (DU3UYECKOE JIUIIO, CIIY4YalHO
WIM TpeJHAMEPEHHO COBEpIIaIiee JACHCTBUS, CICACTBUEM KOTOPBIX SBIISIETCS
HapylieHre O€30MacHOCTH TEPCOHAIBHBIX JAaHHBIX NMPU UX 00pPabOTKE TEXHHUUYECKUMHU
cpeacTBaMU B MH(GQOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JIAHHBIX.

HeaBTomMaTH3MpoBaHHAasi 00paGoTKa MEPCOHAJIBHBIX JaHHbIX - 00paboTka
NEPCOHANBHBIX JAHHBIX, COJEPXKAIIUXCSI B MH(POPMAIIMOHHOW CHCTEME IMEepPCOHATBHBIX
JAHHBIX JIMOO W3BJICYEHHBIX W3 TaKOW CHUCTEMBI, CUYUTAETCS OCYIIECTBICHHON 0€3
UCIIOJIb30BaHUSI  CPEJCTB aBTOMATH3aIlMK  (HEaBTOMATHU3UPOBAHHOM), €CJIIM  TaKue
JNEUCTBHSI €  TEPCOHAJbHBIMU  JIaHHBIMHM, KaK  HCIIOJb30BaHUE, YTOYHCHHUE,
pacrpoCTpaHeHUE, YHHYTOXEHUE TMEePCOHAIBHBIX JAaHHBIX B OTHOIIEHHWHM KaXJOTO U3
CyOBEKTOB MEPCOHATIBHBIX JAHHBIX, OCYIIECTBISIOTCS MPU HEMOCPEJICTBEHHOM Y4YacTUU
YEJI0BEKa.

HenexapupoBaHHbie BO3MOMKHOCTH - (YHKIMOHAIBHBIE BO3MOXHOCTH CPEJICTB
BBIYHMCIIUTEIbHON TEXHUKH, HE OIHMCAHHBIE WJIM HE COOTBETCTBYIOLIWE OINHCAHHBIM B
JOKYMEHTALINH, npu MCII0JIb30BaHU U KOTOPBIX BO3MOKHO HapylieHue
KOH(UICHITMATbHOCTH, JOCTYITHOCTH WIIH IIEJIOCTHOCTH 00pabaTbeiBaeMoi MH(popMaIuy.

HecaHKIIMOHUPOBAHHBIN T0CTYI (HECAHKIMOHMPOBAHHbIC IEHCTBHSA) - JOCTYII
K MH(pOpMallUd WIH IEUCTBUs ¢ MH(OpMaIMel, Hapyaloue MpaBuia pa3rpaHUyCHUs
JI0CTyIa C KCIIOJIb30BAaHUEM INTATHBIX CPENICTB, MPEIOCTABISIEMBIX HHPOPMAIIMOHHBIMU
CUCTEMAMU NEPCOHANBHBIX JAHHBIX.

Hocutens unpopmanuu - GU3NYECKOE JIUIO WIM MaTEPHAIbHBI OOBEKT, B TOM
grciie (U3NYecKoe MoJie, B KOTOPOM HH(POpMaIsg HAXOJUT CBOE OTPaXKEHHWE B BUIE
CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHHI M MPOLECCOB, KOJIUYECTBEHHBIX
XapaKTePUCTUK (PU3NUECKUX BETUIHH.

Ofe3IMYNBaHNe TEPCOHAJBHBIX [JAHHBIX - JICUCTBUS, B pE3yJbTaT€ KOTOPBIX
CTAHOBUTCSI HEBO3MOXHBIM 0€3 HCIOJb30BaHUA JOMOJHUTENbHOW HWH(GOpMALUU
ONpENENUTh MPUHAMICKHOCTh TEPCOHANBHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY
MEePCOHAIbHBIX JIAHHBIX.

O06padoTka mepPCOHANBbHBIX JaHHBIX - JII00Oe JeiicTBue (omepauusi) WA
COBOKYITHOCTb JEWUCTBHI (Omepaunuii), COBEpPIIAEMbIX C HCHOJIb30BAaHUEM CPEJICTB
aBTOMAaTHU3allUd WIK 0€3 MCIOJIb30BAHUSI TAKUX CPEJCTB C IMEPCOHAJIBbHBIMU JAHHBIMU,
BKJIIOYass cOOp, 3amMch, CUCTEMAaTHU3allMl0, HAKOIUICHUWE, XpaHEHUE, YTOUYHECHHE



4

(oOHOBIIEHME, U3MEHEHHUE), U3BJIICUECHUE, UCIIOJIb30BaHUE, Nepenady (pacnpocTpaHEHUeE,
MpPEeNIOCTaBICHUE, JOCTYM), 00€3IMYMBaHUE, OJOKMPOBAHHUE, YAAJICHHE, YHUUTOXKEHUE
MIEPCOHATBLHBIX JTAHHBIX.

OO0ule0CcTyIHbIE MEePCOHATbHbIE [JaHHbIe - T[EPCOHANBHBIC JaHHBIE, JOCTYII
HEOTPAHWYEHHOTO Kpyra JMIl K KOTOPHIM TMPEAOCTaBICH C COrIacusi CyOBeKTa
MEPCOHABHBIX TaHHBIX MM HA KOTOPHIE B COOTBETCTBUU C (efiepalbHBIMU 3aKOHAMH HE
pacrpocTpansieTcs TpeboBaHue COOII0IeHNs] KOHPUAECHIIUATBLHOCTH.

Oneparop (MePCOHANBLHBIX JAHHBIX) - TOCYAAPCTBCHHBIA OpraH, MYHHUIIAIIATbHBIHN
OpraH, IOPUIANYECKOE WU (PU3NIECKOE JTUII0, CAMOCTOSITEIFHO U COBMECTHO C APYTHUMH
JUIIAMHA OPTaHU3YIOMIKME U (WIN) OCYIIECTBISIONME 00pabOTKy MEePCOHATBHBIX TaHHBIX, &
TaKXKe OINpeAeIIoNINe 1ein 00pabOTKU MEePCOHATBHBIX JTaHHBIX, COCTAB MEPCOHATBHBIX
JaHHBIX, TMOAJIeXamux o0paboTke, JneicTBUs  (Omepamuu), COBEpIIAEMBIE C
NIEPCOHATBHBIMY JIAHHBIMHU.

Texnuueckue cpeacrBa HUHPOPMANMOHHON CHCTEMbI MEPCOHAJBHBIX [JaHHBIX -
CpelICTBAa BBIYHMCIIUTEILHON TEXHUKH, WH()OPMAIIMOHHO-BBIYUCITMTEIIbHBIE KOMIUICKCHI U
CEeTH, CPEJICTBA W CUCTEMBI Tiepenaun, npuema u oopadorku [1J1H (cpencTBa U CUCTEMBI
3BYKO3aITHCH, 3BYKOYCHUJICHUS, 3BYKOBOCITPOU3BEACHHUS, IEPETOBOPHBIC U TEICBU3NOHHBIC
YCTPOWCTBA, CPEICTBA W3TOTOBJICHHS, THPAKHUPOBAHHUS JIOKYMEHTOB H JIpyTUe
TEXHUYECKHE CPeACTBA 00pabOTKH peueBoM, rpaduuecKoi, BUAe0- U OyKBEHHOIIM(DpOBOH
uHGOpPMAIIH), TPOTPAMMHBIE CPEJICTBA (ONEPAIIMOHHBIE CUCTEMBI, CUCTEMbI YIIPABIICHHUS
0azaMd JTaHHBIX W T.I.), CpEICTBAa 3allUThl HH(OpMaIUu, TpPUMEHSEMbIE B
MH(GOPMAIIMOHHBIX CUCTEMAX.

IlepexBat (undopmMamuu) - HEMPABOMEPHOE IMOJy4YeHHE HHGPOPMAIUU C
UCIIOJIb30BAaHUEM TEXHHUYECKOTO CPEJICTBA, OCYIIECTBISIONIET0 OOHApY>KEHUe, MpUeM U
00paboTKy HH(OOPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIe - JI00as WHGOPMAIMSA, OTHOCAMIASCA K TPSIMO WIU
KOCBEHHO OIPEACIICHHOMY WU ompeaensieMomMy (GusudeckomMy JuIly (CyOBeKTy
MEPCOHAIBHBIX JIAHHBIX);

Ilo6o4HbIe IIEKTPOMATHUTHBIE M3JIYYEHUS] M HABOJAKM - DJICKTPOMATHUTHEIC
U3ITYYCHUS TEXHUUECKUX CPENICTB 00pabOTKH 3amuiaeMoi nHdopMaIiui, BOSHUKAIONNE
KaK M0O0YHOE SIBJICHHE M BBI3BAHHBIC PJICKTPUUECKUMHU CUTHAJIAMU, IEHCTBYIONUMHU B X
ANEKTPUYECKUX M MATHUTHBIX IEMsIX, a TaKKe DJJIEKTPOMArHUTHBIE HABOJIKH DJTHX
CUTHAJIOB Ha TOKOTIPOBO/ISIIINE TWHUN, KOHCTPYKIIMH U [IETIA MATAHUA.

IMoJuTHKA «YHCTOr0 CTOJIa» - KOMIUIEKC OpraHW3allMOHHBIX MEPOIPUSTHH,
KOHTPOJUPYIOIHUX OTCYTCTBUE 3alHMCHhIBAHUS HAa OyMaKHbIE HOCHUTENHM KIIOYEeH W
aTpuOyTOB OCTyMa (Taposeii) U XpaHeHUsT X BOJIU3H 0OBEKTOB JOCTYTIA.

[Hoab30BaTes b HHPOPMALUMOHHON CHCTEMBI MEPCOHAJBHBIX JAHHBIX - JIUIO,
ydacTBymImee B (DYHKIIMOHHPOBAHUM HWH(POPMAINMOHHON CHUCTEMBI TEPCOHATBHBIX
JAHHBIX WJIA UCTIONB3YIONIEE PE3yIbTATHI €€ (YYHKITMOHUPOBAHMSI.

IpaBuia pa3rpaHuveHusi 10CTyNa - COBOKYIMHOCTh MPaBWJ, PETIAMEHTHPYIOITUX
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mpaBa JA0CTyna CyObeKTOB JOCTyla K 00bEeKTaM J0CTyma.

IMporpammHasi 3akyaaka - KOJ TNPOrpamMMbl, NpeIHAMEPEHHO BHECEHHBIM B
porpaMMy C IMEJIbI0 OCYIIECTBUTh YTEUKY, H3MEHUTh, OJIOKHPOBATh, YHUUYTOXHUTH
HHQOpMALINIO WM YHUYTOXKUTH M MOAUGPUIHUPOBATH MPOrpaMMHOE oOecTeueHue
MH()OPMAIIMOHHOW CHUCTEMBbI NIEPCOHANBHBIX JAHHBIX U (WJIH) OJIOKMPOBAThH amnmnapaTHbIC
CpEACTBa.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKOeE) BO3/eiicTBUE -
HECAaHKIIMOHUPOBAHHOE BO3JICHCTBUE Ha pecypchl aBTOMAaTU3UPOBAHHOMU
UH()OPMAIIMOHHOW CHUCTEMBI, OCYIIECTBISIEMOE C HCIIOJIb30BAHUEM BPEIOHOCHBIX
IporpamM.

PackpbiTie NMepPCOHAJNBHBIX JAHHBIX - YMBIIUICHHOE WIM CIy4ailHOE HapyIlIeHHE
KOH(DUACHIIMATBHOCTH TIEPCOHATBHBIX JTaHHBIX.

PacnpocTpaHeHne TMepPCOHAJBHBIX JAHHBIX - JICWCTBUS, HaINpaBJICHHBIE Ha
PacKpbITHE TIEPCOHATBHBIX JIAHHBIX HEONPEACICHHOMY KPYTY JIUII.

Pecypc uHPOpPMAIHOHHOW CHCTeMBI - HWMCHOBAHHBIM JJIEMEHT CHCTEMHOTO,
NPUKJIATHOTO WJIM alllapaTHOro obecrnedeHus (QYHKIMOHUPOBAHUS WH(OPMAIIMOHHON
CUCTEMBI.

CHellI/la.]]bele KaTeropum I1nepCoOHAJbHBIX [JaHHBLIX - TIICPCOHAJIBHLBIC OAdHHBIC,
Kacarouecs pacoBOM, HAUMOHAIBHOM MPUHAIJIEKHOCTH, IOJIUTHYECKUX B3IJISAOB,
PENUTUO3HBIX UIU GUIOCOPCKUX yOexKACHUM, COCTOSHUS 3I0POBbSl U MHTUMHOM KU3HU
CyOBEeKTa MePCOHANBHBIX TAHHBIX.

CpencrBa BBIMHCJIUTENbHOH TEXHHKH - COBOKYINHOCTh HPOrPAMMHBIX U TEX-
HUYECKHX DJIEMEHTOB CHCTeM OOpaOOTKM JaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEIbHO WM B COCTaBE JPYTUX CUCTEM.

Cyobekt goctynma (cy0beKkT) - JIMIO WIM TMPOLECC, JCUCTBUSA KOTOPOrO
pPErIAMEHTUPYIOTCA MPAaBUIIAMU Pa3rpaHUYEHUs TOCTYIIA.

TexHUYECKHI KAHAT yTeYKH HH(OPMALHH - COBOKYITHOCTb HOCHUTEISI HH(PpOpMAITUU
(cpenctBa 06paboTKH), PU3NUECKON Cpeabl pacIpOCTpaHeHUsI MHOOPMATUBHOT'O CUTHAJIA
U CPEJICTB, KOTOPBIMU JOOBIBAETCS 3amuiaemMasi nHbopmarus.

TpaHcrpaHH4YHAsi Mepedaya NMEePCOHAJIBHBIX AAHHBIX - IE€peAada IMEePCOHATBHBIX
JaHHBIX onepaTopoM uepes ['ocynapcTeeHHyro rpanuny Poccuiickoint denepaunn oprany
BJIACTH HWHOCTPAHHOTO TOCYIapCTBa, (PU3NYECKOMY WM IOPUIUYECKOMY  JIHILY
MHOCTPaHHOT'O FOCY/1apCTBa.

Yrpo3bl 0€30MaCHOCTH NEePCOHAIbHBIX JAaHHBIX - COBOKYINHOCTH YCIIOBHM U
($aKkTOpOB, CO3MAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJE CIy4ailHOTO,
JOCTYTAa K NEPCOHANBHBIM JTaHHBIM, PE3yJbTaTOM KOTOPOTO MOXET CTaTh YHUUYTOXKECHHUE,
M3MEHEHHEe, OJIOKMPOBaHUE, KOMUPOBAHUE, PACIPOCTPAHEHHUE NMEPCOHANBHBIX JAAHHBIX, a
TaK)K€ MHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUHN mpu ux 00paboTke B MHPOPMAIMOHHON
CUCTEME MEePCOHAIIbHBIX TaHHBIX.

YHUYTOKEHHE TEPCOHAJIBHBIX [AaHHBIX - JICHCTBUS, B pe3yJibTaTe KOTOPBIX



CTAHOBUTCSI HEBO3MOXKHBIM BOCCTAHOBHUTBH COJEpKAHUE IEPCOHAIBHBIX JaHHBIX B
MH(OPMAIIMOHHONW CUCTEME MEPCOHANBHBIX NaHHBIX W (WJIM) B pe3ysibTare KOTOPBIX
YHUYTOXKAKTCS MaTEPUAIbHBIE HOCUTENIN IEPCOHAIBHBIX JaHHBIX.

Yreuka (3amumaemMoil) uHpopMauMH N0 TEXHHYECKHM KaHajJIaM -
HEKOHTPOJIUPYEMOE PAaCIpPOCTPAHEHNE MH(OPMALIMK OT HOCUTENS 3alUIAaeMOl UHPOp-
Maluu 4epe3 (PU3UYECKYI0 Cpely A0 TEXHUYECKOIO CpENCTBA, OCYIIECTBISIOLIETO
nepexsar HHPOpPMaLUH.

YSA3BUMOCTB - CJTA00CTh B CPEJCTBAX 3AIUTHI, KOTOPYIO MOXKHO MCIOJIb30BATH IS
HapyILIEHUS] CUCTEMBI MJIM COJIepkKallleiics B Hell HHpopMalnu.

HenocTHocTh MHpOpPMAaNMU - CIIOCOOHOCTh CPEJCTBA BBIYMCIUTEIBHON TEXHHUKH
WIM aBTOMAaTU3UPOBAHHOM CHUCTEMBI oOOecneuyrBaTh HEU3MEHHOCTh HWHGOpMaIu B
YCIOBUSAX CIYYailHOTO W/WIIM MpeAHAMEPEHHOTO UCKaXKeHUs (pa3pyIIeHHs).



OBO3HAYEHUSA U COKPALLIEHU A

ABC - aHTHBUpPYCHBIE CpEICTBA

APM - aBromaTu3znpoBaHHOE pabouee MeCTo

BTCC - BcriomorareibHble TEXHUYECKUE CPEICTBA U CUCTEMBI
UCIIn - nHbOpMallMOHHAS] CUCTEMA MEPCOHATBLHBIX JIAHHBIX
K3 - koHTpOonupyemas 30Ha

JIBC - nnokasnbHasi BBIYUCIUTEIBHAS CETh

MD - MexKceTeBOM PKpaH

HC/I- HecaHKIIMOHMPOBAHHBIN AOCTYII

OC - onepanuoHHasi cUCTEMA

[1/IH - mepcoHanbHBIE JaHHBIE

IIMB - nporpaMMHO-MaTeMaTH4ECKOE BO3IEUCTBUE

10 - nporpamMmmHOe obecrieueHue

[I9MUH - no6ouyHbIe 3TEKTPOMATrHUTHBIE U3TYUYEHHUS U HABOJKU
CA3 - cucreMa aHann3a 3alUIICHHOCTH

C3U - cpeactra 3amuThl HHGOPMAIUN

C3I1dH - cucreMa (oJicuCTEMa) 3alUThI TEPCOHATBHBIX TAHHBIX
COB - cucrema oOHapyXKeHUSI BTOPKEHUM

TKVYU - rexHuueckue KaHaibl yTeUKd HHGOpPMAITUU

YBIT[IH - yrpo3sl 6€301acHOCTH IEPCOHATBHBIX IAHHBIX



BBEJIEHUE

Hacrtosimas Iloautuka wuHOpmanumoHHOM  Oe30macHOCTH mpu  padbore cC
MEPCOHATBHBIMU JTaHHBIMU B CepOBCKOW pallOHHOM TeppUTOPHATIBHON H30UpaTEIbHON
komuccuu (nanee - [lomutuka) siBisieTcst opUIUATBHBIM JOKYMEHTOM.

[lonutuka pa3paboTaHa B COOTBETCTBUU C TPEOOBAHUSAMHU, YCTAHOBICHHBIMU:

@®enepanbHpiM  3akoHOM oT 27.07.2006 Ne 149-®3 «OO0 wuHdopmanuwy,
MH(OPMAIMOHHBIX TEXHOJIOTUSX U O 3aIUTE UHPOPMALIHI;

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 152-D3 «O nepcoHaabHbIX TaHHBIXY;

noctanoBieHueM [IpaButensctBa Poccniickoit @enepanuum ot 01.11.2012 Ne 1119
«O0 yTBepkIeHHH TpeOOBAaHUU K 3alllUTE MEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKEe B
MH(GOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX);

noctanoBiieHueM IIpaButenbctBa Poccuiickoit @enepanuu ot 15.09.2008 Ne 687
«O0 yTBEepXKIEHUU TOJOKEHUI 00 OCOOEHHOCTSIX O0paOOTKH MEPCOHANBHBIX JaHHBIX,
OCYIIECTBIISIEMO 0€3 HCIOIb30BaHUS CPEACTB aBTOMATH3ALIUN;

noctanoBieHueM IIpaBurensctBa Poccuiickoit ®enepaunn ot 21.03.2012 Ne 211
«O0 yTBEepXKIEHUU TIEpPEeUHsI MeEp, HaNpaBIECHHBIX Ha OO0ECreYeHUe BBIMOTHEHUS
o0s3aHHOCTEH, MpeaycMOTpeHHbIX DeepanbHbiM 3aKOHOM «O MEepCOHATBHBIX JAHHBIX)
Y MIPUHATBIMUA B COOTBETCTBUM C HUM HOPMATHBHBIMU IPABOBBIMHU aKTAMH, OTIEPATOPAMH,
SBJISIIOLLIIMHUCS TOCYTaPCTBEHHBIMU WJIM MYHULIUTIAIIBHBIMU OpraHaAMK;

npukazom ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yrBepxkaenuun CocTtaBa H
coJlep KaHMsl OpPraHU3alMOHHBIX W TEXHHUYECKHUX Mep MO OOeCleyeHUI0 0e30MacHOCTH
NEePCOHANBHBIX JIAHHBIX TMPU KX 00paboTke B HWHOOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JAHHBIX,

npukazom ®CBb Poccum ot 10.07.2014 No 378 «OO yTBEepkACHHH COCTaBa U
CoJlep KaHMsl OpPraHU3alMOHHBIX W TEXHHUYECKHUX MEp MO OOeCleyYeHUI0 0e30MacHOCTH
NEePCOHANBHBIX JIAHHBIX TMPU KX 00paboTke B HWHOOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JAaHHBIX C HCIOJb30BAaHUEM CPEICTB KpPUITOrpapUUecKOd 3alfuThl
uHdopmaly, HEOOXOMUMBIX JMJIS BBIMOJHEHUS YCTaHOBJICHHBIX [IpaBUTEIHCTBOM
Poccuiickoit denepanuu TpeOOBaHMI K 3alIUTE MEPCOHATBHBIX JAHHBIX JIJIT KaKIOTO U3
YPOBHEH 3aIUIIIEHHOCTHY;

MeToauueckuMu pPeKOMEHAALUSAMU IO pa3pabOTKe HOPMATUBHBIX MPABOBBIX
aKTOB, ONPEICISIOMINX yTrPO3bl O€30MAaCHOCTH MEPCOHANBHBIX JTaHHBIX, aKTyaJbHbIEC MPH
00pa0OTKEe TMEepPCOHANbHBIX JAHHBIX B HWH(POPMAIIMOHHBIX CHCTEMax IEPCOHATbHBIX
JAHHBIX, OJKCIUIyaTUPYEMBIX IPU  OCYIIECTBIEHHMH  COOTBETCTBYIOIIMX  BHJOB
NeSATeNbHOCTH, yTBEepKAeHHbIMU pykoBoacTBOM &8 llentpa ®Cb Poccuu 31.03.2015 Ne
149/7/2/6-432.

B TIlonutuke onpenenensl TtpeboBanusi k nepconany HWCII[H, creneHb
OTBETCTBEHHOCTH INIE€PCOHAjNa, CTPYKTypa U HEOOXOAUMBIM ypOBEHb 3alIUILEHHOCTH,
CTaTyC W JOJDKHOCTHbIE OOSI3aHHOCTH COTPYJHHMKOB, OTBETCTBEHHBIX 3a OOECHEedYeHHE



O0e3zonacHoctn  nepcoHadbHbIX  gaHHbIx B WCII[H  CepoBckoil  pailoHHOU
TEeppUTOpUATILHON M30UpaTenbHON Komuccuu (nanee — Komuccus).

1. O01ue moJ10KeHuA

Lenwsto Hactosmier IlomuTmkm sBIIETCS oOCcleUeHHE OC30IMaCHOCTH OOBEKTOB
3amuThl KoMuccuun oT BCeX BHJIOB YIpO3, BHEHIHUX M BHYTPEHHHUX, YMBIIUICHHBIX U
HEMpEeTHAMEPCHHBIX, MHHUMU3AIMA yiiepOa OT BO3MOXHOM peanu3aluu  yrpo3
6ezonacnoctu [1/1n (YBIIdH).

be3onacHOCTh MEPCOHANBHBIX  JAHHBIX JOCTUTAeTCS MYTEM  HUCKJIIOUYCHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIYyYallHOTO, JHOCTYIA K NEPCOHAJIbHBIM JAHHbBIM,
pe3yJabTaTOM KOTOPOTO MOJKET CTaTh YHUUYTOXKEHUE, W3MEHEHHE, OJIOKUPOBaHUE,
KOMMPOBAHUE,  PACIPOCTPAHCHUE  MEPCOHANBHBIX  JIAHHBIX, a  TaKXe  HMHBIX
HECAHKIIMOHUPOBAHHBIX JICHCTBUH.

Nudopmanuss u cBs3aHHBIE C HEW PECYpPChl JOJDKHBI OBITH JOCTYIHBI JIS
ABTOPM30BAHHBIX  ToOJb3oBatenel.  JIoKHO ~ OCYHIECTBISTBCS ~ CBOEBPEMEHHOE
oOHapy>xeHue u pearupoBanue Ha YBII/IH.

JIOJDKHO OCYHIECTBIISITHCSL MPENOTBPAIICHUE MPEIHAMEPEHHBIX WIM CIy4alHBIX,
YACTUYHBIX WM TOJHBIX HECAHKIIMOHUPOBAHHBIX MOAUGMUKAIUA WU YHHUYTOKCHHS
JAHHBIX.

CoctaB 00BEKTOB 3amUTHl TpeactaBieH B «llepedyHe mnepcOHANbHBIX [TaHHBIX,
obpabartbiBaeMbIX B CEpOBCKOM pallOHHON TEppUTOPUATBLHON M30MpaTEIbHON KOMUCCHUH
B CBS3M C peaju3alueil CiayKeOHBIX (TPYAOBBIX) OTHOIICHUM, a TAaKXKe OCYIIECTBICHUEM
rOCY/IapCTBEHHBIX (PYHKITUN».

Cocras UCII[ln  momnexamux  3ammure, npexactaBieH B «llepeune
MHPOPMAIIMOHHBIX ~ CHCTEM IMEPCOHANBbHBIX JaHHbIX B  CepoBCKOW  pailloOHHOMN
TEPPUTOPUATIBHON M30MPATEIIHHON KOMUCCHI.

2. O0J1acTh AelicTBUA

TpeGoBanusi Hacrosimeil [lonmuTUKM pacTpOCTPaHSIOTCS Ha BCEX COTPYIHUKOB
Komuccun (mrTaTHbIX, BPEMEHHBIX, paOOTAIONIUX MO KOHTPAKTy M T.M.), a TaKKe BCEX
MPOYUX JUL (MOAPAIUYNKH, AyTUTOPHI U T.I1.).

3. Cucrema 3aIIMThI NEPCOHAJIBHBIX JAHHBIX

O6ecrnieueHne 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX TOCTUTAETCS, B YACTHOCTH:

OTIpEJICIICHHEM yTPo3 0€30MacHOCTH MEePCOHATBHBIX JAHHBIX MPU UX 00pabOTKe B
WH()OPMAITMOHHBIX CHCTEMAaX MEePCOHATBHBIX JTAHHBIX;

MPUMEHEHUEM OpPraHU3alMOHHBIX M TEXHUYECKUX MEp MO 00eCreYeHHUIo
0€30MacHOCTH MEPCOHANIBHBIX JIAHHBIX MPU UX 00pab0TKe B MHGOPMAIMOHHBIX CUCTEMAX
MEPCOHAIBHBIX JAHHBIX, HEOOXOJUMBIX [IJIi BBINOJHEHHS TpeOOBaHUI K 3alluTe
MEePCOHAIBHBIX  JAHHBIX, HCIOJIHEHHE KOTOPBhIX OOECHeuYrBaeT YCTAHOBJICHHbIC
[IpaButensctBOM Poccuiickoit @enepanuu ypOBHU 3alMIIEHHOCTH IEPCOHAIBHBIX
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JTAHHBIX;

MPUMEHEHUEM TMPOMIEANINX B YCTAaHOBJICHHOM TMOPSAKE MPOLEAYPY OICHKH
COOTBETCTBHUSI CPEJICTB 3aIUTHI HH()OPMALINH;

olleHKOM A()P(PEeKTUBHOCTU TMPUHUMAEMBIX MEp IO OOECHEeUeHHUI0 0e30MacHOCTH
MEePCOHANBHBIX JAHHBIX JI0 BBOJIa B OKCIUTyaTalMilo WH(POPMAIIMOHHON CHCTEMBbI
MePCOHATBHBIX JIAHHBIX;

y4e€TOM MAaIIMHHBIX HOCUTEJNEH MePCOHATbHBIX JaHHBIX;

oOHapyxeHrueM (DaKTOB HECAHKIIMOHMPOBAHHOTO JOCTyNa K TMEPCOHAIBHBIM
JAHHBIM W TIPUHATUEM MEpP, B TOM YHUCIE MEpP MO OOHAPYXKEHUIO, MPEAYNPEKICHUIO U
JUKBUJAIMA TIOCIICICTBUH KOMIBIOTEPHBIX aTaKk Ha WH()POPMAIIMOHHBIE CHUCTEMBI
NEePCOHANBHBIX JJAHHBIX U TI0 PEarupoBaHUI0 HA KOMITBIOTEPHbIEC UHIIUICHTHI B HUX;

BOCCTAHOBJICHUEM  TIEPCOHAJBHBIX  JIAHHBIX,  MOJAU(DUIIMPOBAHHBIX WU
YHUYTOXKEHHBIX BCJICJICTBHE HECAHKIIMOHUPOBAHHOTO JIOCTYIIA K HUM;

YCTAaHOBJICHUEM MpPaBHWJI JOCTyMa K MEPCOHAIBHBIM JaHHBIM, 00pa0aThiBaéMbIM B
WHOOPMAIIMOHHOW CUCTEME TIEPCOHAIBHBIX JIAHHBIX, a TaKke oOecreuyeHueM
pErucTpaluu W ydeTa BCEX JCHCTBUM, COBEPIINAEMBIX C MEPCOHAIBLHBIMU JIAHHBIMH B
MH()OPMAIIMOHHON CHUCTEME TIePCOHATBHBIX JaHHBIX;

KOHTPOJIEM 3a TNPUHUMAEeMbIMM MeEpaMH IO OOeCTIeYeHUI0 Oe30MacCHOCTH
NEPCOHATBHBIX JIaHHBIX W YPOBHA 3allMIIEHHOCTH WH(GOPMAIIMOHHBIX CHUCTEM
NEPCOHAIBHBIX JAHHBIX.

Cucrema 3amuthl nepcoHadbHbIX AaHHBIX (C3I1IH), cTpouTcs Ha OCHOBaHUU:

AKTa BHYTPEHHETO KOHTPOJIS COOTBETCTBUSA 00paOOTKM MEPCOHATBHBIX JaHHBIX.

[lepeunst mepcoHaldbHBIX HaHHBIX, OOpabaThiBaeMbix B CepoBCKOW pallOHHOM
TEPPUTOPUATIBHON HM30UpaTeIbHOH KOMHCCHM B CBS3M C peald3alliei CIIy»KeOHBIX
(TpyIOBBIX) OTHOIIIEHUH, a TAKKE OCYIIECTBICHHUEM T'OCYIapCTBEHHBIX (DYHKITHIA;

AKTOB KIaccupuKanuy HHOOPMAITMOHHBIX CUCTEM TIEPCOHATBHBIX JAHHBIX;

Mopaenu yrpo3 6€30MacHOCTH EPCOHATBHBIX JaHHBIX;

Martpuiipl TOCTyIa MOJb30BaTENEH K 3alUIaeMbIM WH()OPMAIIMOHHBIM pecypcam
NCIIdx;

PykoBonsimux nokymentoB ®CTIOK Poccun u @Ch Poccun.

Ha ocHOBaHMHM »3THX JOKYMEHTOB ONpENENSeTCs HEOOXOIUMBI YPOBEHb
samuienHoct [1/In kaxgoit UCIT[In Komuccuu. Ha ocHoBaHMU aHann3a akTyalbHbBIX
yrpo3 ©Oe3onacHoctu II/[H omucanHoro B Mojenu yrpos, AenaeTcsi 3aKiIOYEHHE O
HEOOXOIMMOCTH  WCIIOJIb30BAHUS ~ TEXHUYECKUX  CPEJACTB W  OPraHW3alUOHHBIX
Mepornpusatuii s obecmeuenus OeszonmacHoctr [I/lH. BriOpanubsie HeoOXomumbie
Mepornpusatus orpaxatorcsi B «CoctaBe Mep 3amuThl WHOOPMAIIMOHHBIX CHUCTEM
MEPCOHATBHBIX TAHHBIX.

Hnsa UCIIIH pomkeH OBITh COCTABJICH CHHCOK MCIOIB3yEMbIX TEXHUYECKUX
cpeacTB 3amuThl (maisee - CHOUCOK), a Tak e MPOrpaMMHOro obOecredyeHus,
yuacTBytoiero B 0opadotke 11/[H, Ha Bcex anementax UCII/H:
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APM nonw3oBaTenei;

CepBepa npUIIOKEHUH;

CYB/;

I'panuust JIBC;

KananoB mnepemaun B ceTu oOmIEro MOdb30BaHUS W (WIM) MEXIYHApPOJIHOTO
oOMeHa, ecnu o HuUM niepepatorcs [1/1H.

B 3aBucumoctn ot ypoHs 3amuiieHHoctd UCII/H u akryaneHbix yrpos, C3I11H
MOKET BKJIFOYATh CIECAYIONIME TEXHUYECKUE CPEJICTBA!

AHTUBHUPYCHBIE CPECTBA JJIsl pabOUMX CTaHIIUN MMOJb30BaTEIEH U CEPBEPOB;

CpEeICTBa MEKCETEBOI0 IKPAHUPOBAHMS;

cpeacTBa Kpunrorpadudeckoi 3anuThl HHGOPMAIIUU NIPU TIepeade 3amiuinaeMoin
uH(OpMaIMK MO KaHAJIaM CBSI3H.

Tak ke B CNHMCOK JTOJKHBI OBITh BKIIFOUEHBI (DYHKIIMU 3aIUTHI, 00ECIIEYnBAEMbIC
MTaTHBIMK ~ cpeacTBamMu  oOpabotrku II/ln  omeparmonubiMu  cuctemamu  (OC),
npukiaaHeiM IO U crnenuanbHBIMU KOMILJIEKCAMH, PEATU3YIONIMMHU CPEACTBA 3aIIMTHI.
Cnucok (hyHKITUH 32U Thl MOYKET BKJIIOYATh:

yIpaBJICHUE U Pa3TpPaHUYECHUE JOCTYMa MOJIb30BaTEIECH;

PETHCTPAIMIO U YUET NEeUCTBUM ¢ HH(pOpMaIue;

oOecrieueHue 1eJIOCTHOCTH JIaHHBIX;

oOHapy>KeHHE BTOPXKEHHI.

Coucok HWCNONB3yeMBIX TEXHUYECKUX CpeAcTB  oTpaxaercs B  «llimane
MEPOIPUSATUN MO  OOECNEeUEeHUI0 3alUThl  MEePCOHANBHBIX  JaHHBIX». CHHUCOK
UCIIOJIB3YEMBIX CPEICTB JOJDKEH MOJJEPKUBATHCS B aKTyalbHOM cocTosiHuu. [lpu
U3MEHEHUN COCTaBa TEXHUYECKUX CpeacTB 3amutbl wuiau diementoB  HCII/IH
COOTBETCTBYIOIIIME HW3MEHEHUSI JOJKHBI ObITh BHECEHbI B CHHUCOK W YTBEPKICHBI
npeJiceaTesieM NzbuparenbHoli komuccuu CBEpIIOBCKON 0O0JacTH WM JIUIIOM,
OTBETCTBEHHBIM 3a oOecrieueHue 3amuThl T1/1H.

4. TpeooBanus k noacucremam C3IIAn

C3I11n BKIIOYAET B C€0S CIEMYIONINE TIOICUCTEMBI:

YIIPaBIICHUS TOCTYIIOM, PETUCTPALIUU U YUETa;

oOecrieueHust 1ETO0CTHOCTH U IOCTYITHOCTH;

AHTUBUPYCHOM 3alUTHI;

MEXKCETEBOI0 SKPAHUPOBAHUS,

aHaJIN3a 3alMIIECHHOCTH;

oOHapy>KEHUS BTOPKCHUI;

KpunrorpaduuecKkoi 3auThI.

[Moacuctembr C3I1IH UMEIOT pa3nuyHbIM (QYHKIMOHAT B 3aBUCHUMOCTH OT Kjacca
NCIIdH, omnpeneneHHOro B «AKTe KiaccuUKauuv HHPOPMAITMOHHON CHCTEMBI
NepcoHaNbHbIX AaHHbIX». Cnucok cooTBeTcTBUS (QyHKuui noacucrteM C3IIH kmaccy
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3AIIMILEHHOCTH IPEICTABIECH B TEXHUYECKOM 3aJaHUM 10 CO3JaHHUI0 CUCTEMBI 3aIlUTHI
uH(popMauu HTHPOPMALIMOHHON CUCTEMBI IEPCOHAIBHBIX TAHHBIX.

[loacuctema ynpaBieHUS JOCTYOOM, PETUCTPALIMU U yYeTa

Ilogcucrema ynpaBieHHs OOCTYNOM, PETMCTPALMM M y4eTa MNpeIHA3HAaYeHa IS
peanu3aium CiIeaymmux QyHKIuii:

UIACHTU(PUKALMK U TMPOBEPKH MOJIMHHOCTA CYOBEKTOB JOCTyNa IpHU BXOJAE B
NCII/H;

UJACHTU(PUKALUYA TEPMUHAJIOB, y3JI0B CETH, KAHAJIOB CBSI3U, BHEIIHUX YCTPOUCTB MO
JIOTUYECKUM HUMEHAM;

UACHTU(PUKALUKA POTPaMM, TOMOB, KaTajaorosn, (aiyoB, 3anucei, moyueu 3amnucen
10 UMEHaM;

peructpaiuu Bxojaa (BbIXxoja) CyObeKTOB JOCTyMa B CUCTEMY (K3 CHUCTEMBI), TUOO
PErUCTpaIy 3arpy3Ku U MHULHAIA3ALUH ONIEPALlMOHHON CUCTEMBI U €€ OCTaHOBA.

pEruCTpalu TMOMBITOK JOCTYIa MPOTPAMMHBIX CPEICTB (MpOrpaMM, MPOIECCOB,
3a/1ay, 3aJJaHui) K 3aluiiaeMbiM Qaiinam;

pPErucTpaluy MOMNBITOK JI0CTyNa MPOTrPaMMHBIX CPEICTB K TEPMHUHAJIAM, KaHaiam
CBsI3M, POTpaMMaM, TOMaM, Katajioram, ¢aiinam, 3arucsam, MoJisM 3arucen.

[loncucrema ympaBiaeHUS JOCTYIIOM MOXET OBITh pealn30BaHa C IMOMOIIBIO
MTaTHBIX cpeacTB o0paboTku [1/IH (omeparmonHbIX cucteMm, npuioxennii u CYBJ]). Tak
KE MOXKET OBITb BHEAPEHO CIIEIMAIbHOE TEXHUYECKOE CPEICTBO WIM HX KOMIUIEKC,
OCYIIECTBIISIIOIIME  JOMOJHUTENbHBIE MEpbhl MO AayTeHTU(UKAIMU U  KOHTPOJIIO.
Hampumep, mnpuMeHeHHE €AUHBIX XPAHWIMUIL YYETHBIX 3aluceld IMOJb30BaTeled U
pPETHCTPAIMOHHON MH(OpPMAIIUU, WCIOJNH30BAHUE OMOMETPUUYECKUX W TEXHHUYECKUX (C
TIOMOIIBIO AJIEKTPOHHBIX MPOMYCKOB) MEP ayTEHTU(DHUKAIIMH U IPYTUX.

HOI{CI/ICTeMa obecreueHus HNEJIOCTHOCTH U JOCTVYITHOCTH

[loncucrema oOecreyeHUs: 1EIOCTHOCTH W JOCTYMHOCTU TpeJHA3HAuYeHa JUIs
oOecrieueHus 1EI0CTHOCTH U NOoCTynmHOCTH [1J[H, mporpaMMHBIX M ammapaTHBIX CPEICTB
NCIIIn Komwuccuu, a Tak € CpPEACTB 3aIIMUTHI, NPU CIy4allHON WIM HaMEpEeHHOMN
MOIU(HUKAITHH.

[Toncucrema peanusyeTcss C IMOMOIIBIO OPraHU3ALHMM PE3EPBHOIO KONMUPOBAHUS
o0pabaThIBaeMbIX JIAHHBIX, a TaK K€ pe3epBUPOBaHUEM Kif04ueBbIX anemeHToB MCII/IH.

TloncucreMa aHTUBUPYCHOM 3aIIIUTEI

[logcuctemMa  aHTUBHPYCHOM  3alIUThl  MpeJHa3HAYeHa i1 OOeCleYeHHs
aHTUBUPYCHOM 3auThl cepBepoB U APM nons3zoBateneit UCITIn Komuccuu.
CpenctBa aHTUBUPYCHOM 3alUTHI MPEAHA3HAYEHBI JJI1 PEAM3alUU CIIEAYIOIINX
G yHKIHN:
PE3UACHTHBIM aHTUBUPYCHBI MOHUTOPHHT;
AHTUBUPYCHOE CKAHHPOBAHUE;
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CKpUNT-0JIOKMPOBAHHUE;
LEHTPAIM30BAHHOW/YJaIEeHHONW YCTaHOBKU/IEUHCTAJUISILIMM aHTUBUPYCHOTO
IPOAYKTa, HACTPOMKHU, aJMUHUCTPUPOBAHUSA, I[POCMOTpPA OTYETOB U
CTaTUCTHYECKOW MH(OpMaAU 10 padoTe MPOAYKTA;
aBTOMAaTU3WPOBAHHOTO OOHOBJIEHUS aHTUBUPYCHBIX 0a3;
OTPaHUYCHUs I[paB II0Jb30BATEIA HAa OCTAaHOBKY HCIIOJHAEMBIX 3a7ad M
U3MEHEHMsI HACTPOEK aHTUBUPYCHOTO MPOTPAMMHOI0 00EeCTIeUeHHUS;
ABTOMAaTHUYECKOTO 3amycka HEIIOCPEACTBEHHO 1ocie 3arpy3Ku
OIEPALMOHHON CUCTEMBI.

IToncucrema peanmusyercss IyTeM BHEAPEHUS CIELMAIBHOIO aHTUBUPYCHOI'O

nporpamMMmHoro oobecneuenust Ha Bce 3neMenTsl UCII/IH.

IoacucTema MEXKCETEBOr0 SKpAaHUPOBAHUS

[loncucrema MeEXCETEBOrO SKpaHUPOBAHMS IMpeJAHA3HAUYEHA JUIsl peanu3aluu
cleayromux GyHKImii:

bunbTpauu OTKPHITOTO U 3amudpoBaHHOro (3aKkpeiToro) IP- tpaduka;

¢dbuKcany BO BHYTPEHHHUX JKypHajax HMH(OpMaIMH O MPOXOJAIIEM OTKPBITOM H
3akpbiToM [P-Tpaduke;

UACHTU(PUKALUA U ayTeHTU(PUKAIUU aAMUHUCTPATOpa MEXCETEBOT0 3KpaHa MpH
€ro JIOKaJIbHBIX 3alpocax Ha JOCTYIL;

perucTpanuu Bxoga (BbIXOJla) aIMHHHCTPATOpa MEXKCETEBOTO SKpaHa B CHCTEMY
(13 cuctemsl) MO0 3arpy3Ky U UHUIIMATU3AIUNA CUCTEMBI U €€ IIPOTPAaMMHOT'O OCTaHOBA;

KOHTPOJIS IIEJIOCTHOCTH CBOEH MpOrpaMMHON U MHGOPMAIIMOHHON YacTH;

bunbTpalui MAKEeTOB CIIYKEOHBIX MPOTOKOJIOB, CIY)KAIIUX MJisi AUATHOCTHUKUA U
yIpaBjeHUs pabOTOM CETEBBIX YCTPOMUCTB;

(GuIbTpalUK ¢ YYETOM BXOJIHOTO M BBIXOJHOTO CETEBOr0 MHTepdeiica Kak cpescTBa
IPOBEPKU MOJIMHHOCTH CETEBBIX a/IPECOB;

PEruCTpalliy U y4eTa 3alpaliiBacMbIX CEPBUCOB IPUKIIATHOTO YPOBHS;

OJIOKUpOBaHUS JOCTyNna HEWJACHTHPUIIMPOBAHHOTO OOBEKTa WIH CyOBeKTa,
MOMJIMHHOCTh KOTOPOTO TIPW  ayTeHTU(PUKAIMK HE MOATBEPAWUTIACh, METOJIAMH,
YCTOMYHMBBIMU K MIEPEXBATY;

KOHTPOJIS 32 CETEBOM aKTUBHOCTHIO TIPUIIOKECHHUN 1 OOHAPYKEHUS CETEBBIX aTaK.

[Toncucrema peanu3yeTcs BHEIPEHHEM MPOTPAMMHO-ANIIAPATHBIX KOMILIEKCOB
MEKCETEeBOro dKpaHupoBanus Ha rpanuie JIBC, kinaccom He Huxe 4.

IlogcucTema aHajimM3a 3alUIICHHOCTH

[logcucrema aHanmu3a 3alIUMIIEHHOCTHM JOJDKHA OOecHeurBaTh  BBISIBICHHE
ySI3BUMOCTEH, CBsI3aHHBIX ¢ omuOkamu B kKoHpurypamuu [10 UCII[AH, koTOpble MOTYT
OBITh UCTIOJIb30BAHbI HAPYIIUTENIEM JIJIsl peau3alii aTaku Ha CUCTEMY.

OYHKIUOHAI TOJCUCTEMBI MOXKET OBITh peajn30BaH MNPOTPAMMHBIMU U
MPOrPAMMHO-aNMNapaTHBIMU CPEACTBAMMU.
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TToncucrema 0OHAPVIKEHUS BTODKEHUNA

[logcuctema oOHapyXeHUsS BTOPKEHHM JOJDKHA OOeCleuuBaTh BBISIBICHUE
cereBbIX aTtak Ha 3neMeHThl MCIIJIH, MOOKII0OYEHHBIE K CETAM OOINEro MOJIb30BaHUS U
(1) MEXIYHApPOJHOTO OOMEHa.

OYHKIHUOHAT TOJACUCTEMBI MOXET OBITh peajn30BaH MPOTPAMMHBIMU U
MPOrpaMMHO-ANIIAPATHBIMU CPEICTBAMHU.

Iloacucrema KDHHTOFDa(queCKOﬁ 3aIIIUThI

[Toncucrema kpunrorpaduueckoi 3anuThl TpeaHa3HadeHa st uckiouenuss HCJL
K 3amumaemoit napopmanuu B UCIT/IH Komuccun npu ee mepenade mo KaHajaM CBS3H
ceTel 001IeTo MOJIb30BaHUs U (WJIH) MEXIYHAPOIHOTO OOMEHa.

[Toxcucrema peanu3yercs MyTEM BHEIPEHUS KPUNTOrPapUUICCKUX TPOrPAMMHO-
amnmapaTHBIX KOMIUICKCOB.

5. IMoaws3oBaTenu UCIIIn

B UCII[Jz Komuccum MOXHO BBIAEIUTH CIEAYIOIIME TPYHIbI IOJIb30BATENECH,
y4acTBYIOIIMX B 00paboTke u xpanenuu [1J{H:
Anmvunnctparopsl UCIT/H;
AMMHHCTpATOPBI OE30MaCHOCTH;
Onepatopsl APM;
Anmunuctpatopsl cetu UCIT/H;
Texnuueckue  crnenuanucTl MO OOCIYKHMBAaHHIO  HEepUPepUuitHOro
00opy10BaHMS.
JlaHHbIE O TpyIIax IO0JIb30BaTEIsAX, YPOBHE UX JOCTyna U MH(GOPMUPOBAHHOCTU
JOJDKHBI OBITh OTpakeHbl B Matpuie JocTyna Mosb30BaTeiel K 3alluIaeMbIM
UH(OPMAIIMOHHBIM pecypcam.

Anmvunauctparop UCIIIH

Anmunuctparop HUCIIAH, corpyanuk Komuccuu (Miam MHOE YIOJTHOMOUYEHHOE
JUI0), OTBETCTBEHHBIM 3a HACTpOWKYy, BHeApeHue u compoBoxaeHue HWCII/n.
ObecneunBaeT (HYHKIMOHUPOBAHUE MOJACUCTEMBbI ympaBieHus mgoctynom WCII[In u
YIIOJJTHOMOYEH OCYIIECTBIIITh NPEAOCTABICHUE U Pa3TPAaHUYEHUE JOCTyNa KOHEYHOTO
nonb3oBarens (Onepatopa APM) Kk anemMeHTaM, XpaHsIUM epCOHANIbHbIC TAHHbIE.

Anmvunuctparop UCII/Ix obnanaer cieayomuM YpOBHEM TOCTYyNa U 3HAHUIA:

obOnagaeT moiHOW WH(OpMAIMEed O CHCTEMHOM W TMPUKIATHOM TPOTPAMMHOM
ob6ecnieuennu UCII/H;

obOnagaeT MmMoONMHOW WHGOPMAIMEH O TEXHUYECKUX CpEeACTBaX W KOH(GUTypanuu
NCIIdn;

MMEET JOCTYIl KO BCEM TEXHHUYECKUM CcpelicTBaM 00pabOTKM HHPOpMAIUU U
nanabiM UCIT/IH;

oOyajjaeT mnpaBaMu KOHPUTIYpUpPOBaHMS W AJMHUHHCTPATUBHOM HACTPOUKH
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texHnyeckux cpencts UCII/IH.

ADMUHHUCTPATOD OE30IMACHOCTH

Anmunuctparop  Oe3omacHocTd, — coTpyaHuk — Komuccum (MM uHOE
YIIOJTHOMOYEHHOE JIMI0), OTBETCTBEHHbIH 3a (yHKkunoHuposanue C3II/{H, BKiIIOUas
00CIy’KMBaHHE U HACTPOUKY aIMUHUCTPATUBHOM, CEPBEPHOMN U KIMEHTCKONH KOMIIOHEHT.

AamuHucTparop 0e3onmacHOCTH o00JaJaeT CIEAYIOUIMM YpPOBHEM JOCTyna u
3HAHUM:

obOnanaet npaBamu Anmunucrpartopa UCIIH;

obOnaznaet nonHou nuHdopmamueit 06 UCI1/1H;

UMEET JIOCTYI K CPEJCTBAaM 3alIUThl THPOPMALIMH U MPOTOKOJIUPOBAHUS U K
yacT KiIroueBbix aaeMeHToB MCIT/H;

HE MMEET MpaB JIOCTyINa K KOH(OUTYPUPOBAHUIO TEXHUUECKUX CPENICTB CETH
32 UCKIIFOUEHHEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

AnamuHucTpatop 6€30MacHOCTH YIOJTHOMOYEH:

peanu30BbIBaTh NOJUTUKU Oe3omacHOCTH B yactu HacTpoiiku CK3U, mexcereBbIx
HKPAaHOB U CHUCTEM OOHApYXEHHUS aTaKk, B COOTBETCTBHUU C KOTOPHIMH I0JIb30BaTEIh
(Onepatop APM) nosty4aeT BO3MOXXHOCTh padoTaTh ¢ anementamu UCI1/IH;

OCYLIECTBIIATH ayIUT CPEJICTB 3aLUTHI;

Oneparop APM

Onepatop APM - corpynnuk Komuccuu (MaM WMHOE YIOJTHOMOYEHHOE JIWIIO),
ocymiecTBistonui  o6paborky IIJIln. O6pabdorka IIJ[H BKIOYAaEeT: BO3MOKHOCTH
npocmotpa [11n, pyunoit BBoa I1[In B cucremy WMCII[H, ¢popmupoBanue crnpaBok u
otueToB 1o uHpopmarmu, nonydenro u3z UCIIJ. Onepatop HEe UMEET MOJTHOMOYUHN ISt
yIpaBlieHus noacucreMamu oopabotku nanubix u C3I1/H.

Omneparop UCII/In obnagaeT cieayomuM YpOBHEM JA0CTYyNA U 3HAHUM:

o0nmagaeT BCeMH  HEOOXOMUMBIMU  aTpuOyTamMu  (Hampumep, MaposieMm),
00eCIreynBaoIMMU JOCTYIT K HEKOTOPOMY TToAMHOXeCTBY [1J1H;

pacrnosiaraeT KOHPUACHIIUATHHBIMUA JTAHHBIMHU, K KOTOPBIM UMEET JOCTYTI.

Anmunauctparop cetu UCIT

Anmunuctparop cetu  UCII[dH, corpynmnuk  Komuccum  (wnm  wHOE
YIOJHOMOYEHHOE JU1I0), OTBETCTBEHHBIH 3a (GYHKITMOHHPOBAHHE
TeeKOMMYHHUKaIMOHHOW mojacucteMbl MCIT[IH. AnMuHHUCTpaTOp CETH HE HMEET
MTOJITHOMOYHUM JIJIS1 yIIPaBIIEHUS MOJACUCTEMaMH 00pabOTKH JaHHBIX U O€30MacHOCTH.

AJIMUHHCTPATOP CETU 00JIAIAET CIECAYIOIIUM YPOBHEM JIOCTYIA U 3HAHUM:

oOnajaeT 4acThio MHGOpPMALMUM O CHUCTEMHOM U NPUKIATHOM MPOrPaMMHOM
ob6ecrnieuennu UCII/H;

oOJlajjaeT 4acThl0 HMHQPOPMAIIMM O TEXHUYECKUX CpEJCTBaX W KOHQPUTrypaluu
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NCIIH;

uMeeT PU3HYECKU TOCTYI K TEXHUYECKUM CpPeJCcTBaM 00pabOTKH MH(OpMALUU U
CpelICTBaM 3allMThI;

3HAET, 10 MEHbILEH MePE, OJHO JIETAIBHOE UM JOCTYTIA.

TexXHUYEeCKUN CEIMaIMCT 0 00CITYKUBAHUIO HeprUdEPUITHOTO 000DV IOBAHUS

TexHu4eckuil CeruaiucT Mo OO0CIyKUBaHUIO, cOTpyaHUK Komuccuu (wnm nHOe
YIOJIHOMOYEHHOE JIUIIO), OCYIIECTBISAECT OOCITY)KUBAaHUE M HACTPOMKY TepudepuitHoro
obopynoBanusi WCII[H. TexHudeckuil CHeUaIUCT MO OOCITYXKHBAHUIO HE HMEET
noctyna k I1JlH, HE MMeeT MOJMHOMOYWU JJIsl YNpaBJICHUs] TOJCHUCTEMaMU 00pabOTKU
JTAHHBIX U 0€30I1aCHOCTH.

TexHu4ecKkuil CHenHaIUCT MO OOCITY>KUBAHUIO 00JIaJaeT CIEAYIOIIUM YPOBHEM
JOCTYyIla ¥ 3HAHUM:

obnamaer 4acTel0 HHPOPMAIMM O CHUCTEMHOM U TPHUKIATHOM IPOTPaMMHOM
ob6ecnieuenuu UCII/H;

obOyamaeT 4acThl0 HMHQPOPMAIIMM O TEXHUUYECKUX CPEJCTBaX W KOHQPUTYpallUuu
NCITH;

3HAET, IO MEHBIIIEH MEPE, OJHO JIETAIIBHOE UMS TOCTYTIA.

6. TpeGoBaHusi K mepcoHaay 1o odecnevyeHno 3amuThl [1/1n

Bce corpynnuku Komwuccum, siBistomuecs mnoib3oBatensimu MCIIIH, A0JKHBI
YEeTKO 3HATh U CTPOTO BBHIMOJHATh YCTAHOBJICHHBIC MPABUIIA U 00S3aHHOCTH MO JIOCTYIY K
3alMIAeMbIM O0BEKTAM U COOJIIOIEHUIO IPUHATOTO pekuma Oe3onacHocT [1/1H.

[Ipu BCTyIJIEHUU B IOJDKHOCTH HOBOT'O COTPYAHHKA OH JOJIKEH OBITh 03HAKOMIICH
C HEOOXOJUMBIMHU JTOKYMEHTAMH, PETJIAMEHTUPYIOMIMMH TpeboBaHus 1o 3ammure [1/[H, a
Takke  OOyueHHe  HaBbIKaM  BBIMIOJHEHUS  TPOLEAYp, HEOOXOAUMBIX s
CaHKIIMOHUPOBAHHOTO HcnoJb3oBaHus UCIITH.

CoTpyaHuK [OJDKEH OBITh O3HAKOMJIEH CO CBeAeHUs MU Hacrtosimleidl [lomutuku,
MPUHATHIX Tpouenyp padbotsl ¢ anementamu UCIIIn n C3I1/H.

CotpynHuku Komuccun, UCIIONB3YIOIIHE TEXHUYECKHE CpeacTBa
ayTeHTU(UKaMK,  JODKHBI  OOecreyuBaTh  COXPAaHHOCTh  WJAECHTU(UKATOPOB
(anmekTpoHHBIX KIto4eil) u He gonyckaTh HCJl k HUM, a Tak k€ BO3MOXHOCTbh UX yTEpH
WM HCHOJIb30BaHUsS TpeTbUMH Juuamu. [lodp3oBaTenn HeCyT NEPCOHAIBHYIO
OTBETCTBEHHOCTbH 32 COXPAHHOCTH UJEHTU(HUKATOPOB.

Corpynauku Komuccuu [OOMKHBI CJIEIOBaTh yCTAaHOBJIEHHBIM MpOIEAypaM
nojaepkanus pexkuma oe3zonacuoctu [1J{H mpu BeIOOpE U UCTIONB30BaHUU MApOoJeH (eciau
HE UCTOJIb3YIOTCS TEXHUUECKHUE CPE/ICTBA ayTCHTH(PUKAIINHN ).

Corpynuuku  Komuccun  goibkHbl — oOecrneuuBaTh — HAJUICXKAIIYI0 — 3allUTy
000py/I0BaHMS, OCTaBJISIEMOT0 0€3 MNPHCMOTpPa, OCOOCHHO B TEX CiyyasX, KOrja B
MOMEIIEHUE MMEIOT JOCTYIl IMOCTOPOHHME Juia. Bce monp3oBaTeln AOMKHBI 3HATh
TpeboBanus no 6e3onacHocty [1/IH U mpoueaypsl 3aUThl 000PYA0BaHUS, OCTABICHHOIO
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0e3 MpUcMoTpa, a TAKIKEe CBOM 00SA3aHHOCTH MO 00ECTICUEHUIO TaKOU 3alUTHI.

CoTpyaHukaMm  3ampemniaeTcsi  yCTaHaBIMBaTh  IOCTOPOHHEE  MPOrpPaMMHOE
oOecrieueHue, MOAKII0YATh JIMYHbIE MOOMIIbHBIE YCTPOICTBA U HOCUTENN MH(GOpPMAaLUH, a
TaK e 3alKChIBaTh HA HUX 3alIUILAaeMyt0 HHPOPMALHIO.

CoTpyaHukaM 3ampenaercss pasrjamaTh 3alldilaeMylo HHGOpMaIUio, KOTopas
CTaJla UM U3BECTHa IpH padoTe ¢ MHPOpPMalUUOHHBIMH cucTeMaMu Komuccuu, TpeTbum
JULAM.

[Ipu pabore c¢ IIJn B UCIIn corpyanuku Komuccunm 00s13aHbl 00€CTeUnTh
OTCYTCTBHE BO3MOXXHOCTU mpocMmoTpa IIJ[H Tperbumu nunamu ¢ MoHuTOpoB APM nnu
TEPMHUHAJIOB.

[Tpu 3aBepmienun pabotsl ¢ MCII[AH corpyanuku o6s3anbl 3amutuTh APM nnm
TEPMHUHAJIBI C TOMOUIBIO0 OJIOKUPOBKU KIFOUOM WJIM SKBUBAJIEHTHOTO CPEICTBA KOHTPOJIS,
HanmpuMep, JOCTYIOM IO MAapoJIl0, €CJIM HE HUCIOJIb3YIOTCS 0oJiee CUIIbHBIE CpEACTBa
3aIUTHI.

Cotpynnuku Komuccuum J0KHBI ObITh  TPOMH(OPMUPOBAHBI 00 yrposax
HapyuieHus: pexxuma Oe3omacHoctu [I/lH U oTBeTcTBEeHHOCTH 3a ero HapyueHue. OHu
JOJIKHBI OBITh O3HAKOMIICHBI C YTBEPKICHHOU (HOpMaIbHOW MPOLEAYypPON HATOKEHUS
JUCHUIUIMHAPHBIX B3BICKAHWW HA COTPYIHUKOB, KOTOpbIE HAPYIIUIM TMPUHSTHIC
NOJIMTUKY U TIpoueypsl 6e3omacuoctu [1/1H.

CotpynHuku 00s13aHbl 06€3 MpoMeieHus: coo0maTh 000 BCeX HaOJI0IaeMbIX WU
NoJIO3pUTENbHBIX ciydasix paborsl WMCIIJIH, Morymmx moBiedb 3a COOOW yrpo3bl
o6eszonacHoctu [I/IH, a Takke O BBISIBICHHBIX HMMH COOBITUAX, 3aTparuBaroOlUX
6e3onmacHocth [IJIH, pYKOBOACTBY mMOJpa3feieHUss H JHIy, OTBEYAIolEMy 3a
HEMEIJICHHOE pearupoBaHue Ha yrpo3bl Oe3onacHoctu [1/1H.

JIOJDKHOCTHBIE 00s13aHHOCTH noJib3oBarener UCITJIH

JloibkHOCTHBIE 00s13aHHOCTH Tostk3oBatenedt VMICIIJIH omucaHbl B CIIEIYIOIMIMX
JIOKYMEHTaX:

Nuctpykuus agmunnctparopa UCITIH;

HNuctpyknus aqgmuanctparopa 6ezonacaoctu UCTH;

NucTpykuus nonszoBarens UCII/H;

HNHCTpyKIMS 1OIB30BaTENs MPU BOSHUKHOBEHUH BHEIITATHBIX CUTYAIUN;

OTBETCTBEHHOCTh COTPYAHHNKOB

B cootrBercTBUM co crartben 24 DenepanbHoro 3akoHa Poccuiickoint deaepannn ot
27 mrong 2006 r. Ne 152-03 «O nepcoHambHbIX JaHHBIX) JIMIA, BAHOBHBIE B HAPYILICHUU
TpeOboBanuil manHoro denepanbHOr0 3aKOHA, HECYT TpPaX)IAaHCKYIO, YrOJIOBHYIO,
aIMUHUCTPATUBHYIO, JUCHHUILIMHAPHYIO U UHYIO MPEIYCMOTPEHHYIO 3aKOHOIaTEIbCTBOM
Poccuiickoit @enepanyii OTBETCTBEHHOCTb.

JHelictByromee  3akoHOmaTenbCcTBO  Poccuiickort ~ ®Denepauuy  MO3BOJISIET
NpeabsABIATh TpeOOBaHUSI 1O OOecleueHuo Oe30macHo paboThl ¢  3anIuIIaeMoit
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uH(popmaleil U mperycMaTpUBaeT OTBETCTBEHHOCTh 3a HApYUICHHWE YCTAHOBJIEHHBIX
npaBui 3Kcmutyataiuu OBM u cuctem, HenmpaBOMEpHBIM JOCTYyN K MH(OpMaUu, ecliu
ATH JIEUCTBHS MPUBEIU K YHUUTOXKEHHUIO, OJIOKUPOBAHUIO, MOAM(PUKALUU HWH(DOpMALUU
WK HapylieHuto padotsl 9BM unu ceteit (cratbu 272,273 u 274 YronoBHOTo Koaekca
Poccuiickoit deaepanun).

Anmunuctparop UCIIJIH u agmMuHucTpaTOp 6€30MaCHOCTH HECYT OTBETCTBEHHOCTD
3a BCE€ JEHCTBHS, COBEPIICHHBIE OT UIMEHHU UX YUYETHBIX 3aIIMCEN WM CUCTEMHBIX YYETHBIX
3amMceil, ecinu He JoKa3aH (PaKT HECAaHKIMOHWPOBAHHOTO HCIOJIB30BAHUSA YYETHBIX
3anucen.

IIpn Hapymenusix corpyauukamMu Komuccun — nons3oBarenamu UCIIIH npasui,
CBs3aHHBIX ¢ Oe3zonacHocThio IIJ[H, OHM HECyT OTBETCTBEHHOCTb, YCTAaHOBJICHHYIO
JNEUCTBYIOIIUM 3aKOHOIATENBCTBOM Poccuiickon denepaunu.

7. CIHCOK HCNO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBBIMH M METOAMYECKUMH JOKYMEHTaMH, Ha
KOTOPBIX Oa3upyeTcs Hactosmas [lomuTuka, sBIsIOTCS:

®enepanbhblii 3akoH oT 27.07.2006 r. No 152-®3 «O mepcoHadbHBIX JaHHBIXY,
YCTaHABJIMBAIONIUM OCHOBHBIC TMPUHIUIBI U ycloBus oOpabotku [IJ[H, mnpaga,
00S13aHHOCTH M OTBETCTBEHHOCTh YYAaCTHHUKOB OTHOIICHHM, CBSI3aHHBIX C 00pabOTKOU
I11H.

TpeOGoBanusi K 3amUTe MEPCOHANBHBIX JaHHBIX TpPU HX 00paboTke B
MH(GOPMAIIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX NAHHBIX, YTBEPKJIEHHBIE MOCTAHOBJICHHEM
ITpaButenbctBa Poccuiickoit deneparuu ot 01.11.2012 r. Ne 1119.

[Tomoxxenne 00  0cOOCHHOCTAX  0OpPaOOTKM  IMEPCOHANBHBIX  JIAHHBIX,
OCYIIECTBIISIEMOM 0€3 HCIOJNBb30BAaHUS CPEACTB aBTOMATH3AIMM, YTBEPKIECHHOE
noctaHoBieHueM IIpaButensctBa Poccutickoit @enepannu ot 15.09.2008 1. Ne 687.

HopmaTtuBHO-MeTOIMUECKHE TOKYMEHTHI DeepaibHOM CITYKOBI TT0 TEXHUUYECKOMY
u skcneptHoMy KoHTpoito Poccuiickoii ®@enepaunn (nanee — @CTIOK Poccum) no
obecrnieuenuto 6e3onacuoctu [1Jn nmpu ux o6padotke B UCII/IH:

bazoBast Mogenp yrpo3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU UX 00padOTKE B
WH(OPMAITMOHHBIX CHCTEMaX TEPCOHAIBHBIX JaHHBIX, YTBEPXKICHHAS 3aMECTUTEIIEM
nupekropa @CTIK Poccun 15.02.2008 r.

Mertonuueckuii TOKyMeHT. MeToIuKa OIeHKH yrpo3 0e30macHOCTH MHGOpMAIHH,
yrBepxaeHHb @CTIK Poccun 05.02.2021 r.

[Tpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O6 yrBepx)aeHun TpedoBanuii o
3amuTe WHPOPMAINH, HE COCTABISIOMIUX TOCYIAPCTBEHHYIO TailHYy, COACPKAIINXCS B
TOCY/apCTBEHHBIX HHPOPMAIIMOHHBIX CHCTEMAaX).

[Tpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrBepxmennu CocTtaBa u
COJIepKaHMs OPTaHW3alMOHHBIX W TEXHUYECKUX MeEp MO O00eCleueHUIo 0e30MacHOCTH
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NEPCOHANBHBIX JAHHBIX MpU UX 00paboTke B HHPOPMALMOHHBIX CHCTEMax
MEPCOHATBHBIX JAHHBIX».

[Ipukaz ®denepanbHOil cnyx0bl Oe3zonacHoctu Poccuiickoit denepanuu  oT
10.07.2014 Ne 378 «O0 ytBepxknaenun CocTaBa U COJIEpKaHUS OPraHU3ALMOHHBIX U
TEXHUYECKUX Mep MO O00ecHeuyeHHI0 O€30MACHOCTH MEPCOHANbHBIX JaHHBIX MpPU HX
00paboTke B MH(POPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAaHUEM
CpelncTB Kpunrorpaduueckoi 3amuTbl UHGOPMALMK, HEOOXOAUMBIX ISl BBIMOTHEHUS
yctaHoBleHHbIX [IpaButensctBoM Poccuiickoit ®enepauuu TpeOOBaHUNA K 3allUTe
NEPCOHANBHBIX JAHHBIX I KaXJ0T0 U3 YPOBHEN 3aIIUILIEHHOCTI.

Meronuueckre peKOMEHJAlMU MO pa3paboTKe HOPMATHBHBIX MPABOBBIX aKTOB,
ONpPEENSIIONIMX Yrpo3bl 0€30MaCHOCTH MMEPCOHANBHBIX JaHHBIX, aKTyaJbHbIE MPHU
00paboTKe MEepPCOHANBHBIX JaHHBIX B HWH(GOPMAIMOHHBIX CHCTEMax MEePCOHATbHBIX
JAHHBIX, OKCIUIyaTUPYEMbIX TPU  OCYIIECTBICHHH  COOTBETCTBYIOIIUX  BHUJOB
NEeATENbHOCTH, yTBepxkaeHHble pykoBoacTBoM 8 lLlentpa ®CB Poccum 31.03.2015 Ne
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