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YTBEPXXIEHA
pacriopsbkeHueM Tpezcenaresss PexkeBCKoM
PaMiOHHOI TepPpUTOPHUATLHOM N30MpaTeTbHOM
komuccuu ot 11 mapra 2025 1. Ne 05/11

ITOJINTUKA
“H(pOpPMaLMOHHOI 0e30MacHOCTH NMPHU padoTe C NMepCoOHAaTIbHBIMH JAHHBIMU
B Pe)xeBCKo# pailoOHHOW TeppUTOPHA/ILHON U30HUpaTe/TbHOH KOMUCCHHU

OIIPEJJEJIEHUSA

B Hacrosiiem [OKyMeHTe WCIOMb3YHOTCS Cefylolde TepMUHbI U UX
orpe/iesieHusl.

ABTOMaTH3MpPOBaHHAs CHCTeMa - CUCTeMa, COCToslllas W3 TepcoHasa U
KOMIUIEKCa Cpe/ACTB  aBTOMAaTW3aliiM  ero  JesiTe/lbHOCTH, peanusyrolas
VMH(GOPMAaL[MOHHYH0 TEXHOJIOTHIO BbITIO/THEHUSI yCTAHOBIEHHbIX (PYHKIUH.

AyTeHTH(MKAIUsl OTIPABUTE/NA [JaHHBIX - TOATBEpPXK/AEHHEe TOro, 4To
OTIIPaBUTE/Ib TIOJyUYeHHBIX JaHHBIX COOTBETCTBYET 3asiBJIEHHOMY.

be3onacHOCTh mNepPCOHANBHBIX [JAHHBIX - COCTOSIHME 3alUIeHHOCTH
MepCcoHaNbHbIX [JaHHBIX, XapaKTepu3yeMoe CIO0COOHOCTBIO T0JIb30BaTesie,
TEXHUYECKUX  CpPeJCTB UM  MH(OPMALMOHHBIX  TEXHOJIOTUMA  00ecreurThb
KOH(UEHLIMAaTbHOCTb, L|eJIOCTHOCTb U JOCTYIHOCTb MepCOHANbHBIX JAHHBIX TIPU
1x 06paboTke B MUH(POPMAIIMOHHBIX CUCTeMax MepCOHATbHBIX JaHHBIX.

Buomerpuueckue TmnepcoHa/JbHbIe [aHHbIe - CBeJeHHUs, KOTOpbIe
XapakTepu3yloT (r3nonornueckrie 0CO6eHHOCTH uesioBeKa U Ha OCHOBe KOTODBIX
MO)XHO YCTaHOBUTb €r0 JIMYHOCTh, BK/Itouast (oTorpaduu, OTeuaTKd TMablieB,
oOpa3 ceTyaTKd T7la3a, OCOOEHHOCTH CTPOEHHs Tela W JPYTryl0 TIOA0OHYIO
vHdOopMaluio.

biokupoBaHve mnepcoOHa/NBHBIX JAAHHBIX - BpPEMEHHOe IIpeKpalleHHue
00paboTKN MepcoHabHBIX [JaHHBIX (3a UCK/IIOUeHHEeM CydaeB, ecyii oOpaboTka
HeoOXoZMMa [i/isl yTOUHEHHsl TePCOHabHbBIX JJaHHBIX).

Bupyc (KkoMNbIOTepHbIA, NPOrPAMMHBIN) - WCIOJHSEMbIM TTPOrPaMMHBIN
KO/, WIA HWHTepPHpeTUpyeMblii HabOOp WHCTPYKLUM, 06/afaroIuii CBOMCTBaMH
HEeCAHKL[MOHUPOBAaHHOI'O PACHpPOCTPaHEHUs1 U caMOBOCIIpou3BefeHusl. Co3/jaHHbIe
Ay6/IMKaThl KOMITbIOTEPHOTO BHUpYyCa He BCera COBMAaZaloT C OPUTHHA/IOM, HO CO-
XPaHSIOT CIIOCOOHOCTD K JanbHeuIemy pacrnpoCTpaHeHUIo U
CaMOBOCIIPOHM3BeIEHUIO.

BpepoHocHass mnporpamMma - TIporpaMma, MpegHa3HayeHHas  Jyis



OCYILeCTB/IEHUS HEeCAHKI[MOHUPOBAHHOTO [J0CTyrna W (WId) BO3JEWUCTBUS Ha
TiepCOHa/IbHbIE IaHHbIe WU pecypchbl MH(MOOPMALIMOHHON CUCTEMbI MepCOHaTbHBIX
JlaHHBIX.

Bcnomorare/sibHble TeXHUYECKHE CPeACTBA M CHUCTEMbI - TeXHHUUeCKHe
CpeZICTBa M CUCTeMBI, He TIpe/IHa3HaueHHbIe /IS TiepeJaul, 00pabOTKH ¥ XpaHeHMUsI
MepCOHaMbHbIX [IaHHBIX, YCTaHaB/VMBaeMble COBMECTHO C TeXHUYEeCKUMU
CpeACTBAaMM U CHUCTEMaMH, IIpeJHa3HaueHHBIMU [isi 00pabOTKU TepCOHATbHBIX
JJaHHbIX WM B TIOMEIeHUsIX, B KOTOPbIX YyCTaHOB/JEHbI HWH(OpPMalMOHHbIE
CHUCTeMbI TTepCOHA/TbHBIX TaHHbIX.

JocTyn B oOmepanjMoHHYI cpejly KommnblTepa (uHGpOpPMaIMOHHOM
CHUCTeMBbl MEepPCOHA/NbHBIX AAHHBIX) - TO/JyYeHHWe BO3MOXXHOCTU 3allyCcKa Ha
BBLITIOJIHEHME IITATHBIX KOMaH/|, (PyHKLWM, TIpOLieJyp OrepalydOHHON CHCTeMbl
(YHUUYTOXKeHUs, KOMMPOBaHUsl, TIepeMelleHusi U T.1.), UCIOJHSIeMBbIX (aiisioB
TIPUK/IaJAHBIX TIPOTPaMM.

Jdoctyn Kk uHpopMamuu - BO3MOXHOCTb TMOyueHUss MH(OpMAaIUU U ee
WCIIO/Tb30BaHMUSI.

3aK/iaJjouHOe YCTPOMCTBO - D3/eMEHT CpeACTBa CbhbeMa WH(pOpPMaIH,
CKPBITHO BHeZpSieMbIM (3aK/a/IbIBaeMblii WM BHOCHMBIM) B MeCTa BO3MOXXHOTO
chema uMHMOpMaluM (B TOM UMC/ie B OTpakiieHue, KOHCTPYKIIMIO0, 000py/j0BaHMe,
ripeZiMeThl UHTepbepa, TPAHCIIOPTHBIE CPE/ICTBA, a TaK)Ke B TEXHUUeCKUe CpefiCTBa
Y cucTeMbl 00paboTKH HH(MOPMaIIK).

3amumaemasa uHpopmalnusa - UHQOpPMaLUs, SBSIOLASACS TMpPeAMETOM
COOCTBEHHOCTA U TIOA/IeXKalljasi 3allfuTe B COOTBETCTBUM C TpeOOBaHUSIMU
TIPABOBBLIX JOKYMEHTOB WK TpebOBaHUSIMH, yCTaHAB/IWBAeMbIMU COOCTBEHHUKOM
vH(bOopMaLuu.

Npentudukanuss - T1pUcBoeHHe CyObekTaM U 00beKTaM [IOCTyTia
uaeHTUdUKaTopa W (WIKM) CpaBHeHUe TIpebsB/sSeMOro uAeHTU(HUKaTopa C
riepeyHeM MPUCBOEHHbBIX HU/eHTU(HHUKATOPOB.

NudopmaTuBHBIA CUTHA/M - S/E€KTPUUECKHWE CUTHa/Ibl, aKyCTUUeCKue,
3JIeKTPOMAarHuTHbIE U Apyrue (ru3udeckue moJsi, 1o napameTpaM KOTOPbIX MOXKeT
ObITh pacKpbiTa KOH(HAeHI[ManMbHass WHboOpMaIus (TiepcoHa/lbHbIe AHHBIE)
obpabarbiBaeMasi B MH(OpPMaI[MOHHOW CHCTeMe TTepCOHA/IbHBIX IaHHbIX.

NudopmanoHHble TEXHOJOTHHM - TIPOI[eCChI, METO/bI TOHCKa, cbopa,
XpaHeHusi, 00pabOTKH, TMpeAoCTaBAeHUs, paClpOCTpaHeHusi WHQPOpMalUd |
CrIoco0Obl OCYIIIeCTB/IeHHUS TaKUX MPOLIECCOB U METOZIOB.

NudopmanoHHass cucTeMa mnepcoHaibHbIX JaHHbix (UCIIAH) -
COBOKYMHOCTb COfiepKaluxcsi B 0a3ax [JaHHBIX TIePCOHA/NbHBIX [JaHHBIX W
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obecrieunBarox UX 00pabOTKy MH(MOPMAI[MOHHBIX TEXHOJOTHUMA M TeXHUUECKUX
CpPe/ICTB.

HNcnonb3oBaHue MepCOHA/IbHBIX JAAaHHBIX - JelcTBUsi (orepanuu) C
TepCOHAIbHBIMU  ZIAHHBIMH, COBepIllaeMble OIepaTopoM B 1efsiX TMPUHATHS
pellleHU WM COBEpIIeHUS WHBIX JeMCTBUM, TIOPOXKAAIOIIUX HOpUAUYeCKHe
TIOC/IeZICTBUSI B OTHOIIIEHWM CyOBbeKTa IMepPCOHATbHBIX AAHHBIX WIA JPYTUX JIHI]
mb0 MHBIM 00pa30M 3aTparvBaroIIMX IpaBa U CBOOOALI CyObeKTa IMepCOHaTbHBIX
NAHHBIX WX APYTUX JIHII.

HcTouHuK yrpo3sl Oe3omacHocTM HHGoOpMamuM - CyOBEKT J[OCTYIIa,
MaTepua/lbHbIli 00beKT WM (u3NUYecKoe siBjieHUe, SIBSIOLIHAeCsS TPUUMHON
BO3HUKHOBEHUS yrpo3bl 6e3omacHoCTU HH(GOPMALUH.

KoHTposiupyemasi 30Ha - TPOCTPAHCTBO (TeppuUTOpHs, 3[jaHUe, YacCTh
37laHUs, TIOMellleHre), B KOTOPOM HCK/IFOUeHO HEKOHTPOJIMpyeMoe IpeObiBaHue
TIOCTOPOHHUX JIWII, @ TaK)Ke TPAHCIIOPTHBIX, TEXHUUECKUX U WHBIX MaTepUaJbHbIX
CpeJICTB.

KoH}ueHI[Ha/TbHOCTh MEePCOHA/IBHBIX JAaHHBIX - 00s3aTe/ibHOe IS
coO/MofieHNsT  OTIepaTOPpOM WM WHBIM TIOMYUYMBIIMM JIOCTYI K TIepCOHA/IbHBIM
JaHHBIM JIMI[OM TpeOOBaHWe He [OIMyCKaTh WX pacrpocTpaHeHue 6e3 coryacus
CcyOBbeKTa IepCcoHaIbHBIX JaHHBIX WKW HAJIMUKMS MTHOTO 3aKOHHOTO OCHOBAHMSI.

MexceTreBOM 3KpaH - JiOKajbHOe  (OJHOKOMIIOHEHTHOE)  WIU
(byHKIMOHAMBHO-pacIipeie/leHHOe  MporpaMMHoe  (TpOrpamMMHO-afrapaTHoe)
Cpe/iCTBO (KOMIL/IEKC), pea/in3yrolijee KOHTPOJIb 3a MHGOpMal[vei, MoCTyIatoliel B
MHGOPMAI[MOHHYIO0 CHUCTeMY TepCOHA/NbHBIX JaHHBbIX W (WIK) BBLIXOZsIIENH Wu3
VMH(OPMAaLMOHHOW CUCTEMBI.

HapymuTre/ib 6e30macHOCTH NepCOHAaTBHBIX JAHHBIX - (H3MUYeCKoe JTUIIO,
CJly4aiiHO WM TIpeJHaMepeHHO COBepIllaollee /1elCTBUS, Ce/ICTBHEeM KOTODBIX
ABJIIETCSI HapyllleHre 0e301MacHOCTH TepCOHA/BHBIX AAHHBIX MPH UX 00paboTke
TeXHUUECKUMH CpeJICTBaMH B WH(MOPMAI[MOHHBIX CHUCTeMaX IepCOHATbHBIX
JAHHBIX.

HeaBToMaTru3nupoBaHHasi 00pa0oTKa TMepPCOHA/IBHBIX [JAHHBIX -
00paboTKa MepcoHabHBIX IaHHBIX, COZIEePKAIUXCS B MHPOPMAIIMOHHON CHCTEME
TIePCOHA/BbHBIX JIaHHBIX JIMOO W3BJEUEHHBIX W3 TaKOW CHUCTEMBI, CUHUTAETCS
OCYII[eCTB/IEHHOU 6e3 WICTI0/Tb30BaHUS Cpe/CTB aBTOMaTH3alux
(HeaBTOMAaTU3MPOBAHHOMW), €C/IU TaKue AelCTBYUs C MepCoHaMbHBIMU JAaHHBIMU, Kak
WCTIO/Ib30BaHWe, YTOYHEHWe, paclipocTpaHeHWe, YHUUTO)KeHHe T1epCOHATbHBIX
JAaHHBIX B OTHOIIEHUWM KaKIOro U3 CYObeKTOB TepCOHA/NbHBIX MIaHHBIX,
OCYIIIeCTB/ISFOTCS TIPU HETIOCPeJCTBEHHOM yUaCTHH ueioBeKa.
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HepexkiapupoBaHHble BO3MOXHOCTH - (DyHKLMOHAIbHbIE BO3MOXXHOCTU
CpeJICTB BBIUMC/IUTE/IbHOM TeXHWKH, He OINWCAHHbIe WU He COOTBETCTBYIOIIUE
ONMCaHHBIM B [JOKYMEHTAlluM, TpPU HCMIO/Ab30BaHUM KOTOPBIX BO3MOXKHO
HapylleHue  KOH(PUAEeHIMaJbHOCTH,  AOCTYITHOCTM WM  1IeJIOCTHOCTH
obpabarbsiBaeMoii HHGOpPMALIUH.

HecaHKIIUOHUPOBaHHBIN AOCTYN (HeCAHKIMOHUPOBAHHbIE [eMCTBUA) -
JOCTyI K MH(OpPMaLM¥ WK [eMCTBUS C MH(pOpMaLWel, Hapyllarollyde MpaBusa
pasrpaHyUueHHs AOCTYyIa C UCIIO0b30BaHUEM IIITAaTHLIX CPE/ICTB, TIPeA0CTaB/IsIeMbIX
MH(OpPMaIIMOHHBIMU CUCTEMaMU MepCOHA/IbHBIX JJaHHBIX.

Hocurens uadopmanmu - pusnyeckoe IUL0 WM MaTepUa/ibHbIN 00beKT, B
TOM uHcJ/ie (pU3nudecKoe moJjie, B KOTOpOM UH(POpMaLMsi HaXOJUT CBOe OTPa’KeHHe B
BHJe CHUMBOJIOB, 00pa30B, CUTHA/JOB, TeXHWYECKUX pelleHWN U TIPOL[eCCOB,
KOJIMYEeCTBEHHBIX XapaKTePUCTUK (H3UUeCKHX BeTUUKH.

O0e3/MuuBaHMe TEPCOHA/TBHBIX JAHHBIX - JIEUCTBUS, B pe3y/bTare
KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM 0e3 HCI0/Ib30BaHUS  JOTIO/THUTE/TLHOM
vH(MOpMaIuK oTpe/ie/IuTh MPUHA/IE)KHOCTb IepCOHaIbHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY IepCOHaTbHBIX JaHHBIX.

O0paboTKa mepCcoHA/NBHBIX JAAHHBIX - JIFO0Oe JelcTBHe (oreparfus) WM
COBOKYITHOCTb JIeMCTBUM (Omepaljyii), COBepllaeMbIX C HCIO/Ib30BaHUEM CPEe/ICTB
aBTOMaTu3alid Wik 0e3 UCIO/b30BaHUS TaKUX CpPeACTB C TepCOHaTbHBIMU
JaHHBbIMHK, BKJOYasi cOOp, 3amuch, CUCTeMaTU3alliio, HaKOIlJileHWe, XpaHeHue,
yTouHeHue (OOHOB/eHUWe, M3MeHeHWe), W3BeueHHe, HCII0/b30BaHue, Tepejauy
(pacmipocTpaHeHue, TIpejoCTaB/leHHe, JOCTYIM), obe3nMuvBaHue, OJOKUpOBaHUe,
yAaneHue, yHUUTO)XKeHYe MepCOHa/IbHbBIX TaHHbIX.

OO01eaocTynHbIe TepCOHA/IbHBIE JaHHbIEe - TIepCOHA/bHbIe JaHHbIE,
JIOCTYTlT HEOrpaHWYeHHOro Kpyra /Ml K KOTOPbIM MpeJoCTaB/ieH C COriacusi
CcyObeKTa TiepCOHalbHBIX [JaHHBIX WIA Ha KOTOpPble B COOTBETCTBHUU C
denepasbHBIMM  3aKOHaMU He PACIpoCTpaHsieTcsi TpeOoBaHue —COO/OAEHUS
KOH(U/IeHIIMaTbHOCTH.

Oneparop (mepcoHa/bHBIX [JAaHHbIX) - TOCYAApPCTBEHHBIM OpraH,
MYHULIUMNAJbHBIM OpraH, HOpUAUYeckoe WM (U3uyeckoe UL, CaMOCTOSITeTbHO
WM COBMECTHO C APYTWMH JIMLIAMU OpPraHU3yroIue U (WIh) OCyILeCTBISIOLUe
00pabOTKy TepcoHa/IbHbIX [IaHHBIX, a TakKXKe Ompejensoliyie 1jeau o06paboTKu
TepCOHa/IbHBIX JJaHHBIX, COCTAB MepCOHABLHBIX AAHHBIX, MO/IeXKalux obpaboTke,
JiercTBYs (omepalyn), CoOBepllaeMble C epCOHaTbHBIMU JJaHHBIMHU.

TexHuueckue cpejcrBa HH(POPMALMOHHOM CHUCTeMbl NepPCOHA/TBLHBIX
AAQHHBIX -  CpeACTBAa  BBIUMC/AUTENbHOW  TEeXHUKW,  WH(OPMALMOHHO-



BBIUMC/IUTE/TbHbIE KOMILIEKCHI U CeTH, CPeJCTBAa U CUCTEMbI Tepejjaud, nprueMa U
obpaborku II[JH (cpeacTBa W  CHUCTeMBI 3BYKO3alMCH, 3BYKOYCHUIEHUS,
3BYKOBOCIIPOM3Be/|eHUs], N1eperoBOpHble U TeJeBU3MOHHbIE YCTPOMCTBA, CpefCTBa
W3TOTOB/IEHUS, TUPa)KUPOBaHUSl JOKyMEHTOB U Jpyrue TeXHUUeCKUe CpefCTBa
06paboTku peueBoii, rpadrueckoi, Bueo- U OyKBeHHO-1L[U(PPOBOM UH(OPMAIN),
TIpOTrpaMMHbIe CpeJCTBa (OTepalOHHbIe CUCTEMBbI, CUCTEMBI yTpaB/eHus: 6a3aMu
JaHHBIX M T.L), CpeACTBa 3all[uThl WH(OpMaLWH, TpUMeHsieMble B
MHGOPMaI[MOHHBIX CUCTEMaX.

IlepexBar (uH(popmaiuu) - HenpaBOMepHOe MoayuyeHue WMHGOPMaLUU C
WCTIO/Ib30BaHUEM TeXHUUeCKOTO0 Cpe/CTBa, OCYIIeCTBIsONIero obHapy»xeHue,
rpyeM ¥ 00paboTKy MH(MOPMaTUBHBIX CUT'HAIOB.

IlepcoHaibHBIE JaHHBIE - JTF00asi HGOPMaLUs, OTHOCSIIASACS K TIPSIMO WU
KOCBEHHO OIIpe/ie/IeHHOMY WM orpejenseMomMy (usnueckomy muily (CyOBekTy
TIePCOHAJIbHBIX [JaHHBIX);

IToGouHble  TeKTPOMAarHUTHbIe  M3/Iy4yeHUs] MU HABOAKH -
5/IeKTPOMarHUTHbIe U3/TyUYeHUs] TeXHUYeCKUX CpeAcTB 00paboTKu 3alruiijaeMoit
uHpopMalMy, BO3HUKAwIWe Kak TMo0O0oYHoe siBieHWe U  BbI3BaHHbIE
5/IEKTPUUECKUMU CUTHA/IaMU, JeMCTBYIOLIMMU B UX 3/IEKTPUUECKUX U MarHUTHBIX
LesIX, a TaK)Ke 3/IeKTPOMarHUTHble HaBOJKWA 3TUX CUTHAJIOB Ha TOKOIIPOBOZSIIME
JIMHUW, KOHCTPYKLIMU U LIeNU MUTaHUs.

ITo/TMTHKA «YHUCTOTrO CTOJIa» - KOMIUIEKC OpPraHU3alMOHHbIX MepPOTIPHUSTHH,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alMChiBaHUSI Ha OyMaKHble HOCUTETU KJIouel u
aTpyu0yTOB AoCTyTa (TMaposiei) ¥ XpaHeH!s UX BOIHM3U 00bEKTOB JJOCTYIIA.

ITonb3oBarenb UHGOPMALMOHHOM CHCTEMbl MEPCOHAJ/IBHBIX AAHHBIX -
/L0, YyuyacTBylollee B  (PYHKLIMOHUPOBAHUM UH(POPMALMOHHOW  CHUCTEMbI
TePCOHAJIbHBIX JJAHHBIX WK UCTIO/Ib3Ylollee pe3y/bTaThl ee (PyHKIIMOHUPOBAHUS.

IlpaBuna pasrpaHuueHusi JAOCTylla - COBOKYNHOCTb  IIpaBWJ,
pernaMeHTUPYIOLIMX TIpaBa A0CTyIa CyOBeKTOB 10CTyMa K 00beKTaM J0CTyTIa.

IIporpaMmmHas 3aK/jiajKa - KOfi pOrpamMmbl, TipefJHaMepeHHO BHECEHHbIN B
MIPOTPaMMY C 1[eJIbI0 OCYIIeCTBUTh YTEUKY, U3MEeHUTh, OJIOKUPOBATh, YHUUTOXKUTh
MHGOpMaLMI0 WM YHUUYTOXKUATh U MOAW(ULIMPOBaTh MporpaMMHoe obecrieueHue
MHGOPMAI[MOHHOM CUCTeMbl TePCOHANbHBIX JaHHbIX M (W) 6/10KUpOBaTh
anrapaTHble Cpe/iCTBa.

IIporpamMMHoOe  (MporpaMMHoO-MareMaTudecKkoe)  BoO3felicTBHE -
HECAHKI[MOHUPOBaHHOE  BO3JEUCTBME HAa  pecypchbl  aBTOMAaTHM3UPOBaHHOM
VMH(OPMAaLIMOHHOW CUCTEMBI, OCYIL[eCTB/IsieEMOe C MCI0J/Ib30BaHUEM BpPeJOHOCHBIX
Tporpamm.
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PacKpbiTHe IepCOHAIbHBIX AAHHBIX - YMBIIUIEHHOE WIA C/1ydaiHoe
HapyllleHre KOH(U/IeH[MaIbHOCTH MepCOHAJIbHBIX JaHHBIX.

PacnpocTpaHeHHe NepCcoOHAIbHbBIX /JAHHBIX - 1€/iCTBYsI, HallpaB/eHHbIe Ha
PaCKpbITHUe MepCOHAabHbBIX JaHHBIX HEOIpe/jeJIeHHOMY KPYTY JIL].

Pecypc wuH(OPMAIMOHHOW CHCTeMBbI - HMEHOBAHHbIA  37€eMeHT
CUCTEeMHOTr0, TIPUK/IQZHOTO WM armapaTHoro obecrieueHust (hyHKLIMOHUPOBAHUS
VH(OPMAaLMOHHOM CUCTEMBI.

CrnenyanbHble KaTeropuM IepPCOHAIbHBIX [JAHHBIX - TlepPCOHa/bHbIE
JlaHHbIe, Kacarolluecsi pacoBOM, HallMOHAbHOW MPUHA/JIe)KHOCTH, TIOJTUTUYUECKUX
B3IVISIZIOB, PEUIMO3HBIX WK (uiIocodCKux ybexeHuil, COCTOSIHUSL 3[J0POBbsl U
WHTUMHOW )KU3HU CyObeKTa repcoHalbHbIX JIaHHbIX.

CpeacTBa BBIUMC/INTENBHOM TEXHUKHM - COBOKYITHOCTH MPOTrPaMMHBIX U
TEXHUUECKUX  2JIeMEHTOB  CUCTeM  00pabOTKM  [aHHBIX,  CIIOCOOHBIX
(YHKLIMOHMPOBaTh CAMOCTOSATE/IbHO WX B COCTaBe IPYTUX CUCTEM.

Cy0bekT goctynma (Cy0beKT) - /M0 WIM TIPOLeCC, AeWCTBUS KOTOPOTO
peryiaMeHTUPYIOTCS paBU/IaMU pasrpaHAuyeHUs JOCTyIa.

TexHUUeCKUH KaHa/J yTedykH HH(OPMALUM - COBOKYITHOCTb HOCHTEJIS
uHpopmauu (cpeactBa 00paboTKH), (U3MUeCKoW Cpefjbl pacpoCTpaHeHust
WH(POPMAaTUBHOTO CHUTHala W CPEJCTB, KOTOPBHIMU J0OBIBAaeTCsS 3alliuiljaeMast
vH(popmMarus.

TpaHcrpaHuyHasi mepejadya IMEePCOHA/IbBHBIX [AHHBIX - I[lepejaua
NepPCOHA/NBHBIX  JIaHHBIX ~ ONeparopoM 4epe3 [OCyfapCTBeHHYXO TpaHMULY
Poccuiicko  Pefepauii  opraHy — BAacTU  HWHOCTPAaHHOIO  FOCYZ[ApCTBa,
(bu3rueCckoMy WM FOPUAAYECKOMY JIMLY MHOCTPaHHOTO rOCyJapCTBa.

Yrpo3bl 0e301acHOCTH MepPCOHAIbHBIX JAHHBIX - COBOKYTHOCTh YC/IOBUI
Y (aKTOpOB, CO3JAIOIIMX OMNAaCHOCTb HECAHKJMOHHMPOBAHHOIO, B TOM YHC/E
CJIy4aiiHOro, [OCTyIa K MepCOHalbHbIM JIaHHBIM, Pe3y/bTaTOM KOTOPOIO MOXKeT
CTaTh YHUUTOXKEHUe, U3MeHeHUe, O/IOKMpOBaHKe, KOTTMPOBaHKe, PACIIPOCTPaHeHe
MepPCOHA/bHBIX aHHBIX, a TAKXXe MHBIX HeCAHKLIMOHUPOBAHHBIX [IeHCTBUM MPU UX
obpaboTke B MH(MOPMAIIMOHHOM CUCTEMe TePCOHA/TBHBIX JJaHHBIX.

YHHUTO)XeHHe MepPCOHA/IbHBIX JaHHbIX - [IeHiCTBUS, B pe3y/bTaTe KOTOPbIX
CTAaHOBUTCSI HEBO3MOXKHBIM BOCCTAaHOBUTBH COjlep>KaHHe TepCOHANbHBIX JAHHBIX B
VMH(OPMAaLMOHHOM CHUCTeMe TTePCOHAJIbHBIX JaHHbIX U (W/M) B pe3y/bTare KOTOPbIX
YHUUTOXKAKOTCSI MaTeprasibHble HOCUTEe/U [epCOHA/IbHBIX JaHHBIX.

YTeuka (3amumiaemMou) uH(GOpPMaLMM M0 TeXHHMYECKMM KaHalaM -
HEKOHTPO/IMpPyeMOe pacrpoCcTpaHeHue HMH(pOpMalLud OT HOCUTeNs 3allviliaeMoin
vH@opMalu  yepe3  GHU3MUECKYIO Cpelly [0 TeXHUYeCKOro CpefiCTBa,



OCYIIeCTBJISIIOIIero TlepexBaT HHMOPMaLIUH.
Ysa3BUMOCTh - C1ab0CTb B CpeACTBAaxX 3alllUThI, KOTOPYHD MOXKHO
WICTIONTB30BAaTh [ijist HApPYIIIeHUsI CUCTeMbBI WM COoZieprKallieiicss B Heil HH(GOpMaI[vu.
IlenocTtHOCTh MH(pOpPMaALUMH - CIIOCOOHOCTH CPEJCTBA BBIUMCIUTE/ILHOU
TeXHUKA WM AaBTOMATH3MPOBAHHOM CHUCTeMbl o00ecrieunBaThb HEW3MEHHOCTh
WHbOpMAI[MK B YC/IOBUSAX CIYYaWHOTO W/WIW TIpeHAMEPEHHOTO WCKaKeHWs
(pa3py1iueHus).



OBO3HAYEHVA U COKPALIIEHUSA
ABC - aHTUBUpYCHBIE CpeJICTBA
APM - aBTrOMaTH3MpOBaHHOE paboyee MeCTO
BTCC - BcrioMmorare/ibHble TeXHUYECKHUE CPeCTBAa U CUCTEMBbI
NCIIOx - uHdopMalMOHHas CUCTeMa TepCOHaTbHBIX TaHHBIX
K3 - KoHTpO/IMpyemas 30Ha
JIBC - nokasnbHasi BBIUUCIUTE/IbHAs CeTh
MD - mexxceTeBOU 3KpaH
HC/I- HeCcaHKIIMOHUPOBAHHBIN 10CTYTI
OC - onepallMOHHas cMcTeMa
[1/1H - TiepcoHasibHbIe JaHHbIE
[IMB - nporpaMMHO-MaTeMaThueCKoe BO3eHCTBHE
1O - nporpaMMHOe obecrieueHre
[TOMUH - mobouHbIe 3/1eKTPOMarHUTHBIE U3/TyYeHUs] M HABOAKU
CA3 - cucrema aHav3a 3allUILeHHOCTU
C3U - cpeacTBa 3al[uThl UHQOPMAaIUU
C3I1JH - cuctema (rmogcucTeMa) 3aluThl IEPCOHA/IBHBIX JAHHBIX
COB - cuctema oOHapy»KeHUsl BTOP>KeHU
TKYW - TexHnueckue KaHaibl yTeUKA MH(POPMALUU
YBII/JH - yrpo3bl 6e30macHOCTH MePCOHATBHBIX JaHHBIX



BBE/IEHUE
Hacrostijass [Tommtrka wuH(OpMaI[MoHHONW 0e30macHOCTH TIpH paboTe ¢
MepCoHalbHBIMA  JaHHBIMA B Pe)XeBCKOM  palilOHHOW  TeppPUTOPHAIbLHOU

n3buparenbHOl Komuccuu (fganee - IlomuTWKa) —sIB/isleTCs  OUIMA/IBHBIM
JIOKyMEHTOM.

[Momuthika  pa3paboraHa B COOTBETCTBMM  C  TpeOOBaHUSIMH,
yCTaHOB/IEHHBIMU:

®enepanbHbiM 3akOHOM OT 27.07.2006 Ne 149-®3 «0O6 wuHbopMmaliuy,
VMH(OPMAaLMOHHBIX TEXHOJIOTHUSX Y O 3allUTe UHPOpMaLn»;

@®egepanbHbiM 3aKOHOM OT 27.07.2006 Ne 152-@3 «O mepcoHalbHBIX
JlaHHBIX»;

nocraHosynieHnem [IpaButensctBa Poccuiickont ®@epeparuu ot 01.11.2012 Ne
1119 «O6 yTBep)kaeHUM TPeOOBAHMM K 3all[UTe MEPCOHAbHBIX AAHHBIX ITPH MX
06paboTke B MH(MOPMAIIMOHHBIX CHCTeMaX MePCOHATbHBIX JJaHHBIX»;

riocraHoB/ieHueM [IpaButenbctBa Poccuiickort @egepaumu ot 15.09.2008
Ne 687 «0O6 yTBepXKAeHHH TIOJIOKeHHUSI 00 0COOeHHOCTSIX 00paboTKM
TepCOHANMbHBIX ~ JAHHBIX, OCYILeCTBIsseMOM 0e3 HCMOIb30BaHUSI  CPE/ICTB
aBTOMaTU3aLun»;

rioctaHoByieHneM [lpaBurtenbctBa Poccuiickorn @efepanuu ot 21.03.2012
Ne 211 «O6 yTBepx/eHHMU TiepeuHsi Mep, HampaB/ieHHbIX Ha obecrieyeHue
BBITIOJIHEHUsI 00si3aHHOCTel, mpeaycMoTpeHHbIX ®efepasbHbiM 3akoHOM  «O
TepCOHA/IbHBIX [AHHBIX» W NPUHATBIMU B COOTBETCTBUU C HMM HOPMAaTHBHBIMH
MpaBOBBIMU aKTaMH, OMNeparopamu, SBJSIOIIMMUCH TOCYAApPCTBEHHBIMUA WU
MYHHULIUMNAIbHBIMU OpPTraHaMm»;

npuka3zoM @CTIK Poccuu ot 18.02.2013 Ne 21 «O6 yTBepkaerHnn CoctaBa
U Cofliep>)KaHUsI OpraHMW3al[MOHHBIX W TEeXHUUeCKMX Mep TI0 00ecrieueHuIo
6e30MacHOCTH TepCOHaNbHBIX [JaHHBIX TPU WX 00paboTke B MH(OPMAIMOHHBIX
CUCTeMax TepCOHAa/IbHBIX JAHHBIX»,

npuka3oM PCB Poccun ot 10.07.2014 Ne 378 «O6 yTBep>KJeHUM COCTaBa U
COZlep)KaHUsl OpPTraHU3al[MOHHBIX WM TEeXHUUYECKUX Mep Ti0 obecrieueHHIO
6e30MacHOCTA TepCOHANbHBIX JJaHHBIX TPU WX 00paboTke B MH(OPMAIMOHHBIX
cucreMax IepCOHa/IbHBIX Jl@HHBIX C WCII0/Ib30BaHUEM CpesCTB
Kpurirorpadrueckoi 3amuTbl UHGOpMAaI[MK, HeOOXOAUMBIX [/ BBIMOTHEHUS
ycTaHoB/IeHHbIX [TpaBuTenscTBOM Poccutickoit ®@enepariyy TpeboBaHui K 3aIluTe
TepCOHa/IbHBIX JaHHbBIX JJ1s1 K&KJOT0 U3 YPOBHEH 3allUILIeHHOCTHY;

MeToaruecKMY peKOMeHAALMsAMU 10 pa3paboTke HOPMATHUBHBIX TTPABOBBIX
aKTOB, OTpeAeJSIONUX yrpo3bl  0e30MaCHOCTH  TepPCOHAMBHBIX  [JaHHBIX,
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aKTyasbHble TIpY 00paboTKe TepCOHa/NbHBIX [AaHHBIX B HMH(OPMALOHHBIX
CUCTeMaxX [epCOHA/IbHBIX [JAaHHBIX, SKCIUTyaTUPYeMbIX TIPA OCYIIeCTB/IEHUH
COOTBETCTBYIOLLIUX BUJOB [esTe/IbHOCTH, YTBEepP)KAEHHbIMU PYKOBOACTBOM 8
Lentpa ®Cb Poccun 31.03.2015 Ne 149/7/2/6-432.

B Tlomutuke ompezeneHbl TpeboBanusi K repcoHany WCII/IH, cTerneHb
OTBETCTBEHHOCTW  TIepCOHa/a, CTPYKTypa U  HeOOXOAWMBbIM  yYpOBEHb
3alUILeHHOCTH, CTaTyC W  [JJO/DKHOCTHble  00SI3aHHOCTM  COTPYAHUKOB,
OTBETCTBEHHBIX 3a obecrieueHre 0e30MacHOCTH MepcoHa bHbIX AaHHbIX B MCIIH
Pe>xeBCKOM pallOHHOW TeppUTOpUAIbHOM UW30UpaTe/ibHOM KoMuccuu (fanee —
Komuccus).

1. O01ue nmo/I0KeHus

Llenvto Hacrosimedt [lomuTuky sBasieTcsi  obecrieueHre ©e30MaCHOCTH
00beKTOB 3aluThl KOMHUCCHMM OT BCeX BHUOB YIPO3, BHEIIHWX W BHYTPEHHUX,
YMBIIIJIEHHBIX W HelpeAHaMepeHHbIX, MUHUMH3alks yiepba OT BO3MOXKHOMU
peanu3aiuu yrpo3 6e3onacHoctu I1H (YBIIIH).

be3oracHOCTh TiepCOHA/BHBIX [JAaHHBIX [JOCTUTAeTCs IIyTeM MCK/IHOUeHUs
HECAHKIIMOHUPOBAHHOTO, B TOM UHWCJie CJIy4alHOro, JOCTyIa K TMepCOHaJIbHbIM
JJaHHBbIM, pe3y/JIbTaTOM KOTOPOrO0 MOXKeT CTaTb YHUUTO)KEeHUe, U3MeHeHUe,
6110KMpoOBaHKe, KOMIMPOBaHUe, PAaCTpOCTPaHeHNe MePCOHaTbHBIX JaHHBIX, a TaKXKe
VHBbIX HeCAHKIMOHUPOBAHHBIX JEMCTBUM.

Wudbopmaiust ¥ cBsi3aHHble C HeW Pecypchbl JJO/DKHBI ObITh AOCTYITHBI /s
aBTOPU30BaHHBIX T0/b30Barener. [Jo/DKHO OCyLeCTB/IATbCA CBOEBPEMeHHOe
obOHapykeHHe U pearvpoBaHue Ha YBIT/IH.

[JO/DKHO  OCyILIeCTBAATBCS — MpeAOTBpalljeHhe  TpeJHaMePeHHbIX WU
C/Ty4YailiHbIX, YACTUUHBIX WM MOJHBIX HECAHKIIMOHUPOBaHHBIX MOAU(DUKALUN WU
YHUUTOXKEHUS [JaHHbIX.

CoctaB 00BEKTOB 3alUThl TipefcTaBieH B «llepeuHe TiepCOHAIbHBIX
JAHHBIX, oOpabaTbiBaeMbIX B  Pe)XeBCKOM  pallOHHOW  TeppUTOPHATIbHOM
n30upareslbHON KOMHCCHH B CBSI3M C peanu3aljied CIy>keOHBIX (TPYHOBBIX)
OTHOLLIEHW, a TAaKXKe OCYILleCTB/IeEHUeM roCyAapCTBEHHBIX (DYHKLIUAW».

Cocras MUCII[JH mopsexalux 3aijure, mpejcraBjieH B «llepeune
MH(OpPMAlIMOHHBIX CUCTEM TIepCOHA/bHBIX [aHHBIX B PekeBCKOW paliOHHOM
TepPUTOPUA/IbHOM U30UpaTeTbHOM KOMUCCHN.

2. O6/1aCcTDb JecTBHSA

TpeboBanusi Hacrosimed [IoMUTUKK — pacrpoCTPaHSIFOTCS Ha  BCeX
coTpygHuKOB Komuccuu (IITaTHBIX, BDEMEHHBIX, paboTaroInX IO KOHTPAaKTy U
T.IL.), @ TAK)Ke BCeX MPOUrX JuL] (MOAPAAUUKHA, ayJUTOPHI U T.11.).
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3. Cucrema 3a1iuThI NIEPCOHA/IBHBIX JJAHHbBIX

ObecrieueHrie 6e30MACHOCTH TIEPCOHA/BHBIX [AaHHBIX [IOCTHUTAeTCs, B
YaCTHOCTHU:

oripesieleHeM yrpo3 0e30MacHOCTH TePCOHAbHBIX JIaHHBIX TP  UX
06paboTke B MH(MOPMAI[MOHHBIX CHCTeMaX MePCOHATbHBIX JaHHBIX;

NpUMEHEeHEM OpraHW3al[MOHHBIX W TEXHUUEeCKUX Mep I0 06ecreueHuio
6e301acHOCTA TIepPCOHA/IbHBIX JIaHHBIX MNP WX 00paboTke B MH(MOPMAIMOHHBIX
cUcTeMaXx TepCOHA/IbHBIX JJaHHBIX, He0OXOUMBIX /IS BHITIOIHEHUsS] TpeOoBaHUM K
3all[UTe TIePCOHA/NLHBIX  JlaHHBbIX, HWCIIOJIHEHWe KOTOphIX  obecrieurBaeT
yCTaHOBJIEHHbIE [IpaBuTenbCTBOM Poccuiickon denepaluu YPOBHU
3allMILEeHHOCTHU NePCOHA/IbHBIX [JaHHBIX;

TIPUMEHEeHWEM TPOLIeIINX B YCTaHOBIEHHOM TOPSZKe MPOLeAypPy OL€HKH
COOTBETCTBUSI CPEJCTB 3alliMThl UH(OPMALIUY;

OlleHKOH  3(h(}EeKTUBHOCTH  IIPUHHMAEMbIX Mep TII0  00eCITeueHHrO
Ge30macHOCTM  T€PCOHAMBHBIX  [AaHHBIX [0 BBOJA B  JKCIUIyaTalyio
VMH(MOPMAaIMOHHOM CUCTeMBI TepCOHabHbBIX JAHHbIX;

y4eTOM MalllMHHBIX HOCUTEJIeH MepCOHAbHBIX JaHHBIX;

oOHapy>keHHeM (haKTOB HeCAHKIJMOHUPOBAHHOTO ZIOCTYyTA K ITePCOHATbHBIM
J@HHBIM W TpUHATHEM Mep, B TOM UWcCjle Mep T1O0 oOOHapyXeHUIo,
NpeAyNpeXJeHUI0 W JIMKBUJALIMM TI0C/eJCTBUM KOMIIBIOTEPHBIX aTak Ha
MH(OpMalIMOHHbIE CUCTEMbI TepCOHATbHbIX JAHHBIX M TI0 pearupoBaHUI0 Ha
KOMIIbIOTEPHbIE UHLIUEHThI B HUX;

BOCCTAHOBJIEHWEM TIE€PCOHA/bHBIX [JaHHBbIX, MOJU(ULIMPOBAaHHBIX WU
YHUUTOXKEHHBIX BC/IEICTBHE HeCAaHKLIMOHMPOBAHHOTO JOCTYIIA K HUM;

yCTaHOBJIEHWeM  TpaBW/I  JOCTyrna K  IepCOHAJbHBIM  [JaHHBIM,
obpabaTbiBaeMbIM B MH(OPMAI[MOHHON CHCTeMe TIePCOHATbHBIX JaHHBIX, a TaKKe
obecrieueHWeM perucTpalid W ydeTa BCeX [eWCTBUM, COBepIlaeMbiX C
TIePCOHA/ILHBIMU JJAHHBIMU B UH(OPMALMOHHOW CUCTeMe MepCOHaIbHbBIX JAHHbIX;

KOHTPOJIEM 3a TPUHMMAaeMbIMH MepaMM T0 obecrieuyeHWIO 0e30IacHOCTH
MepCOHATbHBIX [AHHBIX W YPOBHS 3allUIIIeHHOCTH WH(OPMAL[MOHHBIX CUCTEM
TepCOHa/TbHBIX TaHHBIX.

Cuctema 3auuThl TepcoHadbHbIX JaHHbiXx (C3II[H), cTpouTcs Ha
OCHOBaHUHU:

AKTa BHYTDPEeHHero KOHTPOJISi COOTBETCTBUsSI 00OpabOTKM TepCOHA/IbHBIX
JlaHHBIX.

[TepeuHs repcoHaNbHBIX TAHHBIX, 0O0pabaTbiBaeMbIX B Pe)keBCKOl paliOHHOM
TePPUTOPUAILHON M30MpaTeTbHOM KOMHUCCUM B CBSI3M C peasu3aliiei cmy»kKeOHbIX
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(TpyJ0BbIX) OTHOIIIEHUH, a TaK)Ke OCYIIeCTB/IeHUEeM T'OCy/JapCTBeHHbBIX (DYHKIIUA;
AKTOB K/1accuukaiyy MHGOOPMALIMOHHBIX CUCTEM MepCOHA/bHBIX IaHHBIX;
Mopenu yrpo3 6e30macHOCTH MepCOHANTBHBIX JaHHBIX;

Matpuliibl [0CTyma Moab30BaTesied K 3alliuillaeMbiM WHGOOPMAaIMOHHBIM
pecypcam UCII/IH;

PykoBogsiux fokymeHToB @CTIOK Poccuun u @CB Poccun.

Ha ocHOBaHMM 3THUX [JOKYMEHTOB OIIpe/ie/isieTCs HeoOXOJUMbBIA YPOBEHb
samieHHocty [1/IH kaxzgor WCII[H Komuccun. Ha ocHoBaHuMM aHa/v3a
aKTyasbHbIX yrpo3 6Oe3oracHoctu [1/JH omucaHHOro B Mojenu yrpos, Jenaercs
3aK/itoyeHre O HeoOXOAMMOCTH HCIIO/Ib30BaHUSl TeXHUUYEeCKHUX CpeACTB WU
OpPraHM3allMOHHBIX MeporpusThuii s obecriedeHust Ge3omacHoctu  T1/]H.
BribpaHHble HeOOXOAWMbIe MePOTIPUSTUS OTpaXkatoTcsi B «CocTaBe Mep 3alllUTHI
MH(OPMAaLIMOHHBIX CUCTEM epCOHATbHbBIX JaHHbBIX».

Inss UCITIH nomkeH ObITH COCTaB/IeH CIIMCOK HCIO/Ib3YeMbIX TEXHUUE CKUX
cpencTB 3amuthl (#anee - COMCOK), a TaK ’ke TMPOrpaMMHOro obecrieyeHus,
yuacTBytoiero B oopabotke I1/1H, Ha Bcex nemenTax MCIT/IH:

APM nonw30Bareney;

CepBepa NpUIO)KeHUH;

CYB/[;

['panuner JIBG;

KaHnasioB mepesjauv B ceTH 0OOITero mojb30BaHus U (MIM) MeXXyHapOJHOTO
obMeHa, ec/ii TI0 HUM TiepezaroTcst [T/TH.

B 3aBucumocTty ot ypoBHs 3amjuileHHOCTH VCIIH ¥ akTya/lbHBIX Yrpos3,
C3IIIH MoXeT BK/ItOUaTh C/IeyIOL1e TeXHUUeCKue CpeCTBa:

AHTUBUPYCHbIE CPeZICTBA ik pabourx CTaHLMi TI0/Th30BaTe/iel U CepBepOB;

CpeZiCTBa MeXXCeTeBOr0 SKPaHUPOBAHUS;

cpeicTBa Kpunrorpadyuecko 3aiuThl MH(OpMAalMKM TIpU  Mepeaue
3amuiLaeMoi nH(OpMaLMy 10 KaHajiaM CBSI3U.

Tak >ke B CHOMCOK [JO/DKHBI OBbITh BK/IIOUEHBI (DYHKI[UM 3alllUTHI,
obecrieuriBaeMble IITAaTHBIMU CpeJCcTBaMH 00paboTku II/IH oreparjioHHBIMH
cucteMamu (OC), npukaagueiMm [I0 u  coelyasbHBIMU — KOMILJIEKCAMU,
peau3yIoIIUMK Cpe/iCTBa 3aliThl. CIMCOK (DyHKIIMM 3all[AThl MOXKET BKJIHOUATh:

yrpaBJ/ieHHe YU pa3rpaHUueHre JOCTyIIa MoJib30Baresie;

perucTpalyio 1 yueT JelCTBUM ¢ MH(OpMaLyel;

obecrieueHue 11eJI0CTHOCTH JIaHHBIX;

oOHapy>keHHe BTOP)KeHU.

CNMCOK MCIO/Mb3yeMbIX TeXHUUYECKUX CpelICcTB oOTpaxaercs B «llnane
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MepOTpUSATU TI0 00ecrieyeHWI0 3allliThl TePCOHANBHBIX JaHHBIX». CIHCOK
WCII0JIb3yeMbIX CPe/CTB [JOJDKEeH IOAJep’KUBAThbCS B aKTyaJlbHOM COCTOSIHUM. [Ipu
W3MEHEeHUH COCTaBa TeXHUYeCKUX CpeACcTB 3aluTbl win 3aeMeHToB VCIIJH
COOTBETCTBYIOIIME W3MeHeHUsl [JO/DKHBI ObITh BHeceHbl B CIIMCOK U YTBEP KZeHbI
nipeficenarenieM V36upatenbHolt komuccuu CBep/IOBCKOM 06/1aCcTH WM JIULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3amuThl [1/1H.

4. TpeooBanus K noacucremam C3I1/In

C3I1[1 BK/rOUaeT B cebsl cieyroiiiye MoiICUCTEeMBbI:

yIipaB/ieHust JOCTYTIOM, PeruCTpaLiu U yueTa;

obecrieueHust 11eJI0OCTHOCTHU U IOCTYITHOCTH;

AQHTUBUPYCHOM 3allUThI;

Me)KCeTeBOro 3KpaHUpOBaHNS;

aHa/ivM3a 3alULeHHOCTH;

oOHapyKeHHsI BTOPKeHU;

KpunTorparyeckoy 3aijuThl.

[Moxgcucrembl C3I1IH uMerOoT pa3nuuHbIl (YyHKIMOHAA B 3aBUCMMOCTHU OT
kinacca WCII[OH, omnpeznesneHHOro B «AKTe KlacCU(UKALMM WH(POPMAaLMOHHOM
CUCTeMbl MEePCOHA/IbHBIX JaHHBIX». CIHMCOK COOTBETCTBUSI (PYHKI[UN MOACUCTEM
C3IIJH k/accy 3aluilleHHOCTHM TIpeACTaB/ieH B TeXHUUYeCKOM 3a[aHUM [0
CO3JAHUI0 CHUCTeMbl 3al[UTbl HMH(OpPMALMM HWHQPOPMALMOHHOW  CUCTEMBI
TepCOHA/IbHBIX JaHHbIX.

IloacucTrema ynpasiaeHus JOCTYIIOM, PeCUCTPalUN U yyeTa

[Togcuctema yripaB/ieHUs AOCTYIIOM, perMcTpaljuy U ydeTa IpejHa3HaueHa

JJ1s1 peanu3alyy CaefyroImx QyHKLMNA:

UIeHTU(PUKALIY ¥ TIPOBEPKU TOAJTMHHOCTU CyObeKTOB [JOCTYTIa MPU BXojie B
UCITOH;

UeHTH(YKALMA TepMHHA/OB, Y3/70B CEeTH, KaHAa/lOB CBS3M, BHELIHUX
YCTPOMCTB 10 JIOTUYeCKUM MMeHawm;

UJeHTU(UKALMA MpOorpaMM, TOMOB, KarajoroB, (hausioB, 3aruvced, IoJier
3arceu 1o uMeHawm;

perucTpauyy Bxoja (BbIXofa) CyObeKTOB JOCTyMa B CUCTEMY (M3 CHUCTEMBI),
mbo perucTpaluu 3arpy3ku U WHULMaNW3alUd OrepaljuOHHON CHUCTeMbI U ee
OCTaHOBa.

perucTpali TMOMbITOK JOCTylla TMPOrpaMMHBIX CpeJCTB (Tporpamwm,
TIpOLIeCCOoB, 3a/iay, 3a/laHui) K 3alliyillaeMbIM (aiiiam;

perucTpalyy TOMBITOK [OCTyMa MPOrPaMMHBIX CPeJCTB K TepMHHasam,
KaHajiaM CBsi3Y, TMporpaMmam, TOMaM, Karajoram, QaiiiaM, 3amucsM, I0JisM
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3arucen.

[TogcucTtema yripaBieHUsl JOCTYTIOM MOXKeT ObITh pear30BaHa C TIOMOIIBIO
IITaTHBIX cpefcTB 06paboTku [1/IH (omepaiOHHBIX CHUCTEM, TIPWIOKEHUN U
CYB/l). Tak ke Mo>keT ObITh BHeJJPEHO CIieliabHOe TeXHUUYeCKoe CPe/CTBO WU
MX KOMIUIEKC, OCYILeCTB/ISIIOIIME TOTOIHUTEbHbBIE Mepbl M0 ayTeHTU(UKAL[UA U
KOHTpOJI0. HaripyuMep, mnprvMeHeHHWe e[WHBbIX XPaHWIHWI] YYeTHBbIX 3arnuceu
T0JIb30Baresien v perucTpaLiOHHOU vH(opMaLuy, WCII0J/Ib30BaHUe
OvoMeTpUUeCKUX M TeXHUUeCKUX (C TOMOIIbI0 3/IeKTPOHHBIX IIPOITYCKOB) Mep
ayTeHTU(PUKALIUU U APYTUX.

[Mopcucrema obecneyeHust eIOCTHOCTU U JOCTYITHOCTH

[Mogcuctema obecrieueHusi 11eJIOCTHOCTA M AOCTYIHOCTH TpeAHa3HaueHa
anst  obecriedeHyst 1[@IOCTHOCTM U fAocTynHOcTH [I/JH, TmporpaMMHbIX U
arimapatHbix cpeacts MCII[IH Komuccuy, a Tak »ke CpeACTB 3alluThbl, TPU
C/Ty4aiiHOW WM HaMepeHHOW MOAU(UKaLUH.

[Togcucrema peanu3yeTcs C  I[IOMOLBIO  OpraHu3aliyd  pe3epBHOIO
KOIMMPOBaHUsI 00pabaThiBaeMbIX [aHHBIX, a TAK )K€ Pe3ePBHUPOBAaHUEM KITHOUEBBIX
sniemenToB VICIT/IH.

HOQCI/ICTEMa aHTHBHQyCHOﬁ 3dIIHUTBI
HO,E[CI/ICTEM& aHTHBHPYCHOﬁ 3dllIMTEl TIpE€AHd3HAY€Ha [JId obecrieueHust

aHTUBUPYCHOM 3aluThl cepBepoB U APM nonb3oBaresner UCITJn Komuccum.

CpenctBa aHTUMBHMPYCHOM 3alllUThl TpeJHAa3HaueHbl [Uis peaan3aluu
creAyoIMX (QYHKIWMN:

pe3uIeHTHbIM aHTUBUPYCHBIM MOHUTOPUHT;

AHTUBUPYCHOE CKaHUPOBaHUe;

CKpHIT-0/I0KMPOBaHUE;

LIeHTPa/IM30BaHHOM/yJa/IeHHOM yCTaHOBKW/[JEUHCTA/IALIUM aHTUBUPYCHOTO
NPOAYKTa,  HACTPOMKW,  aJMUHHCTPUPOBaHWs, IPOCMOTpa  OTUETOB U
CTaTUCTUYeCKOM uHpopMaliu 1o paboTe MPOAYKTa;

AaBTOMAaTU3UPOBAHHOTO OOHOB/IEHUsI aHTUBUPYCHBIX 0a3;

OrpaHWueHHs MpaB I10/Ib30BaTe/sl Ha OCTAHOBKY WCIIOJHSEMBbIX 3ajay M
M3MeHeHUs1 HaCTPOeK aHTUBUPYCHOT'O MPOTPaMMHOr0 o0ecrieueHust;

aBTOMAaTHUuyeCKOro 3arycka HeIoCpeJCTBeHHO rocje 3arpysKu
orneparjuoOHHON CUCTEMBI.

[Togcuctema peanvsyercs IyTeM BHeJPEHUs CIeLiMaIbHOr0 aHTUBUPYCHOIO
TporpaMMHOro obecrieueHust Ha Bce 3eMeHTsl MCIT/IH.

Ilogcucrema MeXCeTeBOro SKpaHUPOBAHUS
[TopcucTtema mekCceTeBOIO SKpaHUPOBaHWUS TpeJHa3HaueHa /i peaav3alyiu
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cenyrommx (PyHKLIMMA:

buIbTpaIy OTKPBITOrO U 3alimdpoBaHHOTO (3aKphiToro) IP- Tpaduka;

dbuKkcalMM BO BHYTPEHHUX >KypHajaX WHGOpPMalUUd O MPOXOJsIeM
OTKPBITOM U 3aKpbiTOM IP-Tpaduike;

WUJeHTUPUKALIMU U ayTeHTU(UKAL[UY aJJMUHHACTPATOPa MEXXCETEeBOr0 SKpaHa
TIPY ero JIOKaJIbHbIX 3arpocax Ha J0CTYIl;

perucTpaiuu BxofAa (BbIXOAA) aJMHUHUCTPATOpa MEXCETeBOTO S5KpaHa B
cuctemy (U3 cucteMbl) MO0 3arpy3kd M HWHUIMAIW3AlUM CUCTEMbl U ee
MPOrpaMMHOIr0 OCTAaHOBa;

KOHTPO/JIs1 11eJIOCTHOCTU CBO€M MTporpaMMHOM U UH(OPMAaI[MOHHOM YacTy;

¢unbTpalMd  MaKeTOB  C/IY)KeOHBIX  TIPOTOKOJIOB,  CJY’KAIlUX IS
JVArHOCTUKY U yTIpaB/ieHus1 pab0TOM CeTeBbIX YCTPOUCTB;

bunbTpalMyd C yu4eTOM BXOJHOTO W BBIXOJHOTO CeTeBOro MHTepdelica Kak
CpeZCTBa MPOBEPKY MOAJIMHHOCTH CETeBbIX aJlpeCoB;

perucTpanuy 1 yuyera 3arpaliniBaeMbIX CEPBHUCOB IMPUKIIAAHOTO YPOBHS;

GOKUPOBaHUS [JOCTYTIAa HeUJeHTU(PUIIMPOBAHHOTO 00beKTa UMM CyObekTa,
MOJJIMHHOCTh KOTOPOTO TMpH ayTeHTU(PUKAlLMU He MNOATBepAuIach, MeTOAAMH,
YCTOUUMBBLIMU K MepexBary;

KOHTPOJISl 32 CeTeBOW aKTMBHOCTBIO MPUIOKEHUH U 0OHApYKeHUs CeTeBBIX
aTax.

[Togcuctema  peanmu3yeTcss — BHeEAPEHHWEM  TIPOrpPaMMHO-arrapaTHbIX
KOMIIJIEKCOB MEKCeTeBOro 3KkpaHUpoBaHus Ha rpanulie JIBC, kiaccoMm He Huxke 4.

[TogcucreMa aHa/v3a 3alIWIIEHHOCTH

[Mogcuctema aHanmM3a 3allUIIEHHOCTH JO/DKHA 00ecrieunBaTh BbIsIBJIEHHE
ySI3BUMOCTEeH, CBsS3aHHBLIX C ommbKamu B KoHburypauuu [10O MCIIIH, KoTopble
MOTYT OBITb WCII0/Tb30BaHbl HAPYIIIUTE IeM [I7Isi pear3al[i aTaku Ha CUCTEMY.

OyHKIMOHA/ TIOICUCTEMBI MOXKET OBITh peasii30BaH IPOrPaMMHBIMH U
TPOrpaMMHO-arrnapaTHbIMUA CpeiCTBaMHU.

[Moncrcrema o6Hapy>KeHUS] BTODXKEHHUM

[Togcucrema oOHapyKeHUWsI BTOP)KEHHWM [I0/DKHA 00ecTieurdBaTh BBISB/IEHHE
ceTeBbIX arak Ha 3nemeHTbl WCII[IH, mnoak/mIOueHHbIE K CeTsSM  OOIIero
T10/1b30BaHUS U (W) MeXKTyHapoAHOro obMeHa.

@OyHKI[MOHA/ TIOACUCTEMbl MOXeT ObITh peanM30BaH IPOTPAMMHBIMH U
NPOrpaMMHO-arrapaTHbIMUA CPeJCTBaAMM.
[MoacrcreMa KpuntorpadyyeCcKOu 3alIUThI
[ToxcrcreMa Kpunrorpaduueckom 3alyThl MpeJHa3HayeHa /1/1s1 UCK/TI0UeHUsT
HC/ k 3auuijaemoii uHdopmaiiuu B MCII[H Komuccuu 1ipy ee repefaue TI0
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KaHaslaM CBsI3U ceTeld 00I1[eT0 1MoJib30BaHus U (W/IK) MeXXAyHapOAHOTO 0OMeHa.

[Togcuctema  peanusyercs IyTeM  BHeJpPeHUsT  KpUNTOrpaduuyecKux
IIpOrpaMMHO-arrapaTHbIX KOMIIEKCOB.

5. ITonb3oBarenu UCII/In

B MHCIIJH Komuccuu  MOXHO  BbIJeNUTb  CAeAYHLUe  TPYIIIbI
TI0/Thb30BaTe/el, yuacTBYHOIIUX B 00paboTke 1 xpanenuu [1/1H:

Apmunrctparopsl UCII/IH;

AJMUHUCTpATOPHI 6e301acHOCTY;

Orneparoper APM,;

Apmunuctpatopsl cet UCITH;

TexHWuyecKue  CreLUasucTbl 10  0OC/Iy)KuBaHUIO  TepudepuitHOro
obopyzmoBaHusl.

HdaHHble 0 rpynmax —Io/b30Bare/IsiXx, ypOBHe WX  JOCTylla WU
MH(POPMUPOBAaHHOCTH  JIO/DKHBI ~ ObITb  OTpakeHbl B Marpuie JoCTyra
T0/Ib30BaTe/1ei K 3aliuiljaeMbiM HH(OPMAaLMOHHBIM peCypCaM.

Apmvunuctpatop VCII/TH
Apmvunuctpatop  UCITAH,  corpyguuk  Kommccum  (wim uWHOe

YIIOJTHOMOYEHHOEe  JIML[0), OTBETCTBEHHbIM 3a HACTPOMKY, BHEeJpEeHHWe W
cormpoBokzienne VICITH. OOecrieuniBaer (QyHKIMOHUPOBAHHE TIOACUCTEMBI
ynipasiieHus focryrnoM MCIIIH 1 yrioHOMOUYeH OCyIe CTB/IATh [IpejoCTaB/ieHue U
pasrpaHyWueHHde [JOCTyrna KOHeuyHOro mosib3oBatenss (Omneparopa APM) K
3/IeMeHTaM, XPaHsALIUM IIepCOHa/lbHble JaHHbIe.

Apvunuctpatop WCII[IH o6mafaeT caeAyoliM YpPOBHEM JOCTyIla H
3HaHUMU:

obmasaer ToMHOM ~uWHMOpPMAaLMeM O CHCTEMHOM U TIPUK/IAJHOM
riporpaMmmHoM obecrieuennu VICIT/IH;

obnazaer monHOM uHGpOpMalMeld O TeXHWYeCKMX CpPeACTBax U
koHurypaiuu UCIT/IH;

MMeeT JJOCTYTI KO BCeM TeXHUUeCKUM Cpe/icTBaM 00paboTKy nHbopMaluy u
nansev CIIT/IH;

obsiaziaeT MpaBaMyd KOHGUTYPHUPOBaHUS U a[MUHUCTPATUBHOW HACTPOWMKU
TexHuuyeckux cpegcts MCITH.

AamMuHKCTpaTOp 6€30MacHOCTH

Apmunrctpatop 6Ge3oracHocTd, coTpyAHMK Komuccun (Mnu WHOe
yIOJIHOMOUEHHOe JIMI[0), OTBeTCTBeHHbIM 3a (yHKIHoHHpoBaHue C3I1/IH,
BK/IIOUasi 0OCTy)KMBaHMEe W HACTPOWMKY aJAMHHHCTPAaTUBHOW, CEPBEPHONM |
KJINEHTCKOW KOMITOHEHT.
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ApmunaHMcTpaTop Ge3omacHOCTH 00/1a/jaeT C/ieAyIOIMM YPOBHEM [IOCTYTIA U
3HaHWUMU:

obnazaet ripaBamu A imunucTparopa MCIT/IH;

obsazaet rosiHOM nHpopmaryeii 06 UCIIH;

“MeeT [JOCTYI K CpeZiCTBaM 3alliiThl MH(OPMAaLMU M TIPOTOKOIMPOBaHUSA U K
yacTu KIoueBbIX 1emeHToB VCIT/IH;

He MMeeT MpaB J0CTyna K KOHQUTyPUPOBaHUIO TEXHUYECKUX CPEJCTB CeTH
3a MCKJIF0UeHVEeM KOHTPOJIbHBIX (MHCIEKLMOHHBIX).

AamuHUCTpaTOp 6€30MacHOCTH YIIOJIHOMOUEH:

peanM30BbIBaTh TMOMUTUKKA Oe3omacHOCTM B Yacth Hactpoiiku CK3U,
MeXXCeTeBbIX SKpaHOB U CUCTeM OOHapy)keHUsl aTak, B COOTBETCTBUH C KOTOPBIMHU
rosib3oBaresb (Onepatop APM) mosiydaeT BO3MOXXHOCTh paboTaTh C 3/IeMeHTaMH
NCII/s;

OCYILLIeCTBJIATh ayuUT CPeJCTB 3allUThI;

Oneparop APM

Onepatop APM - cotpyanuk Komuccuu (MM nHOe yroJTHOMOYEHHOE JTULIO),
ocytmectp/soluii 00pabotky I1JH. O6pabotka I1/IH BK/IOYaeT: BO3MOKHOCTH
nipocmotpa [1/JH, pyunon BBog I[1/JH B cuctemy VICII/IH, popmupoBaHue cripaBoK
U oTyeToB MO wuHMopmauuu, noaydeHHou wu3 WCII/I. Onepatop He uMeeT
TIOJIHOMOYMIA /IJ1s1 yTIpaB/ieHus TojicicTeMaMu 00paboTku aanHbIx U C3I1/H.

Omneparop UCIT/IH o6ajjaeT cieyroIM YpOBHEM JOCTYTIAa ¥ 3HAHUM:

obmasaer BceMM HeoOXOJUMBIMH aTpuOyTamMH (HarpuMep, TapoJyieM),
o0ecrieurBarolMMU I0CTYIl K HEKOTOPOMY MoAMHOXKeCTBY [1/]H;

pacrojiaraeT KOH(U/|eH[MaTbHbIMU IaHHbIMH, K KOTOPbIM UMeeT JOCTYII.

A nvunurcrparop cety UCII/TH

Apmunuctpatop cetu MCIIOH, corpyaHuk Komuccuum (Wid uHOe
YIIOJTHOMOUYEHHOe nULO), OTBETCTBEHHbBIU 3a (GyHKI[MOHMPOBaHUe
Te/leKOMMYyHUKalMoHHOU nogcucteMbl CII[IH. AAMUHUCTPATOP CETH He UMeeT
TOJTHOMOUWK /I yIpaBjeHus  ToAcHcTeMaMd  00pabOTKHM  JaHHBIX |
6e301acHOCTH.

ApmuHHMCTpaTOp ceTy 00/1a/jaeT CiieyIOMM YPOBHEM ZIOCTYTIa U 3HAHUM:

o0najlaeT yacThi0 MH(OPMAIMK O CUCTEMHOM U TIPUK/IaJIHOM MPOTPaMMHOM
obecrnieuennu UCIIH;

o0siaZiaeT yacThi0 UH(POPMALIMK O TeEXHUYECKHUX CPeACTBaX U KOHGUTYpaLUn
NCIIOHx;

umMeeT (U3NUECKUM [JOCTyln K TeXHUYeCKUM CpeficTBaM 00paboTKu
vH(MOpMaLUM U CpeiCTBaM 3allUThI;
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3HaeT, 110 MeHbIlIel Mepe, OJJHO JierajbHOe UMS IOCTYTIa.
TexHWYe CKMI CIIeLIMAINCT 110 00CTYKMBaHUIO TiepudepuitHoro 060pynoBaHus

TexHUUECKUM CTIeLUATUCT TI0 00C/Ty>KUBaHUIO, COTPYAHUK Komuccuu (umm
WHOe YTIOJTHOMOUYEHHOe JIMII0), OCYIIeCTB/sseT OOCTy)KMBaHWE U HaCTPOHKY
nepucdepuiinoro obopyzoBanus UWCII[H. TexHuueckuil CrequasvucT 1O
oOCny>KMBaHUIO He wuMeeT focTtyra K [I/JH, He wWMeeT ITOJITHOMOUMMA [jIsl
yrpaB/ieHUs MO CHCTeMaMH 00pabOTKH JAHHBIX U 0e301TaCHOCTH.

TexHuueckuil crnelUasucT 10 0OCIy)KMBaHUIO 00/a/laeT C/eAyHOLUM
YPOBHEM [IOCTYTIa U 3HAHWM:

o0siaziaeT yacTeio MHGOPMAIMM O CUCTEMHOM U MPUK/IaJHOM MTPOrPaMMHOM
obecrieuenuu UCTT/IH;

o0siaZiaeT YacThi0 UH(POPMALIUK O TEXHUUYECKUX CPeACTBaX U KOHGUTYpALUU
NCIIOH;

3HaeT, M0 MeHbIIel Mepe, OHO JieraJibHOe UMS JOCTyTa.

6. TpeGoBaHusA K TIepCOHATY 1O 00ecreueHHIO 3amUThI I1/[H

Bce corpygHuku Komwuccuuy, sprstolfudecs nosb3oBaressmu  CITH,
JO/DKHBI UeTKO 3HaTb W CTPOTO BBINOJIHATHL YCTAHOBJIEHHbIE T[IpaBWIa U
00513aHHOCTH TI0 AOCTYMY K 3all[UIlaeMbIM O0BeKTaM W COOJTIOZEHUIO TIPUHSITOTO
pexxuMa 6e3ornacHoctu [1/1H.

[Ipy BCTyrieHUM B [JIO/DKHOCTb HOBOTO COTPYJHUKA OH JIO/DKeH ObITh
03HAaKOMJIEH C HeOOXOJUMBIMM JIOKYMEHTaMHM, PerylaMeHTHPYIOIUMH TpeboBaHus
mo 3amure II[lH, a Takke oOyuyeHMe HaBbIKaM BBLITIOJITHEHUs TIPOLIEAYP,
He0OXO0AUMBIX [I/11 CAHKIJMOHUPOBAHHOTO UCMob30BaHus CITIH.

CoTpysHUK [JO/DKeH ObITh O3HAaKOMJeH CO CBeJileHUsIMM HacCTosIIe
[TomuTUKY, IPUHATHIX MpoLieayp pabotsl ¢ snementamu UCIIOH u C3I1H.

CorpysHuku  Komuccuy,  UCHOMb3ylOlIWe — TeXHUUECKWe  CpefCTBa
ayTeHTU(UKaLMK, JO/DKHBI —obecrieurBaTh COXPAHHOCTh  HAEHTH(UKATOPOB
(271eKTPOHHBIX KJItouel) 1 He pomnyckatb HCI K HUM, a Tak ke BO3MO)KHOCTb MX
yTepyu WIM  UCIONb30BaHWS  TpeTbMMM JivlaMu. [losb3oBarend  HeCyT
TepCOHaIbHY0 OTBETCTBEHHOCTh 38 COXPAHHOCTh UAEHTU(UKATOPOB.

CorpygHukr Komuccum [JO/DKHBI C1e[j0BaTh YCTAaHOBJIEHHBIM MpOLieypaMm
noJi/iep>kaHusi  pexkuma  Oe3ormacHocTd [I/IH mipy BbIOOpe M HCIIO/b30BaHUH
rapoJiei (ec/ii He UCTIOJIb3YHOTCS TeXHUUEeCKHe CpeZiCTBa ayTeHTU(DHKALUN).

Cotpysnuku Komuccuu [o/mbkHBI obecrieunBaTh HafJIeXKalllyr0 3alllyiTy
obopy0BaHus, OCTaBAsIEMOro 0e3 MPHUCMOTPa, 0COOEHHO B TeX Cayuasx, Korja B
TOMeleHre UMEIOT JOCTYIT MOCTOPOHHME JiiLa. Bce mosb3oBaTenn AO/KHBI 3HATh
TpeboBaHus 10 Oe3omacHocTd [I/JH W TIporiegyphl 3alMThl 00OPYZOBAHMS,
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OCTaB/IeHHOTO 0e3 MPHUCMOTPA, a TakK’Ke CBOU 00SI3aHHOCTH 110 00eCIIeUeHHI0 TaKOM
3aLlUTHI.

CoTpysHUKaM 3aripelaeTcs YCTaHaB/IMBaTb IIOCTOPOHHee IIpOrpaMMHOe
obecrieueHrie, TIOAK/IIOYATh JIMUHble MOOW/IbHBIE YCTPOMCTBA U  HOCHUTEH
VMH(OpMaLHHy, a Tak >Ke 3alyCblBaTh HAa HUX 3allUI{aeMyI0 WH(OPMAaLHIO.

CoTpygHUKaM 3arpeljaeTcss pasriamiarh 3aljuilaeMyr0  HH(OpMaLuIo,
KOTOpasl CTaja UM H3BeCTHa Tpu paboTe ¢ WHPOPMALMOHHBIMUA CHCTEMAMU
Komuccuu, TpeTbum Jmiam.

[Tpu pab6ore c I1Jn B UCIT[JH cotpyaHuku Komuccuu 06s13aHbl 00eCrieunTh
OTCYTCTBUE BO3MOXXHOCTU npocMotpa [I/IH TpeTbuMu jiujaMu ¢ MOHUTOPOB APM
W/IU TePMUHAJIOB.

ITpu 3aBepmiennn pabotsl ¢ MCIT[IH cOTpyaHUKHM 00si3aHbl 3aUTUTE APM
WA TepMHUHAJIbI C TIOMOIIbI0 O/IOKWPOBKY KJTFOUOM W/ 9KBHUBAJIEHTHOTO CpeJiCTBa
KOHTPOJIs, HarpuMep, [JOCTYIIOM [0 TIapo/i0, eC/id He WUCIIONb3YIOTCs Ooriee
CU/IbHBIE CpeiCTBa 3all{UThI.

Cotpynnuku Komuccuu [0/KHBI ObITH MPOMH(GOPMHUPOBaHBI 06 yrpo3ax
HapyleHUst pexxuMa Oe3oracHoctu [1/JH ¥ OTBETCTBEHHOCTH 3a €r0 HapyllleHue.
OHU [0/DKHBI OBITH O3HAKOMJIEHBI C YTBEP)KIEHHOM (opManbHOM MpoLeAypoit
HAJIO)KeHUST JUCLUIIMHAPHBIX B3bICKAHUM Ha COTPY/HUKOB, KOTOPble HapYIIWIU
TIPUHSATBIE TTOIUTUKY U TIpoLielypbl 6e3omacHocTH T1/1H.

CotpyaHuku 06si3aHbI 6e3 rpoMe/ieHus1 coobijaTh 000 Bcex Hab/rofaeMbIxX
WM TIOJ03PUTENbHBIX ciiydasx pabotbl MCII/IH, MOrylydx TIOB/IeYb 3a COOOM
yrpo3bl Ge3omacHocty [I/JH, a Takke O BBbISIBJIeHHbIX HWMH COOBITHSX,
3aTparuBaroiux Oe3oracHocTh [1/]H, pYKOBOACTBY TIOZpa3fiefieHus W JIULLY,
OTBeYaroIlleMy 3a HeMe/JIeHHOe pearipoBaHue Ha yrpo3bl Oe3oracHocTy T[1/JH.

Jo/DKHOCTHBIE 0043aHHOCTH nob3oBaTenert MCII/TH

HNomkHOoCTHBIe  00si3aHHOCTH  Tosb3oBatesielt  WCII[IH  ommcaHbl B
C/IelyOLIUX JOKYMeHTax:

Nuctpykums agmuurcrparopa UCITIH;

WHcTpyKiuys agMuHUcTparopa 6e3oracHocty MICIT/IH;

Nuctpykuums noas3osaresns UCITH;

WHCTpyKLMs T10/1b30BaTesIsl TPYU BOSHUKHOBEHUM BHEIITATHBIX CUTYalUM;

OTBeTCTBEHHOCTb COTPYJHUKOB

B coorBerctBUM cO crather 24 ®epepasbHOrO 3akKOHa Poccuuickou
@enepayuu ot 27 uronsg 2006 . Ne 152-@3 «O 1iepcoHasbHBIX AAaHHBIX» JIULA,
BUHOBHbIe B HapylleHHd TpeOoBaHuii AaHHOro dejepasbHOrO 3aKOHA, HECYT
IPKJAHCKYH0, YTOJOBHYH0, aJMUHUCTPATUBHYH), AWUCLUIUIMHAPDHYI) U WHYHO
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rpeyCMOTPEHHYHO 3aKOHO/IaTe/IbCTBOM Poccuiickon denepanyu
OTBETCTBEHHOCTb.

HevicTByroiee 3akoHOJaTenbCTBO Poccurickor @Penepanuu  MO3BOSIET
TIPeIbSABIATL TPeOOBaHUs IO oOecrieueHHI0 Ge30IacHOl pabOoTHI C 3allUIIaeMOi
vHbopMmalieli W MpeAyCcMaTpyMBaeT  OTBeTCTBEHHOCTb 3a  HapyllleHue
yCTaHOBJIEHHBIX MPaBUJI KCIITyaTaluud OBM u cucTtem, HempaBOMepHbIM TOCTYM K
WHbOpMAIUK, eCMd 3TH JeHCTBUS TIPUBEIM K YHHUTOXKEHHIO, OJIOKMpPOBAHMIO,
MovduKaluy uHbOpMallui WM HapylieHuto pabotsl O9BM wmu ceteli (cTaTtbu
272,273 u 274 YronoBHOro Kojekca Poccutickon ®@eziepaiiun).

Apvunuctpatop WCIIlH u  agMuHUCTpaTOop 0€30MacHOCTH  HECYT
OTBETCTBEHHOCTH 3a BCe JIeHCTBHsI, COBEPILIEHHbIE OT UIMEHU UX yUeTHBIX 3alucen
WM  CUCTEMHBIX  y4YeTHbIX  3amuced, eCliM  He  JoKazaH  (pakT
HeCaHKI[MOHUPOBAHHOT'0 UCI0/Ib30BaHUs YUETHBIX 3allrCeu.

[Ipu HapylueHusix coTpygHukamMu Komuccum — mosib3oBatensimu MCIIIH
TpaBWI, CBsI3aHHBIX C Oe3omacHocTeio [I/IH, OHM HECYT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYIO [IeHMCTBYIOIIUM 3aKOHOZaTe/1bcTBOM Poccuiickort defeparyu.

7. CIMCOK MCM0/Ib30BaHHBIX HCTOUHHUKOB

OCHOBHBIMM HOPMAaTHMBHO-TIPABOBLIMU U METO/IJUUECKUMU IOKyMeHTaMH, Ha
KOTOPBIX Oa3upyeTcs HacTosas [1oMuTrKa, SB/SIOTCS:

@enepanbHbld 3akKoH OT 27.07.2006 r. Ne 152-®3 «O mnepcoHalbHBIX
JIAHHBIX», YCTaHAB/IUBAIOIIMI OCHOBHbIE TIPUHLIUIBI U yCa0BUSI 00pabotku I1/1H,
npaBa, 00s3aHHOCTH W OTBETCTBEHHOCTh yYUAaCTHUKOB OTHOIIEHWM, CBSI3aHHBIX C
obpaboTkoii TT1/1H.

TpeboBaHMsT K 3aluTe T€PCOHAMBHBIX [aHHBIX MPU WX 00paboTke B
VH(MOPMALIMOHHBIX ~ CHACTeMax  MepCOHaNbHBbIX  [AaHHBIX,  YTBepXK/eHHbIe
noctaHoByneHneM I[lpaBurenbctBa Poccuiickorr ®epmepauyn ot 01.11.2012 1. Ne
1119.

[TonoxkeHne 06 0cobOeHHOCTAX 0OpabOTKM TepPCOHANBHBIX  JJaHHBIX,
OCylL[eCTB/IsIeMOM 6e3 WCI0/Ib30BaHUsI CPEe/ICTB aBTOMAaTW3alliH, YTBep)KIEeHHOe
nioctaHoBynieHneM IlpaBurtenbctBa Poccuiickor ®epepaiud oT 15.09.2008 1. No
687.

HopMaTtuBHO-MeToAMUecKre  10KyMeHTbl ~ PezepanbHOM  CAyXKObI 110
TeXHUYECKOMY W 3KCIepTHOMY KOHTpo/ito Poccuiickont Penepauyu (manee —
®CTOK Poccun) mo obecrneueHnto Oe3omacHoctv IT[IH mpu ux oOpaboTke B
NCTIOH:

ba3oBasi mopenb yrpo3 0e30macHOCTH TepPCOHAMBHBIX [JaHHBIX TIPU WX
06paboTke B MHGOPMAI[MOHHBIX CHCTeMaX IMepCOHAMbHBIX JAHHBIX, YTBEP)KAeHHasI
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3amectutesieM gupekropa @CTOK Poccuun 15.02.2008 T

MeToguueckuii  IOKyMeHT. MeTofKa OILIeHKH yrpo3 6e30rmacHOCTH
uHdopmaruy, yrBepxaeHHbli @CTOK Poccuu 05.02.2021 1.

IMpukaz @PCTIK Poccuu or 11.02.2013 Ne 17 «O6 yTBepKAeHUU
TpeboBaHuii 0 3amuTe MHPOPMALIUY, He COCTAB/ISIONIUX TOCYAAPCTBEHHYIO TalHY,
coJlep>Kaluxcs B TOCY/JapCTBEHHBIX MH(POPMALIMOHHBIX CUCTEMaX».

IMpuka3z ®CTOK Poccuu ot 18.02.2013 Ne 21 «O6 ytBepxaenuu CocTaBa
U COJep)KaHWs OpraHU3al[MOHHBIX M TeXHUYeCKMX Mep Mo o00ecreueHunro
6e30IMacHOCTH TIePCOHAJLHBIX J@HHBIX MPU WX 00paboTke B WMHGMOOPMAIIMOHHBIX
CUCTeMax IepCOHAa/IbHBIX JaHHbBIX».

[Tpuka3z PexnepanpHOM cmyx0Obl 6e3omacHocTH Poccuiickoit Penepaiiyiy oT
10.07.2014 Ne 378 «O6 yTBepxkaeHnr CocTaBa M COflep)KaHHUSI OPraHU3aIl[MOHHBIX
Y TeXHUUeCKUX Mep 1o obecrieueHHI0 6e30MacHOCTU TePCOHATbHBIX JaHHBIX MPU
ux o0paborke B WHGOPMAIIMOHHBIX CHCTEMaX IMePCOHAMBHBIX JAHHBIX C
WCIO/Ib30BaHUEM  CPeACTB  Kpurrorpaduueckoil  3aluThl  HWHQOpMaIH,
HeoOXOAMMBIX /711 BBITIOJIHEHUSI YCTaHOB/IEeHHBIX [IpaBuTenncTBoM Poccuiickoit
denepaiii  TpebOBaHWM K 3allldTe T€PCOHANbHBIX [AaHHBIX [Ji1 KaK[Oro U3
YPOBHEH 3allUL[EHHOCTH.

Metoarueckre peKOMEHJAIMU I10 pa3paboTKe HOPMAaTHBHBIX IMPAaBOBBIX
aKTOB, OIpeJe/AioNMX yrpo3bl  06e30MacHOCTU  MepCOHaNbHBIX  JAHHBIX,
aKTya/jibHble TIpM 00paboTKe TIepCOHa/NbHBIX [aHHbIX B WHGMOOPMAIIMOHHBIX
CUCTeMax [epCOHAJIbHBIX [AaHHBIX, SKCIUTyaTUPYeMbIX IIpA OCYLeCTB/IEHUU
COOTBETCTBYIOLLMX BUZIOB [|eATe/IbHOCTH, yTBeP)KAeHHbIe pyKOBOACTBOM 8 LleHTpa
@®CB Poccun 31.03.2015 Ne 149/7/2/6-432.
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