PE®THUHCKAS ITOCEJIKOBASA
TEPPUTOPUAJIBHAS UBBUPATEJIBHAS KOMUCCHUS

PACITIOPAXEHUE

10 mapta 2025 1. Ne 4-p

nrt. Pedrunckuii

00 yTBep:KIeHNH JOKYMEHTOB 00 MH(POPMALIMOHHOI 0€30IIACHOCTH B
PedTrHCKOM MOCEJIKOBOH TEPPUTOPHATIBLHON H30MPATEIbHOI KOMUCCHH

B nensx peanuzanuu @enepanbHoro 3akoHa oT 27 utoist 2006 r. Ne 152-03 «O
IIEpCOHAIBHBIX JaHHBIX», IocTaHoBJIeHUH [IpaButenscTBa Poccuiickon ®@enepaunu
ot 21 maprta 2012 r. Ne 211 «O0 yTBEepk’ACHUM MEPEUHS MEp, HANIPABICHHBIX Ha
oOecrieueHUEe BBITIOJIHEHUS O00S3aHHOCTEH, MpeaycMoTpeHHbIX DdenepanbHbIM
3aKkOHOM «O TEPCOHAIBHBIX JAHHBIX» W TPUHATHIMHU B COOTBETCTBUU C HUM
HOPMAaTUBHBIMU MPaBOBBIMHU aKTamu, ornepaTopamu, SIBJISTFOIIIUMUCS
roCyapCTBEHHBIMU WJIM MYHUIIMITAIILHBIMU opraHamu» 1 ot 1 Hosopst 2012 r. Ne
1119 «O06 yTBepkaeHun TpeOOBAHUM K 3alllUTe MEPCOHAIBHBIX JTAHHBIX MPU UX
00paboTke B MH(POPMAITMOHHBIX CHCTEMaX IMEPCOHABHBIX JaHHBIX)», HA OCHOBAaHUHU
aKTa II0 OIPEIEICHUI0 YPOBHS 3alUIICHHOCTH TEPCOHAIBHBIX JaHHBIX B
MH()OPMAIMOHHOW CHCTEME MEpPCOHANbHBIX JaHHBIX PedTHHCKON mMOCcenKoBoit
TEPPUTOPHATBHON N30UPATETHHOU KOMUCCHU:

1. YTBepauTs:

1) CoctaB Mep 3ammThl HHPOPMAUUU JUIS HHOOPMAIMOHHOW CHCTEMBI
nepcoHanbHbix  gaHHbIX  «OOmas  MCII[In»  PedTuHCKOM  MOCENKOBOMA

TEPPUTOPHUATBHON M30UpaTebHOU KoMuccun (mpuiioxeHue Ne 1);



2) [lonutuky nHGOPMAIIMOHHON 0€30IMaCHOCTH NP padoTe ¢ MepPCOHATLHBIMU
naHHbIMU B PepTHHCKOM MOCenkoBo# TeppuTOpraIbHON H30UpaTeTbHON KOMUCCHH
(npunosxxenue Ne 2);

3) UHCTPYKIIMIO O TOPSIKE PE3EPBHOTO KOMUPOBAHHS W BOCCTAHOBIICHHUSI
uHpopmaluu B ”HGOPMAIIMOHHBIX CHCTEMaX MEepCOHANBHBIX JaHHBIX PedTuHckoi
MOCEJIKOBOM TePPUTOPUATBHON H30HUpaTeIbHOM kKomMuccuu (nmpusoxenne Ne 3).

4)HCTpYKIMIO O TOpsiAKe Yy4éra, XpaHEHUS MAIIUHHBIX HOCHTENIEH
MEPCOHANIBHBIX ~ JIaHHBIX B  PedTHUHCKOW TMOCENKOBOM  TEeppPUTOPUATBLHOM
n30uparesbHON Komuccuu (rpusnoxxerue Ne 4).

5) Mojienb yrpo3 U HapymuTeIst 0€30IMacHOCTH NIEPCOHAIBHBIX JaHHBIX MPU UX
00paboTke B MH(OPMALIMOHHBIX CHUCTEMaxX IEPCOHAIbHBIX JAHHBIX PedTHHCKOM
MOCEJIKOBOW TEPPUTOPUATBHON N30UpaTeIbHOM KOMUCCUH  (TIpriiokeHre Ne 5).

2. lIpencenarento PedTunckoit MOCEIKOBOM TEPPUTOPHUAITBHOU
n30MpaTeNbHOM KOMHCCHHM O3HAKOMHUTBH BCEX YJIEHOB Pe(THHCKON MOCenKoBO
TEPPUTOPUAIBHOM W30MpATENbHOM KOMHUCCHUU C JAHHBIM PaCHOPSHKEHHEM O]
pPOCIIUCE.

3. KoHTpOIIb 32 UCTIOJTHEHUEM HACTOSIIETO PACIIOPSHKEHHS OCTABIISIO 32 COOOH.

[Ipencenarens Pedrunckoit
IIOCEJIKOBOW TEPPUTOPUATIBHOM
HU30UpaTEIIbHON KOMUCCUH E.A. CtapoagymoBa



[Ipunoxenue Ne 2
YTBEPXJIEHA
PaCIOPSHKEHUEM NPEICENATEIIS
PedTrHCKO# TOCETKOBOM TEPPUTOPUATHHOM

n30MpaTeabHO KOMUCCUU
ot 10.03.2025 Ne 4-p

HOJIUTUKA
HHGpOPMALMOHHOI 0€30I1aCHOCTH
npu padore ¢ NepCOHAIBLHBIMU JAHHBIMU
B PedrrHCKOM OCEIKOBOM TEPPUTOPHATBLHON H30MPATEIbHON KOMUCCUH

OITPEJAEJIEHUA

B HaCTOAIICM JOKYMCHTC HMCIIOJB3YIOTCA CICAYIOIMUC TCPMHUHBI H HX
OIIpCACICHUA]. ABTOMaTI/BI/IpOBaHHaﬂ cucTemMa - CUCTCMaA, COCTOAIIAA U3 IICPCOHATIA U
KOMIIJICKCa CpCIaCTB aBTOMaTHU3alln1 cro ACATCIBHOCTH, pCalin3yromiasia
I/IH(bOpMaI_[HOHHYIO TCXHOJIOTHUIO BBIIIOJIHCHUA YCTAHOBJICHHBIX Q)YHKHI/II‘/II

AyTeHTH(MKAIMA OTHPABUTENS] [JaHHBIX - M[OATBEPXKIACHUE TOrO, YTO
OTIIPABUTENb MOJTYYEHHBIX TAHHBIX COOTBETCTBYET 3asBJICHHOMY.
Be3onacHOCTh MEpPCOHAJNBHBIX JaHHBIX - COCTOSHHE  3aIlUIIEHHOCTH

NEPCOHANBHBIX  JIaHHBIX, XapaKTepU3yeMOe€ CHOCOOHOCTBIO  MOJb30BaTENEH,
TEXHUYECKUX  CPEACTB W  MHPOPMAINMOHHBIX  TEXHOJOTHUH  OOCCICYHTH
KOH(HICHIIMATBHOCTh, IIEJIOCTHOCTh U IOCTYITHOCTh MEPCOHAIBHBIX JAHHBIX MPU UX
00paboTke B MH(QOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX JIAaHHBIX.

Buomerpuyeckue nepcoHabHbIe JaHHBIE - CBEICHUS, KOTOPBIE XapaKTEPU3YIOT
¢du3nonornyeckre 0COOEHHOCTH YeJIOBEKa U Ha OCHOBE KOTOPBIX MOKHO YCTAHOBUTD
€ro JINYHOCTh, BKIIIOYasi (pororpaduu, oTreyaTKu NayibleB, 00pa3 ceTyaTKu TJiasa,
OCOOCHHOCTH CTPOEHUS TeJIa U JPYTYIO MO00HYI0 HH(POpMAIIHIO.

BiokupoBaHue MEePCOHATbHBIX JaHHBIX - BDEMEHHOE MpeKpalleHne o00padoTku
MePCOHATBHBIX JaHHBIX (32 UCKIIOUCHHUEM CTydaeB, eciii 00paboTka HeoOxXoauma st
YTOYHEHUS MTePCOHAIBHBIX TAHHBIX ).

Bupyc (KoMNbIOTepHBI, MPOrPaAMMHBII) - UCIIOJHIEMBIA ITPOTPAMMHBIN KOJI
WM  UHTEPNPETUPYEMbIH HAOOp HMHCTPYKIMNA, OOJajaromuii  CBOWCTBAMU
HECAaHKIIMOHUPOBAHHOTO PacHpocTpaHeHusi U camoBocnpou3BeneHus. Co3naHHbIe
nyONMuKaThl KOMITBIOTEPHOTO BHpyCa HE BCErJa COBNAJAIOT C OPUTHHAIOM, HO
COXPaHSOT CIIOCOOHOCTD K TanbHEHIIeMy pacnpocTpaHEHUIO u
CaMOBOCIPOU3BEICHHUIO.

BpenoHocHasi mporpaMma - [iporpamma, rnpeHa3HaueHHas JJis OCyIIeCTBICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYyMNAa U (MJIM) BO3JECUCTBUS HA NMEPCOHAIbHBIE JAHHBIE
WM pecypchbl HHOOPMAIIMOHHON CUCTEMbI TEPCOHATBHBIX JaHHBIX.



BcnoMoraTeibHbIe TEXHHYECKHE CPEICTBA H CUCTEMbI - TEXHUUECKHE CPEJICTBA
U CHCTEMBbl, HE TMpeJHA3HAYEHHBbIE [UIs TMepenadd, OOpabOTKM U XpaHEHHUs
MEePCOHATBHBIX
JIAHHBIX, YCTAaHABIMBAEMbIE COBMECTHO C TEXHUUYECKUMU CPEACTBAMHU U CUCTEMaMHU,
MpeTHA3HAYCHHBIMA 11 OOpa0OTKH MEPCOHATBHBIX JAHHBIX WA B MIOMEIICHUSX, B
KOTOPBIX YCTAaHOBJICHBI HH(DOPMAITMOHHBIC CHCTEMBI TIEPCOHATBHBIX JaHHBIX.

JocTyn B ONmepamuoOHHYI0 Cpeay KOMIbIOTepa (MH(OPMANMOHHOW CHCTEMbI
MEePCOHAJIBbHBIX JAHHBIX) - TIOJIyYEHHME BO3MOXXHOCTH 3allyCKa Ha BBIIIOJIHEHUE
IITATHBIX KOMaHJ, (YHKIUH, OpoLEIyp ONEpPallMOHHOW CHUCTEMbI (YHUUYTOXECHUS,
KOIMPOBAaHUS, IEPEMEIIECHUS U T.I1.), UCTIOTHIEMBIX (haliIOB MPUKIIATHBIX IPOTPAMM.

Joctyn k uH(opMamuu - BO3MOXKHOCTH IMOJy4YeHUsT WHOpManuu U ee
UCIIOJIb30BaHUS.

3akJja04HO€e YCTPOiiCTBO - DJIEMEHT CPEJICTBa cCheMa MH(OPMALUK, CKPBITHO
BHEAPSEMBIN (3aKJIabIBacMblii WM BHOCHMBIA) B MECTa BO3MOXXHOTO CheMa
uHdopmMaIuu (B TOM YKCIIEe B OTpaKICHNUE, KOHCTPYKIHIO, 000PYI0BaHUE, PEIMETHI
WHTEpPbEpa, TPAHCIIOPTHBIE CPEACTBA, & TAKXKE B TEXHUYECKUE CPEICTBA U CUCTEMBI
00paboTKN UH(POPMALIHH).

Bamumaemass uHpopmamusi - UHPOPMAIUA, SBISIIOMIAACS MPEIMETOM
COOCTBEHHOCTH M TIOJJIeXkKAIIAsl 3aIUTEe B COOTBETCTBUU C TPEOOBAHUSIMU MPABOBBIX
JIOKYMEHTOB WUJIM TPEOOBAHUSIMU, YCTaHABIMBAEMbIMUA COOCTBEHHUKOM HH(MOPMAIIUH.

Hnentudukanuss - TNPUCBOCHHE CyObeKTaM M 00BEKTaM J0CTyna
uaeHTuukaropa u (Win) cpaBHEHUE MIPEABABIIEMOT0 UACHTU(DUKATOPA C IEPECUHEM
MIPUCBOCHHBIX UICHTHU(PUKATOPOB.

NudopmaTuBHBbIM CUTHAJ - DJIEKTPUYECKHUE CUTHAJIBI, aKyCTUYECKHUE,
AJIIEKTPOMATrHUTHBIE U JApyrue (HU3uveckue moJisi, Mo mapameTpaM KOTOPBIX MOXKET
ObITh packpbiTa KOH(UIEHUUaIbHAs WHPoOpManusa (MEepCOHANbHBIE JAHHBIE)
oOpabartbiBaemasi B ”HGOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX JaHHBIX.

MNHpopmannoHHbIe TEXHOJOrHH - TIPOIECCHI, METOJABI TIOWCKa, cOopa,
XpaHeHus1, 00pabOTKU, TPEIOCTABIECHUS, PACTIPOCTPAHCHHS HH(POPMAIIMHA U CTIOCOOBI
OCYILECTBJICHUSI TAKUX MPOLIECCOB U METOJIOB.

Nupopmannonnas cucrema nepcoHanbHbIX AaHHbIX (MCII/IH) - COBOKYITHOCTH
coliepKaImmxcss B 0azax NaHHBIX TEPCOHAIBHBIX JAHHBIX U 00ECTICUMBAIONIUX HX
00paboTKy MH(POPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB.

Hcnosib30BaHne MEPCOHATBHBIX JaHHBIX - JCHCTBHUS  (omepanuu) C
MepPCOHATBLHBIMU JIAHHBIMH, COBEPIIIAEMBIE OTIEPATOPOM B IEJISAX MPUHATUS PEIICHUN
WU COBEPIICHUS MHBIX JEWUCTBUM, MOPOXKAAIOIIMX HOPUIUYECKHUE TOCIEICTBUS B
OTHOIIIEHUH CyOBEKTa MEPCOHANBHBIX JAHHBIX WM JIPYTUX JIUIl TUOO UHBIM 00pa3oM
3aTparuBalolIUX MpaBa U CBOOOABI CyObEKTa MEPCOHANBHBIX JAHHBIX WA JPYTUX
JIU1L.



HcTouynuk yrpo3bl 0Oe3omacHocTM muHpoOpManum - CYOBEKT JOCTYIa,
MaTepuagbHbIi OOBEKT WIM (QPU3UYECKOE SIBICHUE, SBIIOLIMECS MPUYUHOU
BO3HUKHOBEHUS YTPO3bl 0€30MaCHOCTH HH(OPMALIUH.

KoHnTpoaupyemasi 30Ha - IPOCTPAHCTBO (TEPPUTOPHUS, 3JaHUE, YaCTh 3JAHMS,
MOMEIIEHHUE), B KOTOPOM UCKIIOYEHO HEKOHTPOJIUPYEMOE MpeObIBaHIE TOCTOPOHHUX
JIUL, a TAK)KE TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MAaTEPUAIIBHBIX CPEACTB.

KonpuaeHuualbHOCTh NMEPCOHAIBHBIX JaHHBIX - 00s3aTelbHOC  JJIA
COOJII0IEHUS OIIEPATOPOM I MHBIM MOJTYYMBIIHUM JOCTYH K IEPCOHAIBHBIM JaHHBIM
JUIOM TpeOoBaHHE HE JOMyCKaTh MX paclpocTpaHeHHe Oe3 corjacusi CyObekTa
NEPCOHANIBHBIX JAHHBIX WM HAIMYUS MHOTO 3aKOHHOTO OCHOBAHUA.

Me:kceTeBOii IKpaH - JOKAJIbHOE (OJTHOKOMIIOHEHTHOE) WM (PYHKIIMOHATIBHO-
pacrpeieIeHHOe TporpaMMHOE (IMPOrpaMMHO-AIIapaTHOE) CPEACTBO (KOMILIEKC),
peanu3yroniee KOHTPOJIb 3a MH(pOpManuei, mocrymnamnieii B MHPOPMAIIMOHHYIO
CUCTEMY NIEPCOHATIBHBIX IaHHBIX U (WJIH) BBIXOASIIECH N3 HHPOPMALIMOHHOMN CUCTEMBI.

Hapymureapr 6e30MacHOCTH MEPCOHAIBHBIX JaHHBIX - (U3UYECKOE JIHUIIO,
CIIy4ailHO WM NpPEeJHAMEPEHHO COBEpIIAOUIEE JEUCTBUS, CIEICTBUEM KOTOPBIX
ABJIIETCSI HapylleHUuEe Oe30MAaCHOCTH MEPCOHANBHBIX JAHHBIX NPU UX 00paboTKe
TEXHUUYECKUMHU CPEJCTBAMU B MHPOPMAIIMOHHBIX CUCTEMAaX EPCOHAIBHBIX JAHHBIX.

HeaBromMaTH3npoBaHHast 06padoTKa MePCOHAJBHBIX MaHHBIX - 00paboTKa
NEPCOHAIBHBIX  JaHHBIX, COJAEpXKaluMXcd B  HHOOPMALMOHHOW  CHCTEME
NEPCOHANIBHBIX JAHHBIX JHOO M3BICYEHHBIX M3 TAaKOM CHCTEMbI, CUHMTAETCS
OCYUIECTBJIECHHOM 0e3 UCIIOJIb30BaHUS CpEJICTB aBTOMaTU3aLUU
(HeaBTOMATU3UPOBAHHOI), €CIIM Takue NEHCTBUS C MEPCOHAIBbHBIMHU JAHHBIMH, KaK
UCIIOJIb30BAHUE, YTOYHEHHE, PACIPOCTPAHEHHE, YHHUYTOXXEHHUE IE€PCOHAIBHBIX
JAHHBIX B OTHOIIEHHM KaXJAOro M3 CyOBEKTOB MEPCOHAIbHBIX JaHHBIX,
OCYULIECTBJISIOTCS IPU HENOCPEICTBEHHOM YYaCTHH YEJIOBEKA.

HenexjapupoBaHHble BO3MOMKHOCTH - (DYHKIIMOHAQJIbHBIE BO3MOXHOCTH
CPEIICTB BBIUYMCIUTEIBHOW TEXHUKH, HE OIMCAHHBIE WJIM HE COOTBETCTBYIOIIHE
ONMHMCAHHBIM B JOKYMEHTAIMH, [IPU UCIIOJIb30BAHUN KOTOPBIX BO3MOKHO HAPYIICHHE
KOH(PUIEHIIUATIBHOCTH,  JOCTYMHOCTH  WJIM  IIEJIOCTHOCTH  00pabarhiBaeMoit
uHpopManuu.

HecaHKIIMOHUPOBAHHBIN A0CTYN (HECAHKIIMOHUPOBAHHBbIE [EHCTBHSA) -
JOCTYll K WHGpOpMalMK WIM JEeUCTBUS ¢ WHMOpMaluMel, Hapylaroume MnpaBuia
pasrpaHu4eHus JOCTyIa C KUCIOJIb30BAaHUEM IITATHBIX CPEACTB, MPEAOCTABISIEMBIX
UH(GOPMAIIMOHHBIMU CHCTEMaMHU NEPCOHAIBHBIX JaHHbBIX.

Hocureap napopmanuu - PU3NIECKOE JHIIO HIIM MAaTEPUAIBbHBII 00BEKT, B TOM
guciie pU3nvecKoe mosie, B KOTOpoM MHPOpPMAIU HAXOAUT CBOE OTPAKEHUE B BUJIEC
CUMBOJIOB, 00pa30B, CHUTHAJOB, TEXHUYECKUX PELIEHUHA U  IPOLECCOB,
KOJIMYECTBEHHBIX XapPAKTEPUCTUK (DPU3HUUECKUX BEIUYUH.



O6e3IMYMBaHUe MEPCOHANBHBIX JAHHBIX - JICCTBUSA, B PE3YyJbTAaTe KOTOPHIX
CTAaHOBUTCS HEBO3MOXXHBIM 0€3 HCIOJIb30BaHUSL JIOMOJHUTENbHON HHGPOPMAIIUU
ONPENEIUTh MNPUHAIICKHOCTh MEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHANIbHBIX JJAHHBIX.

O06pa6oTka mNepCcOHAJIbHBIX AaHHBIX - JIF00OE JeiicTBHE (omepauus) WiIn
COBOKYIHOCTb JEHCTBUHU (Omepaluii), COBEpIIAEMbIX C HCIOJb30BAaHUEM CPEJICTB
aBTOMAaTHU3alMU WK 0€3 UCTIOIb30BaHUSI TAKUX CPEJICTB C IEPCOHATBLHBIMU JaHHBIMH,
BKJIIOYasi cOOp, 3amuCh, CUCTEMATU3ALMIO, HAKOIUIEHUE, XPaHEHUE, YTOYHEHHE
(oOHOBNEHME, U3MEHEHHUE), U3BJICUCHHUE, UCIIOJIb30BaHUE, nepeaavy
(pacpocTpaHeHue, MpeloCTaBIECHUE, IOCTYyI), O0€3IMYMBaHUE, OJOKUpPOBAHHE,
yAaJIEHUEe, YHUUTOKEHUE NEPCOHATbHBIX JAaHHBIX.

OO61enocTynHble MePCOHAJbHBIE JaHHBbIE - TIEPCOHAIBHBIE JIaHHBIE, JTOCTYII
HEOTPAaHWYEHHOT0 Kpyra JHI[ K KOTOPBIM MPEJOCTaBI€H C corjacus CyObekTa
NEPCOHAIIBHBIX JAHHBIX WJIM HA KOTOPHIE B COOTBETCTBUU C (heiepaIbHbIMU 3aKOHAMHU
HE pacrpocTpaHseTcs TpeOoBaHue COOM0IeHUS KOHPUACHIIUATBLHOCTH.

Omnepatop  (mepcoHAJBbHBIX  JAHHBIX) -  T[OCYJApCTBEHHBIM  OpraH,
MYHUIUNATBHBIA OpPraH, OpUINYECKOE WIH PU3NYECKOE JTUI0, CAMOCTOSATENBHO UITU
COBMECTHO C JPYTUMH JIMIIAMU OPTaHU3YIOITUE U (MJIH) OCYIIECTBIISIIONINE 00pabOTKyY
MEPCOHANIBHBIX JaHHBIX, a TAKXKE OMPEICIISIIONINE eI 00pabOTKH MEePCOHATBHBIX
JAHHBIX, COCTAaB TMEPCOHAIBHBIX JAHHBIX, MOJICKANIMX O00paboTKe, EeUCTBUS
(omeparuu), coBepIiaeMbie ¢ MEPCOHATBHBIMU JAHHBIMH.

TexHuyeckne cpeacTBa MH(POPMALNMOHHON CHCTEMbI NEPCOHAJBHBIX JAHHBIX
CpPEACTBA  BBIUUCIUTEIBHOW  TEXHUKH,  HMHGOPMAIMOHHO-BBIYUCIUTEIHHbIC
KOMITJIEKCHl M CETH, CPEACTBAa M CHUCTEMBI Tepedauu, npuema u obpadotku I1/1H
(cpeactBa M cHCTEMBbI 3BYKO3aIlMCH, 3BYKOYCUJICHMS, 3BYKOBOCIIPOM3BEACHMS,
NEPErOBOPHbBIE W TEJIEBU3MOHHBIE  YCTPOICTBA, CpPEICTBA  M3TOTOBJIEHUS,
TUPAXUPOBAHUS JOKYMEHTOB U JPYTHUe€ TEXHUYECKUE CPECTBAa 00pabOTKHU peueBOH,
rpadudeckoii, BUs1e0- U OyKBEHHOITU(DPOBOM MHPpOpMAIIUN), TPOTPAMMHBIC CPEICTBA
(omeparmoHHBIC CUCTEMbI, CUCTEMBI YIIpaBJICHUsI 0a3aMu JTaHHBIX W T.II.), CPEJICTBA
3aIUThl UHPOPMAIUH, TPUMEHsIEMbIE B MH(POPMAIIMOHHBIX CUCTEMaX.

IlepexBat (uHdopmaumuu) - HEMNPABOMEPHOE TMOJydYeHUE HHOOPMALUKU C
MCITI0JIb30BAaHUEM TEXHUUECKOTO CPEACTBA, OCYIIECTBIIAIONIET0 OOHAPYKEHUE, TPUEM
1 00pabOTKy MH(POPMATUBHBIX CUTHAJIOB.

IepconanbHblie AaHHbIe - JTI00ass WHGOPMAIHS, OTHOCAIIASACS K MPSAMO WU
KOCBEHHO OMNPEJEICHHOMY WJIM OIpeaenseMoMy (U3ndeckoMy Uiy (CyObeKkTy
MEePCOHAIBHBIX JIAHHBIX);

IIoGo4HBbIE  DJIEKTPOMATHUTHBIE U3JIyYeHusl " HABOJAKH -
AIIEKTPOMArHUTHBIE M3IY4YEHUS] TEXHUYECKUX CPEICTB OOpabOTKM 3alUIIaeMOit
uH(pOpMaIuK, BOZHUKAIONIUE KaK MOOOYHOE SIBJIEHUE U BbI3BAHHBIC AJIEKTPUUECKUMU
CUTHAJIaMU, JIEUCTBYIOIIUMH B MX DJIEKTPUUYECKUX U MArHUTHBIX LEMAX, a TaKxKe



AJIEKTPOMArHUTHHIE HABOJAKU HTUX CUTHAJOB Ha TOKOIMPOBOJAIIME JIMHUH,
KOHCTPYKITUH U TICTTH TTUTaHUSI.

IMoJUMTHKA «YHCTOTO CTOJIa» - KOMIUIEKC OpPTaHU3AIMOHHBIX MEpPOIPUSITHUH,
KOHTPOJUPYIOIINX OTCYTCTBUE 3alUChIBaHMS Ha OyMa)KHbIE€ HOCUTEIM KIIOYEH U
aTpuOyTOB JIocTyna (TapoJsiei) U XpaHeHUs UX BOJIM3U 00BEKTOB JOCTYIIA.

IMoab30oBaresb UMH(POPMALNMOHHON CHCTEMBbI MEPCOHAIBHBIX JTAHHbIX -
JUI0, ydYacTBywomiee B  (PYHKIMOHUPOBAHMHM  MH(GOPMAIIMOHHOM  CHCTEMBbI
MEPCOHANIbHBIX JJAHHBIX MM UCTOJB3YIOIIEe PE3YIbTaThl €€ (YHKIIMOHUPOBAHMUS.

IpaBuiaa  pasrpaHuyeHdst  JOCTymna - COBOKYITHOCTb npaBul,
pEerjlaMeHTHUPYIOIINX MTpaBa J0CTyla CyObEeKTOB JOCTYIA K 00BbEKTaM JOCTYIIA.

IlporpaMmMHuasi 3aKjajaka - KOJ IPOTrpaMMbl, MPEIHAMEPEHHO BHECEHHBIN B
porpaMMy C IEJIbI0 OCYIIECTBUTH YTE€UKY, U3MEHUTh, OJOKUPOBATH, YHUUTOXKUTH
MH(POpMAIIMIO WM YHUUYTOXUTh U MOJUDUIIMPOBATH MPOTPaMMHOE OOeCTICUeHHUE
UHOOPMAIIMOHHOW CHUCTEMbl TMEPCOHANBHBIX JAHHBIX H (WIM) OJOKUPOBATH
anmnapaTHble CPE/ICTBA.

IIporpammuoe (mporpaMMHoO-MaTEeMaTHYECKOE) BO3/eiCTBUE
HECAaHKIIMOHUPOBAHHOE  BO3JICWCTBHE HA  pPECypCbl  aBTOMATHU3UPOBAHHOM
UH()OPMAITMOHHONW CHCTEMBI, OCYIIECTBISIEMOE C HCIOJb30BAaHUEM BPEIOHOCHBIX
Iporpamm.

PackpbiTHE TEPCOHAJBHBIX JAHHBIX - YMBIIUIEHHOEC WIA CIy4alHOE
HapylieHne KOH(OUIEHIIUATEHOCTH MEPCOHATBHBIX JaHHBIX.

PacnipocTpaHeHne MepPCOHAJNbHBIX JAaHHBIX - JICHCTBHUS, HaIlpaBJICHHBIE Ha
PaCKpbITHE NMEPCOHATILHBIX TaHHBIX HEOMPEACICHHOMY KPYTY JIMII.

Pecypc MHpOPMALHMOHHONH CHCTEMbI - WMEHOBAHHBIA AJEMEHT CHUCTEMHOTO,
MIPUKJIATHOTO WU arrnapaTHoro oOecrieueHus (YyHKIMOHUPOBAHUS
UH(OPMAITMOHHOW CUCTEMBI.

CrienuajibHble KATErOpuH MEPCOHANBHBIX JAHHBIX - TIEPCOHAJILHBIC JTaHHBIE,
Kacarolluecsi pacoBOM, HAIMOHAJIBLHON MPUHAMJICKHOCTH, TOJUTHUYECKUX B3TJISIOB,
PETUTHO3HBIX WIH (PUIocoDCKUX YOEKICHUM, COCTOSIHUS 370pPOBbS U WHTUMHOM
KU3HHU CYOBEKTa IEPCOHATBHBIX JaHHBIX.

CpencTBa BBIYHCIMTEILHOW TeXHHKH - COBOKYIMHOCTh TMPOTPAMMHBIX H
TEXHUYECKUX DJIEMEHTOB CUCTEM 00pa0OTKHU TaHHBIX, CTOCOOHBIX (DYHKIIMOHUPOBATh
CaMOCTOSITETIHO UJIM B COCTABE IPYTHX CUCTEM.

Cyobekt nmoctyna (cy0bekT) - JIMIO WIM MPOLECC, IEUCTBUSI KOTOPOTO
periaMeHTUPYIOTCS MTpaBUiIaMu pa3rpaHUyeHus JOCTyIa.

TexHuyeckuii KaHajg yTe4ykd HHGpopManum - COBOKYIIHOCTH HOCHUTEIS
uHpopmaruu  (cpeacTtBa  oO0pabOTKH), (PU3MUECKON Cpeabl  pacHIpOCTPaHECHHS
WH()OPMATUBHOTO CHUTHAJla M CPEJCTB, KOTOPHIMHU JIOOBIBaeTCS 3aluiiaemasi
nHpopmarusi.



TpchrpaHHqHaﬂ nepeaada nepCoHaJbHbIX JaHHBIX - IICpCaayda IICPCOHAIbHBIX
JIAHHBIX orepaTtopom 4yepe3 ['ocymapcrBeHHyro rpanuny Poccuiickon ®epepanuu
OpraHy BJIaCTH MHOCTPAHHOTO rOCY/IapCTBa, PU3NUECKOMY HIIH IOPUIUIECKOMY JHILY
MHOCTPAHHOT'O TOCY/1apCTBa.

Yrpo3bl 0€30MacHOCTH NMEPCOHANBHBIX JAHHBIX - COBOKYIHOCTH YCIOBHW H
(GbakTopoB, CO3MAIONIMX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHUCIE
CIIy4allHOTO, JIOCTyla K MEPCOHAIBHBIM JTAHHBIM, PE3YJIBTATOM KOTOPOTO MOKET
CTaTh YHUYTOKCHUE, U3MEHEHHE, OJIOKMPOBAaHKE, KOMUPOBAHUE, PACIPOCTPAHCHUE
MEPCOHANBHBIX JTAHHBIX, a4 TAKKE WHBIX HECAHKIMOHUPOBAHHBIX JCHUCTBUU IPU HUX
00paboTke B MH(HOPMAITMOHHON CUCTEME TIEPCOHAIBHBIX JAHHBIX.

YHUYTOKEHHE MEePCOHAIbHBIX JAAHHBIX - JICHCTBUS, B PE3YIbTATE€ KOTOPBIX
CTaHOBUTCS HEBO3MOXXHBIM BOCCTAHOBUTH COJIEP>KAHUE IEPCOHAIBHBIX HAHHBIX B
MH(POPMAIIMOHHON CHCTEME MEPCOHATBHBIX JIAaHHBIX U (MJIM) B PE3YyJbTaTe KOTOPBIX
YHUYTOXKAIOTCSI MaTEPUATIbHBIE HOCUTENHN EPCOHAIBHBIX JAHHBIX.

Yreuka (Bamuimaemoil) wuHGOPMAIMH MO0 TEXHHYECKHM KaHAJIAM
HEKOHTPOJMPYEMOE paclpocTpaHeHue HHGOPMAIIMU OT HOCHUTENS 3alllUIaeMOoi
uHpopManuu  4yepe3  (PUIMYECKYIO Cpeay JI0 TEXHUYECKOTO  CpEJICTBa,
OCYIIECTBJISIONIETO MepexBaT HHHOPMAIIUH.

Ys3BUMOCTD - CJTA00CTH B CPEJICTBAX 3AIUTHI, KOTOPYIO MOXHO MCIIOJIB30BaTh
JIJISl HAPYIICHUS] CUCTEMbI WK COJeprKallieiicss B Hell nHdopMaluu.

eaocTHocTh uHPOpPMAIUH - CIOCOOHOCTh CPEICTBA BBIYMCIUTEIHHOU
TEXHUKH WIM aBTOMATU3UPOBAHHOM CHUCTEMBI oOOecreunBaTh HEU3MEHHOCTh
uHOpMaAIMU B YCJIOBHUSIX CIy4alHOTO W/WJIM TPEAHAMEPEHHOTO HWCKAKCHHUS
(pa3pyl1ienusi).



OBO3HAYEHUSA U COKPALLIEHUA

ABC - aHTUBUpPYCHBIE CPEJICTBA

APM - aBTOMaTH3MpOBaHHOE pabodee MECTO

BTCC - BcioMorarenbHble TEXHUYECKUE CPEACTBA U CUCTEMBI
NCTIJIH - nadopmarmoHHas CuCTeMa NEePCOHATBHBIX JaHHBIX

K3 - koHTpOMpyemas 30Ha

JIBC - nnokanbHasi BBIYUCIUTEIbHAS CETh

MD - MexceTeBoil 3KpaH

HCJI- HecaHKIIMOHMPOBAHHBIN 1OCTYM

OC - onepalniMoHHas cUCTEMa

[T/ - nepcoHanbHbIE TaHHBIE

I[IMB - nporpaMMHO-MaTeMaTHYECKOE BO3AEHCTBUE

10 - nporpammHOE obecrieueHue

[I9MUH - no6ouHbIe 3JIeKTPOMArHUTHBIC U3ITyYECHUS] U HABOJIKH
CA3 - cucrema aHanm3a 3alIMIIEHHOCTH

C3MU - cpenctna 3amuThl HHGOPMaLIUU

C3I1dn - cucrema (mmoacucTeMa) 3alllUThl IEPCOHATBHBIX JaHHBIX
COB - cuctema oOHapyKEHUS BTOPKSHUI

TKVYMU - TexHruueckue KaHaibl yTeUKd WH(OpMaIuu

YBIIIn - yrpo3sl 6e30onacHocTy nepcoHaibHbiX JaHHbX BBEJIEHUE

Hacrosimass [lonmutuka wHGOpPMAIMOHHONW 0€30MacHOCTH Tpu padboTe ¢
NEPCOHALHBIMU  JaHHBIMU B  PedTHHCKOM TMOCEIKOBOW  TEpPPUTOPHUATILHOMN
n3OuparenbHo komuccun (manee - IlonuTuka) —sBiseTcs  oULIMATBHBIM
JOKYMEHTOM.

[TonuTtuka pazpaboTaHa B COOTBETCTBUU C TPEOOBAHUSMU, YCTAHOBIIEHHBIMHU:
®enepanbHbiM  3akoHOM OT 27.07.2006 Ne 149-®3 «O6 wunbopmarmu,
MH(OPMAITMOHHBIX TEXHOJIOTHUSAX U O 3alUTE UH(OPMAIUNY;

OenepanbHbiM  3ak0HOM 0T 27.07.2006 Ne 152-®3 «O mnepcoHaIbHBIX
JIaHHBIX»; TTocTaHoBeHneM [IpaButensctBa Poccniickoit @eneparuu ot 01.11.2012
No 1119 «O06 yTtBepxkaeHun TpeOOBaHUM K 3allUTE MEPCOHAIBHBIX JAHHBIX MPU UX
o0paboTke B  WHGOPMAIMOHHBIX  CHCTEMax  [EPCOHAIbHBIX  JaHHBIX);
nocta”oyienueM [ IpaButennsctBa Poccutickoii deneparuu ot 15.09.2008 Ne 687 «O6
YTBEPKJICHUH TOJO0XKEHUA 00 OCOOEHHOCTAX 0OpabOTKM MEPCOHAIBHBIX JaHHBIX,
OCYUIECTBJISIEMOI 0€3 UCIOJIb30BAaHUSI CPEICTB aBTOMATU3ALMKWY; IOCTAHOBJICHHEM
[TpaButenscTBa Poccuiickoit ®eneparuu ot 21.03.2012 Ne 211 «OO6 yTBepxkaeHUH
nepeyHsi Mep, HaNpaBlIEHHBIX Ha OO0eCleueHUe BBINOJHEHUs O0O0A3aHHOCTEM,
NpeayCMOTpEeHHBIX PDeaepabHbIM  3aKOHOM «O  NEpCOHANBHBIX JAHHBIX» U
NPUHATBIMU B COOTBETCTBUM C HHUM HOPMATHBHBIMM IIPaBOBBIMHU aKTaMH,
ONepaTopaMu,  SIBISIOIMIUMUCA  TOCYAAPCTBEHHBIMH  WIM  MYHUUUNAIbHBIMU
opranamny; npukazom O®CTIK Poccun ot 18.02.2013 Ne 21 «O6 ytBepxaeHUn



CocraBa U comepxaHusi OPraHU3ALMOHHBIX U TEXHUYECKUX MEpP MO OOECIEYEHUIO
0€30MacHOCTH TMEPCOHANIBHBIX JAHHBIX IMPU UX 00paboTke B MHGMOPMAIMOHHBIX
CUCTEMAaX MEPCOHANBHBIX NaHHbIX», TpukazoM OCb Poccun ot 10.07.2014 Ne 378
«O0 yTBEpKIEHUHU COCTABA U COAEP/KAHUSI OPTaHU3ALMOHHBIX U TEXHUYECKHUX MEP 110
o0OecrieyeHnI0 0E€30MacHOCTH TEPCOHANbHBIX JaHHBIX TpU UX 00paboTke B
MH(OPMAIMOHHBIX CHUCTEMax IMEPCOHANIbHBIX JAHHBIX C MCIOJIb30BAHUEM CPEJICTB
Kpunrorpaguueckod 3amuTbl UHGOPMALMK, HEOOXOAUMBIX JJIS BBITOJIHEHHUS
ycranoBieHHbIX [IpaButensctBom Poccuiickoit denepannu TpeboBaHMA K 3aluTe
MEPCOHAIBHBIX TAHHBIX JJISI KAXKJOTO U3 YPOBHEW 3alIUIIEHHOCTIY;

MeToauuecKuMl peKOMEHIAUsAMU 10 pa3padO0TKe HOPMATHUBHBIX MPABOBBIX
aKTOB, ONPEICIISIOMINX YIPO3bl 0€30aCHOCTH MEPCOHAIBHBIX JIaHHBIX, AKTyaJbHbIE
npu 00paboTKe MEepCOHANBHBIX JaHHBIX B HMH(POPMAIMOHHBIX CHCTEMax
NEPCOHANIBHBIX JTAHHBIX, SKCIUTYyaTUPYEMBIX MPU OCYIIECTBICHUNA COOTBETCTBYIOIINX
BHUJIOB JICSITENBHOCTH, YTBEPKAECHHBIMU pykKoBoAcTBOM &8 Ilentpa ®Cb Poccumn
31.03.2015 Neo 149/7/2/6-432.

B Tlomutuxe omnpenenensl TpeboBanus k mnepconany WCII[IH, creneHb
OTBETCTBEHHOCTH IMEPCOHAJIA, CTPYKTYpa U HEOOXOAUMBIN YPOBEHb 3AIUIIEHHOCTH,
CTaTyC U JOJHKHOCTHBIE 00S3aHHOCTH COTPYJHUKOB, OTBETCTBEHHBIX 32 O0ECIIeUeHHE
O0e3omacHocTn mepcoHaTbHBIX JaHHBIX B MCII[H PedtuHCckol mocenkoBoit
TEePPUTOPHAIBHON M30UpaTebHONU KoMuccuu (fnanee — Komuccns).

1. O01mMe moJ10KeHus

Lenpro HacTosmei [lomuTuky sIBIsSeTCS oOecIieueHrne 0€30MacHOCTH 00bEKTOB
3amuThl KoMuccun ot BCcex BUAOB YIpo3, BHEIIHUX U BHYTPEHHUX, YMBIIUIEHHBIX U
HEeMpeTHAMEPEHHBIX, MUHUMM3ALMS yiiepda OT BO3MOXKHOM peanu3aluud yrpos
oe3onacHoctu [1/1u (YBIIdH).

be3onacHOCTh NEPCOHAIBHBIX JAHHBIX JOCTUTAETCSl IIYTEM HWCKIIOUECHUS
HECAaHKI[MOHUPOBAHHOI'O, B TOM YHCJIE CIYy4YalHOro, AOCTyNa K IE€PCOHAJIbHBIM
JIAaHHBIM, pE3yJIbTATOM KOTOPOTO MOXET CTaTh YHUYTOXEHHUE, W3MEHCHHUE,
0JIOKMpOBaHUE, KOMMHUPOBAHKUE, PACTIPOCTPAHECHUE MEPCOHAJBHBIX JaHHBIX, a TaKXe
VHBIX HECAHKIIMOHUPOBAHHBIX JEHUCTBUM.

Nudopmarus u cBsi3aHHBIE C HEW pecypchl JOHKHBI OBITH JTOCTYITHBI IS
ABTOPU30BAHHBIX IMOJb30BaTENEH. JIOMKHO OCYIIECTBIATBCA CBOEBPEMEHHOE
oOHapy>keHue u pearupoBanue Ha Y BII/IH.

JIOKHO ~ OCYHIECTBISATBCSA ~ NPEAOTBPAILICHUE  MNPEAHAMEPEHHBIX WA
CIIy9ailHBIX, YACTUYHBIX WJIM TIOJHBIX HECAHKIIMOHUPOBAHHBIX MOAU(DUKAIMN WK
YHUYTOKEHUS TaHHBIX.

CocraB 00bEKTOB 3alIUThHI HpeacTapiieH B «llepeuHe nepcoHanbHBIX TaHHBIX,
oOpabaTbiBaeMbIX B PedTHHCKONW TOCENIKOBOM TEPpUTOPUATIBLHON H30MpaTeIbLHON
KOMHUCCHUH B CBSI3M C pealM3alfeil CIIy)KeOHBIX (TPYIOBBIX) OTHOIICHHMA, a TaKKe
OCYIIECTBICHUEM TOCYIapPCTBEHHBIX (PYHKIIUI.



Cocras MUCII[IH mnomnexamux 3amure, npeacrasieH B «llepeune
UH(QOPMALIMOHHBIX CHUCTEM IEPCOHANBHBIX JaHHBIX B PedTHHCKONH MOCENIKOBOI
TEPPUTOPUATBHOMN N30MPATEIbHON KOMUCCUI.

2. O0JacTh AelcTBUA

TpeboBanust Hactosmel [loauTHky pacpocTpaHsAIOTCA Ha BCEX COTPYAHHUKOB
Komuccun (IratHeiX, BpeMEHHBIX, pa0OTaOIIUX [0 KOHTPAKTY U T.I1.), @ TAKXKE BCEX
IpoYuX JIML (OAPSAYHUKH, Ay JUTOPHI U T.I1.).

3. Cucrema 3alIMTHI MEPCOHAIBHBIX TaHHBIX

OOecrnieuenne 0€30MMacHOCTH IICPCOHAJIBHBIX  AAaHHBIX  JOCTHUIAaCTCA, B

YaCTHOCTH:
OIpEJEICHUEM YIpo3 0€30IMaCHOCTH NEPCOHAIBHBIX JaHHBIX IPH UX 00pabOTKE B
MH(OPMAIMOHHBIX CUCTEMax  MEpPCOHAIbHBIX  JAHHBIX; MPUMEHEHUEM

OpraHU3allMOHHBIX W TEXHUYECKHMX Mep MO0 O0ecrneyeHuro 0e30MacHOCTH
NEPCOHAIBHBIX JAHHBIX 0OpU UX 00paboTke B MH(POPMALMOHHBIX CHCTEMAaX
NEPCOHAIBHBIX JaHHBIX, HEOOXOAUMBIX JUIsl BBIIIOJIHEHUS TpeOOBaHWM K 3aliuTe
NEPCOHAIBHBIX JaHHBIX, UCIIOJHEHNE KOTOPHIX 00€CIIEUNBAET YCTAHOBICHHbBIE
[IpaButenscTBOM Poccuiickonn denepanyvi ypoOBHH 3AIIMIIEHHOCTH NEPCOHAIBHBIX
JAHHBIX; IPUMEHEHUEM MPOILIEAIINX B YCTAHOBICHHOM MOPSAKE IPOLEAYPY OLIEHKH
COOTBETCTBHUSl  CPEJACTB  3amUThl  WH(OpMaIuu; OlEHKOW  3PGHEKTUBHOCTH
NPUHUMAEMBIX MEp M0 00ECTIEUeHHIO 0€30ITaCHOCTH NEPCOHANIBHBIX IaHHBIX 10 BBOJA
B JKCIUTyaTallMl0 HH(POPMALMOHHON CHCTEMbl NEPCOHAJIBHBIX JAHHBIX; YYETOM
MalIMHHBIX HOCUTEJIEH MEPCOHANIbHBIX IaHHBIX;

oOHapyxeHHeM (aKTOB HECAaHKIIMOHUPOBAHHOTO JOCTyNa K MEePCOHAIbHBIM
JAHHBIM U IPUHATUEM MEP, B TOM YHCIIE MEP MO OOHAPYKEHUIO, TPEAYIIPEKICHHUIO U
JUKBUAALMKA TIOCJIEACTBUNA KOMIBIOTEPHBIX aTak Ha MH(GOPMALMOHHBIE CHCTEMBbI
MIEPCOHANILHBIX JAaHHBIX M [0 PEarupOBAHUIO HA KOMIIBIOTEPHBIC WHIIUJEHTHI B HUX;
BOCCTaHOBJICHHEM MEPCOHATIBHBIX JAaHHBIX, MOJIU(DUIIMPOBAHHBIX WU
YHUYTOXEHHBIX  BCJIEACTBHE  HECAHKIMOHUPOBAHHOIO  JOCTyHa K  HHM;
YCTAaHOBJICHHEM IMpaBWJI JOCTYIa K MEepCOHAIbHBIM JaHHBIM, 00OpabaThiBaeMbIM B
MH()OPMAIMOHHOW CHCTEME TIE€PCOHANBHBIX JIaHHBIX, a TakKXkKe o0ecrneyeHueM
pEruCTpalvy U y4eTa BCeX JEUCTBUI, COBEPIIAEMBIX C IEPCOHAIILHBIMU JIaHHBIMU B
UH(GOPMAIIMOHHON CUCTEME MEPCOHANBHBIX JaHHBIX; KOHTPOJIEM 32 IPUHUMAEMbIMU
MepaMu MO0 oO0ecnedeHut0 O€30MaCHOCTH MEePCOHANBHBIX JAHHBIX M YPOBHS
3alIUIIEHHOCTH HH()OPMALIMOHHBIX CHCTEM MEPCOHANBHBIX JaHHbBIX.

Cucrema 3amuThl nepcoHanbHbIX AaHHBIX (C3II/IH), cTpouTCsS Ha OCHOBAHUMU:
AKTa BHYTPEHHEr0 KOHTPOJII COOTBETCTBUSI 0OpabOTKH TMEpPCOHATBHBIX
JAHHBIX.



[lepeunss mepcoHANbHBIX JaHHBIX, oOOpabarbiBaeMbix B Pedrunckoit
MOCEJIKOBOM TEpPUTOPUATILHON M30MpaTENbHOW KOMUCCUM B CBSI3HM C pealid3aliueit
CITYKE€OHBIX
(TpyIOBBIX) OTHOIICHUM, a TAK)KE OCYIIECTBICHUEM TOCYIapCTBEHHBIX (DYHKIIHIA,

AKTOB KJ1accupuKay UHPOPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX JTaHHBIX;

Mopenu yrpo3 6€30macHOCTH MEPCOHATBHBIX TAHHBIX;

Martpuipl JocTyna IMojdb30BaTelel K 3alldIaeMbIM  HHQOPMAIMOHHBIM
pecypcam UCII/H;

PykoBoasmux nokymentoB @CTIK Poccun u @Ch Poccun.

Ha ocHoBaHMM 53THX JOKYMEHTOB ONpEIEseTCs HEOOXOJAUMBIA YpOBEHb
samuiieHHoctd  II/In kaxmgoit MCIIJIlH Komuccun. Ha ocHoBaHMM aHain3a
aKTyalbHbIX yrpo3 Oe3omacHoctu I[IJIH omucanHoro B Mopenu yrpos, Aenaercs
3aKJTIOYEHHE O HEOOXOJUMOCTH UCIIOJIBb30BAHUSI TEXHUYECKUX CPEACTB U
OpraHU3alMOHHBIX MEPOIIPUATUH 117151 oOecniedeHus 0e3onacHocTu [1/]H. BeiOpanubie
HeoOxonuMmble  Mepomnpusiths — oTrpaxatorcas B «CocTaBe  Mep — 3alllUTHI
UH(OPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JAHHBIX).

Jns UCIIIH nomkeH ObITh COCTaBJIEH CIHCOK HUCMOJb3yeMbIX TEXHUYECKUX
cpenctB 3ammThl (manmee - CHHUCOK), a Tak K€ MPOrpPaMMHOTO OOECIEUCHHUS,
ydacTBytoiero B 0opadotke 111, Ha Bcex anementax MCITH:

APM nons30Bartenei;

CepBepa npHIIOKEHHUI;

CVYb/I;

I'panuust JIBC;

KananoB nepegaun B ceTu 0OIIEro MOJB30BaHUS U (MJIM) MEXKIYHAPOIHOTO
oOMeHa, eciu o HuM niepeparorcs [1/1x.

B 3aBucumoctu ot ypoBHs 3ammineHHocTd MCIIIH u akTyalbHBIX yrpos,
C3IIIH MOKeT BKJIKOYATh CIEAYIOIINE TEXHUUECKHUE CPEICTBA:

AHTUBUPYCHBIC CPEJICTBA Il pabOYMX CTaHIIMI IMOJIb30BaTENIel U CEPBEPOB;

CpPEACTBa MEKCETEBOTO SKPAHUPOBAHUS;

cpenctBa Kpunrtorpaduyueckod 3ammThl  MH(DOpMAIMKM TPU  mepenade

3alUIaeMou
uH(OpMAIUH TI0 KaHAJIaM CBSI3H.

Tak e B CHOUCOK [JIOJDKHBI OBITh BKIIOYEHBI (YHKIIUU  3aIUTHI,
oOecrieunBaeMble INTATHBIMU cpeAcTBaMu 00padoTku [IJI[H omepanmoHHBIME
cuctreMmamu  (OC), mnpuknagapiM [IO u  coenMalbHBIMA — KOMIUIEKCAMU,
peanu3yIIIMMU CPEACTBA 3aIIUTHI.

Crmcok (pyHKITUH 3alTUThI MOXKET BKITFOUYATh:
yIpaBli€HUE U pa3rpaHUYCHHE IOCTYyIa

II0JIB30BATENEN; PETUCTPALIMIO U YUET AEUCTBUM C



nHpopmarueit; odecredeHre 1eJI0CTHOCTH

JAHHBIX; OOHAPYXKEHUE BTOPKECHUM.

Crnucok HCHOJIB3yeMbIX TEXHHUYECKHX CpPEACTB oTpaxkaercs B «llmane
MEpONPHUATUNA TI0 OOCECIEUEHUIO 3alUThl IEePCOHAJIBHBIX JaHHBIX». CIHUCOK
HCIIOJIB3YEeMBIX CPEACTB JOJDKEH IMOJACPKUBATHCS B aKTyaJlbHOM cocTosiHuu. [Ipu
W3MEHEHUHM COCTaBa TEXHMYECKHUX CpeAcTB 3amuthl win siemeHtoB HCIIJIH
COOTBETCTBYIOIIME W3MEHEHHMS JOJDKHBI ObITh BHECEHBI B CIIMCOK W YTBEPIKICHBI
npeacenareneMm M3oupartenbHoi komuccun CBepIOBCKON OOJIACTH WM JIUIIOM,
OTBETCTBEHHBIM 3a obecreueHue 3amuThl [1/1H.

4. TpeooBanus k noacucremam C3I11n

C3I1/Ix BrIItOYAET B ce0s1 CAEAYIONTUE TTOACUCTEMBI:

YIPABIICHHUSI TIOCTYIIOM, PETUCTPALIMH U

yuyeTa; o0ecrieueHus HeI0CTHOCTU U

JOCTYITHOCTH; aHTUBUPYCHOM 3aILIUTHI;

MEKCETEBOI0 SKPAaHUPOBAHMS; aHAIHN3a

3aIIUIIEHHOCTH; OOHAPYXEHUS

BTOPXKEHMI; KpUNTOrpaduyeckoin

3aILUTHI.

IMoacucrembr C3II[IH uMerOT pa3iuyHbli (QYHKUHOHANT B 3aBUCHUMOCTU OT
kinacca HCII/AH, ompeneneHHoro B «AKTe kiaccudukauum HHPOPMALMOHHOM
CUCTEMbI TEPCOHAJIBHBIX JaHHBIX». CHUCOK COOTBETCTBUS (YHKUUH IMOACHUCTEM
C3II/IH kiaccy 3alMIIEHHOCTH MPEICTABIEH B TEXHUYECKOM 3a/IaHUH 10 CO3/IaHUIO
CUCTEMBI 3aIIUThHI UH(POpMaMK HHHOPMALIMOHHON CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

HOI[CI/ICTeMa YIIPpaBJICHUA AOCTVYVIIOM, PCTHUCTPAIINHN U YICTA

[ToacucTtema ynpaBieHus JOCTYIIOM, PETUCTPAIMK U yUYeTa IpeHa3HaueHa s
peanuzanuu caeayronmx GyHKIUN:
UACHTU(UKAILIMY U TPOBEPKU MOJTMHHOCTH CYOBEKTOB JOCTYIIA ITPH BXOJE B
NCIId#;
UJCHTU(UKALIMY TEPMUHAIIOB, Y3JI0B CETH, KAHAJIOB CBSA3H, BHEIIIHUX YCTPONCTB MO
JOTHYECKUM HUMEHaM; HWICHTHU(PHUKAIMM TpOorpaMM, TOMOB, KaTaJloros, (aiiyos,
3amnucei, mojaeu 3anucen
N0 HMMEHAaM; PErucTpaluu BXojAa (BbIXOJa) CYOBEKTOB JIOCTyNa B cUCTEMY (U3
CUCTEMBI), TUOO
perucTpanyy 3arpy3ku 1 MHULMAIU3alU1 ONIEPallMOHHON CUCTEMBI U €€ OCTaHOBA.
pErucTpanmy MONbITOK TOCTYIIAa IPOIPAMMHBIX CPEJCTB (IIPOrpaMM, IIPOLIECCOB,
3a1a4, 3aJaHdl) K 3anMinaeMbiM  (aiiaM; perucTpaluy MOMBITOK JOCTYIa
MIPOrpaMMHBIX CPEICTB K TEpPMHHAJIAM, KaHAJIaM
CBSI3U, IpOrpaMMaM, TOMaM, KaTajoram, ¢aiinam, 3anucsaM, IoJsM 3auceil.



[Toncucrema ymnpaBieHUs JOCTYIIOM MOKET OBITh peaju30BaHa C MOMOIIBIO
HITaTHBIX cpeacTB 00padboTku 1/ (onepannoHHbIX cucteM, npuioxeruit u CYB/]).
Tak ’xe MoOXeT OBbITh BHEIPEHO CHEIHUATbHOE TEXHUYECKOE CPEJICTBO WU HUX
KOMITJIEKC, OCYIICCTBIISIFONITUE OTIOJHUTEIBHBIE MEPHl MO ayTeHTU(DHUKAIUUA W
KOHTpOJIFO. Hampumep, NpUMEHEHHE €AWHBIX XPAHWIMI] YYETHBIX 3alucen
M0JI30BATENIEH U peTUCTPaAIMOHHON HH(GOPMAIINH, UCTIOIb30BaHNE OMOMETPUYECKUX
U TEXHUYECKUX (C TMOMOUIBIO JJIEKTPOHHBIX MPOIYCKOB) MEp ayTeHTUPHUKALUU U

IPYTHX.

[loacucrema oOecneyeHus OCIO0CTHOCTH U JOCTYIIHOCTH

[Toncucrema obecneyeHus 1EIOCTHOCTH W JOCTYITHOCTH MpeIHA3HAYCHA IS
oOecrieyeHusl MEeJIOCTHOCTH W JocTynHocTu [IJIH, mporpaMMHBIX W amnmapaTHbBIX
cpeactB UCII[n Komuccum, a Tak *e€ CpEACTB 3allUTHI, MPU CIy4YalHOW WIU
HaMepeHHOUW MouUKaIIH.

[Toncucrema peann3yercs ¢ MOMOIIBI0 OPTAaHU3ALH PE3EPBHOTO KOITUPOBAHUS
o0pabaThiBa€MbIX JaHHBIX, a TaK >K€ PE3EPBUPOBAHUEM KIIOUEBBIX AJIEMEHTOB
NCII/In. [ToacucremMa aHTUBUPYCHOM 3aIIUTHI

[Toncucrema aHTUBUPYCHOM 3allMThl TpeAHA3HA4YeHa i OOecreueHus
aHTUBUPYCHOU 3amuThl cepBepoB 1 APM nons3oBatenent UCII[Ix Komuccun.

Cpencrtea aHTUBHPYCHOW — 3alllMTHl  NPEIHA3HA4YEHbl Ui  pealu3aluu
cienyomux (GyHKUUNA: PEe3UICHTHBIA aHTUBUPYCHBIM MOHUTOPHHI; aHTUBHPYCHOE
CKAHUPOBAHUE; CKpUNT-0JIOKHPOBAHUE; LHEHTPAIU30BaHHOW/yJaleHHOU
YCTaHOBKH/IENHCTAIIISIUH AHTUBHUPYCHOIO IIPOJIYKTa, HACTPOWKH,
aJIMUHHACTPUPOBAHMS, MPOCMOTpPAa OTYETOB M CTATUCTUYECKOW HMHQOpMAIMHU IO
paboTe TPOAYKTa; aBTOMATU3MPOBAHHOTO OOHOBJIEHUS AHTUBUPYCHBIX 0a3;
OTrpaHUYEHMs MPAB MOJb30BATEN HA OCTAHOBKY MCIIOJIHSEMBIX 33124 U U3MEHEHHUS
HACTPOEK aHTUBUPYCHOTO MPOrpaMMHOI0 OOECHEeUeHHs; aBTOMAaTHUECKOI0 3aIycKa
HETOCPEACTBEHHO MOCIIE 3arpy3KH ONEPAMOHHON CUCTEMBI.

[loacucrema peanusyercs MyTeM BHEAPEHHS] CHELUATBHOTO aHTUBHUPYCHOIO
nporpaMMHoOro obecrnedyeHus Ha Bce nemenTsl UCITH.

[loacucreMa MEXCETEBOr0 AKPaHUPOBAHUS

[ToncucTtema MeXKCETEBOIO OSKpAaHUPOBAHUS MpEeAHA3HAUYCHA [UIsl peaju3aluu
CICAYIOMMX (PyHKIIHI:

buabTpalMK OTKPHITOTO U 3aiudpoBaHHOTrO (3akpbiTOro) IP- Tpaduka; pukcanuu Bo
BHYTPEHHUX JKypHajaxX HHQOpPMAIMH O MPOXOMAAIIEM OTKPHITOM H 3aKpbIToM [P-
Tpaguke; HUASHTUPUKAIUU W ayTeHTHPHUKAUK aIMHHHCTPATOpa MEKCETEBOTrO
9KpaHa MpU €ro JOKAIbHBIX 3ampocax Ha JOCTYI; PEerucTpaluu Bxoja (BBIXOAA)
aJIMUHHCTPATOPAa MEXKCETEBOIO dKpaHa B CUCTEMY (M3 CHCTEMBI) JIMOO 3arpy3ku U
MHULMAIN3AUNA CUCTEMBl U €€ IMPOrPaMMHOI0 OCTaHOBA; KOHTPOJS LEIOCTHOCTU
CBOECH MporpaMMHON 1 MHPOPMAITMOHHON YacTH; (UIBTPALIUN MAKETOB CIYKEOHBIX



MPOTOKOJIOB, CIy>KaluX JJig JHUAarHOCTUKU U YyHOpaBieHUS pabOTOM CEeTEBbIX
YCTPOMCTB; (PUIBTPAIIMH C YIETOM BXOIHOT'O M BBIXOJTHOTO CETEBOT0 MHTEpdelica Kak
CpellCTBa TPOBEPKH TOJJIMHHOCTH CETEBBIX aJ[PECOB; PETUCTpPAllMM U YydeTa
3ampaniuBaeMbIX CEPBUCOB TMPUKIATHOTO YPOBHS; OJOKMPOBAHUS JOCTyNa HE
UACHTUDHUITMPOBAHHOTO OOBEKTa WM CYOBEKTa, MOJJIMHHOCTh KOTOPOTO IIPHU
ayTeHTU(PUKAUU HE TNOJATBEpAUIACh, METOJIaMH, YCTOMYMBBIMH K TIE€peXBarty;
KOHTPOJIS 32 CETEBOM aKTUBHOCTBIO MPHUIIOKEHUM U OOHAPYKEHUS CETEBBIX aTaK.
[loncucrema peanusyercss BHEAPEHUEM MPOTPaMMHO-aNMNapaTHBIX KOMILIEKCOB
MEKCETEeBOTO AKpaHupoBanus Ha rpanule JIBC, kimaccoMm He HIKe

4. [loacucremMa aHaaM3a 3alUIICHHOCTHU

[Toncucrema aHanm3a 3alUMINEHHOCTH JIOJKHA OOECIEYMBATH BBISIBICHHUE
ySI3BUMOCTEH, CBsi3aHHbIX ¢ omuOkamu B koHburypamuu 10 UCII/H, xoTopkie
MOTYT OBITh UCIIOJIB30BaHbl HAPYIIUTEIEM JJISl Peai3allii aTaku Ha CUCTEMY.

OYHKIMOHAT TOACUCTEMbl MOXKET OBbITh peagu30BaH MNPOrPaAaMMHBIMU U
MPOTrpaMMHO-aNNapaTHIMU CPEACTBAMH.

[Moncucrema oOHapyYKEHUS BTOPKEHUM

[Toncucrema oOHaApy>XeHHS BTOPKEHHH JI0JDKHA OOECIeUHMBATh BBISBICHHE
ceTeBbIX aTak Ha 35eMeHTsl MCII/IH, MOaKII0YeHABIC K CETSIM OOIIETO MOJIB30BaHMS
U (WJI1) MEXTYHApOIHOTO OOMEHa.

OYHKIMOHAT TIOACUCTEMBI MOXET OBITh peaanu30BaH MNPOTrPAMMHBIMH U
MIPOrpaMMHO-AIIapaTHBIMU CPEICTBAMH.

I[Toncucrema kpurnrorpad®ruyeCcKOn 3aiUThI

[ToacucTema kpunrorpaguueckoi 3amuTHl MPEAHA3HAYCHA TSI NCKITFOUCHHUS
HCJl x 3amumaemoii mHbopmanuun B MCII/In Komuccuu mpu ee mepemaye 1o
KaHajaM CBSI3U CE€TeM 00IIero nojb30BaHus U (WJIK) MEKIyHAPOIHOTO OOMEHA.

[Togcucrtema  peasm3yercs  MyTeM  BHEAPCHHUS  KPUOTOrpadUUISCKUX
IIPOrpaMMHOAMNTIAPATHBIX KOMILICKCOB.

5. Ioabs3oBaTeau UCII/In

B UCII/Ix KoMuccun MOKHO BBIIEIUTH CIAEAYIOUIUE TPYIIIBI TOJIb30BATENEH,
y4acTBYIOIIMX B 00paboTke u xpanenuu [1/1H:
Anmunuctpatopst UCIIH;
AMUHHCTpaTOPBI 0€30MaCHOCTH;
Omneparopst APM;
Anmunuctpatopsl cetu UCIH;
Texaudecknue CHEMUaTUCTBl IO OOCIYy)XHBAaHUIO TEPUPEPHITHOTO
000py10BaHUSI.



JlanHbple O  Trpynmax  [OJb30BaTeNsIX, yPOBHE HMX  JOCTyna W
MH()OPMUPOBAHHOCTHU JIOJKHBI OBITH OTPa’KeHbI B Matpulie JocTyna rnojiab30BarTeseil
K 3alllMIaeMbIM HH(OPMAIIMOHHBIM PECypcaMm.

Anpmunuctparop UCI I

Anmunuctpatop UCITIH, cotpyaauk Komuccnu (MM HHOE YIIOTHOMOYEHHOE
JIMI0), OTBETCTBEHHBIA 3a HACTPOIKY, BHelnpeHue u corpoBoxiaenue MCII/In.
ObecnieunBaeT (PyHKIMOHUPOBAHKE MOACUCTEMBI yrpasienus noctynoM UCIIH u
YIOJIHOMOYEH OCYILECTBIATH NPEAOCTABICHUE U PA3TPAHUYECHUE TOCTYyIIa KOHEYHOTO
nosib3oBatens (Oneparopa APM) Kk anemMeHTaM, XpaHsIIUM NEPCOHAIbHBIC JaHHBIE.
Anmvunuctpatop UCIT[IH o6nanaer cienyomuM ypoBHEM TOCTYIIA U 3HAHUIA:

oOjanaeT NoJaHON HHPOpMaUeil 0 CACTEMHOM U NMPUKJIAJHOM MPOTPaMMHOM
obecnieuenuu UCII/IH; oObnagaeT nmonHou nHGoOpMaIeil 0 TEXHUYECKUX CPEJICTBAX U

KOH(Urypamuu
NCII/IH; uMeeT T0CTyI KO BCEM TEXHUYECKUM CpeicTBaM 00paboTKH HH(OpMALIUU U
nanueiM UCITJIH; oOnamaer mpaBamMu KOH(UTypHUpPOBAaHUS W aJIMUHUCTPATUBHOMN

HacTporku TexHndeckux cpencts MCII/IH.

AJMUAHHCTPATODP OE30ITACHOCTH

Anmunuctpatop  Oe3omacHocTH, coTpynHuk Komwmccnmu  (wim  wHOE
YIOJHOMOYEHHOE JIUII0), OTBETCTBEHHBIN 3a ¢yHKInoHupoBanue C3I1J[H, BKirOUas
oOCIy’)KMBaHUE W HACTPOMKY aJIMHHUCTPATUBHOW, CEPBEPHOM M KIHMEHTCKOU
KOMIIOHEHT.

AnmunucTpaTop 0€30MacCHOCTH 00JIa/laeT CISAYIONIMM YPOBHEM JOCTyIa H
3HaHuil: oOnagaer mnpaBamu Aamuuuctpatopa HWCIIIH; ob6mamaetr moJHOMN
unpopmarmert 06 MCIIJIH; umeer AocTyn K cpeAcTBaM 3allUThl MHPOPMAIMHA U
MPOTOKOJIMPOBAHUS M K 4acTh KiroueBbix anemMeHtoB WCII/IH; He uMmeer mpas
JOCTyNa K KOH(PUTYPUPOBAHMIO TEXHUUYECKHX CPEACTB CETH 3a HCKIIOYECHUEM
KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX ).

AnMuHHCTpaTOp 6€30MaCHOCTH YIIOJIHOMOYEH:

peann30BbIBaTh TMOJUTHUKUA Oe3omacHocTh B uactu HacTporkum CK3U,
MEKCETEBBIX PKPAHOB U CHUCTEM OOHAPY>KEHHS aTaK, B COOTBETCTBUU C KOTOPHIMHU
MOJIb30BaTEb
(Omeparop APM) momydaeT BO3MOXHOCTH paboTath ¢ anemeHtamu WCIIJIH;

OCYILIECTBIISITh ayJAUT CPEJICTB 3AIUTHL;

Onepatop APM

Omneparop APM - corpynnuk Komuccuu (Mim MHOE yIOJIHOMOUYEHHOE JIUILIO),
ocymecTBistonuii  006padotrky IIJIn. O6pabotka II/[H BrIIOYaET: BO3MOXKHOCTH
npocmotpa [1/1n, pyunoit BBoa I1/1n B cucremy UCII/IH, hopmupoBaHue cipaBok u



otueToB 1o nHpopManuu, noxydeHHor u3 UCIIJ]. OnepaTop He UMeeT MOJTHOMOYHIA
JUI yIpaBieHus nojacucremamu oopabotku ganubix u C3I1/IH.
Oneparop UCII/IH o6nagaeT caeayonM YpOBHEM JOCTYIA U 3HAHU:
o0J1ajjaeT BceMU HeOOXOIMMBIMU aTpuOyTaMu (HalmpumMmep, rmapoJiem),
o0ecreunBaIUMU JOCTYT K HEKOTOpoMy noaMHOkecTBY [1J]H; pacmonaraet
KOH(UIEHIIMATbHBIMU TAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Anmvunauctparop cetr MCITJIn

Anmunuctpatop cetu WCII[H, corpyanuk Komuccun (wim uHOE
YIIOJTHOMOYEHHOE JIU1I0), OTBETCTBEHHBIN 3a (GYHKIIMOHUPOBAHUE
TeJIeKOMMYyHUKaMOHHON nojcucreMbl MCIIJIH. AOIMUHHCTpPaTOp CETH HE HUMEET
MOJIHOMOYMM JIJIs1 YIIpaBJIE€HUs MoIcUCTEMaMu 00pabOTKH TaHHBIX U O€30MaCHOCTH.

AJMUHHCTpATOpP ceTr 00JIa1aeT CIEAYIOIIUM YPOBHEM I0CTYIIA U 3HAHUI:

o0jazaeT 4acThio HH(OPMALIUU O CUCTEMHOM U IPUKJIATHOM [IPOrPaMMHOM
obecneuennu VCIIJIH; oOnanaeT yacThio HHPOPMAIIMK O TEXHUYECKUX CPEACTBAX U

koHpurypaunu UCII/H;
uMeeT (PU3UIECKUI AOCTYN K TEXHUYECKUM CpeJIcTBaM 00padoTKu nH(popmManuu u
CpEICTBAaM 3aLIUTHL; 3HAET, 10 MEHBLIEH MEPE, OJHO JIETAIBHOE UMS JOCTYIA.

TexXHUYEeCKUN CIIEAAIMCT 110 00CITYKUBAHUIO HEPUDEPUITHOTO 000DV IOBAHUS

TexHruecKuil cnenuanucT no OOCIYKMBaHUIO, cOTpyAHUK Komuccun (mim
MHOE YIOJHOMOYEHHOE JIMIIO), OCYILECTBISET OOCIy)XMBaHHE M HACTPOHKY
nepudepuitnoro  obopymoBanus MCIIJIa. TexHudeckuidi  cHenuagucT IO
oOciy>kuBaHUIO He uMeeT aoctyna K [1/IH, He uMeeT MOTHOMOYUHN IJIs yIIpaBIeHUS
nojicucTeMamMu 00pabOTKU JaHHBIX U OE30MaCHOCTH.

TexHUueCcKHil CIeHanuCT N0 00CTYKUBaHUIO 00JIa1a€T CIEAYIOIIUM YPOBHEM
JOCTyTa W 3HaHWM: 00JafaeT 4acThio MHGOPMAIIUM O CHCTEMHOM W TPUKIIATHOM
nporpaMmmHoM  oOecrieuennn  VICIIJIH; oOmamaer dacteio wuHOpMamum o
TeXHUYEeCKuX cpeactBax v koHpurypauuu UCII[IH; 3HaeT, mo MeHblIeH Mepe, 0HO
JIerajJbHOE UMS JIOCTYTIA.

6. TpeOoBanusi Kk nmepcoHasy no odecneyeHno 3amuTobl [1/{H

Bce cotpynnuku Komuccuu, siBisitomuecs nosb3oBaressiMu UCITIH, 10mKHBI
YETKO 3HATh M CTPOTO BBINOJHATH YCTAHOBJIEHHBIE MpaBWiIa M OOS3aHHOCTH TIO
JOCTYyNy K 3allyliaeMbiM OOBEKTaM ¢ COOJIIOJICHUIO TIPUHATOIO pPEXUMa
oe3omacHoctu 11/1H.

[Ipu BcTymieHWHM B JNODKHOCTH HOBOTO COTPYJHHMKA OH JOJDKEH OBITh
O3HAKOMJIEH C HEOOXOAMMBIMH JOKYMEHTaMH, PETJIAMEHTHPYIOITUMHU TPEOOBAHUS TIO



samute [1J[H, a Takke 0OydeHre HaBBIKAM BBITOJTHEHHS IMPOIEIYpP, HEOOXOIUMBIX
JJIsl CAHKIIMOHUpOBaHHOTO ucnoib3oBanus MCII/IH.

CoTpyIHUK JTOJKEH OBITh O3HAKOMIIEH CO CBeJIeHUAMU HacTosien [lonutukwy,
OPUHATHIX Tpouenyp padbotsl ¢ anementamu UCITn u C3I1/IH.

Corpynnukn  Komuccuu, — UCHONIB3YIOIIME ~ TEXHUYECKUE  CPEICTBA
ayTeHTU(PUKAINH, JOJKHBI 00eCTICUNBATh COXPAHHOCTh UICHTU(HUKATOPOB
(aneKkTpoHHBIX KiItoueid) u He ponyckath HCJI k HuM, a Tak ke BO3MOXHOCTb UX YTEPH
WIM WCIOJIb30BaHUA TpeTbMMHM Juuamu. [lonap30Bartenum HECyT MEPCOHAIBHYIO
OTBETCTBEHHOCTH 33 COXPAaHHOCTh UJIEHTU(DUKATOPOB.

Corpynaukn Komuccuu HOMKHBI CIEN0BAaTh YCTAHOBJIEHHBIM IIPOLIEAypam
nojaziep>kanus pexxuma 6e3omnacHoctu [1/1H npu BeIOOpE U UCTIOIB30BAHUU MapOIeH
(eclu HE UCTIOJIB3YIOTCSI TEXHUUECKUE CPEJICTBA ayTeHTU(DUKAIIIN).

Cotpynnukn Komuccuum A0MKHBI 0O0ecHeuMBaTh HAJIEKAIIYIO 3aLIUTY
00Opy10BaHusl, OCTaBIsIEMOro 0€3 MPUCMOTpPa, OCOOEHHO B TEX Clydyasix, KOrja B
MOMEIIEHHE UMEIOT JOCTYIl MOCTOPOHHHUE Jinila. Bce monb30BaTenu AOJKHBI 3HATh
TpeboBanus 1o Oe3omacHoctn IIJIH W mpouenypsl 3ammTel  000pYAOBaHUS,
OCTaBJIEHHOI'0 0€3 MPUCMOTPa, a TAKAKE CBOU OOS3aHHOCTHU IO 00ECIICYEHUIO TAKOMH
3aILUTHI.

CoTpynHuKaM 3ampelniaercsi ycTaHaBIMBaTh ITOCTOPOHHEE MPOTrPaMMHOE
oOecrieyeHue, TMOJKIIYATh JIMYHbIE MOOWJIbHBIE YCTPOMCTBA W HOCUTENH
uH(pOpMaIUH, a TaK K€ 3aIMChIBATh HA HUX 3alllUIAeMyI0 HH(OpMaIHIo.

CoTpyaHuKkam 3arpeniaeTcs pa3riiamaTh 3aluiaeMyo HHPOpMaIuio, KOTopas
CTajJla UM HU3BeCTHa mpu pabore ¢ WHPOPMAIMOHHBIMU cucteMamu Komwuccun,
TPETHUM JIUIIaM.

IIpu padore ¢ IIJn B UCII[IH corpynnuku Komuccuu o0si3aHbl 00ecieunTh
OTCYTCTBHE BO3MOXKHOCTH mpocmoTtpa [I/IH Tperbumu munamu ¢ MOHUTOpOoB APM
WJTU TEPMUHAJIOB.

[Tpu 3aBepmennn padotsi ¢ UCII/IH coTpymauku 00si3aHbl 3auTUTE APM nim
TEPMUHAIBl C TOMOLIBIO OJIOKMPOBKHM KIFOUOM WJIM SKBUBAJEHTHOTO CpEACTBA
KOHTPOJIsI, HAIPUMED, JOCTYIIOM 0 MAapOJIt0, €CIU HE UCTOJB3YIOTCS 00jiee CUIIbHbBIE
CpEeJICTBA 3aIIUTHI.

Corpynuukn Komuccuu HOMKHBI OBITH TMPOMH(POPMUPOBAHBI 00 Yrpo3ax
HapyleHus pexxuma 6ezonacHoctv [1/IH 1 0TBETCTBEHHOCTH 3a ero HapyueHue. OHu
JOJKHBI OBITh 03HAKOMJIEHBI C YTBEPKIECHHOM (pOopMaIbHOM TPOLIEypOl HATOKEHHUSI
JUCUUIUIMHAPHBIX B3bICKAHUN Ha COTPYAHUKOB, KOTOpPbIC HAPYUIWUIU MPUHATHIC
MOJIUTUKY U Tipolenypsl 6e3onacHoctu [1/]H.

Cotpynnuku 00s13aHbl 0€3 MpoMeJIeHHs coo0maTh 000 BCeX HaOJII01aeMbIX
WM OA03pUTENbHBIX ciaydasx padotsl MCII/IH, Morymux mosieds 3a co00i yrpo3sbl
oe3zonacHoctu [IJ[H, a Takke O BBISIBICHHBIX HMHU COOBITHSIX, 3aTparvBarolINX



oe3onacHocTh IIJlH, pyKOBOACTBY moOJApa3lieleHUuss M JIMIy, OTBEYAIOUIEMY 3a
HEMEJJICHHOE pearupoBaHue Ha yrpo3sl 0ezonacHocTtH [1][H.

JlomKHOCTHBIE 00s13aHHOCTH Toab3oBareier MCIT/Ix

JlomkHOCTHBIE 00s3aHHOCTH TNosak3oBaTeneit UCII/{H onucanbl B CAEAYIOITUX
JIOKYMEHTAX:

Nuctpykuus anmuanctparopa UCIH;

Nuctpykius anmuanctpatopa 6e3omacHocty UCITH;

WNuctpykuus nonb3osatens MCI/H;

HNHCcTpyKIMs MOIb30BaTENs IIPU BOSHUKHOBEHUH BHEIITATHBIX CUTYALIUM;

OTBETCTBEHHOCTD COTPYAHHNKOB

B cootBeTrcTBUU co cTraTtheit 24 DenepanbHOro 3aKoHa Poccuiickoit deaepanuu
ot 27 nronsa 2006 r. Ne 152-®3 «O nepcoHaNbHBIX JAHHBIX» JIMIA, BUHOBHBIE B
HapylieHuu TpeboBaHuii naHHoro denepanbHOro0 3aKOHA, HECYT TPaXKIAHCKYIO,
YTOJIOBHYIO, aAMUHHUCTPATUBHYIO, NUCIUIUIMHAPHYIO U HHYIO MPELyCMOTPEHHYIO
3aKOHOJIaTeNbCTBOM Poccuiickoit denepanii OTBETCTBEHHOCTb.

JelicTByromee 3akoHOAATeNbcTBO Poccuiickot dDenepanuu  MO3BOJISET
NPEeabABISATh TPEOOBaHUS MO OOecrneueHrt0 O0e30MacHOM padoThl € 3alUIIAEMOM
uHdopMaIuei 1 npeycMaTpuBaeT OTBETCTBEHHOCTD 32 HAPYIIICHUE YCTAaHOBJICHHBIX
npaBuiI AKcIUTyatann 9BM u cuctem, HermpaBOMEpHBIi 10CTYT K UHQOpMaIIiU, €CIT
OTU JEUCTBUSL TPUBEIM K YHUUYTOXKEHHUIO, OJIOKUPOBaHUIO, MOJUPUKAIIUU
uH(popManuu WM HapyueHuro padbotel OBM wmmm cereit (crateu 272,273 u 274
VYronoBuoro koaekca Poccutickoit @eaepanun).

Anvunuctpatop WCIIJlH wu  agmuHuctpatrop 0€30MaCHOCTH  HECYT
OTBETCTBEHHOCTb 32 BCE JICHCTBUS, COBEPILICHHBIE OT UMEHH UX YUYETHBIX 3aMUCEH NN
CUCTEMHBIX YUYETHBIX 3aluced, eClu He JoKa3aH (AKT HECaHKIIMOHUPOBAHHOTO
UCIIOJIb30BaHUS YYETHBIX 3aMUCEH.

[Ipu nHapymenusax corpynnukamu Komuccuun — mnonws3oBatensmu WCIIIH
mpaBui, CBS3aHHBIX C Oe3omacHocThio [IJ[H, OHUM HeCyT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYIO JIEMCTBYIOIIMM 3aKOHOAATENIbCTBOM Poccuiickon denepanuu.

7. CIMCOK MCIT0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMaTHUBHO-TIPABOBBIMH M METOAUYECKUMHU JTOKYMEHTaMH, Ha
KOTOpBIX Oa3upyertcs HacTosmas [lonuTuka, SBISIOTCS:

®enepanbhblil 3akoH 0T 27.07.2006 1. Ne 152-@3 «O nepcoHaIbHbIX JaHHBIX»,
YCTaHaBIMBAIOIIMN OCHOBHBbIE TNPUHIMMBI U yciaoBus oOpabotku I1J[H, mpasa,
00513aHHOCTH U OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBA3aHHBIX C 00paOOTKOM
IT/1n.



TpeboBanusi K 3amUTe MEPCOHANBHBIX MJaHHBIX MNPU HUX 00paboTke B
WHOOPMAIIMOHHBIX ~ CHCTEMaxX  MEPCOHANBHBIX  JAHHBIX,  YTBEP>KICHHBIC
nocranoBieHueM [IpasurenscrBa Poccuiickont ®enepanyu ot 01.11.2012 1. Ne 1119.

[lonoxkxenne 00 o0coOeHHOCTAX 00pabOTKM TEPCOHAIBHBIX  JIaHHBIX,
OCYLIECTBJISIEMOIl 0€3 HCIOIb30BaHUSA CPEACTB aBTOMATU3AlMH, YTBEPKIECHHOE
nocta”oBiieHueM [IpaBurensctBa Poccuiickoit ®deneparuu ot 15.09.2008 r. Ne 687.

HopmaTtuBHo-MeToquueckue  J1OKyMeHThl — DenepaibHON  ChoykObl IO
TEXHUYECKOMY M 3KCIIEPTHOMY KOHTpoIIt0 Poccuiickoit @enepannu (nanee — PCTIOK
Poccun) no obecneuenuto 6e3omnacHoctu [11n npu ux odpadorke B UCIT/IH:

ba3oBast Mozenb yrpo3 0O€30MACHOCTH MEPCOHANbHBIX JaHHBIX MPH HX
00paboTke B MH(POPMALMOHHBIX CUCTEMAaX MEPCOHAIBHBIX NAHHBIX, YTBEPKACHHAS
3amectureneM aupekropa @CTIK Poccun 15.02.2008 .

Mertoauueckuii  TOKyMEHT. MeToguka OIEHKHM yIrpo3  Oe30MacHOCTH
undopmaruu, yreepxaeHHbii @CTIK Poccun 05.02.2021 .

[Tpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O06 yrBepxkaenun TpeboBanuii
0 3aIIMTe UH(POPMALIUU, HE COCTABIISIFOIINX TOCYIapCTBEHHYIO TaliHy, COJIEPKALINXCS
B TOCYIapCTBEHHBIX HH()OPMALIMOHHBIX CUCTEMAX.

[Tpukaz ®CTIK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxknenun CocraBa u
COJIEp>KaHMS OPTaHU3AIMOHHBIX U TEXHUYECKUX MEpP M0 00€CTIeUeHUI0 0€30MacHOCTH
NEPCOHANBHBIX JAHHBIX NOpH HUX 00paboTke B HHPOPMALMOHHBIX CHUCTEMaX
MEPCOHAIIBHBIX TAHHBIX).

[Ipuka3z denepanbHoi cimyx0b1 O6e3omacHocTH Poccuiickoit denepanuu ot
10.07.2014 Ne 378 «O0 yrBepxkaenuu CoctaBa U CoJlep>KaHUSI OPTaHU3AIMOHHBIX U
TEXHUUYECKUX Mep MO o0ecreueHn0 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU UX
o0paboTke B  HUHQPOPMAIMOHHBIX  CHUCTEMaX MEPCOHAIBHBIX  JaHHBIX C
UCIIOJIb30BAHUEM  CPEICTB  KpHUNTOTpauUecKor  3ammTbhl  WHGOpMAITUH,
HEOOXOJMMBIX JUIsl BBITIONHEHUs YycTaHOBJICHHBIX [IpaBurensctBoM Poccuiickoit
deneparun TpeOOBAHUN K 3aIUTE MEPCOHATBHBIX JAHHBIX JJIS KaXKJ0TO U3 YPOBHEH
3alIUIICHHOCTH .

Meroanueckiue pPEKOMEHAAMK TI0 pa3pabOTKe HOPMATHUBHBIX IPABOBHBIX
aKTOB, OMPEEISAIONINX YIPO3bl 0€30MaCHOCTH MEPCOHANBHBIX JTAHHBIX, aKTyaJIbHbIC
npu  0o0pabOTKE TEPCOHANBHBIX JAHHBIX B HWHGOPMAIMOHHBIX CHCTEMax
MIEPCOHAJILHBIX JIAHHBIX, SKCIUTYyaTUPYEMBIX TIPH OCYIIECTBIICHUHA COOTBETCTBYIOITUX
BUJIOB JICSITEILHOCTH, yTBEpkAeHHbIe pykoBoacTBoM 8§ Ilentpa ®CbH Poccum
31.03.2015 Ne 149/7/2/6-432.



