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TepPUTOPHATbHOMN U30UpaTeTbHOM

KOMMCCUU
ot 06 mapta 2025 r. Ne 01-05/11

ITOJINTUKA

MH(POPMaLIMOHHOM 6e30MacHOCTH
nipu paboTe C MepCcoHabHBIMU JJAHHBIMU

B [IbIIIIMUHCKOM pallOHHOM TeppUTOPUA/IbHOM M30HpaTe/IbHONM KOMHCCHAN

OITPEAEJ/IEHUSA

B HacTosilleM [JOKyMeHTe MCIOJIb3YKOTCSl C/IeAYyHIUe TepMUHbI M HX
onpejeneHus.

ABTOMATH3MPOBAaHHAsI CHCTeMAa - CUCTeMa, COCTOsIljasi W3 [epcoHana u
KOMIIJIeKCa CpeZiCTB aBTOMaTH3alW{ ero JesTe/JbHOCTH, peajusyrollas WHQopMa-
L[UOHHYO0 TEXHOJIOTHIO BBITIO/THEHUST YCTAaHOBJIEHHBIX (DYHKIIUIA.

AyTeHTHGUKANUA OTHPABUTENA [AHHBIX - TIOATBEPXKJEHUEe TOro, UTO
OTIIPaBUTEJIb II0JIyUeHHBIX JaHHbBIX COOTBETCTBYeT 3asBJIEHHOMY.
be3onmacHOCTh MEPCOHAJIBHBIX JaHHBIX - COCTOSIHME —3alUILeHHOCTH

MepCOHaMbHBIX ~ JAHHBIX,  XapaKTepu3lyeMoe  CIIOCOOHOCTBIO  T0JIb30BaTesiel,
TeXHAUECKUX  CpPeACTB U WH(OPMALMOHHBIX  TeXHOJOTUM  obecrieuuTb
KOH(U/IeHLIMA/IbHOCTb, LIeJIOCTHOCTb M JOCTYITHOCTb MepCOHaIbHBIX JaHHBIX MPU UX
00paboTKe B MH(POPMAI[MOHHBIX CUCTeMaX MepCOHa/IbHBIX JaHHbIX.

buomerpuyeckne mepcoHaJbHbIe JIaHHbIE -  CBeJEHHUs, KOTOpbIe
XapaKTepy3yroT (r3noiornyeckre OCOOEHHOCTH uejioBeKa M Ha OCHOBe KOTOPBIX
MO>KHO YCTaHOBUTB €ro JTMUHOCTb, BK/ItOUasi poTorpaduu, oTreuaTKy mnasableB, obpa3s
CeTuaTKH IJia3a, 0COOEHHOCTH CTPOeHUs Tesla U APYryro Mmojo0Hy0 nHbOopMaLuio.

biokupoBaHue mNepcOHAJIBLHBIX JAHHBIX - BpEMEHHOe [peKpaljeHue
00paboTKM TepCcOoHAMbHBIX [aHHBIX (32 HCK/IOUeHWeM CjiyuaeB, ecyid oOpaboTka
HeoOXo/iMMa /1151 yTOUHeHHsI TIepCOHAbHBIX IaHHbBIX).

Bupyc (KOMIbIOTEPHBbIH, IPOrPAMMHBIN) - UCIIO/THSAEMBIM NTPOTPAMMHBIN KO/,
WM UHTepIIpeTUpyeMblii HabOp MHCTPYKLMM, oO6Jafjatoluii CBOMCTBaMU He-
CAHKL[MOHMPOBAHHOIO pACMpOCTpaHeHusi M camoBocrpou3sBefeHusi. (Co3jaHHbIe
ny6/IMKaThl KOMIbIOTEPHOTO BUpYyCa He BCerjia COBIAAAOT C OPUTHMHAIIOM, HO CO-
XPaHsI0T CIIOCOOHOCTH K Aa/ibHelIIIeMy paclipoCTpaHeHUI0 U CaMOBOCIIPOU3BeZIEHUIO.

BpenoHocHasi mporpamMma - Mporpamma, IpeAHa3HaueHHasi [ OCYILeCTB-
NeHUsT HeCaHKIIMOHMPOBAHHOTO [OCTyrna W (WIM) BO3/eWCTBUSI Ha IepCOHA/IbHbIe
JlaHHbIe UM pecypcbl THGOPMAL[MOHHON CUCTEMbI IEPCOHAJIbHBIX /IaHHBIX.



BcnomoraresibHbIle TeXHHYECKHE CPeACTBA M CHCTEMbl - TeXHUYeCKue
CpeJCcTBa U CHUCTeMbl, He TpeJHa3HaueHHbIe [Jis1 repefiaud, 0OpabOTKM U XpaHeHHs
MePCOHA/IbHBIX JAHHBIX, yCTaHABIMBaeMble COBMECTHO C TEXHUYECKWMU Cpe/ICTBAMU
U cucTeMamH, TipeJHa3HaueHHbIMHU [/1s1 00pabOTKM IMepCOHa/NbHBIX [JaHHBIX WU B
TIOMeIIeHUsIX, B KOTOPbIX YCTaHOBJIeHbI UH(OPMAaIIMOHHbBIE CUCTEMbI MepCOHa/IbHbIX
JlaHHBIX.

JocTyn B OnepaluOHHYI0 cpeay KOMIbITEepa (MH(POPMALMOHHON CHCTEMBI
NMEePCOHANBHBIX JAHHBIX) - TIOJIyYeHHMe BO3MOXXHOCTH 3allyCKa Ha BBINIOJIHEHHE
IITaTHBIX KOMaH/, (DYHKLWM, MpoleAyp OMepaljMoOHHON CUCTeMbl (YHUUTOXEeHUS,
KOIHPOBaHUs, TlepeMellleHUs U T.11.), UCTIOTHsIeMbIX (DailioB MPUK/IaZHBIX TPOrPAMM.

Joctyn Kk uHpOpManMH - BO3MOXKHOCTb [Oy4YeHUs HH(OpPMALUU U ee
VICTI0/Tb30BaHUSI.

3akJiaiouHOe YCTPOMCTBO - 3/IeMEHT CpPe/CTBa CheMa MH(OpPMaLK, CKPbITHO
BHe/IpSIeMbIM  (3aK/1a/IblIBaéMbIi WM BHOCHMMBIM) B MeCTa BO3MOXXHOTO CheMa
uHpopMalvY (B TOM YKCJie B OTpakAeHre, KOHCTPYKIHI0, 06opyoBaHUe, MpeAMeThl
VHTepbepa, TPaHCIIOPTHbIE CPEJICTBA, & TaKKe B TeXHUYECKHWe CPeJCTBAa U CHUCTEMBI
06paboTku MHbOPMALIHHN).

3amumaemass uHdopMmanuss - UHPOPMALUS, SB/SIOLWIASACA MPeJMeTOM
COOCTBEHHOCTH U TIOAJIeXKalllasi 3alluTe B COOTBETCTBUM C TPeOOBAHMSMH TMPABOBBIX
JIOKYMEHTOB WM TpeOOBaHUSIMM, YCTaHAB/IMBAaeMbIMU COOCTBEHHUKOM MH(OPMaLIUH.

Nnentudukanuss - TpUcBoeHHWe CcyObeKTaM U 00BbeKTaM  JOCTyIa
yJeHTU(UKaTopa U (WIX) CpaBHEHHe TMpebsBISIeMOro uaeHTUhHUKaTopa C TlepeuyHeM
TIPUCBOEHHBIX UeHTU(HHUKATOPOB.

HNudopmaTuBHBI CUTHAJ - DJJIKTPUYECKHWe CUTHajlbl, aKyCTUYeCcKue,
3JIeKTPOMarHuTHble U Apyrue (usrueckude ToOJs, MO MapaMeTpaM KOTOPBIX MOXKET
ObITb pacKpbiTa KOH(UAeHIManbHasg WHbOpMalus (TMepcoHabHble  JaHHBIE)
obpabarsiBaemasi B UH(POPMAIIMOHHOM CHCTeMe TepCOHATbHBIX IaHHBIX.

NudopmanuonHble TEXHOJOTHM - TIPOLECChl, MeTOZbl TIOMCKa, cOopa,
xpaHeHUst, 06paboTKK, MpefoCcTaB/ieHNs], paclpoCTpaHeHus1 HPOPMALIUK U CITOCOOBI
OCYLLEeCTB/IEHUS TAKUX MPOLIECCOB U METO/IOB.

Nudopmanuonnas cucremMa mepcoHadbHbIX AaHHbIx (MCIIAH) -
COBOKYTTHOCTb ~COZepXKaluxcsi B 0a3aXx [JaHHBIX TepCOHANbHBIX [JaHHbIX U
obecrieunBaOIMX UX 00pabOTKy HHGOPMAIMOHHBIX TEXHOJOTUNA M TeXHUYeCKUX
CpeJCTB.

Hcnonb30BaHue MNEPCOHAJBHBIX [aHHBIX - JelcTBUd (ormepauuu) C
MepCOHA/IbHBIMU [JaHHBIMH, COBepIllaeMble OMepaTOpOM B Lie/IsiX NPUHSTUS pelleHUN
VM COBepLIeHUS WHBbIX [JeNCTBUW, TOPOXKAAIIIUX IOpUUYeCcKre IIOC/Ie[CTBUS B
OTHOLLEHUU CyObeKTa MepCOHaNbHBIX JaHHBIX WU APYTUX JUL 1100 WHBIM 00pa3omM
3aTparvBarollyX MpaBa U cBOOO/IbI CyObeKTa MepcoHabHbIX JJaHHBIX WX APYTUX JIUL].

Hcrounuxk yrpo3nl Oe3omacHocTd wuHpopManuum - CyOBeKT [OCTyTa,



3

MaTepuasbHbIi 00BeKT wWiM (u3NueckKoe sBIeHUe, SBJSIONIMECS TPUUAHOM
BO3HHMKHOBEHHSs yTPpo3bl 6e301MacHOCTU MH(OPMaLIUH.

KonTpoaupyemasi 30Ha - NpOCTPAaHCTBO (TePpUTOpPUS, 3/laHUe, YaCTb 3/jaHus,
TIoMellleHre), B KOTOPOM UCK/IIOUeHO HEKOHTPOJIMpyeMoe TpeObiBaHKe TTOCTOPOHHUX
NI, @ TAaK)Ke TPAHCIIOPTHBIX, TEXHUYECKUX U UHbIX MaTepUaJibHbIX CPe/ICTB.

KoH(puaeHUNaJIbHOCTh TEPCOHAJBHBIX JAAHHBIX - 0Os3aTesbHOE IA
co0/to/ieHyst oriepaTOPOM WM UHBIM TO/TyUMBILIKM JJOCTYIT K TIe€PCOHAbHBIM JJaHHBIM
nuIioM TpebOoBaHWe He [IOMyCKaTh WX pacrpocTpaHeHWe 6e3 corjacusi CyObekTa
TIePCOHAJIbHBIX JJAHHBIX WK HaJIMUKsi MHOTO 3aKOHHOT'O OCHOBAHMUSI.

MexceTeBOM IKpaH - T0Ka/JbHOe (0JHOKOMIIOHEHTHOe) WK (GyHKIIMOHAIbHO--
pacripefieieHHOe TIporpaMMHOe (MpOrpaMMHO-arirapaTHoe) CpeAcTBO (KOMILIEKC),
peanu3yroillee KOHTPO/Jb 3a HH(OpMaluel, MOCTymnawilerd B WH(POPMAaIMOHHYHO
CUCTeMYy MepCOHabHBIX AAHHBIX U (W/IK) BBIXOASIEN U3 UH(HOOPMAIIMOHHON CUCTEMBI.

Hapymurejb 0€30MaCHOCTH MEPCOHAJBHBIX JAHHBIX - (uU3UUecKoe JUIO,
ClydyaliHO WX TpeJHAMepPeHHO COBepLiarollee MAeilCTBUs, CAeJCTBUEM KOTOPBIX
SB/ISIeTCST HapyllleHWe 0e30MacHOCTU TIePCOHA/IBHBIX [aHHBIX MpU uX 00paboTke
TeXHUUECKUMH CpeJCTBaMU B UH(POPMAI[MOHHBIX CUCTeMaX MepCOHaIbHbIX JaHHbIX.

HeaBToMaTu3npoBanHasi 00padoTKa MepPCOHAJTBHBIX JaHHBIX - 00paboTka
TepCOHA/IbHBIX JIaHHBIX, COZIEPrKaI[UXCsl B MH(MOOPMAaI[MOHHOW CUCTeMe TepCOHaTbHbIX
JaHHBIX MO0 M3BJIEUeHHBbIX U3 TaKOW CUCTEMbI, CUMTAETCS OCYIeCTB/IeHHOUN Oe3
WCII0/Ib30BaHUsl CPEJCTB aBTOMaTH3aluM (HeaBTOMAaTHM3UPOBAHHOM), €CIu Takue
JeNCTBUSI C TIepCOHAMbHBIMKA  [JJaHHBIMHA, KaK MWCIIO/Jb30BaHUe, YTOUHEHHe,
pacrnpocTpaHeHue, YHUUTO)KeHre MepCOHabHBIX JaHHbIX B OTHOILLIEHWU Ka)K[Oro W3
CyOBEKTOB TIEPCOHA/IbHBIX [IaHHBIX, OCYIIEeCTB/SIOTCS TP  HeMoCpeACTBeHHOM
yuaCTHM uesioBeKa.

HeneksapupoBaHHuble BO3MOXKHOCTH - (YHKIMOHA/IbHbIE BO3MOXKHOCTH
CPe/ICTB BbIUUC/IUTE/TbHOM TEeXHWKH, He OIKWCaHHble WM He COOTBEeTCTBYIOILUe
OMUCAHHBIM B JOKYMEHTALUM, TIPU UCII0/b30BaHUU KOTOPBIX BO3MOJKHO HapyllleHue
KOH(UIEeHI[MAbHOCTH, JOCTYIHOCTA WM 1eJIOCTHOCTH obOpabaTbiBaeMoil UH-
dhopmaruu.

HecaHKIIUOHUPOBAHHBIN [JOCTYN (HeCAaHKIMOHMPOBAaHHbIE [eMCTBUA) -
J0CTyN K UH(POpPMaLMM WK [eHCTBUS C UH(OpMaLMel, Hapyllarole mpaBuia pas-
rpaHUuUeHHs JOCTyla C WCIO/Jb30BaHWEM IITaTHLIX CPEACTB, TIpeA0CTaB/isieMbIX
MH(GOPMaLMOHHBIMU CUCTeMaMU TlepCOHa/IbHBIX JaHHbIX.

Hocurear undopmanuu - Gusndeckoe IUI0 WM MaTepuanbHbIi 00BHEKT, B
TOM uMc/ie ¢pu3ryeckoe ToJie, B KOTOPOM HMH(MOpMalys HaXOAUT CBOe OTpakeHue B
BUJIe CUMBOJIOB, 00pa30oB, CUTHAJOB, TeXHUYECKUX pelleHWd U TIPOLeCCoB,
KOJIMYeCTBEHHBIX XapaKTePUCTUK (H3UUeCKUX BeJIUUKH.

O0e31uYUBaHUE MEPCOHATBHBIX TAHHBIX - JIEMCTBUS, B pe3y/bTaTe KOTOPbIX
CTAaHOBUTCSI HEBO3MOXXHbIM 0e3 MCMO/b30BaHUs JOTO/IHUATeIbHON  MH(OpMaLu
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oTIpefie/IUTh TIPUHAZJIeXKHOCTb TIePCOHA/IbHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY
MePCOHAJIbHBIX [JaHHBIX.

O0padoTka mepCcOHANBHBIX AAaHHBIX - Jf0OOe [elicTBUe (oreparysi) WId
COBOKYITHOCTh [€MCTBUM (Omepaljyi), COBeplLIaeMbIX C MCIO/Ib30BaHUEM CpPEZCTB
aBTOMAaTH3au Wiv 6e3 MUCT0/b30BaHUsI TAKUX CPEZCTB C IepCOHATbHBIMU JIaHHBIMH,
BK/Itouasi cOOp, 3amuch, CHCTeMaTH3al[Mi0, HaKOIlJleHWe, XpaHeHWe, YyTOYHeHUe
(o6HOBIEHME, V3MeHEeHUe), V3BJIeUeHHeE, VICII0/Tb30BaHKe, nepejauy
(pacmipocTpaHeHue, TipeloCTaBeHUe, [OCTYyI), obe3nnuuBaHue, OJI0KMPOBaHUE,
yAajieHre, YHUUTOKeHHe MepCOHA/IbHBIX JaHHBIX.

OOmenocTynHble NMepcoOHAJbHbIE JaHHbIE - TTIEPCOHA/IbHbIE /IaHHbIE, JTOCTYI
HeOrpaHUUeHHOT0 Kpyra JiML K KOTODbIM TIpe/JoCTaB/ieH C COrjacus cyObekTa
MepCOHAJIbHBIX JA@HHBIX W/IM Ha KOTOPble B COOTBETCTBUU C (heJepalbHbIMUA 3aKOHAMU
He pacripocTpaHsieTcst TpeboBaHue cobmoeHNsT KOHGUAeHITMaTbHOCTH.

Oneparop (mepcoHaJbHBIX JAaHHBIX) - TOCYJapCTBeHHbIM  OpraH,
MYHUIUTIABHBIA OpraH, IpUAUYeckoe Wik (pu3nueckoe JIMI0, CAaMOCTOSATETLHO WU
COBMECTHO C JJPYTMMHM JIULIaMU OpraHu3ytolue 1 (M) oCylecTBIstoIe 06paboTKy
TepCcoHabHbIX JaHHBIX, a TakXe OIpejesstolie Lea oO6paboTKU TepCcoHaIbHbIX
JAHHBIX, COCTaB TI€PCOHANbHBIX [aHHBIX, TOAJeKamx 006paboTke, AeUCTBUS
(omepanum), coBepliiaeMble C MepCOHATbHBIMU TaHHBIMMU.

Texnuyeckue cpeacrsa MHPOPMALNMOHHOH CHCTEMbI IEPCOHAJBHBIX
JAHHBIX - CpPe/CTBa BbIUMC/IUTE/bHOM TeXHWKH, WH(OPMaI[MOHHO-BBIUYMC/IUTE/IbHBIE
KOMIIJIeKCbl U CeTHU, CpeACTBa M CUCTeMbl Tepejiauu, npueMa u obpabotku I11H
(cpegcTtBa M CMCTEMBI  3BYKO3allMCH, 3BYKOYCHJIEHMS, 3BYKOBOCIIPOU3Be[leHUS,
TeperoBOpHble U TeJIeBU3UOHHbIE  YCTPOMCTBA,  CpPeCTBAa  M3TOTOBJIEHUS,
TUPa)KUPOBaHHWsI NOKYMEHTOB U [Ipyrue TexXHUueckude cpefcTBa 00pabOTKU peueBOM,
rpaduueckoi, Buie0- U OYKBeHHO-IIM(POBOI MHMOPMaIMK), TIPOrPaMMHbBIe Cpe/iCTBa
(omepalliOHHBIE CHUCTEMBI, CUCTEMbI yTIpaBjieHus 0a3amMu JaHHLIX U T.I1.), CPe/iCTBa
3al[UThl UH(POpPMaLIHY, TIpUMeHsieMble B MH(OPMAaILIMOHHbIX CUCTEMaX.

IlepexBar (MH(poOpMamuM) - HelpaBOMepHOe II0ayuyeHHWe UHGOpPMaLUU C
WCI0/Ib30BaHeM TeXHUUeCKOro CpeZiCTBa, OCYILeCTB/SIOIero obHapykeHue, TpueM
1 06paboTKy MH(POPMaTHBHBIX CUTHAJIOB.

IlepconajbHbie AaHHbIe - /t00ass WMH(OPMALUS, OTHOCALIASCS K MPSMO WU
KOCBEHHO OIpe/ile/leHHOMY WM orpefensieMoMy (u3nueckomy muiy (CyObeKkTy
TePCOHAJIbHBIX [JaHHBIX);

ITo6ouHbIe 3/1eKTPOMarHUTHbIE U3/TyUeHHs U HABOJKH - 31eKTPOMarHUTHbIe
W3/TyueHusi TeXHUUeCKUX CpeJCTB 00paboTku  3amuilaeMol  WHQpOpMaluH,
BO3HHUKAIOIIe KakK T0OOUHOe siBjieHWEe Y BbI3BaHHBIE 3/IEKTPUUECKUMU CUTHAIaMH,
JEeUCTBYIOLIMMU B UX SJIEeKTPUYECKUX W  MarHUTHBIX LeMnsix, a TakxKe
3/IeKTDOMarHuUTHble HABOJKU STHUX CUTHAJOB HAa TOKOIMPOBOJALLME JIMHWH,
KOHCTPYKLMY U LIeNU NUTaHUsI.
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IMouTHKA «YHMCTOr0 CTOJIa» - KOMIUIEKC OPraHU3alMOHHBIX MEepPOIpPUSTHH,
KOHTPO/IMPYIOIIUX OTCYTCTBHE 3allMChIBaHUSI Ha OyMaKHble HOCUTENM KiIoued U
aTpubyTOB /0CTYyMa (TapoJsieii) U XpaHeHH!s1 UX BOM3K 00BEeKTOB JOCTYTIA.

ITosb30BaTe/ b HH()OPMAILMOHHOM CHCTEMbI MePCOHAIBHBIX AAHHBIX - JIULIO,
yuacTBymoillee B (DYHKIIMOHHMPOBAHUM WH(POPMALIMOHHOW CHUCTEeMbI TepCOHaTbHbIX
JIaHHBIX W/TU UCTOJIb3YIOLllee pe3y/bTaThl ee (DYHKLIMOHUPOBaHUSI.

IIpaBuia  pasrpaHuyeHMsi  JOCTyma -  COBOKYIIHOCTb  TpaBui,
perjiaMeHTHUPYIOLLMX MpaBa A0CTyIa CyObeKTOB A0CTyIa K 00beKTaM A0 CTyTIa.

I[IporpammHuasi 3akjaaKa - KOJ| MpOrpaMMbl, MpeJHaMepPEeHHO BHECEHHbINM B
IIPOrpaMMy C 11e/IbI0 OCYIIIeCTBUTb YTEeUKy, U3MeHHTh, OJI0OKMpOBaTh, YHUUTOXXUTb
MHGOpMaLIMI0 WIM YHUUTOXUTb U MOAUGULMPOBaTh MporpaMMHoe obecrieueHue
MH(MOPMAaI[MOHHOW CHUCTeMbl TIePCOHAMbHBIX AaHHBIX W (W) OJIOKMpOBATh arra-
paTHbIe CpeZiCTBa.

ITporpamMmMHoe (mporpaMMHoO-MaTeMaTU4ecKoe) BO3/lelICTBHE -
HECaHKL[MOHUPOBaHHOe  BO3/eWCTBHE  HA  pecypCcbl  aBTOMAaTU3MPOBaHHOU
VH(OPMAaLMOHHOW CHUCTEMBI, OCYILEeCTB/IEMOe C MCI0Jb30BaHUEM BpEJOHOCHBIX
MpOrpamM.

PackpbiTHe TNEpPCOHANBHBLIX JAAHHBIX - YMBILIJIEHHOE WM ClydyalHOe
HapyllleHre KOH(PUIeHIIMa/IbHOCTH TTePCOHA/TbHBIX JJaHHBIX.

PacnpocTpaHenne mepcoHANbHBIX JAHHBIX - [1eliCTBUS, HarpaB/ieHHble Ha
PacKpbITHe MepCOHATbHBIX JaHHBIX HEOIpeAeJeHHOMY KPYTy JIUL.

Pecypc unpopManmoHHON CHCTEMBbI - UMEHOBAHHBIM 3/IEMEHT CHUCTEMHOTO,
TIPUK/IQHOTO WJ/IM arirapaTHOro obecrieueHus1 PyHKIIMOHUPOBAHUS MH(POPMAI[MOHHOM
CUCTEMBI.

CnenuajbHble KATErOPUM NMEPCOHAJBHBIX JaHHBIX - [IepCOHa/IbHbIE IaHHbIE,
Kacaroluecsi pacoBOW, HALMOHATbHOM TIPUHAAJIe)KHOCTH, MOJUTUYECKUX B3IJISJIOB,
PeJIUTHO3HbIX WM puiocodckux ybexkaeHU, COCTOSTHUS 370POBbSI M WHTHMHOM
YKWU3HU CyOBeKTa TepCOHa/IbHBIX JaHHbIX.

CpeacrBa BbIYMCIANTENbHOH TEXHHUKH - COBOKYITHOCTb MPOTrPAMMHBIX U TeX-
HUYECKUX 3JIEMEHTOB CHCTeM 00pabOTKM JaHHBIX, CIOCOOHBIX (YHKIIMOHHPOBATh
CaMOCTOSATE/IbHO WU B COCTaBe [IPYTUX CUCTEM.

CyobekT aocryna (cy0beKT) - /M0 WM TIPOLIeCC, AEeMCTBUS KOTOPOTO
perj1amMeHTHUPYIOTCS MpaBUIaMU pa3rpaHUyeHus JOCTyma.

TexHuyeckuil KaHaJ yre4ykd UHGPOPMALUMU - COBOKYITHOCTb HOCUTE/ISI UH-
dopmaruu (cpeactBa 06paboTKH), (H3MUECKOW Cpeibl pacnpocTpaHeHusi HWHMOP-
MaTHMBHOTO CUTHAaJ/a U CPeJCTB, KOTOPbIMU /100bIBaeTCs 3aluiijaeMasi iHpopMarusi.

TpancrpanuyHasi mepeaadya MNepPCOHAJBHBIX JIAHHBIX -  [epejaya
MepCOHabHBIX JAHHBIX OMepaTopoM udepe3 ['ocyzapcTBeHHyr0 rpaHully Poccuiickoit
defepal OpraHy B/aCTM WHOCTPAaHHOIO TOCYAApCTBa, (U3MUYECKOMY WU
IOPUANYECKOMY JIMLY MHOCTPaHHOT' O TOCYAapCTBa.
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Yrpo3bl 0e301aCHOCTH MEPCOHAJIBHBIX JAHHBIX - COBOKYITHOCTb YCJIOBUU U
(hakTOpOB, CO3AAIOIIUX OMACHOCTh HECAHKLIMOHMPOBAHHOTO, B TOM UHKCJ/IE CTy4YailiHOTO,
JIOCTyra K T[epCOHalbHbIM [JJaHHBIM, pe3y/JbTaTOM KOTOPOTrO MOJKeT CTaTh
YHUUTOXKeHWe, W3MeHeHHe, O/JOKMpOBaHHe, KOIKMPOBaHWe, paclpOCTpaHeHHe
TepPCOHA/IbHBIX [JaHHBIX, a TaKKe WHbIX HeCaHKIMOHHWPOBAHHBIX JAEUCTBUN NPU UX
obpaboTke B MH(GOPMAI[MOHHOM CUCTeMe TIepCOHA/IbHBIX JaHHbIX.

YHUYTOKEHUE MEePCOHAJTBHBIX JAHHBIX - JIeliCTBUS, B pe3y/bTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOJKHBIM BOCCTaHOBUTbH COZ€p)KaHWEe T[epCOHANbHBIX [AHHBIX B
MH(OPMaLMOHHOM CUCTEeMe TepCOHAabHbIX [JaHHBIX U (WIM) B pe3yJibTaTe KOTOPBIX
YHUUTO’KarTCsI MaTepUaibHble HOCUTEJN MepCOHAJIbHBIX IaHHBIX.

YTeuka (3amumiaemMor) wuH(OpMaLUM 10 TeXHUYECKUM KaHa/laM -
HEKOHTPOJIMPYeMOe pacripoCcTpaHeHrWe HWH(OpMalyMyd OT HOCUTeNs 3alyIaeMOu
vHbopMaliM  uepe3  (U3MYECKYH0  Cpelly [0 TeXHUUeCKOro  CpefCTBa,
OCYILIeCTBJISIFOLLETO TiepexBaT UH(POPMAaLUH.

Ys3BUMOCTB - C/1abOCTh B CPe/ICTBAX 3alllMThI, KOTOPYIO MOXXHO UCIIO/Ib30BaTh
[/l HapyIleHUs1 CUCTeMbl WIH COJiep Kallieiicsi B Hekl MH(hopMalLyu.

HesocTHOCTH UHGpOPMAIUM - CTTIOCOOHOCTb Cpe/ICTBA BBIUMCIUTEBHON TeX-
HUKU WA aBTOMaTU3UPOBAHHOM CUCTeMbl 00ecrieunBaTh HeM3MeHHOCTh WH(pOopMaliu
B YC/IOBUSIX C/TyUYalHOTO W/WJIY TIpeJHaMePEeHHOr0 UCKaXKeHUs (pa3pyLeHus).



OBO3HAYEHHWA 1 COKPAILIEHUA

ABC - aHTUBUpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3upoBaHHOE paboyee MeCTO

BTCC - BcrioMorare/ibHble TeXHUUYeCKHWe CpefCTBa U CUCTeMBbI
NCIIH - nHdOopMal[MOHHasi CUCTeMa MepCOHATbHBIX JaHHBIX
K3 - KoHTpo/MpyeMas 30Ha

JIBC - jioKasibHas BBIYMC/IATe/IbHAs CeTh

MD - MexxceTeBOM 3KpaH

HC/I- HecaHKIJMOHMPOBAHHBIN AOCTYII

OC - onepalMOHHasi cUCTeMa

I1/1H - mepcoHanbHbIe JaHHBIE

[IMB - nporpaMMHO-MaTeMaTHUeCKOoe BO3/ieHCTBUe

1O - nporpaMMHOe obecrieueHue

[TDMUH - nobouHble 3/1eKTpOMarHUTHbIE U3/Ty4eHUs] U HaBOJKH
CA3 - cucrema aHa/u3a 3all[yILeHHOCTH

C3U - cpencTBa 3aluThl THGOpMAaLUU

C3I1/H - cucTema (MoicCTeMa) 3allMThl TTePCOHAMBHBIX JaHHBIX
COB - cuctema 06HapyKeHHsI BTOP>KeHUH

TKYU - TexHuuecKre KaHasbl yTeUKd MH(GOpMaLMn

YBII[IH - yrpo3bl 6e301MacHOCTH TTePCOHAMBHBIX JJAHHBIX



BBEAEHUE

Hacrosiiijasi  [Tonmutrka wWHGOpMaI[MoHHOM Oe3ormacHOCT Tipu  pabore C
MepCcoHa/bHBIMA  JIaHHBIMM B [IBIIIIMMHCKOM  pallOHHOW  TeppPUTOPHA/ILHOMU
n3bupaTenbHOM KoMUCCHHM (fjanee - [TomuTrKa) siBasieTcs: 0bUI[ManbHBIM JOKYMEHTOM.

[MTosmmTrKa pa3paboTaHa B COOTBETCTBUH C TPeOOBAHUSMH, YCTAHOBIEHHBIMHU:

®enepanbHbiM  3akoHOM 0T 27.07.2006 Ne 149-®3 «O6 wuHdopmaruy,
VMH(OPMaI[MOHHBIX TEXHOJIOTHSX U O 3alliTe WH(OpMaIUn»;

®efepasbHBIM 3aKOHOM 0T 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX JaHHBIX»;

noctaHoBsieHveM IIpaBurtenbctBa Poccuiickort Pepepaiuyd oT 01.11.2012 Ne
1119 «O6 yTBepkJeHUM TpeOOBaHWI K 3alllUTe MEePCOHAJBHBIX [aHHBIX TIPU UX
00paboTke B MHPOPMALIMOHHBIX CCTeMaX MepCOHATbHbBIX JaHHBIX»;

rioctaHoB/ieHUeM [IpaBuTensctBa Poccuiickori @epnepaiuu oT 15.09.2008 Ne
687 «O06 yTBep)KJeHUU TMOJIO)KeHUsT 00 0C0OeHHOCTAX 00paboTKM TepCoHa/IbHBIX
JaHHBIX, OCYIIeCTB/IsieMOl 6e3 UCIOb30BaHUsI CPeICTB aBTOMaTU3aL[un»;

nioctaHoByieHneM [IpaButensctBa Poccuiickor ®epeparuu ot 21.03.2012 Ne
211 «O6 yTBep)kJeHUU TepeuHsi Mep, HarpaB/eHHbIX Ha obecriedeHre BbITIOJTHEHUS
o0si3aHHOCTeN, mMpeAycMOTpeHHbIX PesepanbHbIM 3aKOHOM «O TepCOHa/IbHBIX
JJAHHBIX» W TIPUHATBIMA B COOTBETCTBMM C HUM HOPMAaTUBHBIMM MPABOBBIMU aKTaMH,
oriepaTopamu, SIB/SIFOIIMMUCS TOCYZapCTBEHHBIMU WA MYHULUTIATbHBIMU OpraHaMm»;

npuka3om ®CTOK Poccuu ot 18.02.2013 Ne 21 «O6 yrBepxaennu CocTaBa u
CO/Iep’KaHusl OpraHU3al[MOHHBIX U TeXHUUYECKHUX Mep 1o obecrieueHHnIo 6e301acHOCTH
MepcoHalbHbIX JaHHbIX TMpU uX 00paboTke B WHGOPMALMOHHBIX CHCTeMax
TePCOHAJIbHBIX JaHHBIX»,

npuka3om ®CB Poccun ot 10.07.2014 Ne 378 «O6 yTBep)KAeHHWH COCTaBa U
CO/Iep’KaHusl OpraHU3al[MOHHBIX U TeXHUUYECKHUX Mep 1o obecrieueHHIo 6e301acHOCTH
MepcoHalbHbIX JaHHbIX TMpU uX 00paboTke B WHGOPMALMOHHBIX CHUCTeMax
MePCOHA/IbHBIX [JAHHBIX C MCIO0JIb30BaHWEM CPEZCTB KPUMTOrpa(uecKou 3allyThI
vHbopMalMy, HeoOXOJUMBIX [/l BBLITIOJHEHUS] yCTaHOBJEHHbIX I[IpaBUTeTLCTBOM
Poccuiickoit ®efepariun TpeboBaHuU K 3allUTe MepCOHANbHBIX JJaHHBIX [JISI KaXKI0Tro
13 YPOBHEU 3all[UI[€EHHOCTH»;

MeToauuecKUMU peKOMeHZAlUsIMU TI0 pa3paboTKe HOPMATHUBHBIX TMPaBOBBIX
aKTOB, OITpeJesIstoLUX YIpo3bl 6e30MacHOCTU MepCOHANbHBIX AAHHBIX, aKTyasbHble
nipyu 00paboTKe MepCcoHaNBHBIX JaHHBIX B MHPOPMALIMOHHBIX CUCTeMaXx MepCOHaTbHbBIX
JAHHBIX, SKCILTyaTUDYeMbIX TIPA  OCYILECTBJIEHMM COOTBETCTBYIOLIUX BH/OB
JleTe/IbHOCTH, YTBepKAeHHbIMU pyKoBOACTBOM 8 Llentpa @Cb Poccuu 31.03.2015 No
149/7/2/6-432.

B Tlomutuke oripeneneHbl TpeboBaHusi K mnepcoHany WCII/IH, cTemneHb
OTBETCTBEHHOCTU TIepCOHasa, CTPYKTYpa U He0OXOAWMBIM ypOBeHb 3allUILeHHOCTH,
CTaTyC U JO/DKHOCTHBIe 0053aHHOCTH COTPY/HHKOB, OTBETCTBEHHBIX 3a oOecrieueHue
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Oe3omacHocTU mepcoHanbHbIX JaHHbIX B VCIIOH [IenumuHCKOW — pailoHHOM
TepPpUTOPHabHOM HM30HpaTenbHOM KoMUccuu (Janee — Komuccus).

1. O01Me moI0KeHust

[enwto HacToseit [TomuTuku siByisieTcs obecriedeHre 6e30MacHOCTA 0OBEKTOB
3aiuThl KoMuccuy OT BCeX BUZIOB YIpO3, BHEIIHUMX U BHYTPEHHUX, YMBIIILJIEHHbIX U
HeTipe/[HaMepeHHbIX, MWHMMH3aI[Usl yirepba OT BO3MOKHOW peayv3aliid yrpo3
6e3onacHoctu [1JH (YBITOH).

be3ornacHOCTb TMepCOHA/NbHBIX [JJaHHBIX [JOCTUTAeTCsl TIyTeM WCK/IHOUeHus
HeCaHKI[MOHUPOBAaHHOTO, B TOM UHC/Ie CJIy4yaliHOro, [OCTyrna K TepCOHa/JbHbIM
JAaHHBIM, pe3y/bTaTOM KOTOPOTO MOXXeT CTaTb yHUUTOXKeHUe, W3MeHeHue,
6/I0KMpOBaHKe, KOMMPOBaHWe, paclpoCTpPaHeHHe TepPCOHANMbHBIX AAHHBIX, a TaKXKe
VHBbIX HeCAHKI[MOHWPOBAHHBIX I€MCTBUM.

Wudopmaiiis M CBsiz3aHHble C Hell pecypchbl AO/DKHbI OBbITh JOCTYIHBI ISt
aBTOPM30BaHHBIX  TI0/ib30BaTesied. [JO/DKHO — OCYIIECTB/SATBCS — CBOEBpeMeHHOe
obHapy>keHHe U pearupoBaHue Ha Y BIT/IH.

T0JDKHO OCYIeCTB/ISATLCS Tpe/IoTBpallleHe TIpeiHaMepeHHbIX WU Cy4YaliHbIX,
YaCTUYHBIX WA TOJHBIX HECAHKIIMOHWPOBAHHBIX MOAUMPUKALMN WU YHUUTOXKEHUs
JaHHBIX.

CocTaB 00BEKTOB 3all[UThI TIpe/icTaB/eH B «IlepeuHe MepCcOHASbHBIX IAHHBIX,
obpabaTbiBaemMbix B [IBIIIIMUHCKOM palilOHHOW TeppUTOPUAIbHON W30MpaTe/bHON
KOMHCCUHM B CBSI3U C peayv3aiiiedl Cay)kKeOHbIX (TPYAOBbIX) OTHOIIEHHM, a TaKKe
OCYILleCTB/IEHMEM rOCYyZapCTBeHHBIX (QYHKIUI».

Cocrap MUMCIIJu nopnexamwmx 3anjure, TipeacrtaBieH B «llepeune
VH(}OPMAaI[MOHHBIX CUCTEM TIePCOHA/IbHBIX [JJaHHbIX B [IBIIIMUHCKOW paliOHHOU
TepPUTOPHATbHON N30MpaTeTbHON KOMUCCUM».

2. O0/s1acTh JelcTBHSA

TpeboBanus Hactosiiel [ToMMTUKH pacTipOCTPaHSIOTCS Ha BCEX COTPY/IHUKOB
Komuccuu (1ITaTHBIX, BpeMeHHbIX, pab0TaloIIUX 10 KOHTPAKTY U T.I1.), @ TaKKe BCeX
MpoYuXx Jiui] (oAPSAUNKY, ayAUTOPHI U T.11.).

3. CucremMa 3aIUThI [1IePCOHA/IBHBIX AAHHBIX

ObecrieueHre 6€30TaCHOCTH TIePCOHA/IBHBIX JAHHBIX JJOCTUTAETCsl, B YaCTHOCTH:

oripejiesieHreM yrpo3 6e30macHOCTY MepCoOHaNbHBIX JJaHHBIX TPU UX 00paboTKe
B MH(MOPMAI[MOHHBIX CHCTeMaX MepPCOHAbHbBIX JJaHHBIX;

NMpUMeHeHHeM OpraHM3al[MOHHbIX U TeXHUYeCKUX Mep T0 obecrieueHuro
6e30MacHOCTH TepCOHANbHBIX MJAHHBIX TIPU MX 00paboTKe B MH(OPMAIMOHHBIX
CUCTeMax TIepCOHA/IbHBIX JaHHBIX, HeOOXOMUMBIX MJis BBLITIOJHEHWS TpeOoBaHUN K
3alIuTe MepCOHATBLHBIX JAHHBIX, UCIIO/IHEHHEe KOTOPBIX 00ecrieurBaeT yCTaHOB/IEHHbIE
[TpaButenbcTBOM Poccutiickort ®efjepallid YpOBHM 3alllUII[eHHOCTH TePCOHA/IbHBIX



10

JlAHHBIX;

MpUMeHeHWeM TIPOLIeJIINX B YCTAaHOBJEHHOM IIOpSiIKE TPOLeJypPy OLIeHKH
COOTBETCTBUSI CPE/ICTB 3alLUThl HH(OPMaLUW;

OLIeHKOUW 3(QeKTUBHOCTU TIPHHUMaeMbIX Mep T0 obecrieueHUIO 0e30TacHOCTH
MepCOHaNbHBIX [JAHHBIX [0 BBOJA B 3KCIUTyaTal[M0 WH(POPMALMOHHOM CHCTeMbI
MePCOHAJIbHBIX [JaHHBIX;

y4eTOM MalllMHHBIX HOCUTEIel MepCOHaIbHbBIX 1aHHbIX;

oOHapy>xeHHeM (PaKTOB HeCAHKI[MOHMPOBAHHOTO JOCTyMa K TepPCOHaIbHbIM
JAHHBIM U TIPUHSATHEM Mep, B TOM UKC/ie Mep 10 0OHapy’>KeHUI0, TIPeAyIIPeXAeHUI0 U
MUKBUJALMMA TIOC/Ie[CTBUM KOMITBIOTEPHBIX aTak Ha WH(GOpPMALMOHHbIE CHUCTEMBI
TePCOHAJIbHBIX [JaHHBIX U 110 pearupoBaHUI0 Ha KOMITbIOTEPHbIE UHLU/EHTHI B HUX;

BOCCTAaHOBJIEHWEM  T€PCOHA/IbHBIX  [JAHHBIX, MOJU(PULMPOBAHHBIX  WJIU
YHUUTOKEHHBIX BCJIEJICTBHE HECAHKLIMOHMPOBAHHOTO OCTYTa K HUM;

yCTaHOBJ/IEHHEM TIPaBUJI JOCTYTA K MePCOHA/bHBIM JAaHHBIM, 00pabaThiBaeMbIM
B MH(GOpPMAIMOHHOW CHCTeMe T[1epPCOHA/bHBIX JIaHHBIX, a Takxke obecrieueHreM
perucTpalyy U yuyeTa BCeX [elCTBUM, COBEpLIAeMbIX C MEepPCOHA/TbHBIMU [JaHHBIMU B
MH(OpPMAaIIMOHHOM CUCTeMe MepCOHA/IbHbBIX JaHHBIX;

KOHTpOJIeM 3a TpPUHMMaeMbIMU MepamMM 110 obecriedeHHt0 06e30MacHOCTH
MepCOHaNbHbIX [J@HHBIX M YPOBHS 3allUIEHHOCTH WH(OPMALMOHHBIX CUCTEM
TepCOHAJIbHBIX JJaHHBIX.

CucreMa 3aiuThl epcoHaibHbIX AaHHbIX (C3I1/IH), CTpOMTCS Ha OCHOBaHUMU:

AKTa BHyTpeHHero KOHTPOJIsl COOTBeTCTBUsI 00pabOTKU MepCcoHaIbHbIX JJaHHbBIX.

[TepeuHst mepcoHa/lbHBIX AAHHBIX, 00pabaTbiBaeMbiX B [TbIIIIMUHCKOM pPaliOHHOM
TepPUTOPHA/IbHOM K30MpaTe/lbHOM KOMHMCCUM B CBSI3W C peanu3aljieit CiayKeOHbIX
(TPyZ0BBIX) OTHOIIIEHUH, a TaK)Ke OCYII|eCTB/IeHUeM TOCyZapCTBeHHbIX (YHKIUH;

AKTOB KnaccuuKaluy UHPOPMAaLIMOHHBIX CUCTEM MePCOHA/IbHBIX IaHHBIX;

Mogenu yrpo3 6e30macHOCTY NepCOHAMbHBIX JAHHBIX;

Matpuipl focTyma ToJb30BaTenied K 3allylljaeMbiM HMH(OPMaLMOHHBIM
pecypcam UCII/H;

PykoBogsaimx nokymentoB @CTOK Poccuun u @CH Poccun.

Ha ocHOBaHMM 3TMX [JOKYMEHTOB oOrfpefiesisieTcsi HeoOXOJUMbIi ypOBeHb
sauenHoct  [1Jn kaxkgou MWCIIOH Komuccuyn. Ha ocHoBaHumu —aHanmu3sa
aKTyasbHbIX yrpo3 Oe3oracHoctu II/IH omucaHHoro B Mojenu yrpos, zAenaeTcs
3aK/loueHue O HeoOXOAMMOCTH  WCIIO/b30BaHUS  TeXHUUeCKUX CpeACTB U
OpraHU3allMOHHBIX MepOnpUsITHM /i1 obecrieueHrs Ge3oriacHocTu [1/1H. BriOpaHHbBIe
HeoOXoquMble  MepompusiTUsi ~ oTpaxatoTcsi B «CocraBe  Mep  3alllUThI
VMH(OPMaLMOHHBIX CUCTeM MepCOHA/bHBIX JAaHHbBIX».

NOna VCITJH momkeH ObITh COCTaB/IeH CIMCOK HCIIO/Ib3YeMbIX TeXHUUECKHX
cpeacTB 3amuThl (ganee - CHOMCOK), a TakK »ke TMporpaMMHOro obecredeHus,
yuacTBytoiiero B oopabotke I1/1H, Ha Bcex s/meMeHTax UCII/IH:
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APM nonw30Baresneu;

CepBepa NpUI0KeHuH;

CYB[;

I'panuriel JIBC;

KaHanoB mepesaun B ceTd OOIIEro Moab30BaHUS W (WIM) MeXAYHapOAHOTO
obmMeHa, ecniu o HUM TiepezaroTcst [1/TH.

B 3aBucumoctu ot ypoBHs 3aiuiieHHoCcTd MCII/IH ¥ akTya/lbHBIX YIrpo3,
C3I1JH MOyKeT BK/IHOUaTh Ceyrolie TeXHUYeCcKie cpeCTBa:

AHTHUBUPYCHbIE CPeZICTBA /1JIsi pabouMX CTAHIUIM 0/Ib30BaTesiell U CepBepOB;

Cpe/CTBa Me)XCeTeBOr0 SKpaHUPOBaHUS;

CpeficTBa  KpumnTorpaguueckod 3aldThl HWHGOpMAal[Md NpU  Tiepefaye
3alyiaeMor MHGOpPMaLUU MO0 KaHa/laM CBSI3U.

Tak ke B CIOUCOK JO/DKHBI ObITh BK/IIOUEHbl (DYHKIUM  3allUTHI,
obecrieunBaeMble INTaTHBIMUA cpeAcTBaMu 0oOpabotku II/JH  omepaluoHHBIMU
cucremamu (OC), npuknagseM 110 1 cierjuanbHBIMU KOMITIEKCAMH, Peav3yoLUMU
cpezcTBa 3aluThl. CIUCOK (PYHKIMH 3al{UThl MOKET BKJ/IFOUATh:

yhnpaB/ieHWe U pasrpaHudeHue JOCTYIIa MoIb30BaTenel;

pervcTpaLyio U yueT AeiCcTBUM ¢ MHpopMaLuei;

obecrieueHye 11e7I0CTHOCTH IaHHBIX;

oOHapy’keHUe BTOP>KEHUH.

CrMCOK MCIIO/b3yeMbIX TeXHUYECKUX CpeACcTB oTpakaercss B «lliane
MeporpusTUid 10 obecrieyeHUIO 3all[UThl TePCOHANbHBIX AaHHbIX». CIHMCOK
VICII0/Ib3YeMbIX CpeJCTB [0J/DKeH IOAJep)XUBAaThbCs B aKTyaJlbHOM COCTOssHUU. [lpu
V3MEHEeHUM COCTaBa TeXHUUYeCKUX CpefCTB 3auurbl uau 3emeHToB WCII[JH
COOTBETCTBYIOLI[e W3MeHeHUs [I0/DKHbI ObITh BHeceHbl B CIHMCOK W YTBeP)KJeHbl
nipefcenatesieM  V30uparenbHoii Komuccuu CBepJjioBCKOM 007acTd WK JIMLIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3aiuThl [1/]H.

4. TpeboBaHus k noacucremam C3I1/In

C3I1/H Bk/IIOUaeT B cebst cieyroIIye To/iCUCTEMBI:

yTpaBJ/ieHus1 10CTYIIOM, PETUCTPALIUU U YUeTa;

obecrieueHust 1|eJIOCTHOCTHU U JJOCTYITHOCTH;

AQHTHMBUPYCHOM 3allUThI;

MeXXCeTeBOro 5KpaHUpPOBaHMUS;

aHa/v3a 3al{1IeHHOCTY;

oOHapy>KeHHsI BTOP>KeHHH;

KpunTorpahuueckoi 3alyThl.

[Togcuctembr C3I1/JH MMelOT pa3nWYHbIA (YHKI[MOHAA B 3aBUCUMOCTH OT
kinacca WCIIH, omnpefaeneHHOro B «AKTe KjlacCU(pUKaUMd HWH(POPMALMOHHOU
CUCTEMbI TIePCOHAbHBIX [JaHHbIX». CIMCOK COOTBETCTBUSI (DYHKIMM TIOACUCTEM
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C3I1H kaccy 3allyIeHHOCTU TIpe/iCTaB/ieH B TeXHUUEeCKOM 3aJjJaHuu T0 CO3/]aHUI0
CUCTEMBI 3alUThl MH(OPMAaLMK MH(OPMALMOHHOW CUCTEeMbI IepCOHAabHBIX JaHHBIX.

[ToacrcTemMa yripaB/aeHUsI JOCTYIIOM, PECUCTPALIMU U ydeTa

[TopcucTema ynpaB/ieHUs1 JOCTYIIOM, PerMCTpaLiuu M y4yeTa NpeJHa3HauyeHa Aist
peanu3aluu Caelyrolux QyHKIUN:

UAeHTA(DUKALIMM U TIPOBEPKU TOAJMHHOCTH CyOBEKTOB [OCTyIa TpU BXOjle B
UCI1OH;

UAeHTA(UKALIMU TepMUHAJIOB, Y3/I0B CeTH, KaHa/IOB CBSI3U, BHEILIHUX YCTPOWCTB
10 JIOTUUeCKUM UMeHaM;

UZeHTA(UKAMU TIporpaMM, TOMOB, Karajaoros, (hal/oB, 3amucel, TmoJei
3aIIMCcey 110 UMeHaM;

perucTpaiyy Bxojia (BbIXo/a) CyOBEKTOB JOCTyra B cUCTeMy (K3 CHUCTEMBI),
mibo perucTpalu 3arpy3kd M WHHULUAIW3al{dU  OMNepaljuoOHHOW CUCTeMbI U ee
OCTaHOBa.

perucTpalyu MorbITOK JA0CTyMa NPOrpaMMHbBIX CPe/ICTB (MpOrpaMM, TpoLiecCoB,
3a/1au, 3a/laHU) K 3allUilaeMbIM daiiiam;

pervcTpalyy TOMBITOK JOCTyMa TMpPOrpaMMHBIX CpeACTB K TepMHHasaM,
KaHajaM CBsi3W, IporpaMmMam, ToMaMm, KaTajoram, (aiiiaM, 3aricsim, MoJsiM 3aricei.

[MogcucteMa yripaB/ieHUs! [JOCTYTIOM MOXKeT OBITh peasr30BaHa C IOMOIIbIO
IITaTHBIX cpeAcTB 00paboTku I1/IH (orepaljiOHHBIX cucTeM, TipuioxkeHuit © CYB/).
Tak >ke Mo)KeT OBITb BHe/I[peHO Criel[MajibHOe TeXHUUYeCcKoe CpeACTBO WU UX
KOMIIJIEKC, OCYIIeCTB/ISIIOIIMe [OTIO/IHATe/IbHbIe Mepbl 10 ayTeHTU(UKaLUud WU
KOHTpoJit0. Hampumep, mnpuMeHeHUe e[UHbIX XPaHW/IUIL Y4YeTHBbIX 3arnuce
T0JIb30BaTe/iel U pPeruCcTpalMoHHON MH(OPMaLMK, UCII0/Ib30BaHue OHOMeTpUUeCKUX
Y TeXHUYeCKUX (C MOMOIIBI 37€KTPOHHBIX TPOMYCKOB) Mep ayTeHTHU(hUKalUU U

ZIDYTHX.

[Toacucrema obecrieyeHust NeJIOCTHOCTHU U JOCTYITHOCTHU

[Mogcucrtema obecrieueHusi LeJIOCTHOCTU W JOCTYITHOCTH TIpe/iHa3HayeHa [Is
obecrieueHUs I1[€JIOCTHOCTH W AOCTYIMHOCTH [I/IH, TpOorpaMMHBIX ¥ arllapaTHbIX
cpeactB WCII[IH Komuccum, a Tak >Xe CpeACTB 3alllUThl, MPU CAy4YalHOU WJIU
HaMepeHHOU MOIU(UKAaLUH.

[Topcucrema peanusyeTcsl C IIOMOLBIO OpraHM3aliy pe3epBHOI0 KOIMMPOBAHUA
obpabaTbiBaeMbIX [JaHHBIX, a TaK >Ke pe3epBUPOBAaHMEM KJIOUEBBIX 3/IEMEHTOB
NCIIOH.

[Togcucrema aHTHBHDVCHOﬁ 341U ThI

[TogcuctemMa aHTUBMPYCHOM 3allUThl [pefHa3HayeHa A obecrieueHUs
AHTUBHPYCHOU 3aiuThl cepBepoB 1 APM none3osaresnert UCITJn Komuccun.
CpezncTBa aHTMBMPYCHOM 3alliAThI MPejHa3HaueHbl /i1 pean3alyuu Cieyonux
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byHKLMi:
pe3u/IeHTHbIM aHTUBUPYCHbI MOHHUTOPUHT;
aHTUBHPYCHOE CKaHUPOBAHUE;
CKpUIIT-0/I0KUPOBaHue;
L[eHTPa/IM30BaHHOM/ yjaIeHHOMN yCTaHOBKW/[JeUHCTAIALIUU
AHTUBHPYCHOIO MPOJAYKTa, HACTPOWKH, aIMUHUCTPUPOBAaHUS, TIPOCMOTpPA
OTUeTOB M CTaTUCTUUECKOW MH(OpMaIUH 110 paboTe MPOAYKTa;
aBTOMAaTH3UPOBAHHOTO 0OHOB/IEHUSI aHTUBUPYCHBIX 0a3;
OrpaHHWYeHMsI MpaB M0JIb30BaTe/Isl Ha OCTAHOBKY MCIIOHSEMbIX 3ajay U
M3MeHeHUsI HACTPOeK aHTUBUPYCHOTO MPOrPaMMHOT0 00ecrieueHus;
aBTOMaTMYeCKOr0  3alyCcka  HeNoCpeJCTBEHHO  TI0C/ie  3arpy3Ku
orneparjMoOHHOM CUCTeMBI.

[Topcucrema peanu3yeTcsi MyTeM BHEAPEHHsl CIELUaJbHOTO AHTHBUPYCHOIO
MIPOrpaMMHOT0 obecrieueHus Ha Bce dsiemeHTbl ICIT/IH.

[ToacucremMa MeXCeTeBOro SKpaHHMPOBAHUSI

[TogcuctemMa MexXceTeBOTO 3KPaHMPOBaHUS IpeJHa3HaueHa /il peanv3aluu
creayrommx QyHKLUM:

(¢ubTpaLM OTKPBITOTO U 3alM(poBaHHOrO (3akpbiToro) IP- Tpaduka;

(uKcaLMy BO BHYTPEHHUX >KypHa/iaX UH(OPMAaLIUU O TIPOXOJSAIIEM OTKPHITOM U
3akpbITOM IP-Tpaduke;

UeHTUPUKALMY M ayTeHTU(HUKALMU aJIMMHUCTPAaTOpPa MEXKCETEBOr0 SKpaHa
TIPY €ro JIOKa/IbHBIX 3arpocax Ha JOCTYII;

pervcTpauyy Bxoga (Bbixo/a) aAIMUHHACTPATOPa MEKCETEBOr0 SKpaHa B CUCTEMY
(M3 cuctembl) MO0 3arpy3Kd W WHULMAIM3allMd CUCTEMbl U ee TPOrpaMMHOIO
OCTaHOBa;

KOHTPOJIS1 1]eJIOCTHOCTU CBOEH TTporpaMMHOUM U UH(GOPMal[MOHHOM YaCTH;

(buIbTpaLK MaKeTOB CIy)KeOHBIX MPOTOKOJIOB, CAYXKAL[UX [JIsi TUaTHOCTUKU U
yTipaBJieHusi paboTOM CeTeBbIX YCTPOMCTB;

¢unbTpalM C yuyeTOM BXOJHOTO W BBIXOJHOTO CeTeBOro WHTepdelica Kak
Cpe/iCTBa MPOBEPKU MOJ/IMHHOCTH CETEBbIX a/IpeCoB;

perucTpanyy 1 yyeTa 3anpaiiiBaeMbIX CEPBHUCOB MPUKIIAZHOTO YPOBHS;

O/I0KMpOBaHKsl [OCTyMNa HeuAeHTU(UIIMPOBAHHOTO OOBeKTa WM CyObeKTa,
MOJ/IMHHOCT KOTOPOTO TMpU ayTeHTU(PUKALMM He TMOATBepAuIach, MeTO[aMH,
YCTOMUMBBLIMY K TIepexBary;

KOHTPOJISI 38 CeTeBOW aKTUBHOCTHIO TPUIOKEHHWH U OOHapy)KeHUsl CeTeBbIX
aTak.

[Togcucrema peanu3syeTcsi BHeZpeHUEM TPOrPaMMHO-ANIapaTHbIX KOMILIEKCOB
MeXKCeTeBOro 3KpaHupoBaHus Ha rpanulie JIBC, kinaccom He Huxke 4.

[TogcrcTeMa aHa/IM3a 3alUIEHHOCTH
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[MogcuctemMa aHaiv3a 3alllMIEeHHOCTH [0/DKHA oOecrieurBaTh BbISIBIIEHHE
ySI3BUMOCTEM, CBsI3aHHBIX C oimbkamu B KoHburypaiuu [10 UCII/IH, KoTopble MOTYT
OBbITH UCIIO/Ib30BaHbl HAPYILIUTEIEM [I7Isl peasu3aliii aTaku Ha CUCTEMY.

OyHKIMOHAMT TIOACACTEMBI MOXeT ObITh peasM30BaH TMPOTPAaMMHBIMUA U
IPOrpaMMHO-arrapaTHbIMU CpeICTBaMU.

[Togcucrema O6H8DV)K€HI/I$I BTOD)KEHI/II‘/JI

[MoacuctemMa obHapy)KeHUsI BTOD)KeHHM [0/DKHAa obecrieunBaTh BbIsSIBIeHHE
ceTeBbIX aTak Ha 3nemMeHThbl MCII/IH, oAKIFOUeHHbIe K CeTSIM OOIIero Mob30BaHUs U
(M) MeXKayHapOAHOTO oOMeHa.

OyHKIMOHAMT TIOACACTEMBI MOXXeT ObITh peasrM30BaH TMPOTPAaMMHBIMUA U
IPOrpaMMHO-anrnapaTHbIMU Cpe/iCTBaAMM.

[Moacucrema KpunTorpadruuecKon 3aiinuThl

[Mopcucrema Kpuntorpadyuyeckou 3allUThl MpeJHa3HauyeHa [ UCK/IHOUeHHs
HC/[ x 3aummaemoit nHdopmarmu B WCITJJH Komuccum npu ee mnepepaue 1Mo
KaHajlaM CBSI31 CceTel 0011ero 10/1b30BaHus U (WIK) MeKAyHapoAHOTo obMeHa.

[Tomcucrema peanusyeTcsi yTeM BHeAPEHUS] KpUNITOrpauyecKrUX MpOrpaMMHO-
arnrmnapaTHbIX KOMIIJIEKCOB.

5. ITonw3oBaTesn UCIIIH

B UCIIOH Komuccun MOXKHO BBIZE/IWTH C/IeyIOLMe TPYNIbl M0JIb30BaTesleq,
yuacTBYIOIIUX B 00paboTke u xpaHeHuu [1/1H:
Apavmunuctpartops! CII/IH;
AMUHKCTpaTOphl 6€30MacHOCTY;
Oneparopsl APM,;
ApvunuctpaTtops! cetd NCII/IH;
TexHuueckve CrHeLMaaUCTBl 10  OOC/Iy)KHMBaHUIO — TieprdepuiiHoro
obopyoBaHUsI.
laHHbIE O rpyIax Mosb30BaTessiX, ypOBHe HX 0CTyIa U MHGOPMHPOBAHHOCTH
JIOJDKHBI OBbITb OTpakeHbl B MaTpulle [J0CTyrna Mo/b30BaTeneld K 3alliylljaeMbIM
VMH(}OPMaI[MOHHBIM pecypcaMm.

Anpvunauctparop UCITOH

Aamunuctpatop UCIIH, coTpyaHuk Komuccuu (Wid uHOe yIoJHOMOUYeHHOe
JUI0), OTBETCTBEHHbIM 3a HACTPOMKY, BHeApeHue U conpoBoxigeHue WCII/IH.
ObecrieuriBaeT ¢GYHKLMOHUPOBAHKE TIOJCUCTeMbl yrpaBienus goctyrnom MCIIAH u
YIIOJIHOMOYEH OCYILeCTBJIATh [IpeocTaBleHre U pasrpaHhiueHue J0CTyIla KOHeYHOro
nionb3oBaTens (Onepatopa APM) K 3/1eMeHTam, XpaHSIIUM MepCOHaIbHbIE TaHHbIE.

Apmvunuctpatop UCIT/IH ob6iaaeT cieyroiM YPOBHEM [IOCTYIIAa U 3HAHUIA:

obsiazaeT MoHOW MHGOpMaleil 0 CUCTEMHOM M TIPUK/IAJHOM ITPOrPaMMHOM
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o6ecrieuenny UCIT/H;

obsazaeT momHoM MHMOPMaIel 0 TeXHUYEeCKHUX CpeicTBaX U KOH(Uryparuu
NCTIOH;

uMeeT [JOCTYN KO BCeM TeXHUUeCKHWM cpeJCcTBaM 00paboTku uHbopMaluu U
pauabiM MCITIH;

obsazaeT mMpaBaMu KOH(MUTYpUPOBaHUSI W aJMUHUCTPATUBHON HACTPOMKH
TexHuueckux cpegcrts UCIIH.

AJIMUHUCTPATOP 0e30MacHOCTU

ApmunucTtpatop  Ge3omacHoctd,  coTpyZHukK — Kommccun — (umu wHOe
yIOJIHOMOUEHHOe JIMII0), OTBeTCTBeHHbIM 3a (pyHKinoHupoBaHue C3I1/IH, BKItOUasi
obcmy)kMBaHMEe ¥ HACTPOMKY aJMUHUCTPAaTHBHON, CepBepHOM U K/IMEHTCKOU
KOMITOHEHT.

ApmunucTpatop 6Ge3omacHoCTH 00/afiaeT CaefyIOIMM YDPOBHEM [IOCTyTMa U
3HAHWUM:

obsazmaet rpaBamMu Aamunuctpatopa UCII/H;

obsamaeT nmoaHoU nHdopmariueii 06 MCII/IH;

MMeeT JOCTYI K CpeJCTBaM 3alliuThl MH(OPMAIMX U TPOTOKOJIMPOBAHUS
Y K 4acTy KroueBbIX 3y1ieMeHTOB VICII/IH;

He MMeeT MpaB [JOCTyMa K KOH(WUIYPHPOBAHUIO TEeXHUYECKUX Cpe/CTB
CEeTH 3a UCK/IFOUeHHEM KOHTPOJIbHBIX (MHCIEKL[MOHHBIX).

ApmuHUCTpaTop 6€30MacHOCTU YTIOJTHOMOYEH:

peasn30BbIBaTh TOJUTUKM Oe3oracHocTH B dyactu  Hactpoviku CK3U,
MeXXCEeTeBbIX KPaHOB M CHCTeM OOHapy)KeHHsl aTak, B COOTBETCTBUU C KOTOPBIMU
nonb3oBaTenb (Omepatrop APM) mosiydaeT BO3MOXXHOCTb paboTaTh C 3/ieMeHTaMU
NUCTIOH;

OCYILIeCTB/ISITh AYJAUT CPe/ICTB 3alLUThI;

Onepatop APM

Omnepatop APM - corpygHuk Komuccum (Wv MHOe YIOJIHOMOUYEHHOe JIULIO),
ocyectBastonuii  06pabotky I1/JH. O6pabotka I1/JH BK/IIOUaeT: BO3MOXXHOCTb
nipocmoTpa IT1/IH, pyuHout BBog, [1/IH B cuctemy UCII/IH, ¢popMupoBaHue CIpaBOK U
0TueTOB 0 UHQopMaLuy, nosydeHHou u3 VICII. OnepaTop He MMeeT MOJTHOMOYUMN
JJIs1 yTIpaB/ieHusi mofAcrucTeMamu o0paboTku AaHHbix v C3I1/H.

Omnepatop UCII/IH 06/1afaeT cyie[yroIMM YPOBHEM JOCTYTIAa ¥ 3HAHUM:

obsazmaeT BceMH HeOOXOAUMBIMM  aTpuOyTamu  (Hampumep, I1apoJieM),
obecrieunBarOIIMMU AOCTYT K HEKOTOPOMY TOAMHOXKecTBY [1/1H;

pacrosaraeT KOHQUAeHIMaIbHbIMU JAHHBIMH, K KOTOPbIM UMeeT JOCTYII.

A nvuauctpatop cetu UCITIH
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Apvunuctpatop cetu  UCIIJH, corpygHuk Komuccnyn (Wi WHOe
yIOJITHOMOUEHHOe JIULIO), OTBETCTBEHHbBIU 3a (yHKIIMOHMPOBaHHE
Te/leKOMMYHUKAaIIMOHHOW TmofcucTteMbl WCIT[IH. AAMMHUCTpaTOp CeTH He UMeeT
TIOJTHOMOUUH [I7Is1 yTIpaB/ieHus oJcrucreMamMu 06paboTKu JaHHBIX U 6e30TMacHOCTH.

AZIMUHHCTpATOpP CeTH 00/1aZiaeT C/ieAyIOIIM YPOBHEM AOCTYTIa U 3HAHUI:

o0najjaeT yacTbto MHGOpPMAIMM O CUCTEMHOM U TIPUK/IQ[HOM TPOrPaMMHOM
obecrieuenuu CIT/IH;

o0najjaeT yacThi0 MH(OPMALIUM O TeXHWUYECKUX CPe/ICTBaXx M KOH(UTrypaluu
NCITOH;

umeeT (HGU3MUECKU JOCTYII K TEXHUUeCKUM CpeJicTBaM 06paboTku uHpopmMarum
Y Cpe/iCTBaM 3all|UThl;

3HaeT, 10 MeHbIlIer Mepe, OJIHO JierajJbHOe UMs 10CTyTa.

TexXHUUeCKUN CelMaJUCT M0 00CIVKUBAHUIO TTepudepuitHOro 000py10BaHus

TexHuueckuii crieuasucT 1o 0b6CayXKUBaHUIO, COTPYAHUMK Komuccuu (umm
WHOe YIOJHOMOUEHHOe JIMILI0), OCYIIecTB/sieT OOCIy)KWBaHHWe W  HACTPOUKY
nepudepuitnoro  obopyaoBanus ~ VCII[IH. TexHWYeCKWd  CTeI[UaIuCT  TI0
oOcy>xuBaHUIO He UMeeT fAocTyma K [1/IH, He uMeeT TOJTHOMOYMM AJi yIIpaB/IeHuUs
nojicuicreMamMu 06paboTKu JJaHHBIX U 6e30MacCHOCTH.

TexHuueckuii crielUasvcT M0 00C/TyKUBaHUIO 00/1aZiaeT CIeAyIOLUM YPOBHEM
JIOCTyTla ¥ 3HAHWM:

o0najjaeT yacTblo MHGOpPMAIMM O CUCTEMHOM U TIPUK/Q[HOM TPOrPaMMHOM
obecrieuenuy CIT/IH;

obnaziaeT yacThio WHGOpPMALMU O TeXHUUECKUX CpeACTBaX M KOHGUrypaluu
NCITOH;

3HaeT, 10 MeHblIlleld Mepe, O/IHO Jiera/ibHOe UMs J0CTYTIa.

6. TpebOoBaHus K mMepcoHa/Ty 1o obecneueHUI0 3aiuThI IT/1H

Bce cotpyguuku Komuccuu, ssnstoipecs roJsib3oBatensmMu MCIIIH, 40/KHbI
YeTKO 3HaThb U CTPOTO BBIMIOJIHATHL YCTAHOBJIEHHbIe TIpaBWIa W 00S3aHHOCTH TIO
JOCTYyIy K 3allfulllaeMbiM 0OBeKTaM U COOJIIO[eHUIO0 TIPUHATOTO  peXHUMa
6e3onacHoctu [1/1H.

[Mpu BCTyreHUM B [JO/DKHOCTH HOBOTO COTPYAHMKA OH [IO/DKeH ObITb
03HaKOMJIeH C HeoOXOJUMbIMUA JOKYMeHTaMH, perjiaMeHTHDPYIOLMMU TpeboBaHUS 110
3amuTe [1/]H, a Tak)ke 00yUueHre HaBbIKaM BBITIOJTHEHUS TIPOLeAYyP, HeOOXOAUMBIX IS
CaHKLMOHMPOBaHHOI0 Ucnosb3oBanus VUCIIIH.

CoTpyiHUK [I0/KeH ObITh 03HAKOMJIEH CO CBe/leHHsIMUA HacTosiiel [ToiuTuky,
TIPUHSTBIX TIpolieyp padbotsl ¢ sseMentamu MCITIH u C3I1/1H.

CoTpyHUKA Komuccuy, VICTIO/Ib3Y 0L e TeXHUYeCKue CpeACTBa
ayTeHTUGUKALMMA, [IO/DKHBI — obecrieudBaTh  COXPAHHOCTh  WIEHTH(UKATOPOB
(5/1eKTpPOHHBIX Katouer) u He ponyckaTb HCJl K HUM, a Tak >Ke BO3MOXKHOCTb UX
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yTepy WM WCII0Ib30BaHUSA TPETbMMU JvLiaMU. [Tonb30oBaTen HeCyT NepCOHaIbHYIO
OTBETCTBEHHOCTh 38 COXPaHHOCTh UEHTU(PUKATOPOB.

CoTtpygHuku Komuccuy [0/DKHBI C/1e[JoBaTh yYCTAaHOBJIEHHbIM TMpOLieAypam
nojAep>kaHusi pexxuma 6e3omnacHocty I1/]JH mpu BbIOOpe W KCMOMB30BAHWY MapoJieit
(ec/i1 He MCIOJIb3YIOTCSI TEXHUUYECKHE CPeJCTBA ayTeHTU(UKALN).

Cotpyauuku Komuccum Jo/DkHBI  0becrieuynBaTh — HaJjiexkalllyro — 3allUTy
obopynoBaHusi, octaBissemMoro 6e3 mMpuUcMOTpa, 0CoOOeHHO B TeX C/yuasX, Korja B
NoMellleHre MMEIOT JOCTyN TMOCTOPOHHMWE ulia. Bce mosib30BaTeny [JO/KHBI 3HATh
TpeboBaHusi 1o GesomacHoctu I[I[ITH W mpoueAypbl 3alUThl 000PYAOBaHUS,
OCTaB/IeHHOTO 0e3 TIPUCMOTPA, a TakKKe CBOM 00S13aHHOCTH TI0 0OecrieueHWI0 TaKou
3all[UThI.

CoTpygHMKaM 3arpellaeTcs yCTaHaB/IMBaThb IOCTOPOHHEE TPOrpaMMHOE
obecrieueHre, TIOAK/IIOUATh JIMYHbIE MOOWIbHBIE YCTPOMCTBA W HOCUTENU
VH(pOpMaLMK, a TaK ke 3alMChIBaTh HAa HUX 3allUIllaeMy0 HHGOPMALUIO.

CoTpyHMKaM 3ampellaeTcs pasr/jamarh 3aljyiiaeMyo MHGOopMaL1oo, KoTopas
CTajla MM W3BeCTHa mMpu paboTre ¢ uHPOPMAIMOHHBIMU cucTeMamMu Komuccuu,
TPETHUM JIULIAM.

[Tpu pabore c¢ I1Ju B UCIIAH cotpygHuku Komuccuu ob6sizaHbl 00ecrieunThb
OTCYTCTBHE BO3MOXXHOCTH Tipocmotpa [1/IH TpeTbuMu MLjaMy ¢ MOHUTOPOB APM unu
TePMUHAJIOB.

[Tpu 3aBepiiennu pabotbl ¢ UCIIIH cOTpyAHUKY 00s13aHbl 3aluTUTh APM nn
TePMUHA/bl C TIOMOILIbIO OJIOKMPOBKU K/IHOUOM WIM SKBUBAJeHTHOTO CpeZCTBa
KOHTPOJIs, HaripuMep, AOCTYIIOM TI0 TIapOJIt0, eC/IM He UCII0JIb3YIOTCs 0oJiee CUbHbIE
CpeZiCTBa 3alUTHI.

Cotpyauuku Komuccuu [o/DKHBI ObITh TMPOUMH(POPMHUPOBaHbI 00 yrpo3ax
HapylleHus pe)kuMa O6e3omacHocTH [1/TH U OTBETCTBEHHOCTH 3a ero HapyieHue. OHU
JIOJDKHBI ObITH 03HAKOMJIEHBI C YTBepKAeHHOW (hopMasibHOW TPOLIeyPOi Ha/lOXKeHUs
JVICLIMIJIMHAPHBIX B3bICKAHWW HAa COTPYJAHUKOB, KOTOpble HapYLIW/IM [PUHATHIE
TIOJIMTUKY U TpoLieAypbl 6e3onacHoctu [1/1H.

CoTpyaHuku 06si3aHbl Oe3 TpoMejieHHs coobiiath 060 Bcex HaOMOmaeMbIxX
WU TIOZI03pUTE/IbHBIX cayvasix pabotbl MCII/IH, MOTYIIHX TTOBJIeUb 3a COOOM yrpo3bl
6e3onmacHoctu I1/lH, a Takke O BBISB/IEHHBIX WMH COOBITUSIX, 3aTparyBarolIUX
6e3onacHocts [I/IH, pyKOBOACTBY TiOofpa3fiefieHHss U JIMIly, OTBeyarolleMy 3a
HeMe/I[JIeHHOe pearMpoBaHue Ha yrpo3bl 6e3omacHocty [1/1H.

JI0JDKHOCTHBIE 00s13aHHOCTH T10/1b30BaTe et MCTT/IH

HNomkHoCTHBIe 00si3aHHOCTU Tob3oBartesneid MICII[JH omucaHbl B CaeyHOLIUX
JIOKyMeHTax:

Wuctpykuus agmuauctparopa NCIIIH;
WHcTpykius agmuHucTpaTopa 6e3onacHoctu MCII/H;
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NucTpykuus nosis3osaress UCI/IH;
VHCTpYKLMs 110/1b30BaTesIs MPY BOSHUKHOBEHWY BHELLTAaTHBIX CUTYaLUi;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cooTtBeTcTBUM CO cTaThel 24 @enepanbHOro 3akoHa Poccuiickor ®efepaiuu
ot 27 wutonig 2006 r. Ne 152-®3 «O mnepcoHa/bHbIX [JaHHBIX» JIMLA, BUHOBHbIE B
HapylleHUn TpeboBaHul JaHHOro ®dejepasbHOrO0 3aKOHa, HECYT TPaKAAHCKYIO,
YTOJIOBHYIO, aJMHWHUCTPaTWBHYI0, AVUCLUIUVIMHADHYKD W WHYK IIpefyCMOTPEHHYHO
3aKOHOAaTenbCcTBOM Poccuiickori @efiepaliii OTBETCTBEHHOCTb.

HevicTByroljee  3akoHOfarenbCTBO  Poccuiickor  ®epepanuy  M0O3BOJISIET
TIpebSB/ISATE TpeboBaHUsA 10 obecrieueHHi0 Oe30macHON pabOTHI C 3allUI[aeMOM
vH(popMalLel U npefycMaTpUBaeT OTBETCTBEHHOCTh 3a HapyLIeHWe yCTaHOBJIEHHBIX
rpaBwWI 3KcrTyaTaiud OBM U cucTeM, HellpaBOMepPHBIN AOCTYI K MUH(POpMaLUH, eC/u
3TU [JIeWCTBUS TIPUBEIM K YHUUTOXKEeHHIO, OJIOKMpOBaHWIO, MOUbUKALN
vHpopMallud WM HapylleHuto pabotel OBM wmu certeii (ctateu 272,273 u 274
YronoBHoro kozaekca Poccuiickont desnepanyn).

Apvunuctpatop MCIIJJTH w  agMuHucTpaTop  0e30MacHOCTA  HECYT
OTBETCTBEHHOCTh 3a BCE [IeMCTBHUs, COBEPIIEHHbIE OT UIMEHU UX YUYETHBIX 3aluceu Un
CUCTEMHBIX YYeTHbIX 3alluCeil, ec/ii He JoKa3aH (aKT HeCAHKI[MOHUPOBAHHOI'O
WCII0/Tb30BaHUsl YYETHBIX 3alliCeu.

[Ipyn Hapyienusax cortpygHukamu Komuccuu — mnosb3oBatensmu UCITIH
MpaBWI, CBsi3aHHbIX C 6Oe3omacHocThto [I/JH, OHM HeCyT OTBETCTBEHHOCTb,
YCTaHOBJIEHHYIO JIeMCTBYIOIMM 3aKOHO/1aTe/IbCTBOM Poccuiickor ®efiepaljyu.

7. CIIMCOK M CII0/1b30BaHHbIX HCTOUHUKOB

OCHOBHBIMH HOPMaTHBHO-TIPABOBBIMH W METOJWYECKMMH [JOKyMEHTaMU, Ha
KOTOpbIX Oa3upyeTcsi HacTosiasi [lommMTrKa, SIB/SIOTCS:

®enepanbHbid 3akoH OT 27.07.2006 r. Ne 152-®3 «O nepcoHanbHBIX [JaHHBIX»,
yCTaHaB/IMBAIOIL[MI OCHOBHbIe TIPUHLMIIBI W ycaoBus obpabotku I[1[1H, TmipaBa,
00513aHHOCTH U OTBETCTBEHHOCTh YUaCTHUKOB OTHOIIIEHHM, CBA3aHHBIX C 00paboTKOM
I1JH.

TpeboBaHMs K 3all[UuTe TIePCOHA/ILHBIX [JaHHBIX TIpM WX 00paboTke B
MH(GOPMaLMOHHBIX cucTeMax MepCoHaTbHbIX JIlaHHBIX, yTBepKeHHbIe
rioctaHoB/ieHUeM [IpaButenbcTBa Poccuiickor ®Pegepaiiuu ot 01.11.2012 1. Ne 1119.

[Tonoxxenne 06  ocobeHHOCTX  00pabOTKM  MepCOHANbHBIX  JIAHHBIX,
ocyliecTB/isieMoii 6e3 UCMOMb30BaHMSI CpEACTB aBTOMAaTU3allid, YTBepXKAeHHOoe
rioctaHoByieHueM [IpaBurtenbcTBa Poccuiickon ®@egeparuu ot 15.09.2008 r. Ne 687.

HopMaTuBHO-MeTOMuecKWe  AoKyMeHTbl — ®DefepanbHoil  CiykObl 1O
TeXHUUYeCKOMY U 3KCIepTHOMY KOHTposto Poccurickoit @eznepanyu (ganee — @CTOK
Poccun) no obecrnieuenuto 6e3onacuoctu [1/1H nipu ux o6pabotke B UCIT/H:

ba3oBasi Mmozens yrpo3 0e30MacHOCTH TepCOHANbHBIX JAHHBIX TPU  UX
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obpaboTke B WHGMOPMAIMOHHBIX CHUCTeMaxX IMePCOHAMBHBIX [AaHHBIX, yTBep)KAeHHast
3amectutesieM aupekrtopa ®CTOK Poccum 15.02.2008 r.

MeToauuecKii  TOKyMeHT. MeTo/uKa OL[eHKM yrpo3  0e30racHOCTH
nHpopMmanmy, yrBepxaeHHbld PCTIOK Poccun 05.02.2021 r.

[Tpuka3z ®CTIK Poccuum ot 11.02.2013 Ne 17 «O6 yTBepkaeHun TpeboBaHuii
0 3amuTe MHGOpPMaLH, He COCTaBJISIOIIUX FOCYAApCTBeHHYIO TaliHy, COJleprKalluxcs
B TOCy/IapCTBEHHbIX MH(POPMALIMOHHBIX CUCTEMAaX».

[Mpuka3 ®CTOK Poccuu ot 18.02.2013 Ne 21 «O6 yTtBepkaeHun CocTaBa U
CO/Iep’KaHusl OpraHU3al[MOHHBIX U TeXHUUYECKUX Mep 1o obecrieueHHio 6e301acHOCTH
MepCOHANBHBIX JIAHHBIX TMPU UX 00paboTke B WH(POPMALIMOHHBIX CHCTEMax
TIePCOHAJTBHBIX JJAHHBIX».

[Tpuka3 depepanbHOil CayxObl Ge3ormacHocTty Poccuiickoit Penepaiiuu OT
10.07.2014 Ne 378 «O6 ytBepkaeHuu CocTaBa U COJepKaHUsl OpPraHU3allMOHHBIX U
TeXHUUEeCKUX Mep Mo obecrieueHHt0 0e30MaCHOCTH TePCOHA/BHBIX JaHHBIX TPU UX
06paboTke B MH(POPMALIMOHHBIX CUCTeMax TMepCOHAIbHbBIX JaHHBIX C UCI0/b30BaHUEM
CpeZCTB KpUITOrpapuueckoi 3aiiyThl MHHOPMAaLUM, HeOOXOJUMBIX [IJis1 BHITIOJTHEHHSI
ycTaHoB/eHHbIX [IpaBuTenscTBOM Poccuiickoit ®epepaiiuy TpebOOBaHHMM K 3alluTe
NepPCOHA/BHBIX JaHHBIX [I/1s1 KAXKI0T0 U3 YPOBHEN 3allMI|eHHOCTUY.

MeToauueckrie peKOMeHZaI|K 110 pa3paboTKe HOPMATUBHBIX TIPABOBLIX aKTOB,
OTIpeiesISTIoMX YTPO3bl 6e30MacHOCTH TePCOHANMBHBIX [AHHBIX, aKTya/lbHble TIpU
00paboTKe TepcoHaNbHBIX MAAHHLIX B WHGOPMAIMOHHBIX CHCTEMax IePCOHA/IbHbIX
JaHHBIX, SKCIUIyaTUPyeMbIX TIIPU  OCYIIEeCTBJIeHUA COOTBETCTBYIOLIUX BUJO0B
JlesiTeJIbHOCTH, yTBepXKJeHHble pyKoBoACTBOM 8 Llentpa ®Cb Poccuu 31.03.2015 Ne
149/7/2/6-432.



