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IIOJINTUKA

uH(opMaIHOHHOH 0e301mMacHOCTH
pu padoTe ¢ NepCcOHATbHBIMHU AAHHBIMH
B ITo/1eBCKO# ropo/iCKOH TePPUTOPHA/TIBHON H30UpaTe/TbHONH KOMHCCHH

OITPEAEJ/IEHUA

B HacrosieM [OKyMeHTe WCIO/b3YIOTCS CleAyHliie TepMUHbI U UX
orpeiesieHusl.

ABTOMATH3MPOBAHHASI CHCTEMA - CUCTeMa, COCTOsasi U3 TepcoHana U
KOMILJIEKCA CpeJCTB aBTOMAaTU3allMd ero JesiTe/bHOCTH, peanu3yrolias
MH(}OPMAaI[MOHHYIO0 TEXHOJIOTUIO BBITIOJIHEHUS] YCTaHOBIEHHBIX (DYHKLIUMA.

AyTeHTH(UKAIUS OTHPABUTEJSI JAHHBIX - TIOATBEP)K/€HHWEe TOro, uTo
OTIIPaBUTEJIb TIO/TyYeHHbBIX JAHHBIX COOTBETCTBYET 3asBJIEHHOMY.

Be3onacHocTh MepPCOHATBHBIX [JAHHBIX - COCTOSIHUAE 3allUIeHHOCTU
MepCcoHaNbHbIX JIAHHBIX, XapaKTepu3yeMoe CIoCOOHOCThIO I0JIb30BaTesel,
TeXHUUECKAX CpPeACTB W  WH(MOPMALMOHHBIX  TEXHOJOTUA  00ecreunThb
KOH(U/IeHIIMa/IbHOCTh, 11€JIOCTHOCTb W JIOCTYITHOCTb TI€PCOHAbHBIX JaHHBIX
1py UX 00paboTke B MH(OPMALIMOHHBIX CHCTEMAaXx MepCOHA/bHBIX IaHHBIX.

Buomerpuyeckue mnepcoHa/libHble JaHHbIE - CBeJleHUs, KOTOpbIe
XapaKTepu3yloT (u3noIoruueckre 0COOEHHOCTH UesioBeKa M Ha OCHOBe KOTOPBIX
MOXXHO YCTaHOBUTb €ro JMYHOCTb, BKJItOUasi (poTorpaduu, OTIeuaTKU TMajblieB,
obpa3 ceryaTkud TJia3a, OCOOEHHOCTM CTPOEHMs Tela W JAPYryl IMOA0OHYO
MH(OpMaLUIO.

BiokupoBanue mnepcOHANBHBIX JAaHHBIX - BpeMeHHOe TIpeKpalljeHue
00pabOTKM TTepCOHANbHBIX [JaHHbLIX (32 MCK/IIOUEHWEeM CJlydaeB, ecjii oOpaboTKa
HeoOXoZuMa /ISl yTOUHeHUsI TIepCOHA/TbHBIX IaHHBIX).

Bupyc (koMnbOTEepHBbIl, IPOrpaMMHBINH) - WUCMOJHIEMbIM NPOrPaMMHBIN
KOZI WX WHTEPIpPeTHPYeMbI HabOp HWHCTPYKI[WH, 006/ajaromnuii CBOMCTBaAMU
HEeCaHKL[MOHWPOBAHHOI'O PAaCclpOCTpaHeHUs] U caMoBocrpousBefeHusi. Co3zaHHbIe
AyO/iMKaThl KOMITBIOTEPHOTO BHpPyCa He BCerjla COBMAJAlOT C OPUTHMHA/IOM,
HO  COXpaHsIIOT  CIOCOOHOCTb K  Ja/ibHeWIleMy  pacrlpoCTpaHeHUI0 U
CaMOBOCITPOM3Be/I€HUIO.

BpenonocHas nporpamma - riporpamma, rpeZijHa3HaueHHasi /sl OCyIlleCTB-



JIeHWsI HeCaHKLIMOHUPOBAHHOTO JOCTyMa U (WIX) BO3[IeUCTBUS Ha MepCOHa/bHbIe
JlaHHbIEe UM PeCypChbl MHPOPMALMOHHOW CUCTEMbI TTePCOHAJIbHBIX JJaHHBIX.

BcnomorartenbHble TeXHHYECKHE CPeICTBA M CHCTEMbI - TeXHUUECKUe
CpeACTBa U CUCTeMbI, He TIpe/[Ha3HaueHHbIe AJis Tiepeiaun, 06paboTKU 1 XpaHeHust
MePCOHA/IbHBIX  [IaHHBIX, YCTaHaB/MBaeMble COBMECTHO C TeXHUYECKUMH
CpeAcTBaMM U CHUCTeMaMM, TIpeJHa3HaueHHbIMU [Jisi 00pabOTKMU TepCcoHaIbHbIX
JA@HHbIX WM B TOMeELeHUsAX, B KOTOPBbIX YCTaHOB/EHbl WH(OPMAaLMOHHbIE
CUCTeMbI [IepCOHAJTbHBIX /IaHHBIX.

Joctynm B OnepamuoOHHYK cpeay KoMnblOTepa (MHGOPMANMOHHOM
CHCTeMbl MEPCOHAJBHBIX [JaHHBIX) - TIOJlydeHHWEe BO3MOJKHOCTH 3aIlycKa
Ha BBITNIOJIHEHWE IITaTHbIX KOMaH/, (DYHKLWM, MpOLieAyp ONepaljiOHHONW CHUCTEMBI
(YHUUTOKeHUsI, KOIMPOBaHWUS, MepeMeleHrus U T.[.), WCIOJIHSIEeMbIX (aiijioB
TIPUKJ/IaIHBIX TIPOTPaMM.

Hoctyn k uHdopMamum - BO3MOXXHOCTh MOJIyueHUs HWH(OpMaLMUd U ee
VCII0/Tb30BaHMUSI.

3akyalouHOe YCTPOMCTBO - 3J/IEMEHT CpeJCTBa Cbema WHGOpMalUH,
CKpPBITHO BHeJpsieMbll (3aK/a/iblIBaeéMblii WM BHOCHMBIM) B MeCTa BO3MO>KHOTO
cbeMa MH(opMalyu (B TOM uHc/ie B OrpaXk/eHue, KOHCTPYKIUIO, 0bopypoBaHue,
rpeIMeThbl UHTepbepa, TPAHCIIOPTHBIE CPEJCTBA, a TAK)Ke B TEXHUUECKHe Cpe/iCTBa
U cucTeMbl 00paboTku nHMOpMaLvn).

3ammmaemass uHopmanmsa - UHQOpPMaLMs, SBJSAOLWIAACH TPeAMETOM
COOCTBEHHOCTH U TIOZJIeXalljasi 3allliTe B COOTBETCTBUM C TpebOBaHUSIMU
MPAaBOBBIX JIOKYMEHTOB W/IH TPeOOBaHUSIMM, YCTaHABIMBAEMbIMU COOCTBEHHUKOM
MH(pOpMaLuu.

Nnentudukanuss - T1iprcBoeHWe CyObekTaM U 00BbeKTaM JI0CTyra
naeHTAguKaTopa U (WIKM) CpaBHeHHWe TpeAbsSBAsIeMOro HWJeHTU(HKaTopa
C MepeyHeM MPUCBOEHHBIX UIeHTU(HKATOPOB.

NudopmaTuBHbI CUIHAJ - 3JIGKTpUUECKHWe CUrHajbl, aKyCTH4yeckue,
3/IeKTPOMarHuTHbIEe U JIpyrue (pusnueckue ToJis, 1o rapaMmeTpaM KOTOPbIX MOXXeT
ObITh packpbiTa KOHGUAeHIMaMbHasi HWHGOpMalys (TepcoHanbHble [JaHHbBIE)
obpabaTeiBaeMasi B UH(OPMALIMOHHOW CHUCTeMe TTePCOHATbHBIX JJaHHBIX.

NudopmanuonHbie TEXHOJOTHHM - TIPOLIECCHI, METO/bI TIOMCKa, cbopa,
XpaHeHUs, 00pabOTKH, TIpeAOCTaB/ieHUs, pacrpoCcTpaHeHusi UHGOpPMaIU
1 Ccrioco0bI OCYIIeCTBIEHUSI TaKUX TIPOLIECCOB U METOZIOB.

Nudopmanuonnass cucrema nepcoHaabHbIX AaHHbIX (UCIIIH) -
COBOKYITHOCTb ~ COJepKallluxcsi B 0a3ax [AaHHBIX TEepPCOHAbHBIX JJaHHBIX
U obecrieunBapOIUX WX 00pabOTKy WHGMOPMALMOHHBIX TEXHOJIOTHM U
TeXHUYECKUX CPeJCTB.

Hcnonb30BaHue MNEPCOHANBHBIX JAHHBIX - JlekMcTBUS  (OrepaLyn)
C TIePCOHA/ILHBIMU JIJaHHBIMM, COBeplllaeMble OMepaTopoM B Lie/siX MPUHSATHUS
pellieHWii WM COBepIUeHUs] WHbIX [IeHCTBUM, TOPOXK/AOLUMX HOpUAUUeCcKre



MOC/IeICTBUSI B OTHOIIIEHUU CyObeKTa MepCOHA/NbHBIX AAHHBIX WKW JPYTUX JIUIL]
b0 MHBIM 00pa3oM 3aTparvBarolyX TpaBa U CBOOO/bI CYOBEKTa MepCoHaTbHbIX
J@HHBIX WM IPYTUX JIULI.

HMcTouyHuk yrpo3bl 0Oe3omacHocTH uHGpoOpMamum - CyOBEKT [JOCTyTa,
MaTepHa/bHbId 00beKT WM (u3nUeckoe siBeHUe, SIBJSIOMIMeCS MPUUUHON
BO3HUKHOBEHUS yrpo3bl 6e30racHoCTH MHGOpMALUH.

Kontposupyemass 30Ha - NpPOCTPaHCTBO (TepPpUTOpPUS, 3[aHUE, YacTb
3[jaHUsl, TIOMellleHre), B KOTOPOM MCK/IFOUeHO HEeKOHTpOJIMpyeMoe IpebbiBaHMe
TTIOCTOPOHHUX JIUI], @ TaK)Ke TPAHCIIOPTHBIX, TEXHUUECKUX U MHBIX MaTepuabHbIX
CpelCTB.

KonpuaeHnInalbHOCTh, TEPCOHAJBHBIX JAaHHBIX -  0bs3arenbHOe
AJist cOBJTII0ieHusT OTIepaTopoM WKW MHBIM TOJ/IyUMBILIKM AOCTYII K TePCOHATbHBIM
JAHHBIM JIUL[OM TpeboBaHWe He MOMYCKaTh WX pacrpocTpaHeHue 0e3 coriacus
CcyObeKTa NepCoHabHBIX JAHHBIX WM HaJIMUUsi THOTO 3aKOHHOTO OCHOBAHWUS.

MexcereBOii  3KpaH -  JIOKaJibHOe  (OJIHOKOMIIOHEHTHOE) WU
(byHKLMOHAIBHO-pacpeie/ieHHOe  MporpaMMHOe  (TMpOorpaMMHO-anmapaTHoe)
cpeACcTBO (KOMILIEKC), peanu3yrolllee KOHTPO/Ib 3a MH(OpMaljuel, MoCcTyIarolei
B HH(OPMAI[MOHHYIO CHUCTEMY T[epCOHaNbHBIX MAaHHBIX W (WIA) BbIXOJSIIEH
13 UH(POPMAaLIMOHHOU CUCTEMBI.

Hapymuresn 6e30acHOCTH ePCOHAJBHBIX JaHHBIX - (PM3UUECKOe JIULO,
Cly4allHO WM TpeJJHaMepPeHHO COBepllarolllee [elCTBUsl, CeICTBUEM KOTOPBIX
SIBJISIETCs HapyllleHue 0e30MacHOCTH TepCOHAMbHBIX JAHHBIX TMpU X 00paboTke
TeXHUUYeCKUMU Cpe/icTBaMd B MWHGOPMAIIMOHHBIX CHCTeMaxX TMepCOHATbHBIX
JlaHHBIX.

HeaBromMaTu3upoBaHHassi o0pad0TKa IMEPCOHAJIBLHBIX JAHHBIX -
00paboTKa MmepCcoHabHBIX JaHHBIX, COZEPKAIUXCs B MHPOPMALIMOHHOM CHCTeMe
MepCOHANbHBIX [JaHHBIX JIMOO W3B/IEUeHHBIX W3 TaKOW CHUCTEMbI, CUWTAeTCs
OCYLL|eCTB/IEHHOU be3 VICIIO/Tb30BaHUs CpeJiCTB aBTOMaTH3aLuu
(HeaBTOMAaTU3WPOBAHHOM ), €C/IU TaKue JelCTBUS C IepCOHa/IbHBIMU JaHHBIMU, KaK
WCI0/Ib30BaHWe, YTOUHEHHWe, pacrpoCTpaHeHue, YHUUTO)KeHHEe MepCOHaIbHbIX
JAaHHBIX B OTHOIIEHWH KaXAOro U3 CYObeKTOB TIepPCOHA/IbHBIX [IaHHBIX,
OCYLLIECTBJISIFOTCS MPU HEMTOCPEJCTBEHHOM yUaCTHH YesIOBeKa.

HeneksapupoBaHHble BO3MOKHOCTH - (DYHKLIMOHA/TbHbIE BO3MOXHOCTU
CPe/ICTB BbIUMC/IUTE/IbHOM TeXHUKH, He OIMCaHHble WA He COOTBETCTBYHOILUE
OMUCAaHHBIM B JOKYMEHTallu¥, TIPU UCI0J/Ib30BaHUM KOTOPbIX BO3MOJKHO
HapylleHve  KOH(UAEeHLMAJbHOCTH,  JOCTYIHOCTA  WIM  L[eJOCTHOCTH
obpabatbiBaemMoii uH(OpMaIuu.

HecaHKIJMOHUPOBAHHBIN J0CTYyNl (HeCAHKLMOHMPOBAHHbIE eliCTBUA) -
J0CTyn K MHGOpMaLuu WK JeUCTBUS C WH(OpMaLMeid, Hapyllaloliye MpaBuia
pasrpaHrueHys JOCTYIa C UCTI0J/Ib30BAHUEM IITAaTHBIX CPe/ICTB, MPe0CTaB/IsIeMbIX
HMH(bOPMaI[MOHHBIMU CHCTEMaMU TepCOHa/TbHBIX IaHHbIX.



Hocurenanr uadopmamuu - ¢pusnyeckoe JUIO0 WIK MaTepyaabHbI 00BHEKT,
B TOM 4KCJie (pU3nYecKoe 1noJie, B KOTOpOM MH(OpMaLUsi HaXOJUT CBOE OTpakeHHUe
B BHJle CHMBOJIOB, 00pa30B, CUTHA/OB, TeXHWUYECKUX pelleHU W TMPOLecCoB,
KOJTMUeCTBEHHBIX XapaKTepUCTUK (M3UUeCKUX BeJTMUMH.

O0e3MyuBaHUe NEPCOHAJBHBIX [JAHHBIX - [€MCTBUS, B pe3yJbTare
KOTOPBIX CTAHOBUTCSI HEBO3MOKHBIM 0e3 UCIOJb30BaHUsl  IOTIO/IHUTE/IbHOM
MH(MOpMaIMK ONpeJeUuTh MPHUHA/JIEXKHOCTb ITePCOHA/IbHBIX JaHHBIX KOHKPETHOMY
CyOBeKTY TepCOHaMbHBIX JaHHbIX.

O0padoTka mepcoHAJbHBIX JAHHBIX - /iI000e JelicTBUe (omeparysi) Win
COBOKYITHOCTb IeMCTBUM (Omeparuii), COBepllaeMbIX C MCIOJIb30BaHUEM CPEJICTB
aBTOMaTH3alud Wau 0e3 WUCIO/Mb30BaHUS TaKUX CPEJICTB C TiepCOHATbHBIMU
JaHHBIMH, BK/Ouasi cbop, 3amuch, CHCTeMaTU3al[iio, HaKOIIeHHe, XpaHeHHe,
yTouHeHWe (0OHOBJ/IeHHE, W3MeHeHHe), W3BjeueHre, HCI0/b30BaHue, Tiepeauy
(pacmipocTpaHeHue, TIpe/0CTaB/ieHHe, AOCTYIT), obe3nrunBaHue, OJ/IOKHPOBaHUeE,
yJajieHie, YHUUTO)XXKeHUe MepCoHabHbIX JaHHbIX.

OO0menocTynupie mnepcoHAJIbHbIe JaHHbIE - TE€pPCOHa/lbHbIE [laHHbIE,
JOCTYIlT HEOrPAaHUUEHHOTO Kpyra JWL K KOTOPbIM MpeJOCTaBleH C COrjaacusi
CyObeKTa TepCOHATbHBIX [JAHHBIX WM Ha KOTOpble B  COOTBETCTBHUH
c (demepasbHBIMM 3aKOHAaMU He pacIipoCTpaHsieTcss TpeOoBaHMWe COOIOZeHMUS
KOH(H/eHLIUa/TbHOCTH.

Oneparop (mepcoHAJbHBLIX [JAaHHBIX) - TOCYJAapCTBEHHbIM OpraH,
MYHULIUMNAJBHBIM OpraH, OpUAueckoe Wik (rU3uyecKoe JIMI0, CaMOCTOSITe/TbHO
WM COBMECTHO C JPYTMMM JIMI[aMUA OpPraHU3yrlue U (WIh) OCYIIeCTBJISIOIMe
00paboTKy IepCcoHaNbHBIX [JAaHHBIX, a TAKXKe OIpejessiolie ead o6paboTKu
TepCOHA/TbHBIX JJaHHBIX, COCTaB TePCOHAbHBIX JJaHHBIX, MO IeKalmx obpaboTke,
JencTBus (onepanuu), CoBepilaeMble C MePCOHATbHBIMUA JAaHHBIMMU.

Texnnueckue cpeacrsa UHGPOPMALMOHHONW CHCTEMbl IEPCOHAJIBHBIX
JAHHBIX -  CpeACTBA  BBIUUC/IWTENbHOW  TEXHUKH, HH(POPMaLMOHHO-
BBIUMC/IUTE/IbHBIE KOMILJIEKCHI U CeTH, CPe/ICTBa M CHUCTeMbI Tlepejiauu, TipuemMa 1
obpabotku TI[JH (cpeacTBa W CHUCTeMbI 3BYKO3amMCH, 3BYKOYCUJIEHUS,
3BYKOBOCIIPOM3Be/IeHUs], TIePerOBOPHbIe U TeJleBU3MOHHbIE YCTPOMCTBA, Cpe/CTBa
W3rOTOBJIEHUS], TUPaXUPOBaHUs JOKYMEHTOB U Jpyrue TeXHUYeCKHhe CpefCcTBa
00paboTKH peueBoi, rpadueckou, BUe0- U OyKBeHHO-1M(POBOM MH(POPMAIHH),
TIpOrpaMMHbIe CpeficTBa (OreparjioHHbIe CUCTEMbI, CUCTeMbI YIIpaB/ieHHs1 Oa3aMu
JaHHBIX U T.1.), CpeAcTBAa  3alllUThl  HMH(OpPMalLWH,  TpPUMeHsieMblie
B MH(OPMAI[MOHHBIX CUCTEMAX.

IlepexBar (unH(opmaunmuu) - HelnpaBOMepHOe TOyYeHUe UWHGOpPMaLUU
C WCITOIb30BAaHMEM TEXHHUECKOTO CPeJCTBa, OCYIECTBISIOIIEr0o OOHapy’kKeHue,
niprieM 1 00paboTKy MH(OPMATUBHBIX CUTHAJIOB.

IlepconajibHBbIE TaHHBIE - /TI00ast HHbOpPMaIIYsl, OTHOCSIIIASCS K MPSIMO WU
KOCBEHHO OIIpefie/IeHHOMY WM OripefiesiieMoMy (usnueckoMy Uiy (CyOBeKTy



MepPCOHAJIbHBIX [JaHHBIX);

IToOouHbIe  3/1eKTPOMarHUTHbIe  H3JIyUYeHHMA W  HABOAKH -
3/IeKTPOMarHUTHbIE U3/Ty4eHUs] TeXHUUeCKHWX Cpe/icTB 00paboTKW 3alljuiliaeMoi
wHbOpMaI[MK, BO3HUKAIOIIMe Kak I1000YHOe sBleHWe ¢  BbI3BaHHBIE
3JIEKTPUYECKUMU CUTHaJIaMU, JEUCTBYIOLIUMU B UX 3JIEKTPUUECKHUX U MarHUTHBIX
L[eMsIX, a TAKXKe 3/IeKTPOMarHUTHbIE HABOJKU 3TUX CUTHA/IOB Ha TOKOMPOBOJSIIUE
JIMHUY, KOHCTPYKLIUU U LIeNU NMATAHUS.

IouTHKa  «YHCTOrO  C€TOJA» -  KOMIUIEKC  OpraHM3aljMOHHBIX
MEPOTIPUSTUN, KOHTPO/MPYIOIIAX OTCYTCTBUE 3alMChbIBaHWsA Ha OyMakKHbIe
HOCUTeNMM Kioueld W aTtpubyToB pAoctyna (Tlaposieil) M XpaHeHUsI WX BOMA3M
00BEKTOB JOCTYTIA.

ITonb30BaTe/nb UH(POPMALMOHHOM CHCTeMbl MEPCOHAIbHBIX [JAHHBIX -
L0, YyuacTBylolllee B (PYHKI[MOHMPOBAaHUU UWHGOPMAIIMOHHONW  CUCTEMBbI
MepCOHa/bHBIX JJAHHBIX WUJ/IW UCTIO/b3YIOlllee pe3y/ibTaThl ee (PyHKIIMOHUPOBAHUSI.

IIpaBuaa  pasrpaHuyeHusi JOCTYNa -  COBOKYMNHOCTb  IpaBWJI,
perj7aMeHTHPYIOLMX paBa A0CTyIa Cy0OBeKTOB A0CTyIa K 00beKTaM A0CTYTIa.

IIporpammHuas 3akjajka - KoJ TIporpaMMbl, peJiHAMEPEHHO BHECEHHbIN
B TIpOrpaMMy C I[eflbl0 OCYI[eCTBUTh YTeUKYy, HW3MeHUTb, OJIOKHPOBATh,
YHUUTOXUTh MH(POPMALIUIO WM YHUUYTOXUTh U MOAU(DULIMPOBATH MPOrpaMMHOE
obecrieueHre WH(OPMALIMOHHOW CHUCTeMbl TepCOHANBHBIX [JaHHBIX U (WIK)
6/10KMpOBaTh anrmapaTHbie Cpe/iCTBa.

I[IporpamMHoe  (mMporpaMMHO-MaTeMaTH4yeckoe)  BO3/eMCTBUE -
HeCAHKIIMOHUPOBAaHHOE  BO3/JEMCTBUE HA  pecypCchl  aBTOMaTU3MPOBAHHOU
MH(OPMALIMOHHOW CUCTEMbI, OCYI[eCTB/SIEMOEe C UCIO/Jb30BaHUEM BpeJOHOCHBIX
Mporpamm.

PackpbiTHe NEPCOHAJBHBIX [JAHHBIX - YMBIIIJIEHHOE WM C/ly4yalHOe
HapyllleHue KOH(PUAEeHI[MaTbHOCTH MepCOHATbHbIX TaHHbIX.

PacnpocTpanenune MepCcOHANbHBIX JAHHBIX - JI€MCTBUs, HaripaB/eHHbIe
Ha PACcKpbITHe TIePCOHAJIbHBIX JaHHBIX Heompe/ie/IeHHOMY KpPYTY JIULI.

Pecypc wuHpOpMAUMOHHOW CHCTEMBI - HMEHOBAHHBIM  3JIEMEHT
CUCTEMHOTO, TIPUK/IQJHOTO WM arapaTHOro obecrieueHus: (yHKI[MOHUPOBAHUS
MH(OPMAaLMOHHOW CUCTEMBI.

CnenuajbHble KATErOpuM TMNEPCOHAJBbHBIX [aHHBIX - T€DPCOHAJIbHBIE
JlaHHbIe, Kacarolyecsi paCOBOW, HALMOHATbHOW MPUHA/IEXXHOCTH, TTOIUTUUECKUX
B3TJ/ISI/I0B, PEUTHO3HBIX WM (UI0COMCKUX YOeXKIeHWM, COCTOSIHUSL 3[J0POBBSI U
WHTUMHOM >XM3HH CYObeKTa IMepCOHA/TbHBIX JaHHBIX.

CpencrBa BbIMHCIUTEIbHOM TEXHHUKHM - COBOKYITHOCTb MPOrPaMMHBIX M
TeXHUUECKUX  JJIEMEHTOB  CHCTeM  00pabOTKM  JaHHBIX,  CHOCOOHBIX
(GYHKLMOHMPOBAaTh CAaMOCTOSITe/TbHO U/ B COCTaBe APYTUX CHUCTEM.

CyobekT noctyna (cy0ObekT) - JIMIIO WM MPOLecC, NelCTBUS KOTOPOTO
perjiaMeHTUPYIOTCS MpaBUaMy pa3rpaHUyeHus 10CTyTIa.



TexHuyeckuil KaHaJ yTedkdM HH(GOPMAUMH - COBOKYITHOCTb HOCUTEJIA
nHbopmaiuu  (cpeactBa 00paboTKH), (U3MUECKOM Cpefibl paclpoCTpaHeHUs
MH(GOPMATUBHOTO CUTHajla W CpPeACTB, KOTOPbIMU [0ObIBaeTCs 3alljuiljaemMasi
uHpopMarusi.

TpancrpannyHasi mnepenaya MNepPCOHAJBHBIX [aHHBIX - [lepejaya
MepPCOHA/IbHBIX ~ JIaHHBIX  OrepaTopoM 4epe3 ['ocyZapCTBeHHYIO TIpaHULY
Poccutickori  ®efepaiuu  opraHy  BJacTM  MHOCTPAHHOTO  TOCY/lapCTBa,
br3rUeCcKOMY WU IOPUAUUECKOMY JIMLY MHOCTPAaHHOTO rOCy1apCTBa.

¥Yrpo3bl 0€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX - COBOKYITHOCTh YCIOBUM
M (PaKTOpPOB, CO3JAMOIIUX OIMACHOCTb HECAHKLMOHUPOBAaHHOIO, B TOM YHUCJE
CJIy4alHOTr0, JOCTYIa K MepPCOHATbHBIM [JaHHBIM, Pe3yJbTaTOM KOTOPOIO MOXXET
CTaTb YHUUTOXXeHUe, M3MeHeHre, 6/I0KMpOBaHWe, KOTTMPOBaHWe, paclipoCTpaHeHue
MepCOHa/IbHBIX JaHHBIX, a TaK)Ke WHBbIX HECAHKLIMOHMPOBAHHBIX JEeUCTBUN MPU UX
obpaboTke B MH(POPMAI[MOHHOM CUCTEME TIepCOHA/TbHBIX IaHHbBIX.

YHUYTOKEHHEe TMePCOHAJNbHBIX JaHHbIX - [IelCTBUS, B pe3y/bTare
KOTOPBbIX CTAaHOBUTCS HEBO3MOJKHBIM BOCCTAaHOBHUTBH COZiep)KaHWe MepCOHaIbHbIX
JaHHbIX B WHGMOPMAlIMOHHOM CHCTeMe T[epCOHA/NbHBIX [JIJaHHBIX W (WIM)
B pe3y/bTaTe KOTOPbIX YHHUTOXKAKOTCSl MaTepua/bHble HOCUTE/NU MepCOHATbHBIX
JAHHBIX.

YTeuka (3amuiaemMon) wH(OpMaLUM MO0 TeXHHYECKHM KaHa/laM -
HEKOHTPOJIMPYeMOe paclpoCTpaHeHWe WH(OPMalLMKM OT HOCUTeJIsl 3allyIlaeMOou
vHbopMaluu uepe3 (U3NUYECKYIHD CpeAy [0 TeXHUYeCKOro Cpe/CTBa,
OCYILIeCTBJISIFOLEr0 riepexBaT UH(OPMaLUH.

Ysa3BUMOCTh - C/ab0OCTh B CpeACTBAax 3alllUThl, KOTOPYH MOXXHO
MCII0J/1b30BAaTh /1J1s HApYllleH!sl CUCTeMbIl WM COJeprKalllelicsi B Hell MH(opMalvu.

HesocTHOCTHL MHpOPMAIMH - CIIOCOOHOCTH CpE/CTBA BBIYMCUTETHLHOU
TeXHUKA WM aBTOMAaTHU3WPOBAaHHOW cCHUCTeMbl obecrieunBaTh HEM3MEHHOCTb
vHbOpMaLii B YC/IOBUSIX CJIyUallHOTO W/WIK TpeJHaMePeHHOT0 HWCKa)KeHUst

(pa3pyiueHus).



OBO3HAYEHNWA 1 COKPAIIEHNA

ABC - aHTUBYpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3UpPOBAaHHOE pabouee MeCTO

BTCC - BcrioMorare/ibHble TeXHUYeCKre CpeJCTBa U CUCTeMbI
WCTI[IH - nHdbopMalMoHHasi CUCTeMa MepCOHaIbHbBIX JaHHBIX
K3 - KoHTpOo/mMpyemasi 30Ha

JIBC - yioKasibHas BbIYMC/IATE/IbHAs CeTh

MD - MeXxceTeBOM 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIM AOCTYII

OC - onepalOHHasi cUCTeMa

II/JH - mepcoHa/bHbIe JaHHbIe

[IMB - nporpaMMHO-MaTemMaTHUeCKoe BO3/leHCTBUe

1O - nporpamMMHOe obecrieueHue

[TOMMUH - rmobouHble 3/1eKTPOMarHUTHBIE U3/TyUeHUs] U HaBOJKU
CA3 - cuctema aHanu3a 3allULLIEHHOCTU

C3MU - cpepacTBa 3au[uThl TH(OOPMALUU

C3I1/JH - cuctema (moiccTeMa) 3allUThl TIePCOHAMBHBIX JJaHHBIX
COB - cuctema 06HapyKeHHsT BTOP>KEHHM

TKYMU - TexHnueckKue KaHasibl yTeUKY MH(OPMAaLUU

YBII[IH - yrpo3bl 6e3011aCHOCTH TT€PCOHAMBHBIX JJAHHBIX



BBEJAEHHWE

Hactosiijasi  TlommTrika wWHbopMaljoHHOM 6e3omacHocTd Tipu  paboTe
C TMepCoHa/bHBIMM [JlaHHBIMM B [lojieBCKOM TOpOACKON TeppUTOpHaJbHOM
n3bupaTenbHOM KoMHMCcHHM (Jasee - IlouTuka) sABAseTcs  o(UIMaTbHBIM
JIOKYMEHTOM.

[Tlorutvka  pa3pabotaHa B~ COOTBETCTBUM € TpeOOBaHUSIMH,
yCTaHOB/IEHHbIMMU:

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 149-®3 «O6 wuHbopMaiyu,
VMH(OPMAaIMOHHBIX TEXHOJIOTUSIX U O 3aluTe UH(GOPMaLUn»;

®epepanbHbiM  3akOHOM 0T 27.07.2006 Ne 152-®3 «O mnepcoHanbHBIX
AdHHBIX> ;

rioctaHoB/ieHUeM [IpaButenbcTBa Poccutickont @epepanym ot 01.11.2012
Ne 1119 «O6 yTBepxaeHNH TpeOOBaHHU K 3all[Te MePCOHANBHBIX JAHHBIX TPH UX
00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX»;

noctaHoBsieHreM IlpaButenbctBa Poccuiickori ®epeparmu ot 15.09.2008
Ne 687 «O6 yTBepkAeHUH TIOJOKeHUss 00 ocobeHHOCTsX 00paboTKu
MepCOHa/NbHLIX  JJaHHBIX, OCYILeCTBAsieMOol 0e3  MCIOMb30BaHUS  CPeJCTB
aBTOMaTHU3aLN»;

noctaHoBsieHrem IlpaButenbctBa Poccuiickor ®epeparym ot 21.03.2012
Ne 211 «O6 yTBepK[eHUU IiepeuHsi Mep, HarpaB/eHHbIX Ha obecrieueHue
BBITTOJIHEHUST  00si3aHHOCTeM, TpeayCMOTpeHHbIX  PesiepasibHBIM  3aKOHOM
«O nepcoHaNbHBIX IaHHBIX» U MPUHSATHIMU B COOTBETCTBUM C HUM HOPMAaTHBHBIMU
MPaBOBbIMM aKTaMM, OlepaTOpaMy, SIB/SIOLU[UMUCS TOCY/IapCTBEHHbIMU WJTU
MYHUIUTIaTbHBIMU OpPTraHaMU»;

niprkazoM ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yrBepkaennn CocraBa
W Cofiep)KaHWsl OpraHM3al[MOHHbIX W TeXHWYeCKMX Mep TI0 obecrieueHUIO
0e30MacHOCTH TIePCOHABHBIX JAHHBIX TPH UX 00paboTKe B MHGMOPMAIIMOHHBIX
cucTeMax IepCoHa/bHbBIX IaHHbIX»,

niprka3zoM @CBb Poccuu ot 10.07.2014 Ne 378 «O0 yTBep>KI€HHUH COCTaBa U
COZlep>KaHMsI ~OpPTaHM3ALMOHHBIX UM TEeXHUUeCKUX Mep 10 obecrieueHHIO
0e30MacHOCTH TIePCOHABHBLIX JAHHBIX TPH UX 00paboTKe B MHGMOPMAIIMOHHBIX
cucTemMax MepCOHATbHBIX J@HHBIX C HCII0/Ib30BaHHUEM Cpe/iCTB
KpUnTorpauueckoi 3amutbl WHGOpPMAI[UK, HEeOOXOAWMBIX i BBITIOJTHEHHUS
ycTaHOB/eHHBIX [IpaBuTebcTBOM Poccuiickoii @eziepariiy TpebOBaHHM K 3allyTe
MePCOHAJIbHBIX JJAaHHBIX 151 K&XKA0r0 U3 YPOBHEH 3all[UIIeHHOCTU»;

MeToauuecKUMU ~ peKOMeHJal[usiMd 110  pa3paboTKe  HOPMAaTUBHBIX
TIPABOBLIX aKTOB, OIPe/e/ISIOIUX YTPO3bl 0€30MaCHOCTH TMepCOHA/IBHBIX JAAHHBIX,
aKTya/lbHble TIpU 00pabOTKe TMepCoHaNbHBIX [JaHHBIX B WHGMOOPMAIJMOHHBIX
cucTeMax IepCOHa/NbHBIX JIaHHBbIX, JKCIUIyaTUPYeMbIX TIPH OCYIIeCTBIeHUU
COOTBETCTBYIOLLIUX BUJOB [IeATeTbHOCTU, YTBEP)KJE€HHbIMU PYKOBOACTBOM



8 Llentpa ®CBb Poccuun 31.03.2015 Ne 149/7/2/6-432.

B TlonuTtuke orpeseneHbl TpeboBaHusi K TmiepcoHany WCIIIH, cTemneHb
OTBeTCTBEHHOCTU  TepCOHanaa, CTPYKTypa U HeoOXOAUWMBbIM  YpPOBEHb
3alUIeHHOCTH, CTaTyC U  [JO/DKHOCTHble  0Os3aHHOCTH  COTPYZHUKOB,
OTBETCTBEHHBIX 3a obecrieueHre 6€30MaCHOCTH MepCOHaNbHBIX AaHHbIX B UCIIAH
[ToneBckol TOpPOACKON TeppuUTOpHanbHOM H30UpaTenbHOM KOMHCCHU (Jaiee —
Komwmccus).

1. O0wMe mo/TI0KeHHus

Llenvto Hacrosimeit [lonmutuku sBiisieTcsi obecriedeHre ©e30MacCHOCTU
00BeKTOB 3amuThl KOMHCCHH OT BCeX BHZOB yrpo3, BHEITHWUX W BHYTPEHHUX,
YMBIIIVIEHHBIX W HelpeJHaMepeHHbIX, MUHUMU3aUs yigepba OT BO3MOKHOMU
peanu3aiuu yrpo3 6e3omacHoctu [11x (YBIIOH).

be30macHOCTb MepCOHANBHBIX JAaHHBIX AOCTUTaeTCsl IMyTeM WCK/IHOUEeHUs!
HeCaHKLIMOHUPOBAHHOTO, B TOM YMCJ/Ie C/Iy4alHOrO, AOCTyra K IepCOHaTbHbIM
JlaHHbIM, pe3y/JbTaTOM KOTOPOTO MOXXeT CTaTb YHUUTOXKEHHEe, HW3MeHeHUe,
6/10KMpOBaHKe, KOMMMPOBaHUe, PacTpOCTPaHeHre TIepCOHATBHBIX JJaHHbBIX, a TaKkKe
VHBIX HECAHKI[MOHUPOBAHHBIX JAeUCTBUM.

WNudopMaiusi U CBsizaHHbIe C Hell pecypchbl JO/DKHBI ObITh JOCTYITHBI JJIsI
aBTOPU30BAHHBIX TOJIb30BaTened. [JO/DKHO OCYIIeCcTBASTBCS CBOEBPEMEHHOe
obOHapy>keHMe U pearupoBaHue Ha Y BIT/IH.

[JO/DKHO — OCyILeCTB/IATbCS  MpeZoTBpalljeHe  MpeJHaMepeHHbIX WU
CJTyYalHbIX, YACTUUHBIX WM MOJIHBIX HECAHKLIMOHMPOBAHHBIX MOAU(PUKALIUNA WU
YHUUTOXXEHUS [JaHHbIX.

CoctaB 00BEKTOB 3aluThl TpeficTaBieH B «llepeuHe TiepCOHATBHBIX
NaHHBIX, oOpabaTbiBaeMbix B [loneBCKOW TOPOACKOW  TepPUTOPUATBHOM
n30MpaTenlbHOM KOMWCCHM B CBSI3M C peanu3alieid Cay>KeOHbIX (TPYZOBBIX)
OTHOLIEHUM, a TAK)XKe OCYILleCTB/IEHWeM rOCyJapCTBEHHBIX (DYHKLIUI».

Cocras MUCIIIH mnopnexamux 3amure, ImnpejcraBieH B «llepeune
MH(OPMAILIMOHHBIX CHUCTEM TepCOHaNbHBIX JaHHbIX B [lo/ieBCKOM TOpOACKOU
TepPUTOPHAIbHOM N30MpaTeTbHOM KOMUCCUM».

2. O61aCTh IeUCTBHUSA

TpeboBanust Hacrosimier [IOMMTWKK ~— pacripoCTPaHSIOTCS Ha  BCeX
coTpyaHUKOB Komuccun (IITaTHBIX, BPEMEHHBIX, Pa0OTAIOIIMX M0 KOHTPAKTy U
T.I1.), @ TAK)KE BCEX MPOYMX JIUL] (MOAPSAAUMKH, ayJUTOPbI U T.I1.).

3. CucreMa 3alMThI IEPCOHA/IBHBIX AAHHBIX

ObGecrieueHre  6€30MaCHOCTH  TEPCOHANBHBIX  [JaHHBIX  JOCTUTAeTCs,
B YAaCTHOCTU:
orpefiesieHeM yrpo3 0e30MacHOCTHA T1ePCOHANMBHBIX MJAHHBIX TIPH WX



00paboTKe B UH(POPMALIMOHHBIX CUCTeMax MepCOHATbHBIX aHHBIX;

NpUMeHeHWeM OpraHM3allMOHHbIX M TeXHWYeCcKuX Mep Mo o0becrieyeHUIo
6e30mMacHOCTH TIePCOHABHBLIX JAHHBIX TIPH WX 00paboTkKe B MHGMOPMALIMOHHBIX
cucTeMax TepCOHAbHBIX JAHHBIX, HEOOXOAUMBIX /ISl BBITIOJHEHUs TpeOOBaHUA
K 3all[UTe T[1ePCOHA/IbHBIX [aHHBIX, WCIIOJIHEHWe KOTOpBIX oOecrieunBaer
yCTaHOBJIEHHbIE [IpaBUTE/ILCTBOM Poccuiickon deepauyu YPOBHU
3alUILeHHOCTU NePCOHA/BHBIX JJaHHBIX;

TIpUMeHeHVeM TpoLIeJIINX B YCTaHOBJIEHHOM MOpPS/Ke IMpoLieypy OLeHKA
COOTBETCTBUSI CPe/CTB 3allUThl UH(POPMALUY;

OLIEHKOM  3(QPeKTUBHOCTM TIPUHUMaeMbIX Mep TI0  oOecreueHHIo
6e30MacHOCTY  TepCOHalbHBIX  JaHHBIX [0 BBOJ@ B  SKCIUIyaTalUIO
MH(}OPMAaI[MOHHOW CUCTeMbI EPCOHATbHBIX JaHHbBIX;

y4eTOM MallMHHBIX HOCUTeJIel NepCOHAIbHBIX [JaHHBIX;

obHapykeHHeM (haKTOB HeCAaHKIIMOHUPOBAHHOTO JOCTYTIA K IMePCOHa/bHBIM
JaHHBIM W TIPUHSITHEM Mep, B TOM 4uWC/e Mep TI0 OOHapy)KeHWUIo,
NpeAyNpeXIeHUI0 W JIMKBUAJAUWU  TIOCJeACTBAM  KOMIIBIOTEPHBIX  aTak
Ha HH(OpMal[MOHHbIE CHUCTEeMbl TEPCOHAJBHBIX [aHHbIX U [0 pearupoBaHUIO
Ha KOMIbIOTEPHbIE UHIUEHThI B HUX;

BOCCTaHOB/IEHMEM TEPCOHA/bHBIX [JaHHbIX, MOAU(PHULMPOBAHHBIX WU
YHUUYTOXXEHHBIX BC/IEICTBHE HECAHKLIMOHUPOBAHHOTO AOCTYIIA K HUM;

yCTAaHOBJIEHWEM  TIpaBWI  JOCTyra K  [epCOHAJbHbIM  JJaHHBIM,
obpabaTbiBaeMbIM B MH(OPMALIMOHHOM CHUCTeMe TepCOHAbHBIX IaHHBIX, a TaKKe
obecrieueHreM peTUCTpAallMM W ydeTa BCeX [JeMCTBUM, COBepIIIaeMbIX
C TepCOHA/JIbLHBIMK [JaHHBIMM B HH(OPMAaLMOHHOW CHCTEME [epCOHAaTbHBIX
JlaHHBIX;

KOHTPOJIeM 3a TIPUHHMMAaeMbIMM MepaMHu TI0 obecrieueHHI0 0e30TacHOCTH
MePCOHAJ/IbHBIX [IJaHHbIX W YPOBHS 3allUIeHHOCTH WH(OPMALMOHHBIX CHUCTEM
MepPCOHAJIbHBIX JJaHHBIX.

CucremMa 3ammThl nepcoHanbHbIX  AaHHbix  (C3II[JH), cTpouTcs
Ha OCHOBaHWM:

AKTa BHYTpeHHEro KOHTDOJII COOTBeTCTBHS 00pabOTKM TiepCOoHa/IbHBIX
JlaHHBIX.

[lepeuHss TiepCOHA/MBHBIX [JlaHHBIX, OOpabarbiBaeMbix B [losieBCKoM
TOpPO/ICKOM TeppUTOPUAILHON M30MpaTelbHOM KOMHUCCHU B CBSI3U C peau3arjieit
CITy>KeOHBIX (TPyA0BBIX) OTHOLLIEHUH, a  Takxe OCylLleCTB/IeHUeM
roCy/JJapCTBeHHbIX (PYHKIIWN;

AKTOB Knaccu(puKaLy MHPOPMAaLMOHHBIX CUCTEM MePCOHAJIbHBIX [JaHHBIX;

Mogenu yrpo3 6e30macHOCTY TIepCOHABbHBIX IaHHBIX;

Martpuipl AOCTyna no/b30BaTesied K 3allyiljaeMbiM HH(POPMALMOHHBIM
pecypcam UCIIH;

PykoBopgsaimx fokymentos @CTOK Poccuu u ®Cb Poccum.



Ha ocHOBaHUM 3TMX [JOKyMEHTOB OIIpejie/isieTCss HeoOXOAUMbIi ypOBEeHb
sammiieHHocty [T kaxgor WCIIJIH Komuccuu. Ha ocHoBaHMM aHaiu3a
aKTya/lbHBIX yrpo3 6e3omacHocty I1/IH orucaHHoro B Mojenu yrpos, AenaeTcs
3aK/If0OUeHre O HeoOXOJUMOCTH WCIIOb30BaHUS TEXHUUECKUX CPeJCTB U
OpPraHM3aIlMOHHBIX MEPOTpUITU i obecrieueHuss Ge3oracHoctu  T1/]H.
BribpaHHble HeOOXOAMMbIE MepOTIpUsTUsT OTpakatoTcsi B «CocTaBe Mep 3allUThl
MH(OPMAaIMOHHBIX CUCTEM MEePCOHATbHBIX JAaHHBIX.

Inst UCIIIH momkeH OBITH COCTaB/IeH CIIMCOK MCITOMb3yeMbIX TeXHUUeCKUX
cpeactB 3ammThl (manee - CHMCOK), a TakK »ke IPOrpaMMHOr0 obecrieueHus,
yuacTByroiriero B oopabotke I1/1H, Ha Bcex 3nementax MCII[IH:

APM rnons30BaTesnel;

CepBepa NpuioKeHuH;

CYB/;

I'panunier JIBGC;

KaHanoB mniepejjauu B ceTH 0011]ero MoJib30BaHus U (MIM) MeXIyHapOJHOTO
oOMeHa, ec/iu 0 HUM TepeaatoTcs T1/JH.

B 3aBucumocTy oT ypoBHs 3aujuineHHOCTH WMCIIIH ¥ akTya/ibHBIX yrpos,
C3II/IH MOsKeT BK/ItOUaTh C/IelyIolle TeXHUUeCKre Cpe/jCTBa:

AHTUBUPYCHBIE CPeZICTBA /IJIsi pab0UMX CTAHIIUI TI0/Ib30BaTe el ¥ CepBepOB;

CpeACTBa MeXXCeTeBOr0 SKPAHUPOBAHUS;

CpeficTBa KpUITOrpa)Uueckol 3allliThl HWH(pOpMaLUMU TIpU Tepefaye
3aluiiaeMour MH(OpPMalK Mo KaHajiaM CBSI3U.

Tak >Xe B CIOHCOK [IO/DKHBI OBITh BK/IIOUEHbl (YHKIMM 3all[UTHI,
obecrieuriBaeMble IIITAaTHBIMH CpejicTBaMHd 00pabotku II/IH oreparjioHHBIMH
cucteMmamu (OC), mnpuknagabiM [0 u  creluanbHBIMM — KOMIJIEKCaMU,
pean3yrIIUMU CpeJcTBa 3aliuThl. CrMCOK (QYHKIIMM 3alUThl MOXKET BKJIFOUATh:

yrpaBJieHHe U pasrpaHUueHre JOCTYyIIa M0JIb30BaTeslew;

PErucTpaLyio U yuYeT AeHNCTBUM C uH(popMaLyeu;

obecrieueHye 1[eJIOCTHOCTH JIaHHBIX;

oOHapy>kKeHHe BTOP>KeHUH.

CnmcoK WCIOMb3yeMbIX TeXHUYECKUX CpeACTB oOTpaxaeTcsi B «llnane
MEDPOTIPUATUIA 110 00ecIieueHWI0 3allUThl ITePCOHANMBHBIX JaHHBIX». CIHCOK
WCI0JIb3yeMbIX CPeACTB [O/DKEH TOAAEePKUBATbCS B aKTya/JlbHOM COCTOSIHHU.
[Ipu ¥3MeHeHUM COCTaBa TeXHUUECKUX CPeACTB 3alluThl Wiv 3jeMeHTOB MCII/IH
COOTBETCTBYIOII[E€ W3MeHEeHHsI JOJDKHbI ObITh BHeCceHbI B CITUCOK U yTBEPXK/eHbI
nipencenatesieM V36uparenbHoi Komuccurd CBep/IOBCKOM 00/1aCTh WK JIULOM,
OTBETCTBEHHBIM 3a obecrieueHue 3aiuThl [1/1H.

4. TpeooBanus k noacucremam C3I1/In

C3I1u BkItoUaeT B cebs cemyroliye MoACUCTeMbI:
yIipaBJjieHus JOCTYIIOM, PerUCTPaLMU U yueTa;



obecrieueHust 1[eJIOCTHOCTH U JOCTYITHOCTH;

aHTHUBUPYCHOM 3allUThI;

Me)KCeTeBOro 3KpaHHUPOBaHUS;

aHaJv3a 3allYIeHHOCTH;

oOHapy>kKeHHs] BTOP>KEeHHH;

KpunTorpaduueckou 3alyThl.

[Togcuctembl C3I1/JH MMerOT pa3nUuHbIA (YHKI[MOHAT B 3aBUCMMOCTH
ot knacca UCIT/IH, onpefeneHHOro B «AKTe KiacCH(UKALMU UH(POPMaLIMOHHOU
CUCTEMbI TIePCOHATbHBIX JaHHbIX». CIMCOK COOTBETCTBUSI (DYHKIUI TOACUCTEM
C3I[dH kaccy 3alyileHHOCTHA TIpefCTaB/ieH B TeXHUYeCKOM  3a/laHuu
10 CO3/JaHUI0 CHUCTeMbl 3allUThbl HWHGOpMalMd WHGOOPMALMOHHONW CHUCTeMbI
MepPCOHAJIbHBIX JJaHHBIX.

IToacucrema yrpaBaeHUsI OCTYIIOM, PETMCTPALIMM U yueTa

[TogcucTema yripaByieHUs1 JOCTYTIOM, PerMCTpal[Myd U y4yeTa TpeJHa3HaueHa
JJ1s1 peau3alyy CJeAyomuX QyHKLIAN:

HZieHTU(UKAIIUM U TIPOBEPKU TOJTMHHOCTH CyOBEKTOB [JOCTYyIIa MPY BXO/e
B UCII/IH;

WJIeHTU(PUKALIUM TEePMHHAJIOB, Y3JIOB CEeTH, KAaHa/JIOB CBSI3M, BHEIIHUX
YCTPOUCTB 10 JIOTUYECKUM MMeHaM;

WJleHTU(UKAL[MKM TIporpaMM, TOMOB, KaTasjoroB, (aiijioB, 3arvcei, roJjiei
3arMcey 1o UMeHaMm;

pervcTpaiyy Bxozia (BbIXoZia) CyObeKTOB /IOCTYIIAa B CUCTeMY (M3 CUCTEMBI),
nbo pervcTpanuy 3arpy3kKd M WHHUI[AATW3aliM OTepal[iOHHON CHCTEMbI U ee
OCTaHOBa.

PerucTpaluy TOMBITOK JOCTyIa TPOTPpaMMHBIX CpeZACTB (TIporpamm,
TIPOLIeCCOoB, 3a/iau, 3a/laHui) K 3alluiliaeMbIM (daitliam;

perucTpalnuy TOMbITOK AOCTYIa TMPOrPaMMHBIX CpeJCTB K TepMHUHAajIaM,
KaHajlaM CBsI34, NporpaMMamM, TOMaMm, KaTajoram, aijiaMm, 3amucsM, TMOJsIM
3anucen.

[TogcucTema yrpaB/ieHUs] JOCTYTIOM MOJKET OBbITh peasM30BaHa C TIOMOIIIbIO
ITaTHBIX cpefcTB 0b6paboTku I1/IH (omepaliOHHBIX CUCTeM, TIPUIOKEHUH WU
CYB[). Tak >ke MOXeT ObITb BHEIDEHO CTIeIa/IbHOe TEXHUUECKOe CPe/ICTBO WU
MX KOMIIJIEKC, OCYIeCTBJISIFOIHEe AOIMO/JHUTE/bHbIe MePbl M0 ayTeHTU(UKALIUU U
KOHTpo/t0. Hampumep, mnpuMeHeHWe e[VHBIX XDaHWIUIL YYeTHBIX 3anuceu
TI0/Tb30BaTesien u PErucTpaLOHHON nHbopmaLmy, WCII0JIb30BaHKe
OMOMETPUUECKHUX U TEeXHUUECKHUX (C TIOMOIIBIO 3/IEKTPOHHBIX ITPOITYCKOB) Mep
ayTeHTU(UKALIUU U IPYTUX.

[Togcucrema obecrieueHust NeJIOCTHOCTHU U JOCTVITHOCTHU

[Moxacucrema obecrieueHUs 1[e/IOCTHOCTA U AOCTYITHOCTH TIpeHa3HaueHa



anist  obecrieyeHWs] 1I€JIOCTHOCTU W AocTynHOcTU [1/IH, TIporpaMMHBIX U
armmapatHeix cpegcts MCIIIH Komuccuu, a Tak »Ke CpeACTB 3alluThl, TIPU
Cy4yaliHOW WM HaMepeHHOW MoAU(UKal1H.

ITogcucrema peanu3yeTcs C  IIOMOLLBIHO  OpraHM3alid  pe3epBHOIO
KOTTMPOBaHUsI 00pabaThiBaeMbIX [JaHHBIX, a TaK K€ Pe3ePBHUPOBAHHEM KJTFOUEBBIX
snemeHnToB UCII/IH.

[Togcucrema aHTHBHDVCHOﬁ 34l ThI

[TogcucreMa aHTUBMPYCHOM 3alllUThI TIpeJHa3HaueHa /[yis obecrieueHuUs
aHTUBHPYCHOM 3a1iuThl cepBepoB U1 APM nonb3oBateneit CITIn Komuccun.
CpencTBa aHTMBUDYCHOM 3aljUThl [peJHA3HAUeHbl I  peanusalyv
creayrommx QyHKLWM:
pe3u/IeHTHbIM aHTUBUPYCHBIM MOHUTOPUHT;
AHTHMBUPYCHOE CKaHHWpOBaHUe;
CKpUIIT-0/I0KUPOBaHMUe;
LIEHTPaJ/IM30BaHHOM/ yja/IeHHOMN YCTaHOBKW/[IeUHCTAIIISALIUU
AHTUBUPYCHOTO  TIPOAYKTa, HACTPOWKH,  aJMWHHUCTPHUPOBAaHUS,
MIPOCMOTpPa OTYETOB M CTaTHUCTUUeCKOW wuH(opmaimu 1o paboTe
NPO/IYKTa;
aBTOMaTU3UPOBAHHOTO OOHOBJIEHHSI aHTUBHUPYCHBIX 0a3;
OrpaHWuYeHUs] MPaB M0JIb30BaTe/isd Ha OCTAaHOBKY UCIIOJIHSIEMBIX 3a7ay
Y U3MeHeHUs1 HaCTPOeK aHTHBUPYCHOTO TIPOTpaMMHOr0 obecrieueHus;
aBTOMaTUYeCKOIo 3alyCcka HeroCpeJCTBEHHO II0C/Ie  3arpy3Ku
OneparMoOHHON CUCTEMBI.
ITopcucrema peanusyeTcs IyTeM BHeJpeHUs CIleLiiaJbHOI0 aHTUBHUPYCHOTO
TIpOrpaMMHOT0 oOecrieueHust Ha Bce neMmeHThl MICIT/IH.

[TogcrcTemMa MeKCeTeBOIO SKPaHHUPOBAHMUS

[TogcucTema MeXXCeTeBOTr0 SKpPaHUPOBaHUSI MpejHa3HaueHa [i/isi peaar3aluu
C/1eyIOLUX (PyHKLWK:

(UWIbTpalM OTKPBITOTO U 3alirMdpoBaHHOrO (3akpeiToro) IP- Tpaduka;

(¢uKcaluM BO BHYTDEHHMX JKypHajsiax WHGOpPMalMM O MPOXOJsIeM
OTKPBITOM U 3aKpbITOM IP-Tpaduike;

UJeHTU(PUKALIUU U ayTeHTUdUKALKMK afMUHUCTPaTOpa MeXCeTeBOro SKpaHa
TIPU ero JIOKa/bHBIX 3arpocax Ha J0CTYTI;

perucTtpalud Bxoja (BbIXOJa) aJMUHMCTpATOpa MEXCeTEeBOr0 SKpaHa
B CuCTeMy (M3 cucTembl) MO0 3arpy3kd W WHHULMAIU3alAd CUCTEMbI U ee
MPOrpaMMHOT'0 OCTaHOBa;

KOHTPOJISI LIeJIOCTHOCTH CBOEM NPOrpaMMHOM M MH()OPMAaLMOHHOW 4aCTy;

bubTpan TaKeToB CJTy>KeOHBIX TIPOTOKOJIOB, CITy>Kalux
[ AMarHOCTUKY U yTipaByieHusi paboTol ceTeBbIX YCTPONCTB;



GWIbTpallM C yuyeTOM BXOJHOTO M BBIXOAHOTO CeTeBOro HHTepdeiica
KakK Cpe/iCTBa IMPOBEPKU TMOAJTUHHOCTH CETEBBIX a/IPeCOB;

pervcTpalyy U yJyeTta 3arpalirBaeMbix CePBUCOB MPUKJIAJHOTO YPOBHS;

6JIOKMpOBaHUS [IOCTyTIa HeUZEHTU(PUIIMPOBAHHOTO 00beKTa UM CyOheKTa,
MO/IJIMHHOCTh KOTOPOTO MpU ayTeHTU(HUKALMU He TIOATBep/vaach, MeTOoJaMH,
yCTOWUMBBIMH K TIepexXBary;

KOHTDOJISI 3a CeTeBOM aKTUBHOCTHIO MPU/IOXKEHUM U 0OHapy’>KeHHUsI CeTeBbIX
aTak.

[Togcucrema — peanu3yeTcsd — BHeJpeHWEM  IIPOrpaMMHO-arrapaTHbIX
KOMIUJIEKCOB MeKCeTeBOro 3KpaHupoBaHus Ha rpanulie JIBC, kaccom He HUxe 4.

ITogcrcTemMa aHa/IM3a 3alUIEHHOCTH

[TogcucTema aHamM3a 3allUIIEHHOCTH [0/DKHA o0ecreurBaTh BbIsIB/IEHUE
ySI3BUMOCTEM, CBSI3aHHBIX C omrOKamu B KoHpuryparuu [10 WCIIIH, KoTOpbie
MOTYT OBITh UCIT0/Ib30BaHbI HAPYIIIUTE/IEM /IJIsl PeaTu3al[ii aTaku Ha CUCTEMY.

OYHKIMOHAM TIOCUCTEMBI MOKET OBbIThb peann30BaH IMPOrPAMMHBIMH M
IIpOrpaMMHO-arrapaTHbIMU CpeiCTBaMU.

[Topcucrema O6HaDV)KEHI/IH BTOD KEHUM

[ToacucTemMa obHapyKeHHSI BTOP)KEHUM [TOJ/DKHA 00ecIieurnBaTh BbISB/IEHHE
ceTeBbIXx arak Ha 3nemeHTbl WCII/IH, TOAK/IIOUEHHBIE K CeTsiM 0OIIero
T10/1b30BaHUs U (W) MeKIYHAapOAHOTo 0OMeHa.

@OyHKIMOHAM TIOACUCTeMbI MOXKeT ObIThb peann30BaH TPOrPAMMHBIMH U
MPOrpaMMHO-aNnapaTHbIMKU CPeICTBAMU.

[Toacucrema KDI/IHTOFDad)I/I‘-IECKOﬁ 3dlINUThI

[Topcucrema KpunTorpapuueckom 3alLUThI rpeJjHa3HaueHa
anst uckmouenuss HC/I x 3anuiijaemoit nHdopmatyuu B UCIT/IH KoMuccuu 1ipu ee
rmepesaue 0 KaHajlaM CBsSI3M  ceTeld  0OIero T10b30BaHus ©W  (WJIN)
MeXXyHapoAHOro obMeHa.

[Togcuctema  peanu3yeTcsi TyTeM  BHeJPeHUsI  KpPUMNTOrpa(uuecKux
MpOrpaMMHO-anmnapaTHbIX KOMIIJIEKCOB.

5. Ilosib3oBarenu UCIIIn

B MUCIIJax Komuccud MOXHO  BBIJE/NUTb  CJIeAYyHOlIue  TPYIIIbI
T0JIb30BaTesiel, yuacTBYIOIMUX B 00paboTke v xpaHenuu [1/1H:
ApmunuctpaTopsl UCITIH;
AJMUHUCTpATOPhI 6€30MacHOCTH;
Onepatope! APM,;
ApamunuctpaTtopsl cetu UCIT/IH;
TexHuueckre cCreLyanucTbl TO 00CTy)KUBaHHIO TieprepuiiHoro



obopyaoBaHUsI.
[aHHble 0 Trpymnmax [I0/b30BaTesisix, ypOBHe UX JOCTyla U
MH(GOPMHPOBAHHOCTU  JIOJDKHBI ~ OBITb ~ OTpakeHbl B MaTpuile JoCTyIa
T0JIb30BaTesIel K 3alluiliaeMbiM UHPOPMAIOHHBIM pecypcaM.

A avunuctparop UCIIIH

Apavunuctpatop  UCII[IH, cotpyanuk  Komuccuum  (Mmu WHOe
yIIOJITHOMOUEHHOe  JIMII0), OTBeTCTBEHHBbIM 3a HACTPOWKY, BHeJpeHHe U
coripoBokzienre WCIIH. O6GecrieunBaer (yHKIIMOHUPOBAHWE TIOACHUCTEMbI
yrpasjeHus gocrtyrnioM VCII[IH ¥ yro/JiHOMOYeH OCYILeCTBJIATh IpefjoCTaB/ieHye
M pa3rpaHdueHre JOoCTyla KOHeUHOro mnosb3oBarens (Onepatopa APM)
K 3/1IeMeHTaM, XpaHsI1UM MTePCOHA/IbHbIE /JaHHBIE.

Apmvunuctpatop WCII[IH o6majaeT cieAyrOMMM ypPOBHEM JOCTyIla M
3HaHUMU:

obnasaer TmomHOW wH(OpPMalMed O CHUCTEMHOM ®  IIPUK/IHOM
rporpammHoM obecrieuernu MICIT/IH;

obsazmaer mosiHOM ~uWHGMOpMaIell 0 TeXHWYEeCKHUX CpeACTBax U
kKoHurypauuu UCI1/IH;

MMeeT JIOCTYTI KO BCeM TeXHUUYeCKUM cpeficTBaM 006paboTKu nHdopMaliuu 1
panubiM UCITIH;

obnafiaeT rpaBaMy KOH(UTYpHUPOBaHUS W aMUHUCTPATUBHOW HACTPOUKU
TexHu4eckux cpezncts MCIIIH.

AMUHUCTPATODP Oe301MacHOCTH

ApmvunucTtpatop 6e3omacHOCTH, COTPYAHUMK Komuccun (WM WHOe
yIIOJITHOMOUEHHOe JIMLI0), OTBEeTCTBeHHbIM 3a (yHKUMoHHUpoBaHue C3I1/IH,
BK/IIOUasi OOC/Iy)KMBaHWe M HACTPOWKY aAMUHUCTPAaTHUBHOM, CEPBEPHOM U
KJINeHTCKOW KOMITOHEHT.

ApmvuHucTpaTop 6e30macHOCTH 00/1afiaeT C/IeAyIOMMM YPOBHEM JIOCTYTIA U
3HaHUMU:

obsamaeT nmpaBamu AamunaucTpatopa UCII/IH;

obsamaeT moHOM nH(opMmarueii 06 MCIT/IH;

vMeeT JOCTyll K  CpeACTBaM  3aliuTbl  WHGOpMaUUU U
TPOTOKO/IMPOBAHUA U K YaCTU K/t0ueBbIX 3yieMeHTOB VICIT/IH;

He MMeeT TpaB J0CTyMa K KOH(QUTYPUPOBaHUIO TEXHUUECKUX CPe/ICTB
CeTH 3a UCKJIFOUeHHEeM KOHTPOJIbHBIX (MHCIIEKLIMOHHBIX ).

AamuHUCTpaTOp 6€30MacHOCTH YTIOJIHOMOYEH:

peasn30BbIBaTh TIOJIMTUKK 0Oe3omacHocTH B uactu Hactpoviku CK3U,
MEXKCeTEeBBIX IKPAHOB U CUCTeM OOHApy>KeHHs aTakK, B COOTBETCTBUU C KOTOPLIMU
nosib3oBaresb (Onepatop APM) noydaeT BO3MOXKHOCTb paboTaTh C 37eMeHTaMu



NCITOs;
OCYLLECTBJISITh ayIUT CPE/CTB 3allUThI;

Onepatop APM

Onepatrop APM - cotpysnuk Komuccuu (Wid WHOE YMNOJHOMOYEHHOe
nuro), ocymjecTBasomuii  06pabotky I1/JH. O6pabotka II[IH BK/IIOUYaeT:
BO3MOXXHOCTh mnpocMoTtpa II/IH, pyuHout BBog IIIH B cucremy MWCII/H,
dbopMrpoBaHUe CMIpPaBOK M OTYETOB IO HH(OpMaiuu, moaydeHHor u3 WICIII,.
OmepaTop He KWMeeT IOJIHOMOYMM /Jisi yIpaB/jieHUs ToJcucTeMaMu 06paboTku
AaHHbIxX U C3I1/H.

Omneparop VCII[JH obnafjaeT ciieAyroiM YPOBHEM JOCTYTIA U 3HAHUM:

obsazaeT BCeMM HeOOXOAWMBIMHM aTpuOyTamMu (Hampumep, TapojeMm),
obecreurBarOIIMMU AOCTYT K HEKOTOPOMY TTOAMHOXKecTBY T1/1H;

pacro/iaraeT KOHGHAeHI[MaIbHBIMUA JaHHBIMU, K KOTOPBIM UMeeT /I0CTYTI.

A ngmvmunuctparop cetu UCI1OH

Apmunuctpatop cetu WCII[H, cotpygHuk Komuccum (Mam  uHOe
YIIOJITHOMOUYEHHOe ML), OTBETCTBEHHBIN 3a (GyHKLMOHMPOBaHUE
Te/IeKOMMYHUKaMOHHOU nogcuctemMbl CII[JH. AZMUHUCTPaTOp CeTU He UMeeT
MOJTHOMOUMM  JI/I1  YIIPAB/IEHHSI — TIO/ICHCTEMaMH  00pabOTKM  [aHHBIX |
6e30I1aCHOCTH.

AamMuHHUCTpaTOp ceTy 00/1a/laeT C/ieyOIMM YPOBHEM [IOCTYTIAa U 3HAHUM:

ob/aiaeT yacThio MHGOPMALIMK O CUCTEMHOM U TPUK/IAJHOM TTPOrPaMMHOM
obecrieuennu UCIT/IH;

ob/1a1aeT YacTbi0 MHPOPMAITUH O TEXHUUECKUX CPeZICTBaX U KOH(MHUTYparjuu
NCIIIs;

uMeeT (U3MUECKUA [OCTYNT K TeXHUYeCKMM CpeficTBaM 00paboTKu
MH(MOpMalMKU U CpeJiCTBaM 3alliUThl;

3HaeT, 110 MeHbIlIer Mepe, OZJHO JierajJbHOe UMs I0CTyMa.

TexHuueckui CIielqia/INCT I10 O6CJ'[V7KI/IBaHI/II-O HEDI/I(bEDI/IﬁHOl"O O6ODV,Z[OBaHI/IFI

TexHUUeCKU CHeUaauCT Mo o6CayKuBaHuIO, cCOTPYAHUK Komuccuu (Mmm
WHOe YIIOJTHOMOUEHHOe JIMII0), OCYIeCTB/sseT 0OCTy)KMBaHWe W HACTPONKY
nepudepuiinoro obopyzoBanuss MCII[JH. TexHuueckudid CrHeUaAJUCT TI0
o0c/y>kuBaHUIO He uMeeT pgoctyna K II/lH, He WMeeT TIOJIHOMOUMU [IJist
yTIpaB/IeHuUs MOACUCTeMaMu 00pabOTKY JAHHBIX U O€3011aCHOCTH.

TexHUUeCKUN CIeI[Ua/MCcT 10 OoOCTy)kKuBaHWIO 00/1afiaeT  CJeAyIOIUM
YPOBHEM [IOCTYTIa U 3HAHUM:

obmazaet yacThio MH(OPMAIIUK O CUCTEMHOM U TIPUKJIAZIHOM TIPOTPAMMHOM
obecrieuennu UCIT/IH;

obmaziaeT yacTbio MHGOPMAIMK O TEXHUUECKUX CPe/ICTBaX U KOH(PUryparuu
VICI1/Iy;



3HaeT, I10 MeHbIIIeH Mepe, OOHO JieraJjibHOe MM AOCTYIId.

6. TpeboBaHHsI K MepCOHA/TY 10 o0ecrneueHHI0 3aiuThI IT/1H

Bce corpygHuku Komuccum, sasnsroiquecs mnosb3oBarensamu  WCITIH,
[NO/DKHBI UYeTKO 3HaTb M CTPOrO BBIMOJIHATH YCTaHOBJIEHHbIE IIpaBU/la U
00513aHHOCTH TIO JOCTYIy K 3allfuiljaeMbiM 00BeKTaM U COOJIFOZIEHHIO TPUHSITOTO
pexxuma 6e3oracHocty T1/1H.

[Ipyu BCTyIIeHWH B [IO/DKHOCTH HOBOTO COTPYJHUKA OH JO/DKeH ObITb
03HAKOMJIeH C He0OXOIJUMBIMU ZIOKYMEHTaMH, perjiaMeHTUPYIOIIUMU TpeOoBaHUS
rmo 3amure II/JH, a Takke oOydyeHWe HaBbIKaM BBITIOJIHEHUs TIpOLIEAYP,
HeoOXOUMBIX /11 CAHKI[MOHHPOBAHHOTO HcTonb30BaHus MCIIH.

CoTpygHUK [0o/KeH ObITb 03HAaKOMJIEH CO CBeJleHUSIMU HacCTosIeil
[TomTUKH, IPUHATBIX TporieAyp paboTel ¢ snemenTamu UCIT/Jx u C3I1H.

Cotpyguuku  Komuccuy,  UMCHOJB3yHOIME  TeXHUYeCcKue  CpezcTBa
ayTeHTUUKALMK, [JO/DKHBI o0ecreurdBaTh COXPAHHOCTh HAEHTU(PUKATOPOB
(o/1eKTpOHHBIX KJTtouel) U He pomnyckate HC/I K HUM, a Tak ke BO3MO>KHOCTb MX
yTepu WIM  WUCIOJb30BaHWA TpeTbMMHU JuuaMu. Ilosb3oBatenn  HecyT
MepPCOHA/IbHYIO0 OTBETCTBEHHOCTh 38 COXPAHHOCTh UAEHTU(PUKATOPOB.

Cotpyguuku Komuccuu [JO/DKHBI C/1el0BaTh YCTaHOB/IEHHBIM IIpoLieypam
nojzep>kaHusi pexxuma Oe3omacHoctu II/JH mpu Bbibope U HCIOJB30BaHUU
napoJien (ec/iv He MCIOJIb3YHOTCS TEXHUUECKHe Cpe/iCTBAa ayTeHTU(HKALIN).

CotpyaHuku Komuccuu [o/DKHBI 00ecrieurBaTh Hajjlekalllyro 3alluTy
obopyznoBaHusi, ocTaB/isseMoro 6e3 mpUCMOTpa, 0COOEHHO B TeX C/TydasiX, KOrja B
TIOMellleHre UMEeIOT JOCTYIT [IOCTOPOHHMe JyivLja. Bee rosib3oBaTenu JO/KHBI 3HaTh
TpeboBaHusi 10 6Oe3omacHoctu [I/IH W TpouLeAypbl 3alUThl  000PYAOBaHUS,
OCTaBJIeHHOTO 0e3 MPUCMOTPA, a TaKXKe CBOM 00sI3aHHOCTHU 110 06ecrieueHnr0 TaKoki
3aLUTHI.

CoTpygHUKaMm 3ampelaeTcs yCTaHaB/AUBaThb [IOCTOPOHHee IIPOrpaMMHOe
obecrieueHue, TIOJK/IIOUATh JIMYHbIE MOOW/IbHBIE YCTPOWCTBA W HOCUTENU
MH(OpMaLMK, a TaK >Ke 3aMMChIBaTh HA HUX 3alliILaeMyt0 HH(OpMaLHIO.

CoTpyjHYKaMm 3arpelaeTcsd pasr/jamarh 3alliyllaeMyr0 HH(OpMaLuio,
KOTOpasi CTajla MM U3BeCcTHa Mpu paboTe ¢ WHGOOPMALMOHHBIMU CHCTEMaMH
Komuccuu, Tpetbum miam.

ITpu pabore ¢ ITx B UCITJH corpyanvku Komuccuu 06si3aHbl 06eCrieunTs
OTCYTCTBHE BO3MOXXHOCTU npocmoTtpa [I/1H TpeTbuMU smLiaMu ¢ MOHUTOPOB APM
W/IU TePMUHAJIOB.

[Tpu 3aBepiienun pabotsl ¢ UCII[IH coTpygHUKYU 00s13aHbI 3aUuTiTh APM
WM TePMHUHAJIBbI C TIOMOIIbI0 OJIOKMPOBKU K/TFOUOM UJTM SKBUBA/IEHTHOTO CPeZiCTBa
KOHTpOJIsSI, Harpyumep, AOCTYTIOM IO TAapoJio, eCIU He WCIOoNb3ylTcs Oosee
CUJIbHBIE Cpe/iCTBa 3aLLUThI.

Cotpygnuku Komuccuu #0/mKHBI ObITh TTPOMH(POPMUPOBaHEI 00 yrpo3ax



HapyllleHus pexkuma 6e3oracHoctu [1/JH ¥ OTBETCTBEHHOCTH 3a ero HapyllleHue.
OHU [0/DKHBI OBITH O3HAKOMJIEHBI C YTBEpP’KAEHHOM (opMabHOM MpoleAypoi
Has0)KeHUsl AUCLUIUIMHAPHBIX B3bICKAHWM HAa COTPYAHUKOB, KOTOPbIe HapYLUW/IU
TIPUHSITBIE TIOJIUTHKY U TIpoLieiyphl 6e3oracHocTu T1/1H.

CotpyaHuku 00si3aHbI 6e3 rpome/iieHust coobIiaTh 000 Bcex Hab/FOjaeMbIX
WM TI0JIO3pUTENbHBIX ciydasx pabotbl MICII/IH, MOTyIUMX TOB/IeYb 3a COOOM
yrpo3bl  6e3omacHocty [I/JH, a Takke O BbISIBJ€HHBIX WMU COOBITUSIX,
3aTparuBaroiix 6e3omacHocts [1/IH, pPYKOBOACTBY TmOApasfie/ieHus W JIULy,
OTBeYarlleMy 3a HeMe/[JIeHHOe pearrpoBaHre Ha yrpo3bl 6e3omnacHocty T1/1H.

JTo/IKHOCTHBIE 00513aHHOCTH noJib3oBaTeer UCITIH

HNomkHocTHBIe  0Osi3aHHOCTH — monb3oBatesielt  WCIIJH  omuvcaHbl B
C/IeIIOLIUX JOKYMEeHTax:

Nuctpykuums agmuauctparopa UCITIH;

WHCcTpyKuus agMuHuCcTpaTopa 6e3onacHoctu MCIT/IH;

WHcTpykuwms nionb3oBaresns UCI/IH;

VHCTpyKLMS TT0/1b30BaTe sl IPU BOSHUKHOBEHUM BHELUTATHBIX CUTYyaLuy;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBeTcTBUM cO cTaTheld 24 PefepanbHOrO 3akoHa PoccuicKoM
®epnepanuy ot 27 uronsg 2006 r. Ne 152-P3 «O mepcoHanbHBIX JaHHBIX» JIULI,
BUHOBHBbIE B HapyllleHHHd TpeboBaHWi AaHHOTO PeaepasbHOro 3aKOHA, HECYT
IPaKJAHCKYIO, YTOJIOBHYIO, aJAMUHUCTPATUBHYIO, JUCLUIUIMHADHYI0O W WHYIO
TpelyCMOTPEHHYHO 3aKOHO/IaTe/IbCTBOM Poccuiickon degepanuu
OTBETCTBEHHOCTb.

[HenicTByrolljee 3aKOHOJaTenbCTBO Poccuiickonn depepany TO3BOSIET
TIPeIbABIATE TPeOOBaHMS 110 oOecrieueHHi0 Ge3oracHoi pabOThI C 3aIUIIaeMOi
uHbopmalMeli W MpeJycMaTpUBaeT  OTBETCTBEHHOCTb 3a  HapylleHue
YCTAHOBJ/IEHHBIX MPaBW/I 3KCIlyaTalmu OBM U cuctem, HelpaBOMepHbIN IOCTYIT
K WHGbOpMAILMY, eC/Ti 3TH IeWCTBUS TIPUBE/IM K YHUUTOKEHWIO, 0JI0OKMPOBaHMIO,
MoavdUKaru WHMOPMAI[MH WK HapyllieHuio pabotel DBM umm ceteli (CcTaThH
272,273 u 274 YronoBHoro kKojekca Poccuiickou ®@enepanym).

Apvunuctpatop MCII[IH w  agMMHMCTpaTtop 0e30I1MacHOCTH  HeCyT
OTBETCTBEHHOCTh 3a BCe [IeMCTBUSI, COBEPIIIeHHbIe OT UMEHU UX yUeTHBIX 3aruceu
WM  CUCTEMHBIX  yueTHbIX  3alvcel, ecaM  He  J0Ka3aH  (akT
HeCaHKILIMOHUPOBAHHOT'O UCIO/Ib30BaHUS yUeTHBIX 3allUCeH.

[Ipy HapyuieHusix cotpygHukamud Komuccuum — mnosib3oBatensmu MCITOH
MpaBWI, CBsi3aHHBIX C Oe3omacHocTeio [I/IH, OHM HeCyT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYIO /IeMCTBYIOIIMM 3aKOHO/1aTe/IbCTBOM Poccuiickor Pefiepaliuu.



7. CINCOK HUCM0/Ib30BaHHBIX HCTOUHUKOB

OCHOBHBIMM HOPMAaTHWBHO-TIPAaBOBLIMU W MeTOJUUYECKUMU JIOKYMEHTaMU,
Ha KOTOpbIX Oa3upyeTcsi HacTosias [loMTHKa, SBISIOTCS:

®epepanbHbii 3akoH oT 27.07.2006 1. Ne 152-®3 «O mnepcoHanbHBIX
JAHHBIX», YCTAHAB/IMBAIOII[MH OCHOBHBIE MPUHIUITEI U YCI0BUsA 00pabotku I1/1H,
npaBa, 00s3aHHOCTH W OTBETCTBEHHOCTh YUYAaCTHWUKOB OTHOIIIEHHM, CBSI3aHHBIX
c obpaboTkoti [T/1H.

TpeboBaHusi K 3al[MTe TI€PCOHA/NBHBIX [JaHHBIX TIpU HX o00OpaboTke
B MH(OPMALMOHHBIX CHCTeMax TepPCOHA/bHBIX [JaHHBIX, YTBEDP’)K/[EHHbIE
noctaHoB/ieHrem [lpaButenbctBa Poccurickonn ®epepauuu ot 01.11.2012 .
Ne 1119.

[Tonoxkenne 00 0cOOEHHOCTSX 00pabOTKM TePCOHA/IbHBIX  /aHHBIX,
ocylilecTB/sieMo 6e3 HMCMOJb30BaHUSI CPe/ICTB aBTOMAaTH3allid, yTBepKAEeHHOe
noctaHoBsienvem [lpaButensctBa Poccurickon ®epepaumu ot 15.09.2008 .
Ne 687.

HopmaTtuBHO-MeTO/iuuecKue JOKYMeHTbI denepanbHOU CITY>KOBI
10 TeXHUUYECKOMY U SKCIePTHOMY KOHTpOJIt0 Poccuiickon Penepauuu (manee —
®CTDOK Poccumn) mo obecrieuennto 6e3omacHocty I1[IH mpu mx obpaboTke
B UCITOH:

Ba3oBass Mojienb yrpo3 0e30MMacHOCTH TIePCOHA/IbHBIX [aHHBIX TPH HX
06paboTke B MHMOOPMALMOHHBIX CUCTeMAax MepCOHA/TBLHBIX AaHHBIX, YTBEPKIeHHasT
3amectutesieM aupekropa ®CTOK Poccun 15.02.2008 r.

MeToauuecKMii  AOKYMEHT. MeTo/MKa OILeHKH yIrpo3 0Oe30macHOCTH
nHpopmanuu, yreepxxaeHHbli @CTIOK Poccun 05.02.2021 1.

[Mpukaz ®CTIK Poccum or 11.02.2013 Ne 17 «O6 yTBepkAeHUU
TpeboBaHwMii 0 3a1UTe HHMOOPMALIMH, HE COCTAB/ISIOIIUX TOCYJapCTBEHHYIO TalHY,
Cojlep>KalluXcsl B TOCYZIapCTBEHHBIX MH(MOPMAaIJMOHHBIX CUCTEMaXx».

IMpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O06 yrBepkaeHnn CocTtaBa
W COoZiep)KaHWsl OpraHW3al[MOHHBIX W TEeXHHUYeCKMX Mep TI0 00ecrieueHHIo
0e30MacHOCTH TIePCOHABHBLIX JAHHBIX TPH UX 00paboTKe B MHGMOPMAIIMOHHBIX
cucTeMax repCOoHa/bHbIX IaHHbIX».

[Tpuka3z PenmepanbHOM Cy>KObl Oe3omacHOCTH Poccmiickoit Pepepariyu
or 10.07.2014 Ne 378 «O6 yrBepxkaennn CocTaBa ¢ COJIeP>KAHHS
OpPraHM3allMOHHBIX W TEeXHWYeCKUX Mep TI0 obecrieueHuto 0e30MacHOCTH
MepCOHaNbHbIX [laHHBIX TMpPU HX 00paboTke B WHGOPMALMOHHBIX CHCTEMaxX
TepPCOHAJIbHBIX JAHHBIX C UCMO0J/Ib30BaHUEM CpeJICTB KPUMNTOrpauuecKou 3alluThl
WHbOpMaI[H, HeOOXOAUMBIX /ISl BBITIOJIHEHUSI YCTaHOBJIEHHbIX [IpaBHUTE/ILCTBOM
Poccutickoii ®epepariuy TpeOOBaHMM K 3allldTe TMepCOHANbHBIX [JaHHBIX IS
Ka)K/I0r0 U3 yPOBHEM 3alllUILleHHOCTU.

MeToauueckrie peKOMEeHZAIMKM T0 pa3paboTKe HOPMATHBHBLIX ITPAaBOBBIX
aKTOB, OTPEeJENSIOMUX  YIPo3bl  0e30MaCHOCTH  TMEePCOHANBHBIX  JJAaHHBIX,
aKTyalbHble TIpU 00pabOTKe TMepCcoHaNbHBIX [daHHBIX B WHGMOOPMAaIJMOHHBIX



cuCTeMax [epCOHANbHbBIX [IaHHBIX, 3KCIUIyaTUPYEMBIX TIPU OCYILeCTBIEHUU
COOTBETCTBYIOLLIMX BUJIOB [leITe/IbHOCTH, YTBeP)KAeHHble pyKOBOACTBOM 8 LleHTpa
@®CB Poccun 31.03.2015 Ne 149/7/2/6-432.



