HEJBIMCKAS TOCEJIKOBAS
TEPPUTOPUAJIBHAS N3BUPATEJIBHAA KOMUCCHUA

PEINIEHHUE

15 mapra 2025 r. Ne 2/13

. [lenpim

00 yTBep:KIeHuN JOKYMEHTOB 00 MH(OPMALIMOHHOK 0e30IaCHOCTH
B IlesibIMCKOI MOCEIKOBOMH TEPPUTOPHAJIBLHON M30MPaTEIbHOI KOMUCCUH

B nensax peanmuzanuu denepansHoro 3axkona ot 27 utoss 2006 r. Ne 152-
®3 «O nepcoHaldbHBIX JTaHHBIX», MocTaHoBieHUM I[IpaButensctBa Poccuiickoit
@®enepanun ot 21 maprta 2012 1. Ne 211 «OO6 yTBepX ACHUM TMEpEUHS MeED,
HaIlpaBJIEHHBIX Ha 00ECTICYCHUE BBHITIOJIHEHUS O00S3aHHOCTEH, MPETyCMOTPEHHBIX
@enepanbHbiM  3aKOHOM «O  TEpCOHANBHBIX JAHHBIX» W NPUHATBIMA B
COOTBETCTBUM C HHM HOPMAaTUBHBIMU TIPABOBBIMU AaKTaMH, OIEPaTOpPaMH,
SABJISIIOLMMUCS. TOCYJIapCTBEHHBIMU WJIM MYHHIUIIAJBbHBIMA OpraHamMu» u oT 1
HOsIOpst 2012 1. Ne 1119 «O6 yTBepkJIeHHH TPeOOBAHUN K 3aIUTE MEePCOHATBHBIX
JAHHBIX TIpU WX 00paboTke B HMHGOPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX
JAHHBIX», HAa OCHOBAaHUM aKTa [0 ONPEAEIICHUI0 YPOBHS 3allUIIEHHOCTH
NEPCOHATIBHBIX JAHHBIX B HH(POPMAIMOHHON CHCTEME IEePCOHAIBHBIX JTaHHBIX
[lenpIMCKOM  TOCENKOBOW  TEPPUTOPHATBHOW  W30MpaTeNbHOW  KOMHUCCHH,
[lenpiMcKkasi ~ MOCENTKOBOM  TeppUTOpUanbHAs  M30UpaTenbHas  KOMUCCHS
pemuga:

1. VrBepauTh:

1) CoctaB mep 3amutbl HHGOpMamHMH I WHPOPMAITMOHHOW CHUCTEMBI
nepcoHabHbIX  JgaHHBIX  «O6mas  UMCI[[Iu»  IlenpiMckoil  MOCENKOBOM
TEPPUTOPHATIEHON M30UpaTenbHON KoMuccuu (mpritoskenne Ne 1);

2) llonutuky  wHpOpMANMOHHOW  Oe3omacHocTH  Tpw  pabote ¢
MEPCOHAIIBHBIMUA  JTaHHBIMA B [IeJIBIMCKOM TMOCENKOBOW  TEPPUTOPHUATBHOU

n30uparenbHON Komuccuu (npusoxenue Ne 2);



3) UHCTpYKIIUIO O MOPSAKE PE3ePBHOTO KOMHMPOBAHUS W BOCCTAHOBIICHUS
uH(popMau B HHOOPMAIMOHHBIX CUCTEMAaX NEPCOHANBHBIX AaHHBIX llenbiMckoin
MOCEJIKOBOW TEPPUTOPHAIBHON N30HUpaTeNbHOM KoMHuccut (rpuinoxenue Ne 3).

4) UHCTpyKIMIO O TOpsSake yd€Ta, XpaHCHHS MAIIMHHBIX HOCHTEJICH
MEPCOHAIIBHBIX  JTaHHBIX B  lIeTbIMCKOM  MOCENKOBOW  TEPPUTOPHUATIBHOMU
n30upareabHON KoMuccun (mpuiiokenue Ne 4).

5) Mogenb yrpo3 U HapyliuTels 0€30IMacHOCTH NMEPCOHABHBIX JaHHBIX MPH
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEePCOHANbHBIX TaHHbIX [lenpiMcKoi
MOCEJIKOBOM TEPPUTOPHUATIBHON N30upaTenbHOM KoMuccun (mpusioskenue Ne 5).

2. lIpencenaremnto [TenbimMckoun ITOCEIKOBOM TEPPUTOPHUAIIBHOU
n30MpaTeibHON KOMHCCHM O3HAaKOMHUThH BCEX WICHOB IlenbIMCKON MOCEIKOBOM
TEPPUTOPUATIBHON N30MPATEIbHON KOMUCCHH C JAHHBIM PEIIEHUEM 0] POCITHUCH.

3. KoHTponb 3a HCHNONHEHHEM HACTOSIIErO pPEHICHUs BO3JIOXKUTh Ha

npencenarens Komuccnun T.U. [IpamkoBy.

[Ipencenarens
[TenbIMCKOM OCETKOBOM T.U. UlpamkoBa
TEPPUTOPUATIBHON M30UpATEIHHOM
KOMHCCHUU

Cexkpertapb
[TenbIMCKOM MOCENKOBOM O.B. Kpynuna
TEPPUTOPUATIEHON M30UpaTEIHbHOM
KOMHCCHUU



[Ipunoxenne Nel
YTBEPXJEH
pewenueM llenpIMCKON OCETKOBOM
TEPPUTOPUATIBHON U30UpPATEIHHOM
KOMUCCUH
ot 15.03.2025 r. Ne 2/13

CocTaB Mep 321U ThI HHPOPMALUHT
JJIs1 HH(POPMALMOHHOM CHCTEMbI MEPCOHAJBHBIX JAHHBIX
«Oomas UCIIIn»
IeabIMCKOI MOCETKOBOM TEPPUTOPUATIBLHON M30MPaTeIbHON KOMHUCCHMN

O0mme mos10KeHUst

Hacrosmuii J1OKyMEHT ompeaessieT COCTaB Mep 3aluThl WHOpMamuu s
WH()OPMAIIMOHHONW CHCTEMBbI TEepCOHANBbHBIX AaHHbIX «O6mas WCII[de» (manee —
NCTIIn) [TeapiMcKo#l MOCETKOBOM TEPPUTOPHUATIEHON N30MpaTEIbHON KOMUCCHUU.

Cocrap mep 3amutbl uHbpopmanuu st MCIIn IlenbiMckoil  mocenkoBoOi
TEPPUTOPUATIBHON M30MpaTeIbHOW KOMHUCCHHM pa3palOoTaH B COOTBETCTBHH C MPUKA30M
OCTOK Poccum ot 18.02.2013 1. No 21 «O6 yrBepxkaenuu CocTtaBa M COJEpKaHUS
OpraHU3alMOHHBIX M TEXHUYECKHX MEp Mo olOecreueHnto 6e30MacHOCTH MePCOHATBHBIX
JAHHBIX TP UX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX NEPCOHATBHBIX JaHHBIX).

[Ipu dopmupoBaHuM cocTaBa Mep 3alUThl HHPOPMALUUA HCIOIH30BAIUCH
CBeJICHHs, cOoOpaHHBIE B XoJi¢ 00ciemaoBaHus WHOOpPMaMOHHOW cucTteMbl «OO01mas
NCIIda» IlenbIMCKOM TIOCENKOBOW TEPPUTOPUATIBLHON H30MpATEIbHOM KOMHCCHH,
Mopens yrpo3 U HapymuTels 0€301acHOCTH MePCOHATBHBIX JAHHBIX IIPH UX 00paboTKe B
WHOOPMAIIMOHHBIX CHUCTEMaX IEePCOHAJIBHBIX JaHHBIX [leIbIMCKOM  MOCENKOBOM
TEPPUTOPUATIEHON M30MpaTETHbHOM KOMUCCHH, AKT OIpe/IeNIeHNs YPOBHS 3aIUIIIEHHOCTH
MEPCOHANBHBIX JAaHHBIX MPU UX 00paboTKe B MHGOPMAIIMOHHON CHCTEME MEePCOHATBHBIX
naHHbix «O6mas UCIIIn» [lenpiMCcKoil TOCENKOBOW TEPPUTOPUATBLHON M30MpaTebHON
KOMHCCHHU.

Br10op Mep 3auThHl HHPOPMALMH
Omnpenenenue 6a30B0ro Hadopa Mep 3alIUMTHI HHGOPMALUH

B cootBeTcTBUM C AKTOM ONpPEAEICHUS] YPOBHS 3aLIUIIEHHOCTH MEPCOHATBHBIX
JAaHHBIX TpU WX 00paboTKe B WHGOPMAIMOHHON CHCTEME IEePCOHAIBHBIX JTaHHBIX
«O6mass UCII[In» IlenbiMCKON TOCETKOBOM TEPPUTOPHUATBLHON HM30MpaTeIbHOMN
KoMuccuu 0a30BbId HAOOP Mep 3amuThl HHGopMaruu st M30upaTenbHO KOMUCCUU
CBepasioBCKO#l 00JIaCTH COOTBETCTBYET TPEThEMY YPOBHIO 3alIUIIEHHOCTU. ba3oBbiii
Ha0op Mep 3auThl HHGOpPMaLlUU MpUBeaeH B Tabiune 1.



Tabmuua 1 — bazosiit Habop mep 31

YciaoBHoe Coaep:xkanue mep
o0o3HaUeHME 1o odecnevyeHn0 0e30nacHOCTH MHGOPMAaLUK
Mepbl
NAD Nnentudpukanus u ayreHTugukanus cydbeKToB 10CTYNa U 00bEeKTOB
nocryna (MAD)

NAD.1 WNnentudukanyst u ayreHTH(PHUKAIHUS TOJIB30BATENCH, SIBISIONIMXCS PaOOTHUKAMHU
omeparopa

NAD.3 VYnpaBieHne WACHTH(PHKATOpaMH, B TOM YHCJIE CO3JaHUE, IPUCBOCHUE,
YHUUYTOKEHHE UIEHTU(UKATOPOB

NAD.4 VYnopasiieHue cpencTBaMH ayTeHTU(UKAalMM, B TOM YHCJIE XpaHEHHE, Bblaua,
MHULMAIU3alus, OJIOKMPOBAHUE CPEICTB ayTeHTU(UKAMU U TPUHATHE MEp B
cilydae yTpaThl ¥ (W) KOMIPOMETAIMU CPEJICTB ayTeHTUPUKAIIUN

NAD.5 3amuTa 00paTHO CBSI3U MPU BBOJE ayTeHTU(DUKAIIMOHHON HHPOpMAIK

NAD.6 Wnentuduxamms u  ayreHTUuUKanus  MOJb30BaTeNiel, HE  SBISIOLIUXCS
paboTHUKaMH oTiepaTopa (BHEITHUX MOJIh30BaTEIIEH )

YIIJ YupasiieHue 10CTYNoOM cy0ObeKTOB J0cTyna K odbekraMm nocryna (YIII)

VIII.1 VYmpasnenue (3aBeneHue, akTUBAIMs, OJOKHPOBAHUE M YHHUYTOXKEHHE) YUCTHBIMH
3alUCSIMH I0JI30BATENEHM, B TOM YUCIIE BHEIIHUX MOJIb30BaTENEH

VIIA.2 Peanuzarust HEOOXOUMBIX METOJOB (AMCKPEIIMOHHBIM, MaH/IATHBIN, POJICBON WIIH
WHOW METOM), TUIOB (YTCHHE, 3allUCh, BBHIIOJIHCHHWE WJIM WHOW THIT) W TPABHII
pasrpaHuyeHus JocTyna

VIIJ.3 VYnpasnenue (bunpTparus, MapuIpyTu3aius, KOHTPOJIb COCAMHEHUM,
OJIHOHAMpaBlIeHHAsl Mepeaaya U MHbIe CIOCOObl yIpaBieHus) HHPOPMAIIHOHHBIMU
MOTOKAMU MEXKIY YCTPOWCTBaMH, CerMeHTaMM HWH(GOPMAIMOHHON CHUCTEMBI, a
TaKXKe MEX]1y HH(OOPMAIIMOHHBIMHU CHUCTEMaMHU

VIIJ1.4 Paznenenne mosiHOMOUMiA (poJiel) MMOJB30BaTENCH, AAMUHUCTPATOPOB U JIHII,
obecrneunBaromuXx GyHKIMOHUPOBaHUE HHPOPMAITMOHHOMN CHUCTEMBI

VIS5 Ha3znauenne MHMHMMaabHO HEOOXOJMMBIX IMpaB M MPHUBWIETHIl IOJIB30BATEISM,
aJMUHUCTpaTOpaM u  JMmam, obecreynBaroIuM (byHKIIMOHUPOBaHKE
UH(GOPMAIMOHHON CUCTEMBI

VII/.6 OrpannyeHre HEYCHEIIHbIX TMOMBITOK BXOJa B HH(YOPMAIMOHHYIO CHCTEMY
(moctyna x HHGOPMALIMOHHON CHCTEME)

VIIA.10 brnokupoBanue ceaHca Joctyna B MH(QOPMAIMOHHYIO  CHCTEMY  IOCIE
YCTaHOBJIEHHOTO BpeMeHHU Oe3/1elicTBUs (HEaKTUBHOCTH) MOJIb30BATENS WK 10 €ro
3amnpocy

VIII.11 Pazpemenne  (3amper) — AeWicTBHMII  TMOJB30BaTeNel,  pa3pellIeHHBIX 10
UICHTU(PHUKAIIUY U ayTeHTU QUK

VIIA.13 Peanuzanus 3aliuieHHOT0 yJaJeHHOTO JOCTyna CyObeKTOB JOCTyna K 0ObeKTam

AOCTYIIa 4€PE3 BHCIIHUC I/IH(I)OpMaI_[I/IOHHO-TCJ'ICKOMMYHI/IKaI_II/IOHHLIe CCTHU




YcaoBHoe Coaepixkanue mep
o0o3HaUeHMe 1o odecnevyeHn0 0e30nMacHOCTH MHGOPMAaLUT
Mepbl
VII/.14 PermameHTanuss ¥ KOHTPOJb WCHOJB30BaHHWS B WH(DOPMAIMOHHOW CHUCTEME
TEXHOJIOTUH OECTIPOBOAHOTO JIOCTYIA
VIIA.15 Pernmamenrtanusi W KOHTPOJIb WCHOJB30BaHUS B HWH(POPMALMOHHOW CHCTEME
MOOUJIBHBIX TEXHUUECKUX CPECTB
VIIA.16 VYnpaBieHue B3aUMOICHCTBHEM C HH(MOPMAIMOHHBIMH CHUCTEMaMH CTOPOHHHX
opraHu3ainuil (BHeIIHe UH()OPMALIMOHHBIE CUCTEMBI)
3HU 3amuTa MAaIIMHHBIX HOCHTEJIel MepcoHaNbHbIX JaHHbIX (3HU)
3HU.8 VYHuuroxxenue (cTupaHue) wWiIM 0O0e3IWYMBaHHE MEPCOHAIBHBIX JAaHHBIX Ha
MalIMHHBIX HOCUTENIIX IPU UX Mepeaadye MeXIy I0JIb30BAaTEIsIMU, B CTOPOHHUE
OpraHM3alK JUIsl PEMOHTA WIM YTHWIM3AIlMH, a TaKKe KOHTPOJIb YHUUYTOXKEHUS
(cTupanus) win 006e3TMIUBaAHUS
PCb Perucrpanus coobiTuii 6e3onacuoctu (PCh)
PCB.1 Omnpenenenre coObITHII 0€30MaCHOCTH, MOJUIEKAIIUX PErHCTpalii, U CPOKOB MX
XpaHEHUS
PCB.2 Onpenenenue coctaBa M cojepKaHus WHOOPMAIUU O COOBITHSAX O€30MaCHOCTH,
MOAJIeKAIUX PETUCTPALUH
PCB.3 Coop, 3anuce ¥ xpaHeHHue HHPOPMAIMH O COOBITHUSAX OE30MaCHOCTH B TEUYCHHE
YCTaHOBJICHHOTO BPEMEHH XPaHEHUS
PCB.7 3amuTa nHGOPMAIUK O COOBITUAX 0€30MaCHOCTH
AB3 AHnTHBHpPYCcHas 3amuTa (AB3)
AB3.1 Peanu3zanus aHTUBUPYCHOM 3aIIUTHI
AB3.2 OOG6HoBeHUE 0a3bl JAHHBIX MPU3HAKOB BPEJOHOCHBIX KOMITBIOTEPHBIX MPOrPaMM
(BUpYyCOB)
AH3 KonTtpous (ananu3) 3ammmenHocT uHGopmanun (AH3)
AH3.1 BoisiBnenue, aHanu3 ysa3BUMOCTEH HH(POPMAIIMOHHON CHUCTEMBI U OINEPATUBHOE
yCTpaHEeHHE BHOBbD BBISBIICHHBIX YSI3BUMOCTEH
AH3.2 KoHTponep ycTaHOBKM OOHOBJIEHHH MPOrpaMMHOTIO OOecledyeHus, BKIIOYas
0OHOBJIEHHE TPOTPAMMHOTO 00€CTIeUeHHsI CPEJICTB 3aLUThI HH(OPMAIH
AH3.3 KonTpones paboTocnocoOHOCTH, MapaMeTpoB HACTPOMKM M  NPaBUIBHOCTU
(yHKIMOHUPOBAHHUS IPOTPAMMHOI0 00ECIIEYeHHS U CPEJICTB 3aIUThI HHPOPMALIUU
AH3.4 KoHTposib cocTaBa TEXHMUECKUX CPEACTB, MPOrPAMMHOTO 00ECIIEYeHHs U CPENICTB

3alIUThl UHQOpMAIU




YcioBHOE
o003HaAYeHME

Mepbl

Conepxxanue mep
1o odecnevyeHn0 0e30nMacHOCTH MHGOPMAaLUT

3CB

3amura cpeansl Bupryagauzanuu (3CB)

3CB.1

WNnentudukanms u ayreHTU(UKAUS CYOBEKTOB JOCTyNa M OOBEKTOB JIOCTyNa B
BUPTYyaIbHOH HWHQPACTPYKType, B TOM YHCIE aJMHHHUCTPATOPOB YIIPABICHUS
CpeACTBaMU BUPTYAIN3aLUN

3CB.2

VYnpaiieHue 10CTYoOM CyOBEKTOB JOCTyNa K 00bEKTaM JO0CTyIlla B BUPTYaJbHOU
HH()pPacTpyKType, B TOM YKCJI€ BHYTPHU BUPTYaIbHBIX MaIIUH

3CB.3

Peructparnus coOpITH 6€30MTACHOCTH B BUPTYaIbHON HHAPACTPYKTYpE

3CB.9

Peamm3anmss w  ynpaBiieHME  aHTUBHPYCHOW  3aIlMTOM B BUPTYaJIbHOM
nH(ppacTpyKType

3CB.10

Pa3Ouenue BuUpTyanbHOW HHPPACTPYKTyphl Ha CETMEHTHI (CErMEHTHpPOBaHHE
BUPTYallbHOW HWHQPACTPyKTYypbl) Ul OOpaOOTKM MEPCOHANbHBIX JAHHBIX
OT/ICJTLHBIM TI0JIB30BaTEIEM | (UJTH) TPYIIIION MOJTh30BaATEICH

3TC

3ammrTa Trexunyeckux cpeacts (3TC)

3TC.3

KouTtpons u ympaBieHue (u3MUECKUM JOCTYIIOM K TEXHHYECKHUM CpPEICTBaM,
cpencTBam 3amuThl HHQOpMaIu, cpeacTBaM obecrieueHus (PyHKIIMOHUPOBAHUS, a
TaKKe B TIOMEIIECHUS M COOPY)KEHUSI, B KOTOPBIX OHU YCTAHOBIICHBI, HCKITIOYAOIITHE
HECAHKITMOHUPOBAHHBIA  (U3MYECKHH  JOCTYm K  CpeAcTBaM  00paboTKH
nHpOpMaIIUK, CpPEACTBAM 3alIUThl HHPOPMAIMM UM CPEACTBAM OOCCIICUCHHS
(YHKIMOHUPOBAHUST MHPOPMAIMOHHOM CHCTEMBI, B TIOMEIICHUSI U COOPY)KCHUS, B
KOTOPBIX OHH YCTAHOBJICHBI

3TC.4

Pa3memnienue yctpoiicTB BbIBoAa (0TOOpaskeHus1) MH(GOPMALIMU, UCKIIOYAIOIIee ee
HECaHKIIMOHUPOBAHHBIN IPOCMOTP

3UC

3amura uHGOPMALMOHHOM CHCTEMBbI, €€ CPeCTB, CUCTEM CBSI3H M IMepeaadyu
panabix (3UC)

31C.3

ObecrieyeHre 3allUThl MEPCOHATBHBIX JAHHBIX OT PACKPBITUS, MOIUPUKAIUU H
HaBs3bIBaHUA (BBOJA JIOKHOM HH(opManuu) mpu ee mepepaye (MOATOTOBKE K
nepegade) Mo KaHajgaMm CBSI3M, UMEIOUIUM BBIXOJ 3a Mpeaeibl KOHTPOJIUPYEMOM
30HBI, B TOM YHUCJI€ OECIPOBOIHBIM KaHallaM CBSI3H

31C.20

3aH_[I/ITa 6eCHpOBOI[HI>IX COCHHHCHHﬁ, IMPUMCHSCMBIX B HH(I)OpMaHHOHHOﬁ CHUCTEMC

YK®

YnpasJienue KoHpurypanue HHPOPMAIMOHHON CHCTEMbI U CHCTEMbI
3alMTHI NEePCOHAIBHBIX JaHHBIX (YK®)

YK®.1

Onpez[eneHI/Ie JinL, KOTOPBIM pPa3pClICHLL JIECTBHUS I1I0 BHECEHHIO M3MECHECHHN B
KOH(I)I/Il"ypaI_II/IIO HH(I)OpMaHHOHHOﬁ CUCTCMbI U CHUCTCMBbI 3alllUTbl NMEPCOHAIIBHBIX
JaHHBIX

YK®.2

praBHCHI/IC N3MCHCHHUAMU I(OH(I)I/Il"ypaI_II/II/I PIH(pOpMElL[PIOHHOfI CHUCTEMBI U CUCTCMBI
3aIlIUTHI HICPCOHAJIIbHBIX JaHHBIX




YcaoBHoe Coaepixkanue mep
o0o3HaUeHMe 1o odecnevyeHn0 0e30nMacHOCTH MHGOPMAaLUT
Mepbl
YK®.3 AHanu3 NOTEHIINAIBLHOTO BO3/ICHCTBHS IUIAHUPYEMbIX U3MEHEHUI B KOH(UTYpaIiH
UHPOPMALIMOHHON CHUCTEMBI M CHCTEMBI 3alllUTHl TEPCOHAIBHBIX IAHHBIX Ha
ofOecrieyeHUe 3allMThl NMEPCOHAIbHBIX JAHHBIX U COIJIACOBAaHUE W3MEHEHUH B
KOHQHUrypanun  WHPOPMAIMOHHOM  CHCTEMBI €  JOJDKHOCTHBIM  JIMIIOM
(pabOTHUKOM), OTBETCTBEHHBIM 3a oOecrieueHue O€30MacHOCTH MEPCOHAIBHBIX
JTAHHBIX
YKo .4 JlokymeHnTupoBanue uHGoOpMaluu (JaHHBIX) 00 M3MEHEHHUSX B KOH(pUrypauuu

I/IH(l)OpMaIII/IOHHOI\/’I CHUCTCMbI U CUCTEMBI 3allIMTHI IICPCOHAIbHBIX JaHHBIX

Apanranus 0a30Boro Habopa Mep 3aIMTHI HHPOPMALUHA
C ydyeToM cBeZieHUH O CTPYKTYpHO-(PyHKUHOHANBHBIX Xapaktepuctukax UCIIIH,

NPUMEHSEMbIX HH(POPMAIIMOHHBIX TEXHOJOTUAX, OCOOCHHOCTSIX (YHKIIMOHUPOBAHUS
MH(GOPMAIIMOHHON CUCTEMBI aJanTalys MnpejcTaBieHHoro B Tabnuue 1 6a3oBoro Habopa
Mep 3amuThl HHPOPMAITUU TPEOYETCs B OTHOIIEHUU Mep, IEPEYNCICHHBIX B Ta0IHIIE 2.

Tabnuma 2 — [lepeuens Mep 3amuThl HHGOPMALIKH, 1JI KOTOPBIX TpeOyeTcs afanTaius

YcaoBHoe Copnep:xanue mep IIpuyuHBI U CIOCO0 aganTalUl
0003HaYeHHUE 1o odecnevyeHU 0 0€30NMaACHOCTH 3alIUTHBIX Mep (3aMeHa,
Mephbl uHpopmanumn HCKJIIOYeHue, MOAU(PUKAIMS)
NAD.6 Nnentnduxanus u ayreHTu(ukanusa | 3ammTHAsS ~Mepa  JODKHA  OBITh
M0JIb30BATENEH, HE SBJISIIOLIMXCS | HCKJIFOYEHA, TAaK KAaK  BHEIIHHE
paboTHUKaMHU omeparopa (BHEIIHUX | TIOJIb30BATENM HE MMEIOT JIOCTyNa B
MOJIb30BaTeNeH) NCTI I
VIIA.13 Peamuzanus 3aIUIIEHHOTO yIaJeHHOTO | 3alllUTHAass Mepa JIOJDKHA  OBITh
nocTyna CcyOBeKTOB JocTyma K oObekTaMm | uckioueHa, Ttak kak B WCIIIH He
JOCTyla 4Yepe3 BHEUIHHE HH()OPMAIMOHHO- | UCHOJIB3YIOTCS TEXHOJOTHUU JOCTYyIa
TEJIEKOMMYHUKALIMOHHBIE CETU yepe3 BHEIIHHWE HH(POPMAIIOHHO-
TEJIEKOMMY- HUKALIMOHHBIE CETH.
VIII.14 PernamenTanust 1 KOHTPOJIb UCIIOJIH30BAaHUS B | 3allMTHAs Mepa  JO/DKHA  OBITh
nHQOPMALIMOHHOW  CHUCTeMe  TexHoJiorui | uckirouena, tak kak B MCIIH He
0€ecIpOBOIHOTO JTOCTYIIA. UCIIOJIb3YIOTCS TEXHOJIOTHH
0ecrpoBOIHOTO TOCTYTIA.
VIIA.15 PernamenTanus 1 KOHTPOJIb UCIIOJIB30BaHUS B | 3alIUMTHAss Mepa  JOJDKHA  OBITh
nHQOpMallMOHHOW  cucTeMe  MOOWIBHBIX | HCKItoueHa, Tak kak B MCIIH He
TEXHUYECKUX CPEJCTB. UCIIOJb3YIOTCS MOOUITEHBIE
TEXHUYECKUE CPEACTBA.
3CB.1 Wnentunduxanms u ayreHTUUKaMs | 3alMTHAs  Mepa  JOJDKHA  OBbITh
CyOBEKTOB JOCTyHna M OOBEKTOB JOocCTyma B | MCKirodeHa, Tak kak B WCIIIH He
BUPTYaIbHOU HH(PPACTPYKTYypE, B TOM HYHUCIE | UCTIOIB3YIOTCS TEXHOJIOTHH
aMUHUCTPATOPOB YIPABIEHUS CPEACTBAMHU | BUPTYyaJU3alNH.
BUPTYyaJIU3aIuU
3CB.2 VYnpaBieHue IO0CTyoM CyObEKTOB JOCTyna K | 3aliMTHas Mepa  JOJDKHA  OBIThH
o0BeKTaM JOCTyIIa B BUpTyalbHOU | UckitoueHa, Tak kak B MCII/IH He
uHppacTpyKType, B TOM YHCIE€ BHYTPH | UCTIOJIB3YIOTCS TEXHOJIOTHH
BUPTYaAJIbHBIX MaIINH BHUPTYaJU3aliH.




YciaoBHoe Coaepixkanue mep IIpu4ynHbI ¥ cniocod aganTanun
o0o3HaUeHMe 1o odecnevyeHn0 0e30MaACHOCTH 3alIMTHBIX Mep (3aMeHa,
Mepbl HH(popManun HCKJII0YeHue, MoAupukanms)
3CB.3 Perucrpaumss  coObiTHii  Oe3omacHOoCcTHM B | 3amMTHAs  Mepa  JODKHA — OBIThH
BUPTYalIbHOU HHDPACTPYKTYpe uckimtoyeHa, tak kak B MCII[u He
UCIIOJIb3YIOTCS TEXHOJIOTUU
BUPTYyaJIU3aI1H.
3CB.9 Peanmu3anuss w ympaBieHHWe aHTUBUPYCHOH | 3ammTHas Mepa  JODKHA  OBITH
3alUTON B BUPTYalbHOU HH(PACTPYKTYpe uckimtoueHa, tak kak B MCII[u He
UCIIOJIb3YIOTCS TEXHOJIOTUHU
BUPTYaJIN3AIUH.
3CB.10 Pa30Ouenue BupTyanbHON MHQPACTPYKTYphbl Ha | 3alluTHAs Mepa JOJDKHA  OBbITh
CEerMEHThl (CErMEHTUPOBAaHUE BHUPTyalbHOH | UCKItoueHa, Tak kak B MCIIJIH He
UHPPACTPYKTYPHI) JUISt 00pabOTKH | UCTIOIB3YIOTCS TEXHOJIOTHH
MIEPCOHAIBHBIX JAHHBIX OTJEJIbHBIM | BUPTYaJIU3alUH.
I10JIb30BATEIIEM u (nm) rpynIon
IIOJIb30BATEIEH
31C.20 3amuTa 0ecTpOBOTHBIX coeHEHWH, | 3amuTHAs Mepa JODKHA  OBITh
MIPUMEHSIEMbBIX B HHPOPMAIIMOHHOM cucTtemMe uckimoueHa, tak kak B MCIIJIH He
UCIIOJIb3YIOTCS TE€XHOJIOTUHI
OECTIPOBOTHOTO JOCTYIIA.

YTouHeHHe aIaNTHPOBAHHOI0 0230BOr0 Ha00pa Mep 3alUThI HHPOPMAUT
C yuerom cBeneHudt Mogenu yrpo3 0€30MacHOCTH TMEPCOHANBHBIX JaHHBIX,

obpabareiBaembix B MCII/IH,

JOJDKHBI TIPHUMCHATBCSA  MCPbI

I10 HCﬁTpaHHSaHHH

aKTyaJIbHBIX YIpo3 Oe3zonacHocTH. [lepeyeHs Mep 1o HEWTpanu3aluu akTyalbHBIX YIpo3

0€301acHOCTH MpeJICTaBIeH B Tabnuiie 3

Tabmuma 3 — I[lepeueHs Mep MO0 HEUTPATM3ALHMU AKTYAIBHBIX YTPO3 OE301aCHOCTH

Ne HaumeHOoBaHUE aKTYaJbHOM YIPO3bI Mepbl 32Tl HHGOPMAUH IS
n/n HEHTPAJTU3ANUMN AKTYAJIbHON YIPO3bl
1 Yrposza KCTIOJIb30BAHUS MexanusmoB | YII[1.4 Pazgenenue momHOMOYMET  (poJsieid)
aBTOPU3ALIMHU IS TOBBIIICHUS PUBUIIETUN MOJIb30BaTENICH, aJMUHUCTPATOPOB H  JIHII,
obecreynBaronmx (YHKIIMOHUPOBAHUE

WH()OPMAITMOHHOM CHCTEMBI.
VIIJI.5 Ha3znaueHne MUHUMAIIBHO HEOOXOIMMBIX

npas u PUBUJIET UL M0JIb30BATENAM,
aJMUHHCTpATOpaM U JIMLaM, 00eCreYrBaIONIIM
(bYHKIIMOHUPOBAaHUE MH(POPMAIIMOHHO I
CUCTEMBI.
2 VYrpo3sl HecaHKIMOHUpoBaHHOro noctyna K | YII/JI.17 OOecneueHne m0BEpEeHHOW 3arpy3ku
BIOS CPE/ICTB BBIYUCINUTEIbHON TEXHUKHU
3 VYrpossl, peanuzyemble nocne 3arpy3ku OC, | VII[A.4 Pasnenenue momHomouuit  (poiieit)
HAaIpPaBJICHHbIC Ha YHUUYTOXKEHHUE, | [I0Jb30BATENEH, aJMUHUCTPATOPOB U  JIULI,
KOIIUPOBAaHUE, IMEpEeMeIleHne, HUCKaKEeHUE | 00ecreunBaronuX (yHKIMOHUPOBAaHUE
JTAHHBIX UH(POPMALIMOHHON CUCTEMBI.

VIIJI.5 Ha3znauenre MUHUMAaIbHO HEOOXOIUMBIX
npas u MIPUBUIIETU I MOJIb30BATEIISIM,
aJMUHHICTpPATOpaM U JMIaM, 00eCIeYrBaIONIIM




(byHKIIMOHUPOBAaHUE MH(POPMALIMOHHO

CHUCTCMBI.

YTrpo3sl MoAH(UKALIUU HACTPOCK

VIIA.4 Pasgenenue mnosiHOMOuYMid  (posieid)
[I0JIb30BATENECH, AAMUHUCTPATOPOB W JIULL,
obecreyrBaronnx (yHKIMOHHPOBAHUE
UH(POPMALIMOHHON CUCTEMBI.

VIIJI.5 Haznauenne MUHUMAIIBHO HEOOXOMMBIX
npaB U NPUBUIIETUI I10JIb30BATENISAM,
aMMHHMCTpATOpaM U JIMLaM, 00ecleynBaIOLIUM
(GyHKIIMOHUPOBAaHUE MH(POPMAIIMOHHOM
CUCTEMBI.

AH3.2  Koutpoib
MIPOrPAMMHOTO obecrieueHusl,
OOHOBJIEHHE  IPOrPaMMHOTO
CPEJICTB 3alIUThl HH(OPMAIUH.

OOHOBIICHUH
BKJIHO4Yas
o0OecrieueHus

YCTaHOBKHU

VYrpo3sl BHepeHust BpegoHocHoro [10

AB3.1 Peanu3zanusi aHTUBUPYCHOM 3aILUTHI.
AB3.2 OOHoBieHue 06a3bl JaHHBIX HPU3HAKOB
BPEIIOHOCHBIX KOMITBIOTEPHBIX porpamMm

(BUpYyCOB).

VYrpo3sa BO3MOKHOCTH OCYIIECTBIICHUS
HApYIIUTEIEM ACCTPYKTUBHOTO BO3/IEUCTBUSA
Ha CUCTEMY mMyTeéM SKCILTyaTaluu
YS3BUMOCTEH IPOrpaMMHOI0 oOecredeHus

OOHOBIICHUI
BKJIO4Yas
o0ecrieueHus

AH3.2 Koutpomns
IPOTPAMMHOTO
OOHOBJICHHUE
cpencts 3U.

YCTaHOBKU
obOecrieueHus,
IIPOrpaMMHOTI0

Yrpo3sl pummHra

AB3.1 Peanuzanus aHTUBUPYCHOM 3aIlIUTHI.
AB3.2 OGHoBneHue 0a3pl JAaHHBIX MPU3HAKOB
BPEJIOHOCHBIX KOMITHIOTEPHBIX porpamm

(BUpYCOB).

VYrpo3a moctyma K 3amuiiaeMbeiM daiiam ¢
HCIIOJIb30BAHUEM 00XOTHOTO IyTH

NA®.3 Vnpasnenne uaeHTHGUKATOPAMHU, B TOM
YyHuclie CO3JaHHe, TMPUCBOEHHE, YHUYTOXKEHUE
UACHTU(DUKATOPOB.

NAD.4 VYnpasnenue CpeACTBaMU
ayreHTU(QUKAllMM, B TOM 4HCIE XpaHEHHeE,
BbIJ1aya, UHUIMATN3aLs, OJIOKMpOBaHUE
CPEICTB ayTeHTU(UKALUU W TPUHITHE MEp B
cllydae yTpathl U (HJIM) KOMIIPOMETAIIMU CPE/ICTB
ayTeHTU(UKALINU.

Yrpo3sa HCIIOJIE30BaHUS uH(popMaIuu
uaeHTUPUKAIMN/ayTeHTUUKALIUY, 3aJlaHHOM
110 YMOJTYAHHIO

NA®D.3 Ynpapnenue uaeHTH(PUKATOPAMHU, B TOM
YHUCJIE CO3/1aHME, IIPUCBOCHUE, YHHUUTOKEHUE
UICHTU(PUKATOPOB.

10

«Otka3 B O6CJ'Iy)KI/IBaHI/II/I»

O/T.4 Ilepnoanyeckoe pe3epBHOE KOIMPOBAHUE
MEPCOHAIBHBIX JaHHBIX HAa pPE3EpBHbIE Ha
pe3epBHBIE MAIIMHHBIE HOCUTEIN MEPCOHATBHBIX
JTAHHBIX.
O/T.5 OOGecrieueHue BO3MOXKHOCTH
BOCCTAHOBJICHUSI TMEPCOHAJIBHBIX JIaHHBIX C
PE3EepBHBIX MalIMHHBIX HOCUTENEH
MEPCOHANBHBIX JITAHHBIX (PE3epBHBIX KOMUM) B
TEUCHUE YCTaHOBJICHHOTO BPEMEHHOTO

HWHTCpBAJIA.

11

ero3a HECAHKIIUOHUPOBAHHOT'O BO3JCHCTBUSA
Ha CpCACTBO 3aIIUTELL I/IH(I)OpMaI_II/II/I

3TC.3 KouTponab u ympaBieHue (QpU3NYECKUM
JOCTYIOM K TEXHMYECKHMM  CPEJCTBaM,




CpeacTBamM 3allUTHI uHpOpMaLny,
cpeactBaM  o0ecriedeHus: GyHKIMOHUPOBAHUS,
a TakkKe B I[IOMEIIEHUS U COOPY)KEHHS, B
KOTOPBIX OHM  YCTAHOBJIEHbI, HCKIIIOYAIOIINE
HECaHKIIMOHUPOBAHHBIN bu3nveckuii JOCTym

K  cpeactBaM  o0paboTku  mH(pOpManmy,
CpeacTBam 3allUThI uHpOpMaIUU U
cpeactBaM olecriedeHuss  (YHKIIMOHUPOBAHUS

WH(OPMAIMOHHOW CHUCTEMBI M TIOMCHICHHS U
COOPYKEHHUSI, B KOTOPbIX OHH YCTAHOBJICHBI.

12

KommnerorepHsie BUpYCHI

AB3.1 Peanusanus aHTUBUPYCHOM 3alIUTHI.
AB3.2 OOHoBieHue 0a3bl JAaHHBIX HPHU3HAKOB
BPEIOHOCHBIX ~ KOMITBIOTEPHBIX porpamMmm

(BUpPYCOB).

13

VcranoBka 11O, He  cBAI3aHHOIO  C
WCTIOJTHEHUEM CITYKEOHBIX 003aHHOCTEHN

VIIJ.2 Peanuzanusi HEOOXOIMMBIX METOJIOB
(IMCKpPEMOHHBIN, MaHAATHBIN, pOJEBOM WM
WHOW  METOJ), TWUMOB (YTEHHWE,  3aIuCh,
BBITIOJTHEHHE WJIM WHOW THUI) W  TPaBUI
pasrpaHUYeHUs JI0CTYIIA.

VIIJI.5 Ha3znauenne MUHUMAIIBHO HEOOXOMMBIX
nmpaB u TIPUBUJICTUH MOJTH30BATEIISM,
aIMUHUCTpaTOpaM M JIMIaM, 00eCIeYHBAIOIINM
(GYHKITMOHUPOBAHHUE nH(pOPMAITMOHHOM
CHUCTEMBI.

14

Buenpenue armapaTHbIX
MMOCTOPOHHUMHU  JIMIIAMH  TIOCJIE
skcrutyaranuu UCITIa

3aKJIaO0K
Hadana

3TC.3 KonTpons u ympaBieHHEe (U3HUESCKUM
JOCTYIIOM K TEXHHUUYECKHUM CPEJICTBaM, CpPeICTBAM
3amuThl KHPOPMAIUK, CPeACTBaM OOCCIICUCHHS
(GyHKIIMOHUPOBAHMS, a TaKXKe B TMOMEUICHHUS U
COOPY)KEHHs, B KOTOPBIX OHH YCTaHOBJICHBI,
UCKJIIOYAIOIIINe HECaHKIIMOHUPOBAHHBIN
bu3MYecKuil JOCTyn K cpeacTBaM oO0paObOTKH
uH(pOpMaLIMK, CPEACTBAM 3aIlllUThl MHGOpPMALIUU
U cpeacTtBaMm obecriedeHus: (PyHKIIMOHUPOBAHUS
MH(OPMALMOHHONW CHCTEMbI, B MOMEIIECHUS U
COOPYKEHHSI, B KOTOPbIX OHH YCTaHOBJICHBI

15

BHenpeHHe allrrapaTHbIX
COTpYAHUKaMHU OpraHU3alluu

3aKJIa0K

3TC.3 Kontposnb u ymnpaBieHUEe (PUIHUECKUM
JOCTYIIOM K TEXHUYECKHUM CPECTBaM, CPEACTBAM
3alMThl MH(OpPMaIUK, CpeacTBaM oOecreueHUs
(GYHKIMOHUPOBAHUS, a TaKKe B INOMEIIEHUS U
COOPY)KEHMs, B KOTOPBIX OHM YCTaHOBJICHBI,
UCKJIIOYAoII1e HECaHKLIMOHUPOBAHHBIN
¢u3myeckuil 1oCTynm K CpeacTBaM o00paboTKU
UH(pOpMaLIUY, CPEACTBAM 3allUThl HHPOPMALUU
U cpeiactBaM oOecrnieyeHHs (YHKIIMOHUPOBAHUS
UH(POPMALIMOHHOM CUCTEMBI, B IOMELIECHUS U
COOPYKEHHMsI, B KOTOPbIX OHU YCTaHOBJICHBI

16

Buenpenue anmapaTHBIX 3aKJIaJIOK
00CTYKMBAIOIIUM TIEPCOHATIOM (PEMOHTHBIMU
OpraHU3aIUsIMH )

3TC.3 KoHTpoip u ympaBieHue (pU3MUECKUM
JIOCTYIIOM K TEXHHUYECKUM CPEJICTBAM, CPEICTBAM
3alIUThl MTHPOPMALIMHU, CPeICTBAM OOecredeHus
(YHKIIMOHUPOBAHUS, a TaKKe B IMOMEIIEHUS U
COOPY)KEHMs, B KOTOPBIX OHH YCTaHOBJICHBI,
VCKJIIOYAIOIIHE HECaHKIMOHUPOBAHHbBIN




dbuznyecKuil JOCTYyNm K CpeacTBaM o0pabOTKH
uH(pOpPMAIIUK, CPEICTBAM 3aIUTHl UH(POPMAIIUU
U cpeactBam obecriedeHus: (HYHKITMOHHPOBAHUS
WH(OPMAIIMOHHOW CHCTEMbI, B TOMEIICHUS U
COOPY)KCHHSI, B KOTOPBIX OHH YCTaHOBJICHBI

17

Yrpo3a yrpatsl HOcuTeNeH nHGOpMALHH

3HUN.1 VYuer MAaIIMHHBIX HOCHUTEIIEN
MEePCOHAIBHBIX TAHHBIX

18

Henpennamepennas MO T (UKL
(yHuuToxeHue) nHpopMaluu COTpYAHUKAMU

VIIJI.5 Haznauenne MUHUMAJIBHO HEOOXOMMBIX
npaB U IPUBHIIET U I10JIb30BATENISAM,
aJMMHHMCTpATOpaM U JIMLaM, 00ecreyrBaIonIIM
(GyHKIIMOHUPOBaHUE MH(OPMALIMOHHOU
CUCTEMBI.

OJT.4 [leproanueckoe pe3epBHOE KOIMMPOBAHUE
NEPCOHANbHBIX JIAHHBIX HAa pE3epBHbIE Ha
pe3epBHbIE MalIMHHbIE HOCUTENIN MEPCOHATBHBIX
JTAHHBIX.

O/T.5 OOGecrieueHne BO3MO>XHOCTH
BOCCTaHOBJICHUSI ~NEPCOHAJIBHBIX JAaHHBIX C
pe3epBHBIX MAaIIMHHBIX HOcHUTENel
NEPCOHANbHBIX JaHHBIX (pE3epBHBIX KOMUM) B
TE4YeHUE YCTaHOBJIEHHOTO BPEMEHHOTO
UHTEpBaJIA.

19

HenpennamepeHHOE OTKITIOYCHUE CPEJICTB
3aIUTHI

VIIJI.2 Peamuzamus HEOOXOIUMBIX METOJIOB
(MMCKpEeIMOHHBIA, MaHJATHBIM, POJIEBOW WJIH
WHOW  METOJ), THUMOB (YTCHHE,  3aIluCh,
BBITIOJTHCHWE WJIM WHOW THI) W  TPaBUI
pasrpaHudeHUs JOCTYTIA.

VIIJI.5 HaznaueHne MUHUMAIIBHO HEOOXOIMMBIX
npaB n MPUBUJICTHI I10JIb30BATEIISAM,
aJMUHUCTpaTOpaM M JIMIaM, 00eCIeYnBaIOIINM
(GYHKIIMOHUPOBAHHUE HH(pOPMAITMOHHOM
CHCTEMBI.

20

Brixon W3 cTpos ammapaTHO-IPOTPaMMHBIX
CpencTB

O/T.4 Ilepuoandeckoe pe3epBHOE KOMUPOBAHUE
NEPCOHANbHBIX JIAHHBIX HAa pE3epBHbIE Ha
pe3epBHbIC MAIIMHHBIE HOCUTENU MEPCOHATBHBIX
JAHHBIX.

OT.5 OGecneueHue BO3MOKHOCTH
BOCCTAHOBJICHHSI TEPCOHANBHBIX JAaHHBIX C
pE3epPBHBIX MAaIIMHHBIX HOCHTENEH
MEPCOHANBHBIX JTAHHBIX (PE3epBHBIX KOMUM) B
TE€YEHUE YCTaHOBJIEHHOTO BPEMEHHOTO
WHTEpBaja.

21

er03a HECAHKITUOHUPOBAHHOI'O
KOIIMPOBAHUSA 3allUIIaeMOM I/IH(l)OpMaI_II/II/I

NA®D.1 Hpentudpukanms u ayTeHTHPHKALUS
HoJib30BaTee,  SBISAIOUIMXCS  paOOTHUKAMU
oreparopa.

NA®.2 Hpentudpuxauus U ayTeHTHPHUKALUS
YCTPOHCTB, B TOM UHCJIE CTAllMOHAPHBIX,
MOOWMJIBHBIX M TOPTATUBHBIX.

NA®.3 YnpasneHue uaeHTUUKATOPAMHU, B TOM
Yucie CO3/aHUe, NPUCBOCHUE, YHUYTOXXECHUE
UICHTU(PHUKATOPOB.
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22

Pasrnamenne wHpOpMaruu, Moaudukamms,
YHUYTOXKCHUE COTPYAHUKAMH, TOIMYIICHHBIMH
K ee 00paboTke

NA®.1 Hpentuduxanus U ayTeHTHPHUKAIHUSA
MOJIb30BaTENCH,  SIBISAIOMIMXCS  pabOTHUKAMU
oreparopa.

NA®.2 Hpentuduxanus W ayTeHTHPHKAIHSA
YCTPOHCTB, B TOM YHCJIE€ CTAallMOHAPHBIX,
MOOWMIJIBHBIX M TOPTATUBHBIX.

NA®.3 Ynpasnenue uaeHTUPUKATOPAMHU, B TOM
Yucie CO3JaHue, NPUCBOCHUE, YHUYTOKCHUE
UICHTU(DHUKATOPOB.

23

Yrpo3a HENOATBEPKIEHHOTO BBOJA JaHHBIX
OTICPaTOPOM B  CHCTEMY, CBS3aHHYIO C
0€30I1aCHOCTRIO

VIIA.11  Paspemienue  (3amper)  JeicCTBH
MOJIb30BaTENEH, pa3peneHHbIX 110
UACHTU(UKAIIMY U ayTeHTU(UKALUY

24

Vrpo3a HenmpaBOMEpPHOIO O3HAKOMIIEHUS C
3amuIiaeMon nHpopmaruei

VII/.2 Peanuzamuss HEOOXOJUMBIX METOJOB
(IMCKpEIMOHHBINA, MaHJATHBIM, PpOJIEBOM WJIH
MHOM  Meroxa), TUMOB  (YTEHHE,  3aIlUCh,
BBITIOJTHEHHE WJIA WMHOW THI) W  TpaBUI
pasrpaHUYeHUS JTOCTYIIA.

25

VYTeuka arpuOyTOB 0CTYyNa

HNAD .4 VYnpasnenue CpeACTBaMU
aYTeHTI/I(i)I/IKaHI/II/I, B TOM 4YHUCJIIC XpaHeHI/Ie,
BbIJA4a, VHUIIAJIN3a1us, OJIOKUpOBaHUE

CpPEeICTB ayTeHTHU(PUKAIUK W TPHHATHE MEP B
ciIy4ae yTpathl U (WJIM) KOMIIPOMETAIIUU CPEJICTB
ayTeHTH(UKAIINH.

26

[TepexBar 3a mepenenamu KOHTPOJIUPYEMOU
30HBI

VIIIA.3 Ynpasnenue (bunpTparnms,
MapHIpyTH3aIus, KOHTPOJIb COETMHEHHH,
OJIHOHAIpABIICHHAs TIepeadya WU WHBIE CIIOCOOBI
yOpaBieHUs1)) WH(POPMAIMOHHBIMH — MTOTOKaAMU
MEXITY YCTPOHCTBAMH, CerMeHTaMu
WH()OPMAITMOHHOW CHCTEMBI, a TaKKE MEXKIY
nH()OPMAITMOHHBIMH CHCTEMaMHU.

VII/I.13 Peanu3zanus 3aliMIIEHHOTO YAAJIEHHOTO
JOCTyna CyOBEKTOB JIOCTyna K 0OBEeKTam
JOCTyIla 4Yepe3 BHEIMIHHE WHOOPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIC CETH.

VII[.16 VYnopaBieHnue B3aMMOJCHCTBUEM C
WH(QOPMAITMOHHBIMU ~ CUCTEMaMH  CTOPOHHHUX
opraHuzanuii  (BHEIIHWE  HMH(POPMAIMOHHBIE
CHUCTEMBI).

27

[lepexBat B npeaenax KOHTPOJIUPYEMOU 30HBI
BHYTPEHHUMU HAPYIIUTEISIMHU

3TC.3 Kontposnb u ympaBieHHe (PUINIECKUM
JOCTYIIOM K TEXHUYECKHUM CPEACTBaM, CPEICTBAM
3alUThl MH(OpMaIUK, CpeacTBaM oOecreueHHs
(YHKIIMOHUPOBAHUS, a TaKKe B IMOMEIIEHUS U
COOPY)KEHHs, B KOTOPBIX OHHM YCTaHOBJICHBI,
UCKITIOYAroIne HECaHKLIMOHUPOBAHHBIN
¢u3myeckuil J10CTynm K cpeacTBaM o00pabOTKH
UHpOpMaLIUY, CPEICTBAM 3alUThl MHPOPMALUU
U cpeiactBaM oOecrieyeHHs (YHKIIMOHHPOBAHUS
UH(POPMALIMOHHON CHUCTEMBI, B IOMELICHUS U
COOPYKEHHsI, B KOTOPbIX OHU YCTaHOBJICHBI

N3 tabnuupl 3 crienyeT, 4TO YTOUHEHHE alaliTUpPOBAaHHOrO 0a30BOro Habopa mep
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o o0ecreyeHnto 0e30MacHOCTH HH(POPMALIUU 1711 HEUTpaNu3aluu aKTyaJlbHBIX YTPO3 HE
TpedyeTcs.
JlonoJiHeHHe YTOYHEHHOI0 aJalTHPOBAHHOT0 6230BOIr0 HAG0pPa Mep 3aLUTHI
uHopManuu

N3  rtabmuubpl 3 ciaeayeT, UYTO HEOOXOAMMO JOMOJHEHHWE YTOUYHEHHOI'O
aJanTUPOBAHHOTO 0a30BOro Habopa Mep 3aluThl UH(POpPMALUU CIENYIOUUMU MEpami,
00eCTneunBaONMMHU BBHITIOTHEHUE TPEOOBAHMIA K 3a1uTe HHPOPMAINH, YCTAHOBICHHBIMU
WHBIMA HOPMAaTHBHBIMU TPAaBOBBIMH aKTaMH B 00JacTh oOecmedeHus: 0e30MacHOCTU
MHPOPMAIIH U 3aIUTHl HHHOPMAITUH.

YciaoBHoe Coaep:xkanue mep
o0o3HaUeHME 1o odecneyeHno 0e30nacHOCTH MHGpoOpMaL N
Mepbl
3HU.1 Yyer MallMHHBIX HOCUTENEN MEPCOHAIbHBIX TAHHBIX
OAT.4 [Iepunoanueckoe pe3epBHOE KONMMPOBAHNE NEPCOHAIIBHBIX TAHHBIX HA PE3€pBHBIC HA

PE3CPBHBIC MAITMHHBIC HOCUTEIN IICPCOHAJIBHBIX TaHHBIX.

OAT.5 ObecrieyeHrie BO3MOKHOCTH BOCCTAHOBJICHUSI IEPCOHATIBHBIX TAHHBIX C PE3EPBHBIX
MAIIMHHBIX HOCUTENIEN NEePCOHANBHBIX TaHHBIX (PE3E€PBHBIX KOMHIA) B TE€UEHUE
YCTaHOBJIEHHOT'O BPEMEHHOT'O MHTEpBaJIA.

Komnencupywoume Mepsbl 3alIUTHI HH(POPMAUH
3aMeHa MpPeayCMOTPEHHBIX aJaNTUPOBAHHBIM 0a30BBIM HAOOpPOM MeEp 3allHUThI

UHPOpPMAIIMK KOMIICHCHPYIOIIMMH MEpaMH, HAMpaBICHHBIMA Ha HEUTPaIN3aIHIO
aKTyaJbHBIX yIrpo3 0e30MacHOCTH HHpOpMaIuH, He TpeOyeTcs.

HNToroBbiii HA00p Mep 3a1MTHI HHPOPMAITUU
Uroroseiii Habop Mep 3amutbl uHpopmaruu mius WCIIIH chopmupoBan 1o

pe3ynbTaTaM Ompe/eeHus, afanTaluy, YTOUHEHUS U JOTOJIHeHUsT 0a30Boro Habopa Mep
3amuThl MHGOpMAIMK, a TakKe aHalu3a HEOOXOJUMOCTH 3aMEHBl MeEp 3alluThl
uH(pOpMAaIN KOMIICHCUPYIONUMHU MepaMu. MTorossiii HaOop Mep 3amuThl HHGOPMAITUU
MIpUBEJICH B Tabuiie 4.

Ta6mmma 4 — ItoroBsiii HA0Op Mep 3aIUTHI HHGOPMALTHH

YciaoBHoe Conepxanue mep
o0o3HaYeHHE 1o odecneveHnIo 0ezonacHoCcTH HHGOPMAHHT
Mepbl
HAD Nnentudukanus u ayreHTHGUKALNSA CyOBEKTOB 10CTyNIa H 00bEKTOB
aocryna (MAD)
NAD.1 Wnentudukanys u ayreHTU(PHUKALMS NOJb30BaTeNe, SBISIONMXCS paObOTHUKAMU
oreparopa
NAD.3 VYnpaBieHue UAEHTHPHUKATOpaMH, B TOM YHCJIE CO3JaHUE, IPUCBOCHUE,
YHUYTOKEHHE HJICHTU(PUKATOPOB
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YcaoBHoe Coaepixkanue mep
o0o3HaUeHMe 1o odecnevyeHno 0e3onacHOCTH MHGOPMALUT
MepblI

NAD.4 VYnpaBieHue cpeiacTBaMU ayTeHTU(UKAIMK, B TOM YHCJIE XpaHEHHE, BbIJAya,
MHHUIHAIA3a0Us, OJIOKUPOBAHHE CPEACTB AYTEHTH(HKAIWKA M TPUHSATHE MEp B
ciydae yTpaTsl ¥ (M) KOMIIPOMETAIUU CPEJICTB ayTCHTU(UKAIIH

NAD.5 3amuTa 00paTHOW CBSI3M MPH BBOJIE ayTEHTH(PHUKAIIMOHHON HH(pOpMaIn

YIIJ YnpasJiieHue 10CTYNIOM cy0ObeKTOB J0cTyna K 00bekTaMm gocryna (YII)

VIII.1 VYnpasiieHue (3aBeieHUE, aKTUBALMs, OJIOKHPOBAHWE M YHUUTO)KEHHE) YUYETHBIMU
3aMMCsSIMH I0JIb30BATENIEH, B TOM YMCII€ BHEIIHUX MOJIb30BaTENIeH

VIIA.2 Peanuzanus He0OXOIUMBIX METOJOB (IMCKPEIIMOHHBIN, MaHIATHBINA, POJIEBONW WU
WHOW METOJ), TUIOB (YTEHHE, 3aIlKCh, BBHIIOJIHCHHE WJIM WHOW THIT) U TPaBUI
pasrpaHUyeHHs 10CTyNa

VIIA.3 VYnopasnenune  (¢unbTpanus, — MapuipyTusalnus,  KOHTpPOJIb  COEIMHEHUH,
OJIHOHATpaBJlieHHas Tiepejadya U UHbIE CIIOCOOBI YIpaBlieHUs1) UHPOPMAITMOHHBIMU
MMOTOKaMH MEXJly YCTPOMCTBAMM, CETMEHTaMH HWH(OPMALMOHHONW CHCTEMBI, a
TaK)Ke MEXTy MHPOPMAITMOHHBIMUA CHCTEMaMH

VII/1.4 Paznenenne mosiHOMOuMiA (poJiel) MOJB30BaTENCH, AAMUHUCTPATOPOB U JIHII,
obecnieunBaronux PyHKIIMOHUPOBaAHUE HHPOPMAIIMOHHON CUCTEMBI

VII.5 Ha3znayenne MUHUMaIbHO HEOOXOTUMBIX MpaB W TPHUBWICTUN IOJIH30BATENSM,
aJMMHHMCTpaTopaM W JuuaMm,  oOecrneuyuBaromiMM  (DYHKIIMOHMpPOBAHHE
WH(POPMAITMOHHON CUCTEMBI

VIIJ.6 OrpaHvYeHHe HEYCHCIIHBIX IONBITOK BXOJa B HMH(POPMAIMOHHYIO CHCTEMY
(moctyna kK nHOOPMAITMOHHOW CHCTEME)

VIIJ.10 biokupoBanne ceanca Jgoctyna B HMH(QOPMAIMOHHYIHO  CHUCTEMY  IIOCIE
YCTaHOBJICHHOT'O BpeMeHU 0e3/1eiCTBUS (HEaKTUBHOCTH) TOJIB30BATEINS WM TIO €ro
3anpocy

VIII.11 Paspemenne  (3amper) — AeiicTBMII  MOJb30BaTeNeil,  pa3peUIeHHBIX IO
uAeHTU(UKAIIMK U ayTeHTU(UKALUN

VIII.16 VYnpapienue B3auMOACWCTBHEM C HMH()OPMAIMOHHBIMU CHUCTEMaMH CTOPOHHHX
opraHu3anuil (BHeuIHue HH(HOPMALIMOHHBIE CUCTEMBI)

3HHU 3amuTa MAaIIMHHBIX HOCHTEIeH MepcoHAJbHBIX JaHHbIX (3HH)
3HU.1 Yuyer MalllMHHBIX HOCUTENEN NTEPCOHAIBHBIX JAHHBIX
3HU.8 YHuutoxkenue (cTupaHue) Wik o0Oe3NMWYMBAHHE TMEPCOHANBHBIX JAaHHBIX Ha

MAaIIMHHBIX HOCHUTENSX MPU WX Mepeaade MeXIy MOJIb30BaTENSIMH, B CTOPOHHHE
OpraHu3aluy JUIsl PEMOHTA WJIM YTUIM3AIUH, a TaKKe KOHTPOIb YHHUTOXXCHHUS
(cTupanus) uiu 00e3TMUYUBAHUS
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YcaoBHoe Coaepixkanue mep
o0o3HaUeHMe 1o odecnevyeHno 0e3onacHOCTH MHGOPMALUT
Mepbl
PChH Perucrpanus coobiThii 6e3onacuoctu (PCB)
PChb.1 Omnpenenenne COOBITHI O€30MACHOCTH, MOJUICKAIIUX PETHCTPALNU, U CPOKOB HX
XpaHEHUs
PCB.2 OmnpeneneHne cocraBa M COJEpKaHUsS WHPOpPMAMK O COOBITHSIX O€30TIaCHOCTH,
TIOUIeXKAIINX PErHCTPALUN
PCB.3 CO6op, 3anuch U XpaHeHHe HH(OPMaLUU O COOBITHSIX OE30MIaCHOCTH B TEUEHUE
YCTAaHOBJICHHOTO BPEMEHH XpaHCHHS
PCB.7 3amura nHGOpPMAIIUU O COOBITUSIX 0€30MaCHOCTH
AB3 AHTHBHpYCcHas 3ammTa (AB3)
AB3.1 Peanu3anus aHTUBHPYCHOW 3aIIUTHI
AB3.2 Oo6HoBneHue 0a3bl JaHHBIX MPU3HAKOB BPEJOHOCHBIX KOMIIBIOTEPHBIX MPOrpaMM
(BUpYyCOB)
AH3 KonTpoas (ananu3) 3amumenHocTu nHpopmauuu (AH3)
AH3.1 BrisBnenue, ananmms ys3BUMOCTEH HWHGOPMAIIMOHHOW CHUCTEMBI M OIEPAaTUBHOE
yCTpaHEeHHE BHOBb BBISBIICHHBIX YSI3BUMOCTEN
AH3.2 KoHTpons ycTaHOBKM OOHOBIICHHWH MPOTPAMMHOTO OOECHedYeHHs, BKIOYast
0OHOBJICHHE MTPOTPAMMHOTO 00€CTICUCHUSI CPEICTB 3aIUTHI HHPOPMAITHHI
AH3.3 KonTpons paboTOCIOCOOHOCTH, MapaMEeTPOB HACTPOWKH W  MPABHILHOCTH
(YHKIIMOHUPOBAHUS MPOTPAMMHOI0 00eCeUeHUs U CPEJCTB 3alUThl HHPOPMAIUH
AH3.4 KoHTponb cocTaBa TEXHUYECKUX CPEICTB, MMPOTPAMMHOI0 00€CIICUCHUS U CPEACTB
3aIuThl HHpOpMaUU
onrT OobecneueHne JOCTYNHOCTH NMepcoHANbHBIX JaHHbIX (O/T)
ONT.4 [Teproauueckoe pe3epBHOE KOMHUPOBAHUE MEPCOHATBHBIX IAHHBIX HA pE3ePBHBIC HA
pe3epBHbIC MAIIMHHBIE HOCUTENU ePCOHATBHBIX TaHHBIX.
ONT.5 Ob6ecrieyeHrie BO3MOKHOCTHA BOCCTAHOBJICHUS IEPCOHATIBHBIX TAHHBIX C PE3€PBHBIX

MAaIlIMHHBIX HOCHUTEJIEH MEPCOHAJIBHBIX JaHHBIX (pﬁBepBHLIX KOHHﬁ) B TCUCHUC
YCTAHOBJICHHOT'O BpEMCHHOT'O HHTCPBAJIA.
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YcioBHOE
o003HaAYeHME
Mepbl

Conepxxanue mep
1o odecnevyeHno 0e3onacHOCTH MHGOPMALUT

3TC

3amura Texunueckux cpeacts (3TC)

3TC.3

Kontponp ¥ ympaBieHue (QU3MYECKUM JOCTYIIOM K TEXHHYECKUM CPEICTBaM,
CpeICTBaM 3alUThl HH(POPMAIIMK, CpeCTBaM oOecriedeHus] HyHKIIMOHUPOBAHHMS, a
TAaKKE B TIOMEIICHUS U COOPY)KCHHUSI, B KOTOPBIX OHU YCTAHOBJICHBI, HCKITFOYAIOIINE
HECAaHKIIMOHUPOBAHHBIK  (U3WYECKUH  JOCTyl K  CpeactBaM — 00pabOTKH
uHpOpMaIMK, CpeAcTBaM 3allMThl HH(OpMAIMKU H CpeACTBaM OOeCTeUeHHS
(GYHKIIMOHUPOBAHUS WHPOPMAIIMOHHOW CHCTEMBbI, B TIOMEIICHUS M COOPYKEHHS, B
KOTOPBIX OHH YCTaHOBJICHBI

3TC.4

Pa3memenne ycTpoicTB BbIBOJIa (O0TOOpaxKeHus1) HHPOPMALIUK, UCKITIOYAIOIee €€
HECAaHKI[MOHUPOBAHHBIN ITPOCMOTP

3UC

3amuTa HHPOPMALMOHHOI CHCTEMBI, €e CPeICTB, CHCTEM CBSI3U U Mepeaadyu
nannbix (3UC)

3UC.3

ObecrieyeHre 3allUThl MEPCOHANBHBIX JAHHBIX OT PACKPBITHS, MOAU(PHUKAIUU U
HaBs3bIBaHMS (BBOJA JIOXKHOM HMH(OpMalMM) NpU ee meperaue (MOArOTOBKE K
reperaye) Mo KaHajaM CBSI3M, MMEIOLIUM BBIXOJ 3a IMpEAeTbl KOHTPOJIUPYEeMOH
30HBI, B TOM YHUCJI€ OECPOBOIHBIM KaHajlaM CBSI3H

YK®

Yupasjenue kKoHpuUrypanueid HHGOPMAIMOHHON CUCTEMBbI U CHCTEMBI
3aIIUTHI MePCOHAJIBHBIX TaHHBIX (YK®)

YKo®.1

Onpenenenue Jull, KOTOPbIM Pa3pelIeHbl JACUCTBHS MO BHECEHUIO M3MEHEHHH B
KoH(purypanuo MHOOPMALMOHHOW CHCTEMbl U CHUCTEMbI 3alllUThl MEPCOHATBHBIX
JTAHHBIX

YK®.2

VYnpasiieHue u3MeHeHUus MU KOH(GUTrypauuu nHGOPMaMOHHONW CUCTEMBI M CUCTEMBbI
3alUThI IEPCOHATBHBIX JAHHBIX

YK®.3

AHaJN3 MOTEHIIUAIBHOTO BO3JCHCTBYS INIAHUPYEMBIX H3MECHEHHUI B KOH(DHUTypariu
UH(POPMAITMOHHONH CHCTEMBbl W CHCTEMBI 3allUTHl IEPCOHAIBHBIX JIaHHBIX Ha
oOecrieyeHHe 3allMThl MEPCOHAIBHBIX JAHHBIX M COIJIACOBAaHHUE H3MEHCHUH B
KOHpUrypanud  WHPOPMAIIMOHHOM  CHCTEMBI €  JOJDKHOCTHBIM  JIMIIOM
(pabOTHHUKOM), OTBETCTBEHHBIM 3a obecrieueHHe O€30MacHOCTH IEPCOHAIBHBIX
JTAHHBIX

YKo 4

JloxkymeHnTupoBanue uHbopManuu (JaHHBIX) 00 W3MEHEHHUAX B KOH(UTryparuu
UH(GOPMAITMOHHON CHUCTEMBI M CHCTEMBI 3alIUTHI IEPCOHAIBHBIX JaHHBIX

Texauueckue
MPUMCHECHHUS CPEACTB 3aIlUTHl MH(OpMaIuu,

0€30MacCHOCTH.

TpeOoBaHus Kk cpeAcTBaM 3alUMTHI HHGOpPMaALIMU
3aUThl  WH(QOpMANUKA  PEATU3YIOTCS  MOCPEICTBOM

UMEIONNX HE0O0XOoauMbie (DYHKITUH

MEpBbI

B coorBerctBun ¢ myHkTtoM 12 CocraBa W coAep:KaHWsS OPraHU3ALMOHHBIX U
TEXHUYECKUX Mep MO O00ecrneyeHU0 O€e30MaCHOCTH MEPCOHANBHBIX JaHHBIX MPU HUX
00paboTke B HH(POPMALMOHHBIX CUCTEMAaxX MEPCOHAIBHBIX JAHHBIX, YTBEPKICHHBIM
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npukazoM OCTIK Poccum ot 18 despans 2013 1. Ne 21 mpu uCHOJBb30BaHMM B
MH(OPMAIIMOHHBIX CUCTEMAX CEPTU(PULUUPOBAHHBIX IO TPeOOBAHUSIM O€30MACHOCTH
uH(pOpMAIMU CPECTB 3aIIUThl MHPOPMALMK B MHPOPMALMOHHBIX CHUCTEMax 3 YpOBHS
3alMIIEHHOCTH MEPCOHAJIBHBIX JAHHBIX MPUMEHSIOTCA CPEACTBA 3aIUThl MHPOpMaLUU
HE HIXKE 6 Kilacca, a TaKKe CPEACTBA BEIYMCIUTENBHON TEXHUKH HE HIKE 5 Kitacca.
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[Ipunoxenue Ne2
YTBEPXJIEHA
pewienueM [lenpiMCKON OCETKOBOM
TEPPUTOPUATIBHON U30UpATEIHHOM
KOMUCCUH
ot 15.03.2025 r. Ne 2/13

IHOJIUTHUKA
HHGOPMALMOHHOI 0€30MMaCHOCTH
NpHu padore ¢ NEPCOHATbHBIMH JaHHBIMH
B IlesibIMCKOl MOCEIKOBOM TEPPUTOPHAIBLHON H30UPATEIbHOM KOMUCCHH

OITPEAEJEHUA

B mHacTosmieM JOKYMEHTE WCHOJB3YIOTCS CJACAYIOIMEC TEPMHUHBI M HX
OTIpeICTICHUSI.

ABTOMATH3HPOBAHHAS CHCTEMA - CHUCTEMa, COCTOSIIAs U3 MEepcoHaaa U KOMILIEKca
CPEACTB aBTOMATHU3AIlMM €ro  JICATEIBHOCTH, peanusyromas HWHPOPMAIMOHHYO
TEXHOJIOTHIO BBITTOJTHCHHS YCTAHOBJICHHBIX (DYHKITHIA.

AyTeHTH(UKAIMS OTHPABUTEIISI JAHHBIX - IOATBEPKIEHUE TOTO, YTO OTIPABUTEIND
MOJIYYEHHBIX JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be30nacHOCTh MePCOHANIBHBIX JaHHBIX - COCTOSHUE 3aIIMIIIEHHOCTH NEPCOHATBHBIX
JAHHBIX, XapaKTEepU3yeMOe CIOCOOHOCTBIO TMOJIb30BATENECH, TEXHUUYECKHX CPEICTB U
MH(GOPMAIIMOHHBIX TEXHOJOTHUH 00ecrneunTs KOH(GUIEHIMAIbHOCTh, LEJOCTHOCTh U
JOCTYITHOCTh MEPCOHANBHBIX JTAHHBIX MPU UX 00paboTke B MHPOPMAIIMOHHBIX CHCTEMaX
NEPCOHATBHBIX JaHHBIX.

BuomMeTpuyeckue mepcoHAIbHbIE TaHHbIe - CBEJCHUS, KOTOpbIE XapaKTEepU3YIOT
¢duznonorunyeckue 0COOCHHOCTH YEIOBEKAa U HA OCHOBE KOTOPBHIX MOKHO YCTaHOBHUTH €0
JUYHOCTh, BKIOYas ¢oTtorpaduu, OTIEYATKH IMaJblieB, 00pa3 CeTYATKH TJiasa,
0COOEHHOCTH CTPOCHHS TeJla U APYTYIO MOJ00HYI0 HHPOPMAITHIO.

BiokupoBaHHe MEPCOHAIBHBIX JAHHBIX - BPEMEHHOE MpEKpaiieHne o0paOdoTKH
MEePCOHAIBHBIX JIAHHBIX (32 MCKIIOYEHUEM CIIydacB, €clii o0paboTKa HEeoOXoauma IS
YTOYHEHUS MTEPCOHATBHBIX TAHHBIX).

Bupyc (koMnbIOTepHBIH, MPOrPaMMHBIif) - UCIOJHSAEMBIA TPOrPAMMHBIN KOJ WJIN
UHTEPIPETUPYEMBI ~ HAaOOp  HMHCTPYKIUH, oOnmagaronuii  CBOMCTBaMHU HE-
CaHKIIMOHUPOBAHHOTO  PAcCHpoOCTpaHeHUss W  camoBocmpom3BeneHus. CoznaHHbIC
TyOIMKaThl KOMIIBIOTEPHOTO BUPYCa HE BCET/Ia COBMAIAIOT C OPUTHHAIIOM, HO COXPaHSIOT
CIIOCOOHOCTH K TAIbHEUIIIEMY PacIIPOCTPAHCHHUIO I CAMOBOCIIPOU3BEICHHIO.

BpenoHocHasi mporpamma - TporpamMma, NpeIHa3HAa4YeHHAs IS OCYIICCTBIICHHS
HECAaHKIIMOHWPOBAHHOTO JTOCTYyIA W (WMJIM) BO3JCUCTBHS HA MEPCOHAIBHBIC TAHHBIC WU
pecypchl HHPOPMAITMOHHOM CHCTEMBI TEPCOHATLHBIX JaHHBIX.

BcenomorarteibHble TEXHUYECKHE CPEICTBA M CHCTEMbI - TEXHUYECKUE CPEJICTBA U
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CUCTEMBbI, HE MpeJHa3HAYCHHbIC ISl mepenadnd, oOpaOOTKU U XpaHEHUsS! MEPCOHATbHBIX
JIAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHMYECKMMHU CPEIACTBAMHM U CHUCTEMAMHU,
MpeHA3HAYCHHBIMU JJIE OOpabOTKU TEPCOHAIBHBIX JAHHBIX WJIM B TMOMEIICHUSX, B
KOTOPBIX YCTAHOBJIEHBI HH()OPMAIIMOHHBIE CUCTEMBI IEPCOHAIBHBIX JAHHBIX.

JocTtym B ONEPAMOHHYI0 Ccpeady KoOMIblTepa (MHPOPMALMOHHOM CHCTEMbI
NMEePCOHAJIBHBIX JAHHBIX) - TMOJYYEHUE BO3MOKHOCTH 3aIyCKa HA BBINOJIHEHUE IITATHBIX
KOMaHJ, (YHKIUH, MPOUEAYyp ONEPAllMOHHONW CHUCTeMbl (YHHUYTOXKECHHS, KOMUPOBAHWUS,
MepEeMEILCHHS U T.11.), UCTIONHAEMBIX (DailJIOB MPUKIIAIHBIX TPOTPAMM.

Joctyn Kk wuHpopmamuum - BO3MOXHOCTh TMOJydeHUss HWHPopManuu u ee
VCTIOJIb30BAHUS.

3aK/a/04HOe YCTPOMCTBO - DJIEMEHT CpeJCTBa CheMa HH(OOpPMAIUU, CKPBITHO
BHEJIpSIEMBI  (3aKaJbIBa€Mbli WJM BHOCHMBIM) B MeCTa BO3MOXHOTO CheMa
uHopManuu (B TOM YHCIIE B OTPaKJICHHUE, KOHCTPYKIIHMIO, 000pYy/IOBaHHUE, MPEIMETHI
UHTEPHEPA, TPAHCIOPTHBIE CPEICTBA, a TAKXKE B TEXHUYECKHE CPEICTBA M CHUCTEMBI
00paboTku uHGpOpMaITUN).

Bammuiaemasi  undopmamusa -  uHDOpMANUS,  SABIAIOMIASCA  MPEIMETOM
COOCTBEHHOCTH M TMOJyIeXKallas 3alluTe B COOTBETCTBUHM C TPEOOBAHHMSIMHU TPABOBBIX
JIOKYMEHTOB WA TPEOOBAHUSAMH, YCTAaHABIUBAEMBIMU COOCTBEHHUKOM MH(OpMAIIIH.

Nnentuduxanus - TIPUCBOCHUE CYOBEKTaM M 00BEKTaM JIOCTyNa HACHTH(UKATOPA
U (WIM) CpaBHEHHE TIPEABSIBISAEMOr0 HJICHTH(PHUKATOpA C TEPEYHEM IPHUCBOCHHBIX
UJECHTU(DHUKATOPOB.

NudopmaTuBHbIM  CHrHAJX -  DJIEKTPUYECKHE  CHUTHAJIBI, aKyCTUYECKHUE,
AJIEKTPOMArHUTHBIC U Jpyrue (pu3nuecKue moJisd, 1Mo MmapaMmeTpaM KOTOPHIX MOXKET OBITh
packpbiTa KOHpUAEeHIIHAIbHAS HHpopMarus (TIepCOHANIbHBIC TaHHBIE) 0OpabaThiBacMasi B
WH()OPMAIIMOHHON CHCTEME TIEPCOHAIBHBIX JIAHHBIX.

HNudopManmonnbie TEXHOJOIHMH - TMPOIECCHl, METOJBI MOWCKa, cOopa, XpaHCHHUS,
00paboTKH,  TPEAOCTABJICHUSA,  PACHPOCTpPAHCHHS  MHGOPMAIUM U CIIOCOOBI
OCYIIECTBJICHUS TAKUX IIPOLIECCOB U METOOB.

Nudopmannonnass cucreMa mnepcoHadbHbIX AaHHbIX (MCII/IH) - COBOKYHHOCTH
comepkamuxcsi B 0a3ax JaHHBIX TIEPCOHATBHBIX JAHHBIX M OOECMEYMBAIOIIUX WX
00paboTKy HH()OPMAIIMOHHBIX TEXHOJIOTUH U TEXHUYSCKHUX CPEJICTB.

Hcnosib30BaHne MePCOHATBHBIX JaHHBIX - IEUCTBUS (ONEpallii) C NEPCOHATbHBIMU
JAHHBIMH, COBEPIIAEMBIE OMEPATOPOM B LEJSAX NPUHATHS PELIICHUN WM COBEPILICHUS
UHBIX JI€VUCTBUM, MOPONKIAIOIINX IOPUIANYECKUE IMOCIEACTBUS B OTHOUIEHHWU CYOBEKTa
MEPCOHATBHBIX JAHHBIX WM IPYTUX JUIl THOO0 WHBIM 00pa30oM 3aTparvBalOIIUX MpaBa U
CBOOOIBI CYOBEKTA TIEPCOHATBHBIX JAHHBIX WU JAPYTUX JIHII.

HcTounnk yrpo3bl 6e3omacHocTH HHGopManun - CyObEKT IO0CTyIa, MaTEpUATbHBIMI
00BEKT WM (PU3UYECKOE SIBICHUE, SIBISIONIMECS MPUYMHON BO3HUKHOBEHHS YIPO3bI
0e301macHOCTH UHPOPMAITUH.

KonTponmpyemasi 30Ha - IPOCTPAHCTBO (TEPPUTOpHUSA, 3JaHUE, YaCTh 3JaHUA,
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MOMEIIEHNUE), B KOTOPOM HCKIIIOYEHO HEKOHTPOJIUPYEMOE MpeObIBAaHUE MOCTOPOHHUX
JIUII, @ TAK)KE TPAHCTIOPTHBIX, TEXHUYECKUX U UHBIX MAaTEPUATIbHBIX CPECTB.

KonduaeHuaabHOCTh MEPCOHATBHBIX JaHHBIX - 00s3aTebHOE IS COOIIOICHUS
OMEepaTopoM WWIM HHBIM TOJYYUBIIUM JOCTYN K TE€PCOHAIBHBIM JaHHBIM JIMIIOM
TpeboBaHUE HE JIOMYCKAaTh UX pacinpocTpaHeHue 0e3 corjiacusi CyObeKkTa MepcoOHaTbHBIX
JAHHBIX WY HAJIMYWS UHOTO 3aKOHHOTO OCHOBAHUS.

Me:kceTeBoii 3KpaH - JIOKaJbHOE (OJHOKOMIOHEHTHOE) WM (PYHKIIMOHAJIBHO--
pacrpesieieHHOe MporpaMMHoOe (TpOorpaMMHO-aIapaTHOE) CPEeACTBO  (KOMILIEKC),
peanusyroliee KOHTPOJIb 3a HHpopMaluei, moctynaronieid B ”HGOPMaIMOHHYIO CUCTEMY
MEePCOHANBHBIX JJAHHBIX U (WJIM) BBIXOSIICH U3 MHPOPMAITMOHHON CUCTEMBI.

Hapymmurenb 6€30MaCHOCTH MEPCOHAIBHBIX JaAHHBIX - (DU3UYECKOE JIUIIO0, CITy4alHO
WIM TpeJHAMEPEHHO COBepIIaoIiee JSHCTBUS, CIEACTBUEM KOTOPBIX SIBIISIETCS
HapylieHre O0€30MacHOCTH TMEPCOHANTBHBIX JTAHHBIX MPHU MX 00pabOTKE TEXHUYECKUMHU
cpeacTBaMU B MH(GOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JIAHHBIX.

HeaBToOMaTH3MpOBaHHAsi 00padoTKa MEPCOHANBHBLIX JdaHHBIX - 00paboTka
NEePCOHANBHBIX JAHHBIX, COJEpKAIIMXCs B WH()OPMAIIMOHHOW CHCTEME MEepPCOHATBHBIX
JAHHBIX JIMOO W3BICYEHHBIX U3 TAaKOHW CHCTEMBbI, CUMTACTCS OCYIIECTBICHHON 0e3
UCIIOJIb30BaHUSI  CPEJICTB aBTOMATH3allMK (HEAaBTOMATHU3MPOBAHHOW), €CIM  TaKue
JNEUCTBUSL €  TIEPCOHAJIBHBIMM  JIaHHBIMH, KaK  HCIOJIb30BaHUE, YTOUYHEHHE,
pacnpocTpaHeHHe, YHUUTOKEHUE IMEePCOHANbHBIX TAaHHBIX B OTHOIICHUHM KaXKIOTO W3
CyOBEKTOB MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIOTCS MPU HEMOCPEACTBEHHOM YYaCTUH
YeJioBeKa.

HenexinapupoBaHHble BO3MOKHOCTH - (DYHKIIMOHAJIBHBIE BO3MOXHOCTH CPEJICTB
BBIUHCITUTEILHON TEXHUKH, HE OMHCAHHBIC WM HE COOTBETCTBYIOIIME OMHCAHHBIM B
JTOKYMEHTAIIHH, npu UCIIOJIb30BAHU U KOTOPBIX BO3MOXHO HapyIlIeHUe
KOH(UICHITMATbHOCTH, JOCTYITHOCTH WX IIEJIOCTHOCTH 00pabaTpeiBaeMoi MH(popMaIuy.

HecaHKIIMOHUPOBAHHBIN T0CTYI (HECAHKUMOHUPOBAHHbIE IEMCTBUS) - IOCTYI
K uHbOpMaIMK WA NEUCTBUS ¢ MH(OpMaIMel, HapyIalyue MpaBuiia pa3rpaHudeHUs
JI0CTyIa ¢ MCIOJb30BAHUEM INTATHBIX CPEJICTB, MPEIOCTABIIEMBIX UHPOPMAIIMOHHBIMU
CUCTEMAMU NEPCOHANBHBIX JAHHBIX.

Hocutens undopmanuu - GU3NYECKOE JIUIO WIM MaTepUaTbHBIH OOBEKT, B TOM
guciie (U3NYecKoe MoJie, B KOTOPOM HH(POpPMAIUS HAXOJUT CBOE OTPaKEHHWE B BHUIE
CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PELICHUA U MPOLECCOB, KOJUYECTBEHHBIX
XapaKTEPUCTUK PU3UUECKUX BEIIMUHH.

Ofe3IMYNBaHNe MEPCOHAIBHBIX [JaHHBIX - JIEUCTBUS, B PE3YyJbTaTe€ KOTOPBIX
CTAHOBUTCSI HEBO3MOXXHBIM 0€3 HCIOJb30BAHUSL JIOMOJIHUTEIBHON HMH(pOpMaALUU
ONpENENUTh MPUHAIIEKHOCTh IEPCOHATIBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
MEePCOHATBHBIX JIAHHBIX.

O6padoTka MePCOHAJNBHBIX [JaHHBIX - JII00O€ JeiicTBue (omepauus) WId
COBOKYIHOCTb JEWUCTBHIl (omepanuii), COBEpIIa€MbIX C MCIOJIb30BAHUEM CPEJICTB
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aBTOMaTU3alMy WM 0€3 MCIOJb30BAHMS TAaKUX CPEACTB C MEPCOHAIBHBIMU JAHHBIMU,
BKJIIO4ass cOOp, 3alucCh, CHUCTEMATU3AlMIO, HAKOIUIEHHWE, XpaHEHUE, YTOYHEHHE
(oOHOBIIEHME, U3MEHEHHUE), U3BJICUEHUE, UCIOJIb30BaHKE, Mepeaady (pacnpocTpaHeHHeE,
MpeI0CTaBICHUE, JOCTYyM), 00€3IMYMBAHUE, OJIOKMPOBAHHUE, YAAJICHHE, YHUYTOXKEHUE
MEPCOHANIBHBIX TAHHBIX.

O61enocTynnble NepcoHAJbHbIE [JaHHbIEe - [IEPCOHAJIbHBIE JaHHBIE, JOCTYII
HEOTPAaHWYEHHOI'0 Kpyra JIMIl K KOTOpPhIM MPEJOCTABIEH C COrjacusi CcyObekTa
MEPCOHATBHBIX JAHHBIX WM HA KOTOPbIE B COOTBETCTBUU C (penepaibHbIMU 3aKOHAMH HE
pacnpocTpansieTcs TpeboBaHue co0JI0IeHUs KOHPUACHIINAIBHOCTH.

Oneparop (MepcoHANBHBIX JAaHHBIX) - TOCYAAPCTBEHHBIA OpraH, MyHHUIMIATbHBINA
opras, IOpUIMYECKOE WIH (PU3NYECKOE JIUII0, CAMOCTOSITENIbHO HJIM COBMECTHO C IPYTUMU
JUIAMU OpTaHU3YIOLME U (MJIM) OCYILECTBISIONINE 00pabOTKY MEPCOHANBHBIX TAHHBIX, a
TaK)Ke ONpeleNsioNre 1eau 00padoTKU MEePCOHANBHBIX JTAHHBIX, COCTaB MEPCOHAIBHBIX
JaHHBIX, TOJJIeKauux o0paboTke, JneidcTBUsA  (omepanuu), COBepIIaeMble C
NIEPCOHATBLHBIMY JIAHHBIMHU.

Texnuuyeckue cpeacrsa HHPOPMAUMOHHOW CHCTEMbl NEPCOHAJIBHBLIX [JAHHBIX -
CpEIICTBAa BBIYMCIUTEIBHON TEXHUKH, WH(OPMAIIMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI U
CETH, CPEJICTBA U CUCTEMBI Niepenauu, npuema u odpadbotku I1J[H (cpeacTBa U CUCTEMBI
3BYKO3aIUCH, 3BYKOYCUJICHHSI, 3BYKOBOCIIPOU3BEICHUS, IEPETOBOPHBIE U TEJIEBU3MOHHbBIE
YCTPOMCTBA, CpEACTBA HW3TOTOBICHHUSA, THUPAKUPOBAHUS JOKYMEHTOB U  JpYyrHe
TEXHUYECKHE CPEeACTBA 00PabOTKH pedeBoil, rpaguueckoi, BUae0- 1 OyKBEeHHOIM(PPOBOH
uHGOpPMAIIMH), TPOTPAMMHBIE CPEJICTBA (ONEPAIIMOHHBIE CHUCTEMBI, CUCTEMBI YIIPABIICHHUS
0azaMM J@HHBIX Y T.Il.), CPEIACTBAa 3allUThl HWH(OpMaIUU, TpPUMEHSIEMbIE B
MH(GOPMAIIMOHHBIX CUCTEMAX.

IlepexBat (undopmMamuu) - HEIPABOMEPHOE TMOJydYeHHE HHPOPMAIIUU C
MCIIOJIb30BaHUEM TEXHHUYECKOTO CPEJICTBA, OCYIIECTBISIONIEIO OOHApYyKEHUE, PUEM U
00paboTKy HH(OOPMATUBHBIX CUTHAJIOB.

IlepconanbHbie JaHHBbIE - JF00as WHGOPMAIMSA, OTHOCSIIASCA K MPSAMO WIH
KOCBEHHO OIpEACICHHOMY WM ompenenseMoMy (Gu3ndeckomMy Juny (CyObekTy
MEPCOHAIBHBIX JIAHHBIX);

Ilo0o4HbIe IJIEKTPOMATHUTHBIE M3JYYeHHUS M HABOAKHU - DJICKTPOMArHUTHBIC
U3ITYYCHUS TEXHUUECKUX CPEJICTB 00padOTKH 3amuiaeMoi nHGOpMaIiK, BO3ZHUKAIOIIUE
Kak TOOOYHOE SBJICHHE M BBI3BAHHBIC AJICKTPUUYCCKUMU CUTHAIAMH, TEUCTBYIOIUMH B UX
ANEKTPUYECKUX W MATHUTHBIX IEMSX, a TakKKe DJICKTPOMATHUTHBIE HABOJKU OTUX
CUTHAJIOB Ha TOKOTIPOBO/ISIIINE TWHUN, KOHCTPYKIIMH U [IETIH MATAHUA.

IMoJMTHKA «YHCTOr0 CTOJIa» - KOMIUIEKC OPTaHHU3AIMOHHBIX MEPOTPHUSITHH,
KOHTPOJUPYIOIHUX OTCYTCTBUE 3aMHCHIBAHWS HAa OyMaXKHbIE HOCHTENW KIIOUeH U
aTpuOyTOB JIocTyna (mapojei) u XpaHeHus: uX BOJIU3H 00BEKTOB J0CTYIIA.

IMoab30BaTe/ib HHPOPMALNMOHHOMH CHCTEMbI NMEPCOHAJBbHBIX JAHHBIX - JIUIIO,
ydacTBymImiee B (DYHKIMOHMPOBAHWU HMHPOPMAMOHHON CHUCTEMBI TEPCOHATBHBIX
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JAHHBIX WJIHA UCTIOIB3YIOLIEE PE3YNIbTATHI €€ (YHKIMOHUPOBAHMS.

IIpaBuia pasrpaHM4YeHHsi JOCTyNa - COBOKYITHOCTH IIPaBUJI, PErIaMEHTHUPYIOIIUX
mpaBa JA0CTyna CyObeKTOB JOCTyla K 00bEeKTaM J0CTyma.

IlporpaMmmHasi 3akJjiagka - KOJI IPOrpaMMbl, MpPEIHAMEPEHHO BHECEHHBIM B
IporpaMMmy ¢ UEJIbI0 OCYIIECTBUTh YTEUYKY, H3MEHUTb, OJOKHUPOBATb, YHUYTOXKHUTH
MHOPMAIMIO WIM YHUYTOXKUTH M MOAU(GULIHMPOBATH MPOrpaMMHOE oOOecreyeHue
MH()OPMAIIMOHHOM CHUCTEMBbI TIEPCOHANBHBIX JaHHBIX U (WiK) OJIOKUPOBAThH amnmnapaTHbLIE

CpEACTBa.
IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKOe) BO3/1eHICTBHE -
HECAHKIIMOHUPOBAHHOE BO3/ICHCTBUE Ha pecypchl ABTOMAaTU3UPOBAHHOMN

UHOOPMAIIMOHHONW CHUCTEMBI, OCYILIECTBISIEMOE C HCIOJIb30BAHUEM BPEIOHOCHBIX
POTPaAMM.

PackpbiTHEe NEPCOHATBHBIX JAHHBIX - YMBIIUJIEHHOE WU CIIy4YalHOE HapYIICHHUE
KOH(UACHITMATBHOCTH TIEPCOHATBHBIX TaHHBIX.

PacnpocTpaHeHHe TIEPCOHAJIBHBIX JAHHBIX - JICWCTBUS, HaMpaBJICHHbIC Ha
PaCKpBITHE NTEPCOHAIBHBIX TaHHBIX HEOMPEICIICHHOMY KPYTY JIUII.

Pecypc uHpoOpMamMOHHOW cHCTeMBbI - HMMEHOBAHHBIA 3JIEMEHT CHUCTEMHOTO,
NPUKJIATHOTO WJIM alapaTHoro obecnedeHus (GyHKIHMOHHPOBAHUS HHGOPMAIMOHHON
CUCTEMBI.

CnenuanbHble KATerOpHu MEPCOHAIBHBIX [JAaHHBIX - [IEPCOHAIBHBIE JaHHBIE,
Kacarouecs pacoBOW, HAIMOHAIBHON MPUHAIJIEKHOCTH, MOJUTHYECKUX B3IJIAIOB,
PENUTHUO3HBIX WU GUITOCOPCKUX yOeKIEHUN, COCTOSHUS 30POBhS U UHTUMHOM KU3HU
CyOBEKTa MEePCOHANBHBIX TAHHBIX.

CpencrBa BBIMHCJIHTENbHOH TeXHHKH - COBOKYNNHOCTh MPOrPAMMHBIX M TEX-
HUYECKHX DJEMEHTOB CHCTEM OO0pabOTKH JaHHBIX, CHOCOOHBIX ()YHKIIMOHUPOBATH
CaMOCTOSITEIbHO WM B COCTaBE APYTUX CUCTEM.

Cyobekt goctyna (cy0beKT) - JIMIO WIH IIPOLECC, JEHUCTBUS KOTOPOTO
pErIaMEHTUPYIOTCS MPAaBUIIAMU PA3rpAHUUYEHUS TOCTYTIA.

Texuuveckuii KaHas yreukun HHGOPMANHH - COBOKYITHOCTh HOCHUTEIS HH(POPMAIIHH
(cpenctBa 06paboTkn), pu3nYecKoi cpeasl pacIpocTpaHeHuss MHOOPMATHBHOTO CUTHAIIA
U CPENICTB, KOTOPBIMU JOOBIBACTCS 3almuiaemMasi nHbopmarus.

TpaHcrpaHH4YHAsi Nepedaya NEePCOHAIbHBIX JAaHHBIX - IEepefaya IMEePCOHATIBHBIX
JaHHBIX onepaTopoMm yepe3 ['ocynapcTtBeHHyro rpanuny Poccuiickoit denepanuu oprany
BJIACTH HWHOCTPAHHOTO TOCYIapCTBa, (PU3NYECKOMY WIH IOPUAUYCCKOMY  JIHILY
MHOCTPAHHOTO rOCyAapCTBa.

¥Yrpo3sl 0e30MacHOCTH MNEPCOHANBHBIX [JAaHHBIX - COBOKYIIHOCTb YCJIOBHM U
(bakTOpOB, CO3MAIOIINX OMACHOCTh HECAHKIIMOHWPOBAHHOTO, B TOM YHCJE CIy4YailHOTO,
JOCTyIa K NEPCOHAIIBHBIM JAHHBIM, PE3YJIbTATOM KOTOPOrO0 MOXKET CTaTh YHUYTOKEHHE,
M3MEHEHHEe, OJIOKMPOBaHUE, KOMUPOBAHUE, PACIPOCTPAHEHUE NMEPCOHANBHBIX JAHHBIX, a
TaK)XK€ MHBIX HECAHKIMOHUPOBAHHBIX JNEUCTBUHU MpPU UX 00pabOTKe B MHPOPMAIIMOHHOMN
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CUCTEME NMEPCOHAIBHBIX TAHHBIX.

YHUYTOKEHHE TEPCOHAJBbHBIX [aHHBIX - JECUCTBUSA, B pPE3yJbTaTe€ KOTOPBIX
CTAHOBUTCSI HEBO3MOXHBIM BOCCTAHOBHUTH COJEPKAHUE TNEPCOHAIBHBIX JAHHBIX B
MH(OPMAIIMOHHONW CHUCTEME MEpPCOHANBHBIX JAaHHBIX W (WJIU) B PE3yJbTaTe KOTOPBIX
YHUUTOKAIOTCS MATEPUAIIBHBIE HOCUTEIN MTEPCOHAIIBHBIX TaHHBIX.

Yreuka (3amuumaemoil) wuHGOpMANMH 10 TEXHHYECKHM KaHAaJaM -
HEKOHTPOJINPYEMOE PAaCHpOCTPAHEHNE MH(DOPMALIMKM OT HOCUTENS 3alIUIAaeMOl UH(Op-
Maluu 4epe3 (U3MUYECKYI0 Cpely [0 TEXHHYECKOrO0 CpEACTBA, OCYLIECTBIISIOIIETO
nepexsar uHpopmaIuu.

Ysa3BUMOCTB - CJIA0OCTh B CPEJICTBAX 3AIIUTHI, KOTOPYIO MOKHO MCHOJIB30BATH IS
HapyILICHUS] CUCTEMBI UJTU CoJiepKallieiicss B Hell HH(pOpMaIInH.

IlesiocTHOCTH, MHGpOpPMAMU - CIIOCOOHOCTH CPEJCTBA BBIYMCIUTEIBHOM TEXHUKH
WIM aBTOMAaTU3UPOBAHHOM CHUCTEMBbI oOOecneuyrBaTh HEU3MEHHOCTh HWH(GOpMAIUU B
YCIOBUSAX CIYYailHOTO W/WIIH MPeAHAMEPEHHOTO UCKaXEHUS (pa3pyIIeHHs ).
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OBO3HAYEHUSA U COKPALIEHUA

ABC - aHTHBUpPYCHBIE CpEICTBA

APM - aBromMaTu3npoBaHHOE pabouee MeCTOo

BTCC - BcriomoraresbHble TEXHUUECKUE CPECTBA U CUCTEMBI
NCIIn - naHbOopMallMOHHAS] CUCTEMA NMEPCOHATBLHBIX JIAHHBIX
K3 - koHTponupyemas 30Ha

JIBC - nnokasnbHasi BBIYUCIUTEIBHAS CETh

MD - MeKceTeBOM PKpaH

HC/I- HecaHKIIMOHUPOBAaHHBIN AOCTYII

OC - onepanioHHasi cUCTEMA

[1/IH - mepcoHanbHBIE JaHHBIE

IIMB - nporpaMMHO-MaTeMaTH4ECKOE BO3AECUCTBUE

10 - nporpamMmmHOe obecrieueHue

[I9MUH - no6ouyHbIe 3TEKTPOMArHUTHBIE U3TYUYEHUS U HABOJKU
CAS3 - cucreMa aHann3a 3alUIICHHOCTH

C3MU - cpeacTra 3amuThel HHGOPMAIUN

C3I1dH - cucreMa (IoJIcUCTEMA) 3aIIUThI TEPCOHATBHBIX TAHHBIX
COB - cucrema oOHapyKeHUSI BTOPKEHUM

TKVYU - rexHuueckue KaHaibl yTeUKd HHPOPMAIUU

YBII[IH - yrpo3sl 6€301acHOCTH TIEPCOHATBHBIX TAHHBIX
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BBEJIEHUE

Hacrosimas Ilonutuka wHpopmanumoHHol Oe3omacHOCTH mnpu  pabote C
MepCOHATBHBIMU JaHHBIMU B [1ebIMCKOM MOCENKOBOM TEppUTOpUATILHON U30UpaTEIbHOM
komuccuu (nanee - [lonutuka) siBisieTcst opUIUATBHBIM JTOKYMEHTOM.

[lonutuka pa3paboTaHa B COOTBETCTBUU C TPEOOBAHUSAMHM, YCTAHOBICHHBIMU:

OenepanbabiM  3akoHOM 0T 27.07.2006 Ne 149-03 «0O6 wunpopmanuu,
MH(OPMAIIMOHHBIX TEXHOJIOTUSX U O 3aIUTE UHPOPMALIHI;

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 152-D3 «O nepcoHanbHbIX TaHHBIXY;

noctaHoBieHueM IIpaButenscTBa Poccniickoit @enepanuum ot 01.11.2012 Ne 1119
«O0 yTBepkIeHUH TpeOOBaHUN K 3alllUTE MEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKe B
MH(GOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTAHHBIX);

noctanoBieHueM lIpaBurensctBa Poccniickoit @enepaunn ot 15.09.2008 Ne 687
«O0 yTBEp>KIEHUU TOJO0XKEHUsI 00 OCOOEHHOCTAX O0O0pabOTKHU NMEPCOHATIBHBIX JAHHBIX,
OCYIIECTBIISIEMOM 0€3 UCTIOBb30BAHMSI CPEJICTB ABTOMATU3AIINI;

noctanoBieHueM lIpaButensctBa Poccuiickoit @enepaunn ot 21.03.2012 Ne 211
«O0 yTBEepXKICHUU TMEpeyHsi Mep, HalpaBiIeHHBIX Ha OOecreuyeHUe BbBITIOJHECHUS
o0s3aHHOCTEM, MpeaycMOTpeHHbIX DenepaiabHbiM 3aKOHOM «O MepCOHANBHBIX JaHHBIX)
U MIPUHATBIMUA B COOTBETCTBHM C HUM HOPMATHBHBIMU IPABOBBIMHU aKTaMH, OTIEPATOPAMH,
SABJISIIOLLMHUCS TOCYJaPCTBEHHBIMH WJIM MYHULIUMIIAJTIbHBIMA OpTaHaAMI»;

npukazom ®CTOK Poccum ot 18.02.2013 Ne 21 «OO6 yrBepxkaenun CoctaBa u
collep KaHMsl OpPraHU3alMOHHBIX U TEXHUYECKHUX MeEp MO oOecrneyeHUIo Oe30MacHOCTH
NEPCOHATBHBIX JAaHHBIX NP HX 00paboTke B HH(DOPMAIMOHHBIX CHUCTEMax
NEPCOHAIBHBIX JAHHBIX,

npukazom ®CBb Poccum ot 10.07.2014 Ne 378 «OO6 yTBepKIeHUU COCTaBa U
CoJlep KaHMsl OpPraHU3alMOHHBIX U TEXHHUYECKHUX MEp MO OOeCleYeHUIO0 0e30MacHOCTH
NEePCOHANBHBIX JIAHHBIX TMpU HX 00paboTke B WHOOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JAaHHBIX C HCIOJB30BaHUEM CPEACTB KpUNTOrpauyuecKoil 3aiuThl
uHdopmaIy, HEOOXOMWMBIX JUIS BBIMOJHEHUS YCTAaHOBICHHBIX [IpaBUTEIBCTBOM
Poccuiickoit denepanuu TpeOOBaHMI K 3alIUTE MEPCOHATBHBIX JAHHBIX JIJIS KaXKJIOr0 U3
YPOBHEH 3aIUIIIEHHOCTHY;

MeToauueckuMu peKOMEHJALUsAMU 1O pa3paboOTKe HOPMATHUBHBIX IPAaBOBBIX
aKTOB, ONPEIEISIONIUX YIPO3bl 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX, AKTYyaJIbHbBIE IIPH
00pa0OTKe MEepPCOHANbHBIX JAHHBIX B HMH()POPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JAHHBIX, OKCIUIyaTUPYEMBIX IPH  OCYIIECTBIEHHH  COOTBETCTBYIOIIMX  BHUJOB
NEeATEeNIbHOCTH, yTBEpKAeHHBIMU pykoBojcTBoM &8 Ilentpa @Cb Poccun 31.03.2015 Ne
149/7/2/6-432.

B Ilonutuke omnpenenensl TpeOoBanusi k nepconHany MWCII[AH, creneHb
OTBETCTBEHHOCTH II€pPCOHAjNa, CTPYKTypa W HEOOXOAMMBIA YPOBEHb 3allUILIEHHOCTH,
CTaTyC U JOJDKHOCTHBIE OOSI3aHHOCTH COTPYIHHMKOB, OTBETCTBEHHBIX 3a OOECIEUYECHHE
O0ezomacHocTH  TnepcoHambHBIX  JdaHHBIX B MCII[Ia  TlenpIMCKOM  MOCEIKOBOM
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TEPPUTOPUATIBHON N30uparenbHol komuccuu (aanee — Komuccns).

OO0mme moJ10:KeHUsA
Lensro Hacrosmen IlomuTukm sBIgeTcs oOecmedeHHe OC30IMacHOCTH OOBEKTOB

3amuThl KoMuccun OT BCEX BUIOB YIrpO3, BHEIIHUX M BHYTPEHHUX, YMBIILUICHHBIX H
HEMpeTHAMEPCHHBIX, MHHUMU3AIUs yliepda OT BO3MOXKHOM peanu3aiuu  yrpos
6ezonacuoctu [1/1n (YBIIdH).

be3omacHOCTh MEpCOHANBHBIX JAHHBIX  JOCTUTACTCS MYTEM  UCKJIIOUYCHUS
HECAHKI[IMOHUPOBAHHOIO, B TOM YHCJIE CIYy4allHOTO, JHOCTYIA K MNEPCOHAIbHBIM JAHHBIM,
pe3yJabTaTOM KOTOPOTO MOXKET CTaTh YHUUYTOXXCHUE, W3MEHEHHE, OJIOKMPOBaHUE,
KOMMPOBAHUE,  PACIIPOCTPAHCHUE  TMEPCOHANBHBIX  JAHHBIX, a TaKKe  HHBIX
HECAHKIIMOHUPOBAHHBIX JICHCTBUH.

Nudopmanuss u cBsizaHHbIE C HEH pecypchl JOJDKHBI OBITH JOCTYIIHBI JIJIs
ABTOPU3OBAHHBIX  TMOJb30Bateneil.  JIOMKHO ~ OCYHIECTBISITECSI  CBOEBPEMEHHOE
oOHapy>xeHue u pearupoBanue Ha YBII/IH.

JIOMKHO OCYHIECTBIISITHCSI MPEIOTBPAICHUE MPEIHAMEPEHHBIX WIM CIy4YalHBIX,
YACTUYHBIX WJIM TOJHBIX HECAHKIIMOHUPOBAHHBIX MOAUGPUKAIMNA WM YHUUTOKCHUS
JIAHHBIX.

CoctaB 00BEKTOB 3amUTHl TpeacTaBiieH B «llepeuyHe NEepCOHANbHBIX JaHHBIX,
oOpabarbiBaeMbIX B [leBIMCKON TMOCEIKOBOW  TEpPUTOPHATBHON HM30MpaTeIbHOM
KOMHUCCUU B CBSI3U C pealu3alueil CIy>KeOHBIX (TPYAOBBIX) OTHOIICHUH, a TaKkKe
OCYIIECTBJICHHEM IOCYIapCTBEHHBIX (DYHKITHII.

Cocras UCII[lH momnexamux  3ammure, npencraBieH B «llepeune
WHOOPMAIIMOHHBIX CHCTEM TIEPCOHAIBHBIX JaHHBIX B llenbpIMCKON  MOCEenKoBOM
TEPPUTOPUATIBHON M30MPATEIIHHON KOMUCCHI.

ObaacTs aeiicTBUsA
TpeboBanuss Hactosmer [lomuTHKM pacTpOCTpaHAIOTCS Ha BCEX COTPYIHHKOB

Komuccun (ImTaTHbIX, BpEMEHHBIX, paOOTAIOMIMX [0 KOHTPAKTY M T.I.), @ TaKkKe BCEX
MPOYUX JUL (IOAPAIUYUKH, ayTUTOPHI U T.I1.).
CucreMa 3alIUTHI NEPCOHATBHBIX JAHHBIX

Obecneuenne 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTH:

OTIpEJICTICHHEM yIpo3 0€30MacHOCTU MEPCOHANBHBIX JaHHBIX MPH UX 00paboTKe B
WH(OPMAITMOHHBIX CUCTEMAaX MEePCOHAIBHBIX TAHHBIX;

OPUMEHEHHEM OpraHU3allMOHHBIX W TEXHUYECKHMX Mep MO0 OOECIeUYeHHIO
0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU UX 00paboTKe B MH(DOPMAITMOHHBIX CHCTEMAaX
MEePCOHANBHBIX JAHHBIX, HEOOXOAUMBIX [JIs BBINOJHEHHUS TpPEOOBAHUN K 3allUTE
MEPCOHANBHBIX  JIAHHBIX, WCIOJHEHHWE KOTOPBIX OO0ECIeUYMBACT YCTAHOBIICHHBIE
IIpaButensctBOM Poccuiickoit @Penepanuu ypOBHM 3alUILIEHHOCTA NEPCOHAIBHBIX
JTAHHBIX;

MPUMEHEHUEM MPOUIEAIINX B YCTAHOBJICHHOM TMOPSJAKE MPOLEAYPY OIECHKH
COOTBETCTBHUSI CPEJICTB 3alUTHI HH(DOPMALINH;

OoIeHKON A()GHEKTUBHOCTH MPUHUMAEMBIX MEp MO O00eCHeYeHHUI0 0e30MacHOCTH
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MEePCOHANBHBIX JIaHHBIX JI0 BBOJa B OKCIUTyaTalMilo WH(MOPMAIIMOHHON CHCTEMBbI
MEePCOHATBHBIX JIAHHBIX;

y4€TOM MAaIIMHHBIX HOCUTEJIEH MePCOHANIbHBIX JaHHBIX;

oOHapyxeHrneM (HakTOB HECAHKIIMOHUPOBAHHOTO JOCTYMa K MEePCOHAIbLHBIM
JAHHBIM W TIPUHATHEM MEp, B TOM YHCIIE MEp MO OOHAPYKEHUIO, MPEIYNPEKIACHUIO U
JUKBUJAIMA TIOCJIEICTBUH KOMIBIOTEPHBIX aTak Ha WHOOPMAIMOHHBIE CHUCTEMBI
MEePCOHAIBHBIX IAHHBIX U M0 PEarMpOBAHUIO Ha KOMIIBIOTEPHBIC UHITUACHTHI B HUX;

BOCCTAHOBJICHUEM  TIEPCOHAIBHBIX  JAaHHBIX,  MOJAUMUIIMPOBAHHBIX WU
YHUYTOXKEHHBIX BCJICJICTBUE HECAHKIIMOHUPOBAHHOTO JIOCTYTA K HUM;

YCTAaHOBJICHUEM MPaBHWJI JOCTYIMa K MEPCOHAIBHBIM JaHHBIM, 00pa0aThiBaeéMbIM B
WHOOPMAIIMOHHOW  CHUCTEME TMEPCOHAJBHBIX JAHHBIX, a Takke obecreueHueM
pErucTpaliu U ydeTa BCeX JCHCTBUM, COBEpIIAeMbIX C MEPCOHATBHBIMU JaHHBIMU B
MH()OPMAIIMOHHON CUCTEME TIePCOHATBHBIX TaHHBIX;

KOHTPOJIEM 3a TNPUHUMAEeMbIMH MeEpaMH II0 OO0eCleueHH0 0e30MacHOCTH
NEePCOHANBHBIX JAHHBIX MW YPOBHSA 3alIMIIECHHOCTH HWH(POPMAIMOHHBIX CHCTEM
MEPCOHAIBHBIX JJAHHBIX.

Cuctema 3ammuThl nepcoHanbHbIX HaHHbIX (C3I1/IH), cTpouTCcs HAa OCHOBAHUM:

AKTa BHYTPEHHET0 KOHTPOJISI COOTBETCTBUS 00paOOTKH NMEPCOHANBHBIX JAHHBIX.

[lepeuns mepcoHadbHBIX JaHHBIX, oOpabaThiBaeMbIX B [lenbIMCKOM MOCENKOBOM
TEPPUTOPUATIBHONW HM30MpaTeIbHOH KOMHCCHUM B CBS3U C peald3alliei CIy»KeOHBIX
(TpyIOBBIX) OTHOIIICHHH, a TAK)KE OCYIIECTBICHUEM IOCYIapCTBEHHBIX ()yHKIIHH;

AKTOB KJ1accuduKkauu HHOOPMAITMOHHBIX CUCTEM TIEPCOHANIBHBIX JaHHBIX;

Mogenu yrpo3 6€301acHOCTH MePCOHATBHBIX JIAHHBIX;

Martpuiibl 10oCTyna IMOJIb30BaTeNIed K 3alluilaeMbiM WH()OPMAIIMOHHBIM pecypcaM
NCII/H;

PykoBogsamux nokymentoB @®CTIK Poccun u ®Ch Poccun.

Ha ocHOBaHMM »STHX JOKYMEHTOB ONpEAENsIeTCS HEOOXOAUMBIH YpPOBEHb
samumenHoct 11 kaxnon MCIT[AH Komuccuu. Ha ocHOoBaHMU aHanu3a akTyalbHBIX
yrpo3 Oe3zonacHoctu IIJ[H ommcannoro B Moxenu yrpos, Aemaercs 3akiIOueHUE O
HEOOXOJUMOCTH  HCIIOJIb30BAaHUS  TEXHHUYECKMX CPEJICTB M OpPraHU3aIllMOHHBIX
MeponpusaTuii st obecrnieueHus Oe3omacHoctd II/IH. BriOpanHble HEOOXOIMMBIC
MeponpusaTus oTpaxkaroTcs B «CoctaBe Mep 3amuThl HHPOPMAIMOHHBIX CHCTEM
TePCOHAIBHBIX TaHHBIX).

Hnsa UCIIIH pokeH OBITh COCTaBJIEH CIHCOK HCHOJIb3YeMbIX TEXHUYECKUX
cpeAcTB 3amuThl (maigee - CHOUCOK), a Tak K€ MNPOrpaMMHOr0 OOecleydeHus,
y4acTBytoiero B oopadotke I1/]H, Ha Bcex anementax UCII/IH:

APM mnonn3oBareneii;

CepBepa NpUIIOKECHUH;

CYB/I;

I'panuust JIBC;
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KananoB mnepemaun B ceTu oOOIIEro MONB30BaHUS U (WJIM) MEXIyHApPOIHOTO
oOMeHa, ecnu o HUM niepepatorcs [1/1H.

B 3aBucumocTn ot yposHs 3amumeHHoctd UCII/H n akryansHbIX yrpo3, C3I1/IH
MOXET BKJIKOYATh CIEAYIONIME TEXHUYECKUE CPEACTBA!

AHTUBUPYCHBIE CPEJCTBA JIJIsl pabOUMX CTAHIIUM MOJb30BaTEIEH U CEPBEPOB;

CPEACTBA MEKCETEBOI0 YKPAHUPOBAHUS;

cpelncTBa Kpunrorpaduueckon 3amuThl HHGOPMALIMK NIPU NIEpeiaye 3aluiiaeMon
uH(pOpMAaIMK IO KaHaJlaM CBSI3U.

Tak xe B CNHMCOK JOJDKHBI ObITh BKJIIOYEHBI (DYHKIIMHM 3alllUThI, 0OecreurnBacMble
IITaTHBIMU ~ cpefncTBaMu  00pabotku II[[n  onepaumonnbsiMu  cuctemamu  (OC),
npukiaagaeiM 1O u cnenuanbHBIMM KOMIUIEKCAMH, PEAM3YIOIIUMU CPEACTBA 3aIIUTHI.
Cnucok QyHKIMI 3a1IUThl MOXKET BKIIIOUATh:

YIPaBJIEHUE U pa3rpaHUYEHUE TOCTYyNA NOJIb30BaTEIIEH;

pPETrHCTpaIUIO U YUeT JEeHCTBUM ¢ nH(OopMaIue;

oOecrieueHue EeJTOCTHOCTH JIaHHbIX;

oOHapy»XeHHEe BTOPKESHUM.

Coucok  HWCNOJB3yEeMBIX TEXHUYECKMX CpEeACTB  oTpaxkaercs B «llnane
MEPOIPUSATUN MO  OOECMEYEHUI0  3alIUThl  MEPCOHANBHBIX  JaHHbIX». CHHCOK
UCIIOJIb3YEMBIX CPEACTB JOJDKEH IOLJEPKUBATHCS B aKTyalbHOM coCTOsiHUU. [Ipm
U3MEHEHMHM COCTaBa TEXHHYECKMX CpeacTB 3amurel win  aneMmeHtoB  HCII/IH
COOTBETCTBYIOLIIME HM3MEHEHHs JOJDKHBI ObITh BHeceHbl B CIHCOK M YTBEpP)KIEHBI
npencenarenem  M36upartenbHoit komuccuu CBEpIJIOBCKOM 00JIaCTH WM JIUIIOM,
OTBETCTBEHHBIM 3a oOecrieueHue 3amuThl I1/1H.

TpeodoBanus k noacucremam C3II1An
C3I1/Ix BrroUaeT B ceOs CICAYIONIHE TIOICHCTEMBI:

yIpPaBJIEHUS JOCTYIIOM, PETUCTPALIUU U YUETA;

oOecrieueHust 1EeJIOCTHOCTH U IOCTYITHOCTH;

AHTUBUPYCHOM 3aLUTBHI;

MEKCETEBOT0 IKPAaHUPOBAHHS;

aHaju3a 3allUIIEHHOCTH;

oOHapyKEeHUS BTOPKECHUIA;

KpunTorpadudecKoil 3anuThl.

[Moncucremsr C3I1/IH mMer0oT pa3nuyHbii (YHKIIMOHAT B 3aBUCHMOCTH OT KJiacca
UCTI[In, ompeneneHHoro B «AKTe Kiaccupukanum WHPOPMAIMOHHON CHCTEMBI
MEePCOHANBHBIX NaHHBIX». Crmucok cootBeTcTBUs (PpyHkmmit moacucrem C3II/IH kmaccy
3aIIMIIEHHOCTH TMPEJICTABICH B TEXHHUYECKOM 3aJIaHUM MO CO3/IaHUI0 CUCTEMBI 3allUThI
uHpopmaru HHHOPMAIIMOHHON CUCTEMBI IEPCOHANTBHBIX JTAHHBIX.

HOI[CI/ICTeMa YIPAaBJICHUA JOCTYIIOM, PEruCTpalnv M y4cTa

[Toncucrema ympaBiieHUs JTOCTYIIOM, PETMCTPALMM M y4yeTa IMpeaHa3HadeHa IS
peanu3aium Cieayrommux QyHKIuii:
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UJCHTU(PUKALMK U TMPOBEPKH MOUIMHHOCTU CYyOBEKTOB J0CTyna MpU BXOJE B
NCIIdn;

UJCHTU(PUKALMY TEPMUHAIIOB, y3JI0B CETH, KAHAJIOB CBSI3H, BHEIIHUX YCTPOUCTB MO
JIOTUYECKUM HUMEHAM;

UACHTU(PUKALKUKA NPOTpaMM, TOMOB, KaTajaoron, (aioB, 3amnucei, moyien 3anucei
10 UMEHaM;

peructpaiuu Bxoja (BbIXxoJa) CyObeKTOB JOCTYIMAa B CUCTEMY (U3 CHUCTEMBI), TUOO
PErUCTpAIUU 3arpy3KU U MHULHAIA3ALUNA ONEPALMOHHON CHUCTEMBI U €€ OCTaHOBA.

pEerucTpanuu MONBITOK JOCTyNa MPOTPAMMHBIX CPEJCTB (MPOrpaMM, MPOILECCOB,
3a/1a4, 3aJJaHui) K 3aluiiaeMbiM aitnam;

pErucTpanuy NOMBITOK JI0CTyNa NPOrpaMMHBIX CPEICTB K TEpMHUHANIaM, KaHajlaM
CBsI3M, pOTpaMMaM, TOMaM, Katajioram, daiinam, 3aucsim, MoJIsM 3anucei.

[loncucrema ympaBiaeHUS JOCTYIIOM MOXET OBITh pealn30BaHa C MOMOUIBIO
TAaTHBIX cpeacTB 00paboTku [1/1x (onepaunonHbix cuctem, npuinoxenud u CYB/). Tax
K€ MOXKET OBbITh BHEAPEHO CIENHATBbHOE TEXHUYECKOE CPEICTBO HIIM HX KOMIUIEKC,
OCYIICCTBIISIFOIIIME JIOMIOJIHUTENbHBIE MEpbl 10 ayTeHTU(PUKAIMU U  KOHTPOJIIO.
Hanpumep, mnpuMeHEHHE €AUHBIX XPAHWIMIL YYETHBIX 3aluceld IM0Jb30BaTENed U
pEerucTpalMoHHON HMH(OpPMAIMU, HCIONB30BAHUE OMOMETPUYECKUX U TEXHHUYECKHX (C
MIOMOIIIBIO 3JIEKTPOHHBIX MPOIYCKOB) MEP ayTEeHTU(UKALIMU U APYTUX.

[logcuctema o0ecreUeHMS OCJIOCTHOCTH U NOCTYIMTHOCTH

[loncucrema obOecniedeHHs] IMEIOCTHOCTH M JIOCTYIHOCTH NpeIHa3Ha4YeHa st
oOecrieueHust EI0CTHOCTH U ocTynHOoCTU [1/IH, mporpaMMHBIX U ammapaTHBIX CPEICTB
NCI[In Komuccum, a Tak K€ CpPEACTB 3allluThl, NMPU CIy4YallHONW WM HaMEpPEHHOU
MOAU(GUKAITNH.

[Togcucrtema peanu3yeTcss ¢ MOMOINBIO OpPraHMW3alUU PE3EPBHOIO KOMMPOBAHUS
oOpabaTbIBaeMbIX JaHHBIX, a TaK K€ pe3epBUpPOBaHUEM KitoueBbIX anemMeHToB MCII/IH.

[loxcucremMa aHTUBUPYCHOM 3aIIUTEI

[loncucrema aHTHUBUPYCHOM  3allUThl  MpEAHA3HAYCHA Ui OOCCIICUCHHS
aHTUBHUPYCHOM 3amuThl cepBepoB U APM nons3zoBateneit UCIT/In Komuccun.
CpenctBa aHTUBHPYCHOW 3alMTHI MpEAHA3HAYEHBI JJISI Pealn3aliy CIEAYIOIINX
b yHKIHH:
PE3UACHTHBIM AHTUBUPYCHBIA MOHUTOPHHT;
AHTUBUPYCHOE CKAaHUPOBAHUE;
CKpUNT-OJIOKMPOBAHMUE;
IIEHTPATN30BAHHOW/ YJAICHHON yCTaHOBKHU/IEUHCTAUIAIIMA AHTHBUPYCHOTO
MpOAYKTa, HACTPOWKH, AaJIMUHUCTPUPOBAHMS, MPOCMOTpPa OTYETOB U
CTaTUCTUUYECKOU MHPOpMAUU 110 padOTe MPOTYKTA;
aBTOMATU3UPOBAHHOI'O OOHOBJICHUSI AHTUBUPYCHBIX 0a3;
OTpaHUYCHHUS TMPaB TOJIL30BATENI HA OCTAHOBKY HCIIOJHSEMBIX 3ajady U
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M3MEHEHUsI HACTPOEK aHTUBUPYCHOT'O MPOrPaMMHOI0 00€CTICUCHUS;
ABTOMAaTUYECKOTO 3amycka HEIIOCPEACTBEHHO rocie 3arpy3Ku
OIEPALMOHHON CUCTEMBI.
[loncucrema peanu3yeTcss IIyTEM BHEAPEHUS CHEUHUATBHOTO AHTUBUPYCHOTO
nporpaMMHoro obecrnedeHust Ha Bce dnemMeHTsl UCITJ[H.

[loacucTemMa MEXKCETEBOr0 SKpAaHUPOBAHUS

IlogcucremMa MEXKCETEBOTO DJKPAaHMPOBAaHMS MpPEIHA3HAYEHA JUIsl peaau3aluu
CIeAYOmMUX (PyHKIMMA:

GunabTpaluy OTKPHITOTO U 3amudpoBaHHOro (3aKkpeiToro) IP- tpaduka;

¢ukcalMy BO BHYTPEHHHUX >XypHajlax MHGOPMALMHK O MPOXOJAIIEM OTKPHITOM U
3akpbiToM [P-Tpaduke;

UACHTU(PUKALUM U ayTeHTU(UKAIIUU aAMUHUCTPATOPA MEKCETEBOr0 3KpaHa Npu
€ro JIOKaJIbHBIX 3alpocax Ha JOCTYIL;

perucrpanuu Bxojaa (BbIX0Ja) aJMHUHHUCTPATOPAa MEXCETEBOIO0 dKpaHa B CUCTEMY
(u3 cuctembl) MO0 3arpy3Ky U UHUIIMAIU3ALUNA CUCTEMBI U €€ IPOTPAMMHOI'O OCTaHOBA;

KOHTPOJIS IIEJIOCTHOCTH CBOEH MPOrpaMMHOM 1 MH(GOPMAIIMOHHON YacTH;

GunbTpallui MAKETOB CIIY>KEOHBIX MPOTOKOJIOB, CIYXKAIUX AJsi AUArHOCTUKU U
yIpaBjieHUs pabOTON CETEBBIX YCTPOUCTB;

(GUIBTpaLMK ¢ yYETOM BXOJIHOTO M BBIXOJHOI'O CETEBOr0 MHTEpdeiica Kak cpeacTBa
IIPOBEPKHM MOUIMHHOCTU CETEBBIX aJIPECOB;

pPETHCTpALMU U ydeTa 3allpallliBa€MbIX CEPBUCOB IIPUKJIAAHOIO YPOBHS;

OJIOKUPOBAaHUS JOCTYNa HEUJECHTU(PHUIMPOBAHHOTO OOBEKTAa WINM CYObBEKTa,
HO/UIMHHOCTh ~KOTOPOTO MpH ayTeHTU(UKALUMU HE MOATBEPAMIACh, METOAAMH,
YCTOWYUBBIMU K IIEPEXBATY;

KOHTPOJIS 32 CETEBOM aKTUBHOCTBIO MPUJIOKEHUHN 1 OOHAPYKEHUS CETEBBIX aTaK.

IlogcucrtemMa peanusyercs BHEAPEHHEM MPOrPAMMHO-AINIAPATHBIX KOMIIJIEKCOB
MEKCETEeBOro 3KpanupoBanus Ha rpanuie JIBC, kinaccom He HUxe 4.

IlogcucTema aHajiM3a 3alIUIICHHOCTH

[logcuctemMa aHanmu3a 3alIUMIIEHHOCTH JOJKHA OO€cleuyrBaTh  BBISIBICHUE
VS3BUMOCTEH, CBA3aHHBIX ¢ ommubOkamu B kKoHpurypamuu [10 UCII/IH, koTOpBIE MOTYT
OBITH UCTIOJIB30BAHBI HAPYIIIUTEIIEM JIUIS PEATH3AIMN aTaKd HA CUCTEMY.

OYHKIMOHAT TOJCUCTEMBI MOXET ObITh pEaJM30BaH MNPOTrpaMMHBIMH U
MPOrPAMMHO-aNMNapaTHBIMU CPEACTBAMMU.

IToxcucrema 0OHAPVKEHUS BTODKEHUNA

[Toncuctema oOHapyXeHUS BTOPKEHHUH JIOKHA OO0ECTIEYMBATH BBISIBIICHUE
cereBbIX aTtak Ha 3nmeMeHThl MCIIJIH, moakmodYeHHBIE K CeTSIM OOINETO IMOJIb30BAaHHS U
(W1K) MEXTyHapOAHOTO OOMEHa.

DyYHKIIMOHANT TOJACUCTEMBI MOXET OBITh peaqu30BaH IMPOTPAMMHBIMH U
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IIPOrpaMMHO-AIIAPATHBIMU CPEICTBAMH.

Ioacucrema KDHHTOFDB.d)H‘-ICCKOfI 3allIUThI

[Toacucrema kpunrorpaduueckoit 3alUThl peaHazHayeHa s uckioueHuss HCJJ
k 3amuiaemor napopmanmu B UCIIn Komuccun npu ee nepenaye no kaHajgiaM CBA3U
ceTe 001IeTo MOJIb30BaHUs U (MJIM) MEXIYHAPOAHOTO OOMEHa.

[loncucrema peanusyercs myTeM BHEIPEHHUS KPUNTOrPAPUUECKUX MPOTrpaMMHO-
aIlmapaTHeIX KOMILIEKCOB.

IHoas3oBaTean UCITIn
B UCII[x Komuccuum MOXKHO BBIAEIUTH CIEAYIOMIME TPYHIbI IOJIb30BATENCH,

y4acTBYIOLIKX B 00paboTke u xpaHeHuu I[1/1H:
Anmvunnctparopsl UCIT/1H;
AJIMUHUCTpATOPBI 0€30MIACHOCTH;
Oneparopst APM;
Anmvunnctpatopsl cetu UCI/IH;
TexHuueckre  CHEHHAIUCTBI MO  OOCIYy)XHBaHUIO  nepudepuitHOTO
o0opy10BaHMUS.
JlanHble O Tpymnmax MOJb30BATENsAX, YPOBHE MX AOCTyNa M MHPOPMUPOBAHHOCTU
JOJDKHBI OBITH OTpa’keHbl B Marpuie AOCTyla IOJb30BaTeNed K 3alldliaeMbIM
MH(POPMAIIMOHHBIM pecypcam.

Anmvunuctparop UCITIH

Anvunnctpatrop HUCII[HH, corpyanuk Komuccunm (Wau WHOE YIOJTHOMOYEHHOE
JUI0), OTBETCTBEHHBIM 3a HACTPOMKY, BHeapeHwe u conpoBoxiaeHue MWCII/IH.
Ob6ecneunBaeT (QYHKIMOHUpPOBaHUE mMOACUCTeMBbl yrnpasienus noctynom WCIIIH wu
YIOJIHOMOYEH OCYIIECTBISATh MPEAOCTABIECHUE M Pa3rPaHUYEHUE JOCTYyNa KOHEYHOI'O
nosibzoBarens (Oneparopa APM) k anieMeHTaM, XpaHsAIUM [IEPCOHATIbHBIE JaHHBIE.

Anmunuctparop UCII/In obnagaeT cieayronmM ypoBHEM JOCTYIIA U 3HAHUIA:

oOnagaeT moiHOW WH(OpMaAIMEd O CHCTEMHOM U MPHUKIAAHOM IMPOTPAMMHOM
ob6ecnieuenuu UCII/H;

obOnagaeT MonHOW WHGOPMAIMEH O TEXHHUYECKHX CpPEICTBaX M KOH(PUTYpaIuu
NCIIdn;

UMEET JOCTYI KO BCEM TEXHMYECKHM CpeacTBamM o00paboTku WHGOpMAIMU |
naaaeiM UCII/H;

oOnmamaeTr mpaBaMu KOH(DUTYpHpPOBAaHWUS W AJMUHUCTPATUBHOW HACTPOUKH
texHudyeckux cpeacts UCII/IH.

AnMuHHUCTPATOD OE30ITACHOCTH

AnMunucTpatop  Oe3omacHocTH,  coTpyaHuk  Komuccum — (wim  uHOE
YIOJIHOMOYEHHOE JIMI[0), OTBETCTBEHHBIM 3a ¢yHkuuonuporanue C3II/IH, BIrOUas
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00CIy’KMBaHHE U HACTPOUKY aIMUHUCTPATUBHOM, CEPBEPHOMN U KJIMEHTCKONH KOMIIOHEHT.
AnmunucTtparop 0e30macHOCTH 00Janaer CIASAYIIIUM YPOBHEM JoCTyna u
3HAHUM:
obOnanaet npaBamu Aagmunucrpartopa UCII/IH;
obOnaznaet nonHou nHdopmanueit 06 UCI1/1H;
UMEET JIOCTYI K CPeJCTBaM 3alIUThl HH()OPMAIUU U IPOTOKOJIUPOBAHUSA U K
yacT Ki1roueBbix aaeMmeHToB MCII/H;
HE MMEET MpaB JIOCTYyINa K KOHOUIypUPOBAHUIO TEXHUYECKUX CPEACTB CETH
32 UCKJIFOYEHHEM KOHTPOJIBHBIX (MHCIEKIIMOHHBIX).
AnamuHucTpaTop 6€30MacHOCTH YIOJTHOMOYEH:
peanu3oBbIBaTh NOJUTUKU Oe3onacHOCTH B yacTu HacTpoiiku CK3U, mexcereBbIx
HKPAaHOB M CHUCTEM OOHApYyXEeHHUs aTak, B COOTBETCTBUM C KOTOPHIMH IOJIb30BATEIh
(Onepatop APM) nony4aeT BO3BMOXKHOCTh paboTaTh ¢ anementamu MCI1/IH;
OCYLIECTBIIATH ayIUT CPEJICTB 3ALIUTHI;

Onepatop APM

Oneparop APM - corpynnuk Komuccuu (MM WMHOE YMOJHOMOYEHHOE JIUIIO),
ocymiectBistonui - o6padborky IIJln. OO6pabGotka IIJI[H BkIOYaeT: BO3MOXHOCTH
npocmotpa I1/1H, pyunoit BBoa IIJIn B cucremy UCIIAH, dhopmupoBanue crpaBoK H
otueToB 1o uHpopmanuu, norydyeHnor u3z MCIIJ]. OnepaTop HE UMEET MOJHOMOYUN IS
yIpaBiieHus nojcuctemamu o0padbotku nanubix u C3I1/]H.

Omneparop UCII/In o61agaeT cieayomuM ypOBHEM JOCTYIIA U 3HAHUM:

obmamaer BCEMHU  HEOOXOIMMBIMH  aTpuOyTamu  (Hampumep, IapoJieMm),
obOecTieunBaIOIUMU JOCTYIT K HEKOTOPOMY MoaMHOxkecTBY [1/[H;

pacrnosiaraeT KOHQUACHIIMAITBHBIMUA JAHHBIMU, K KOTOPBHIM UMEET AOCTYII.

Anmunauctparop cetu UCITu

Anvunuctpatop cetu  UCII[AH, corpynHuk  Komuccun  (wim  uHOE
YIOJITHOMOYEHHOE JIUII0), OTBETCTBEHHBIH 3a G YyHKIIMOHUPOBAHUE
TeeKOMMYHHUKaMOHHOW mojacucteMbl MCIT[IH. AJIMUHUCTpAaTOp CETH HE HMEeT
MOJIHOMOYHUM JIJIs1 YIIPaBICHUS MOICUCTEMaMHu 00pabOTKH TaHHBIX U O€30TaCHOCTH.

AJIMUHUCTPATOP CETH 001a1aeT CIASAYIONUM YPOBHEM JIOCTYIIA U 3HAHHM:

oOnmamaeT 4acThlo WHEGOPMAIMM O CHUCTEMHOM W MPHUKIATHOM MPOTPAMMHOM
ob6ecnieuennu UCII/H;

oOnmagaeT dYacThio MHPOPMAMM O TEXHUYECKUX CPEACTBAX W KOHQPUTYpaIuu
NCTI/IH;

uMeeT PU3NYECKUA JOCTYN K TEXHUYECKUM CpeACTBaM 00paboTKy MHGOpMAINH U
CpEeIICTBaM 3aIllHTHI;

3HAET, 10 MEHBIIIEH Mepe, OTHO JeTaTbHOE UMsI IOCTYTIA.

TexHrnYeCKUN CHeIMaIMCT MO0 00CITYKUBAHUIO TEpUMEPUITHOTO 000DV IOBAHUS
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TexHuyeckuil crenuasucT no oOCIyKUBAHUIO, COTpYAHUK Komuccuu (uinum mHOE
YIOJHOMOYEHHOE JIUI0), OCYIIECTBIISIET OOCITYKMBaHHUE W HACTPOMKY mnepudepuitHOro
obopynoBanuss NCII[IH. TexHuueckuil choenuaiucT MO OOCIYyXUBAHUIO HE HMEET
noctyna k IIJ[H, HE WMeeT MOJHOMOYMI IJisi YNpaBieHUs MoJcCUCTEMaMHU OOpabOTKH
JTAHHBIX U 0€30IIaCHOCTH.

TexHuueckuil cnenuanucT Mo OOCITYKHMBAHHMIO 00JIaJaeT CIEAYIOIIUM YPOBHEM
JNOCTYyIla ¥ 3HAHWM:

o0nagaeT 4acThl0 MH(GOPMAIMM O CUCTEMHOM M MPUKIAAHOM MPOTPAMMHOM
ob6ecrnieuennu UCII/IH;

o0nagaeT 4YacTblo MH(POPMALMM O TEXHUYECKUX CpEACTBaX U KOH(PUTYypaluu
NCITdH;

3HAET, 10 MEHBLIEH MEpe, OJHO JIETAIbHOE UMS JOCTYIIA.

TpeOoBanus k nepcoHasy no odecrnedyeHno 3amuThl [/ n
Bce corpynnuku Komwuccuu, sBisitoniuecss nosb3zoBatensimu WCIIAH, moMKHBI

YETKO 3HATh U CTPOTO BBIMOJIHITH YCTAHOBJICHHBIE MPaBWIa U 00sI3aHHOCTH TI0 JIOCTYITY K
3alMIIaeMbIM 00BEKTaM U COOTIOJICHUIO TIPUHATOTO pexkuma 6e3omacHoctu [1]1H.

[Ipu BcTymIeHMH B JOJDKHOCTH HOBOT'O COTPYJIHMKA OH JIOJKEH OBITh 03HAKOMIICH
C HEOOXOAUMBIMHU JOKYMEHTaMH, PETJIaMEHTHPYIOIMUMHU TpeboBaHus o 3amure [1J]H, a
Takke  OOyuyeHHWe  HaBbIKaM  BBIMOJHEHUS  MPOIEAYp,  HEOOXOAMMBIX IS
CaHKIIMOHUpPOBaHHOTO Ucnoib3oBanus UCII/H.

CoTpyaHUK OJDKEH OBITh O3HAKOMIJIEH CO cBeleHusMH Hactosmed [lomutukwy,
IPUHATHIX Mporieyp padotsl ¢ anemenTamu UCIIIu u C3I1/1H.

CotpynHuKH Komuccun, UCIIOIb3YIOIIHE TEXHUYECKUE CpeacTBa
ayTeHTU(UKAIIUA,  JOJDKHBI ~ OOECIeuuBaTh  COXPAHHOCTh  HJAEHTU(PHUKATOPOB
(anexTpoHHBIX Kitouer) u He gonyckaTth HCJl k HUM, a Tak e BO3MOXKHOCTh UX yTEpH
WIM WCIOJb30BaHUA TpeThbUMU JunaMu. llonb3oBaTtenn HECYT NEPCOHAIBHYIO
OTBETCTBEHHOCTbH 32 COXPAHHOCTh UJEHTU(UKATOPOB.

Corpynauku Komuccun [OOMKHBI —CIIEIOBATh YCTAaHOBJIEHHBIM IpolieAypaM
nojziep kanus pexkuma 6ezonacHocTd [1J{H mpu BEIOOpE U HCTIOIB30BAHUH TAPOJICH (eciu
HE UCIOJIb3YIOTCS TEXHUUECKHE CPEJICTBA ayTCHTU(DUKALINN).

Corpynuukn  Komuccun  MODKHBI — oOecmieyWBaTh — HAJUICKAIYIO — 3aIIUTY
o0opyaOBaHMs, OCTaBIsIEMOro 0e3 MNpHUCMOTpa, OCOOEHHO B TE€X CIydYasX, KOTJa B
MOMEIIEHUE HMMEIOT JIOCTYNl MMOCTOpPOHHME Juia. Bce monb3oBaTenu OMKHBI 3HATH
TpeboBaHus no 6ezonacHoctu [1J{H u nmpoueayprl 3alIUTH 000PYAOBaHUS, OCTABICHHOTO
0e3 mprCcMoTpa, a TAK)KE CBOU 00SI3aHHOCTH TI0 00ECTICUCHUIO TaKOW 3aIlUTHI.

CoTpynHMKaM  3ampeliaeTcsi yCTaHaBIMBAThL  MOCTOPOHHEE  MPOrpaMMHOE
oOecrieueHue, MOAKIIOYATh JINYHbIE MOOWIIBHBIE YCTPOMCTBA U HOCUTENHN WHGOPMAIINH, a
TaK ke 3aMKChIBaTh HA HUX 3aIUIIAEMYI0 HH()OPMAILIHIO.

CoTrpynHuKaM 3ampeliaeTcsi pas3riiamarh 3alyuiaeMylo HHPOpMaIUio, KOoTopas
cTajga UM M3BECTHA npu padbore ¢ mHopMalMoHHBIMU cucTeMamu Komuccuu, TpeTbuM
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JTULAM.

IIpu pabore c¢ II[In B UCIIH corpyanuku Komwuccun o00s13aHbl 00€CHEUUTH
OTCYTCTBHE BO3MOXHOCTH mpocMmoTtpa IIJ[H Tperbnmu nunamu ¢ MOHUTOpoB APM min
TEPMHUHAJIOB.

[Tpu 3aBepmiennn pabotsl ¢ MCII[AH coTpyanuku o6si3anbl 3amutuTh APM wmin
TEPMHUHAJIBI C TOMOUIBIO OJIOKUPOBKU KIHOYOM MM SKBUBAJIEHTHOI'O CPEICTBA KOHTPOJI,
HaIlpuMep, JOCTYIIOM IO MAapoJil0, €ClId HE HUCIOJIb3YIOTCS 0oJjiee CUIIbHBIE CpEACTBa
3aILUTHI.

Corpynnuku Komuccuum A0mKHBL  OBITH  TPOMH(OPMUPOBaHBl 00 yrposax
HapylieHus: pexxuma Oe3omacHocty [I/lH U oTBeTCTBEHHOCTH 3a ero Hapyuienue. OHH
JOJIKHBI OBITh O3HAKOMJIEHBI C YTBEPKICHHOU (HhOpMaIbHOM MNpOLEaypoill HalOKEHUS
JUCLUIUIMHAPHBIX B3bICKAHUW HA COTPYJIHUKOB, KOTOPbIE HAPYLIWIH TPUHSTHIE
NOJIMTUKY U Tipoueaypbl 6e3onacuoctu [1/1H.

Cotpynauku 00s13aHbl 6€3 MpOMeJIeHUsI Coo0IIaTh 000 BCEX HAOIIOAeMbIX WUIIN
nolo3puTeNbHbIX ciydasx paborsr WCIIJIH, Morymux mnoBiedb 3a co00#l yrposbl
6eszonacHoctu [I/lH, a Takke O BBISBICHHBIX HMH COOBITHSIX, 3aTparuBaroOlUX
6e3onacHocth [IJIH, pYKOBOJACTBY MOApa3felieHUs W JIMIy, OTBEYAIONIEMYy 3a
HEMEJJICHHOE pearupoBaHue Ha yrpo3bl 6ezonacHoctu [1/1H.

J1oJDKHOCTHBIE 00s13aHHOCTH noJib3oBareae MCITIxH

JloiokHOCTHBIE 00s13aHHOCTH Tosib3oBatenieid MCIIJIH omucadsl B CEAYIOIIMX
JTOKYMEHTAaX:
Nuctpykums aqgmunuctparopa UCTIIH;

WNuctpykmus aqmuanctparopa 6ezonacnoctu UCIH;
Nuctpykuus nons3oBarens UCIT/IH;
NHcTpyKkims nonb30BaTess NpyU BOSHUKHOBEHUH BHEIITATHBIX CUTYaIIHl;

OTBETCTBEHHOCTh COTPYIHUKOB

B cootBercTBHM co cTathelt 24 denepanbHoro 3akoHa Poccuiickoit @enepanuu ot
27 wrons 2006 r. Ne 152-®D3 «O nepcoHaNbHBIX JaHHBIX) JIMIIA, BAHOBHBIE B HAPYILICHUU
TpeboBanuii nmanHoro @deneparbHOr0 3aKOHA, HECYT TPAXAAHCKYIO, YTOJOBHYIO,
aIMHHUCTPATUBHYIO, TUCUUILUIMHAPHYIO U MHYIO NIPENYCMOTPEHHYIO 3aKOHOAATEIbCTBOM
Poccuiickoit @enepannii OTBETCTBEHHOCTb.

HevictByromee  3akoHomarensCcTBO  Poccuiickon — depepauuu  1O3BOJISIET
MPEeIbIBIATh TPEOOBaHUS MO OOECleYeHuIo0 O0e30macHoil pabdoThl ¢ 3alHIaeMoi
uHbopMaIeil U TpeaycMaTpPUBAaeT OTBETCTBEHHOCTHh 3a HAPYIICHUE YCTAaHOBJICHHBIX
mpaBwi dKcrutyaTarmu OBM u cuctem, HempaBOMEpHBINA JAOCTYI K MHGOPMAIUH, €CIN
ATU ACUCTBUSI MPUBEIN K YHUUTOKEHHIO, OJIOKUPOBaHUIO, MOJU(PUKAINK MH(DOpMALIUU
WM HapyuieHuto pabotel 9BM unm cetelt (ctatbu 272, 273 u 274 YronoBHOro KoJiekca
Poccuiickoit denepainn).

Anmvunuctparop UCIIIx n agMuHHCTpaTOp 6€30MaCHOCTH HECYT OTBETCTBEHHOCTD
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3a BCE JEUCTBHs, COBEPIICHHBIE OT MMEHU HMX YYETHBIX 3allUCEH WJIM CHUCTEMHBIX
VUETHBIX 3allHMCeH, €clii He J0Ka3aH (aKT HECAHKIMOHUPOBAHHOI'O MCHOJIb30BAHUS
YYETHBIX 3aIIUCEN.

IIpu Hapymenusx corpyaHukamu Komuccnn — nosb3oBarensmu MCIIIH npasui,
CBsA3aHHBIX C Oe3omacHocThio IIJI[H, OHM HeECyT OTBETCTBEHHOCTb, YCTAaHOBJICHHYIO
JNEUCTBYIOIUM 3aKOHOAATENbCTBOM Poccuiickoint denepanuu.

Cnucok ucnojb30BaHHBLIX HCTOUHUKOB
OCHOBHBIMU HOPMATUBHO-IIPABOBBIMM MW MCTOAMYCCKHMMHU OOKYMCHTaMH, Ha

KOTOpBIX O0asupyeTcs HacToswas [lonutuka, SBasSIOTCA:

®enepanbablii 3akoH ot 27.07.2006 1. Ne 152-03 «O mepcoHanbHBIX JTaHHBIXY,
YCTaHABIMBAIOUIMNA OCHOBHbIE NPHUHLIMIBI U yciaoBus o0paborku IIJIH, mpasa,
00S3aHHOCTH M OTBETCTBEHHOCTb YYAaCTHHKOB OTHOIIEHHWH, CBSA3aHHBIX C 00pabOTKOM
[T]1n.

TpeboBanusi K 3amIUTe MEPCOHAIBHBIX JAHHBIX MpU HUX 00paboTke B
MH(GOPMAIIMOHHBIX CUCTEMax MEPCOHAIBHBIX NAHHBIX, YTBEP)KICHHBIC MOCTAHOBJICHHEM
IIpaBurensctBa Poccuiickoit @enepanun ot 01.11.2012 1. Ne 1119.

[lonoxenne 00  0cCOOEHHOCTAX  OOpaOOTKM  MEPCOHATIBHBIX  JIAHHBIX,
OCYIIECTBIISIEMOM 0€3 UCHOJIb30BAaHUS CPEJICTB aBTOMATH3AllUM, YTBEPKIECHHOE
noctanoBieHnueM IlpaButensctBa Poccuiickoit @eneparuu ot 15.09.2008 r. No 687.

HopmartuHo-MeToanueckue qokymMeHThl DenepanbHOi ClIyKObI 110 TEXHUYECKOMY
U JKcrepTHOMY KoHTposito Poccuiickoit ®epeparuu (manee — ®CTIOK Poccun) mo
obecnieuenuto 6e3omacHocTH I1J1H pu ux o6padorke B UCII/IH:

bazoBas Mozaens yrpo3 6€301acHOCTH EPCOHANBHBIX TAHHBIX MPU UX 00paboTKe B
MH(POPMAIIMOHHBIX CHCTEMaxX TEePCOHATBHBIX JaHHBIX, YTBEPKICHHAS 3aMECTUTENIEM
nupekropa @CTIOK Poccum 15.02.2008 r.

Mertoaudeckuii TOKyMeHT. MeToiuKa OIleHKH Yrpo3 O0e30MacHOCTH WH(POpPMAIUH,
ytBepxAeHHbIIT @PCTIOK Poccum 05.02.2021 r.

[Tpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O06 yrBepxkaennn TpeboBaHuit o
3amuTe MHGOPMAIMKM, HE COCTABISIOMIUX TOCYIAPCTBEHHYIO TailHy, COJEpIKAIUXCS B
rOCy/IapCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMAaX).

[Tpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «OO6 yrBepknenun CoctaBa u
COJICpKaHMsl OPraHW3alMOHHBIX W TEXHHUYECKHUX MEp MO OOeCleYeHUI0 0e30MacHOCTH
MEPCOHANBHBIX JAaHHBIX TMPU WX 00paboTke B WHPOPMAINMOHHBIX CHCTEMax
MEPCOHATBHBIX JAHHBIX).

[Ipukaz @epnepanbHOil coyk0bl Oe3zonmacHocTH Poccuiickoir ®Penepanuu ot
10.07.2014 Ne 378 «O06 ytBepxknennn CocTaBa M COJEpKAHHS OPraHU3AIMOHHBIX H
TEXHUYECKUX Mep MO O00ecrneyeHUt0 O€e30MacCHOCTH MEePCOHANbHBIX JAHHBIX MPU HX
00paboTke B UH(POPMAIMOHHBIX CHUCTEMAaX MEPCOHAIBHBIX JIAHHBIX C HUCIOJIb30BAHUEM
CPEACTB KPUITOrpapuyecKo 3amuThl UHOOpPMALUK, HEOOXOAMMBIX ISl BBINOJIHEHUS
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yctaHoBleHHbIX [IpaBurenscTtBoM Poccuiickoit ®enepanuu TpeOOBaHMM K 3alllUTe
IIEPCOHAIBHBIX JAHHBIX JJIS KAXKAO0T0 U3 YPOBHEU 3aILUILIEHHOCTH.

Meronnueckue peKoOMEeHAAMu MO pa3pabOTKe HOPMATHUBHBIX MPAaBOBBIX AKTOB,
ONpPEENSIONIMX Yrpo3bl 0€30MaCHOCTH NEPCOHAJIBHBIX JIaHHBIX, aKTyalbHbIE MPH
00paboTKe MEepPCOHANBHBIX JaHHBIX B HMH(POPMALMOHHBIX CHUCTEMax MEPCOHATBHBIX
NAHHBIX, OKCIUIyaTUPYEMbIX IIPU  OCYIIECTBIEHUM  COOTBETCTBYIOIIMX  BHUIOB

NEeATENbHOCTH, yTBEpkKAcHHbIE pykoBoacTBoM 8 lLlentpa ®CBb Poccum 31.03.2015 Ne
149/7/2/6-432.
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[Ipunoxenne Ne 3
YTBEPXJIEHA
pewienueM [lenpiMCKON OCETKOBOM
TEPPUTOPUATIBHON U30UpATEIHHOM

KOMUCCUHU
ot 15.03.2025 r. Ne 2/13

NHCTPYKIUA
0 NOpPSIAKE Pe3ePBHOI0 KONMPOBAHUS M BOCCTAHOBJICHUS HH(pOpMALIUK
B HH(POPMAILIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX
IeabIMCKOI MOCETKOBOM TEPPUTOPUAIBLHON M30MPaTeIbHON KOMHUCCUM

NHCTpyKIIMST O MOpsAAKE PE3EPBHOIO  KONMPOBAaHUS U BOCCTAHOBIICHMS
uHbopMal B HHQPOPMALMOHHBIX CHUCTEMAxX IMEPCOHAIBHBIX JaHHBIX [lenbIMCKOM
MOCEJIKOBOM ~ TEpPpUTOPHAIBHOM  W30UpaTeNbHOW  KOMHUCCHM  PErJIaMEHTUPYET
OpPraHM3allMOHHO-TEXHUYECKOE OOECIeUYeHUe IPOLECCOB PE3EPBHOIO KOMUPOBAHUS W
BOCCTAHOBJICHUS WHGOpMAIK B MHPOPMAIIMOHHBIX CHUCTEMax MEPCOHAJIbHBIX JaHHBIX
[lenpIMCKO MTOCEIKOBOM TEPPUTOPUATIEHON N30MpaATEIbHON KOMUCCHUHU.

1. O0mue mooKeHUA

. HWHcTpykuust O TOpPSOKE PE3EPBHOTO KOMUPOBAHUS M BOCCTAaHOBJIEHUS
uHbopMal B HH(POPMAIMOHHBIX CHCTEMaX IMEPCOHANBHBIX JaHHBIX [lenbIMCcKOM
MOCEJIKOBOM TEPPUTOPHAIIBHON H30MpaTenbHOll Komuccuu (manee — WHCTpyKuus)
ABJSIETCS OJHUM M3 JIOKAJIBHBIX IPAaBOBBIX aKTOB  [leNbIMCKON  MOCEIKOBOM
TEPPUTOPUATIEHON M30UpaTenbHOM Komuccuu (nanee — Komuccus) periiaMeHTUPYIOIINX
nesitenbHOCTh Komuccun 1o obecriedeHuio 0€30MacHOCTH TMEPCOHATBHBIX JTaHHBIX
pabOTHUKOB OpraHu3allii, YYaCTHUKOB HW30MpATEIBHOTO TMPOIECCa, WHBIX I, YbHU
NEepPCOHANBHBIC JAHHBIE MOTYT COOHMpAThCs, XPaHUTBbCS W oOpadaThIBaThCA B
aBTOMATU3MPOBAHHBIX CHCTeMaxX 0o0pabOTKH IMepcoHaNbHbIX AaHHBIX (manee — WCII/IH)
Komuccun.

2. Hacrosimas Wuctpykiuus paszpaboraHa B COOTBETCTBHH ¢ DenepaibHBIM
3akoHOM OT 27.07.2006 Ne 152-®3 «O mnepcoHalIbHBIX AAHHBIX», MOCTAHOBIECHHEM
[TpaButenscTBa Poccuiickoii ®eneparuu ot 01.11.2012 Ne 1119 «O6 ytBepx)aeHuu
TpeOOBaHMU K 3aIIUTE MEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe B MHPOPMAIMOHHBIX
CUCTEMAaX NEPCOHANBbHBIX JAHHBIX», APYTUMHU HOPMATHUBHBIMHM IPABOBBIMU aKTaMH MO
oOecrieueHUI0  OE30MaCHOCTH  TMEPCOHANBHBIX  JaHHBIX M PErVIAMEHTHPYET
OpraHU3alMOHHO-TEXHUYECKOE OOECIEeUEeHHE MPOIECCOB PE3EPBHOIO KOMUPOBAHUS MU
BOCCTaHOBJICHUS JaHHbIX, Xpansmuxcsa B UCIIIn Komuccumu.

3. Hacrosmas UucTpykuus pazpaboTaHa ¢ 1Leblo:

1) ompenenenuss Kateropuw WHGOPMAIMK, TOJJISKAMEH 005S3aTeTbHOMY
PE3epBHOMY KOMTUPOBAHUIO;

2) omnpeaeneHUs MPOLENYpPbl PE3CPBUPOBAHUS AAHHBIX JUISI MOCIEIYIOUIErO
BOCCTAQHOBJICHHSI PabOTOCIOCOOHOCTH HWH(POPMALMOHHBIX CHCTEM MPU TOJHOW WIIU
YaCTUYHOU moTepe MH(pOpMaluK, BHI3BAHHON COOSAMHM WM OTKAa3aMM allapaTHOrO WIH
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MpOrpaMMHOro  oOecreueHus,  OWMOKaMu  MOJb30BaTeNeil,  Ype3BbIYAHHBIMU
o0cToATeNnbcTBAMU (MTOXKAPOM, CTUXUHMHBIMU O€JICTBUSIMU U T.1.);

3) ompeneneHus NOpsAKa BOCCTAHOBJICHUSI HHPOPMALMU B Clydyae BO3ZHUKHOBEHUS
TaKOM HEOOXOINMOCTH;

4) ynopsanodenust pabOThl U ONpPENENeHUs OTBETCTBEHHOCTH JOJIKHOCTHBIX JIMII,
CBSI3aHHOM C PE3epPBHBIM KOIMMPOBAHUEM M BOCCTAHOBIIEHUEM MH(MOpMAIUK.

4. Opranu3alluOHHOE W TEXHHUYECKOe OOecleyeHue MpPOLECcCOB PE3EPBHOIO
KOIMPOBAaHUS U BOCCTaHOBJIEHUs AaHHBIX, xpaHsmuxcs B MCII[An Komuccuu, a taxxe
KOHTpPOJIb 3a ACHCTBUSMU MCIOJIHUTENEH M 0OCITY>KMBAIOIIETr0 MepcoHaia mpu padbore ¢
napojsiMU BO3JIaraercss Ha AJMUHUCTpATOpa MHPOPMALMOHHBIX CUCTEM IMEPCOHATBHBIX
nanubix Komuccun (nanee — Aaqmunuctparop UCIIH).

2. O0mue Tpe0OBaHMSA K pe3epPBHOMY KONMPOBAHUIO

5. PesepBHoe KomupoBaHue HUHGOPMAIIMM - CO3/IaHHE KOMUM 3alMIaeMon
UHGOpPMAIIMK B 3JIEKTPOHHOM BHJE JIJIsi OBICTPOTrO BOCCTAHOBIIEHUS PaOOTOCIIOCOOHOCTH
UCIIln B ciyyae BO3HHMKHOBEHHUS aBapUWHOW CHUTyalluu, TNOBJIEKIIEH 3a coOoi
MOBPEXKJCHUE WIH YTPaTy JaHHBIX.

6. Pe3epBHOMY KOMUPOBAHUIO MOAJICKUT MHPOPMALIHS CIIECTYIOIINX KaTETOPUA:

1) mepcoHanpHasi WH(OpMAIUs MOJb30BATENEH (JUYHBIE KATalOTH) W TPYyMHIoBas
uHpopMmaus (o01IMe KaTaJory moipas3/iesieHnil) Ha (haifiJIoBbIX cepBepax;

2) wuHdopmauus, obpabareiBaeMas mnoib3oBaTensiMu B HWCII[IH, a Ttaxke
UHpopMaIus, HeooxoauMmas 11 BoccTaHoBIeHUs paboTocniocooHocTr UCTI/IH.

7. Pe3epBHbBIE KOIIMU XPaHATCS Ha JIUCKOBBIX MACCHBAaX CEPBEPOB, HAXOIAIINUXCS B
3aIAIIEHHOM CEpPBEPHOM IIOMEUIEHUH, JOCTYNl K PE3epPBHBIM KOIMSIM OIPAaHUYEH
CPEICTBAMM pa3rpaHUYCHHUSI TOCTYIIA ONEPAUOHHON CUCTEMBI.

8. ApXUBHOE KOIMPOBAaHUE peE3epPBUPYEMOl MHGOpPMALMU MPOU3BOJUTCS IPH
IOMOILIY CHELUUATU3UPOBAHHBIX IPOrPAMMHBIX CHUCTEM PE3EPBHOTO KOIMPOBAaHUS,
o0ecreurBaroLUX BBIIIOJHEHUE TPEOOBAHUN K Pe3€pBHOMY KOIMPOBAHUIO.

9. Cucrema pe3epBHOTO KOMMPOBaHUS OOECHEUYMBAET IPOU3BOAUTEIBHOCTD,
JOCTAaTOYHYIO JJIi COXpaHEHHs] MH(OpPMallld, B YCTAaHOBJIEHHBIE CPOKUM M C 3aJaHHOU
IEPUOINYHOCTHIO.

10. Kontponp 3a ¢GuU3HMYECKUM [OCTYNOM K OOOpYIOBaHHUIO, HAa KOTOPOM
OCYILIECTBIISIETCSI XPAaHEHUE PE3EPBHBIX KOMMI, BO3JIaraercs Ha AJIMUHUCTpaTropa
NCITIr Komuccun.

3. OTBETCTBEHHOCTH 32 Pe3epBHOE KONMUPOBAHUE

11. OTBETCTBEHHOCTh 3a MEPUOAUYHOCTH U MOJHOTY PE3EPBHOrO0 KOMHMPOBAHUS, a
TaK)K€ COCTOSIHUE CHUCTEMbl PE3EPBHOTO KOMUPOBAHUS BO3JIaraeTcsi Ha AJIMUHUCTpaToOpa
NCIIIn Komuccun.

12. OTBETCTBEHHOCTh 3a KOHTPOJIb HAaJ CBOEBPEMEHHBIM OCYIIECTBICHUEM
PE3EpBHOTO KOMUPOBAHHUS, a TAaKXKE 3a BBINOJHEHUEM TPEOOBAHUM MO XPaHEHUIO
aApXMBHBIX KOMUU W TMPEJOTBPAIICHUIO HECAHKIIMOHUPOBAHHOTO JOCTyNMa K HUM
Bo3naraerca Ha Anmunuctparopa UCIIIx Komuccun.
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13. B cayuae oOHapyXeHUsS TMONBITOK HECAHKIIMOHUPOBAHHOTO JOCTyNa K
HOCHUTEJISIM apXUBHOW MH(pOpMalMU, a Takke UHbIX HapymeHusx Ub, npousomenmux B
MPOIIECCe PE3EPBHOIO KOMUPOBAHUS, paOOTHUK, OOHApPYKUBLIMKA HapylieHUE 00s513aH
He3aMeIuTeNnbHO yBenoMuTh Anqmuunctparopa UCIIIn Komuccun.

4. IlepuoANYHOCTD Pe3ePBHOI0 KONMPOBAHMSL, XPAHEHHUE KOMUM
14. PeszepBHOEe KomMpoBaHUE HWH(POpMAIMKU TPOU3BOJUTCS €KEIHEBHO, KPOME
cyOOOThI U BOCKpeceHbs. ExeqHEeBHbIE KOMMUM XPAHSATCA B TEUEHUE HECKOJIBKUX JHEH 10
BBIIIOJIHEHUSL  €KEHEJIENIbHOIO PE3EPBHOrO  KONMUPOBaHUA. EKEHeNelbHbIE KOIUHU
XpaHATCS B TE€UYCHUE HECKOJBKMX HENEIb 10 BBINOJHEHUS €XKEMECAYHOTO PE3CPBHOTO
KonupoBaHus. ExxemecssuHbIe KOIUU XPAHATCS HE MEHEE TPEX MECSILIEB.

5. BoccraHoB1eHMe HH(POPMALIMU U3 Pe3epPBHBIX KONMUMI

15. B ciayyae HeoOXOIMMOCTH BOCCTAHOBJIEHUE JAHHBIX M3 PE3EPBHBIX KOMUUN
npousBoautca AnmunuctparopoM MCIIIn Komuccun.

16. BoccTaHOBIEHUE NaHHBIX U3 PE3EPBHBIX KOMHUI MPOM3BOJIUTCS B CIIydae HX
VICYE3HOBEHUS WIM HApYLIECHUS BCJIEACTBUE HECAHKLIMOHUPOBAHHOI'O JOCTYIIA B CUCTEMY,
BO3JICHCTBUSA BUPYCOB, MPOTPAMMHBIX OIIMOOK, OIMOOK pabOTHHUKOB, ammapaTHBIX
c00€eB, UHBIX MPUYHH.

17. BoccraHOBIIEHHE CHCTEMHOrO NMPOTPAMMHOI0 00ECTEUEHHUs] U MPOrpPaMMHOIO
obecrnieyeHusi OOIIEr0 Ha3HAYEHUs] MPOMU3BOJAUTCS C UX HOCUTENIEH B COOTBETCTBHM C
UHCTPYKLHSAMU IIPOU3BOIUTEIIS.

18. BoccraHoBieHHE CHNELUAIM3UPOBAHHOTO IPOTPaMMHOIO  OOecreueHus
POU3BOANUTCA C AUCTPUOYTUBHBIX HOCUTEJIEH WIN UX PE3EPBHBIX KON B COOTBETCTBUU
C HHCTPYKUMSAMH II0 YCTAHOBKE WM BOCCTAHOBJICHUIO JAHHOTIO IPOIPAMMHOIO
obecrnieueHusl.

19. Jlns BOCCTaHOBIEHHMsSI HMH(POpPMAIUM HUCHOJb3YeTCS IOCIEIHAsS pe3epBHAs
KOMMSI, cofiepKaliasi HeoOOXOAMMbIE JaHHbIE B HETIOBPEKICHHOM COCTOSIHUH.
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[Ipunoxenue Ne 4
YTBEPXJIEHA
pewienueM [lenpiMCKON OCETKOBOM
TEPPUTOPUATIBHON U30UpATEIHHOM
KOMUCCUH
ot 15.03.2025 r. Ne 2/13

NHCTPYKIUA

0 nopsiAKe y4éTa, XxpaHeHHs] MAIIMHHbBIX HOCUTEJIEH NMEePCOHATBHBIX JAHHBIX B
IeabIMCKOI MOCETKOBOM TEPPUTOPUATIBLHON M30MpPaTeIbHON KOMHUCCHM

O0mme mo1oKeHus
Hacrosmass MucTpykumsi 1Mo MOPSAKY ydeTa, XpaHEHHUsS MAIIMHHBIX HOCHTEJICH

NEePCOHANBHBIX JaHHBIX B [leNBIMCKOM MOCENKOBOM TEPPUTOPHATHHON H30UpaTeIbHOM
KoMuccuu (namee — WHCTpyKIMs) ycTaHaBIMBAeT TOPSJOK YydeTa, XpaHEHUs W
YHUYTOXKECHHSI ChbEMHBIX HOCUTEJICH U SBISETCS OJHUM M3 JIOKAIHHBIX MPABOBBIX aKTOB
[lenpIMCKOM MOCENTKOBOM TEPPUTOPHAIIBHOW H30MpaTeabHOM KOMUCCHU (Jaiee —
Komuccus) pernmameHtupymoommx  gestenbHocTh Komuccnn 1o obecrneueHuro
0e30MacHOCTH  TMEPCOHANBHBIX JaHHBIX PaOOTHUKOB OpraHu3alid, Y4YaCTHUKOB
M30MpaTeNIbHOTO MPOLECCa, UHBIX JIMI, YbHM MEPCOHAJIbHBIE JTAaHHbIE MOTYT cOOMpaThCH,
XpaHUTbCI ©  00pabaThiBaThCS B  aBTOMATHU3MPOBAHHBIX CHCTEMaX 00pabOTKU
nepcoHaNbHbIX HaHHbIX (nanee — UCIIIn) Komuccumu.

Hacrosimas unctpykius paspaboraHa B cooTBeTCTBUU ¢ DenepanbHbIM 3aKOHOM
P® ot 27 utons 2006 roma Ne 149 «O06 undpopmanuu, "HPOPMAIMOHHBIX TEXHOJIIOTHSIX U
o 3ammuTe nHpopMmaruny», denepanbHbiM 3akoHOM PD ot 27 uronsg 2006 roma Ne 152 «O
MIEPCOHAJIBHBIX JaHHBIX», mocTtaHoBieHueM [IpaButenbcTBa Poccuiickon denepanuu ot
1 HOs10pst 2012 roma Ne 1119 «OO6 yTBepxkaeHUN TpeOOBAaHUN K 3aIIUTE MEPCOHATBHBIX
JAHHBIX TpU UX 00paboTke B MH(DOPMAIMOHHBIX CHUCTEMaX IMEPCOHAIBHBIX TAaHHBIXY,
[Tpukazom ®CTIK Poccuu ot 18 depans 2013 roga Ne 21 «O6 yrepxkaenuu CocraBa
U COJEPKaHUS OPTaHU3AIMOHHBIX M TEXHUYECKUX MEp MO 00eCTedeHui0 0e30MacHOCTH
MEPCOHANBHBIX JIAHHBIX TMpPU UX 00paboTke B HMHPOPMAIMOHHBIX CHUCTEMax
MEPCOHATBHBIX TAHHBIX.

Buabl MalIMHHBIX HOCUTEJIEH MEPCOHAIBHBIX JAHHBIX
Jlist 06paboTku (XpaHEHUs) TIEPCOHATBHBIX AaHHBIX B Komuccuu HCIOIB3YIOTCS

CJIeAYIOIINE TUIhI MAIIIMHHBIX HOCUTEIICH

1) cbemubie HocuTenu HHGOpPMAUUU (BHEIIHUE MKECTKUE MArHUTHBIE JUCKH,
MarauTHbIe JIeHThl, USB (aeni-nakonurenu, ontuueckue Hocutenu (CD, DVD, Blu-ray)
W Ip.);

2) HecbeMHBbIE HOcUTeNnu WHGMOpManuKM (KECTKHE MarHUTHbIE TUCKU OOBEKTOB
uH(popMaTHU3alUH).
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B Komuccun [nomyckaercsi HUCNOJNb30BAaHUE TOJBKO YUYTEHHBIX MAallMHHBIX
HocuTesel nHpopMalu, KOTOphIE TOABEPTalOTCS PEryIIpHONA PEBU3UU U KOHTPOJIO.

HecbeMHBIE HOCHTEIH NMEPCOHAJTBbHBIX JaHHbIX
MaliuHHbBIE HOCHUTEIHN NEPCOHATIBHBIX JaHHBLIX, KOTOPBLIC pacrojararorcsa B

o0bekTe MHPOpMaTU3aMKU (CUCTEMHOM OJIOKE, HOYTOYKE, CEpBEpe M T.II.), CUMTAIOTCS
HECHEMHBIMH MAITMHHBIMUA HOCUTCIISIMH.

Kopnyc o0bekta uHboOpMaTH3aluy, B KOTOPOM YCTaHAaBIMBAIOTCS HECHhEMHbIE
MalIMHHBIE HOCHUTENIM TNEPCOHAJIBHBIX MJaHHBIX, OINEYaThIBAETCA C HCIOJb30BAHUEM
CPEJICTB, MO3BOJISIONIMX YCTAHOBUTh HECAHKIIMOHUPOBAHHBIN JOCTYI K HUM (Hampumep, ¢
UCITOJIb30BAHUEM TIJIOMOBI-HAKIICHKH ).

BcekpbiTHe orneyaTaHHOrO Kopryca 00bekTa HH(OpMaTH3allMM B OTCYTCTBUHU
YIOJIHOMOYEHHBIX JIUIl W (WIM) agMUHHCTpaTopa Oe30macHOCTH (OTBETCTBEHHOTO 3a
obecnieueHue  wHOpMaIMOHHOW  Oe3omacHOCTH)  MHGOPMAIMOHHOM  CHUCTEMBI
nepcoHagbHbIX JaHHBIX KoMuccun 3anpemiaercs.

CbeMHBIE HOCUTEIH NMEPCOHAJTbHBIX TaAHHbIX
CbeMHBIE HOCHTEIH MMCPCOHAJIBHBIX  HAaHHBIX HCIIOJIB3YIOTCA pa6OTHI/IKaMI/I

Komuccuu 1151 BEITIOTHEHUS TOJDKHOCTHBIX 00S3aHHOCTEH, B TOM YHCJIC JIJIs1 BBITIOJTHEHUS
PE3EpPBHOrO KOMUPOBAHMUS.

CoveMHble HOcuTenu MHGOpMAIMK BbIIaOTC padoTHukaM Komwuccuun B ciydae
BO3HUKHOBEHUS TPOU3BOICTBEHHOM HEOOXOJUMOCTH

Yder HOCHTEJIEeH MEPCOHATBHBIX TAHHBIX
VYuery B Komuccuu nojsiexxar Bce MalllMHHBIE HOCUTENM MEPCOHAIBHBIX JAHHBIX.

MaivHHBIe HOCUTENH JOJDKHBI OBITh YUTEHBI O Havaja Ha HUX XpaHeHHs (00paboTKH)
NEPCOHATBHBIX JaHHBIX.

He nmomyckaercs  uCHoiib30BaHME  HEYYTCHHBIX  MAIIMHHBIX ~ HOCHUTEINEH
NEPCOHATBHBIX JaHHBIX.

CbeMHBbIE HOCUTEIIH MEPCOHAIIBHBIX JaHHBIX MApKUPYIOTCA («Ne »).

O6mmit yuer oOecredynBaeT aJIMHHHCTpATOp Oe3omacHOCTH HHGPOPMAIMOHHOM
CUCTEMBI MTEPCOHATBHBIX TAHHBIX (TpHIIOKEHHE 1).

Hepenaqa CbeMHBIX HOCHTEJIeH MNEPCOHAIBHBIX JAHHBIX
CbeMHBIC HOCHUTEIIH IMCPCOHAJIBHBIX NAHHBIX IIOCJIC PEruCTpalvi OTBCTCTBCHHBIM

3a o0OecredueHne 3alUThl TMEPCOHATBHBIX JAaHHBIX TEPENalOTCsS TOIH30BATENSIM IO
MOJIHCH.

B cnyyae yBoiibHEHUS paOOTHUKA MPEIOCTABICHHBIE €My ChEMHBIE HOCHTENH
M3BIMAIOTCS, TAHHBIE YAAISIOTCS JTUO0 TIepeIaroTcs APYroMy pabOTHHKY.

XpaHeHne MAIIHMHHBIX HOCHUTEJIeH MNEPCOHAJIBHBIX JAHHBIX
CbeMHBIC HOCHTEIIH MNCPCOHAJIBHBIX JAdAaHHBIX XPAaHATCA B OIICYATbIBACMbIX

3anupaembix mkadax (ceiidax) wim B ceildpe ¢ KIIOYEBBIM M KOJOBBIM 3aMKOM B
COOTBETCTBUM C TpEeOOBAHUSIMU K XPAHEHUIO MAIIUHHBIX HOCHUTENEH NEepPCOHAIBHBIX
JAHHBIX, KOTOpbIe nepeuncieHsl B [lonoxennn o0 o0paboTKe M 3alIUTE MEPCOHATBHBIX
JTAHHBIX.
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3ammTa HECHEMHBIX HOCUTENICH TEepPCOHANBHBIX MAaHHBIX JOCTUTACTCA IyTEeM
oreyaThiBaHusl 00BEKTOB MH(OPMATU3ALNH, MPEAOTBPALICHUS HECAaHKIIMOHUPOBAHHOTO
JOCTyna B IOMELICHUS, I'/leé OHM pacloyliaraiorcsi, B cooTBeTcTBUU ¢ IlonoxenueM 00
00paboTKe U 3alIHUTE MEPCOHATBHBIX JaHHBIX.

OTBEeTCTBEHHOCTH
Nudopmarusi, xpassmascs Ha ChEMHBIX HOCHUTENSX, MOJMJICKUT O0s3aTEIbHON

MPOBEPKE Ha OTCYTCTBHE BPEIOHOCHOTO MPOTPaMMHOIO OOECIEeUeHMs] TMEpea KaxIbIM
HCIIOJIb30BAHUEM.

B cinywae yTparhl UWIM  HECAHKIIMOHUPOBAHHOTO YHUYTOXXEHUSI CHEMHBIX
HOCHUTEJICH, TNOO0 pasrialieHus COACPKAIUXCS B HUX CBEJCHUN HEMEJIJIEHHO CTaBUTCS B
U3BECTHOCTh OTBETCTBEHHBIN 3a obOecriedeHue 0e30MacHOCTH MEPCOHAIBHBIX JAHHBIX B
WHOOPMAIIMOHHONW CHUCTEME TNEPCOHAIBbHBIX JaHHbBIX. [lo dakrty yrpartel WiIu
YHUYTOXKECHHS TTPOBOJIUTCS CIY>KeOHOE paccieoBaHue.

B cnydae mepenaun B peMOHT ChEMHOTO HOCUTENIS BCE JIAHHBIC HA HEM JIOJIKHBI
OBITh TapaHTUPOBAHHO YyAAJCHBI B TMOpsAJKe, mpeaycMoTpeHHoM [lomoxkeHuem o006
00paboTKe M 3aluTe MePCOHANBHBIX NaHHBIX. Ecau ynanuTh nHGpopMaIuio HEBO3MOXKHO,
pelieHrne 0 peMOHTE MPUHUMAETCS] KOMHUCCUEN MO 3alllUTe MEPCOHANBHBIX JAaHHBIX, TIPU
9TOM C OpraHM3aluey, OCYIICCTBISAIONICH PEMOHT, JOJDKHO OBITh TOAMHUCAHO
Cornamenue o KOHOUICHITUATEHOCTH.

[lepenaya B peMOHT CPEICTB BBIYMCIUTEIIBHOW TEXHUKH JOJDKHA MPOXOIUTH 0e3
HOCHUTEJEH, KOTOPbIE MOTYT COJIepKaTh IEPCOHATbHBIC TaHHBIE.

[Tpu ucnonp3oBaHUM PAOOTHUKAMH ChEMHBIX HOCUTENICH HEOOXO0IMMO:

cobronaTh TpeboBaHus HacTosme NHCTpyKIuu;

HCIIOJb30BaTh CHhEMHBIE HOCUTEIN HCKIIOUMTEILHO [ BBIIOIHEHHUS CBOHX
JIOJDKHOCTHBIX 00SI3aHHOCTEM;

CTaBUTh B H3BECTHOCTHb aJMHHHUCTpaTOopa 0€30macHOCTH HWHOOPMAIIMOHHON
CHUCTEMBI MEPCOHANBHBIX JMaHHBIX Komuccuu o ar00bIX (hakTax HapymieHUs TpeOoBaHUM
Hactosen MHcTpykumuy;

OEpEeKHO OTHOCUTHCS K ChEMHBIM HOCHUTEIISIM;

HE3aMeUTUTSIPHO H3BENIaTh aJMHUHHCTpaTopa Oe30ImacHOCTH WHOOPMAIMOHHON
CHUCTEMBl TIEPCOHAIBHBIX MaHHBIX Komumccum o ¢akrax yrparhl (KpakkM) ChEMHOTO
HOCHUTEIA.

[Ipy ncnosib30BaHNU CHEMHBIX HOCUTEJIEH 3aIIPEIICHO:

HCIIOJIb30BaTh ChEMHBIC HOCUTEIIM B JIUUHBIX 1IENIAX;

XpaHUTh ChEMHBIC HOCHTEIM Ha pabodyux cTomax, JUOO OCTaBIATh HX 0e€3
MPUCMOTpA WM TIepeiaBaTh Ha XpaHEHUE IPYTUM JIUIIaM.

[lepcoHaibHYI0 OTBETCTBEHHOCTh 3a COXPAHHOCTh TMOJYYEHHBIX CBEMHBIX
HOCHUTEJICH U TIPeOTBpaIllcHHEe HECAHKIIMOHUPOBAHHOTO JOCTYyMNa K 3allMCAHHBIM Ha HUX
JTAHHBIM HECET pabOTHHK, 32 KOTOPHIM 3aKPEIJIeH HOCUTEb.

Bce paGornuku Kowmwuccuu, oOpabaThiBaromiue MNEpPCOHANbHBIE  JaHHBIE,
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3HAKOMSITCS MOJ MOANUCH C HACTOALIEH MHCTPYKIMEH mpu MHPOPMUPOBAHUH O (akTe
00pabOTKH MEpPCOHAIBHBIX JAHHBIX, KaTeropusx o0padaThIBa€MbIX MEPCOHAIBHBIX
JAHHBIX, OCOOEHHOCTAX U MpaBUiax Takol 0OpabOTKH, YCTAHOBIEHHBIX HOPMATHUBHBIMU
MpaBOBBIMM aKTaMH (eJepaibHbIX OpPraHOB HCIIOJIHUTEIBHON BIACTH, OpPraHoB
UCIIOJIHUTENBHON BiacTu cyObekToB Poccuiickoit ®denepaiuu, a Takxke JIOKAIbHBIMU
npaBoBbIMH akTamMu Komuccuu.



}KypHaJIa y4uc€Ta MallIMHHBIX HOCHTGHCﬁ, coacpKamux MnepCOHAJIbBHBIC TAHHBIC
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dopMma

ITpunoxenne
K UHCTPYKLIMU O NIOPSAKE yu€Ta, XPaHEHUS

MAIIMHHBIX HOCUTEJIEH IEPCOHAIBHBIX JaHHBIX B
[TenbIMCKOI MOCENKOBOM TEPPUTOPUATIBHON U30UpPATENHEHON KOMUCCUN

Ne u mara arta 1 Ne ®.1.0.
Hara Peructpa- Koun-Bo a1 YuTeHHbIE Komy Hara a
" Otkyna Bun COIPOBOIU- aKTa
MOCTYTI- LIMOHHBIN HOCH- HOMEpa nepeaan nepeaadn nepeaaB- | MOJTYYHB-
MOCTYIMHJI | HOCHUTENS . TEJIHLHOTO . YHUY-
JICHUSA HOMED Tenen HOCHTEJIEH HOCHUTEJIb HOCHUTEIIS IIET0 IIIETO
TOKYMEHTA TOXKEHHUS
1 2 3 4 5 6 7 8 9 10 11 12
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[Ipunoxenne Ne 5
YTBEPX/JIEHA
pewienuem llensimMckon
IIOCEJIKOBOY TEPPUTOPHUATIBHOU
n30UpaTenbHOM KOMUCCUU
ot 15.03.2025 r. Ne 2/13

Mogeab yrpo3 ¥ HApyHIUTeJIs 0€30MACHOCTH NMEePCOHAIBHBIX JAHHBIX MPH UX
00padoTke B MHPOPMALMOHHBIX CHCTEMAX MEPCOHATBbHBIX JAHHBIX
IeabIMCKOI MOCETKOBOH TEPPUTOPUATIBLHON M30MPaTeIbHON KOMHUCCHHN

1. OO01ue MoJ0XKEeHHUS.

Hacrosimuii JOKyMEHT COJEpPKUT CUCTEMATU3UPOBAHHBIN MEPEUYEHb YIPO3
0€30MMacHOCTU TIEPCOHANIBHBIX JIAHHBIX TMPU HX 00pabOTKe B WH(POPMAITMOHHBIX
CHUCTEMaX MEPCOHAIBHBIX JaHHBIX. JTHU Yrpo3bl 00YCIOBICHBI MPeIHAMEPEHHBIMU
WM HENpeIHaAMEPEHHBIMU JEHUCTBUAMU (DU3NUECKUX JIMIl WM OpraHu3allvdid, a
TaKK€ KPUMHHAIBHBIX TPYNIUPOBOK, CO3JAIONIUX YCIOBUS (MPEANOCHUIKH) JIs
HapylieHus Oe3omacHOCTH TmepcoHanbHbIX maHHbIX ([11H), kKOTOpoe Bemer K
yiep0Oy nnrepecon M3buparensHoit komuccuu CBEpATOBCKON 00JIaCcTH.

JIOKyMEeHT npeiHa3HaueH JUIsl OLIEHKU peanu3anuu yrpo3 6ezonacHoctu [1/1H
(manee — YBII/IH) npu ux o6paboTke B MHGOPMAIIMOHHON CHCTEME TIEPCOHATBHBIX
nanubix (mamee — MCII[Au) B IlenpIMCKOM TOCETKOBOM TEpPUTOPHATBLHOMN
n3buparenbHoi komuccuu (nanee — Komuccust). OnpeneneHue nepeyHs: TeX yrpo3
U HapymuTene  HMHPOPMAIMOHHOM  O€30MacHOCTH, KOTOPBIE  SBIISIIOTCS
akTyaibHbIMU 119 AaHHbIX MCII[H, m1OCTy>XUT OCHOBOM Jisi TPOBEIACHUS
meponpusaTuii 1o knaccudukamuu WCIIIH, npoekTUpOBaHWUIO MU BHEIAPECHUIO
CUCTeMBI oOecrieuyeHus 0e30MacCHOCTH TMepCOHANBHBIX AaHHBIX (Hamee —IIIH) B
Komuccun.

B noxymente paccmarpuBarotcsa Bce UCIIIn Komuccuu, 3a UCKIIIOUEHUEM
HUCII[dH, cBsa3aHHOM ¢  paboOTOM  KOMIUIEKCA  CPEJICTB  aBTOMAaTH3aIlMH
l'ocygapcTBeHHOM aBTOMAaTHU3MPOBaHHOM cucteMbl Poccuiickont  ®Denepanuu
«Bw100pEI», 3KCIUTyaTHpyeMbli B Komuccuu, MOCKOIBKY MOJAENIb yIpo3 U
HapyImuTeNnst Oe30MacHOCTH TMEePCOHANBHBIX JAaHHBIX TMpPU HUX 00paboTke B
['ocynapcTBeHHOM  aBTOMATU3UpOBaHHOW cucTteme Pocculickon @Denepanuu
«Bw160pe» coctaBieHa B PI'KY «DenepanbHoil 1eHTp WHPOpPMATHU3AINHN TPU
HentpansHoli n3buparenbHoil komuccun Poccutickoit denepannm».

IIpu paspabotke monenu yrpo3 OezomacHocTH [I/IH, oOpabaThiBaeMbIX B
UCTI[ln U30upatenpHOit Komuccuu CBepUIOBCKOM 00acTH, B KadecTBe
OCHOBOIIOJIAraoIlnX, UCIOIb30BaATUCh HOpMaTuBHbIE TOKyMEHTH @Ch u ®CTOK
Poccun, onpeaensroniye moaxoasl Kk 6esonacHoctu I1/1H:

[ToctanoBnenue IlpaButensctBa Nel119 ot 1.11.2012 r. «O6 yTBepx aeHUU
TpeOOBaHUI K 3alllUTe MEPCOHANBHBIX JIAaHHBIX HOpH HUX 00paboTke B
MH()OPMAILIMOHHBIX CUCTEMAaX MEPCOHABHBIX JAHHBIX);
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Mertoauueckuii JOKyMeHT. Meroauka OIEHKH yrpo3 0Oe30MacHOCTU
uHpopmanuu, yreepxacHusii @CTOK Poccun 05.02.2021 1.5

bazoBas Mozenb yrpo3 0€30MacHOCTH MEPCOHANBbHBIX JAaHHBIX MPU HX
00paboTKe B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAaHHBIX, YTBEPKICHHAs
3amectuteneM nupekropa PCTIK Poccun 15.02.2008 r.;

[Ipuka3z ®Cb Poccun Ne 378 10.07.2014 r «O6 yrBepxkaenuu CocraBa u
COJlepKaHUsl ~ OPraHM3AallMOHHBIX M  TEXHUYECKUX Mep 10 00eClneyeHuto
0e30MacHOCTH TMEPCOHANBHBIX JAHHBIX MPU UX 00paboTKe B MHOOPMAIMOHHBIX
CUCTEMaX MEePCOHAIbHBIX JAHHBIX C UCIOJIB30BAHUEM CPEACTB KPUITOrpapuiecKoi
3alUThl  MHGOpMAIMU, HEOOXOAMMBIX [UIsl  BBINOJHEHHS  YCTAHOBJIEHHBIX
[IpaButenscTBOM Poccuiickoit @enepanuu TpeOOBaHUN K 3alUTE MEPCOHATIBHBIX
JAHHBIX JUUIS KaKJI0TO U3 YPOBHS 3aIMILIEHHOCTHY;

[Tpukaz ®CTIK PO ot 18 deBpans 2013 r. N 21 «O06 yTBepk’AeHUH COCTaBA
U COACpKaHUs OpPraHU3alMOHHBIX M TEXHUYECKUX Mep MO0 O00EeCreUyeHHIO
0e30MacHOCTH TEPCOHAIBHBIX JAHHBIX MPU UX 00paboTke B HMH(OPMAIMOHHBIX
CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

2. TepMuHBI U ONIPEICTICHUS.

B HacTrosiieM AOKYMEHTE HCIOJB3YIOTCS CIEAYIOINE TEPMUHBI U HX
ONpEICIICHHUS:

ABTOMAaTHU3UpPOBAHHAS CHUCTEMA — CHUCTEMa, COCTOsINIas W3 MEPCOHAa M
KOMILUIEKCAa  CpPEICTB  aBTOMATH3alMH  €ro  JEATEIbHOCTH, peaU3yolas
MH(GOPMAIIMOHHYIO TEXHOJIOTHIO BHITIOJHEHUS YCTAaHOBICHHBIX (DYHKIUH.

be3onacHOCTh TMEpPCOHANBHBIX JIaHHBIX — COCTOSIHUE 3allUIIEHHOCTH
NEPCOHATBHBIX JAHHBIX, XapaKTEpPU3yeMO€ CIOCOOHOCTHIO  TMOJIb30BaTEeNeH,
TEXHHYECKUX  CpPeACTB U WHQPOPMAIIMOHHBIX  TEXHOJOTHM  00ecHeuuThb
KOH(UECHIINATBFHOCTD, IIEIOCTHOCTh M JIOCTYIMHOCTh MEPCOHANBHBIX JTaHHBIX MPHU
ux 00paboTKe B MHPOPMAITMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX.

brnokupoBaHne mepcoHaIbHBIX NAHHBIX — BPEMEHHOE MpeKpalieHue coopa,
CUCTEMATH3alUH, HAKOIUJIEHHUS, UCIIOJIb30BAHUS, PACIIPOCTPAHEHUS, TEPCOHATBHBIX
JAHHBIX, B TOM YUCJIE UX NIepeaauH.

Bupyc (KOMOBIOTEpHBI, TPOrPaMMHBIN) — UCTIOTHAEMbI TPOTPaMMHBINA KO
WIM UHTEPNpPETUpPyeMbld HA0Op WHCTPYKIMH, oOnagaronuii  CBOWCTBaMHU
HECAHKIMOHUPOBAHHOTO PACHpOCTPAHEHUsI M caMoBocnpousBeaeHus. Co3naHHbIe
TyOIMKaThl KOMITBIOTEPHOTO BHpYyCa HE BCEr/Ja COBIAAIOT C OPHUTHMHAJIOM, HO

COXPaHSIOT CIIOCOOHOCTD K NajbHEeUIIeMy pacrpoCTpaHEHUIO u
CaMOBOCIIPOU3BEICHHUIO.
Bpenonocnas  mporpammMa —  mporpamma, —TOpeIHAa3HAYCHHAS IS

OCYIIIECTBJICHUS HECAHKIIMOHUPOBAHHOTO JocCTyna U (WiIu) BO3ACHCTBUS Ha
MepCOHAIBHBIC JTAHHBIC W PECYpPChl MH(POPMAIMOHHOW CHCTEMBI MEPCOHATBHBIX
JTAHHBIX.

Joctyn xk mHpOpMaIUM — BO3MOKHOCTh IMOJydeHUs] WHGOPMAIHU, a TakKe
€€ MCII0JIb30BaHUs.

3amuTa NepCOHAIBHBIX JTAHHBIX — KOMIUICKC MEPOIPHUSITUIA, HAIPABICHHBIX
Ha TOJJIePKAHUE 1IEJIOCTHOCTH, TOCTYITHOCTH, KOHPUICHIINATLHOCTH HHGOPMAIUU
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U PECYpCOB, HCIOJIB3YEMbIX JUIsi BBOJA, XpaHEHHUs, OOpabOTKHM U Tepeaadu
MEPCOHATIBHBIX TAHHBIX.

3amumaemas uHbopMauus — HHPOpMaALusA, SBISAIOLIASACA PEIMETOM
COOCTBEHHOCTH U MOJJIeKaIllas 3alIMTe B COOTBETCTBUU C TPEOOBAHUSIMH MPABOBBIX
JOKYMEHTOB  WJIM  TpeOOBaHMUSIMH,  YCTAHABIMBAEMBIMH  COOCTBEHHUKOM
uH(pOopMaIu.

Unentudukanuss — MOpUCBOGHHE CYObEKTaM UM O0BEKTaM JocTyna
uaeHTuuKaropa W (WIM) CpaBHEHHE NPEIbABIIEMOro HACHTU(PUKATOpA C
MepevYHeM NMPUCBOEHHBIX UAEHTU(HUKATOPOB.

Nudopmarmonnas cucreMa NEPCOHATBHBIX MAaHHBIX — HH(POPMAaIMOHHAs
cUCTeMa, MpeAcTaBisfiomas coOOM COBOKYNMHOCTb MEPCOHAJIbHBIX JaHHBIX,
colepKaluxcsi B 0a3e JaHHBIX, a Takke HMHPOPMALMOHHBIX TEXHOJOTHH U
TEXHUYECKUX  CPEJICTB, TMO3BOJIAIONIMX  OCYHIECTBISATH 0OpabOTKY  TaKHX
NEPCOHATBHBIX JAHHBIX C MCIOJb30BAaHUEM CPEJCTB aBTOMATH3alUMU WK 0e€3
UCIIOJIb30BaHUS TAKUX CPEJICTB.

NudopmarimonHple TEXHOJOTUM — TMPOIECChl, METOJAbl IOHMCKa, cOopa,
XpaHeHus, O0OpabOTKH, MNPEJOCTABICHUS, PACHPOCTpaHeHUs HHPOPMALMU U
CIOCOOBI OCYIIECTBICHUS TAKUX MTPOLIECCOB U METO/IOB.

HcTounuk yrpo3sl 0e30MacHOCTH HHPOpMalnuu — CYOBEKT JOCTYIa,
MaTepUANIbHBI OOBEKT WM (PU3MYECKOE SBIICHUE, SBISIOMIUECS TNPUIMHON
BO3HUKHOBEHHS YIpO3bl 0€301aCHOCTU UH(POPMALIH.

Komuccuss (Omepatop, Opranuzanus) — HW3OupaTtenbHas KOMHUCCHUS
CBep10BCKO# 001aCTH.
KonduneHunanbHOCT, MEpCOHANBHBIX JaHHBIX — 00s3aTeNbHOE s

COOJIIOJICHUSI OIMEpPaTOPOM WM HMHBIM TOJYUMBIIUM JOCTYN K MEPCOHAIbHBIM
JaHHBIM JIUIIOM TpeOOBaHME HE JOIMYCKaTh HUX PacHpOCTpaHeHHe Oe3 coriacus
CyOBEeKTa MEePCOHANBHBIX IAHHBIX UM HATMYUS UHOTO 3aKOHHOTO OCHOBAHUSI.

MexceTreBoi  3KpaH  —  JIOKaJibHOE  (OJJHOKOMIIOHEHTHOE)  WJIU
(byHKIIMOHAIBHO-pacpeeIEHHOE POTrpaMMHOE CPEICTBO (anmapatHo-
IPOrPaMMHBIA KOMILIEKC), peaau3yioliee KOHTPOIb HHPOPMAIIMH, MTOCTYAIOIIEH B
WHOOPMAITMOHHYIO CHCTEMY TE€PCOHANBHBIX MaHHBIX W (WIHM) BBIXOJAIIEH U3
MH(OPMAITMOHHON CUCTEMBI.

Hapymurtens 6e30macHOCTH MEPCOHANBHBIX JAHHBIX — (DU3MYEcKoe JHIIO,
CIy4yallHO WM NPEIHAMEPEHHO COBEpIIAIOLIEe AECHCTBUSA, CIEICTBHEM KOTOPBIX
SABIIICTCS HapylleHWe Oe30MacHOCTH TMEPCOHANBHBIX JAaHHBIX MPH HUX 00paboTke
TEXHHYECKUMHU CpEJACTBAMH B HMH(POPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX
TAHHBIX.

HenexnapupoBaHHble BO3MOXKHOCTH — (DYHKIIMOHATBHBIE BO3MOKHOCTH
CPEACTB BBIUMCIUTEIIBHOW TEXHUKH, HE OIMCAHHBIE WM HE COOTBETCTBYIOLIUE
OMMMCAHHBIM B  JIOKYMEHTalud  (QyHKIHOHATBHBIM  BO3MOXHOCTSIM,  TpHU
WCIIOJIb30BAaHUM  KOTOPHIX  BO3MOXHO  HapymieHWe  KOH(MUICHIINATHLHOCTH,
JIOCTYTHOCTH WJIU 1I€JIOCTHOCTU 00padaThiBaeMoi nH(pOpMaIui.

HecankunonupoBanHblii  10CTyn (HECAHKIMOHUPOBAHHbIC JEUCTBUS) —
JOCTYNl K MH(pOpMalMU WIM JAEUCTBUSA ¢ MH(OpMaluel, Hapyliarolue MpaBuiia
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pasrpaHUyYeHus JOCTYIA C UCIOJIb30BAHUEM HITATHBIX CPEJCTB, MPEIOCTABISEMbIX
MH(OPMAIMOHHBIMU CUCTEMAMHU MIEPCOHATIBHBIX TAHHBIX.

Hocutens undopmanuu — pusnyeckoe JUIO0 UM MAaTepUATIbHBIM OOBEKT, B
TOM 4Hclie (PU3UUECKOE T0JIe, B KOTOPOM MH(pOpMalKs HaXOAUT CBOE OTPaKCHHE B
BUJI€ CHMBOJIOB, OOpa3oB, CHUTHAJIOB, TEXHUYECKUX PpEUICHUH U MPOLECCOB,
KOJMYECTBEHHBIX XapaKTEPUCTUK PU3NYECKUX BEIUYUH.

O6paboTka TEepCOHANBHBIX JAaHHBIX — JII00OE JehcTBHE (Omepalus) Wi
COBOKYIHOCTb JIEUCTBUN (OmEpaluii), COBepUIaEMbIX C HMCIOJIb30BAHUEM CPEJICTB
aBTOMaTH3alMyd WM 0€3 HCIONb30BaHUS TaKUX CPEACTB C MEPCOHAIbHBIMU
JaHHBIMM, BKJIIOYas cOOp, 3amuch, CUCTEMAaTH3allMI0, HAKOIUIEHHE, XpaHEeHHeE,
yTouyHeHue (OOHOBIIEHUE, W3MEHEHHUE), W3BJICYEHHUE, HCIOIb30BaHUE, IMepeaavy
(pacmipocTpaHeHue, MNpPENOCTaBICHHE, AOCTyN), 00e3lIMYMBaHHUe, OJIOKUpPOBAHUE,
yllaJeHue, YHUUTOKEHHUE MePCOHAIbHBIX TaHHBIX.

[lepcoHanbHble JaHHBIE — JH00as MHPOpPMalKs, OTHOCAUIAsACA K MPAMO HIIU
KOCBEHHO OIpE/ICICHHOMY, WU ompeaenseMoMy (u3nueckoMmy JHiy (CyOBeKTy
NEPCOHATIBHBIX JAaHHBIX).

[ToGouHbIE PMEKTPOMATHUTHBIE U3TYyUYEHUS M HABOJKH — 3JIEKTPOMArHUTHbIE
U3IyYEHUs TEXHUYECKUX CPEJICTB O00pabOTKM 3amuuiaeMoil  HHQpOpMaInu,
BO3HUKAIOIINE KaK MOOOYHOE SIBJICHUE M BBI3BAHHBIC DJICKTPUUECKUMU CUTHAJIAMU,
JNEUCTBYIOIIMMU B HMX DJJEKTPUYECKUX W MArHUTHBIX LEMAX, a TakxKe
AJIEKTPOMArHUTHbIE HABOJAKH OSTHUX CHUTHAJIOB Ha TOKOMNPOBOIAIIME JIMHUH,
KOHCTPYKLMH U IIENU MATAHUS.

[Tonb3oBaTenb MHOOPMAIIMOHHONW CHCTEMBl MEPCOHANBHBIX JAHHBIX — JIMIIO,
ydacTBylollee B (PYHKIIMOHMPOBAHUU HH(DPOPMAIMOHHOW CHCTEMBbI MEPCOHATBHBIX
JAHHBIX WA UCTIONB3YIOIIEe Pe3yNIbTaThl €€ QyHKIIMOHUPOBAHMUSI.

IIpaBusia  pasrpaHuyeHuss  JOCTyma  —  COBOKYINHOCTb  IIpaBui,
pErlaMeHTUPYIONINX MpaBa A0CTyNa CyObEKTOB TOCTYIA K 00BEKTaM JOCTyIIA.
[IporpamMHas 3akiajka — CKPBITHO BHECEHHBIM B  IPOrPaMMHOE

obecrieueHre (PyHKIIMOHATBHBIA OOBEKT, KOTOPBIM TMPH OMPEACICHHBIX YCIOBUIX
crocobeH  o0ecreyuTh HECAaHKIMOHUPOBAHHOE MPOTPaMMHOE  BO3JCHCTBUE.
[IporpammHuas 3akiagka MOXKET OBITh peajn30BaHa B BHJIIE BPEIOHOCHOU
MPOrPaMMBbI UJTU TIPOTPAMMHOTO KOJIa.

[IporpammuoOe (mporpaMMHO-MaTeMaTUYECKOE) BO3JECHUCTBUE —
HECAaHKIIMOHWPOBAHHOE  BO3JEHCTBHE HA  PECypchl  aBTOMAaTU3MPOBAHHOMU
MH()OPMAITMOHHONW CHUCTEMBI, OCYIIECTBISIEMOE C HCIOJIH30BAaHUEM BPEIOHOCHBIX

MpOrpamMmM.
Pecypc mabopManmoHHONW CHCTEMBI — UMEHOBAHHBIM 3JIEMEHT CHCTEMHOTO,
MPUKJIIATHOTO 15810 armnapaTHOTO obecricueHUS (YHKIIMOHUPOBAHUS

WH()OPMAITMOHHON CUCTEMBI.

Cucrema 3anuThl MEPCOHAIBHBIX JTAHHBIX — CHCTEMa OPTaHU3AI[MOHHBIX H
anmapaTHO-TIPOTPaMMHBIX CPEACTB, OOeCTeuMBalIoNiasl 3alluTy TMePCOHATBHBIX
JAaHHBIX, 00pabaThIBAEMBIX B MH(POPMAITMOHHON CHCTEME TMEPCOHATBHBIX JAHHBIX,
OT YHUYTOXXEHUS, N3MEHEHUSI, OJIOKUPOBAHUS, KOITMPOBAHMS M PACTIPOCTPAHCHHUS 32
CYET UCKIIOUEHUS HECAHKIIMOHWPOBAHHOTO, B TOM YHUCJIE CIy4allHOTO, TOCTyIa K
MIEPCOHATILHBIM JTAHHBIM.
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CpencTBa BBIYMCITUTECIIBHOW TEXHHUKA — COBOKYITHOCTh TPOTPAMMHBIX H
TEXHUYECKUX  DJEMEHTOB  CHCTeM  OOpabOTKM  JaHHBIX, CIIOCOOHBIX
(YHKIIMOHUPOBATH CAMOCTOSITENIEHO UM B COCTaBE IPYTHX CUCTEM.

CyObekT moctyna (CyObEKT) — JMIO0 WM Tpolecc, ACHCTBUS KOTOPOTO
pETIaMEHTUPYIOTCS MPaBUIIaMU Pa3TPaHUUCHUS JOCTYTIA.

YTpo3bl 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYMHOCThH YCIOBUU H
(GakTOpOB, CO3JAIONIMX OMACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHCIE
CIIy4aiiHOTO, JOCTYNa K MEPCOHANBHBIM JaHHBIM, PE3yIbTaTOM KOTOPOTO MOXKET
CTaTh YHHUYTOKEHHE, N3MEHEHHUE, OJOKHMpPOBAHHUE, KOMTUPOBAHUE, PACTIPOCTPAHECHHE
NIEPCOHATBHBIX JIAHHBIX, a TAK)KE WHBIX HECAHKIIMOHUPOBAHHBIX JNEUCTBUUA MPU HX
00paboTke B MHPOPMALIMOHHOMN CUCTEME MEePCOHATbHBIX TAHHbBIX.

[lenocTHOCT, HMHQOpPMAIIMK — CIHOCOOHOCTh CPEICTBA BBIUYMCIHTEIHHON
TEXHHUKW WIH WH(QOPMAIMOHHOW CHUCTEMBI OOeCreYrMBaTh HEU3MEHHOCTH
UHPOpPMAIIMK B YCJIOBUAX CIY4alHOTO W/MIW TPEAHAMEPEHHOTO WCKAKEHUS
(paspy1ienus).

3. O603HaYeHUS U COKPAILECHUSI.

B nHacTosimieM JD0KyMEHTE HCHOJIB3YIOTCS CIEAYIOIIME 0003HAYCHUS U HX
COKpAIlICHUSA

NC — uadopmarmonHas cuctema;

NCTIIn — uadopMalioHHast cHCTeMa MePCOHATbHBIX TaHHbBIX;

HCJI — HecaHKIIMOHUPOBAHHBIN JOCTYI;

OC — onepallMOHHas CUCTEMA;

[1/IH — mepcoHanbpHbIE TaHHBIE;

I[I5SMMUH — no6ouHbIe AIEKTPOMArHUTHBIE U3ITYUCHUSI U HABOJIKH;

I1O — nporpamMmMHOe oOecrieueHueE;

C®DK — cpena GyHKIIMOHUPOBAHKS KPUTITOTrpadUUECKUX CPEJICTB;

CK3U — cpenctBa Kpuntorpapuyeckoi 3aniuThl HHGOPMAIUH;

VYBII/IH — yrpo3sl 6€301MacHOCTH NMEPCOHABHBIX IAHHBIX;

®Cb Poccun — OenepanpHas ciyxb6a 6e3onmacHocTu PD;

OCTOK Poccun — denepanbhas ciyx0a M0 TEXHUYECKOMY U OKCIIOPTHOMY
KOHTPOJIIO PO.

4. Xapakrepuctuku UCII/IH.

4.1. O6mas UCII/Ix.

B ob6meit HUCIIAa Komuccum wucnonb3yercs o01mee MOporpaMMHOE
oOecrieueHue:

- cpeACTBa ornepaimorHon cucteMbl Microsoft Windows;

- cpeactBa npoaykToB Microsoft Office, Libre Office;

- CPEACTBA JICKTPOHHOW MOYTHI B BUAC BEO-KIMEHTOB M OTIEIHHO CTOSIIUX
ABTOHOMHBIX MTOYTOBBIX KIIUEHTOB.

Xapaktepuctuku oouieit UCIIIn npeacrasnens! B Tabnune 1.

TaOnura 1.

XapaKkTepucTUKa \ 3HaueHue
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XapaKkTepHUCTHKA 3HaueHue

Kareropus o6pabaTtsiBaembix | MHBIC IepCOHANBHBIC TaHHBIC
MEPCOHAIBHBIX JAHHBIX

CocraB 00pabaTbIBaeMbIX [lepconanpHble TaHHBIE CYOBEKTOB:
JUDAN: - wieHsl Komuccnu ¢ mpaBoM pemaromero ¥ COBEAaTeIbHOrO
royioca;

- YJICHBI MHBIX N30MPaTEeIbHBIX KOMUCCHIA, ((OPMUPYEMBIX HA
tepputopun CBEpITIOBCKOM 00J1aCTH;

- JIW1Ia, BXOJIAIIME B COCTaB pabOYuX IrpyIil, KOMUCCUH,
KonTponsHO-peBr3noHHO# ciny:x0b1 ipu Komuccnn;

- KaHJUAAThl, UX IOBEPEHHBIC JIUIIA U YIIOJTHOMOYEHHbIE
MpPEICTaBUTEIIN;

- HaOIIOdATEIIHN;

- YIIOJIJHOMOYEHHBIE MPEACTABUTEIHN U IOBEPEHHBIC JTUIIA
n30upaTeIbHBIX 00BETUHEHU;

- YJICHBl MHUIIMATUBHOM TPYIIIHI TIO MPOBEACHUIO pedepeHyma
CBep10BCKOM 001acTH, MHBIX IPYII YYaCTHUKOB pedepeHayma
CBepanoBcKoii 001acTu;

- Ih1a, TpuBiIekaembie Komuccuen Kk aIMUHUCTPAaTUBHOM
OTBETCTBEHHOCTH 32 HAPYIIEHUS 3aKOHOJATEIIbCTBA O BEIOOpAx
U pedepeHayMax, o MOTUTHICCKUX MAPTUSIX;

- YIaCTHUKHU OJTUMITHA, KOHKYPCOB U UHBIX MEPOTIPUSITHH,
oprannzyemMbIxX (mpoBoaAuMbIX) Komuccuei, n uX pyKoBOUTEINH;
- TU1a, TIPEeICTaBIsieMble K Harpa)X/A€HUIO U OOIIPEHHUIO
Komuccueii;

- nmuua, oopatusmrecs B Komuccutio;

- UHbIE KaTeTOPUH JIUL B COOTBETCTBUH C TPEOOBAHUSIMU
3aKoHo aTenbcTBa Poccuiickoit denepanym.

O6bem 0OpabaThIBaEMBbIX Menee 100 000
MIEPCOHATBHBIX JTaHHBIX

Crpykrypa nuapopmannonnoit | Jlokansnas MCII/IH, pa3BepHyTas B npejeiax oJHOTO 31aHHS
CHCTEMBbI

Pexxum 06paboTku MHoronoabs30BaTeNbCcKast
MEePCOHATBHBIX JTAHHBIX

Pexum pasrpanuuenust npas | C pasrpaHU4YeHHUEM IIPaB JIOCTyMa
JOCTYyIIa MOJIb30BaTeNei
MH(OPMAIIMOHHON CUCTEMBI

Hanuune noakirouyeHus K HNwmeercs
CETSIM CBSI3H 0OILETO
IMOJIb30BAHMS U /HIIH CETIM
MEKTyHApOJHOTO
nH(GOpPMaAIlMOHHO 0OMEeHa

B coorBeTcTBUM € TpeOOBaHMSIMU K 3allUTE MEPCOHAIBHBIX JAHHBIX MpU
oOpaboTke B WH(POPMAIMOHHBIX CHUCTEMax TMEPCOHAIBHBIX JTaHHBIX (YTB.
noctaHoBneHueM IIpaButensctBa PO ot 1 HosOps 2012 r. Ne 1119), nna O6miei
NCIIOn aktyanbusl yrpo3sl 3-ro tuma. llpu stom HUCII[n o6pabaTsiBaeT
CIELUAJIbHBIE KAaTeTOPUM MEepCOHaNbHBIX JNaHHbIX MeHee uyeM 100000 cyObekToB
MEePCOHAIBHBIX  JIaHHBIX, HE  SBIAIOLUIMXCS  COTPYJHHUKAMU  OIEepaTopa.
COBOKYIMHOCTh JaHHBIX YCJIOBUHM TpeOyeT ycranaBiauBath Jisi qanHod WCIIAn 3
YPOBEHbB 3aIIUIIIEHHOCTH NEPCOHAIBHBIX JAHHBIX.
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5. Mogens yrpo3 UCII/H.

5.1. IlpuHuumnbe HOCTpOEHUS Moienu yrpo3 b6e3zonacHoctu [1/1H.

[loctpoenue wmonenu yrpo3 Oe3zonmacHoctd IIJIH ocHOBBIBasioCh Ha
KJaccu(uKauy, aHajdu3e M OLICHKM aKTyaJbHOCTH COBOKYIHOCTH YCJIOBUH U
(aKkTOpOB, CO3/JAIOMIMX ONACHOCTb, CBS3AHHYIO C YTEUKOW MHPOpMauuu U (UJIN)
HECAaHKIIMOHUPOBAHHBIMU U (WJIM) HENPEJHAMEPEHHBIMH BO3/ICHCTBUSIMU Ha HEe.

B pamkax moctpoenust mojenu yrpo3 6OesomacHoctu IIJIH Bce BeposiTHbIE
yIpO3bI pa3JejeHbl Ha JBE KaTETOPUU:

yrpo3bl Oe3omacHocTH IIJlH, peanusyemble 3a cuer yreuku [IJ[H 10
TEXHUYECKUM KaHaJIaM;

yrpo3sl 6e3onacHoctu I1J[H, peanuszyemble 3a CYET HECAHKIIMOHUPOBAHHOTO
noctyna (manee — HCJI) x IIJIH ¢ ucmonapb30BaHUEM IITATHOTO WJIM CIEIUATLHO
pa3zpaboTaHHOTO NMporpamMmHoro obecneuenus (naiee — [10).

B xonme monenupoBaHMs HICHTU(DHUIIMPOBAHBI BCE BO3MOXKHBIE MCTOYHUKH
yrpo3, BCE BO3MOXKHbBIE YSI3BUMOCTH HJICHTU(DUIIMPOBAHBI M COIMOCTAaBICHBI C
UJACHTU(DUITUPOBAHHBIMUA ~ MCTOYHUKAMU  YIpo3, BCE  HACHTU(DUIIMPOBAHHBIC
UCTOYHUKH YIPO3 U YSI3BUMOCTH COMOCTABJIEHBI CO CIIOCO0AMU UX pean3aliu.

Hnsa Bcex UCII[H Komuccun XapakTepHbl OJUHAKOBBIE YIpO3bl H
YSI3BUMOCTH.

5.2. Knaccudukamus yrpo3 6e3zomacHoctu IIJIH 3a cué€r yreuku I1[{n 1o
TEXHUYECKUM KaHaJlaM

IIpu o6padorke I1[In B UCII/IlH Kommccuun BO3MOXXHO BO3HUKHOBEHHE
VBII[In 3a cuer peanu3anuy CIEAYIONIUX KaHAJIOB YTEYKU HHQPOpMAIIUU TI0
TEXHUYECKOMY KaHamy:

yIrpo3bl YTEUKH BHIOBOU (BU3yaIbHOM) HH(OPMAIINH;

yrpo3bl yT€YKM HMHQPOpPMAIUUA MO KaHalaM TOOOYHBIX 3JIEKTPOMATHUTHBIX
U3Ny4eHul 1 HaBoJloK (nanee — [IDMUH).

5.2.1. Yrpo3bl yTeuku BUI0BOM MHGOPMAIIHH.

HcTouHukoM yrpo3 yTedKkd BUAOBOU (BU3YaTbHOW) MH(POPMAIIUU SBIISIOTCS
bu3mueckue nuna, He uMeromme aocryna k HMCII[Ia Komwmccuun, a Takke
TEXHHUYECKHE CPEACTBA MPOCMOTPA, BHEIPEHHBIC B CIY)KEOHbIC MOMEIICHUS WU
CKPBITHO MCIIOJIb3yeMble JaHHBIMHA (PU3NYECKUMH JTUTIAMU.

Cpena pacnpocTpaHeHuss HWH()OPMATUBHOTO CHUTHaNIa — OTO (QuU3NUYECKas
cpeaa, MO KOTOpOM MH(POPMATUBHBIA CUTHAJI MOKET paclpoCTPaHATbCS —
OoHOpOoAHAs (BO3yIIHAs).

YTpo3bl yTeUKH BHIOBOHM (BU3yallbHOM) MH(MOpPMAIUU PEATH3yIOTCS 32 CUET
npocmotpa [I/lH ¢ mOMOIIBIO ONTHYECKUX (ONMTHKO-3IEKTPOHHBIX) CPEACTB C
AKPAaHOB JUCIUIEEB W JAPYIHMX CPEACTB OTOOpa)KEHUs CPEACTB BBIYMCIHTEIIHHOU
TexHuKkH, Bxoasamux B coctaB UCII/la Komuccun.

5.2.2. Yrpo3sl  yreukn ~ wH(pOpManmmM MO  KaHajaM  MOOOYHBIX
AIEKTPOMArHUTHBIX U3TyYCHUA U HaBOJIOK.
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HcTounukoMm yrpo3 yreuku uHpopMauuu no kaHainam [IOMUH ssastorcs
¢uznueckue nuua, He umeromue gocryna k UCIIJ{n Komuccun.

BosnuknoBenne yrpossl I/l mo kananam [IOMUWH Bo3moxHO 3a cuer
repexBara TEXHUYECKUMU CpeACTBAMH OOOYHBIX MH(OPMATUBHBIX
DJIEKTPOMArHUTHBIX TMOJENM M JJIEKTPUYECKUX CUTHAJIOB, BO3HUKAIOIIUX MpPH
obpabotke [1/In Texuuueckum cpeacteamu UCIIIn Komuccuu.

I'enepauus wuHpopmauuu, coxaepxameil IIJ[H u wuupkynupyoomeid B
texuuyeckux  cpeacrBax MCII[Ix Komuccnn B BUAE  DIEKTPUYECKUX
MH()OPMATUBHBIX CUTHAJIOB, €€ 00pabdOTKa W Tepeaayda Mo SJICKTPUUECKUM IETsIM
texunueckumu cpencreamu VICIT[In Komuccun compoBoxkgaeTcss moOOYHBIMU
AIEKTPOMArHUTHBIMU U3JIYYEHUSAMHU.

Peructpauus [ID9MUH ocymecTBasiercss ¢ nenbio nepexsara uHGOpMaImny,
UPKYJIUPYIOIIEH B TEXHUUECKHX CPEJCTBAX, OCYIIECTBIAIOMMUX 00padoTky I[1/1H,
NyTEM HCHOJb30BAHUS Aallaparypbl B COCTaBE€ pPAJHONPUEMHBIX YCTPOMCTB,
npelHa3HAaYeHHOM /Ui BOCCTaHOBIEHMS HHpopMauuu. Kpome storo, mepexsar
[IDMHWH BO3MOXEH C WCHOJIB30BAHUEM OJJIEKTPOHHBIX YCTPOMCTB TIiepexBaTa
uHbOpMAIINK, TOAKIIOYEHHBIX K KaHalaM CBS3U WIM TEXHUYECKUM CpPEeJICTBAM
ob6pabotku [1/]H («anmapaTHbIe 3aKIaIKI).

5.3. Yrpo3sl ~ HECAHKIIMOHMPOBAHHOTO  JOCTynma K  wH)OpMaiuH,
obpabarteiBaemoii B UCITJIn Komuccum.

B UCIIIn Komuccum yrposst HCJI ¢ npumeHeHMEM MNpOrpaMMHBIX U
anmapaTHO-IIPOrPaMMHBIX CPEJICTB, KOTOPBIE PEaTU3YIOTCS TMPHU OCYIIECTBICHUU
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJE CIy4alHOTO JIOCTyIa, B pe3yJbTaTe
KOTOpPOTO OCYIIECTBISACTCA HapylIeHHE KOHPUIACHIIMAIBHOCTH (KOMHPOBAHUA,
HECAaHKIIMOHUPOBAHHOTO pacnpocTpaHeHus, HECAaHKIIMOHUPOBAHHOTO
O3HAKOMJICHMS), IEJIOCTHOCTH (YHMYTOXXEHUSI, U3MEHEHHsSI), JTOCTOBEPHOCTH U
noctymHocTH (610kupoBanus) [1JIH, BKIOYarOT B ceOs:

yrpo3sl J1OCTymna (TPOHMKHOBEHHS) B OINEPAllMOHHYIO Cpely cepBepa C
UCIIOJIb30BaHUEM IIITATHOTO MPOTPaMMHOTO olecrieueHus: (CpeICTB ONEepaMOHHON
CUCTEMBI WU TIPUKIIATHBIX IPOTPaMM);

yrpo3bl  CO3MIaHUS  HEIITATHBIX  PEXUMOB  pabOThl  MPOrPaMMHBIX
(mporpaMMHO-aNMapaTHbIX) CPEACTB 3a CYET MPEJHAMEPEHHBIX HW3MEHEHHUM
CIIy’)KCOHBIX JTaHHBIX, UTHOPUPOBAHMS TPEIYCMOTPEHHBIX B IITATHBIX YCIOBHUSAX
OTpaHWYCHUI Ha COCTaB M XapaKTepUCTUKU oOpabaTeiBaeMoil uH(OpMaInH,
HCKaXeHUsS (MOAU(UKAIIUM) CAMUX TaHHBIX U T.11.;

yrpo3bl BHEAPEHUS BPEAOHOCHBIX MpOrpamMm (IpOrpaMM MaTeMaTH4YeCKOro
BO3JICHUCTBUS);

yrpo3sl HCJI, BO3HUKalolue 3a cueT HenpeaHaMEpPEHHbIX JACHCTBUI
00CTY>KHBAOIIETO TIEPCOHATA CHCTEMBI.

KpoMe TOro, BO3MOKHBI KOMOWHHUPOBAaHHBIE YrpO3bl, MNPEACTABISIONINE
co0Ooli coueTaHue yka3aHHbIX yrpo3. Hampumep, 3a cueT BHEAPEHUSI BPEIOHOCHBIX
porpamMm Moryt cosnasatbes yeaosus mist HC/I B onepanmonHyro cpenty cepsepa,
B TOM 4ucje nyTeM (OpPMUPOBAHUS HETPAJUIIMOHHBIX UWH()OPMALIMOHHBIX KAHAJIOB
JOCTYyTIA.
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VYrpo3sl gocTtyna (MpOHUKHOBEHHsA) B onepauuonHyro cpeny WCIIIn
KoMucenn ¢ HCHOIB30BaHMEM  IITATHOTO  MPOTrpaMMHOro  oOecreyeHus
pa3neNAoTCd Ha Yrpo3bl HENOCPEACTBEHHOIO M YHAJICHHOIO JOCTYIA. YTIPO3BI
HEIOCPEACTBEHHOIO JOCTYIAa OCYIIECTBIISIOTCS C UCIOJIB30BAHUEM IIPOTPAMMHBIX
U anmnapaTHO-MPOrpaMMHBIX CPEACTB BBOJAA/BBIBOJIAa KOMIIBIOTEPA. YTPO3bI
YIAJIIEHHOIO0 JOCTYIa pEealU3yKTCA C MCIOJB30BAHUEM IIPOTOKOJIOB CETEBOIO
B3aUMOJICHCTBUS.

Yrpo3sl BHEJIPEHUS BPEJIOHOCHBIX porpaMm (mporpaMMHO-
MaTeMaTUYeCKOT0 BO3ICHCTBUS) HeELEIecooOpa3HO ONUCHhIBaTH C TOM ke
JETATbHOCTBIO, YTO U BBIIICYKa3aHHBIE YIPO3bl, TAK KAK KOJIMYECTBO BPEIOHOCHBIX
OporpaMM YK€ 3HAYUTEIbHO MPEBBIMIAET COTHU ThICAY. [lis ocyliecTBieHus
3alUThl  MHPOpPMALMKU JOCTATOYHO 3HATh KJIAcC BPEIOHOCHOW MPOrpaMMBbl,
CIOCOOBI U MOCNENCTBUS OT €€ BHEAPEeHUs (MHDUIIMPOBAHNSA).

5.4. O6mas xapakrepuctuka yszpumocteir UCITIn Komuccuu.

Vsazpumocte MCII[ln Komuccmm — HemocTaTtok uiad ciaaboe MecTo B
CUCTEMHOM, TMPHUKIAIHOM, MPOTPAaMMHOM W/WIM  amnmapaTHO-TIPOrPaMMHOM
00€CTICYeHUU CHUCTEMBI, KOTOPOE MOXXET OBITb MCIOJB30BAaHO ISl peaTu3aluu
yIrpo3bl OE30MACHOCTH MEPCOHATIBHBIX JaHHBIX.

[IprunHON BO3HUKHOBEHUSA YSI3BUMOCTEM SABJISFOTCS:

OmMMOKKW TIPU TPOCKTUPOBAHMH U pPa3padOTKe MPOTPAMMHOTO W/HWIIU
arnmapaTHO-TIPOrPaMMHOT0 00ECIICUCHHS;

NpeHaMEPEHHbIC JICMCTBUS 1O BHECEHUIO YA3BUMOCTEM B  XOJe
IPOCKTUPOBAHUS U Pa3paOdOTKU MPOTPAMMHOTO W/WJIM anmapaTHO-TIPOrpaMMHOI0
oOecIieueHusI;

HEIPaBUJIbHBIC HACTPOMKH MPOTPAMMHOIO W/WJIU almmapaTHO-IPOrPaMMHOTO
obOecricyeHUs, HEMPABOMEPHOE U3MEHEHHE PEXKUMOB pPabOTHl YCTPOWCTB W
porpamm;

HECAHKIIMOHUPOBAHHOE BHEJPEHUE U HUCMOJIb30BAHUE HEYUTCHHBIX MTPOTPaMM
C TMOCHEAYIIIUM HEOOOCHOBAaHHBIM  PAacXOJOBaHHUEM PECypcoB  (3arpyska
Mpoleccopa, 3axBaT onepaTUBHOM MaMsATH U T.1.);

cobou B paboTe ammapaTHOTO U MPOTPAMMHOTO obOecreueHus (BbHI3BaHHBIC
cOOSIMH B DJICKTPOIIMTAHHWM, BBIXOJOM U3 CTPOs ammapaTHbIX JJIEMEHTOB B
pe3yibTaTe CTapeHHs] M CHIDKCHHS HAJEKHOCTH, BHEIIHUMH BO3JCUCTBUSMU
BJICKTPOMATHUTHBIX MOJIEW TEXHUYECKUX YCTPOMCTB, BHECEHHE HW3MECHEHHH B
JTOKYMEHTAIIUIO U JIP.).

PaznuuaroT crenyromue rpynibl OCHOBHBIX YSI3BUMOCTEH:

YS3BUMOCTH CHCTEMHOTO IPOTPAMMHOTO oOecrieueHus (B TOM YHCIIC
MPOTOKOJIOB CETEBOI'0 B3aMMO,ICHCTBHUS);

YS3BUMOCTH TPUKIIAJHOTO TIPOTrPAaMMHOI0 oOecredeHuss (B TOM 4YHCIIE
CPEJACTB 3alIUThl HH(POPMALIHH).

5.4.1 Y3BUMOCTH CUCTEMHOTO IIPOrPaMMHOT0 00€CTICUCHHUS.
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VS3BUMOCTH  CHCTEMHOTO TMPOTPaAaMMHOTO  OOecreueHus HeoO0XOIUMO
paccMaTpuBaTh C TPHUBSI3KOW K apXUTEKType TIOCTPOCHHS BBIYUCITUTEIBHBIX
CUCTEM:

B MUKPOTIpOrpaMMax, B IMPOIITHUBKAaX 3aIIOMUHAIONTUX YCTPOUCTB;

B cpeactBax OC, mpenHa3HAYeHHBIX [UIS  YOpPABICHUS JIOKATbHBIMU
pecypcamu  MCII[In Komwuccuu (oOecrneuuBaromiuX BbIMOJHEHUE (YHKIUH
yIpaBJICHUS MPOIECCaMHU, MaMAThIO, YCTPOICTBAaMH BBO/Ia/BBIBO/IA, HHTEP(EiicoM ¢
MOJIb30BATENIEM U T.I1.), IpaiiBepax, YTHINTAX;

B cpeactBax OC, mpemHa3HaueHHBIX JIS BBIIOJHEHHUS BCIIOMOTATEIbHBIX
GYHKIMHA — yTWIMTaX (apXuBUpPOBaHUSA, neparMeHTalMu W Jp.), CUCTEMHBIX
00pabaThIBAOIINX MPOrpaMMax (KOMIMISITOPaX, KOMIIOHOBIIUKAX, OTJIAJYUKOB U
T.I.), TporpaMMmax TMpPEACTaBICHUS TIOJb30BATENI0 JIOTIOJHUTEIBHBIX YCIyT
(cmenmanpHBIX ~ BapuaHTax uWHTepdelica, KaJdbKyasITOpax, UWrpax © T.IL.),
OuOIMOTEeKax MPOIEAYP Pa3IMYHOrO0 HazHaueHHs (OMOIMOTEKaX MaTeMaTHYECKHUX
¢yHkuui, GyHKUMNA BBOJA/BBIBOAA U T.11.);

B CPEICTBAX KOMMYHHWKAIIMOHHOTO B3aMMOJICHCTBHS (CETEBBIX CPEICTBAX)
ONEPALMOHHON CUCTEMBI.

VYS3BEMOCTH B MUKpoOIIporpaMMax u B cpeactBax OC, mpeaHazHaYeHHBIX IS
yIIPaBJICHUS JIOKAIBHBIMA PECypcaMd M BCIIOMOTATEIbHBIMH (DYHKIIMSIMH, MOTYT
NPEJICTABISATh COOOM:

(GyHKIIMU, TPOLEAYphl, U3MEHEHHE MapaMeTPOB KOTOPBIX OIpeaeIeHHBIM
o0pa3oM MO3BOJISIET MCIOJIb30BaTh MX JJIsi HECAHKIIMOHUPOBAHHOTO JIOCTyma 0e3
oOHapy>KeHHUs TaKHUX U3MEHEHUH ONepalmOHHON CUCTEMON;

¢parMeHTBl  KOZa TporpamMMm  («IBIPBDY,  «3aKJIaIKW»), BBEIACHHBIC
pa3pabOTYMKOM,  MO3BOJSIONIME  OOXOAUTH  IPOUEAYpPbl  UACHTHU(HUKAINIH,
ayTeHTU(UKaIMU, TPOBEPKH 1IETOCTHOCTHU U JIp.;

OTCYTCTBHUE HEOOXOAMMBIX CPEACTB 3aIUTHI (ayTeHTU(UKAIMH, TPOBEPKU
IIEJIOCTHOCTH, MIPOBEPKHU dbopmaroB COOOIIICHHH, OJIOKMPOBAHUS
HECAaHKIIMOHUPOBAHHO MOAUGUIIMPOBAHHBIX (DYHKIMHA U T.11.);

omuOKU B TIporpamMMmax (B OOBSBICHHH IMEPEMEHHBIX, (QYHKIIUN U MPOIETYD,
B KOJaxXx MporpamMm), KOTOpbIE TPH OMpPEACNICHHBIX YCIOBUAX (HAmMpuUMep, MpU
BBITIOJTHEHUU JIOTUYECKUX TIEPEXO0JI0OB) MPHUBOAAT K COOAM, B TOM HYHCIE K COOsIM
(GYHKITMOHUPOBAHMSI CPEJICTB U CUCTEM 3aIIUTHI HH(POpMAIUH.

5.4.2. YA3BUMOCTH MPUKIATHOTO TMPOTPAMMHOIO 00ECTICUECHHSI.

K npuxknagHomy mnporpaMMHOro OO€CHEYEHUI0 OTHOCSITCA MPUKIAIHbIE
MpOrpaMMbl OOIIETO MOJIb30BaHUS U CIICHIMANIbHBIC MPUKIIAIHBIE POrPAMMBI.

[TpuknagHbie MPOrpaMMBbl OOIIETO MOJIB30BAHUS — TEKCTOBBIC U TpapUIECKue
PEAAKTOPhI, MEAHA-MPOTPaMMBbI (ayJu0- W BHUACONPOUTPHIBATENH, MPOTPAMMHBIC
CpeICcTBa MprUeMa TEIIEBU3UOHHBIX MPOTPaMM H T.I1.), CHCTEMBI yIpaBIeHUs 0a3amMu
JAHHBIX, TPOTPaMMHBIC TUIATGOPMBI OOIIETO TOJMB30BaHUS ISl Pa3pabOTKH
nporpaMMHbiX TponykroB (tuma Delphi, Visual Basic), cpenctBa 3amiuThl
nH(popManuu o0I1Iero NoJb30BaHUS U T.II.

VA3BUMOCTH ~ TPUKIAIHOIO  HPOrPAaMMHOTO  OOECIEUeHHs]  MOTYT
MPEeICTaBIATh COOOM:
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(YyHKUMU ¥ TpOUEAYphl, OTHOCAILIME K Pa3HbIM MPUKIAIHBIM MIpOorpaMmaM U
HECOBMECTUMBIE MEXAY C000W (HEe (YHKIMOHHMPYIOUIME B OJHOM ONEpallMOHHOU
cpelne) u3-3a KOH(QJIMKTOB, CBI3AHHBIX C PACIIPEACIIEHUEM PECYPCOB CUCTEMBI;

(yHKUIMHU, TpOLENypbl, WU3MEHEHUE ONpEeNEeICHHBIM 00pa3oM MapaMeTpoB
KOTOPBIX MO3BOJISIET UCIIOJIB30BATh UX JIJIsl IPOHUKHOBEHHUS B ONEPALIMOHHYIO CPELly
UCIIIn Opranuzanuy, a TakkKe HCHojib3oBaHus MmTaTHeIX QyHkumit OC,
BBINIOJIHEHUS ~ HECAHKIIMOHUPOBAHHOTO  JIOCTyna ©0e3 oOHapyXeHHs TaKHuX
m3menenuit OC;

dbparmMeHThl  Koja mOporpamMM  («IBIPBI»,  «3aKJIAIKH»),  BBEJCHHBIC
pa3pabOTYMKOM,  MO3BOJSIONIME  OOXOAMTH  MPOLEAYpbl  UIACHTHU(HUKAIMIH,
ayTeHTU(UKalMU, TPOBEPKH LIEIOCTHOCTHU U Jp., peaycMmoTpenHbie B OC;

OTCYTCTBUE HEOOXOJUMBIX CPEICTB 3alIUThl (ayTeHTHU(HUKALMH, MTPOBEpPKA
LIEJIOCTHOCTH, poBepKa dbopmaros COO0IIeHUH, 0JIOKUpOBaHUE
HECAaHKIIMOHUPOBAHHO MOAU(GULIUPOBAHHBIX (DYHKLIMH U T.I1.);

omKOKH B porpamMmax (B 0ObsBICHUM MEPEMEHHbIX, QYHKUUNA U MPOLEAYD,
KOJaxX MpOrpaMM), KOTOpbIe NpPHU OMNpENEICHHBIX YCIOBHUIX (Hampumep, Ipu
BBIMIOJTHEHUHU JIOTHYECKUX TEPEXO0JI0B) MPUBOJAT K cOOSIM, B TOM YHUCIE K cOOsSM
(YHKIIMOHUPOBAHMS CPEJICTB M CUCTEM 3allUThl MHMOpMAIUU, K BO3MOKHOCTHU
HECAaHKIIMOHUPOBAHHOTO JIOCTYTAa K HHPOPMALIHH.

5.5. O0mas xapakTepucTUKa Yrpo3 HEMOCPEACTBEHHOIO0 JOCTyNna B
onepaunonnyto cpeny UCIIIn Komuccuu.

Hnsa UCIIdn Komuccunm MOXHO paccMaTpuBaTh CIEAYIOIIME YTIPO3bl
HEIMOCPEACTBEHHOIO IOCTYIa B ONIEPALIMOHHYIO CPENy:

yrpo3bl, peanuzyeMble B xone 3arpy3ku OC, HampaBieHbl Ha IepexBar
naposieil wiam  uaeHtudukaropo, wMoaudukanuo [1O 0Ga3oBoil  cUCTEMBbI
BBoAa/BeiBoa (BIOS), mepexBar ympaBieHust 3arpy3kod ¢ HM3MEHEHUEM
HeoOXxoauMo# TexHosiorudeckon uHpopmarmu noiaydennss HCJI B onepannoHHYO
cpeny HCIIln Komuccumn. Yamie Bcero Takhe Yrpo3bl pPeaIn3yrTCs C
UCIIOJIb30BAHUEM OTUYKJAEMbIX HOCUTENIeH HHPOpMaIIUK;

yIPO3bl, peaau3yeMmble IIOCIE  3arpy3Kd  OINEpPALMOHHOM  CUCTEMBI,
HaIpaBJICHbl HA BBHITIOJHEHUE HECAHKIIMOHUPOBAHHOTO JOCTYMa K HWH(POPMAIUU C
MPUMEHEHUEM  CTaHIAPTHBIX  (QyHKIuN  (YHHUTOXKEHHE,  KOMUPOBAaHHUE,
nepemenieHne, (popmaTupoBaHue HOCUTENeH WH(OpPMAIMU U T.I.) OMEPAIMOHHOU
CUCTEMBI WJIM KaKOW-TUOO MPUKIAJHON MPOTPAMMBI, a TaKKe C MPUMEHEHHUEM
CHeUUANIbHO co3/1aHHbIX 1151 BeinojaHeHuss HCJl mporpamm (mmporpamMm mpocmoTpa
¥ MOAM(UKAIIUN PEECTpa, MMONCKA TEKCTA B TEKCTOBBIX (paiiiax u T.11.);

yYIPO3bl BHEJIPEHHS BPEIOHOCHBIX MporpaMm. Peanmus3anuss JaHHBIX Yrpo3
OmNpeAeseTcs TeM, Kakasl U3 NPUKIAJAHBIX ITPOrpaMM 3aIlyCKaeTCs MOJIb30BaTEIEM
i (paKTOM 3aITycKa JTI000H M3 IPHUKIATHBIX MPOTPAMM.

5.6. OnpeneneHue ypoBHs UCXOIHOM 3alIAIIIEHHOCTH.

OnpeneneHue ypoBHS HCXOJAHOM  3allMIIEHHOCTH MPOU3BOAWIOCH B
COOTBETCTBUM ¢ MeETOAUKON OLIEHKH yrpo3 Oe3omacHOCTH UH(MOpMaLnH,
ytBepxkaeHHorn @CTIOK Pocecun 05.02.2021 r.
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Ta6muna 4. [lokazaTenu ucxoanoi 3amumeHHoctd MCITIH.

Texnuueckue u skciuTyatauonsble Xapakrepuctuku UCI /I YpOBCHb
3aIUIIEHHOCTH
1. Tlo TepputopraibHOMy pa3MEIICHUIO BBICOKUH
2. Tlo HaIMYKIO COEMHEHMUSI C CETSIMU OOILEro MOJb30BAHUS cpeHui
3. Tlo BcTpoeHHBIM (JIETaJIbHBIM) ornepanusM ¢ 3anucsimu 6a3 [1/{xn HU3KUU
4. Tlo pa3rpaHMUEHHUIO JOCTYIA K IEPCOHAIbHBIM JIaHHBIM CpeIHUIM
5. Ilo Hanuuuto coenuHenut ¢ npyrumu 6a3zamu [1J1H nnpix UCIAn BBICOKHM
6. Ilo ypoBHI0 000011eHus (06e3mmuuBanus) [1Jn HU3KUM
7. Tlo o6bemy I1J1H, KOTOpBIE MPEIOCTABIISIOTCS CTOPOHHUM IOJIH30BATEISM CpeaHuii
NCTIJln 6e3 npenBapuTenbHON 00pabOTKI

VYpoBenb ucxomnout 3amuiieHHocTd JaHHBIX MCII[IH MOXeT OBITh OIleHEH
KaK «CpeIHui», UCX0Js U3 Toro, uro 6osnee 70% xapaKTepUCTUK COOTBETCTBYIOT
YPOBHIO «CPEIHUIN» UJIU BBILIE.

[Ipu cocraBieHuM TmepeuyHs akKTyaldbHbIX yrpo3 Oe3omacHoctu [I/[H
MOJIYYEHHOM OLIEHKE CTENIEHW MCXOJAHOW 3AIIUIIEHHOCTH CTaBUTCS B COOTBETCTBUE
quciioBoi koapdunment: Y1 = 5.

5.7. Onpenenenue BepositTHocTH peann3anuu yrpo3 B UCIT[In Komuccun.

[log BEPOSATHOCTBIO peEANM3alMM YrPO3bl IOHUMAETCS OINpeaesieMbli
AKCHEPTHBIM IIYTEM II0Ka3aTellb, XapaKTepU3YyIOLIUH, HACKOJIBKO BEPOSITHBIM
SBISIETCS peanu3alis KOHKpeTHOW yrposel Oe3omacHoctu [IJIln mna WCIIIH
KoMuccun B cki1aibIBaIOIIMXCS YCIOBUAX 00CTAaHOBKH.

UYucnoBoil mokaszatenb (Y2) 1 OLEHKH BEpPOSTHOCTH BO3HUKHOBEHUS
yrpO3bI OMpeenseTcs 1no 4 BepOaibHBIM IpalaliisiM TOTO MOKa3aTels:

MaJOBEPOSITHO —  OTCYTCTBYIOT  OOBEKTMBHBIE  TPEANOCBUIKH IS
ocyiiecTBieHus: yrpo3sl (Y2=0);

HU3Kasi BEPOSATHOCTh — OOBEKTUBHBIC MPEATIOCHUIKHU JIJISl PEATU3allKi YTPO3bI
CYILLIECTBYIOT, HO HPHUHATHIE MEPHl CYIIECTBEHHO 3aTPYIHAIOT €€ peaau3aluio
(Y2=2);

CpPEIHSsl BEPOATHOCTh — OOBEKTUBHBIE NPEANOCHUIKH [IJISl pealn3aiiu
yIpo3bl CYIIECTBYIOT, HO TPHHITHIE Mephl oOecredeHus OeszomacHoctu [1JIH
HegocTaTouHbl (Y2=5);

BBICOKAsl BEPOSATHOCTh — OOBEKTHBHBIC MPEANOCHUIKH MJIs pealnu3aiiu

YIPO3bI CYIIECTBYIOT M MEpPHI MO obecneueHnuto 6e3onacHoctu [IJIH He TPUHATHI
(Y2=10).

5.8. Onpenenenue BepostHOcTH peanm3anuu yrpo3 B MCII[Ia Komuccun n
MEepPEYHs aKTyaJIbHbIX YTPO3 O€30MaCHOCTH.

Tabnuia 5.
HaunmeHnoBaHne yrpo3sl Koad. onpen. Koadpunment BosmoxxnocTh | OmacHOCTh | AKTYaJIbHOCTH
BepositHOCTB pean3yeMocTi peanuzanuu YIpO3BI YIpO3BI

HACTYIUTCHHS YTPO3EI YTPO3BI (K3)
yrpossl (Y2) | (Y=(Y1+Y2)/20)

erosbl YTCUKHU IO TCXHUICCKUM KdHaJIaM Hepe,uaqﬂ/ O6pa6OTKI/I JAaHHBIX

Ilo BHUJIOBBIM KaHaJlaM
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HaumenoBanue yrpossl

Koad. ompen.
BepositHoCT
HACTYIUTCHHS
yrpossl (Y2)

Koadpunment
peanu3yeMocTH

YIpO3BI
(Y=(Y1+Y2)/20)

Bo3MoxkHOCTE
peann3anuu

YIPO3bI

OmnacHOCTB

YIPO3BI
(K3)

AKTyanbHOCTb
YIPO3bI

[IpocmoTtp uaopMaly Ha

JIUCIIIee COTPYAHUKAMHU, HE

JIOITYIIEHHBIMHU K 00paboTKe
MEePCOHATIbHBIX JaHHBIX

2

0,35

Cpenmsist

Huskas

HeaxtyansHo

[IpocmoTp uaopmariy Ha
JIMCIIEEe TOCTOPOHHUMH
JIUIAMH, HAXOSIIIUMHKCS B
MOMEIIEHUH, B KOTOPOM
BeJleTCsl 00paboTKa
MePCOHATIbHBIX JaHHBIX

0,35

Huskas

Cpenmsist

Heaxtyansho

IIpocmoTp uHGOpMaUKM Ha
JIMCIIEE TOCTOPOHHUMHU
JIMIAMH, HAXOIANIUMHUCS 34
MpeielaMu TOMEIEHHUS B
KOTOpOM, BeleTcst 00paboTka
MEPCOHAIBHBIX TAHHBIX

0,25

Hwuskas

Huskas

HeaxtyansHo

[TpocMmoTp nHbOpMaIHy ¢
IIOMOILIBIO CIICIIHAJIbBHBIX
3JIEKTPOHHBIX YCTPOMCTB
BHCAPCHHBIX B IMTOMCIIICHNUH, B
KOTOPOM BeJleTcs 00paboTka
MEPCOHAJIBHBIX JTaAHHBIX

0,25

Huzkas

Huzkas

HeaxryanbHo

Yrposst HCJI o

IporpaMMHO-anmapa

THOMY KaHally

VYrpo3a uenonab30BaHus
MEXaHU3MOB aBTOPU3ALUHU JUIS
TIOBBILICHUSI IPUBUJICT U

2

0,35

Bricokas

Cpennsis

AKTyanbpHO

Yrpo3bt
HECaHKLOHUPOBAHHOTO
nocryna k BIOS

0,35

Bricokas

Cpennsis

AKTyanbHO

Yrpo3bl, pean3yemble 0CIIE
3arpy3ku OC, HalpaBJICHHBIC
Ha YHUYTOXEHHE,
KOINMPOBAHUE, NIEPEMEILICHHE,
HCKaKCHUE JaHHBIX

0,5

Bricokas

Cpennsis

AKTyanbpHO

Yrpo3sl MOAU(HUKALTTH
HACTPOEK

0,5

Bricokas

Cpennss

AKTyanpHO

VYrpo3bl BHEAPEHUS
BpenoHocHoro [10

0,5

Bricokas

Cpennss

AKTyaIpHO

Yrpo3a BO3MOXXHOCTH
OCYIIECTBICHUS HAPYIIHTEIEM
JECTPYKTUBHOTO BO3/IEHCTBHA
Ha CUCTEMY ITyTeM
9KCIUTyaTalluy ysI3BUMOCTEH
MIPOrPaMMHOT0 00eCTIedeHUS

0,5

Bricokas

Cpennsist

AKTyanpHO

Yrpo3sl GummHra

0,35

Bricokas

Cpennsist

AKTyapHO

VYrposza nocrymna kK
3aIIUIIAeMBIM (aiam ¢
HCITOIb30BaHUEM 00X OIHOTO

MyTH

0,35

Bricokas

Cpennsist

AKTyanbHO

VYrpo3a nuenoab30BaHuUs
WHPOPMATUH
WACHTU(PHUKAINN/ayTeHTH(HHKA
II1H, 33JaHHOHN 110 YMOIYaHHIO

0,35

BrIcokmit

Cpennsist

AKTyanbHO

«OtKa3 B 00CITy)KUBaHHAW)

05

Bricokas

Cpennsist

AKTyanpHO

VYrposza
HECaHKIIMOHUPOBAHHOTO
BO3ICHUCTBUS HA CPEICTBO
3aIuTE HHGOpMAIHN

0,35

Bricokas

Cpennsis

AKTyanpHO

Yrpo3a HEKOPPEKTHOT O

0,35

Bricokas

Huskas

He axtyanpHO
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HaunmenoBanue yrpossl Koad. onpen. Koadpunment BosmoxxnocTh | OmacHOCTh | AKTYaJIbHOCTH

BepositHOCTB pean3yeMocTi peanuzanuu YIpO3BI YIpO3BI
HACTYIUICHHS YIPO3bI YIpO3bI (K3)
yrpossl (Y2) | (Y=(Y1+Y2)/20)

WCIIONIb30BAHMS TIPO3PAvHOro

IIPOKCHU-CEPBEPA 3a CUET

IUTATUHOB Opay3epa

Yrposa 2 0,35 Bricokas Huskas He aktyamsHO

JIOCTyTa/epexBaTa/U3MEeHEHUS

HTTP cookies

VYrpo3a sKcrTyaranin 2 0,35 Beicokas Cpennsii | He akryanbHo

uudpoBoii moxnucH

MIPOrpaMMHOT0 KOJa

HecankunonnpoBanHoe 5 0,5 Bricokas Cpenmsist HeakrtyanbHo

OTKJIFOYEHHUE CPEACTB 3aIIUTHI

Yrposa uccienoBanus 0 0,25 Huskas Huskas HeakryansHo

MeXaHU3MOB PabOTHI MPOrpaMm

Yrpo3a HenpaBOMEPHBIX 2 0,35 Bricokas Cpenmsist He akryansHo

JIECTBUI B KaHaJIaxX CBSI3U

YTpo3bl XUIlIeHNs, HECAHKIIMOHNPOBaHHON MoquduKamy uiu oioknposanus nHpopmanuu 3a cuer HCJJ ¢
NPUMEHEHHEM MPOrpaMMHO-AIIAPATHBIX U IIPOrPaMMHBIX CPEACTB (B TOM YHCIIE MPOrpaMMHO-MaTeMaTHYECKUX

BO3AEHCTBHI)

KommnbroTepHble BUPYCHI

2

0,35

Bricokas

Cpenmsist

AxTyanpHO

HenexnapupoBaHHble
BO3MOKHOCTH cucTteMHoro 10
u [10 s 06paboTku
MEPCOHANBHBIX TaHHBIX

0

0,25

Huzkas

Huzkas

HeaxryanbHo

Vcranoska 10, He cBsI3aHHOIO
C MCIOJIHEHUEM CITYXKeOHBIX
00s13aHHOCTEH

0,35

Cpennsis

Cpennsis

AKTyanbpHO

Hanuuue anmapatHeix
3aKJIaJIOK B TIPHOOpETaeMbIX
[19BM

0,25

Hwuzkas

Cpennsis

HeakryanbHo

BuenpeHue anmnapaTtHbIX
3aKJIaJI0K TTOCTOPOHHUMHU
JIMLAMH II0CIIe Havasa
skcruryatarmu UCI Ix

0,35

Hwuzkas

Cpennsis

AKTyanbpHO

BuenpeHue anmnapaTHbIX
3aKJIaJIOK COTPYIHUKAMHU
OpraHHU3aLU

0,35

Huskas

Cpennss

AKTyanpHO

BuenpeHue anmnapaTHbIX
3aKJIaJIOK 00CITYKUBAFOIIM
TIEPCOHAIOM (PEMOHTHBIMU
OpraHU3aIISIMHA)

0,35

Huzkas

Cpennss

AKTyanpHO

YTpo3sl HellpeqHaMEPEHHBIX NeHCTBHUI MONTb30BaTeNel 1 HapyIieHnit Oe3onacHocTH pyrkmmuonnposanus UCI/Ix u
C3I1/H B ee cocTtaBe u3-3a cOOEB B IPOrpaMMHOM OOECIICUeHNH, a TAK)KE OT YIPO3 HEAHTPOIOTeHHOTO (cO0eB
annapaTypsl U3-3a HEHaAS)KHOCTH 3JIEMEHTOB, COOEB ANIEKTPONUTAHNUS) U CTUXHHHOTO (yJapOB MOJIHHUH, TIOKapoB,
HABOJHEHHH M T.II.) XapakTepa

Yrpo3a yrpatel HOcuTeNnei 5 0,5 Bricokas Cpennsist AKTyanpHO

nHPOPMATUH

Henpennamepennas 5 0,5 Bricoknit Cpennsist AKTyanpHO

MonuduKanys (YHUYTOKCHHE)

HHGOPMAIUH COTPYAHHKAMH

HenpennamepenHoe 2 0,35 Cpenmsist Cpenmsis AxkTyansHO

OTKJIIOUEHHUE CPEICTB 3aLHUTHI

BbIxo U3 CTpOst anmapaTHo- 2 0,35 Beicokast Cpenmsis AxkTyansHO

MIPOrPaMMHBIX CPEJCTB

Co6oii crcTeMsl 0 0,25 Huskas Huskas HeaxryansHo

AJIEKTPOCHAOKEHUS

CruxuiiHoe OescTBHe 0 0,25 Cpennsist Huskas HeaxryanbHo
YTrpo3sl IpefHaMEPEHHBIX ACHCTBUI BHYTPEHHUX HapYIIUTEIEH

Hocryn x nHpOpMAaIHH, 2 | 0,35 Huskas | Cpennsist | HeaxryanbHo
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HaunmenoBanue yrpossl Koad. onpen. Koadpunment BosmoxxnocTh | OmacHOCTh | AKTYaJIbHOCTH
BeposTHOCT peanu3yeMocTH peanu3anuu YIPO3BI YIPO3BI
HAaCTYILICHUS YIPO3BL YIPO3BI (K3)

yrpossl (Y2) | (Y=(Y1+Y2)/20)

MOU(UKAINSA, YHHUTOXKEHUE
JIULIAMH, HE JOMYIIEHHBIMH K
ee 00paboTKe

VYrposa 2 0.35 Beicokas Cpenmsist AKTyasbHO
HECaHKIIHOHUPOBAHHOT'O
KOITUPOBAHUS 3aIIUIIAEMON
nHdopmanuu

Pasrnamenue uagopmanum, 5 0,5 Beicokas Cpennss AKTyanpHO
Mou(dUKaIys, YHUITOXKEHNE
COTPYAHUKAMH, JAOMYIICHHBIMH
K ee 00paboTKe

Yrpo3a HENOATBEPKAEHHOTO 0 0,25 Beicokas Cpennss AKTyanpHO
BBOJIa JIAHHBIX ONEPaTOPOM B
CHUCTEMY, CBSI3aHHYIO C

0€30MacHOCTBI0

Yrpo3a HenpaBOMEPHOTO 5 0,5 Bricokas Cpennss AKTyanpHO
03HAaKOMJICHHUS € 3allMALIAeMON

uHhopmarmen

Yreuka aTpuOyTOB JI0CTYNA 2 0,35 Bricokwui Bricokwuii AKTyaJlbpHO
IlepexBart 3a nepenenamMu 2 0,35 Boicokuii Bricokmii AKTyanbHO
KOHTPOJIMPYEMOU 30HBI

ITepexBat B npezaenax 0 0,25 Huzkas Cpennsis HeaxrtyansHo

KOHTPOJIUPYEMOU 30HBI
BHEIUHUMU HAPYLUUTEISIMU

[lepexBar B mpenenax 5 0,5 Beicokas Cpennsis AKTyanbpHO
KOHTPOJINPYEMOM 30HbI
BHYTPEHHUMHU HApYIIUTEISIMU

AxrtyansHpiMH yrpo3zamu Oe3onacHoctu UCITIn Opranuszanuu sBiastOTC:

yrpo3a HUCIOJNB30BAaHUS MEXaHM3MOB aBTOPHM3ALMU  [IJISI  MOBBIIICHHUS
MIPUBUJICTUH;

yIrpo3bl HECAHKIIMOHUPOBAHHOTO aocTymna K BIOS;

yrpo3bl, peanusyemsbie nocie 3arpy3ku OC, HanpaBJIeHHbIE HA YHUYTOXEHHE,
KOITUPOBAHKE, TEpEMEIICHUE, HCKAKEHUE TaHHBIX;

yrpo3bl MOAU(GUKAIIMN HACTPOCK;

yrpo3bl BHenpeHus BpeaonocHoro [10;

yrpo3a BO3MOXKHOCTH OCYILIECTBICHUS HAPYLIUTEIEM JECTPYKTUBHOIO
BO3JICMCTBUS HA CHUCTEMY IIyTEM O3KCIUTyaTallUd YSI3BUMOCTEH MPOrpaMMHOIO
o0ecIeUeHHS;

yrpo3bl (PUIIUHTA;

yrpo3a JOCTyla K 3alluilaeMbiM (QaillaM ¢ HCIOIh30BAaHUEM OO0XOTHOTO
myTH,

yrpo3a HWCIOJIb30BaHMs WHPOpMANMK WACHTH(PUKANN/ayTeHTU(DUKAITIH,
3aJJaHHOM MO YMOJITYaHHUIO;

ataka «OTka3 B 00CIy>KMBaHUWY;

yrpo3a HECAHKIMOHUPOBAHHOTO BO3ACHUCTBHSI Ha CPEICTBO  3aIlUTHI
nH(opMaImu;

KOMITbIOTEPHBIE BUPYCHI;

yctanoBka [10, He CBSI3aHHOTO C UCTIOTHEHUEM CITYKEOHBIX 00513aHHOCTEH;
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BHEJPEHHUE aNnapaTHbIX 3aKiaJ0K MOCTOPOHHHUMH JHLAMH IOCIE Hayaia
skcruryatauuu UCII/H;

BHEJPEHHE aNMapaTHBIX 3aKIaJ0K COTPYJHUKAMHU OPraHU3aL1U;

BHEJPEHHE  aNmapaTHbIX  3aKJIaJOK  OOCIY)XMBAIOIIUM  MEPCOHAIOM
(PEMOHTHBIMH OPTaHU3ALUSAMH );

yrpo3a yTpaThl HOCUTENEeH HHPOopMaLuu;

HEIpeJHaMEpEeHHAs MOAU(pUKALIUS (YHUUTOXEHUE) uH(popManuu
COTPYIHUKAMU;

HENpeIHaMEePEHHOE OTKIIIOUEHUE CPEACTB 3aLUTHI;

BBIXO/] M3 CTPOS almnapaTHO-IIPOTrPAMMHBIX CPEJ/ICTB;

yrpo3a HeCaHKIIMOHUPOBAHHOTO KOMUPOBAHMS 3alUIIaeMOl HH(pOpMauy;

pasriamienue MHpopMalud, MoAuUKaIMs, YHHUYTOXEHHE COTPYAHHKAMHU,
JOMYIIEHHBIMU K € 00paboTKe;

yrpo3a HENOATBEPXKAEHHOTO BBOAA JJAHHBIX OINEPATOPOM B CUCTEMY,
CBSI3aHHYIO C 0€30MaCHOCTHIO;

yrpo3a HeMpaBOMEPHOTO O3HAKOMJICHUS C 3alUIIAeMON HHPpOpMaLIUEeH;

yTeuKa aTpuOyTOB JJOCTYIIA;

NepexBar 3a rnepeenaMm KOHTPOJIUPYEMOU 30HbL;

nepexBar B Mpejesiax KOHTPOIUPYEMON 30HbI BHYTPEHHUMHU HAPYIIUTEISIMU.

6. Moaens napymmtens UCITIH.

6.1. Ina Bcex WCII[ln Komwuccuum xapakrtepHa OJWHAKOBash MOJIEIb
HapYLIUTEIIS.

Ha ocnoBanuu HazHauenuss WCIIIn Komuccum «  Hapymurensm
uHdopmanronnoii 6e3omacHoctr UCIIIn Komuccun cnenyer oTHECTH CyOBEKTHI
CIEIYIOIMX KaTETOPUI:

HEYCTAHOBJICHHbIE BHEIIHUE CYOBEKTHI ((pr3nyeckue auia);

ObIBIIME pAOOTHUKH (TIOJIB30BATEIIN );

nuia, oodecreunBaronye GyHKIIMOHUPOBAaHUE HHGOPMAITMOHHBIX CUCTEM HIIH
oOcnmyKuBalOIMMX  WHPPACTPYKTypy omepatopa (aIMUHHUCTpaIusi, OXpaHa,
yOOPIIUKY U T.1I1.);

MI0JIb30BaTEN UH(HOPMAITMOHHON CUCTEMBI;

JUla, TPUBICKAaEMble [JJi1 YCTAaHOBKM, HalaJKd, MOHTa)xa, MYyCKO-
HaJaJ0YHBIX U UHBIX padoT;

aIMUHUCTPATOPHl  MHPOPMAIMOHHOM  CHUCTEMBI W aIMHUHHUCTPATOPHI
0e30MacHOCTH.

YrnomsHyTBIE BBINIE TOTCHIHUAIbHBIE HAPYIIUTENH WHGOPMAIMOHHON
oczomacHoctr MCIIJIH, B OOJBIIMHCTBE CBOEM HE CIIOCOOHBI CaMOCTOSTEIHHO
MPOBOJUTH JTAOOPATOpPHBIE HCCIEAOBAHUS  KPUNTOCPEACTB W/WUIM  CPENCTB
oOecrieuynBaOMuX WX (QYHKIHOHUPOBAHKE, 4 TAK)KE UMETh OTHOIICHHUS K HAYYHO-
WCCIIEIOBATEIbCKAM  OpraHu3alusM,  KOTOpPbIE  MOTYT  CaMOCTOSITEIBHO
ocymecTBIATh aHanu3 cpeacts CK3W u mporpaMMHO-TEXHUYECKOW Cpeapl UX
(YHKIIMOHUPOBAHUS, a TAKKE pa3pabdOTKy COcOOOB aTak Ha HUX. B CBs3M C 3TUM,
MoAOOHbIE UCCIEA0BATEIbCKUE OpPraHU3allud MOTYT SIBISTHCS HapYLIUTEISIMU
undopmanmronnoit 6ezonacHoct UCIIn Opranuzanuu UCKIIOYUTEIBHO B Clydae
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UX IPUBJICYEHHUS K ITOMY CO CTOPOHBI HAPYIIUTEICH, IIEPEYUCIICHHBIX BBILLIE TUIIOB
IyTeM oOpraHusauuu crosopa. IIpm 3TOM, TIOCKOJBKY Takue Hay4yHO-
HCCIIEIOBATEIIbCKAE OPraHU3aluy, Kak IIPaBWIO, HE MOT'YT PacCMaTpUBAThCSA Kak
YYaCTHUKM pBIHKA, XxapakTepHoro mis Komuccuu, momoOHBIM CroBop AOKEH
paccMaTpHUBaThCSl KaK COBEpIIAEMbIii UMU M3 KOPBICTHBIX MOOYXJeHuil. Bmecte ¢
TEM, €CJIM YYEeCThb XapaKTep JaHHbIX, KOTOpble 00paldaThIBalOTCA, XpaHATCS U
nepenatotcs Mexay oobexkramu MCIIIn KoMmuccun, Hanuyue Takoro poja cropopa
MEXAYy HapyluTeasIsMU HHPOpMaUMOHHON Oe3zonmacHocTH cucteM Komuccuu u
CIICLIMAIM3UPOBAHHBIMU HCCIIENOBATEIbCKUMU OpPraHU3alMUsIMUA  IIPEACTABIISIETCS
MaJIOBEpOATHbIM. [lo  TOM K€ IpUYMHE MPEACTaBIACTCA HEBO3MOXKHBIM
OpUBJIEYEHUE 3TUX opranuzanuil s peanusanuu arak Ha WCIIx Komuccun
¢uznueckumu  aunamMu  (OBIBIIMMU ~ WJIM  JIUCTBYIOIIMMH  COTPYIHHUKAMU
Komuccun).

Mogens Hapymutens uHdopmanronnoit 6ezomacHoct MCII/In Komuccuu
CTPOUTCSI MCXOHSI M3 KOHKPETHBIX KaTEeropui CyOBEKTOB, HUX KBAIU(PUKALUH U
MOTHBAIlUM JCHCTBUH C y4E€TOM UCIIOJB3yeMBIX TEXHOJOTH 00paboTKu
uHpopmaruu. [lepeuenb BUAOB M KaTeropuil Hapymmuteneir 6esomacHoctu I1J1H,
obpabarteiBaembix B ICIT/In Komuccuu npusenen B Tabmuie 6.

Tabnuma 6.
Kareropust Hapymmurens
Bun napynurens Kateropus I Kareropus [1
Buemnne Buemnuii HapymuTens,
HE UMEIONIUI TTpaB
JOCTyTIa B
KOHTPOJMPYEMYIO 30HY
Buyrpennue 1. 3apeructpupoBannsie noJibzoBarenu UCIT/
Opranuzanuu (Moab30BaTeNH,
aJIMUHHCTPATOPHI);
2. HezapeructpupoBaHHbI€ MOJIb30BATEIH
NCII/H, HO UMerolIKe MPABO AOCTYNA B
KOHTPOJIHPYEMYIO 30HY

IIpy nDocTpoeHMM MOAENM HAPYIIUTENs [PUHUMAIOTCS  CIEAYIOIIHE
OTPaHUYEHUS U IPEAIIONO0KEHUS O XapaKTepe NEUCTBUN HAPYLIUTEIICH:

HECAaHKIIMOHUPOBAHHBINA JIOCTYI MOKET OBITh CIIEICTBUEM KaK CIIy4ailHbBIX,
TaK U OPEJHAMEPEHHBIX JCUCTBUH;

HapYILIWUTENb, IUIAHUPYS AaTaKh, CKPbhIBAET CBOM HECAHKIMOHHUPOBAHHbBIC
JIEUCTBUS OT JIUIl, KOHTPOJIUPYIOIIUX COOII0IeHNE Mep 0€30MMacHOCTH;

npoBefieHne paboT TO CO3/MaHHUI0 CTOCOOOB M CPEJACTB aTak B HAY4YHO-
MCCIIEIOBATEICKUX IEHTPAX, CHEIUANH3UPYIOIMMUXCS B 005acTh pa3paboTKu u
aHanM3a KPUNTOCPEACTB M Cpeabl (DYHKIIMOHUPOBAHUS KPUNITOCPEICTB (manmee —
C®K), He sBusercs menecooOpa3HBIM I HApPYIIUTENEH C y4eTOM XapakTepa
naHHbIX, 00padaTeiBaembix B UCII/IH Komuccum.

6.2. BHelHne HapyIIUTENN.

Buemnuii Hapymurtenb HE UMEET MpaBa CBOOOJAHOrO J0CTyIa K CUCTEMaM U
pecypcam UCII/In Komuccnn, HaxoasmumMcs B Mpeaesiax KOHTPOJIUPYEMOU 30HHI,
U MOXET OCYLIECTBIATh AaTaKh TOJIBKO C TEPPUTOPUH, PACIIOIOKEHHOW BHE
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KOHTPOJIMPYEMOW 30HBI, YEPE3 BBIXOMSIIME 3a IPEAEIbl KOHTPOJIUPYEMOU 30HBI
KaHAJIbl CBSI3H, a TAK)KE TEXHUYECKHE KaHAIbl YTEUKU MHPOPMALIIH.

K nanHomy Buay HapymuTened OTHOCUTCS BHEIIHUM HApYLIWTENb, HE
MMEIOIIUI ITpaB JOCTYNa B KOHTPOJIUPYEMYIO 30HY.

6.2.1. Bueminue  HapymuTenad, He ~ HUMEIOLIME IpaB  JOCTyna B
KOHTPOJINPYEMYIO 30HY.

6.2.1.1. Onucanue HapyLUIUTENECH.

BuemHue HapymuTenu AaHHOTO BHUJA XapaKTEPU3YIOTCS TeM, 4YTO, Kak
IpaBUI0, HE HMMEIOT BO3MOXKHOCTH mpsiMoro noctyma k anementam HWCII/Ix
Komuccun, HO mnpu 3STOM HE HCKIIOYAETCS BO3MOXKHOCTh JOCTyMa K
KOMMYHHUKAllMOHHBIM ~ JUHUAM ©u  oOopyaoBanuto  WCIIJln  Komwuccuwu,
PacCIOIOKEHHBIM BHE KOHTPOJIMpYyeMOU 30HbI. Cpeiu JaHHOTO BUJa HAPYIIUTENEH
MOKHO BBIJICJIUTD:

HEYCTAaHOBJICHHBIX BHEITHUX CYOBEKTOB;

YBOJICHHBIX COTPYAHUMKOB KoMHCCHMM WM  yBOJICHHBIX COTPYJAHHKOB
opraHuzaiui, oO0ecTeUHBAIOIMINX TEXHUYECKOE OOCIYyKMBAaHHE M OSKCIUTyaTallHio
NCITIx Komuccuu;

6.2.1.2. TlpeanonoxxeHuss o0 UMEOIICHCS y HapymwuTeslss HuHpopMaruu 06
0o0BEeKTax aTax.

VYBOJIEHHBIE COTPYIHMKH I PealM3aldd aTaK MOTYT HCIOJIb30BaTh CBOU
3HaHMSI O CTPYKTypE CETH, OpraHu3aluuud paldoThl, 3aIIUTHBIX Mepax U IMpaBax
OCTyTa U T.M.

BHemnuii HapymuTeNnb aHHOTO THMA MOXET HMMETh JOCTYN K JI00OMY
00BEMy JTaHHBIX, PACHpPOCTPAHSIEMOMY COTJIACHO YCTAHOBIEHHOMY TOPSAKY H C
NOMOIIBIO IITATHBIX CPEACTB CHUCTEMBI [0 BHEIIHMM KaHajlaM CBSI3U BHE
OXpaHsieMOo#l 30HBI. Takke OH MOXKET pacrojiaraTh ONpPEACIICHHBIMU (PparMeHTaMu
uHGOpPMAIIMK O TOMOJIOTHM CETH, OO0 UCIHOJIB3YyeMbIX KOMMYHHKAIIMOHHBIX
MPOTOKOJIaX M WX CEepBUCAX, 00 OCOOCHHOCTAX HCIOIB3YEMOTO OOOpYIOBaHMS,
cuctemHoro, mnpukiaagHoro IO u T.1. B oObemMax, AOCTYMHBIX B CBOOOJHOMN
MPOJIAXKE.

Buemnuii Hapymurenb He JOJKEH (HO TMIIOTETUYECKH MOJKET) pacloliaratbh
MMeHaMu 3apeructpupoBaHHbIX nojs3oBaTtenedt UCIIIn Komuccun, MoxXeT BecTH
pa3BelIKy UMEH M NapoJIed 3apErUCTPUPOBAHHBIX MOJIB30BATENEH.

6.2.1.3. [Ipeanonoxenust 00 UMEIOLIUXCS Y HAPYLIUTENS CPEJICTBAX aTaKH.

[Ipeanonaraercs, YTO BHEIIHUI HAPYIIUTENb JAaHHOTO BUJA JJI Pealn3aluu
CBOMX IIeJIell MOKEeT 00J1aaTh JOCTYNHBIMU B CBOOOJHOM MpoAaxe CleAyIOIUMHU
TEXHUYECKUMU CPEACTBAMH U MPOTrPAMMHBIM 00ECIIEUEHUEM:

CpPEeACTBAMU BBIYUCIUTEILHON TEXHUKH (AlMapaTHBIMA W MPOTPAMMHBIMH )
00IIIeTO Ha3HAYCHUS;
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TEXHUYECKMMU WM MNPOTPAMMHBIMHM CPEICTBAMHU, AHAJOTMYHBIM CpEJICTBAM
NCITIn Komuccum, BKIIOYash COOTBETCTBYIOIIME CpEACTBA KaHalo0Opa3OBaHMS,
MAapIIPYyTU3ALHAN U T.1.;

TEXHUYECKUMU U MPOrPAMMHBIMU CpPEJICTBAMHU 3allUThl MHGOpPMAIUH,
Biitouas CK3U, ananornunsie ucnons3dyeMsiM B UCITIn Komuccuu;

CIECLMATU3UPOBAHHBIMU TEXHUYECKMMU W MPOrPAMMHBIMU CPEIACTBAMHU,
MpeHa3HAYCHHBIMU JIJIs TIepexBaTa HUHQPOpMAIMU B OOIIEJOCTYIHBIX KaHajIax
CBSI3H.

6.2.1.4. Onucanue KaHaJIOB aTak.

Hapymurenun paHHOro BHAa MOTYT OCYHIECTBIISITh aTakh TOJIBKO H3-3a
PEETIOB KOHTPOIUPYEMOM 30HbBI Ue€pe3 BBIXOSIINE 32 IPEAETbl KOHTPOIUPYEMOM
30HBI KaHaJbl CBS3U, B TOM YHCJIE C MCMOJIL30BAHUEM HMHBIX TEXHUUECKUX KaHAJIOB
yTeUKH WHpopMaInu:

- IPOBOJIMTH TEpPEeXBaT W MOCICAYIOMINN aHAIU3 JAHHBIX, UPKYJIUPYIOIIUX
no OOIIETOCTYIMHBIM KaHajlaM CBSI3U MEXIy otnelbHbiMH dnemeHTamu WCIIIH
Komuccuu;

- MPOBOAUTH TIOMBITKA YHUYTOXCHHS, MOAU(PUKAIMA U OJOKUPOBAHUS
uHopmaluu, nepegaBaeMoii, oopadarsiBaemoit u xpanumoii B UCIT/1n Komuccuu;

- MPOBOAUTH MONBITKYA HABS3BIBAHUS JIOKHON MH(OPMAIINH;

- MPOBOAUTL AaTaku C IIeJbI0 BBI3BATh OTKa3bl B paboTe OTACIBHBIX
komiioneHToB MCITIn Komuccun.

JIOCTYITHBIM HMCTOYHHKOM KOH(MUJICHIIMATLHON WH(OpMamuu s TaHHOTO
BUJa HApyIIUTelIeH MOTryT OBITh OTYYXKJaeMble HOCHUTENIH HWHGOpPMAIIUH,
BBIBE/ICHHBIC YCTAHOBJIEHHBIM MOPSIKOM U3 ynoTpebnenus. Hapymurenn gaHHOTO
BHJIa HE MOTYT MCIOJB30BaTh JJIs peanu3aluu atak mTatHele cpenctBa MCIIn
Komuccun.

6.3. BHyTpeHHHE HApYIIUTENH.

K BHyTpeHHUM HapymIHUTENISIM OTHOCSTCSA JMIA, HUMEKIINE MPaBo
MOCTOSIHHOTO ~ WJIM  Pa3oBOro  JOCTylma K TEXHHUYECKUM  CpPEICTBAM W
unpopmarmonnsM pecypcam UCITIn Komuccuu:

3apeructpupoBaHHblie nonb3oBatenu UCIIH;

nuia, odecreynBaronye GyHKIMOHUPOBAHNE HH(POPMAITMOHHBIX CUCTEM WIIH
oOCmy)KUBaOIIMX HWHPPACTPYKTYpy omeparopa (aIMHHHCTpATOpa, OXpaHa,
yOOPIINKY U T.JI.)

JUUa, TMpUBJIEKAeMble JJIsI YCTAHOBKHM, HaJlAaJKH, MOHTaXa W IMYCKO-
HaJlaJIOYHbIX paboT;

aIMUHHUCTPATOPbl ~ MHPOPMALMOHHBIX  CUCTEM W aJIMHHUCTPATOPHI
0e30MacHOCTH.

B cBsi3u ¢ 3TUM NPUHUMAIOTCS CIAEAYIONINE OTPAHUYEHUS U MPEAINOIOKEHUS
0 XapakTepe IEUCTBUI NOTEHIMATbHBIX BHYTPEHHUX HAPYLIUTEIICH:

paboTa mo moadopy KaJapoB U CHEUUATBHO MPOBOAUMBIE OPraHU3AIMOHHO-
TEXHUYECKUE MEPONPUSITUS HUCKIIOYAOT BO3MOXKHOCTh CO3JaHUS  KOAJIUILIMI
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HapyIIUTENIeH, TO €CTh O0hEUHEHHs (3aTOBOPOB) U HAINPaBJICHHBIX JIEUCTBUU IO
MIPEOI0JICHUIO MOJCUCTEMBI 3AIMUTHI ABYX U 00Jiee HApYLIUTENEH;

HECAHKLIMOHUPOBAHHBIC  JICMCTBUSA  HApyIIUTENIEd MOTYyT HE  HUMETh
MPEIHAMEPEHHOI0 XapakTepa U ObITh CIEJCTBUEM OIIMOOK TOJb30BaTENeH,
aIMUHUCTPATOPOB, IKCILUTYaTUPYIOLIET0 U 00CITy>KMBAIOLIET0 IEPCOHANA;

JETAIBHBIA JOCTYIl TMOCTOPOHHUX JIMI[ B TIOMEIIEHUS, T[A€ pPa3MELICHBI
komroHeHTel UCII[n Komuccun, m k wuHpopmaunonueiM pecypcam HCIIIn
UCKJIIOYAETCS MPUHATHIMU OPraHU3allMOHHBIMU W/WIM TEXHUYECKUMHU MEpaMu 0
00ecIeyeHuIo MopsiKa J0CTyNa B IOMEILEHHs], OXpaHe TEPPUTOPUH U OPTaHU3ALUU
OPOMYCKHOTO peXHMa Ha OOBEKTaX, a TakKe BHEIPEHUEM HEO0OXOAUMBIX
3allUTHBIX Mep U ycTpoiicTB B o0opyaoBanue UCII/IH;

IIo BO3MOXHBIM CLEHAapUAM BO3JCHCTBUS BHYTPEHHUE HAPYLIUTEINW MOTYT
OBITh KJIACCU(UUUPOBAHBl KaK 3JOYMBIIUICHHUKH, TO €CTh JIMLA, KOTOpbIE
LIEJICHANPABIIEHHO CTaparoTCs MPEo0JeTh CUCTEMY 3alllUThl U HAHECTHU yIepo, u
HapyLIUTENN,  KOTOPbIE  COBEPIIAOT  HECAHKIMOHUPOBAHHBIE  JIEWCTBUS
HEYMBIIIUIEHHO, HO O3TH JCHCTBUS TakKe€ MOTYT HAaHECTH YHIep0 M JIOJKHBI
YUHUTBIBATHCS MPU MOCTPOCHUU CUCTEMBI 3aLUTHI.

B03MOXXHOCTM BHYTPEHHETO HAPYLIUTENS CYLUIECTBEHHO 3aBUCAT OT
JEUCTBYIOIIMX B Mpejenax KOHTPOJIUPYEMOW 30HBI OTPaHUYMTENbHBIX (PaKTOpOB,
peanu3aluu KOMIUJIEKCAa aJIMWHUCTPATUBHBIX, PEKHUMHBIX M OpraHU3allMOHHO-
TEXHUYECKUX MEp, HaNpaBICHHBIX Ha MPEJOTBpAlllEeHUE U  IPECEUCHHE
HECAaHKIIMOHUPOBAHHBIX JACHCTBHUI MOJIb30BATENECH M aJMUHUCTPATOPOB CHUCTEMBI,
HapylIEHWs TMOpsSAKa JOMycKa M KOHTPOJISI CTOPOHHUX JIMI[ BHYTpHU
KOHTPOJIUPYEMOM 30HBI, MPEJOTBpAIlEHUE HECAHKIUOHUPOBAHHOIO JOCTYIIA
nosnb3oBateneid k pecypcam MCITJIn Komuccun, a Tak %€ KOHTPOJb 32 HOPSIIKOM
oOpareHust KOH(GUICHITMATBHON HH(OPMAIIUH.

6.3.1. Corpynuuk OpraHuzaiuu, He SBISIONUMNACA 3aperuCTPUPOBAHHBIM
nonb3oBateneM HWCIIJIn Opra#auzanuy, HO HUMEIONMKA TpaBO JOCTyNa B
KOHTPOJINPYEMYIO 30HY.

6.3.1.1. Onucanue HapymuTenen (CyObEKTOB aTak).

BHyTpeHHHE HapylIUTENN XapaKTEPU3YIOTCS TEM, YTO UMEIOT MPAKTHUYECKH
HEOTrPaHUUYCHHYI0O BO3MOXKHOCTh 10 jJocTyny K oajementam HWMCIIJIH u wux
KOMMYHUKAIIMOHHBIM JIMHUAM. K BHYTpEHHUM HapyIIMTEIAM JaHHOTO BHA
OTHOCSTCSA TEXHHMYECKMA MW  BCIHOMOTaTEIbHBIA MEPCOHAT  MOAPA3ICICHHUI
KH3HeoOecneyeHus o0bekToB Komuccuu, MMEIOMMUM JTOCTYIl B MOMEIIEHUS, TIe
yctanoBieHo obopynoanue UCIIIn Komuccuu.

6.3.1.2. Ilpeanonoxxenusi o0 UMEIOIIEICS y HapymuTens WHPopMauu o0
00BEKTax aTax.

[Ipeanonaraercsi, 4YTO HAPYIIMTENM JIAHHOTO THUMNA JOMOJTHUTEIBHO K
nH(pOpMaLKM, UMEIONIEHCA Y BHEUIHEr0 HApyIIUTENss M ONUCaHHOW B m. 6.2.1.2,
MOT'YT:
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pacnojiaraTb MMEHAMH (JOTMHAMU) 3aperduCTPUPOBAHHBIX IOJIb30BATENEH
NCIIdH, a Takke BECTH Pa3BEIKY MapoJiel 3aperuCTPUPOBAHHBIX ITOJIb30BATEIIEH;

UMETh IPEJCTaBICHUE 00 OpraHu3aluu padOThl MOIb30BATENCH, OPSAAKE U
MpaBUJIaxX CO3JaHusl, XpaHEHU U Nepeaadyn nH(popmanuu.

6.3.1.3. Ilpennonoxenust 00 UMEIOLIMXCS Y HAPYIIUTENSAX CPEJCTBAX aTaK.

[Ipeanonaraercs, 4T0 BHEIIHUNW HAPYLIUTEb JAHHOTO BHJA JONOJHHUTEIBHO
K CpEICTBaM OCYLIECTBJIEHHUSI aTaK, ONUCAHHBIX BbII€ B MYHKT 6.2.1.3, mMoxer
HCIIOJIb30BaTh CEPUMHO M3TOTOBIISIEMOE CIIELMAIbHOE 00OpYAOBaHME M CBOOOIHO
pactpoctpansemoe I1O, nmpeaHa3HauyeHHBIE [JI1 CKAHUPOBAHUS M KOIMPOBAHHUS
MH(GOPMAIIMOHHBIX PECYpPCOB padOYMX CTAaHLUUWA, HM3MEHEHUs KOH(PUrypauun
pabouux CTaHIMM, BKIIOUYas KOHPUTYpaALMU CPEACTB 3aIUThl HH(GOPMAIUU W/WIH
BHECEHMS B CUCTEMY BPEJIOHOCHOI'O MPOrPAMMHOI0 KOJA.

6.3.1.4. Onucanue KaHaIoOB aTak.

JIOMOTHUTENIBHO K aTakaM, JOCTYIMHBIM HapyHIUTENI0, ONMUCAHHOMY B II.
6.2.1.4, paccmaTpuBaeMblii THI HApPYyIIUTENS MOXET OCYIIECTBISATh IMOMBITKU
HECaHKIMOHUpoBaHHOro Jnoctyna kK pecypcam MCII[IH Komuccum c¢ 1enbro
MoJIydeHUsT HMHQpOpMAIMU, €€ TOJMEHB WM YHUYTOXXEHHUS, BKJIIOYas 00X0J
CYIIECTBYIOIIUX CPEJCTB 3alllUThl MHPOPMAILIUH, C HCIOIB30BAaHUEM CIICAYIOIINX
aTak:

noxbopa W MOAMEHH  uAeHTH(uUKaTopa  (Bblgaua  cebs  3a
3apEruCTPUPOBAHHOIO MOJIB30BATENS);

MOJIy4eHUs ayTeHTU(UKAIIMOHHON MH(POPMAIMK JIETabHBIX MOJIb30BaTeleh
MOCPEJICTBOM CKaHUPOBAHUSI OTKPBITHIX MOPTOB HAa pabOYMX CTAHLIMSIX U CEPBEPAX;

aTak, OCHOBaHHBIX Ha TIEpPENOJIHEHHMH Oydepa, TreHEpUpPyeMBIX C
UCITOJIb30BAHUEM CIIELIMAIU3UPOBAHHBIX IPOTPAMMHBIX CPE/ICTB;

BHeApeHus BpeaoHocHoro 110;

MOTBITOK BPEMEHHON WJIM TOJHOM OCTAaHOBKH pPadOTHI MOCPEICTBOM aTak
KJIacca «0TKa3 B 00CTY>KUBAHHUI.

JloCTynTHBIM HMCTOYHUKOM KOH(PHUACHIIMAIBHOW HHPOPMALMU NJIsi TaHHOTO
BUJAa HApYIIUTENEH MOryT OBITh OTUYYXKJaeMble HOCHTENW WHOOpMAINH,
BBIBEJICHHBIC YCTAHOBJICHHBIM MOPSIAKOM U3 YIIOTPEOICHUS.

6.3.2. 3apeructpupoBannsie nojb3oBatenu UCIIIx Komuccun.

3apeructpupoBannblii  nonws3oBatens  WMCII[IH  Komuccum — umeer
CaHKIIMOHUPOBAHHBINA JOCTYN K pabOTe B CHCTEME C HWCIIOJI30BAHHEM IITATHBIX
amnmapaTHbIX U MPOrPAMMHBIX CPEJICTB.

B cBoto ouepennb, 3aperucTprUpOBaHHBIN M0JIb30BATENb MOKET OBITH AOMYIIEH
K WCIIOJIB30BAaHUIO MM(PPOBATBHBIX (KpuUnTOrpadUdecKux) CpeACTB, HE HMes
neranbHOro aocrymna k CK3U1 u ux xiroueBoit nHGopMaIuu.

6.3.2.1. Onucanue HapymuTenen (CyObeKTOB aTakx).
3aperucTpupOBaHHBIN TOJIB30BATENIb, UMECIOIIMNA CTAaTyC aJMHUHUCTpPATOpa U
OTBEYAlolIUi 3a oOecrieueHre 0e30MacHOCTH, 00JialaeT MojJHOM MH(opMaluei o
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cuctemMe (CeTH), MMEET JOCTYIl KO BCEM TEXHUYECKUM CpEeICTBaM 0O0pabOTKH
uH(pOpMaIU U JaHHBIM, K CPEICTBAM 3aLIUThl HH(POPMALMU U TPOTOKOIUPOBAHUS,
B TOM 4YHCI€ © K CpEACTBAM KpHUNTO3AIIMUTHI, OOJagaeT mpaBaMu
KOHQUTYpUpOBaHUS U  AJIMHHUCTPATUBHOMW  HACTpouiku.  EAMHCTBEHHBIM
HCKJIFOYEHUEM [JIS1 TAKUX IOJIb30BATENIEN MOKET SIBIIATHCA OTCYTCTBUE JOCTYIA KO
BceMy OOBEKTy KIO4eBOM  uH(pOpPMAIMM, MCHOJIb3YeMOM B  CHCTEME.
3aperucTpupoOBaHHbIE MOJb30BATEIM TAKOM KATETOPUM OTHOCATCS K YHUCIY
MPUBUJIETUPOBAHHBIX MOJb30BaTENEH, Ha3HAYAEMbIX M3 YHCJIa 0CO00 JOBEPEHHBIX
JIULL. Peanuzanus  HEOOXOIMMBIX  OPraHM3allMOHHO-TEXHUYECKUX  MEp,
o0ecreynBalolMX BBITOJIHEHUE TPeOOBaHMM MO 0e30macHOCTH MpU NpHUEME Ha
paboTy JaHHOW KaTeropuu COTPYIHUKOB, & TAKKE KOHTPOJb 32 BBHINOJIHEHUEM UMHU
CBOMX JOJKHOCTHBIX OOSI3aHHOCTEH M COOJIIOJIEHHEM YCTAHOBJIEHHBIX MPAaBWI U
UHCTPYKLIHUM TIO3BOJISIET HE pPacCMaTpuBaTbh MX B KayeCTBE IOTCHLIMAIBHBIX
HapyILIUTEIIEH.

[Ipeanonaraercss Takke, 4TO MOJIB30BATENH, OCYIIECTBISIOIINE yIATCHHBIN
JOCTYNl K 3alIMIIAEMBIM PECYypcaM, IO CBOMM BO3MOYKHOCTSM HE IPEBOCXOIAT
BO3MOKHOCTEW JIOKAJIBHBIX I0Jb30BATENECH, HMEKIIMX JOCTYH K IITAaTHBIM
CPEACTBAM CHCTEMBI, U IIO3TOMY OHH OTJEIBHO HE PACCMATPHUBAIOTCS.

6.3.2.2. [Ipennonoxxenust 006 WMErOMIeHCcs y HapymuTenss uHopMamuu 00
00BEeKTax aTax.

[Ipenmnonaraercs, 4YTO 3aperUCTPUPOBAHHBIN TMOJB30BATENb 3HAET, IO
MEHBIIIE Mepe, OJHO JIeTallbHOE UM JOCTYTIA.

Kpome Toro, 3apeructpupoBaHHBIN MOJIb30BATEb MOXKET pacrioiarath BCeu
uHbOpMaIFe O TOMOJOTUM U TEXHUYECKHX CpelcTBax 0OpaboTku MH(MOpmanuu
CETH, TMOJHBIM O0BEMOM KOHGUICHIMATBHBIX JIAHHBIX, K KOTOPHIM JIaHHBIN
MOJIb30BaTENb UMEET JOCTYII, U JIIOOBIMU (pparMeHTaMu HEKOH(UIEHIIMATBHBIX (HE
3alMIAEMBbIX OT JOCTyNa JAaHHOTO IOJIb30BATENs) JAHHBIX, 00JagaTh BCEMHU
HEOOXOAUMBIMU aTprOyTaMH, OOECIIEUMBAOIIUMU JOCTYIl (TIapojieM), HUMeeT
omucanne ucnonbdyemMbix B CK3UM  kpunrtorpaduyeckux aaroputMOB U
MPOTOKOJIOB, a TakXKe KIIOYEBYI0 HH(OpManuio K MHUQPPOBaILHBIM CPEICTBAM B
o0BeMe, JOCTYITHOM OJTHOMY TOJIb30BATEINIO.

3aperucTpupoOBaHHBIN TMOJIH30BATENh 3HACT CHENMU(UKY 3a7ad, PEelIaeMbIX B
NCIIa Komuccuun, u GyHKIHMOHAIBHBIE OCOOEHHOCTH PA0OTHI CHCTEMBI, a TaKKe
XpaHeHus, 00padOTKHU U Tepeadu HHPOPMAIIHH.

6.3.2.3. [IpeanonoxeHust 00 UMEIOIIUXCS Y HAPYIIUTENS CPEACTBAX aTakK.

Hapymurtenn nanHoro Buja 007aJaf0T BO3MOKHOCTSIMH HCIOJB30BAHUS
JOCTYTHBIX B CBOOOAHOM MPOJIaKe TEXHUYECKUX U MPOTPAMMHBIX CPEJICTB JIJIS:

BHECEHHSI OIIMOOK M MPOTPAaMMHBIX 3aKJIaJ0K B CHCTEMHOE W MPHUKIATHOE
I10;

BHEJIPEHUS BPEIOHOCHBIX MPOrPaMM;

XUIICHUS, YHUUTOXEHUS, Moaudukanuu, OIOKUpOBaHUS HHPOpMALUU U
HaBSI3bIBAHUS JIOKHOU UH(POpPMAIUH.
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6.3.2.4. Onucanue KaHaJIOB aTax.

3aperucTpupoOBaHHBIN MOJB30BATENb JIONOJHUTEIBHO HMEET BO3MOYKHOCTH
npsMOro (U3UYECKOr0 W MPSIMOTO (HE MEXKCETEBOro) JOCTyMa K HEKOTOPOMY
MOJAMHOXKECTBY pecypcoB ceTu. lIpsiMmolt nocTym K pecypcaM MOXKET OBITh
MCITIOJIb30BaH JJIsl aTaK Ha TEXHUYECKHUE CPeicTBA 00pabOTKH MH(OPMALIIH.

Hapymurenu naHHoro Buja A peald3alldd aTak MOTYT MCHOJIb30BaTh
KaHaJIbl CBSI3M, PACIIOJIOKEHHbIE KaK BHYTPHU, TaK U BHE KOHTPOJIUPYEMOMN 30HBI.

6.4. OnpeneneHue TUIIOB HAPYLIUTENEH.

[Ipu ompeneneHun TUMA HAPYUIUTENss B paMKax JaHHOTO JOKyMEHTa
OLICHUBAIOTCS

CTereHb UHPOPMHUPOBAHHOCTU HAPYIIUTEIIS;

BO3MOKHOCTb HAPYIIUTENS 110 UCIIOJIB30BAHUIO CPEJICTB ATAKU.

[Ipu omnpeneneHun OrpaHUYEHUN HA CTENEHb WH()POPMUPOBAHHOCTH
HapYILIUTENS pacCMaTPUBAJIUCh CIEAYIOLINE CBEACHUSA:

COJIep)KaHNE TEXHUYECKOW TOKYMEHTAIIMM HAa TEXHUYECKUE M IPOTrpaMMHBIC
koMnoHeHThl CDK;

BCE BO3MOJKHBIC JIaHHBIE, NEpeaBa€Mble B OTKPBITOM BHJIE€ IO KaHajlaM
cBs3u, He 3amuiieHHsM oT HCJI k uHdopMaluu opraHu3aliMOHHO-TEXHUYECKUMHU
MepaMu;

CBEIICHHSI O JIMHUAX CBA3U, II0 KOTOPBIM IMEpeJaercs 3aniuuiacMas
uHdopMaIms;

BCE NPOSBISIOIIMECS B KaHajlax cCBsA3M, He 3amuiieHHbix oT HCJ[ k
uHGOpMAIIMK  OPraHU3aIMOHHO-TEXHUYECKUMH MEpaMH, HapylIeHUus MpaBHII
sKcruryataunu kpunrocpeacrsa u COK;

BCE NPOSBISIOIIMECS B KaHajlax CBsA3HM, He 3ammuiieHHeix ot HCJ[ k
UHGOPMAIIMKM OPTraHU3AIMOHHO-TEXHUYECKUMU MEpaMu, HEHCIPABHOCTH U cOOU
TeXHUYECKUX Kpunrocpeacts u COK;

CBEJICHUS, TIOJydyaeMble B pe3yJbTaTe aHalnu3a JOObIX CHUTHAJIOB OT
TexHuyeckux kpunrocpencts 1 COK, koTopbie MOKET EPEXBATUTH HAPYILIUTEb.

Tabnuma 7.
CoOTBETCTBHE THTIA HAPYIIUTEINS U CTEIIEHU €ro HH(POPMATUBHOCTH.
Tun Hapymmurenen Crenenb HHOOPMUPOBAHHOCTH
HI1 -H2 Pacnionararot T0JIbKO IOCTYITHBIMU B CBOOOIHOM IPOJIaKe annapaTHbIMU
KOMIIOHEHTaMu Kpunrocpenctsa u COK
H3 - H6 MoryT pacnonaraTb nH(popMaluen 000 Bcex CeTSX CBsI3U, paboTaroLINX
Ha €MHOM KIIK0Ye
HS5 - H6 Pacnionararot Hapsiy ¢ IOCTYIHOM B CBOOOIHOM Mpoaxke
JNoKyMeHTanuei Ha kpunrocpeactso 1 COK ncxoaHbIMU TEKCTaMHU
IPUKJIAHOTO MPOrPaMMHOT0 00ecreuyeHust
H6 Pacnonaraer Bcell jokymeHTauuen Ha kpunrtocpeactso 1 COK

[Ipn ompeneneHnn OrpaHUYEHUN HA MMEIOIIMECS Yy HAPYLIUTENS] CPEICTBA
aTakK, B YaCTHOCTH, PACCMATPHUBAIOTCSL:
arnrmapaTHele KOMIOHEHTHI kpunrocpencrsa u COK;
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JOCTYIIHbIE B CBOOOJHOM NpOJaXe TEXHUYECKUE CPEACTBA U MPOTrPaMMHOE

oOecreueHue;

CIEUANIbHO pa3pa0OTaHHbIE TEXHUYECKHUE CpEeJICTBa U MPOTPaMMHOE

oOecreueHue;

IITaTHBIE CPEJICTBA.

Tabnuia 8.
Bo3MmoxHOCTH HapymHTeneﬁ 110 UCITOJIB30BAaHHNIO CPCACTB aTakK.
ArmapaTHblie
Tun p JlaboparopHbie
KOMITOHEHTBI [IITaTHBIE CpEencTBa
HapyIIUTENs HCCIeI0BaHus
kpuntocpeactsa u COK
MoryTt ucnoap30BaTh
Pacnonarator Tos1bK0
HITaTHBIE CPEACTBA
JIOCTYITHBIMU B
o TOJILKO B TOM Cllydae,
H1 CBOOOJTHOM TIpOIaKe
€CJI OHM PACIIOJIOKEHBI
anmnapaTHbIMHU —
3a npeaenamu
KOMIIOHEHTaMH KOHTPOJUPYEMOM 30HbI
kpunrocpencrsa u COK TPOTHpY
H2
H3 JlononHUTENTbHBIE
H4 BO3MOHOCTH TI0
TTOJTyICHUIO aIlapaTHBIX
v P Bo3moxnHocTH 1O
KOMIIOHEHT MoryT npoBOIUTH
UCIIOJIb30BAHUIO
kpuntocpeactsa u COK nabopaTopHbBIC
LITaTHBIX CPEJICTB
3aBUCAT OT HCCIe0BaHUs
HS 3aBUCAT OT
peann30BaHHBIX B KpPHUIITOCPECTB,
. pEeaIn30BaHHBIX B
nH(pOpPMaLMOHHON . HCIIOJIb3YEMBIX 3a
nH(pOopMaITMOHHOM
cucreme npeaeraMu
cucremMe .
OpPraHU3alMOHHBIX MEP KOHTPOJINPYEMOU 30HBI
OpraHM3alMOHHBIX MEP .
Pacrnionararot j1t00bIMH nH(OPMALMOHHON
16 anmnapaTHbIMU CHUCTEMBI
KOMIIOHEHTaMHU
kpuntocpeacrsa u COK

B coorBercTBHM €
chOpMyITHPOBAHHBIX

MPENOIOKEHU I

knaccupukammeit. ®Cb  Poccum u ¢
UMEIOIUXCS Y

00

Y4ETOM
HapyLIuTeIen

Bo3MOxHOCTIX Hapymuteau MCIIIn Komuccun nojpasaenstoTcss Ha CleIyIoIue
KaTeTOPUH U THUIIBI, KOTOPBIE MpecTaBiIeHbl B Tabmurie 9.

Tabnuma 9.
Bunbr HapymmTeneii 6€30MmacHOCTH MEPCOHATBHBIX TAHHBIX
Bun Kareropus Tuno
HapyIuTeNs Kareropus | Kareropus || HapyLIUTENs
Buemnne Buemnuit Hapyimurens, He Hl
MMEIOIINM MpaB JOCTyNa B
KOHTPOJHUPYEMYIO 30HY
Buyrpennue 1. 3aperucrpupoBaHHbIe H2
noss3oBatenu UCIx
Opranuzanuu (OJIb30BaTENN)
2. He3zapeructpupoBaHHbIE H3
none3oBarenu UCIIH, HO
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MMEIOILKE MIPaBO JOCTYyIa B
KonTponmpyemytro 300y

I[Ipu »TOM BO3MOXHOCTM Hapymutens tuna Hi+1 Bkiroyaior B ceOs
Bo3MokHOCcTH Hapymutens Hi (1< 1 <5), a cienoBareinbHO, NpuU BBIOOpE
HEO0OX0UMOr0 YpoBHs Kpunrtorpaduueckoit 3amuThl [1J[H cneayer paccmMaTpuBath
HAWBBICIIUN THII.

Tabnuua 8.
Knaccuduxanus UCITIn Opranuzanuu no ypoHsaM 3amutsl or HCJI k I1/1n
NCTI/In Komuccun Tun Hapymmrens Yposuu 3amutel ot HCJI x [1/10

Bcee H3 AK3

6.5. YpoBeHb kpunrtorpaduyeckom 3aiuThl.

B03MOXHOCTH BHEUIHEro W BHYTpPEHHEro Hapymwurens Oe3omnacHoctu [1/IH
npu wux obpadotke B MHCIIJIln Komuccunm COOTBETCTBYIOT BO3MOKHOCTSIM
Hapymurens tanma H1, H2 u H3 — coOOTBETCTBEHHO, COTJIACHO KJIacCCU(UKAIIUH
HapymuTenei, npuBegaeHHoi B Ilpukaze ®CB Poccun Ne 378 10.07.2014 r «O6
yTBepxkAeHNn CocTaBa M COJEpPKAHUS OPTAHU3ALMOHHBIX U TEXHUYECKUX MEp IO
oOecrieueHUI0 0€30MacHOCTH TMEePCOHANbHBIX JIAHHBIX NpU HX 00paboTke B
MH(GOPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAHHEM CPEICTB
KpunTorpaduyeckoil 3amuThl HHPOPMAIMHM, HEOOXOAMMBIX JUISl BBIMOJIHEHUS
yctaHoBieHHbIX [IpaButenbctBomM Poccuiickori denepannu TpeOGoBaHUMN K 3aIluTe
NEPCOHANBHBIX JAaHHBIX JUII KaXJAOro U3 YPOBHA 3allMIIEHHOCTH», U
«MeToandeckux peKOMEHAAIMSAX M0 pa3padOTKe HOPMATUBHBIX MPABOBBIX aKTOB,
OTIPEIEISIIONINX YIPO3bl 0€30MacCHOCTH MEPCOHANBHBIX JAAaHHBIX, aKTyaJIbHbIE MPHU
00paboTKe TEPCOHAIBHBIX JAHHBIX B MH(GOPMAIMOHHBIX CHCTEMa IEPCOHATBHBIX
JAHHBIX, OKCIUIyaTUPYEMBIX IPU OCYLIECTBICHHH COOTBETCTBYIOUIMX BHJIOB
NEeATEeNIbHOCTU» yTBepkIeHHbIe pykoBoAcTBOM &8 Ilentpa ®CB Poccum Ne
149/7/2/6-432 ot 31 wmapra 2015 r., kpunTorpaduueckue CpeACTBa 3aIUTHI
uHbopManuu, ucrnoiabdyembie s 3amuthl [1/{H, oOpabateiBaembix B WCIIIH
Komuccun, nomkHsl obecrneynBaTh KpUNTOTpapUUEcKylo 3alIUTy MO YPOBHIO HE
ke ypoBHs KC3.
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7. BBIBOZBI.

7.1. ATaki BHEIIIHETO HApYIIUTEINs, HAIMpaBJICHHbIE HA KaHAJbl CBSI3H,
MOCPEACTBOM  MepexBaTa HWH(POpMaMu ©  TOCJIEAYIOIIETO €€  aHajlu3a,
YHUYTOXEHUS, MOIU(PUKAIIUU U OJIOKUpOBaHUS MH(OPMALIUU C UCTIOIB30BaHUEM, B
TOM YHCIIe, YA3BUMOCTEH MPOrpaMMHOM Cpelibl, a TakKkKe yTeuka MHGOpMAaIUU 10
TeXHUYECKUM KaHaJlaM TOJJIeKaT HEUTpaau3alud OpraHu3allMOHHBIMH U
TEXHUYECKUMHU MEPOTPUSITUIMHU.

7.2. BO3BMOXXHOCTH BHYTPEHHEI0 HApYIIUTENS CYIIECTBEHHBIM 00pa3zoM
3aBUCAT OT JEUCTBYIOIIUX B Mpejenax KOHTPOJIUPYEMOW 30HBI OrpaHUYUTEIbHBIX
¢dbakTOpoB, W3  KOTOPHIX OCHOBHBIM  SIBJIICTCSl  peaju3aius  KOMILUIEKca
OpraHU3aIMOHHO-TEXHUYECKUX MEpP, B TOM 4YHCJIE MO MOAOOpY, PacCTaHOBKE U
0o0eCcrieYeHUI0 BBICOKOM TpodeccHoHaIbHOM TMOJATOTOBKH  KaJApOB, JOMYCKY
bU3UYECKUX JHI] BHYTPh KOHTPOJUPYEMOW 30HBI U KOHTPOJIO 32 MOPSIKOM
npoBeAcHUsT pabOT, HaNpaBJICHHBIX HA MPENOTBpAIlEeHHEe U IPECCUCHUE
HECaHKIIMOHUPOBAHHBIX JICHCTBUM.

7.3. Beuay uckinrouutenbHoit ponn B MCII[In Komuccuum nui tuna H3, B
YUCJIO ATUX JIUI[ JOJKHBI BKJIIOYATHCS TOJBKO JOBEPEHHBIE JIMIA, K KOTOPBIM
MPUMEHEH KOMIUIEKC OCOOBIX OPraHM3allMOHHBIX MEpP IO UX MOA00pY, MPUHSITHIO
Ha paboTy, HaA3HAYCHUI0O HA JIOJDKHOCTh M  KOHTPOJIFO  BBITIOJHEHUS
(GYHKIIMOHAIBHBIX 00S3aHHOCTEH.

7.4. JInua Tuna H3 oTHOCATCS K BEpOSATHBIM HapymuTesnsm. Cpeau Ul TUIa
H3 nambonee omacHbIMM BEPOSTHBIMU HAPYIIUTENISIMHU SIBIISIOTCS TOJIb30BATENN
NCII/[IH, ynoJHOMOYEHHBIA TEPCOHAN, KOTOPbIA HA JOrOBOPHOM OCHOBE HMEET
IpaBO Ha TeXHUYECcKoe oOciyxuBaHue u moaudukaiuio komrnoneHtoB UCII/H, a
TaKKe aJIMHUHHUCTPATOpPbl HWH(DOPMAIMOHHOW CHUCTEMBI M AJMUHHUCTPATOPHI
0€30MacHOCTH.

Ha ocHOBaHMM NOCTPOEHHOW MOJENH HapyLIWUTENsA, B YACTHOCTH, OIUCAHUS
BO3MOKHOCcTe Hapywmurtened u Iloctanosnenust IlpaButenbctBa Ne 1119 ot 1
HOsIO0pst 2012 r. MoxHO ciaenarh BeiBoa, uTo s MCIIIn Komuccun akTyanbHBI
yrpo3bl 3-r0 TUIA, HE CBSI3aHHBIE C HAIWYMEM HEIOKYMEHTUPOBAHHBIX
(HeAeKIapuPOBAaHHBIX) BO3MOXKHOCTE B CUCTEMHOM U MPHUKJIATHOM HMPOrPaMMHOM
obecrieuenuu, ucnoibzyemom B UCII/IH.

[IpencraBnennass Mojenb yrpo3 ¢ OMMCAaHUEM BEPOSITHOTO HAPYIIUTEINS AJIs
NCTIJIn nomkHa UCTIOIB30BaThCS Tipu (OPMUPOBAHUN OOOCHOBAHHBIX TPEOOBAHUMN
6e3onacHoctu nHpopmaruu u npu npoektupoBanuu C3I1Iua UCIIn. Cpenctsa
3amuThl THGOPMAIUK, HWCMONB3yeMble st 3amuThl [1J{H, oOpabaThiBaeMbIX B
UCTI[ln  Opranuzamnuu, JOMKHBI HWMETh CEePTU(GHUKATHI COOTBETCTBUSA  TIO
TpeOoBaHMAM MHPOPMAITMOHHOM 0€30MaCHOCTH COOTBETCTBYIOIIETO Kilacca.
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