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[MTOJINTHUKA
nH(GOPMAIIMOHHON 0€30MTaCHOCTH MpHU paboTe ¢ NepCOHATBHBIMU JTAHHBIMU

B OpI’KOHMKUA3EBCKON palOHHON TEPPUTOPHATILHON U30UpaTeNbHON KOMUCCUU
ropona ExarepunOypra

OINIPEJAEJIEHUSA

B HacrosimeM JOKyMEHTE HCHOJB3YIOTCS CIEAYIONIME TEPMHUHBI U UX
ompeeNeHusl.

ABTOMATH3MpOBaHHAsI CHCTeMa - CHCTEMa, COCTOsINas W3 IepcoHaja
KOMILJIEKCA CPEJICTB aBTOMATHU3AIMU €r0 JIeITeIbHOCTH, peau3yromas nHhopma-
[IMOHHYIO TEXHOJIOTHUIO BBITTOJHEHUS YCTAHOBIEHHBIX (DYHKITHIA.

AyTeHTH(HKAIMSI OTHPABUTENs] JAHHBIX - TOJITBEPXKIEHUE TOTO, YTO
OTIIPABUTEID MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHOCTh MEPCOHANIBHBIX JIAHHBIX - COCTOSIHHE 3alUIIEHHOCTU
NEPCOHANIBHBIX  JIAHHBIX, XapaKTEepPU3yeMoe CIOCOOHOCTBIO TOJIb30BaTelNeH,
TEXHUYECKUX  CPEACTB M  HMH(POPMALMOHHBIX  TEXHOJOTMWA  00ecreynTh
KOH(QUACHIIMATBHOCTD, LEJIOCTHOCTh M JOCTYITHOCTh MEPCOHAIBHBIX JAaHHBIX IpPU
ux 00paboTKe B MH()OPMALIMOHHBIX CHCTEMaX MEPCOHATBHBIX TaHHBIX.

buomMerpuyeckue mNepPCOHAIbHbIE JIaHHbIE -  CBEJICHUSA, KOTOpHIE
XapaKTepU3yroT GU3HOJIOTUYECKHE OCOOCHHOCTH YE€JI0BEKa U Ha OCHOBE KOTOPBIX
MO>XHO YCTAHOBUTb €r0 JIMYHOCTb, BKJItOYas (oTorpaduu, OTIEYATKH MaJbIEB,
o0pa3 ceT4yaTKH Trja3a, OCOOCHHOCTH CTPOCHHUS Tela U JAPYryl MOJ0OHYIO
uH(pOpMaIIHIO.

BiokupoBaHHEe MEPCOHAIBHBIX JAHHBIX - BPEMEHHOE MpeKpalieHue
00pa0OTKM MEPCOHAIBHBIX JAHHBIX (32 UCKIIOYEHUEM CllydaeB, €ciau o0paboTka
HEoO0X0Ma JIJIsl YTOUHEHUS TIePCOHANIBHBIX JAHHBIX).

Bupyc (KOMOBbIOTEPHBIH, MPOrPaAaMMHBI) - WCIOJHIEMbIM NPOTPAMMHBIN
KOJ WJIA MHTEPHPETUPyeMblii HaO0Op MHCTPYKIIMI, 00Iagaronuii cBoiicTBaMu He-
CaHKIIMOHUPOBAHHOTO PACIPOCTPAHEHHUS] M camoBocnpousBeneHus. Co3aaHHbIe
NyONIUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCEr/la COBIAJAIOT C OPUTHMHAIOM, HO CO-
XPaHAIOT CIIOCOOHOCTH K JaJIbHEHIIIEMY PAacIpOCTPAaHEHHUIO U CaMOBOCIIPOU3BEIe-
HUIO.

BpenoHocHasi mporpamma - MporpaMma, rnpeaHa3HauyeHHas sl OCYIIECTB-
JICHUS HECAHKIIMOHUPOBAHHOIO JOCTyNa M (MJIM) BO3JIEUCTBUS Ha MEPCOHAIbHbBIC
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JaHHBIE WK PECYPChl HHPOPMAIIMOHHOM CUCTEMBI TEPCOHATIBHBIX TAHHBIX.

BcenoMoraTtebHble TeXHHYECKHE CpPeICTBA M CHCTeMbl - TEXHHYECKHUE
CPEICTBA U CHCTEMBI, HE MIPEeIHa3HAUCHHBIE IS TepeIadu, 00pabOTKH U XpaHEHUs
IIEPCOHAIBHBIX JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU
CpelcTBaMU M CHCTEMaMH, MPEJHA3HAUYCHHBIMU i1 0OpaOOTKM NEPCOHAIBHBIX
JaHHBIX WM B TOMEIICHUAX, B KOTOPBIX YCTAHOBJIECHBI HH(OPMAIIMOHHBIC
CHCTEMBI IIEPCOHAJIbHBIX TAHHBIX.

JocTyn B onepanMoHHYI0 cpeay KoMnbiOTepa (MHGOPMAIMOHHOW CHCTEMbI
NMePCOHATbHBIX JAAHHBIX) - IIOJYYECHHUE BO3MOKHOCTH 3allyCKa HA BBIIOJHEHUE
IITaTHBIX KOMaHJ, QYHKIIHH, MpOIeIyp ONepaliOHHONW CUCTEMBbI (YHUUTOXKECHHUS,
KONUPOBaHUS, TMEpPEMEIICHUs W T.[.), HCIOJHAEMbIX (HalijIoB MPHUKIATHBIX
IIPOrPaMM.

Joctyn k wuHpopMamuu - BO3MOXKHOCTh MOJyYeHHUsS HHPOpPMALMU U €€
VCIIOJIb30BaHUS.

3akiiajlouHoe YCTPOCTBO - OJJIEMEHT CpelICTBa CheMma HH(popmauuu,
CKPBITHO BHEIPSEMBIN (3aKiI1aIbIBA€MbIi WJIM BHOCHUMBIM) B MECTa BO3MOKHOI'O
chema uHpopmanuu (B TOM YKCIIE B OrpaKJIEHUE, KOHCTPYKIUIO, 000pYy/I0BaHUE,
IIPEIMETHI UHTEPHEPA, TPAHCIIOPTHBIEC CPEACTBA, & TAKXKE B TEXHUYECKUE CPEACTBA
U CUCTEMBI 00paboTku nHpOpMAIUn).

Bamumaemass uHpopmauus - HHPOpMAIUA, SABIAIOMIAACA MPEIMETOM
COOCTBEHHOCTH M TOAJIeXkAllasi 3alldTeé B COOTBETCTBUU C TpeOOBaHUSMU
MPaBOBBIX JIOKYMEHTOB WUJIM TPEOOBAHUSIMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM
uHpopmaruu.

Nnentudukauuss - TPUCBOCHUE CYOBEKTaM M OOBEKTaM JIOCTyIa
uaeHtudukatopa u (WIKM) CpaBHEHHE MPEABIBISIEMOr0 HIAECHTH(PHUKATOpA C
NEPEYHEM MPUCBOEHHBIX UEHTU(UKATOPOB.

NudopmaTuBHbIM CHrHAJ - DJJIEKTPUYECKHUE CUTHAIBI, aKyCTHYECKUE,
AIIEKTPOMArHUTHBIC U APyrue PU3NYECKUE MO, MO MmapaMeTpaM KOTOPBIX MOXKET
ObITh packpbiTa KOHQUACHIMANbHAS uWH(OpManua (IepCOHaJIbHbIE aHHBIC)
obpabaTriBacmasi B ”H(OOPMAITMOHHOW CUCTEME MTePCOHAIBHBIX TAHHBIX.

Nudopmannonnbie TEXHOJOrHH - TIPOIECCHl, METOAbI TOWCKa, cOopa,
XpaHeHUs, O0OpabOTKH, NPENOCTaBICHUS, PACIPOCTPAHEHUS] HHPOPMALUU U
CIOCOOBI OCYIIECTBICHUS TAKUX MPOLIECCOB U METOJIOB.

Nudopmanmonnas cucrema mnepcoHaabHbIX AaHHbix (MCIIJAn) -
COBOKYMHOCTb COJIEpXKaIIMXcsi B 0a3ax JaHHBIX MEPCOHAIbHBIX JaHHBIX U
oOecreunBaromMX UX 00pabOoTKy MH(YOPMAIIMOHHBIX TEXHOJIOTHM M TEXHUYECKHX
CpPEACTB.

Hcnonp3oBaHne MepPCOHAJbHBIX JAHHBIX - JCHCTBUA (Omepamuu) C
IIEPCOHAIBHBIMUA JAHHBIMHU, COBEPLIAEMBIE OIEPATOPOM B LEISAX IPUHATHUA
pELICHUN WJIM COBEPILICHUS WHBIX JEHUCTBUH, IOPOKIAOIIUX FOPUIUYECKUE
MOCJIEACTBHSI B OTHOUICHUH CYOBEKTa NMEPCOHANBHBIX AaHHBIX WM JAPYTUX JIHIL
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7100 MHBIM 00pa30M 3aTparvBalOIIMX MpaBa U CBOOOABI CyOBEKTa IEPCOHATBHBIX
JAHHBIX WU APYTUX JINII.

Hcrounuk yrpo3sl Oe3omacHocTd uHpopManum - CYOBEKT JOCTYyIa,
MaTepuaabHBIi O0BEKT WM (pU3MUecKoe SBICHHUE, SBIAIOMIMECS TPUYUHOU
BO3HUKHOBEHUS YTPO3bI 6€30MacHOCTA WHPOPMAITUH.

KouTtposupyemasi 30Ha - TPOCTPAHCTBO (TEPPUTOPHSL, 3AaHUE, YACTh 3AAHUA,
MOMEIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIHMpyeMoe TNpeObIBaHME
MIOCTOPOHHUX JIMII, @ TAK)KE TPAHCIOPTHBIX, TEXHHYECKUX W WHBIX MAaTepPUATBHBIX
CPEICTB.

KonduaeHuuaabHOCTh MEPCOHANBHBIX JaHHBIX - 00s3aTeNbHOE IJIA
COOJIO/IEHUST OMEPAaTOPOM WM WHBIM TOJYYUBIIUM JOCTYI K TEPCOHAIBHBIM
JaHHBIM JIMIIOM TpeOOBaHHE HE JOMYCKaTh MX pacHpoCTpaHeHue Oe3 coriacus
CyOBeKTa MePCOHATBHBIX JAHHBIX WM HAJTMYHUS WHOTO 3aKOHHOT'O OCHOBAHUSI.

Me:xceTeBoii  3KpaH -  JIOKaJbHOE€  (OJHOKOMIIOHEHTHOE)  WJIU
(GYyHKIIMOHATBHO-pACIIPpEICIEHHOE  MporpaMmMHoe  (IIPOrpaMMHO-ANmapaTHOE)
cpencTBo (KOMILIEKC), peasn3yIoliee KOHTPOIb 3a HH(OpMaIel, mocTynaromen B
WHOOPMAITMOHHYIO CHUCTEMY TEPCOHAIBHBIX JaHHBIX W (WJIM) BBIXOASAIICH U3
WHGOPMAITMOHHON CHCTEMBI.

Hapyummnresap 6e30MacHOCTH NMEPCOHAIBHBIX JAHHBIX - (PU3NYECKOE IHUIIO,
CIIy4aiilHO WJIM TpeJHAMEPEHHO COBEpUIarollee EHCTBUS, CIEICTBUEM KOTOPBIX
ABIIACTCS HapylleHHe 0e30MacHOCTH NMEPCOHANBHBIX JAaHHBIX MPU UX 00paboTke
TEXHHUYECKHUMHU CpEICTBaMH B HH(DOPMAIMOHHBIX CHCTEMax TMEepCOHAIBHBIX
TTaHHBIX.

HeaBToMaTH3HMpOBaHHAsE 00padoTKa NMEPCOHANBHBIX JaHHBIX - 00paboTKa
NEPCOHANBHBIX  JIAaHHBIX, COJEpKAIIMXCA B  HHPOPMAIMOHHOM  CcHCTEMeE
MEPCOHANBHBIX JAaHHBIX JMOO W3BJICUEHHBIX W3 TaKOW CHCTEMBI, CUMUTACTCS
OCYIIECTBICHHOM oe3 UCTIOJTb30BaHUS CpeICTB aBTOMATH3AINU
(HEaBTOMATHU3WPOBAHHOM ), €CJIM TaKHe IEHCTBUS C TIEPCOHAIBHBIMU JTaHHBIMH, KaK
UCIOJb30BAaHUE, YTOYHEHHE, PACHpPOCTPAHEHHE, YHUUYTOXKEHHE MEePCOHATBHBIX
JAHHBIX B OTHOIIEHWH KaXJIOTO U3 CYOBEKTOB TMEPCOHAIBHBIX JIAHHBIX,
OCYIIECTBIISIIOTCA MTPHU HETTOCPECTBEHHOM yYaCTHH YEJIOBEKa.

HenexjapupoBaHuble BO3MOKHOCTH - (YHKIIMOHAIBHBIE BO3MOXKHOCTHU
CPEIICTB BBIUMCIUTEILHOW TEXHHWKH, HE OMHUCAHHBIE WM HE COOTBETCTBYIOIINE
OTMHMCAaHHBIM B JIOKyYMEHTAIlMW, TPU WCIOIH30BAHUA KOTOPHIX BO3MOXKHO
HapylieHne  KOHQUIACHIMATbHOCTH,  JOCTYNHOCTH WM  LEJOCTHOCTU
00pabaTpiBaeMoil HH(OPMAIIUH.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKIIMOHMPOBAHHBbIE IEMCTBUSA) -
J0CTyn K MHGOpMAIUU WIA ASHCTBUS ¢ WHQOpMAIMEH, HapylIarolue MpaBuia
pasrpaHuyeHust 1OCTyIa C UCIOIb30BaHUEM IITATHBIX CPEICTB, MPEIOCTABISIEMbIX
WH()OPMAITMOHHBIMHA CHUCTEMaMH TTEPCOHATBHBIX TAHHBIX.

Hocureap undopmamuu - GU3NYECKOE JIUIO WM MaTepUaIbHBIA OOBEKT, B
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TOM 4ucIie pusndeckoe mnose, B KOTOpOM MH(GOpMaLKs HaXOIUT CBOE OTPAKECHHE B
BUJIE CHUMBOJIOB, 00pa30oB, CUTHAJIOB, TEXHUYECKHX PpEIICHHH U TPOIECCOB,
KOJIMYECTBEHHBIX XapAaKTEPUCTUK (PU3MUECKUX BEITUUNH.

O0e3MYNBaHUE MEPCOHAIBHBIX JAHHBIX - JCUCTBUSA, B PE3YJILTATE KOTOPBIX
CTAHOBUTCS. HEBO3MOXKHBIM 0€3 HCIOJIb30BaHUSl JOMOJHUTEIbHOW HH(OpMaLUU
OTIPENICTNTh TPUHAJIC)KHOCTh TMEPCOHANBHBIX JTAHHBIX KOHKPETHOMY CYOBEKTY
MIEPCOHANILHBIX JTAaHHBIX.

O0paboTka mMepCcOHATBHBIX JaHHBIX - JII00O€ JedcTBHE (omepanus) WId
COBOKYMHOCTb JACHCTBUI (Omepaluii), COBepIIa€MbIX C MCIOJIb30BAHUEM CPEJICTB
aBTOMAaTU3allud WK 0€3 HCIOJb30BaHUSl TaKUX CPEACTB C MEPCOHATbHBIMU
JaHHBIMHU, BKJIOYas cOOp, 3amuch, CHUCTEMATH3allMI0, HAKOIUIEHHWE, XpaHEHHE,
yTOYHeHHE (OOHOBIEHUE, M3MEHEHHUE), M3BJCUCHHUE, HCIOJIb30BaHUE, Iepenavy
(pacnpocTpaHeHue, MpeaoCTaBiIeHUue, AOCTYI), OO0e3IMYMBaHUE, OJOKHPOBAHUE,
yaaJieHue, YHUUTOKEHUE NePCOHATbHBIX JaHHBIX.

OO01e10CTyHbIE MEPCOHATbHbIE AaHHbIE - TIEPCOHAILHBIE JaHHBIC, TOCTYII
HEOTPAaHUYEHHOTO KpyTra JHI[ K KOTOPBIM MPEIOCTaBIEH C coryacus cyObeKTa
MEPCOHANILHBIX JIAHHBIX WM Ha KOTOPhIE B COOTBETCTBUU C (heaepabHBIMU
3aKOHaMU HE pacrpocTpaHsieTcs TpeboBaHue coO0IeHN KOHPUACHIIMATbHOCTH.

Omnepatop (mepcoHAJBHBIX JAaHHBIX) - TOCYJApPCTBEHHBIM  OpTraH,
MYHUITUTIATBHBIA OPraH, IOPUANYECKOe WIH (PU3NYECKOe JHI0, CAMOCTOSITEIIBHO
VI COBMECTHO C JAPYTMMH JIMIIAMH OPTaHU3YIOIMWE W (WJIM) OCYIIECTBIISIONINE
00pa0OTKYy MEPCOHAIBHBIX JAHHBIX, a TAKXKE OMpPEACNSIoNIe eI O0padOTKH
NIEPCOHANILHBIX JIAHHBIX, COCTAB MEPCOHAIBHBIX JAHHBIX, MOAJIEkKAIIUX 00padoTKe,
NeNcTBUS (OTNEpalMK), COBEPIIAEMbIE C IEPCOHATBLHBIMU JTAHHBIMU.

Texuuveckue cpeacTBa HHPOPMAIMOHHOI CHCTEMbI MEPCOHATBHBIX TAHHBIX
- CpeACTBa BBIYMCIUTEIBLHOM TEXHUKH, HHPOPMALMOHHO-BBIYUCIUTEIbHbBIE
KOMILJIEKChl M CETH, CPEJICTBA U CUCTEMBI Iepeaadu, npuema u odbpadotku I1J1x
(cpeacTBa M CHUCTEMBl 3BYKO3AIUCH, 3BYKOYCHUJICHHUS, 3BYKOBOCIPOHU3BEICHUS,
NEPErOBOPHbIE W  TEJIEBU3UOHHBIE YCTPOWCTBA, CpPEACTBA HU3TOTOBJICHMUSA,
TUPAKUPOBAHUSA JIOKYMEHTOB M JIpyrH€ TEXHUYECKHE CpelICcTBa 00paboTKU
peueBoi, rpaduueckoil, BUIEO- U  OyKBEHHOIM(POBOH  HHPOpMAIUN),
porpaMMHbIe CpeCTBa (OMepalMOHHbIE CUCTEMbI, CUCTEMBI YIIpaBJieHUsl OazaMu
JAHHBIX © T..), CPEICTBAa 3amMThl HHPOpMAIMK, TPUMEHSEMBIE B
WH()OPMAITMOHHBIX CUCTEMAX.

IlepexBar (uHpopmauuu) - HEMPABOMEPHOE TNOJydYeHHE HHGOPMALUKU C
UCIIOJIb30BAHUEM TEXHUYECKOTO CpEJCTBA, OCYIIECTBISIIONIETO OOHApY>KEHUE,
npueM U 06paboTky HH(GOPMATUBHBIX CUTHAJIOB.

IlepcoHanbHbIe JaHHBbIE - JI00as MHPOpPMAIUS, OTHOCSINAACA K MPAMO WU
KOCBEHHO OIPEACIECHHOMY WM OMpeAeNsieMoOMYy (PU3NYECKOMY JHUIY (CYyOBEKTY
NEPCOHANIbHBIX TAHHBIX);

Ilo0ouHbIEe  JJIEKTPOMATHMTHBIE  W3JY4YeHHS] W HABOAKH -
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AJIEKTPOMATHUTHBIC M3TYYEHUS TEXHUYECKUX CPEACTB OOpabOTKH 3aniuiaeMon
uHOpMaIuy, BO3HUKAIONIME KaKk TMMOOOYHOE SIBIIEHWE W  BHI3BAHHBIC
ANEKTPUYECKUMHU CUTHAJaMU, AEHCTBYIOIIUMU B UX JIEKTPUUYECKUX U MAarHUTHBIX
LEISX, @ TAKKE DJIEKTPOMArHUTHBIE HABOJKHU 3TUX CUTHAJIOB Ha TOKOIPOBOJISIINE
JIMHUAW, KOHCTPYKIMHU U LENH MUTaHU.

IMoMTHKA «YHCTOrO CTOJIA» - KOMIUIEKC OPTraHU3allMOHHBIX MEpPOIPHUATHM,
KOHTPOJIMPYIOIIUX OTCYTCTBUE 3aMUCHIBAaHUS Ha OyMaKHbIE HOCUTENIH KITIOUYEH U
aTpuOyTOB JIocTyna (TapoJiei) U XpaHeHus UX BOJM3U 00BEKTOB JOCTYIIA.

IMoab30oBaTesb MHPOPMANMOHHONH CHUCTEMBbI MEPCOHAJBHBIX JAHHBIX -
JUI0, YYacTByIollee B (PYHKIMOHUPOBAHUM WH(GOPMAIIMOHHOW CHCTEMBI
MIEPCOHAIILHBIX JTAHHBIX WJTU UCTIOJIB3YIOIIEE Pe3yIbTaThl €€ (DYHKIIMOHUPOBAHUS.

IpaBusiia  pasrpaHuyYeHdsl  JO0CTyma -  COBOKYIHOCTb  IPaBHIIL,
periaMeHTUPYIOUIUX MpaBa JOCTyIa CyObEKTOB IOCTYyMa K OOBEKTaM JIOCTYIIA.

IMporpammHuas 3akJjagka - KOJ IPOrpaMMbl, IPEJHAMEPEHHO BHECEHHBIN B
IpOrpamMmy C IEJbI0 OCYIIECTBUTh YTEUKY, H3MEHHUTH, OJIOKUPOBATH, YHUUTOKUTH
uHOOPMAITUIO WM YHUYTOXUTh U MOAU(PHUITUPOBATH MPOTrpaMMHOE 0OecTieueHre
WH()OPMAITMOHHONW CUCTEMBI TIEPCOHATBHBIX JTaHHBIX W (WMJIM) OJIOKMPOBATH amma-
paTHbIE CPEACTBA.

IIporpamMHoe  (mMporpaMmMHO-MaTeMaTHyeckoe)  Bo3JeilicTBHEe -
HECAaHKI[MOHUPOBAHHOE  BO3JCHCTBUE HA  PECYpChl  ABTOMATU3UPOBAHHOU
WH()OPMAITMOHHONW CHUCTEMBI, OCYIIECTBIIIEMOE C MCIOJIb30BAaHUEM BPEIOHOCHBIX
IIPOTPaMM.

PackpbiTHe NepPCOHATBHBIX AAHHBIX - YMBIIUIEHHOE WM CIIy4alHOeE
HapyleHne KOH(OUICHIIUATbHOCTH NEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHHe NMePCOHAJIBHBIX JAHHBIX - JICHCTBUSA, HAINpPABICHHbIC HA
PACKpbITHE NMEPCOHANIbHBIX JaHHBIX HEONPECIEHHOMY KPYTY JIUIL.

Pecypc mHpopMannoHHONH cHCTEMBI - UMEHOBAHHBIM 3JIEMEHT CUCTEMHOTO,
MIPUKJIATHOTO W anrapaTHoOro oOecrieueHus (GYHKIMOHUPOBAHUS
UH(GOPMAITMOHHON CHCTEMBI.

CrenunajibHble KATErOPHH NMEPCOHAIbHBIX JaAHHBIX - TIEPCOHAIbHBIE JJAHHBIE,
KacamuMecsT pPacoBOW, HAUMOHAIBHOM  MPUHAMJICKHOCTH,  IMOJATHYECKUX
B3TJISI/IOB, PETUTHO3HBIX WM (PUIOCO(CKUX YOEKIEHUN, COCTOSHUS 370POBbS U
WHTUMHOM XKM3HU CyObeKTa NePCOHATBHBIX JaHHBIX.

CpencTrBa BbIYUCIUTEIbHONH TEXHUKH - COBOKYITHOCTh MPOTPAMMHBIX U TE€X-
HUYECKUX DJIEMEHTOB CUCTEM 0OpaOOTKHU JTaHHBIX, CIIOCOOHBIX (DYHKITMOHHPOBATH
CaMOCTOSITEJIbHO UJIM B COCTABE APYTUX CHCTEM.

Cyobekt nmoctynma (cy0bekT) - JIMIO WJIM MPOLECC, AECUCTBUA KOTOPOTO
periIaMeHTUPYIOTCS MPAaBUIIAMU Pa3TPaHUYCHHUS JOCTYIIA.

TexHuyecknii KaHaJ yTe4yKH HMHPoOpMamuM - COBOKYIIHOCTH HOCHUTENS WH-
dbopmanmu (cpeacta 06paboTKu), GU3HMUECKONU Cpebl pacIpocTpaHeHuss HHQPOp-
MaTUBHOIO CHUTHAJla M  CPEACTB, KOTOPbIMU JIOOBIBA€TCS  3allyIlaeMas



uHpopMaIus.

Tpchrpa}quaﬂ nepeaavia NEePCOHATBbHBLIX JAaHHBIX - nepeaada
NEPCOHANIBHBIX  JAHHBIX ONEpPaTopoM uepe3 [oCynapCTBEHHYHO TpaHUILY
Poccuiickon  depepanuu  oprady  BJIACTM  HMHOCTPAHHOIO  TOCYAApCTBA,
bu3MYEeCKOMY MM IOPUAMYECKOMY JIMIY MHOCTPAHHOTO FOCYJapCTBa.

Yrpo3bl 6e30MaCHOCTH MEPCOHATBHBIX JaHHBIX - COBOKYIHOCTb YCJIOBUU U
(GakTOpoOB, CO3JAIOMIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE
CJIy4aillHOr0, JI0CTylla K MEpPCOHAJbHBIM JAHHBIM, PE3YJIbTATOM KOTOPOTO MOKET
CTaTh YHUUTOXEHUE, U3BMEHEHHE, OJIOKUPOBaHUE, KOMTUPOBAaHKE, PACIIPOCTPAHEHUE
MEPCOHAIBHBIX JAHHBIX, a TAK)KE MHBIX HECAHKLIMOHUPOBAHHBIX JECUCTBUN NIPU UX
00paboTke B MHMOOPMAITMOHHON CUCTEME TIEPCOHAITBHBIX JTAHHBIX.

YHUYTOKEHHE MEePCOHATBbHBIX JaHHBIX - JICVCTBUs, B PE3YyJbTAaTe KOTOPBIX
CTAHOBHUTCS HEBO3MOYKHBIM BOCCTAHOBUTH COJEP/KAHUE MEPCOHAIBHBIX JAHHBIX B
WH()OPMAIMOHHOW CHUCTEME IMEePCOHAIBHBIX JaHHBIX M (WJIM) B pe3yJbTaTe
KOTOPBIX YHUUTOKAIOTCSI MAaTEPUATIbHBIE HOCUTEIN NEPCOHATIBHBIX JaHHBIX.

Yreuka (BamuuiaeMoil) MH@opManUM MO0 TeXHHYECKUM KaHaJIaM -
HEKOHTPOJIUPYEMOE pacHpoCTpaHeHue MH(POpPMAIMK OT HOCHUTENS 3allMIAcMON
uHdopmanuu  4epe3  (PU3MUECKYIO Cpely [0 TEXHUYECKOro CpeJCTBa,
OCYUIECTBJISIOIErO MepexBaT HHPOPMALIIH.

Vs3BumocTh - C€1a00OCTh B CPEACTBAX 3alllUThl, KOTOPYKD MOXKHO
UCIOJIb30BAaTh JJISl HAPYIICHUS CUCTEMBI WM COAEpIKaIlleics B Heil nHdopmarmu.

IenocTHOCTH MH(pOpPMAaLUHU - CIIOCOOHOCTh CPEACTBA BBIUMCIUTEIBLHON TEX-
HUKM WJIM aBTOMAaTU3MPOBAHHOM CHUCTEMBbl OOecreurBaTh HEU3MEHHOCTb
uHoOpMalMU B YCJIOBHUSX CIYyYalHOTO W/WIU MPEAHAMEPEHHOIO HCKaXEHUs
(pa3py1ieHus).



OBO3HAYEHUSA U COKPALLIEHUA

ABC - aHTUBUpYCHBIE CPEJICTBA

APM - aBTOMaTu3upoBaHHOE pabouee MECTO

BTCC - BcioMorarenbHbIe TEXHUYECKHE CPEACTBA U CUCTEMBI
NCIIIH - nndopmanmoHHasi cucTeMa NepCOHATBHBIX JaHHBIX
K3 - konTponupyemas 30Ha

JIBC - nokanpHas BEIYUCIHUTENIbHAS CETh

MD - mexceTeBol 3KpaH

HCJI- HecaHKIIMOHMPOBAHHBII 10CTYM

OC - onepanroHHas cucrema

[TJIH - mepcoHaNIbHBIE TAHHBIE

IIMB - nporpaMMHO-MaTeMaTU4YECKOE BO3AEHCTBUE

[10 - mporpammuoe obecrieueHre

[IDMMUH - no6oyHbIE AIEKTPOMArHUTHBIE U3TYYEHUS U HABOJKU
CA3 - cucrema aHaau3a 3alluIeHHOCTA

C3MU - cpenctna 3anuThl HHOOPMALIUH

C3I1dH - cucrema (rmoacucTema) 3alMThl IEPCOHATBHBIX JaHHBIX
COB - cuctema 06Hapy>KeHUsI BTOPKEHHI

TKVYU - TexHnueckue KaHajbl yTeuku HHQOpPMaALUK

YBIIIH - yrpo3sl 6€3011aCHOCTH MEPCOHATBHBIX TaHHBIX



BBEJAEHUE

Hacrosimas Ilonutuka wmHdopmanmoHHoW Oe30macHOCTH MpU padboTe C
NEPCOHAIHBIMU JTaHHBIMA B Op>KOHUKHA3EBCKOW PAalOHHOW TEPPUTOPHATBHON
n30upaTenpbHO KomMuccuu ropoaa ExarepunOypra (manee - [lonmutuka) siBisiercs
opUIIMATIBLHBIM TOKYMEHTOM.

[lonutrika  pa3paboTtaHa B~ COOTBETCTBUM  C  TpeOOBaHUSIMH,
YCTaHOBJICHHBIMU:

®enepanbubiM 3akoHOM 0T 27.07.2006 Ne 149-03 «O6 wundopmaruwy,
WH()OPMAITMOHHBIX TEXHOJIOTHUSAX U O 3aIUTe HHHOPMAITUNY,

®enepanbHbiM 3akoHOM OT 27.07.2006 Ne 152-®@3 «O mnepcoHaIbHBIX
JTAHHBIX»;

noctaHoBieHueM IIpasurensctBa Poccuiickoit @enepanuum ot 01.11.2012 Ne
1119 «O6 yTBepkIeHuu TpeOOBAHUU K 3alIUTE MEPCOHATBHBIX JAHHBIX MPU HX
00paboTke B MH(GOPMAIIMOHHBIX CHCTEMAaX MePCOHABHBIX TAHHBIX);

nocraHoBieHueM IIpaButensctBa Poccuiickoit @eaepanuu ot 15.09.2008
No 687 «OO6 yTBepkIAeHUU TIONOXKEHHS 00 OCOOEHHOCTSIX 00pabOTKH
NEPCOHANBHBIX  JIaHHBIX, OCYIIECTBIsIEMOl ©0€3 UCHOJB30BaHUSI  CPENCTB
aBTOMAaTU3ALINI;

noctra”HoBieHueM IIpaButenscrBa Poccutickoii deaepanun ot 21.03.2012
No 211 «OO0 yTBepkJAeHUU TEpedHs MeEp, HaIpPaBJICHHBIX Ha OOecleueHHe
BBINIOJIHEHUS 00si3aHHOCTEH, mpenycMoTpeHHbix DenepanbHbiM  3aKkoHOM  «O
MEePCOHATIBHBIX JAHHBIX» U MPUHSATHIMU B COOTBETCTBUM C HUM HOPMATHBHBIMU
IIPaBOBBIMM AKTAMH, OIEPATOPAMH, SBISIOIIMMHUCS TOCYAAPCTBEHHBIMH WIIN
MYHUIIUTIATBHBIMA OPTaHAMK;

npukazoM @CTOK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxkaeHun CocraBa
U COACpXaHUS OPraHU3alMOHHBIX U TEXHUYECKUX Mep MO OOECHeUeHHUIo
0€30MacHOCTH TMEPCOHANBHBIX JaHHBIX NMPU UX 00paboTKe B MH(POPMAIIMOHHBIX
CHUCTEMaXx MEePCOHATBHBIX JAHHBIX,

npuka3zoM ®Cb Poccun ot 10.07.2014 Ne 378 «OO0 yTBEpKI€HUU COCTaBa U
COJIepaHUsl OPraHU3alMOHHBIX M TEXHUYECKUX Mep MO O0ecrneyeHuto
0€30MMacHOCTH TMEPCOHAIBHBIX JAaHHBIX MPU UX 00paboTKe B MH(POPMAIIMOHHBIX
cucTeMax NIEPCOHAIIBHBIX JTAHHBIX C HCIIOJIb30BaHUEM CPEICTB
Kpunrorpadguuecko 3ammThl MHQOpPMALMK, HEOOXOAMMBIX JUIsl BBINOJHEHUS
yctanoBJlieHHbIX [IpaButenscTBoM Poccuiickoit denepanu TpeOOBaHUM K 3allIUTEe
NEPCOHABHBIX JAHHBIX JUIS KaXA0T0 U3 YPOBHEN 3aILUIIEHHOCTHY;

MeToauueckuMH ~ PEKOMEHAALUSAMHU IO  pa3paboTKe  HOPMATUBHBIX
IPABOBBIX aKTOB, ONMPEACISAIONINX YTPO3bl O€30MaCHOCTH MEPCOHANBHBIX JaHHBIX,
aKTyaJbHble TMpU OO0pabOTKE MEepCOHAIBHBIX MJaHHBIX B HH()OPMAIMOHHBIX
CHUCTEMax MEepPCOHAJbHBIX MJAHHBIX, SKCIUTyaTUPYEMbIX TIPU OCYIIECTBICHUU
COOTBETCTBYIOIIMX BHJIOB JE€ATEIbHOCTH, YTBEPXKICHHBIMA PYKOBOJICTBOM &
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Llentpa ®Cb Poccun 31.03.2015 Ne 149/7/2/6-432.

B Tlonutuke ompenenensl TpeOoBanus k mnepconamny WCII/H, crenenb
OTBETCTBEHHOCTH  IEpCOHAaNla, CTPYKTypa U  HEOOXOJUMBIA  YpOBEHb
3alUIIEHHOCTH, CTaTyC MW  JOJDKHOCTHBIE  OO0SI3aHHOCTH  COTPYAHMKOB,
OTBETCTBEHHBIX 3a oOecreueHnue 0e30MacHOCTH NepcoHanbHbIX AaHHbIX B UCII/IH
OpKOHUKHI3EBCKOM PallOHHOW TEppUTOPUANIBHON HM30UpATENbHON KOMHUCCUU
ropona Exatepun0Oypra (nanee — Komuccus).

1. O0mmMe MoJI0KEeHUA

enpro Hacrosmer IlomuTukm sBiIsgeTcs oOecredeHne Oe30ImacHOCTH
00bekTOB 3amuThl KoMuccuu OT BCeX BHJIOB yrpo3, BHEIIHUX W BHYTPEHHHX,
YMBIIUJIEHHBIX M HENpeJHAMEPEHHbIX, MHUHUMHU3aLMs yliepda OT BO3MOKHOU
peanu3aiuu yrpo3 6e3onacHoctu [1/{n (YBII/IH).

be3onacHOCTh TEPCOHAIBHBIX JAHHBIX JIOCTUTAETCA NYTEM HMCKIIOUYCHUS
HECAHKI[MOHUPOBAHHOIO0, B TOM YHCJIE CIYyYallHOTO, JIOCTYyNa K IMEPCOHAIbHBIM
JAHHBIM, PE3YyJbTaTOM KOTOPOTO MOXET CTaTb YHUYTOXKEHUE, HW3MEHEHHE,
0JIOKUpPOBaHUE, KOIMPOBAHUE, PACIIPOCTPAHEHUE MEPCOHANBHBIX JAHHBIX, a TAKKE
VHBIX HECAHKIIUOHUPOBAHHBIX JECUCTBUM.

Nudopmarus 1 cBsI3aHHBIE C HEW pecypchl JAOJKHBI OBITh JTOCTYITHBI IS
aBTOPU30BAHHBIX MOJIb30BaTeNel. JIOKHO OCYHIECTBIATHCS CBOEBPEMEHHOE
obHapy»xeHue u pearupoBanue Ha Y BII1JIH.

JIOJDKHO ~ OCYIIECTBJISATHCS  MOPENOTBPALLICHHE MPEIHAMEPEHHBIX  WIIA
CITy4alHBIX, YACTHYHBIX WUJIU TIOJHBIX HECAHKIITMOHUPOBAHHBIX MOAUGMUKAIMN W
YHUYTOKEHUS TAHHBIX.

CocraB 00BEKkTOB 3amuThl MpeactaBieH B «llepeuHe mnepcoHaNbHbBIX
JAHHBIX, 00pabarbiBaeMblx B OpJKOHUKUI3EBCKON palOHHOU TEeppUTOPHATBHON
n30uparenbHO KomHccuu ropoaa ExatepunHOypra B CBS3M C peanu3anuent
CITYKEOHBIX (Tpy10BBIX) OTHOUICHHU, a  TakKke OCYILIECTBIICHUEM
rOCyAapCTBEHHBIX (YHKIIMID.

Cocras MHMCII[IH mnopnexamux 3amure, npenacraBieH B «llepeune
MH()OPMAIMOHHBIX CHUCTEM MEPCOHAIBHBIX JaHHBIX B OpAKOHUKHA3EBCKOU
pailoHHO TeppUTOpUaTbHON N30UpaTeabHON KoMuccuu roponaa ExatepunOypray.

2. O0JacTh I1elicTBUA

TpeboBanust Hacrosimeit IlomuTuku — pacmpocTpaHsIOTCS Ha  BCeX
cotpyaHukoB Komuccuu (IITaTHBIX, BPEMEHHBIX, paOOTAIOUINX MO KOHTPAaKTy U
T.I.), @ TAK)KE BCEX MPOUUX JUL (MMOAPATUUKH, AyAUTOPHI U T.I1.).

3. Cucrema 3a1IMTHI NEPCOHAJILHBIX JAHHBIX

OObecrieuenne 0OE30MAaCHOCTH NNEPCOHAIBHBIX JaHHBIX JOCTHIacTCd, B
HYaCTHOCTH:
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OTpeeNiEHUEM Yyrpo3 O€30MacCHOCTH MEepPCOHANBHBIX JaHHBIX NPHU HX
00paboTke B MH(GOOPMAIIMOHHBIX CHCTEMAaX MEePCOHABHBIX TAHHBIX;

NPUMEHEHUEM OPraHU3alMOHHBIX U TEXHUYECKUX Mep MO O0O0eCreueHHUIo
0€30MacCHOCTH NEPCOHAIBHBIX JaHHBIX MPU HUX 00paboTke B MH(OPMALIMOHHBIX
CUCTEMAaX MEPCOHAIbHBIX JAaHHBIX, HEOOXOAUMBIX Ul BBIIOJIHEHUs TPeOOBaHUM K
3alIUTe TMEPCOHANbHBIX  JaHHBIX, HCIOJHEHHE KOTOPHIX  OOECreurBaeT
YCTaHOBJICHHBIE [IpaBuTenscTBOM Poccniickon Oenepanuun YPOBHHU
3aLUIIIEHHOCTH IEPCOHAIIBHBIX JIaHHBIX;

IPUMEHEHUEM NPOLIEIIINX B YCTAHOBIECHHOM MOPSAJIKE MPOLEAYPY OLEHKU
COOTBETCTBUS CPEJCTB 3aIUTH HHPOpMALHY;

OLIEHKOH  A(Q(EKTUBHOCTH MPUHUMAEMBIX MEp IO  00ECIeYeHHUIO
0€30MacHOCTH  MEPCOHANbHBIX  JAaHHBIX 10 BBOJAa B  DKCIUTyaTalHIO
MH(POPMALMOHHON CUCTEMBI IEPCOHATIBHBIX JIAHHBIX;

Yy4€TOM MAIIMHHBIX HOCUTENIEH IEPCOHAIBHBIX JaHHbIX;

oOHapyxeHHeM (DaKTOB HECAaHKIIMOHHPOBAHHOTO JOCTYINa K MEPCOHATbHBIM
JaHHBIM W TPUHATHEM Mep, B TOM 4YHCIE€ Mep MO0 OOHApYXCHHIO,
OPEAYNPEXICHAIO M JIMKBUJAUMU TOCIEACTBUNA KOMIIBIOTEPHBIX aTak Ha
UH(POPMAILIMOHHBIE CUCTEMbl NEPCOHAIBHBIX NaHHBIX M [0 PEarupoOBaHUIO Ha
KOMIIBIOTEPHBIE UHIIU/IEHTHI B HUX;

BOCCTAHOBJICHMEM TMEPCOHAJbHBIX JIaHHBIX, MOJU(GUIUPOBAHHBIX WU
YHUYTOXEHHBIX BCIEACTBUE HECAHKIIMOHUPOBAHHOTO JOCTYNA K HUM;

YCTaHOBJIEHMEM  NpPaBWJI  JOCTyna K  IEPCOHAIbHBIM  JIAHHBIM,
oOpa0aTbiBaeMbIM B MHPOPMALIMOHHON CHCTEME NEPCOHAIBHBIX JAHHBIX, a TAKXKE
o0ecrie4yeHHeM perucTpalMyi M ydera BceX JCHCTBHM, COBEpIIAEMBIX C
NEPCOHANBHBIMH TaHHBIMH B HH()OPMALIMOHHOM CUCTEME MEPCOHATBHBIX TaHHBIX;

KOHTPOJIEM 32 NPUHUMAEeMbIMH MEpaMy IO OOeCHedyeHHI0 0e30MacHOCTU
NEPCOHAIBHBIX JAHHBIX M YPOBHS 3alIMIIEHHOCTH HH(OPMALMOHHBIX CHUCTEM
NEPCOHAIBHBIX JaHHBIX.

Cuctema 3amutbl nepcoHabHbIX JAaHHbIX (C3II[H), cTpouTcs Ha
OCHOBaHMH:

AKTa BHYTPEHHErO0 KOHTPOJSI COOTBETCTBUA OOpabOTKH MEPCOHAIBHBIX
JAHHbIX.

Ilepeunst mepcoHaNbHbBIX JaHHBIX, 00pabdaThiBaeMbIX B OpPKOHUKHUI3EBCKON
pailoHHO TeppUuTopUaIbHON N30MpaTeabHONM KoMuccuu ropoaa ExatepunOypra B
CBA3M C peanu3alueil CiyXeOHbIX (TPYIOBBIX) OTHOIIEGHUH, a TaKke
OCYILIECTBJIEHUEM IOCYAapCTBEHHBIX (QYHKIUI;

AKTOB KJacCU(pUKaUU UHPOPMAILIMOHHBIX CUCTEM II€PCOHAIBHBIX TAHHBIX;

Monenu yrpo3 6€301acHOCTH IEPCOHANbHBIX JAHHBIX;

Matpuipl JocTyma MOJIb30BaTele K 3alluIlaeMbIM HH(OPMAalHOHHBIM
pecypcam UCII/H;

PykoBoasmux nokymenToB @CTIK Poccun u ®Cb Poccun.
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Ha ocHOBaHMM 3THX TOKYMEHTOB OIpPENESeTCS HEOOXOIUMBIN YPOBEHb
samuieHHoctd [I/In xkaxmoir HMCII[n Komwmccun. Ha ocHoBaHuM aHamu3a
aKTyaJbHBIX yrpo3 Oe3omacHoctu [1/[H ommcanHoro B Momenu yrpos, memaercs
3aKJIIOYCHUE O HEOOXOJMMOCTH HCIIOJIb30BaHUSI TEXHUYECKHUX CPEACTB H
OpraHM3allMOHHBIX MEpoNnpuiTHil 11 obecnedyeHus Oe3omacHoctu  [1/]H.
BriOpannbie HeoOXoauMble MEpOTpUsTUS oTpaxatoTcs B «CocTaBe Mep 3alluThl
WH()OPMAITMOHHBIX CUCTEM TIEPCOHATBHBIX JaHHBIX).

Jns UCITJIH nonkeH ObITh COCTABJIEH CIMCOK MCMOJIb3yeMbIX TEXHUYECKHUX
cpeAcTB 3amuThl (manee - CHHCOK), a TaK € MPOrpaMMHOIO OOecCIeueHuUs,
ydacTBytoiero B 0opadotke 111, Ha Bcex anementax MCIIIH:

APM nonws30BaTenei;

CepBepa npHIIOKEHUII;

CYB/;

I'panuust JIBC;

KananoB nmepemaun B ceTu OOIIETO MOJB30BaHUS U (UITH) MEXKTyHAPOTHOTO
oOMeHa, ecnu 1o HUM nepeaatotcs [1/H.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd UCII/IH U akTyanbHBIX yIpo3,
C3IIIH MOKeT BKJIIOYATh CICAYIOIINE TEXHUUECKUE CPEACTBRA:

AHTUBUPYCHBIC CPEJICTBA JIJIsI pAa00OYMX CTAHIIMI MOJIb30BaTENICH U CEPBEPOB;

CpPEACTBA MEKCETEBOIO SKPAHUPOBAHUS,

cpenctBa Kpunrorpauuecko 3ammTbel WHGOPMAIMHM TPU  Mepeaade
3amuIaeMoi nHopMalu Mo KaHajaM CBSI3H.

Tak ke B CIHCOK JOJDKHBI OBITh BKJIHOYEHB (YHKIIUU 3allMThI,
obecrieynBaemMble IITATHBIMU cpeacTBamMu oOpabotku [IJIH omepanmoHHBIMU
cucremamu (OC), mnpuknagaeiM [IO0 u  coenuanbHBIMU — KOMILIEKCAMH,
peanu3yronmMu cpencTna 3amuThl. CUCOK PYHKITUH 3alUTH MOYKET BKITFOYATh:

yIpaBJICHUE U pa3rpaHUUCHUE JOCTYIIA MMOJIb30BATENEH;

PETUCTpPAIMIO U YUeT JeHCTBUI ¢ HH(OpMaIIUEH;

obecrneyeHue eJI0CTHOCTH JaHHBIX

oOHapy>KeHHE BTOPKCHUI.

COucok UCHOJIb3YEeMbIX TEXHUYECKUX CpeACTB oTpaxkaercs B «llnane
MEpONPUATUA IO OOECIEUCHUIO 3alllUThl TMEPCOHABHBIX AaHHBIX». CIHUCOK
MCIMOJIB3YEMBIX CPEJCTB JOKEH MOAIEPAKUBATHCS B AKTyalbHOM cocTosiHUM. [Ipu
M3MEHEHUHM COCTaBa TEXHUYECKUX CpeAcTB 3amuThl uiau sneMentoB UCII/Ix
COOTBETCTBYIOIINE U3MEHEHHs JOJHKHBI ObITh BHECEHBI B CITMCOK M YTBEPKICHBI
npeacenateneM MzOuparenbHolt komuccuu CBEpIIOBCKOM 00JaCTH WM JIUIIOM,
OTBETCTBEHHBIM 3a o0ecredeHue 3amuTthbl [1/]H.

4. TpeooBanus k nmoacucremam C3I1/1n

C3I1/Ix BxIItOYAET B ceO0s1 CASAYIOITUE TTOACUCTEMBI:
yIpaBJIECHUS TOCTYIIOM, PETUCTPALIMU U YUETa;
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o0ecrneveHus HEeJI0CTHOCTU U IOCTYITHOCTH;

AHTUBUPYCHOM 3aIlIUTHI;

MEKCETEBOTO SKPAHUPOBAHUS,

aHaJu3a 3allUIIECHHOCTH;

O0OHapYKEeHUS BTOPKEHUH;

KpUNTOrpaQruecKoi 3aIHThlI.

[Moncucrempr C3I1[H UMEIOT pa3iauyHbIi (QYHKIMOHANT B 3aBUCHMOCTH OT
kinacca MCII/IH, ompeneneHHoro B «AkTe Kiaccudukanuu WHOOPMAIMOHHON
CUCTEMbI MEPCOHANBHBIX AAHHBIX». CIUCOK COOTBETCTBUS (YHKIMHA MOJICUCTEM
C3II[JH knaccy 3alMIIEHHOCTH NPEACTABIEH B TEXHUYECKOM 3aJaHUU 10
CO3JaHMUIO CHUCTEMBbl 3allUThl HHPOpMAIMK UH(POPMALMOHHOW  CHUCTEMBI
IIEPCOHAJIBHBIX TAHHBIX.

[loacucreMa yrpaBiaeHHs JOCTYIIOM, PETUCTPALIMK 1 y4eTa

IToncucrema ynpaBieHus: JOCTYNOM, PETUCTPALIMM M y4eTa MpeIHA3HAYCHA
JUTS peau3aiuy CIAEAYIOMMX ()yHKITHIA:

UIEeHTU(UKAIIMN ¥ TIPOBEPKH MOUTMHHOCTH CYOBEKTOB JOCTyMa MPHU BXOC
B UCIIH;

UACHTUPUKAIIMK TEPMHUHAJIOB, Y3JIOB CETH, KAHAJIOB CBSI3U, BHEIIHUX
YCTPOMCTB IO JIOTUYECKUM UMEHAM;

UACHTU(UKAIIMN TPOTrpaMM, TOMOB, KaTaloros, (aiiaoB, 3amuced, moseu
3aMuceu 1o MMeHaMm;

perucTpaiuu Bxojaa (BbIXo/ia) CyOBEKTOB JOCTYIA B CUCTEMY (U3 CHUCTEMBI),
aM00 perucTpanuu 3arpy3kd M WHUIUAIU3ALUA ONEPAllMOHHOM CUCTEMBI U €€
OCTaHOBA.

perucTpanuyd TMOMNBITOK JOCTYyNa MPOTPAaMMHBIX CPEACTB (Iporpamm,
MIPOIIECCOB, 3a/1a4, 3aJjaHui) K 3alUIIaeMbIM (aiiinam;

pPErucTpauyy MOMBITOK JOCTYyNa MPOrPaMMHBIX CpPEICTB K TEPMHUHAIIAM,
KaHallaM CBf3M, INporpaMmamM, ToMam, Kartajoram, ¢aiigam, 3amucsM, MOJISM
3auCen.

[ToacucTema ympaBiaeHHUs TOCTYIIOM MOXKET OBITh peain30BaHa ¢ MTOMOIIBIO
MTATHBIX cpenctB oOpabotku I[IJlH (omepanuoHHBIX CHUCTEM, MPUIOKEHUU U
CYB/). Tak >xe MOXKeT ObITh BHEJAPEHO CIEIMATIbHOE TEXHHUYECKOE CPEICTBO WU
UX KOMILJIEKC, OCYIIECTBIISIIOUIUE JOMOJHUTEIbHBIE MEPHI 10 ayTeHTU(UKAIUU U
KoHTpodto. Hampumep, NpUMEHEHHE €IUHBIX XPAHWIMIL YYETHBIX 3amucei
MOJIb30BaTeNeH u pPEruCTpaMuoOHHON uH(popmauu, HCIIOJIb30BaHUE
OMOMETPUYECKUX M TEXHUUYECKHX (C MOMOIIBIO 3JEKTPOHHBIX MPOITYCKOB) MEp
ayTeHTU(PUKALUU U JPYTHX.

[loacucrema obecreyeHus NEJIOCTHOCTH M JOCTYITHOCTH

[Toacucrema obecnedyeHHs IMEITOCTHOCTH W JIOCTYMHOCTH IIpeIHAa3HAYeHA
JUIsi  o0ecredeHus I1EJIOCTHOCTH U jaoctynHoctu [IJ[H, mporpamMMHBIX U
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annapatabix cpeactB MCII[In Komuccuum, a Tak K€ CpeACTB 3alllUThI, IMPHU
CIIy4aiiHOM WJIM HAMEPEHHON MOAN(PHUKAIIUH.

Iloncucrema peanmns3yercss ¢ NOMOIIBIO  OPraHU3allMM  PE3EPBHOIO
KOIIMPOBaHUsl 00pabaThlBa€MbIX JTaHHBIX, @ TaK K€ PE3€PBUPOBAHHUEM KIIFOUEBBIX
snemeHToB UCII/IH.

[loacucTeMa aHTMBUPYCHOM 3aIIMTHI

[loncucrema aHTUBMPYCHOM 3aIMTHl TMpEAHA3HAUYEHA sl OOecredeHus
aHTUBUpPYCHOM 3amuThl cepBepoB U APM nons3oBatenein MCIIIx Komuccum.
CpencrBa aHTHUBUPYCHOM 3alllMThl MPENHA3HAYEHBl Ui pealiv3aluu
cienyomux GyHKIUN:
PE3UACHTHBIN AaHTUBUPYCHBIA MOHUTOPHHT;
AHTUBUPYCHOE CKAaHUPOBAHME;
CKPHIIT-0JIOKUPOBAHUE;
LEHTPAIM30BaHHOW/ Y JaIeHHOU YCTaHOBKW/IEUHCTAUIALINH
AHTUBUPYCHOTO  MPOAYKTA, HACTPOWKH, aAMUHHUCTPUPOBAHWS,
IpPOCMOTpPa OTYETOB M CTAaTUCTHUECKOM wHHpopmammu 1o pabdoTe
IIPONYKTA;
aBTOMATU3UPOBAHHOTO OOHOBJICHUS AaHTUBUPYCHBIX 0a3;
OTPaHUYECHHMS MPAB MOJIB30BATEINI HA OCTAHOBKY MCIOJIHSEMBIX 3a7a4
¥ U3MEHEHUS! HAaCTPOEK aHTUBHPYCHOT'O MPOrPaMMHOTO 00eCTIeUeHUS;
ABTOMATHYECKOIO  3allyCKa HEMOCPEICTBEHHO IIOCIE  3arpy3KH
ONEPALMOHHON CUCTEMBI.
[Toncucrema peanusyercs MyTeM BHEIPEHHUS CIIELIUATBHOTO aHTUBUPYCHOIO
nporpaMMHOro ooecrnedeHus Ha Bce anemeHnTsl UCITH.

[loacucTeMa MEXCETEBOI0 SKpaHUPOBAHUS

[Toncucrema MeKCETEBOTO SKPAaHUPOBAHUS MIpEeIHA3HAUEHA JJIs pealli3aluu
cienyomux GyHKIUN:

(UIbTpallMK OTKPBITOTO U 3aiu@poBaHHOTO (3akpbiToro) IP- Tpaduka;

¢dbuKcaru BO BHYTPEHHUX JKypHalIax WH(POpMAIMA O MPOXOISIIEM
OTKPBITOM U 3aKpbIToM [P-Tpaduxke;

UACHTU(PUKAIIMHI U ayTeHTU(UKALUY aIMUHUCTPATOPa MEKCETEBOIO IKpaHa
IIPU €ro JIOKAJIbHBIX 3alpocax Ha JIOCTYTI,

perucTpanudu Bxoja (BbIXOJa) aJIMUHUCTPATOpa MEKCETEBOIO0 3KpaHa B
cucteMy (M3 CHUCTEMbI) JMOO 3arpy3kd W WHHULUAIM3AIUU CHUCTEMBI U €€
IPOrpaMMHOT0 OCTAaHOBA,

KOHTPOJISI HETOCTHOCTH CBOEH MporpaMMHOM U MH(GOPMAIIMOHHON YacTH;

bunpTpalliM  TaKeTOB  CIYXKEOHBIX  MPOTOKOJOB,  CIYXalllUX  JUIs
JMArHOCTUKH U yIIpaBjieHUs: pab0OTOM CETEBBIX YCTPOUCTB;

bunbTpaMu ¢ Y4eTOM BXOJHOTO M BBIXOJHOTO CETEBOr0 MHTepdeiica Kak
CpeICTBa MPOBEPKHU MOTMHHOCTH CETEBBIX aJpEeCcOB;
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PETUCTPALMU U yUYeTa 3alpalIiBaEMbIX CEPBUCOB IPUKIATHOTO YPOBHS;
OJIOKMPOBAHUS JOCTYIa HEUACHTHU(PHUIIMPOBAHHOTO OOBEKTA UM CyOBEKTa,
HNOJUTMHHOCTh KOTOPOTrO MpU ayTeHTH(UKAUMKW HE MOATBEPAHSIACH, METOJAMH,
YCTOMUYMBBIMU K IIEPEXBATY;
KOHTPOJIS 32 CETEBOWM aKTUBHOCTBHIO MPUJIOKEHUN U OOHAPYKEHHS CETEBBIX
aTak.

HOI[CI/ICTCMa peainnu3ycTcCs BHCAPCHHUEM IMporpaMMHO-aIlrnapaTHbIX
KOMIIJICKCOB MCKCCTCBOT'O OKPAHUPOBAHUS HA I'PAHUIIC .HBC, KJIaCCOM HE HIXKeE 4.

[loacucreMa aHanM3a 3alIUIIEHHOCTHU

[loncucrema aHain3a 3alIMIEHHOCTH JOJDKHA OOECIIEUMBATH BBISIBICHHE
ySI3BUMOCTEH, cBA3aHHBIX ¢ omnOkamu B KoH¢uryparuu [10 UCIIdH, koTopsie
MOTYT OBITh MCIIOJIb30BAaHbI HAPYLIUTENIEM JJIS Peau3allii aTakKu Ha CUCTEMY.

OyHKIHMOHAT TOACUCTEMbl MOXET OBbITh pealn30BaH MPOTPAMMHBIMU U
IIPOrPaMMHO-AIIIAPATHBIMU CPEICTBAMM.

IToncucrema 0OHAPYKEHUST BTOPKEHU M

[Toacuctema oOHaApy)EHUST BTOP)KEHUU JOHKHA OOECIICYMBAThH BBISIBICHHUE
cereBpIXx arak Ha smeMmeHThl MCII[IH, mOAKIIOYEHHBIE K CETAM OOIIEro
MOJIb30BaHUs U (MJIH) MEXTyHAPOIHOTO OOMEHA.

OYHKIIMOHAT TMOJCUCTEMbI MOXET OBbITh peaiu30BaH NPOrPAMMHBIMH U
IPOrpaMMHO-AMNIAPATHBIMU CPEJICTBAMH.

[loacucrema KDHHTOI‘D&d)PI‘-IGCKOﬁ 341U ThI

[Togcuctema  kpunTorpadMyecKOd  3amUThI  MpEJHA3HAYCHA  JUIS
uckmouenus HCJl k 3ammmmaemoit undopmaruu B MUCIIIn Komuccuu npu ee
nepegade IO KaHajgaM CBsI3M  CceTe oOImiero Tmojb30BaHusS ©  (WIIM)
MEXIyHApOAHOTO OOMEHa.

[Togcuctema peanmusyeTcss TYyTeM  BHEAPCHHUS  KPUOTOTPAPUIECKUX
MIPOrPaAaMMHO-ANIAPATHBIX KOMILIEKCOB.

5. IHoaw3oBateau UCIIIn

B UCIIJu Komuccun MOXHO  BBIACIUTH  CICAYIOUIAE  TPYIIIbI
M0JIb30BATENEH, yUaCTBYIOIIMX B 00paboTke U xpanenuu [1/1n:
Anmvunuctparopsl UCIT/IH;
AJMUHUCTPATOPBI 0€301aCHOCTH;
Onepatopsl APM;
Anmunuctpatopsl cetu UCIT/IH;
TexHuueckue CHEUUAIUCTBl MO OOCIY)XHUBAaHUIO MepUPepuitHoro
000pyI0BaHUS.
JlanHble O rpynmax — [ojJb30BaTeNsiX, YpPOBHE UX JocTyna u
WHOOPMUPOBAHHOCTU  JOJKHBI  OBITH  OTpakeHbl B  Marpuie Jocryna
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MOJIB30BATENICH K 3alTUIIIAeMbIM HHPOPMAITMOHHBIM PECypcaM.

Anmunauctparop UCI1a

Anvunuctpatop  UCII[AH, corpynnuk  Komuccum  (wim  uHOE
YIOJIHOMOYEHHOE JIMI0), OTBETCTBEHHBIMH 3a HACTPOWKY, BHEApPEHUE U
conpoBoxaenne HWCIIJIH. ObecneunBaeT (QYHKIUOHUPOBAHUE MOJICUCTEMBI
ynpasienust goctynom WCIIIH 1 ynoJIHOMOYEH OCYIIECTBIISITh MPEAOCTABICHUE
W pasrpaHuyeHUe J0CTyna KOHeYHoro mnoib3oBatens (Onepatopa APM) k
DJIEMEHTAM, XPaHALIUM [I€PCOHAIbHBIEC JaHHBIE.

Anvunuctpatop HCIIJIH o6nagaer cieyroomuM YpOBHEM JOCTyla U
3HAHUMU:

oOnamaer mMONHOM HHPOpPMAIME O CHUCTEMHOM U  MPUKIAJAHOM
nporpammuom obecniedennu UCIT/Ix;

oOnamaer nOJAHOM MHpOpManMed O TEXHUYECKUX CpEACTBaX U
koHurypauuu UCI1IH;

UMEET JOCTYI KO BCEM TEXHUUYECKUM CpeACcTBaM 00padOTKu MH(pOpMaLUU U
nanaeiM UCI/IH;

oOjanaer mpaBaMu KOH(DUTypUPOBAHHUS M aIMUHUCTPATUBHOM HACTPOMKHU
texHndeckux cpeacts MCIIH.

AQMUHUCTPATOD 0€30IMACHOCTH

Anmunuctpatop 06e3omacHocTH, coTpyaHuk Komwmccnn (uiam  uHOE
YIOJHOMOYEHHOE JIMII0), OTBETCTBEHHBIM 3a ¢yHkuuonupoanue C3I1/1H,
BKJIIOYasi OOCIy)XKMBaHHE€ M HACTPOMKY aJIMUHUCTPATUBHOM, CEpPBEPHON U
KJINEHTCKOW KOMIIOHEHT.

AnMuHHUCTpaTOp 0€30MaCHOCTH 00JIaZaeT CIEeIYIOIIMM YPOBHEM JOCTyNa U
3HAHUM:

obnanaer npaBamu Anmuauctpatopa UCII/IH;

obnanaet noaHoi nHpopmanueit 06 UCIIH;

UMEeT JOCTyHn K  CpeIcTBaM  3aluThl  HWHQOpMAaLUU |
MPOTOKOJIMPOBAHUS U K 4acTH KitoueBbIX nemenToB UCII/IH;

HE MMEET MpaB JOCTyNa K KOH(PUTYPUPOBAHUIO TEXHUUECKUX CPEICTB
CETH 32 UCKIIIOUEHHEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

AnMuHucTpaTOp 6€30MaCHOCTH YIOJIHOMOYEH:

pean30BbIBaTh MOJUTHKU Oe3omacHocTh B yactu Hactporku CK3U,
MEKCETEBbIX PKPAHOB U CHCTEM OOHApYKEHHS aTakK, B COOTBETCTBUU C KOTOPHIMU
nosib3oBatenb (Onepatop APM) nonydaer BO3MOXKHOCTh paboTaTh C 3J€MEHTaMU
NCIIdx;

OCYILECTBJISTh ayJAUT CPEACTB 3ALLIMTHL;
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Onepatop APM

Oneparop APM - corpyanuk Komwuccuu (WM MHOE YHOJIHOMOYEHHOE
JauIo), ocymecTeisomuin  00padotky I1[In. Oo6paborka II[ln BKIFOUaET:
BO3MOXXHOCTh mpocmotpa II/In, pyunoit BBox IIJln B cucremy MHWCII/H,
dbopMupOBaHUE CHPABOK U OTYETOB MO HH(popmaruu, noidydyenHor uz MCIII.
Omnepatop HE MMEET TOJHOMOYMM [JIsl YNPABIEHUS IMOJCUCTEMaMu 00pabOTKU
nanaeix 1 C3I1/1H.

Omneparop UCIIJIH o6nagaeT ciaeayronuM ypoBHEM JOCTYya U 3HAHUI:

obOyiajaeT BCEeMU HEOOXOIUMBIMU aTpuOyTamMu (HampuMmep, MapoJieMm),
o0ecreurBaroIIMMU T0CTYN K HEKOTOpoMy noaMHoxecTBy [1/1H;

pacroJyiaraeT KOH(QUIEHITMATLHBIMHI TaHHBIMU, K KOTOPHIM UMEET JOCTYII.

A nmunauctparop cetu UCITH

Anvmunuctpatop cetu WCIIH, corpynauk Komuccun (wnm wuHOe
YIOJHOMOYEHHOE JIMIIO), OTBETCTBEHHBIH 3a (GYyHKIMOHUPOBaHUE
TeneKoMMyHUKaImoHHO nojacuctembl UCIIIH. AAMUHUCTpATOp CETH HE UMEET
MOJIHOMOYMM IS~ yOpaBJieHUs MOACHUCTEMaMu  OOpabOTKM  JaHHBIX U
0€30IacCHOCTH.

AJIMUHHCTpATOP CETH 00Ja1aeT CASAYIOIMHUM YPOBHEM JI0CTYyNA U 3HAHUM:

o0nagaeT 4acTbio MHPOPMALIUUA O CUCTEMHOM U MPUKIATHOM IPOrpaMMHOM
o6ecneuenuu UCII/IH;

o0JanaeT 4acTbio HHPOPMAIMN O TEXHHUYECKUX CPEICTBAX U KOH(PUTypaliuu
NUCTIH;

uMeeT (U3MUECKUI JIOCTYyl K TEXHHYECKUM CpeAcTBaM 00paboTKu
uH(OpPMAIUU U CPEJICTBAM 3aIIUTHI;

3HAET, [0 MEHBLIEN MEpE, OHO JIETaJbHOE UM I0CTYTA.

TexHUYeCKUH CIIENUATIMCT IO 00CIYKUBAHUIO NEPUDEPUTHOTO 000DPYI0BAHUSI

TexHudeckuil cenuamucT mo oOCITyXKUBaHUIO, COTpyaHUK Komuccuu (umu
WHOE YIOJHOMOYEHHOE JIUI0), OCYIIECTBISET OOCTYy)KMBaHHE W HACTPOUKY
nepudepuitnoro  obdopynoBanus UWCII[dn. TexHuueckwii CHEUANTUCT IO
obcnmyxxuBaHuio HEe wuMmeeT goctyna k [I[J[H, He wuMeeT mNONHOMOYMMA IS
yIpaBiIeHUs MOJCUCTEMaMH 00paObOTKU JaHHBIX U O€30MaCHOCTH.

TexHudeckuil CHenMUaIMCT MO OOCTY)XHBaHHIO 00JaJaeT CIeayIONIM
YpOBHEM JIOCTYTIa U 3HAHUH:

oOjanaer 4yacTbio HHGOPMAIIMU O CUCTEMHOM U MPUKIATHOM MIPOTPAMMHOM
o6ecneuenuu UCII/IH;

o0JamaeT 4acTbi0 HHPOPMAITUH O TEXHHUECKUX CPEICTBAX U KOH(PHUTYpaIruu
NCIId#H;

3HAET, M0 MEHBIIICH Mepe, OTHO JIETAIEHOE UMSI TOCTYyTIA.
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6. TpeGoBaHus Kk nepcoHaxy no odecnevyeHuro 3amuThl I1/1n

Bce corpynnuku Kowmwuccun, sBuswouecss mnosb3zoBatensamu  WCII/IH,
JOJDKHBL 4YETKO 3HAaTh M CTPOTO BBINOJHATH YCTAHOBJIEHHBIE IIpaBWIIA W
00s13aHHOCTH IO JOCTYIY K 3aIIMIIAEMbIM OOBEKTaM U COOJIOACHHUIO MPHUHITOTO
pexxuma 6e3onacHoctu [1/]H.

[Ipu BcTymieHMM B JOJDKHOCTH HOBOTO COTPYAHUKAa OH JOJDKEH OBITh
03HAKOMJIEH C HEOOXOJIMMBIMHU JTOKYMEHTAMH, PErJIAMEHTUPYIOIIUMU TpeOOBaHUs
no 3ammure [I/lH, a Takxke oOydYeHHE HaBBIKAM BBIIOJIHCHHS TIPOIEIYD,
HEOOXOUMBIX JIJIs1 CAHKIIMOHUPOBAHHOTO Hcnoiab3oBanus MCIIIH.

CoTpyaHUK JAOKEH OBITh O3HAKOMJIEH CO CBEICHUSIMH HACTOSIICH
[TonuTuku, NpUHATHIX nponeayp padoTsl ¢ anementamu UCIIIn u C3I1/1H.

Corpynnukn  KomMuccnu,  HCHOJB3YIOIIME  TEXHUYECKHE  CPEICTBA
ayTeHTU(PUKaUKu, JOJKHBI O00€CTeunBaTh COXPAHHOCTH HWIACHTU(UKATOPOB
(anekTpoHHBIX Kito4ei) u He gonyckath HC/[ k HUM, a Tak ke BO3MOXKHOCTb HUX
yTEPU WM  HCHOJb30BAaHHUS TpeTbUMHM JunaMu. llomp3oBarenu  HecyT
NEPCOHANIbHYIO OTBETCTBEHHOCTD 32 COXPAHHOCTh UACHTU(PUKATOPOB.

Cotpynnuku Komuccuu JOJKHBI ClI€AOBaTh YCTAHOBJIEHHBIM IMPOLIETYypaM
nojaaepxkanus pexxuma OezomacHoctd [IJI[H mpu BbIOOpE W HCIOJIB30BAHUU
napoJieit (eciid He UCTIOJIb3YIOTCSl TEXHUUECKUE CPEJICTBA ayTEHTU(UKAIIIN).

Cotpynnuku Komuccun [0JDKHBI 00O€CIeUMBATh HAAJEKAIIYIO 3alIUTy
000pyI0BaHus, OCTABISIEMOT0 0€3 MPUCMOTPa, OCOOEHHO B TE€X CIyyasix, KOTJa B
NOMEIICHUE UMEIOT JTOCTYI MOCTOPOHHUE Jula. Bee moap30BaTenu JOJKHBI 3HATh
TpeOoBaHusi 1o Oe3omacHoctu I[IJ[H M mporenypbl 3amUTBl 00OPYIOBaHUS,
OCTaBJICHHOT0 0€3 MPUCMOTpa, a TAK)KE CBOM 00SI3aHHOCTHU MO 00ECIEYEHUI0 TaKOU
3aIIUTHI.

CoTpyaHuKaMm 3ampelaercs yCTaHABIMBAaTh MOCTOPOHHEE IPOTrPaMMHOE
oOecrieueHne, TMOAKIIOYATh JUYHbIE MOOWIBHBIE YCTPOWCTBA M HOCUTENU
uH(pOpMaIMK, a TaK K€ 3aIIUChIBAaTh HA HUX 3alllMIIAaeMyI0 HH(POpMALIHUIO.

CoTpynHukaMm 3ampelaercsl pasriamarh 3allMilaeMylo HHQOpMaluIo,
KOTOpasi cTaja MM M3BECTHA IpH padboTe ¢ MHOOPMAIMOHHBIMU CHUCTEMaMU
Komuccuu, TpeTbum nuiam.

[Tpu pa6ote ¢ [1/1n B UCIT[Jn cotpyanuxu Komuccun o6s3anb1 00ecneunThb
OTCYTCTBHE BO3MOKHOCTH nipocMmoTpa 1/l TpeTbumu nuuamu ¢ MOHUTOPpOB APM
WJIM TEPMUHAJIOB.

[Tpu 3aBepuiennu padotsl ¢ UCII[In coTpyanuku o0s3anbl 3amutuTh APM
WM TEPMHUHAIBI C TIOMOIIBIO OJIOKMPOBKH KITIOYOM WJIH YKBUBAJICHTHOTO CPEJICTBA
KOHTPOJISI, HampuMmep, AOCTYIOM IO MapoJilo, €CIM HE HCIONb3yITCs Oonee
CUJIbHBIE CPEACTBA 3aIUTHI.

Cotpynnuku Komuccuu A0mKHBI OBITh MPOUHGOPMHUPOBAHBI 00 yrpo3ax
HapylIeHus pexuma 6e3omacHocT [IJIH U OTBETCTBEHHOCTH 3a €ro HapyllICHHE.
OHM [OJKHBI OBITH O3HAKOMIIEHBI C YTBEPXKACHHON (OpMaNbHON MpOIEaypoit
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HaJIO)KEHUSI JUCHUILUIMHAPHBIX B3bICKAHUWA HA COTPYJHUKOB, KOTOpPbIE HAPYIIWIN
OPUHATHIE OJIUTHUKY U TIporeaypsl 6e3omnacHoctu [1/1H.

CoTtpynuuku 00s3aHbI 0€3 MPOMEICHHsI COOOIIaTh 000 BCeX HAOII0IaeMbIX
WU TOA03pUTeIbHbIX ciydasx padotel MCIIJIH, morymux moBiedyb 3a coOoi
yrpo3bl Oe3omacHoctu [IJIH, a TakkKe O BBISBICHHBIX HMMH COOBITHSX,
3arparuBatomux Oe3zomacHocTh [IJIH, pPyKOBOACTBY ToOnpasfeicHUusT W JIHILY,
OTBEUAIOIIEMY 32 HEMEJJICHHOE pearnpoBaHue Ha yrpo3bl 6e3omnacHoctu [1/1H.

JlomxkHOCTHBIE 00s3aHHOCTH Toab3oBaresierd MCI/u

JloiokHOCTHBIE  OoOs3aHHOCTH — moisib3oBarened  MCII/lH  ommcansl B
CIEAYIONIUX TOKYMEHTAaX:

WNuctpykuus agmunuctpartopa UCII/IH;

WNuctpykius aqmuauctpaTtopa 6e3onacHoctu UCIH;

WNuctpykuus nonb3osatens UCIT/IH;

WMHcTpyKuus MOJIb30BaTENS IPA BO3HUKHOBEHNUH BHEIITATHBIX CUTYyalUy;

OTBETCTBEHHOCTh COTPYAHHUKOB

B cootBerctBUM co cratbeit 24 denepanbHoro 3akoHa Poccuiickoi
O®epneparuu ot 27 utons 2006 r. Ne 152-®3 «O nepcoHanbHBIX JAHHBIX» JULA,
BUHOBHbIE B HapyuieHuu TpeOoBanuil ganHoro denepanbHOro 3aKoHa, HECYT
IPAKIAHCKYIO, YTOJOBHYI, aJIMHHUCTPATUBHYIO, IHUCHUIUIMHAPHYID W HWHYIO
MPENYCMOTPEHHYIO 3aKOHOJATEIBLCTBOM Poccuiickon denepauuu
OTBETCTBEHHOCTb.

HenctByroniee 3akoHoaaTenbCTBO Poccmiickonn denepanyuu  1O3BOJISAET
NPEeABSABIATh TPEOOBAHMS MO 00ECTIEUeHUI0 0e30MacHOM paboThl ¢ 3allUIaeMOn
uHdopmalnue U MOpeaycMaTpUBAaeT — OTBETCTBEHHOCTh 3@  HapyllEHHUE
YCTaHOBJICHHBIX MPABWII 3KcIutyaTauuu 9BM u cucreM, HEpaBOMEPHBIA JOCTYII
K “H(pOpMAIUU, €CIM ATU ACUCTBUS MPUBEIN K YHUUTOXXCHHIO, OJOKHPOBAHUIO,
Moaudukanmuu WHGOpMAIK WM HapymieHuio padotel OBM mnu ceteit (ctatbu
272,273 u 274 YronoHoro kojekca Poccuiickoit deaeparun).

Anmunuctpatop MHCII[H u aamuHUCTpatop O€30MACHOCTH  HECYT
OTBETCTBEHHOCTH 32 BCE JECHUCTBUS, COBEPIICHHBIE OT UMEHU UX YUYETHBIX 3amucei
WIM  CUCTEMHBIX  y4YeTHBIX  3aluceld, ecau  He  JokazaH  (axr
HECAHKLIIMOHUPOBAHHOTO UCIOJIb30BAHUS YUETHBIX 3AMUCEN.

IIpu Hapymienusx corpyanukamMu Komuccum — mosb3oBatensimu MCITIH
npaBui, CBSI3aHHBIX C Oe3omacHocThio IIJIH, OHUM HECYyT OTBETCTBEHHOCTb,
YCTAaHOBJICHHYIO IEMCTBYIOIUM 3aKOHOAATENbCTBOM Poccniickon denepanun.

7. CHIHCOK MCIO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMATHUBHO-IIPABOBBIMU U METOAMYECKUMH JIOKYMEHTaMU, Ha
KOTOpbIX Oazupyetcst HacTosmas [lonuTuka, ssBisroTCS:
Oenepanbubiii 3akoH ot 27.07.2006 1. No 152-®3 «O mnepcoHalbHBIX
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JAHHBIX», YCTAHABIMBAIOIIMNA OCHOBHBIE MPUHLHUIIBI U yciaoBus oOpadotku [1/1H,
npaBa, 00SI3aHHOCTH M OTBETCTBEHHOCTh YYAaCTHHKOB OTHOILIEHUH, CBSI3aHHBIX C
obpabotkoii I[1/]H.

TpeGoBaHus K 3alMTe MEPCOHAIBHBIX JAHHBIX HPU HX 00pabOTKe B
UHOOPMAIMOHHBIX ~ CHCTeMaxX  MEPCOHANbHBIX  JaHHBIX,  YTBEPXKICHHbIC
nocta”oBiienneM IlpaBurenscTBa Poccuiickoit @eneparuu ot 01.11.2012 r. Ne
1119.

[Tonoxxenue 00 OCOOEHHOCTSIX OOpaOOTKM TMEPCOHANBHBIX JaHHBIX,
OCYIIECTBISIEMON 0€3 HUCIOJIb30BaHUSI CPEJCTB aBTOMATH3alMU, YTBEPKIACHHOE
nocraHoBieHueM I[lpaButenbctBa Poccuiickoit ®denepanuu ot 15.09.2008 r. Ne
687.

HopmatuBHo-MeTOAMuecKkne JOKyMeHThl @DenepanbHONM  CiyXObl 1O
TEXHUYECKOMY M JKCHepTHOMY KoHTposto Poccuiickoii ®denepanuu (nganee —
OCTOK Poccun) nmo obecnedenuto OesomnacHoctr I1/[H mpu ux obpaboTke B
NCITH:

bazoBast mMonens yrpo3 0e€30MacHOCTH MEPCOHANBHBIX JAHHBIX TpPU HX
00paboTke B MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHATbHBIX TaHHBIX, yTBEPKICHHAS
3amectutesieMm aupexkropa ®CTIK Poccum 15.02.2008 r.

Meroauueckuii  JOKyMeHT. MeTonuka OIEHKH Yrpo3 0e30MacHOCTH
unpopmaruu, yrepxkaeHHsii @CTIK Poccun 05.02.2021 r.

IIpukaz DOCTIK Poccum ot 11.02.2013 Ne 17 «OO6 yTBepKIeHUH
TpebGoBanuii o0 3amuTe HHGOPMAIMHU, HE COCTABIIAIONIMX FOCYAapCTBEHHYIO TailHy,
CoZiepXKalIuXcs B TOCYJapCTBEHHBIX HH(POPMAITMOHHBIX CUCTEMAX.

[Tpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O06 yrBepxknennn CocraBa
U COICpXaHUS OPraHW3alMOHHBIX W TEXHUYECKUX Mep IO OOECIeUCHHUIO
0€30MMacHOCTH TIEPCOHAIBHBIX NaHHBIX MPU UX 00paboTKe B MH(DOPMAIMOHHBIX
CUCTeMaX MEePCOHAIBHBIX JaHHBIXY.

[Tpuxa3z denepanbHo cmyx)0b1 6e3onmacHocTu Poccuiickoit deaeparuu ot
10.07.2014 Ne 378 «O6 ytBepxkaenun CoctaBa U COIEpKaHUS OPTaHU3AI[MOHHBIX
U TEXHUYECKHX MEp MO 00ECreueHnto Oe30MacHOCTH MEPCOHATBHBIX JTaHHBIX TPU
ux o00paboTke B WHGOPMAIIMOHHBIX CHUCTEMax MEPCOHANBHBIX JAHHBIX C
UCTOJIb30BAHUEM  CPEACTB  KpunTorpaduyeckod  3ammThl  HH(pOpMaIu,
HEOOXOIMMBIX IS BBINIOJHEHHUs yCTaHOBIEHHBIX [IpaBurenbctBom Poccuiickoii
denepanun TpeOOBaHMN K 3allUTe MEPCOHAIBHBIX JAaHHBIX JUISI KaXIOro U3
YPOBHEMW 3aLIUIIEHHOCTHY.

MeToauueckine peKOMEHIAIMU O pa3pabOTKe HOPMATHBHBIX IPABOBBIX
aKTOB, ONPENENAIOMIUX Yrpo3bl  0€30MacHOCTH  IMEPCOHAJBHBIX  JIAHHBIX,
aKTyaJbHble TMpU OO0pabOTKE MEepCOHAIBHBIX MJaHHBIX B HH()OPMAIMOHHBIX
CUCTeMaxX TMEPCOHANBHBIX JAHHBIX, OSKCIUIyaTUPYEMbIX IPU OCYIIECTBIECHUU
COOTBETCTBYIOIINX BUJIOB JIEATENBHOCTH, YTBEPKACHHBIE pYKOBOACTBOM § LleHTpa
®Cb Poccun 31.03.2015 Ne 149/7/2/6-432.



