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ITOJINTUKA
uH(OpPMaLMOHHOI 0e30MacHOCTH
1pu padoTe ¢ NepcoOHATLHBIMY JAHHBIMH
B HIWKHeTYypHHCKOI1 pallOHHO! TeppPUTOPHA/ILHON W30UpaTe/TbHON KOMUCCHH

OIIPEJEJ/IEHUSA

B HacrosiieM JoKyMeHTe WUCIOJb3YIOTCS Clefyloli[ie TepMUHbI U UX
oripefiesieHusl.

ABTOMaTH3MpOBaHHAsA CHUCTeMa - CUCTeMa, COCTOsIiasi M3 T[epcoHasa u
KOMILJIEKCAa CPeJICTB aBTOMaTH3allMh €ro [esTe/bHOCTH, peanu3yrollas MH(opma-
I[MOHHYIO TEeXHOJIOTHIO BbITIOJTHEHUS YCTaHOBIEHHBIX (DYHKIIUM.

AyTeHTH(UKAIUsA OTHOpPaBHUTe/Ns1 J[AHHBIX - IIOATBep)KIeHuWe TOro, YTO
OTIIpaBUTEJIb IT0JIYUeHHBIX JaHHBIX COOTBETCTBYET 3asiBJIeCHHOMY.
Be3onacHOCTb mNepCcoOHAaNbHBIX [AHHBIX - COCTOSIHWE  3allfUIl[eHHOCTU

TepCOHANBHBIX  JIAHHBIX, XapaKTepu3yemoe CIIOCOOHOCTBIO  TIOJTb30BaTesel,
TeXHAYECKUX  CPeACTB YW  WH(POPMAIIMOHHBIX  TEXHOJOTUA  00ecIieumnTh
KOH(U/IeHLIUAIbHOCTb, 11eJIOCTHOCTh U JOCTYITHOCTh MePCOHATbHBIX JJaHHBIX MPU UX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMaX MepCOHATbHBIX JaHHBIX.

BI/IOMETPI/I‘«IECKI/IE nepcoHajibHbI€ AdHHbIEe - CBeleHUsd, KOTOpbIE
XapaKTepy3yT (u3noaoruueckue 0CoOEHHOCTU uesioBeKa M Ha OCHOBE KOTOPBIX
MOXXHO YCT@HOBUTb €ro JIMYHOCTb, BK/IIOUas (ororpacdud, OTIeYaTKH MasblieB,
obpa3 ceTuaTKM TJia3a, OCOOEHHOCTH CTPOEHHMS Tela W JAPYIyl0 TI000HYIO
VH(OpMaLHIO.

biioKkupoBaHMe MepCOHA/JBHBIX [AaHHBIX - BpeMeHHOe I[IpeKpaileHue
00pabOTKM MepCcoHaNbHBIX AAHHBIX (3a HCK/IIOUEHHeM CjydaeB, ecd oOpabOTKa
HeoOXxoJuMa [I/isl yTOUHeHUs TIepCOHATbHBIX IaHHBIX).

Bupyc (KOMNbIOTEpPHbIN, MPOrPaMMHBIN) - WUCIIO/HSIeMbIA MPOrPAMMHBIN KO/
WA WHTePIpPeTUPYeMbli HabOp WHCTPYKIMH, 00/ajarouii CBOWCTBAMU He-
CaHKLIMOHMPOBAHHOT'O PpaClpOCTpaHeHUss U caMoBocripou3BefeHusi. (Co3/aHHbIe
AyOnMKaThl KOMIBIOTEPHOTO BUpYyCa He BCer/ia COBMAJal0T C OPUTMHAJIOM, HO CO-
XPaHSIOT CIOCOOHOCTh K Ja/bHeMIleMy paclpoCTpaHeHUI0 U CaMOBOCIIPOU3Be/ie-
HUIO.

BpejgoHocHasi mporpamMma - MporpaMma, MpeJHa3HaueHHas [Jisi OCYIeCTB-



JeHWsI HeCaHKI[MOHWPOBAHHOTO [IOCTyrna U (WIM) BO3[EMCTBUS Ha IepCOHA/bHbIe
JlaHHbIe WU PeCypPChl MH(POPMALIMOHHOW CUCTEMBI TTePCOHAbHBIX JJaHHbIX.

BcnoMorare/ibHbIe TeXHUUECKHe CPeJICTBa M CHCTeMbI - TEXHAUeCKHe Cpe/iCTBa
W CHCTeMbl, He TpeAHa3HaueHHble MJis TMepeAaud, o00pabOTKM U XpaHeHUs
MepCoHaNbHbIX  JIaHHBIX, YyCTaHaB/MBaeMble COBMECTHO C TeXHHUUYeCKUMU
CpeJCTBaMH W CHCTeMaMH, TIpeJHa3HAaueHHbIMH Ji1 00pabOTKM Te€pCOHATbHBIX
JIAHHBIX WU B TIOMEIleHUsIX, B KOTOPBIX YCTAaHOBJIEHbI UH(POPMALIMOHHbIE CHCTEeMbI
TIepCOHA/IbHBIX IaHHBIX.

JocTyn B omepanyioHHYI cpejy KoMnbioTepa (MH(OPMALMOHHON CHCTeMBbI
MePCOHA/IBHBIX JAAHHBIX) - T[I0Jy4eHHWe BO3MOKHOCTH 3alyCKa Ha BbITIOJIHEHUE
IITaTHBIX KOMaH/, (GyHKUWNA, NpoLeyp OrepaldoOHHOW CHUCTeMbl (YHUUTOXKEeHUS,
KOIMMPOBaHUs, TepeMelleHusi W T.1.), MCIOJHsAeMbIX (DalIoB TIPUK/IAAHBIX
TIpOrpaMM.

Jdoctyn kK wuHpopManuu - BO3MOXXHOCThH MOJIydyeHUsI HMH(pOpMalUu U ee
VICII0/Tb30BaHUSI.

3aK/1a/{0uHOe YCTPOMCTBO - 37IeMEHT CpeJCTBa CheMa MH(OpMali, CKPhITHO
BHe/IpsieMbI  (3aK/a/iblBaeMbld WM BHOCUMBIM) B MeCTa BO3MOXXHOTO CheMa
vHbopMaiud (B TOM UHC/Ie B OrpaxaeHHe, KOHCTPYKLUIO, 0OopyzmoBaHue,
rpeMeThbl MUHTepbepa, TPAHCIIOPTHBIE CPe/CTBA, a TAK)Ke B TEXHUUECKHe CPeJCTBa U
cucTeMbl 00pabOTKY MH(MOPMAIIH).

ammijaemass uHdopMmanua - HHPOpMals, SB/SIOMIASICA MPeAMEeTOM
COOCTBEHHOCTH U TOZJIe)Kalllas 3aliiTe B COOTBETCTBUM C TPeOOBAaHUSIMU TTPABOBBIX
JOKYMEHTOB Wi  TpeOOBaHUSIMH,  yCTaHaB/IWBaeMbIMH  COOCTBEHHUKOM
vH(opMaruu.

Npentudukanua - TIPUCBOeHHWE CyOBeKTaM UM 00beKkTaM  JIOCTYyIIa
vjeHTUPuUKaTtopa U (WIM) CpaBHEHUE TMPeAbsB/ASIEMOr0 WJeHTU(PUKAaTopa C
riepeuHeM MPHCBOEHHBIX WeHTU(HUKATOPOB.

NudopMaTuBHBIM CUTHa/ - 3JJ/IGKTPUYECKUe CUTHa/bl, aKyCTUYeCcKue,
3/7IeKTPOMarHUTHbIe U Apyrye (u3nuyeckue MoJsi, Mo rapaMeTpaM KOTOPbIX MOXXET
ObITh pacKpbiTa KOHGHAEeHIMaTbHas WH(opMalus (TepcoHanbHble IaHHBIE)
obpabaTeiBaeMasi B UH()OPMAILIMOHHON CHUCTeMe IepCOHATbHBIX IaHHBIX.

HNudopManuoHHbIE TEXHOJIOTHH - TIPOLIeCChl, MeTOZbl ToMCKa, cbopa,
xpaHeHusi, 00pabOTKH, TIpe/loCTaB/ieHUsl, paclpoCcTpaHeHUss UHPopMaLuu U
CTI0COOBI OCYII[eCTBIEHUST TAaKUX TIPOIIECCOB U METO/IOB.

NudopmanmnonHas cucremMa nepcoHaabHbIX AaHHbIX (UCII/IH) - COBOKYITHOCTh
cofepkaiuxcsi B 6a3ax JaHHBIX TMepCOHATBHBIX JAHHBIX M 00ecrieurBaroluX HX
00paboTKy MH(OPMaI[MOHHBIX TEXHOJOTHUH U TEXHUUECKUX CPeJICTB.

Vcnonb30BaHue MEPCOHANBHBIX [JAHHBIX - JledCTBUSL  (omepanuu) C
TepCOHaIbHBIMY JJaHHBIMU, COBepILLIaeMble OIepaTopOM B LIeJISIX TIPUHATUS PelleHuM
WM COBEPLIeHUS] UHBIX JEeMCTBUM, TOPOKJAIIIUX IOpUJAUYECKHe TMOC/IeCTBUS B
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OTHOILIeHNH CyObeKTa MepCoOHaMbHBIX IaHHBIX WKW APYTUX UL MO0 UHBIM 06pa3oM
3aTparvBaroLMX TpaBa U cBOOOABI CyOBeKTa MepCOHaMbHBIX AAHHBIX WU APYTUX
UL,

HicrouHuk yrposbl 0OesomacHocT uHpopManuu - CYOBEKT JOCTyTIa,
MaTepuanbHbIi 00BeKT WM (¢u3nueckoe siBjieHUe, SIBJSIOLIMECS TPUUHMHOU
BO3HUKHOBEHUS YTPO3bl Oe30MacHOCTU WH(GOPMALIUH.

KoHTpo/inpyemasi 30Ha - IPOCTPAHCTBO (TePPUTOPUS, 3/laHKe, YaCTh 3/laHus,
roMelljeHe), B  KOTOPDOM  MCK/IOUEHO  HEKOHTpo/iuMpyemoe  TipeObIBaHUe
MIOCTOPOHHUX JIML], & TAK)Ke TPaHCIIOPTHBIX, TEXHUYECKUX U WHBIX MaTepUaJbHbIX
CpeJCTB.

KondugeHua/bLHOCTL MEPCOHANBHBIX [AAaHHBIX - 00s3aTe/lbHOe IS
co0/tofieHrs  OTiepaTOpOM WM WHBIM TOJYYMBIIMM JOCTY K TepCOHaIbHBIM
JaHHBbIM JIML[OM TpeboBaHWe He JOMycKaTb WX paclpocTpaHeHWe 6e3 coriacus
cyObeKTa nepCoHabHBIX JAaHHBIX WM HAaJTMUKsi HTHOTO 3aKOHHOT'O OCHOBAHUSI.

MejkceTeBo# 3KpaH - JIOKa/bHOe (0ZHOKOMIIOHEHTHOE) WX (PYHKI[MOHA/IbHO--
pacripefie/ieHHOe MporpaMMHoe (TIporpaMMHO-arirapaTHoe) CpeACcTBO (KOMILIEKC),
peanu3yloillee KOHTPO/Ib 3a HH(oOpMaljyeld, MmocTynawolled B HWH(POPMAaIMOHHYHO
CUCTEeMY TIepCOHa/bHBIX [JaHHbIX W (WIM) BBIXOASAIIEM U3 HH(POPMAI[MOHHOMU
CUCTEMBI.

Hapyiure/ib 0€30MacHOCTH NEepPCOHANBHBIX JaHHBIX - (DU3HMUECKoe JIUIIO,
C/Iy4yallHO WM TpeJjHaMepeHHO COBepLIarolllee AEeUCTBUS, C/Ie[CTBUEM KOTOPBIX
SIBJISIeTCs. HapylleHue 0e30MacHOCTH TePCOHAMBHBIX [JaHHBIX TPU HUX 00paboTKe
TeXHUUEeCKUMU Cpe/ICTBaMU B MH(GOPMALIMOHHBIX CUCTeMaX MePCOHA/bHBIX [JaHHBIX.

HeaBToMaTH3upoBaHHass 00pafoTKa NepCOHA/IBHBIX JaHHbIX - 00paboTKa
MEePCOHA/IbHBIX  [JaHHBIX, COJepXaluxci B  HWH(POPMALMOHHOM  CHUCTEME
TepCOHANBHBIX [JIJaHHBIX JINOO W3B/IEUEHHBIX M3 TaKOM CHUCTeMbl, CUMTAETCS
OCYILeCTB/IEHHOU 6e3 WCII0J/Ib30BaHUs Cpe/iCTB aBTOMaTU3aLuu
(HeaBTOMAaTU3MPOBAHHOM), €C/I TaKWe [IeHMCTBUS C MePCOHATbHBIMU JAHHBIMU, KaK
VICTI0/Ib30BaHWE, YTOUHEHHE, paclpoCTpaHeHWe, YHUUTOXKEHUEe [epCOHATbHBIX
JAHHbIX B OTHOIIEHWM KaXKAOTO U3 CyOBEKTOB TepCOHa/IbHBIX [JaHHBIX,
OCYILeCTBJISIFOTCS TPY HETTOCPe/ICTBEHHOM yUaCTHUU YesioBeKa.

Hepexk/apupoBaHHbIe BO3MOXKHOCTH - (YHKUMOHa/bHble BO3MOXHOCTHU
CPeJICTB BBIUMC/UTE/IbHOM TeXHUKW, He OMUCaHHble W/IA He COOTBETCTBYOLME
OMUCAaHHBIM B JJOKYMEHTAL|UH, NIPU UCI0JIb30BaHUM KOTOPBIX BO3MOXXKHO HapyllleHue
KOHGUIEHIMATBbHOCTH, AOCTYITHOCTH WK 1[eIOCTHOCTH obpabaTbiBaeMoil HWH-
dbopmaruu.

HecaHKIIUOHUPOBaHHBIN AOCTYN (HeCAaHKIMOHMPOBAHHbIE AEHCTBHS) -
JOCTYII K MH(OpPMALMU WK [JeMCTBUS C MH(pOpMaLyel, Hapyliarolye rpaBy/a pas-
rpaHUYeHUs1 JOCTyIa C WCIO/b30BaHWEM IITaTHBIX CPE/CTB, MpeA0oCTaB/isieMbIX
VMH(OPMaIMOHHBIMUA CHCTEMaMU MepCOHA/IbHBIX JaHHBIX.
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Hocurens undopmanuu - dhr3nueckoe JIMI0 WIK MaTepyualbHbIM O0BEKT, B
TOM uuc/e pusnueckoe 1oJie, B KOTOpOM UH(OpMalysi HaXO/IUT CBOe OTpakeHue B
BUJle CHMBOJIOB, 00pa30B, CHWTHA/OB, TeXHWYECKHUX PEIIeHWHM U TPOI[eCCOB,
KOJIMUeCTBEHHBIX XapaKTepUCTUK (HU3NUeCKUX BeTMUMH.

OGe3MuMBaHNe MEePCOHAIBHBIX JAaHHBIX - [IeHCTBUS, B pe3yJibTaTe KOTOPBIX
CTAaHOBUTCSI HEBO3MOXXKHBIM 03 HCIO0/b30BaHUS [JJOTIOTHUTETbHOW HWH(pOpMAaIiH
onpeJenUTh TPUHA/IEXKHOCTb ITePCOHANBHBIX TaHHBIX KOHKDETHOMY CYOBEKTY
TiepCOHaTbHBIX IaHHbIX.

O0GpaboTka mepCcoHA/NBbHBIX [JaHHBIX - JIF00Oe felcTBUe (oreparusi) Wid
COBOKYITHOCTb [JIeWCTBUM (Orepaluii), COBepllaeMbIX C MCIO0JIb30BAHUEM CPE/ICTB
aBTOMaTH3allui WM 0e3 HCIO/Nb30BaHUSI TaKUX CPeJACTB C TIePCOHATbHLIMU
JAaHHBIMM, BK/IOYass cOOp, 3amuch, CHCTeMAaTU3al[liio, HAKOIUIeHWe, XpaHeHHe,
yTouHeHue (0OHOB/eHWEe, W3MeHeHUe), H3BJeueHue, HCII0b30BaHUe, Iiepefauy
(pacmipocTpaHeHHWe, TIpeJoCTaB/ieHWe, MAOCTYyIl), obe3nuunBaHue, OO0KMpOBaHHUe,
yajieHre, YHUUTO)XXeHUe MepCoHabHbIX JAHHbIX.

OO01eAoCTyNIHBIE TEePCOHA/IbHBIE JJaHHBbIE - TePCOHA/IbHbIE IaHHbIE, JOCTYII
HeOTpaHWUYEeHHOr0 Kpyra J/MI] K KOTOpPbIM IIpeloCTaB/ieH C COrJlacusi CyObekTa
TepPCOHA/IbHBIX JIaHHbIX WM Ha KOTOpble B COOTBETCTBUM C (ejiepaibHbIMU
3aKOHaMH He pacrpocTpaHsieTcsi TpeboBaHre cobOmofieHrst KOHMU/JeHITUaTbHOCTH.

Oneparop (mepCcOHANBHBIX  JAHHBIX) -  TOCY[ADPCTBEHHBIM  OpraH,
MYHHUIUTIAaBHBIA OpraH, IopuAudeckoe Wiv hu3ndeckoe JIMI[0, CAMOCTOSITeTbHO WU
COBMECTHO C /IpyTMMU JIMIJaMU OpraHu3ylolue W (WIid) OCYIeCTB/SOIIMe
00pabOTKy MepCOHANbHBIX JAHHBIX, a TaKXKe OIpeesomnye I1jear 00paboTKH
TePCOHAILHBIX JTaHHBIX, COCTAB MEPCOHA/IbHBIX JAHHBIX, MOZJIeXKaIux o0paboTKe,
JleicTBUs (omepaiuu), CoBepiliaemMble C MePCOHA/IbHBIMU IaHHBIMMU.

TexHnuueckue cpeacrea HHq)OpMauHOHHOﬁ CUCTeMbI NMEePCOHA/IBHBIX JdHHbBIX -
CpeficTBA  BBIUYMC/IWTENbHONM  TeXHHUKH,  WH(OPMAaLMOHHO-BBIUKC/IHUTE/TbHbIe
KOMILJIEKCHI M CEeTH, CPe/CTBa M CHCTEeMbI mepejaud, rpuemMa u obpabotku I11H
(cpeacTBa ¥ CHMCTEMbI 3BYKO3allMCH, 3BYKOYCH/IEHHS, 3BYKOBOCITPOM3Be/I€HUSs],
TeperoBOpHble U TeJeBU3MOHHBbIE  YCTPOWMCTBa, CpeJACTBa  M3rOTOBJIEHUS,
THPA)KUPOBAHUS JOKYMEHTOB U JIpyTrHe TeXHUUeCKHe CpeCcTBa 00paboTKU peueBoid,
rpaduueckoi, BUAeO- U OyKBeHHOLM(POBOW WHMOPMALMKM), MPOrPaMMHbIe
cpeficTBa (OmepaljMoOHHbIE CUCTEMbI, CUCTeMbI yIpaB/ieHHs 0a3aMM JaHHbIX U T.IL.),
CpejiCTBa 3allUThl MH(MOPMaIUK, pUMeHsieMble B UH(POPMaI[MOHHBIX CUCTEMaX.

ITepexBar (undopmanuu) - HepaBOMepHOe I10JydyeHHe WHbOPMaIUU C
WCTIO/Tb30BaHWEM TEeXHWUeCKOr0 CpeZiCTBa, OCYIIEeCTBIISAIONIEro oOHapysKeHue,
nipvieM 1 00paboTKy MH(OPMATUBHBIX CUTHAJIOB.

ITepcoHabHbIE JaHHBIE - T00ass WH(OPMALYs, OTHOCSIIASICS K TIPSIMO WM
KOCBEHHO OIpe/Je/IeHHOMY WM OIpefiesiieMoMy (Gu3nueckoMy Jvily (CyOBeKTy
TiepCoHabHBIX /IaHHBIX);



ITobouHbIe  3J/IEKTPOMAarHUTHbIe  HW3JIyUYeHHs] WM HABOJKH -
3/IEKTPOMAarHUTHBIE HW3/yUYeHUs] TeXHUUeCKUX Cpe/CTB 00pabOTKH 3alluIlaeMOM
vHboOpMalliy, BO3HMKAIOI[Me KakK T110004YHOoe  siBleHWe U BbI3BaHHBIE
3JIEKTPUUECKUMM CUTHA/IaMU, [eWCTBYIOLIMMU B UX 3JIEKTPUYECKUX M MarHUTHBIX
1[eMsX, a TakKXKe 3/IeKTPOMarHUTHbIe HAaBOJIKM 3TUX CUTHAJIOB Ha TOKOIPOBOZASIIME
JTMHUM, KOHCTPYKIIUU U 1]eTH TTUTaHUSI.

ITo/IMTHKA «YHCTOr0 CTO/Ia» - KOMILJIEKC OpraHW3allMOHHBIX MepOMNpUSITUM,
KOHTPOJIUPYIOIIMX OTCYTCTBHE 3allMChIBaHUS Ha OyMakHble HOCHUTENMU KHOUeld U
aTpubyTOB AoCTYyTa (TapoJieii) U xpaHeHus1 X BOM3M 0ObEKTOB JJOCTYTA.

ITonib30Bare/nb MH(POPMAIMOHHOM CHCTEMbl NMEPCOHA/IBHBIX [JAHHBIX -
L0, ydacTBylollee B  (YHKUMOHHMDOBAHMM  MH(GOPMALIMOHHONW  CHUCTeMbI
TePCOHAJIbHBIX JJaHHBIX WM UCMOJIb3YIolllee pe3y/bTaThl ee (OyHKLIMOHUPOBaHUSI.

IIpaBuia pa3rpaHuyYeHHs AocTymna - COBOKYITHOCTb TIpaBuJI,
perjIaMeHTHPYIOIIMX MpaBa JA0CTyIa CyOBeKTOB A0CTyIa K 00beKTaM Z0CTyTIa.

IIporpaMmMHas 3akjajKa - KOJ MpOrpaMMbl, TpeJHaMepeHHO BHECEHHBIM B
TporpaMMmy C 1ieJibl0 OCYIIeCTBUTh YTeUKy, M3MeHUThb, OJI0OKUPOBATh, YHUUTOXUTh
vHGMOPMAIMI0 WM YHUUYTOXXUTb U MOAUMUIMPOBATH IMPOrpaMMHOe obecrieueHue
MHGOPMAI[MOHHON CHCTeMbI TIepCOHA/IBHBIX JaHHBIX W (KMaHM) G0KMpOBaTh aria-
paTHbIe Cpe/iCTBa.

IIporpamMMHoe (mporpaMMHo-MaTeMaTH4YecKoe) BO3/leliCTBHE -
HEeCAHKIIMOHUPOBAaHHOe  BO3JEMCTBUE HAa  Pecypcbl  aBTOMAaTU3HMPOBAaHHOU
MH(OPMALIMOHHOW CHUCTEMBI, OCYILECTB/SIEMOE C MCII0/b30BaHUEM BpeJOHOCHBIX
TIporpamm.

PackpbITHe TEpPCOHA/IBHBIX [JAHHBIX - YMBILIUIEHHOE WIA C/ly4aulHOe
HapyllleHue KOH(PUAeHI[MaTbHOCTH IepCOHATbHbIX IaHHbIX.

PacnpocTpaHeHHe TePCOHA/IBHBIX JAHHBIX - [EMCTBUS, HarlpaB/ieHHble Ha
pacKphbITHe NepCOHA/IbHBIX JJaHHBIX HeoIpe/ie/IeHHOMY KPYTY JIUL].

Pecypc uH(OPMAIMOHHON CHCTeMbI - MMEHOBAHHBIM 3/IeMEeHT CHUCTeMHOrO,
TIPUKJIaTHOTO W arirnapaTHOro obecrieueHust (YHKIIMOHMPOBaHUS
VH(OPMAaLMOHHOW CUCTEMBI.

CHE].II/IHJIBHBIE KaTeropu nepcoHa/IbHbIX AAHHBIX - [NePpCOHA/IbHbIE [dHHEIE,
Kacaroluecs pacoBOW, HALMOHATBLHOW MPUHA/JIEXKHOCTH, MOJUTUUYECKUX B3IJISIZIOB,
PeJIMTUO3HBIX WU (GUmocoPckux yOeXkIeHH, COCTOSHUSL 3/]0POBbSi 1 UHTUMHOMU
YKU3HU CyOBeKTa MepCoHaTbHBIX JaHHBIX.

CpeacTBa BBIUMC/IMTE/BLHOM TeXHUKH - COBOKYITHOCTH MPOTPAaMMHBIX U TeX-
HUYEeCKUX 37IeMEeHTOB CUCTeM 00paboTKM [JaHHBIX, CIOCOOHBIX (DYHKLIMOHUPOBATh
CaMOCTOSITe/TbHO WU/ B COCTaBe JIPyTUX CUCTEM.

CyobekT pAoctyma (Cy0beKT) - /MO WM TIPOLecC, AeWCTBUSI KOTOPOrO
perjiaMeHTHUPYIOTCS PaBUIaMU pa3rpaHudeHUst 10CTya.

TexHNUeCKUM KaHa/ yTeuKd HHPoOpManuM - COBOKYIIHOCTb HOCHUTE/Id WH-
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dopmarum (cpeactBa 06paboTkM), dH3UUeCKOW Cpe/ibl pacnpoCTpaHeHus: UH(Op-
MaTHUBHOTO CHUT'HAJIa ¥ CPeZICTB, KOTOPLIMH [J0OBIBaeTCs 3aiuiriaeMast “H(GopMariys.

TpaHcrpanvuHasi  mepejaya IepCOHA/IbHbIX  JaHHBIX -  [lepejaua
TepPCOHAJIbHBIX JJaHHBIX OrepaTopoM uepe3 ['ocyapcTBeHHYHO rpaHully Poccuiickom
denepallid OpraHy B/IacTU WHOCTPAHHOTO T'OCYJapCTBa, (HU3UUECKOMY WU
IOpUMYEeCKOMY JIMIy UHOCTPaHHOTO TOCY/1apCTBa.

Yrpo3bl 0€30MacHOCTH MePCOHAIBHBIX AAHHBIX - COBOKYITHOCTb YC/IOBUH U
(dakTopoB, CO3JAlOLIMX OMaCHOCTb HECAHKIMOHUPOBAHHOTO, B TOM UHCIe
C/Ty4ailiHOTO, JIOCTYIa K TepCOHa/NbHbIM JIJaHHBIM, Pe3y/JbTaTOM KOTOPOT'O MOXKET
CTaTb YHUUTOKE€HHeE, W3MeHeHHe, O/I0KMpOBaHWe, KOITMPOBaHWe, pacpOCTpaHeHHe
TePCOHAJIbHBIX JAHHBIX, @ TaK)Ke UHbIX HeCAaHKI[MOHUPOBAHHBIX J€MCTBUN MPU UX
00paboTKe B MHPOPMAIIMOHHOM CHCTeMe MepCOHATbHBIX JaHHBIX.

YHuuTO)KEHHEe NEePCOHA/IbHBIX JAHHBIX - JIEWCTBUS, B pe3y/bTaTe KOTOPBIX
CTAHOBUTCSI HEBO3MOXXHbIM BOCCTAaHOBUThL CO/iep)KaHWe TePCOHATbHBIX JAHHBIX B
VMH(MOPMAaI[MOHHOW CUCTeMe TepCOHATbHBIX AaHHBIX U (WIM) B pe3ysbTaTe KOTOPbIX
YHUUTOXKAKOTCSI MaTepuasibHble HOCUTE/IN MepCOHA/IbHBIX JTaHHBIX.

YTeuka (3amumjaemMori) uHpOpPMALMU 10 TeXHUUYECKUM KaHa/laM -
HEKOHTPOJIMPYeMOe pacripocTpaHeHrHe WH(OpMalluid OT HOCUTess 3alliylljaeMoi
vHpopMaluu  uepe3  (PU3MUECKYH0 Cpelly /10 TeXHUYECKOro  CpefiCTBa,
OCYLLECTBJISIFOLLEr0 repexBaT UH(POPMALIUHU.

Ys13BUMOCTD - C/TAOOCTb B CPe/ICTBAX 3alllUThI, KOTOPYIO MOXXHO HCIT0/Ib30BaTh
JI7Is1 HapyIIIeHUs1 CUCTeMbI WK cojiepKallleiicsi B Heil UH(OpMaliUu.

IlesiocTHOCTH WH(pOPMALUU - CTIOCOOHOCTH CpeJCTBA BBIUMCIUTETHHOU TeX-
HUKA WIM aBTOMATHM3UPOBAaHHOW CHCTeMbl obecrieuMBaTh  HEW3MEHHOCTb
vHbOpMaI[MM B YC/JIOBUSIX C/Iy4alHOTO W/WIKM TpeJHaMepPeHHOr0 WCKa)KeHUs!
(paspyiueHus).



OBO3HAYEHUA 1 COKPAILIEHUA

ABC - aHTUBUpYCHBIe Cpe/iCTBa

APM - aBTOMaTU3UpOBaHHOE pabouee MeCcTo

BTCC - Bcriomorare/ibHble TeXHUUeCKUe CpefiCTBa U CUCTEMBI
NCII[IH - uHdbopMalloHHasi CUCTeMa MepCOHa/IbHbBIX JaHHBIX
K3 - KoHTpo/MpyemMas 30Ha

JIBC - nokasnbHas BEIUMC/IATEIbHAsSA CeTh

MD3 - MexxceTeBOM 5KpaH

HC/I- HeCaHKIJMOHUPOBAHHBIN JOCTYTI

OC - orepaljMoHHas cucTeMa

I1/JH - mepcoHa/bHbIe JaHHbIe

[IMB - nporpaMMHO-MaTeMaTU4YeCKOe BO3ZeNCTBUE

1O - nporpaMMHoe obecrieueHe

[TOMUH - nobouHbie 3/1eKTPOMarHUTHbIE U3TyUeHUs] U HaBOAKHU
CA3 - cucTema aHanv3a 3all[UILleHHOCTH

C3U - cpeacTBa 3alyThl UHGOPMAaLUU

C3I11H - cuctema (riogcrucTemMa) 3aljyThl TIEPCOHATBHBIX JAHHBIX
COB - cuctema o6Hapy KeHUs1 BTOp>KeHUM

TKYMU - TexHHUuecKue KaHajibl yTeUKU UH(OpMaLun

YBII[IH - yrpo3bl 6e3011aCHOCTH TT€PCOHAMBHBIX JAHHBIX



BBEJEHME

Hactosijasi Tlonutrika wuH(oOpMalioHHOW Oe3omacHOCTU Tipu  pabote C
MepCOHa/bHBIMU aHHBIMU B HWKHETYPpUHCKOW paliOHHOW TeppUTOpPHAIbHOU
nusbupatenbHOM Komuccuu  (fganee - [lonuTtuka) —sBisieTcs  OGUIMAIBHBIM
JIOKYMEHTOM.

[MTosuTuKa pa3paboTaHa B COOTBETCTBUM C TPeOOBaHUSIMU, YCTaHOB/IEHHBIMHU:

denepanbHbiM  3aKOHOM 0T 27.07.2006 Ne 149-®@3 «O6 wuHbopMarmy,
VMH(MOPMAaI[MOHHBIX TEXHOJIOTUSIX U O 3al[uTe UHGOPMaLun»;

®efepanbHbiM  3aKOHOM  OT 27.07.2006 Ne 152-®@3 «O rmepcoOHaIbHbIX
JAaHHBIX> ;

noctaHoB/ieHueM [lpaButenbctBa Poccurickont @epeparuu ot 01.11.2012 Ne
1119 «O6 yTBepxAeHWH TpebOOBaHWI K 3alllUTe TIePCOHA/NBHBIX JAaHHBIX TPU MX
00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MepCOHATbHBIX JaHHBIX»;

nioctaHoBsieHveM [IpaBuTtenscTtBa Poccuiickont @efepariuu oT 15.09.2008 Ne
687 «O6 yTBepxAeHUM TONOKeHUs1 00 0COOeHHOCTsAX 00pabOTKU TepCOHATBHBIX
JAHHBIX, OCYIIeCTB/sieMOl 6e3 NCT0Ib30BaHKMs CPeZCTB aBTOMAaTH3al[uN»;

rioctaHoBsieHreM [IpaButensctBa Poccuiickon ®Pegepanyu ot 21.03.2012 Ne
211 «O06 yTBepykJeHUH TIepeuHsi Mep, HarpaB/ieHHbIX Ha 0becrieueHre BBITIOJTHEHUS
o0si3aHHOCTeN, TMpefycMOTpeHHbIX ®efepanbHbIM 3aKOHOM «O TMepCOHa/IbHBIX
JJaHHBIX» U IPUHSITBIMU B COOTBETCTBHUH C HUM HOPMaTHMBHBIMU MPABOBLIMU aKTaMHU,
ornepatopaMy,  SB/SIOIIUMMUCA  TOCYJAapCTBEHHbIMUM WM  MYHHULUNAJIbHBIMHU
OpTrdHAMWN»;

npuka3zoM ®CTOK Poccuu ot 18.02.2013 Ne 21 «O6 yTBepkgeHun CocraBa
W COJlep)KaHWsi OpraHM3alMOHHBIX M TeXHWYeCKUX Mep T0 obecrieueHUIO
6e30MMacHOCTH TIePCOHABHBLIX AAHHBIX MPU WX 00paboTke B HWHGMOPMALIMOHHBIX
CUCTeMax IMepCOHATbHBIX TaHHBIX»,

nprkazoM ®CB Poccuu ot 10.07.2014 Ne 378 «O6 yTBep/IeHHUM COCTaBa U
Cofiep>KaHWsI ~ OpraHM3allMOHHBIX UM TeXHUUeCKUX Mep 1o obecreueHUIo
6e30MMacHOCTH TIePCOHABHBIX AAHHBIX MPU WX 00paboTKe B HMHGMOPMALIMOHHBIX
cucTeMax MepCoOHa/IbHBIX JaHHBIX C UCMO/Ib30BaHUEM CPEACTB KPUNTOrpapuyecKou
3aiUThl  MHPOpPMAIUK, HeOOXOJUMBIX /i1 BBIMOJHEHUs  yCTAaHOBJIEHHBIX
[TpaButenscTBoM Poccuiickoii defepaiiy TpeboBaHU K 3all[iTe TE€PCOHATbHBIX
JJaHHBIX /I K&XXJ0T0 U3 YPOBHEH 3alUILEHHOCTI»;

MeToiueCKUMHM PeKOMEeHAIUsIMU 10 pa3pab0TKe HOPMATHUBHBLIX ITPABOBBIX
aKTOB, OTPeJeJISIOIINX YIPo3bl 6€30MacCHOCTU TIepPCOHABbHBIX JIaHHBIX, aKTyasbHbIE
npu o0paboTKe TiepCOHANbHBIX [JAHHBIX B  HWH(OPMAI[MOHHBIX  CHCTEMax
TepCOHAbHBIX JaHHBIX, SKCIUIyaTUPyEeMBbIX MPU OCYLECTBIEHUA COOTBETCTBYIOLLIUX
BU/IOB [IeATe/IbHOCTH, yTBepKAeHHbIMU pykKoBoACTBOM 8 Llentpa ®Cb Poccuu
31.03.2015 Ne 149/7/2/6-432.
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B Tlonutvke oripesenedbl TpeboBaHusi K rmiepcoHany WCII[H, cTeneHb
OTBETCTBEHHOCTH TePCOHa/Ia, CTPYKTypa U HeOOXOAUMBbI YPOBeHb 3allUILeHHOCTH,
CTaTyC U [IOJDKHOCTHble 00s3aHHOCTH COTPYAHUKOB, OTBETCTBEHHBIX 3a
obecrieueHre 06e30MaCHOCTU TepCcOoHaNbHBIX AaHHBIX B VMCII/IH HmwkHeTypuHCKOMN
pailoHHOM TeppUTOpHaNbHOM U30UpaTe/bHOM KoMuccuu (fanee — Komuccus).

1. O01IMe M0/1I0)KeHUA

Llenvto Hacrosieit Ilomutuku — siBrisieTcst  obecrieueHure  6e30MacHOCTH
00beKTOB 3aluThl Komuccuu OT Bcex BHJOB YIrpo3, BHEIIHWX W BHYTPEHHUX,
YMBILLIJIEHHBIX U HerpeJHaMepeHHbIX, MUHMMH3aLusi yiiepba OT BO3MOXKHOM
peanu3sanuu yrpo3 6esonacHoctu [1Ju (YBITAH).

be3onacHOCTh Te€pPCOHA/BHBIX [@HHBIX [OCTUTaeTCs IyTeM MCK/IOUYeHUs
HeCaHKLIMOHWPOBAHHOTO, B TOM YHWCJIe CIy4YalHOro, JOCTyrna K IlePCOHAa/bHBIM
J@HHBIM, pe3y/IbTaTOM KOTOPOTO MOXKeT CTaTb YHUUTOXXeHHWe, H3MeHeHue,
O/10KMpOBaHKe, KOMMPOBaHKe, pacrpoCTpaHeHue MepCoHaIbHBIX JJaHHBIX, a TaKXKe
VIHBIX HeCaHKLJMOHUPOBAHHBIX [JeMCTBUU.

WHdopmalyiss U CBs3aHHbIe C HeW pecypchbl JO/DKHBI ObITh JOCTYITHBI ISt
AaBTOPU30BAHHBIX II0JIb30BaTe/eld. [IO/DKHO  OCYLIeCTB/IATBCS  CBOEBPEMEHHOe
oOHapy>keHUe 1 pearupoBaHue Ha YBII/IH.

HO/DKHO ~ OCYLLeCTBJIATbCA ~ TpefOTBpallleHre  MpeJHaMepeHHbIX WU
CJly4aliHbIX, YaCTUYHBIX WM TOJIHBIX HeCaHKLMOHUPOBAHHBIX MOAU(UKALUN WU
YHUUTOXXEHUS JaHHbIX.

CoctaB 00B€KTOB 3allIMTHI TIpe/icTaB/ieH B «[lepeuHe rnmepcoHanbHBIX JAaHHbIX,
obpabaTtbiBaeMbix B HKHEeTYPHUHCKOM PaliOHHOM TeppUTOpPUAaIbHON U30upaTenbHON
KOMHCCHM B CBSI3W C peanm3aljied C/Ty>KeOHBIX (TPYJOBBIX) OTHOIIEHHWM, a TaKxke
OCYILleCTB/IEHUEM Ir'OCYZ,apCTBEHHBIX (QYHKLUI».

Cocras HMCII[JH nognexammx 3amure, IipefcrasieH B «llepeune
VH(OPMAaLMOHHBIX CUCTEeM MePCOHAIbHBIX JaHHbIX B HIDKHETYpHHCKOW pallOHHOM
TepPUTOpPHAIbLHON N30MpaTe/IbHOM KOMUCCHIY.

2. O0/1acTh AelicTBUA

TpeboBanust HacTosiel [ToMMTUKKY pacripOCTPAHSIOTCS Ha BCEX COTPYAHUKOB
Komuccuu (LITaTHbIX, BpeMEeHHBIX, pabOTaroIMX MO KOHTPAKTy U T.I.), a TakxXe
BCeX MPOYMX Jivl] (MOAPSAUNKY, ayAUTOPHI U T.11.).

3. Cucrema 3aliuThI MEPCOHA/TBHBIX JJAHHBIX

ObecrieueHrie  6€30TIACHOCTH  TMEPCOHANBHBIX  JJAaHHBIX [JOCTUTAETCs, B
YaCTHOCTHU:

oripefie/ieHMeM yrpo3 0e30MacHOCTH TePCOHANbHBIX MJAHHBIX TIpU MX
obpaboTke B MHGOPMAILIMOHHBIX CHCTeMaX MepCOHATbHBIX JaHHBIX;

NpYMeHeHeM OpraHW3allMOHHBIX W TEeXHHYeCKMX Mep TI0 obecriedeHHio
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6e30MacHOCTY TepPCOHAMbHBIX AAHHBIX MPU UX 00paboTke B MHGMOPMAIIMOHHBIX
CUCTeMax ITepCOHANMBHBIX JAaHHBIX, HEOOXOAMMBIX s BBITIOJTHEHUs TpeOOBaHWM K
3alUTe  TEepPCOHAMBHBIX  JAHHBIX, HWCIIOJIHEHHWe  KOTOphIX  obecrieurBaet
ycTaHoB/ieHHble [IpaBuTenbcTBOM Poccurickor ®efepaliv YpOBHM 3alLUILIEHHOCTU
TepCOHA/IbHBIX JAHHBIX;

TPYMEHEeHUeM TIPOLIe/IINX B YCTAaHOBJIEHHOM TOpsiIKe MpOLeAypy OL|€HKU
COOTBETCTBUSI CPEJICTB 3alliUThl MHGOPMaLUY;

oLleHKOH 3¢ eKTUBHOCTHU NMPUHUMaeMbIX Mep 110 obecrieueHUI0 6e301acHOCTH
TepCoHabHBIX [JAHHBIX /[0 BBOJA B 3KCIUTyaTalMi0 WHGOPMALMOHHOW CUCTEMbI
NepCOHA/IbHBIX JAHHBIX;

Y4YeTOM MalllMHHBIX HOCUTEJIeU epCOHA/IbHBIX JaHHBIX;

oOHapy>xeHreM (PaKTOB HEeCAHKI[MOHWPOBAHHOTO [OCTyMa K IepCOHaIbHbIM
JJAHHBIM U TIDUHSTHEM Mep, B TOM UHC/ie Mep M0 0OHapy’>KeHUI0, TIpeAyTIpeXXIeHUI0
Y JIMKBU/JIALIUM TOC/Ie[ICTBUM KOMITBIOTEPHBIX aTaK Ha WH(OPMAaLMOHHbIE CUCTEMbI
IepCOHAJ/IbHBIX JAHHBIX U 110 PearupoBaHUIO0 Ha KOMITbIOTePHbIE UHL[UIeHTh] B HUX;

BOCCTAaHOBJIEHUEM TE€PCOHAaNbHBIX JAHHBIX, MOAU(PUIIMPOBAHHBIX WU
YHHUUTO>KEHHBIX BC/1€[CTBHME HECAHKL[MOHUPOBAHHOIO JOCTYTIa K HUM;

yCTaHOBJIEHWeM  TIpaBW/I  JOCTyna K  [epCOHA/IbHbIM  J@aHHbIM,
obpabaTbeiBaeMbIM B MH(GOPMAI[MOHHON CHCTeMe TIepCOHA/bHBIX JAHHBIX, a TaKxke
obecrieueHreM perMCTpallMd U y4yeTa BCeX [eHCTBUM, COBepIlaeMbIX C
TepCoHaTbHBIMU JJaHHBIMU B UH(OPMal|[MOHHOW CHCTeMe MepPCOHA/IbHBIX JaHHBIX;

KOHTpPOJIeM 3a TpUHMMaeMbIMM MepaMu T0 obecriedeHri0 0e30MacHOCTH
MepPCOHA/IbHBIX [IAHHBIX W YPOBHS 3allUILEHHOCTH WH(POPMALIMOHHBIX CUCTEM
IepCOHAaJIbHBIX JaHHBIX.

Cucrtema 3allUThI NepcoHambHbIX AaHHbIX (C3I1/IH), CTpOUTCS HA OCHOBAHUM:

AKTa BHYTpPeHHero KOHTDOJIA COOTBETCTBHS 00pabOTKM TepCcoHaIbHBIX
JlaHHbIX.

[TepeuHsi MepCOHAMBHBIX [JaHHBIX, O0OpabaTbiBaeMbix B HWKHETYPHUHCKOM
pailloHHOW TeppUTOpUaIbHOW M30MpaTe/bHOM KOMMCCUM B CBSI3U C peanu3aljuen
CTy>keOHBIX (TPY/IOBBIX) OTHOIIIEHWH, a TaK)Ke OCYII|eCTB/IEHHEM TOCY/JapCTBEHHBIX
yHKIMH;

AKTOB KnacCcU(pUKaLM1 UHPOPMALIMOHHBIX CUCTeM MePCOHA/IbHBIX [JaHHBIX;

Mogenu yrpo3 6e30macHOCTH TlepCOHA/IbHBIX JaHHbIX;

Marpuupl [JoCTyna [O/b30BaTe/e K 3allUilaeMblM HWH(POPMAalMOHHBIM
pecypcam UCII/IH;

PykoBogsiux gokymentoB @CTIK Poccrun u ®CB Poccun.

Ha ocHOBaHMM 3THUX JOKYMEHTOB OIIpe/ie/isieTcss HeoOXOAUMbIM ypOBeHb
samiieHHoct [1Jn kaxzpou WCIIOH Komuccun. Ha ocHoBaHMM aHav3a
aKTyalbHBIX yrpo3 Oe3omacHocty II/IH ormicaHHoro B Mogenu yrpos, Aeraercs
3aK/IoueHrue O HeoOXOJWMOCTU WCIO/b30BaHUS ~TEeXHUUYECKUX CPeCTB U
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OpPraHM3allMOHHBIX  MepomnpusAThd At obecrieueHusi  6e3omacHocty  [1/IH.
BribpaHHble HEOOXOAWMBIE MEpOTIPUATHS OTpakaroTcsi B «CocTaBe Mep 3alllUThI
VMH(MOPMaI[MOHHBIX CUCTEM MepPCOHATbHBIX JAHHBIX».

Ins NCIT[IH po/mkeH OBITb COCTAB/IEH CITHUCOK MCIO/Ib3YeMbIX TEXHUUECKUX
cpefcTB 3amuThl (Jamee - CHOMCOK), a TaK e MpPOrpaMMHOro obecrieueHus,
yuacTBytoIero B oopabotke I1/1H, Ha Bcex 3nemenTax MCIT/H:

APM mnonn30Barerei;

CepBepa MpUI0KeHUM;

CYbB/;

I'panunier JIBC;

KaHanoB mepejjaur B CceTH OOIIeTO MOMb30BaHUS U (W/IKM) MeKIYHApOJHOTO
obMeHa, eciiv o HUM TiepeaaroTcst [T/TH.

B 3aBucumocTtu ot ypoBHs 3atuineHHoctd MCIIJIH v akTyasbHBIX yIrpos3,
C3I1/JH MOKeT BK/IIOUaTh CJ/le[yIOle TeXHWUUeCKue Cpe/iCTBa:

AHTUBUPYCHbIE CPeCTBA /[T pabounX CTaHIIWM 1T0/Ib30BaTe el U CEPBEPOB;

CpeZCTBa MeKCeTeBOro SKpaHUPOBaHUS;

Cpe/icTBa KpuNTOrpauueckod 3al[uTbl WH(pOpMAlMd [OpU Tepefaye
3alyilaeMor UHGOpMalMy 10 KaHajiaM CBSI3U.

Tak ’ke B CIOMCOK JO/DKHbI OBITb BK/IOUEHbI (YHKI[UM  3alllUTHI,
obecrieuBaeMble IITaTHBIMM CpeficTBaMu o0OpaboTku II/IH orepaiiOHHBIMH
cucreMamu  (OC), mnpukiagubiM [IO u  coelyasbHBIMA — KOMIJIEKCAMM,
peanu3yrIUMH CpefcTBa 3anThl. CIIMCOK (DYHKLMU 3alUThl MOXKET BK/IFOUYaTh:

yIipaB/ieHHe U pa3rpaHAuYeHre JOCTyIIa Mo/b30BaTesiel;

perucTpaiuio U yueT JeHCTBUM ¢ MH(MOpMalLiel;

obecrieueHue 11e/I0CTHOCTH JIaHHBIX;

oOHapy>keHUe BTOP)KEHHM.

CNMCOK HCMOJb3yeMbIX TEeXHUUECKUX CpeACTB oTpaxkaercsi B «llnane
MepOTpUITUA 110 0oO0ecreueHr0 3allliThl TepCOHAMbHBIX AaHHbIX». CITUCOK
VICTI0/Ib3yEeMBIX CPeJCTB JO/DKEH MOAJepKUBaTbCA B aKTyalbHOM COCTOSHUM. [1pu
VM3MEHEeHUM COCTaBa TEeXHUUYECKUX CpeACTB 3aluTbl win 3nemeHToB WCIIOIH
COOTBETCTBYIOI[I@ M3MeHEeHUsI JO/DKHbI ObITh BHeCeHbl B CITMCOK W YTBEPK/EHbI
nipefcenarenem M3bupatenbHo Komuccuu CBepAaOBCKOW 00/1acTH WM JIULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3aiuthl [1/H.

4. Tpe6oBanus K nogcucremam C3IIIx

C3I1/1n BK/ItouaeT B cebst CeyIoL1e MOICUCTeMBI:
yIpaB/IeHUs JOCTYIIOM, PETUCTPALIUU U YUeTa;
obecrieueHust 1[e/IOCTHOCTH U JOCTYITHOCTH;
AQHTHMBUPYCHOM 3allUThI;

Me’KCeTeBOro SKpaHUPOBAHUS;
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aHa/m3a 3aljyI|eHHOCTH;
oOHapy>KeHUsI BTOP>KeHH;

Kpunrorpaduueckom 3alliyThl.

[Togcuctembl C3I1[IH MMeIOT pa3/iWuHbIA (PYHKIMOHA/] B 3aBUCMMOCTH OT
kinacca WCII[H, ompezneneHHOro B «AKTe KjlacCU(pUKaMM WH(POPMAal[OHHON
CUCTeMbl TIePCOHAbHBIX JaHHbIX». COUCOK COOTBETCTBUSI (DYHKLIMM MOJCUCTEM
C3I1JH Knaccy 3alyILeHHOCTH NPeICTaB/IeH B TEXHUUECKOM 3aJaHUU 10 CO3/JaHUI0
CUCTEMBI 3allUThl UH(POPMALMU HH(OPMALMOHHOW CHUCTEeMbI TepCOHaTbHBIX
JTaHHBIX.

[loacucrema YIIDABJIEHWA JOCTYIIOM, DETHUCTPAIIUKA U YUETA

[TogcucTtema ynpaBieHUs JOCTYIIOM, PeruMCTpalid W ydeTa IpeJHa3HadyeHa
JU1s1 peav3alyy CeAyomuX QyHKLWN:

nzeHTUhUKALIMM U TIPOBEPKU TIO/ITMHHOCTU CYyOBbEKTOB /IOCTYTa MpU BXO/le B
NCIIOH;

UZeHTU(GUKALIUM  TepMUHA/IOB, Y3/I0B CeTH, KaHa/lloOB CBsi3W, BHEIIHUX
YCTPOWCTB TI0 JIOTUYECKUM UMEeHaM;

UJeHTU(UKALMK TIporpaMM, TOMOB, KaTajloroB, (aiioB, 3amuced, MoJier
3aIMcey 1o UMeHaM;

perucTpaiuy Bxoza (BbIXozia) CyOBeKTOB JOCTyMa B CHUCTEMY (U3 CHCTEMBI),
b0 perucTpaliyi 3arpy3kd U HHUI[MANA3alUA OTepalMOHHON CHUCTeMbl U ee
OCTaHOBaA.

pPerucTpaluy TMOMbITOK [JOCTyMa TMPOrpaMMHBIX CpeJCTB  (TIporpamm,
TIPOLIeCCOB, 3a/1au, 3a/laHui) K 3alluiiaeMbIM daiiiam;

PerucTpaluy TOMNBITOK [OCTyIa MPOrPAMMHBIX CpPEACTB K TepMHUHAJIaM,
KaHa/jaM CBs3M, MporpaMMam, TOMaMm, KaTajoram, (aiiaM, 3arnuicsM, MOIsM
3arucen.

[MoacucTema ymipaB/ieHHsI JOCTYTIOM MOXXeT ObITh peasr30BaHa C TOMOIIBIO
IITaTHBIX CpefAcTB 00paboTku II/JH (oOrepalMoHHBIX CHUCTeM, TMPUIOKEHUN WU
CYB/l). Tak ke MokeT ObITb BHe/IpEHO CrieljiabHOe TeXHUUeCKoe CpeZICTBO WIN UX
KOMIUIEKC, OCYLIECTBJISIIOIIME [IOTIO/IHUTEeIbHbIE Mepbl MO0 ayTeHTu(UKaluuu |
KOHTpO/0. Harpumep, mnprvMeHeHWe e[WHBbIX XPAHW/IMIL YYeTHBbIX 3aruceu
T10/1b30BaTesen 151 PEruCTPaLiOHHOU vHbopmaLuu, WCII0/Tb30BaHue
OroMeTpUYeCKUX M TeXHUUeCKUX (C TIOMOIIbIO 3/IEKTPOHHBIX IPOMYCKOB) Mep
ayTeHTU(UKALIUU U IPYTUX.

[oacrcTeMa obecieueHud 11eJI0CTHOCTU U JOCTYITHOCTH

[Topcucrema obecrieyeHus L{eJIOCTHOCTH W JOCTYITHOCTH Mpe/iHa3HayeHa JJist
obecrieueHusi 11eJIOCTHOCTU M AOCTYNMHOCTU [I/]H, MporpaMMHBIX U arrapaTHbIX
cpeacts UCITJH Komuccuy, a Tak ke CpPeJCTB 3alljUThbl, NPU CIy4YalHOU WU
HaMepeHHOU MoubuKalK.
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[Togcucrema  peanmusyeTcs € TIOMOLLBIHO — OpraHusaliiM  pe3epBHOr0
KOITMPOBaHUsi 00pabaThbiBaeMbIX [JaHHBIX, a TaK >Ke pe3epBHPOBAHUEM K/THOUEBBIX
snemeHnToB VCII/IH.

IloacucremMa aHTUBU Dy CHOM 3a U THI

[TogcucTemMa aHTUBUPYCHOW 3allliThl TIpeJHa3HaueHa /s obecrieyeHus
AHTUBHPYCHOM 3aluThl cepBepoB U APM nonb3oBatenent MICITIn Komuccuwn.
CpencrBa aHTMBUPYCHOM — 3aljUThbl  IIpe/iHa3HauyeHbl /Ui peann3aluu
creAyroImx GyHKLMM:
pe3u/IeHTHbI aHTUBUPYCHBIM MOHUTOPWHT;
AQHTUBUPYCHOE CKaHUPOBaHUe;
CKpHIT-0/I0KMPOBaHMUE;

L[eHTpa/IM30BaHHOW/y Ja/IeHHOU YCTaHOBKW/[IeMHCTA/JIALIUU
AQHTUBUPYCHOTO  TIPOJIyKTa,  HACTPOWKH,  aJMUHUCTPHUPOBaHUS,
MPOCMOTpPa OTYETOB U CTaTUCTHYecKoW wHMopmammu 10 pabore
TIPOJIYKTa;

aBTOMaTU3UPOBAHHOTO OOHOB/IEHUS] aHTUBUPYCHBIX 0a3;
OorpaHuyYeHys IpaB [10/1b30BaTe/ Il Ha OCTAHOBKY UCIIO/IHAEMBbIX 3a/a4y U
M3MeHeHUsl HaCTPOeK aHTUBUPYCHOTO MPOrPaMMHOT0 00ecrieueHus;
aBTOMaTUUeCKOro  3alycka HeloCpeCTBeHHO II0C/Ie  3arpys3Ku
onepal¥OHHOW CUCTEMBI.
[TogcucteMa peanusyercs IyTeM BHeJpeHWs CIIejuajbHOI0 aHTUBUPYCHOI'O
MIPOrpaMMHOT0 obecrieueHust Ha Bce 3eMeHThl ICTT/IH.

[MoacrcTemMa MeKCeTEBOT0 SKDaHUDOBAHKUS

[Togcucrema MeXxceTeBOro 3KpaHUPOBAHMS IpeHa3HaueHa il peanu3aluu
cefyroux QyHKLWK:

(UIbTpaLK OTKPBITOTrO U 3alIM(PPOBaHHOIO (3akpbiToro) IP- Tpaduka;

¢uKcaly BO BHyTPEHHUX )KypHaiaxX MH(GOPMaLU O MPOXOALLEM OTKPBITOM
Y 3aKpbITOM IP-Tpaduke;

UJEHTU(PUKALMU U ayTeHTU(UKALUK aJMUHUCTPaTOpa MeKCeTeBOro SKpaHa
TIPU ero JIOKaJIbHBIX 3arpocax Ha [JOCTYIT;

perucTpauyy Bxoja (BbIXOZA) aJMHHHCTpaTOpa MeKCeTeBOro 5KpaHa B
cucteMy (M3 cuctembl) M60 3arpy3ku M MHULMANIMA3aLMU CUCTEMbl U ee
MPOrpaMMHOr0 OCTaHOBA;

KOHTPOJIS1 L|eJIOCTHOCTH CBOEU MPOrpaMMHOM M MH(OPMAaLMOHHOM YaCTy;

¢uIbTpaLKu MakeToB CIy>KeOHBIX TTPOTOKOJIOB, CAYXKALUX /ST JUATHOCTUKU
1 yrpaBJieHHst pab0TO# CeTeBbIX yCTPOMCTB;

(GuUIbTpaLMM C YYETOM BXOJHOIO M BBIXOJHOTO CETeBOro HMHTepderca Kak
CpeZiCTBa MPOBEPKY MOJAJIMHHOCTU CeTeBbIX a/ipecoB;

pervcTpaLyy 1 yuyeTa 3arnpaiivBaeMblX CEPBUCOB MPUK/IAJHOIO YPOBHS;
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6/I0KMpOBaHUSI JOCTYIAa HeWJ|eHTU(MUIIMPOBAHHOTO OObeKTa WM CyOBeKTa,
MO/IJIMHHOCTh KOTOPOTO TpU ayTeHTU(UKALMM He TOo/TBepAuIach, MeTO/laMHu,
yCTOMYMBBIMU K TI€PEXBaTYy;

KOHTPOJISI 3@ CeTeBOM aKTHBHOCTBIO TIPUIOXKEeHWW M OOHapy)KeHUsI CeTeBbIX
aTak.

[Togcucrema peanusyeTcs BHe/IpeHUEM MPOrpaMMHO-anmnapaTHbIX
KOMII/IEKCOB MeXKCeTeBOr0 SKpaHWpOoBaHud Ha rpaHulie JIBC, kiaccom He Huxke 4.

Iloacucrema aHa/n3a 3alTUATTTEeHHOCTH

[Togcucrema aHanv3a 3alllMIEHHOCTH [I0JDKHa o00ecrieurBaTh BbIsIBJIEHHE
ySI3BUMOCTel, CBsi3aHHbIX C omubkamu B KoH@urypauuu 10 MUCII[JH, KoTOpbIe
MOT'YT ObITh WCTIO/Ib30BAHbI HAPYIIIUTEIEM /IJIsl pean3alii aTakd Ha CUCTEMY.

DyHKIMOHAM TO/CUCTEMbI MO)KeT OBbITb peasnu30BaH TMPOrPaMMHBIMU U
IIpOrpaMMHO-aInapaTHbIMU CpPeiCTBAMU.

[MoacrcreMa 06HAPYKeHUSI BTOPXKEHUN

[MoacucTema oOHapy>KeHUsI BTOP)KEHUM [O/DKHA 00ecrieurdBaTh BhISIBJIEHHE
ceTeBbIX aTak Ha 31eMeHThl VICIT/IH, MOgK/TI0UeHHbIe K CeTSIM OOIIeTo MOTb30BaHuUs
1 (W1n1) MeXXAyHapoJHOTo obMeHa.

OyHKIMOHA/T TOACUCTEMBI MOKET OBITh peasn30BaH TMPOTPAMMHBIMUA U
MPOrpaMMHO-anIapaTHbIMU CpeJCTBaMH.

[Toacucrema KDHUIITOI] 28{12HHECKOﬁ 3adITTUTHI

[Toacuctema Kpunrorpadryeckor 3allUThl TIpefHa3HaueHa JJis UCKIH0UYeHUs
HC/ k 3ammiiaemort uHdopmaumu B UCII[JH Komuccuu npu ee mepenade 1Mo
KaHajlaM CBSI3U CeTel 00II[eTo T0/1b30BaHus U (M/IM) MeXAyHapOAHOTo oOMeHa.

[Togcuctema  peanu3yeTcsi MyTeM  BHepeHUsI  KpHUIITOrpaduuecKux
IpOrpaMMHO-arnmapaTHbIX KOMILJIEKCOB.

5. ITonw3oBarenu CIIAH

B UCIT[Jx Komuccun MOXKHO BBIJEIUTH CJIeyIOLMe TPYIIbI M0JIb30BaTe ey,
yuacTBYIOIIUX B 00paboTke v xpaHeHuu [1/1H:
Apmunucrpatopsl UCITH;
AZMUHKCTpaTOpbI 6€30MacHOCTY;
Ornepartops! APM;
ApnmvunuctpaTtopsl cetu UCII/IH;
TexHuueckue CrieLUaNUCTbl 1O OOC/IY)KUBaHUIO TepU(epuitHOTo
o0opyzioBaHMS.
HJauHple 0 rpynmax — [o/b30BaTelAX, ypOBHe UX  JOCTyna U
MH(POPMUPOBAHHOCTH JOJDKHBI ObITh OTPaXKeHbI B MaTpHulije 0CTyTa M0Jib30BaTesiei
K 3all{1IllaeMbIM UH(QOPMALJMOHHBIM pecypcam.



15

ApmunvcrpaTtop UCIT/TH

AJIMUHUCTPATOP NCIIOH, coTpysHuK  Komwuccuu (nn 1512 (0]<
YIIOTHOMOYEHHOe  JIMII0), OTBeTCTBEHHbIM 3a HACTPOMKY, BHeJ[peHUe U
conipoBoxkaenre MWCII[IH. OO6ecrieuriBaer  GyHKI[MOHUPOBAHWE  TIOJCHUCTEMBI
ynpasiyieHus goctyrnoMm VCII/IH ¥ yrioTHOMOYeH OCYLLeCTB/IATh IpefocTaBjieHue U
pasrpaHrueHre [JOCTyIa KOHeuHoro rnosb3oBatens (Onepatropa APM) K anemeHTawm,
XPpaHALIUM [TIepCOHa/IbHbIe [JaHHBbIe.

ApmvunrctpaTop VCIT/IH 06/1afjaeT cieyroiuM YpOBHEM JOCTYTIA ¥ 3HAHUM:

obnazaeT nosiHOM MH(GOpPMaLeli 0 CUCTEMHOM U MPUK/IaZJHOM MPOTrpaMMHOM
o6ecrieuennu UCIT/JH;

obsaziaet rosiHOM MH(OpPMAaLMel 0 TeXHUYeCKUX Cpe/iCTBaX U KOH(UTrypaLyu
NCIIOx;

MMeeT JOCTYIl KO BCeM TeXHWYeCKUM cCpejicTBaM 00paboTKu WH(OpMaLuu U
panubiM UCITIH;

obsiaziaeT TIpaBaMK KOH(QUIYPUPOBaHWS W aJMUHUCTPATUBHOM HACTPONKHU
TexHuueckux cpegcts UCITH.

ApmvunrcTpaTop 6€30macHOCTH

ApmuaucTpaTop — 6Ge3omacHocTd, coTpygHUK ~Komuccum (WM UHOe
yII0JIHOMOUYEHHOe JIUL]0), OTBeTCTBeHHbIM 3a (yHKIMoHupoBaHue C3I1/IH, BK/ItOUast
obcny>KvBaHMe W HACTPOMKY aJMUHHUCTPAaTUBHOM, CEePBEPHOM U K/IMEHTCKOU
KOMIIOHEHT.

ApamuHHMCTpaTOp Oe30rmacHOCTU 00/afjaeT C/IeAyIoM yPOBHEM JOCTyTMa U
3HaHUMU:

obnazaet npaBamu AgamuHuctpatopa MCITH;

obsagaet nonHo# undopmarmeit 06 UCII/IH;

uMeeT  JOCTyll K  CpeJCcTBaM  3aluThl  WH(OpMaLuMd U
TIPOTOKO/IMPOBAHUSA U K YaCTH KitoueBbiX 3yiemeHTOB MCII/IH;

He UMeeT MpaB /I0CTyINa K KOH(UTyPUPOBaHWIO TeXHUUECKUX Cpe/CTB
CEeTH 3a UCKJIFOUeHHMEeM KOHTPOJIbHBIX (MHCITEKLJMOHHBIX).

ApamuaMCcTpaTOp 6€301acHOCTH YIIOTHOMOYEH:

peanu30BbIBaTh TIOIMTUKK Oe3ormacHOCTH B dYactu HacTtpoiiku CK3MU,
MeXXCeTeBbIX 9KPAaHOB U CUCTeM OOHapy)keHWs aTak, B COOTBETCTBUM C KOTOPBIMU
nosib3oBaresb (Onepatop APM) monyyaeT BO3MOXXHOCTh paboTaTh C 3/ieMeHTaMu
NCIIOHx;

OCYLLeCTBJIATh ayIUT CPEJICTB 3all[UThI;

Oneparop APM

Omneparop APM - cotpyanuk Komuccum (Mv WHOe YIIOJTHOMOYEHHOe JIULO),
ocymecTstoiuii 00pabotky I1[JH. Ob6paborka I1[IH BK/IOYaeT: BO3MO>KHOCTH
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npocmotpa I11H, pyuynou BBog 111 B cuctremy VCII/IH, dhopMupoBaHre CpaBOK U
0TUeTOB 1O UH(popMaLuy, nonyyeHHou r3 VICIII. Onepatop He WMeeT MOTHOMOYMM
[JIs1 yTIpaBJieHusi MoficicTeMaMy 00paboTky AaHHbix v C3IT/JH.

Omneparop UCIIJx obsaziaeT cjieyrOMM YPOBHEM AOCTYyTIa ¥ 3HAHUM:

obnajaeT BceMU HeoOXOAUMBbIMU aTpubyTamMu (HampuMmep, [apoJiem),
o0ecreunBarILMMU JOCTYT K HEKOTOPOMY TioiMHOKecTBY T1/TH;

pacronaraeT KOH(QUeH[MaIbHbIMU IaHHBIMU, K KOTOPBIM UMeeT JOCTYII.

A nvunvcrpaTop cet UCIT/IH

Apmunuctpatop cetu  WCIIOH, corpygHuk Komuccun (Wi vHOe
YII0JIHOMOYEHHOe JMLO), OTBETCTBEHHBIU 3a (yHKLIMOHMPOBaHUE
Te/leKOMMYHUKAaLIMOHHOU mnogcucteMbl VICIT/JH. AZMHHUCTpPAaTOp CeTU He UMeeT
TTOJTHOMOYMM [I7Is1 YIIpaB/IeHuUs TTOACUCTeMaMH 00pabOTKM JaHHbBIX U 0€30I1aCHOCTH.

AamuHHUCTpaTOp ceTy 00/1a/1aeT C/ieyIOIIMM YPOBHEM [IOCTYIIa U 3HAHUI:

obsiaziaeT yacTbi0 MH(POPMALIMK O CUCTEMHOM U TPUK/IaHOM TMPOrPaMMHOM
obecrreuennu CIT/IH;

o0majiaeT 4acTei0 MHPOPMAI[MM O TeXHUUECKUX CPe/ICTBaXx M KOH(UTypaLyu
UCI1OH;

uMeeT (U3MUECKUN [IOCTYN K TeXHUYeCKUM CpeAcTBaM 00paboTKu
vH(MOpMalMKU U CpeJiCTBaM 3alllUThl;

3HaeT, 110 MeHbIlIel Mepe, OJIHO JierajbHOe UMS I0CTYTIa.

TexHWYeCKU CcelUMaIUCT 1o 06cIyKUBaHUIO neprdepuitHoro obopyaoBaHus

TexHUUYeCKUI CTEIUa/IMCT 10 O0CTy)KUBaHUIO, COTPYJHUK Komwmccuu (Wmm
WHOe YIOJHOMOYEHHOe JIMII0), OCYIIeCTB/sseT OOCIy)KWBaHHWe U HACTPOUKY
nepudepuitHoro  obopyaoBanuss WCII[IH. TexHWYecKuil  CHeUaInCT  TI0
obcny>KrBaHUIO He UMeeT jocTyna K [1/1H, He UMeeT TTIOJTHOMOYMM /ijisl yTIpaBJ/IeHUS]
Mo/icicTeMaMu 00pabOTKH JJaHHBIX ¥ 6€30T1aCHOCTH.

TexHUueckuil CrelUanucT 10 O00C/Ty)KMBaHWIO 00safiaeT  CreyrOIM
YPOBHEM JI0CTyMa ¥ 3HAaHWUU:

obnaslaeT yacThio MHGpOpPMAILMA O CUCTEMHOM U TPHUKJIAJHOM TPOrPaMMHOM
o6ecrieuennu UCIT/JH;

o0majiaeT 4acTei0 MHPOPMAI[UK O TEXHUUECKUX CPe/ICTBaX M KOHGUTypaLuu
UCTIOH;

3HaeT, M0 MeHbIllel Mepe, O/IHO JierajibHOe UMS JOCTYyTa.

6. TpeboBaHMA K MepPCOHATY 1O o0ecrieueHUIO 3amuUThI [1/1H

Bce corpyguuku Komwuccuu, sasasrwonjudeca Tmonb3oBaTesnamMu  MCITH,
JOJDKHBI YeTKO 3HATh U CTPOTO BBITIO/IHATH YCTAHOB/IEHHbIE TIpaBUIa U 00s3aHHOCTH
Mo [JOCTYIly K 3all[UlllaeMbiM OOBeKTaM U COO/IOfeHUI0 TIPUHSTOTO peKuma
6e3omnacHoctu [1/IH.
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[Ipy BCTyrIeHMM B JIO/DKHOCTb HOBOT'O COTPY/HMKA OH [IO/DKeH ObITh
03HAKOMJIEH C HeOOXOJWMBIMHM JOKYMEHTaMH, PerjiaMeHTHPYIOIUMH TpeOoBaHUS
rmo 3amurte II/JH, a Takke oOydeHWe HaBbIKaM BBITIOJTHEHUs TIPOLIEAYP,
He0OXOIMMBIX /IJI1 CAHKIIMOHUPOBAHHOTO HcTio/b3oBaHus UCIT/IH.

CoTpyJHUK [O/DKeH ObITh 03HAaKOMJIEH CO CBeJIeHHWsSIMA HaCTosiIIeid
[MonuTHKY, TPUHATHIX TIporieyp padboTel ¢ 3nementamu ICTTIH u C3I1/JH.

Corpysauku  Komwmccuy, — UCHonb3yrolve — TeXHUYECKWe  CpefCTBa
ayTeHTUUKALMK, [O/DKHBI o0ecreurBaTh COXPAaHHOCTb — WAEHTU(PUKATOPOB
(3/1eKTpOHHBIX Ktouel) U He gomyckath HC/] K HUM, a TakK >Ke BO3MOXXHOCTh MX
yTepy WK UCIO/Ib30BaHNs TPeTbUMHU JULiaMu. [1o/1b30BaTe HeCYT MepCOHaIbHYIO
OTBETCTBEHHOCTh 38 COXPAaHHOCTb U/IEHTU(PUKATOPOB.

Corpysaukr Komuccum [O/DKHBI C/1e[JOBaTb yCTAaHOBJIEHHBIM IpOLeypam
nojep>kaHusi pexxuma 6e3oracHocty I1/1H nipy BbIOOpe U MCTO/b30BaHUM TapoJieit
(ec/i He MCTOJIL3YIOTCS TEXHUUECKUe CPeJiCTBa ayTeHTU(PUKALIUN).

Cotpyauvku Komuccuu [o/DKHBI 0OecrieurBaTh HAJJIEXKaIyH0 — 3alUTy
o0opyoBaHUs, OCTaB/IsIeMOro 0e3 MPUCMOTPa, 0COOEHHO B TeX C/IydasiX, KOr/a B
TOMeIlleHre UMEIOT JOCTYIT MOCTOPOHHME nulia. Bce monb3oBaTeny AO/DKHBI 3HATh
TpeboBaHusi 1o 6Oe3omacHoctd [I/lH W mpoueaypbl 3alUTHl  000PY/OBaHUS,
OCTaBJIEHHOTO 0e3 ITPUCMOTPA, a TAKXKe CBOM 00SI3aHHOCTH 110 00eCrieueHuI0 TaKOU
3aLLUTBHL.

CoTpyJHMKaM 3arpeLjaeTcsl yCTaHaB/IMBaTh I[1OCTOPOHHEE [POrpaMMHOe
obecrieueHre, TIOJK/IOYATh JIMUHbIE MOOW/IbHBIE YCTPOWCTBA U HOCUTEIH
vH(pOopMalMK, a TaK >Ke 3aluChiBaTh HAa HUX 3alllylljaeMyt0 WH(OPMaLUIO.

CoTpygHUKaM 3ampellaeTcss pasrvialliaTh 3allyijaeMyr0 MH(GOpMaLuIo,
KOTOpasi CTajla UM U3BeCTHa Ipu paboTe ¢ uWHGOPMALMOHHBIMU CHUCTEMaMU
Komuccuu, TpeTbuM JULaM.

ITpu pabote c IT[Ix B UCIIIH coTpyauuku Komuccuu o0si3aHbl 00eCIIeunThb
OTCYTCTBUE BO3MOXXHOCTHU TipocMoTpa [I/IH TpeTbuMu yivijaMu ¢ MOHUTOPOB APM
WU TePMUHAJIOB.

I[Mpu 3aBepiiennn pabotbl ¢ MCITJH coTpygHUKM 06s3aHbl 3aiututh APM
WA TePMHUHAJIBI C TIOMOIIBI0 OJIOKMPOBKY K/IFOUOM W/IM SKBUBAJIEHTHOTO CpPeZCTBA
KOHTDOJISI, HaripyuMep, MAOCTYIIOM TIO TapoJifo, eC/id He UCMOJb3yoTcs Ooee
CUJIbHBIE CPe/ICTBA 3allUThI.

Cotpyanukn Komwmccnuy Jo/DKHBI OBITH TTPOMHGMOPMHPOBAaHBI 00 yrpo3ax
HapylIlleHust pexkuma Oe3oracHocty T1/JH ¥ OTBETCTBEHHOCTH 3a ero HapyllleHue.
OHu J0/DKHBI OBITH O3HAKOMJIEHBI C YTBEep)XKAEHHOW (opManbHOM MpOIeAypOou
HaJ/IO)KeHUs1 JUCLIUIVIMHAPHBIX B3bICKAHWM Ha COTPY/HUKOB, KOTOPblEe HapYLIW/IU
TIPUHSTBIE TIOJIMTUKY Y TIpo1ieiyphl 6e3omacHocty [1/1H.

CoTpyaHuKU 00s13aHBI O€3 mpomeyieHHs: coodImaTh 000 Bcex HaO/MOmaeMbIX
WM TIOJIO3PUTENbHBIX ciydasx paborel MCII/IH, MOryldXx TIOB/IeUb 3a COOOM
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yrpo3bl  Ge3omacHoctv [I/IH, a Takke O BbISIBJEHHbIX HWMH COOBITHSX,
3aTparuBarolux OesoracHocts II/IH, PYKOBOACTBY TOZpa3fiefieHus U JULY,
OTBeyYaroll[eMy 3a HeMe/[JIeHHOe pearrpoBaHre Ha yrpo3bl Oe3omnacHocty [1/H.

[o/mKHOCTHBIE 0613aHHOCTH Hob3oBaresneit UCII/IxH

Mo/mKHOCTHBIE 00s13aHHOCTH T10/1b30BaTte el ICIT/IH omicaHbl B C/IeAYHOIINX
J[IOKyMeHTax:

Nucrpykums agmunuctparopa UCII/IH;

WucTpykius agmuHKcTpaTtopa 6e3ormacHocty UCTI/IH;

Nuctpykuus nosib3osatesis UCITIH;

WHCTpyKLMs TT0/b30BaTe sl IpY BO3SHUKHOBEHWU BHEIITAaTHBIX CUTYaLUM;

OTBeTCTBeHHOCTL COTPYIHUKOB

B cootBeTcTBUM cO cTaTher 24 @epepanbHOro 3akKoHa Poccuiickoun
@epepauyu ot 27 urona 2006 r. Ne 152-®d3 «O mepcoHalbHbIX AaHHBIX» JIULIA,
BUHOBHBbIE B HapylleHWd TpeOoBaHMi JaHHOro @ejepasbHOTO 3aKOHA, HECYT
IPKJAHCKY0, YTOJIOBHYHO, aJMWHUCTPAaTUBHYIO, AUCLUIUVIMHADHYI) W WHYHO
TpeJlyCMOTPEHHYI0 3aKOHOAaTebCTBOM Poccuiickor ®Pefjepaliii OTBETCTBEHHOCTb.

HevicTByromjee 3akoHOAATenbCTBO Poccurickon ®epepauuv  MO3BOJISIET
TIpeIbABISATh TpeboBaHUS MO oOecrieueHHI0 Oe3oracHOM paboTHI C 3allfUIlaeMOi
vHbopmalMeli M mpeJycMaTpUBaeT  OTBETCTBEHHOCTb  3a  HapylleHue
yCTaHOBJIEHHBIX MPaBU/ 3KCIUlyaTauqud OBM u cucrteMm, HerpaBOMepHbIA JOCTYN K
vHbOpMaLiy, ecid 3TH [IeHCTBUSI TIPUBEJIM K YHUUTOXKEHHUIO, OJIOKUPOBaHMIO,
MoavdUKaru WHGOPMAI[Ud WM HapylleHHi0 padotel DBM wmm ceteit (cTaThu
272,273 n 274 YronoBHoro Kojekca Poccutickor ®@eneparun).

Apvunuctpatop MCIIH w  agMuHucTtpaTop  0e30MacHOCTH  HECYT
OTBETCTBEHHOCTh 3a BCe [IeUCTBHs, COBEPIIEHHbIe OT UMEHHU MX yYeTHBIX 3aruceu
WM CUCTEMHBIX YUeTHBIX 3alvCel, ec/id He [ioKa3aH (paKT HeCaHKLIMOHUPOBAHHOTO
WCIIO/Tb30BaHUsI YYETHBIX 3aTliCeN.

[Ipy HapywieHusix coTtpygHukamMu Komwuccrmn — tosib3oBatensmu WCIIIH
MpaBWI, CBsi3aHHbIX C Oe3oracHocThio [I/lH, OHM HeCyT OTBETCTBEHHOCT,
yCTaHOBJIEHHYO JIEUCTBYIOLIMM 3aKOHO/|aTeTbCTBOM Poccurickon ®eneparyu.

7. CIIMCOK MCN0/Ib30BaHHBIX HCTOYHHKOB

OCHOBHbIMH HOPMaTHBHO-TIPABOBBIMH M METOJUUECKHMMH JTOKYMEHTaMH, Ha
KOTOpBIX Ba3upyetcs HacTosias [ToMTHKa, SIBASIOTCS:

®egepanbHbii 3akoH oT 27.07.2006 1. Ne 152-®3 «O mnepcoHaabHbIX
JAHHBIX», YCTAHABJ/IMBAIOIMN OCHOBHBIE TIPUHLIAIIBEI M yC/IOBUSI 0OpaboTku IT1/IH,
1paBa, 00SI3aHHOCTH W OTBETCTBEHHOCTh yUYAaCTHUKOB OTHOIIIEHWM, CBS3aHHBIX C
obpaboTkoii IT/IH.

TpeboBaHus K 3aldTe II€PCOHA/NBHBIX [JaHHbIX Npd UX 00paboTke B
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MH(MOPMAIIMOHHBIX ~ CHUCTeMaxX  [epCOHA/IbHBIX  JIaHHBIX,  yTBep’K[eHHbIe
rioctaHoBsieHreM [IpaButenbctBa Poccuiickor ®epepaumu ot 01.11.2012 r. Ne
1119.

[Tonoxxenne 00 ocobeHHOCTSIX 00paOOTKM  TMepCOHANBbHBIX  JJaHHBIX,
OCyIIIecTBIsieMOM 6e3 UCIo/Ib30BaHUSI CPEJICTB aBTOMAaTU3al[id, YTBEP)KJeHHOe
rioctaHoB/ieHreM IIpaBurenbctBa Poccurickon ®@epeparuu ot 15.09.2008 r. Ne 687.

HopMmaTuBHO-MeTOAWUeCKHe  [AOKyMeHTbl ~ DefiepasibHOM  C/Iy>KObI IO
TeXHUUYECKOMY U 35KCHepTHOMY KOHTpo/ato Poccurickon Depepauuun (ganee —
®CTOK Poccun) mo obecrieuenuto 6Oe3oracHocty [1/IH mipu ux obpaboTke B
NCIIOn:

ba3oBass Mozens yrpo3 0e30MacHOCTH T1€PCOHANBHBIX JAHHBIX TIPU WX
00paboTke B MH(POPMAI[MOHHBIX CUCTeMax TMepCOHA/IbHBIX /JaHHBIX, YTBepKIeHHast
3amectutesneM gupekropa @CTOK Poccuu 15.02.2008 r.

MeToauueckuii  JOKYMeHT. MeToAuKa OIeHKHM Yyrpo3  0e30MmacHOCTH
nHdopmatuy, yreepxxaeHHbii @CTIK Poccuun 05.02.2021 1.

IMpukaz PCTIK Poccum or 11.02.2013 Ne 17 «O6 yTBepxkAeHUU
TpebGoBanwmii 0 3amure UHPOPMALIMHK, He COCTaBJISIOLIUX OCYJapCTBEHHYIO TaliHYy,
COZlep>KallXCsl B TOCYJapCTBEHHBIX MH()OPMALIMOHHBIX CUCTEMAaX».

[Mpuka3z ®CTOK Poccuu ot 18.02.2013 Ne 21 «O6 yTBepkaenuu CocraBa U
COJlep)KaHUsl ~ OpPraHW3allMOHHBIX W TEeXHHYeCKMX Mep Tio obecredyeHuio
6e30mMacHOCTH TIepCOHA/BHBIX [aHHBIX MPU UX 00paboTke B WHGMOPMAI[MOHHBIX
CUCTeMax IepCOHa/IbHBIX JAaHHBIX».

[Tpuka3 PepepanvHOii CyKO0b1 Ge3omacHocTH Poccuiickoit ®exmepaijid OT
10.07.2014 Ne 378 «O6 ytBepkaeHun CocTaBa U COAep>KaHUs OpraHHU3allMOHHbBIX U
TeXHAYECKUX Mep 10 obecrieueHHI0 6€30TaCHOCTH TIepCOHA/IbHBIX JaHHBIX MPU WX
obpabotke B  WHGMOPMALMOHHBIX CHCTeMax TIepPCOHA/NBHBIX  JaHHBIX C
WCTO/Ib30BaHWeM  CpeJICTB  Kpurrorpaduueckod  3all[UThl  HMH(OpMaluH,
HeoOXOUMBIX /11 BBITIOJTHEHUs] YCTaHOBJIEHHBIX I[IpaBuUTenscTBOM Poccuiickoit
denepary TpeOOBaHMM K 3alllUTe TIEPCOHATBHBIX JAaHHBIX 7Tl KaXKJOTO U3 YPOBHEH
3aLLULLIEHHOCTU» .

MeTtoauueckrie peKOMeHJal[id TI0 pa3paboTke HOPMATUBHBIX IIPABOBBIX
aKTOB, OTIpeJeJISIONIAX YTPo3bl 0€301MacCHOCTU TIePCOHATBHBIX AAHHBIX, aKTya/IbHbIe
nmpu 00paboTKe TepCOHANBHBIX [JAaHHBIX B  WHGOPMAILMOHHBIX  CHUCTeMaXx
TepCOHAJIbHBIX JAaHHBIX, IKCITyaTUPyeMbIX [IPU OCYLLIeCTBIEHUU COOTBETCTBYIOLLUX
BUZIOB [1eATe/IbHOCTU, YTBepXKJeHHble pyKoBoAcTBOM 8 ILlentpa ®Cb Poccuun
31.03.2015 Ne 149/7/2/6-432.
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