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[TOJINTUKA

MH(POPMAaLIMOHHOM 6€30MacHOCTH
npy paboTe C repCcoHaIbHBIMU JJaHHBIMU
B HiKHecepruHCKo# paliloHHOW TeppUTOpHaIbHOM 130MpaTebHOM KOMUCCUN

OIIPEJEJIEHVA

B HacTosilieM [JOKyMeHTe UCIO/b3YIOTCS —C/IeAyIolie TePMUHbI U UX
oripeiesieHusl.

ABTOMaTH3MpOBaHHas CHCTeMa - CUCTeMa, COCTOsIIIas U3 TiepcoHaia U KOMIieKca
CpPeACTB aBTOMAaTH3allUd €ero JesiTelbHOCTH, peanu3yioijasi WHGOPMalMOHHYIO
TeXHOJIOTHIO BBITTOTHEHUsI yCTAaHOBIEHHBIX (DYHKLIU.

AyTenTH(}UKALUA OTIPABUTE/IA JAHHBIX - TIOJTBEP)KIEHHE TOT0, UTO OTIIPaBUTE/b
TIOJTyYeHHBIX IaHHBIX COOTBETCTBYET 3asiB/IEHHOMY.

Be30macHOCTh MEPCOHANBHBIX AAHHBIX - COCTOSTHUE 3allUILeHHOCTU epCOHATbHBIX
JAHHBIX, XapaKTepu3yeMoe CIIOCOOHOCTBIO I0/b30BaTesiel, TeXHUYeCKUX CpeACTB U
MHGOPMAI[MOHHBIX TEeXHOJIOTUM 00ecreunTh KOH(PUIeHI[MaTbHOCTh, 1[eJIOCTHOCTh U
JOCTYITHOCTb TIepPCOHA/bHBIX JIAHHBIX MPU WX 00paboTke B MHGMOPMAIIMOHHBIX CUCTEMaX
TepCOHA/BHBIX JAHHBIX.

Buomerpuueckue mnepcoHa/bHbIe [JaHHbIe - CBeJeHHs, KOTOpble XapaKTepus3yT
du3monornueckrie 0CoOOEHHOCTH UeloBeKa M Ha OCHOBE KOTOPBIX MOXXHO YCTAaHOBUTD €0
JIMYHOCTh, BK/MOYas Qororpaduy, oOTHevaTkd TManblieB, o6Opa3 ceTuaTKu TJia3a,
0Cc00eHHOCTH CTPOEHMUSI Tejla U IPYTYI0 MoA00HY0 WH(MOPMALIUIO.

BJ/IOKHpOBaHMEe NEPCOHAJBHBIX JAAHHBIX - BPEMEHHOe TpeKpaileHre 00paboTKu
MePCOHA/ILHBIX JJaHHBIX (32 MCK/IIOUEHHEM CydyaeB, ecu o0paboTka HeoOXoguma [ist
YTOUHEHUsI IepCOHAIbHBIX JJaHHbIX).

Bupyc (KOMNbIOTepHBIi, IPOrpaMMHBIii) - UCTIOHSIeMbIM MPOrpaMMHbIN KO, WU
WHTEpIpeTUpyeMblii  Habop  WHCTPYKIWM,  oOslafiaroivii  CBOWCTBAMH  He-
CaHKL[MOHMPOBAHHOTO  pacnpoCTpaHeHusi U  camoBocrnpou3sBefieHusl.  Co3jaHHbIe
Ay0/IMKaThl KOMITBIOTEPHOT'O BUPYCa He BCer/ja COBIAaZal0T C OPUTHMHAIOM, HO COXPaHSIFOT
CIIOCOOHOCTH K JlanbHelIIIeMy pacipoCTPaHeHUI0 U CaMOBOCTIPOU3BE/I€HHIO.

BpepoHocHasi mporpamma - TIporpaMma, fnpejHasHaueHHas [ijisi OCYILLeCTBJIeHUs
HEeCAHKIIMOHUPOBAHHOTO /OCTyTa U (WIM) BO3ZEUCTBUSI HA MePCOHA/IbHBbIE [JaHHbIE WU
pecypchbl HTHGOPMALIMOHHOM CUCTeMbI TIepCOHABHBIX IaHHbBIX.



BcnomorarenbHbIe TeXHHUECKHE CpeACTBA M CUCTEMBI - TeXHHUUECKHE CpeaCTBad U
CHCTeMbl, He TIpefiHa3HaueHHbIe i Tepefiaurd, 00pabOTKM M XpaHeHWsl TepCOHA/IbHBIX
JlAaHHBIX, YCTaHaB/IMBaeMble COBMECTHO C TeXHUYECKUMH Cpe[CTBAMM M CHUCTEMaMH,
npeHa3HaueHHbIMU [I7is1 00pabOTKU TepCOHa/bHBIX [aHHBIX WM B TOMeIeHUsIX, B
KOTOPBIX YCTaHOB/IEHbI MH(OPMAaL[MOHHbIE CUCTEMBbI TIEPCOHA/TbHBIX JaHHBIX.

Joctyn B onepamuoHHYH cpeAy KoMmnblTepa (MH(QOPMALUOHHONW CHCTEMbI
MepCOHA/IBHBIX JAHHBIX) - TIOJIy4YeHre BO3MOKHOCTH 3allyCKa Ha BBIMOJIHEHWE IITaTHBIX
KOMaH/, (PYHKLU, TpoljeJyp OIepaldOHHONW CHUCTeMbl (YHUUTOXKeHMS, KOIMHWPOBaHMUS,
repeMellleHUs U T.11.), UCTIOJIHSIeMbIX (Paii/ioB NPUK/IaZHBIX IPOTPaMM.

Jdocryn K wuHpopMauuu - BO3MOXHOCTb TOMyYyeHUsi UHGOpPMalUM U ee
VCII0/Tb30BaHUSI.

3aK/IaJj0uHOe YCTPOWCTBO - 3JIeMEHT Cpe/CTBa CheMa HH(OpMalMy, CKPBITHO
BHeJpsieMbIM  (3aK/aJblBaeéMbld WIM BHOCUMBIM) B MeCTa BO3MOXHOIO CheMa
wHbopMaluy (B TOM UHC/e B OrpakieHhe, KOHCTPYKLIMIO, 000pymoBaHue, TMpPeMeThI
VMHTepbepa, TPAHCIOPTHbIE CPEACTBA, a TakKKe B TeXHUUECKHWe CpeACTBa M CUCTEMBI
06paboTKK MH(pOpPMaIH).

3amuimaemasi uHpopMauus -  UHGOpMaLUs,  SB/SIOUAsCA  MPeAMETOM
COOCTBEHHOCTH U TIOAJIEXKalljasi 3all[iTe B COOTBETCTBUM C TpPeOOBaHUSIMU TTPABOBBIX
JIOKYMEHTOB WM TpeOOBaHUSIMH, yCTaHAB/IMBaeMbIMH COOCTBEHHUKOM MHGMOpPMAI[WH.

WpenTudukanus - TIPUCBOeHNEe CyObeKTaM U 00beKTaM JI0CTyra uaeHTudGuKaTopa
U (WaM) cpaBHeHUe TMpPeIbsBIsIEMOro HJeHTHU(UKaTopa C TlepeyHeM TMPUCBOEHHbBIX
nJeHTU(HUKaTOPOB.

HNudopmaTuBHbIii  CcUrHa/A -  JJIeKTPUYECKHWe  CUTHAJbl,  aKyCTHYecKue,
3JIEKTPOMAarHUTHBIE W Ipyrye hU3nUecKre ToJisl, 0 TlapaMeTpaM KOTOPBIX MOXXET ObITb
pacKpbITa KOH(pHIeHI[MambHast nH(opmariys (TepcoHanbHble JaHHbIe) 0OpabaThiBaeMasi B
MH(MOPMAaI[MOHHOW CHCTeMe TePCOHA/IbHBIX JaHHbIX.

WH(popManUOHHbIe TEXHOJIOTHH - TIPOLIeCChl, MeTO/bI TIOMCKa, cOopa, XpaHeHwUs,
00pabOTKH,  TpefoCTaB/eHHWs,  paclpocTpaHeHUsT  WHGOPMAlMd W CIIOCOOBI
OCYIL[eCTB/IEHUS] TaKUX MPOLIECCOB U METO/IOB.

NudopmanmonHas cucreMa nepcoHanbHbIX JaHHbIX (MCIIJIH) - COBOKYITHOCTH
cofepkammxcsi B 0a3ax /[aHHBIX TI€PCOHANbHBIX [JaHHBIX W 00eCTeurBarIIUX MX
00paboTKy MH(MOPMAaLMOHHBIX TEXHOJIOTHM U TEXHUUECKHUX CPeZICTB.

Hcno/ib30BaHue MepCcoOHAIBHBIX AAHHBIX - [IeMCTBUS (Orepanum) ¢ epCoHaJbHbIMU
JTaHHBIMM, COBeplllaeMble OMEepPaTOpPOM B 1[e/IIX MNPUHSTHS pelleHud WU COBepIlIeHHs
WHBIX [IeHCTBUM, TIOPOXKAAIOLIUX IOPUANUECKHe TIOC/e/ICTBUS B OTHOIIEHHWU CyObeKTa
TepCOHa/TbHBIX AAHHBIX WM APYTUX JIUL] MO0 MHBIM 00pa30M 3aTparuBarolfuX IpaBa U
cB00O/IbI CyObeKTa IMepCOHAMbHBIX JaHHBIX WIN APYTHX JIUL].

W CTOYHUK Yrpo3bl Oe3omacHocTu uHpopMauuu - CyObeKT 0CTyTa, MaTepUaIbHbBIN
00BeKT WM (HU3UUECKOe sIBJIEHHE, SIB/SIOIMIMECS ITPUUMHOM BO3HWKHOBEHHUS YTPO3bI
6e3oracHoCT! MH(MOPMALIUH.

KoHTpo/iupyemasi 30Ha - TMPOCTPAHCTBO (TeppUTOpHs, 3/laHWe, YacCTb 3[aHus,
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roMelijeHre), B KOTOPOM MCK/IHOUeHO HEKOHTPOJMpyeMoe TMpebbiBaHHe TMOCTOPOHHUX
JIUL], @ TAaK>XKe TPAHCIIOPTHBIX, TEXHUUYECKHUX U UHbIX MaTepUa/ibHbIX CPEe/ICTB.

KoH(uaeHHa/IbHOCTh NEePCOHAIbHBIX JAaHHBIX - 00s3aTe/IbHOe /JId COOMIoZeHHs
OMepaTopoM WIA WHBIM TMOJYYMBIIMM [OCTYNl K T[epCOHaJbHbIM [JaHHBIM JIML[OM
TpeboBaHMe He /IONyCKaTh UX PaclpoCTpaHeHWe 0e3 coryacus CyObeKTa IepCcoHa/IbHbIX
J@HHBIX WU HAJIMUMSI MTHOTO 3aKOHHOT'O OCHOBAaHMUSI.

MejkceTeBOW 3KpaH - JIOKa/JibHOe (O/JHOKOMIIOHEHTHOe) WM (PYHKI[MOHATbHO--
pacripefie/ieHHOe MporpaMMHOe (MpOorpaMMHO-arnapaTHoe) CpeACTBO  (KOMILIEKC),
peanu3yroiliee KOHTPOJ/Ib 3a MH(MOpMaLYel, MoCTymaroller B MHPOPMAaI[MOHHYI0 CUCTEMY
NepCoHaMbHBIX JJaHHBIX W (MM) BeIXOASIeN 13 MH(OOPMALMOHHOW CUCTEMBI.

Hapyumure/ib 6€30MaCHOCTH MePCOHATBHBIX JAHHBIX - ((M3UUeCcKoe JIULI0, CTyYaliHO
WA TIpelHaMepeHHO CoBepllalolllee [eWCTBUS, C/AeJCTBUEM KOTOPBIX SIB/SIETCS
HapyleHre 0e30MacHOCTH TePCOHALHBIX AAHHBIX MPU HUX 00pabOTKe TeXHHUeCKUMH
cpe/iCTBaMU B UH(OPMALIMOHHBIX CUCTEMAaX MePCOHAJbHBIX JJaHHBIX.

HeaBromaTu3upoBaHHass 00pa0oTKa mNepCOHA/IBHBIX JaHHbIX - 00paboTka
MepPCOHA/IbHBIX JlaHHBIX, COJEep’Kallluxcsi B MHGOPMAIIMOHHON CHCTeMe TMepCOHaTbHBIX
JIAaHHBIX JTMOO W3B/IEUEHHBIX M3 TAKOW CHCTEMbBI, CUMTAETCS OCYIIeCTB/IeHHOW Oe3
WCMO0JIb30BaHUsl CpeACTB aBTOMaTW3alMM (HeaBTOMAaTU3UPOBAaHHOMW), €CIu TaKue
JeUCTBUS C  TIepCOHA/IbHBIMU  JaHHBIMM, KaK  MCI0J/Ib30BaHUEe, YTOUHEHWUe,
pacrnpocTpaHeHWe, YHUUTOXXeHHe TepCOHA/IbHbIX JaHHBIX B OTHOIIEHWM KaXK/[I0ro U3
CyOBEKTOB T€PCOHA/TbHBIX JAHHBIX, OCYIECTB/SIOTCS TPU HETOCPeJCTBEHHOM YJYaCTUU
yesioBeKa.

Hepexk/apupoBaHHbie BO3MOXXHOCTH - (DYHKIIMOHA/bHbIE BO3MOKHOCTH CPeZCTB
BbIUMC/IUTE/TbHOM TEXHUKH, He OMNMCaHHble W/IM He COOTBETCTBYIOIME OMHCAHHBIM B
JIOKyMeHTal[1H, pu WCII0/Tb30BaHUU KOTOPBIX BO3MOYKHO HapylleHue
KOH(U/IeHIIMATbHOCTH, ZOCTYITHOCTH WIH LIeJIOCTHOCTH 06pabaThiBaeMoii HGMOpMaIIUH.

HecaHKIIHUOHUPOBAHHBIN JOCTYI (HeCAHKIIHUOHUPOBAHHbBIE JeMCTBHUSA) - TOCTYII
K UHGOpMaLUU WU JeUCTBUSl C UH(OpMaLMeld, Hapyllarolliye NpaBuia pa3rpaHUueHus
J0CTyTIa C WCIO/Ib30BaHKWEM IITATHBIX CPE/CTB, TIPeJ0CTaB/sieMbIX MH(OPMALMOHHBIMU
cuCTeMaMU TIePCOHAJIbHBIX JJaHHBIX.

Hocutens undopmanuu - GU3NUECKOe MO0 WIM MaTepyuaabHbI 00BLEKT, B TOM
yncsie (Qusnyeckoe moJjie, B KOTOPOM HMH(OpPMaLUsi HaxOJUT CBOe OTpaKeHHe B BHU/E
CMMBOJIOB, 00pa30B, CUTHA/IOB, TEXHUUECKUX PeIIeHUd W MPOLeCCOB, KOJUUYeCTBEHHbIX
XapaKTepPUCTUK (hHU3UUEeCKUX BeTUUHH.

OGe3nMunBaHNe TMEPCOHANBHBIX JAHHBIX - JIEUCTBUS, B pe3yJibTaTe KOTOPBIX
CTAHOBUTCSI HEBO3MOXKHBIM 0e3  KCITO/Ib30BaHMS  JIOTIOJTHUTE/IbHOW — MH(OpMalyu
OTIpe/ieJTUTh  TIPUHA//IE)KHOCTh  TePCOHANbHBIX  /IaHHBIX ~KOHKDETHOMY CYOBEKTY
MepPCOHAJIbHBIX JaHHBIX.

OOpaboTka mepcoHaNBHBIX JaHHBIX - JiI0Ooe [elicTBUe (omepauys) WU
COBOKYITHOCTb JIeliCTBUM (Orepaiyii), CcoBeplllaeMbIX C HCII0/Ib30BaHUEM Cpe/iCTB
aBTOMAaTH3alud WM 6e3 MCIO/b30BaHUSI TaKHWX CPEeJICTB C TePCOHATbHBIMU AAHHBIMH,
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BK/touasi cOoOp, 3amuch, CUCTeMaTU3aliul0, HaKOIJIeHWe, XpaHeHue, YTOYHeHUe
(oO6HOBMEHWE, W3MeHeHUe), U3B/eueHe, UCTOIb30BaHue, repejauy (pacrpocTpaHeHUe,
npeioCTaB/ieHue, AOCTyI), obe3nuuuBaHWe, OJIOKMpDOBaHWeE, yjajeHue, YHUUTOXKeHUe
MepCoHa/IbHbIX JaHHbIX.

OOmieoCTyNIHBIE TMEepPCOHA/IbHBIE J[aHHBbIE - TIePCOHA/IbHbIEe JaHHble, JOCTYII
HEOrpaHUUeHHOTO Kpyra JiMl K KOTOPbIM TMpefoCTaBjieH C corjacus CyObeKra
MepPCOHAJIbHBIX IAHHBIX WM Ha KOTOpble B COOTBETCTBUU C (DejlepasbHBIMU 3aKOHAMU He
pacripoctpaHsieTcs TpeboBaHre cobrofeHst KOHDUIEeHI[MaTbHOCTH.

OmnepaTop (nMepcoHaNBHBIX JAHHBIX) - TOCYJaPCTBEHHbIM OpraH, MyHULIUMNAIbHBIN
OpraH, 1opuanYecKoe Uiu pusryeckoe U0, CAMOCTOSITe/TbHO UM COBMECTHO C APYTUMU
JIULIAMU OpraHu3yolye U (WIn) oCyIecTBIisitole 06paboTKy repcoHaIbHbIX JAHHBIX, a
TaK)Xke OTpezesisitoiye e 06paboTKU repcoHa/bHBIX JaHHBIX, COCTAB MEPCOHATBHBIX
JaHHBIX, TOJAJeXKalmx o0paboTke, felicTBUsi  (omepaidu), CoOBepIillaeMble  C
MepCOHa/IbHBIMU JJaHHBIMHU.

TexHUUecKHe cCpeAcTBa HWH()OPMAIMOHHON CHCTEMbl NEPCOHA/JBHBIX [JAaHHBIX -
Cpe/iCTBa BBIUMC/IUTETLHOM TEeXHUKU, WH(HOPMAaI[MOHHO-BbIUMC/IUTE/IbHbIE KOMIIEKChI 1
CeTH, Cpe/ICTBa U CUCTeMbI Tiepefiauu, rnprema u obpabortku I1/IH (cpeAcTBa U CUCTEMBI
3BYKO3aIliCH, 3BYKOYCUJIeHUsI, 3ByKOBOCIIPOU3Be/IeHNsI, TIePeroBOPHbIe 1 Te/IeBU3MOHHBIE
yCTPOMCTBa, Cpe/ACTBa W3TOTOB/IEHUS, TUPAKUPOBAHUSI JOKYMEHTOB U JApyrve
TeXHUUeCKHe cpe/icTBa 06paboTKy peueBoi, rpaduueckoii, BUzieo- 1 OyKBeHHOLM(POBOI
nHbopMalum), mporpaMMHbie Cpe/iCTBa (OrepaljuoHHble CUCTeMbI, CUCTEMbI YTIPABIEHUS
0a3zaMM [JaHHBIX W T.Il.), CpeACTBAa 3al[UThl HWHGMOpPMAI[MH, TpPHUMEHsIeEMble B
MHGOPMAI[MOHHBIX CHCTeMax.

IlepexBar (undopmanuu) - HelpaBOMepHOe TI0JyuyeHue UHbOPMaIUd C
MCTIO/Tb30BaHHWEM TeXHUUEeCKOT0 CPeJCTBa, OCYILECTBISIONET0 OOHapyKeHUe, TIpUeM U
006paboTKy MH(MOPMaTUBHBIX CUTHAIOB.

IlepcoHanbHbIe JaHHBIe - Jit00as WHGOpPMALMs, OTHOCSINASACA K TIPSIMO WM
KOCBEHHO OITpefie/ieHHOMY WK ormpeenseMoMy ¢du3uueckomy muiy (CyObekTy
TepCOHA/TbHBIX JAaHHBIX);

IToOouHbIe 3/IEKTPOMAarHUTHbIE W3/IyYeHHUS] U HABOJKH - 3/IeKTPOMarHUTHBIE
M3/Ty4eHHs] TeXHUYeCKUX CpeJCTB 00paboTKH 3alijuiiiaeMoi nHhopMarvu, BO3HUKAOIIHe
KakK 1o00YHOe siB/IeHre Y BbI3BaHHbIE 3/IEKTPUUECKUMH CUTHAIaMU, JeMCTBYIOIUMHU B UX
3/IeKTPUUECKUX U MarHUTHBIX LIeMsiX, a TakXKe 5/IeKTPOMarHUTHble HAaBOJKU 3THUX
CUTHAJ/IOB Ha TOKOMPOBOZSIINE JIUHUN, KOHCTPYKLIUM U LIeMH IMUTaHUSI.

ITo/IMTHKA «4YHCTOr0 CTOMA» - KOMIUIEKC OpraHU3aljMOHHBIX MepONpHUSATHH,
KOHTPOJIMPYIOI[UX OTCYTCTBHE 3alUChIBaHUs Ha OyMa)kKHble HOCUTENW KIIoUued W
aTpruOyTOB /0CTYyTIa (TIapoJieii) U XpaHeHus1 X BO/M3U 00BEKTOB JOCTYTIA.

ITonb30oBaTenb WHGPOPMALMOHHON CHCTeMbl MEPCOHA/ILHBIX JAAHHBIX - JIUIIO,
yuacTByloillee B (DYHKIJMOHMPOBAHWM WH(POPMAIIMOHHOM CHUCTEeMbI TepPCOHATbHBIX
JlaHHBIX WK UCTIOJIb3YIoIllee pe3yibTaThl ee ((yHKI[MOHUPOBAHMUSI.

IlpaBuia pa3srpaHdYeHHsi JOCTyma - COBOKYIHOCTb TMPaBW/I, perjaMeHTUPYIOLHUX



TIpaBa I0CTyma CyOBeKTOB Z0CTyIa K 00beKTaM /I0CTyTIa.

IlporpaMmMHas 3ak/ajkKa - KOJI TIPOrpaMMbl, ITIpeJlHAMEPDEHHO BHECEHHBIM B
MporpaMMy C I[e/IbI0  OCYIL[eCTBUTh YTeUKy, W3MeHWUTb, OJIOKWUPOBaTh, YHUUTOXUTh
vHbOpMAL[MI0O WIM YHUUYTOXUTh W MOAUMPULIMPOBATH IIpOrpaMMHOe obecrieyeHue
MHGMOPMAI[MOHHOM CHCTeMbI TIePCOHABHBIX JaHHBIX U (W/IK) OJIOKMpOBaTh arrapaTHbIe

CpeZCTBa.

ITporpammHoe (mporpaMMHO-MaTeMaTHUYeCcKoe) BO3/lelICTBHE -
HeCaHKLIMOHUPOBaHHOE BO3/IeUCTBHE Ha pecypchl aBTOMAaTU3UPOBaHHOU
MH(OPMAI[MOHHOW CHUCTEeMbI, OCYLIECTB/SIEMOE C MCI0J/b30BaHUEM BPEIOHOCHBIX
MpOrpamm.

PacKpbITHE MEPCOHAIBHBIX AAHHBIX - YMBIIUIEHHOE WM C/y4aliHOe HapylleHue
KOH(MeHIMa/IbHOCTU MePCOHA/IbHBIX JAaHHBIX.

PacnipocTpaHeHHe TepPCOHA/IBHBIX JAHHBIX - JIEMCTBMS, HallpaB/IeHHble Ha
PacKphITUe TIePCOHA/IbHBIX JaHHbIX Heorpeae/leHHOMY KPYTy JIULI.
Pecypc uH)OPMAIMOHHOW CHCTeMbI - HMEHOBAHHBIM 3/IeMEHT CHCTEeMHOrO,

TIPUK/IQJHOTO WJIM armapaTtHoro obecriedeHust (DYHKIIMOHHUPOBaHHS WH(OPMALIMOHHON
CUCTEMBI.

CHEHI/IaJIBHbIe KaTeropu I1epCoOHa/IbHBIX [AAHHBIX - TI€pCOHA/IbHbIE [laHHEIE,
Kacarolyecsi pacoBOM, HAl[MOHA/JbHOM TIPUHA/JIeKHOCTH, TIOJIMTUUECKUX B3IVISIOB,
PEJIUTUO3HBIX WK Griocodckux ybexxmeHnid, COCTOSTHUS 37I0POBbSi 1 MHTUMHOM JKU3HU
CyOBbeKTa repCOHa/TbHBIX JaHHBIX.

Cpe/cTBa BBIUHC/IMTEILHOM TEXHHKH - COBOKYMHOCTb TPOTPaMMHBIX U TeX-
HUYEeCKMX JJIEMEeHTOB CHUCTeM 00pabOTKM [aHHBIX, CIIOCOOHBIX (YHKIJMOHHPOBATDH
CaMOCTOSITEJTbHO WK B COCTaBe APYTUX CHUCTEM.

CyobekT poctyma (cy0beKT) - JIMI0 WIM TPOLIeCC, [AeUCTBUS KOTOPOro
peryjiaMeHTUPYIOTCS MpaBUaMu pa3rpaHUueHus 10CTyTIa.

TexHUUeCKHUH KaHaA/I yTeUKH HH(OpMauu - COBOKYITHOCTb HOCUTeST MH(POpMaLu1
(cpeacTBa 06paboTKM), pusnUuecKoii cpepl pacpocTpaHeHyss THOOPMATHBHOTO CHUTHasIa
Y CPeJICTB, KOTOPLIMH /J0ObIBaeTCs 3aluiijaemMasi THpopMariusi.

TpchrpaanHaﬂ nepefgada MNepCoOHAJIbBHBIX MAHHBIX - TI€Epe/d4dd I1€PCOHAJIBHBIX
JIaHHBIX orepaTopoM 4epe3 ["ocymapcTBeHHyr0 rpaHully Poccurickon @efiepalii opraHy
BJaCTM HHOCTPAHHOTO TOCYy/apCTBa, (PU3NUECKOMY WM OPUAUUYECKOMY JIULY
MHOCTPAHHOI'0 rOCy/1apCTBa.

Yrpo3bl 0€30MacCHOCTH MepPCOHANMbHBIX JAaHHBIX - COBOKYITHOCTH YC/JIOBUM U
(akTopOB, CO3/AlOI[MX OMNAaCHOCTh HEeCAHKIIMOHUPOBAHHOTO, B TOM UMC/e CIy4yalHOro,
JIOCTymNa K MepCOHA/bHbIM JlJaHHbIM, pPe3y/bTaTOM KOTOPOTO MOXKET CTaThb YHUUTO)KEHUe,
n3MeHeHue, 0JIOKMPOBaHKe, KOMTMPOBaHWe, PACIPOCTPaHeHWe MepCOHANbHBIX JaHHBIX, a
TaK)Ke MHBIX HeCAHKIIMOHUPOBAHHBIX JeHMCTBUM MpU MX 00paboTKe B MHMOPMAIJMOHHOM
CHUCTeMe MepCOHA/IbHBIX JaHHBIX.

YHHMUTOKEHHe TNepPCOHAbHBIX JAAHHBIX - JIeHCTBUSA, B pe3yabTaTe KOTOPBIX
CTAHOBUTCS HEBO3MOXXHbIM BOCCTAaHOBUTH COjlepXKaHUe T[epCOHA/IbHbIX [JaHHBIX B
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MH(OPMAIIMOHHOW CHUCTeMe TMepCOHaNbHBbIX JaHHbIX U (WIM) B pe3y/bTaTe KOTOPbIX
YHUUTOKalOTCsI MaTepraibHble HOCUTEU IepCOHaTbHbBIX IaHHbIX.

YTeuka (3amumiaeMoil) HHPOpPMAMM MO TeXHUYECKUM KaHa/laM -
HEeKOHTPO/IMPYeMOe pacripoCcTpaHeHue WH(OpMalMK OT HOCUTe/ IS 3alljviljaeMoi UHGhOop-
MalyMyd uepe3 (PU3MYECKyH0 Cpefy [0 TeXHUYEeCKOrO Cpe/CTBa, OCYILIECTBIISIOLETO
nepexBaT UH(POPMaLIH.

Ysa3BumocTh - C1a00CTh B CPe/ICTBAX 3alllUThl, KOTOPYIO MOYKHO WCIOJIb30BATh IS
HapyllleHusl CUCTeMbI WX CoZiepyKallieiicsi B Hell mHbopMaliuu.

IlesiocTHOCTh WHGpOPMALUU - CIIOCOOHOCTH CpeCTBa BBLIYUC/IUTE/LHOM TeXHUKHU
WIA aBTOMAaTU3UPOBAaHHOW CHUCTeMbl oObOecrieuMBaTh HEU3MEHHOCTb WH(OpMaluu B
YCJOBUSIX CTYUYalHOTO W/WM NIpeJHaMePEeHHOT 0 UCKaXKeHUs (pa3pylLlueHus ).



OBO3HAYEHVA 1 COKPAIIIEHUSA

ABC - aHTUBYpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3UpOBAaHHOE pabouee MeCTO

BTCC - BcrioMorare/ibHble TeXHUUYeCKre CpeJCTBa U CUCTEMbI
WCIT[IH - uHdopMalMioHHasi CUCTeMa MepCOHa/IbHbBIX JaHHBIX
K3 - KoHTpO/mMpyemasi 30Ha

JIBC - yioKasibHast BEIYMC/IATE/IbHAs CeTh

MD - MexxceTeBOM 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIM AOCTYII

OC - onepallMOHHasi cUCTeMa

II/JH - mepcoHa/bHbIe JaHHbIe

[TMB - nmporpamMmmMHO-MaTeMaTUUeCKOe BO3/IeliCTBHUE

1O - nporpamMMHoOe obecrieueHue

[TOMMUH - rmobouHble 3/1eKTPOMarHUTHBIE U3/TyUeHUs] U HaBOJKU
CA3 - cuctema aHaiu3a 3allULLIEHHOCTU

C3MU - cpeacTBa 3au[uThl TH(OOPMALIUU

C3I1/JH - cuctema (mojiccTeMa) 3allUThl TIePCOHAMBHBIX JJaHHBIX
COB - cuctema 06Hapy»KeHUsT BTOP>KEHUH

TKYU - TexHuueckue KaHa/bl yTeukd HH(POpMaLuu

YBII[IH - yrpo3bl 6e3011aCHOCTH TT€PCOHAMBHBIX JJAHHBIX



BBEJAEHWUE

Hactosijasi  [lommtrka wHbOpMalioHHOW 6Ge3omacHocTH Tpu pabore C
MepcoHaNbHBIMK  JaHHbIMM B  HuWKHeCepruHCKOW paliOHHOM  TeppUTOpHaIbHOM
n30rpaTenbHOM KoMuccuu (fanee - [Tonutrka) SBasieTcs: opUIaabHBIM JOKYMEHTOM.

[TosmTuKa pa3paboTaHa B COOTBETCTBUM C TPeOOBaHUSIMH, YCTAaHOBJ/IEHHBIMHU:

denepanbHbiM - 3aKOHOM  OT  27.07.2006 Ne 149-®@3 «0O6 wuHpopmaluy,
MH(GOPMALMOHHBIX TeXHOJIOTUSIX U O 3all{uTe UH(POpMaLun»;

®epepanbHbIM 3aKOHOM OT 27.07.2006 Ne 152-D3 «O nepcoHanbHbIX JaHHBIX»;

rioctaHoB/ieHueM IIpaButenibcTBa Poccuiickoit ®@eneparuu ot 01.11.2012 Ne 1119
«O06 yTBepkAeHnr TpeOOBaHHI K 3alllydTe MePCOHAMBbHBIX JaHHBIX TPU UX 00paboTke B
MH(GOPMAL[MOHHBIX CHCTeMaXx MepCOHaIbHbIX JaHHBIX»;

noctaHoBsieHreM IIpaBurtenbctBa Poccuiickort ®epeparmyu ot 15.09.2008 Ne 687
«O6 yTBepXKAeHUM T0I0KeHHsT 00 0COOeHHOCTSX 00pabOTKM TepCOHA/NbHBIX AAHHBIX,
OCYILIeCTB/IsIeMOU 6e3 MCT0/Ib30BaHus CPe/ICTB aBTOMAaTH3aLuN»;

noctaHoBsieHreM IlpaButenbctBa Poccuiickor @epeparmu ot 21.03.2012 Ne 211
«O06 yTBep)KZeHWM TiepeuHsi Mep, HampaB/eHHbIX Ha obecrieyeHre BBITIOJTHEHUS
obsi3aHHOCTeN, TIpeycMOTpeHHbIX PefiepanbHbIM 3aKOHOM «O MepCOHa/IbHBIX JaHHBIX»
Y TIDUHSITBIMU B COOTBETCTBUM C HUM HOPMAaTHWBHBIMU MMPAaBOBLIMYU aKTaMH, OrlepaTopaMu,
SIBJISIOILUMUCS TOCYAapCTBEHHBIMU W/TM MYHULIUMNA/IbHBIMA OpraHaMu»;

npuka3zoM ®@CTOK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxaenun CocraBa U
COZlep>KaHHsI OpPTraHW3al[MOHHBIX U TeXHUUeCKWX Mep 1o obecrieueHuro 6Ge30macHOCTU
MepCcoHaNbHbIX JaHHBIX TIpU  UX 00paboTke B HWHGMOPMALMOHHBIX CHUCTEMaXx
MePCOHAJIbHBIX JJAHHBIX»,

npukazoM ®PCB Poccum ot 10.07.2014 Ne 378 «OO6 yTBepAeHHWM COCTaBa U
COZlep>KaHWsI OpPTraHW3al[MOHHBIX U TeXHUUeCKWX Mep 1o obecrieueHuro 6Ge30macHOCTU
MepCoOHANbHbIX JIaHHBIX TIpU WX 00paboTKe B UWHGOPMALMOHHBIX CHCTEMaxX
MepPCOHAJ/IbHBIX [JAaHHBIX C WCIO0/Ib30BaHUEM CPEACTB KpUNTOrpauuyeckor 3aluThbl
wHbOpMaI[ii, HeoOXOAWMBIX [/ BBIMOJHEHUs] YCTaHOBJIEHHBIX [IpaBUTETLCTBOM
Poccutickoit ®enepariun TpeOOBaHMM K 3alllUTe MePCOHA/IBHBIX JAHHBIX IS KaXK0T0 U3
YPOBHEH 3allULLEHHOCTH;

MeToanuecKUMU peKOMeH/alusiMU 110 pa3paboTKe HOPMAaTUBHBIX TPAaBOBBIX
aKTOB, OTIpe/e/ISIIOIMX yrpo3bl 6€30MacHOCTH TIepCOHAMBHBIX JAHHBIX, aKTya/lbHble TIpU
00paboTKe TMepCOHaNbHBIX JAHHBIX B MH(OPMAL[MOHHBIX CUCTeMaxX TepCOHaTbHBIX
JAHHBIX,  SKCIUTyaTUPyeMbIX TIPU  OCYILeCTB/IEHMM  COOTBETCTBYIOIIMX  BU/IOB
JlesiTeJIbHOCTH, YTBep>KJeHHbIMU PYKOBOACTBOM 8 LlenTpa @Cb Poccuu 31.03.2015 Ne
149/7/2/6-432.

B Tlomutuke omnpefeneHsl TpeboBaHuss K mnepcoHany WMCII[IH, cTerneHb
OTBETCTBEHHOCTH TIepPCOHAaja, CTPYKTypa M HeOoOXOAWMBIM YPOBEHb 3allUIeHHOCTH,
CTaTyC W [JOJDKHOCTHBIE OO0SI3aHHOCTU COTPYAHUKOB, OTBETCTBEHHBIX 3a obecrieueHre
6e3omacHOCTM TepcOHa/bHBIX faHHbIXx B VCII[IH HuwkHecepruHCKOM palioHHOU
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TeppUTOpPHaIbHON HM30HpaTebHONM KoMuccuu (fanee — Komuccus).

1. OOHe mo/I0KeHust

Llenbto HacTosireit ITosuTHKY sB/sieTCsi obecrieueHre 06e301MaCHOCTU OOBEKTOB
3aiuThl Komuccun OT BceX BUJOB yIpO3, BHEIIHUX W BHYTPEHHWX, YMBIIUIEHHbIX U
HerpeJHaMepeHHbIX, MHWHMMM3alusi yijepba OT BO3MOXHOW peaqu3alid Yyrpo3
6e3onacHoctu [11u (YBIIOH).

be3onacHOCTb MepCOHaNbHBIX [JAHHBIX [IOCTUTAeTCsl TyTeM  MCKJIIOUeHUs
HeCaHKLIMOHUPOBAHHOT'O, B TOM YMCJ/Ie CIy4alHOro, I0CTyNa K NepCOHA/bHBIM IaHHBIM,
pe3yIbTaTOM KOTOPOTO MOXKeT CTaTb YHUUTOXKeHue, H3MeHeHHWe, OJIOKMpOBaHue,
KOMMpOBaHWe,  paclpoCTpaHeHHWe  [epCOHA/NIbHbIX  JIaHHbIX, a TakKXe  MHbBIX
HECAHKL[MOHWPOBAHHBIX €M CTBUM.

WudopMaiiisi ¥ cBsi3aHHble C HeW pecypchl JO/DKHBI ObITh IOCTYITHBI IS
aBTOPU30BAHHBIX  MOJIb30BaTesned.  JIOJDKHO ~ OCYLeCTBJSAITbCA ~ CBOEBPEMEHHOe
oOHapy>keHMe U pearupoBaHue Ha Y BIT/IH.

[o/KHO OCYLIeCTBASATLCS TMpefoTBpallleHre TpeJHaMepeHHbIX WM CIy4YalHbIX,
YaCTUYHBIX W/IM TIOMHBIX HECAHKI[MOHUPOBAHHBIX MOAU(PUKALMA WU YHUUTOXKEHUS
JTaHHBIX.

CocTtaB 00BEKTOB 3all[UThl TIpeJcTaBieH B «[lepeuHe TMepcoOHANbHBIX JAHHBIX,
obpabatbiBaeMbix B HipKHecepruHCKOW paliOHHON TeppUTOPUA/IbHON H30HpaTe/bHOMN
KOMHCCUM B CBSI3W C peajv3alyied Cay)KeOHbIX (TPY/OBBIX) OTHOIIEHHH, a TaKke
OCYILeCTB/IEHUEM TOCy/1apCTBEHHbIX (DYHKIWI».

Cocras UCII[JH noanexamux  3amure, IpenacrtasieH B «llepeune
MH(OPMALIMOHHBIX CHUCTEM T[ePCOHA/IbHBIX [aHHBIX B HWwKHeCepruHcKoW paliOHHOM
TePPUTOPHATbHON 130HUpaTeTbHOM KOMUCCHH».

2. O0/1aCTDb i€l CTBUA

TpeboBanus Hacrtosimeld [TOMTUKKA pacIpOCTPaHSIFOTCS Ha BCeX COTPYAHHKOB
Komuccun (1ITaTHbIX, BpeMeHHbIX, PabOTaloMUX M0 KOHTPAKTYy U T.I.), @ TaKKe BCEX
npourx jul] (MOAPSIUMKY, ayJUTOPHI U T.I1.).

3. Cucrema 3aIMThI NePCOHA/IbHBIX JAHHBIX

ObGecrieueHre 6€30MaCHOCTH MePCOHA/IBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTH:

orpefiesieHHeM yrpo3 0e30TMacHOCTH TIePCOHATbHBIX JJaHHBIX TIpU UX 06paboTke B
MH(MOPMAaI[MOHHBIX CUCTeMaXx MepCoHaIbHbIX JaHHbIX;

NIpUMeHeHeM OpraHW3allMOHHBIX U TeXHUUeCKHX Mep TI0 obecrieueHuto
0e30I1aCHOCTH ITepCOHA/IBHBIX JAHHBIX MPH UX 00paboTKe B MH(OPMALIMOHHBIX CHCTEMAX
TepPCOHA/IbHBIX JIJaHHBIX, HEOOXOAMMBIX [/l BBLITIOJTHEHWS TpeOOBaHMM K 3aIluTe
MepCOHaNbHBIX  [JaHHBIX, MCIIOJTHEHWe KOTOpPbIX 00ecrieuMBaeT yCTAHOBJIEHHBIE
[IpaBuTtensctBOM Poccurickon @Pefepanii ypOBHU 3alUILEHHOCTH TMePCOHATbHBIX
JTaHHBIX;
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TpYMeHeHueM TIpoLIeAIIMX B YCTaHOB/IEHHOM IIOps/Ke TpoLeAypy OLeHKU
COOTBETCTBUSI CPE/ICTB 3alllUThl UHGOPMaIUY;

olleHKOW 3(heKTUBHOCTH TIPUHMMAeMbIX Mep I10 obecrieueHHI0 0e30IaCHOCTU
MepPCOHA/IbHBIX [JAaHHBIX [0 BBOJA B SKCIUTyaTalMld WH(POPMALMOHHOU CHUCTeMbI
IIepCOHAJIbHBIX 1aHHBIX;

y4eTOM MalllMHHBIX HOCUTEeJIeU MepCOHA/IbHBIX JAaHHBIX;

obHapy>xeHHeM (DaKTOB HeCaHKI[MOHMPOBAHHOTO [IOCTyMa K IepCOHATbHBIM
JlAaHHBIM U TIPUHSITHEM Mep, B TOM UHC/ie Mep 0 0OHapy»KeHHI0, TIPeyNpexXAeHru0 1
JVKBUJALMA TIOC/eACTBUM KOMITBIOTEDHBIX aTakK Ha WH(OpPMAaLMOHHbIE CUCTEMBI
IepCOHAa/IbHBIX JAHHBIX U 10 PearupoBaHUIO0 Ha KOMITbIOTepHbIe UHL[A/IeHTh] B HUX;

BOCCTAQHOB/IEHMEM  TepCOHANbHBIX  /IAHHBIX,  MOAUGMUIIMPOBAHHBIX WU
YHUUTOKEHHBIX BCJIe[ICTBHE HECAHKLIMOHUPOBAHHOTO JOCTYIIA K HUAM;

yCTaHOBJIEHWeM TIPaBW/I [IOCTyTa K TepPCOHAIbHbIM [JaHHBIM, 00pabaThiBaeMbIM B
MHGOPMAI[MOHHON CHUCTeMe TIepCOHa/NbHBIX J@aHHBIX, a TakKxke obecrieueHHEM
perucTpalud M ydeTta BCeX [J€MCTBUM, COBEpILIAeMbIX C IMepCOHAJbHBIMUA [JaHHBIMU B
MH(OPMAILIMOHHOW CUCTeMe MepCOHA/TbHBIX JaHHbBIX;

KOHTpOJIeM 3a TIPUHMMAaeMbIMH MepaMH 10 obecIieueHHI0 0e30MacHOCTH
MepPCOHA/IbHBIX [IaHHbIX M YPOBHS  3alUIIEHHOCTU WH(GOPMALIMOHHBIX CUCTEM
IepCOHAJ/IbHBIX aHHBIX.

CucreMa 3amuThl epcoHabHbIX AaHHBIX (C3T1/IH), CTPOMTCS Ha OCHOBAHUMU:

AKTa BHyTpeHHET0 KOHTPOJISI COOTBETCTBHSI 00pabOTKH MepCOHA/IbHBIX TaHHBIX.

[TepeuHsi TepcoHaNbHBIX [JAHHBIX, 0OpabaThiBaeMbix B HuKHeCepruHCKOM
palioHHOM TeppUTOpHATbHOM W30MpaTeNlbHOM KOMHCCHH B CBSI3W C peanM3aljieid
C/Ty>)KeOHBIX (TPY/[IOBBIX) OTHOIIIEHWM, a TakXe OCYI[eCTBJIeHMEeM TOCY/AapCTBEHHBIX
yHKLi;

AKTOB K/1accuuKalii UHPOPMAaI[MOHHBIX CUCTEM TTePCOHAbHBIX JaHHBIX;

Mogemu yrpo3 6e30macHOCTH TiepCOHA/IbHBIX JAHHBIX;

MaTpulibl JOCTyIa MOJb30BaTe/iel K 3alliyijaeMbIM MH(OPMAaLMOHHBIM pecypcam
NCILIx;

PykoBopgsaimx fokymentos @CTOK Poccuu u @Cb Poccum.

Ha ocHOBaHMH 3THX [IOKYMEHTOB OIpefiensieTcss HeoOXOAuMbIA  ypOBEHb
sammieHHocTd [1/JH kaxgou VCITOH Komuccun. Ha ocHOBaHMM aHanm3a akTyalbHbIX
yrpo3 6e3omacHoctu [1/IH omvcaHHoro B Mofend yrpo3, [enaeTcs 3ak/aideHre o
HEOOXOUMOCTH  WCITONIb30BAaHUS ~ T€XHWUECKUX CPeACTB W OpraHM3alMOHHBIX
MeporpusIThid 111 obecrteueHust Oe3omacHocty I1/IH. BuiOpaHHBIe HeoOXogUMbIe
MepornpusiTiss OTpakatoTcd B «CocTaBe Mep 3allldThl WH(GOPMAlLMOHHBIX CHUCTEM
TepCOHAJ/IbHBIX JAHHBIX».

HOna WUCIIOa gomkeH OBITb COCTaB/ieH CITMCOK WCIIOMb3yeMbIX TeXHAUYECKUX
cpenctB  3amuThl (gamee - CHHMCOK), a TakK »Ke MPOrpaMMHOIO o0ecrieueHus,
yuacTByroIero B oopabotke I1/TH, Ha Bcex 3nemenTax MCII/IH:

APM nonn3oBareneu;
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CepBepa NpUI0KeHuUH;

CYB/;

I"'panunier JIBC;

KananoB mepefjauv B ceTd 0OIlero ToJib30BaHUs U (WIM) MeXAYHapOJHOTO
obMeHa, eciiv 1o HUM TiepezaroTcst IT/1H.

B 3aBucumocTu oT ypoBHs 3aujuiieHHocty VCITIH u akTyanbHbIX yrpos, C3I1/1H
MOJKeT BKJ/IFOUaThb CJIeIyIoLe TeXHUUeCKUe Cpe/CTBa:

AHTUBUPYCHBIE CPeJICTBA [/l pabOUMX CTaHI[WM ITOTb30BaTe el U CepBEPOB;

CpeACTBa MeXXCeTeBOr0 SKPAaHUPOBAHUS;

cpeAcTBa Kpuntorpaduueckou 3aidTbl MH(MOPMALUM MpU Tepejiaue 3alliUiliaeMou
MH($OpMaLK 10 KaHasiaM CBSI3U.

Tak ke B CIMCOK [IOJDKHBI ObITh BK/TIOUEHBI (PYHKIMU 3allUThI, 00ecrieurBaeMble
IITaTHBIMA ~ cpeAcTBaMu  obOpabotku [1[JH  omepaiuoHHbiMH  cucteMamu  (OC),
npukiagabeiM [10 U cneruasbHBIMA KOMIUIEKCAMM, Pean3yoLIUMKU CPeCTBa 3allUThL.
CnuCcoK (PyHKIMM 3alUThl MOXKET BKJTHOUATh:

yrpaBJieHHe U pasrpaHUueHre JOCTYyIIa M0JIb30BaTeslew;

PErucTpalyio U yueT AeHNCTBUM C MH(pOpMaLieu;

obecrieyeHue 11e/IOCTHOCTH JIaHHBIX;

oOHapy>keHHe BTOP>KeHUH.

COoucoK  HWCMHOJIb3yeMbIX TEXHUUECKHMX CpeACTB oTpaxkaeTca B  «llnane
MepOoTIpUsiTUA  TI0  o0ecrieueHUI0  3allUThl  TE€PCOHAMBHBIX  AaHHBIX».  CITHUCOK
VCII0/Ib3yeMbIX CpPeJCTB [JOJDKEeH IOAJepKUBAThbCs B aKTyaJlbHOM COCTOSIHUU. [Ipm
W3MEHEeHUHW COCTaBa TeXHUYeCKUX CpeAcTB 3awmTbl Wik  3jaeMmeHtoB MCII/IH
COOTBETCTBYIOLI[€ W3MEHEeHHUsI MAO/DKHbI ObITh BHeceHbl B CIMCOK W YTBepXKEHBI
npencenatesieM  V36uparenbHot Komuccuu CBepzjiOBCKOWM 00/1laCTU WM JIULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3aiuThl [1/1H.

4. TpeooBanus k noacucremam C3I1/[n

C3I1/IH BK/ItOUaeT B cebst CieIyrOIIHe MOICUCTEMBI:

ylpaBJ/IeHUs JOCTYIIOM, PETUCTPALIUM U yUeTa;

obecrieueHust 1[e/IOCTHOCTH U [JOCTYITHOCTH;

AHTHUBUPYCHOM 3allUThI;

MeJKCeTeBOI0 3KpaHWPOBaHUS;

aHaju3a 3aljyIeHHOCTH;

oOHapy>kKeHHsI BTOP>KEeHHH;

KpUITorpauueckoi 3alliyThl.

[Mopcuctembr C3ITIH umeroT pa3nvuHbIM (YHKLMOHAA B 3aBUCUMOCTH OT KJjacca
NCII[OH, omnpegeneHHOT0O B «AKTe KiacCU(UKalMM WH(POPMAI[MOHHOM CUCTeMbI
MepPCOHAJIbHBIX JaHHbIX». CIMCOK COOTBeTCTBUSI (PyHKIMM noacuctem C3II[IH kmaccy
3alLMIeHHOCTU TIpe/iCTaB/lIeH B TEXHUUECKOM 3aJaHHhU I0 CO3JaHUI0 CHUCTeMBbI 3alliUThl
MH(OopMaIu1 MH(MOPMALIMOHHOW CUCTEMBI ePCOHA/TbHBIX JJaHHBIX.
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[ToacrcTemMa yripaB/eHUs] JOCTYIIOM, PETUCTPALIMU U ydeTa

[Tomcucrema ynpaBieHUs [OCTYIIOM, DETMCTpaLiyd U yudeTa MpeJHa3HauyeHa IS
peanu3aliuy CaeIyrolux QyHKIUN:

uZieHTU(UKaAIIMM W TIPOBEPKU TIOAJMHHOCTH CYOBeKTOB [OCTyIa IMpU BXOZe B
NCIIOH;

UJieHTU(UKALIUU TePMUHAJIOB, Y3/I0B CE€TH, KaHA/IOB CBSI3W, BHEIIIHUX YCTPOWCTB 10
JIOTUYECKWM MMeHawM;

UJieHTU(UKaLMU MporpamMm, TOMOB, KaTajloroB, ¢aiyioB, 3anvcel, mojeu 3anucen
110 UMEeHaM;

perucTpaiyy Bxoja (BbIXofja) CyObEKTOB AOCTyMa B CUCTeMY (K3 CUCTEMBI), 00
perucTpaLyy 3arpy3Ky ¥ MHULMaIM3alyy ONepaljiOHHOM CUCTeMBI U ee OCTaHOBa.

perucTpanyy MOMbITOK JOCTyIa MPOrPpaMMHBIX CPeJCTB (IMMpOrpamM, MpOLIECCOB,
3a/lau, 3a/laHui) K 3alluiliaeMbIM daiiiam;

PerucTpanuy MONbITOK JOCTyIa MPOrpaMMHBIX CPeACTB K TepMHHA/aM, KaHaaam
CBsI3U, POrpaMMaM, TOMaM, Kartasaoram, ¢aiiam, 3arucsm, MoJisiM 3arrcen.

[MogcucreMa ympaBieHUsi AOCTYTIOM MOKET OBbITh peasM30BaHa C TOMOIIIBIO
IITaTHBIX cpe/icTB 00paboTku [1/]H (omepaloHHBIX cucTeM, rpuioykeHnid 1 CYB/]). Tak
)Ke MOXXeT ObITb BHEAPEHO CrelhaJbHOe TeXHUUeCKoe CPe/ICTBO WM MX KOMILIEKC,
OCYILECTBJISIFOLLE  [IOTO/IHUTe/IbHbIe Mepbl 10 ayTeHTU(UKALMd UM  KOHTPOJIIO.
Hampumep, mnprvMeHeHMe e[UHBIX XPaHW/IMI YYeTHbIX 3arvced IMoJib30oBaTenern |
PerucTpaloHHON MH(GOpPMAI[M, UCTO/b30BaHHe OHOMeTpUUeCKMX U TeXHUUecKux (C
TIOMOIIbIO 3/IEKTPOHHBIX MPOITYCKOB) Mep ayTeHTU(UKALIUU U IPYTUX.

[Togcucrema obecrieueHust Ne/I0CTHOCTHU U JOCTYITHOCTH

[Togcucrtema obecrieueHusi 11eJIOCTHOCTH W AOCTYITHOCTH TIpe/jHa3HaueHa [ijis
obecrieueHus 1[eJIOCTHOCTH M JOCTYMHOCTH [1/]H, MporpaMMHBIX U arrapaTHBIX CPe/iCTB
NCITIx Kommccun, a Tak >Xe CpeACTB 3allUThl, MPU CIyYalHOW WM HaMepeHHOM
Mo (DUKALIUN.

ITogcucrema peanusyeTcss C MOMOLLBIO OpraHu3aliy pe3epBHOIO KOINMPOBaHUS
oOpabaThiBaeMbIX JaHHBIX, a TaK >Ke pe3epBUPOBaHNeM KoueBbix 31emeHTOB VICIT/IH.

[Toacucrema aHTHBHDVCHOﬁ 3dlINUThI

[MogcrcreMa aHTUBUPYCHOM  3all[UTHI  TIpe/jHa3HaueHa [ obecrieueHUs
aHTHMBUPYCHOM 3a1uThl cepeepoB 1 APM nosib3oBatener UCITIx Komuccun.
CpencTBa aHTMBUPYCHOM 3all{UTHI MpeJHAa3HaueHbl I peaju3aliy CJ1e[yroLmX
GYHKLIMN:
pe3WJeHTHbIM aHTUBUPYCHBI MOHUTODUHT;
AHTUBHUPYCHOE CKaHUPOBAHUE;
CKpPUNT-0/IOKUPOBaHUE;
L[eHTPa/IN30BaHHOW/yJa/IeHHOW YCTaHOBKW/IeMHCTA/UISILUA aHTUBUPYCHOTO
MPOJIyKTa, HACTPOMKH, aJMHUHUCTPUPOBAHUS, MPOCMOTpPAa OTUYETOB U
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CTaTUCTHUUECKOM MHbOpMalUK 110 paboTe MpoAYKTa;
aBTOMaTU3UPOBAHHOTO OOHOB/IEHHS] aHTUBHUPYCHBIX 0a3;
OrpaHWuYeHUs] [paB I10/1b30BaTe/isi Ha OCTAHOBKY MCIIO/IHSAEMBIX 3aJay U
M3MeHeHHsl HaCTPOeK aHTUBUPYCHOT'O TIPOrPaMMHOTO obecrieueHus;
aBTOMAaTUYeCKOro 3amnycka Herocpe/CTBeHHO rocsie 3arpys3Ku
OMnepalMoOHHON CUCTEMBI.

ITogcucrema peanusyercs IyTeM BHeJpeHUs CIIe[JUa/lbHOTO aHTHWBUPYCHOIO

MpOrpaMMHOTro obecrieueHust Ha Bce 3neMeHThl ICII/H.

[TopcrcTeMa MeXCeTeBOro SKpPaHUPOBAHMS

[TogcucTtema MeXCeTeBOrO SKpaHMPOBaHUS IIpeJHa3HaueHa /I peanu3alyu
C1eyIOLUX (PyHKLWN:

(UIBTpPaLM OTKPBITOrO U 3allIM(PPOBAHHOrO (3aKpeITOro) IP- Tpaduka;

¢uKcauyMy BO BHYTPEHHHUX >KypHajax WMH(pOpMalMy O INPOXOZSAIeM OTKPBITOM U
3aKpbITOM IP-Tpaduike;

VJeHTU(UKAMM U ayTeHTU(UKALMU aJMUHUCTpaTOpa MeXXCeTeBOro 3KpaHa IpU
€ro JIOKaJIbHBIX 3arpocax Ha JOCTyTI;

perucrpanuy Bxoja (BbIXOJa) aJMHUHMCTPATOPa MEXCETeBOr0 5KpaHa B CUCTEMY
(13 cucTeMbl) MO0 3arpy3Ky M UHULMA/IK3aL[UM CUCTEMbI U ee IPOrPaMMHOI0 OCTaHOBa;

KOHTPOJIs1 1]e/IOCTHOCTHU CBOel TporpaMMHON U MHGOPMal[OHHOM YacTH;

GbuIbTpalK TAaKeTOB C/Iy>KeOHBIX TPOTOKOJIOB, C/AYKAalllUX AJISi JUArHOCTUKUA U
yTipaB/ieHus1 paboOTOM CeTeBbIX YCTPOUCTB;

(UIBTPaLMM C YYETOM BXOZHOTO U BBIXOJHOI'O CeTeBOrO MHTepdelica KaK Cpe/iCTBa
MIPOBEPKY MO//IMHHOCTH CEeTeBbIX aJjpeCcoB;

pervcTpaLyy M yJyeTta 3arnpaiiviBaeMblX CEpBUCOB IMPUKJIAJHOIO YPOBHS;

O/0KMpOBaHUSI  [IOCTYTA HeWJeHTU(UIIMPOBAHHOTO 00BeKTa Win CyOBeKTa,
MOJJIMHHOCTb KOTOPOTO TNpPU ayTeHTU(UKALMM He TMOATBepAuIach, MeTO[aMH,
YCTOMYMBBIMH K ITepexBary;

KOHTPOJISI 32 CeTeBOM aKTUBHOCTBIO TIPUJIOXKEeHHH U 0OHapy)KeHHs CeTeBbIX aTak.

[Togcucrtema peanusyeTcss BHeApDEHWEM MPOrPaMMHO-AaIapaTHbIX KOMILIEKCOB
Me)KCeTeBOro 3KpaHupoBaHus Ha rpaHuLie JIBC, kiaccom He HuxKe 4.

I[TogcucTemMa aHaaM3a 3alMILEHHOCTH

[MogcuctemMa aHanM3a 3allMIIEHHOCTH JIO/DKHA 00OecrieurBaTh — BbISIBIEHUE
ySI3BUMOCTeM, CBsI3aHHBIX C omrbkamu B KoHburyparuu 10 MCII/IH, KOTOpble MOTYT
OBbITh MCITOTb30BaHbl HAPYIIIUTE IEM [I7Isl peasiu3alji aTaku Ha CUCTEMY.

OYHKIWOHAM TIOACUCTEMBI MOKET ObITh peanu30BaH MPOTPaMMHBIMU U
TIpOrpaMMHO-arrnapaTHbIMU CpeiCTBaMU.

IToacucreMa 0OHapPYKeHUS BTOPKEHUN

[MoacucTremMa OOHapy)KeHHSI BTOP)KeHUM [O/DKHAa oOecreurBaTh —BbISIBIIEHUE
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ceTeBbIX aTak Ha 3nemeHThbl VICII/IH, MoK/IOUeHHbIe K CeTsIM OO0Ilero IoJjib30BaHUsI U
(1) MeXKyHapOAHOTO 0OMeHa.

OYHKIMOHAM TIOACUCTEMBI MOKeT ObITh peanu30BaH TMPOTPAaMMHBIMUA U
MPOrpaMMHO-aNmnapaTHbIMU CPeCTBAMU.

[Moacucrema KpuntorpadruecKon 3aiinuThl

[Moacuctema Kpurrorpaduueckoi 3alfyThl TipefiHa3HaueHa A8 uckiaroueHuss HC/I
K 3aiuiijaeMoit uHdopmarmu B UCITIH Komuccuu npu ee nepejjaue 1o KaHajiaM CBsI3U
ceTeii 0011[eTO TI0/TL30BaHUSA U (M/IM) MeXXAyHApPOAHOT0 0OMeHa.

[Toacuctema peanu3yercs MyTeM BHeJPEHUs] KPUMNTOrpapuuecKux MPOrpaMMHO-
arrapaTHbIX KOMITIEKCOB.

5. ITonb3oBarenu UCIIIn

B UCIIJx Komuccuum MOXXHO BbIJIeIUThH CJie/IyIOlIe TPYIIbl T0/Jb30BaTeseun,
yuacTBYIOIIUX B 00paboTke u xpaHeHuu [1/1H:
ApmvunuctpaTtopsl UCITH;
AZMUHKCTpPaTOPbI 6€30MacCHOCTY;
Oneparopsi APM,;
ApmvunuctpaTtopsl cetd NCII/IH;
TexHuueckre  CEIUANUCTBI 10  OOC/IYy)KMBaHUIO  TepudepuitHOro
obopy/ioBaHusI.
[laHHBIe O rpymnmax Io/b30BaTessIX, yPOBHE UX JOCTyNa U MH(OPMHUPOBAHHOCTU
JO/DKHBI  ObITh OTpakeHbl B Marpulle /[JOCTyra I[0/b30BaTesiell K  3aliyiijaeMbIM
MH(OPMAaLMOHHBIM peCypCaMm.

Anmunuctpatop MCII/IH

Apmunuctpatop MCII[OH, coTpyaHuk Kommccuu (Wid WHOE YIOJHOMOUYEHHOe
JIML0), OTBETCTBEHHbIM 3a HACTPOMKY, BHeapeHWe U cornpoBoxzaeHnue WCIIIH.
ObecrreunBaeT (YHKI[MOHUPOBAHHWE TIOJCUCTEMBI yripaBieHust goctyriom WVCIIOH u
YIIOJIHOMOYEH OCYLLeCTBJ/IATh IpefoCTaB/JeHue W pasrpaHuyeHue [JOCTyra KOHeYHOro
nosib3oBaTesns (Onepatopa APM) K s/ieMeHTaM, XpaHsLLMM [TepCOHA/IbHbIE TaHHBIE.

ApamunauctpaTtop MCII[IH o6/1afaeT ciaeAyroM YPOBHEM J0CTYTIa ¥ 3HAHUM:

obslazaeT moHOW MH(OpMaleld 0 CHUCTEMHOM W TIPHUK/IAJHOM ITPOrPAMMHOM
obecrieuernn UCIT/IH;

obnagaer monHOM WHbOpMalMell O TeXHUYeCKMX Cpe/CTBaX M KOH(UTryparuu
NCILIg;

uMeeT JOCTYNl KO BCeM TeXHUYeCKUM cCpefcTBaM 00paboTku uH(OpMaLuu U
nanneiv CIT/IH;

obmafjaer mpaBaMM KOH(PUIYPDUPOBaHWS W  aJIMUHUCTPATUBHOM HACTPOWKU
TexHuueckux cpencts MCII/IH.
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AMUHUCTPATOP 0€30MacHOCTU

ApvuHucTpatop  6e3omacHocTH, — coTpyAHMK — Komwmccuum (W MHOe
YIOJTHOMOYEHHOE JIULI0), OTBEeTCTBEHHbIM 3a (pyHKuMoHupoBaHue C3I1/IH, BK/OUast
o0cy)KrBaHWe Y HACTPOMKY a/IMUHUCTPAaTUBHOM, CePBEPHOI 1 KTMEHTCKON KOMITOHEHT.

ApamuHucTpaTop 06e30macHOCTH o0/afaeT C/IeAYIOIMMM YpPOBHEM [JIOCTYyIa M
3HaHUMU:

obnagaer mpaBamu Amunuctparopa UCIT/IH;

obnagaet mosHoM uHdopMmarueit 06 UCIH;

vMeeT JI0CTYN K Cpe/iCTBaM 3allMThl MH(OPMAaLMK U TTPOTOKOIMPOBAaHUS U K
yacTu KatoueBbix dyemeHToB MCII/IH;

He MMeeT MpaB /I0CTyMa K KOH(PUTYPUPOBAHUIO TeXHUUECKUX CPe/ICTB CeTU
3a UCK/IFOUeHUeM KOHTPO/bHBIX (MHCIIEKI[MOHHBIX).

AamuHMCTpaTOp 6€301MacHOCTH YTIIOJTHOMOYEH:

peanu30BbIBaTh MOJUTHKKU Oe30racHOCTH B uactu HacTpouku CK3U, MexkceTeBbIX
9KpaHOB M CHCTeM OOHapy)keHWsI aTak, B COOTBETCTBHH C KOTODBIMH I10/Ib30BaTesb
(OniepaTop APM) 1osiyuaeT BO3MO>KHOCTh paboTaTh ¢ 3neMentamu UCIIIH;

OCYILIeCTBJISITh aYAUT CPe/CTB 3allIUThI;

Onepatop APM

Onepatop APM - corpygHuk Komuccuu (Wid WHOe YIIOJTHOMOUYEHHOe JIUI[O),
ocyiecTBstoii - 06pabotky I1/IH. O6pabotka II[IH BK/IHOYaeT: BO3MOXKHOCTB
npocmotpa [1/IH, pyunor BBop I1[IH B cucremy WCIIH, popmMupoBaHHe CIpaBOK M
oTueToB 10 MH(opMarmy, onyyeHHor u3 VICIT/l. OnepaTop He MMeeT MOJIHOMOYUH /151
yTrpaBJieHus mogcucreMamu 06paboTku sanHbix U C3I1/IH.

Omneparop VCIIJH ob6nafjaeT cyieAyrolMM YPOBHEM [IOCTYTIAa Y 3HAHUI:

obmajaer BceMd HeoOXOAMMBIMM  aTpubyTamu  (HampuMmep,  TapoJyieM),
00ecreunBaroIIMMU JJOCTYTT K HEKOTOPOMY ToAgMHOXKecTBY T1/1H;

pacnoJ/iaraeT KOHpUAeHIMa IbHbIMUA JaHHBIMU, K KOTOPBIM UMEeT OCTYTI.

Anvuauctpatop cetu UCITIH

Apmunuctpatop cetu  WCII[OH, cotpyguuk Kommccun  (mmm uHOe
YIIOJITHOMOUYEHHOe ML), OTBETCTBEHHbBIU 3a (hyHKLIMOHMPOBaHUe
TeleKOMMyHUKalMoHHOM nogcucteMbl WVCII[H. AJMUHHACTpaTOp CETH He HuMeeT
MOJTHOMOYMI i/ yTIpaB/ieHusi MoAcucTeMaMyu 00pabOTKY JaHHBIX U He3011aCHOCTH.

AamuHHUCTpaTOp ceTy 00/1a/laeT CIeJyIOIIMM YPOBHEM IOCTYTIAa ¥ 3HAHHIA:

obmagaer uvacTeto MHGOPMAMKM O CHUCTEMHOM U TIPUK/IAJHOM TIPOTPAMMHOM
obecrieuernn UCIT/IH;

obmafaer uyacThi0 WHGPOPMALIMKM O TEXHUYECKUX CPeACTBaX W KOHGHUrypaljuu
NCIIOH;

uMeeT GU3NUECKUN OCTYI K TeXHUYECKUM CpeZicTBaM 00paboTku nHbopMaiu 1
Cpe/CTBaM 3all|UThl;
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3HaeT, I10 MeHbIIIeH Mepe, O4HO JierajibHOe MM AOCTYIId.

TexHuueckui CITeliia/IuCT TI0 OGCJ’[V)KI/IBaHI/II-O HEDHd)EDHﬁHOFO O6ODV,Z[OBaHI/IH

TexHUUECKUH CITelUaMnCT 10 00CTy)KMBaHHUIO, COTPYAHUK Komuccuu (MM vHOoe
YIIOJITHOMOUEHHOE JIUI[0), OCYIIEeCTB/IsIeT 00C/Ty)KMBaHHe W HACTPOWMKY mepudepuitHoro
obopyznoBanusi MCII[JH. TexHUUYeCKWN CIEIUaIMCT T10 OOC/IYy)KMBaHHUIO He HMeeT
noctyrna K I1/IH, He WMeeT TTOJTHOMOUHWH [l yrpaB/ieHus IMoAcUcTeMaMy 00paboTKH
JMAHHBIX 1 0€30I1aCHOCTH.

TexHuuecKuidl CrelMaInucT To OOCTY>KMBaHUIO 00/1ajlaeT C/IeAYIOIIUM YPOBHEM
JIOCTyTa ¥ 3HaHWH:

obnaflaeT uyacThl0 MHGPOpPMAIMM O CHUCTEMHOM U TMPHUKIAJHOM TMPOTPaMMHOM
obecrieuernu UCIT/IH;

obnasaeT vacThio MH(OPMALIMM O TEXHWYECKMX CpeACTBaX W KOHGHUTypalyu
NCIIOn;

3HaeT, 10 MeHbIllel Mepe, OJIHO JieraJbHOe UMs I0CTYTIa.

6. TpebGoBaHusi K mepcoHas1y o odecneuenuo 3amursl I1/[H

Bce corpyanuku Komwuccuwu, ssistoinpecs nosb3oBatenssmu WCIIIH, [O/DKHBI
YeTKO 3HATh U CTPOTO BBITIO/IHSATH YCTAaHOBJIEHHbIE TIpaBU/Ia U 00s13aHHOCTH TI0 ZIOCTYITY K
3all[uIIaeMbIM 00beKTaM U COB/TFOZIeHUIO IPUHSATOTO pexkuMa Oe3omacHocTH T1/1H.

[Tpu BCTyI/IEHWM B [O/DKHOCTH HOBOTO COTPY/IHMKA OH ZIO/DKEeH ObITh 03HAaKOMJIeH
C HeoOXOIUMBIMM JJOKYMEeHTaMH, peryiaMeHTUPYIOIMMU TpeboBaHus 1o 3aiute [1/H, a
Takke  oOyueHWe  HaBbIKaM  BBITIOJIHEHUS  TIPOLIEAYDP,  HEOOXOAWMBIX /ISt
CaHKL[MOHUPOBAHHOIO Mcnosib3oBaHusg VCIT/IH.

COTpyIHUK [O/DKeH OBITh O3HAKOMJIEH CO CBeJleHHsSIMH HacTosiel IlommThKy,
MIPUHATBLIX TIpoLieAyp padboTsl ¢ snementamu UCITIa u C3I1H.

CoTpysHUKH Komuccuy, VICIIO/Tb3YIOLIIHE TeXHUYEeCKUe CpeACTBa
ayTeHTUGhUKALMKM,  JO/DKHBI  obecrieurBaTh ~ COXPAHHOCTh  HAEHTH(UKATOPOB
(2/1eKTPOHHBIX Ktouer) u He gonyckaTb HC/] K HUM, a Tak >Ke BO3MOYXHOCTb UX yTepH
WA WCIOJIb30BaHUsI TpeTbUMU JMuamu. llosb3oBaresii  HeCyT TepCOHA/IbHYIO
OTBETCTBEHHOCTh 38 COXPAHHOCTb U/IeHTU(UKATOPOB.

CotpysHukn Komuccuu [O/DKHBI  (JIeloBaThb  yCTAaHOBJIEHHBIM TpOLieAypaMm
nojepkaHus pexkuma 6e3omnacHocty IT/IH 11pu BeIOOpE W MCITOIb30BaHUH MapoJieli (ec/iu
He WCII0/Ib3YIOTCSl TeXHAUeCKHe CpefiCTBa ayTeHTU(PUKALK).

Corpyanuku  Komuccuu  [O/DKHBI — oOecrieunBaTh — HaAJIEXal[yl0  3allUTy
o0opy/ioBaHUs, OCTaB/sieMOTo 0Oe3 TIPUCMOTpPa, OCOOEHHO B TeX CJiyuyasx, KOTja B
TIOMellleHe UMEKOT [OCTYIl MOCTOPOHHMe Jula. Bce mosib3oBaTe/nd [OJDKHBI 3HATh
TpeboBaHus 110 6e3omacHocTH [1/1H 1 mporeyphl 3aIUThl 000pyI0BaHKsI, OCTaB/IEHHOTO
0e3 mpuCcMOTpa, a TakKKe CBOU 00s73aHHOCTH 110 00eCTieueHH 0 TaKoi 3allUThl.

CoTpygHuKam  3ampenjaeTcss  yCTaHaB/IMBaTb  IIOCTOPOHHee  MPOrpaMMHOe
obecrmieueHye, TIOK/TFOUATh JIMUYHbIe MOOW/IbHBIE YCTPONCTBA U HOCUTEM UH(OPMAIUH, a
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TakK ke 3alMChbIBaTh HA HUX 3allMIaeMyH0 UH(OPMAaLUIO.

CoTpyHMKaM 3arpellaeTcsl pasr/aliaTh 3alliyiaemMyro HHGOpMaLuio, KoTopas
CTaja UM U3BeCTHa Tpu paboTe ¢ nHMOpMaIMOHHBIMU cUcTeMamMu Komuccum, TpeTbuM
JIILIaM.

ITpu pabore c¢ II[IH B UCIIAH coTpyaunuku Komuccuu 06si3aHbI 00ecrieuuThb
OTCYTCTBHE BO3MOKHOCTU mpocmotpa IT/IH TpeTbumu yvMiiamMu ¢ MOHUTOPOB APM unu
TepMUHAJIOB.

[Mpu 3aBepiennr pabotsl ¢ UCII[H coTpyAHUKA 00si3aHbl 3aiiuTuTh APM umu
TePMUHAJIbI C TIOMOIIIbIO GJIOKMUPOBKH KJ/TFOUOM WM SKBUBAJIEHTHOT'O CPeZiCTBa KOHTPOJIS,
HarmpyuMep, [OCTYIIOM TI0 TapoJito, ecjid He WCMO/b3yHTCcs 0Oosiee CUIbHBIE Cpe/CTBa
3allUTHI.

Cotpygnuku Komuccuu Ao/mpKHBI  ObITh  TIPOMHGOPMHMpOBaHbI 006  yrpo3ax
HapylleHus: pexkuMa Oe3omacHocTu [1/JH ¥ OTBETCTBEHHOCTU 3a ero HapyieHue. OHU
JOJDKHBI OBITH O3HAKOMJIEHBI C YTBEpP)KIAEHHOW (opmManbHOM IIPOLeypOil HaIOKeHUs
JVCLUTUIMHADHBIX B3bICKAHWUM Ha COTPYJHUKOB, KOTODble HApYLUW/IM TIPUHATHIE
TIOJIMTUKY U TIpoLieiyphl Oe3oracHocTy T1/1H.

CoTpyaHuku 00s13aHbI 0e3 rpoMe/ieHnst coobijaTh 000 Bcex Hab/roZaeMbIX WIN
MO/I03pUTeNbHBIX caydasix paboTer MCII[H, MOryluMx TOB/IeUb 3a COOOM yIpo3bl
6e3oracHoctu II/lH, a Takke O BBISBJIEHHbIX MMM COOBITHSIX, 3aTparuBaroIUX
6e3onacHocth II/JH, pYKOBOACTBY TOApa3/iefieHUusi W JMly, OTBeuarolieMy 3a
HeMe/[JIeHHOe pearpoBaHue Ha yrpo3bl 6e3omacHocty [1/]H.

JTO/TKHOCTHBIEe 00513aHHOCTH MoJib30oBaTteseii UCITIH

Io/mKHOCTHBIE 00s13aHHOCTH ToJib3oBatenieli VICII[IH omycaHbl B C/I€YFOIIUX
[IOKyMeHTax:

WHcTpykums agmunuctparopa UCITIH;

WHCcTpyKuuMs agMuHucTpaTopa 6e3ornacHocty MCIT/IH;

NucTpykuums nosib3osatesis UCITIH;

VHCTPYKLMSA 110/1b30BaTe IS IPY BOSHUKHOBEHUY BHELLUTAaTHBIX CUTYaL|ui;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBeTcTBUM cO cTtaThel 24 denepasnbHOro 3aKkoHa Poccutickot @efepaliyu ot
27 nrosia 2006 1. Ne 152-®D3 «O nepcoHanbHBIX JaHHBIX» JMLia, BAHOBHbIE B HAPYLLIEHUU
TpeboBaHuii gaHHoro esepasbHOrO 3aKOHA, HECYT TPaKAAHCKYHO, YTOJIOBHYIO,
aJIMUHUCTPATUBHYIO, AUCLUIIJIMHAPHYIO U WHYIO TIPelyCMOTPEHHYI0 3aKOHO/aTeIbCTBOM
Poccutickon ®@efiepaliuyi OTBETCTBEHHOCTb.

HelicTByroljee  3akKoHOZaTenbCTBO  Poccuiickori ~ Pefepauii  MO3BOJISIET
NpebABIAATE TpeboBaHUsI TI0 obecrieueHWto 6e3ormacHoW pabOTBI € 3alIMIIAeMOM
vHpopMaLMell M mpeAyCMaTpUBaeT OTBETCTBEHHOCTh 3a HapyllleHHe YCTaHOBJIEHHBIX
npaBu/ 3KcrulyaTaiiui OBM U cucteM, HelmpaBOMEpHBIM JOCTYI K MHMOpMaILuu, eciu
9TH JIeMCTBUS TIPUBEIU K YHUUTOXKEHHIO, OJIOKMPOBaHUWIO, MOAM(HUKAI[MH WH(POpPMALK
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WM HapyieHuto pabotel DBM umm ceteit (ctaTbu 272,273 1 274 YT0/NIOBHOTO KOJeKca
Poccuiickor ®@egepaiyn).

ApmvunuctpaTtop VUCITJH u agMuHuCTpaTOp 6€30MacHOCTH HECYyT OTBETCTBEHHOCTh
3a BCe [eHCTBUS, COBeplIeHHble OT HWMEHM WX YYeTHbIX 3aluced WM CUCTeMHBbIX
YUeTHBIX 3aluced, ecIu He [o0Ka3aH (paKT HeCaHKLMOHMPOBAaHHOI'O MCIO/Ib30BaHHs
YUeTHBIX 3arvcen.

IIpu HapyueHusix coTpygHukamu Komuccuu — nosb3osartesiimu VCIIIH nipasui,
cBsizaHHBIX C Oe3omacHocTbio [1/IH, OHM HeCyT OTBETCTBEHHOCThb, YCTaHOBJIEHHYIO
JIeCTBYIOIIMM 3aKOHO/laTe/IbcTBOM Poccutickon ®esepariyu.

7. CIIMCOK HMCII0/1b30BAaHHBIX HCTOUHUKOB

OCHOBHBIMM HOPMAaTMBHO-TIDABOBBIMM U MeTOAMYECKMMH JOKyYMeHTaMH, Ha
KOTOPbIX Oa3upyeTcsi HacTosiasi [ToMuTHKa, sB/SIOTCS:

®enepanbHbii 3akoH 0T 27.07.2006 r. Ne 152-®3 «O mepcoHanbHBIX JAHHBIX»,
yCTaHAB/MBAIOI[MH OCHOBHBIE TPUHI[UIBI W yCyIoBUsT o0pabotku I1/IH, TipaBa,
00s13aHHOCTM W OTBETCTBEHHOCTb YYaCTHUKOB OTHOIIIEHHWM, CBSI3aHHBIX C 00pabOTKOM
[11H.

TpeboBaHMsT K 3aluUTe TIePCOHA/NBHBIX MAHHBIX TIpU  UX 00paboTkKe B
MHGMOPMaIIMOHHBIX CUCTeMaX MepCOHANbHBIX JaHHbBIX, YTBEP)K/eHHbIe MOCTaHOBIEHUEM
[IpaButenscTBa Poccuiickor @enepanyu ot 01.11.2012 1. Ne 1119.

[Tonoxxeame 06  ocobeHHOCTSX  00pabOTKHM  TE€PCOHA/NBHBIX  JIaHHBIX,
ocyilecTBiasieMo 06e3 WCIO/Ib30BaHMSI CPEACTB aBTOMATU3alUM, YTBePXKJeHHOe
noctaHoB/ieHreM [IpaButenibctBa Poccuiickon ®@egepaiuu oT 15.09.2008 r. Ne 687.

HopMmaTuBHO-MeTOAUUeCKHE AOKYMeHThI DeepasbHOM C/Ty>KOBI 110 TEXHUUECKOMY
MU 3KcrepTHOMY KOHTposto Poccuiickor Pepepaiuu (nanee — ®CTIK Poccuun) 1o
obecmieuenuto 6e3omacHocTu [1/JH mipu ux o6pabotke B UCII/IH:

Ba3oBasi Mojiesib yrpo3 6e30MacHOCTU MePCOHA/IBHBIX AHHBIX TIPY UX 00paboTKe B
MHGMOPMAI[MOHHBIX CHUCTeMaX IIePCOHA/IbHBIX [laHHBIX, YTBEP)K/eHHas 3aMecTuTe/eM
nupektopa ®CTOK Poccun 15.02.2008 .

MeTtoauueckuii JOKyMeHT. MeToJuKa OLleHKH yrpo3 0e30macHOCTH UH(OpMaIiH,
yrBepxkaeHHb PCTIK Poccun 05.02.2021 .

IMpuka3z ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepkaeHuu TpeboBaHMiA 0
3alMTe UHGOPMALUM, He COCTaBJSIOIIMX TOCYJJapCTBEHHYIO TalHY, COJep)KallUXCcs B
rocy/JapCTBeHHbIX NH(OPMALIMOHHBIX CUCTEMax».

[Mpukaz ®@CTIK Poccum ot 18.02.2013 Ne 21 «O6 ytBepxaenun CocTaBa U
Coj/lep>KaHUsl OpraHW3allMOHHBIX W TeXHUYEeCKHUX Mep T0 obecrieueHHIO0 0e30TaCHOCTH
MepCOHANbHbIX JIaHHBIX TP UX 00paboTke B HHMOPMAIMOHHBIX CHUCTEMaXx
MepCOHa/bHBIX JAHHBIX».

[Tpukaz ®PepepanbHON CayKObl 6Oe3zomacHocTH Poccuiickoii ®Pepepaiiuu  OT
10.07.2014 Ne 378 «O6 ytBepxaeHun CocTaBa M COJlep>KaHMSI OpraHU3allMOHHBIX U
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TeXHUUECKHX Mep TI0 obecrieueHWI0 0e301aCHOCTU TI€PCOHAMbHBIX [AHHBIX TIPU UX
00paboTke B MH(OPMAIIMOHHBIX CHUCTEMaX IMePCOHANBHBIX JAAHHBIX C KCITO/Ib30BAaHUEM
cpeAcTB Kpurnrorpahuyeckon 3aifuThl WHGOPMAI[UH, HeOOXOJUMBIX /I BBITOTHEHUS
ycTaHOBNeHHbIX IIpaBuTenbcTBOM Poccuiickoii ®efepaiiy TpebOBaHH K 3all[UTe
MepCOHa/bHBIX TAHHBIX [J151 K&’K/IOr0 U3 YPOBHEM 3alllUILIEHHOCTH».

MeToauueckre peKOMeHJal[uu IO pa3paboTKe HOPMATHUBHBIX TIPABOBLIX aKTOB,
OTIpeiesISIIOIUX Yrpo3bl 0e30MacHOCTU TepCOHA/IbHBIX [JaHHBIX, aKTya/ibHble TIpU
00paboTKe TepCOHANbHBIX MAAHHBIX B WH(POPMAIIMOHHBIX CHCTeMaX TepCOHA/IbHBIX
JIaHHBIX,  SKCIUIyaTUPyeMbIX TPUA  OCYIIEeCTBJ€HWA COOTBETCTBYHOIIUX  BHU/OB
JlesiTeJIbHOCTH, yTBep>KeHHble pyKoBoACTBOM 8 Llentpa ®CBH Poccum 31.03.2015 Ne
149/7/2/6-432.
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ITpunoxenue Ne 3
YTBEPXJEHA
pacrnopsbkeHreM Tpefcesaress
HwKHecepruHCKoU palilOHHOU
TepPUTOPHAIbHOMN N30UpaTeTbHOM KOMUCCUN
ot 05.03.2025 r. Ne 01-05/8

NHCTPYKIHA
0 MoOpsijKe pe3epBHOI0 KONMMPOBAHMs M BOCCTAHOB/IeHUsI HH()OpMaL[UH
B MH(GOPMaLMOHHBIX CHCTeMaX MepPCOHA/IBHBIX JAHHBIX
HwKHeCcepruHCKoi paloHHOW TeppUTOPHA/ILHON H30HUpaTe/TbHOM KOMHCCHH

WHCTpyKLMSI O TIOpsiKe pe3epBHOrO  KOMWPOBAaHUS M BOCCTAHOBJ/IEHUS
MH(OpMaLK B MH(OPMALMOHHBIX CHCTeMax MepCOHaNIbHBIX JaHHbIX HyKHecepruHckou
palilOHHOU TepPPUTOPUA/IBHOU n30upaTesbHON KOMHCCHU perjaMeHTUpyeT
OpraHM3alMOHHO-TeXHHYecKoe obecrieyeHre TPOLIECCOB pe3epBHOIO KOMWPOBaHUS U
BOCCTaHOB/IEHUs] MH(OpPMaLy B HWH(OPMALMOHHBIX CHACTEMAax IepCOHATbHBIX JAaHHBIX
HwKHecepruHCKO#M paiiloHHOW TeppPUTOpHaTbHOM W30MpaTe/lbHOM KOMUCCHU.

1. O01Me mo/10)KeHHs

1. WHCTpyKUus O TOpsSAKe pe3epBHOrO0 KOMWPOBAHUSI W BOCCTAHOBJIEHUS
rMH(popMaluu B MH(OPMAaL[MOHHBIX CHUCTeMax MepCOoHaIbHbIX JaHHbIX HuKHecepruHckou
pailioHHOM TeppUTOpHAIbHONW N30MpaTe/bHON KoMuccuu (fjanee — VIHCTPYKITHS) SIBJISIeTCS
OJJHUM W3 JIOKAJ/IbHBIX MPABOBbIX aKTOB HWKHeCepruHCKOW palOHHOM TeppPUTOPHA/IbHOM
n3buparenbHOW Komuccuu (fganee — Komwuccus) peryiaMeHTHDYIOIIMX [eATeTbHOCTh
Komuccun 1o obecrieueHnto  0e30MacHOCTA  TTEPCOHANIBHBIX  JIaHHBIX PaOOTHHKOB
OpraHu3al[iy, YYaCTHUKOB M30UpaTenhbHOTO MpOLiecca, WHBIX JIML], YbW TePCOHA/IbHbIe
JlaHHbIe MOTYT COOHpaThCs, XPAaHUTbCI W 00pabaThIBaTbCS B aBTOMATU3WUPOBAHHBIX
crcTeMax 00pabOTKH MepCoHabHBIX AaHHBIX (Aanee — ICTT/IH) Komuccu.

2. Hacrosimas WHcTpykuus paspaboraHa B cooTtBeTcTBUM € DefiepanbHbIM
3akOHOM OT 27.07.2006 Ne 152-®3 «O mnepcoHa/bHbIX [aHHBIX», MMOCTAHOBJIEHUEM
[TpaBurenbctBa Poccutickoit ®Pepepatmu ot 01.11.2012 Ne 1119 «O6 yTBep)kaeHUU
TpeOOBaHMM K 3alllUTe MepCOHAIBHBIX JAHHBIX TIPU MX 00paboTke B MH(POPMALIMOHHBIX
CUCTeMax TepCOHAIbHBIX JaHHbIX», APYTMMU HODMAaTHMBHBIMM MPABOBBIMU aKTaMH IO
obecrieueHrto  6e30TMaCHOCTA  TMEpPCOHAMBHBIX  JAaHHBIX W perjaMeHTUpYeT
OpraHu3al[MOHHO-TeXHUUeCKoe obecrieyeHre TIPOLIECCOB pe3epBHOIO KOIMMPOBaHUS U
BOCCTaHOBJIeHUs JaHHbIX, XpaHsauuxcs B UCITIH Komuccuu.

3. Hacrosias HCTpyKius pa3paboTaHa C 1je/bio:

1) omnpenenenuss Kareropuud WH(POpPMAaIMH, TOAJEXallel  o0si3aTeTbHOMY
pe3epBHOMY KOMIMPOBaHUIO;

2) ornpezesnieHds TIPOLeJyPbl pe3epBUPOBaHUSl [AaHHbIX Ui TOC/IEYHOLIEro
BOCCTaHOBJIeHUsT paboTocrocobHOCTH WH(POPMALIMOHHBIX CHUCTEM TIpU TIOJIHOW WU
YaCTUYHOU ToTepe MH(OpPMalWH, BbI3BaHHOW COOSIMU WM OTKa3aMM armapaTHOTO WM
nporpaMMHOro  obecrmieueHusi,  omMOKaMud  TIOfb3oBaTesied,  Upe3BbIYAMHBIMU
o0cTosATeTECTBAMH (IT0’KAPOM, CTUXUMHBIMU O€ICTBUSIMH U T.JI1.);
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3) onpefenieHyrs1 MOPsiZIKa BOCCTAaHOB/IEHUsS] MH(OPMAaLMK B Clyyae BOSHUKHOBEHUS
TaKOM He0OXOAMMOCTH;

4) yriopsifoueHust paboTbl U OrpefiesieHss OTBEeTCTBEHHOCTH [JOJDKHOCTHBIX JIHL,
CBSI3aHHOM C pe3epBHbIM KOITMPOBaHKEM U BOCCTaHOBJ/IEHMEM UH(OPMaLUH.

4. OpraHu3alMOHHOEe U TexXHUUeckoe obecrieyeHue TIPOL[ECCOB pe3ePBHOTO
KOIMMPOBAaHUA U BOCCTAHOB/IeHUs AaHHbIX, XpaHammxca B NCIIJu Komuccuu, a takke
KOHTPOJIb 3a /IeWCTBUSIMU UCIIOJIHUTe/Ier U 06CTy>KUBarolllero repcoHasna rnpu pabote c
Napo/IsIMU BO3/1araeTcsi Ha AIMMHUCTpaTopa UH(OPMALMOHHBIX CHCTEM IepCOHAaIbHbIX
nanHbix Komuccuu (nanee — Aamunuctpatop UCII/IH).

2. O0uue TpedOBaHUSA K pe3epBHOMY KONMMPOBAHHIO

5. PesepBHOe KomvpoBaHWe WHGOPMAlMA - CO3[aHWe KOIMWM 3alliylllaeMou
nH(MOPMAIMK B 3JIEKTPOHHOM BH/e /I OBICTPOTO BOCCTAaHOB/IEHMs] pab0OTOCIIOCOOHOCTH
UCIIH B @iyuyae BO3HUKHOBEHHUS AaBapUMHON CUTyallud, IIOBJeKilel 3a coboit
MOBpEeXXAeHre WU yTpaTy JaHHbIX.

6. Pe3epBHOMY KOMHMPOBAHUIO MOAJIEKUT MH(OPMALUS CJIeIVIOLIUX KaTerOpUi:

1) mepcoHanbHasi UH(OPMALUS MO/b30BaTesel (JIMUYHbIe KaTajloryh) U TPYIOBast
uH(popmats (001ire KaTaaory rnoipaszeneHnii) Ha ¢ailyioBbIX cepBepax;

2) wuHbpopmauus, obpabaTbiBaemass monb3oBarensmu B MCII[H, a Takxke
nHbopMalysi, HeobxoauMas A1 BocctaHoB/eHus1 pabotocriocobnoctyt UCTI/IH.

7. Pe3epBHbIe KOMUM XPaHSATCS Ha JUCKOBBIX MacCHBax CepBepPOB, HAXOSIIMXCS B
3alUIL[eHHOM CepBepHOM T[IOMellleHUM, [OCTYNl K pe3epBHbIM KOIHSIM OrpaHUueH
Cpe/CTBaMH pa3rpaHUyUeHust 10CTyTa OrlepaljuOHHOMN CUCTEeMBI.

8. ApxuBHOe KOIMpPOBaHWe pe3epBUPYyeMOil WHGOpPMAaLWK TPOU3BOAUTCS TIpU
MOMOILL[M  CIeL[Ma/IM3MPOBaHHbIX TIPOTPAMMHBIX CHUCTEM pPe3epBHOTO KOIMPOBaHUS,
obecreunBarOILMX BLITIO/IHeHHe TpeOoBaHUM K pe3epBHOMY KOITMPOBaHUIO.

9. Cucrtema pe3epBHOIO KOMMPOBAaHUSI OOecreurBaeT TPOU3BOJUTE/HLHOCTD,
JIOCTaTOUHYIO [/l COXpaHeHUsi UH(OpMaluM, B yCTAaHOBJIEHHbIe CPOKM U C 3aJlaHHOM
MepUOAUUHOCTBIO.

10. KonTposmb 3a (usnueckumM mAOCTYIIOM K 0O0OpYy/[0BaHHIO, Ha KOTOPOM
OCYILIeCTB/ISIETCS XpaHeHWe pe3epBHBbIX KOMHWM, BO3/araercss Ha AJMUHUCTpATOpa
NCIIIs Komuccuu.

3. OTBeTCTBEHHOCTH 3a pe3epBHOe KONMUPOBaHUe

11. OTBeTCTBEHHOCTH 3a MEePUOAUUYHOCThL U MOJHOTY Pe3epBHOI0 KOIMPOBaHUS, a
TakK)ke COCTOsIHUe CHUCTeMbl pe3epBHOIO KOINMPOBAaHWs BO3/1araeTcs Ha AJMUHUCTpaTopa
NCITIs Komuccum.

12. OTBeTCTBEHHOCTb 3a KOHTPO/Ib HaJ CBOEBPEMEHHbIM OCYILleCTB/IeHueM
pe3epBHOTO KOIMPOBaHUs, a TakKe 3a BbIMIOJHeHHWeM TpeOOBaHUM 10 XpaHEeHUIO
apXVMBHBIX KOMUU W TIpeJOTBpALeHUI0 HECAaHKLIMOHMPOBAHHOIO [JOCTyNMa K HUM
Bo3/araercd Ha Agmunuctparopa MCIIJx Komuccuw.

13. B cnyuyae oOHapy)KeHUs TIOTBITOK HECAHKIIMOHUPOBAHHOTO JOCTYyIa K
HOCHUTEJISIM apXUBHOM MH(GOPMALUH, a TakKe WHbIX HapylueHusx Wb, npousomeammx B
npoiiecce pe3epBHOTO KOIMUPOBaHWS, PAaOOTHUK, OOHApY>XMBIIWM HapyiieHue 00s13aH
He3aMeuTebHO yBegomuth AamuHuctpatopa MCITIH Komuccuu.
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4. IleprofMUHOCTH pe3epPBHOr0 KONMMPOBAHUsA, XPaHeHHEe KONUU
14. PesepBHOe KomuvpoBaHWe WHGOpPMALMM TPOW3BOJUTCS €XeJHEBHO, KpoMe
cy000ThI U BOCKpeceHbs. ExkefHeBHbIe KOTIUM XPaHATCS B TeueHUe HeCKOTbKUX [THeU 10
BBITIOJIHEHUSI  €)KeHeJle/IbHOTO  pe3epBHOr0  KonupoBaHus. ExkeHezienbHble  KONUU
XPaHATCS B TeYeHHe HEeCKOJIbKMX HeZlesib 10 BBINOJIHEHUSI €XXeMeCsYHOrO0 Pe3epBHOT0
KOINMpOBaHMs. E>xeMecsiuHble KOITMY XPaHATCS He MeHee Tpex MecCsLieB.

5. BoccranoB/ieHue nH()OpMaILuM U3 pe3epBHBIX KOMUMI

15. B ciyuae HeoOXOJWMOCTH BOCCTAHOBJIEHHE JAaHHBIX W3 Pe3ePBHBIX KOMHi
ripousBoauTcsa AamuHuctpatopom UCITJH Komuccuu.

16. BoccTtaHoBneHMe [JaHHBIX W3 pe3epBHBIX KOMWK MPOWU3BOAMUTCS B C/iydyae UX
VCUe3HOBEHHWS WU HapyLIeHUs] BCIeICTBUE HeCAHKLIMOHUPOBAHHOTO JOCTYTa B CUCTEMY,
BO3/IEMCTBUSI BHUPYCOB, TIPOTPaMMHBIX OIIHMOOK, OIMMOOK pabOTHWKOB, arrapaTHBIX
cb0eB, MHBIX IPUUKH.

17. BoccTaHOBeHHe CHCTEMHOI'O ITPOrPaMMHOTO 00ecrieueHus] ¥ ITPOrPaMMHOTO
obecrieueHust 00Ilero Ha3HAueHUsI TIPOM3BOJAUTCS C UX HOCUTeNed B COOTBETCTBUM C
VHCTPYKLUSIMUA [IPOU3BOJAUTEIS.

18. BoccraHOoB/ieHMe — CIEIMaJM3UPOBAHHOTO  TIPOTPAMMHOTO  ObOecrieueHust
TIPOM3BOAUTCS C AUCTPUOYTUBHBIX HOCUTE/IEN W/ UX Pe3ePBHBIX KOIHI B COOTBETCTBUU
C VHCTPYKUMSIMA MO YCTaHOBKE W/IM BOCCTAHOBJIEHUIO [AaHHOTO TMPOTrPaMMHOIO
obecrieueHusl.

19. [lns BoccTaHOBJeHHsT WH(POPMALMU MCIOJb3yeTCs TOC/eHsIS pe3epBHast
KOTIHSI, CofiepKaiiiasi HeoOXoquMble ZJaHHbIE B HETIOBPEXK/]€HHOM COCTOSTHHH.
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[Tpunoxxenue Ne 4
YTBEP)XXIEHA
pacrnopsbkeHreM Tpefcesaress
HykHecepruHCKoW paiOHHOW TeppUTOpPHAaIbHOU
n30uparebHOM KOMHUCCUH
ot 05.03.2025 r. Ne 01-05/8

NHCTPYKIHA
0 mopsijKe y4éTa, XxpaHeHHs MAIlIMHHBIX HOCUTE/Iei MepPCOHA/IbHBIX JaHHBIX B
HwKHeCcepruHCKoi palOHHOW TeppUTOPHA/ILHON H30UpaTe/TbHOM KOMHCCHH

8. O0Me mo/1I0)KeHus

Hacrosimas MHCTpyKUusi 10 MOPSIAKY ydeTa, XpPaHEHWs] MalllMHHBIX HOCUTeseu
MepPCOHA/IbHbIX  JaHHbIX B HiKHecepruHCKOW  palilOHHOM  TeppUTOpPHAaIbHOU
nu3bupaTe/nbHOM KOoMUCCUM (fanee — VIHCTPYKIUs) yCTaHaB/IMBaeT TMOPSJOK yueTa,
XPaHEHUsI U YHUUTOXKEHHS CbeMHBbIX HOCUTeNIed U SIBJIAeTCS OJHUM M3 JIOKAJIbHBIX
MPABOBBIX AaKTOB HIDKHECepruHCKOW pallOHHOW TeppUTOpPHANbHOW H30HpaTebHOM
komuccun (pnanee — Komwuccusi) pernamMeHTUPYIOLUX JedTe/bHOCTs Komumccuu 1o
obecrieueHnt0 0€30MACHOCTH TIePCOHATBHBIX JAHHBIX DPA0OTHUKOB OpraHU3aluy,
yUaCTHUKOB M30MpaTesbHOTO MPOIiecca, UHBIX JIUL], YbM TepPCOHAbHbIe JaHHble MOTYT
coOHpaThCsl, XpaHUTLCS M 00pabaThIBaThHCS B aBTOMATHU3UPOBAaHHBIX CHCTeMaX 00paboTKu
MepcoHasbHbIX JaHHbIX (manee — UCIT/H) Komuccuwu.

Hacrosiiiasi MHCTpYKIusi pa3paboTaHa B COOTBeTCTBUM ¢ PesiepasbHBIM 3aKOHOM
P® ot 27 urosnist 2006 roga Ne 149 «O6 uHpopmaiyv, HHPOPMALMOHHBIX TEXHOJIOTHSIX U
0 3aiuTe uHopmaiun», PenepasbHbIM 3aKOHOM PP ot 27 utonsg 2006 roga Ne 152 «O
TepCOHA/IbHBIX JaHHBIX», MOCTaHOB/IeHUeM IIpaBuTenbcTBa Poccuiickon ®enepauu OT
1 Hos10pst 2012 roma Ne 1119 «O6 yTBep)kAeHUN TpeOOBaHUWM K 3alljUTe MepCOHATBHBIX
JAHHbIX TIpU UX 00paboTke B MH(OPMALIMOHHBIX CHCTeMaX MepCOHATbHBIX [JaHHBIX»,
IMTpukazom ®CTIK Poccum ot 18 deppanst 2013 roga Ne 21 «O6 yrBepxaenun CocraBa
W CO/iep>KaHUsI OPTaHM3AlMOHHBIX W TeXHUUeCKUX Mep 1o obecriedeHHI0 0Ge301MacHOCTH
MepCcoHaNbHbIX JAHHBIX TIpU  UX 00paboTke B HWH(MOPMALMOHHBIX CHUCTEMaXx
MepCOHA/IbHBIX JaHHbBIX».

9. BH,E[LI MaIlIMHHbIX HOCHTe/1eH MNePCOHA/IBHBIX JdHHBIX

Ilnst 06paboTKu (XpaHeHMsI) TIePCOHAIbHBIX JAaHHBIX B KOMMCCHY HCTIOJIB3YIOTCS
C/ieAYIOIMe TUTIbI MallIMHHBIX HOCUTEIeN:

1) cbemHble HOCUTeNd WHGOpPMalMK (BHEIIHWE >KeCTKMe MarHUTHble [AUCKH,
MarHuTHble jieHTbl, USB diien-Hakonuteny, ontuyeckre Hocutenu (CD, DVD, Blu-ray)
Y Jip.);

2) HeCcheMHBIe HOCHTeNH HHGMOpMalyd (JKEeCTKHe MarHWTHble AWCKH 00BLeKTOB
nH(MOpMaTU3aLUNn).
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B Komuccuy fomyckaeTcss MCIONb30BaHWE TOJMBKO YUTEHHBIX MallWMHHBIX
HocuTesel nH(OPMaLIMY, KOTOPbIe TO/IBEPrat0TCs PeryisipHOM PeBU3UH U KOHTPOJIIO.

10. HechremHBbIe HOCUTE/IM ITePCOHA/IBHBIX AaHHBIX

MaivHHbIe HOCHTENM TIepCOHA/IbHBIX [JJaHHBIX, KOTOpbIe pacIiojiaraloTcs B
obbekTe nHGpopMaTh3auu (cucTeMHOM 0Jl0Ke, HOYTOyKe, cepBepe U T.II.), CUATAIOTCS
HeCbeMHbIMU MallIMHHBIMU HOCUTEJISIMHU.

Kopriyc o6bekTa uH(OpMaTHU3alui, B KOTOPOM YCTaHAB/IMBAKOTCS HeCheMHbIe
MalllMHHbIE HOCHUTE/IM T1ePCOHANBbHBIX MJAHHBIX, OIeYaThIBAeTCS C WCIIOIb30BaHUEM
Cpe/CTB, ITO3BOJISIOIINX YCTAHOBUTh HECAHKIIMOHUPOBAHHBIA JOCTYM K HUM (HaripuMep, C
MCTI0/Tb30BaHNeM T/IOMObI-HAK/IeUKH).

BCKpbITHe oreyaTaHHOTO Kopryca o0bekTa HWH(pOpMaTH3al[iM B OTCYTCTBUU
YIOTHOMOYEHHbIX JIMI] W (WId) agMHUHHCTpaTopa 0e30macHOCTH (OTBETCTBEHHOTO 3a
obecrieuenre  uMH(MOpMalMOHHONW  6e30omacHOCTH)  WHGOPMAI[MOHHONW  CHCTEMBI
TepCOHa/IbHBIX JaHHBIX KoMuccry 3ariperijaeTcsl.

11. CbemMHBbIe HOCUTE/IM NEPCOHA/IbHBIX JaHHbIX

CbeMHbIe HOCUTE/NM TI€PCOHANMBHBIX MJAHHBIX UCIOMb3YHOTCS pabOTHUKaMHU
Komuccuu fi/1s1 BBITIOTHEHHS JO/DKHOCTHBIX 00513aHHOCTeM, B TOM YHCJIe /Jisl BBITIOJTHEHUS
pe3epBHOrO KOMMPOBaHUSI.

CoeMHBIe HOCHUTeNW HMH(MOPMalMK BbifaloTCa paboTHMKaM Komwmccuu B ciydae
BO3HUKHOBEHUS TIPOM3BOZICTBEHHON HEOOXOZAMMOCTH

12. YueTt HOCUTe/IeM IEPCOHA/IBHBIX JaHHBIX

Yuyetry B Komuccuu nopsiexxaT BCe MalllMHHbIE HOCUTEJM TIePCOHA/IbHBIX [JaHHBIX.
MatvHHbBIe HOCUTe/TH I0/DKHBI OBbITh yUTeHbI [0 Hadajla Ha HUX XxpaHeHHs1 (06paboTKM)
TepPCOHAJIbHBIX JJaHHBIX.

He jomyckaeTcss  MCMOJIb30BaHME  HEYUTEHHBIX  MaIllMHHBIX  HOCUTesel
TepPCOHAJIbHBIX JJaHHBIX.

CbeMHbIe HOCUTe/TH TTepCOHAbHBIX AAaHHBIX MapKUPYHOTCS («Ne »).

O6mmit yuer obecrieurMBaeT aJAMHUHHCTPATOP 0€30MacHOCTH HH(OPMALIOHHOM
CUCTeMbl TTIepCOHaTbHBIX JJaHHBIX (MpUioKeHue 1).

13. Ilepefaua cCheMHBIX HOCHTE/IeH MePCOHA/ILHBIX JAHHBIX

ChbeMHbIe HOCUTEM MMEePCOHAIBHBIX JAHHBIX MOC/e PETMCTPAl[M OTBETCTBEHHBIM
3a obecrieueHue 3alUThl TEPCOHA/BHBIX [JAHHBIX TIEPealOTCs T0/Ib30BaTe/IsIM 0/
TIOZTIUCE.

B cnydae yBonbHeHWs pPaOOTHUWKA TIpeOCTaBI€HHbIE €My CheMHbIe HOCUTENN
M3bIMAIOTCs, JaHHbBIE YAAJISIOTCS MO0 MepejatoTCs IPYyroMy pPabOTHUKY.

14. XpaHeHre MalIUHHbIX HOCUTE/IeH MePCOHA/IbHBIX JaHHBIX
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CbeMHble HOCUTE/NM T[epCOHAMbHBIX [JAHHBIX XpaHSATCS B OleyaTbiBaeMbIX
3anupaeMbix I1iKadax (ceiipax) unm B ceiide C K/IHOUEBbIM U KOJJOBBIM 3aMKOM B
COOTBETCTBUM C TPeOOBaHMSMM K XPaHEHWIO MAIlIMHHBIX HOCHTe/el TepCOHa/IbHBIX
JIaHHBIX, KOTOpPbIe TepeunciieHbl B Iloso)keHnn 06 06paboTke M 3allyTe MepPCOHA/IbHBIX
JTaHHBIX.

3alMTta HeCcbeMHbIX HOCUTesell TepCOHA/IbHbIX JaHHBIX [OCTUTAeTCs IyTeM
oreyaTbiBaHUsI 00BEKTOB MH(OPMAaTU3aINH, TMPeAOTBPAIlleH!s] HeCaHKIMOHUPOBAaHHOTO
JOCTyTIa B TIOMeILL[eHUs], T/le OHM pacriojiaratoTcs, B COOTBeTCTBUU C [lonoxxeHrem 00
00paboTKe U 3aIuTe MepCOHA/IbHBIX JaHHBIX.

15. OTBeTCTBeHHOCTH

WNHpopmaiiysi, XpaHsIasgcs Ha CheMHBIX HOCHTEJSIX, TOJJ/IeXUT 00si3aTenbHOM
MpOBEpKe Ha OTCYTCTBHE BPEIOHOCHOTO MPOrpPaMMHOr0 obOecrieueHusi repes] KakKIbIM
MCTOJTb30BaHUEM.

B iyuae yTpaThl WM HECAHKLIMOHMPOBAHHOTO YHUUTOXEHHsI ChEeMHbIX
HOcCHUTesel, b0 pasr/alleHus CoAep KalluXcsi B HUX CBe/IeHUI HeMe[|JIeHHO CTaBUTCS B
M3BEeCTHOCTh OTBETCTBEHHbIN 3a oOecrieueHure 6e30MacHOCTH TMEPCOHA/BHBIX [JaHHBIX B
MHPOPMAL[MOHHOM CUCTeMe TepCOHaNbHbIX [JaHHbIX. [lo dakTy yTpaThl WM
YHUUTOKeHUsI TIPOBOJUTCS CTy>KeOHOe pacciiefiloBaHue.

B ciyuae nepesiauv B peMOHT Ch€MHOI'O HOCUTEJ/ISI BCe JIaHHble Ha HeM JIOJDKHbBI
ObITb TapaHTHMPOBAaHHO Yy/ajdeHbl B TOpsJKe, TMpegycMoTpeHHOM [losiokeHueM 06
oOpaboTke U 3aluTe MepCOHaMbHBIX JaHHbIX. Ec/in yanute nHGOpMaLio HeBO3MOKHO,
pellileHHWe O peMOHTe MPUHUMAaeTCss KOMUCCHel T0 3alljuTe MepCOHabHbIX /IaHHBIX, TIPU
3TOM C OpraHu3alyeil, OCYILeCTB/SIOLEN PpPEeMOHT, [O/DKHO ObITh TIOAMKMCAHO
CoraiieHve 0 KOH(WeHIMaTbHOCTH.

[lepesaua B peMOHT Cpe/CTB BbIUYMC/IUTENHLHONW TeXHUKH JI0/KHA MPOXOAUTH Oe3
HOCHTesIel, KOTOpble MOTYT COZiep>KaTh IepCoHa/IbHbIe JaHHBIE.

[Tpu ucnonb30BaHUM pabOTHUKaMK CbeMHBIX HOCUTe el HeoOX0AUMO:

cobsroiaTh TpeboBaHus HacTosiel IHCTpyKIuY;

VICTI0J/Ib30BaTh CbeMHble HOCUTEIM WCK/IIOUMTENBbHO [/l BBITIOJHEHUS] CBOMX
JIOJDKHOCTHBIX 00s13aHHOCTel;

CTaBUTb B W3BECTHOCTh aJMUHHCTpaTopa 0e30MacHOCTH WH(POPMALIMOHHOM
CHCTeMbI TePCOHA/ILHBIX JaHHBIX Komuccuu o Jito0biX (akTax HapyllieHWs TpeboBaHMMA
Hacrosierd MHCTpyKUuy;

Oepe’KHO OTHOCUTBCSI K CbeMHBIM HOCHTEJISIM;

He3aMe/JIMTeTbHO K3BelaTh aJMUHHUCTpPAaTopa 0e30MmacHOCTH WH(POPMALMOHHOM
CUCTEMBbI TI€PCOHAJIbHBIX JAaHHbIX Komuccum o (akrax yTpatbl (Kpakud) CbeMHOTO
HOCHUTeISI.

ITpu KCIo/1b30BaHMY ChbeMHBIX HOCUTE/IeN 3arpereHo:

VICTI0JIb30BaTh ChbeMHbIe HOCUTEIN B JIMUHBIX LIeJIsIX;

XpaHUTb CheMHble HOCUTeM Ha pabouux cromax, AMb0 OcCTaB/sATh MX Oe3
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MIPUCMOTPA WU Tlepe/jlaBaTh Ha XpaHeHWe APYTUM JIULaM.

[TepcoHa/nbHYI0O OTBETCTBEHHOCTb 3a COXPAaHHOCTh T[OJYyUYEHHbIX CheMHBIX
HOCUTeJiel U TIpe/ioTBpallleHre HeCaHKI[MOHUPOBAHHOIO JOCTYIIA K 3alMCaHHbIM Ha HUX
JlaHHBIM HeceT pabOTHUK, 3a KOTOPbIM 3aKperjieH HOCUTEJTb.

Bce paborouku Kommccum, oOpabartbiBaromiyie repcoHabHbIe — JJaHHBIE,
3HAKOMSATCSI TI0/] TIO/JITUCh C HACTOsIIed WHCTPYKI[MeW MpyU MH(POPMHUPOBAHUHU O (akKTe
00pabOTKK TepCOHANbHBIX JAHHBIX, KaTeropusx o0OpabaThiBaeMbIX T€PCOHA/IbHBIX
JIaHHBIX, 0COOEHHOCTSAX W MpaBU/IaX TaKOM 00pabOTKH, yCTaHOBIEHHBIX HOPMATHBHBIMHU
MPAaBOBbLIMU  aKTaMu (eJepajbHbIX OpPraHOB HWCIIO/JIHATe/bHON BACTH, OpraHOB
WCTIO/THUTE/IbHON BylaCcTH CyObekToB Poccuiickoii depeparju, a TakKe JIOKa/JIbHBIMH
TIPABOBLIMH aKTaMH Kommccuw.
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dopma

[TIpunoxxenue

K UHCTPYKLIMHY O MOPsSiIKe y4éTa, XpaHeHUs

MAIlMHHBIX HOCUTe/IeU NepCOHaIbHbIX JaHHBIX B
HwKHecepriuHCKO#M paiiloHHOW TeppPUTOpHabHOM W30MpaTe/IbHOM KOMUCCHUN

Ne v faTa ®.1.0.
COTIPOBOJ, | YUTeHHbI ara ara u
Hara | Perucrpa- Bup Kon-Bo POBOA Komy A .
. | Ortkygma u- e Homepa riepefau | Ne akra
TOCTYIT | LIMOHHBIN HOCHUTeJI | HOCH- nepe/iaH riepe/iaB- | IOJIy4YMB
TOCTYITUI . | TeJIbHOr0 | HOCUTese u YHUU-
JIeHUS HOMeEp s Teeu o HOCHTE/Tb 11Iero 11Iero
JOKYMEHT %1 HOCUTEJIS | TOXKeHUs
a
1 2 3 4 5 6 7 8 9 10 11 12




[Tpunoxxenue Ne 5
YTBEPX/JEHA
pacrnopsbkeHreM Tpefcenares
HwkHecepruHCKON pariOHHOM
TepPPUTOPUA/IbLHOMN M30HpaTe/IbHON KOMHUCCHN
ot 05.03.2025 r. Ne 01-05/8

Mopenb yrpo3 U HapymmuTeJisi 6e30MacHOCTH MepPCOHATbHBIX JAHHBIX
npu ux 00padoTke B HH()OPMAIHOHHBIX CHCTEMaX MepPCOHA/TbHBIX AAHHBIX
HwkHecepruHcKon pauoHHOH
TePPUTOPHA/ILHON M30UpPaATEe/THHON KOMHCCHHA

1. O0mue Mo/1I0)KeHU.

Hacrosimmii JOKyMeHT COZlepKUT CUCTeMaTHU3UPOBAHHBIN MepevyeHb YTPo3
6e30mMacHOCTH TIEPCOHA/IBHBIX JJaHHBIX MPH WX 00paboTKe B MH(POPMAI[IOHHBIX
CUCTeMaxX  MepPCOHA/NBbHBIX  JIaHHBIX. OTA  yrpo3bl 00yCJIOB/IEHBI
rpefiIHAMEePEeHHbIMU WM HelpeJHaMepeHHbIMU [eWCTBUSIMU (PU3UUECKUX JIUL]
WU OpraHMu3alyi, a TakKKe KpUMHHA/IbHBIX TPYIITUPOBOK, CO3/JAaI0LIMX yC/IOBUS
(TpeAnoChUIKK) /I/1s1 HapyllleHrs 6e30MacCHOCTU TiepCOHaMbHbIX AaHHBIX ([11H),
KOTOpOe BefieT K yiiepOy nHTepecoB M36upaTenbHOM Komuccur CBep/yIoBCKON
obmacTu.

[oKyMeHT TipefiHa3HaueH /ISl OLIeHKU peasn3aliy yrpo3 0e30racHOCTH
IMOn (mamee — YBII[IH) mpu ux o6paboTke B HMH(DOPMALIMOHHOW CHCTEME
MepcoHa/bHbIX AaHHbIX (fanee — VICII[AH) B HwkHecepruHCKOW paliOHHOU
TeppUTOpHaNbHOM  u30upaTenbHOM  Komuccuu — (mamee —  Komwmccus).
OrnpesiesieHVie TepeyHsi TexX yrpo3 W HapyluuTesned WHGOPMAaIMOHHOW
0e30mMacHOCTH, KOTOphIe SIBJIAIOTCA aKTyaJbHbIMU [/ AaHHbix WCITH,
MOC/TIY>KUT OCHOBOM [I/I1 TIPOBEJleHHsI MEPOMpUATUNM 0  KaacCU(UKALUU
VCIT[IH, MpoeKTUPOBAHHIO ¥ BHEPEHHUIO CUCTEMBI 00ecrieueHHs: 6e301acHOCTH
TepCoHabHbIX JaHHbIX (manee —[1/1H) B Komuccum.

B nmokymenTte paccmarpuBaroTca Bce HMCII[IH  Komwccuuy, 3a
uckmouenneM MCII[H, cBsisaHHOM C paboToW KOMIUIEKCA  CpeZiCTB
aBTOMaTH3auuu ['ocyiapCTBEHHOM aBTOMAaTU3MPOBAaHHOW cucTeMbl Poccuiickon
depepaiun «BbibOpbI», 3KCTUTyaTHpyeMbiii B KoMuccuu, mocKobKy MOZesb
yrpo3 U HapyiuTe/isi 6€30MacHOCTH MePCOHA/ILHBIX AAHHBIX MPU UX 00paboTke
B ['ocymapcTBeHHOM aBTOMAaTW3MpOBaHHOM cucTeMe Poccuiickor Peneparuu
«Bb160opeI» coctaBneHa B PI'KY «DenepanbHOl 11eHTp MH(DOPMAaTH3aI[uu TIPU
LlenTpanpHOM M3buparTenpbHONM Komuccuu Poccutickoit degepariyi».

[Tpu pa3paboTke Mozenu yrpo3 6e3omacHocTy [1/JH, o6pabaThiBaeMbIX B
WCITOun W36upaTtenbHoit kKomuccuyd CBepAJiOBCKOM 00/1acTH, B KauyecTBe
OCHOBOIIOJIArarIMX, UCII0/Ib30Ba/JMCh HOpMaTHBHble [A0KymMeHTbl PCH u
®CTIK Poccum, onpeenstoriye moaxo/sl K 6e3omacHocty [1/H:

[ToctanoBnenue IlpaButenbctBa Nelll9 or 1.11.2012 r. «O6
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yTBEP>K/IeHUU TpeOOBaHM K 3all[uTe TIepCOHATbHBIX JaHHBIX MPH UX 00paboTke
B MH(GOPMAI[MOHHBIX CHCTeMaX MepCOHa/IbHbIX JaHHbBIX»;

MeToauuecKui 1OKyMeHT. MeToAuKa OIeHKA yrpo3 0e30racHOCTH
vH(opMmaiuu, yreep>xaeHHbI ®CTOK Poccum 05.02.2021 r.;

Ba3oBass Moziesib yrpo3 6e30MacHOCTH TepCOHAMbHBIX [JAaHHBIX TPU HUX
o6paboTke B  MH(OPMAIIMOHHBIX CHUCTeMax IIePCOHA/BHBIX  JJaHHBIX,
yTBepKjeHHas 3aMmectutesieM aupekropa ®CTOK Poccum 15.02.2008 r;

ITpuka3z ®CB Poccuu Ne 378 10.07.2014 r «O6 yTBepkaenuu CocraBa v
COJiep)KaHusl OpraHW3al[MOHHBIX W TEeXHUUeCKUX Mep TII0 0becrieueHHIo
6e30I1acCHOCTH TIePCOHAMBHBIX JaHHBIX MPH UX 00paboTke B MHGMOPMAI[MOHHBIX
cucTeMax  TepPCOHAJbHBIX  JIaHHBIX  C  MCIIO/JIb30BaHWEM  CpeJCTB
KpunTorpadguueckou 3amurthl WHMOOPMAIMKA, HeOOXOAUMBIX /i BBITIOJTHEHUS
ycTaHoB/ieHHbIX [IpaButensctBoM Poccuiickoit ®epepaiiuy TpeboBaHHI K
3all[uTe MepCOHAMbHBIX JaHHBIX /Il K&XKA0T0 U3 YPOBHS 3allUIL€HHOCTH»;

[Tpukaz ®CTIK PP ot 18 despans 2013 r. N 21 «O6 yTBepxaeHUU
cocTaBa W COJlep)KaHHsl OpraHW3al[MOHHBIX W TeXHWYeCKUX Mep TI0
obecrieueHrio 6e30MaCHOCTH TI€PCOHA/IBHBIX JaHHBIX TpU UX 00paboTke B
MHGOPMAL[MOHHBIX CHCTeMaX MepPCOHATbHbBIX JaHHBIX».

2. TepMUHBI U onpefe/IeHUs.

B HacToflLleM [JOKyMeHTe WCIMOJb3YIOTCS C/Ieyioljie TePMUHbI U KX
orpejeneHus:

ABTOMaTH3UpOBaHHAs CUCTeMa — CHUCTeMa, COCTOSIlas U3 IMepcoHasa U
KOMILJIEKCa CpeJiCTB aBTOMaTM3alMM ero JesTeJbHOCTH, pear3yrolas
VMH(OPMAaLMOHHYIO TEXHOJIOTHIO BBITIOJIHEHUS YCTaHOB/IEHHBIX (DYHKLIHH.

be30omacHOCTb TMEepCOHAMBHBIX [AaHHBIX — COCTOSTHME 3allUILEHHOCTH
MepCOHA/NbHBIX [aHHBIX, XapaKTepr3yemMoe CIIOCOOHOCTBIO I10/Thb30BaTe ek,
TeXHUUECKUX CpPeJCTB W HWH(DOPMALMOHHBIX TEXHOJOTUNM  00ecreunThb
KOH(UIeHLIMa/IbHOCTh, 1[€/IOCTHOCTh U [AOCTYIHOCTb TEePCOHAIbHBIX [aHHbIX
npu Ux 00paboTke B MH(OPMALIMOHHBIX CUCTEMaXx TMepCOHATbHBIX IaHHBIX.

byioKMpoBaHMe TMepCOHAMbHBIX [JAHHBIX — BPEMEHHOe TpeKpalljeHue
cbopa, cucTeMaTH3aly, HAKOIUIEHWs, WCII0/Ib30BaHUs, pacnpOCTpaHeHus],
MepPCOHAJIbHBIX JJaHHBIX, B TOM UHCJ/Ie UX Mepeayu.

Burpyc (KOMOBIOTEPHBII, MPOrPAMMHBIN) — HUCIIOIHSIEMbIA MPOTrPaMMHBIN
KOZ WM WHTEpIIPeTUpyeMblii HabOp MHCTPYKLMM, 00/IafaroIivuii CBOMCTBAMH
HECaHKLIMOHWPOBAaHHOTO  paclpoCTpaHeHUusi U CaMOBOCIPOM3BE/IeHUS.
Co3paHHble 1yO/MMKaThl KOMITBIOTEDHOTO BHpPYCa He BCerJia COBIAZAIT C
OpPUTMHAJIOM, HO COXPaHSIIOT CMIOCOOHOCTH K /Aa/ibHelIlIeMy paclipoCTPaHEeHHIO U
CaMOBOCTIPOM3BE/IeHUIO.

BpenoHocHass 1mporpamMma — Iporpamma, [peJHa3HaueHHas [/
OCYLLeCTB/IEHUSI HECAHKLIMOHUPOBAHHOTO [AOCTyMa W (WIh) BO3JEUCTBUS HA
MepCoHa/lbHble  [laHHble WM  pecypcbl  MH(GOPMALMOHHOM  CHUCTEMBI
MePCOHAJIbHBIX [JaHHBIX.

Hoctyn K uH(OpMaLMd — BO3MOXHOCTb TMOJAy4YeHHs WH(OpMaLuu, a
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TaK)Ke eé MCII0/Ib30BaHMS.

3alUTa  TepCOHalbHBIX  JaHHBIX —  KOMIUIEKC  MepOIPUSITUM,
HaripaBJ/IeHHBIX Ha rnojaepkaHue 11e/IOCTHOCTH, JOCTYITHOCTH,
KOH(HUeHIMa/IbHOCTU WHGOpPMal[id U pPecypCcoB, UCMOJb3yeMbIX [Ji1 BBOJA,
XpaHeHMs], 00pabOTKHY 1 Tlepeiauyl TTePCOHATbHBIX JaHHbBIX.

3aiuiaemMas UH@GopMalus — UHGOpMalUs, SB/SIONAsACS MPeMeTOM
COOCTBEHHOCTH W TIOJJ/IeXKalljasi 3allldTe B COOTBETCTBUU C TpPeOOBaHUSIMU

MpaBOBbIX  JIOKYMEHTOB WM  TpeOOBaHUSIMHM,  YCTaHABIMBAe€MbIMU
CcOOCTBEHHUKOM HH(bOPMaLIUH.
Upnentudukanvss — TPUCBOEHWE CYyOBeKTaM | 00BeKTaM J0CTyTa

uaeHTA(dUKaTopa M (WIM) CpaBHEHWe TIpeJbsIBIsIEMOro HAeHTU(HKaTopa C
repeyHeM NPHCBOEHHbBIX U/IeHTU(PUKATOPOB.

WHudopmalmoHHasi cucteMa MepCcoHalIbHbIX AAHHBIX — MH(OpPMaLMOHHAas
CUCTeMa, TMpeACTaB/siollas CcoO0l COBOKYIHOCTb TepCOHAIbHBIX [JaHHBIX,
cojepkanmxcsi B 6a3e AaHHBIX, a TakKKe HUH(OPMALIMOHHBIX TEXHOJOTUMA U
TeXHUUECKUX CPeACTB, TO3BOJISIONIMX OCYIIeCTBASATb 00pabOTKy TaKux
MepCOHa/TbHBIX JJaHHBIX C WCII0/Ib30BAaHWEM CPe/CTB aBTOMAaTH3aliyd Wau Oe3
MCII0/Ib30BaHUsI TAKUX CPEJICTB.

MHdopmallioHHbIe TeXHOJOTUM — TIPOIeCcChl, MeTO/bl MOMCKa, cbopa,
XpaHeHUs1, 00pabOTKM, MpefoCTaB/eHNs], paclpOCTPaHeHusi WHopMalud U
Croco0bl OCYIL[eCTB/IEHUS TAKUX MPOLIECCOB U METO/IOB.

WcTtouHuK yrpo3bl Oe3oracHOCTH HWHGOpMalud — CYOBeKT [AOCTyTa,
MaTepua/bHBbIA 00BEeKT WM (pu3nueckoe siBJieHUE, SIBJISIOL[UECS TPUUHMHON
BO3HUKHOBEHUS yTPO3bl Oe30MacHOCTH WHGOPMALIUH.

Komuccuss (Omeparop, Opranuzanys) — V30uparenbHas KOMUCCHS
CBepaJi0BCKOIM 06/1acTH.
KoHpHeHIMaTbHOCTh  TIePCOHABHBIX JJaHHBIX — 00s3aTe/IbHOe IS

coOIofieHrs OTIepaToOpoOM WM WHBIM TIOYUYHMBIIMM [IOCTYIT K TepCOHA/TbHBIM
JaHHBIM JUIIOM TpeboBaHMe He [OMYyCKaTh UX PACIpoCcTpaHeHUWe 0e3 corsiacusi
cyObeKTa repCoOHaIbHBIX JAHHBIX WA HaJIMUKMsl MHOTO 3aKOHHOTO OCHOBAHUSI.

MexceTeBOM 5KpaH —  JIOKaJibHOe  (OAHOKOMIIOHEHTHOE)  WJ/IU
(yHKLMOHAIbHO-pacripe/ie/ieHHOe  MpPOrpaMMHOe  CPeACTBO  (arrapaTHo-
MpOrpaMMHBLIM ~ KOMILIEKC),  peajiM3yloljee  KOHTPO/JIb  MH(OpMaLuu,

MOCTYMaKIleld B MH()OPMALMOHHYI0 CUCTEMY MEePCOHAIbHBIX AAHHBIX U (W/H)
BBIXOZALEeN U3 MH(POPMALMOHHOW CUCTEMBI.

Hapy1uTesib 6€301macHOCTH MepCOHATBHBIX IaHHBIX — (hHU3UUYecKoe JIHILIO,
CJIy4ariHO WM NpeJHaMepeHHO COoBepliatolllee 1eHCTBUS, C/1e/ICTBUeM KOTOPbIX
SIBJISIETCSI HapyllleHre 6e30MacHOCTH TIepPCOHABHBIX JaHHBIX TIPU WX 00paboTKe
TeXHUUECKMMH CpeJCTBaMM B HH(OPMALIMOHHBIX CHUCTEMax IepCOHAaIbHBIX
JlAHHBIX.

HenexknapupoBaHHble BO3MOXXHOCTH — (DYHKLJMOHA/IbHble BO3MO>KHOCTU
CpeZiCTB BBIUMC/IUTEIbHOW TeXHWKH, He ONMCAHHble WIA He COOTBeTCTBYHOLIWE
OMHCaHHbIM B JOKyMeHTaluu (YyHKLMOHAJbHbIM BO3MO)XHOCTSIM, IIpH
WCIO/Ib30BaHUM  KOTOPBIX BO3MOJKHO HapyllleHWe KOH(HAeHLMaIbHOCTH,
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JOCTYITHOCTH WM 11€JIOCTHOCTH 06pabaThiBaeMoi MH(pOpMaLUH.

HecaHKIIMOHUPOBAaHHBIA [IOCTYyN (HECAHKI[MOHWPOBAHHbIE JeHCTBUS) —
J0CTyNn K UHGOpPMalliU WK JeUCTBUs C MH(OpMaliyel, Hapyllatoliye rpaBuia
pasrpaHWueHyss  JAOCTyna C  WCIOOAb30BaHWEM  IUTaTHBIX  CPEACTB,
Mpe/loCTaB/IsieMbIX UH(POPMALIMOHHBIMU CUCTEMaMK MePCOHATbHBIX JaHHbIX.

Hocurens nHbopMaiuy — pusndeckoe JIUI0 WIM MaTepPUA/IbHBIN 00BEKT,
B TOM uucie (Qusnduyeckoe TMoJjie, B KOTOPOM HH(OpMalds HaxOJUT CBOe
OTpa)kKeHHe B BHJe CHMBOJIOB, 00pa30B, CHUTHAJIOB, TEXHUUECKUX peIIeHUd |
TIPOLIeCCOB, KOJTMUYECTBEHHBIX XapaKTePUCTUK (hHM3UUeCKUX BeJIMUMH.

OO6paboTka TepcoHa/IbHBIX /IaHHBIX — 000e felicTBUe (Omeparysi) Wiu
COBOKYITHOCTb [I€MCTBUM (omepainuii), COBepllIaeMbIX C MCIO/b30BaHUEM
CpPeACTB aBTOMAaTH3allud WM 0e3 WCIO/Ib30BaHHsA TaKWX CPEeACTB C
MepCcoHalbHBIMM ~ IaHHBIMM, BKJItOuas cbOop, 3amuch, CHCTeMaTU3aljulio,
HaKOTUIeHHe, XpaHeHue, yTouHeHue (OOHOBeHWe, W3MeHeHHe), U3BJieueHue,
WCI0/Ib30BaHue, Tiepefauy (pacnpocTpaHeHWe, TIpeoCTaBiaeHue, AO0CTYII),
obe3nmMurBaHue, OJOKUpOBaHWe, y/ajeHHWe, YHUUTO)KeHHEe TePCOHAbHbIX
JlaHHBIX.

[TepcoHanbHble AaHHbIe — Jt0bas MH(OPMALYs, OTHOCAIIASCS K TMPSMO
WM KOCBEHHO Orlpe/ie/IeHHOMY, WA OImpejiesisieMoMy (U3UUeCKOMY JIUITY
(cyOBbeKTy TiepCOHa/IbHbIX JaHHBIX).

[TobouHble  3/IEKTPOMAarHUTHbIE ~ HW3yYeHWS W HABOAKH  —
3/IEKTPOMarHUTHbIE U3/TyUYeHHsT TeEXHUUeCKUX CpeZiICTB 00pabOTKH 3allUI[aeMOi
WHbOpMAI[MH, BO3HUKAIOIMe KaK T00OYHOe sB/IEHHE U  BbI3BAHHBIE
9/IEKTPUUECKUMM  CUTHa/llaMM, [JIeMCTBYIOIIMMU B UX 3J€KTPUUECKUX U
MarHUTHBIX LIeMsX, a TakK)Ke 3JIeKTPOMarHUTHble HaBOZAKW STUX CUTHAJIOB Ha
TOKOTIPOBOJSIIME JIMHUU, KOHCTPYKLMHU U LIeNU MUTaHUs.

[Tonb3oBaTenb MHGMOPMAIMOHHOW CUCTEMbl TepCOHabHBIX JaHHBIX —
L0, YyYacTByollee B (PYHKIMOHUPOBAHUU UH(POPMALIMOHHOM CUCTEMBI
MepPCOHAJIbHBIX JAHHBIX Wm WCIOJIb3YHol1]ee pe3y/bTaThbl eé
(GyHKLIMOHMPOBaHMUSI.

[lpaBuna  pasrpaHWyeHusi JOCTylla —  COBOKYIHOCTb  IpaBWJ,
perj7aMeHTHPYIOIIUX TpaBa JA0CTyIa CyOBeKTOB A0CTyIa K 00beKTaM J0CTyTIa.

[TporpammHasi 3ak/ajka — CKPbITHO BHECEeHHbIi B MpOrpaMMHOe
obecrieueHre (QYHKIMOHAMBHBIH OOBEKT, KOTOPBIA TpH  OIpeeeHHbIX
yCJIOBUSIX  criocobeH  obecreunTh  HeCaHKIMOHMPOBAaHHOE  ITPOrPaMMHOE
Bo3JelcTBre. [lporpaMMHasi 3akjaika MOKET OBbITh peajM30BaHa B BH/E
Bpe/IOHOCHOM MPOTrpaMMbl /U TPOTPaMMHOTO KO/ia.

[IporpammHoOe (mporpaMMHO-MaTeMaTHU4eCcKoe) BO3/IENCTBHE —
HeCaHKIIMOHWPOBAaHHOEe BO3/leliCTBMe Ha pecypChl aBTOMAaTU3WPOBAHHOU
MH(MOPMAI[MOHHOW  CHUCTeMbl,  OCYIIEeCTB/sieMOe C  HWCIOJ/b30BaHUEM
Bpe/IOHOCHBIX TPOTPaMM.

Pecypc UWH(OpPMalMOHHOW CUCTeMbl — UWMEHOBAHHBIM  3/IeMEeHT
CUCTEMHOT 0, TIPYUKJIaZIHOTO WJTK amrapaTHOro obecrieueHust yHKI[MOHUPOBAHUS
MH(OPMaI[MOHHOW CUCTEMBI.
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CucreMa 3allUThl MepCOHAJIbHBIX JAHHBIX — CUCTeMa OpraHU3al[MOHHBIX U
armapaTHO-TIPOrPaMMHBIX Cpe/ICTB, oOecreuMBaroiljas 3allldTy IepPCOHA/IbHbIX
JaHHbIX, 0OpabaThiBaeMbIX B HH(OPMAI[MOHHOW CHUCTeMe T1epCOHATbHBIX
JAHHBIX, OT YHUUTOXXEHUs, H3MeHeHMs, OJOKMpOBaHUs, KOIMPOBAaHUS W
pacrpocTpaHeHusl 3a CueT MCK/IHUeHHsI HeCaHKI[MOHHPOBAHHOTO, B TOM YMCJIe
C/Ty4ailiHOTO, /IOCTYTIA K MepCOHaIbHBIM JJaHHBIM.

Cpe/cTBa BBIYMC/IUTE/ILHOM TEXHUKHW — COBOKYIHOCTh MPOrPaMMHBIX U
TeXHUUECKHX  J/IeMeHTOB  cucteM 00pabOTKM  ZaHHBIX,  CIIOCOOHBIX
(GyHKIMOHHMPOBAaTh CAaMOCTOSITe/TbHO U/ B COCTaBe JIPYTUX CHUCTEM.

Cybwekt goctyna (CyOBeKT) — JMII0 WM TIPOLIeCC, AelCTBUS KOTOPOTO
perjiaMeHTHUPYIOTCS IPaBU/IaMU pa3rpaHUyeHust 0CTyTIa.

YTpo3bl 6e301MaCHOCTH TIePCOHA/IBHBIX JaHHBIX — COBOKYITHOCTb YC/IOBHM
1 (aKTOpOB, CO3[AIOIIMX OIMAaCHOCTb HECAHKI[MOHMPOBAHHOIO, B TOM YHCJIe
CTy4yaliHOT 0, I0CTYyTIa K TTlepCOHabHBIM JJaHHbIM, Pe3y/IbTaTOM KOTOPOI'O MOJKeT
CTaThb YHUUTOXXEeHHe, r3MeHeHue, 6/I0KMpOBaHMe, KOIMUPOBaHHUe,
pacrpocTpaHeHHe TepCcoHaIbHBIX JlaHHBIX, a TaKXXe WHBIX
HECAHKIIMOHUPOBAHHBLIX JEeMCTBUM IIpU UX 00paboTke B HHGMOPMAI[MOHHOMN
CHCTeMe MepCOHa/IbHBIX JaHHBIX.

IlenocTHOCT, MH(OPMAIMM — CIIOCOOHOCTH CPEeZCTBA BBLIYMC/IUTE/TLHOU
TeXHUKW UMM WHGOPMAI[MOHHON CHCTeMbl o0ecrieurBaTb HEU3MEHHOCThb
vHbOpMaI[MKi B YCJIOBUSAX CAy4yallHOTO W/WIM TpeJHaMepPeHHOr0 HCKa)KeHUsI
(pa3pyiuenus).

3. O003HaUYeHUs ¥ COKPAILeHHS.

B HacTosii[eM JOKyMeHTe UCIO/b3YIOTCS Cie/iyioiye 0003HaueHust U UX
COKpall|eHus:

N C — nHdopmalioHHast CUCTeMa;

VCIT[Ox — uadopMalMoHHas cCMcTeMa IMepCOHa/IbHbBIX IaHHbBIX;

HC/]] — HeCaHKLIMOHMPOBAHHBIM JOCTYTI;

OC - onepaliOHHas CUCTeMa;

[1/1H — mepcoHa/ibHbIE JJaHHbIE;

[ISMUWH — nobouHkle 3/1eKTPOMarHUTHbIE U3/TyUeHUsT U HaBO/KU;

1O — nporpaMMHoOe obecrieueHue;

C®K — cpena pyHKLIMOHMPOBaHKS KPUNITOrpaPuueCKUX CPeJiCTB;

CK3MU — cpexnctBa Kpuntorpapuuyeckou 3aliuThl MH(QOpMaLY;

YBII[IH — yrpo3bl 6e301acHOCTH TIepCOHA/IBHBIX JAHHBIX;

@®CB Poccun — ®enepanbHasi cny>xba 6e3ormacHocTr PD;

®CTOK Poccum — ®PepepanbHas ciaykba 10O TEeXHUUECKOMY U
9KCIIOPTHOMY KOHTPO/It0 PD.

4. Xapakrepuctuku UCII/IH.
4.1. O61as UCITOH.
B obme#t WCIIOa Komuccun wucronb3yercss 006ijee TporpaMMHOe
obecmieueHue:
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- Ccpe/iCcTBa omnepalvoHHOM cucTembl Microsoft Windows;

- cpeacTBa nipoykToB Microsoft Office, Libre Office;

- Cpe/iCTBa 3/I€KTPOHHOW TOYTHI B BHJE BeO-KJIMEHTOB U OT/e/IbHO
CTOSIUX aBTOHOMHBIX TIOUTOBBIX K/IME€HTOB.

Xapakrtepuctuku o6meit UCII/IH npeacras/ieHsl B Tabsuie 1.

Tabmmma 1.
XapakTepuCTHKa 3HayeHue
Kareropus WHble niepcoHasbHbIe JaHHbIe
obpabaTbiBaeMbIX
TepCOHAJ/IbHBIX JAHHBIX
Cocras [TepcoHabHBIE JaHHbBIE CYOBEKTOB:

obpabaTtbiBaembIx I1/1H

- yyieHbl KoMuccuy € TipaBoM peliaroiero u
coBelljaTe/TbHOI'0 I'0JI0Ca;

- UJIeHbI UHBIX W30MpaTe/bHbIX KOMUCCHM,
dbopmupyemMbIx Ha TeppuTopun CBepIIOBCKOU
o0s1acTy;

- UIia, BXO/AIIME B COCTaB pabouuX rpymr,
KoMmuccuii, KOHTpOIbHO-PeBU3MOHHOM CTY>KOBI ITPH
Komuccuuy;

- KaHAU/IaThl, UX JJOBepeHHbIe LA U
yIOJITHOMOYEeHHbIe TIpe/iCTaBUTeH;

- HaO/IrIoaTe Iy,

- YII0JTHOMOY€eHHbIe Mpe/ICTaBUTe/IU U JJOBepeHHbIe
nuria n30MpaTe/bHbIX 00heIMHEHHH;

- YjieHbl MHULIMATUBHOM T'PYIIIbI 110 TTPOBeIeHHUIO
pedepeHyMa
CBep//I0BCKOM 00/1aCTH, UHBIX TPYITIT YYaCTHUKOB
pedepenayma CBep//I0BCKOM 001acTy;

- Jlilia, TIpUB/ieKaeMble Komuccuei K
aJIMUHUCTPAaTUBHOW OTBETCTBEHHOCTH 3a
HapyIIleHHs 3aKOHO/aTe/IbCTBA O BbIOOpax 1
pedepeHiyMax, O TIOJIMTUUECKUX TTapTUSIX;

- YY4aCTHUKHU OJIUMITUA/I, KOHKYPCOB U UHBIX
MepOTpUSITUI, OpraHU3yeMbIX (IPOBOAWMBIX )
Komuccueld, 1 UX pyKOBOAUTENH;

- JIUlia, TIpe/iCTaB/sieMble K HarpaxkZieHHI0 U
nooupeHvto Komuccuen;

- utia, obpaTtuBiMecs B Komuccrio;

- UHbIe KaTeropuu Jil] B COOTBETCTBUM C
TpeOOBAHMSIMH 3aKOHOZATEILCTBA POCCHICKOI
DejepaLuu.

O06beM obpabaTbIBaeMbIX
MepCOHAIbHBIX JJAHHBIX

Mewnee 100 000
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XapakTepUCTUKa 3HaueHue

CTpykTypa JlokanbHas VCII/IH, pa3BepHyTas B ripejenax
MH(OpMaIMOHHOU OZIHOT'O 37IaHUSI
CUCTEMBI

Pe>xuim 06paboTKu MHororonb30BaTesbcKast
MepCOHATbHBIX JAHHBIX

Pe)xuM pa3rpaHUueHus C pasrpaHuueHreM IpaB J0CTyTia
TIpaB JJOCTyTIa
T0/Ib30BaTes e
MH(OpMaIMOHHOU
CUCTEMbI

Hanvuue nogkmroueHus Nmeetcs
K CeTsIM CBSI3U 00I11ero
T10JIb30BaHUSA U /WU
CeTM MeXXJYHapOJHOr 0o
MHGbOpMaIMOHHO 0OMeHa

B cooTBeTcTBUHM C TpeOOBAaHUSMH K 3all[UTe IMePCOHATbHBIX JaHHBIX TIPU
o0paboTke B WH(GOPMALMOHHBIX CHUCTeMax [epCOHAMbHBIX MAaHHbIX (YTB.
noctaHoBieHreM [IpaBurensctBa PP ot 1 Hosi6ps 2012 1. Ne 1119), ans
Obuett WCII[H akTyanbHbl yrpo3bl 3-ro Tuma. Ilpu 3tom WCIIOH
oOpabaThiBaeT crielyajbHble KaTeropuyd IepCOHAMbHBIX JaHHBIX MeHee 4eM
100000 cyOBbeKkTOB mepCOHANbHBIX JAHHBIX, HE SIBJISIOMIUXCS COTPYAHHUKAMU
oriepaTopa. COBOKYITHOCTb [JaHHBIX YCJIOBUM TpeOyeT ycCTaHaBIWBAThb [jIsl
panHor ICII/JH 3 ypoBeHb 3allMILEHHOCTH MePCOHA/IBHBIX JAHHBIX.

5. Mopens yrpo3 UCIL/IH.

5.1. IIpuHIMIbI MOCTpOeHus: MoZiesiu yrpo3 6e3omacHoctu [1/1H.

[ToctpoeHne wmogenmu yrpo3 6e3omacHoctu I1/JH OCHOBBIBAZOCh Ha
K/IaCCU(PUKaLMY, aHalu3e Y OLeHKA aKTyaJlbHOCTHM COBOKYMHOCTH YCJIOBUM U
(akTOpOB, CO3/AIOIIMX OMACHOCTb, CBSI3aHHYIO C YTEUKOW MH(pOpMaLuu U (UIn)
HeCaHKLIMOHUPOBAaHHbIMU W (W/IM) HemnpeJHaMepPeHHbIMU BO3/JeHCTBUSIMM Ha
Hee.

B pamkax nocTpoenust Mmojiesii yrpo3 6e3oracHocty [1/IH Bce BepOsITHBIE
yIPO3bI pa3eieHbl Ha [iBe KaTerOPUU:

yrpo3el 6Ge3omacHocty I1/IH, peanmu3yeMble 3a cueT yreuku II/IH 110
TeXHAUYeCKUM KaHaslam;

YIPO3bI Ge3omacHoCTA I8, peanu3yeMsble 3a cyer
HecaHKLIMOHUpOBaHHOro gocryna (ganee — HC/) k I1[IH ¢ ucnons30BaHWEM
IITaTHOTO WM CITe[[HaJibHO pa3paboTaHHOrO0 TPOrpaMMHOrO OOecrieueHust
(manee — I10O).

B xoze MojenupoBaHys UAEHTU(PULIMPOBAHbI BCE BO3MOXKHbIE UCTOUHUKHU
yrpo3, BCE BO3MOXXHbIE YS3BUMOCTH WAEHTU(PULMPOBAHbI U COIMOCTAB/EHbI C
WUJEeHTU(ULMPOBAaHHBIMA WCTOYHUKAMU yIpO3, BCe WAEHTU(ULMPOBaHHbIE
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VCTOYHUKY YIPO3 U ySI3BUMOCTU COTIOCTaB/IeHbI CO CITIOCOOaMU UX peasi3alivi.

Ona Bcex HCIIIH Komuccud XapakTepHbl OAWHAKOBbIE YIPO3bl U
YSI3BUMOCTU.

5.2. Knaccudukarnus yrpo3 6e3onacHoctd [1/IH 3a cuét yreuku [1/]H 110
TeXHAUYeCKUM KaHajiaM

[Tpu obpabotke ITn B UCII[IH KoMuccun BO3MOXKHO BO3HHWKHOBEHUE
YBIT[IH 3a cueT peanu3alvy C/e[yIOIIMX KaHa/JOB yTeuku HUH(OpMaldd 1o
TeXHUYeCKOMY KaHasy:

yrpo3bl YyTeUKH BHUZ0BOM (BU3ya/bHOWM) MH(OpMaLWY;

yrpo3bl yTeUKU MHPOPMALIMK T10 KaHaiaM MOOOUHBIX 3/IeKTPOMarHUTHBIX
W3/Iy4yeHUW U HaBOJOK (Janee — [IDMUH).

5.2.1. Yrpos3bl yTeuky BUI0BOM MH(pOpMaI[1H.

VICTOUHMKOM yrpo3 yTeukKd BU/I0BOM (BU3ya/bHOM) WH(bOpMalUn
ABASItOTCS (hu3rueckue nuija, He uMerolue goctyna K MCIT/JH Komuccum, a
TaK)Ke TeXHHUYeCcKHhe CpeZiCTBa IPOCMOTpPA, BHeApPeHHble B CIy)KeOHbIe
TOMeILleHUsI WM CKPBITHO KCIO/Ib3yeMble JaHHbIMU (hH3UUeCKUMU JTULaMHU.

Cpena pacnpocTpaHeHUsi MH(OPMATUBHOIO CUTHajaa — 3TO (u3nueckas
cpefia, MO KOTOPOWU WH(OPMAaTHUBHBIA CHUTHAJ MOXXET PpacClpOCTPaHATbCS —
OZJHOpOJHas (BO3AyLLHas).

¥YTrpo3sl yTeuku BUOBOM (BH3Yya/ibHOM) HMH(OpPMALMK peam3yroTcs 3a
cueT ripocmoTpa [1/IH ¢ MOMOIIIBI0 ONTUYECKUX (ONTUKO-3/IEKTPOHHBIX) CPE/ICTB
C 9KpaHOB INCILJIEEB U IPYTHUX CPE/ICTB OTOOPayKEHHS CPE/ICTB BLIUMCIUTE/TEHOM
TeXHUKH, Bxoaaux B cocraB MCITIH Komuccum.

5.2.2. Yrpo3bl  yTeukd MHGPOpPMAIMM 10  KaHajdaM  T0OO0YHBIX
3JIEKTPOMAarHUTHBIX U3/TyYeHUU U HaBOZOK.

VIcTOyHMKOM yrpo3 yTeuykd HHGopMaluyd T0 KaHaidam I[IOMUH
ABJISAIOTCS (hr3udecKue viia, He uMerorye goctymna K MCIIxn Komuccum.

BosnukHoBeHue yrpo3ssl I1/1H o kaHasam [ITOMWH B0O3MOKHO 3a cueT
repexBaTa  TeXHWYeCKMMHM  CpeACTBAaMM  IMOOOYHBIX  WH(POPMATUBHBIX
3JIEKTPOMarHUTHBIX T0JiIed W 3JIEKTPUYECKUX CHUTHAJ/IOB, BO3HUKAKOU[UX MPU
obpaboTke I1/TH Texunueckum cpeactBamu MICITIH Komuccuu.

lenepaiusi uHdopMauuu, copepkailed I[I/JH u UMpPKy/Iupyroled B
TexHuueckux cpegcreax HMCIIJIH Komuccun B BUJe  DJIEKTPUUYECKUX
WHGOPMAaTHBHBIX CUTHA/IOB, ee 00paboTKa M Tiepejada IO 3/I€KTPUUECKHUM
uerniM TexHuueckuMu cpeactBamu  MCII/IH Komuccuu CompoBOXAaeTcs
MOOOYHBIMH 37IEKTPOMArHUTHBIMH U3/TyYeHUSMU.

Peructpayusa ITIODMUWH  ocyiiecTtBisierca € LjeJibl0  IlepexBaTa
vH(bOopMaluK, LUPKY/JUPYIOIell B TeEXHUUeCKUX CpeZiCTBaX, OCYILeCTBIISIOIINX
obpaborky II/lH, TIyTeM UCIO/Mb30BaHUSI  arapaTypebl B  COCTaBe
pPaZuONIPUEMHBIX ~ YCTPOWCTB, MpeJHAa3HAUYeHHOW [Jjisi  BOCCTAHOBJ/IEHUS
nHdopmaiuu. Kpome storo, nepexsaT [ISMUH Bo3Mo)XeH C UCIO/Ib30BaHUEM
3JIEKTPOHHBIX YCTPOWCTB TepexBaTa MH(MOpMaluK, MOAK/II0YeHHbIX K KaHaliaM
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CBSI3U WM TeXHWYeCcKuM cpejctBaM o0pabotku [I[IH  («armapaTHbie
3aK/IaJIKU» ).

5.3. ¥rpo3bl  HeCaHKLIMOHUPOBAHHOTO  [OCTyra K  UWHGOpMalUH,
obpabatbsiBaemoii B ICIT1H Komuccun.

B NCIIJa Komuccuu yrposst HC/] ¢ npvmeHeHHWeM IpPOrpaMMHBIX U
anrapaTHO-TIPOrPaMMHBIX CPe/ICTB, KOTOPbIe Peasn3yrTCs TIPU OCYILeCTBIeHUH
HeCaHKLIMOHMPOBAaHHOTO, B TOM YHCJ/e CJy4alhHOro JOCTyIla, B pe3yJbTare
KOTOPOT'O OCYILeCTB/ISIETCS] HapylleHWe KOH(PUAeHLManbHOCTH (KOMMPOBaHUS,
HeCaHKLIMOHUPOBAaHHOT O pacrnpocTpaHeHus, HeCaHKLJMOHUPOBAaHHOT O
O3HAKOMJIEHUST), LIeJIOCTHOCTH (YHUUTO)XKEHUS, W3MEHEHUs ), JOCTOBEPHOCTU U
noctyrnHocTH (6nokupoBanus) [1/1H, BK/IOUaroT B ce0s:

yrpo3bl JOCTyra (MPOHUMKHOBEHHWs) B OINEpalMOHHYI0 Cpefly cepBepa C
WCTO/b30BaHWeM  ILITaTHOrO  TpPOrpaMMHOTO  obecrieueHusi  (CpeACTB
orepalOHHOW CUCTeMbl WU MPUKIIaJHBIX TIPOTrpamMMm);

yrpo3bl CO3[laHUSI HEIITaTHbIX pEXUMOB pPabOThl  MPOTrpaMMHBIX
(mporpaMMHO-anmapaTHbiX) CpeACTB 3a CYeT IMpeJHaMepeHHbIX W3MeHeHU!
CJTy>KeOHBIX [JaHHBIX, UTHOPUPOBAHUS TIPelyCMOTPEHHBIX B IITAaTHBIX YC/IOBUSX
OrpaHUYeHUM Ha COCTaB W XapaKTepUCTUKU obpabaTrhiBaeMoil WHGbOpMaIUy,
HCKakeHus (Mogu(UKaluM) caMuX JAHHBIX U T.IL.;

yIrpO3bl BHe/IpeHUsI BP€/IOHOCHBIX MporpaMm (mporpamm
MaTeMaTUUYeCKOro BO3/IeUCTBUSA);

yrpo3el HCJ/I, BO3HMKawIMe 3a CYeT HelpeJHaMepeHHbIX IeUCTBUM
00C/Ty>KUBAIOIIero rnepcoHasa CUCTEMBI.

Kpome TOro, Bo3MO)KHbI KOMOWHHDPOBaHHbIE YTI'PO3bI, TPe/CTAB/ISIOIIME
coboif coueTaHWe yKa3aHHBIX yrpo3. Hampumep, 3a cueT BHe[peHUs
BPEJJOHOCHBIX TpOrpaMM MOTYT co3faBatbCs ycaoBuss i HCI B
OrepalMOHHYI0 Cpelly cepBepa, B TOM uuciae TyTeM (OPMUPOBaHUS
HeTPaJULIMOHHBIX UH(POPMALMOHHBIX KaHA/IOB AOCTYTIa.

¥Yrpo3sl goctyna (MPOHUKHOBeHMs) B orepaliuoHHyr cpeay WCIIIH
Komuccum ¢ MCosb30BaHWEM  ITaTHOTO TIPOrPaMMHOTO — obecrieueHUst
pa3fe/stoTCs Ha yrpo3bl HEMOCPECTBEHHOIO M y/a/IeHHOTO OCTYIa. YTPO3bI
HEeIOCPeJCTBEHHOIO0  [IOCTYMa  OCYIIEeCTBISIOTCA  C  HCIO/Ib30BaHHUEM
MpOrpaMMHBLIX M allapaTHO-MPOrPaMMHBIX  CPeACTB  BBO/Ia/BbIBOZA
KOMITbIOTEPA. YTPO3bl Y[AJIeHHOr0 A0CTyNa Peajr3yrTCs C KUCIO0/Ib30BaHUEM
MPOTOKOJIOB CETEBOr0 B3aWMO/ENCTBYS.

Yrpo3el  BHeApeHUsI ~ BPEJOHOCHBIX  mOporpaMM  (MpOrpaMMHO-
MaTeMaTHUeCKOTO BO3ZIEMCTBUsI) HeleecooOpa3sHO ONMMCHIBaTL C TOW Ke
[leTa/lbHOCTBI0, UYTO W BbIIIeyKa3aHHble YIpo3bl, TaK KakK KOJIMYECTBO
BPEJJOHOCHBIX TPOTPaMM YK€ 3HAUMTeJbHO MpEeBbIIdeT COTHU ThICAY. [lid
OCYILIeCTB/IEHUS 3allMThl MHGOPMAL[MM JOCTaTOUHO 3HATh K/acC BPeJOHOCHOU
TIPOrPaMMBbI, CTTIOCOOBI ¥ TIOC/Ie/ICTBUS OT ee BHeApeHUs (MHPULIMPOBaHMUS).

5.4. O6mias xapakrepucThka ys3sumocteii UCIT I Komuccun.
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Ys3eumocth VICII[IH Kommccuu — HemocTaToOK wid ciaboe MecTo B
CUCTEMHOM, TIPUKJaZHOM, TMPOrPAMMHOM W/WIM amfapaTHO-MPOrpaMMHOM
obecrieueHWr CUCTeMbI, KOTOPOe MOyKeT ObITb MCIO/b30BaHO /ISl peau3aljuu
yrpo3bl 6€30MacCHOCTU MepCOHATbHBIX JaHHBIX.

[IprurHOM BO3HUKHOBEHUS YSI3BUMOCTEN SIB/ISIFOTCS:

OLIMOKW TIpU TIPOEKTUPOBAaHWM M pa3pabOTKe IPOrPaMMHOIO W/WH
anrapaTHO-TIPOrPaMMHOTO 00ecTieueHH s,

ripefilHAMepeHHble JIeWCTBUSL 110 BHECEHWIO YSI3BUMOCTeM B Xoje
MPOEKTHPOBAaHUA W pa3pabOTKX  TIPOrpaMMHOTO  W/W/IM  arlliapaTHO-
TIPOrPaMMHOTO 00ecTieueHus;

HerpaBW/bHblIE ~ HACTPOWKM  TPOTPaMMHOTO  W/W/IA  ammapaTHO-
nporpaMMHOTo obecrieueHus], HelmpaBOMepHOe H3MeHeHHe PEeKUMOB padOThI
YCTPOUCTB U1 TIPOTrpamMm;

HeCaHKLIMOHUPOBAaHHOE BHeJIpEHMEe U MCI0J/Ib30BaHUE HEeyUTeHHbIX
nporpaMM C TOC/TeyIIUM HeoOOCHOBaHHBIM pacXOfl0OBaHUEM peCypCOB
(3arpyska mporjeccopa, 3aXBaT OrepaTUBHOM MaMsITH U T.[.);

cbou B paboTe ammapaTHOro U ITPOrpaMMHOro obecrieueHus (BbI3BaHHBIE
cbosiMU B 37IEKTPOIUTAaHUM, BLIXOZIOM M3 CTpOS arfapaTHbIX 3/IEMEHTOB B
pe3y/ibTaTe CTapeHusi U CHWKEHHUs HaJleXKHOCTH, BHEIIHUMM BO3/eHCTBUSIMU
3/IeKTPOMAarHUTHBIX TI0J/ieli TeXHUUeCKUX YCTPOMCTB, BHeCeHUe W3MeHeHUl B
JOKYMEHTALUIO U [IpP.).

Pa3nuuatoT c/iefiyroliyie rpyIirbl OCHOBHBIX YSI3BUMOCTE:

YSI3BUMOCTH CHCTEMHOTO ITPOIPaMMHOTO obecrieueHrss (B TOM UHCJIe
MPOTOKOJIOB CETEBOI0 B3aUMO/IEUCTBUSA);

YSI3BUMOCTH TIPUK/IAZIHOTO TIPOrpaMMHOTO obecrieueHust (B TOM UHCJIe
Cpe/ICTB 3allUThl MH(OPMALUK).

5.4.1 YS3BUMOCTH CHCTEMHOTO MPOTrPAMMHOT0 00ecTieueHusl.

YS13BUMOCTH CHCTEMHOTO TIPOrpaMMHOTO obecrieyeHrsi Heob6X0AUMO
paccMaTpuBaTh C TIPUBSA3KOM K apXWUTEKType TOCTPOEHUS] BbIYMCIUTE/bHbIX
CUCTEM:

B MUKPOIIpOTrpaMMax, B MPOIIMBKAX 3allOMAHAOIIUX YCTPOMCTB;

B cpeactBax OC, mnpefHa3HAaueHHbIX [J/s1 yIIpaB/IeHUs] JIOKAJIbHBIMU
pecypcamu WCII[IH Komwmccuu (obecrieurBarOUX BBITIOJTHEHHE (YHKIHM
yrpaB/eHus  TpoljeccaMd,  MaMsATbIO,  YCTPOMCTBAaMM  BBO/Ia/BBIBOJA,
MHTep(erCcoM C Mo/Ib30BaTe/ieM U T.I1.), iparvBepax, YTUIUTAaxX;

B cpegctBax OC, npeHa3HAYeHHBIX [I/Is1 BBITIOJIHEHUSI BCIIOMOTaTe/TbHbIX
GyHKUMKA — yTWIWTax (apXWBUPOBaHWs, JedparMeHTaluyd U Ap.), CUCTEMHBIX
oOpabaThIBarOIIUX MporpaMMax (KOMIHW/ISTOPax, KOMIIOHOBIIMKAX, OT/IaZfUMKOB
W T.I.), TIpOrpaMmax TMpe/ICTaB/IeHUsI T0b30BaTeM0 [OMOJHUTENbHBIX YC/IyT
(cnelmanbHbIX BapuaHTax UWHTepdelica, Ka/lbKy/asATopaX, Wrpax W T.IL.),
6ubmoTekax ripoLieayp Pa3IMYHOTO Ha3HaueHUsI (bubmoTekax
MaTeMaThuecKux QyHKLUN, (QYHKLWM BBOAA/BbIBO/IA U T.11.);

B CpeJICTBaX KOMMYHHUKALIMOHHOTO B3aUMO/JENCTBUS (CETEBBIX CPeACTBAX)
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orneparjuoOHHOW CUCTEMBI.

Y43BUMOCTU B MUKpOIIporpamMmax 4 B cpeactBax OC, nmpegHa3HaueHHBIX
AJ/1s1 yTIIpaB/eHUs JIOKaJIbHBIMU pecypcaMu U BCIOMOraTe/lbHbIMUA (DYHKLIUSIMHU,
MOTYT TIPe/ICTaB/IATh COOOM:

(GyHKUMH, TIPOLIeIyphl, U3MeHeHre TlapaMeTPOB KOTOPBIX OIpe/ie/IeHHbIM
00pa3oM M03BoJIsIeT UCTIOMb30BaTh UX /i HECAHKLIMOHUPOBAHHOTO JJOCTYTIA Oe3
oOHapy>KeHUsI TAKUX U3MeHEeHH OTepaliiOHHON CUCTeMO;

dbparMeHTBl Kojla TporpamMMm  («JbIpbl», «3aK/IaIkW»), BBeJIeHHbIE
pa3pabOTUMKOM, TIO3BOJISIOIIME OOXOAWTH TIpOLeyphl  UeHTHU(HUKALWH,
ayTeHTU(PUKAIUU, TIPOBEPKU 1[e/IOCTHOCTH U [Ip.;

OTCYTCTBHe HeOOXOJUMBIX CPe/ICTB 3all[UThl (ayTeHTU(HUKAI[HH, TIPOBEPKU
1[e/IOCTHOCTH, TIPOBEPKU dbopmartoB Co0011IeHNH, 6/I0KUpOBaHUs
HeCaHKILMOHUPOBAHHO MOJU(PUIIMPOBaHHBIX (DYHKLIMM U T.11.);

ommOK1 B TiporpamMMmax (B 0OBsB/IeHUM TIepeMeHHBIX, (YHKIUNA WU
npoueayp, B KOZAax TMpOrpamMm), KOTOpble MpH OMpeJeseHHbIX YCIOBUSIX
(HarpuMep, TIPU BBITIOJIHEHUM JIOTUUECKUX TepexofioB) TIPUBOJAT K COOsM, B
TOM uucie K c6osM GyHKI[MOHUDOBAaHUS CPeACTB U CHCTEM  3allUThl
rHbopmarLuu.

5.4.2. YSI3BUMOCTH TIPUKJ/IQTHOTO TIPOTPAMMHOTO 00ecrieyeHusl.

K mpuknagHOMy MpPOrpaMMHOTO OOecriedeHHI0 OTHOCSITCSI TIPUK/IaHbIe
MPOTPaMMBbI O011[eT0 M0J/Ib30BaHUs U CTieliasibHbIe PUKJIaHbIe IPOrPaMMBbI.

[lpukiasHble TIPOTPAMMbI  OOII[ET0  T0/Ib30BaHUSI — TEKCTOBbIE W
rpacdrueckue peflakTopbl, MeAKa-MporpaMMsbl (ayivuo- U BH/€OTPOUTPbIBATeH,
MporpaMMHbIe Cpe/iCTBa MpHeMa TeJIeBU3UOHHBIX MPOTrpamMM U T.I1.), CUCTE€MBI
yrpasJieHus1 6a3aMy AAHHBIX, IPOrpaMMHbIe TIaT(OPMbI 00111ero Mo/b30BaHuUs
A7st pa3paboTKu mporpaMMHBIX TIpoAyKToB (Tuma Delphi, Visual Basic),
CpeACTBa 3alUThl UH(POPMAaLMK 0011eTo T0/Ib30BaHus | T.11.

YS3BUMOCTH ~ TIPUKJIAZHOTO  TIPOTPAaMMHOTO  o0ecrieueHHsi  MOTYT
TIpe/ICTaB/ISTh COOOM:

GyHKUMM U TpoLeAypbl, OTHOCSIME K pas3HbIM MPUKIAJHBIM
MporpaMMaM M HeCOBMeCTHMbIe MeXKIy co00i (He (QyHKIMOHUPYIOIIKEe B OJHOMN
orepaLiMOHHOU cCpefile) H3-3a KOH(UIMKTOB, CBSI3aHHBIX C pacripefieieHreM
pPecypCcoB CUCTEMBI;

byHKUMM, TIpOLIeAYPhl, U3MeHeHHe Orpe/iesieHHbIM 00pa30M rapameTpoB
KOTOPBIX MO3BOJISIET UCIO/Ib30BaTh UX [JIs1 IPOHUKHOBEHUS] B OIEpPaLMOHHYIO
cpeny VCITIH Opranusanuy, a TakxKe HUCIoIb30BaHus WTaTHbIX QyHKUm OC,
BBITTOJIHEHUS] HECAHKI[MOHMPOBAHHOTO JoCTyra 06e3 oOHapy)XeHWsI TaKWX
n3menenuii OC;

dbparMeHTBl KoZla MporpaMM («JbIPbl», «3aK/IaJKW»), BBe/I€HHBIE
pa3paboTuMKOM, TI03BOJISIFOIIMEe OOXOAUTH TIPOLieyphl  HAEeHTHU(UKALUH,
ayTeHTU(UKAaLWW, IPOBEPKU LIeJIOCTHOCTU U AP., IpeaycMoTpeHHbIe B OC;

OTCYTCTBHE HEOOXOJUMBIX CPe/ICTB 3allUThI (ayTeHTU(PUKALU, TIPOBepPKa
1]eJTIOCTHOCTH, TpoBepKa dbopmaroB COOOITIeHHH, 0/I0KMpOBaHNe
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HeCaHKIMOHUPOBAHHO MOU(PUIIMPOBaHHBIX (DYHKLIMM U T.11.);

olOKK B TiporpamMMmax (B OOBsB/IEHUU TIepeMeHHBbIX, (YHKIUNA WU
npoLeAyp, KoJax TIporpaMMm), KOTOpble TIpU OIpe/le/IeHHbIX yC/IOBUSIX
(HaripuMep, TIPU BBITIOJIHEHUH JIOTUUECKUX TIepexo/ioB) TMPUBOAAT K cOOsiM, B
TOM unciae K c0osiM (GyHKIMOHUDOBAaHUS CPeACTB U CHCTEM  3allUThl
vHbopMal[uM, K BO3MOKHOCTM  HECAHKIJMOHMPOBAHHOTO  [JIOCTyMa K
MHbopMaLu.

5.5. O61jasi XapakTepucThkKa Yyrpo3 HeIMOCPeCTBEHHOIO [OCTyrna B
orepanoHnyto cpeny MCITIH Komuccuu.

Hna NCITOx KomMuccuu MOXXHO paccMaTpuBaTh CJIeAYIOLLUe YrPO3bl
Herocpe/iICTBEeHHOI'0 JOCTYIIa B OMepaliOHHYI0 Cpeay:

yrpo3bl, peanusyeMble B xofe 3arpy3ku OC, HaripaB/ieHbl Ha IepexBaT
naposieli uni ugeHtrdukaropo, moaudukauyo I1O 6a30Boil  cUCTEMbI
BBOZa/BbiBOZa (BIOS), mnepexBar ympaBieHusi 3arpy3Kou C W3MeHEHHWeM
HeoOXonUMOW — TexHonorhyeckod  uHbopmarmu  mnonyuenuss HCIO B
onepauroHHyto cpeny WCIIIH Komuccun. Yalle Bcero Takue Yrpo3bl
peann3yrTCs C UCT0/Ib30BaHUEM OTUY KJaeMbIX HOCUTeIer MHPOpMaLUK;

yrpo3bl, peaju3yeMble TMOC/Ae 3arpy3Kud OINEepaljiOHHOM CHUCTEMBI,
HaripaB/ieHbl Ha BBIMIOJIHEHHE HeCaHKLIMOHUPOBAHHOTO 0CTYyMa K UH(POpPMaLUU
C TIpUMEHeHWeM CTaHJapTHbIX (QYHKLMK (YHAUTOXKeHWe, KOMUPOBaHUE,
nepemelieHre, (¢opMaThpoBaHuWe  HOcuTesned  uwHGOpMalMM U T.IL.)
OrepariOHHOM CUCTEeMbI WM KaKOW-TH00 TPUK/IaZHOW IMPOTPaMMbl, a TaKXKe C
TIpPUMEHeHUeM Criel[MasbHO CO34aHHbIX A/ BbinosHeHuss HC/I rmiporpamm
(mporpaMM mpocMOTpa U MOAU(UKALIUU peecTpa, NMOMCKa TeKCTa B TEKCTOBBIX
dalinax v T.1.);

yrpo3bl BHeZIpeHUs1 BPeJOHOCHBIX MporpaMm. Peanuv3aijys JaHHbIX yrpo3
ornpefesisieTcsi TeM, Kakasgd M3 T[IPUK/IQJHBIX T[pOrpaMMm  3aIlyCKaeTcs
MoJIb30BaTesieM Un (haKTOM 3artycka JIFo00l 13 MPUK/IaJHBIX POrPaMM.

5.6. OnpefienieHre ypOBHSI UCXO/IHOW 3allUII|€eHHOCTH.

OrnpesiesieHie  YpPOBHSI MCXOJHOW 3alUILIEHHOCTA TPOU3BOJWIOCH B
COOTBETCTBMM C MeTONUKOM OlleHKU yrpo3 06e3omacHOCTH HWHGbOpMaIUY,
yrBepxxzaeHHorM @CTOK Poccum 05.02.2021 r.

Tabsmiia 4. ITokazaTenu ucxoaHou 3anmieHHoctyd CTT/IH.

YpoBeHb
TexHuyeckye ¥ 3KCIlIyaTaliuoHHble XapakTepuctuku VCIT/IH
3alUIeHHOCTH

1. ITo TeppuTOpUaIEHOMY pasMelLeHHUI0 BBICOKHU
2. Tlo HaJTMUKIO COeIMHEHUsI C CeTsIMU 00I1Iero Mob30BaHuUs cpefHUM
3. ITo BcTpOeHHBIM (JieTasbHBIM) OrepaLusiM ¢ 3anvcsivu 6a3 [1/1H HU3KUU
4. Tlo pasrpaHMUeHHUIO JOCTYIA K [IePCOHA/IbHBIM JaHHbIM cpefHUM
5. Ilo Hasmmuuio coefriHeHui ¢ apyrumu 6a3amu [11H unbix UCITH BBICOKUU
6. ITo ypoBHt0 060611eHus (06e3muuBanus) [1/1H HU3KHUI
7. I1o o6bemy I1/1H, KOTOpBIe TIPeAOCTAB/ISIOTCSI CTOPOHHMM TI0/Tb30BaTesIsIM cpefHuM
VICIT[IH 6e3 npesBapuTeibHOM 00pabOTKH
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YpoBeHb ucxoAHOU 3amuirieHHocTd AaHHbIX WCIIIH MoxeT ObITh
OlleHeH KaK «CpeJHHUi», UCXOAs U3 Toro, uto Oosiee 70% XapaKTepPUCTHUK
COOTBETCTBYIOT YPOBHIO «CPeIHUM» W/ BBIILIE.

[Tpy cocTaBneHWM TIepeyHs aKTyadbHBIX yrpo3 Oe3omacHocty [1/1H
MOJIy4YeHHOW OLIeHKe CTeleHM MWCXOJHOW 3allUIIeHHOCTA CTaBUTCS B
COOTBETCTBHE UMCI0BOM KO3pduiireHt: Y1 = 5.

5.7. OnpeienieHre BeposATHOCTH peanv3anuu yrpo3 B MCITIH Komuccuw.

[Tox BepOATHOCTBIO peany3aliii yrpo3bl TMMOHUMAETCS OmpezesisieMbli
SKCITePTHBIM IIyTeM II0Ka3aTesb, XapaKTepU3YIOLWK, HACKOJILKO BepOSTHBIM
SIBJISIETCS peanm3alivs KOHKpeTHOW yrpo3bl 6e3omacHocty [1du ans WUCIIOH
Komuccru B CK/IaZibIBAIOIIUXCS YCIOBUSIX 00CTaHOBKHU.

YucnoBou mnokasatenb (Y2) A/ OLIeHKH BepOSITHOCTA BO3HUKHOBEHUS
yrpo3bl orpe/iesisieTcsi o 4 BepOabHBIM rpajialiydsiM 3TOTr0 T0Ka3aTers:

MajsioBepOSITHO — OTCYTCTBYIOT OOBEKTHBHbIe TPeATNOChUIKA /ISt
ocyiectBieHus yrpossl (Y2=0);

HU3Kasi BEPOSITHOCTb — OOBEKTHBHBIE TMPEeATIOCHUIKA [I/Isi pear3aljuu
yIpO3bl CYILIEeCTBYIOT, HO TIPUHATbIE Mepbl CYLIEeCTBEHHO 3aTPYJHSIOT ee
peanuzaiyio (Y2=2);

CpefiHsisi BEpOSITHOCTb — OOBEKTHBHBIE TPEATNOChUIKA [Jis peayu3aljuu
yrpo3bl CyIeCTBYIOT, HO TIpDUHATbIe Mephbl oOecrieueHust Ge3omacHocTu [1/1H
HeJocTaTOUHbI (Y2=5);

BBICOKasi BEPOSITHOCTb — OOBEKTHBHbIE TIPEATIOCHIIKU [I/Isl peayn3aljuu
yrpO3bI CYIIECTBYIOT U Mepbl TI0 0becrnieueHuto 6e3omacHocTu [1/1H He TIPUHSTHI
(Y2=10).

5.8. Onpenenenve BeposiTHOCTU peanmsanuu yrpo3 B MCII[IH Komuccun
Y TIepeyHsi akTyaIbHbIX yTpo3 6e301acHOCTH.

Tabmmiia 5.
HanmeHoBaHHe yTpo3bI Koad. ompeg. KoadduimenT Bo3mMoxkHocTh | OmacHOCTh | AKTyanbHOCTB
BeposiTHOCTB peanu3yeMoCTH peanu3anyu YTpO3bI YTPO3bI
HaCTyI/IeHUs YIpO3bl YIPO3bI (K3)
yrpossl (Y2) (Y=(Y1+Y2)/20)

eroabl YTEUKH 10 TEXHUYECKHUM KdHdJ/ldaM HEPEABQH/O6PH6OTKH JAaHHBIX

ITo BH/10BbIM KdHd/laM

[TpocmoTp nHbOpMaLMY Ha 2 0,35 Cpepnsis Huskas HeakryansHo

[MCIIIee COTPYAHUKAMH, He
[IOMYIIeHHbIMU K 00paboTKe
MePCOHATbHBIX JAHHBIX

IIpocmoTp uHpOPMAaIK Ha 2 0,35 Huskas Cpepnnss HeakryanbHo

[MCTI/Iee TIOCTOPOHHUMU
JIMLIAMH, HAXOZSLMMHUCS B
TIOMEIIIeHHH, B KOTOPOM
BefleTcst 00paboTka
MePCOHAJTbHBIX JIAHHBIX

IIpocmoTp uHpOpMaLK Ha 0 0,25 Huskas Huskas HeakryansHo

[UCTIIEe TIOCTOPOHHUMU
JIUL[AMH, HAXOISIIIIMMKCS 3a
npe/iesiaMu TIOMEIIeH s B
KOTOpPOM, BefieTcst 06paboTka
MePCOHA/TbHBIX JAHHBIX

ITpocmoTp uHOPMAaLHH C 0 0,25 Huskas Huskas HeakrtyanbHo
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HavimeHoBaHMe yrpossl

Koad. ompe.
BeposTHocTh
HACTYIUIeHUsT
yrpo3sl (Y2)

Koaddumment
peanu3yeMocTy
yIPO3bI
(Y=(Y1+Y2)/20)

Bo3M0>XHOCTB
peanu3aLuu
YT'PO3BI

OMnacHOCTb

yrpo3bl
(K3)

AKTya/lbHOCTh
YIPO3bl

TIOMOII[bIO CITEIUATBHBIX
3JIEKTPOHHBIX YCTPOHCTB
BHE/IDEHHBIX B MIOMEII[EHUH, B
KOTOPOM BejieTcst 00paboTKa
MePCOHAJTbHBIX JIAHHBIX

Yrposelt HCI o

MPOrpaMMHO-aMNMapaTHOMY KaHaly

Yrpo3a ucrno/b30BaHus
MeXaHW3MOB aBTOPHU3alUH ]I
TTOBBILIIeHUS HpI/IBI/I]IEFI/Iﬁ

2

0,35

Bricokas

Cpepnss

AKTyanbHO

Yrpo3ssl
HeCAaHKIIMOHWUPOBAHHOI'O
jgocryna K BIOS

0,35

Bricokas

Cpepnss

AKTyanbHO

Yrpossl, peanvsyemble I10C/Ie
3arpy3ku OC, HarpaB/ieHHbIE
Ha YHUUTO)XXKeHUe,
KOIMpOBaHue, TlepeMelljeHue,
HCKaKeHHe NaHHbIX

0,5

Bricokas

Cpepnssa

AKTyanbHO

¥Yrpo3bl MoauduKau
HaCTpoeK

0,5

Bricokas

Cpennss

AKTyanbHO

Yrpo3el BHeApeHus
BpesioHocHoro 10

0,5

Bricokas

Cpennss

AKTyanbHO

Yrpo3a BO3MO>XHOCTU
OCYIIleCTB/IEHHUs HapylINUTe/leM
JeCTPYKTHUBHOI'O BO3/lefiCTBUSA

Ha CUCTeMy MyTeM
9KCIUIyaTaliuy ysI3BUMOCTeN
MIPOrpaMMHOr0 obecrieyeHust

0,5

Bricokas

Cpennss

AkTyanbHO

¥Yrpo3s! guimyHra

0,35

Bricokas

Cpepnss

AKTyanbHO

Yrposa goctyna K
3aluiiaeMbIM (aiiiam ¢
WCII0/Ib30BaHHEM 00X0HOTO
MyTH

0,35

Bricokas

Cpepnsa

AKTyanbHO

Yrpo3a ucro/sib30BaHus
nHpopMaLyn
raeHTUUKALNK/ayTeHTU(dHKA
L[1H, 33JJAaHHOU T10 YMOJTYaHHUIO

0,35

Bricokuii

Cpennss

AKTyanbHO

«OTKa3 B 00Cay)KMBaHUN»

0,5

Bricokas

Cpepnss

AKTyanbHO

¥Yrposa
HeCaHKLIMOHUPOBaHHOI O
BO3/,e/CTBUS Ha CPefiCTBO
3aIUThl THPOPMaLU

0,35

Bricokas

Cpennss

AKTyanbHO

Yrpo3a HeKOppeKTHOT0
HCMO/Ib30BaHus NIPO3pavyHOro
TIPOKCH-CepBepa 3a CUET
TJIarMHOB Opaysepa

0,35

Bricokas

Huskas

He akTyansHO

Yrposa
JlOCTyTIa/TiepexBaTa/U3MeHeHust
HTTP cookies

0,35

Bricokas

Huskas

He akTyansHO

Yrposa 3kcIutyaTanun
M(POBOM TIOATIUCH
MIPOrpaMMHOr0 Kofia

0,35

Bricokas

Cpennsist

He akTyansHo

HecankuponvpoBaHHOe
OTKJIFOUEHUE CPeJICTB 3alUThI

0,5

Bricokas

CpenHnsist

HeakryanbHo

Yrposa ucciesoBaHus
MeXaHU3MOB paboThI MPOrpaMm

0,25

Huskas

Huskas

HeakryanbHo

Yrpo3a HenpaBoOMepHbIX
JIECTBUH B KaHa/Iax CBS3U

0,35

Bricokas

Cpennsist

He akTyansHo
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HaumenoBanue yrpossl Koa¢. ompeg,. Koaddumment Bo3moxHocTh | OnmacHOCTb | AKTyanbHOCTb
BeposatHoCTh peaym3yeMoCTH peanusanuu YTpO3bl YTpO3bl
HaCTYTI/IEHUSI YTPO3bI YT'PO3BI (K3)
yrpo3sl (Y2) (Y=(Y1+Y2)/20)

YTpo3bl XUlleHus], HeCAaHKLIMOHUPOBAaHHOM MoauuKaruy uim 610kupoBanust nHgopmaruu 3a cuet HC/I c
TIpUMeHeHHeM MpOorpaMMHO-arIapaTHbIX ¥ IPOrpaMMHBIX CPeJCTB (B TOM YKC/Ie IPOrpaMMHO-MaTeMaTHUYeCKUX
BO3/IeHCTBHI)

KomnbroTepHble BUPYChI 2 0,35 Bricokas CpenHsis AKTyanbHO

HenexknaprpoBaHHbIe 0 0,25 Huzskas Huzkas HeakrtyansHo
BO3MOXXHOCTH cucteMHoro I10
u I10 g1t 06paboTKu
NepPCOHABHBIX JAHHBIX
Ycranoska I10, He cBsi3aHHOTO 2 0,35 Cpepnss Cpepnss AKTyanbHO
C UCTIOTHEHUEM CITyKeOHBIX
o0si3aHHOCTEH
Hannuue anmapaTHbIX 0 0,25 Huskas CpepHsasa HeakTyanbHo
3aK/IaZIoK B MPHOOpeTaeMbIX
I[IBM
Buepnpenne anmapaTHbIX 2 0,35 Huskas CpepHsas AKTyanbHO
3aKJI1a/I0K TIOCTOPOHHUMH
JIMLIAaMU TI0CJIe Havasia
skcrtyaTtaiuu UCTTIH
BneipeHue anmapaTHbIX 2 0,35 Huskas Cpennss AKTyanbHO
3aK/Ia/I0OK COTPYJHHUKaMU
OpraHu3aluu
BneipeHue anmapaTHbIX 2 0,35 Huskas Cpennss AKTyanbHO
3aK/1aJI0K 00CTy>KUBAFOIL[UM
NepCcoHanoM (PEMOHTHBIMU
OpraHu3alsiMK)

YTpo3bl HellpeiHAMEPEHHBIX [IeMUCTBUH MT0J/Ib30BaTe el U HapylleHui be3omacHocTy pyHKIMoHupoBanus MCITIH u
C3I1[H B ee cocTaBe u3-3a cO0eB B MPOrPAMMHOM O0OeCIieueH!H, a TakKe OT Yrpo3 HeaHTPOIoreHHoro (c6oes
amrmaparyphl U3-3a HEHAZIEXKHOCTH JIEMEHTOB, COOEB 3J/IEKTPOTUTAHNS) M CTUXUHHOTO (y1apOB MOJTHIH, TI0’KapOB,
HaBOJHEHUH U T.I1.) XapakTepa

Yrposa yTpaTbl HOCHTenel 5 0,5 Bricokas CpepHsas AKTyansHO
nHbopMaIu
HenpesHamepeHHast 5 0,5 Bricokuit Cpennss AKkTyanbHO
Mo uduKarys (YHUUTOKeHMe)
vH(popMaLK COTPYJHUKaMHU
HenpesHamepenHoe 2 0,35 Cpennss Cpepnnss AKTyanbHO
OTK/IIOYEeHHE CPe/ICTB 3alUThl
Bbixog U3 cTpod anmnapaTtHo- 2 0,35 Bricokas Cpennss AKkTyanbHO
TIPOrpaMMHBIX CPe/ICTB
Cboii cuctembl 0 0,25 Huskas Huskas HeakrtyansHo
3JIeKTPOCHAOKeHNsI
CruxuiiHoe 6e/icTBUe 0 0,25 Cpepnss Hu3kas HeakrtyanbHo
Yrpo3bl npefHaMepPeHHBIX [[eHCTBUY BHYTPeHHUX HapyIIUTenen
Hocryn k nadopmarmm, 2 0,35 Hu3kas Cpennss HeakrtyansHo
MoudUKaLys, YHAUTOXKEeHHe
JIMLIaMH, He I0MYyILLeHHbIMU K
ee 00paboTKe
Yrposa 2 0.35 Beicokas Cpepnsis AKTyanbHO
HEeCAHKLIIOHUPOBaHHOI'O
KOIMPOBaHUs 3alljull{aeMoit
vHbOpMaIur
Pasrnamenue nuHbopmaryy, 5 0,5 Bricokas Cpennsist AKTyanbHO
Mou(UKaLs, YHAUTOXKEeHHe
COTPYJHVKaMH, [JOMyIIleHHBIMU
K ee 0bpaboTke
Yrpo3a HenoATBeP KAEHHOT O 0 0,25 Bricokas Cpennsist AKTyanbHO

BBO/|a JAHHBIX OI1epPaTOPOM B
CHCTEMY, CBSI3aHHYIO C
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HavmeHoBaHue yrpo3bl Koad. ompe. Koaddument Bo3moykHocTh | OmacHOCTh | AKTyalnbHOCTb
BepositHOCTB peanr3yemMoCcTu peanu3aLuu YIPO3bI YIPO3bl
HaCTYTI/IEHUSI YTPO3bI YT'PO3BI (K3)
yrpo3sl (Y2) (Y=(Y1+Y2)/20)
6e30MacHOCTBI0
¥Yrpo3a HempaBOMepPHOTO 5 0,5 Bricokas CpefHsis AkTyanbHO
03HAKOMJIEHUS C 3alllUIIjaeMoit
nHbopmarei
YTeuka aTpubyTOB [OCTYIIA 2 0,35 Bbicokuit Bbicokuit AKTyanbHO
[TepexBaT 3a nepeenamMmu 2 0,35 Boicokuit Boicokuit AkTyanbHO
KOHTPOJIMPYEeMOM 30HHI
[TepexBaT B nipezenax 0 0,25 Huzskas CpefHsis HeakryanbHo
KOHTPOJIMPYeMOM 30HbI
BHEIITHUMU HapYIIUTEISIMU
[Tepexsart B npezenax 5 0,5 Bricokas CpepHsas AKTyanbHO
KOHTDPOJIMPYeMOM 30HbI
BHYTPEHHUMH HapPYIIUTE/ISIMU
AkTyampHbIMH  yrpo3amu  Oe3omacHoctu  VICII[IH  OpraHu3saiuu
ABJITKOTCA:

yrpo3a HCIIO/Ib3OBdAHUA MEXdHM3MOB dBTOPU3dIIMM [JId TIOBBIIIEHHUA

TIPUBWJIETUN;

yrpo3bl HECAHKLIMOHMPOBAHHOrO focTyna K BIOS;

yTpO3bl,

peanu3yeMble

rmocisie

3arpy3ku  OC,

HallpaBJ/IEHHbIE

YHUUTOKeHHe, KOIIMPOBaHUe, riepeMellieHre, UCKa)KeHre 1aHHbIX;
yrpo3bl MOAU(PUKALIMM HACTPOEK;
yIpo3bl BHeipeHust BpegoHOCHOrO [10;
yrpo3a BO3MOXXHOCTU OCYILEeCTBJIEHUSI HapYLIWTe/eM [JeCTPYKTUBHOIO

BO3/IEUCTBHS HAa CUCTeMY IyTeM SKCIUTyaTaliM YS3BUMOCTEM MPOrpaMMHOIO

obecrieueHusI;

yrpo3bl (PUIIIMHT a;
yrpo3a [JoCTyTla K 3aljuiijaeMbiM (aiiiamMm C UCIoIb30BaHUeM 006X0HOTO

MyTU;

Ha

yrpo3a UCTO/b30BaHUsl WHGOPMALUK HWeHTUhUKAL[MW/ ayTeHTU(hUKAL[UH,
3a/IaHHOM M0 YMO/TYaHUIO;
ataka «OTKa3 B 00C/Ty)KUBaHUW»;
yrpo3a HeCaHKLMOHUPOBAHHOTO BO3/EMCTBUSI Ha CPEJCTBO 3all[UThI

He

MH(pOopMaLuy;
KOMITbIOTEepPHbIE BUPYChI;
ycraHoBka [I1O,
00513aHHOCTEH;

CBA3aHHOT'O C

HCIIO/IHEHHEeM

CITyKeOHBIX

BHe/JlpeHue dlllldpaTHBIX 3dK/1dJ0K ITIOCTOPOHHHMMHA J/IMIdMHM I10CJ/I€ Hd4Yd/ld

skcrutyataumu MCII/IH;

BHe/IDeHUe anrapaTHBIX 3aK/Ia/IOK COTPYAHUKAMM OpraHr3al|vu;

BHeJpeHe

anrapaTHBIX

(pPEMOHTHBIMM OpraHU3aLHsIMU);
yrpo3a yTpaThbl HOCUTesler nH(opMaluy;

HerpeJHaMepeHHas

COTpPYAHUKaMU;

MoaudUKaLUs

(YHUUTOKeHHE)

3aK/IaJI0OK  O00C/TY)KMBAOILIM  TIepCOHA/IOM

vH(popmaLuu
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HerpeJHaMepeHHOe OTK/IF0YEHUe CPeJICTB 3allUThl;
BBIXO/] M3 CTPOS annapaTHO-NPOrpaMMHBIX CPEeJCTB;

yrpo3sa HeCaHKL[OHUPOBaHHOT'O KOITMPOBaHUs 3aluIaeMon
vH(opMaluy;
pasrJialiieHve rnHbopMaluy, MoudUKaLYs, YHUUTOKEHHE

COTpPY/IHUKaMH, JIOTyIlleHHbIMU K ee 00paboTKe;

yrpo3a HeTNoATBepX/EHHOTO BBOJA [AHHBIX OIepaTOpOM B CHUCTEMY,
CBsI3aHHYO ¢ 6e30MacHOCTbIO;

yrpo3a HerpaBOMEepPHOI'0 03HaKOMJIEHHS C 3alliyiijaeMoi uHbopMaiiuen;

yTeuka aTpubyTOB /0CTYTIa;

riepexBar 3a TepeziesiaMi KOHTPOJIUPYEeMO# 30HbI;

mepexBaT B TpefesiaX ~ KOHTPOJIMPYEMOW  30HbI  BHYTPEHHUMHU
HapYIIATEJISIMH.

6. Mopens Hapymmtesnsa UCITOH.

6.1. Jna Bcex WCIIJH Komuccum xapakTepHa OJWHAaKOBas MoOZeb
HapyLIUTe/Is.

Ha ocHoBanuu HasHauenuss WCIIJH Komuccuyv K Hapyludressm
uHbopMal[ioHHol Oe3omacHoct  MCII[IH Kommccuu cnefyeT OTHECTH
CyOBEKTBI CIeIyIOIINX KaTerOpPHA:

HEYCTaHOBJIEHHbIE BHEIIIHHE CYObeKThI ((hHU3rUuecKue /1ija);

ObIBIIIME paOOTHUKY (TTO/Th30BaTe N );

nviia, obecrieunBaroie GyHKIIMOHUPOBaHWE WH(OPMAIIMOHHBIX CHCTEM
W 06CTyKUBaroUX WHAPaACTPYKTYpy oreparopa (agMHUHHCTpAIUs, OXpaHa,
yOOpIIMKHY U T.I1.);

T0J/1b30BaTeIM UH(POPMALIMOHHOU CUCTEMBI;

/Mua, TIpYB/eKaeMble [/l yCTaHOBKM, Ha/laJKW, MOHTa)a, IyCKO-
HaJla/IOUHBIX U UHBIX paboT;

aZJMUHUCTPATOPbl UH(POPMALIMOHHOW CUCTEMbl W  aJMUHUCTPATOPbI
6e30I1acHOCTH.

YnomsiHyTble BbIllle TOTeHLUa/bHble HapylIuTeau WHGOPMAaLMOHHON
6e3omacHoctu VICII/IH, B OOJIBIIMHCTBE CBOEM He CIIOCOOHBI CaMOCTOSITE/TEHO
TIPOBO/IUTL J1abOpaTOpHbIE WCC/IeZIOBAHUS KPUIITOCPEACTB W/WIA CPeJCTB
obecrieurBalOIUX UX (QYHKIMOHUPOBAaHHWE, a TakKKe HWMeTh OTHOIIEeHHS K
Hay4YHO-UCC/Ie0BaTe/IbCKUM OpraHu3alusiM, KOTOpble MOT'YT CaMOCTOSITe/IbHO
ocyujecTBasaTh aHanu3 cpefctB CK3U v mporpaMMHO-TeXHUUeCKOW Cpefibl UX
(YHKI[MOHUPOBAHMSI, a TakXe pa3paboOTKy CITocOOOB aTak Ha HUX. B cBs3u C
3TUM, TIOfI00HBIE  HWCC/Ie[JOBATe/IbCKWe  OpraHW3al[dd  MOTYT  SIB/SITbCS
HapymuTeasMu  WHbopMaluoHHoi Oe3omacHoctT  MCII[H OpraHu3zaimu
VCK/TFOUMTE/IbHO B C/Tyuae UX MPUBJIEYEHUS K 3TOMY CO CTOPOHBI HapYLLIUTeJeu,
TepeurC/IeHHbIX BbIllle TUIIOB IIyTeM OpraHusanuy crosopa. Ilpu stom,
TIOCKOJIbKY Takyhe HayuyHO-UCCJie[joBaTe/IbCKMe OpraHu3alyy, Kak IpaBuilo, He
MOTYT pacCMaTpPUBaTbCA KaK YYaCTHUKU PbIHKA, XapakTepHoro s Komwuccuy,
MoJ0OHbIM CTOBOpP [JO/DKEH pacCMaTpUBaTbCA KaK COBEpPIIAeMbIi UMY U3
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KODBICTHBIX TMOOYyXKAeHu. BMmecTe ¢ TeM, eciid yueCTb XapaKTep [laHHBIX,
KOTOpble 00pabaThIBalOTCs, XpaHATCSI U TMepefaloTca MeXAy o0beKTaMu
NCITJx Komuccuu, Ha/iMuyve TakKOro pojia CroBopa MexXAy HapyLIWTeIs MU
rnHbopMal[MoHHOM 6e3oracHocTy cucTeM Komuccuu U crielidanv3vpoBaHHBIMU
MCC/IeIOBaTe/IbCKUMM OpPraHU3alysMU TMpeJCTaB/seTCsl MajoBeposATHbIM. [lo
TOM >Ke TIpUUMHe TIPeJICTaB/sIeTCs HEeBO3MOXXHbIM TIpDUBJIEUEHUE 3TUX
opraHusaimi A peanusaiuu atak Ha WCII[OH Komwuccuu dusrnueckumu
muriamMu (OBIBITMMH WIH IeUCTBYIOIIMMH COTPYAHUKamMu Komuccun).

Mogenb HapymmTtens uHbopMaloHHou  6e3omacHoctu  MICIIIH
Komuccum CTpOWTCST MCXO[s W3 KOHKDETHBIX KaTeropuid CyOBeKTOB, HX
KBa/IM(PUKALIUXA U MOTUBALIUU AEUCTBUIM C YUETOM HCIIO/Ib3yeMbIX TeXHOJIOTUM
00paboTku wuHGpopMaruu. [lepeueHb BUJOB W KaTeropuii HapyIIATeseu
6e3onacHoctu I1/TH, oOpabarteiBaeMbix B WMCII[IH Kommccuu mnpuBeseH B
Tabmuriie 6.

Tabmmiia 6.
Bup Kareropusi HapyLuuress
HapyLIUTe s Kareropwus [ Kareropus 11
Brernue Breunui
HapyLUWTe/b, He
VIMEIOLLIUI MpaB
JloCTyma B
KOHTPOJIUPYEMYIO
30HY
BuyTpeHHue 1. 3aperucTprpoBaHHbIe T10/1b30BaTe/lx
NCITn Opranu3auuu (MmoJsib30BaTe/y,
aJMUHHUCTPATOPHI);
2. He3apeructprvpoBaHHbIe
nosib3oBatenu UCIIIH, HO umeroiue
TPaBo J0CTyIa B KOHTPOJIUPYEMYHO
30HY

[Ipy 1OCTpOeHUM MOJEeIM HapYyLIWTe/ss MNPUHHAMAIOTCA C/e[yroLue
OrpaHUueHUs U NPE/INOJIOKEeHHUSI O XapaKTepe AeMCTBUM HapylLIuTe eu:

HECaHKI[MOHUPOBAHHBIA  OCTYIl MOKeT ObITh  C/AeACTBUEM  Kak
Cy4alHbIX, TaK U IpeJHaMePEeHHbIX el CTBUN;

HapylIuTe/b, TUIAHUPYSl aTaKW, CKPbIBAET CBOU HECAHKLIMOHUDOBAHHbBIE
JeNCTBUS OT JIML], KOHTPOJIUPYIOIIUX COb/rofieHre Mep 6e301macHOCTH;

rpoBeJieHre paboT M0 CO3/laHHI0 CITOCOOOB M CPEACTB aTakK B Hay4HO-
HCC/IeJOBaTe/TbCKUX TIeHTpax, CIel[hau3upYIOINXCcs B 00/1acTH pa3paboTKu U
aHa/iM3a KPUMTOCPEACTB U cpelbl (yHKIIMOHMPOBAHUSI KPUITTOCPEACTB (Hasee —
COK), He sBrsieTcs 1jesiecO00pa3HbIM [I/Is1 HapylIuTe/iell C yueTOM XapakTepa
naHHBIX, 00pabaTeiBaembIx B MICITIH Komuccum.

6.2. BHellIHMe HapyIIUTe/IN.
BHemHul HapyIIUTeb He UMeeT TpaBa CBOOO/IHOTO IOCTYTa K CUCTeMaM
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u pecypcam UCIT[JH Komuccuu, HaxoAgImMMcs B Tipefiesiax KOHTPOJUPYeMOu
30HbI, © MOXXET OCYILEeCTB/STh aTakKyd TOJIbKO C TEPPUTOPHHM, PacIioOKeHHOU
BHEe KOHTPOJIMDYEeMOM 30HbI, Uuepe3 BbIXOZSIIME 3a Mpefesibl KOHTPOJIUPYEeMOU
30HbI KaHa/lbl CBSI3H, @ TAKXKe TEXHAUECKUe KaHaslbl yTeUKH UH(OPMaLUHU.

K naHHOMY BUAY HapyluuTeseld OTHOCUTCS BHELIHWW HapylLIuTe/lb, He
VMMEIOL1H TPaB [IOCTyNa B KOHTPOJIUPYEMYIO 30HY.

6.2.1. BHelllHMe HapyluTe/ M, He WMeloljUe T[paB JOCTylla B
KOHTPOJIUPYEMYIO 30HY.

6.2.1.1. OnucaHue HapyILIUTeIen.

BHelllHWe HapylIWTe/Nd JaHHOTO BH/la XapaKTepPU3YKOTCS TeM, YTO, Kak
TpaBWI0, HE MMEKT BO3MOXXHOCTU TIpAMOro aoctyra K siemMeHtam WCIIIH
Komuccuy, HO 1ip¥ 3TOM He WCK/IKOYaeTCs BO3MOXHOCTb [OCTyIa K
KOMMYHUKAIJUOHHBIM ~ JUHUAM ©W  obopynoanuio MCII[Jan Komwmccun,
pacrio/sio’KeHHbIM ~ BHe  KOHTpO/WpyeMoW 30Hbl. Cpeau  [JaHHOrO BHJA
HapyLIUTeIer MOXXHO BbIJI€/UTh:

HEYCTaHOBJIEHHbIX BHEIITHUX CyOBEKTOB;

YBOJIEHHBIX COTPYJHUKOB KOMMCCHU WM YBOJIEHHBIX COTPYAHUKOB
opraHu3alyii, 0b6ecrieurBaroIMX TeXHHYecKoe 00CTy)KBaHUe U KCTUTyaTal[|io
NCIIOx Komuccuy;

6.2.1.2. TIpearnosioskeHusi 06 UMerOLLelcs Y HapymMTesist uHGopMaru 06
o0ObeKTax arak.

YBoJIeHHbIe COTPYHUKY 11 peasn3aliui aTak MOr'yT UCII0/1b30BaTb CBOU
3HaHUsI 0 CTPYKType CeTW, OpraHu3aliyd paboThl, 3al{UTHBIX Mepax M IpaBax
[0CTyMa U T.I.

BHelllHWI HapylIWTe/lb JAaHHOTO THMA MOXKET UMeTb AOCTYI K rboMy
00beMy ZIAHHBIX, PACIIPOCTPaHsIEMOMY COIJIACHO YCTaHOBJIEHHOMY TIOPSIAKY U C
IIOMOLLBI0 IUTaTHBIX CPeJCTB CHUCTEeMBbI I10 BHELIHMM KaHajaM CBSI3U BHe
oxpaHsieMOM 30Hbl. Takke OH MOXeT pacriosiaratb OIpeZeeHHbIMA
¢parmeHTamMu  MH(POpPMAL[MM O TOIMOJIOTUHM CeTH, 00 UCIOIb3yeMbIX
KOMMYHHUKAI[MOHHBIX ~TPOTOKOJAaX M WX CepBUCAX, 00 O0COOeHHOCTSX
WCTIOb3yeMOoro 00OpyZOBaHUsl, CUCTeMHOro, mpukmagHoro IO u 1.4, B
o0beMax, ZOCTYITHBIX B CBOOOIHOM TIpozaKe.

BHellHWl Hapylwvre/lb He [JO/DKeH (HO TUIOTETHYECKU MOJKeT)
pacrnosjiaraTb ~MMeHaMHM  3aperCTpyupoBaHHbIX  mosib3oBaTener  WCIIIH
Komuccun, MoxeT BeCTW pasBeKy MMEH M Maposied 3aperuCcTpUpPOBaHHBIX
T10/Ib30BaTeJIen.

6.2.1.3. TlpeamonokeHusi 00 HMEIOLIUXCS y HapPYIIUTe/si CpeACcTBax
aTaku.

[Ipeamonaraercsi, UTO BHEIIHWW HapylIWTelb [JAaHHOTO BUJA IS
peanu3aliiy CBOUX 1iesielt MoyKeT 00/1alaTh AOCTYITHBIMU B CBOOO/IHOM Mpojake
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C/lelyIOIIMMY TeEXHUUeCKMMU Cpe/ICTBaMH U TIPOrpaMMHBIM obecrieueHueM:

cpeicTBaMU BbIUMC/TUTE/IbHOU TeXHUKU (armapaTHbIMH 51
MpOrpaMMHBIMU) 0611lero Ha3HaueHMs;

TeXHUUYeCKUMU U MIPOrpaMMHBIMU Cpe/iCTBaMU, aHa/IOTMUYHbIM CpeCTBaM
NCIIOu Komuccum, BKJIFOUast COOTBETCTBYIOLLIUE cpeAcTBa
KaHasi000pa30BaHMsl, MapIIPyTU3ALIUK U T.J.;

TeXHAYECKMMH M TPOrpaMMHBIMM CpeACTBaMM 3alliuThl MHGOpMaLuy,
Bkmrouass CK3MH, ananoruunele ucrnosb3dyeMsiM B ICITIH Komuccuy;

CIieLiia/M3MpOBaHHbIMA TeXHUYECKUMHU U IPOrpaMMHBIMU Cpe/CTBaMU,
npeJHa3HAuUeHHbIMU [IJisl TlepexBaTa WHopMaluyd B 00IIe/JOCTYIMHBIX KaHaax
CBSI3U.

6.2.1.4. OnrcaHve KaHa/oOB aTak.

Hapyiumrenu [JaHHOrO BHZA MOI'YT OCYILLECTB/ISATb aTaku TOJIBKO K3-3a
1pefieJIoOB  KOHTPO/IMPYEMOU  30HBI  yepe3  BBIXOAMALIMe 3a  IIpefieJsibl
KOHTPOJIMPYEMOM 30HbI KaHa/bl CBSI3U, B TOM UYHCJIe C MCII0/Ib30BAaHUEM HUHBIX
TeXHUUECKHX KaHa/IOB YTeUKH MH(OpMaLUK:

- [IPOBOJUTHL  IlepexBaT U IMOCJIeLYHOLMM  aHali3  [JaHHBIX,
[UPKY/IMPYIOIINX T0 OOIIeJOCTYIHBIM KaHajaM CBSI3W MeXIy OTZAe/bHbIMU
sanementamu VICITIH Komuccuy;

- TIPOBO/IUTh TIOTIBITKA YHUUTOXKEHUsI, MOAWGUKAlUU U OJOKUpOBAHUS
uHpopMaluy, TiepefaBaeMoi, obpabaTtbiBaemoii u xpaHumor B WCIIJH
Komuccuy;

- IPOBOJIUTH TOIBITKY HaBA3bIBaHUSA JIO’KHOW UH(POPMaLIWH;

- IPOBO/IUTh aTaKW C IieJibl0 BbI3BaTh OTKa3bl B paboTe OTAeTbHBIX
komrioHeHTOB VICIT/IH Komuccun.

JoCTynHBIM MCTOYHUKOM KOH(PUIeHL[MaIbHOM MH(OPMaLMU /151 JAHHOTO
BUJIA HapylWTeseli MOTyT ObIThb OTUy)KJaeMble HOCUTeNd HWH(GOpPMaLUY,
BbIBe/leHHbIe YCTAHOBJIEHHBIM TIOPSKOM W3 yroTpebsieHus. HapyiuTenn
[J@HHOT'0 BH/ja He MOTYT UCII0JIb30BaTh J/Is1 peajy3aljiu aTak 1ITaTHble CPe/iCTBa
NCITIn Komuccum.

6.3. BHyTpeHHUe HapyIIUTe In.

K BHyTpeHHVMM HapylIuTeasIM OTHOCATCS JIML@a, HKMerole I1paBo
IIOCTOSTHHOI'O WJ/IM  Pa30BOr0 JOCTyrna K TeXHUYeCKUM CpefCTBaM U
nHpopmaroHHbM pecypcam VCITIH Komuccuu:

3aperucTpupoBaHHsbie nosib3oBatenu MCII/H;

nvra, obecrieunBaroie GyHKI[MOHUPOBaHWE WH(POPMALIMOHHBIX CHCTEM
W 00C/Ty>KUBAIOIIMX UHPPACTPYKTYpPy oriepaTopa (agMHUHHCTpaTOpa, OXpaHa,
yOOPpIIUKY U T.[.)

JML@, TIpUBJIeKaeMble [/ yCTAHOBKMU, Ha/llaJK¥, MOHTa)a M I1yCKO-
HaJla/IOUHBIX paboT;

aJIMUHHACTPATOPbl UH(QOPMALJMOHHBIX CUCTEM M  aJMHUHUCTPaTOPHI
6e30macHOCTH.
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B cBA3M C S5TWM T[PUHUMAKOTCA  CeAYHLjue OrpaHhuYeHus U
MpeANo/OKeHUsT O XapakTepe [eWCTBUM TOTEHLMAJbHBIX BHYTPEHHUX
HapylIuTeeu:

pabora mno mogbOopy KaApoB M CIeLMaJbHO  IPOBOJAUMBIE
OpraHM3alMOHHO-TeXHUYECKUEe  MEePONPUSTHUS  WCK/IHYarT  BO3MOKHOCTH
CO3/laHMsI KOa/MIUA HapyIIuTe/el, TO ecThb 00bequHEeHHWs (3arOBOPOB) M
HaTpaBJ/IEHHBIX ZIEMCTBUM TI0 TTPEO/0/IEHHUIO0 TT0ICUCTEMBI 3allUThI ABYX U OoJiee
HapylLuuTesneu;

HECAHKLIMOHUPOBAHHbIE [TEUCTBUS HapylIUTeleld MOryT He UWMeTh
npeJHAMEPEHHOT0 XapakTepa U ObITb CJ/ieZiICTBUEM OIIMOOK TI0/b30BaTesel,
a/IMUHUCTPATOPOB, SKCILTyaTUPYIOLLero U 00CTy>KUBaIOILIero TiepCoHala;

JeTajibHbIM JIOCTYI TTOCTOPOHHUX JIMI| B TIOMELLIEHUSs], T[le pa3Mell|eHbI
kKomnoHeHTbl VICIT[IH Komuccuu, u K vH(popmaioHHbiM pecypcam UCII/IH
VCK/TFOYAeTCs MPUHATBIMUA OPTraHW3alMOHHBIMU W/W/IA TeXHUYEeCKHUMH MepaMu
no obecrieueHWIO TIOpsiZiKa MAOCTYyIa B TIOMeIlleHHs, OXpaHe TepPpUTOpYUU U
OpraHu3allui TIPOMYCKHOTO pekuMa Ha O00beKTax, a TakKe BHeApeHHeM
He0OXOIMMBIX 3all[UTHBIX MepP U YCTPOMCTB B 00opymoBanue MCII/IH;

[Io BO3MOXHBIM CLI€EHAapUsIM BO3[EUCTBUSI BHYTPEHHUE HapPYLIWUTEN
MOTYT OBITb KIaCCU(PUIMPOBaHBbI KakK 3/IOYMBIIIJIEHHUKH, TO €CTh JIWIIa,
KOTOpbIe LleJIeHarpaB/leHHO CTaparoTCs IIpeojoyieTb CUCTEMY 3alllUThl U
HaHEeCTH yIiepO, U HapYIIMTe/H, KOTOPble COBEPINAl0T HeCAHKI[MOHUPOBAHHBIE
JENCTBUSL HEYMBIIIVIEHHO, HO 3TH [eWCTBUSI TakKKe MOTYT HaHeCTH yiiepo u
JIOJ/DKHBI YUUTBIBATbCSI IPU MOCTPOEHUU CUCTEMBI 3all[UTHI.

B03MOXXHOCTM BHYTPEHHEr0 HapyIIUTe/s CYILIeCTBEHHO 3aBUCST OT
JeWCTBYOIIMX B Tpefesax KOHTPOJIMPYEMOW 30Hbl OrpPaHUUYMTETbHBIX
dakTopoB, peaqu3alUM  KOMILJIEKCA aJMHUHHUCTPAaTUBHBIX, DPEXUMHBIX U
OpraHM3alMOHHO-TEXHUYECKUX Mep, HarpaB/eHHbIX Ha MNpeJoTBpalleHde U
ripeceyeHue HeCaHKI[MOHUPOBaHHbIX JIeUCTBUM oJIb30BaTesnen U
aJMUHHACTPAaTOPOB CUCTEMbI, HapYLUIeHWs TMOpsJKa [JOMyCcKa W KOHTPOJIS
CTODOHHUX JIML BHYTPU KOHTPOJIMPYEMOM  30HBI, TpeJOTBpaleHHe
HECAHKI[MOHWPOBAHHOI'O0 0CTyna IoJjib3oBatened K pecypcam WCII[JH
Komuccum, a Tak ke KOHTPOJb 3a MOPSAKOM oOpallieHus: KOH(pHAeHI[haTbHOH
MH(pOpMaLuu.

6.3.1. CorpygHuk OpraHu3anuu, He SB/SIOLUKCS 3aperuCTPUPOBAaHHBIM
nonb3oBatesiem WCII[IH Opranusaimu, HO WMEIOLIWW MpaBO [OCTyrna B
KOHTPOJIMPYEMYIO 30HY.

6.3.1.1. Onmcanue HapyIUTesiel (CyObeKTOB aTak).

BHyTpeHHWe  HapylUUTenM  XapaKTepUsyrTCd TeM, UTO UMeloT
IPaKTUUYECKA HEeOrpPaHWUYEeHHYH) BO3MOXHOCTb I10 [OCTylly K 3jleMeHTam
NCIIIH ¥ uX KOMMYHUKALMOHHBIM JIMHUAM. K BHYTpeHHUM HapyLUUTE/sIM
JAHHOTO BWJlA OTHOCSTCS TEXHUYECKHA M BCIIOMOTaTe/bHbIA MepCOHasl
ro/ipa3ziesieHuit ku3HeobecrieueHHs 00HEKTOB KoMuccuu, UMeTOIil JOCTyT B
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TIOMeIIleHus], T7ie ycTaHOoBeHo obopyaoBanue MCITIH Komuccum.

6.3.1.2. IIpearnonoyxeHus 006 uMerolelics y HapyIuTe/isi nHGopMaruu 06
00BbeKTax aTak.

IIpearnosiaraercs, 4yTo HapylLIWMTeIM [JaHHOIO THUIIA [OIOJHUTE/BHO K
MH(OpMaL, UMEIOLeNCs y BHEIIIHero HapyLIuTe sl U OMMCaHHoM B . 6.2.1.2,
MOT'YT:

pacroJiaraTb IMeHaMH (JIOTUHaMH) 3aperuCTPUPOBAaHHBIX IM0/Ib30BaTesen
NUCIIH, a Takke BeCTU pas3BeAKy Ilapojied  3aperuCTPUPOBaHHBIX
T10/1b30BaTe/el;

UMeTb TpeficTaB/ieHre 06 opraHu3aiuy paboThl M0JIb30BaTesiel, mopsiiKe
Y MIpaBUJIaX CO3/laHUs, XpaHeHUs U nepefiaur MHGOpMaLiu.

6.3.1.3. IlpeamosioxxeHusi 00 WMEIOLIMXCS y HApYILIWATEISX CpeACcTBax
aTax.

IIpeamonaraercs, 4YTO  BHEIIHWW  HAPYLIWTe/]b  [JaHHOIO  BHUJA
JOTIOJIHUTENIBHO K CPeJCTBaM OCYLLeCTBJIEHUS aTaK, OMMUCAHHBIX BBILIE B ITyHKT
6.2.1.3, MOXeT WCMN0JIb30BaTb CEPUWHO M3rOTOB/ISIEMOe  CIleLralbHOe
obopyzoBaHre ¥ cBoOOAHO pacripoctpaHsiemMoe I1O, mpeaHa3HaueHHbIe IS
CKaHMPOBAHUS U KOMMPOBaHUsSI MH(GOPMAIIMOHHBIX PeCypcoB pabouux CTaHLIWMH,
u3MeHeHUss KoOHpurypauuii pabouux CTaHIUM, BK/IHOUas KOHGUTrypalyu
CpefCTB 3aluTbl MH(GOPMAaLMU W/WUIM BHECEHWS B CHUCTEMY BpeJJOHOCHOIO
IIPOrpaMMHOI0 KO/a.

6.3.1.4. OnrcaHve KaHaJIOB aTak.

JomnomHuTeNbHO K arakaM, AOCTYITHbIM HapYLIWUTEeH0, ONMMCAHHOMY B II.
6.2.1.4, paccMaTpyBaeMbl TWIl HApYILIUTEIs] MOXKET OCYILEeCTB/ISITh TOMBITKA
HeCaHKLIMOHUPOBAHHOTO noctymna K pecypcam WCII[IH Komuccum ¢ 1esibro
nosiyueHusi MH(MOpMalUM, ee TIOAIMEeHbl WIA YHUUTOXXEHUs, BK/IOYas 00XOf
CYLeCTBYIOLIMX  CPEeACTB  3allliThl WHGOpMAlMM, C  HCI0Ib30BaHUEM
C/IeIYOIIUX aTaK:

nmogmbopa W TIogMeHbI  uAeHTU(dUKaTopa  (Bbiaua cebsi  3a
3apervuCTpMpOBaHHOIO M0JIb30BaTeJIs);

MOTyYeHUst ayTeHTU(PUKALIMOHHOU vH(opMaLuu JierajibHbIX
T0/Ib30BaTeiel MOCPe/[CTBOM CKAaHHWPOBAHUSI OTKPBITBIX TTOPTOB Ha paboumx
CTaHLIUSIX U CepBepax;

aTak, OCHOBAHHBIX Ha Teperno/siHeHUH Oydepa, TeHePUPYyeMBIX C
WCII0/Tb30BaHKeM CreljuaTu3upOBaHHbBIX TPOTPAMMHbBIX CPe/CTB;

BHe/ipeHus BpeJoHOCHOro I10;

TIOTIBITOK BPEMEHHOM HMJIM TI0JTHOM OCTaHOBKH pabOThI TTOCPEACTBOM aTak
KJlacca «0TKa3 B 00CTy>KMBaHUM».

OoCTYyIHBIM UCTOUHUKOM KOH(UeHIMaIbHOW UH(OPMAaLWK [Jis1 TaHHOTO
BUJa HapyllWMTese MOTyT ObITb OTUy)KJaemble HOCHUTe/NH HWHGOpPMAIUH,
BbIBe/IeHHbIE YCTaHOBJ/IEHHBIM TTOPSIAKOM U3 YIIOTpeOIeHusl.
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6.3.2. 3apeructpupoBaHHsle 1oJib3oBate NCITJx Komuccuu.

3aperucTpyupoBaHHbili  Tonb3oBaTenb  MCII[IH Komuccum  umeer
CAHKI[MOHWPOBAHHBIN AOCTYM K paboTe B CUCTEMe C WCIO/b30BaHHEeM IITaTHbIX
arirapaTHbIX U POrPaMMHBIX CPeJICTB.

B cBoio ouepeqb, 3aperucTpHPOBAHHBIN T10/Ib30BaTe/b MOXKET OBITh
JOMYIeH K HCIO/b30BaHUIO IMGPOBa/ibHbIX (KpUnTorpadhuueckux) CpefiCTB,
He uMesi nerajibHOro Aoctyna K CK3U u ux K/iroueBoi MH(OpMal[vu.

6.3.2.1. Onmcanue HapyIIuTesiel (CyObeKTOB aTak).

3apervcTpypoBaHHbIN M0/b30BaTe /b, UMEIOLUI CTaTyC aJIMUHHACTPATOpPa
M OTBevarolMii 3a obecrieueHWe 0e30macHOCTH, 00/afiaeT  TIOJTHOM
uHbopMalueli o cucreme (ceTh), MMeeT JOCTyl KO BCEM TeXHUYEeCKUM
cpeacTBaM 00paboTku uWHGOpPMalMd UM JaHHBIM, K CpeJCTBaM 3alllUThI
vHboOpMal[ii U TIPOTOKOJIMPOBAaHUs, B TOM UHWC/e W K CpeJCTBaM
KPHUIITO3all[MThI, 00/1afiaeT nmpaBaMy KOH(MUTYPUPOBaHUSI U aJMUHUCTPATUBHOM
HaCTPOMKU. EAMHCTBEHHBIM HCK/IFOUEHWeM [J/isi TaKUX IT10/ib30BaTesiell MoKeT
ABJIATLCS OTCYTCTBHE [IOCTyIla KO BCeMy OOBeKTy K/oueBOi HH(MOpMaly,
WCTIO/Ib3yeMOM B CHCTeMe. 3aperdcTpUpOBaHHbIE TIO/b30BaTe/Nd  TaKOM
KaTeropum OTHOCATCS K UMC/Iy TPUBUJIETHPOBAHHBIX  I0/b30BaTe/el,
Ha3HauaeMbIX M3 uucja 0co00 [oBepeHHbIX Jiul]. Peanu3aiusi He0OXOAUMBIX
OpPraHM3allMOHHO-TeXHUUECKHUX  Mep, obecreunBalOIIMX  BBITIOJTHEHHE
TpeboBaHul 10 6e30MacHOCTH MpU TpreMe Ha paboTy JaHHOM KaTeropuu
COTPYJHUKOB, a TakKXe KOHTPOJIb 3a BBIMOJTHEHWEM MMM CBOMX JO/DKHOCTHBIX
o0si3aHHOCTEM U COOJIFOZIeHeM YCTaHOB/IEHHBIX TIPaBWJI W WHCTPYKLUHN
M03BOJIsSIET HE pacCMaTpPYBAaTh MX B KaueCTBe MOTeHL[MaIbHbIX HapyLIUTe/Iel.

[TpenmosiaraeTcss  Takke, UTO  TI0/Ib30BATeM,  OCYILeCTB/ISIOIIHE
yAaneHHbId JOCTYM K 3all[MIllaeMbIM pecypcaM, 10 CBOMM BO3MOXXHOCTSIM He
MIPEBOCXO/SAT BO3MOXKHOCTEH JIOKalbHBIX TI0JIb30BaTesieid, UMEIIIUX JOCTYI K
IITaTHBIM CPe/ICTBAM CHCTEMBI, ¥ TIO3TOMY OHU OT/Je/IbHO He pacCMaTpPHBAIOTCS.

6.3.2.2. IIpeamosioykeHust 06 UMeroIelcsl y HapyImuTessi nHhopMalyy 06
00BEeKTax aTak.

[TpenrosiaraeTcss, uTO 3aperWCTPUPOBAHHBINA I10/H30BaTe/b 3HAET, TI0
MeHbIIIe Mepe, O/IHO JieTa/IbHOe UMsI JOCTYTIA.

Kpome ToOro, 3apervcTpypoOBaHHBIN I10/Ib30BaTe/lb MOJKET PacIio/iaraTh
BCceli wWH(MOpMaleld O TOMOJOTMM W TEeXHUUYECKUX CpeJCcTBaX 00paboTKH
HWHGbOpPMAI[MH CETH, TIOJTHBIM 00beMOM KOH(HIeHI[UaTbHBIX JJaHHBIX, K KOTOPbIM
JNaHHBIA  TI0/Ib30BaTe/lb  WMeeT  JOCTyN, W  JOObIMA  (parMeHTaMu
HeKOH(HUAEeHIMAIBHBIX (He 3alllyIljaeMbIX OT AOCTYIa JAAHHOTO IO/b30BaTe/isl)
naHHBIX, 00/a/aTh BCeMM HeOOXOAMMBIMU aTpubyTamu, obecrieurBarOIMU
goctyn  (maposieM), MMeeT  omnMcaHue — ucnonb3yembix B CK3U
KpunTorpauueckix ajJropuTMOB ¢ TIPOTOKOJIOB, a TakKke K/TIOUeBYHO
nHbopMaIio K MK(POBa/JIbHEIM CpeACTBaM B 00BeMe, JOCTYITHOM OZHOMY
T10/Tb30BaTeto.
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3aperucTpypoBaHHbIA M0JIb30BaTe/b 3HAeT CreLU(UKY 3a/jau, pelaeMbIX
B UCIT[In Komuccuu, u dyHKIMOHaIbHbIe 0COOEHHOCTH pabOThl CHCTEMBI, a
TaK)Ke XpaHeHus1, 00paboTKM U repefiaun MH(POPMaIUH.

6.3.2.3. [IpeamnooxxeHus: 00 UMEIOIIUXCS Y HAPYIIIUTE/Is CPeICTBaX aTak.

Hapymmrenu fgaHHOTO BUa 06/1ajat0T BO3MOXKHOCTSIMH UCITO/Ib30BaHUS
JOCTYTIHBIX B CBOOOJHOM TPOJja)ke TeXHUUECKUX U TMPOrPAaMMHBIX CPe/ICTB IS

BHECEHUS OIIMOOK U IMPOTrPAMMHBIX 3aK/1a/IOK B CUCTEMHOE U TTPUK/IaIHOe
I10;

BHe/|peHUs BPeJOHOCHBIX MPOrpamMm;

XUILEeHUs, YHUUTOKeHUs, MoudUKaly, OJIOKUpOBaHUS UH(POPMAaIui U
HaBsI3bIBaHUSI JIO)KHOU UHGMOPMaLUU.

6.3.2.4. OnncaHue KaHa/J0B aTak.

3apervcTpupoBaHHbBIN T10/Ib30BaTe/b JTOTIO/THUTETEHO 1IMeeT
BO3MOJKHOCTB TIPSIMOTO (hDHM3UYECKOro M TIPSIMOro (He MeXCEeTeBOro) AO0CTyma K
HEKOTOPOMY ITIOZIMHOKECTBY peCypcoB ceTH. IIpsaMoM JoCTym K pecypcam
MOXXeT OBITb HCIIO/Ib30BaH [JIi aTaK Ha TeXHWYeCKHe cpeacTBa 0OpabOTKH
rHbopMarLuu.

Hapyiureny JaHHOTO BHAA JIs peanu3aljdd aTak MOTYT HCI0J/Ib30BaTh
KaHaJIbl CBSI3H, PACIo/IOKeHHbIe KaK BHYTPH, TakK U BHE KOHTPOIMPYEMOU 30HBI.

6.4. OrnipefiesieHNe TUTIOB HApPYILIUTEIEN.

IIpy orpezesneHuy TWMa HapylIuTe/ss B paMKax JaHHOIO JOKYMeHTa
OL|eHUBAIOTCS:

cTereHb MH(OPMUPOBAHHOCTY HapyLIUTes;

BO3MOJKHOCTb HapyIIUTe/Id 110 UCIIO/Ib30BAHUIO CPE/ICTB aTakKu.

[Ipu onpejeneHUuM OrpaHWYeHW Ha CTeleHb WH(OPMUPOBAHHOCTH
HapyLIUTe/Is pacCMaTpUBA/IUCE CIeVIOLue CBeleHNs:

COZlep)KaHWe  TeXHWYEeCKOM [JOKYMEHTaluMd Ha TeXHUUecKue U
riporpaMmMHble KOMITIOHeHTbl CDK;

BCe BO3MOJXKHbIE [IaHHbIe, Tlepe/iaBaeMble B OTKPBITOM BHJe I10 KaHajaaM
CBsi3d, He 3amuiieHHbIM oT HCJ/I kK wuH(opMaluuM opraHu3aljMoHHO-
TeXHUYeCKUMU Mepamy;

CBelleHWs O JIMHUAX CBSI3M, [0 KOTOPBIM IlepejaeTcs 3alljuijaemast
vH(opMarlus;

BCe TPOABJAIOLIMEC B KaHajax CBA3M, He 3amuujeHHblx oT HC/ K
MH(OPMAaLMM OpraHy3alMOHHO-TEXHUUECKMMH MepaMH, HapyLlIeHWs TpaBuUIl
9KCIutyataluu Kpurnrocpeacrtsa u COK;

BCe TPOSABJIAIOLIMEC B KaHajax CBfA3M, He 3amuigeHHbelx oT HCI K
MH(pOPMaLMK OpTraHM3al[MOHHO-TeXHUYeCKUMU MepPaMU, HEMCIIPABHOCTH U cOoH
TeXHUYeCcKux Kpunrocpeacts u COK;

CBe/leHus, ToJyyaeMble B pe3y/bTaTe aHaau3a J/0bIX CUTHAZIOB OT
TexHUYeCkux Kpunrocpencts U C@K, KOTOpble MOXeT IlepexBaTUTh
HapyILINUTe/Ib.
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Tabmura 7.

CoOTBETCTBHE TUIA HADPYLUMTEIS U CTENEeHU ero MH(POPMaTUBHOCTH.

Tun CreneHb MHPOPMUPOBAHHOCTH
HapyluTenen
H1-H2 Pacrio/iararoT TOJIbKO ZIOCTYITHBIMU B CBOOO/IHOM Mpoake
anmnapaTHbIMU KOMIIOHeHTaMu KpunTtocpesctBa U COK
H3 - H6 MoryT pacnionaraTs WH(bOpMaiireil 000 BcexX CeTsiX CBsI3Y,
paboTaroIMX Ha eJMHOM KJIFoUe
H5 - H6 PacrionararoT Hapsily C JOCTYITHOM B CBOOOIHOM TIpojaxke

JNoKyMeHTaluel Ha kpuntocpecTBo U COK ncxoqHbIMU
TeKCTaMM MMPUKJIaJHOTO TIPOrPaMMHOT0 0becTieueHHst

H6

COK

Pacnoniaraet Bceut JoKyMeHTalliell Ha KPUIITOCPeACTBO U

HpI/I orpenge/J1eHnn OFpaHI/I‘-IeHHﬁ Ha UMEIoIIWECA y HaDYHINTeIA CpeaCTBd
dTdK, B UdCTHOCTH, PACCMATPUBAIOTCA:

dIIllapaTHbIE KOMITOHEHTBI KPHUITTOCPEACTBA U C(DK,
AOCTYyIIHbIE B

TIporpaMMHOe obecrieueHue;
crielia/ibHO pa3paboTaHHble TeXHUUeCKWe CpeJCTBAa U ITIPOrpaMMHOe

obecrieueHue;

IITaTHBIE CpeACTBA.

CBOOOHOM

TIpofiake

TexXHu4YeCkKue

cpeAcTBa U

Tabnuiia 8.
B03MO>XHOCTH HapyLIXTeJIeU M0 UCI0JIb30BAHUK) CPEJICTB aTak.
ArnnapaTHble
Tun KOMITOHEHTBI JlabopartopHbie
[[ITaTHbIe cpencTBa
HapyLIWTeJIsl | KPUMNTOCPeACTBA U WCCJIeJOBaHUS
CDPK
Mor
Pacrioniaratot yr
WCII0JIb30BaTh
TOJIbKO
LITaTHbIE CPeICTBA
[IOCTYITHBIMU B
. TOJIBKO B TOM
CBOOO/THOM
H1 c/lyyae, eC/ii OHU
rpojiaxke
PacCIIO/I0KEeHHI 3a —
arrapaTHbIMU
ripefiesiaMu
KOMIIOHEHTaMH! o
KOHTPOJIUPYEMOM
KPUIITOCpe/CTBa U
COK 30HBI
H2 Bo3moykHOCTH 110
H3 [onosHuTebHbIe HCTI0/Ib30BAHUIO
H4 BO3MOJKHOCTH T10 LITaTHBIX CPe/ICTB
MoryT npoBOJUTH
T0JIyYeHUIO 3aBUCAT OT
naboparopHbIe
H5 arrapaTHbIX peajiM30BaHHbIX B
o WCCJIelOBaHuUs
KOMITOHEHT MH(MOPMaI[MOHHOU
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KPUNTOCPEJCTBA U cucreme KPUNTOCPE/CTB,
COK 3aBucAr ot OpraHM3alMOHHBIX | UCI0J/Ib3yeMbIX 3a
peau30BaHHbIX B Mep ripejiesiaMu
MH(pOpMaI[MOHHOM KOHTPO/IMPYeMOM
cucreme 30HBI
OpraHu3aLMOHHbIX MH(OpMaI[OHHOU
Mep CHUCTEMBI
Pacrionararot
MFOOBIMU
H6 arirapaTHbIMU
KOMIIOHEHTaMH
KPUNTOCPECTBA U
COK

B cootBerctBUM C Kiaaccudukanuelr ®CB Poccuv U C  yueToM
cOpMYMPOBAHHBIX TPEATIONIOKEHHH 00 WMEIOIUXCS Y HapyluTesiei
BO3MOXHOCTSAX Hapywwmrtenu WCIIJa Komuccuyu mniofpasfesnsiioTcs  Ha
CJ/leiyroIIie KaTeropyu U TUTIbl, KOTOpBIe TipeZicTaBaeHbl B Tabsuiie 9.

Tabmmia 9.
Bup1 HapyimTe el 6e301acHOCTH TTePCOHATBHBIX AHHBIX
Bun Kateropus Tun
HapyLIUTe s Kareropwus [ Kareropwus 11 HapyLUIUTeJIst
Brerinue BrewHumn H1
HapyLIUTeNb, He
VMMEHOLLIHN TTpaB
JloCTyma B
KOHTPO/IMPYEMYIO
30HY
BuyTpeHnHue 1. 3apeructprpoBaHHbIe H2
riosib3oBaresi UCITIH
Opranuzauuu
(mosib30BaTe/n)
2. H3
He3zaperucrpupoBaHHbie
niosib3oBareny UCII/JH,
HO UMeHOIL1e TIPaBo
[0CTyTa B
KoHTposiipyemyro 30Hy

[Tpu 3TOM BO3MOKHOCTM HapyiuuTenss Tuma Hi+1 BkaoyaroT B cebs
Bo3MOo>kHOCTH Hapymmrtens Hi (1< i <5), a cnemoBarenbHO, TIpU BbIOOpE
HeoOXofUMOro  ypoBHSI  Kpunrtorpaduueckod 3auutbl [IJH  crenyet
paccMaTpyUBaTh HAUBBICILIAN THII.
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Tabmuia 8.
Knaccudukanuys MCIT/IH Opranu3zaiyu 1o ypoBHsaM 3aiuTel oT HC/ k [1/1H
NCIIOu Twun HapyLuuTesis Yposnu 3amtel oT HC/I K
Komuccuu I1JH
Bce H3 AK3

6.5. YpoBeHb KpuIirorpauueckoi 3aiiurhbl.

B03MO>XHOCTH BHEIIHEIr0 W BHYTPEHHEro HapymuTesns 0e301acHOCTU
[TT1 mipu ux obpabotke B MCIT[IH KoMuccuyu cOOTBETCTBYIOT BO3MOXKHOCTSIM
HapyummTens tuna H1, H2 u H3 — cooTBeTCTBeHHO, COI/IaCHO KiacCcH(UKaLUU
HapyiTened, npueaeHHoi B [Tpukaze ®CB Poccuu Ne 378 10.07.2014 r «O6
yTBepxkeHnn CocTaBa U COZep)KaHUSI OPraHU3aLMOHHBIX U TEXHUYECKUX Mep
1o obecrieyeHnto 6e30MacHOCTH TI€PCOHAMBHBLIX JAHHBIX MPU UX 00paboTke B
MH(OPMAI[MOHHBIX CHUCTeMaxX TepCOHAMbHBIX [JaHHBIX C WCIO0/Ib30BaHUEM
CpeAcTB KpUNTOrpaduueckKoW 3amuThbl HWH(POpPMAI[UM, HeOOXOAWMBIX IS
BBITIO/THEHUS  yCTaHOBJeHHbIX [IpaBuTensctBoM Poccurickon ®enepauyu
TpeOOBaHWM K 3alllUTe TIePCOHA/IbHBIX [JaHHBIX JI1 KaKIOr0 W3 YPOBHS
3aIUIIIEHHOCTH», W «MeToJuueckKuX peKOMeHJalusx 1o pa3paboTke
HOPMAaTHBHBIX TPAaBOBLIX AaKTOB, OMPEZE/AINMX Yrpo3bl 0e30MacHOCTH
TIepCOHA/IbHBIX JIAHHBIX, aKTya/IbHbIe TPH 00paboTKe MepCcoHaIbHBIX JJaHHBIX B
MH(OPMAaI[MOHHBIX CHCTeMa MepCOHabHBIX [aHHBIX, SKCIUIyaTUPYEeMbIX IIpU
OCYLLeCTBJIEHUM COOTBETCTBYIOLLIWX BHUJOB [€STeJIbHOCTA» YTBEP)KAEeHHbIe
pykoBozacTBoM 8 Llentpa ®Cb Poccuu Ne 149/7/2/6-432 ot 31 mapra 2015 r.,
Kpurrorpauueckie CpeAcTBa 3all[UThl WH(POpPMALMW, MCIOJ/Ib3yeMble IS
3amuThl [1/1H, obpabateiBaembix B MCIT/Jn Komuccuu, no/mKkHBEI 06ecrieurBaTh
KpuUITorpaduueckyro 3aliuTy 1o YPOBHIO He HuKe ypoBHs KC3.
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7. BbIBOZIBI.

7.1. ATakyd BHeILHero HapyluuTesisi, HarpaB/ieHHble Ha KaHajlbl CBS3U,
MOCpeJICTBOM MepexBara WHGOPMALMM U MOCAeAYIOLIero ee aHaau3a,
YHUUTOXKeHHUsI,  MoAuukaiuu W O/oKMpoBaHus ~ WHpOpMAlUM €
VICTI0/Ib30BaHMEM, B TOM UHMCJ/Ie, YSA3BUMOCTeH MPOTrpaMMHOM Cpefibl, a TakXke
yTeuka HH(OpPMaLMKA MO TeXHWYEeCKUM KaHajaM [O/JeXXaT HeWTpaau3aluu
OpraHu3aliOHHbIMU U TeXHUUECKUMU MEePOTIPUATHUIMU.

7.2. BO3MOXXHOCTU BHYTPEHHEro HapyIIUTessl CyI[eCTBeHHbIM 00Opa3om
3aBUCAT OT  [JEeUCTBYOIIMX B  [pefefax  KOHTPOJMPYeMOW  30HBI
OrPaHUYMTE/BbHBIX (DAKTOPOB, U3 KOTOPBIX OCHOBHBIM SIBJ/ISIETCSl peann3aliys
KOMIL/IEKCa OpraHU3allMOHHO-TeXHUUeCKUX Mep, B TOM UHC/ie 10 TMoAbopy,
pPacCTaHOBKe U 00eCreueHWI0 BBICOKOW IpodeCcCHOHAMbHOM TOATOTOBKH
Ka/IpOB, AOMYCKY (PU3NUYECKUX JIUL] BHYTPb KOHTPOJIMPYEMOW 30HbI U KOHTPOJIO
3a TMOpSIKOM TIpOBefieHHs1 paboT, HampaB/ieHHbIX Ha TIpe/oTBpallleHre |
ripeceyeHre HeCaHKLIMOHUPOBAHHBIX [1eUCTBUN.

7.3. Buny uckmouunrensHor poau B UCITJH Komuccum v tuna H3, B
UWCJIO 3TUX JIUL AOJDKHBI BK/IFOUATHCS TOJIBKO [JOBEpeHHbIe julia, K KOTOPbIM
NprUMeHeH KOMILUIEKC OCOObIX OpraHW3al[MOHHBIX Mep TI0 HuX TMoAbopy,
MPUHSTUIO Ha paboTy, Ha3HauUeHWI0 Ha [JO/DKHOCTh W KOHTPOJIIO BBITIOJTHEHUS
(YHKLIMOHATBHBIX 00s3aHHOCTEH.

7.4. Jluna tuna H3 oTHOCATCA K BepOATHBIM HapyluutesasMm. Cpeau JuLg
tunia H3 Haubosiee oOMacHbIMKA BEPOSITHBIMU HapPYLIUTENSIMU  SIBJISTFOTCSI
nosib3oBaTesi ICIT/IH, yro/JIHOMOUeHHbIM NepCOHa, KOTOPbIM Ha 0rOBOPHOU
OCHOBe UMeeT TIpaBO Ha TeXHUUeCKoe OOCTy)KWBaHHE U MOJUPHUKAIIIO
KomrnoHeHTOB MICII/IH, a Takxe aMHUHUCTPATOPbl UHGOPMAI[MOHHON CHCTEMBI
Y a/IMUHHCTPATOPbI 6e301aCHOCTH.

Ha ocHOBaHMM TIOCTPOEHHOW MOJe/Nd HapyluuTesnsi, B YaCTHOCTH,
OMMCaHUs1 BO3MOXKHOCTeM Hapylutened u IloctaHoBnenus I[IpaButenbcTBa Ne
1119 ot 1 HOs16ps1 2012 T. MOXKHO CcAenath BbiBoA, uTo Ayt MCIT[H Komuccun
aKTya/JlbHbl ~ yrpo3bl  3-r0  TUMNa, He  CBf3aHHble C  HaJIUuyueM
HeJJOKyMEHTUPOBaHHBIX (He[eK/1apUPOBAHHBIX) BO3MOXXHOCTEH B CUCTEMHOM M
TIPUKJ/IaZIHOM TIPOrPaMMHOM o0ecrieueHnu, ucrosib3yemom B ICIT/IH.

IIpencrasyienHass Mogesib yrpo3 € ONMCaHWeM BepOSTHOIO HapyLIuTe/Is
s VCII[IH [go/bKHa WMCTOb30BaThCsl TP (OPMUPOBaHUM 000CHOBAaHHBIX
TpeboBaHuii Ge3omacHocTH WH(OpMaluu W Tpu npoekthpoBaHun C3I10H
NCIIOx. CpeactBa 3aiuThl UH(GOPMALMH, WCIO/Ab3yeMble /i 3aiuThl [1/1H,
obpabateiBaembix B MCII/IH OpraHu3anyu, AO/DKHBI WMeThb CEepPTH(MHKATEHI
COOTBETCTBUSI  TIO TpebOBaHUSIM  WH(OPMAIMOHHOM Ge3oracHoCTU
COOTBETCTBYIOLLIero KJjacca.



