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INOJINTUKA
HH(OPMALHOHHOU 0€30MaCHOCTH
npu pabdoTe ¢ NepCcoOHATbHBIMH JJAHHBIMH
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OITPEAEJ/IEHUA

B HacrosijeM JOKyMeHTe WCMO/b3YITCH C/Ieylolue TepMUHbl U UX
orpezeneHus.

ABTOMaTH3MpOBaHHAsA CHUCTeMa - CUCTeMa, COCTOsALas U3 IepcoHana U
KOMILJIEKCA CPeJCTB aBTOMAaTHU3al[uu ero JesaTe/IbHOCTH, peaiv3yrollas uHhopma-
LMOHHYIO TEXHOJIOTHIO BBITIO/THEHUS] YCTAaHOBJIEHHBIX (DYHKLIWM.

AyTeHTH(UKaLuA oTHpaBuUTe sl AAHHBIX - TOJATBEP)XJIEHHWE TOro, UTO
OTIIPaBUTEJIb TTOJIyYeHHBIX JaHHBIX COOTBETCTBYET 3asiBJIEHHOMY.

be30macHOCTh NepPCOHA/NBHBIX JAHHBIX - COCTOSIHUE 3allYIeHHOCTH
MepCOHANBHBIX JIAHHBIX, XapaKTepru3yemoe CIIOCOOHOCTBIO —T10J/Ib30BaTesieH,
TEXHUYECKUX  CPeACTB W  WH(POPMALIMOHHBIX  TeXHOJIOTUH  0becreunTh
KOH(W/eHIIMA/IbHOCTb, LIeJIOCTHOCTh U JOCTYITHOCTh MEePCOHA/IBbHBIX JaHHBIX MPU
nx 00paboTke B MHPOPMALIMOHHBIX CUCTeMaXx MepCOHATbHBIX JaHHBIX.

BbuomerpuuecKue IMepCcOHA/IbHbIE [aHHbIE - CBeJleHHs, KOTOpbIe
XapaKTepu3yT (GU3noIoruuecKie 0CoOOeHHOCTU YesioBeKa U Ha OCHOBE KOTOPBIX
MOXXHO YCTaHOBWUTb €ro JMYHOCTb, BKJItOUasi (potorpaduu, OTHeYaTKu MasblLieB,
oOpa3 ceTuaTKd Tr/a3a, OCOOEHHOCTW CTPOEHHs Tela U [JPYTryl0 MoJ00HY0
vH(OopMaluio.

bokupoBaHue MNeEPCOHAJBHBIX J[AAHHBIX - BPEMEHHOe IIpeKpalljeHHue
00paboTKM MepcoHaNbHBIX JaHHBIX (3a MCK/IIOUeHWeM CJiyuyaeB, ecid oOpaboTka
HeoOXo/IMa [I/1sl yTOUHEHUSI [IepCOHA/TbHBIX JaHHbBIX).

Bupyc (KOMIbIOTepHbIN, MPOrpaMMHBIN) - UCTIO/HSIEMbIN MPOrpaMMHBbIN
KO/ WJIM WUHTEPIIPeTUPYEMbIM HaOOp MHCTPYKLUM, 00/1a1al0muii CBOMCTBAMU He-
CaHKLIMOHMPOBAHHOI'0 PaClpOCTpaHeHHs W caMoBocripou3BefeHusi. (Co3aHHbIe
nyO6nMMKaThl KOMIBIOTEPHOTO BUPYyCa He BCeTja COBMA/Ial0T C OPUTHMHA/IOM, HO CO-
XPaHSIT CIIOCOOHOCTH K Jla/IbHeIIieMy paclpoCTpaHeHWI0 U CaMOBOCTIPOU3Be/ie-



HUIO.

BpepoHocHasa nporpamMma - nporpaMma, npeJjHa3HaueHHas [Jis OCYLLeCTB-
JIeHWsI HeCaHKLIMOHUPOBAHHOTO [IOCTyNa U (WIM) BO3/EUCTBUS Ha MepCcoHa/bHbIe
JaHHbIe WK Pecypchl UHPOPMAILMOHHOM CUCTEMbI TTIePCOHA/IbHBIX [JaHHBIX.

BcrnoMoraTe/ibHbIe TeXHHUYECKHe CPeACTBA M CHUCTeMbI - TeXHUUeCKUe
CpeJCcTBa U CUCTeMbI, He TIpe/lHa3HaueHHbIe Jijis repejiauu, 00paboTKu U XpaHeHust
MePCOHA/IbHBIX ~ [aHHBIX, YyCTaHaB/JMBaeMble COBMECTHO C TeXHUYECKHUMH
CpeAcTBaMM U CUCTeMaMU, TpeJHa3HaueHHbIMU [iii 00pabOTKU TepCOHAIbHBIX
JaHHBIX WIM B TIOMEIleHUSIX, B KOTOPbIX YCTaHOBJEHbl HWH(OpPMal[MOHHbIE
CUCTEeMbI TepCOHaTbHbBIX aHHbIX.

JocTyn B onepanuoHHYKW cpeAy KommnbloTepa (uH(popManuoHHON
CHCTeMbl TEepPCOHA/IBHBIX JAaHHbIX) - TOJyYeHWe BO3MOXKHOCTH 3arycka Ha
BBLITIOJIHEHWE IITAaTHbIX KOMaH/[, (YHKLWM, OpoleAyp OIepaljuOHHONW CUCTeMbI
(YHUUTO)KeHUs], KOMMPOBaHWUs, TepeMelleHusi W T.M.), HCIO/HSIeMbIX (HaiiioB
TIPUKJ/IAZIHBIX TIPOTPaMM.

JocTtyn K uH(OpMaLMU - BO3MOXXHOCTb TIOyueHUs] MHGOPMAIUM U ee
MCTI0JTb30BaHUSI.

3aK/1aiouHoe YCTPOMCTBO - 3/7eMeHT Cpe/iCTBa CheMa WH(POpPMaLUH,
CKPBITHO BHe/IpsieMbIM (3aK/aJjbIBaeMbI W/IM BHOCHMMbIM) B MeCTa BO3MOYKHOIO
cbeMa MH(OpMalyu (B TOM UHMC/ie B Orpak/eHue, KOHCTPYKIMIO, 060pyioBaHMe,
npeMeThl UHTephepa, TPAHCIIOPTHBIE CPE/ICTBA, a TAK)Ke B TeXHWUYEeCKHe Cpe/iCTBa
U crCTeMbl 00paboTKK nH(pOpPMaLN).

3amumaemass uHopmaumsa - UH(OpMalUs, SB/SIOLASACS TpeAMeTOM
COOCTBEHHOCTH U TIOAJIeXKalljasi 3all[iTe B COOTBETCTBUM C TpebOBaHUSMU
TIPABOBBIX JIOKYMEHTOB W/ TPeOOBaHHUSIMH, YCTaHABIMBAaeMbIMUA COOCTBEHHUKOM
HMH(OpMaLu.

NpenTudukamusa - TIpucBoeHHe CyObekTaM U 00BeKTaM MOCTyTia
uaeHTUGHKaTopa W (WIK) CpaBHEHHWe TIpebsBISIEMOro HAeHTH(UKaTopa C
riepeyHeM MPHCBOEHHBIX U/IeHTU(DUKATOPOB.

NudopMaTUBHBIA CUTHA/I - 3JIeKTpUUYECKWe CUTHaJIbl, aKyCTUUeckKue,
3/IeKTPOMarHuTHbIe U Jipyrue dbu3udeckue MoJsi, 1o rnapaMeTpaM KOTOPBIX MOJKET
OBITb packpbiTa KOHGHAeHIWanbHasd uWH(oOpMalusa (TMepCcoHalbHbIE aHHBIE)
obpabaTkiBaeMasi B MH(OPMAaLIMOHHOW CHUCTeMe TepCOHATbHBIX JJaHHBIX.

NHpopMaHOHHBIE TEXHOJIOTHHM - TIPOLIeCChl, MeTO/bl TOMCKa, cbopa,
XpaHeHUsl, 00pabOTKH, TIpeJjoCTaB/IeHHsl, pacCIpOCTpaHeHuss WHOpMaluu |
CriocobbI 0CyI1[eCTBIeHUS TaKUX TIPOL[eCCOB U METO/IOB.

NudopmaliuoHHass cucTeMa IMepcoHaNbHbIX gaHHbIx (UCIIAH) -
COBOKYITHOCTb COjlepKalluxcss B 0a3ax [JaHHBIX TepCOHATbHBIX [JaHHBIX U
obecrieunBaOIUX WX 00pabOTKy MH(DOPMALIMOHHBIX TEXHOIOTMM M TeXHUUYECKHX
CpeJCTB.

Ncnonb30BaHue MNepPCOHA/IBHBIX JAAHHBIX - [elCcTBUsA (orepanuu) C



MepPCOHA/IbHBIMU  [JaHHBIMM, COBEpLLIaeMble OMEepaTopoM B LeJsX TPUHATHUSA
pellleHuid WA COBepIleHUs] WHBbIX [IeWCTBUM, TIOPOKJAIIIUX HOPUAUUYecKUe
MOC/IeICTBUSI B OTHOIIIEHUM CyObeKTa TMepCOHa/bHBIX [JaHHBbIX WM APYTHUX JIUL]
mibo uHBIM 06pa30M 3aTparvBaroLMX MpaBa U CBOOOABI CyOBeKTa MepCoHaTbHbBIX
J@HHBIX WK IPYTUX JIULI.

HcTrouyHMK yrpo3bl 0Oe3omacHocTd HH(OpMamUHU - CYOBEKT [AOCTYIIa,
MaTepuanbHbli 00BEKT WM (H3MUecKoe sIBJIeHWe, SIBJSIOI[HUeCS TPUUMHON
BO3HUKHOBEHHs yIPO3bl 6€301acHOCTH UH(OpMAaLUH.

KoHTpo/Mpyemass 30Ha - MPOCTPAHCTBO (TeppUTOpMs, 37aHHe, 4YacTb
3[aHus, TIOMellleHre), B KOTOPOM HCK/IIOUeHO HEeKOHTpOJIMpyemoe mpeObiBaHUe
MTOCTOPOHHMX JIMI], a TaK)Ke TPAHCITIOPTHBIX, TEXHUUECKUX W UHBIX MaTepraTbHbIX
CpeJCTB.

KoHuaeHManbHOCTh TEPCOHATBHBIX [JAaHHBIX - 00s3aTenbHOE /IS
coOMIo/ieHrs OrepaTOPOM WM WHBIM TIO/IYUYMBILIKM JAOCTYIT K TI€PCOHATbHBIM
JAHHBIM JIULIOM TpeOoBaHWe He J0MyCKaTb WX paclpocTpaHeHue 0Oe3 coriacusi
CyObeKTa MepCOHabHBIX JAHHBIX WM HaJTMUUSI THOTO 3aKOHHOTO OCHOBAHMS.

MexceTreBOM 3KpaH - JIOKaJbHOe  (O/JIHOKOMIIOHEHTHOE) WU
(yHKLIMOHA/ILHO-pacIipe/ie/ieHHOe  MporpaMMHoe  (MpOorpaMMHO-arirapaTHOe)
CpeiCTBO (KOMILJIEKC), peasin3yrolilee KOHTPOJIb 3a UH(GOpMaliUeid, MoCTynaroliei B
MH(OPMAI[MOHHYIO CHCTeMYy ITIePCOHA/IbHbIX [aHHbIX W (WIM) BBIXOAMIIEN U3
VMH(OPMaLOHHOW CHCTEMBI.

HapymuTe b 6€3011aCHOCTH MePCOHATBHBIX JAHHBIX - (GH3UUeCKOoe JIUIIO,
CJly4allHO WM TIpelHaMepPeHHO COBepIlatolliee AeuCTBUsl, C/Ie[CTBUEeM KOTOPBIX
SIBJIAETCS HapyIlleHre 0e30macHOCTU MepCOHANbHBIX JAHHBIX IIPH HMX 00paboTke
TeXHUUYeCKUMU Cpe/icTBaMd B HWH(MOPMAIIMOHHBIX CHUCTeMax TepPCOHATbHBIX
JTaHHBIX.

HeaBTOMaTu3nMpoBaHHasAs o00pa0oTka TMEpPCOHA/IBHBIX [JAHHBIX -
00paboTKa MepCoHabHBIX IaHHBIX, COZEpKaIUXCcsi B MTHPOPMAI[MOHHOM chcTeMe
MePCOHAMBHBIX MTAHHBIX JIMOO W3B/EUEHHBIX W3 TaKOW CHUCTEMBI, CUHUTAETCS
OCYILleCTB/IEHHOM be3 WCII0/Ib30BaHUs CpeJCTB aBTOMaTH3aLiu
(HeaBTOMaTU3HMPOBAHHOMW), €C/TU TaKue JIeHCTBUS C MepCOHabHBIMU JJaHHBIMU, KaK
WCIO/Ib30BaHWe, YTOUHEHWe, paclpoCTpaHeHWe, YHUUTOXXeHWe TepPCOHAbHbIX
JaHHBIX B OTHOIIEHWM KaKAOr0 U3 CyOBEKTOB I1epCOHATbHBIX [JaHHBIX,
OCYILIeCTBJISIFOTCS TIPU HETMOCPeZICTBEHHOM yUaCTUM uesloBeKa.

Hepek/1apyipoBaHHble BO3MOXKHOCTH - (DYHKLIMOHA/IbHble BO3MOKHOCTU
CPe/[ICTB BBIUYMC/IUTE/IbHOM TEXHUKH, He OINWCAaHHble WU He COOTBETCTBYHOIHE
OMUCAHHBIM B JOKYMEHTAallu¥, TIPU MCII0JIb30BaHUM KOTOPBIX BO3MOJKHO
HapyllleHhe  KOH(UAEHLIMaJIbHOCTH,  AOCTYITHOCTM  WIA  LeJIOCTHOCTH
obpabaTtbiBaemMoit nH(OpPMAIUH.

HecaHKI[MOHUPOBAHHBIN J0CTYyN (HeCAaHKIMUOHHPOBAHHBIE JeMCTBUA) -
JOCTyN K WHGOpMalUM WX [JeWCTBUS C WHGOpMalvel, Hapyllalolye MpaBuia



pasrpaHUyeHus JO0CTyma C UCIM0/Ib30BaHWEM LUTAaTHBIX CPe/CTB, MPeI0CTaB/IIeMbIX
MH(OPMAaIMOHHBIMUA CHUCTEMaMHU MepCOHATbHBIX 1aHHbIX.

Hocurtenb uadopmanuu - Gpusnueckoe UI0 WK MaTepUalbHbIi 0ObEKT, B
TOM uucie (pr3ndeckoe 1oJie, B KOTOPOM MH(OpMaLMsi HAaXOAUT CBOe OTpakKeHUe B
BUJIe CHMBOJIOB, 00pa30B, CUTHa/lOB, TeXHUUECKUX peIleHuil U TIPOLeCcCoB,
KOJTMYEeCTBEHHBIX XapaKTePUCTUK (PU3NUeCKUX BeJTMUYMH.

OOe3nMuuBaHNe MEePCOHA/IBHBIX [JAaHHbIX - [IeliCTBUS, B pe3y/bTaTe
KOTOPbIX CTAaHOBUTCS HEBO3MOXXHbIM 0e3 UCIO/Ib30BaHUS /IOTIOJTHUTETbHOM
rH(MOpMalK onpeJeUuTh NPUHA/IEXHOCTb IepCOHATbHbBIX IaHHBIX KOHKPETHOMY
CyObeKTy MepCOHa/IbHBIX JaHHbIX.

O0OpaboTKa mepcoHa/IbHBIX JAHHBIX - /T000e JelicTBHe (oreparys) WM
COBOKYITHOCTb JIeMCTBUM (Omepaljyii), COBepIllaeMbIX C HCI0Jb30BaHUEM Cpe/CTB
aBTOMaTH3alui Wi 6e3 MCMOMb30BaHUS TAaKUX CPEACTB C TePCOHATbHBIMU
JAHHBIMU, BK/OYasi cOOp, 3amuch, CUCTeMaTU3allhio, HaKoIlieHWe, XpaHeHue,
yrouHeHue (OOHOB/IeHUE, W3MeHeHUe), W3BjieueHHe, WCI0/b30BaHUe, Tepejauy
(pacripocTpaHeHue, TpeAOCTaB/ieHWe, AOCTYI), o0e3muuuBaHUe, OJIOKUpOBaHMUE,
yZaneHue, yHUUTOKeHHe TIepCOHA/IbHBIX JaHHBIX.

OO0mmeocTynHbIe TNepPCOHA/bHBIE [aHHbIe - TIepCOHA/IbHBIE JaHHbIe,
JOCTYIl HEeOrPAaHUUEHHOTO Kpyra JIML K KOTOPbIM TMpeoCTaBleH C COrJiacus
CyObeKTa TepCOHaNbHBIX [aHHBIX WM Ha KOTOpPble B COOTBETCTBUH C
denepasbHBIMU  3aKOHAMU He  pacIpoCTpaHsieTcss TpeboBaHWe COOJIOeHNs
KOH(HeHIIMa/TbHOCTH.

Oneparop (mepcoHAaNIbHBLIX [JAHHBIX) - TOCYJAapCTBEHHBIA OpraH,
MYHUIUIAAbHBIA OpraH, IOpUJuuYeckoe Wih (puanueckoe U0, CaMOCTOSITEbHO
WM COBMECTHO C APYTMMM JIMLJAMH OPraHU3yHoLlWe U (W) OCYLeCTBJISOLINe
00paboTKy MepcoHaNbHBIX JaHHBIX, a TaKXKe OMpezesstoie 1jead o6paboTKu
TepCOHa/bHBIX JJaHHBIX, COCTaB MePCOHABHBIX IaHHBIX, TIO//IeXKall[uX 00paboTKe,
JerncTBus (oneparuun), CoBepiiaeMsble C TepCOHATbHBIMU JaHHBIMHU.

TexHuueckue cpejcTBa WH(GOPMALMOHHON CHCTeMbl NePCOHA/TbHBIX
JAHHBIX -  CpeJCTBa  BLIUMC/IUTETLHOM  TEeXHUKM,  HH(OpPMaIOHHO-
BLIUMC/IATE/TbHBIE KOMITJIEKChI U CeTH, CPe/iCTBa U CHCTeMbl Tiepe/iaud, rpuemMa u
obpabotku TI[JH (cpeAcTBa ¥ CHCTeMbl 3BYKO3allMCH, 3BYKOYCHJIEHUS,
3BYKOBOCIPOM3Be/IeHUs], TIepPerOBOPHbIe U TeJleBU3UOHHbIE YCTPOMCTBA, CPeJCTBa
W3rOTOBJ/IEHUS], TUPA)KUPOBaHUsI JOKYMEHTOB M Apyrue TexXHUUecKue CpeJCTBa
00paboTKH peueBOH, rpaduueckor, BUieo- U OyKBeHHOIM(PPOBOW MH(POPMAIHN),
TIporpaMMHbIe CpeficTBa (orepaljioHHbIe CHCTeMbl, CUCTeMbI yTipaBieHUs Oa3amu
JaHHbIX Y T.I.), CpeJACTBa 3aluThl HWH(OpPMAaLMW, TIpUMEHsieMble B
MH(OPMAaI[MOHHBIX CUCTEMaX.

IlepexBaTr (MH(poOpManMu) - HernpaBOMEpHOe TOJIyYeHHe HH(OpMaLyu C
WCTIO/Ib30BaHHMEM TEeXHUYEeCKOTO Cpe/iCTBa, OCYILECTBISIOLEro obOHapy)keHue,
nipvieM 1 00paboTKy MH(OPMATHBHBIX CUTHAJIOB.



IlepcoHanbHbIe JaHHBIE - t00asi UH(OpMaLKsi, OTHOCSIIASACS K TIPSMO U/
KOCBEHHO Orpe/ieJieHHOMY WM oripefienisieMoMy (u3nueckoMy vy (cyObekTy
NepCOHA/bHBIX [JAaHHbIX);

IToGouHbIe  3/IeKTPOMAarHUTHbIe  H3JIy4eHHUs] W  HABOJKH -
3/IeKTPOMarHuTHbIE W3/IyueHUs] TeXHUUYeCKUX Cpe/CTB 00pabOTKU 3alluiiaeMoit
MHpOpMallM¥, BO3HMUKalollMe Kak [000YHOe siBleHWe U BbI3BaHHbIE
3JIEKTPUUYECKUMU CHUTHa/IaMU, JeMCTBYIOLMMU B UX 3JIEKTPUUECKUX U MarHUTHBIX
LIeIs1X, a TaKKe 3JIeKTPOMarHUTHbIe HABOJKHU 3TUX CUTHA/IOB HAa TOKOIPOBOJAILKE
JTMHUU, KOHCTPYKLIMY U LIeNY TTUTaHUS.

IloMTHKA  «YHUCTOrO CTOJa» - KOMIUIEKC  OpraHW3aljuOHHBIX
MEpOTIPUSITUA, KOHTPOJIMPYIOL[UX OTCYTCTBHE 3allMChIBAaHUS Ha OyMaKHbIe
HOCUTE/IM K/Iouer U atpubyToB goctyma (Tlaposied) W XpaHeHWs] WX BOIM3U
00BEKTOB I0CTYyTIA.

ITonb3oBaTenb UH(OPMALMIOHHOM CHCTEMbl NMEePCOHA/TBHBIX JAHHBIX -
JML0, YyYyacTBywollee B (PYHKIMOHUPOBaHUW WH(OPMALMOHHONM CHUCTEMBI
MePCOHAJIbHBIX JJaHHBIX WK UCIOJIb3YIOLee pe3y/bTaThl ee (DyHKLIMOHUPOBaHUSI.

IIpaBuia pasrpaHMuyeHdss JAOCTyHla - COBOKYIHOCTb  TpaBuJI,
perjaMeHTUPYIOLUX TTPaBa A0oCTyIa CyObeKTOB [J0CTyTa K 00beKTaM J0CTyTia.

IIporpamMmmHas 3aK/ajiKa - KOJ, IpOrpaMMmbl, TIpeJHaMepeHHO BHEeCEHHbIV B
MIPOTPaMMY C Lie/TbI0 OCYILeCTBUTh YTeUKY, U3MEeHUTh, OJIOKMPOBaTh, YHUUTOXUTD
MH(POPMALIMI0 WM YHUUTOXKUTD U MOAUDULIMPOBATE TIPOrpaMMHOe obecrieueHue
MH(POPMAaLIMOHHOM CUCTeMbI MepCOHa/bHBIX AAHHBIX W (WiK) 6J0KUpOBATh arra-
paTHbIe CpefiCTBa.

I[IporpamMHoe  (mMporpaMMHO-MaTeMaTH4yecKoe)  BO3jelicTBHe -
HeCaHKLIMOHWPOBaHHOE  BO3[eWCTBUE Ha  pecypcbl  aBTOMAaTH3UPOBaHHOMU
MH(OPMAaLMOHHOW CHCTeMbI, OCYILeCTB/sIeMOe C MCIO0JIb30BaHUEM BPEJOHOCHBIX
MIPOrpaMM.

PacKpbiTHe NEePCOHA/TBHBIX [AaHHBIX - YMbILIIEHHOe WM C/oy4yailiHoe
HapyllleHre KOH(W/eHIIMaIbHOCTU NePCOHAabHbBIX [JaHHBIX.

PacrnipocTpaHeHye nepcoHa/IbHBIX JAHHBIX - [|eMCTBYS, HallpaB/IeHHbIE Ha
PacKpbITHe MepCOHA/BbHBIX JaHHBIX HeOIpeJeJeHHOMY KPYTY JILI.

Pecypc uH(OpMaLMOHHOM CHUCTeMbl - WMEHOBAHHBIM  3/1eMeHT
CUCTEeMHOr0, TIPUK/IaJHOTO WX armapaTHoro obecrieueHusi ¢yHKLIMOHUPOBAHUS
MH(OPMAaLMOHHOW CHUCTEMBI.

CrnenuajbHble KaTeropuM IMeEepPCOHA/TbHBIX [AAHHBIX - IepCOHa/bHbIe
JlaHHbIe, Kacarolecs: paCoOBOW, Hal[MOHAIbHOW MPUHA/JIEXKHOCTH, MOTUTHYECKUX
B3IJIS1/]OB, PEJIMTHO3HbIX WU (HUIocopcKux yOeKIeHW, COCTOSTHUS 3/10POBbsSl U
MHTUMHOW )KU3HU CyOBbeKTa MepcoHaIbHbIX JJaHHbIX.

CpeacTBa BBIUMC/IUTE/TbHOM Te€XHUKHM - COBOKYITHOCTb TNPOrPaMMHBIX U
TEXHUUECKAX  JJIeMeHTOB  cucTeM  00pabOTKM  J@aHHBIX,  CIOCOOHBIX
(YHKLIMOHMPOBATh CaMOCTOSITE/IbHO U/ B COCTaBe [IPYTUX CUCTEM.



Cy0bekT pgocryna (Cy0BeKT) - JMI[0 WM TIPOIecc, AeHCTBUS KOTOPOTo
perjiaMeHTUPYIOTCS TIPAaBU/IaMK pa3rpaHUyeHust JOCTyma.

TexHuueckuil KaHa/l yTe4Kd HUH(POPMALMH - COBOKYITHOCTh HOCHUTE/ISI UH-
dopmarmu (cpeacTBa 00pabOTKM), (hHU3UUECKOM Cpebl pacIpoCTpaHeHusT HHPOP-
MaTUBHOTO CWTHajla W CPeACTB, KOTOPbIMU [OObIBaeTcs  3allfuiliaeMast
HMH(OopMarusi.

TpaHcrpaHnuHass mnepejadya TMepPCOHAJbHBIX [AHHBIX - T[lepejaya
MepPCOHA/IbHLIX  JIaHHbIX  OreparopoM uepe3 ['oCcyJapCTBeHHYHO TpaHUILY
Poccutickoii  defepaliu  opraHy  BJAaCcTM  WHOCTPAHHOTO  TOCY/IapCTBa,
br3uUeCcKoMy WM FOPUANUECKOMY JIMIY MHOCTPAHHOTO rOCyJapCTBa.

Yrpo3sl 6€30MacCHOCTH MePCOHA/TBHBIX JAHHBIX - COBOKYITHOCTD YC/IOBUH
1 (aKTOpPOB, CO3/AIOIIMX OMACHOCTh HECAHKI[MOHMPOBAHHOTO, B TOM YMC/Ie
C/Iy4aliHOTO, [JOCTYTa K TepCOHa/IbHbIM /IaHHbIM, Pe3yJ/IbTaTOM KOTOPOTO MOJKeT
CTaTb YHUUTOXKeHUe, W3MeHeHre, 6/I0OKUPOBaHKe, KOTTMPOBaHKUe, paclipoOCTpaHeH e
TIePCOHA/IbHBIX JIaHHBIX, a TaK)Ke MHBIX HEeCAHKIIMOHWPOBAHHBIX /IeMCTBUM TIPU UX
06paboTKe B MH(MOPMAI[MOHHOM CHCTeMe TIepCOHA/IbHBIX JaHHBIX.

YHUUTO)XXeHHe TepPCOHA/TbHBIX J[aHHBIX - [elCTBUs, B pe3y/bTare
KOTOPBbIX CTAaHOBUTCS HEBO3MOKHbIM BOCCTAHOBUTBH CO/iepP)KaHUe MepCOHATbHBIX
JaHHbIX B WHGMOPMALIMOHHONW CHUCTeMe T[IepCOHA/bHbIX JaHHbIX W (WIU) B
pe3y/ibTaTe KOTOPbIX YHHUUTOXKAIOTCSI MaTepuaibHble HOCHUTETH TMepCOHaTbHBIX
JlaHHBIX.

YTeuka (3amminaeMoii) uH(oOpMalUuM MO0 TeXHHUECKMM KaHajlaM -
HEKOHTPOJIMPYeMOe pPacrlpoCTpaHeHWe WH(OpPMAalMd OT HOCUTeNs 3alluillaeMoun
vHpopMaluu  yepe3  (U3MUYECKYyH0 Cpely [0 TeXHHUeCKOro CpejcTBa,
OCYIIIeCTB/ISIFOIIero TepexBaT UHGOPMaLUH.

Ysa3BuMocTb - C/1ab0OCTh B CpeJCTBAaX 3allldThl, KOTOPYIO MOKHO
VICTI0/1b30BAaTh /1Jis HApYILLeHUs] CUCTeMbI WM COJieprKalllelicsl B Hell MH(opMaLvHy.

IenocTHocTh MHGOPMALMU - CIIOCOOHOCTH CPE/ICTBA BBLIUMCIUTETHHOU
TeXHUKW WM aBTOMAaTU3WPOBAHHOM CHCTeMbI oOecrieurBaTh HEW3MEHHOCTDb
vHbOpMaI[Mi B YCAOBUSIX C/Iy4allHOTO W/WIM TIpeJIHAMEPEHHOI0 UCKaXKeHUsI
(pa3pyiuenus).



OBbO3HAYEHMNSA 1 COKPAIIEHUSA

ABC - aHTUBUpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3UpOBaHHOE pabouee MeCTO

BTCC - BcmoMorare/ibHble TeXHUUYeCKre CpeJCTBa U CUCTeMbI
VCITIn - uHdopMalMioHHas CUCTeMa IepCOHa/IbHbBIX JaHHBIX
K3 - KoHTpo/mpyemas 30Ha

JIBC - yi0KasibHas BbIYMC/IATE/IbHAs CeTh

MO - mexxceTeBOM 5KpaH

HC/I- HecaHKLIMOHUPOBAHHbIM JOCTYTI

OC - onepaliioHHasi CUCTeMa

[1/1H - mepcoHa/bHBIe JaHHbIe

[TMB - nporpaMmMHO-MaTeMaTUUeCKOe BO3/IelCTBHUE

[1O - nmporpaMMHOe obecrieueHue

[ISMUH - nobouHbIe 37IeKTPOMarHUTHbIE U3TyUeHUsI U HABOAKU
CA3 - cucrema aHa/v3a 3allUIeHHOCTH

C3MU - cpepacTBa 3ai{yThl ”HOOPMAaLUU

C3I1H - cuctema (moiCUCTeMA) 3allUThl TTIePCOHATBHBIX TaHHBIX
COB - cucrema 06Hapy>KeHHs1 BTOP>KEHHM

TKYU - TexHuueckue KaHa/bl yTeukd HH(POpMaLiuu

YBII/JH - yrpo3sl 6€301acHOCTH MepCOHAMBHBIX JAHHBIX



BBEJAEHHWNE

Hactosiijasi [Tonmutrka wHGOpMaI[MOHHON Oe3omacHOCTH Tpu paboTe ¢
NepcoHaMbHBIMU [IaHHBIMM B HiKHecalJUHCKOM TOpPOJCKOW TeppUTOpHUa/bHOM

n3bupaTenbHOM Komuccuu (gasee - [losmuTuka) sB/AseTcS  OMUIMA/IBHBIM
JIOKyMEHTOM.

[TosmTka  pa3paboTaHa B~ COOTBETCTBMM  C  TpeDOBaHUSMH,
yCTaHOBJIEHHbIMU:

denepanbHbiM 3ak0HOM 0T 27.07.2006 Ne 149-d3 «0O6 wunHdopmarimy,
MH(OPMAaLMOHHBIX TEXHOJIOTHUSIX U O 3allyTe MH(OPMaLUn»;

®epepanbHbiM 3aKOHOM 0T 27.07.2006 Ne 152-®3 «O mnepcoHaabHbIX
JAaHHBIX»;

rioctaHoB/ieHueM [IpaButenbcTBa Poccuiickor ®@egepaiiyn oT 01.11.2012 Ne
1119 «O06 yTBepxgeHUM TpeOOBaHWU K 3all[uTe TepPCOHAMBHBIX JAHHBIX MMPHU UX
ob6paboTke B MHPOPMALMOHHBIX CCTeMaX MepCOHATbHBIX JAHHBIX»;

noctaHoBsienrem [lpaButenbctBa Poccurickon ®epepanuu ot 15.09.2008
Ne 687 «O6 yrBepkaeHUn monoxeHuss 00 ocobeHHOCTSX 00pabOTKU
MepCOHANMbHBIX ~ JAHHBIX, OCYIIeCTB/sieMOM 0e3 UCIOMb30BaHUSI  CPEeZCTB
aBTOMaTU3aLUun»;

noctaHoBsieHrem [IpaButenbctBa Poccurickou @epepanuu ot 21.03.2012
Ne 211 «O6 yTBepXKAeHWHM IIepeUyHs Mep, HallpaB/eHHbIX Ha obecrieueHue
BBITIOJTHEHUST 00si3aHHOCTel, MpeAycMOTpeHHBIX @efepasbHbIM 3aKOHOM  «O
MepCOHATbHBIX [AAHHBIX» U MPUHSITHIMHA B COOTBETCTBUM C HMM HOPMAaTUBHBIMU
MpPaBOBbIMM aKTaMH, OIepaTopaMH, SB/SIOLMMUCS TOCYAApCTBEHHBIMUA WA
MYHULIUMAIbHBIMUA OpPTraHaMm»;

nipuka3zoM ®@CTIK Poccum ot 18.02.2013 Ne 21 «O6 yTBepkaeHnu CocraBa
W CO/lep)KaHUsl OpPraHM3alMOHHBIX U TeXHUUeCKUX Mep TI0 obecrieueHuro
6e30macHOCTU TepCOHANbHBIX JaHHBIX MPU WX 00paboTke B WH(POPMALIMOHHBIX
CUCTeMax IepCOHA/IbHBIX TaHHBIX»,

nipuka3zoM @CB Poccuu ot 10.07.2014 Ne 378 «O6 yTBep>kKAeHUM COCTaBa U
Cofiep)KaHUsl OpraHW3al[MOHHbIX M TeXHWYeCKMX Mep Ti0 obecrieueHUIO
6e30macHOCTU TepCOHANbHBIX JaHHBIX MPU WX 00paboTke B MH(OPMALIMOHHBIX
cucreMax IepCOHA/IbHBIX JJ@HHBIX C VICTI0/Ib30BaHKEM CpesCTB
KpunTorpauueckoi 3aiutbl WHGOpPMaI[MK, HeoOXOAWMBIX [Jisi BBITIOJIHEHUS
ycTaHoB/IeHHbIX [IpaBuTenscTBoM Poccuiickont ®epepaiiyiy TpeOOBaHUH K 3aIldTe
MepPCOHAJIbHBIX JaHHBIX JJ151 KaXKZ0ro U3 YPOBHEH 3all[UIeHHOCTH»;

MeTroauueckUMA ~ peKOMeHJalusiMM  TI0  pa3paboTKe  HOPMAaTHBHBIX
MIPAaBOBBIX AKTOB, OTIPEEJISIOIINX YIPO3bl 0€301MacHOCTH MepCOHATbHBIX aHHBIX,
aKTyajibHble TIpU 00paboTKe TepCOHANMbHBIX [JJaHHBIX B HWH(POPMAaIJMOHHBIX
CUCTeMaxX [epCOHAJIbHBIX [AHHBIX, SKCIUIyaTUPYeMbIX TIPU OCYILeCTBIEHUA
COOTBETCTBYIOLLIUX BUJOB [eATeJbHOCTH, YTBEPXKAEHHbIMU pPYKOBOACTBOM 8



Lentpa ®Cb Poccum 31.03.2015 Ne 149/7/2/6-432.

B TlomuTtuke oripezneneHbl TpeboBanuss K rmepcoHany WCII/IH, cTereHb
OTBeTCTBEHHOCTU  T[lepCOHajga, CTPYKTypa UM  HeoOXOAUMBbIA  ypOBeHb
3alUIeHHOCTH, CTaTyC U  [JJO/DKHOCTHble  O0SI3aHHOCTU  COTPY/HUKOB,
OTBETCTBEHHBIX 3a o0ecrieueHre 6e30MacHOCTH MepcoHaIbHBIX AaHHbIX B UCIIAH
HiwkHecanIMHCKOM TOpPOACKOM TeppUTOpHanbHOW M30HpaTeNbHOM KOMHCCHU
(manee — Komuccus).

1. OO1Me mo/TI0KeHHs

Llenvto Hactosimiedt [lomutuku siBisieTcss  obecrieueHre 6e30rMacHOCTH
00BeKTOB 3amuThl KoMuccuu oT BceX BHJOB yrpo3, BHEIIHWX W BHYTPEHHUX,
YMBIIIJIEHHBIX W HeTlpeJHaMepeHHbIX, MUHAMH3ALUs yijepba OT BO3MOKHOM
peanu3aiuu yrpo3 6e3onacHoctd [10u (YBITIH).

be3omacHOCTb MepCOHA/NbHBIX [JaHHBIX JOCTUTAeTCsl IMyTeM MCK/IHYeHUs
HeCaHKIIMOHUPOBAHHOTO, B TOM YMC/e C/Iy4alHOro, [OCTyrna K MepCOHa/IbHbIM
JJaHHbIM, pe3y/JbTaTOM KOTOPOTO MOXXeT CTaTb YHUUTOXEHWEe, W3MeHEeHUe,
6/10KMpOBaHKe, KOITUPOBaHKe, PaclpoCTpaHeHHe TIepCOHA/IbHBIX JaHHBIX, a TaKKe
VHBbIX HECAHKI[MOHWPOBAHHBIX 1€MCTBUM.

WudbopMaiyst ¥ CBsi3aHHbIEe C Hel pecypcChbl JO/DKHBI OBITbH ZOCTYIHBI IS
aBTOPU30BAaHHBIX MOJIb30BaTe/ied. [JO/DKHO OCYLIeCTB/ATBCS CBOEBPEMEHHOe
oOHapy>keHHe 1 pearupoBaHue Ha Y BIT/IH.

HO/KHO — OCYILeCTBASATbCS — MpefOTBpallleHre  MNpeJHAMEePEeHHbIX WU
C/Ty4alHbIX, YaCTUYHBIX W/IM MOJIHBIX HECAHKI[MOHWPOBAHHbBIX MOAUGMUKALMNA WU
YHUUTOXXEHUS JaHHbIX.

CoctaB 00BEKTOB 3all[UThl TIpeficTaBjieH B «llepeuHe TiepCOHA/IBHBIX
JAHHBLIX, OOpabaThiBaeMbIX B HiDKHecanAWMHCKOM TOPO/ICKOM TeppPUTOPHATBHOM
n30MpaTe/lbHOM KOMHCCHMM B CBSI3M C peanM3arjied Ciay»KeOHbBIX (TPYZOBBIX)
OTHOILIEHUM, a TaK)Ke OCYILeCTB/IEHUEM rOCY/1apCTBEHHBIX (DYHKLIWM.

Cocrap MCII[JH mnopgnexaiux 3auudre, TipefacrtaBieH B «llepeune
MH(OPMAaI[MOHHBIX CUCTEM TIePCOHA/bHBIX [JaHHbIX B  HwwkHecanguHCKOU
TOPO/ICKOM TepPUTOPHAIbHON N30MpaTeTbHON KOMUCCHI.

2. O61aCcTh JeHCTBHA

TpeboBanust  Hactosiiiiel  TTOJIMTMKK ~ pacrpOCTPaHSIIOTCS  Ha  BCeX
coTpyAHUKOB Komuccuu (IIITaTHBIX, BPEMEHHBIX, PabOTaroIMX 10 KOHTPAKTYy U
T.I1.), @ TAK)Ke BCeX MPOYMX JiUL] (MMOAPSAAUMKU, ayJUTOPHI U T.I1.).

3. Cucrema 3a1UThI IEPCOHA/IbHBIX JAHHBIX

OOGecrnieueHrie 06e30MaCHOCTA TEPCOHAMBHBIX [JAaHHBIX [OCTHUTAETCS, B
YaCTHOCTU:
orpezie/ieHHeM yrpo3 0e30MMacHOCTH TepCOHA/BHBIX [JaHHBIX TIPU  HX



00paboTKe B UH(POPMAILIMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX;

NpUMeHeHWeM OpPraHW3alMOHHBIX M TeXHUUeCKUx Mep 1o obecrieueHuto
6e30MacHOCTU TIePCOHALHBIX AAHHBIX MpU X 00paboTke B HMH(OPMAI[OHHBIX
CHCTeMax TepCOHANMbHBIX JAaHHBIX, HEOOXOANMBIX ZIJisl BBIITOTHEHHs TpeOoBaHUM K
3all[UTe TI€PCOHANbHBIX  JAHHBIX, HCTIOJHEHWe KOTOpPhIX  obecrieurBaeT
yCTaHOBJ/IEHHbIE [IpaBUTE/ILCTBOM Poccuiickon depepauyu YPOBHU
3aLMIEHHOCTU MepCOHaIbHbBIX JaHHbIX;

TPUMEHeHUeM MpOoLIeIINX B YCTAHOBIEHHOM TOPsSiIKe MPOLelyPy OLIEHKH
COOTBETCTBUSI CPE/ICTB 3alllUThl MH(MOPMaIU;

OlleHKOM (P ¢deKTUBHOCTU TPUHUMAaeMbIX Mep TI0  00ecrieueHUIO
0e30ITacCHOCTM  TIE€PCOHAMBHBIX  JIAaHHBIX [0 BBOJA B  JKCIITyaTaIUiO
MH(OPMAaIIMOHHOM CUCTeMbI TTepCOHATbHBIX JJaHHBIX;

y4eTOM MalllMHHBIX HOCUTe/IeU MepPCOHA/IbHBIX JJaHHBIX;

obHapy>xeHHeM (PaKTOB HeCaHKI[MOHMPOBAHHOTO ZOCTYTIa K TePCOHATbHBIM
JlaHHBIM W TIPUHSATHEM Mep, B TOM UHCIe Mep TII0 OOHapyXeHHIo,
NpeAynpexXJeHUI0 W JIMKBUJALMM TIOC/TEe/ICTBUA KOMITBIOTEPHBIX aTakK Ha
MH(OpPMaIIMOHHbIE CHUCTEeMbl MEePCOHA/IbHBIX [aHHbIX W [0 peardpoBaHUI0 Ha
KOMITbIOTEPHbIE UHIUEHThI B HUX;

BOCCTAHOB/IEHMEM TI€PCOHA/TbHBIX [JaHHBbIX, MOAU(PUIMPOBAHHBIX WU
YHUUTOXXEHHBIX BC/Ie/ICTBHE HECAHKIIMOHUPOBAHHOTO JOCTYIIa K HUM;

yCTaHOBJIEHWEM  TpaBWI  JOCTyra K  [epCOHA/IbHBIM  JJaHHbBIM,
obpabaTbkiBaeMbIM B MH(POPMAI[MOHHOM CHCTeMe TMepCOHATbHBIX IaHHBIX, a TaKKe
obecrieueHreM peTMCTpPAllMd Y ydeTa BCeX [JEeWCTBUM, COBepIaeMbIX C
MepPCOHA/IbLHBIMU JAaHHBIMUA B MH(POPMALIMOHHOM CUCTEMe MepCOHabHbIX JaHHbIX;

KOHTPOJIEeM 3a TIPUHMMAaeMbIMM MepaMd I0 obecrieyeHH0 6e3011acHOCTU
MepCOHAbHBIX [AAHHBIX W YPOBHSI 3allUILIeHHOCTH WH(POPMAL[MOHHBIX CUCTEM
MepPCOHA/IbHBIX JJaHHBIX.

Cucrema 3ammThl MepcoHanbHbIXx AaHHbIX (C3I1[IH), cTpouTCs Ha
OCHOBaHWH:

AKTa BHYTpEHHErOo KOHTPOJII COOTBETCTBHSI 00pabOTKM TiepCOHa/IbHBIX
JJaHHBIX.

[TepeuHsi TilepCOHa/bHBIX [JaHHBIX, 0OpabaThiBaeMbiX B HipkHecanauHCKON
rOpO/ICKOM TeppPUTOPHAIbHONW M30MpaTe/lbHOM KOMHCCHH B CBSI3W C peanm3aleit
CITy>KeOHBIX (TPyAOBBIX) OTHOILIEHUH, a  Takxke OCYyILleCTB/IeHUEM
roCyJJapCTBEHHbBIX (DYHKI[WH;

AKTOB KacCU(pUKaLIMU UHPOPMALIMOHHBIX CUCTEM TePCOHAJIbHBIX [JaHHBIX;

Mogenu yrpo3 6e30macHOCTH TlepCOHANbHBIX JaHHbIX;

MaTtpullbl AOCTyna MO/b30BaTe/ield K 3aljuilaeMbiM HH(OPMalMOHHBIM
pecypcam UCIIH;

PykoBogsiux gokymeHtoB @CTOK Poccun u ®CB Poccum.

Ha ocHOBaHMU 3THX [JOKYMEHTOB OIIpejiefisieTcss HeoOXOAUMbIN ypOBeHb



sammiieHHocty [1/IH kaxzaor WCII[AH Komuccuu. Ha ocHoBaHWMM aHanu3a
aKTya/lbHBIX yrpo3 6e3omacHoctu [1/JH ommcanHoro B Mojenu yrpos, [eaeTcs
3aK/iloueHue 0 HeoOXOJUMOCTU WCIIO/b30BaHUSI TEeXHUUECKUX CpeACTB U
OpPraHW3allMOHHBIX ~MEPOIpHATHN A/ obecreueHust Oe3oracHoctd  [1/IH.
BriOpaHHble HEOOXOAMMbBIE MEpOTIPHUSATHSI OTpaXkaroTcsa B «CocTaBe Mep 3all[UThI
MH(OPMAaLMOHHBIX CUCTEM MePCOHATbHBIX JAHHBIX.

HOns UCITIH no/mokeH ObITh COCTaB/IEH CIMCOK HCIO/b3yeMbIX TeXHUUECKHUX
cpeactB 3aumthl (#anee - CIMCOK), a Tak ke TMpOrpaMMHOro obecrieueHws,
yuacTBytoiriero B oopabotke I1/]H, Ha Bcex 3memenTax UCIT/JH:

APM nonw3oBareneu;

CepBepa NpuIoKeHUH;

CYb[;

['panuuet JIBC;

KaHanoB miepejjaun B ceTH 0011lero T0J1b30BaHus U (W/IM) MEXKIyHapOJHOTO
oOMeHa, ec/iu o HUM riepeaaroTcs [1/1H.

B 3aBucumoctu ot ypoBHs 3awuirieHHOCTU MCIIIH U akTyasbHBIX yIrpos,
C3IIJH MOyKeT BK/ItOUaTh Caeyrolie TeXHUYeCcKie cpefCcTBa:

aHTUBUPYCHBIE CPeJICTBA [/l pabOUnX CTaHI[UM IM0/Ih30BaTe el U CepBepOB;

CpeACTBa MeXXCeTEBOT0 3KPAHUPOBAHUS;

cpeAcTBa KpunTorpaduueckKor 3allldThl MH(OpPMAalMM TpU  [epejaue
3aluiaeMor MH(GOpMalUK Mo KaHa/iaM CBSI3U.

Tak >Xe B CIIUCOK [IOJDKHBI OBITh BK/IFOUEHbl (DYHKIUM 3alllUThI,
obecrieurBaeMble INTaTHBIMHA CpeAcTBaMH 00paboTku II1/IH omeparuoHHBIMU
cucteMmamu (OC), mnpuknagaeiM  [I0 ¥ crenuanbHBIMHA — KOMILJIEKCAMU,
peann3yrIUMK CpefcTBa 3alnThl. CrIMCOK (DYHKLMM 3alMThl MOXKET BKJIFOUATh:

yrpaBJ/ieHWe U pa3rpaHuYeHre JOCTYIIa MoIb30BaTenel;

perucTpaiio U yueT AelcTBUM ¢ uHhopMalyel;

obecrieyeHue 1[e/IOCTHOCTH JAAHHBIX;

obHapy>keHHe BTOP>KEeHUH.

COMCOK WMCIIOIb3yeMbIX TeXHUUeCKUX CpeACcTB oTpaxkaercsi B «Iliane
MEpOTIPUATUIM TI0 00ecreueHUI0 3allUThl TE€PCOHATBHBIX AAHHBIX». CIHCOK
VICIIO/Ib3YeMbIX CPEZCTB JO/DKEH MOJJepPKUBAThCS B aKTyalbHOM COCTOAHUU. [Ipu
W3MEHEeHUU COCTaBa TEXHUYECKUX CpeACTB 3aluThl Wiu 3jemeHTOB WCIIIH
COOTBETCTBYIOII[IE€ W3MeHeHUsI [JOJ/DKHBI ObITh BHeceHbl B CIIMCOK U YTBEPKJEHbI
npefcenatesieM 36upaTenbHoON Komuccuy CBepaioBCKON 0071aCTH WK JIULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3aiiuThl [1/]H.

4. Tpeo6oBanus K nogcucremam C3I1/{xn

C3I1/JH Bk/ItOUaeT B cebst creiyroIue MoiCUCTeMbI:
yIpaBJ/IeHUs JOCTYIIOM, PETUCTPALIUM U yUueTa;
obecrieueHUs 1[@/IOCTHOCTU U IOCTYITHOCTY;



AHTHBUPYCHOM 3allUThI;

Me)KCeTeBOI0 3KPaHUPOBAaHUS;

aHa/M3a 3alyIeHHOCTH;

oOHapy>kKeHUs] BTOP>KeHHH;

KpUITTOrpauueckoi 3ailuThl.

[Togcuctembl C3I1/IH uMerOT pa3nuuHbIA (YHKIIMOHA/A B 3aBUCHMOCTUA OT
kinacca WMCIIIH, ompegeneHHOro B «AKTe KiaacCU(UKalMM WHGMOOPMAaLIMOHHOM
CUCTEMbI TIePCOHABHBIX JaHHbIX». CITMCOK COOTBETCTBUS (DYHKLMN MOJCHUCTEM
C3IIIH knaccy 3aujyIleHHOCTHM TMpeACTaB/ieH B TeXHWYEeCKOM 3a/laHud 110
CO3[IAHUI0  CUCTeMbl 3al[UThl WHGOpPMaIMKM  UH(POPMALIMOHHOM  CHUCTEMbI
MepCOHabHBIX /JaHHBIX.

[MoacucTema ynpap/ieHHs AOCTYIIOM, DeTMCTPAlIMU U yueTa

[ToacucTema yripaBieHUs1 JOCTYIIOM, PeTMCTPALIUM U yuyeTa MpejHa3HaueHa
ISl peaiu3alvu CJeAyomux QyHKLIAM:

HJeHTU(hUKAIIMM ¥ TIPOBEPKU MOJIMHHOCTHA CYyOBEKTOB 0CTyTa MPU BXOZe
B UCII/IH;

WJeHTU(UKAL[MM TepMUHAJ/IOB, Y3/I0OB CeTH, KaHa/lOB CBsI3H, BHEIIHUX
YCTPOMCTB 10 JIOTUYeCKUM UMeHaM;

yJeHTU(UKaIMM TporpaMM, TOMOB, KaTajoroB, (aiisioB, 3amucei, Toseiu
3arMcey 1o UMeHaM;

perucTpaiyy Bxojia (Bbixozia) CyObeKTOB I0CTyTMa B CUCTEMY (U3 CUCTEMbI),
mbo perucTpaliuy 3arpy3Kyd ¥ WHULIMAIW3al[dH OTepaliMOHHOW CHUCTEMBI U ee
OCTaHOBa.

perucTpalMyd TMOMbITOK /[OCTyMa T[POrpaMMHBIX CpefCcTB (TIporpamm,
MpOLIeCCOoB, 3a/iau, 3a/laHUK) K 3alluIljaeMbIM (aitiam;

perucTpaljiy TIOMbITOK JOCTyIa MNpOrpaMMHBIX CpeJICTB K TepMHHasam,
KaHajlaM CBsI3W, ITporpaMMaM, TOMam, KaTajoram, (aiinam, 3arucsM, M0JIsSM
3arnucen.

[ToacucTema yrpaB/ieHUs JOCTYTIOM MOJKET OBITH peasii30BaHa C TIOMOIIIBIO
IITaTHBIX cpeAcTB 00paboTku II/IH (OIeparMoHHBIX CHCTEM, TPHIOKEHWH WU
CYB[). Tak >ke MOKeT ObITb BHEZIPEHO CITel[da/lbHOe TEXHUUECKOe CPeZiCTBO MJIH
HX KOMIIJIEKC, OCYII[eCTB/ISIFOII[He [OTOJHUTEe/IbHbIe Mephl 10 ayTeHTU(PUKALUK U
KOHTponto. Hampumep, mpuMeHeHMe e[WHBIX XPaHWIMIL YUYeTHBbIX 3anucei
T0J/Ib30BaTes e U perucTpaiioHHOM vHbopMaIuu, WCTI0/Thb30BaH1e
OMOMEeTPUUECKUX U TEeXHUUECKHUX (C TIOMOIIbIO 3JIEKTPOHHBLIX ITPOITYCKOB) Mep
ayTeHTU(UKALIUU U IPYTUX.

[ToncucreMa obecreueHus 11eJI0CTHOCTH U IOCTYIIHOCTU

[Togcucrema obecrieueHUs 1[eJIOCTHOCTA U JIOCTYMHOCTH TipeZHa3HaueHa
anst  obecrieyeHUs] 1IeJIOCTHOCTM W AocTynHocTy [1/JH, mporpaMMHBIX U



armmapatHeix cpegctB MCITH Komuccuu, a Tak e CpeACcTB 3alliUThl, [PU
Cy4yaliHOW WM HaMepeHHOU MoAuGbHKal[1H.

ITogcucrema peanu3yeTcs C  TOMOLLBHO — OpraHM3alid  pe3epBHOrO
KOTTMPOBaHUsI 00pabaThiBaeMbIX [JaHHBIX, @ TaK K€ Pe3epPBHUPOBAHNEM KJTFOUEBBIX
snemeHToB CII/IH.

Iloacucrema dHTHUBHPY CHOM 3dIIThI

[TogcucTeMa aHTHMBUPYCHOM 3allliThl TIpefiHa3HaueHa /s obecrieueHust
AHTHMBUPYCHOM 3a1uThl cepBepoB U APM nosib3oBaTtenent UCIT[Ixn Komuccum.
CpenctBa aHTUBHMPDYCHOW 3alllUThl  MpeJHAa3HAueHbl [JI1  peajv3alyud
C/IeAYIOLMX (PYHKLIMIA:
pe3u/IeHTHbIM aHTUBUPYCHbI MOHHUTOPUHT;
AHTUBHPYCHOE CKaHUPOBAHUE;
CKpPUNT-0/IOKUPOBaHUE;
LIEHTPa/IM30BaHHOM/ yaIeHHOMN YCTaHOBKW/[IeUHCTAISLIUU
aHTUBUPYCHOI'O  TpPOAYKTa, HACTPOWKH, aJMWUHHUCTPUPOBAHUS,
ITPOCMOTpPa OTYETOB M CTaTHUCTHUeCKOH wuH(opmaruu 1o pabote
MPOJYKTa;
aBTOMATHU3UPOBAaHHOTO OOHOB/IEHUS] AHTUBUPYCHBIX 0a3;
OrpaHAuYEeHUs MIPAB M0JIb30BaTe I Ha OCTAaHOBKY UCTIOJ/IHSEMBIX 3aZiay
Y U3MeHEeHHsI HaCTPOeK aHTUBUPYCHOTO TIPOrPaMMHOTO 00ecrieueHus;
aBTOMaTHMYeCKOro 3alycka HeroCpeJCTBEeHHO TI0C/ie  3arpy3Ku
OMNepalMOHHON CUCTEMBL.
[ToacucTema peanu3yeTcs MyTeM BHe/IpeHUS CreliMaJbHOIO aHTUBHUPYCHOTO
MpOrpaMMHOTO o0ecrieueHus Ha Bce 3nemeHThl UCIIIH.

[ToacrcTemMa Me)KCeTeBOro SKpaHUDOBAHKUS

[ToacrcTema MeXXCeTeBOrO SKpaHMPOBaHUS TMpeJiHa3HaueHa i peaiv3aluu
C/IeAYIOLIMX (PYHKLIMIA:

(buIbTpaLMKM OTKPLITOrO U 3alMppoBaHHOTO (3aKphIToro) IP- Tpaduka;

(¢UKcaMM BO BHYTPEHHMX JKypHajaX HWH(OpMaUyMd O TMPOXOASIIeM
OTKPBITOM U 3aKpbITOM IP-Tpaduike;

YJeHTU(YKaLMKU U ayTeHTU(UKALMK aJMUHHACTPaTOpa Me)XCeTeBOro SKpaHa
TIPU ero JIOKa/IbHBIX 3arpocax Ha JOCTYTI;

perucTpanuyd Bxoja (BbIXOZia) aJMMHHCTpPATOpa MEXXCETeBOrO 3KpaHa B
cucteMy (M3 CHCTeMBI) JHUOO 3arpy3Kd W HWHUI[HATW3ALMM CHUCTEMBI M ee
MPOrpaMMHOT'0 OCTaHOBa;

KOHTPO/JIsI LIeJIOCTHOCTH CBOEM MpOorpaMMHOM 1 MH(OPMAaI[MOHHOW YacTy;

bunbTpal[ii  MaKeToB  CAY)KeOHbIX  TIPOTOKOJIOB,  CAyXKaIlUX IS
VMArHOCTUKH U yTIpaB/ieHUs1 pab0TOM CeTeBbIX YCTPOUCTB;

(UIbTpallMM C y4eTOM BXOJHOTO M BBIXOJHOI'O CeTeBOro WHTepderica Kak



Cpe/iCTBa TIPOBEPKHU TO/[/TMHHOCTH CETeBbIX a/IpeCOB;
PErucTparyy ¥ yJeTa 3arnpaririBaeMbIX CePBHUCOB TIPUK/IAJIHOTO YPOBHS;
6/I0KMpOBaHUs IOCTyMa HeWJeHTHU(MUIIMPOBAHHOTO 00BheKTa WU CyOBheKTa,

TO/ITMHHOCTh KOTOPOTO TpH ayTeHTHU(HUKALMKA He TOATBepAW/Iach, MeTO/aMU,

YCTOWUMBBIMU K TI€PEXBary;

KOHTPOJISI 32 CETeBOM aKTUBHOCTBHIO TIPUIOXKEHUM U 0OHAPY>KEHUS CeTeBBIX
aTak.

[MogcucTtema  peanu3yeTcss — BHeJpeHMEM  MPOTrpaMMHO-arapaTHbIX
KOMIIJIEKCOB MeKCeTeBOr0 SKpaHMPOBaHus Ha rpanulie JIBC, kjiaccom He HUXe 4.

HOQCI/ICTEMa dHa/IM3d 3dl1HUIIEeHHOCTH

[TogcucTema aHa/mM3a 3allMIEHHOCTH [0/DKHA obecrieurBaTh BbIsIB/IeHHE
ySI3BUMOCTeM, CBsi3aHHBIX C oirbkamu B KoHpuryparuu [10 UCIIIH, KoTopbie
MOTYT OBITb UCI0/Ib30BaHbI HApYIIUTe/eM /Jisl pean3aliiy aTaku Ha CUCTeMY.

@OyHKIMOHAM TIOACUCTEMbI MOKeT ObITh pean30BaH MPOTPAMMHBIMU U
TIpOrpaMMHO-arrapaTHbIMU CpeICTBaMU.

[MoacrcreMa o6Hapy>KeHHs BTODKeHUH

[Togcucrema obHapyKeHUs] BTOP>KeHHM /I0/KHA obecrieunBaTh BbisiB/IeHHE
ceTeBbix arak Ha 3neMmeHTbl WCII[H, mTOAK/IIOUEHHbIE K CeTsM 0OIIero
T10/1b30BaHus U (W) MeKIYHAPOJHOTO 0OMeHa.

@OyHKIMOHAM TIOACUCTEMbI MOKeT OBbITh peann30BaH MPOTPAMMHBIMH U
IporpaMMHO-arrapaTHbIMU CpeiCTBaMU.

Iloacucrema K[}HHTOF[}&Q}H‘—IQCKOf/i 3dIIUTHI

[Toacuctema  KpunTorpauueckol — 3aluThl  TpeAHa3HaueHa IS
uckmouenuss HCJl k 3amumiaemoird uHdopmaumyu B MCITJH Komuccuu mipu ee
repefaue 10 KaHajlaM CBsi3U  ceTeid  00IIero moJib30BaHUS W (W/IH)
MeXXZyHapOHOTo oOMeHa.

[Togcuctema peanusyeTcsi MyTeM  BHEADEHUs  KPUNTOrpa(uuecKux
TIPOrpaMMHO-arapaTHbIX KOMI/IEKCOB.

5. ITonb3oBaren ICIIIH

B MUCIIJu Komuccud MOXKHO  BBIJENWTH  C/Ie[yIOLe  PYIIIbI
T10/Ib30BaTe/ e, yUacTBYHOIIMX B 00paboTKe 1 XpaHeHuu I1/1H:
Anmvunuvctpatopsl UCITH;
AJMUHUCTpATOPhI 6€30MacHOCTH;
Onepatopel APM,;
AnmunuctpaTtopsl cetu NCIIT/H;
TexHUUeCKHWe CHeLUaTuCThl 10 OOCTY)KUBAaHUIO TepudepuitHOTo
00opy10BaHMUsI.



[aHHple o0 rpynmax [O/7b30Baresix, YpPOBHE UX [JOCTyna U
MH(GOPMHPOBAHHOCTU  JO/DKHBI  ObITH  OTpakeHbl B~ MaTpulle  [OCTYyIa
M0JIb30BaTe/ el K 3aluiliaeMbIM HH(POPMaLMOHHBIM pecypcaM.

ApmunurctpaTtop UCITIH

Apmvunuctpatop  UCIIAH,  cotpygHuk  Kommccum (Wi uHOe
yIOJTHOMOUEHHO€e JIMII0), OTBeTCTBEHHBbIM 3a HACTPOWKYy, BHeJ[peHhe U
conpoBoxkaeHre MWCII[JH. OO6ecrieunBaeT GYHKIIMOHMPOBAHHE TI0/ICHCTEMBbI
ynpasjeHus gocrtyrioM VICII[IH ¥ yno/JIHOMOYeH OCYLeCTB/IATh IIpefoCcTaB/ieHue
W pasrpaHduyeHue J0CTyrna KOHeuHOro nosib3oBaTens (Omnepatopa APM) K
37IeMeHTaM, XpaHsILLUM [1epCOHa/IbHble JaHHbIe.

Apvunauctpatop WCII/IH o06mazaeT c/ieAyomdM YPOBHEM JOCTyIla U
3HAHWU:

obnasaer TmonHOW WH(OpPMaIMel O CHUCTEMHOM U TPUK/IAJHOM
rporpaMmmMHOM obecrieuernu MCIT/IH;

obnamaer ToMHOM MH(OpPMaLMe 0 TEXHHYECKUX CpeACTBaxX U
KoHpurypamu NCIT/IH;

MMeeT JIOCTYIT KO BCeM TeXHUUYeCKUM cpeficTBaM 06paboTku MH(opMaIiiuu u
nanHbiM VCIT/IH;

obnafjaeT mpaBaMy KOH(DUTYpHUPOBAaHUS W aJMUHHCTPATUBHOW HACTPOWKH
TexHuueckux cpencrts UCII/IH.

ApmMuHUCcTpaTop 6e30macHOCTH

AamuHHCTpaTOp 0€30macHOCTH, COTPYAHUK Kowmuccuu (Wim  WHOe
YIIOJTHOMOYEHHOe JIML0), OTBeTCTBeHHbIM 3a (¢yHKUuoHupoBaHue C3I1[H,
BK/IIOYass O0OC/Iy)KMBaHWe W HACTPOMKY aJMHUHUCTPAaTHBHOHW, CepBEpHOM U
KJIMeHTCKOW KOMITOHEHT.

ApmMuHucTpaTop 6e3omacHOCTH 06saZiaeT C/ieAyIOMIUM YPOBHEM JOCTYTIA U
3HaHUMU:

obmnagaer mpaBamu Agmunuctparopa UCIT/IH;

obnazmaeT nosHOM nHbopMarueii 06 UCII/IH;

vMeeT JOCTyll K  CpeACTBaM  3alluTbl  MHGOpPMALUM WU
TPOTOKOJ/IMPOBAHMSA U K UYaCTH K/t0ueBbIX 37ieMeHTOB VCII/IH;

He UMeeT MpaB JOCTyIa K KOHPUTYPUPOBAHUIO TeXHUYECKUX CPe/ICTB
CeTH 3a UCK/IF0UeHreM KOHTPOJ/IbHBIX (MHCIEKIIMOHHBIX).

ApamuHHCTpaTOp 6€3011aCHOCTH YITOTHOMOYEH:

peasii30BbIBaTh TMOMUTUKM Oe3omacHocTH B dYactd HacTtpouiku CK3U,
MeXXCeTeBbIX YKPaHOB M CUCTeM OOHapy>KeHUsI aTakK, B COOTBETCTBUH C KOTOPHIMU
nosib3oBaresb (Omneparop APM) rosiydaeT BO3MOKHOCTh pPaboTaTh € 3/ieMeHTaMu
NCIIOx;



OCYLLECTBJ/ISITh ayIUT CPE/CTB 3all[UThI;

Onepatop APM

Onepatrop APM - cotpyaHuk Komuccuu (Wid WHOe YHOJHOMOYEHHOe
nuIio), ocyujecTBastomuii  06pabotky II1/JH. OO6pabotka II[IH BK/IHOYaeT:
BO3MOXHOCTb mnpocMmoTtpa IIIH, pyunou BBog IIJH B cucremy WCII/IH,
dbopMUpOBaHHe CMIPAaBOK U OTUYETOB IO HMHQopmaiuu, nonydyeHHou u3z UCII/I.
OmnepaTtop He WMeeT TOJHOMOYMH [Jis1 yTipaB/eHUs MozacucreMaMyd o0OpaboOTKu
nannbix v C3I1/0H.

Omneparop VCII[JH ob6naziaeT cyieAyroiyMM YPOBHEM [IOCTYTIA U 3HAHUI:

obnaslaeT BceMM HeoOXOAWUMBIMK aTpuOyTamu (HampuMep, IapojeMm),
06ecreunBarIIMMU JOCTYTT K HEKOTOPOMY TioiMHOKecTBY T1/1H;

pacrioniaraeT KoHhUieHI[MaIbHbIMU JJaHHbIMH, K KOTOPbIM HUMeeT I0CTYII.

A pmvunucrpaTtop cetv UCII/IH

Apmvunuctpatop ceru WCIIH, cotpygHuk Kommccun (i mHOe
yIOJTHOMOUEHHOe JIULI0), OTBETCTBEHHBIM 3a (yHKI[MOHMPOBaHHeE
Te/leKOMMYHUKalMoHHOUW nogcuctembl UCIT/JH. AAMUHHUCTPAaTOp CeTU He MMeeT
MOJIHOMOYMIM  [i/I1  yripaB/eHUs TMoAcucteMamMd 00pabOTKM  J@aHHBIX U
6e30macHOCTH.

AamuHHMCTpaTOp ceTy 06/1a/iaeT CeyIOIMUM yPOBHEM /IOCTYTIAa M 3HAHHI:

ob/aziaeT yacThio MHGOPMALIMK O CUCTEMHOM U MPUK/IaZJHOM MMPOTrPaMMHOM
obecrieuennu VCIT/IH;

ob/1a1aeT YacTbiO MHGOPMAIMKM O TEXHUUECKUX CPeJICTBAaX U KOHPUrypalyu
NCILOx;

uMeeT (QU3MUECKMM JOCTyll K TeXHUYeCKUM CpeficTBaM 00paboTKu
nH(bOPMaIUK U Cpe/ICTBaM 3alllUThI;

3HaeT, 110 MeHbIlIel Mepe, OJJHO JieraJbHOe UM JOCTYTIA.

TexHuuecknii CrielManrCT 1Mo 00CYKMBaHUIO reprudepruitHOro 060pyaoBaHus

TexHUUECKUH CTIEIUA/TUCT TI0 00C/TyKWBaHWIO, COTPYAHMK Komuccuu (wnu
VMHOe YIOJHOMOYEeHHOe JIMI[0), OCYILeCTB/AsieT 00C/Iy)KWBaHWe W HACTPOUKY
nepucdepuiinoro  obopygoBanus MCII[JH. TexHUUeCKWi CreluaaucT TI0
oOcnyxuBaHui0 He wumeeT joctyna K [I/IH, He wWMeeT TIOJIHOMOYMM [/isT
yTipaBJieHus MoZicicTeMaMy 06paboTKY JaHHBIX U Oe301MacCHOCTH.

TexHAUeCKWN Crel[UaucT 10 0OCay)KuBaHUIO 00/afjaeT CieAyouyM
YPOBHEM JJOCTyTa U 3HaHWM:

obnazaeT yacThio MH(GOPMALIMK O CUCTEMHOM U MPUKJIaZJHOM IMPOTrPaMMHOM
obecnieuennu UCII/IH;

ob/afiaeT YacTbIO MH(GOPMAIMKM O TEXHUUECKUX CPeJICTBAaX U KOHPUrypalyu
NCILOx;

3HaeT, TI0 MeHbIlIel Mepe, O/THO JierajbHOe UM I0CTYTIa.



6. TpedoBaHUsA K MepCOHA/Ty MO odecneueHUI0 3amuThI [T/1H

Bce corpygHuku Komuccuu, ssistomuecs rmosib3oBatensmMu  VCITIH,
JO/DKHBI UeTKO 3HaTb M CTPOrO BBINNOJHATH YCTAaHOBJIEHHbIE TIpaBWIa W
00s13aHHOCTH TI0 AOCTYNY K 3alluillaeMbiM 00beKTaM M COOJIFO/IEHUI0 TIPUHSITOTO
pexkumMa 6e3omacHocTd T1/1H.

[Ipy BCTyIIeHWM B [JO/DKHOCTb HOBOTO COTPYAHWKA OH [IO/DKEH OBbITh
03HAKOMJIEH C HeOOXOUMBIMHM JOKYMEeHTaMH, periaMeHTHUDPYIOIUMH TpeboBaHus
no 3ammre II/JH, a Takke oOyueHHMe HaBbIKaM BBLITIOJTHEHUSI TIPOLIEAYD,
HeoOXOUMBIX /111 CAHKI[MOHMPOBAHHOTO MCHob30BaHusa MCII/IH.

CoTpygHUK [o/bKeH OBbITb 03HaKOMJIEH CO CBeJIeHUSIMH HaCTOSILei
[To/TUTHKH, IPUHATBIX TIPOLieAyp paboTsl ¢ dsemenTamu MCITAxH u C3I11H.

CotpysHuku  Komuccuu,  MConb3yrolpe  TeXHUUeCKWe  CpefCTBa
ayTeHTUGhUKALWA, [O/DKHBI 00ecreurBaTb COXPAHHOCTh —WJI€HTU(HHKATOPOB
(2/1eKTPOHHBIX Ktouer) U He gonyckatb HC/] K HUM, a Tak >ke BO3MOKHOCTb HUX
yTepu WM WCMOJb30BaHUS TPeTbMMU JjMLamMu. [losib3oBaresnv  HeCyT
TePCOHA/IbLHYI0 OTBETCTBEHHOCTD 32 COXPAHHOCTh UeHTU(hHKATOPOB.

CotpysHuku Komuccuu [JO/DKHBI C1e[j0BaTh YCTaHOBJIEHHBIM MPOLieAypaM
nojzep>kaHusi pekuma Oe3omacHoctu TI[JH mpu BbibOpe U HCIIO/Ib30BaHUU
napoJieli (ec/id He UCIOJ/Ib3YHOTCSl TEXHUUECKHe Cpe/ICTBa ayTeHTU(hHKALUK).

Cotpyanuku Komuccun [o/DKHBI 0bOecrieurBaTh Ha/JIEXKAI[yH0 3allUTy
obopynoBaHusi, ocTaBisseMoro 6e3 mprcMoTpa, 0COOEHHO B TeX C/IydasiX, KOrja B
ToOMelL[eHre UMEIOT J0CTYIT [IOCTOPOHHMe JivLia. Bce roJib3oBaTenu JO/KHbBI 3HaTh
TpeboBaHusi 1o 6Oe3omacHoctd [I/IH W mpoleAypbl 3alUThl 000PYZOBaHUS,
OCTaB/IEHHOTO 0e3 MPHUCMOTPA, a TAaK’Ke CBOU 00S13aHHOCTH T10 00eCTieueHH 0 TaKok
3aLUTHI.

CoTpysHMKaM 3arpeljaeTcs yCTaHaB/IUBaThb ITIOCTOPOHHee IPOrpaMMHOe
obecrieueHue, TIOJKIIOUATh JIMUHbIe MOOUW/IbHBIE YCTPOMCTBA U HOCUTENU
MH(pOpMal1K, a TaK >Ke 3alMChIBaTh HAa HUX 3allUILaeMyt0 HH(POPMAaLIUIO.

CoTpyAHUKaM 3ampelllaeTcs pasrjaliaTth 3alliyiljaeMyl0 HH(OpMaLuio,
KOTOpasi CTajla MM U3BeCcTHa mpu paboTe ¢ HUH(POPMAIMOHHBIMU CHCTeMaMHU
Komuccuu, TpeTbum muam.

ITpu pabore c ITx1 B UCITJH cotpyaHuku Komuccun o6sizaHbl 06ecrieunThb
OTCYTCTBUE BO3MOKHOCTHU TipocmoTpa [1/JH TpeTbrmu iniamyu ¢ MOHUTOPOB APM
VI TePMHHAJIOB.

IMpu 3aBepiienur pabotsl ¢ UCIIIH coTpyAHUKY 00si3aHbl 3aiuTUTh APM
WA TePMHHAJIBbI C TIOMOIIbI0 OJIOKMPOBKY K/TFOUOM W/ SKBUBAJIEHTHOTO CPeJICTBA
KOHTPOJIs, HarpyuMep, [JOCTYTIOM [0 TIApOJIF0, eC/M He WCIOJb3yITCs 0Oosee
CUJIbHBIE CPeZCTBA 3alLUThI.

Cotpyauuku Komuccuu [0/DKHBI ObITH TTPOMH(OPMUPOBaHbI 00 yrpo3ax
HapylileHus: pexkuMma 6e3omacHocty [1/IH U OTBETCTBEHHOCTH 3a ero HapyllleHue.



OHU [0/DKHBI OBITH O3HAKOMJIEHBI C YTBEP)KJeHHOW (hopMasibHOMN TIpolieypoi
HaIOXKeHUs AUCLIUIIMHAPHBIX B3bICKAaHWM Ha COTPYHUKOB, KOTOpPble HApYIIWIA
TIPUHSATBIE TIOJIMTUKY U TIpoLieyphl 6e3omnacHocty [1/IH.

CoTpyaHuku 00s13aHbI 6e3 pome/iieHus1 coob11jaTh 000 Bcex Hab/M0jaeMbIX
WA TIO[03pUTeNbHBIX ciaydasx paborel VCIIIH, Moryimx mo/edb 3a co0oii
yrpo3bl  6e3omacHocty [I[JH, a Takke O BbIIBJI€HHBIX MMM COOBITHUSIX,
3aTparvBawoiyx Oe3omnacHocTh [1/1H, pYKOBOJCTBY TOJpa3fiefieHusi U JIULY,
OTBeyYarll|eMy 3a HeMe/[JIeHHOe pearpoBaHye Ha yrpo3bl 6e3omnacHocty [1/1H.

JomKHOCTHBIe 06513aHHOCTH T0J1b30BaTeseit UCII/IH

HomwkHoCTHBIE  00si3aHHOCTHA  Monb3oBarenelt  WCII[IH omMcaHbel B
CeAyroLIUX JOKyMeHTax:

Nuctpykuus agmuauctpatopa UCITIH;

WHcTpykius agMuHKcTpaTopa 6e3omnacHoctu UCTT/H;

WHcTpykuwms nionb3osaress UCII/IH;

WHCTpyKLMS TTO/Ib30BaTe s NPU BOSHUKHOBEHUM BHELUTATHBIX CUTYaLUK;

OTBeTCTBEHHOCTb COTDYJAHUKOB

B cootBeTctBUM cO cTaThe 24 depepanbHOro 3akoHa Poccuiickon
®epepauuu oT 27 uronsg 2006 r. Ne 152-@3 «O mepcoHa/NbHBIX [JaHHBIX» JIMLIA,
BUHOBHbIe B HapylleHud TpeOoBaHWM AaHHOTO PejepasibHOTO 3aKOHa, HECYT
rPaXXJAHCKY, YTOJIOBHYIO, aJMWHUCTPAaTHMBHYI), [AUCLUIUIMHADHYKD W HWHYIO
rpeJlyCMOTPEeHHYO 3aKOHO/IaTeTbCTBOM Poccuiickon depneparum
OTBETCTBEHHOCTb.

HelicTByrolee 3aKoHOJaTeabCTBO Poccurickon @Denepanuu T03BOJISIET
MpeAbsIBISATE TPeOOBaHUS MO obecrieueHHI0 0e30macHOM PabOThI C 3aIUIIAeMOM
vHpopMaliueli UM TpeJlyCMaTpyMBaeT  OTBETCTBEHHOCTb 3a  HapylleHue
YCTaHOBJIEHHBIX TIpaBWI 3KCITyataiud OBM u cucteMm, HermpaBOMEepHBIN JOCTYI
K WHGMOpMALY, eC/TU 3TH JeWCTBUS TIPUBEIM K YHUUTOXKEHHIO, OJI0KMpOBaHHUIO,
MoavduKary uHbOpMallid Wi HapylleHHto pabotel OBM wmu cetei (cTaTtbu
272,273 n 274 YronoBHoro Kogaekca Poccuiickon ®@efepaiiyn).

Apmvunuctpatop WCIIIH w  agMuHHCTpaTop 0€301MacCHOCTA  HECYT
OTBETCTBEHHOCTh 3a BCe JIeMCTBUSI, COBEPIIIeHHbIE OT UMEHU UX YUYEeTHBIX 3amucei
WIM  CUCTEMHBIX  yYeTHbIX  3aluce, ecJid  He  JoKa3aH  ¢akr
HEeCAaHKLIMOHUPOBAHHOTO MCIO0/Tb30BaHUS YUETHBIX 3aICEeN.

[Ipy HapyuieHusix corpygHukamu Komuccuum — mnosib3oBarenssmu VMCITOH
MpaBWI, CBSI3aHHBIX C Oe3oracHOCThIO II/IH, OHM HECYT OTBETCTBEHHOCTh,
YCTaHOBJIEHHYIO JIEMCTBYIOILIMM 3aKOHO1aTe/IbCTBOM Poccuiickort Pegepaliyu.

7. CIIMCOK HUCI0/Ib30BaHHBIX HCTOUHHUKOB

OCHOBHBIMU HOPMATHUBHO-TIPABOBBIMH KU MeTOAUYE€CKHMMHU NOKYMEHTdaMHK, Hd



KOTOpBIX O6a3upyeTcs HacTosias [TosrMTrKa, IBASIOTCS:

®epnepanbHbli 3akoH oT 27.07.2006 1. Ne 152-®3 «O mnepcoHa/lbHBIX
JlaHHBIX», YCTAHABJ/IMBAOIIWNA OCHOBHbIE TIPUHLIUIILI U ycioBusi 06paboTtku I1/1H,
npaBa, 00513aHHOCTH U OTBETCTBEHHOCTb YYaCTHUKOB OTHOLIEHUM, CBSI3aHHBIX C
obpabortkoii [1/1H.

TpeboBaHusi K 3alydTe IepCOHANbHBIX MAAHHBIX TIPU MX 00paboTke B
MH(OPMAI[MOHHBIX ~ CUCTEMax  IePCOHAJbHbIX  JaHHBIX,  YTBEp)KJEHHbIE
rnoctaHoBjieHueM IlpaBuTenbctBa Poccurickor ®egepanmu ot 01.11.2012 r. Ne
1119.

[Toso>kene 06 ocobeHHOCTSIX 00pPabOTKM TepCOHA/BHBIX — /IaHHBIX,
OCyll[eCTB/isieMOM 0e3 HCIOoJb30BaHUsI CPE/ICTB aBTOMATH3al[iH, YTBEP)KIEHHOe
noctaHoBsieHveM [IpaBuTensctBa Poccuiickori @epepaiiud ot 15.09.2008 r. Ne
687.

HopmatvBHO-MeToguueckrie [JoKyMeHTbl ®efepanbHOM  CayKObl 110
TeXHUYECKOMY U SKCIIePTHOMY KOHTpo/it0 Poccuiickon Pepepauuu (ganee —
®CTIK Poccun) mo obecrieuenuto Oe3omacHoctd II/IH mpu ux obpaboTke B
NCITOH:

ba3oBass Mojenb yrpo3 0e30MacHOCTH TIePCOHANbHBIX AAHHBIX TIPU MX
06paboTKe B MH(OPMALIMOHHBIX CUCTEMAaX TePCOHAbHBIX JaHHBIX, YTBEPXKAeHHast
3amecturesieM gupekropa ®CTOK Poccun 15.02.2008 r.

MeToauuecknii IOKyMeHT. MeToiuKa OLIEHKH yrpo3 6e30rmacHoCTd
nHdopmaiuy, yreepxkaeHHbii @CTIOK Poccuu 05.02.2021 1.

IMpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O6 yTBep)KAeHUU
TpeboBanwmii 0 3amyTe MHGOPMALMH, He COCTABJISIOLIUX TOCYJAPCTBEHHYIO TaliHY,
CoZlep>KallXCsl B TOCYZapCTBEHHBIX MH()OPMALIMOHHBIX CUCTEMAX».

IMpuka3z ®CTIK Poccuu ot 18.02.2013 Ne 21 «O6 yrBepkaenuu CocTaBa
U Cofiep)KaHUSl OpTraHM3allMOHHBIX W TEXHUUECKHX Mep Mo obecreveHuio
6e301acCHOCTH TIepCOHA/IBHBIX JJaHHBIX TMPH WX 00paboTKe B MH(OPMAIIMOHHBIX
CHUCTeMax TepCOHA/IbHBIX JAHHBIX».

[Tpuka3 PenepanbHOM CyKObI 6e3ormacHocTy Poccuiickoit ®emepaiiiy OT
10.07.2014 Ne 378 «O6 ytBepkaeHnun CocTaBa M COZiepyKaHUsI OpraHH3aJMOHHbIX
Y TeXHUUYeCKUX Mep I0 obecrieueHHt0 6€30MacHOCTH MepPCOHAMBHBIX JaHHBIX TIPU
ux o60paboTke B WH(POPMALIMOHHBIX CHUCTEMax I[1€PCOHA/LHBIX JIAaHHBIX C
VICTIO/Ib30BaHMEM  CPeJCTB  KpUIITOrpa)Uueckod  3alyMThl  HWH(OpMaLHH,
HeoOXOUMBIX [I7Isi BBITIOJTHEHUWS] yCTaHOBJEHHBIX IIpaBUTe/nbCcTBOM Poccuiickoi
denepaiuu TpeboBaHMI K 3all[UTe TM€PCOHA/ILHBIX [aHHBIX [JISI Ka)KIOro U3
YPOBHEH 3aIlUILIEHHOCTH.

Metoanueckre peKOMeHJAlMK IO pa3paboTKe HOPMATHMBHBIX ITPABOBBIX
aKTOB, ONpeJeJIAIoIIMX  Yyrpo3bl  0e30MacHOCTH  MepCOHA/bHBIX  JJaHHBIX,
aKTyasbHble TIpU 00pabOTKe TIepCOHANbHBIX [JIaHHBIX B WH(POPMALMOHHBIX



CUCTeMax [1epCOHA/IbHBIX [JIaHHBIX, SKCIUIyaTHUPYeMbIX IIPU OCYLeCTB/IEHUU
COOTBETCTBYIOLLIMX BUJIOB [|eATe/IbHOCTH, YTBep KAeHHble pyKOBOACTBOM 8 LleHTpa
@®Cb Poccuu 31.03.2015 Ne 149/7/2/6-432.



	ОПРЕДЕЛЕНИЯ
	ОБОЗНАЧЕНИЯ И СОКРАЩЕНИЯ
	ВВЕДЕНИЕ
	1. Общие положения
	2. Область действия
	3.  Система защиты персональных данных
	4.  Требования к подсистемам СЗПДн
	UПодсистема управления доступом, регистрации и учета
	UПодсистема обеспечения целостности и доступности
	UПодсистема антивирусной защиты
	UПодсистема межсетевого экранирования
	UПодсистема анализа защищенности
	UПодсистема обнаружения вторжений
	UПодсистема криптографической защиты

	5. Пользователи ИСПДн
	UАдминистратор ИСПДн
	UАдминистратор безопасности
	UОператор АРМ
	UАдминистратор сети ИСПДн
	UТехнический специалист по обслуживанию периферийного оборудования

	6.  Требования к персоналу по обеспечению защиты ПДн
	UДолжностные обязанности пользователей ИСПДн
	UОтветственность сотрудников

	7. Список использованных источников

