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HOJIUTUKA
HH(popMaHOHHOH 0e30IaACHOCTH NP PadoTe ¢ MePCOHAIBLHBIMH JIaHHBIMH
B HoBouIssIMHC KO pailOHHOI TEPPUTOPHAJIBLHON M30UPaATEIbHOH KOMUCCHH

OIIPEAEJIEHUSA

B mHacrosimieM JOKyMEHTE WCIOJNB3YIOTCSA CIENYIONIMe TEPMUHBI U UX
OTIpe/IeNICHUS.

ABTOMATH3MPOBAHHAsI CHCTEMAa - CHCTEMa, COCTOSIIAs M3 IepCoHala U
KOMIUIEKCa CPEJCTB aBTOMATHU3AIMH €ro JACSITeNbHOCTH, peanusyrolnas uHdopma-
[IUOHHYIO TEXHOJIOTUIO BHIMIOJHEHUS YCTAHOBIEHHBIX (DYHKLIUH.

AyTeHTH(UKAIMS OTNPABHUTEJSI JAAHHBIX - TOJITBEPXKACHHE TOTO, YTO
OTIIPaBUTENb MOJYUYEHHBIX JAaHHBIX COOTBETCTBYET 3asBICHHOMY .

be3onacHoCTh mMepPCOHANBHBIX JAaHHBIX - COCTOSIHHE 3al[UIICHHOCTU
MEPCOHANBHBIX  JAaHHBIX, XapaKTepU3yeMOe CIOCOOHOCTBbIO  IOJIb30BATENECH,
TEXHUYECKUX  CPEACTB M  WH(OPMAIIMOHHBIX  TEXHOJOTHMH  0OecneduThb
KOH(UIEHIINATBHOCTD, LIEIOCTHOCTh U JOCTYIMHOCTh MEPCOHANBHBIX JaHHBIX MPU UX
00paboTke B UH(POPMAITMOHHBIX CHCTEMAaX MEPCOHATBHBIX JaHHBIX.

buomerpuueckue mnepcoHalbHbIEe JaHHbIE - CBEACHUSA, KOTOpHIE
XapaKTepu3yloT (PU3NOIIOTMUYECKHE OCOOCHHOCTH YeNIOBEKa M HAa OCHOBE KOTOPBIX
MO>XHO YCTaHOBHUTb €T0 JIMYHOCTH, BKIIIoUas ¢otorpaduu, OTeYaTKy najibleB, 00pas
CETYaTKH Ija3a, 0COOCHHOCTH CTPOCHHUSA Tella U IPYTyI0 MoJ00HYI0 HH(pOpMAIHIO.

biokupoBaHHe TEPCOHAJBHBIX [JAaHHBIX - BPEMEHHOE MpeKpalieHue
00pabOTKU TMEPCOHATBHBIX JAaHHBIX (32 MCKIIOYEHHEM CIIydaeB, eCiu 00paboTka
HE0OX0IUMa JJIsl YTOUHCHHS IEPCOHAIBHBIX JTaHHBIX).

Bupyc (KOMNbIOTEPHBIH, MPOrPAMMHBIN) - HCIOJHSAEMBIA MTPOrPAMMHBIN
KOJl WJIM WHTEPIPETUPYEMBbId Ha0Op WHCTPYKIMH, OONamaroniuii CBOWCTBAMU
HECAaHKIIMOHUPOBAHHOTO PACIPOCTPAHEHUS U camoBocipousBeneHus. Co3naHHbIe
OyOnuKaThl KOMIIBIOTEPHOTO BHpYyca HE BCErJa COBMAJAIOT C OPUTHHAIOM, HO
COXPAHSIOT CIIOCOOHOCTD K JanbHeeMy pacnpocTpaHEHUIO u
CaMOBOCITPOU3BEICHUIO.

BpenonocHasi mporpamMma - mporpaMma, NpeaHa3HaueHHas JUisl OCYIIECTB-



JICHUS HECAHKIIMOHMPOBAHHOTO JOCTyna W (MJIK) BO3JICHCTBUS HAa TMEPCOHABHBIC
JaHHBIC WIH peCypchl THGOPMALIMOHHOM CUCTEMBI IEPCOHAIBHBIX JTAHHBIX.

BcnomorartesibHble TeXHHYECKHE CPeICTBA U CHCTEMbl - TEXHUYECKHE
CpE/ICTBAa M CHUCTEMBbI, HE MpeJHA3HAYCHHBIC AJIA Mepenadd, 00padOTKH U XpaHEHUs
MEPCOHATBHBIX JAHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHUYECKUMHU CPEICTBAMU
U CHCTEMaMHM, MpeIHa3HAUYCHHBIMU Al 00paOOTKM MEPCOHANbHBIX JIaHHBIX WIH B
MOMEIIEHUAX, B KOTOPBIX YCTAHOBIIEHBI MH(OPMAIIMOHHBIE CUCTEMBI MEPCOHATBHBIX
JTaHHBIX.

JlocTyn B ONEPAIHOHHYIO cpeay KoMmnbioTepa (MHGOPMAIMOHHOIM
CHCTEMbI NEPCOHANBHBIX [AaHHBIX) - TIOJYYCHHUE BO3MOXKHOCTH 3alycka Ha
BBITIOJIHEHUE IITATHBIX KOMaH[, (yHKIMI, Mpouexyp ONEepaluOHHOW CHUCTEMBI
(YHUYTOXKCHUS, KONMUPOBAHMS, TMEPEMEIICHUS ¥ T.I.), HCIOJHIEMbIX (hailyioB
MPUKJIAJHBIX IPOTPaAMM.

Joctyn Kk uHpoOpMAUMU - BO3MOXHOCTb MOJNy4YeHUA HHGPOpMALMM U €€
MCIIOJIb30BAHMUS.

3ak/a10uHO€e YCTPOHCTBO - DIEMEHT CPE/ICTBA CheMa MH(OPMALINH, CKPBITHO
BHE/IPSICMbI  (3aKIaJbIBACMbIi WM BHOCHMBI) B MECTa BO3MOXKHOTO CheMa
uHpopmaiuu (B TOM YKCIIC B OTPaXACHUE, KOHCTPYKIIUIO, 000PYJI0BaHHUE, MPEIMETHI
WHTEPbEpPa, TPAHCIIOPTHBIE CPEACTBA, & TAKXKE B TEXHUYECKHE CPEACTBA U CHUCTEMBI
00paboTKu H(pOpPMAIIHN).

3amumaemas uHdopmauusa - wuHOpMaus, ABIAIOMIASICS TPEIMETOM
COOCTBEHHOCTH M TMOJJIEXKAIllas 3alIUTe B COOTBETCTBUH C TPEOOBAHUSIMU MPABOBBIX
JOKYMEHTOB WJIM TPEOOBAHUSIMU, YCTAaHABIMBAEMBIMU COOCTBEHHUKOM HH(POPMAIIUH.

Nnentuduxanmss - T1npucBoeHUE CyObeKTaM U O00BEKTaM  JocTyna
uneHTudukaropa u (WiM) CpaBHEHUE MPEIBIBISEMOr0 UACHTU(DHUKATOPA C IEPEUHEM
MPUCBOCHHBIX UICHTU(DUKATOPOB.

NHpopMaTUBHBIH CHUIHAJ - DJIEKTPUYECKHME CUTHAJbI, aKyCTHYECKUE,
ANEKTPOMArHUTHBIE U JIpyrue (pu3mveckue Mmoisi, Mo mapamMeTpaM KOTOPBIX MOXKET
ObITh packpbiTa KOHOUACHIMATbHAs uH(popManus (MEPCOHANBHBIC JaHHBIC)
oOpabaTreiBaeMasi B ”H(OOPMAIIMOHHON CHCTEME TIEPCOHAIBHBIX JTAHHBIX.

NudopmaunoHHbie TEeXHOJOTMH - TPOIECCH, METOABl IMOUCKa, cOopa,
XpaHeHus, 00pabOTKH, IPEIOCTABICHUS, PACIIPOCTPAHCHHS MH(OPMAITUN U CITOCOOBI
OCYIIECTBJICHUS TaKUX MPOLIECCOB U METOJIOB.

NudopmanmonHasi cucremMa mnepcoHadbHbIX gannbix (MCIAn) -
COBOKYITHOCTh COJEp)KamIMXcsi B 0a3ax JaHHBIX MEPCOHAJIbHBIX JaHHBIX U
o0ecreynBaroux WX 00paboTKy WH(OOPMAIMOHHBIX TEXHOJOTHH W TEXHUYECKUX
CPEIICTB.

Hcnonb3oBaHWe MNEePCOHANBHBIX JAaHHBIX - JeiictBus (omeparmu) ¢
NEPCOHATIBHBIMUA JAHHBIMH, COBEpIIIAEMbIE OTIEPATOPOM B LEISX MPUHATHUS PEIICHUN
WIH COBEPUICHUS WHBIX JACUCTBHUI, MOPOXKAAIOIINX IOPUIUUECKUE TOCIEICTBUS B



OTHOIICHUH CYOBEKTa MEePCOHATBHBIX JAHHBIX WU APYTUX JUI TUO0 MHBIM 00pazoM
3aTparuBaroOUIMX MpaBa U CBOOOJBI CyOBEKTa MEPCOHATBHBIX JAHHBIX WM JIPYTUX
JIVIL.

Hcrounuk yrpo3sl Oe3omacHocTH HHPoOpManum - CyOBEKT OCTYIA,
MaTepUanbHbIi OOBEKT WIM (PU3NYECKOE SBJICHHUE, SIBISIONIMECS MPUIMHON
BO3HUKHOBEHHS YTPO3bl 0€30MaCHOCTU HH(OPMAITIH.

KonTposmmpyemasi 30Ha - POCTPAHCTBO (TEPPUTOPUS, 3/1aHHUE, YACTh 3IaHMUS,
MOMEIIIEHHUE), B KOTOPOM HCKJIFOUEHO HEKOHTPOJIUPYEMOE MPEObIBAHNE MOCTOPOHHUX
JIVII, @ TAK)KE TPAHCMOPTHBIX, TEXHUYECKUX M UHBIX MAaTCPUATLHBIX CPEJICTB.

KonduaeHuaJdbHOCTh NEPCOHAJBHBIX [JaHHBIX - O00S3aTeabHOE IS
COOIOZICHUS OTIEPATOPOM WIJIM UHBIM MOJYYUBIINM JOCTYH K IEPCOHATBHBIM JTaHHBIM
auIoM TpeOOBaHWE HE MONMyCKaTh WX pacHpocTpaHeHHe Oe3 coryacus cyObeKTa
MEPCOHATIBHBIX JAHHBIX WM HATHYUSA UHOTO 3aKOHHOTO OCHOBAHMSI.

MeskceTeBol IKpaH - JIOKaIbHOE (0OJTHOKOMIIOHEHTHOE) WM (PYHKIIUOHAIBHO-
pacmpeencHHoe MporpaMMHoe (IIPOrpaMMHO-AIapaTHoe) CpeacTBO (KOMILICKC),
peanusyroniee KOHTPOJIb 3a WH(popMammed, moctymnammel B WHGOPMAIMOHHYIO
CHCTEMY TIEPCOHABHBIX TAHHBIX U (MJIH) BBIXOSIICH U3 HHPOPMAIIMOHHOW CUCTEMBI.

Hapyumnreab 6e30MaCHOCTH MEPCOHAJBHBIX JaHHBIX - (PU3UYECKOE JIHIIO,
CIIy4allHO WJIM TpeJHAMEPEHHO COBEpPIIAIOIICE ICHCTBUS, CIEICTBUEM KOTOPBIX
SBJISICTCSI HApYIIEHHE OE30MaCHOCTH TMEPCOHANBHBIX JAHHBIX MpU HUX 00paboTke
TEXHHUYECKHUMH CPEJICTBAMHU B MH(DOPMAIIMOHHBIX CHCTEMAaX NMEPCOHATBHBIX JAHHBIX.

HeaBromMaTH3upoBaHHAsi 00padoTKA MEPCOHAJIBHBIX JaHHBIX - 00paboTKa
NEPCOHATBHBIX JAHHBIX, COACPKAIINXCA B UHPOPMAIMOHHON CUCTEME MTEPCOHATBHBIX
JTaHHBIX JIUOO M3BJICUYCHHBIX M3 TAKOM CHCTEMbI, CUMTAETCS OCYIIECTBICHHOWU 0e3
UCIIOJIb30BaHMS CPEICTB aBTOMATH3aluu (HCABTOMATHU3UPOBAHHOM), €CJIM TaKue
NEUCTBUS C TEPCOHAIBHBIMU JIAHHBIMH, KaK HCIOJIb30BaHHUE, YTOYHEHUE,
pacnpoCcTpaHeHHE, YHUUYTOKEHUE MEPCOHATBHBIX JaHHBIX B OTHOIICHUU KaXKIOTO U3
CyOBEKTOB TEPCOHAIBHBIX JAHHBIX, OCYIIECTBISIOTCA MPH HEMOCPEICTBEHHOM
y4acTUU YeTOBEKa.

HenexknapupoBanHble BO3MOKHOCTH - (YHKIHOHAJIbHBIE BO3MOXKHOCTHU
CPEIICTB BBIYMCIUTEIHHOW TEXHUKU, HE OMHCAHHBICE WJIM HE COOTBETCTBYIOIINE
OMKMCAHHBIM B JIOKYMEHTAI[MH, IPH HCIIOIB30BAHUNA KOTOPHIX BO3MOKHO HapyIIEHUE
KOH(UICHIIMANBHOCTH,  JOCTYMHOCTH WM  IIEJIOCTHOCTH  0OpabaThiBaeMoi
UH(POPMAILIUH.

HecaHKIHOHUPOBAHHBINH JOCTYN (HECAHKIMOHHPOBAHHBIE elicTBHSN) -
J0CTyN K MHGOPMAIMK WK JEHCTBUSA ¢ MH(OpMaILME, HapyIIAloIIke MpaBuia pas-
TpaHUYEHUS] JOCTyHa C MCHOAb30BAHUEM INTATHBIX CPEJCTB, MPEIOCTaBIsIEMbIX
MH(OPMAIIMOHHBIMHU CHCTEMaMH MEePCOHATBHBIX TaHHBIX.

Hocureas undopmaunu - Qusndeckoe TUIO WIUM MATePUAIbHBIA OOBEKT, B
TOM 4YHclie PU3NYECKoe MoJie, B KOTOPOM HH(OpMAIUs HAXOAUT CBOEC OTPAXKECHHUE B



BUJIE CHMBOJIOB, 0Opa3oOB, CHTHAJOB, TEXHMYECKHX PpEUICHUH U MPOIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3HUUECKUX BEIIUYUH.

O0e31H4NBaHMe MEPCOHAIBHBIX JaAHHBIX - ICUCTBUSA, B PE3yJIbTATE KOTOPHIX
CTAaHOBUTCSI HEBO3MOXKHBIM 0€3 HCIONb30BaHUS JOMOJTHUTENBbHON HH(pOpMaLUn
OTpECNIUTh TMPUHAUICKHOCTh MEPCOHATBHBIX JIAaHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHATBHBIX JAHHBIX.

O0OpadoTka NMepCOHANBLHBIX JAHHBIX - JIF00Oe JeicTBue (omeparus) WK
COBOKYITHOCTh JIEHCTBHUI (OIeparmii), COBEPIIAEMBIX C MCIIOJIB30BAHHEM CPEICTB
aBTOMATHU3aIUU WK 0€3 UCTIOIb30BAHMS TAKUX CPEJCTB C MEPCOHATHLHBIMU JTAHHBIMH,
BKJIIOYass cOOp, 3alucCh, CUCTEMATU3AIMIO, HAKOIUICHHWE, XpaHEHUE, YTOYHECHHE
(o6HOBINEHUE, U3MECHEHUE), W3BJICUYCHUE, UCIIOJIb30BAHUE, nepegavyy
(pactpocTpaHeHHe, NPEIOCTaBIACHHE, IOCTYI), OO0C3IMYHUBAHUE, OJIOKUPOBAHME,
yAaJIeHUE, YHUUTOXKEHUE TEPCOHANIBHBIX TaHHBIX.

OO0wmenocTynHbie nMepcoHAJIbHbIC JAHHBbIE - [IEPCOHAIBHBIE JAaHHBIE, TOCTYI
HEOTPAaHMYECHHOTO Kpyra JHIl K KOTOPBIM MPENOCTaBI€H C COrjacusi cyObeKTa
NEPCOHATBHBIX JAHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUU C (PeiepaibHbIMU 3aKOHAMU
HE pacmpocTpaHseTcs TpeboBaHue coOM0IeHUST KOHPUACHITNATLHOCTH.

Oneparop (mepcoHANBHBIX JAAaHHBIX) - TOCYIApCTBEHHBIH  OpraH,
MYHHIUTAIBHBINA OpPTaH, IOPUIUIECKOE WIN (PU3NUECKOE JIUIIO0, CAMOCTOSTEIBHO WIIH
COBMECTHO C JIPYTUMH JIMIIAMHU OPTraHU3YIONIKe U (M) OCYIIECTBISIONIIE 00padoTKyY
MEPCOHATBHBIX JTaHHBIX, a TaKXKe OMpPENEAIoNUe LeTu 0O0pabOTKU MEePCOHATBHBIX
JAHHBIX, COCTaB TEPCOHANbHBIX JIAHHBIX, MOAJEKAMHUX O00padoTKe, AeUCTBUS
(omepartiuu), coBepIaeMbie ¢ MEPCOHATBHBIMH JaHHBIMHU.

Texnnueckue cpeacrsa HH(POPMALUMOHHONH CHCTEMbI IEPCOHAJIBHBIX
JAHHBIX - CPEACTBA BBIYUCIUTEILHON TEXHUKU, HHPOPMALMOHHO-BHIYUCIUTEIbHBIC
KOMIUIEKCBI M CETH, CPEACTBAa M CHUCTEMBbl mepenaud, npuema u obpabotku [1/{n
(cpeacTBa W CHUCTEMBI 3BYKO3alMCH, 3BYKOYCHUJICHHS, 3BYKOBOCIPOHM3BEIICHUS,
NEPErOBOPHBIE W TEJIIEBU3UOHHBIE  YCTPOMCTBA, CpPEACTBA  M3TOTOBJIECHUS,
TUPAXKUPOBAHUS TOKYMEHTOB M JAPYTHe TEXHUYECKUE CPeAcTBa 00pabOTKU peUeBoi,
rpaduuecKoi, BHICO- U OYKBEHHOIU(PPOBOH MH(OpMAIIMK), TPOrPAMMHBIC CPEACTBA
(omepalMOHHbIC CHCTEMbI, CUCTEMbI yIpaBJIeHUs 0a3aMu JaHHBIX U T.I.), CPEJCTBA
3amuThl UHPOPMAIUH, TPUMEHsIEMbIe B UH()OPMAITMOHHBIX CHCTEMAX.

IepexBar (MHpopMamuM) - HEMPABOMEPHOE TMOJYy4YCHHE HHPOPMALUHU C
UCIIOJIb30BAHUEM TEXHUYECKOTO CPEJCTBA, OCYIIECTBIISIIOIIETO OOHAPYKEHUE, TIPUEM
1 00paboTKy MHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHble qaHHBbIE - J100as WH(OpPMAIS, OTHOCSIINAACS K MPSMO WU
KOCBEHHO OIPECICHHOMY WM oImpeaesieMoMy (usuueckoMmy Juiy (CyObeKTy
IICPCOHAIBHBIX TAHHBIX);

IHo6ounbIe 3J1eKTPOMATHUTHDIE U3JIyYeHusi U HABOJKHU -
JNEKTPOMArHUTHBIE M3TYyYEHUs TEXHUYECKHX CPEIACTB OO0paOOTKM 3aluinaeMoin



nH(OpMaIIMK, BOZHUKAIONINE KaK TOOOYHOE SBIICHUE U BBI3BAHHBIE 3JIEKTPUUCCKUMU
CUTHaJlaMH, JCUCTBYIOIIUMHU B HMX JJIEKTPUUECKMX M MArHUTHBIX IETMSIX, a TaKke
ANIEKTPOMArHUTHBIE HABOJKM OSTHUX CUTHAJIOB HA TOKOMPOBOJSIIME JIMHUH,
KOHCTPYKIIMH U LIETH TUTaHUS.

I[MosmTHKA «YHUCTOTrO CTOJIA» - KOMIUIEKC OPraHU3alMOHHBIX MEPOIPHUSITHH,
KOHTPOJHUPYIOIIUX OTCYTCTBUE 3aMUCHIBAaHUS Ha OyMaKHbIE HOCHUTEIHM KIIOUeH U
aTpuOyTOB nocTymna (maposeil) U XpaHeHUs UX BOJIU3U 00OBEKTOB JIOCTYIIA.

IMosb30BaTeib MHPOPMALMOHHONH CHCTEMbl MEPCOHAJBHBIX JAHHBIX -
JUI0, ydYacTBywIlnee B  (QYHKIMOHUPOBAHUM  MHPOPMALMOHHOM  CHUCTEMBI
MEePCOHATBHBIX JAHHBIX WM UCTIOJIB3YIOIIEE PE3yNbTaThl €€ GyHKIMOHUPOBAHUS.

I[IpaBuiaa  pa3rpaHuyeHdsi  JOCTyHma -  COBOKYIHOCTh  IPaBHII,
pEraMeHTUPYIONINX MPaBa IOCTyIa CyObEKTOB IOCTYIA K 00bEKTaM J0CTYTIA.

I[IporpamMHas 3akjagka - KOJ NMPOTrpaMMBbl, MPEAHAMEPEHHO BHECEHHBIN B
MpPOrpaMMy C IENbI0 OCYIIECTBUTHh yTEUKY, U3MEHUTbH, OJOKUPOBATH, YHUUTOXKUTH
UHGOPMALIMIO WIH YHUYTOXHTh M MOAU(PUIMPOBATH MPOTpaMMHOE OOecreueHne
UH(QOPMAIMOHHONW CUCTEMbI MEPCOHATBHBIX JMAHHBIX MU (WiK) OJOKMPOBATH Aarlrma-
paTHBIE CPE/ICTBA.

I[Iporpammuoe (mporpaMMHoO-MaTeMaTH4YeCKOE) BO3JeiicTBHe -
HECAaHKIIMOHUPOBAHHOE  BO3JICHCTBME  HA  PECypCchl  aBTOMATH3MPOBAHHOMU
WH(OPMAIIMOHHON CHUCTEMBI, OCYILECTBISIEMOE C HCIIOJIb30BAaHHUEM BPEIOHOCHBIX
MIPOTPaAMM.

PackpbiTHe NEpCOHAJBHBIX [AHHBIX - VYMBIIUICHHOE WIH CIy4ailHOE
HapylIeHNuEe KOHPUACHIINAIBHOCTH IEPCOHATBHBIX JaHHBIX.

PacnpocTpaneHue nmepcoHAJbHBIX JAHHBIX - JICHCTBHS, HalpaBJICHHBIC HA
PaCKpBITHE MTEPCOHATBHBIX JAHHBIX HEOMPEACICHHOMY KPYTY JIUII.

Pecypc nHdopMauMoHHON CHUCTEMBbl - UMEHOBAHHBIM 3JIEMEHT CHUCTEMHOTO,
MPUKJIAHOTO WIH alapaTHOro obecnedeHus: GyHKIIMOHUPOBAHUS UHDOPMAITMOHHON
CUCTEMBI.

CnenmnajibHble KATErOPMH MEPCOHAJBHBIX JAAHHBIX - TIEPCOHAIBHBIC
JaHHbIC, KacalollMecs pacoBOM, HAIIMOHAIBHOW NPUHAJIC)KHOCTH, MOIUTHYECKUX
B3TJISIZIOB, PEJMTUO3HBIX WM (GUIOCOPCKUX YOEKICHHUI, COCTOSHUS 3I0POBbS H
WHTUMHOM JKU3HHU CYOBEKTa MEPCOHANBHBIX JAHHBIX.

CpencrBa BbIYHMCIUTENbHOH TEXHHMKHM - COBOKYMHOCTb MPOTPAMMHBIX H
TEXHUYECKHUX 3JIEMEHTOB CUCTEM 00paOOTKH JAaHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOSITEILHO MJIM B COCTABE JPYTUX CUCTEM.

CyobekT aoctyna (Cy0ObeKT) - JIMIO HIH MPOILECC, IACHCTBHUS KOTOPOTO
pEraMEHTUPYIOTCS PABUIIAMU Pa3rpaHUyYeHUs JOCTYyIA.

TexHUYeCKMH KaHAJ YTeYKH UH(OPMALUM - COBOKYITHOCTb HOCHUTEISI WH-
dopmarmu (cpeacTBa 00pabOTKM), (HU3MUECKON Cpeabl pacHpoCTpaHeHHS HHEPOP-
MaTHUBHOTO CUTHAJIa ¥ CPEJICTB, KOTOPBIMH 100BIBACTCS 3alIuIiaeMas nH(OopMaIus.



TpancrpaHuuHasi mepeaadya MePCOHAJBHBIX JaHHBIX - TIiepejada
MEPCOHANBLHBIX JaHHBIX omepaTopoM depe3 ['ocymapcTBeHHyr0 rpanuiy Poccuiickoit
@enepaniii  OpraHy BIACTH HWHOCTPAHHOTO TOCYJAapCTBA, (U3NYCCKOMY HIIU
IOPUINYECKOMY JIUITY HHOCTPAHHOTO TOCYIapCTBA.

Yrpo3bl 6€30MacHOCTH MEPCOHAIBHBIX JAHHBIX - COBOKYITHOCTh YCIIOBHU U
(GakTOpOB, CO3MAIONIMX OMACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM 4YHCIIE
CIIy4alfHOTO, JOCTYINa K IEPCOHAIBHBIM JIAaHHBIM, PE3YJIbTaTOM KOTOPOTO MOKET
CTaTh yYHWYTOXXCHHE, U3MCHEHUE, OJIOKMPOBAaHHE, KOMMHMPOBAHUE, PACIPOCTPAHCHUE
MEPCOHALHBIX JAHHBIX, 4 TAKKE€ WHBIX HECAHKIMOHHPOBAHHBIX JCUCTBUU TpPH HX
00paboTke B UH(POPMAITMOHHON CUCTEME TIEPCOHATBHBIX JAaHHBIX.

YHHUYTOKEHHE MEPCOHATBHBIX JTAHHBIX - JICUCTBUS, B PE3ybTaTe KOTOPHIX
CTAaHOBUTCS HEBO3MOXXHBIM BOCCTAaHOBUTH COJICP)KAHUE IEPCOHANBHBIX JaHHBIX B
UH(POPMAIMOHHON CHUCTEME MEPCOHATBHBIX JAaHHBIX M (HJIH) B PE3yJIbTaTe KOTOPHIX
YHHUYTOXKAIOTCSI MATEPUATbHBIC HOCUTEIIH ITEPCOHATBHBIX TAaHHBIX.

YTeuka (3amumaemMoii) HHPOPMANMU 1O TEXHUYECKHM KaHAJIaM -
HEKOHTPOJIUPYEMOE pACHpPOCTpaHEHHE HWHQPOPMAIMH OT HOCHTENS 3allUIaeMOil
uHpopmanmu  Yepe3  (QUIMYECKYI0O  Cpely A0  TEXHHYECKOr0  CpPEJCTBa,
OCYIIIECTBIISIFOIIETO MePexXBaT HHPOPMAIIHH.

Ys3BUMOCTB - CJIA00CTh B CPEJICTBAX 3AIIUTHI, KOTOPYIO MOKHO HCITOJIB30BATh
IUISL HApYIICHUSI CUCTEMBI MJTU COZepIKaIeics B Hell nH(OopMaIuu.

HesocTHocTh MHpOPMAIIMM - CIIOCOOHOCTH CPENICTBA BBIUYUCIUTEIHHON
TEXHUKH WM aBTOMATH3UPOBAHHOW CHUCTEMBl OOEcleYrBaTh HEH3MEHHOCTh
uHpOpMAIIMK B YCIOBUSX CIY4alHOTO W/WIA TPEAHAMEPCHHOTO HCKAXKCHUSI
(paspyieHus).



OBO3HAYEHUSA U COKPALIEHUA
ABC - aHTUBUPYCHBIE CPE/ICTBA
APM - aBTOMaTU3UpOBaHHOE paboyee MecTo
BTCC - BcmoMoraTenbHble TEXHUYECKUE CPEICTBA U CUCTEMBI
NCII/x - nadopMarimoHHas cucTemMa MmepCcoHaNbHbBIX JaHHBIX
K3 - konTponmpyemas 30Ha
JIBC - nokayibHast BBIYUCIUTENbHAS CETh
MD - MexceTeBOr dKpaH
HC/I- HecaHKIIMOHUPOBAHHBIN JOCTYII
OC - onepanlOHHAs CUCTEMA
I1/Ix - mepcoHanbHbIEC TaHHBIE
[IMB - nporpaMMHO-MaTeMaTUYECKOE BO3AEUCTBUE
I1O - mporpamMmmHOe oOecreueHue
[I9MMUH - no6ouHbIe 3MEKTPOMArHUTHBIC U3ITYYEHUSI U HABOJKHU
CA3 - cucrema aHanusa 3alIMIIEHHOCTH
C3U - cpeacTBa 3amiuThl “HGOPMAIUU
C3I1/IH - cucrema (moacucTeMa) 3alUThl IIEPCOHATBHBIX JTAHHBIX
COB - cucrema oOHapy>XeHUsI BTOPKEHUN
TKVYMU - TexHuueckue KaHallbl yTeUKUA UHPOpMAUU
VYBII/IH - yrpo3bl 6€30MacHOCTH MEPCOHATBHBIX JTAHHBIX



BBE/IEHUE

Hacrosimas [lomutuka wuHpOpManmoHHOW Oe3omacHOCTH TIpU  padore C
MIEPCOHAIIBHBIMUA ~ JAaHHBIMM B HOBOJSIMHCKOW pPallOHHOW TEPPUTOPHUAIIBHOU
u3duparenbHoii komuccun (manee - [lomuTuka) sBiseTcs  OQUIMATBHBIM
JOKYMEHTOM.

[Tonutrka pazpaboTana B COOTBETCTBUH C TPEOOBAHUSIMU, YCTAHOBICHHBIMH ;

OenepanbapiM  3ak0HOM OT 27.07.2006 Ne 149-®3 «O6 wundbopmarmmy,
MH(OPMAIIMOHHBIX TEXHOJOTUAX U O 3aIUTE HH(HOPMALIUN;

OenepanbabiM  3akoHOM 0T 27.07.2006 Ne 152-03 «O mnepcoHaIbHBIX
JAHHBIX»;

nocranoBneHueM IlpaButensctBa Poccuiickoit ®enepamuu ot 01.11.2012 Ne
1119 «O6 yrtBepxkaeHHH TpeOOBAaHMU K 3alUTE MEPCOHAIBHBIX JAHHBIX MPH UX
00paboTke B MH(POPMAIITMOHHBIX CHCTEMAX NMEPCOHATIBHBIX JAHHBIX Y]

nocranoBnenueM IlpaButennsctBa Poccuiickoit ®enepamuu ot 15.09.2008 Ne
687 «OO0 yTBEpKIECHUU TOJOKEHUS 00 OCOOCHHOCTAX OOpabOTKM MEPCOHATBHBIX
JaHHBIX, OCYIIECTBIIsIEMON €3 UCTIOIB30BAHMS CPEICTB aBTOMATH3AIIUN»,

nocranoBneHueM IlpaButensctBa Poccuiickoit ®@enepamuu ot 21.03.2012 Ne
211 «O6 yTBepKACHUU TEpEYHs MEpP, HANPABICHHBIX HAa O0ECIICUEHNE BBHITIOJTHCHHS
oOs3aHHOCTEH, mpenycMoTpeHHbIX @DenepanbHbiM 3akOHOM «O  TEPCOHATBHBIX
JAHHBIX» U MPUHATHIMUA B COOTBETCTBUU C HUM HOPMATHBHBIMU MPABOBBIMU aKTaMH,
orepaTopaMu,  SABIAIOIIMMHCS  TOCYAAPCTBEHHBIMH WM  MYHHUIUIAIbHBIMU
OpraHamm»;

npukazoM OCTIK Poccun ot 18.02.2013 Ne 21 «O6 ytBepxkaenun CocraBa u
COJIEpKaHUS OPTaHU3AIMOHHBIX U TEXHUYECKUX MEP M0 00ECIeYeHUI0 0€30MMacHOCTH
MEPCOHAJBHBIX JIAaHHBIX MpU HUX o00paboTke B HMHPOPMAIMOHHBIX CHCTEMax
MEPCOHATIBHBIX JaHHBIXY,

npukazoM ®CB Poccun ot 10.07.2014 No 378 «O06 yTBEpKJIE€HHUU COCTaBa U
COJIEpKaHUS OPTaHU3AIMOHHBIX U TEXHUYECKUX MEP M0 00ECIeYeHNI0 0€30MMacHOCTH
NMEPCOHAJBHBIX JAHHBIX MpU HUX o00paboTke B HMHPOPMAIMOHHBIX CHCTEMax
MEPCOHATBHBIX JAHHBIX C HCIOJB30BAHUEM CPEACTB KPUNTOTpaQUUECKON 3alIUThI
uH(pOpMaIK, HEOOXOAMMBIX IJsi BBIMOJHEHHUS YCTAaHOBJICHHBIX I[IpaBUTENBCTBOM
Poccuiickoit @eneparuy TpeOOBaHUN K 3aIUTE MTEPCOHATBHBIX JAHHBIX JIJIST KQXKIO0TO
W3 YPOBHEH 3alIUAIICHHOCTHY;

MeTonuyeckuMU PEKOMEHIAUAMHA TI0 pa3paboTKe HOPMATHUBHBIX MPABOBBIX
aKTOB, OMPEACISAIONIUX YIPO3bl OE€30MACHOCTH MEPCOHANBHBIX JAaHHBIX, aKTyaJbHBIC
nmpu  00paboTKe TEPCOHAIBHBIX JAHHBIX B  HMHPOPMAIMOHHBIX  CHCTEMax
MEPCOHATBHBIX JAaHHBIX, HKCITyaTUPYEMBIX MPH OCYIIECTBICHUHU COOTBETCTBYIOIIMX
BUJIOB JIEATEIBHOCTH, YTBEPKIAEHHBIMH pykoBojacTBoM 8 Llentpa ®CB Poccun
31.03.2015 Ne 149/7/2/6-432.



B Ilomutuke omnpenenenst TpeOoBanusi k mnepconany WCII[H, crenenb
OTBETCTBEHHOCTHU MEPCOHANIA, CTPYKTypa M HEOOXOJUMBIN YPOBEHb 3aIUIICHHOCTH,
CTaTyC M JOJKHOCTHBIE 00S3aHHOCTU COTPYJIHUKOB, OTBETCTBEHHBIX 32 OOECIICUCHUE
o6e3zonmacHocTi mepcoHabHBIX AaHHBIX B MWCII[lan HoBomssmmHCKONH paillOHHOU
TEpPUTOPHUAIILHON H30HpaTebHOi komuccuu (nanee — Komuccus).

1. O01ue MoJI0KeHusA

enpro HacTosmer [lomutuku sBnseTcs ooOecrieueHrne 0€301acHOCTH 00BEKTOB
3amuThl KomMuccun oT BCceX BUIOB yrpo3, BHEIIHUX M BHYTPEHHUX, YMBIIUIEHHBIX U
HEMpeIHaMEPEHHBIX, MHUHUMH3AIUS yiiep0a OT BO3MOXXHOW peanu3aluud yrpos
oe3zomnacuoctu [1/1a (YBITH).

be3onacHOCTP NEPCOHANBHBIX JAHHBIX JOCTUTAETCS IYyTEM HMCKIFOYCHHS
HECAaHKIMOHUPOBAHHOTO, B TOM 4YHUCJE CIy4alHOro, JOCTyla K IEpCOHAJbHBIM
JAHHBIM, PE3yJbTaTOM KOTOPOTO MOXKET CTaThb YHUYTOKEHHE, HW3MEHEHUE,
OJIOKMpOBaHKE, KOMHUPOBAHUE, PACHPOCTPAHEHHE MEPCOHANBHBIX TaHHBIX, a TAKKe
VHBIX HECAHKIIMOHUPOBAHHBIX JICVCTBUM.

Nudopmanust U CBSI3aHHBIE C HEW pECypChbl JOJKHBI OBITh JOCTYIHBI IS
aBTOPU30BAHHBIX  MOJib30BaTeneil. JIOKHO  OCYIIECTBISTBCA  CBOEBPEMEHHOE
oOHapy»keHue u pearupoBanue Ha Y BII/]H.

JIOJDKHO ~ OCYILECTBISITECA ~ MPEIOTBpPALEHWE  MPEJIHAMEPEHHBIX WU
CIIy4aiilHbIX, YAaCTUYHBIX WJIM TOJHBIX HECAHKIIMOHUPOBAHHBIX MOAM(PUKALUNA WU
YHUYTOKECHHS JAHHBIX.

CocTaB 00bEKTOB 3alIUTHI MpecTaBieH B «[lepeune mepcoHaNbHBIX JaHHBIX,
oOpabatbiBaeMbix B HOBOMSUIIMHCKONM pallOHHOW TEppUTOpPUATIBLHOM HM30MpaTeIbHOU
KOMUCCHHM B CBSI3M C peaju3aiuedl Ciay)keOHBbIX (TPYIOBBIX) OTHOIICHHMA, a TaKKe
OCYIIECTBJICHHEM TOCYJaPCTBECHHBIX (QYHKITUL».

Cocra MUCII[JlH nomiexamux 3amure, npeacraBieH B «llepeune
WH(OPMAIIMOHHBIX CHUCTEM NEPCOHANBHBIX JaHHBIX B HOBOJISIMHCKON pailoOHHOMN
TePPUTOPUATLHON N30MPATEITHLHON KOMUCCUIY.

2. O0JacThb aelicTBud

TpeGoBanust HacTosimel [[oTUTHKK pacTpOCTPaHSIIOTCS HA BCEX COTPYIHUKOB
Komuccuu (MITaTHBIX, BPEMEHHBIX, pA0OTAIOIINX 110 KOHTPAKTY U T.II.), & TAKIKE BCEX
pouuXx JinIl (MOAPSITIMKH, Ay TUTOPHI U T.I1.).

3. Cucrema 3aIUTDBI ICPCOHAJBbHBIX TaHHBIX

OGecnieuenrne 0€30MACHOCTH  TEPCOHANBHBIX  JAHHBIX  JIOCTUTAETCS, B
YaCTHOCTH.



OTIpe/IeJICHUEM yrpo3 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX IPU UX 00paboTKe
B MH(OPMAIIMOHHBIX CHUCTEMaX MEePCOHANBHBIX JTAHHBIX;

MPUMEHEHUEM OpPTaHU3AIlMOHHBIX U TEXHUYECKUX Mep MO0 OO0ECIEUYECHUIO
0€30MacHOCTH TEPCOHANBHBIX JaHHBIX MpU HX 00paboTke B HHGOPMAIMOHHBIX
CHUCTeMaX MEePCOHATBHBIX JAHHBIX, HEOOXOJUMBIX NJIsi BBIIOJHEHUS TPeOOBaHUN K
3allMTe  TMEPCOHANBHBIX  JaHHBIX,  HCIOJHEHHE  KOTOPHIX  OOecreynBaeT
ycra"oBieHHble [IpaButensctBoM Poccuiickonn @enepanyu ypoBHU 3alUIIEHHOCTH
MEPCOHAIBHBIX JAHHBIX;

MPUMEHEHHEM MPOILICAIINX B YCTAHOBJICHHOM MOPSAKE MPOUEAYPY OLEHKH
COOTBETCTBHUSA CPEJICTB 3aIIUTHI HH(POPMALINH;

orieHKON () (PEKTUBHOCTH MPUHUMAECMBIX MEp MO 00eCTICYCHUI0 0€30MacCHOCTH
MEPCOHATBHBIX JAHHBIX 1O BBOJAA B JKCIUTyaTalUdi0 HH(GOPMAIMOHHON CHUCTEMBI
MEPCOHAIBHBIX JAHHBIX;

Y4E€TOM MAIIMHHBIX HOCUTEINEH TEPCOHATbHBIX JIaHHBIX;

oOHapykeHHeM (PaKTOB HECAHKIIMOHMPOBAHHOTO JOCTyHa K MEPCOHAJIbHBIM
JaHHBIM U MIPUHATHEM MEP, B TOM YHCIIE MEP M0 0OHAPYKEHUIO, TPEAYIPEKICHUIO U
JUKBHUJALMN TIOCJIEACTBHM KOMIBIOTEPHBIX aTak Ha WH(GOPMAIMOHHBIE CHUCTEMbI
MEPCOHAIBHBIX JAHHBIX U 10 PEAarHpPOBAHUIO HA KOMITBIOTEPHBIE HHIIUICHTHI B HUX;

BOCCTAHOBJICHHEM  TEPCOHAIBHBIX  JaHHBIX, MOAU(DHUIMPOBAHHBIX WU
YHUYTOKECHHBIX BCIEACTBHE HECAHKIIMIOHUPOBAHHOT'O JOCTYIIA K HUM;

YCTaHOBJICHHWEM MPABUJI JOCTYIA K MEPCOHATBHBIM JTaHHBIM, 00pabaThiBa€MbIM
B MH(OPMAIIMOHHON CHUCTEME NEPCOHANBHBIX MAHHBIX, a TaKXkKe OO0ecrneYeHHeM
PEruCTpalliy U y4eTa BCEX JCHCTBUM, COBEPIIAEMBIX C MEPCOHAIBHBIMU JAHHBIMHU B
WH(OPMAIIMOHHOM CHCTEME MEePCOHABHBIX JJAHHBIX;

KOHTPOJIEM 3a NPUHUMAEMbIMU MepaMHU MO0 OOeCleYeHUI0 Oe30MacHOCTH
MEPCOHAJBHBIX JAaHHBIX M YPOBHA 3alIUIICHHOCTH HMH(POPMALMOHHBIX CHCTEM
MEPCOHAIBHBIX JAHHBIX.

Cucrtema 3amuThl nepcoHanbHbIX qaHHbIX (C3I1/IH), cTpOUTCS HA OCHOBAHMU:

AKTa BHYTPEHHETO KOHTPOJS COOTBETCTBUSL OOpabOTKH MEPCOHAIBHBIX
JTAHHBIX.

[lepeunss mepcOHANBHBIX JaHHBIX, O0OpabarpiBaeMbix B HOBOISIIMHCKOM
palloHHON TEeppPUTOpPUATHLHOM HM30MpPATETPHONM KOMHCCHH B CBSI3U C pealu3aiuei
CITYyEOHBIX (TPYJOBBIX) OTHOILICHHM, a TAK:KE OCYIICCTBICHUEM TOCYAapCTBEHHBIX
GbyHKIHH,

AKTOB Kiaccuukanuu HHGHOPMAIIMOHHBIX CUCTEM MEPCOHANBHBIX JaHHBIX;

Mopnenu yrpo3 6€30nacHOCTH MEPCOHANBHBIX JaHHBIX;

Matpuipl  gocTyna TmoJib30BaTeNlied K 3alluIaeMbiM  HH(POPMALMOHHBIM
pecypcam UCITIH;

PykoBomsamux nokymeHToB @CTIK Poccun u @Ch Poccun.

Ha ocHoBaHMM STUX JOKYMEHTOB OIpEIENsIeTcsl HEOOXOAUMBIH YPOBEHb



samuuieHHocty  [[JIn kaxgoir MCII[n Komuccuu. Ha ocHoBaHuM aHanuza
aKTyaJabHBIX yrpo3 OeszomacHoctu [IJ[H ommcanmHoro B Mogjenu yrpos, Aemaercs
3aKTIOUCHHE O HEOOXOJWMOCTH WCIOJIB30BAHHMS TEXHUYECKHX CPEACTB M
OpraHU3AIMOHHBIX MEPONIPUATHH sl o0ecniedeHus: 6e3onacHocTH [1/H. BriOpanusie
HEOOXOMUMBIE  MEpOompHsTHs  oTpaxarrcs B «CocraBe  Mep  3alllUTHI
WH(POPMAIIMOHHBIX CUCTEM MTEPCOHATBHBIX JTaHHBIX».

Jst UCII[IH moimkeH OBITh COCTaBIICH CIUCOK HMCIOJB3YeMbIX TEXHHYCCKUX
cpeactB 3ammrThl (mamee - CHOHMCOK), a TaKk € IPOrpaMMHOr0 OOecCIeueHus,
yaacTBytomero B oopadotke I1/[H, Ha Bcex anementax UCII/H:

APM nomnn3oBatenei;

CepBepa MpUII0KEHMUIT,

CYB/,

I'panuust JIBC;

KananoB mepemaun B ceTH OOIIEr0 MOJb30BaHUSA U (MIH) MEKIYyHAPOIHOIO
oOMeHa, ecnu 1o HUM nepenatorcs [1/]H.

B 3aBucumoctn ot ypoBHs 3anuuieHHocTH MCII[IH u akTyanpHBIX Yrpo3s,
C3I1/IH MOXeT BKJIFOYATh CIEAYIOIINE TEXHUYECKUE CPEACTBA:

AHTUBHUPYCHBIC CPEICTBA JJIS pa00OYHX CTAHITMI TOJIb30BATEICH U CEPBEPOB;

CpEICTBA MEKCETEBOTO SKPAHUPOBAHUS;

cpeactBa  kpunTorpaduyueckor 3ammuThl  MHOOpPMAIMKM TpH  Tepeaade
3aIuIIaeMol HHPOPMAIMH TI0 KaHaJlaM CBSI3H.

Tak e B CHOHUCOK JOMKHBI OBITh BKIIOYCHBI (DYHKIIMH  3aIlUTHI,
oOecrieunBaeMble IITaTHBIMH cpeAcTBaMH 00padoTkm II/[H omepanmmoOHHBIME
cucreMamu (OC), mpuxnagasiM I10 u crienuaabHBIMU KOMILICKCAMH, PEATH3YIOIUMU
cpeactBa 3amuThl. CIMCOK (QYHKITUI 3aIIATHl MOKET BKJIFOYATH:

yIpaBJICHUE U Pa3TpPaHUYEHUE I0CTYIA MOJIb30BaTENCH;

PETUCTPAIUIO U YUYeT ACUCTBUM ¢ HHPOpMAIUEH;

o0ecIeueHne EJIOCTHOCTH JAHHBIX

oOHapyXKeHUE BTOPKCHUH.

Coucok HCHONB3yEeMbIX TEXHUYECKHUX CpeICTB oTpaxkaercss B «llnane
MEpPOTIPHUATHH 1O OOECICUYCHUIO 3alllWThl TEPCOHAIBHBIX JaHHBIX». CIHUCOK
HCIIOJIb3YEMBIX CPEACTB JOJDKEH MOJJIEPKUBATHCS B aKTyallbHOM cOCTOsSiHMM. [lpu
M3MEHEHUM COCTaBa TEXHUYECKUX CpeiacTB 3amutbl win 3aemeHtoB HWCII/Ix
COOTBETCTBYIOIIEC W3MEHCHHs JOKHBI ObITh BHECEHBI B CHHCOK W yTBEPXKICHBI
npeacenateneM  M3oupartenpHOW KoMuccuu CBEpUIOBCKONH 00JACTH WM JIUIIOM,
OTBETCTBEHHBIM 3a obOecrieueHue 3amuThl [1/1H.

4. TpeooBanus k noacucremam C3I11n

C3I1du BKiItO4YaeT B ce0s CIeAyIONre MOACUCTEMBI:
yIpaBIIEHUS JOCTYIIOM, PETUCTPAIIUU U yUeTa,;



oOecriedeHus [eJIOCTHOCTH U JOCTYITHOCTH;

AHTUBUPYCHOU 3aILNTHI;

MEKCETEBOT0 YKPAHUPOBAHHS,

aHaJIn3a 3alIUIIEHHOCTH;

0OHapyXEHUS BTOPKEHUH;

KpUnTorpadu4ecKoil 3auThl.

[Moacuctembr C3IIJIH umMerOT pa3nuuHbli (YHKIMOHAI B 3aBUCUMOCTH OT
kinacca WCII[IH, ompeneneHHOro B «AKTe KiIacCUPUKAUUKU HHPOPMAITMOHHON
CUCTEMBbl TEPCOHANBHBIX JaHHBIX». CHUCOK COOTBETCTBUA (YHKUUN TOJCUCTEM
C3I1/IH kiaccy 3alIMIIEHHOCTH MPEACTABICH B TEXHUYECKOM 33JaHUU 10 CO3JaHUIO
CUCTEMBI 3alIUTHl HHPOpMALIUK HH(OPMAIIMOHHON CUCTEMbI IEPCOHATBHBIX JaHHBIX.

[loacucTema yrpaBaeHUS JOCTYIOM, PETUCTPALIMU U YyYE€Ta

[Toxcucrema yripaBiieHUsl JOCTYIIOM, PETUCTPALMKA U ydeTa IpeaHa3HaueHa s
peanu3aiuu Cleayommnx QyHKIHA:

UICHTU(PUKALNUNA U MPOBEPKH MOATUHHOCTH CyOBEKTOB JIOCTYIAa MPU BXOJE B
NCITH;

UIACHTU(PUKALUA TEPMHUHAIOB, Y3JIOB CETH, KaHaJOB CBS3HM, BHEIIHHUX
YCTPOMCTB MO JIOTUYECKUM UMEHAM,

UIACHTU(UKALUA TPOrpaMM, TOMOB, KaTalloroB, (DaiinoB, 3amuceid, monen
3armceil o UMeHaM,

peructpanuu Bxona (BbIX0/a) CYOBEKTOB JOCTYIa B CUCTeMy (M3 CHCTEMBI),
au00 PpEerucTpaluy 3arpy3Kd M WHULMAIU3ALUU ONEPAlMOHHONW CHCTEMbl U €€
OCTaHOBA.

pEerUCTpaliy  TMOMBITOK  JOCTyla MPOrPaMMHBIX  CpeAcTB  (mporpamm,
IPOIIECCOB, 3aj1a4, 3aJIJaHHii) K 3allUIIacMbiM (aitiam;

perucTpanyu IONBITOK JOCTyNa IPOrPAMMHBIX CpPEACTB K TEpMHHAIaM,
KaHallaM CBSI3H, IporpaMMaM, ToMaM, Kataioram, (paitnam, 3amnucam, moysiM 3arucen.

[loacuctema ympaBiaeHHUS TOCTYIIOM MOXET OBITH pealn30BaHa C MOMOIIBIO
HmITaTHBIX cpencTB oopadotku [1/1n (oneparmonHbix cuctem, npunoxkeruit 1 CYBJ]).
Tak xe MOXeT ObITh BHEJPEHO CHEIUATbHOE TEXHHUUYECKOE CPEICTBO WM HX
KOMIUIEKC, OCYIIECTBISIONINE JIOMOJHUTEIbHBIE MEpbl MO AayTeHTU(DHUKAUU U
KOHTpONr0. Hampumep, npuMeHEHHE €OUHBIX XPAHWIML] YYETHBIX 3aIlniceu
MOJIb30BaTeNEH U PEruCcTPAllMOHHON MH(OPMAIINH, UCIIOIb30BAaHUE OMOMETPHUUECKUX
U TEXHUYCCKHX (C MOMOIIBIO DJICKTPOHHBIX MPOIYCKOB) MEp ayTeHTH(HKAIUU U

JIpYTHUX.

[loacucTema o0ecIeYeHUS OCJIOCTHOCTHU U JOCTYIIHOCTH

[Toacuctema obecrneueHrs LETOCTHOCTH M JOCTYIMHOCTH NpeIHa3HaueHa IS
oOecreyeHus] HEIOCTHOCTH M jAoctynHoctu [IJ[H, mporpaMMHBIX M ammapaTHBIX



cpeactB UCIT[In Komwuccuum, a Tak ke CpPEACTB 3allUThl, NPHU CIy4allHON WIN
HaMEPEHHOU MOAU(PUKALINH.

IToxcucreMa peanusyeTcsi ¢ TOMOIIBIO OPTaHU3ALMU PE3EPBHOTO KOIIMPOBAHUS
o0pabaTbIBa€MbIX JaHHBIX, a TaK JK€ PE3epPBHPOBAHUEM KIIIOUEBBIX JJIEMEHTOB
NCTI/n.

[loacucTemMa aHTUBUPYCHOM 3aIIUThI

[logcucTemMa aHTHUBUPYCHOM 3alllMThl MpEeAHA3HAYCHA A OOeCHedYeHHs
aHTUBUPYCHOM 3amuThl cepBepoB U1 APM nonw3oBatenein UCITIn Komuccuu.

CpencTtea aHTHBUPYCHOW — 3alIUThl  MPEIHA3HAYEHBl I pealu3aluu
CIEYIOIINX (DYHKIIHIA:

PE3UACHTHBIA AHTUBUPYCHBIM MOHUTOPUHT;

AHTUBHUPYCHOE CKAaHHPOBAHMUE;

CKpUNT-0JOKUPOBAHUE;

[EHTPATM30BAHHON/YAAJICHHON yCTaHOBKHU/JEUHCTAIUISIIUM  aHTUBUPYCHOTO
MPOAYKTA, HACTPOMKH, aAMUHUCTPUPOBAHUS, IPOCMOTPA OTYETOB U CTATHCTUYECKOMN
nH(popManmu 1mo paboTe MPOAYKTa,

aBTOMATU3WPOBAHHOT'O OOHOBIICHHUSI AaHTUBUPYCHBIX 0a3;

OTpaHWYEHUs NpaB IOJb30BaTENsl HA OCTAHOBKY MCIOJHSIEMBIX 3aJady H
M3MEHEHHSI HACTPOCK aHTUBUPYCHOTO TPOTrPAMMHOT0 00ECTICUCHNS;

aBTOMAaTUYECKOr0 3aIlyCKa HEMOCPEICTBEHHO MOCIIE 3arpy3Kd ONEPALIMOHHOM
CUCTEMBI.

[Togcucrema peanusyercst MyTeEM BHEIPEHUS CHELUUAIBHOIO AHTHUBUPYCHOTO
mporpaMMHOT0 oOecrieueHns Ha Bce anemeHTs UCIT/IH.

[loacucTemMa MEKCETEBOI0 SKPAHUPOBAHUS

[loacucTemMa MEXCETEBOTO 3KpaHUPOBAHUS MpeIHA3HAUCHA I pealru3aiiu
CIEYIOIINX (DYHKIIMIA:

GuIbTpaIK OTKPHITOro U 3aimudppoBaHHOro (3akpeiToro) IP- tpaduka,;

¢uKcanMu BO BHYTPEHHHX XypHaNIax MHOOPMAIMH O TPOXOJISALIEM OTKPHITOM
u 3akpeiToM IP-Tpaduxe;

UACHTU(PUKALUA W ayTEHTU(PHUKAIMU aJMHHUCTPATOpa MEXKCETEBOTO JKpaHa
MIPH €T0 JIOKAJIBHBIX 3aMpPOcax Ha JOCTYI,;

peructpanuu Bxoaa (BbIXOJa) aJMHUHHCTPATOpa MEKCETEBOTO SKpaHa B
cucteMy (M3 cucTembl) MO0 3arpy3kd W HMHUIUAIU3AIMH CUCTEMbl U  €¢
MPOrpPaMMHOIO OCTAaHOBA,

KOHTPOJISI LIETOCTHOCTH CBOEH MPOrpaMMHOM 1 MH(GOPMAIIMOHHON YacTH;

buIbTpalvy TAKETOB CIYKEOHBIX MPOTOKOJIOB, CIYKAIIUX JUISI TUATHOCTUKH U
yrpaBlieHUus paboTOM CETEBBIX YCTPOUCTB,;

bunbTpallud ¢ y4eTOM BXOAHOTO M BBIXOJHOTO CETEBOro HHTepdelica Kak



CpeJICTBA MPOBEPKH MOJIMHHOCTH CETEBBIX aJPECOB,;

pETUCTpaIUU U YUeTa 3aIpallliBaeMbIX CEPBUCOB MPUKIATHOTO YPOBHS,

OIOKMPOBaHUS JOCTyNa HEWJACHTU(PHUIIMPOBAHHOTO OOBEKTa WM CYObBEKTa,
MNOAJUHHOCTh KOTOPOTO TMpU ayTeHTH(UKAIMM HE MOATBEPAWIACH, METOAaMH,
YCTOWYUBBIMH K TIEPEXBATY;

KOHTPOJISI 32 CETEBOM aKTHBHOCTBIO MPUIIOKEHUM U OOHAPYKEHUS CETEBBIX
aTax.

[Toacuctema peanusyeTcsi BHEIPEHUEM MPOTPaMMHO-AIAPATHRIX KOMILIEKCOB
MEKCeTeBOro 3KkpanupoBanus Ha rpanuie JIBC, kiraccom He HIDKE 4.

IloacucrTeMa aHaausa 3alUIIEHHOCTH

[loacuctema aHanu3a 3alIUIIEHHOCTH JOJDKHA OOECIeYMBATh BBISBICHHE
ySI3BUMOCTEH, CBsI3aHHBIX ¢ ommOkamu B KoH¢urypanuu [1O WUCIIH, xoTopsie
MOTYT OBITh UCTIOJIb30BAHbI HAPYIIUTENIEM ISl peajnu3allii aTakd Ha CUCTEMY .

OyHKIIMOHAT TOACHCTEMBl MOXET OBITh peaqn30BaH MPOrPpaMMHBIMU H
IIPOrPAMMHO-AINapaTHBIMU CPEACTBAMM.

[loacucTema O6HaDV)KGHI/I${ BTOPKCHUI

[ToncucTtema oOHapy>XeHUST BTOP)KEHHWM JOJDKHA OOECIICUWBATH BBISBICHUE
cereBbIX atak Ha deMeHThl MCIIJIH, mOAKII0OYEHHBIE K CETSAM OOIIEro MOJIb30BaHUS
U (M) MEXTyHAPOJHOTO OOMEHA.

OyHKIIUOHAT TIOJCHUCTEMBl MOXET OBITh pEaTM30BaH TNPOTPAMMHBIMU H
MPOrPaMMHO-ANIIAPATHBIMU CPEJICTBAMMU.

[loacucTema KDHHTOFDad)H‘IeCKOﬁ 3aIlMThI

[Toacucrema kpunrorpaguveckoi 3amUThl MpeAHA3HAUCHA IS HUCKIIOUYCHUS
HCJI x 3ammumaemoit mHbopmarmu B WCII[da Komuccum mpu ee mepemade 1o
KaHajaM CBSI3HM CeTeil 00IIero mojab30BaHus U (MIH) MEXIyHapOJIHOTO OOMEHa.

[Togcucrema  peammsyercss  MyTeM  BHEAPCHUS  KpPUOTOrpaUUeCKUX
MPOrpaMMHO-aNMNapaTHbIX KOMIUJIEKCOB.

5. TMoan3zoBaresau UCIIAn

B UCIIIz Komuccnn MOXKHO BBIAEIUTH CIEAYIONIUE TPYIIIBI MOJIb30BaTENEH,
YYacTBYIOIMUX B 00paboTke n xpanenun [1]1H:

Anmunuctparopst UCI/IH;

A MHHUCTpATOPBI 0€30MaCHOCTH,

Oneparopsl APM;

Anmunuctparopsl cetu UCIH;

TexHuueckue CIEHMAIUCTB  TI0 00CITy)KMBaHUIO nepudepuitHoro
00opyIOBaHMS.



JlamHble O  TIpynmax  IOJb30BATENSIX, YPOBHE HX  JOCTyla M
MH()OPMHUPOBAHHOCTH JIOJDKHBI OBITh OTpakeHb B MaTpuile JocTymna mojib30Bareneit
K 3aIIUIAEMbIM HHPOPMALIMOHHBIM PECYPCaAM.

Aamunauctparop UCI1a

Anmunuctparop UCII/IH, corpyanuk Komuccuu (MM WHOE YIOJTHOMOYCHHOE
JMII0), OTBETCTBEHHBIN 3a HACTPOWKY, BHeapenue u compoBokacHue MCIIJIH.
ObecnieunBaet (HyHKIHOHUPOBaHHUE MOACHCTeMBbI yrpaBieHus aoctynom WCIIIH u
YIOJIHOMOYEH OCYIIECTBIATh MPEAOCTABICHUE U Pa3rpaHUYEHUE TOCTyNIa KOHEYHOTO
nosb3oBarelis (Oneparopa APM) k aeMeHTaM, XpaHSIIHM [IEPCOHATBHBIC JaHHBIC.

Anmunuctparop UCII/Ix o6nanaet ciaeayomuM ypoBHEM JOCTYIA U 3HAHUN |

oOnamaeT moixHOW MHpOpMaled 0 CUCTEMHOM U MPUKIATHOM MPOrpaMMHOM
ob6ecneuennu VCII/H;

oOanaeT MoHON MH(OpMAIMEl 0 TEXHUYECKUX CPEACTBAX U KOH(Urypauuu
NCIIOH;

UMEET JOCTYN KO BCEM TEXHUYECKHUM CpeacTBaM 00paboTKu MHGOpMALMH U
naaaeiM UCII/TH;

o0nasaeT mpaBaMU KOH(PUTYPUPOBAHUS M aJIMHUHUCTPATUBHOM HACTpONKU
texHnueckux cpeacts UCII/IH.

AMUHUCTPATOP 0E30IACHOCTH

Anmubuctpatop — Oe3omacHocTH, coTpyaHMK  Komwccuum — (mnm  MHOE
YIOJIHOMOYEHHOE JIMIIO0), OTBETCTBEHHBIN 3a (yHkunonupoBanue C3I1/IH, BKIOUas
oOCIy’>KMBaHHE€ ¥ HACTPOWKY aJIMHUHHCTPATUBHOM, CEpPBEPHOM U KIMEHTCKOU
KOMIIOHEHT.

AnvuHHCTpaTOp 0€30MacHOCTH 00JafacT CIASAYIONIUM YPOBHEM IOCTyma M
3HAHUM:

obnanaet mpaBamu Aamunuctparopa UCIIdH;

obmamaet mostHOM nH(popmarueit 06 MCIIT/IH;

UMEET JOCTYI K CPEICTBAM 3allUThl MH(DOpPMAIMU U MPOTOKOJIUPOBAHUS U K
yacTH KiroueBbix aneMeHToB UCII/IH;

HE UMEET MpaB JOCTyMa K KOHQUTYPUPOBAHUIO TEXHHUUYECKUX CPEACTB CETH 3a
UCKJIFOUYCHHEM KOHTPOJIbHBIX (MHCTICKIIMOHHBIX).

AnMuHUCTpaTOp 0€30MaCHOCTH YIIOJTHOMOYEH:

peaTn30BBIBaTh TOJHUTHKHA Oe3omacHOCTH B dactu Hactporkm CK3U,
MEXKCETEBBIX IKPAHOB W CHUCTEM OOHApyKEHHS aTak, B COOTBETCTBHHM C KOTOPBIMH
nojb3oBaresib (Onepatop APM) mosydaeT BO3MOXHOCTh PabOTaTh C AJIEMEHTAMHU
NCIIOH;

OCYILECTBIIATh AyJIUT CPEJCTB 3aIHTHI.



Oneparop APM
Omneparop APM - corpymuuk Komuccuu (Miav MHOE YIOJIHOMOYECHHOE JIHIIO),

ocymectBisronuii  06padotky I1/[n. OOpaborka II/[H BkIHOYaeT: BO3MOKHOCTH
npocmotpa I1/{H, pyunoit BBox I1/[n B cuctemy UCII/IH, popMupoBaHue CIpaBOK U
otueToB 1o nHpopmanuu, nmoaydearnon u3 UCII. Onepatop HE UMEET MOTHOMOYHIMA
IUIS yOpaBlieHus noacucteMamu oopadotku nqanusix U C3I1H.

Omnepatop UCII/Ix obmamaet cneayonuM ypoBHEM JOCTYIIa U 3HAHUH |

o0JialacT BCEMH HEOOXOAMMBIMH aTpuOyTamu (HampuMep, MapoJiem),
o0ecreynBaroMMU JOCTYI K HEKOTOpoMy noamMHoxkecTBy [1/1H;

pacnonaraet KOH(pHJACHIIMATbHBIMHI TaHHBIMHU, K KOTOPBIM UMEET JIOCTYII.

Anmuauctparop cetu UCIH

Anmunuctparop cetu  UCII[H, corpyanuk Komuccuun (wium  wHOeE
YIOJTHOMOYEHHOE JTHTI0), OTBETCTBEHHBIM 3a (GYHKIIMOHUPOBAHUE
TeIeKOMMYHHKanHOHHOM mnoacucteMbl MCII[IH. AQMUHHCTpAaTOp CETH HE HMEET
MTOJTHOMOYHUH TS YIIPABIICHHSI TIOJACUCTEMaMH 00pabOTKH TaHHBIX U OE30MTaCHOCTH.

AJMUHHUCTPATOpP CETH 00J1aJIaeT CIEAYIONINM YPOBHEM JIOCTYyMA U 3HAHUI:

o0jafaeT 4acThl0 MHPOpPMAIMU O CUCTEMHOM M MPUKIATHOM MPOrPaMMHOM
ob6ecnieuennu UCII/IH;

o0nasaeT 4acThl0 MHMOpPMAIIMM O TEXHUYECKUX CPEACTBAX U KOHPUTYpalHH
NCTIH;

uMeeT (GU3MYECKUH JOCTYN K TEXHHYECKHMM CpeacTBaM  o0paboTKH
nH(OPMALMK U CPEACTBAM 3aIIUTHI,

3HAET, IO MEHbILIEH MEpe, OAHO JeraJbHOE UM JIOCTYTIA.

TexXHUYECKUI CIEIHMAINCT IO O0CIVKUBAHUIO TIEpUBEPUIHOTO 000D VIIOBAHUS

TexHUYCCKHIA CHEIMATUCT N0 O0CIy)XHBaHUIO, cOoTpyaHuk Komwuccuu (uiau
WHOE YIOJHOMOYCHHOE JIMIIO), OCYIIECTBISCT OOCIYXXHBAaHHE ¥ HACTPOUKY
nepudepuitnoro  obopynoBanuss  MCIIJ{n. TexHuueckuil  cmeuuasucT 1O
oOciy>kuBaHuIO He uMmeeT aoctyna K [1/[H, He uMeeT MOJIHOMOYUN JJIsl yTpaBICHUS
MmoJICUCTeMaM# 00pabOTKH JaHHBIX U 0€30MMaCHOCTH.

TexHuueckuii CIEUAIUCT MO 00CTYKUBAHHUIO 00JIAIACT CIEAYIOUUM YPOBHEM
JOCTYIIA U 3HAHUU

o0nasaeT 4acThl0 MHPOpPMAIMU O CUCTEMHOM M MPUKIATHOM MPOrPaAMMHOM
o6ecneuennu VCII/IH;

o0nafaeT 4acThlo MHMOPMAIIMM O TEXHUYECKUX CPEACTBAX U KOH(PHUTYpalHH
NCTIH;

3HAET, IO MEHbILIEH Mepe, OAHO JeTaJbHOE UM JIOCTYTIA.



6. TpeOoBaHus K mepcoHay Mo odecnedeHuo 3amuThl [1H

Bce corpynnuku Komuccun, sisnsitomuecs: nonbzoatensiMu MCIIIH, qo/mkHbBL
YeTKO 3HAaTh M CTPOTO BBIMOJHATH YCTAHOBIICHHBIC MpaBWia M OOS3aHHOCTH TIO
JOCTYyMy K 3allWIlaéMbIM OOBEKTaM M COOJIOJICHUIO TMPHUHATOTO PEKUMa
6e3omacHoctu [1/1H.

[Ipn BCTymIeHHMH B JIOJDKHOCTH HOBOTO COTPYAHHUKA OH JOJDKEH OBITh
O3HAKOMJICH C HEOOXOJUMBIMH JOKYMEHTAMH, PETJIaMEHTUPYIOIUMHU TPeOOBaHUS 11O
samute [1/1H, a Takke oOyueHHE HABBIKAM BBIMOJIHEHHS MPOLEAYP, HEOOXOIUMBIX
JUISl CAHKLIMOHUPOBAaHHOTO ucnoib3oBanus MCII/(H.

CoTpyaHHUK IOJDKEH OBITh 03HAKOMIICH CO CBeACHUSIMU HacTosmien [lonutukwy,
OPUHATHIX mporieayp padotsl ¢ anementamu UCITn u C3I1/H.

Corpynaukn  Kommccun, WCIIOJIB3YIOIIME  TEXHHUYECKHE cpencrna
ayTeHTH(UKAIIMK, JODKHBI ~ 00€CIeYMBaTh  COXPAHHOCTH  HIACHTHU(DHKATOPOB
(97eKTpOHHBIX Kiroueil) u He momyckath HCJI Kk HHUM, a Tak K€ BO3MOJKHOCTb HX
YTEPU WIM UCIIOJIB30BAHUS TPEThUMHM JIMIaMU. [losib30BaTeNM HECYT MEPCOHAIBHYIO
OTBETCTBEHHOCTH 32 COXPAaHHOCTh UICHTU(DHUKATOPOB.

Corpynaukn Komuccnu AOMKHBI CIIEI0BATh YCTAHOBJIEHHBIM IMPOLEAYpaM
nojajep:xkanusg pexxuma OezonacHoct [1/IH mpu BbIOOpE M HCMIONB30BAaHUU TMApOJIEiH
(ec HE UCTIOJIB3YIOTCS TEXHUYCCKHE CPEICTBA Ay TEHTU(DUKAIUH).

Cotpyanuku Komuccuum mOKHBI oOecnedynBaTh HAAJICXKANIYIO 3allUTy
00OpyAOBaHMsI, OCTABIIEMOro 0€3 MPUCMOTpPa, OCOOCHHO B TEX CiIydasx, KOrja B
MOMEUIEHNE MMEIOT JOCTYIl MOCTOPOHHME JILA. Bcee monb3oBarenu TOJKHBI 3HATH
TpeboBanus mo Oe3omacHoctu [I/IlH u mpoueaypsl 3ammuThl 00OpYAOBaHHUSA,
OCTaBJICHHOTO 0€3 MPHUCMOTpa, a TaKKE CBOM OOS3aHHOCTH O OOCCIECYCHUIO TaKOM
3AILUTBHI.

CoTpyIHMKaM 3ampelaeTcsi yCTaHABIMBAaTh IOCTOPOHHEE MPOTPaMMHOE
oOecrieyeHne, MOAKIIOYATh JIMYHbIE MOOWJIBHBIE YCTPOWCTBA W  HOCHUTEIHU
uH(pOpMAIIHH, a TaK e 3aMMChIBATh HA HUX 3aIUIAEMYI0 HH(OPMALIHIO.

CoTpyaHuKaM 3ampeniaeTcs pa3rianarh 3aluUiaeMyo HHPOPMAIUIO, KOTOpast
CTaJla MM HU3BECTHa Mpu padbore ¢ uHPOpPMANMOHHBIMU cucteMamu Komuccum,
TPETHUM JIULIAM.

[Tpu pabdote ¢ [1/Jn B UCII[dn cotpynuuku Komuccuu oOs3aHbl 00ECTICUUTH
OTCYTCTBHE BO3MOKHOCTH mnpocMotpa II/[H TpeTtbumMu mmamu ¢ MOHUTOPOB APM
VI TEPMHUHAJIOB.

[Tpu 3aBepmenuun padotel ¢ UCIIIH coTpymaumku o0s3aHbl 3amuTuTh APM
WIH TEPMUHAIBI C TIOMOIIBI0 OJOKMPOBKH KJIIOYOM HWJIM 3KBHUBAJIEHTHOTO CPEJICTBA
KOHTPOJISI, HAIPUMEDP, AOCTYIIOM MO MapoJIi0, €CIU HE UCHONB3YIOTCS 00Jiee CUITbHBIC
CpEICTBA 3AILUTHI.

Cotpyanuku Komuccun nomkHBI OBITH TPOMH(OPMHPOBAHBI 00 yrposax
HapylieHus pexxuma 6e3omacuoctu [1/1H u oTBeTCTBEHHOCTH 32 ero HapyuieHue. OHH



JOJKHBI OBITh 03HAKOMJICHBI C YTBEPKACHHOM (hOpMabHOM MPOLeTypoii HaJ0KEHUs
JTUCHUIUIMHAPHBIX B3bICKAHWW HA COTPYJAHUKOB, KOTOPBIC HAPYIIUIU MPUHSTHIC
MOJIMTHKY U TIporieaypsl 0e3omacHocTH [1]1H.

CoTtpynHuKH 0053aHBI 0€3 MpOMEICHUSI CO00MmaTh 000 BCeX HaOIIOJaeMBbIX
WJIU TIOA03PUTENbHBIX citydasx padorer UCII/{H, MOTymux moBiiedsb 3a OO0 yrpo3bl
6esomacuoctu [IJ[H, a Takke O BBIABICHHBIX WMH COOBITHUSIX, 3aTparuBarOLIUX
oe3zonacHocts [IJ[H, pYKOBOICTBY mMOApa3AeleHWs] W JHUIly, OTBEYAIOIMEMY 3a
HEMEIJICHHOE pearnpoBaHKe Ha yrpo3bl 6e3omacHocT [1/1H.

JloimkHOCTHBIE 00s13aHHOCTH nToab3oBarexe UCITIH

JlomxkHocTHBIE 00s13aHHOCTH Tosb3oBatTeneit MCIIJIH onmcadsl B claeayronmx
JOKYMEHTAaX:

Nuctpykums agmuauctparopa UCI/H;

WNuctpykuus aamuauctpatopa 6ezonacHoctu UCIIH;

Nuctpykuus nons3zoBatens UCIIH;

NucTpyKuus monap30BaTes Npyu BO3BHUKHOBEHUHY BHEIITATHBIX CUTYAIUN.

OTBETCTBEHHOCTD COTPYIAHHUKOB

B cootBetcTBuM co cTaThelt 24 OenepanbHoro 3akoHa Poccuiickoit denepanu
or 27 wronsa 2006 r. Ne 152-®3 «O mepcoHaIbHBIX AAHHBIX» JIMIA, BUHOBHBIC B
HapylieHuu TpeOoBaHuii nanHoro ®denepanbHOro 3aKOHA, HECYT TPaXJAHCKYIO,
YTOJOBHYIO, aJIMUHUCTPATUBHYIO, IUCHUILUIMHAPHYIO W HHYIO MPEITyCMOTPEHHYIO
3aKkoHOoJaTesnbCTBOM Poccuiickon denepanuy OTBETCTBEHHOCTb.

JlerictByromee 3akoHOmarenbCTBO  Poccuiickon ®denepanuym  1O3BOJISIET
NpeabABIsATh TpeOoBaHUS MO oOecredeHuio Oe30macHON paboThl ¢ 3alIUIIAeMON
uH(poOpMaLMe U mperycMaTpUBaeT OTBETCTBEHHOCTh 32 HAPYIIICHUE YCTAHOBIECHHBIX
npaBui dKciyaraimu DBM u cuctem, HempaBOMEpHBIA JOCTyn K HHGOpMAaINH,
€CIM 3TH JCWUCTBHS TPUBEIU K YHUYTOXKEHHUIO, OJOKUPOBAHUIO, MOAM(PUKALNN
uHpOpMaIMK WK HapylieHuto pabotsl DBM wunu cereir (crathu 272,273 u 274
YronoBHoro kojiekca Poccuiickoit deneparun).

Anvuauctpatop MWCIIJlH w  agMuHHCTpaTOp  OE30MACHOCTH  HECYT
OTBETCTBEHHOCTh 3a BCE JCHCTBHS, COBEPILICHHBIE OT MMEHU HUX YYETHBIX 3aIucei
WIN CUCTEMHBIX YYETHBIX 3alHCEH, €Ciu He JI0Ka3aH (aKT HECAaHKIIMOHUPOBAHHOTO
WCIIOJIb30BAHMS YUETHBIX 3aIUCEH.

[Ipu Hapymenusix corpyanukamu Komuccuum — mnonb3oBatensimu WCIIIx
NpaBWi, CBSI3aHHBIX C Oe3omacHocThio [IJ[H, OHM HECYT OTBETCTBEHHOCTbD,
YCTAaHOBIICHHYIO JEHUCTBYIOIINM 3aKOHOAATeNbCTBOM Poccuiickon denepanun.

7. CIIHCOK HCIO0JIb30BaHHBIX HCTOYHHKOB
OCHOBHBIMU HOPMATHUBHO-TIPABOBBIMU MW MCTOAWMYCCKUMHU HNOKYMCHTAMH, Ha

KOTOPBIX O0asupyercs HacTosiias [lonuTuka, siBisitoTCs:



®denepanprbiii 3akoH oT 27.07.2006 1. Ne 152-03 «O mepcoHAIBHBIX JaHHBIX,
YCTaHaBJIMBAIOIMN OCHOBHBbIE MPUHLUIBI W ycioBus oOpabotku II/lH, mnpaBa,
0053aHHOCTH M OTBETCTBEHHOCTh YYaCTHUKOB OTHOIICHWH, CBS3aHHBIX C 00pabOTKON
I11H.

TpeboBanusi K 3amuTe MEPCOHATBHBIX JAaHHBIX NpU HX 00padoTKe B
WH(POPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX JAaHHBIX, YTBEPKIACHHBIC MOCTAHOBICHUEM
[TpaButennctBa Poccuiickoii @enepanuu ot 01.11.2012 r. Ne 1119.

[Tonoxxenne 00  0COOEHHOCTAX  OOpaOOTKM  NEPCOHAIBHBIX  JIAHHBIX,
OCYLIECTBJISIEMOW 0€3 HCIOJIb30BaHUSl CPEACTB AaBTOMATHU3alLMH, YTBEPXKIACHHOE
noctranoBieHueM IIpasurenscrBa Poccutickoit @eneparuu ot 15.09.2008 r. Ne 687.

HopmaTtusHO-MeTOAMUECKHE JIOKYMEHTBI denepanbHON CITyKOBI o
TEXHUYECKOMY M JKCIepTHOMY KoHTposito Poccuiickoit ®enepammn (manee — OCTOK
Poccun) no obecnieuenuro 6ezonacuoctu 110 npu ux o6padorke B UCII/IH:

baszoBas Mozenb yrpo3 0€30MacHOCTH NEPCOHANBHBIX JaHHBIX IIPU UX 00paboTKe
B MH()OPMAIIMOHHBIX CHUCTEMax IEPCOHAJBHBIX NAaHHBIX, YTBEP)KICHHAS 3aMECTUTEIIEM
mupekropa DCTOK Poccum 15.02.2008 r.

Meronunuyeckuil JOKyMeHT. MeTouKa OLEHKH yrpo3 0€3011acHOCTH HH(OpMaIH,
yrBepxaeHasiii ®CTOK Pocenn 05.02.2021 r.

[Tpuka3z ®CTOK Poccunm ot 11.02.2013 Ne 17 «O6 yrBepxkaenun TpeboBanuii o
3amTe MH()OpMalWU, HE COCTABIAIONIMX TOCYAAPCTBEHHYIO TalHY, COAEP)KAIIUXCS B
rOCyIapCTBEHHBIX HH(POPMALIMOHHBIX CUCTEMAaX.

[Tpukaz ®CTOK Poccum ot 18.02.2013 No 21 «O6 yrBepxknenuun CocrtaBa H
COJIEp’)KaHUsl OpPraHU3aLUMOHHBIX U TEXHUYECKUX MEpP IO 00EClEeYeHHI0 O€30MaCHOCTH
NEPCOHANBHBIX JAaHHBIX MNpU uX 00paboTke B HHPOPMALMOHHBIX CHCTEMax
NIEPCOHAIBHBIX JAHHBIXY.

[Tpuka3z denepanpHOii ciyx0b1  Oe3omacHoctn  Poccmiickort @Penepauuu Ot
10.07.2014 Ne 378 «OO6 ytBepxkaenun CocTtaBa M COACpKAHUS OPTaHU3ALMOHHBIX H
TEXHUYECKMX MEp IO 00EeCnedyeHHI0 Oe30MaCHOCTH IEPCOHAJIBHBIX JAaHHBIX HPH HX
00paboTke B MH(GOPMAIIMOHHBIX CHCTEMaxX IMEPCOHANBHBIX JAHHBIX C HCIIOJIb30BAHUEM
CPEICTB KpHUNTOTpapuIecKoil 3amuThl WHGOPMAIUU, HEOOXOAUMBIX JUISI BBIOJIHEHUS
ycranoBieHHbIX [IpaBurensctBom Poccuiickoit denepanum TpeOGoOBaHUI K 3amIuTe
NIEPCOHATIBHBIX JAHHBIX ISl KQXK/I0T0 U3 YPOBHEW 3aILUIIEHHOCTHY.

Metoanueckue peKOMEHAAlUU MO pa3pabOTKe HOPMATUBHBIX IMPABOBBIX AKTOB,
ONpPEAENAIINX Yrpo3bl O€30MaCHOCTH TNEPCOHAIBHBIX JIaHHBIX, aKTyalbHbIE IpU
00pabOTKE MEpPCOHANBHBIX JAaHHBIX B HMH(POPMALMOHHBIX CUCTEMAX IEPCOHAIBHBIX
JAHHBIX, OJKCIUIyaTUPYEMbIX IpPU  OCYILIECTBJIEHUU  COOTBETCTBYIOLIUMX  BHUJOB
JesITeNbHOCTH, yTBepkaeHHbIe pykoBoacTBoM 8 Llentpa ®CB Poccum 31.03.2015 Ne
149/7/2/6-432.



