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INNOJIMTUKA
UHQPOPMALMOHHOM 6e30MaCHOCTHU NPU padOTe C NepCOHA/IbHbIMU
JAAHHBIMH
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KOMHUCCHH

OINIPEJAE/IEHUA

B HacTodmeM AOKyMeHTe UCHOJIb3YITCA Clelylolide TePMUHbI U UX
onpeeseHuUs.

ABTOMATH3HUpPOBAHHAA CUCTEMA - CUCTEMa, COCTOALAs U3 MepcoHasa
M KOMILJIEKCA CPeJCTB aBTOMaTHU3allMU €ero JesTeJbHOCTH, peaau3yrolias
MHGOPMALMOHHYIO TEXHOJIOTHIO BBINOJHEHUS YCTAaHOBJIEHHBIX QYHKIUM.

AyTeHTUPUMKaALMA OTHpaBUTesIs1 JAHHBIX - NOATBEPXKJEeHHWe TOro,
YTO OTIPABUTEJIb N10JIYYEHHbBIX JJAHHBIX COOTBETCTBYET 3asBJEHHOMY.

be3onacHOCTh NepCOHAJIBHBIX JAHHBIX - COCTOSIHUE 3alllULeHHOCTU
IepCOHAJIbHBIX JAHHbIX, XapaKTepU3yeMoe CIIOCOOHOCThIO MOJIb30BaTeJIEeH,
TEXHUYECKUX CpeACTB U UHQPOPMALMOHHBIX TEXHOJIOTUHM 00eCrnevyuThb
KOH(QUIEeHIMa/IbHOCTD, 11eJIOCTHOCTDb U JOCTYIIHOCTb NePCOHAJIbHbBIX JaHHBIX
npy Ux 06paboTKe B MHGOPMALMOHHBIX CUCTEMaX EPCOHAJbHbBIX JAHHbIX.

buomerpuyecKkue mnepcoHaj/ibHble [JAaHHbIE - CBeJleHUS, KOTOpble
XapaKTepus3ylT (QU3U0JIOTHUYEeCKMe OCOOeHHOCTH YesioBeKa U Ha OCHOBe
KOTOpPbIX MO>XHO YCTAaHOBHUTb €ro JIMYHOCTb, BKJ/O4Yasd ¢oTorpaduy,
OTNEeYaTKHU MaJibleB, 00pa3 ceTYaTKHU rJa3a, 0COOEHHOCTU CTPOEHUS TeJsa U
JpyTylo NoJ006Hy0 HHOpMaILHUIO.

BJioKMpoOBaHMe nepCcoHa/IbHbIX JAaHHBIX - BpeMeHHOe MpeKpalleHue
00pabOTKMU IMepCOHAJIbHbIX /[laHHbIX (32 MCK/JIIOYEHUEM CJIy4yaeB, ecCju
06paboTKa He0OX0AUMa /11 yTOYHEHUSsI epPCOHAbHbBIX IAHHBIX).

Bupyc (KOMOBIOTEpPHbIH, MNPOrpaMMHbIHN) -  UCIOJIHSEMBbIU
NpOrpaMMHBI  KOJ, MWJMU HUHTEPNPETUPYEMBbIM HAOOp HWHCTPYKLMUH,
o0s1alal0l Ui CBOWCTBAMM HECAHKLIMOHUPOBAHHOIO pacHpoCTpaHEeHUd U
caMoBocrnpousBesieHUsA. Co3ZjaHHble AyOIMKaThl KOMIBIOTEPHOrO BUpyCa He
BCerJa COBMNAJIAal0T C OpPUrMHaJIOM, HO COXPaHSKT CIOCOOHOCTh K
JlaJIbHeNIeMy pacipoCTPaHEHUIO U CAMOBOCIIPOU3BEIEHUIO.

BpeaoHocHasa mnporpamMma - nporpamMma, NOpeJHa3HayeHHas [Jd
OCyL1eCTBJIEHMS] HECAHKLIMOHUPOBAHHOIO JOCTyNa U (UJK1) BO3LeUCTBUA Ha



IepCcoHa/IbHble JlaHHble WJMU pecypcbl HWHPOPMALLMOHHOM CHUCTEMBI
IepCOHAJbHBIX JJaHHBIX.

Bcnomorare/ibHble TeXHUYECKHEe CpeACTBA M CUCTEeMbl -
TEXHUYEeCKHEe CpeJCTBAa U CUCTeMbl, He NpeJHa3HAadYeHHble JJi Mepejady,
0O0pabOTKM U XpaHEHHUS INepPCOHAJNbHBIX JaHHBIX, YyCTaHaBJUBAaeMble
COBMECTHO C TEXHUYECKUMHU CpeJiICTBAMU U CUCTEMAMHU, IpeJHa3HAYEHHbIMU
JJI1 00pabOTKU NepCOHAJbHBIX JAHHBIX WJIM B NOMeEIEHUsX, B KOTOPBIX
yCTaHOBJIEHbI UHPOPMALMOHHBIE CUCTEMBI IePCOHAJIBHBIX IaHHBIX.

JlocTyn B onepanMoOHHYI cpeAay KoMnblTepa (MHPOpManyoOHHOM
CUCTEMBI IEPCOHAJIBHBIX JAaHHbIX) - MOJyYeHUe BO3MOXXHOCTHU 3alyCKa Ha
BbINIOJIHEHME LITATHBbIX KOMaHJ, QYHKUUK, MNOpoueAyp OlepaluoHHOU
CUCTEMBI (YHUUYTOKEHUS, KONUPOBaHUs, NepeMelleHHUs U T.I.), UCIIOJHAEeMbIX
$al10B NPUK/IAaAHBIX IPOTPaAMM.

JlocTyn K MHpOpMaL MU - BOSMOXXHOCTbD MOJy4eHHsI UHQOpMALUU U ee
MCII0JIb30BaHUS.

3ak/1Ia04HOEe YCTPOMCTBO - 3JIEMEHT CpeJCTBAa CheMa UHPOpMal Uy,
CKpPbITHO BHeJApseMbli (3ak/jaAblBaeMbld HWJIA BHOCUMBIM) B MecCTa
BO3MOXXHOr0 CbeMa HWHPopManudu (B TOM 4YHCIAe B OrpaKeHHE,
KOHCTPYKLIMIO, 000pYyJOBaHUe, MNpeAMeTbl WHTepbepa, TPAHCIOPTHbBIE
CpeZiCTBa, a TakKXKe B TeXHUYeCKHe CpeACcTBa U CUCTEMbl 00pabOTKHU
MHPOpMaIUHU).

3amuumiaemMasa uHpopmanus - MHGpopMaLus, ABJAALASACA IPEeAMETOM
COOCTBEHHOCTH W NOJJIeXallasl 3alUTe B COOTBETCTBUHU C TPeOOBAaHUSAMHU
NpaBOBbIX  JOKYMEHTOB WJIMA  TpPeOOBAHUSIMH, YyCTaHABJIMBAEMbIMU
COOCTBEHHUKOM MHPOpPMALUH.

UaeHTUPUKALMA - TPUCBOEHHE CyObeKTaM M 00beKTaM J[JoCTyla
uJeHTuPUKaTopa U (UJu) cpaBHEHUE NPeAbIBISIEMOro UJeHTUPUKATOpPA C
nepeyHeM NPUCBOEHHBIX UAEHTUPUKATOPOB.

UHpopMaTUBHBIN CUTHAJI - 3JIEKTPUYECKHUE CUTHAJIb], aKyCTUYECKHUE,
3JIEKTPOMAarHuTHbIE U Jpyrue GpU3nvecKue MoJid, M0 napaMeTpaM KOTOPbIX
MOXeT ObITb pacKpbiTa KOHGUJeHIIMa/lbHAasd UHPopMalus (IepCcoHaIbHbIE
JlaHHble) obOpabaTbiBaeMass B HMH(OPMAIMOHHOM CHUCTEME MepPCOHAIbHbIX
JlaHHBIX.

UHpopmManmoHHbIEe TEXHOJIOTHUH - NIPOLLECChl, METO/AbI MIOUCKA, CO0PA,
XpaHeHHs, 06pabOTKH, MpeJ0oCTaBJeHHUs], pacpocTpaHeHUs1 HGOpPMaLUK U
CIOCOOBI OCYIIECTBJIEHUS TaKHUX MPOLLECCOB U METO/I0B.

UHpopmanmoHHas cucTeMa NepcoHaJbHbIX AaHHbIX (MCIIJH) -
COBOKYIHOCTb COJlep>KalluXcsi B 0a3axX JaHHbIX MePCOHAJbHBIX JJaHHBIX U
obecrneynBawUIMX HX O0OpPabOTKY HWHPOPMALMOHHBIX TEXHOJOTUH U
TEXHUYECKHUX CPEJICTB.



Hcnonp3oBaHMe NepCOHAJIbHBIX JAHHBIX - JIeMCcTBUSA (omepanuu)
NepCOHAJIbHBIMHU JJaHHBIMH, COBEPUIAEMbIE OMEPATOPOM B LIEJSAX MPUHATHUA
pelleHUu WJIM COBepLIeHUS WHbIX JEWCTBUM, MOPOXKAAMIIUX HPUAAIECKUE
NOCJIeICTBMSl B OTHOLUIEHUH CyO'beKTa MepCOHAJIbHBIX JAaHHbIX WU JPYTUX
JIUL, JIMOO HMHBIM 00pa3oM 3aTparvBawlMX MpaBa U CBOOOJbI CyO'beKTa
NepCOHAJIbHBIX JJTAHHBIX UJIU APYTHUX JIUII.

UcTOYHHUK yrpo3bl 6e30nNacHOCTH UHPOPMALUU - CYO'bEKT JOCTYIa,
MaTepUaJbHbIM 00bEKT UJIU GU3UYECKOE SBJIEHUE, ABJIAIIMECT NPUIUHOU
BO3HUKHOBEHMS YIPO3bl 6€30MaCHOCTU UHPOPMAL UK.

KoHTposmpyemas 30Ha - IpOCTPaHCTBO (TeppUTOpHUS, 3JaHUE, 4aCTh
3/laHus, T[OMelleHHWe), B KOTOPOM MCKJIIYEHO HEKOHTPOJUPYEMOE
npebbIBaHUE MOCTOPOHHUX JIMI, @ TAKXKe TPAHCIOPTHbIX, TEXHUYECKUX U
MHBIX MaTepUaJbHbIX CPE/ICTB.

KonduaeHIMaIbHOCTh IEPCOHAIBHBIX JAHHBIX - 0053aTe/bHOE JJI
COOJ/II0ZIeHUSI OTIePaTOPOM WJIM UHBIM MOJYYHBILIUM AOCTYI K IePCOHAJIbHBIM
JlAHHBIM JIMLIOM TpeboOBaHHWE He JONyCKaTb HX paclpocTpaHeHHe 6e3
corjiacusi Cyo'beKTa MepCoOHaJbHbIX JAHHBIX WX HAaJA4YUs UHOTO 3aKOHHOTO
OCHOBAHMUS.

MexceTeBOM 3KpaH - JIOKaJbHOe (OJAHOKOMIIOHEHTHOE) WJIH
$YHKIMOHA/NIbHO-pacnpezeeHHoe nporpaMMHoe (nporpamMMHoO-
annapaTHoe) CpeAcTBO (KOMILJIEKC), peasM3ywllee KOHTpOJIb  3a
MHOpMaLMel, NOCTyNawInerd B UHPOPMAIMOHHYIO CUCTEMY MEePCOHATIbHBIX
JIaHHBIX U (UJI1) BBIXOASAIEN U3 UHGOPMALUOHHOU CUCTEMBI.

HapymuTe b 6€301aCHOCTH NEPCOHAJIBHBIX AAHHBIX - pU3UYeCKOe
JIUL0, CJIYYalHO WJIU NpeJlJHAMEPEHHO COBepLIaloliee JeiCTBUS, Cle[CTBUEM
KOTOPBIX SBJISIETCA HapylleHUe 6e30MacHOCTU NMEPCOHANbHbIX JaHHBIX MPH
UX 00pabOTKe TeXHUYECKHMHU CpeiCTBAMU B MHPOPMALMOHHBIX CUCTEMAX
NepCOHAJIbHBIX JITAaHHBIX.

HeaBTomMaTH3MpoBaHHasA O0OOPaOGOTKAa MNepPCOHAJbHbIX JAAHHBIX -
00paboTKa MepCOHAJIbHbIX JAHHBIX, COJlep>KallluXCsd B HWHPOPMaIMOHHOH
CUCTeMe TNepPCOHAJIbHBIX JAaHHbIX JIMOO U3BJIEYEHHBIX M3 TAKOW CUCTEMBI,
CUMTAETCH OCYILECTBJIEHHONW 6e3 UCMO0JIb30BaHUS CpPeJCTB aBTOMATHU3aLUU
(HeaBTOMaTH3MPOBAHHOM), e€CJU TakKue JeUCTBUS C MepCcoOHaJbHbIMHU
JITAaHHBIMH, KaK  MCIO0JIb30BaHWE,  YTOYHEHHUE, pacnpocTpaHeHHe,
YHUUYTOKEeHUE NePCOHAJIbHBIX JAHHBIX B OTHOLIEHUU KaXKJ0Ir0 U3 CyO'beKTOB
NepPCOHAJIbHBIX JAHHBIX, OCYLIECTBJISATCS NPU HEMOCPEACTBEHHOM y4acTUH
4yeJsIOBeKa.

HepexsapypoBaHHbIe BO3MO>KHOCTH - bYHKIMOHAJIbHbIE
BO3MOXXHOCTH CPEJICTB BbIUMCJIUTEJbHOW TEXHUKH, HE ONMUCAHHBbIE WJIM He
COOTBETCTBYIOIIME ONUCAHHBIM B J[JOKYMEHTAlU¥, NPU HCHOJIb30BAHUU
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KOTOPbIX BO3MOXXHO HapylleHHe KOH(UJEHLMaJbHOCTH, JOCTYIHOCTH WU
11eJIOCTHOCTU 060pabaThiBaeMO HHPOPMALIMH.

HecaHKIIMOHMPOBaHHBIN AOCTYIl (HecaHKLIMOHMPOBaHHbIE
AEUCTBUA) - OOCTYyI K HHPOPMAUMU WJIU JEUCTBUA C HWHPOpMaLUEH,
Hapyllawljie TMpaBuJa pa3rpaHUYeHUs [AOCTyna C MCIO0Jb30BaHUEM
IITAaTHBIX CPEJCTB, MNPEAOCTaBJsIeMbIX HWHPOPMAIMOHHBIMHA CUCTEMAMH
NepCOHAJIbHBIX JJTaHHBIX.

Hocutens mHdopmanuu - dusnyeckoe JUIO WIA MaTepUaJbHBIN
00'bEKT, B TOM uMuc/Ie GU3HUYECKOE T0Jie, B KOTOPOM HHPOopMalUs HAXOJUT
CBOe OTpakeHHWe B BHJE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHHUYECKHUX
pelleHH U TMPOLECcCOB, KOJUYECTBEHHBbIX XapPaKTEPUCTHUK (GU3UYECKUX
BEJINYHMH.

OGe3/IMYMBaHMe NepPCOHAJIbHBIX JAHHBIX - JIEHCTBUS, B pe3yJbTaTe
KOTOPbIX CTAHOBUTCS HEBO3MOXKHbIM 6€3 MCIO0JIb30BaHUS JOMOJHUTEIbHON
MHGOpPMALIMU ONpeAeJUTh NPUHA/JIEKHOCTb MEPCOHAJbHbIX JAHHBIX
KOHKPETHOMY CyO'beKTY epPCOHAbHBIX IaHHbIX.

O6pab6oTKa nMepCoHA/NIbHbIX AAHHBIX - JII0O0Oe JeHcTBUE (omnepanus)
WJIM COBOKYITHOCTb JeMCTBUM (0omepaluii), COBeplLIaeMbIX C UCII0JIb30BaHUEM
CpeZiCTB aBTOMAaTH3alMUW WM 06e3 MUCHOJIb30BaHUA TaKHUX CPEACTB C
NepCOHAJIbHBIMK JIaHHbIMM, BKJIlOYasi cOOp, 3aluCh, CUCTeMaTHU3aAlUIO,
HaKoIlJIeHWE, XpaHeHHue, yTouHeHre (0OHOBJIEHUE, U3MEeHEeHHe), U3BJIeUEHUE,
MCII0/Ib30BaHUe, MNepejady (pacnpocTpaHeHUe, NpeAoCTaBJeHUe, AOCTYI),
o6e3/IMYMBaHue, OJOKHpPOBAaHUE, yAajleHUe, YHUYTOKEHUE MepCOHaJbHBIX
JlaHHBbIX.

OO61ea0CTynIHbIE IEPCOHAIbHBIE JAHHbIE - IEPCOHAJIbHbIE JJaHHbIE,
JIOCTYTl HEOTPAaHUYEHHOIr'0 Kpyra JiMl, K KOTOPbIM MpPeJoCTaBJeH C COrJIacusl
Cy6O'beKTa MePCOHANbHBIX JAaHHBIX WJIM Ha KOTOPble B COOTBETCTBHUM C
benepasbHBIMU 3aKOHAMHU He PacnpoCTpaHseTCs TpeboBaHUE COOJIIOJEeHUs
KOHQPUJEHIIMAJbHOCTH.

OnepaTop (mepcoHa/NbHbIX AAHHBIX) - TOCYJAapCTBEHHbIA OpraH,
MYHUIUNIQJIBHBIA ~ OpraH, lopuaudyeckoe WM  QU3HUYECKOoe  JIHIIO,
CaMOCTOSITEJIbHO UJIX COBMECTHO C JIPYTUMHU JIMI[aMU OPraHU3YIoLUe U (HUJIH)
OCYIIECTBJISAIOIIME  00pabOTKY  IepCOHa/NbHbIX  JIaHHBIX, a TaKxke
onpejesidllMe 1eJu 00pabOTKU NepCOHAJbHBIX JAaHHBIX, COCTaB
IepCOHAJbHBIX AAHHBIX, MOJJIeXXaluX 00paboTKe, AeUCTBUA (omepanuiu),
CoBeplllaeMble C IepCOHAJbHBIMU JAHHBIMU.

TexHu4eckKue cpeacTBa UHPOPMaALMOHHOM CHCTEMbI
NEePCOHAJbHBIX [JAHHBIX - CpPeJICTBA BbIUMCJMTEJbHOM  TEXHUKH,
MHPOPMALIMOHHO-BbIYHCAUTE/NIbHbIE KOMIJIEKCBI W CETH, CpeAcCTBA U
CUCTeMbl Tepejayd, npueMa U obpaboTku II/lH (cpeacTBa U cucTeMbl



3BYKO3allUCH, 3BYKOYCUJIEHUS], 3BYKOBOCIIPOU3BEJEHUs], MEPETOBOPHbIE U
TeJIeBU3SHUOHHbIE YCTPOUCTBA, CpPEJCTBA U3rOTOBJIEHUS, THUPAKUPOBAHUS
JIOKYMEHTOB U Jpyrde TeXHUYeCKUe CpecTBAa 00paboOTKU peyvyeBOH,
rpaduyecKom, BUJIe0- U1 OYKBEHHOIIUPPOBOU MHPOpPMALMU), MPOrPaMMHbIE
cpe/icTBa (onepaLMOHHbIE CUCTEMbI, CUCTEMbI yIIpaBJeHUs 6a3aMU JaHHBIX U
T.Il.), CPeAICTBA 3allMThl MHGOPMAlUH, TPUMEHsIeMble B UHPOPMAI[MOHHbIX
CUCTEMaX.

[lepexBaT (MHOpMALMHU) - HETIPAaBOMEPHOE MMoJydYeHue UHPOpMaIUr
C  HWCHO0Jb30BaHUEM  TEXHUYECKOr0  CpeJCTBa,  OCYLIEeCTBJSIOLLETO
oO6Hapy:KeHUe, IPUEM U 00paboTKy UHGOPMATUBHBIX CUTHAJIOB.

[lepcoHasibHble JaHHbIe - Ji06ass HMHQoOpMalYs, OTHOCALASACA K
NpsIMO WJIM KOCBEHHO ONpeJieJIeHHOMY WJIM olpejiesisieMoMy GU3UYEeCKOMY
quny (cyobeKTy NepCoOHabHbBIX JaHHbBIX);

[lo604YHbIe 3JJIeKTPOMAarHUTHbIe M3JIy4eHUsT M HABOAKU -
3JIEKTPOMarHUTHblE  HW3Jy4YeHUSI TEXHUYECKUX CpeJCTB  00paboTKHU
3amuiaeMod WMHGoOpMaluy, BO3HHUKAIOIIME KaK I0004YHOe SBJIEHHWE U
BbI3BaHHble  3JIEKTPUUYECKMMH CUTHaJaM{, JeUCTBYIOLUMU B  HX
3JIEKTPUYECKUX U MAarHUTHBIX LIENsX, a TaKXKe 3JIeKTPOMarHUTHble HaBOJKU
3THUX CUTHAJIOB Ha TOKONPOBO/SIIME JIMHUU, KOHCTPYKIIMU U LIeNIU MUTAHUSI.

[loMTUKA «4YHUCTOrO0 CTOJIA» - KOMILJIEKC OpraHHU3alMOHHBIX
MepONpUATUH, KOHTPOJUPYIOLUX OTCYTCTBHE 3aNUChIBAaHUS HA OYMakKHbIe
HOCHUTEJIY KJIIoUeld U aTpuOyTOB A0CTyma (mapoJieid) U XpaHeHUsl UX BOJIU3U
06'bEKTOB A0CTyIA.

[lonb30oBaTenb HMHPOPMALUOHHOM CHUCTEMbI IEPCOHAJIbHBIX
JAAQHHBIX - JIMIO, y4YacTBylollee B QYHKIIMOHUPOBAHUKU UHGOPMAIMOHHOU
CUCTEMbI TEpPCOHAJbHBIX [JAaHHBIX WA UCHOJIb3YyIOlllee pe3yJbTaThl €€
$YHKIIMOHUPOBAHUSL.

[lpaBusia pasrpaHu4YeHUss JOCTyHa - COBOKYIHOCTb IIpaBuJI,
perJaMeHTUPYIOLMX IpaBa /JI0CTyla CyO'beKTOB JIOCTylna K O00beKTaM
Jl0CTyTa.

[IporpaMmHas 3akjaAgkKa - KOJI MporpaMMbl, IMpeJHAMepPeHHO
BHECEHHbId B TMpPOTrpamMMy C IeJIbl0 OCYILECTBUTb yTe4YKy, HU3MEHHUTb,
06JIOKUPOBaThb, YHUYTOXUTb  HUHOOpPMALMI0O  WJIU  YHUUYTOXKUTb U
Mo aupUIIMPOBaTh NpOrpaMMHoOe obecrieueHre MHGOPMAIIMOHHOM CHUCTEMbI
IIepCOHAJIbHBIX JaHHBIX U (MJIM) 6JIOKUPOBATh allnapaTHbIe Cpe/ICTBA.

[IporpaMmMHOe (nmporpamMMHO-MaTeMaTU4YeCKOe) BO3AeNCTBHE -
HEeCaHKIIMOHUPOBAHHOE BO3/IEMCTBUE Ha pecypcbl aBTOMAaTU3UPOBAHHOU
MHGOPMALIMOHHON  CUCTEMBI, OCYUIECTBJIIEMOe C  MCIO0Jb30BaHHUEM
BpPe/IOHOCHBIX MPOTPaMM.

PacKpbITHe nepCOHA/IbHBIX JAHHBIX - YMbIIIJIEHHOE WU CJIy4allHOe
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HapylleHWe KOHPUIEeHIIMaJIbHOCTH IepCOHAbHBIX JaHHbIX.

PacnpocrpaneHue nepCOHAJIbHBIX JAAHHBIX - JleCTBUS,
HalpaBJieHHblE HAa PaCKpPbITHE MEPCOHAJbHBIX JAAHHBIX HeOoNpeaeIeHHOMY
KpYyTy JIUII.

Pecypc uHPOpMALMOHHOM CHUCTEMbl - HUMEHOBAHHbIA 3JIEMEHT
CUCTEMHOTO, NPUKJIAJHOTO WU annapaTHOTro obecrneyeHuUsI
GYHKIIMOHUMPOBAaHUS MHPOPMALLMOHHOMN CUCTEMBL.

CnenuasibHble KaTeropuy NepCcoOHAJIbHBIX JAHHBIX - IEPCOHAJIbHbIE
JlaHHble, Kacawlluecsi pacoBOM, HaLMOHAJbHOW MNPHUHAAJIEKHOCTH,
NOJIUTUYECKUX B3IJISII0B, PEJUTHO3HbIX WJIU GUIOCOPCKUX YOEXJeHUH,
COCTOSIHUSA 3/10POBbS1 U UHTUMHOM )KM3HHU CyO'beKTa NEPCOHATbHbIX JAHHBIX.

CpeacTBa BbIYMC/IMTEIbHOM TEXHUKH - COBOKYITHOCTb MPOTPaMMHbIX
M TEeXHUYECKUX 3JIEMEHTOB CHUCTEM OOpPabOTKU [JIaHHBIX, CIIOCOOHBIX
$YHKIIMOHUPOBATh CAMOCTOSITE/IbHO UJIK B COCTaBE JPYTUX CUCTEM.

Cyo6beKT aocTtyna (CyobeKT) - JIUI0 UM NPOIECC, AeUCTBUS KOTOPOTro
perjaMeHTUPYIOTCS NpaBUJaMHU pa3rpaHUYeHUs AOCTyIa.

TexHu4YecKuid KaHa/JA yTedkd MHPOpPMALHUHU - COBOKYIHOCTH
HocuTesss UWHpopManuu (cpeacTBa 00paboOTKH), QU3IUYECKOW Cpejbl
pacnpocTpaHeHUMs] HMHQOPMATHBHOIO CUTHajJa M CPEJCTB, KOTOPBIMU
Jl00bIBaeTCs 3aluiuiaeMas nHGopManus.

TpaHcrpanuyHasi mepejadya NepCOHAJ/IbHBIX JaHHBIX - Mepejaya
MepCcoHa/JbHbIX JaHHbIX oOlNepaTopoM uepe3 ['ocyJapCTBEHHYI TI'paHHULY
Poccuiickoii ®enepanuy opraHy BJAacTH HWHOCTPAHHOIO TOCyZapCTBa,
bu3n4eCKoMy UJIU PUJUIECKOMY JIMIY HHOCTPAHHOIO IoCcy/1apCTBa.

Yrpo3bl 6€30MaCHOCTH MNEePCOHAJbHBIX JAHHBIX - COBOKYIHOCTb
yCJA0BUU M PaKTOpOB, CO3JAMOUIMX ONACHOCTh HECAHKIMOHUPOBAHHOIO, B
TOM 4YHCJEe CAY4alHOro, JIOCTyNna K MepCoOHaJbHbIM JaHHbIM, pe3yJbTaTOM
KOTOPOTO MOXET CTaTb YHUYTOXEHHUE, H3MeHeHHUe, OJIOKUPOBAHUE,
KONUPOBaHUE, paclpocTpaHeHHWe NepPCOHAJIbHbIX JIaHHbIX, a TaKXe MHbIX
HECaHKI[MOHHUPOBAHHBIX JIEUCTBUM MPHU UX 00paboTKe B MHPOPMALMOHHOHU
CUCTeMe MePCOHAbHbBIX JAHHbIX.

YHUYTOXXEHHEe NEePCOHAJIbHBbIX AAHHBIX - eMCTBUS, B pe3yJibTaTe
KOTOPbIX  CTAHOBUTCSI  HEBO3MOXXHbIM  BOCCTAaHOBUTb  COJlEp>KaHUE
NepCOHAJIbHbIX JlaHHbIX B MWHGOPMAIMOHHOM CUCTEME IepPCOHAJIbHbBIX
JIAHHBIX W (WMJM) B pe3yJibTaTe KOTOPbIX YHUUTOXKAKTCS MaTepuasbHbIE
HOCHUTEJIY IepCOHA/IbHBIX JJaHHBIX.

YTeuka (3amuuiaemMoi) MHPOPMALUU O TEXHUYECKUM KaHAJIaM -
HEKOHTPOJIUPYEMOe  paclpocTpaHeHHWe HWHPOpMaAllMM OT  HOCUTeJs
3amuiaeMod uHGopManuu 4depe3 (PU3UYECKYHO Cpeay [0 TEeXHUYEeCKOTO
CpeACTBa, OCYILECTBJISIONLET0 TepexBaT UHOPMaLUH.
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Ya3BUMOCTb - C/1ab0OCTh B CpeACTBaxX 3alllUThl, KOTOPYH MOXHO
MCIIOJIb30BaTh [iJI1 HapylleHUs CUCTEMbl WJIM COJepallerca B HeH
MHOpMaLMH.

Lle1oCTHOCTD UHPoOpMaL U - CIIOCOOHOCTb CpeAcTBa
BbIUMCJUTEJNbHON  TEXHWKU  WJIM  ABTOMAaTU3UPOBAHHOW  CUCTEMBI
obecrneynBaThb HEU3MEHHOCTb MHPOPMALIMU B YCJAOBHUSAX CAY4alHOTO W /WU
npeJHaMepeHHOr o UCKaXKeHUs (pa3pylieHus).



OBO3HAYEHHUA U COKPALLIEHUA

ABC - aHTUBUpYCHBIE CpeACTBa

APM - aBTOMaTHU3MpPOBaHHOE paboyee MeCTO

BTCC - BcmoMoraTe/ibHble TeEXHUYeCKHe CpefiCTBA U CUCTEMBI
UCIIIH - tHpopMalLlMOHHAsA CUCTeMa NMepCOHAIbHbIX JJaHHbIX
K3 - koHTposMpyemas 30Ha

JIBC - 1oKa/bHad BBIYMCIAUTEIbHAA CETh

M3 - MexxceTeBOH 3KpaH

HC/I- HeCaHKIIMOHUPOBAHHBIU JOCTYII

OC - onepanuoHHasda cucTema

[I/lH - nepcoHabHbIE JaHHbIE

[IMB - nporpaMMHoO-MaTeMaTU4YeCKOe BO3/eCTBHE

[10 - nporpaMMHoOe obecrneyeHue

[I3MUH - no604HbIe 3/1eKTPOMarHUTHbIE U3JIy4EHUSI U HABOJ KU
CA3 - cucTteMa aHaJIM3a 3allUIIEHHOCTH

C3MU - cpeacTBa 3ayMThl MHPOpPMALUU

C3IJH - cuctema (mogcrucreMa) 3aliMThI IEPCOHANBHBIX JTAHHbBIX
COB - cucteMa obHapy:eHHUs] BTOpKEHUH

TKYH - TexHM4YecKre KaHaJbl yTeYKH HHPOPMALUU

YBII/IH - yrpo3bl 6€30MacCHOCTU MePCOHATbHbBIX JJAHHbBIX



BBEJIEHUE

HacTtosmas IMoniutrka nHGopMaMOHHOU 6€30MacHOCTU NpU paboTe C
IepCOHAJIbHBIMU JAaHHbIMM B KyLIBUHCKOM TOpPOJCKOW TEppPUTOPUATBHOU
M30upaTesbHOW KOoMHUcCcUM (fasee - [losuTHka) gaBiasieTcsd oduUIMATIbHBIM
JIOKYMEHTOM.

[lorutka pa3paboTaHa B COOTBETCTBUU C TpeOOBAHUAMH,
YCTaHOBJIEHHBIMU:

®enepanbHbIM 3akOoHOM OT 27.07.2006 N2 149-®3 «06 uHdpopmanuy,
MH(POPMALMOHHBIX TEXHOJIOTUSAX U O 3aLUTEe UHPOPMALLUU»;

®enepanbHbIM 3akoHOM OT 27.07.2006 N2 152-®3 «O nepcoHaibHbIX
JlaHHBIX»;

nocraHoBsieHueM IlpaButenbctBa Poccuiickon @epepanyu 0T
01.11.2012 Ne 1119 «06 yTBepXAeHUU TpPebOBAaHHWM K 3allUTe
NepCOHAJIbHBIX JAHHBIX NPU UX 00pabOTKe B MHPOPMALMOHHBIX CUCTEMAX
IepCOHAJIbHBIX JAHHBIX»;

nocraHoBsieHueM [lpaButesnbcTBa Poccuiickon ®@egepanuu  OT
15.09.2008 Ne 687 «06 yTBepKJAEHUU IMOJ0KEHUSI 00 O0COOEHHOCTSX
00pabOTKM MepCOHAJNbHBIX JAHHBIX, OCYIECTBJSEMOU 6e3 HCIOJb30BaHUA
CpPeACTB aBTOMAaTHU3aL N »;

nocraHoBsieHueM IlpaButesibcTBa Poccurickon @epepanyu  oT
21.03.2012 Ne 211 «06 yTBepKJleHHWM IepedyHsi Mep, HampaBJIEHHbIX Ha
obecnedyeHue BbINIOJIHEHUS 00513aHHOCTEW, npeyCMOTPEHHbIX
denepasbHbIM 3aKOHOM «0 TepPCOHA/IbHbIX [JAaHHBIX» W TNPUHSATBIMU B
COOTBETCTBUM C HUM HOPMATHBHBIMU NPABOBBIMM aKTaMH, ONepaTOpPaMH,
SIBJISTIFOIUMMUCS TOCYIapPCTBEHHBIMHY UM MYHUIIUTIAJIbHBIMH OPraHaMU»;

npukazoM @®CTIK Poccum ot 18.02.2013 Ne 21 «06 yTBepKAeHUHU
CoctaBa U coJepKaHUSI OPraHU3ALUOHHBIX M TEXHUYECKHX Mep [0
obecrieyeHUI0 06€30MAaCHOCTU MEPCOHAJbHbIX JAaHHBIX MPU UX 0O0pabOTKe B
MH(POPMALIMOHHBIX CUCTEMAX MEePCOHAJIbHBIX JaHHBIX»,

npukazoMm ®PCB Poccum ot 10.07.2014 Ne 378 «06 yTBepxAeHUU
coCTaBa W COJepKaHUs OpPTraHMW3aLMOHHBIX K TEXHUYEeCKUX Mep II0
obecrieyeHUI0 0E30MaCHOCTH TMepPCOHA/bHBIX JaHHBIX MPH UX 00paboTKe B
MHPOPMALIMOHHBIX CUCTEMAaxX MEPCOHAJIbHbIX JaHHBIX C HCIOJb30BaHUEM
CpeACTB KpuUNTOrpapuyeckord 3alidTbl MHPOpPMAIUH, HEOOXOAUMBIX JJIs
BbINIOJIHEHUS yCcTaHOBJeHHbIX [IpaBuTesnbctBOM Poccuiickoin ®epepauuu
TpebOBaHUM K 3alUTe MEePCOHAJbHBbIX JAaHHBIX AJIS KaXKJOro U3 YpPOBHeM
3alULEHHOCTHY;

MeToauyecKMMU peKOMeHJalMsIMHU [0 pa3paboTKe HOPMaTHUBHBIX
NPaBOBBbIX AKTOB, OMNpEJESINIMX Yrpo3bl 0e30MaCHOCTU MepCOHAJIbHBIX
JlaHHBIX, aKTyaJibHble TMpU 00paboTKe MepCOHaJbHbIX [JaHHbIX B
MHGOPMAIIMOHHBIX CHUCTEMAaxX IMepPCOHaA/JbHbIX JAHHbBIX, 3KCIYaTHPYEMbIX
npu OCYI1LeCTBJIEHUH COOTBETCTBYIOIIUX BU/IOB JleSITEeIbHOCTH,
yTBepKJAeHHbIMUA pykoBoAcTBOM 8 llenTtpa ®CBb Poccum 31.03.2015 Ne
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149/7/2/6-432.

B IlosuTuke onpenesienbl TpeboBaHUus K nepcoHany UCII/IH, cTeneHb
OTBETCTBEHHOCTHM IIepCOHaJIa, CTPYKTypa ©U HeOOXOAWMBIA YpPOBEHb
3alUIIEHHOCTH, CTAaTyC MW [JOJLKHOCTHble O00S3aHHOCTU COTPYAHHUKOB,
OTBETCTBEHHBIX 3a obecnedyeHHe 0€30MACHOCTH NEPCOHAbHbIX JAHHBIX B
UCIIJr KylmBUHCKOM TOPOJCKOM TEPPUTOPUAJIbHONM U30MpaTeSbHOU
komuccuu (fasnee - Komuccus).

1. 061 e 010 KeHU s

llenbro Hacrosdwen [lonuTHKU fABAseTCa obecriedeHHe 0E30MaCHOCTHU
006'beKTOB 3a1uThl KoMUcCcHM OT Bcex BUJIOB YyIpO3, BHEIIHUX U BHYTPEHHUX,
YMBILLJIEHHBIX U HellpeJHaMepeHHbIX, MUHUMH3alLus yuiepba OT BO3MOKHOU
peanusanuu yrpo3 6eszonacHoctu [1/l1 (YBII/IH).

BesomacHoCcTh  NepCcOHaNbHbIX  JAaHHBIX  JOCTUrAeTCcsd  NyTeM
MCKJIIOYEHUS] HECAHKIJMOHUPOBAHHOTO, B TOM 4YHCJe CJAy4arnHOro, O0CTyna K
IEepCOHAJIbHBIM  JAaHHBIM, pe3yJbTaTOM  KOTOPOrO  MOXeT  CTaTh
YHUUYTOKEeHUE, U3MeHeHMe, 6JIOKUPOBaHUe, KOMMMPOBAaHUE, paClpOCTpaHEeHHE
NepCOHAJIbHBIX JITAaHHBIX, @ TAKXKE UHbIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUH.

Nudopmanus M cBsI3aHHbIE C HEW PECYPCHI JOJKHBI ObITh JAOCTYIHDI
/U1 aBTOPU30BAaHHbIX  NoOJib30BaTesed.  JIODKHO — OCyl|eCTBJATBCSA
CBOEBpPEMEHHOE OOHApPYXeHHMeE U pearupoBaHue Ha YBII/IH.

JlOJ>KHO  OCYILECTBAATHCA MpefoTBpalleHhe NpeJHAMEpPEHHbIX HWJIH
CJy4YalHbIX, YaCTUYHBIX UJIU MOJIHbIX HECAHKIIMOHUPOBAaHHbIX MOAUbUKAIIUN
WJIM YHUYTOXKEHHUS JJaHHbIX.

CocTtaB 00'bEKTOB 3allMThl NpeJcTaBaeH B «llepeyHe mepcoHaIbHbIX
JlaHHbIX, 00pabaTbiBaeMbix B KyIIBUHCKOW TOPOJACKON TeppUTOPUAJIbHOU
M30MpaTeJbHOW KOMUCCHUU B CBSI3U C peasiM3aliMel CAy»KeOHbIX (TPYAOBbIX)
OTHOLIEHUH, a TAKXKe OCYLLECTBJIEHUEM rOCyJapCTBEHHBIX QYHKLIUI».

CocraB HUCIIAH mnopsexalux 3awure, InpexacraBieH B «llepeyne
MHQOPMALIMOHHBIX CUCTEM INEepPCOHAJNbHBIX JaHHbIX B KylIBUHCKOU
ropo/iICKON TEPpPUTOPHUATIbHON U3OUPATENBHON KOMUCCUUY.

2. O6/1acThb AeNCTBUA

TpeboBanus Hactodie [loJUTUKU pacnpoCcTpaHATCS Ha Bcex
COTPYAHUKOB KoMuccuu (1ITaTHBIX, BpEMEHHbIX, pa60TaIOI[UX 10 KOHTPAKTY
Y T.IL.), @ TaKXKe BCeX MPOYUX JIUL (MOAPSAAYMKH, ayAUTOPbI U T.IL.).

3. CucreMa 3a1MTHI IEPCOHAIBHBIX JAHHBIX

Ob6ecneyeHre 06e30MaCHOCTH MEPCOHANIbHBIX JAHHBIX JOCTUraeTCs, B
YaCTHOCTHU:

onpejie/leHUEeM yrpo3 0e30MacCHOCTH NMepPCOHAJIbHBIX JJaHHbIX MPU HX
06paboTKe B UHPOPMAILIMOHHBIX CHCTEMAX MePCOHATbHbIX IaHHbIX;

NpUMeHeHUEeM  OpraHU3allMOHHbIX U  TEXHUYECKUX Mep TOo
obecreyeHU0 6€30MACHOCTU MEPCOHAJIbHbIX JAHHBIX MPU UX 0O0pabOTKe B
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MHQOPMALIMOHHBIX CHUCTEMAx MEepPCOHAJbHbIX JaHHbIX, HEOOXOJUMBIX [JIf
BbINIOJIHEHUS TPeOOBaHUM K 3allyMTe MepCOHAJbHBIX JAHHBIX, UCIOJIHEHUE
KOTOpPBIX oObecre4rMBaeT YycTaHOBJeHHble I[IpaBuTesnbcTBoM Poccunickou
denepayuy YpoBHH 3aLUIEHHOCTH IEPCOHATbHBIX JJAHHBIX;

NpUMEHEeHWEeM INpoLleJIIUX B YCTAaHOBJEHHOM IOpAJKe IMpoLeaypy
OLleHKU COOTBETCTBHUSA CPEJCTB 3alUThl UHGOPMALUY;

OlleHKOM 3(QPEeKTUBHOCTHM NPUHUMAEMbIX Mep MO O0OecCledyeHuIo
0e30MacHOCTYM NEepCOHAJNbHBIX JAHHBIX [0 BBOJA B 3KCIJIyaTaLUIO
MHQOPMALIMOHHOM CUCTEMBI NTIEPCOHAJIbHBIX JaHHBIX;

y4eTOM MAallUHHbIX HOCUTEJIEN [IEPCOHAIBbHBIX JAHHBIX;

oOHapyeHHeM (aKTOB  HECAaHKIMOHUPOBAHHOIO  JAOCTyma K
IEepCOHAJIbHBIM JAaHHBIM U IpPUHATUEM Mep, B TOM 4YHWCJAe Mep IO
OOHapy:KeHUI0,  MpeAyNpexJeHU W JUKBUJALUUU  MOCJAeACTBUU
KOMIIBIOTEPHbIX aTaK Ha HWHQOpPMaLMOHHBbIE CHUCTEMbI IE€PCOHAJIbHBIX
JIAaHHBIX U 110 pearupoBaHUI0 Ha KOMIIbIOTEPHbIE HHIU/IEHThI B HUX;

BOCCTAQHOBJIEHHEM IEPCOHAJbHbIX JAaHHBIX, MOAUPUIUPOBAHHBIX UJIU
YHUYTOXKEHHBIX BCJIe[CTBHE HECAHKLIMOHMPOBAHHOTO JOCTyIa K HUM;

YCTAaHOBJIEHWEM IIpaBUJl JOCTylla K IepCOHAJbHBIM JaHHBIM,
obpabaThiBaeMbIM B MHPOPMALMOHHOM CHCTEME MepPCOHAbHbBIX JJAHHBIX, a
TaKXe obecrieueHUeM PEerucTpaluy U yuyeTa BCeX JeMCTBUM, COBEpLIaeMbIX C
NepCOHAJIbHBIMK [aHHbIMU B WH(OPMALMOHHOU CHUCTEMe IepPCOHAJIbHBIX
JlaHHBIX;

KOHTpOJIEeM 3a [pPUHMMaeMblMH MepaMH 10 00OecCledyeHUIo
0e30MacHOCTHM MEPCOHAJIbHbIX JAHHBIX MW  YPOBHA  3alllULEHHOCTH
MHPOPMaALMOHHBIX CUCTEM NIEePCOHATBHBIX JJaHHBIX.

CucrteMa 3aumuThl NepcoHasbHbIX JaHHbIX (C3II[IH), cTpouTca Ha
OCHOBaHHUMU:

AkTa BHYTpPEHHETO KOHTpOJIS COOTBETCTBUSA 06paboTKHU
IepCOHa/IbHBIX JaHHBIX.

[lepeyHss mepcoHa/bHBIX [aHHBIX, 00pabaTbiBaeMbix B KylIBHHCKOU
rOpoJiCKOM TeppUTOPUAJIbBHOW U3OUpATEJbHOM KOMHMCCUM B CBSI3U C
peasuzayuen  CayeOHbIX  (TPY/AOBBIX) OTHOILUEHWH, a  TaKxe
OCyl1eCTBJIEHHEM I'OCY1apCTBEHHBIX QYHKIUH;

AKTOB KJaccupUKalMM HWHPOPMALMOHHBIX CUCTEM IE€PCOHAJIbHBIX
JlaHHBIX;

Mopenu yrpo3 6e30MmacHOCTY NepCOHATbHBIX JJaHHBIX;

MaTpuibl JoCTyna N0JIb30BaTeJIer K 3allMIaeMbIM
nH$opManmoHHbIM pecypcaM UCII/H;

PykoBoasamux gokymeHToB @CTIK Poccun u ®CH Poccun.

Ha ocHOBaHMM 3TUX [JOKYMEHTOB OIpeJessieTcl Heo0X0JAUMbIH
ypoBeHb 3amuineHHocTy [I[[H kaxpon HCIIJH Komuccuun. Ha ocHoBaHum
aHa/iu3a aKTyaJibHbIX yrpo3 6e3omacHocTu [I/lH omucanHoro B Mojenu
yrpo3, JejlaeTcd 3aKJKH4YeHWe O HeOoOXOJAMMOCTH  HCHOJIb30BaHUA
TEXHUYECKUX CPeJICTB MU OPraHU3alMOHHBIX MEPONIPUATUN JJis1 06ecreyeHust
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6e3onacHocTH [1/lH. BbiopaHHbBIe HE0OXOJUMble MEPOTIPUATUSA OTPAXKAIOTCH B
«CocTaBe Mep 3alUThl MHPOPMALMOHHBIX CUCTEM [T€PCOHATBHBIX JaHHBIXY.

Jdna HWCIIJJH po/mkeH OBbITh COCTaBJE€H CIMCOK HCHOJIb3YEMbIX
TEXHUYECKUX CpelCTB 3aluThl (fasee - COUCOK), a TakK e NPOrpaMMHOr0
obecneyeHus, yyacTBywuiero B oopaboTtke [1/]H, Ha Bcex asniemeHnTax UCII/IH:

APM nosib30BaTesiey;

CepBepa NpUJIOKEHUH;

CYB/J;

['panunk! JIBC;

KanasoB nmnepesaun B ceTH 001ero mnoJab30BaHUA U (KM)
MeXyHapoJAHOro 0OMeHa, ecyiv o HUM nepegarorcs [1/1H.

B 3aBucumoctu ot ypoBHA 3amuuieHHocTd UCII[IlH ¥ akTyanbHBIX
yrpo3, C3I1/lH MoXxeT BKJIIOYATh Cleyllue TEXHUYEeCKHE CPeJICTBA:

aHTHUBUPYCHbIE CpeACTBa JJid pab0yuxX CTAaHLUMMU MOJIb30BaTeJed M
CEpBEpPOB;

CpeACTBa MEXCeTeBOr0 3KPaHUPOBAHUS;

cpeZcTBa KpunTorpapuueckor 3auidTbl MHGOpMALMU MpPU Nepepaye
3alMIaeMor HHGOpMaIMU 0 KaHaslaM CBSI3U.

Tak ke B COMCOK JAOJ/DKHBI OBbITh BKJIIOYEHBl (QYHKIIMU 3aLUTHI,
obecneynBaeMble LITaTHBIMU CpeJCTBaMU 06paboTkH [1/[H onepaniMOHHbBIMU
cuctemamu (OC), npuknaznbiMm [I0 u conenuasbHBIMM KOMIIJIEKCAMH,
peaM3ylIIMMU CpeAcTBa 3aliuThl. CnMCcOK QYyHKIUMA 3alUdThl MOXET
BKJIIOYATh:

ylpaBJieHUe U pa3rpaHUYeHMe JJOCTyIa [10J1b30BaTeeu;

perucTpaluio U yuyeT JIeMCTBUU ¢ MHOpMalue;

obecrneyeHue LeJIOCTHOCTU JaHHBIX;

0OHapy»KeHHe BTOPKEeHHUH.

CrMCOK UCIOJIBb3YyeMbIX TEeXHUYECKUX CPeACTB oTpaxaercd B «lliaHe
MEepPOMNPUATUN MO 00ecreyeHUI0 3alldThl epPCOHAJNbHBIX AaHHbIX». CIHCOK
MCII0JIb3yEMBIX CPELCTB J0JDKEH MO JePKUBATHCA B AKTyaJIbHOM COCTOSHHUMU.
[Ipy “3MeHeHHWM cOCTaBa TEXHUYECKUX CPEJCTB 3alllMThl WJIMU 3JIEMEHTOB
UCII/IH coOTBeTCTBYIOLIME U3MEHEHUS [OJKHBI ObITh BHECeHbI B CIIUCOK U
yTBepXKJeHbl npejcenateseM H3bupaTesbHOU kKoMuccuu CBepAJIOBCKOM
006J1aCTH WJIM JIMI|OM, OTBETCTBEHHBIM 3a obecredeHue 3auThI [1/1H.

4. Tpe6oBaHus Kk noacucremam C3I1/1H

C3I1/IH BKJtOYaeT B cebs cieyroliue MoACUCTEMbI:
yIpaBJieHUs AOCTYIOM, PETUCTPALIMU U YYETA;
ob6ecrneyeHUs 11eJIOCTHOCTH U JIOCTYITHOCTH;
AQHTUBUPYCHOU 3alLMThI;

MeXKCeTeBOT0 AKpaHUPOBaHUS;

aHaJIu3a 3allMILEHHOCTH;

0O6HapyKeHUsI BTOP>KEHUU;

Kpuntorpadpruieckou 3aluThl.
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[Toacuctembl C3II/I[H ©UMeOT pa3/IMYHBIN QPYHKIMOHAJ B 3aBUCUMOCTH
oT kuaacca MUCIIJIH, onpeaeseHHOro B  «AKTe  KJacCUPUKAIUU
MHPOPMALIMOHHOMN CUCTEMBI NIEPCOHANBHBIX JJaHHBIX». CIIMCOK COOTBETCTBHUA
byukuud noxacuctem C3II[JH kJyaccy 3alllMLEHHOCTH TMNpeACTaBJEH B
TEXHUYECKOM 33JlaHMU [0 CO3JaHUI0 CHUCTEMbl 3alllUThl HWHPOpPMaLUU
MH(POPMALIMOHHOM CUCTEMBI IEPCOHATBbHBIX JAHHBIX.

[loacucrema YIIpaBJIEHUA JOCTYIIOM, PETHUCTPAIWHN U YIETA

[loncuctema ymnpaBJyieHHMs  [JOCTYIIOM, perucTpalud W y4yeTa
npeJHa3HavyeHa JJid peaju3aluu Clefyonux QyHKIMM:

UJEeHTUPUKALIMU Y MPOBEPKU NOJJIMHHOCTU CYO'BEKTOB JAOCTyNa NpHU
Bxoge B UCII/IH;

WAeHTUPUKALIMU TEPMHUHAJIOB, Y3JI0B CETH, KaHAJIOB CBSI3M, BHELIHHUX
YCTPOKWCTB M0 JIOTUYECKUM HMEHaM;

UJeHTUPUKALMU [porpamMM, TOMOB, KaTa/oros, (amJoB, 3alHUCEWN,
IoJIey 3aIMcey o UMeHaM;

peructpayuu BxoJa (BbIXoZa) CyOBEKTOB AOCTyNa B CUCTeMy (U3
CUCTEMbI), TUOO perucTpalyu 3arpy3ku U MHHUIMAJU3AlUN ONEepPalMOHHOU
CUCTEMbI U ee OCTAaHOBA.

perucTpayuyd MOMNBITOK JOCTyIlla NPOrpaMMHBIX CPeACTB (Iporpamm,
NpOILECCOB, 3a/ia4, 33JlaHUI) K 3aliyilaeMbiM dpanaam;

perucTpauuyd  NONBITOK  JOCTyna MNPOrpaMMHBIX  CPeACTB K
TepMUHAJaM, KaHa/laM CBfI3W, MporpaMmaM, ToMaM, KaTaJjioraM, ¢aiijam,
3aIlUCAM, I10JIIM 3aIHCEH.

[loncuctema ynpaBJyieHUMSI AOCTYIIOM MOXKeT OBITh peajii30BaHa C
IOMOLIbI0 LITAaTHbIX CPeAcTB 00paboTku [I/[H (omepallMOHHBIX CHUCTEM,
npuyioxkeHud u CYB/[). Tak ke MOXeT ObITb BHEAPEHO CIlielMaJbHOe
TEXHUYECKOe  CpeACTBO  WJM KX  KOMILIEKC,  OCYILECTBJSIOILME
JIOTIOJIHUTE/IbHbIEe Mepbl MO ayTeHTU(PUKALMU M KOHTpoJt. Hamnpumep,
NpUMEHEHHWE e[WHbIX XPaHW/IUIL, Y4YeTHbIX 3alUCel IMOoJib30BaTesJerd U
perucTpaiiMOHHON HWHQOpPMallMM, UCIOJb30BaHHE OHUOMETPUYECKUX U
TEXHUYECKHUX (C MOMOIbI0 3JIEKTPOHHBIX MPONYCKOB) MepP ayTEHTUPUKALIUU

U JpYyTUX.

[ToxcucreMa o6ecrnedyeHud I1eJIOCTHOCTH U AOCTYVIIHOCTH

[Topcucrema obecneyeHUs 1|eJIOCTHOCTHU % JlOCTYIIHOCTH
npeAHasHavyeHa /[Jig obeclneyeHUsl LeJOCTHOCTA M jgoctynHoctu [1/IH,
NporpaMMHbIX Y annapaTHbIX cpencTB UCIIJH KoMmuccuy, a Tak e CpescTB
3alUTHI, IPU CJAYYaWUHOU UJIM HaMepeHHOH MOAUPUKAIUH.

[logcucrema peasusyeTcd C IOMOILLI0 OpraHU3allMU pe3epBHOrO
KONMPOBAaHUSA 00pabaThiBaeMbIX JaHHBIX, a TaK e pe3epBHpPOBaHUEM
KJto4eBbIX asieMeHTOB UCII/IH.

[loagcucTeMa aHTUBUPYCHOM 3alUThI

[ToacucreMa aHTHUBUPYCHOM 3allHUThI npeaHa3HavyeHa il
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obecrneyeHUss AaHTUBHUPYCHOMU 3alUTBHI cepBepoB U APM mnoJsib3oBaTesied
HUCII/In Komuccum.
CpeacTBa aHTMBUPYCHOM 3alllMThI NpeJHAa3HA4YeHbl JJIl peaqv3aluu
caeayromux GyHKIUN:
pe3uIeHTHbIA aHTUBUPYCHbIM MOHUTOPUHT;
aHTHUBUPYCHOE CKAHUPOBAHMUE;
CKpPUNT-0JIOKUPOBAHUE;
LeHTPaJIM30BaHHOM /yJaJIeHHON YCTAaHOBKH /e MHCTAJJIAUA
aHTUBUPYCHOTO MNPOAYKTa, HACTPOUKH, aJAMUHUCTPUPOBAHUS,
NpPOCMOTpPA OTYETOB U CTaTUCTUYECKON MHPOpPMAIMM MO paboTe
NpPOAYKTA;
aBTOMaTHU3WPOBAHHOTO OOHOBJIEHUSI aHTUBHUPYCHBIX 6a3;
OrpaHUYEeHHUs MpaB MOJIb30BaTeJil HA OCTAHOBKY UCIOJIHSEMBbIX
3aZlad U U3MEHEeHUs] HACTPOeK aHTUBHUPYCHOrO MPOTPaMMHOrO
obecre4yeHHU4;
aBTOMAaTHUYECKOrO 3alyCKa HeNoCpejCTBEHHO IIOCJe 3arpy3Ku
OINepalMOHHOW CUCTEMBI.
[loncuctema  peanudyeTcd  NyTeM  BHEAPEHUS  CIE[AAJIbHOTO
aHTHMBUPYCHOTO NPOrpaMMHOTr0 obecniedeHus Ha Bce aseMeHThl UCII/JH.

[loacucTeMa MexceTeBOro 3KpaHUPOBAHUS

[logcucTeMa MexceTeBOrO 3IKpaHUPOBAHUSA IpeJHa3HayeHa [Jid
peasi3aluu CaeAYIIUX QYHKIUMI:

bunbTpaluMU OTKPBITOTO UM 3amIMPpoBaHHOro (3akpeiToro) IP-
TpaduKa;

duKcauuy BO BHYTPEHHUX KypHajlaXx UHPOpPMALUK O MPOXOASILEM
OTKpPbITOM U 3aKpbITOM IP-Tpaduke;

UeHTUPUKALUMU U ayTeHTUPUKALMU al]MUHUACTPATOpPa MEXCETEBOTO
9KpaHa [pH ero JIOKaJIbHbIX 3allpocax Ha JOCTYII;

peructpanuy BxoJa (BbIX0oJa) aJIMUHUCTPATOpPa MeXKCeTeBOro 3KpaHa
B CUCTeMY (M3 CHUCTeMbl) JIMOO 3arpy3ku U WHULMAIU3ALUUA CUCTEMBI U ee
IpOrpaMMHOI0 OCTAHOBA;

KOHTPOJIS1 1eJIOCTHOCTHM CBO€H NpPOrpaMMHOM M HHPOPMAIMOHHOU
4acTy;

buibTpallUl MaKeTOB CJAYXXEOHBbIX NPOTOKOJIOB, CJAYXKaUlUX [JJI
JIMarHOCTHUKU U YIIPaBJIeHUs1 pabOTON CeTeBbIX YCTPOMCTB;

dbUIbTpaALUU C YYETOM BXOJHOTO U BbIXOJJHOTO CETEBOTO MHTepderica
KaK Cpe/iCTBa NPOBEPKHU MOAJIMHHOCTHU CeTEBbIX a/|pECOB;

perucTpalud MW y4deTa 3alpalllMBaeMblX CEPBUCOB MNPHUKJIAJHOTO
YPOBHS;

OJIOKMpPOBAaHUA [OCTyNa HeUJeHTUPUIMPOBAHHOTO OOBEKTA WU
CyObeKTa, MOAJHMHHOCTb  KOTOpPOro MNpd  ayTeHTUUKALUU  He
NOATBEPAU/IACh, METOAAMHU, YCTOMYUBBIMU K [lepexBaTy;

KOHTpPOJI 3a CeTeBOM AKTHUBHOCTBIO INPUJIOKEHHUH U OOHapyKeHHUH
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CeéTEBbIX aTaK.

[loncuctema peanusyetrcsd BHeJPEHUMEM NpPOrpaMMHO-annapaTHBIX
KOMIIJIEKCOB MEXCEeTeBOro 3KpaHUpoBaHUA Ha rpaHuue JIBC, kiaccom He
HUXe 4.

[TloacucTeMa aHaJiM3a 3alllMIIEHHOCTH

[logcuctema aHanM3a  3allMIEHHOCTH  JOJGKHA  obOecriedyuBaTh
BbISIBJIeHUE YSI3BUMOCTEH, CBI3aHHBIX C OIIMOKaMu B KoHurypauuu 10
UCII/IH, KoTOpble MOTYT OBbITb MCINOJb30BaHbl HApPyLIUTEJNEM [
peasv3alny aTaku Ha CUCTEMY.

DyHKLIMOHAJ OACUCTEMbI MOXKET ObITh pea/ii30BaH NPOrpaMMHBIMU U
NpOorpaMMHO-alNapaTHLIMU CPeCTBAMU.

[loacrucTeMa 06HapyYKeHUSd BTOPKEHUU

[Toncuctema oOHapy>XeHHUSI BTOPXKEHUW JODKHA 00ecrneyuBaTh
BbIIBJIEHHWE CeTeBbIX aTak Ha 3jeMeHThbl MCII/IH, noak/ioYeHHble K CETAM
0611ero NoJib30BaHUsA U (UJIM) MeXAYHAPOAHOTO0 0OMEHa.

@OyHKIMOHAJ OACUCTEMbI MOKET ObITh peaJM30BaH NPOrpaMMHbIMU U
NpOrpaMMHO-aNnnapaTHbIMU CpeJCTBAMM.

[Togcuctema KpunTorpadruyecKou 3alIMThl

[logcucrema kpuntorpaduyeckon 3auidThbl MpeJHa3HayeHa [Jid
nckawdenus HC/l k 3amuiaemonrt uHpopmauuu B UCIJH KoMuccuu npu ee
nepejadye MO KaHajJlaM CBSI3U CeTed O0O0Llero mnoJib30BaHUA U (W)
MeX/yHapOoHOro 0OMeHa.

[loncuctema peanusyeTcs MNyTeM BHeJpPEHUS KpUNTOrpadpuyecKrux
IpOrpaMMHO-aNnapaTHbIX KOMIIJIEKCOB.

5. lloab3oBaTean UCITIH

B MUCIIJn KoMuccuM MOXHO BbIEJUTh CJeAylolide TPYIbl
N0JIb30BaTeJIel, yYaCTBYOLUX B 00paboTke U XxpaHeHuH [1/IH:
ApmunuctpaTtopsl UCII/IH;
AJIMUHHCTpATOpPbl 6€3011aCHOCTY;
OnepaTtopsl APM;
Apmunuctpartopsl cety UCII/H;
TexHuuyeckue crnequaJuCTbl M0 0OCAYKUBAHUIO NepUPEPUNHOTO
0060py/10BaHUsI.
/laHHbple O Trpynmax MoJib30BaTesdX, YpPOBHe HUX [AOCTyna |
MHQOPMHUPOBAHHOCTH [IOJDKHbI OBITh OTpa)keHbl B MaTpule JocTyna
N0JIb30BaTeJIEN K 3alUIIaeMbIM HHPOPMAIMOHHBIM pecypcaM.

AnmunuctpaTtop UCIT/IH

Apmunuctpatop HUCI/JH, coTtpyauuk Komuccuum (Mam  HHOeE
YIOJIHOMOYEHHOE JIUI0), OTBETCTBEHHBbIM 3a HACTPOUKY, BHeJpeHHE WU
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conpoBoxkgenrne HCII/IH. ObecneynBaeT (PYHKUMOHUPOBAHHE MOJCUCTEMBI
ynpasaeHusa  pgoctynoM  HCIIlH W ynmosHOMOYEH  OCYILECTBJIATH
npefoCTaBjJeHWe U pasrpaHUyeHUe J[JOCTylla KOHEeYHOIO I10J1b30BaTeJid
(OnepaTtopa APM) K ajieMeHTaM, XpaHSAUIAM [IepCOHAJIbHbIE IaHHbIE.

Anmunuctpatop UCIJH obnazaeT ciaedyroluM ypoOBHEM JOCTyla U
3HAHUU:

00Ji1ajlaeT NOJIHOM MWHOpMaIMe O CUCTEMHOM W IPHUKIAJHOM
nporpaMmMmHoM obecnedeHrnu UCII/IH;

o6Js1lafiaeT MOJHOM HHpOpMaLyMed O TeXHUYEeCKUX CpeACTBax U
koHurypanuu UCII/H;

MMeeT JOCTyl KO BCeM TeXHUYeCKMM CpeAcTBaM o00paboTKU
uHbopmauuu u faHHbIM UCIT/IH;

06s1ajaeT mnpaBaMM KOHQPUITYpUPOBAaHUA H  aAJMHUHUCTPAaTUBHOMU
HAaCTPOWKHU TexHu4ecKkux cpeacts UCIIH.

AaMuHYCTpaTOpP 6€301aCHOCTHU

AfMuHUCTpaTOop ©Oe3omacHOCTH, coTpyAHUK Komuccuu (uim umHoe
yIOJIHOMOYEHHOE JIMI0), OTBETCTBeHHbIM 3a ¢yHKuMoHUpoBaHue C3II/JH,
BKJIIOYAsd OOCJHy:KMBaHHWE W HACTPOWKY aJAMHUHUCTPATUBHOM, CepBEPHOMN U
KJIMEHTCKOM KOMIIOHEHT.

AfMYHHCTpaTOp 0€30MacHOCTH o006JsiaZilaeT CJAeAYyHIIMM YPOBHEM
JIOCTyTa U 3HAHUU:

obsnasaet npaBamu AgmMunuctparopa UCII/IH;

o6J1asiaeT nosHo uHopmanuent 06 UCII/H;

MMeeT JOCTyn K CpeJCcTBaM 3alUTbl HWHPOpMaLUU U
IPOTOKOJIMPOBAHUSA U K YaCTH KJI04YeBbIX 371eMeHTOB UCII/H;

He MMeeT IpaB JOCTyla K KOHQUIYPUPOBAHUIK TeXHUYECKHUX
CPeJiCTB CEeTH 3a UCK/II0YeHUEM KOHTPOJIbHBIX (MHCIIEKMOHHBIX).

AJIMUHHCTpATOp 6€30MaCHOCTH YIIOJIHOMOYEH:

peasi30BbIBAaTh MOJUTHUKU 0e30MacHOCTU B 4YacTu HacTporiku CK3H,
MEeXCeTEeBbIX 3KPAaHOB M CHUCTeM OOHapy»XeHUsl aTaK, B COOTBETCTBUU C
KOTOpPbIMM TMoJib30BaTeqb (Omepatop APM) mnosay4aeT BO3MOXHOCTh
paboTaTh c asieMeHTaMu UCII/IH;

OCYLeCTBJIATb ayJUT CPE/ICTB 3alUThI;

Onepatop APM

OnepaTtop APM - coTtpyauuk Komuccuu (MM MHOE yIOJHOMOYEHHOEe
JINL0), OCyllecTBAAKIUN 06paboTky II/lH. O6paboTka II/lH Bk/IOYaeET:
BO3MOXHOCTb mnpocMmotpa II/lH, pyuynou BBox II[lH B cucremy WCII/H,
dbopMHpoBaHUeE CIIPABOK U OTYETOB M0 MHPOopMal Uy, noaydyeHHou us UCII/.
OnepaTtop He WUMeeT TMNOJHOMOYMW /[Ji YIOpaBJeHUd NOJACUCTEMaMHU
06paboTku AaHHbIX U C3I1/IH.

Onepatop UCII/JH o6/1a5a€eT ciiey0MM YPOBHEM AOCTYIA U 3HAHUM:
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06J1a1aeT BCEMU HEOOXOJMMbIMM aTpUOyTaMHu (Hampumep, napoJieM),
06ecrneyrBawIIMMU JOCTYIl K HEKOTOPOMY NOAMHOXeCTBY [1/1H;

pacrnosiaraeT KOH(PHUAeHIUaJbHbIMHA JAaHHbIMHM, K KOTOPbIM HMEET
JOCTYIL.

AnvuHuctpatop cetu UCITH

Anmunuctpatop cetu MCIIJAH, coTpyanHuk Komuccuu (uMam uHOe
YINOJHOMOYEHHOE  JIUI0), OTBETCTBEHHbIM 3a  (QYHKIMOHHPOBaHUE
TeJIeKOMMYHUKallMoHHOU noacucteMbl UCIIJH. AAMUHUCTpPATOp CETH He
MMeeT MOJIHOMOYUH /il yIpaBJieHUsl MOACUCTEMAaMU 060pabOTKU JaHHbBIX U
0e30MacHOCTH.

AJIMUHUCTpaTOp ceTH 006J/aaeT CjAeAyoLUM YPOBHEM [OCTyNa M
3HAHUU:

obsalaeT 4YacTblo HHGOPMAIMM O CUCTEMHOM M NPUKJIAJAHOM
nporpaMmMmHoM obecnedeHrnu UCII/IH;

06/1alaeT YacTbl0 HHPOpPMALlMM O TEXHUYECKUX CpeACcTBax U
koHburypanuu UCII/H;

uMeeT (QU3NYECKHMU [AOCTYN K TEXHUYECKHM CpefCcTBaM 00paboTKU
MHGOPMAlLMU U CPeJICTBAM 3aAlLUTHI;

3HaeT, 10 MeHbllIel Mepe, 0/IHO JierajJbHOe UM AOCTYIIa.

TexHUYeCKUN CIENUAJIUCT N0 00CAYKUBAHUIO TepUudEePUNHOrO
060pyI0BaHKA

TexHUYeCKUMU cHelUaJUCT MO 0OCAYKMBaHUIO, COTPYAHUK KoMuccuum
(MM ¥MHOe YINOJIHOMOYEHHOE JIMI0), OCYIIeCTBJSET O0OC/Ay>KUBaHUE U
HacTpouKy mnepudepuitHoro ob6opygoBanusa HUCIIJH. TexHuuyeckui
CHeLMaJMCT N0 OOCAyKHBaHUIO He HMeeT jocryna k [I/lH, He uMeeT
MOJTHOMOYMM [Ji yIpaBJieHUs1 TMOJACUCTEMAaMM O0OpPabOTKH [JJaHHBIX U
6e30MacHOCTH.

TexHU4YeCKUU cHelUaJuCT MO0 OOCAY>KMBAHUIO 006J1a/IaeT CjeAyIIUM
YPOBHEM J0CTyNA U 3HAHUU:

o6Js1ailaeT 4YacTblo MHGOPMAlMKU O CHUCTEMHOM M MPHUKJIAJHOM
nporpaMmMmHoM ob6ecnedeHur UCII/IH;

00J1aJlaeT 4YaCTbl0 HHPOpPMALMU O TEXHUYECKUX CpeACTBax U
koHurypanuu UCI/H;

3HaeT, 10 MeHblllel Mepe, 0/JHO JieTaJbHO€e UMs AO0CTyIa.

6. Tpe6oBaHus K nepcoHaJIy MO 06ecneYyeHUI0 3amuThl [11H

Bce corpyaHuku Komuccuy, gaBasdwiiuecda noJib3oBatensamu HCII/H,
JIOJKHBI 4Ye€TKO 3HAaTh M CTPOrO BBINOJIHATH YCTAHOBJIEHHbIE NpaBUJIa U
00513aHHOCTM MO [JOCTYNy K 3alllMljaeMbIM OOBEKTaM H COOJIIO/IEHUIO
INPUHSATOro pexxuMa 6e3omnacHoctu [1/]H.

[Ipu BcTymieHUH B LOJDKHOCTb HOBOIO COTPYJHHMKA OH JJOJDKEH OBITh
O3HAaKOMJIEH C HeOOXOJUMBbIMM [JOKYMEHTaMH{, perjiaMeHTUPYIIMMHU
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TpeboBaHuda mno 3awute [I/H, a TakKe 0O0ydyeHHMe HaBBbIKaM BbIIOJIHEHUS
npoueayp, HeoOXOAUMbIX [Jisi CAHKIUOHUPOBAHHOTO MCIOJb30BaHUSA
UCITIJH.

COTpyaHUK JOJ/PKEH OBITb O3HAKOMJIEH CO CBEJEHHUSIMH HACTOSAIEN
[ToIMTHUKY, TPUHATBIX TpoLeAyp paboThl ¢ asieMeHTaMu UCIT/JIH u C3I1/H.

CorpysHuku Komuccuy, UCHOJIB3YWOLIMEe TeXHUYeCKhe CpefCcTBa
ayTeHTUPUKALMH, JODKHbI 00ecrieduMBaTh COXPAHHOCTb UAEeHTUPUKATOPOB
(a/1eKTpOHHBIX Kiat04Yel) U He gonyckaTb HC/l kK HUM, a Tak ke BO3MOKHOCTh
UX yTepU WUJM HCHOJIb30BaHUA TpPeTbUMM JULaMU. [losb30BaTesn HecyT
NepCOHAJIbHYI0 OTBETCTBEHHOCTD 32 COXPAHHOCTb UAEHTUPHUKATOPOB.

CorpymHuku KoMuccuu  JO/KHBI  Cle0BaTb  YCTAaHOBJIEHHbIM
npoueaypaM mnojAep>kaHus pexuma 6e3onacHoctu [I/[H npu BbIOOpe U
MCII0JIb30BaHUM MapoJied (ec/gu He HCHOJIb3YIOTCA TeXHUYeCKUe CpeJiCTBa
ayTeHTU(PHUKAIUH).

Cotpyanrku KoMuccuu [o/KHBI 06ecredyrBaTh HaA/IeXallyo 3alidTy
000pyZ0BaHUS, OCTABJSAEMOro 06e3 MPUCMOTpPA, OCOOEHHO B TeX CAy4asx,
KOr/la B MIOMelleHHe UMEKT AOCTYI MOCTOPOHHME JinLa. Bce mosib3oBaTeu
JIOJDKHBI 3HAaTh TpeboBaHHUsA Mo 6e3onacHocTd [I/[H U mpoueaypbl 3al]UThI
0060pyZ0BaHUS, OCTAaBJIEHHOT0 0e3 MPUCMOTpPA, a TaKXKe CBOU 00S3aHHOCTHU
110 00€ecle4eHHI0 TaKOH 3alUThI.

CoTpyaHUuKaM 3anpelaeTcsd yCTaHaBJIUBATb IIOCTOPOHHee
porpaMMHOe obecriedeHue, MOIK/I0YATh IMYHbIEe MOOWUJ/IbHbIE YCTPONCTBA U
HOocUTeJM HUHPOpMAIlMM, a TaK >e 3alUCblBaTh HA HUX 3alyIlaeMylo
MHPOpMaIHIO.

CoTpyaHHKaM 3amnpeliaeTcs pasrjaliaTh 3aljUilaeMyr MHGOpPMaIUIo,
KOTOpasi CTajla UM HU3BEeCTHA MpPHU paboTe ¢ MHPOPMALMOHHBIMU CUCTEMAMH
KomMmuccuy, TpeTbuM JiMLaM.

[Ipu pab6ore c¢ IIJH B HUCIIJH coTpyaHuku Komuccuu o06s13aHbI
06ecrneynTh OTCYyTCTBUE BO3MOXXHOCTHU npocMoTpa [1/JH TpeTbUMHU JIMLIaMU C
MOHUTOPOB APM uiu TepMuHanos.

[Ipu 3aBepmienuu pab6otbl ¢ UCIIJH coTpyaAHUKU 06513aHbl 3aLUTHUTh
APM waM TepMHHa/lbl € TNOMOUIb0 OJIOKUPOBKHA  KJKYOM  WJIH
3KBUBaJIEHTHOTO Cpe/iCTBA KOHTPOJIF, HAllpUMep, LOCTYIIOM I10 ITapoJIt0, eCJIU
He UCIOJIb3YIOTCA 60Jiee CUJbHbIE CPEACTBA 3ALUTHI.

Cotpyanuku Komuccum JO/DKHBI ObITh NPOUMHGOPMHUPOBAHbI 00
yrpo3ax HapylleHusl pexkuMma 6e3omnacHocTy [1/[H U OTBETCTBEHHOCTH 3a ero
HapymieHrne. OHM [JO/OKHBI  OBITh O3HAKOMJIEHBI C  YTBEpPKJEHHOU
dbopManbHON MNpoLEeAypON Ha/JOXKeHUS AUCIUIJIMHAPHbIX B3bICKAHUN Ha
COTPYZAHHUKOB, KOTOpble HApPYLIWJU NPUHATBbIE MOJUTUKY U NpPOLEeAYypbI
6e3omnacHocTH [1/IH.

CoTpyAHUKM 06s3aHbl 06e3 NpoMeJJieHUsI CooblaTbh 000 Bcex
HabJIl0JaeMbIX WJIM MOJ03PUTENbHbIX caydasax paboTel WUCIIJIH, Moryuux
noBJiedb 3a c0O0M yrpo3sl 6e3onacHocTH [1/IH, a Takke 0 BbISABJIEHHbIX UMHU
COOBITUSAX, 3aTparuBarwUUX 6e30MacHOCTb I11H, PYKOBOZCTBY
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noJipaszesieHusl U JIMIy, OTBeYallleMy 3a HeMe/lJIeHHOe pearupoBaHue Ha
yrpo3sl 6e3onacHoctH [1/[H.

Jlo/IKHOCTHBIE 0093aHHOCTHU noJib3oBarteaed UCIT/IH

Jlo/oKHOCTHBIe 00si3aHHOCTU ToJib3oBaTesie HWCIIJIlH onumcaHbl B
CJIeIYI0IIMX JOKYMEHTAaX:

UHucTpyknua agmunuctparopa UCIIH;

WHcTpykusa aaMmuHucTparopa 6esonacHoctu UCIT/IH;

HHucTpyknua noab3oBartesda UCIT/H;

WUHCTpyKLMA 1NoJib30BaTessd NPU BO3HMKHOBEHUMM BHELITATHBIX
CUTYyaliK;

OTBETCTBEHHOCTb COTPYAHUKOB

B cooTBeTcTBUM co cTtaThed 24 PenepanbHOro 3akoHa Poccuiickoi
®enepauuu ot 27 utonsa 2006 r. Ne 152-®3 «O nepcoHaJbHBIX JAaHHbBIX»
JINL|a, BUHOBHbIE B HapylLleHUHU TpeboBaHUM JaHHOro Pe/lepasibHOTO 3aKOHa,
HeCyT IpaKJaHCKY10, yIrOJ0BHY0, aIMUHUCTPATHUBHYIO, JUCLUIIJIMHAPHYIO U
MHYI0 IpelyCMOTPEHHYI0 3aKOHOAaTeJbCTBOM Poccuiickon Pepepauuu
OTBETCTBEHHOCTb.

JleficTBymo1lee 3aKOHOATenbCTBO Poccurickon Pespepanu no3BoiseT
NpeAbsBJASATb TpeboBaHUMA MO obecrieyeHUI0 06e30NacHOM paboOThl C
3alMIlaeMod HWHpopManuved U IpeAycMaTpUBaeT OTBETCTBEHHOCTb 3a
HapylleHVWe YCTAaHOBJIEHHBbIX IpaBUJ 3Kciyatayuu IBM U  cucrew,
HelpaBOMEPHBIA JOCTYN K MHGQOpMALMH, eCJU 3TU JEeWCTBUS INpPUBEJH K
YHUYTOXKEHUIO, OJIOKUPOBAaHUIO, MoAMPUKALUM HUHPOpMALUUA  HJIHU
HapyleHUo paboTbl IBM wuau ceter (ctatbu 272,273 u 274 Yros0BHOTO
kozekca Poccuiickort Penepanuu).

Aamunuctpatop MUCIIJH u aaMuHUCTpaTOp 6€30MaCHOCTU HECYT
OTBETCTBEHHOCTb 3a BCE JEWCTBUS, COBEPLIEHHble OT UMEHU HX YYETHBIX
3allMCel WJIM CUCTEeMHBIX Y4YeTHBIX 3allicel, ecJu He [oKa3aH (akT
HEeCaHKLIMOHMPOBAHHOI'O MCI0JIb30BAHUSA YYETHBIX 3alUCEH.

[Ilpy Hapywmenusax corpygHukamMyd KoMmuccuu - 1oJib30BaTelsIMU
UCII/lH npaBuja, CcBs3aHHbIX C 6e3omacHocThio [I/[H, OHU HecyT
OTBETCTBEHHOCTb, YCTAaHOBJIEHHYI0 JeMCTBYKIIUM 3aKOHOJAATEeJIbCTBOM
Poccuiickont ®enepanuu.

7. CIMCOK MCIIOJIb30BAHHBIX UICTOYHUKOB

OCHOBHBIMHU HOpPMaTHBHO-ITPABOBbIMH U MEeTOIUYeCKUMU
JIOKyMeHTaMH, Ha KOTOPbIX 6a3upyeTcs HacTosmas [TouTHKa, ABASI0TCS:

®epepanbHbii 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHa/IbHBIX
JIAaHHBIX», YCTAaHABJUBAIOIIUNA OCHOBHbIE MPUHIMNBI U YCJI0BUS 06pabOTKHU
[1/lH, mpaBa, 06S3aHHOCTU M OTBETCTBEHHOCTb yYAaCTHUKOB OTHOLIEHMUH,
CBSI3aHHBIX C 0bpaboTkou [1/]H.

TpeboBaHus K 3au|dTe MEPCOHAJbHBIX JAHHBIX NPU UX 00pabOTKe B
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MHQOPMALIMOHHBIX CHUCTEMaxX I[epCOHAJNIbHBIX [JaHHbIX, YyTBEPXJAEHHbIE
noctaHoBseHueM [IpaBuTtenbcTBa Poccuiickoit ®epepanuu ot 01.11.2012 r.
Ne 1119.

[TosioxxeHne 06 0COGEHHOCTSIX O0OPAOOTKH MEPCOHAJbHBIX [JAaHHBIX,
OCYILECTBJSIEMOA  6e3  HCHOJIb30BaHUS  CPeACTB  aBTOMAaTU3allUH,
yTBEpXAeHHOoe mnocTtaHoBJieHUueM I[IpaButesnbcTBa Poccuiickon Pepepanuu
oT 15.09.2008 r. N2 687.

HopmaTuBHO-MeTOAMYeckre [OKyMeHTbl PenepalbHOM CIOy»KObI IO
TEXHUYECKOMY U 3KCIePpTHOMY KOHTpoJil0 Poccunickonn Pepepauuu (panee —
®CTIK Poccuu) no obecneyenuto 6esonacHoctd [1/IH npu ux o6paboTKe B
UCITJH:

bazoBas mMojiesib yrpo3 6€30NacHOCTH MEePCOHAbHbBIX JAaHHbIX NMPU UX
06paboTke B HUHQPOPMALMOHHBIX CUCTeMaX NepPCOHAJNbHBIX [IaHHBIX,
yTBepKJaeHHas 3aMmectutesieM aupektopa PCTIK Poccum 15.02.2008 r.

MeToauyeckuii JJOKyMeHT. MeToAMKa OIlEHKHM yrpo3 6e30MacHOCTHU
nHpopmauuy, yrBepxaeHHbid PCTIK Poccun 05.02.2021 .

[Ipukaz O®CTIK Poccum ot 11.02.2013 N2 17 «06 yTBepXAeHUU
Tpe6oBaHuil 0 3amKMTe MHGOPMALIMU, HE COCTABJSIIOIIUMX T'OCY/JapCTBEHHYIO
TalHy, COJIEPKAIMXCS B TOCYAapPCTBEHHBIX UHGOPMAIMOHHbBIX CUCTEMAX».

[lpukaz PCTIK Poccum ot 18.02.2013 Ne 21 «0O6 yTBepxAeHUHU
CocTtaBa U cojep:KaHUsI OpPTraHU3ALUOHHBIX M TEXHUYECKUX Mep IO
obecrieyeHUI0 06€30MAaCHOCTU MEPCOHAJIbHbIX JAaHHBIX MPU UX 00pabOTKe B
MHPOPMaLMOHHbIX CUCTEMAaX ePCOHANbHbBIX JAHHBIX».

[Ipuka3z @epepanbHOU cayx0bl 6e30nacHocTH Poccuiickon Pepepanuun
or 10.07.2014 Ne¢ 378 «06 ytBepxkaeHun CocTaBa UM COJlepXKaHUS
OpPraHU3alMOHHBbIX U TEXHHUYECKHUX Mep N0 obeclneyeHHWIO 06e30MacHOCTHU
NepCOHAJIbHBIX JIaHHBIX MPU UX 00paboTKe B MHQPOPMALMOHHBIX CHUCTEMax
NIepCOHAJIbHBIX JAHHBIX C MCIOJb30BaHHMEM CpeJCTB KpHUITOrpadpurdecKon
3alUThl MHOpPMALMKU, HEOOXOJUMBIX JJIsl BBINOJHEHHUS yCTAaHOBJIEHHBIX
[IpaButesnbctBoM Poccuiickon ®@epepauun TpeOGOBaHUM K  3aljuTe
NepCOHaJIbHBIX JJAHHBIX AJIs KX 0r0 U3 yPOBHEH 3alUILEHHOCTU».

MeToauyeckve peKOMeHJalud 10 pa3paboTKe HOPMATUBHBIX
NPaBOBbIX AKTOB, OMNpeJeISIIONIUX Yrpo3bl 6e30MaCHOCTH IepCOHAJbHBIX
JIAHHBIX, aKTyaJibHble TMpU 00paboTKe TMepCOHAJbHbIX [JaHHbIX B
MHGOPMAILIMOHHBIX CHUCTEMAaxX IMEePCOHA/NbHbIX JAHHBIX, 3KCIYaTHPYEMbIX
npu OCYIlLleCTBJEHUH COOTBETCTBYIOIIMX  BUJOB  JIeSTeJbHOCTH,
yTBepKJaeHHble pykoBojacTBoM 8 Illentpa ®CBb Poccum 31.03.2015 Ne
149/7/2/6-432.



