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ITIOJINTUKA

MH(POPMaLIMOHHOM 6e30TacHOCTH
nipy paboTe C MepCcoHabHBIMU JJAHHBIMU

B KpacHoypanbCKoi ropo/jCKOM TeppUTOpHaIbHOW U30MpaTeIbHOM KOMUCCUH

OIIPEJE/IEHUSA
B HacTosilieM [JOKyMeHTe HCIIOMb3YIOTCS CAeAyIoIie TepMUHBI U HX
orpe/ie/ieHUs].
ABTOMATH3MpOBaHHAsi CHCTeMa - CHCTeMa, COCTOslljasi M3 TiepcoHasa u

KOMIUVIEKCA CpEACTB dBTOMATHU3dIIMM €ro AedTe/IbHOCTH, ped/IM3Yyrollad I/IH(I)OpMa-
OUOHHYHO T€XHOJIOTMIO BBITIOJIHEHHA YCTAHOBJ/IEHHBIX (DYHKL[I/Iﬁ

AyTeHTuduKanus OTHPABUTeNs]l [JaHHBIX - IIOATBep)KJeHue TOro, YTO
OTIIpaBUTE/Ib [T0JIYYeHHBIX JaHHBIX COOTBETCTBYeT 3asB/ICHHOMY.
Be3onacHOCTh MEpPCOHANBHBIX JAaHHBIX - COCTOgHME  3alUILIeHHOCTU

MepCOHA/IBHBIX ~ JIaHHBIX,  XapaKTepu3yemoe CIOCOOHOCTBIO  TIO/b30BaTe e,
TEXHAYECKUX  CPeACTB U HHGMOPMAI[MOHHBIX  TEXHOJIOTMH  00eCITeunThb
KOH(UIeHI[MaTbHOCTD, 11e/IOCTHOCTh U I0CTYITHOCTh TePCOHABHBIX JAHHBIX TIPU UX
06paboTke B MH(OPMALMOHHBIX CHCTeMaX MepPCOHATbHbBIX JJaHHBIX.

Buomerpuyeckue nepcoHabHbIe JaHHbIE - CBEI€HHs, KOTOPbIe XapaKTepu3yT
bu3noornueckrie 0CO6eHHOCTH Ye/iloBeKa M Ha OCHOBE KOTOPBIX MOXKHO yYCTaHOBUTh
ero JMYHOCTb, BK/rOUasi ¢ororpaduu, OTIeyaTKy TajblieB, 00pa3 CeT4yaTKy IJia3a,
0COOEHHOCTH CTPOEHUS TeJla M IPYTYIo 11000Hy10 MH(MOPMALUIO.

BiiokupoBaHue MePCOHAILHBIX JAHHBIX - BDEMeHHOe TIpeKpaliieHre 00paboTKu
TepPCOHAMBbHBIX JAHHBIX (3a HCK/IIOUEHWeM CJlyuaeB, ecjid 0OpaboTka HeoOXoauma
JIsT yTOUHEHHS TIe€PCOHABHBIX JJaHHBIX ).

Bupyc (KOMObIOTEPHBI, MPOrpaMMHbIii) - UCIIO/HSIEMbIM TTPOrPaMMHBIN KO/
WM UWHTEepPIIpeTUpyeMbiii Habop WHCTPYKIMM, 00safiaomyii CBOWCTBaMU He-
CaHKI[MOHUPOBAHHOTO pacTlpOCTPaHeHUss W CaMOBOCTIpom3BefeHus. Co3gaHHbIe
ANyO/MKaThl KOMITBIOTEPHOTO BHpPYyCa He BCETZJa COBMAJAlOT C OPUTHMHAIOM, HO CO-
XPaHSIOT CIOCOOHOCTb K [la/ibHeMIeMy paclipOCTPAHEHWI0 W CaMOBOCIIPOM3Be/e-
HUIO.

BpenonocHas mporpamma - TiporpaMMa, nipefiHa3HaueHHasi /i1 OCYIIle CTB/IeHHS



HeCaHKIJMOHUPOBAHHOTO AOCTyIa U (WIW) BO3/EMCTBUS Ha TepCOHa/bHbIe JaHHBIE
WU pecypChbl MH(OPMALIMOHHOW CUCTEMBbI MepCOHaTbHBIX JAaHHbIX.

BcnomorarejibHbIe TEXHHYECKHE cCpeacTBa U CUCTEMBbI - TEXHUUECKHE Cpe/iCTBd
U CHUCTeMbl, He TMpeAHa3HaueHHble /i Tiepefaud, o0pabOTKM U XpaHeHus
MepCOHA/IbHBIX JJaHHBIX, YCTaHAB/IMBaeMble COBMECTHO C TEXHUUECKUMU CpPeJiICTBaMU
U CHCTeMaMH, TpefiHa3HaueHHbIMHU [jisi 00pabOTKU TepCOHa/NbHbBIX [JaHHBIX WU B
TIOMeILleHUsIX, B KOTOPBIX YCTaHOB/IEHbl MH(OPMALIMOHHbIE CUCTEMbI IePCOHA/IbHBIX
JTAaHHBIX.

JlocTyn B ONEpPalMOHHYI0 Cpeay KOMNbIOTepa (MH(OPMAIMOHHOW CHCTEMBbI
NePCOHAJILHBIX JAaHHBIX) - TI0JIyueHWe BO3MOKHOCTH 3alyCkKa Ha BbIMIOJIHEHHE
IITAaTHBIX KOMaHJ, (PyHKI[MH, Tpolielyp OIepaliOHHOM CuCTeMbl (YHUUTOXKEeHUS,
KOTIMPOBaHUs1, TIepeMellleHUsI U T.11.), UCTIO/THsIeMbIX (PaiiioB MPUK/IaZHBIX IPOrPaMM.

Hoctyn Kk wuHpopMaumud - BO3MOXKHOCTb TIO/NyYyeHUs HH(POpMAlUM U ee
VCII0J/Ib30BaHUSI.

3aky1aj0uHOe YCTPOMCTBO - 3/IEMEHT CPe/ICTBa CheMa UH(OpMal[ii, CKPBITHO
BHe/IpsieMbI  (3aK/ia/iblBaeMblii WM BHOCHMBIM) B MeCTa BO3MOKHOIO CbheMa
vHbopMaIiH (B TOM YKC/ie B OrpaXkeHre, KOHCTPYKIUIO, 060pynoBaHye, ITpeIMeThI
VHTepbepa, TPAHCIIOPTHbBIE CPEJCTBA, @ TAKXKe B TeXHUUYECKUEe CPeJCTBAa U CHUCTEMBI
00paboTKu UH(pOopMaLun).

Bammumaemasi wuHpopmamusi - HHPOpMaLUs, SBSIOIASCS — TIPEIMeTOM
COOCTBEHHOCTU U TIOZ/IEXKAIllasl 3all[uTe B COOTBETCTBUH C TPeOOBAaHUSIMHU MPAaBOBBIX
JIOKYMEHTOB W/TM TpeOOBaHUSIMH, YCTaHAaBIMBAEMbIMH COOCTBEHHHUKOM MH(OPMAIIUH.

Unentudukanust - TIPUCBOeHHWe CyOBeKTaM W 00ObeKTaM  [JIOCTyma
yJieHThU(gurKaTopa 1 (WIK) cpaBHEeHUe TIpeAbsB/sSeMOro UeHTH(PUKaTopa C repeuHeM
TIPUCBOEHHBIX WAEHTU(HUKATOPOB.

NudopmaTuBHbI CUTHAJ - JJI€KTPUUYECKHE CHUTHa/bl, aKyCTUueckKue,
3JIeKTPOMAarHUTHbIEe U Apyrue (pusnueckue TMoJis, M0 MmapamMeTpaM KOTOPBIX MOXET
OBITb pacKpbiTa KOHOUAEHI[MANbHasi WHMOpMalus (TTepcoHaNbHbIe TAHHBIE)
obpabarbiBaeMasi B MHGOPMAIJMOHHOM CHCTeMe TIepCOHATbHBIX JaHHbIX.

HNudopmManmoHHble TEXHOJIOTMM - TIPOLIECCBI, METOABI IIOMCKa, cOopa,
XpaHeHus1, 00pabOTKH, TIpe/ioCTaB/IeHHs, PACIIPOCTPaHeHUS UH(MOPMAI[UH U CTIOCOObI
OCYILleCTB/IEHUsI TAKKX TTPOLIeCCOB U METO/IOB.

Nudopmannonnas cucrema nepcoHajJbHbIX AaHHbIX (MCIIIH) - COBOKYITHOCTH
cofiepKaluxcst B 0a3ax JaHHBIX IMePCOHANBHBIX JJAHHBIX W 00eCreunBarImuX UX
00paboTKy MHGMOPMaI[HOHHBIX TEXHOIOTUM U TEXHUUYECKHUX CPe/CTB.

Hcnonb30BaHHe NEPCOHANBHBIX JaHHBIX - JledcTBUSl  (omepauuu) C
TepCoHa/IbHBIMU JIJaHHBIMH, COBepIlIaeMble OIepaTOpOM B LIe/IsIX TIPUHSATUS pellleHUN
WM COBEpIIEHHS WHBIX [EeWCTBUM, TOPOXAAIIINX FOPUAUYECKUe MOCIe[ICTBUS B
OTHOIIIEHUHY CyObeKTa TepCOHaIbHbBIX JaHHBIX WIH APYTUX JUL] MO0 WHBIM 00pa3om
3aTparyBaroIUX MpaBa W CBOOOABI CyOBEKTa IEPCOHANBbHBIX JaHHBIX WIH JAPYTUX
L.



Mcrounuk yrpo3sl GesomacHocTH uHpopManum - CYOBEKT JIOCTYTIa,
MaTepua/ibHbIE 00BeKT WKW (U3MUeckoe sBIAeHWe, SBSION[HMECS [PUYNHOU
BO3HHWKHOBEHUS yrpo3bl 6e301acHOoCTU UH(GOPMALUH.

KonTtposmupyemasi 30Ha - TIPOCTPAHCTBO (T€PPUTOPUS, 3/laHUe, YaCTh 37aHUS,
TioMellleHre), B KOTOPOM UCK/TIOUeHO HEeKOHTPO/MpyeMoe TpeObiBaHMe TT0CTOPOHHUX
JIUL], @ TAKXXe TPaHCIIOPTHBIX, TEXHUUECKUX U UHBIX MaTepuabHbIX CPeJCTB.

KonguaeHIHAILHOCTL NEPCOHAIBHBLIX JaHHBIX - o0s3aTenbHOE IS
co0MofieHHst 0OTIepaTOPOM W/ MHBIM TTOTYYUBIIIHM ZOCTYTI K IIePCOHA/IbHBIM JJaHHBIM
miiioM TpeboBaHWe He [IOMyCKaTh WX pacrpocTpaHeHue 6e3 coryacusi CyObekTa
TIePCOHAJIbHBIX JJAHHBIX WK Ha/IMUKs UIHOTO 3aKOHHOTO OCHOBAHMUSI.

MeskceTeBoit KpaHn - JI0KasbHOe (OJHOKOMIIOHEHTHOe) WU (PYHKI[MOHATbHO--
pacripefie/ieHHOe TporpaMMHOe (TpOrpaMMHO-arrapaTHOe) CpeiCTBO (KOMILIEKC),
peasu3ytoliee KOHTPO/Jb 3a HH(OpMaluveil, MOCTymnarolleil B HWH()OPMALIMOHHYIO
CUCTEMY TEePCOHANbHBIX JaHHbIX W (WIA) BBIXOASIIEM W3 WH(POPMALMOHHOU
CUCTEMBI.

Hapymmurenb 06e30MacHOCTH MEPCOHANBHBIX JaHHbIX - (U3HMUeCcKoe JIWIIO,
CIy4allHO WM TIpeJHaMEePEeHHO COBepllaollee AeMCTBUS, CJeACTBUEM KOTOPBIX
ABJIIETCST HapyllleHHe 6e30TacHOCTH TIepCOHA/IBHBIX JIaHHBIX TIpU WX 00paboTke
TeXHUUeCKUMH Cpe/ICTBaMU B UH(GOPMAIIMOHHBIX CUCTeMax MepCoHabHBIX JAHHbIX.

HeaBroMaru3upoBanHasi 00padoTKa NEPCOHAIBLHBIX JaHHBIX - 00paboTKa
MepPCOHA/IbHbIX  [IJaHHBIX,  COJepPXKAlMXCsi B MH(POPMALMOHHOW  CHUCTeMe
TePCOHAMBbHBIX [IaHHBIX /MO0 W3BJEUEHHBIX W3 TaKOW CHCTEMbBI, CUATAETCS
OCYLLeCTBJIEHHOMN 6e3 VCIIO/Tb30BaHUSI Cpe/CTB aBTOMaTH3aluu
(HeaBTOMaTU3HMPOBAHHOM), €C/IM Takue JeWCTBUS C MepCOHabHBIMUA JaHHBIMM, KaK
WCI0/Ib30BaHWe, yTOYHEeHWe, PpacrlpoCTpaHeHWe, YHUUTOXKeHUe T1ePCOHA/IbHbIX
JAaHHBIX B OTHOILIEHWM KaKIOro U3 CyObeKTOB I1epCOHAMbHBIX [JaHHBIX,
OCYILIeCTB/ISIFOTCS TIPU HEMOCPeCTBEHHOM yUaCTUM uesioBeKa.

HenexsiapupoBanHbie BO3MOKHOCTH - (DYHKI[OHATbHbIE BO3MOXXHOCTH CPEe/ICTB
BBIUMC/IUTE/TLHOM TEXHUKU, He OIMUCAHHbIe WU He COOTBETCTBYHOL[ME OMUCAHHBIM B
JOKyMeHTalluM, Tpd  UCIOAb30BaHMM  KOTOPbIX  BO3MOXKHO  HapylleHue
KOH(PUIeHI[MaTbHOCTH, [JOCTYITHOCTM WM 1IeJIOCTHOCTH obOpabaTbiBaeMoli WH-
(dhopmanuu.

HecaHKIJMOHUPOBAHHBIN [JOCTyNl (HeCAHKLMNOHMPOBAHHbIE [eUCTBHA) -
JOCTYT K MH(OPMAaILUK WK AeUCTBUSI ¢ UH(popMalveli, Hapylliatolue rpaBusia pas-
rpaHUueHHsl JOCTylla C HCIO/b30BaHMEM IITATHBIX CPEJCTB, MPe0CTaB/sieMbIX
VMH(OPMaIMOHHBIMU CHCTeMaMH TTIePCOHA/IbHBIX TaHHBIX.

Hocurens undopmamuu - hr3nUecKoe JIMI0 UM MaTepyasbHbIM 00BEeKT, B TOM
yucsie ¢pusnyeckoe rosie, B KOTOpoM MHGOpMaLUs HaXOAUT CBOe OTpakeHHe B BUJe
CUMBOJIOB, 00pa3oB, CUTHAJOB, TEeXHUUECKUX pelleHud U  TPOLeCCOoB,
KOJINUeCTBEHHbIX XapaKTePUCTUK (hU3UUeCKUX BeJTMUUH.

OGe3mMuMBaHMe NMEPCOHATBHBIX JAHHBIX - JIeMCTBUS, B pe3y/bTaTe KOTOPbIX



CTAHOBUTCS HEBO3MOXKHbIM 0e3 HCI0/Ib30BaHUsl [JOTO/IHATeIbHON MH(OpMaLyn
orpe/ie/IuTh TIPUHAAJIEXKHOCTb TIePCOHAIbHBIX [JaHHBIX KOHKPETHOMY CyObekTy
TepCOHA/IbHBIX 1aHHbIX.

O0pabGoTka NEePCOHAJLHBIX AAHHBIX - JI0OOe felicTBUe (oreparus) WU
COBOKYITHOCTb JeMCTBUM (Omepalyi), COBepllaeMbIX C HWCIOIb30BaHUEM Cpe[CTB
aBTOMAaTU3aluy WK 6e3 KCIo/Ib30BaHus TAKUX CPe/ICTB C TTePCOHAbHBIMU IaHHBIMH,
BK/ItOYasi cOOp, 3amuch, CUCTeMaTH3all[io, HaKOIJleHWe, XpaHeHWe, YTOUHeHUe
(oOHOBNEHME, V3MeHeHue), W3BJIeUeHue, WCII0J/Ib30BaHUe, riepeauy
(pacmipocTpaHeHue, TIpeJOCTaB/ieHHe, MAOCTyI), obe3nmWunBaHue, OJIOKMPOBaHUE,
yAaneHre, yHUUTO)KEeHHE MepCOHA/bHBIX JAaHHBIX.

OOmenocTynHbple NMepcoHAJbHbIC JaHHbIe - [IePCOHAJ/IbHBIE [aHHBIEe, [OCTYII
HEOrpaHUUeHHOTO Kpyra /Ml K KOTOpPBbIM TIpe/JoCTaB/leH C COIJiacusi CyObeKTa
TepCOHA/IbHBIX JAHHBIX WM Ha KOTOpPbIe B COOTBETCTBUU C (pefiepa/ibHbIMU 3aKOHAMU
He pacripocTpaHsieTcsi TpeboBaHue cobmoaeHUsT KOHGHEeHITMATbHOCTH.

Oneparop  (MEpPCOHAJNBLHBIX  JAHHBIX) -  TOCYApPCTBEHHbIM  OpraH,
MYHULUIIAIBHBIN OpraH, Iopuudeckoe Wi ¢pr3nuecKkoe JIMLo, CaMOCTOSITEIbHO WX
COBMECTHO C /JpDYyrMMU JIMLAMA OpraHusywolye U (WIM) OCYLIeCTB/SIoLre
00pabOTKy TepCcoHa/lbHBIX [AHHBIX, a TaKXKe OIpefessiole 1ieM 00paboTKu
TIepCOHABbHBIX [JaHHBIX, COCTAB IMEPCOHABHBIX JAHHBIX, TOJJIeKaInx obpaboTke,
[elCTBUsA (omepaluun), CoBepiiaeMble C MepCOHaIbHbIMU JAaHHBIMHU.

TexHuueckue cpeacTrBa MH(POPMANUOHHOM CHCTEMbI MEPCOHAJIBHBIX JTAHHBIX -
CpefCcTBa BBIYMC/TUTE/TbHOU TeXHUKH, MH(OPMaIIMOHHO-BBIUKC/IUTE/IbHbIE
KOMITJIEKChI Y CEeTH, Cpe/CTBa W CHCTeMbI repenauu, rpruemMa U obpabotku I1/1H
(cpeactBa W CUCTeMBbI 3BYKO3alMCH, 3BYKOYCHJIEHUS, 3BYKOBOCIIPOW3BE/I€HUS,
TeperoBOpHble M Te/IeBU3MOHHbIE  yYCTPOWCTBA, CPEACTBA  W3TOTOBJIEHUS,
TUPAKUPOBAHUS JOKYMEHTOB U Apyrve TeXHWYeCcKue CpeficTBa 00pabOTKU peueBOM,
rpaduueckoit, BUieo- U OykBeHHOLM(POBOM MHGMOPMaLIKK), POrpaMMHbIe CpPe/ICTBa
(omepalliOHHbIE CUCTEMBI, CUCTEMbI yIpaBieHUs 0a3aMy [JaHHBIX U T.I1.), CPeCTBa
3al[UThl UH(POpMaLH1, TPUMeHsieMble B UH(POPMaL[MOHHBIX CHCTeMax.

IlepexBatr (uHdopmanuu) - HeMpaBOMepHOe ToyyeHUe UWHGOpPMaLUU C
WICTI0/Th30BaHUEM TeXHUUYEeCKOTO CPeZICTBa, OCYIIeCTBIISION[eT0 0OHapyKeHe, TIpUeM
1 00pab0TKy HH(MOPMaTUBHBIX CUTHAJIOB.

Ilepconanbublie AaHHble - Jt00as WHMOPMaIMs, OTHOCSIIAsICS K TIPSMO WJIH
KOCBEHHO OIIpe/ieJIeHHOMY WM ompefessseMoMy Gu3nueckoMy JuIy (CyOBeKTy
repCoOHaIbHbIX JaHHBIX);

IToOouHbIe 3/IeKTPOMarHUuTHbIe U3/TydeHusl u HaBOAKH -
9/IEKTPOMarHUTHbIE M3/y4eHUs] TEXHHUUEeCKUX CpeACTB 00pabOTKY 3alluIriaeMoi
MHGbOpMaI[|H, BO3HUKAIOI[HE KaK TT000UHOe SIBJIeHHe W BbI3BaHHbBIE 37IEKTPHUE CKUMH
CUTHa/laMH, AEWCTBYIOLIMMHM B WX 3/I€KTPUYECKHMX W MarHUTHBIX LEMsX, a TakKe
5JIEKTDOMAarHUTHbIE HABOAKW STUX CUTHAJIOB Ha TOKOMPOBOZALME JIMHUM,
KOHCTPYKILIUU U LMW MTUTaHUS.



TToJMTHKA «YHUCTOrO CTO0JIa» - KOMIUIEKC OpPraHW3alMOHHBIX MEpPOIPUSTHH,
KOHTPOJIUPYIOIIUX OTCYTCTBHE 3allMChIBaHUS Ha OyMa)kHble HOCUTe/NW K/Ioueld u
aTpuOyTOB AoCTyTIa (TIaposiei) ¥ XpaHeHUs UX BO/IM3U 00OBEKTOB /I0OCTYTIA.

ITonb30oBaresnb MH(OPMALMOHHOW CHUCTeMbl MEPCOHA/NBHBIX /JAHHBIX -
IO,  ydyacTBylolllee B  (PYHKIIMOHMPOBAaHUM  WHGOPMALIMOHHOM  CUCTEMBbI
TepPCOHAJIbHBIX JJaHHBIX WM WCII0Jb3YIOLllee pe3y/bTaThl ee (YHKL[MOHUPOBaHUS.

IIpaBuiaa pasrpaHuYeHMs A0CTyINAa - COBOKYITHOCTb IIpaBuJI,
per/iaMeHTUPYIOIIUX TIpaBa Z0CTyTa CyObeKTOB Z0CTyTa K 00beKTaM ZI0CTyTa.

IlporpaMmHasi 3aKJjiajgka - KOJI TIPOrpPaMMbl, TpeJiHAMEPEeHHO BHECEHHbBIA B
IIpOrpaMMy C 11e/IbI0 OCYII[eCTBUTb YTEUKY, U3MeHHTb, OJIOKUPOBaTh, YHAUTOXXUTb
vHGOpMAIMI0 WIM YHUUTOXUATH U MOAUGUIMPOBaTh TpPOrpaMMHOe obecrieueHue
MH(MOPMAIIMOHHON CHCTeMbI TIePCOHA/IbHBIX [JaHHbIX W (WId) OJIOKMPOBATh ariia-
paTHbIe Cpe/CTRa.

IIporpamMHoe (mporpaMMHoO-MaTeMaTHuYecKoe) BO3/elCTBHE -
HeCAHKI[MOHMPDOBaHHOe  BO3/EWCTBME HAa  pecypcbl  aBTOMaTU3HMPOBAHHOMU
VMH(OPMAIIMOHHOM CHUCTeMbl, OCYLIeCTB/sieMOe C HCI0/Jb30BaHUEM BpEeIOHOCHBIX
TpOrpamM.

PackpbiTHe NEPCOHAIBHBIX JAHHBIX - YMbBIIUVIEHHOE WIA C/lydaliHOe
HapyllleHue KOH(GW/IeHIIMaIbHOCTH TIepCOHA/TbHBIX TaHHbIX.

PacnpocTpanenne TNepPCOHAJIbHBIX JAHHBIX - JEUCTBUS, HallpaB/IeHHblE Ha
PacKphbITHe MepCOHa/IbHBIX JaHHBIX HeolpeleJIeHHOMY KpYTY JIULI.

Pecypc unHdopMAnHOHHOH cHCTeMbI - HMMEHOBAaHHLIM 3/1eMeHT CHCTEeMHOTO,
TIPUKJIaTHOTO W1 arrapaTHOTOo obecrieueHust (OyHKLIMOHUPOBAHUS
VH(OPMAaLMOHHOM CUCTEMBI.

CHelII/laJ'ILHLle KAaTCropu IEPCOHANBHBIX TAaHHBIX - TI€PCOHAJ/IbHBIE [OdHHBIE,
Kacaroluecsi pacoBOM, HalMOHAJbHOW TMPUHAJJ/IEKHOCTH, TTOJIMTAUYECKUX B3IVISIOB,
PEJIMTHO3HBIX WK (GUI0COMCKUX YOeXKJeHUM, COCTOSHUS 3[0POBbS U WHTUMHOMU
YKHU3HU CyOBbeKTa TepCOHAbHBIX JJaHHBIX.

CpencrBa BBIYHCIUTEIbHOH TEXHHMKH - COBOKYITHOCTH IIPOrPAMMHBIX U TeX-
HUYECKUX 3JIEMEHTOB CHCTeM O00OpabOTKM [aHHBIX, CIOCOOHBIX (DYHKIIMOHHWPOBATH
CaMOCTOSITe/IbHO WU B COCTaBe IPYTUX CUCTEM.

Cyobekt goctyna (cy0ObekT) - JIUII0O WA TIPOLIECC, AeHCTBUSI KOTOPOTO
pernaMeHTUPYIOTCS MpaBU/laMy pa3rpaHUUeHUst OCTYyIIa.

Texnuyeckuit KaHaa yredkd HHGOpPManuUM - COBOKYIIHOCTb HOCUTE/I WH-
dopmaiuu (cpezactBa 06paboTKH), ¢u3MUeCcKod Cpebl pacmpoCTpaHeHuss WHMOP-
MaTMBHOT'O CWTHAJjIa ¥ CPe/ICTB, KOTOPBbIMHU Z00BIBAeTCS 3allfyIiaeMast MTHGOpMaI[us.

TpancrpannyHas nepeaaya nepcoHaJbHbIX JaHHBIX - IIEpefava MepCcoHa/bHBIX
JlaHHbIX OrepaTtopoM uepe3 [ocygapcTBeHHYIO rpaHully Poccuiickor ®Pepneparuu
opraHy B/JaCTU MHOCTPAHHOTO rOCY/lapCTBa, (PU3NUeCKOMY WK HOPUAUUECKOMY JIULTY
VHOCTPAHHOTO roCyAapCTBa.

Yrpo3nl $e30MacHOCTH MEPCOHAJBHBIX JAHHBIX - COBOKYIHOCTb YCJOBUU M



(dakTOpoB, CO3JAlOIIMX OMNACHOCTb HECAHKLIMOHMPDOBAHHOTO, B TOM 4YHCJIe
C/ly4aiiHOTO, A0CTyMa K TepCOHAaNbHBbIM JIaHHBIM, pe3y/bTaTOM KOTOPOrO MOXKeT
CTaTb YHUUYTOXKeHUe, h3MeHeHUe, OJ0KUpOBaHUe, KOMMPOBaHWe, pacrpOCTpaHeHHe
TePCOHAJIbHBIX /IaHHBbIX, @ TaK)Xe WHbIX HeCAHKI[MOHUPOBAHHBIX JeNCTBUN TIPU UX
06paboTke B MH(MOPMAI[MOHHOMN CHCTeMe TIepCOHA/IbHBIX JaHHbIX.

VYHUUYTOKEeHHE TNMEePCOHATBHBIX JAHHBIX - JEHCTBUS, B pe3y/ibTaTe KOTOPbIX
CTAHOBUTCSI HEBO3MOXKHBIM BOCCTAaHOBUTBL COJiep)KaHue TepCOHa/bHbIX [JaHHBIX B
VMH(OPMAIIMOHHON CUCTeMe TTePCOHA/IbHBIX JIaHHBIX U (W/IU) B pe3y/sbTaTe KOTOPbIX
YHUUTOXKAIOTCSl MaTepra/ibHble HOCUTE/TH TIePCOHA/bHBIX JJaHHBIX.

YTeuka (3amuiaemoi) uH@OpMaAIUM 10 TeXHUYECKMM KaHa/laM -
HEKOHTPO/JIMpyeMOe paclpocTpaHeHrne WHQOpMalMi OT HOCUTess 3alliylljaeMoi
vHpopMalmu  yepe3  (U3MUECKYHO Cpely [0 TeXHUYEeCKOro  CpefiCTBa,
OCYIIeCTB/ISIFOIIero repexBar MHMOPMaLUU.

Ysa3BumocTh - C1a00CTh B CPeICTBax 3allUThi, KOTOPYIO MOXXHO HCIIO/Tb30BaTh
JJ1s1 HApYILIeHUs1 CUCTeMbI WK COZieprKalllelicsi B Held MH(OopMaLuu.

IlesiocTHOCTL MHpOPMANMH - CIIOCOOHOCTb CPECTBAa BBLIUMC/IUTE/ILHON TeX-
HUKA WIM  aBTOMAaTU3UPOBAaHHOW  CcHUCTeMbl — oOecreurBaTh  HEM3MEHHOCTb
vHOpMallUM B YCAOBUSIX CAy4yallHOTO W/WIM TIpeJHAMEPEHHOT0 HCKa)KeHUsI
(pa3pyiueHus).



OBbO3HAYEHHWSA 1 COKPAILIEHUA

ABC - aHTUBHPYCHBIE Cpe/iCTBa

APM - aBTOMaTH3MpOBaHHOE pabouee MeCTo

BTCC - Bciomorare/ibHble TeXHUYECKHe CpPe/iCTBa U CUCTEeMbI
NCIIH - uHdopMal[MOHHas CUCTeMa TlepCOHa/IbHbIX TaHHBIX
K3 - koHTpoO/IMpyeMas 30Ha

JIBC - jioKa/sibHas BbIYMC/IATe/IbHAs CeTh

MD - MexceTeBOU 3KpaH

HC/I- HecaHKLIMOHMPOBAHHBIN JOCTYII

OC - onepaLiMOHHas CUCTeMa

[1/1H - riepcoHa/ibHbIe JJaHHbIE

[IMB - nporpamMmMHO-MaTeMaTHu4eCcKoe BO3JelCTBUe

1O - mporpamMmMHoe obecrieueHue

[ISMUH - nobouHkle 3/1eKTPOMAarHUTHbIE U3TyUeHUsl ¥ HABOJKU
CA3 - cuctema aHa/v3a 3allUIeHHOCTU

C3MU - cpeacTBa 3allUThl MHPOPMALIUU

C3I1JH - cuctema (MoAcucTeMa) 3alUThl IEPCOHA/IBHBIX JAHHBIX
COB - cucrema oOHapy>KeHUsI BTOP>KEHUIM

TKYU - TexHuuecKre KaHa/lbl yTeUuKU UHbOpMaluu

YBII/IH - yrpo3sl 6e301acHOCTH TIePCOHATBHBIX JaHHBIX



BBEJAEHHWE

Hacrostimass  [Tonmutrka wH(OpMaroHHoW 6e3omacHoCcTH TIpy paboTre C
MepCOHA/IbHBIMY  IaHHBIMU B KpacHOypasibCKOM TOpPOJCKOM TeppUTOpHaIbHOU
nusbuparenbHolt komuccuu  (manmee - IlonmuTuka) —siBasieTcss  ouUI[MATbHBIM
JIOKyMEHTOM.

[TosmmTrKa pa3paboTaHa B COOTBETCTBUU C TpeOOBaHUSMU, YCTAaHOBIEHHBIMMU:

®enepanbHbIM 3akKOHOM OT 27.07.2006 Ne 149-®3 «O6 wuHbopMaluy,
MH(}OPMAaIMOHHBIX TEXHOJIOTUSIX U O 3alliuTe UH(POpMalUn»;

®enepanbHbIM  3aKOHOM 0T 27.07.2006 Ne 152-®3 «O rmepcoHa/lbHbIX
JIaHHBIX»;

nocraHop/ieHueM [IpaButenbctBa Poccuiickort @epeparyu ot 01.11.2012 Ne
1119 «O6 yTBepkAeHHH TpeOOBaHMM K 3all[UTe IMEePCOHATBHBIX JAHHBIX TIPU X
o6paboTke B MH(MOPMALIMOHHBIX CUCTeMaX TepPCOHATBHBIX JaHHBIX»;

nocraHoBieHueM [IpaBurenscTBa Poccuiickont @egeparun ot 15.09.2008 Ne
687 «OO6 yTBep)K[eHHUH II0JIOKeHHsT 00 0COOeHHOCTSX 00pabOTKH MepCcOoHaIbHBIX
JAHHBIX, OCYII[eCTB/IsieMOl 06e3 MCIO/Mb30BaHWsI CPeICTB aBTOMATH3alun»;

nocraHoBieHueM [IpaBurensctBa Poccuiickont @epeparuu ot 21.03.2012 Ne
211 «O06 yTBepxx/leHUM TepeyHsi Mep, HarpaB/eHHbIX Ha obecrieueHre BHITIOJTHEHUS
o0si3aHHOCTeN, TmpeaycMoTpeHHbIX PefepasibHBIM 3akOHOM «O  TepCcoHa/IbHBIX
JIAHHBIX» U MIPUHSTBIMUA B COOTBETCTBUM C HUM HOPMaTUBHBIMU MPaBOBLIMU aKTaMH,
oriepatopamMu,  SIBJSIFOLUMMUCS ~ TOCYAPCTBEHHBIMA WM  MYHULMNAJIbHBIMU
OpraHamm»;

niprka3zoM PCTOK Poccum ot 18.02.2013 Ne 21 «O6 yTBep>kaernn CocTaBa 1
cofiepKaHusi OPraHM3aL[MOHHBIX U TEXHUUEeCKHUX Mep T0 obecrieueHHt0 6e301acHOCTH
MepCcoHabHbIX [JaHHBIX TIpU uXx 00paboTke B WHGOPMAI[MOHHBIX CHCTeMax
MePCOHAJIbHBIX [JaHHBIX»,

nipuka3zoM ®CB Poccuu ot 10.07.2014 Ne 378 «OO6 yTBep>KJeHWUM COCTaBa U
cofiepKaHusi OPraHM3aLMOHHBIX U TEXHUUEeCKHUX Mep T0 obecrieueHHt0 6e30macHOCTH
MepcoHabHbIX [IJaHHBIX TIpU uXx 00paboTke B WHGOPMAI[MOHHBIX CHCTeMax
TePCOHAJIbHBIX JaHHBIX C HKCI0/Ib30BaHUEM CPEeACTB KPUMTOrpauuecKou 3all[UThI
vHbOpMaIiK, HeoOXOAWUMBIX [Jisi BBHITIOJITHEHUsSI yCTAHOB/IEHHBLIX I[IpaBUTE/THLCTBOM
Poccutickoit ®epepariyi TpebOBaHuMI K 3allUTe TIepCOHATBHBIX JAHHBIX /IS KaXX/[0T0
13 YPOBHEU 3alUIL[EHHOCTU»;

MeTtoanueCcKUMU peKOMeH/JAl[UsIMU 110 pa3paboTKe HOPMATHMBHBIX TPAaBOBbIX
aKTOB, OTpeje/IsIFoIIUX Yrpo3bl 6e30MacHOCTH MepCOHA/TBHBIX JJaHHBIX, aKTyabHble
npu 00paboTKe TepcoHAMbHBIX [JlaHHBIX B  HMH(OPMALMOHHBIX  CUCTeMax
MePCOHAJIbHBIX [JaHHBIX, SKCIITyaTUPYEMbIX TIPU OCYILeCTBIEHUH COOTBETCTBYIOLLIMX
BUJIOB [1eITeJIbHOCTH, YyTBep)KAeHHbIMU pykKoBoAcTBOM 8 Llentpa ®CB Poccuun
31.03.2015 Ne 149/7/2/6-432.

B Tlonmutuke ompezaenenbl TpeboBanusi kK rmiepcoHany WCII[IH, cremneHb



OTBETCTBEHHOCTU MepCoHasa, CTPYKTypa U HeOOXOAMMBbIN YPOBeHb 3alllUIl[eHHOCTH,
CTaTyC M JO/DKHOCTHbIe 00s13aHHOCTU COTPY/IHUKOB, OTBETCTBEHHBIX 3a obecrieueHre
6e3omacHocTy TiepcoHa/MbHBIX AaHHBIX B MCII[IH KpacHoypanbCKOW TOPOACKOM
TeppPUTOpHabHON W30upaTe/ibHON Komuccuu (ganee — Komuccus).

1. OO01He M0/I0)KeHUA

Llenbto HacTosiel [TomuTrky siBIsieTcst oOecrieueHre 6e30MaCHOCTH 0ObEKTOB
3anuThl KoMuccuu oT BceX BU/IOB yIrpo3, BHEIITHUX U BHYTPEHHUX, YMbIIIIEHHbIX U
HeTipeJHaMepeHHbIX, MUHUMHU3ALUS yilepba OT BO3MOXKHOM peanu3aljuv yrpo3
6e3omacHoctu 11 (YBITIH).

be3onacHOCTh TMepCOHA/bHBIX J@aHHbIX JOCTUraeTCsd IyTeM UCK/IHOUeHHUs
HeCAaHKL[MOHMPOBAaHHOIO, B TOM YMCJIe CJIy4alHOrOo, [AOCTyrna K IepCOHaJIbHbIM
J@aHHBbIM, pe3y/lbTaTOM KOTOPOTO MOXeT CTaTb YHUUTOXKEHHe, HW3MeHeHUe,
6710KMpOBaHWe, KOTIMPOBaHWe, paclpoCTpaHeHWe MepCOHA/IbHBIX [JaHHBIX, a TaKkKe
VHBIX HeCAHKLIMOHUPOBAHHBIX []elCTBUM.

VHdbopMalisi ¥ CBs3aHHbIE C HEM pecypcChl AO/DKHBI OBITh JOCTYITHBI /ISt
aBTOPU30BaHHBbIX MO/b30BaTesned. [J0/DKHO  OCYLIeCTBISTbCS  CBOEBPEMEHHOe
oOHapy»keHHe U pearrpoBaHue Ha Y BIT/IH.

Ho/DKHO ~ OCYLLeCTB/ATbCS  TpeAOoTBpallleHre  TpeAHaMEePeHHbIX WU
C/Ty4alHbIX, YaCTUYHBIX W/IM MOJHBIX HEeCAHKIMOHUPOBAHHBIX MOJA(PUKALIUM WU
YHUUTOXKEHUSI TaHHbIX.

CocTaB 00BEKTOB 3aIllUTHI MpeficTaBieH B «IlepeuHe repcoHaIbHBIX JTaHHBIX,
obpabaTtbiBaeMbIX B KpacHOypa/bCKOM TOPOJCKOM TePPUTOPUAILHON M30MpaTebHOM
KOMHMCCHHM B CBSI3M C peanu3aijieil C/Iy)KeOHbIX (TPYZOBBIX) OTHOIIEHUM, a TaKxKe
OCYILleCTB/IEHHEM TOCYAapPCTBEHHbBIX (YHKLIAW».

Cocra HUCII[Ju mnopnexamux 3amure, IpefcrasieH B «[lepeune
MH(OPMAaILIMOHHBIX CUCTEM TepCOHA/bHBIX [JaHHbIX B KpacHOypanbCKOW ropojCKOu
TePPUTOPUA/ILHOMN M30HpaTe/IbHON KOMUCCHM».

2. O0/1aCTh AeHCTBUA

TpeboBanusi HacTositiei [TOMUTHKY pacTipOCTPaHSIOTCS Ha BCEX COTPYAHUKOB
Komuiccuu (IITaTHBIX, BpEMEHHBIX, PaOOTAOIIMX 10 KOHTPAKTY U T.IL.), A TAKXKe BCeX
Npourx juL] (MOAPSIAUUKHA, ayINTOPHI U T.I1.).

3. Cucrema 3aliUThI IEPCOHA/IBHBIX AAHHBIX

ObGecrieueHrie  6e30MaCHOCTA  MEPCOHAMBHBIX  JAHHBIX JOCTHUTAETCS, B
YaCTHOCTH:

oripefie/ieHeM yTrpo3 0e30MacHOCTH TIepCOHANbHBIX —[JaHHBIX TIPU UX
00paboTke B MH(MOPMALMOHHBIX CHUCTeMaX MePCOHABHBIX JJaHHbIX;

NpUMeHEeHeM OpraHW3al[MOHHBIX W TEeXHWUeCKHMX Mep II0 00ecrieueHuro
6e30macHOCTU TepCOHA/BHBIX AAHHBIX MPU WX 00paboTke B MH(POPMALIMOHHBIX



CUCTeMax TepCOHa/bHbIX /IaHHBIX, HeOOXOAUMBIX /i BbIIOJHEHUs TpeOOBaHUM K
3aluTe  TepCOHA/NbHBIX  JaHHBIX,  UCIIOJIHEHWe  KOTOphIX  obecrieuynBaeT
ycTaHoB/ieHHble [IpaBuTenscTBoM Poccuiickori @ezepaliuv YpOBHU 3allUI[eHHOCTU
TepCOHA/IbHBIX TaHHbBIX;

NIpUMEHeHWeM TpOLIe/IINX B YCTAHOBJIEHHOM IOpPSiIKE MPOLEAYPY OL€HKU
COOTBETCTBUSI CPEJCTB 3alUThl UH(POPMALIY;

OLleHKO! 3¢ heKTUBHOCTU TPUHUMaeMbIX Mep Mo obecrieueHH0 6e30MacHOCTH
MepCcoHabHbIX [aHHBIX [0 BBOJA B SKCILTyaTallMl0 WH(POPMALMOHHOW CHCTEMbI
TepCOHA/IbHBIX TaHHbBIX;

Y4eTOM MallIMHHBIX HOCUTEJIeU MepCOHA/bHBIX JaHHBIX;

oOHapy>keHHeM (DaKTOB HeCaHKLIMOHUPOBAHHOTO JOCTyMa K IepCOHabHbIM
JAaHHBIM Y TIDUHSTHEM Mep, B TOM YKCJie Mep 10 00Hapy»KeHU10, TIpelyTpexX1eH1I0 1
MUKBUJALMA TIOC/IEICTBUM KOMITBIOTEPDHBIX aTaKk Ha HH(OPMAlIMOHHbIE CUCTEMBbI
MepCOHA/IbHBIX IaHHBIX Y 110 pearipOBaHUI0 Ha KOMITbIOTEPHBIE UHIU/EHTHI B HUX;

BOCCTAHOB/IEHMEM TE€PCOHA/bHBIX  JaHHBbIX, MOJU(MULIMPOBAHHBIX WU
YHUUTO)KEHHBIX BC/I€CTBHE HeCaHKLIMOHMPOBAHHOTO JAOCTYIIA K HUM;

yCTaHOBJIEHWEM TIpaBUJI OCTYyTIa K TlePCOHabHBIM JJaHHBIM, 00pabaTbiBaeMbIM
B MH(OpPMAIIMOHHOW CHCTeMe TepCOHAbHBIX [aHHbIX, a TaKke obecrieueHrEM
pPEerucTpalyy 1 yueTa BCeX JeHMCTBUM, COBepIlaeMbIX C MePCOHA/TbHBIMU JAHHLIMU B
VMH(}OPMAaIMOHHOW CHCTeMe TTePCOHA/IbHBIX JJaHHBIX;

KOHTpOJIeM 3a TIPUHMMAaeMbIMM MepaMy T0 o0ecrieueHHt0 0e30MacHOCTH
MepCOHA/IbHBIX [IAHHBIX YW YPOBHS 3alllMILEHHOCTH WH(OPMALMOHHBIX CHUCTEM
TepCOHA/IbHBIX /IaHHBIX.

CucTrema 3alUThl NepcoHa bHbIX AaHHbIX (C3I1H), cTpOUTCS HA OCHOBAHUU:

AKTa BHYTpPeHHero KOHTDOJII COOTBETCTBUS 0OpabOTKM TepCOHA/IbHBIX
JlaHHBIX.

[TepeuHsi TepcOHa/NBHBIX [JaHHBIX, oOpabatbiBaemMbix B KpacHoypasibckoit
TOPO/ICKOM TeppUTOpHabHOM M30MpaTebHONM KOMHUCCHMU B CB3W C peasu3aljyieid
cy>XeOHBIX (TPYZOBBIX) OTHOIIEHUM, a TaK)Ke OCYIIEeCTBIEHHEM TOCYAapCTBEHHBIX
pyHKLmH;

AKTOB K/1acCcU(puKalyy MH()OPMALIMOHHBIX CUCTEM MepCOHaIbHBIX JAaHHbIX;

Mogenu yrpo3 6e301acHOCTH MePCOHAJIbHBIX JaHHBIX;

Matpuibl  JOCTyINa TMOo/b30BaTe/ied K  3al[yliaeMbiM  WH(GOPMaLXOHHBIM
pecypcam UCII/IH;

PykoBogsammx fokymentoB ®CTOK Poccun u @Cb Poccun.

Ha ocCHOBaHMM 3THX [JOKYMEHTOB OIIpe/ie/isieTCsi HeoOXOAUMBIA ypOBEHb
sammineHHoctd  [1/Jn kaxpou WCIIIH Komuccuu. Ha ocHoBaHMM aHaIu3a
aKTya/IbHbIX yrpo3 Oe3omacHoctu [1/IH omuvcanHoro B Mopenu yrpos, fenaercs
3aK/oueHre 0 HeoOXOAMMOCTM  HWCTOb30BaHUSI TEeXHUUECKHUX CPeJCTB U
OpraHH3alMOHHBIX MEPONPUSTHH 17151 0becrieuerust Oe3omacHocTH I[1/1H. BeiOpaHHBIE
HeoOXolMMble ~ MepOmpUsATHST  oTpakaroTcss B «CocraBe  Mep  3allUThI



VH(OPMAaLMOHHBIX CUCTEM MePCOHABHBIX JAHHBIX.

Ins VUCII[JH gomkeH ObITh COCTaBeH CIMCOK HCIIOJb3YeMbIX TeXHHUECKUX
cpenacTB 3auuThl (manee - CHMCOK), a TaK e TMPOTpaMMHOr0 obecrieueHus,
yuacTBytoiero B oopabotke I1/1H, Ha Bcex 3nemenTax MCIT/H:

APM nonn30Baresneun;

CepBepa NpuioKeHUH;

CYB/[;

['panurip! JIBC;

KaHasioB mepesauy B ceTd OOIIero MoJyib30BaHUS U (WIM) MeXAYHapOAHOTO
obOmeHa, ecyiv o HUM TiepeatoTcs [1/1H.

B 3aBucumocTtu or ypoBHA 3aujuineHHoctd WCIIIH U akTyajbHbIX YIrpo3,
C3I1JH MOXeT BK/IrOUaTh CIeAyrole TeXHhuueCcKre Cpe/CTBa:

AHTHUBUPYCHbIE CPe/ICTBA [ijisi pab0UMX CTAHIMH 10J/Ib30BaTes el U CEPBEpOB;

Cpe/iCTBa MeKCeTeBOro SKpaHUPOBaHYS;

cpefCcTBa KpunTOorpauueckord 3alUuThl HH(OpPMaLMKM TIpU  Tepejaye
3alMIaeMo UH(pOpMaLMH 0 KaHasiaM CBSI3U.

Tak e B CIIMCOK JO/DKHBI ObITh BK/IOUEHbl (DYHKI[MK  3all[UTHI,
obecrieuriBaeMble INTaTHBIMK CpeAcTBaMu 00paboTku IIIH  omepaliOHHBIMHU
cucremamu  (OC), npukmagaeiM [IO  u  coeluasbHBIMA +— KOMILJIEKCAMU,
peanu3yrIUMK cpeAcTBa 3aiuThl. CMcoK (GYHKIMHN 3all[UThl MOXKET BK/TFOYATh:

yIipaB/eHVe U pasrpaHAueHre JOCTyTIa MoJIb30BaTeel;

PErUCTPALMIO U YUeT AeHNCTBUM C UH(pOpMal[vel;

obecrieueHue 11eJIOCTHOCTH JJAHHBIX;

oOHapy’)KeHHe BTOP>KEeHUH.

COMCOK WMCIO/Mb3yeMbIX TEeXHUYECKUX CpeAcTB oTpakaercs B «[liane
MeporpusaThii 10 00ecrieyeHHI0 3all[UThl TIePCOHA/IbHBIX MAaHHBIX». CIHMCOK
WCIO0JIb3yeMbIX CPeJCTB JO/DKEH TIOAJEPXUBAThCS B aKTya/lbHOM COCTOSHUHU. Ilpu
W3MEHEHUWHM COCTaBa TEeXHUUEeCKUX CpeACTB 3aluTbl Wad 3jaeMeHToB WCII[IH
COOTBETCTBYIOII[e W3MeHEeHUsI 0/DKHBI ObITh BHeceHbl B CIIMCOK U YTBEP>KIEHbI
nipefcenareneM V36uparesnbHOM Komuccuu CBepasioBCKOM 007acTd WM JIALIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3amyThl [1/1H.

4. Tpe6oBanus k nogcucremam C3I1/{H

C3I1/IH BK/ItOUaeT B cedsi cieIyIOIIHe ITOICHCTEMBI:
yIipaBJ/ieHUs1 OCTYIIOM, PErUCTPALMU U yueTa;
obecrieueHust 1jeJIOCTHOCTH U AOCTYITHOCTH;
AHTMBUPYCHOM 3allUThI;

Me)XCeTeBOro SKpaHUPOBaHUS;

aHa/v3a 3alyIeHHOCTY;

oOHapy>KeHUsT BTOP>KEHHUH;

KpurnrorpahryeCckoi 3aluThl.



[Togcuctembl C3I1/JH ¥MelOT pa3nUYHbIA (PYHKI[MOHAA B 3aBUCMMOCTU OT
kinacca WCII[OH, omnpeneneHHOro B «AKTe KhaccuuKauyuv WHGOPMAaI[MOHHOM
CUCTEMbI TEPCOHAJIbHBIX [JaHHbIX». CITMCOK COOTBETCTBUSL (PYHKLMM TO[CHCTEM
C3I1/IH kaccy 3alyIleHHOCTH Mpe/CTaB/leH B TeXHUUeCKOM 3a/laHUU I10 CO37,aHUI0
CUCTEeMBI 3allUThl MHHOOPMALIMU UHPOPMaI[MOHHOW CUCTEeMbI TTePCOHATbHBIX JaHHBIX.

[NoacrcTema yrpaBieHus JOCTYIIOM, DETUCTPAlUU U yUeTa

[Tomcucrema yripaB/ieHUs AOCTYIIOM, PeruMCcTpalid W yuyeTa MpeJHa3HaueHa
JI7Is1 peasii3aliyuu C/IeqyrommX (pyHKIIM:

HAeHTA(GUKALIMKA ¥ TIPOBEPKH TIOJ/TMHHOCTH CyOBEKTOB /IOCTYIIa MPH BXOZe B
WCITOH;

UJeHTU(UKALIMU TEepMHUHA/IOB, VY3/I0B CEeTH, KaHalOB CBSI3W, BHELIHUX
YCTPOUCTB T10 JIOTUYeCKUM HMeHaM;

UJeHTU(UKALIMK T[pOrpaMM, TOMOB, KarajaoroB, (aisioB, 3aruced, Ioaen
3arMceu 1o uMeHawm;

perucTpaiuy Bxozia (BbIXOZia) CYyOBEKTOB AOCTyIla B CUCTeMY (W3 CHUCTEMBI),
mib0 perucTpalyy 3arpy3kd M WHMIMAIW3aldyd OTlepaliiOHHOW CHUCTeMbl U ee
OCTaHOBa.

PErUCTpaliMy  TIOMBITOK JOCTyNa TIPOrpaMMHBIX CpeACTB  (Mporpamm,
TMPOLIeCCOB, 3a/iau, 3a/laHUK) K 3allUilaeMbIM (aiiam;

PEruCTpalMy TIOMBITOK [OCTyIla IIPOTPaMMHBIX CpeACTB K TepMHHAaIaM,
KaHaJ/laM CBsI34, MpOrpaMMam, ToMam, Katajoram, (paiiam, 3arnucsim, moJisiM 3arucei.

[Mogcucrema yripaBiaeHUst JOCTYTIOM MOXKeT OBITh peasii30BaHa C TOMOIIIbIO
IITaTHBIX cpeicTB 00paboTku I1/IH (omepal[MOHHBIX cHCcTeM, NpuioykeHui 1 CYB/T).
Tak >ke MoXeT OBbITH BHEJPEHO CIlelabHOe TEeXHUUECKOe CPeACTBO WM HX
KOMIIJIEKC, OCYILeCTB/SIFOLMe JOMOJHUTEbHbIE Mepbl 10 ayTeHTU(hUKALUU WU
KOHTPOJII0. Haripumep, TmprHMeHeHMe eJUWHbIX XPaHWIMIL] Y4YeTHbIX 3arvceu
T10/Tb30BaTe el ¥ PerucTpariioHHON MH(POPMALMK, UCIT0/Ib30BaHHe OMOMeTpHUeCKUX
Y TEeXHUYeCKUX (C TIOMOIIBbI 3/€KTPOHHBIX MPOIYCKOB) Mep ayTeHTHU(hUKalud U

ZIDYTHX.

[Topcucrema obecrieyeHust 11eZIOCTHOCTU U JOCTYITHOCTH

[Moacucrema obecrieueHust 1[eJIOCTHOCTU U JJOCTYITHOCTU TIpefHa3HaUyeHa [ijIst
obecrieueHrs1 1eJIOCTHOCTU W AOCTYNMHOCTU I1/IH, TporpaMMHBIX U armapaTHbIX
cpeacte UCIIAH Komuccuu, a Tak ke CpefCTB 3allMThl, MpPUA CAy4YallHOM WA
HaMepeHHOUW MoAubUKaLIUU.

ITopgcucrema peanusyeTcs C IIOMOLLBIO OpraHu3aliy pe3epBHOI0 KOIMMPOBAHUS
oOpabaTbiBaeMbIX [JaHHBIX, a TaK >Ke pe3epBUPOBAaHUEM K/THOUEBBIX 3/IEMEHTOB
NCIIOx.

HOQCHCTeMa aHTHBH[)yCHOfI 34U ThI



[MogcucTeMa aHTUBUPYCHOM 3all[UThl TIpefHAa3HauyeHa [ifisi obecrieueHust
aHTHUBUPYCHOM 3a1uThl cepBepoB 1 APM nosnb3oBaresneit UCIT/IH Komuccum.
CpenctBa aHTMBUDYCHOW  3alllMThl  TpeAHA3HaueHbl [/Is1  peaau3aluu
C/1eyOLUX QYHKLWN:
pe3nJeHTHbIM aHTUBUPYCHBIM MOHUTOPVHT;
AHTUBHPYCHOE CKAHUPOBaHUE;
CKpHIIT-0/IOKMPOBaHME;

L[eHTPa/IN30BaHHOM/ y/]a/IeHHOU YCTaHOBKW/[IEUHCTa/ISIL[AA
AHTUBHUPYCHOTO  TIPOJIYKTa, HaCTPOWKH, aZIMUHUCTPUPOBaHUS,
MPOCMOTpPAa OTYETOB M CTAaTUCTHYeCKoW WHdopMaruu T0 pabote
[IPOAYKTa;

aBTOMaTU3MPOBAHHOTO OOHOBJIEHUSI aHTUBUPYCHBIX 0as3;
OrpaHUYeHud I1paB I10/Ib30BaTe/Isi Ha OCTAHOBKY UCIIOMHAEMBIX 3a/a4y U
M3MeHeHHsl HaCTPOeK aHTUBUPYCHOTO TIPOrPaMMHOTO 00eCrieueHus;
aBTOMAaTUYeCKoro  3alycka  HeloCpe[CTBeHHO IIoCjle  3arpysku
OnepaliOHHOU CUCTEMBI.
[Topcucrema peanvsyeTcs IyTeM BHe[peHUs ClelyaJbHOr0 aHTUBUPYCHOIO
nporpaMMHOro obecrieueHust Ha Bce 1eMeHTbl ICIT/IH.

ITogcucrema MexxCeTeBOro SKDAHWPOBAHUA

[Topcrucrema MeXXCeTeBOrO 3KpaHWPOBAHMSA IpejHa3HauyeHa [JjIs peajv3aluu
crefyrommX QyHKLWM:

(GUIBTpaLMK OTKPBITOTO U 3alIM(POBAHHOIO (3aKpbITOro) IP- Tpaduka;

(YKcali BO BHYTPEHHUX >XypPHa/ax MH(OPMAaLMKA O MPOXOJSLEM OTKPBITOM
v 3aKpbIiToM [P-Tpaduike;

UZeHTU(UKALMA U ayTeHTU(UKALUKA aJMUHHACTPAToOpa MeXXCeTeBOr0 3KpaHa
TIPU ero JIOKa/IbHBIX 3arpocax Ha [JOCTYIT;

pervctpaiyuy Bxofa (BbIXOZa) aJMHUHHCTpaToOpa MeXCETeBOT0 3KpaHa B
cucreMy (U3 cuctembl) MO0 3arpy3kKd YW UWHUIMAAM3alUAd  CUCTEMbI U ee
IIPOrpaMMHOI0 OCTaHOBa;

KOHTPO/JISI 11eJIOCTHOCTU CBOel TTporpaMMHOM U MHGOPMal[MOHHOMN YaCTH;

(buIbTpaLM MMaKeToB CTy>KeOHbIX MPOTOKOIOB, C/Iy)KallKX J/Is1 JUaTHOCTUKU U
yripaB/ieHUsi paboTol ceTeBbIX YCTPOUCTB;

(GuIbTpaLMKM C y4yeTOM BXOAHOTO W BBIXOJHOTO CeTEeBOro HHTepdeiica Kak
CpeZiCTBa IPOBEPKU MOAJIMHHOCTU CeTeBbIX a/ipecoB;

pervcTpanyy ¥ yueTa 3arpaliiBaeMbIX CEpBUCOB IPUKJIaZHOTO YPOBHS;

O70KMpOBaHUsS [JOCTYMAa HEWAEeHTU(HUIIMPOBAHHOTO O00beKTa Wi CyOBeKTa,
MOJ/IMHHOCTb KOTOPOrO TpU ayTeHTU(UKALMM He TOoATBepAWIach, MeTOJaMH,
YCTOMUYMBBIMU K I1epexBary;

KOHTDOJISI 32 CeTeBOM aKTUBHOCTBHIO TIPWIOKEHUM M OOHApy>KeHWsI CeTeBbIX
aTak.



[TopcuctemMa peanusyeTcs BHeJpeHUeM POrpaMMHO-aIapaTHbIX KOMITIEKCOB
MeJKCeTeBOI'o 3KpaHUpOBaHuA Ha rpanulie JIBC, kiaccom He Huxke 4.

HOQCI/ICTEME\ dHa/IM3d 3dlIHWIIEeHHOCTU

[MogcucTemMa aHamM3a 3alUILIEHHOCTH J0/DKHA oOecrieurBaTh BbISIBJIEHUE
ySA3BUMOCTEM, CBSI3aHHBIX C ommbkamu B KoHpuryparuu I[1O WCII/[H, KoTopbie
MOTYT OBITb UCIT0/Ib30BaHbl HAPYIIIUTE/IEM [I/Isl peau3al[ii aTaku Ha CUCTEMY.

OyHKIMOHAM TIO/ICUCTEMBI MOXKET OBbITh peasuM30BaH MPOTPAaMMHBIMH U
MPOrpaMMHO-aNIapaTHbIMU CPeiCTBaMMU.

[Moacucrema 06Hapy>kKeHUsI BTODXKEHUA

[Mogcuctema obHapy)keHUs BTOpPXKeHUM [O/DKHa oOecrieurBaTh BbISIBI€HHE
ceTeBBIX aTak Ha 37eMeHTbl VICIT/IH, MoAK/IIOUeHHBIe K CETSIM OOIIeTo IO/Ib30BaHus
1 (WIK) MeXKIyHapOAHOTo oOMeHa.

OyHKIMOHAM TIOCUCTEMBI MOXKET OBbITh peajM30BaH MPOTrPaMMHBIMH U
MPOrpaMMHO-aNmnapaTHbIMU CPeJCTBAMM.

ITogcucrema K|2HHTOF|]8§12H‘-I€CKOPI 3adIIUTHI

[TogcucteMa Kpunrorpauueckor 3aluThbl TpeAHa3HaueHa [Ji UCK/IHOUEHUSs
HC[ x 3amminaemort uHpopmanuu B MCII[IH Komuccum mnipy ee mepepaue Mo
KaHajiaM CBsI3U ceTeil 0011[eTo 1Mo/b30BaHus U (W/IK) Me>KIyHapoAHoro obMeHa.

[Momcucrema  peanu3yeTcss ~ TMyTeM  BHeAPeHUs  KpUNTOrpaduueckux
IPOrpaMMHO-aMIapaTHbIX KOMILJIEKCOB.

5. ITonb3oBarenu UCIIx

B NCII[x Komurccun MOXKHO BBIJI@TUTh C/Ie[yIOLMe TPYNIbl M0/Ib30BaTesiew,
yuacTBYHOIIMX B 00paboTke u xpanenuu [1/1H:
Apmvunucrpartopsl UCII/IH;
AZMUHKCTPATOpPbI 6€30MacHOCTY;
Oneparopsl APM;
A nmunuctparops! cetu CII/IH;
TexHuuyeckue CIELUAJMCTBl 10  OOC/IYy)KUBAHUIO — TepU(epuitHOTO
obopymoBaHUsl.
[JaHHble 0  rpymmnax — I0/1b30Bare/isiX, ypOBHe WX  JOCTyna |
MH(GOPMHPOBAHHOCTH JJO/DKHBI OBITh OTpa)keHbl B MaTpHuije JOCTyTIa Mojib3oBaresei
K 3allMIlaeMbIM MH()OPMALIMOHHBIM pPeCcypcaMm.

A pmunuctpatop UCIT/TH

Apamunuctpartop UCIIOH, cotpyaHuk Komuccum (Miv WHOe yIiOJTHOMOYEHHOe
JUL0), OTBETCTBEHHBIM 3a HACTPOWKY, BHeApeHWe U cornpoBoxaenne WCIIH.
ObGecrieunBaeT (yHKIIMOHHUPOBaHHE TIOJCUCTEMBI yripaBieHus: goctynioMm MCIIIH u



YIIOJIHOMOUEH OCYILeCTB/IATh MpefoCTaB/IeHre U pasrpaHuyeHure JO0CTyra KOHeYHOro
nionb3oBaressi (Onepatopa APM) K 3nemMeHTaM, XpaHsIMM [TepCOHa/IbHbIe JJaHHbIE.

Apmvunuctpartop UCIT/JH obnagaet ciieAyroM YPOBHEM I0CTYTIa U 3HAHUM:

obsiaziaeT TOMHOM MHQOPMAaLel 0 CUCTEMHOM U MPHUK/IaJHOM TTPOTPaMMHOM
o6ecnieuennu UCIT/IH;

obmnazaet romHoM MH(OpMaIelt 0 TeEXHUUeCKUX CPeACTBaX U KOH(UTypaluu
WCITOH;

MMeeT JOCTYIl KO BCeM TeXHHUUeCKUM CpeficTBaM 00paboTku uH(bopMaluud U
nauabiM MCILIH;

obsiaziaeT mpaBaMM KOH(UTIYypUpPOBaHUSI W aJMUHUCTPATUBHOW HACTPOUKU
TexHuueckux cpegcts UCIIH.

AmuHrcTpaTOp 6e30MacHOCTH

ApmuHucTpatop — 0e30macHOCTH, COTPYAHMK  Komuccum  (wid  WHOe
yIOJIHOMOUEHHOe JIMI[0), OTBeTCTBEHHbIM 3a (PyHKIMoHMpoBaHHe C3II1/IH, BK/IrOUas
obcmy)KMBaHMe W HACTPOMKY aAMUHHCTPAaTHUBHOM, CEpBepHON U K/IMEHTCKOH
KOMITOHEHT.

ApamuHucTpaTop 6e3omacHOCTH 00/1a/jaeT CAeAYIOUUM YPOBHEM JOCTyIa |
3HaHUMU:

obmnamaet ipaBamu Aamunucrparopa MCII/IH;

obmnazmaet oo uHbopMatmeir 06 MCIT/IH;

MMeeT JOCTYM K CpeJiCTBaM 3allUThl MH()OPMAaLMKU U MPOTOKOJIMPOBAHUS
Y K 4acTy KiaroueBbIX 1eMeHToB VICII/H;

He WMeeT TpaB [0CTylNa K KOH(WUI'ypUPOBaHUIO TeXHUUECKUX CPefCTB
CeTH 3a UCKJIF0UeHHEeM KOHTPOJIbHBIX (MHCIIEKLIMOHHBIX ).

ApmunHUCTpaTop 6€30MacHOCTH YTIOTHOMOYEH:

peasM30BbIBaTh TMOMUTHUKK Oe3omacHocT B vactu Hactporiku CK3U,
MEXKCeTEeBBIX SKPAaHOB U CHCTeM OOHapyKeHHsl aTak, B COOTBETCTBUU C KOTODHIMH
nosib3oBaresib (Omepatop APM) mosydaer BO3MOXKHOCTBH pPaboTaTh C 3/IeMEHTaMH
NCITOH;

OCYLLIeCTBJISITh ayIUT CPEJICTB 3all[UThI;

Oneparop APM

Omneparop APM - corpyzuuk Komuccuum (Mm MHOe yrnoJHOMOUYEHHOeE JIMLIO),
ocytecTBsoiuii  06pabotky I1/JH. O6pabotka I1[IH BK/IOYaeT: BO3MOXKHOCTD
nipocmortpa [1/1H, pyuHoii BBog I1/Jn B cuctemy UCII/IH, dhopMrpoBaHue CpaBOK U
oTueToB 10 UH(opmanuu, nonydyeHHor u3 VICII/. OnepaTop He UMeeT MOJIHOMOYUI
JUTs1 yTIpaBJIeHus roficicTeMaMi 00paboTku JaHHbIX U C3T1/IH.

Omneparop VCIT/IH o65aiaeT cieqyroinidM YpOBHEM IOCTYIIAa U 3HAHHUH:

obOmafjaeT BceMM HeOOXOAUMBIMH aTpuOyTamMul (HarpyuMep, TIapoJieM),



o0ecrieurBaroLMH IOCTYIl K HEKOTOPOMY MoAMHOXeCTBY [1/1H;
pacrojiaraet KOHQUJeHLMaTbHbIMUA JaHHBIMH, K KOTOPbIM MUMeeT JOCTYII.

Apnmvunvcrparop cet UCII/TH

Apvunuctpatop cetu  WCIIAH, corpyguuk Kommccun (mmu vHOoe
YII0JIHOMOUEeHHOe JMLD), OTBETCTBEHHbBIU 3a (YHKLIMOHMPOBaHUE
Te/leKOMMYyHHUKalMoHHOW mnozcucteMbl VCIT[IH. AAMUHHUCTpAaTOp CeTU He HMeeT
TTOJITHOMOYHH /1J1s yTIpaB/IeHUs ITOACCTeMaMH 00paboTKH JJaHHBIX U 0e30MacHOCTH.

AaMuHHCTpaTOp ceT 006/1a/jaeT CeyIOLUMM YPOBHEM [JOCTYTIA U 3HAHWIA:

obsiaziaeT 4acThi0 MHPOPMALMM O CUCTEMHOM M TMPHUK/IAHOM TMPOTPAMMHOM
o6ecnieuennu UCIT/IH;

o0afiaeT yacThbio MHGOPMAIMM O TeXHUUEeCKUX Cpe/CTBaX W KOH(UTrypaiuu
NCITOH;

uMeeT (QU3MUECKUN JOCTYNT K TeXHUUeCKUM CpeAcTBaM 00paboTku
VH(OPMaLUK U CpeZiCTBaM 3all|UThl;

3HAaeT, M0 MeHbLIeH Mepe, OHO JieTaJlbHOe UMS JOCTyTa.

TexHWUYeCKWI CTIeLMaINCT 110 06CTYyKMBaHUIO TiepudepuriiHoro 060pyaoBaHs

TexHuyeckuil criequanvMcT Mo 00CTy)KWBaHUIO, COTPYAHUK Komuccuum (v
WHOe YIIOJTHOMOYEHHOe JIUL0), OCYIIecTBasieT OoOCTy)KhBaHWE U HACTPOWKY
nepudepuiinoro  obopymoBanuss  MICIT[JH. TexHuyeckuili crieuajucT  TIO
o0c/y>KMBaHUIO He uMeeT AocTyna K [1/]H, He uMeeT TOJTHOMOUMH [i/1s1 yIIpaB/ieHust
Mo/ICiCTeMaMK 00pabOTKH TaHHBIX M 6e30ITaCHOCTH.

TexHUYeCKUM CITeLUaMCT 110 00CTy>KUBaHUIO 00/1aZiaeT CIeAYIOMIMM YPOBHEM
[OCTYyTIa ¥ 3HAHWUM:

obsiazlaeT 4acThi0 MH(POPMAL[MM O CUCTEMHOM M TMPHUK/IA[HOM TPOTPAMMHOM
obecrieuennu UCIT/IH;

obnazaer yacTbio MHGOPMALIMKA O TEXHUUECKUX Cpe/CTBaX M KOHQUrypaluu
NCII/H;

3HaeT, 110 MeHbLIEeN Mepe, OIHO JierajJbHOe UM JOCTYTIa.

6. TpeboBaHusi K mepcoHasTy 1o odecrneyeHuro 3amuThl 1T

Bce corpyanuku Komuccuy, ssistoimecs nonab3oBarensmu UCITIH, no/mKHbL
YeTKO 3HAaTh W CTPOTO BBITIOJHATH YCTAHOBJIEHHBIE TpaBWIa W 00S3aHHOCTU TI0
JOCTYyNy K 3aluiljaeMblM O0OBeKTaM U COOMIOAeHWI0 TIPUHSATOTO  peXXrma
6e3onacHoctu I1/1H.

ITpy BCTyIUIEHUM B [O/DKHOCTH HOBOTO COTPYAHHMKA OH [IO/DKEH OBIThb
03HAKOMJIeH C HeoOX0UMBbIMU IOKYyMEeHTaMU, per/iaMeHTUPYIOLUMY TpeOoBaHHs 110
saiqute [1/]H, a Takke oOyueHHe HaBbIKaM BBLITIOJTHEHUs TIPOLIeAYDP, HeOOXOAUMBIX
[l CAHKLIMOHUPOBAHHOTO UCTI0/Ib30BaHus VCIT/IH.

COTpyIHUK J0/DKeH ObITh 03HAaKOMJIEH CO CBeJeHUSIMH HacTosiel [ToMuTHKy,



TIPUHSATBIX TIpotieayp pabotel ¢ s3nemenTamu UCIT/x 1 C3I1/IH.

CorpysHukn  Komuccuu, — UCIOMb3yrOLMe — TeXHUYeCKWe  CpefCTBa
ayTeHTU(UKALUM, JO/DKHbI — o0ecreurBaTh  COXPaHHOCTb — WJeHTU(PUKATOPOB
(onekTpoHHBIX Kiatouel) U He gonyckate HC/ K HMM, a Tak ke BO3MOXXHOCTb UX
yTepyu WIA UCII0/Ib30BaHUs TpeTbuUMU uLaMU. [loib30BaTen HeCyT IepCOHaIbHYIO
OTBETCTBEHHOCTh 38 COXPAaHHOCThb UAEHTU(PUKATOPOB.

CorpysHuku Komuccuy [O/DKHBI C/1e[i0BaTh YCTAHOBJIEHHBIM TIpOLieAypam
riofiiep>kaHusi pexxuma 6e3omacHoctul I[1/1H rpu BeIOOpe U UCTIO/B30BAaHUU TApOJieit
(ec/iu He UCTIOJB3YIOTCSl TEXHUYECKHe CPe/ICTBa ayTeHTU(PUKALIUHN).

Corpyguuku Komuccun fomkHBI  obecrieurBaTh — Ha/JIeXKalllyro — 3alllydTy
obopyzoBaHus, ocTap/sieMoro 6e3 IpUcMOTpa, 0COOEHHO B TeX Cydyasix, Korja B
TOMel[eHre MMeKT AOCTYIl IIOCTOPOHHMe Jyvia. Bcee mosnb3oBareny [O/DKHBI 3HATh
TpeboBaHusi Mo Oe3omacHocty II[ITH ¥ TiporleAyphl 3alUThl  0OOpPYyHOBaHMS,
OCTaB/eHHOTO 0Oe3 MPUCMOTpa, a TakKKe CBOM 00s3aHHOCTH 10 00eCIieueHUI0 TaKoun
3aLLUTBHL.

CoTpyZHMKaM 3arpeljaeTcs YCTaHaBIWBaTb ITOCTOPOHHEE MPOrpaMMHOe
obecrieueHre, TIOAK/IOUATh JIMUYHble MOOW/IbHBIE YCTPOWCTBA W  HOCUTENU
VMH(OpMaLMy, a TaK >Ke 3aMrCblBaTh HA HUX 3allUILaeMyI0 HH()OPMAaLHIO.

CoTpyzHYKaM 3arpelraeTcs pasr/iamiarh 3aluilaeMyo HHOPMaLUIo, KOTopas
CTajla UM WU3BeCTHa TIpu pabore ¢ WHGOPMAI[MOHHBLIMM CHCTeMaMud Komwmccuw,
TPETbUM JIULIAM.

[Tpu pabote ¢ I1[1n B UCIIH coTpynnvku Komwuccuu ob6si3aHbl 06eCrieunTh
OTCYTCTBHE BO3MOXXHOCTU IpocmoTtpa II/JH TpeTbuMU ULjaMU C MOHUTOPOB APM
VI TePMUHAJIOB.

[Tpu 3aBepinenun pabotsl ¢ MCII[H cOTpyaHMKH 00si3aHbI 3alfUTUTE APM
WM TePMUHAJIBI C TIOMOIIBI0 OIOKUPOBKM KJ/TFOUOM WM SKBHBA/IEHTHOTO CpPeCTBA
KOHTDOJIsI, HarlpuMep, AO0CTYIIOM 10 TIapOJIi0, eC/Id He UCTIONb3YITCs 6osiee CU/IbHbIE
Cpe/CTBa 3allUThl.

Cotpynauku Komuccuu [0/DKHBI OBITH TIPOMH(OPMHPOBaHbI 00 yrpo3ax
HapyIeHus pe>kuMa 6e3oracHocTy [1/]H ¥ OTBETCTBEHHOCTH 3a ero HapylieHue. OHU
JIOJDKHBI OBITH 03HAKOMJIEHBI C YTBEP>KAEeHHOH (popMabHOM MPOIeyPOid HaIOXKeHHST
JVICLIMTIJTMHAPHBIX B3bICKAHWKM HA COTPYLHMKOB, KOTOpblE HApPYIIW/IA TPUHSATHIE
TIOJIMTHKY U TIpoLiefyphl Oe3omacHocTu T1/1H.

CotpynHuku 00si3aHbl Oe3 TipoMeyieHus1 coobiaTh 000 Bcex HabmrogaemMbIx
W/ TI0/I03pUTeNbHBIX citydasx pabotsl UCII/IH, MOTYIIMX TTOB/I€Yb 3a COO0M yrpo3bl
6ezonacHoctr TI/IH, a TakKe O BBLISIBJIEHHBIX MMM COOBITUSX, 3aTparydBaroIUX
6e3omacHocth [I/IH, PYKOBOJCTBY TMOfpa3ziefeHdss W JIMIy, OTBeuarollieMy 3a
HeMe/IJIeHHOe pearvpoBaHre Ha yrpo3bl 6e3omacHocTy TT1/1H.

JomkHoCTHBIe 00513aHHOCTY Tob3oBaTenert UCII/IH




MTo/mkHOCTHBIE 00s13aHHOCTH M0/b30BaTeseld VICTI/IH omucaHbl B C/I@AYIOMIUX
JOKYMeHTax:

Nuctpykuus agmuauctparopa UCITIH;

WHcTpykius agmuHucTparopa 6e3onacHocty CTI/IH;

Nucrpykuums nosib3osarens UCII/IH;

WHCcTpyKLus 1o/ib30BaTesi NPy BO3HUKHOBEHWY BHELLUTATHBIX CUTYaLIUW;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cooTtBeTcTBUU CO cTaThel 24 ®PenepanbHOro 3akoHa Poccuiickoun ®enepanyu
or 27 utona 2006 1. Ne 152-®3 «O mepcoHalbHBIX [JaHHBIX» JIMLla, BUHOBHbIE B
HapyllleHud TpeboBaHui [aHHOTO @efepajbHOTO 3aKOHA, HEeCYT TPaKIaHCKYO,
YTrOJIOBHYI0, aJMUHUCTPATUBHYIO, [JUCLMIVIMHADHYI0 W WHYK TIpeAyCMOTPEHHYIO
3aKOHOZATe/IbCTBOM Poccurickor Pefepaliid OTBETCTBEHHOCTb.

HelicTByroiiee 3akoHO/aTenbCTBO  Poccuiickor  @Pefepanuyd  MO3BOSIET
TIpebsAB/IATL TpeOOBaHUSI IO ObOecrieueHHUIO Oe30macHOW pabOTHI C 3all|UIlaeMoi
vH(dOopMalel ¥ npeaycMaTpyuBaeT OTBETCTBEHHOCTh 3a HapyllleHWe yYCTaHOBJ/IeHHBIX
npaBwI 3KCIvlyataiuu OBM u cucteM, HernpaBOMEpHBIM [JOCTYIl K WMH(OpMAaLUH,
eCM 3TH JeUCTBUS TIPUBEIM K YHUUTOXKEHHIO, OJIOKMpOBaHWIO, MOAW(DUKALAN
vHbopMaMM WM HapylieHuio paborsl OBM umm cereit (ctatem 272,273 u 274
YronoBHoro kojekca Poccutickoii @efepaiiyn).

Apvunuctpatop MCIIIH ©  agMuHUACTpaTop  0€30MacHOCTH — HeCyT
OTBETCTBEHHOCTb 3a BCe JeHCTBUS, COBEPIIEHHbIE OT UMEHU UX YUYeTHBIX 3aruceu
WM CUCTEMHBIX YUYeTHBIX 3aliCel, eC/id He AoKa3aH ()akT HeCaHKLIMOHUPOBAHHOTO
VICII0/Tb30BaHMS yUETHBIX 3arucen.

[Ipy HapylieHusix coTrpygHukamMu Kommccum — mosnb3oBaresnsmu WCITIH
TpaBWI, CBA3aHHBIX C Oe3omacHocTeio II/IH, OHM HECYT OTBETCTBEHHOCT,
YCTaHOBJIEHHYO JIeUCTBYIOIMM 3aKOHOaTelbcTBOM Poccuiickor denepaiiyu.

7. CIIMCOK MCI0/Ib30BaHHbIX HCTOUHHKOB

OCHOBHLIMM HOPMaTMBHO-TIPABOBbIMA U METOAUUECKUMHU JOKyMeHTaMH, Ha
KOTOpBIX Oa3upyeTcs HacTosasi [lommTrKa, SB/SIOTCS:

®enepanbHbid 3aK0H OT 27.07.2006 1. Ne 152-®3 «O nepcoHaIbHBIX JaHHBIX»,
yCTaHABJIMBAIOII[UM OCHOBHbIE TIPUHLMITBI M ycioBUs obOpabotku IT/IH, TmipaBa,
00513aHHOCTH ¥ OTBETCTBEHHOCTh YUAaCTHUKOB OTHOIIIEHWH, CBSI3aHHBIX C 00pabOTKOM
[1JH.

TpeboBaHusi K 3allUTe T[I€PCOHANBHBIX [JAHHBIX TIpU UX 00paboTke B
VH(OPMAIIMOHHbIX ~ CHUCTeMaxX  [epCOHa/bHBIX  JIaHHBIX, yTBEp K/ €HHbIe
rioctaHoByieHueM [IpaButensctBa Poccuiickon ®enepanyu ot 01.11.2012 1. Ne 1119.

[TomokeHre 00 0COOEHHOCTSIX  00pabOTKM  MepCOHA/NbHBIX  JAHHBIX,
oCyIrecTB/isieMoit 6Ge3 WCIO/b30BaHUSI CPEeACTB aBTOMAaTHU3al[iM, YTBepKAeHHOe
riocraHoBsieHueM [IpaBurtensctBa Poccuiickor ®@egeparmu ot 15.09.2008 1. Ne 687.



HopmaTuBHO-MeToAuueCKre  JOKyMeHThl ~ DenepanbHONM  CayKObl 110
TeXHUUYeCKOMY M 3KCIlepTHOMY KOHTpo/t0 Poccuiickont @enepaiiyu (ganee — ®CTOK
Poccun) o obecnieuenuto 6e3omnacHocty I1/1H npu ux o6pabotke B UCII/IH:

bazoBas Mozens yrpo3 06e30MacHOCTA T€PCOHANMBHBIX JAHHBIX TP HX
00paboTke B MH(MOPMAIIMOHHBIX CHCTEMAaX IePCOHAIbHBIX [aHHBIX, yTBep)KAeHHast
3amectutesiem gupekropa ®CTOK Poccum 15.02.2008 .

MeToguueckuii  JJOKyMeHT. MeToAMKa OLIeHKH yrpo3  0e30macHOCTH
uHpopMmaiuy, yreepxaeHHbii @CTIK Poccum 05.02.2021 .

[Tpuka3z ®CTOK Poccuu ot 11.02.2013 Ne 17 «O6 yTBepkaenun TpeboBaHuii
0 3aiuTe UHMOPMALUY, He COCTABJISIOIIUX TOCYJapCTBEHHYIO TalHY, CO/lePKalIlUXCsI
B TOCYJ,apCTBEHHBIX NH(HOPMALIMOHHBIX CHCTEMaX».

[Mpuka3z ®CTIK Poccuu ot 18.02.2013 Ne 21 «O6 yTBepkeHun CocTaBa U
cofiepKaHusi OpraHMU3allMOHHBIX U TEXHUUEeCKHX Mep T0 obecrieueHHt0 6e30macHOCTH
MepcoHabHbIX [IJaHHBIX TIpU uX 00paboTke B WHGOPMAI[MOHHBIX CHCTeMax
TepCOHA/IbHBIX TaHHBIX».

[Tpuka3 denepanbHOM CayxObl OGe3oracHocT Poccutickoii Penepaiiuu OT
10.07.2014 Ne 378 «O6 yrBepkaeHnr CocTaBa U CofiepyKaHUSI OPraHU3allMOHHBIX U
TEXHUUECKUX Mep 1o obecrieueHHI0 6e301acHOCTH TePCOHAbHBIX JJaHHBIX TIPU KX
obpabotke B  WH(MOPMAIL[MOHHBIX  CHUCTEMaX TePCOHA/NbHBIX  JAHHBIX  C
WCTI0/Th30BaHUEM CPe/ICTB KpUIITOorpaduuecko 3aiyThl MH(OOPMAaI[i1, He0OX0AUMBIX
JUI1  BBIMOJIHEHUS yCTaHOB/AeHHbIX [IpaButenbcTBOM Poccurickon ®epepaiyu
TpeOOBaHMM K 3allliTe T[IePCOHANbHBIX [JAHHBIX [JI1 KaKIOro W3 YPOBHeM
3aLULLIEHHOCTI .

Metoauueckre peKOMeHJAlMd T10 pa3paboTKe HOPMATHMBHBIX ITPABOBBIX
aKTOB, OTIpe/le/ISIOIINX Yrpo3bl 6e30MacHOCTU MepCOHA/TBHBIX JJaHHBIX, aKTyaabHbIe
nmpu 00paboTKe TepCOHAMBHBIX [JIJaHHBIX B  HMH(OPMALMOHHBIX  CHUCTEMax
TepCOHA/IbHBIX IaHHBIX, SKCIUIyaTUPYEMBbIX MPU OCYLIeCTBIEHUM COOTBETCTBYROLIUX
BUJIOB [JeAATe/IbHOCTH, YTBepKAeHHble pykoBoacTBoM 8 Ilentpa ®Cb Poccuu
31.03.2015 Ne 149/7/2/6-432.



