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IIOJINTUKA

uH(oOpMaOHHO 0e30MaCHOCTH
pH padoTe ¢ NepCOHA/TLHBIMH JJAHHBIMH

B KpacHOTYpbHHCKOM rOpPOACKOH TePPUTOPHATHLHOMN
U30MpaTe/IbHOH KOMHCCHH

OITPEAEJ/IEHUA

B HacrosiiiieM [IOKyMeHTe WCIMO/b3yIOTCS C/leAylole TepMUHbl U UX
orpezeneHus..

ABTOMATH3HPOBAHHAsI CHCTeMa - CHUCTeMa, COCTOsjasi M3 T[epcoHana WU
KOMILJIEKCa CPeJCTB aBTOMAaTH3al[uu ero [iesTe/IbHOCTH, peaau3ytoljas UHpopMa-
I[MOHHYIO TEXHOJIOTHIO BbITIO/THEHUS] YCTaHOB/IEHHBIX (DYHKIIMA.

AyTeHTH(UMKAUMA OTHPABUTeJNs JAaHHBIX - [IOATBepXJeHue TOro, uTo
OTIIPABUTEJIb [TO/IyYeHHBIX JaHHBIX COOTBETCTBYET 3asB/ICHHOMY.
Be3onacHocTh MNEpPCOHANBHBIX JaHHBIX - COCTOSIHME 3allUI|eHHOCTU

MepCOHaNbHBIX JAHHBIX, XapaKTepu3yeMoe CIMOCOOHOCTRIO —TIOJThb30BaTeseH,
TeXHUUECKAX  CPeACTB MW  WHGMOPMALMOHHBIX  TEXHOJOTUM  00ecreunThb
KOH(MeHLIUA/TbHOCTb, [1eJIOCTHOCTh U [IOCTYMTHOCTb MEePCOHA/IbHBIX JaHHbIX TIPU
nx 06paboTke B MH(MOPMALIMOHHBIX CHCTeMaX MepPCOHaTbHBIX JaHHbBIX.

buomerpuuyeckue mnepcoHaJbHbIE JdaHHble -  CBeJeHUs, KOTOpbIe
XapaKTepu3yloT (u3noIoruueckre 0COOEHHOCTH UesioBeKa M Ha OCHOBe KOTOPBIX
MO>KHO YCTaHOBUThL €ro JIMYHOCTh, BK/OuUas (oTorpaduu, OTIeUYaTKU MaJiblIeB,
obpa3 ceryaTkud TJia3a, OCOOEHHOCTM CTPOEHMs] Tela W JAPYryl IMOA0OHYO
MH(MOopMaIuIO.

bioxkupoBanue NEpCOHANBHBIX [JaHHBIX - BpPEMEHHOe IIpeKpallleHue
00paboTKM MepcoHaNbHBIX [JaHHBIX (3a UCK/IFOUEeHHeM CiydaeB, ecjii o0paboTka
HeoOXouMa /ISl yTOUHEHHS TIepCOHA/IbHBIX IaHHBIX ).

Bupyc (KOMNbIOTEpPHBbIl, MPOrpaMMHBI) - WCIOJIHSIEMbIM MNpPOrpaMMHbIN
KOZ, WIA WUHTePIPeTUPyeMblii HA0Op MHCTPYKLIMM, 00/1a/jatoluii CBOMCTBAMU He-
CaHKL[MOHMPOBAHHOI'O PaClpOCTPaHeHUss U camoBoOcTpou3BeseHusi. (Co3maHHbIe
ny0/IMKaThl KOMITBIOTEPHOTO BUpPYyCa He BCerJja COBIMA/IAIOT C OPUTHHA/IOM, HO CO-
XPaHSIT CrIOCOOHOCTH K Jla/ibHelIIeMy pacripoCTPaHeHHWI0 U CaMOBOCIIPOM3Be/ie-
HUIO.



Bpenonocnas nmporpamma - IporpaMma, IpeJjHa3sHaueHHas [Jis OCYILeCTB-
JIeHWsI HeCaHKLIMOHUPOBAHHOTO JOCTyMa U (WIX) BO3/IeUCTBUS Ha MepCOHa/bHbIe
JlaHHbIEe UM PeCypChbl MHPOPMAaLMOHHOW CUCTEMbI TTIeEPCOHAJIbHBIX JJaHHBIX.

BcnomorartejibHbIe TeXHHYECKHE cpeacTBa M CHCTEMbI - TeXHHYECKHE
CpeJiCTBa M CUCTeMBI, He TIpe/[Ha3HaueHHbIe /1151 Tiepejaun, 06paboTKy 1 XpaHeHUsI
MepPCOHA/IbHBIX ~ JIaHHBIX, yCTaHAB/MBaeMble COBMECTHO C TeXHUUEeCKUMH
CpeACcTBaMM U CHUCTeMaMH, TIpeJHa3HaueHHbIMU [/ 00pabOTKMU TepCcoHaIbHbIX
JA@HHbIX WM B TOMELIEeHUsAX, B KOTOPbIX YCTaHOB/EHbl WH(OPMAaLMOHHbIE
CUCTEeMbI ITepCOHa/TbHBIX /IaHHbIX.

JocTyn B onmepanMoHHYIO cpeaxy KOMIblTepa (MHPOPMANMOHHOH CHCTEMBI
NEePCOHANBHBIX JAaHHBIX) - TIOJyYeHHWe BO3MOXXHOCTU 3alyCKa Ha BBINOJHEHUE
IITaTHBIX KOMaH/, (DYHKLIMM, TIpoLieAyp OIepaliiOHHONM cuCTeMbl (YHUUTOXXeHUS,
KOTMPOBaHUs, TiepeMellleHUss U T.I.), MCIOJIHSAEeMbIX (ail/ioB TPUK/IaJHBIX
TIpOrpamMM.

Jdoctyn K mHpopMamum - BO3MOXKHOCTb IIOyueHUs] MHGPOpMalMd U ee
MCII0/Tb30BaHMUSI.

3aki1ai04HOe YCTPOWCTBO - 3JIeMEHT CpeACTBa cCbhbeMa WHGOpMaLuH,
CKPBITHO BHeJpsieMbIM (3aK/1a/IbIBaeéMbIii WM BHOCHMBIM) B MeCTa BO3MO>KHOTO
cbeMa vHMopMalyy (B TOM UHC/e B Orpak/eHue, KOHCTPYKIHIO, 000pyIoBaHue,
rpeiIMeTbl UHTepbepa, TPAHCIIOPTHBIE CPEJICTBA, a TaK)Ke B TeXHUUECKHe CpefiCTBa
U cucTeMbl 00paboTku nHMoOpMaLyn).

Bamumaemass uHpopMamus - UHGOPMaLUs, SBASIOLASACS TIpeaMeTOM
COOCTBEHHOCTH U TIOAJIEXKAlljasi 3all[dTe B COOTBETCTBUU C TpeOOBaHUSAMMU
TIPABOBBLIX IOKYMEHTOB W/ TpPeOOBaHWSIMH, YCTaHAB/IMBAEMbIMH COOCTBEHHHUKOM
rnHbopmaruu.

Upentudgukanus - TIpUCBoeHHe CyOBeKTaM W 00beKTaM [OCTyTia
uaeHTUdUKaTopa U (WIM) CpaBHeHUe TPebsB/ISIEMOro WAeHTU(PUKaTopa C
repeuyHeM MPHCBOEHHBIX U/IeHTU(UKATOPOB.

NudpopmaTuBHBIN CHrHAJ - DJIEKTPUUECKWE CUTHA/Ibl, aKyCTHUUYeCKue,
3/IeKTPOMarHuTHbIE U JIpyrue (puanueckue ToJis, 1o rapaMmeTpaM KOTOPbIX MOXXeT
ObITh pacKpbiTa KOHbUAEeHIMAMbHast HWHMOpMalsa (TepcoHanbHbIe [JaHHbBIE)
obpabaTeiBaeMast B MH(OOPMAaIMOHHOW CHCTEMe TTePCOHATbHBIX JJaHHBIX.

NHpopManHOHHbIE TEXHOJOrMM - IIPOLIECCHI, MeTOAbI TIOMCKa, cbopa,
XpaHeHUsi, 00pabOTKW, TIpe/OCTaB/IeHUs, paCIpOCTpaHeHusi WHQOpMaluu U
CrIoCcoObI OCyI1[eCTBIEHUS TAaKUX TIPOIIeCCOB U METO/IOB.

Nudopmannonnas cucrema mnepcoHadbHbIX JaHHbix  (MCIIAH) -
COBOKYITHOCTb COZIepXKall[uXxcsi B 0a3ax MAaHHBIX T[1€PCOHANBbHBIX [JaHHBIX WU
obecmieurBaOIUX UX 00paboTKy WHGMOPMALMOHHBIX TEXHOJIOTHUN U TeXHUUECKUX
CpeACTB.

Hcnosib30BaHne MEPCOHANLHBIX JaHHbIX - JIeWCTBUS (omepanuu) C
TepPCOHA/ILHBIMU  JJaHHLIMM, COBepIllaeMble OTepaTopoM B I[efsX TIPUHSITUS



pelleHnid WM COBEpLIeHUsI MHBbIX [JeUCTBUM, MOPOXXAAIIIUX HpUAUYECKUe
MOC/IeICTBUSI B OTHOIIIEHUU CyObeKTa MepCOHA/NbHBIX AAHHBIX WA JPYTUX JIUIL]
b0 MHBIM 00pa3oM 3aTparvBarolyX IpaBa U CBOOO/BI CYOBEKTa MepCOHaTbHBIX
JJAHHBIX WIH IPYTUX JIUL.

Hcrounuk yrpossl Oe3omacHocTd uHpopmamuum - CYOBEKT [OCTYIIa,
MaTepHa/bHbId 00beKT WM (U3NUecKoe siBeHUe, SIBJSIOMIMeCs MPUUUHON
BO3HUKHOBEHUS yrpo3bl 6e30racHoCTH HHGOpMALUH.

KoHTposupyemasi 30Ha - TIPOCTPAaHCTBO (TEPPUTOPUS, 3[jaHKUe, YaCThb 3[aHUS,
roMellieHre), B KOTOPDOM MCK/IIOUEHO HEKOHTpoJiupyemMoe IpeObIBaHUe
MTOCTOPOHHUX JIL], & TAK)Ke TPAHCIIOPTHBIX, TEXHUYECKHUX U MHBIX MaTepraIbHbIX
CpelCTB.

KonduaeHnuuanbHOCTh MNEPCOHAJBHBIX JAHHBIX - obsi3aTennbHOe anisd
cobmtofieHrsi orepaTOPOM WJ/IM WHBIM TIOJIyUMBIIWMM JOCTYIl K TIepCOHa/IbHBIM
JAHHBIM JIUL[OM TpeboBaHWe He MAOMYCKaTh WX pacrpocTpaHeHWe 6Ge3 coryacus
CcyObeKTa NepCoHabHBIX JAHHBIX WK HaJIMUUsi THOTO 3aKOHHOTO OCHOBAHWUSI.

MesxcereBoli  3KpaH - JIOKaJ/IbHOEe (0/THOKOMIIOHEHTHOE) 1701
(byHKLMOHABHO-pacpeie/ieHHOe  MporpaMMHOe  (TMpOorpaMMHO-anmapaTHoe)
CpeCTBO (KOMILIEKC), peain3yrolliee KOHTPO/Ib 3a UH(GOpMalive, oCTyIatolel B
VMH(OPMALMOHHYI0 CHCTEMY ME€PCOHA/bHBIX [aHHbIX W (W/IM) BBIXOJMALIEN W3
MH(OPMAaLMOHHOW CUCTEMBI.

Hapymureapr 6e30MacHOCTH MEPCOHATBHBIX AaHHBIX - (U3HUUeCKoe JUILIO,
C/Iy4yaiHO WM TIpeJHaMEpPeHHO COBepLIarllee NelCTBUS, CJIeICTBUEM KOTOPbIX
SIBJISIETCsI HapyllleHue 6e30MacHOCTH TIepPCOHABHBIX JAaHHBIX TIpU UX 00paboTke
TeXHUYECKUMH CpeJiCTBaMA B MH(OPMALMOHHBIX CHCTEMax MepCOHATbHBIX
JlAHHBIX.

HeaBromaTusupoBaHHast 006pa0oTKa NMEPCOHAIBHBIX JAaHHBLIX - 00paboTKa
MepPCOHA/IbHBIX  [IaHHBIX, COJlepXKallUXcsi B  WH(OPMALMOHHOW  CUCTeMe
MepCOHANBHBIX [JaHHBIX JIMOO W3B/eUeHHBIX W3 TaKOW CHUCTEMbI, CUMTAeTCs
OCYLL|eCTB/IEHHOU be3 VICIIO/Tb30BaHUs CpeJiCTB aBTOMaTH3aLuu
(HeaBTOMAaTU3WPOBAHHOM), €C/IU TaKue JelCTBUS C IepCOHa/IbHBIMU JaHHBIMU, KaK
WCIIO/Ib30BaHMe, YTOYHEHHe, PaclpOCTpaHeHWe, YHUUYTOXXEHWEe TepPCOHATbHBIX
JAaHHBIX B OTHOIIEHWH KaXAOr0 W3 CYObeKTOB TIepCOHA/IbHBIX [IaHHBIX,
OCYLLIECTBJISIFOTCS MPU HEMOCPEJCTBEHHOM yUaCTHH YesIOBeKa.

HenexiapupoBaHHble BO3MOXKHOCTH - (DYHKLIMOHAJ/IbHbIE BO3MOXXHOCTU
CPeZiCTB BbIUMC/IUTE/IbHOM TeXHUKH, He OIMCaHHble WIA He COOTBETCTBYHOIUE
OMMMCaHHBIM B JOKyYMEHTAal[Md, IIPU MCIIOJIb30BaHUM KOTOPBIX BO3MOJKHO
HapylleHve  KOH(UAEeHLMAJbHOCTH,  JOCTYIHOCTA  WIM  L|eJOCTHOCTH
obpabatbiBaemMoii uH(OpMaIuu.

HecaHKIJMOHUPOBAHHBIN J0CTYyN (HeCAaHKIUOHMPOBAHHbIE JeUCTBUA) -
J0CTyl K MH(pOpMaLMM WM JeUCTBUS C WH(OpMaLMeld, Hapyllaloliye MpaBuia
pasrpaHrueHys JOCTYIIa C UCTI0/Ib30BaHUEM IITAaTHBIX CPeJICTB, IPefoCTaBIsIeMbIX



MH(MOPMaI[MOHHBIMUA CHUCTEMaMU TepCOHA/bHbIX IaHHbIX.

Hocureans nagopmanun - Ghr3ndeckoe U0 WX MaTepUalbHbI 00BEKT, B
TOM 4KC/ie (pU3nYecKoe moJsie, B KOTOpOM MH(MOPMaLUs HaXOJUT CBOe OTpakeHue B
BHJle CHUMBOJIOB, 00pa3oB, CUTHA/IOB, TEeXHUUECKUX pellleHHid U TMpOLecCoB,
KOJTMUeCTBEHHBIX XapaKTepUCTUK (M3UUeCKUX BeJTMUMH.

O6e3MnunBaHNe MEPCOHATBHBIX TaHHBIX - JEUCTBUS, B pe3y/bTare KOTOPbIX
CTAaHOBUTCSI HEBO3MOJKHBIM 0e3 HCIT0/Ib30BaHMs JOTOJIHUTEbHON WH(pOpMalu
OoTipe/ie/IUTh TIPUHA/ITIE)KHOCTh TIePCOHA/IbHBIX [JaHHBIX KOHKDETHOMY CyOBeKTy
MepCOHA/IbHBIX IaHHBIX.

O06pa6oTKa NMEePCOHANBHBIX JAaHHBIX - JIIOOOe elicTBUe (oreparysi) WIx
COBOKYITHOCTb J€MCTBUM (omeparjuii), COBepllaeMbIX C MCIOJIb30BaHUEM CPEJICTB
aBTOMaTH3alud WM 0e3 WUCIO/Mb30BaHUS TaKUX CPEACTB C TepPCOHATbHBIMU
JaHHBbIMH, BK/Ouasi cOop, 3amuch, CHUCTeMaTU3al[iio, HaKOIIeHHe, XpaHeHHe,
yTouHeHWe (OOHOBJIeHHe, W3MeHEeHHe), W3BjieueHre, HCI0J/Ib30BaHue, Tiepeauy
(pacmipocTpaHeHue, TIpef0CTaB/ieHHe, AOCTYI), obe3nnunBaHue, OJ/IOKHPOBaHUeE,
yAaneHue, YHUUTOKeHUe MepCOHA/IbHBIX JaHHBIX.

OO0menocTynHbie mepcoHAIbHBIE JaHHbIE - TI€DCOHA/IbHBIE JaHHBIEe, [TOCTYII
HEOrPAaHUUEHHOT0 Kpyra JIML] K KOTOPbIM TIpeJoCTaB/ieH C COrJyiacusi cyOneKkTa
MepCOHabHBIX [JAHHBIX WM HAa KOTOPble B COOTBETCTBUM C (QefepalbHbIMU
3aKOHaMH He pacrpocCTpaHseTcsi TpeboBaHHMe CO0/TI0/IeHUsT KOH(PHIEeHIIHaTbHOCTH.

Oneparop (MepPCOHANBHBIX JAHHBIX) - TOCYJApCTBEHHBbIM  OpraH,
MYHMLMTaIbHBIA OpraH, puUAnudeckoe Wi (U3nyeckoe JIWLO, CaMOCTOSITETbHO
WM COBMECTHO C JPYTMMM JIMI[aMUA OpPraHU3yrlue U (WIh) OCYIIeCTBJISIOIMe
00paboTKy IepCcoHaNbHBIX [JAaHHBIX, a TaKXKe OIpeje/stole ead o0paboTKu
TepPCOHA/TbHBIX JJaHHBIX, COCTaB MePCOHAMbHBIX JJaHHBIX, MO/ IeXKaIux ob6paboTke,
JencTBus (onepanuu), CoBepilaeMble C MePCOHATbHBIMUA JAaHHBIMMU.

Texnnueckue cpeacrsa HHPOPMANUOHHON CHUCTEMBbI NMEPCOHATBHBIX JaHHBIX
- CpeliCTBa BbIYMCIUTETLHONW TEXHUKH, WH(POPMALIMOHHO-BLIUUC/IUTE/IbHbIE
KOMIIJIEKChl M CeTH, CPe/ICTBa M CHUCTeMBbI Mepefiaud, rpuemMa U obpabotku I[1/1H
(cpeactBa M CUCTEMBbI 3BYKO3allvCH, 3BYKOYCWIEHMS, 3BYKOBOCIIPOW3Be[eHUS,
MeperoBOpHble U  TeJIeBU3WOHHbIE YCTPOMCTBA, CpeACTBA UW3rOTOBJIEHUS,
TUPOKUPOBAHUS [JOKYMEHTOB W JIpyrHe TeXHUUYeCKHe CpejcTBa 00paboTKU
peueBoM, TpaduuecKoW, BHUZeO- U OykBeHHOI[M(DpPOBOW  HWH(OPMAaIHH),
TIpOrpaMMHbIe CpeficTBa (OreparjioHHbIe CUCTEMbI, CUCTeMbI YIIpaB/ieHHs1 Oa3aMu
JaHHbIX W T.gL.), CpeJCTBAa 3alliuThl HH(OpMalMK, TpUMeHsieMble B
MH(OPMAaILMOHHBIX CUCTEMaX.

IlepexBat (MHpopmamuu) - HerpaBOMepHOe TOayuyeHWe UHGOpPMalUd C
WCTI0/Tb30BaHEM TeXHWUYeCKOTO CpeJCTBa, OCYIIeCTB/ISIONEr0 OOHapy>KeHue,
niprieM 1 00paboTKy MH(OPMATUBHBIX CUTHAJIOB.

IlepcoHanbHbIe TaHHBIE - TF00as WHMOPMaLIYs, OTHOCAIIASCS K TIPSIMO WJIH
KOCBEHHO OITpe/ieJIeHHOMY WM orpefiesiieMoMy (GusndyeckoMmy auny (CyObekTy



TepCOHa/bHBIX [JaHHBIX);

IToOouHbIe  3/IeKTPOMarHUTHbIe  H3JIyUYeHHMA H  HABOAKH -
3/IeKTPOMarHUTHbIE U3/Ty4eHUs] TeXHUUeCKHWX Cpe/icTB 00paboTKW 3alljuiliaeMoi
vHbOpMal[My, BO3HUKAlOIIMe Kak T1000YHOoe sBJeHWe U  BbI3BaHHbIE
3JIEKTPUYECKUMU CUTHAaMU, NeUCTBYIOLIUMU B UX 3/IEKTPUUECKUX U MarHATHBIX
L[eMsX, a TAKXKe 3JIEKTPOMarHUTHbIE HABOJIKM 3TUX CUTHA/IOB Ha TOKOIPOBOZSIIME
JIVHWW, KOHCTPYKLMU U1 L[ MUTaHUSI.

IMoJMTHKA «YHCTOr0 CTOJIa» - KOMILIEKC OpPraHU3alMOHHBIX MepONpUSTUM,
KOHTPO/IUPYIOIIMX OTCYTCTBHE 3allyChbIBaHUS Ha OyMa)kHble HOCHTENU KIoued U
aTpubyToB AocTyta (raposieii) U XpaHeHus1 X BOJIM3U 00BHEKTOB AOCTYTIA.

ITosb30BaTe/ b WHGPOPMALIMOHHON CHCTeMbl MEPCOHA/ILHBIX JAAHHBIX -
JIULI0, YyYacCTByHOIllee B (PYHKLMOHUPOBAaHWMM WHGOPMALIMOHHONW CHCTEMbI
MepPCOHAJIbHBIX JAaHHBIX WM UCIOJIb3YIOLllee pe3y/bTaThl ee (DyHKIIMOHUPOBaHUSI.

IIpaBuna  pasrpanmyeHuss  jocryma - COBOKYITHOCTD IIpaBuJI,
perj7aMeHTHPYIOIHX TpaBa JA0CTYyIa CyOBeKTOB 0CTYIa K 00BeKTaM J0CTYTIA.

IIporpammHas 3akjagka - KOJ INPOrpaMMbl, NpejHaMePeHHO BHECEHHBIN B
TIPOrpaMMy C Lie/IbI0 OCYIL[eCTBUTh YTeUKY, U3MeHUTbh, OJIOKUPOBaTh, YHUUTOXKUTh
MHGOPMALMI0 WIKM YHUUTOXKUTb U MOAXW(MULIMPOBATh MPOTrpaMMHOe obecrieueHue
WHGOPMAI[MOHHON CHCTeMBI IMepCOHAIBHBIX JAaHHBIX W (WIM) O/IOKMpOBAThH aria-
paTHbIe CPe/ICTBa.

I[IporpamMHoe  (mMporpaMMHO-MaTeMaTH4yeckKoe)  BO3jelicTBUe -
HEeCaHKLIMOHWPOBAHHOE  BO3JEUCTBHE HAa  PeCcypcbl  aBTOMAaTU3MPOBAaHHOU
MH(OPMALIMOHHOW CUCTEMbI, OCYI[eCTB/ISIEMOEe C UCIO/Jb30BAHUEM BPeJOHOCHBIX
TpOrpamMM.

PackpbiTHe NEPCOHAIBHBIX JAHHBIX - YMBILLJIEHHOE WM C/lydyalHOe
HapylleHre KOH(MU/IeHIUMaTbHOCTHU MepCOHabHBIX JAHHbIX.

PacnpocTpaHeHHe NMepCcOHAJbHBIX JaHHBIX - [I€MCTBMS, HallpaB/JeHHble Ha
pacKpbITHe TIepCOHA/TBHBIX IaHHBIX Heorpee/IeHHOMY KPYTY JIUL].

Pecypc undopMannoHHO CHCTeMbI - UMEHOBAHHbINA 3/71eMeHT CHCTeMHOTO,
TIPUKJIaTHOTO WM arirapaTrHoro obecrieueHust (hyHKLIMOHUPOBaHUS
MH(OPMAaI[MOHHOW CHUCTEMBI.

Cneunaﬂbnme KaTCropum nepCoHaJAbHbIX JAHHBIX - [IePCOHAJ/IbHbIE [1dHHEIE,
Kacarolyecsi pacOBOM, HAlMOHAJbHOW  MPUHA/JIE)KHOCTH,  TOJIUTUYECKUX
B3IJ/ISI/I0B, PETUTHO3HBIX WM (GUI0COMCKUX YOEXKIEeHWM, COCTOSIHUSI 3[J0POBBS U
WHTUMHOM XM3HU CyObeKTa IMepCoHaTbHBIX JaHHBIX.

CpeacrBa BHIYHCINTENbHON TEXHUKH - COBOKYIITHOCTE IIPOrPaMMHBIX U TeX-
HHUYECKHX 3JIEMEHTOB CHCTeM 00pabOTKH JaHHBIX, CITIOCOOHBIX (DYHKI[MOHHUPOBATH
CaMOCTOSITe/TbHO WU/TM B COCTaBe JIPYTUX CUCTEM.

Cyobekt moctyna (cy0bekT) - JMI0 WIA TIPOLeCC, [AeUCTBHS KOTOPOTO
peryjiaMeHTUPYIOTCS TPaBU/IaMU Pa3rpaHUYeHurs JOCTyTIa.

TexHuyeckHii KaHaa yTe4kH MH(OPMAUMH - COBOKYITHOCTH HOCUTE/IS WH-



dopmaiuu (cpeacTBa 00paboTkH), hr3MUeCKOl cpefbl paclipoCTpaHeHus: UHGOP-
MaTUBHOTO CUTHajla W CPeACTB, KOTOpPbIMH J0ObIBaeTcss — 3alluiljaeMasi
HMH(OopMarIusi.

TpancrpanuyHas mnepeaadya IEepPCOHAJbHBIX JaHHBIX -  [Iepezaua
MepPCOHA/IbHBIX  JIaHHBIX ~ oOrepatopoM uepe3 ['oCyZjapCTBeHHYIO TDaHULLY
Poccuiickoii  ®epepaiuu  opraHy  BJacTA  HWHOCTPAHHOTO — TOCYZApCTBa,
bu3nUecKOMy WK FOPUAUUEeCKOMY JIMIY MHOCTPaHHOT'O TOCy1apCTBa.

Yrpo3bl 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX - COBOKYITHOCTb YCJIOBUM U
(GakToOpoB, CO3/aK0LMX OMacHOCTb HECAHKLUMOHUPOBAHHOIO, B TOM YHCJIE
C/Iy4aliHOTO, JOCTYTAa K TePCOHAIbHBIM JJaHHBIM, pe3yJbTaTOM KOTOPOI'O0 MOXET
CTaTb YHUUTOXKEHUe, H3MeHeHre, 6/I0OKUpOBaHNe, KOTIMPOBaHKWe, PaCIIpOCTPaHeHHe
TepCOHa/IbHBIX IaHHBIX, a TaK)Ke WUHbIX HeCAHKI[MOHWPOBAHHBIX AeUCTBUN MPU UX
00paboTKe B UH(POPMAIIMOHHOW CHCTeMe MepCOHATbHBIX JaHHBIX.

YHUUTOKEHHE MEPCOHATbHBIX JaHHBIX - [IeWCTBUS, B pe3y/bTaTe KOTOPBIX
CTAaHOBUTCSl HEBO3MOKHBIM BOCCTAHOBUTBL CO/iep)KaHue MepCOHaIbHBIX JaHHBIX B
MH(OpPMAIIMOHHOM CHCTeMe T[epCOHa/NbHBIX [JaHHbIX W (WIM) B pe3y/bTaTe
KOTOPBIX YHUUTOXKAFOTCSI MaTepHa/ibHbie HOCUTe/H TIepCOHA/IbHBIX JAHHBIX.

YTeuka (3ampuiaemoii) uHpopMaluM MO0 TeXHHYECKHUM KaHa/laM -
HEKOHTPOJIMpyeMoe pacrnpocTpaHeHue HH(GOpMalyy OT HOCUTess 3alljuiliaeMoi
vHbopMalu uepe3 (U3NUYECKYIHD Cpely [0 TeXHHUYecKoro Cpe/CTBa,
OCYILIeCTBJISIFOIIETO MepexBaT UH(OPMaLIUH.

Vs3BumocTr - C€1ab0OCTh B CpeACTBaxX 3allUThl, KOTOPYH) MOXXHO
WCTI0/1b30BAaTh /IJIs HapyllleH!sI CUCTeMbI WM COoJieprKalllelicsi B Hell MH(opMal[vu.
IlesiocTHOCTH MH(pOpPMANHMK - CTIOCOOHOCTh CpPe/CTBA BBIUMC/IUTEBHONH TeXHUKU
WA aBTOMATH3UPOBAaHHOW CHCTEeMbI 0OecrieurBaTh HEM3MEHHOCTh WH(MOpMAIH B
YCJIOBUSIX C/TyUYalHOTO W/WK TIPeJHaMePEHHOT 0 UCKa)KeHUs (pa3pyLLIeHus).



OBO3HAYEHHVA 1 COKPAILIEHUA

ABC - aHTUBUpYCHBIE Cpe/iCTBa

APM - aBTOMaTU3UpOBaHHOE pabouee MeCTo

BTCC - BcrioMorare/ibHble TeXHUYeCKre CpefCTBa U CUCTEMBbI
VCIT[IH - uHdopMalMioHHasi CUCTeMa MepCOHa/IbHbBIX JaHHBIX
K3 - KoHTpOo/mMpyemasi 30Ha

JIBC - yioKasibHas BbIYMC/IATE/IbHAs CeTh

MD - Me)xceTeBOM 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIM AOCTYII

OC - onepaLitoHHas cUCTeMa

II/JH - mepcoHa/bHbIe JaHHbIe

[TMB - nporpamMmmMHO-MaTeMaTUUeCKOe BO3/leliCTBHUE

1O - nporpamMMHOe obecrieueHue

[TOMMUH - rmobouHble 3/1eKTPOMarHUTHBIE U3/TyUeHUs] U HaBOJKU
CA3 - cucrema aHaiusa 3allULLIEHHOCTU

C3MU - cpepacTBa 3au[uThl TH(OOPMALUU

C3I1H - cuctema (mojicUCTeMa) 3allUThl TIePCOHATBHBIX JaHHBIX
COB - cuctema 06HapyKeHHsT BTOP>KEHHUH

TKYU - TexHuuyeckue KaHa/bl yTeukyd HH(POpMaLuu

YBII[IH - yrpo3bl 6e3011aCHOCTH TT€PCOHAMBHBIX JJAHHBIX



BBEAEHUE

Hactosiijasi [Tonmutrka wHGOpPMAI[MOHHOM Oe30macHOCTH Tipu paboTe c
MepCOHaTbHBIMU JJaHHBIMA B KpaCHOTYpPBUHCKOW TOPOJICKOW TeppUTOPHA/IbHOU
n3bupaTenbHOM KoMmHMccuM (fgasmee - IlosuTuka) sABAseTcs  o(UIMaTbHBIM
JOKyMEHTOM.

[Tlorutvka  pa3pabotaHa B~ COOTBETCTBUM € TpeOOBaHUSIMH,
YCTaHOBJIEHHBIMU:

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 149-®3 «O6 wuHbopMaiyu,
MH(OPMAaIL[MOHHBIX TEXHOJIOTHSIX U O 3alyTe UH(OpMaLn»;

@®enepanbHbiM 3aKOHOM OT 27.07.2006 Ne 152-®3 «0O mnepcoHaibHbIX
AdHHBIX> ;

rioctaHoBsieHveMm [1paBurenbcTBa Poccuiickor ®@egeparyu ot 01.11.2012 Ne
1119 «O6 yTBepkaeHur TpeOOBaHWI K 3alllUTe IE€PCOHA/BHBIX JAaHHBIX IIPU UX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MepCOHA/BHBIX JaHHbBIX»;

noctaHoB/sieHreM IlpaButenbctBa Poccuiickor ®epepauyn ot 15.09.2008
Ne 687 «O6 yTBepkAeHUH TIOJOKeHUss 00 ocobeHHOCTsX 00paboTKu
MepCoOHaNbHbIX  JAHHBIX, OCYIIecTB/sieMOd 0e3 UCIIO/b30BaHUSI  CPE/ICTB
aBTOMaTHU3aLN»;

noctaHoBsieHreM IlpaBurtenbctBa Poccunickon ®epeparmu ot 21.03.2012
Ne 211 «O6 yTBepKIeHWU TiepeuHsi Mep, HarpaBJeHHBIX Ha obecrieueHue
BBITTOJIHEHUsT 00s13aHHOCTel, TpeaycMOTpeHHbIX @efepanbHbIM 3aKOHOM  «O
MePCOHAJIbHBIX [JaHHBIX» W TIPUHSITBIMM B COOTBETCTBMM C HUM HOPMaTUBHBIMU
MPaBOBbIMM aKTaMH, OlepaTOpaMu, SIB/SIIOLIMMUCS TOCYAApPCTBEHHBIMU WA
MYHULMTaTbHBIMU OPraHaMU»;

niprkazoM ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yrBepkaenun CocraBa
W COZiep)KaHWsl OpraHW3al[MOHHBIX W TEeXHHYeCKMX Mep TI0 00ecrieueHHIo
0e30MacHOCTH TIePCOHABHBLIX JAHHBIX TPH UX 00paboTKe B MHGMOPMAIIMOHHBIX
cucTeMax repCoHa/IbHbIX aHHbIX»,

niprka3zoM @CBb Poccuu ot 10.07.2014 Ne 378 «O0 yTBep>KI€HHUH COCTaBa U
COJIep)KaHUsl  OpraHW3al[MOHHBIX M TEeXHWUYeCKUX Mep I10 0becrieueHHIo
0e30IMacCHOCTU TIepCOHA/ILHBIX JJaHHBIX TMPU HUX 00paboTke B WHGMOPMAIMOHHBIX
cucTemMax MepCOHATbHBIX J@HHBIX C HCI0/Ib30BaHKEM CpeJICTB
KpunTorpadguueckoi 3amuTbl WHGOPMAIUM, HeOOXOAWMBIX [Jis BbBITIOJTHEHUS
ycTaHOBeHHBIX [IpaBuTebcTBOM Poccuiickoii @eziepaiiii TpebOBaHMM K 3allUTe
TepCOHa/bHBIX JaHHBIX /151 K)KJJOT0 U3 YPOBHEM 3all[UI[eHHOCTH»;

MeToauuecKUMU ~ peKOMeHJal[usiMd  TI0  pa3paboTKe  HOPMAaTUBHBIX
TIPABOBBLIX aKTOB, OIPe/Ie/ISIONUX YrPo3bl 0€30MaCHOCTH MMePCOHATBHBIX IaHHBIX,
aKTyajibHble TIpU 00paboOTKe TIepCOHANbHBIX [JaHHBIX B HHGMOPMAaIMOHHBIX
CHUCTeMaxX [epCOHA/bHBIX [AaHHBIX, SKCITyaTUPyeMbIX TIPU OCYIeCTBIeHUU
COOTBETCTBYIOIIIUX BHUJOB [eATe/JIbHOCTU, YTBEP)KIEHHbIMU PYKOBOACTBOM 8



Lentpa ®Cb Poccun 31.03.2015 Ne 149/7/2/6-432.

B TlonuTtuke orpeseneHbl TpeboBaHusi K TmiepcoHany WCIIIH, cTemneHb
OTBETCTBEHHOCTH  TlepcoHana, CTPYKTypa UM  HeoOXOAUMBbIM  ypOBEHb
3alMIeHHOCTH, CTaTyC U  [JOJ/DKHOCTHble  00s3aHHOCTH  COTPYZJHMUKOB,
OTBETCTBEHHBIX 3a obecrieueHre 6€30MaCHOCTH MepCOHaNbHBIX AaHHBIX B MCIT/H
KpacHOTYpbUHCKOM T'OpPOJCKOW TeppUTOpHanbHOM W30MpaTesibHOM KOMHCCHUN
(manee — Komuccus).

1. O0Me mo/I0KeHus:

Llenvto Hacrosimeit [lonmutuku sBiisieTcsi obecriedeHre ©e30MacCHOCTU
00BeKTOB 3aiuThl KoMuccuu OT BCeX BHZOB yrpo3, BHEIIHUX W BHYTPEHHUX,
YMBIIIJIEHHBIX W HeTpeJHaMepeHHbIX, MUHAMH3ALUs yijepba OT BO3MOKHOM
peanu3aiyu yrpo3 6e3onacHocty [1Ju (YBITAH).

be3onacHOCTb MepCoHa/bHBIX [JAHHBIX JOCTUraeTcsl IMyTeM WCK/IH0YeHUs
HeCaHKLIMOHUPOBAHHOTO, B TOM YMCJ/Ie C/Iy4alHOrO, AOCTyra K IepCOHaTbHbIM
JJAHHBbIM, pe3yJIbTaTOM KOTOPOr0 MOXKeT CTaTb YHUUTOXXeHue, H3MeHeHue,
6/10KMpOBaHre, KOITMPOBaHHe, PACIIPOCTPaHeHWe TIepCOHA/TBHBIX JJaHHBIX, a TaKkKe
VHBbIX HECAaHKI[MOHUPOBAHHBIX [IeUCTBUM.

WNudopMaiusi U CBsizaHHbIe C Hell pecypchbl JO/DKHBI ObITh JOCTYITHBI JJIsI
AaBTOPU30BAHHBIX MOJIb30BaTeserd. [JO/DKHO OCYIIeCTBJATBCS CBOEBPEMEHHOe
obOHapy>keHMe U pearupoBaHue Ha Y BIT/IH.

HO/mKHO — OCYLIeCTB/ISATbCS — TpefOTBpallleHde  MpeAHaMepeHHbIX WU
CJTyYalHbIX, YACTUUHBIX WM MOJIHBIX HECAHKLIMOHMPOBAHHBIX MOAU(PUKALIUNA WU
YHUUTOKeHUS JaHHbIX.

CoctaB 0O0BEKTOB 3aluThl TipefcTaBieH B «llepeuHe mMepCOHAIBHBIX
NaHHBIX, 0OpabaTbiBaeMbIXx B KpacHOTYPBMHCKOM TOPOJICKOH TeppPUTOPUATBLHOM
n30MpaTelbHOM KOMHCCHMM B CBSI3U C peanu3aried Ciay)KeOHbIX (TpY/I0BbIX)
OTHOLIEHUM, a TAK)XKe OCYILleCTB/IEHWeM rOCyJapCTBEHHBIX (DYHKLIUI».

Cocras MUCII[H nopnexammx 3auure, T1penacraBieH B «llepeune
MH(OPMALIMOHHBIX CHUCTEM T[EepCOHA/bHBIX [aHHbIX B KpacHOTYpbUHCKOMU
TOPO/ICKOM TeppUTOpHaIbHOM N30MpaTelbHON KOMUCCHM».

2. O0/1aCTh JeHCTBUA

TpeboBanust  Hactosiiiied  TTOJIMTMKKM ~ pacrpoOCTpPaHSIOTCS Ha  BCeX
coTpyaHUKOB Komuccun (IITaTHBIX, BPEMEHHBIX, Pa0OTaIOIUX TI0 KOHTPAKTy U
T.I1.), @ TAK)KE BCEX MPOYMX JIUL] (MOAPSAYUKA, ayAUTOPHI U T.I1.).

3. CucreMa 3alMTHI [1IePCOHA/IBHBIX AAHHBIX

ObecrieueHrie 0€30MACHOCTA TEPCOHANBHBIX [JAaHHBIX [JOCTUTAETCS, B
YaCTHOCTH:
orpefie/ieHHeM yrpo3 0e30MacHOCTH IEePCOHA/NbHBIX J[aHHBIX TIPUH HX
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06paboTke B MHPOPMALMOHHBIX CHCTeMaX MepCOHAbHbIX JaHHbBIX;

NpUMeHeHHeM OpraHM3allMOHHbIX W TeXHWYeCcKuX Mep M0 o0becrieueHUIo
6e30mMacHOCTH TIePCOHABHBLIX JAHHBIX TIPH WX 00paboTkKe B MHGMOPMALIMOHHBIX
CUCTeMax TepCoHaIbHBIX JAaHHbIX, HEOOXOAUMBIX /IJisl BBITIO/IHEHUST TpeboBaHUM K
3alUTe TepPCOHA/IbHBIX  JIAHHBIX, HCTIOJIHEHHWe  KOTOPbIX  oOecrieunBaer
yCTaHOBJ/IEHHbBIE IIpaBuTE/ILCTBOM Poccuiickon Depepanyu YPOBHU
3alMIEHHOCTU MepCOHaTbHbBIX IaHHBIX;

TpUMeHEeHreM TpOoLLeJIINX B YCTaHOBJIEHHOM MOPSiZIKe TMPOLielypy OLIeHKU
COOTBETCTBUSI CPe/CTB 3allUThl UH(POPMALUY;

OLIEHKOW 3P PeKTUBHOCTM TIPUHUMaeMbIX Mep TI0  obOecrieueHHIO
0e30macHOCTM  TIepCOHANBbHBIX  [laHHBIX [0 BBOJAa B  JKCIUIyaTalUio
MH(}OPMAaI[MOHHOW CUCTeMbI EPCOHATbHBIX JaHHbBIX;

yueTOM MalIMHHbIX HOCUTeJIel NepCOHA/IbHBIX JaHHBIX;

obHapykeHHeM (haKTOB HeCAaHKIIMOHUPOBAHHOTO JOCTYTIA K IMePCOHa/bHBIM
NAHHBIM U TIDUHATHEM Mep, B TOM UHCIe Mep T0 OOHapyXeHHIo,
MpeAyTNpeXXIeHUI0 U JIMKBUJALIMM TOC/Ae[CTBUMA KOMIIbIOTEDHBIX aTaK Ha
MH(OPMaI[MOHHbIe CHUCTEeMbl TEePCOHA/IBHBIX [JaHHbIX U M0 pearupoBaHUI0 Ha
KOMITbIOTEPHbIE UHLUEHThI B HUX;

BOCCTaHOB/IEHWEM TE€PCOHA/bHBIX [JaHHBIX, MOJAU(PUIMPOBAHHBIX WU
YHUUTOKEHHBIX BCJIe[ICTBHE HECAHKLIMOHUPOBAHHOTO OCTYyNa K HUM;

yCTaHOBJIEHWEM  TpaBWI  [OCTya K  [epCOHaJbHbIM  JAHHBIM,
obOpabaThkiBaeMbIM B MH(POPMAIIMOHHOW CHCTeMe MepCOHAMbHBIX JJaHHBIX, a TaKXKe
obecrieueHreM perucTpalid U ydeTa BCeX [JeWCTBUM, COBepIlaeMbIX C
MepPCOHA/IbHBIMU JAaHHBIMUA B MH(OPMALIMOHHOW CUCTEMe MepCOHaIbHBIX JaHHbIX;

KOHTpOJIEM 3a TIPpUHMMAaeMbIMU MepaMu TI0 obecrieueHHr0 0e30MacHOCTH
MepPCOHAJ/IbHBIX [JaHHbIX U YPOBHS 3allUIEHHOCTH WH(OPMALMOHHBIX CUCTEM
MepPCOHAJIbHBIX JaHHBIX.

CucremMa 3amuThbl MepcoHalbHbIX JaHHbIX (C3I1IH), cTpouTcsa Ha
OCHOBaHWH:

AKTa BHYTpeHHEro KOHTPOJII COOTBETCTBHSI 00pabOTKH TepCOHATbHBIX
J@HHBIX.

[TepeuHsi mepCoOHA/IBLHBIX [JaHHBIX, 0OpabaThiBaeMbIXx B KpacHOTYPBHMHCKOM
TOPO/ICKON TeppUTOpHAaIbHOM M30UpaTe/bHONM KOMHCCUW B CBSI3U C peasu3ariveid
CITYy>KeOHBIX (TPyA0BBIX) OTHOLLIEHUH, a  TakKxe OCYyILIeCTB/IEHUEM
roCyapCTBeHHbIX (QYHKIUY;

AKTOB K/1aCCU(PUKALMM UHPOPMALIMOHHBIX CUCTEM MePCOHAbHbIX [JaHHbIX;

Mogenu yrpo3 6e30macHOCTY TIepCOHABbHBIX IaHHBIX;

MaTtpuipl [OCTyna Mo/b30BaTened K 3aljuilaeMbiM HMH(OPMaLMOHHbIM
pecypcam UCII/IH;

PykoBogsammx gokymeHToB @CTOK Poccuun u @Cb Poccun.

Ha ocHOBaHMU 3THUX [IOKYMEHTOB OIpejesisieTcsi HeoOXOAUMbI ypOBEHb
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saumieHHocty [1Jn kaxgon WCIIH Komuccuu. Ha ocHoOBaHuM aHanusa
aKTya/lbHbIX yrpo3 6e3oracHocty [1/IH orvcaHHoro B Mojenu yrpos, AenaeTcs
3aK/loueHne 0 HeoOXOJUMOCTH UCTOJb30BaHUSI TEeXHUUYECKHUX CpeiCTB U
OpPraHM3allMOHHBIX MeporpusThuii s obecrieueHuss 6e3oracHoctu  [1/JH.
BriOpaHHbIe HEOOXOAMMBIE MEPOIIPUATHS OTpakatoTcsi B «CocTaBe Mep 3allUThI
MH(MOPMAaI[MOHHBIX CUCTEM MepPCOHAMbHBIX JAaHHBIX».

HOns NCITIH no/mkeH ObITh COCTaB/IeH CITMCOK MCIOJ/Ib3YeMbIX TeEXHUUECKHUX
cpeAcTB 3amuThl (ganee - CIHMCOK), a TaK >Ke TPOrpaMMHOTO obecrieueHwus,
yuacTByroIriero B oopabotke I1/1H, Ha Bcex 3nementax MCII[IH:

APM nonn3oBareneu;

CepBepa NpuI0KeH!Ul;

CYB/;

['panutel JIBC;

KaHanoB miepejjaun B CeTH 00I1[eT0 T0/1b30BaHuUs U (U/IM) MEXKIYHapOIHOTO
obMeHa, ec/i 1o HUM TiepezatoTcst T1/1H.

B 3aBucumMocTy oT ypoBHs 3amjuileHHOCTH WMCIIIH ¥ akTya/bHBIX Yrpos3,
C3IIIH MoKeT BK/IOUATh C/IeyIolle TeXHUUeCKre CpesCTBa:

aHTUBUPYCHbIE CPeJICTBA /I/1s1 pabounX CTaHI[U MM0Ib30BaTe /el U CepBepOB;

Cpe/CTBa Me)XCeTeBOr0 3KpaHUPOBAHUS;

cpeAcTBa KpunTorpauueckKow 3allldTbl WH(OpPMAlLUMM TpU Tepejaye
3alMIaeMor UH(OpMaLMU 10 KaHajlaM CBSI3U.

Tak >Xe B CHOUCOK [IO/DKHBI OBbITh BK/IHOUEHbl (YHKIMU 3all[UTh,
obecrieuriBaeMble INTAaTHBIMH CpejicTBaMd 00pabotku II/IH ormeparjioHHBIMU
cucteMamu (OC), mnpuknaaaeiM [IO u  creuuasbHBIMU  KOMILJIEKCAMH,
peanu3yoIIUMU CpeCTBa 3aluThl. CITMCOK (PYHKLIMM 3all[AThl MOXKET BK/IFOUATh:

ylpaBJ/ieHre U pa3rpaHAueHre JOCTyIIa MoIb30BaTesiew;

perucTpaiyio U yueT JelCTBUM ¢ uHhOopMaLyel;

obecrieueHue 1[eJIOCTHOCTH JIaHHBIX;

obHapy>keHHe BTOP>KeHUH.

CnmMcoK WCIOMb3yeMbIX TEXHUUYECKUX CpeACTB oOTpaxaeTcsi B «llnane
MepOTIpUSATUA TI0 0becrieueHWIO 3allUThl TTePCOHANMBHBIX [JaHHBIX». CIHMCOK
WCIIO/Ib3YeMBIX CPeZICTB [JO/DKEH MOAJAeP>KUBAThCS B aKTyallbHOM COCTOSIHUU. [1pu
VM3MEHEHWU COCTaBa TEXHWYECKUX CpeACTB 3awmTbl win 3neMeHToB WMCIIIH
COOTBETCTBYIOI[MIE€ W3MEHEHHsT [JOJDKHBI ObITh BHeCeHbI B CITMCOK W yTBEP)K/IEHBI
npesacenarenemM K36upaTenbHol KoMmuccuu CBepaIOBCKOM 00/1aCTH WM JIAL[OM,
OTBETCTBEHHBIM 3a o0ecrieueHue 3amuThl [1/H.

4. Tpe6oBanus K noacucremam C3IIJn

C3I1/[IH BK/ItOUaeT B cebst ceyroIue MoCUCTEeMbI:
yrpaB/ieHus JOCTYTIOM, PETUCTPALIUM U YUeTa;
obecrieueHus 1[e/TIOCTHOCTH M JJOCTYITHOCTH;
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AHTHUBUPYCHOU 3allUThI;

Me)KCeTeBOI'0 3KPaHUPOBAHUS;

aHa/v3a 3alyI[eHHOCTH;

oOHapy>KeHUs] BTOPKEHUH;

KpUIITOrpa(UuecKou 3alUThl.

[Moacucrembl C3ITIH MMeroT pa3nuuHbld (YHKLMOHAA B 3aBUCHMOCTU OT
kinacca MCIIIH, ompegeneHHOro B «AKTe KiaacCH(®UKaLUMM WHGOOPMALMOHHON
CUCTEMbI MEPCOHATbHBIX JaHHbIX». CIMCOK COOTBETCTBUSI (DYHKIMM TOACUCTEM
C3IIdH knaccy 3alyilleHHOCTA TMpe/CTaB/JeH B TeXHWUYEeCKOM 3a/laHuu I10
CO3/aHMI0  CUCTEeMbl 3alUThl HMHGOpPMaLMKA  HWH(OPMALMOHHOW  CUCTEMBI
IIepCOHa/IbHBIX JaHHbIX.

[TogcucTema yripaBaeHUs JOCTYIIOM, PErMCTpallMi M yueTa

[Toacuctema yripaBieHUs1 JOCTYIIOM, PerMCTPaLiMA U ydeTa MpeJHa3HaueHa
JJ/1s1 peasiu3aliviy CyieIyIOIIUX (PYHKIWN:

UeHTU(UKAIIUA U TIPOBEPKU TTOJTMHHOCTH CYOBEKTOB JIOCTYIIA TIPH BXO/Ie
B UCII/IH;

WeHTU(UKALMM TepMUHA/IOB, Y3/I0B CeTH, KaHa/JOB CBSI3W, BHELIHUX
YCTPOMCTB 10 JIOTUUeCKUM UMeHaMm;

VJeHTU(YKaMU NporpaMM, TOMOB, KaTajoroB, (paiyioB, 3amuceu, Ioseu
3arMcen 1o MeHawm;

pervcTpaiyy Bxoza (BbIxoZia) CyObeKTOB /I0CTyTIa B CUCTeMy (M3 CUCTeMbI),
b0 perucTpanuu 3arpy3Kyd M WHULMAIM3al[iy OTepaljiOHHOW CUCTeMbl U ee
OCTaHOBa.

perucTpaljiyd TOIbITOK JIOCTyMa IIPOrPaMMHBIX CpeJCTB (TporpamMm,
MpOLIeCCOB, 3a/lau, 3a/laHUK) K 3alluIlaeMbIM (ailyiam;

perucTpalyy TOMbITOK AOCTyMa MNpPOrpaMMHBIX CpPeACTB K TepMHUHasaM,
KaHajiaM CBsI3M, TporpaMmMaM, TOMaMm, Kartajoram, daiiaam, 3amucsiM, MOJsIM
3anucen.

[ToacucTema yrpaB/ieHUs] JOCTYTIOM MOJKET OBITbH peajii30BaHa C TIOMOIIIBIO
IITaTHBIX cpefcTB 0b6paboTku I1/IH (omepaliOHHBIX CUCTeM, TIPUIOKEHUH WU
CYB[). Tak >ke Mo)KeT ObITb BHEIDEHO CTIeIa/IbHOe TeXHUUYeCKOe CPe/ICTBO WU
MX KOMILIEKC, OCYILeCTB/ISIOIIME JOMOJHUTEbHbIe Mepbl 10 ayTeHTU(hUKALUU 1
KOHTpoJit0. Harmpumep, npuMeHeHWe eAWHbIX XPaHW/IMIL YUYeTHBIX 3arucei
N0/Ib30BaTesien U pPerucTpaluoHHOM vH(OopMaIuH, HCI0JIb30BaHue
OroMeTpUUeCKUX U TeXHUUECKHUX (C TIOMOIIbIO 3/IEKTPOHHBIX ITPOIYyCKOB) Mep
ayTeHTU(PUKALUU U APYTUX.

ITogcucrema obecrieueHus NeJIOCTHOCTHU U AOCTVITHOCTU

[Togcrctema obecriedeHusi 1|eJIOCTHOCTA U [JJOCTYITHOCTU TIpe/jHa3HaueHa
s obecrieueHUst 1[€JIOCTHOCTA W AocTynmHOCTH [I/IH, TIpOrpaMMHBIX U
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arimapaTtHbeix cpeacts MCIIJH Komuccuu, a Tak »Ke CpeAcTB 3allvThbl, IIpU
Cy4yaliHOW WM HaMepeHHOW MoAU(HKaI1H.

[logcrucrtema peanusyeTcs € IIOMOLIBKO — OpraHuM3aliid  pe3epBHOrO
KOTMMPOBaHUsi 00pabaTbiBaeMbIX JaHHBIX, @ TaK )K€ pe3epBUPOBaHUEM KJTHOUEBBIX
snemeHToB VICII/IH.

[Toacucrema aHTHBHDVCHOﬁ 3dIIMThI

[TogcucTeMa aHTUBHMPYCHOM 3alllUThl TIpeHa3HaueHa [ obecrieueHUs
aHTHMBUPYCHOM 3aluThl cepBepoB U APM nosb3oBaTtenei ICIT[IH Komuccun.
CpencTBa aHTMBUDYCHOM 3aljUThl [peJHAa3HAUeHbl i  peanusalyv
C/1eAYIOLIMX (PYHKLMIA:
pe3rJeHTHbIM aHTUBUPYCHBIM MOHUTOPVHT;
AHTUBHPYCHOE CKaHUPOBAaHUE;
CKPHIIT-0/IOKMPOBaHUE;
1L[eHTPa/IM30BaHHOM/yia/IeHHOU yCTaHOBKW/IEUHCTaISILIUU
AHTUBHPYCHOI'O MPOJyKTa, HACTPOMKH, a/MUHUCTPUPOBAHNS, TPOCMOTPA OTYETOB
M CTaTUCTHUYeCcKol nHpopMalyiy 1o paboTe Mpo/yKTa;
aBTOMAaTH3UPOBAHHOTO 0OHOB/IEHUsI aHTUBHUPYCHBIX 0a3;
OorpaHuYeHUsi MpaB M0/1b30BaTe/Is HA OCTAHOBKY UCIIOJHSIEMbIX 3a/iau ¥ U3MeHeHUsI
HACTPOeK aHTUBUPYCHOTO MPOrPaMMHOT0 00ecIieueHmus;
aBTOMAaTMYeCKOro  3alyCcka  HeroCpeJCTBEHHO  I0CJe  3arpy3Kd
OMnepaliOHHOU CUCTEMBI.
[ToacucTema peanu3yeTcs MyTeM BHeJPEHUs CIIeLIMa/IbHOIO aHTUBUPYCHOTO
MpPOrpaMMHOT0 obecrieueHust Ha Bce 3neMeHThl VICTT/IH.

[ToacucTemMa MeXXCeTeBOr0 3KpaHHMPOBAHUS

[TogcucTema MeXXCeTeBOr0 S5KpPaHUPOBAHUS TpeJjHa3HaueHa [ijisi peanu3aluu
cefyrolux (QyHKLUMU:

(UWIbTpalM OTKPBITOTO U 3alirMdpoBaHHOIO (3akpeiToro) IP- Tpaduka;

dbuKcaluM BO BHYTPEHHMX J>KypHasiax UWHMOpPMaIMM O TPOXOJsIeM
OTKDBITOM U 3aKpbITOM IP-Tpaduke;

yJeHTU(dUKaLUKU YU ayTeHTU(hUKALMU aJMUHUCTPaTOpPa Me)KCeTeBOro SKpaHa
TIPU ero JIOKa/IbHbIX 3ampocax Ha JJOCTYII;

peructpaiuyd BxofAa (BbIx0/la) aJMUHUCTpPATOpa MeXCETeBOr0 3KpaHa B
cucteMy (M3 CHCTeMBbI) MO0 3arpy3Kd M HWHHUI[HAJIA3ALMA CUCTEMBI WU ee
TIPOrPaMMHOT0 OCTAHOBA;

KOHTPO/JIsI LIeJIOCTHOCTH CBOEM MPOrpaMMHOM 1 MH(MOPMAaI[MOHHOW YacTy;

bunbTpaliM  MakeToB  CIY)KeOHbIX  TIPOTOKOJIOB,  CAYXKAILL[AX  [I7Is
IUarHOCTHKY U yIIpaBieHus1 pab0TOM CeTeBbIX YCTPOUCTE;

GbUIbTpaIMM C YUYeTOM BXOZHOT'O M BBIXOJHOT'O CETeBOro MHTepdeiica Kak
Cpe/iCTBa IMPOBEPKH TO/I/IMHHOCTH CETEeBBIX aJIpecoB;
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pervcTpalyy ¥ yJdeTa 3arpariiBaeMbiX CePBHUCOB MPUK/IAJHOTO YPOBHS;

6/I0KMpOBaHUS OCTYyIMa HeWZeHTU(hHUIMPOBAHHOTO 00bEeKTa WK CYOBeKTa,
MOJ/TMHHOCTb KOTOPOT'O TP ayTeHTHU(hHUKAIMM He TI0JTBepJu/Iach, METOZAMHU,
YCTOMUWBBLIMU K TIepeXBary;

KOHTDOJISI 3@ CeTeBOI aKTHBHOCTBIO TIPUJIOYKEHHN M 0OHApPY)KEeHHsI CeTeBBIX
aTak.

ITogcucrema — peanusyeTcs — BHeJpeHHWEM  IIPOrpaMMHO-arrapaTHbIX
KOMIUIEKCOB MeXXCeTeBOI'0 3KpaHUpOoBaHusl Ha rpanulie JIBC, kiaccom He Huxke 4.

ITogcrcTemMa aHa/IM3a 3alUIEHHOCTH

[TogcrcTemMa aHanv3a 3alllMIIEHHOCTU JO/DKHAa obecrieunBaTh BbISIBIEHHE
ySI3BUMOCTeH, CBsI3aHHBIX C ommbkamu B KoHurypaiuu 10 WCII[H, KoTopbie
MOTYT OBbITb MCMO/IH30BaHbl HAPYIIWTEIEM /IJIs1 peanr3alii aTakyd Ha CUCTEMY.

@OyHKI[MOHAM TOJCUCTEMbl MOXXeT ObIThb peasM30BaH MPOrpaMMHBIMU U
IIpOrpaMMHO-arIapaTHbIMU CPeCTBAMU.

[Toacucrema O6HaDV}KEHI/IH BTOD)KEHI/Iﬁ

[ToacucTemMa oOHapyKeHHUSI BTOP)KEHUI [JO/DKHA 0OecIieurBaTh BbISIBJIEHHE
ceTeBbIX arak Ha 3yeMeHTbl MCII/IH, TOAK/IIOUEHHBIE K CeTsSM O0OIIero
T0/1b30BaHUs U (W) MeXKAyHapOAHOTo obMeHa.

@OYHKIMOHAM TIOACUCTEMbI MOKET OBbITh peann30BaH IMPOTrPAMMHBIMU U
TIPOrpaMMHO-arrapaTHbIMU CpeICTBaMU.

IToacucrema KDHHTOFD&d)I/I‘—IECKOfI 3dlINUThI

[Toacuctema  KpunTorpauueckoul — 3al[uThl  TpeAHa3HaueHa  AJis
nckmouenuss HCJI k 3amumiriaemoirt nHdopmaiiuy B MCITIH Komuccuu npu ee
repefiaue 10 KaHajlaM CBsi3U ceTedl  OOIero Tosib30BaHUs U (WIM)
ME>XKyHapOZAHOTO 0OMeHa.

[Toacuctema peanu3yeTcsi TMyTeM  BHEAPEHUs  KPUIMTOrpaduuecKux
IIPOrpaMMHO-arIapaTHbIX KOMILIEKCOB.

5. ITosib3oBaren UCIIIn

B MUCIIJax Komuccud MOXHO  BBIJE/NUTb  CJIeAYyHOLIue  TPYIIIbI
T0JIb30BaTe e, yuacTBYIOIIUX B 00paboTke v xpaHeHuu [1/1H:

ApmunrcrtpaTtops! UCITIH;

AMUHUCTpPATOPBI 6€30MacHOCTH;

Onepatopel APM,;

ApamunuctpaTtopsl cetu UCII/IH;

TexHuueckre  CHeLUaJUCTbl 10  0OOCTY)KMBaHHIO  TepuQepuriHoro
00opy/10BaHUSI.

JauHbple o0 rpymmax —I071b30BaTesAX, YpOBHe UX  [OCTyna U
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MH(POPMUPOBAHHOCTH  [JIOJDKHBI ~ ObITh ~ OTpPa)KeHbl B  Marpuile [oCTyra
T0JIb30BaTesiel K 3alyiiaeMbiM UH(OPMaLMOHHBIM pecypcaMm.

A nmunuctpatop MUCIT/Ix0

Apavunuctpatop  UCII[IH, cotpyaHuk  Komuccuum — (Mmm MHOe
YIOJIHOMOUEHHOE JIWLI0), OTBeTCTBEHHbIM 3a HACTPOUKY, BHeJpeHHe |
coripoBokzienre WCIIH. O6GecrieunBaer (YHKIIMOHUPOBAHUE TOACHUCTEMbI
yripaBjieHus goctyrnoM VCIIIH v yrosiTHOMOUYeH OCYILeCTB/IATh MpefoCcTaB/ieHue
M pasrpaHyWyeHde [OCTyra KOHeYHOro Tionb3oBaTens (Omnepatopa APM) K
3/IeMeHTaM, XPaHsIIUM [TepCOHa/bHbIe JaHHbIe.

Apavunanuctpatop WCIIJH o6safaer cieAyioldM ypOBHEM JOCTyrHa |
3HaHUMU:

obsazmaer monmHOW uWH(OpMaieli 0 CUCTEMHOM U TIPUKJIAJHOM
nporpammHoM obecrieuernu MICIT/IH;

obnasaer TosHOW wWHGMOpPMalMe O TEXHHYECKHMX CpeJCTBax M
kKoHpurypaumu VNCII/IH;

MeeT ZI0CTYI KO BCeM TeXHUUeCKHUM Cpe/icTBaM 00paboTKu uH(popMaliuu 1
nanHbiM VCIT/IH;

obnafiaeT rpaBaMu KOH(UTYpHUPOBaHHS U aZMUHUCTPATUBHOM HaCTPOMKHU
TexHuyeckux cpencts MCIITIH.

AMuHUCTPATOP Oe30MacHOCTH

ApmvuHucTpaTop 6e3omacHOCTH, COTPYAHMK Komuccun (WM WHOe
YIIOJITHOMOUEHHOe JIMII0), OTBETCTBeHHbIM 3a (yHKUMoHHUpoBaHue C3I1/IH,
BK/IFOUYast 00C/Ty)KMBaHMe U HACTPOMKY aJMUHMCTPATHBHOW, CepBepHOW U
KJINEHTCKOW KOMITOHEHT.

ApmvuHucTpaTop 6e3omacHOCTH 00JaZiaeT C/ieAyIOMM YPOBHEM ZIOCTYTIA U
3HAHUU:

obsamaeT nmpaBamu Aavunauctpatopa UCIT/IH;

obmnagaet mosHOM nHbopMarumeit 06 UCIT/H;

vMeeT JOCTYII K CpeJICTBaM 3alljuThl MH(POPMaLMX U MPOTOKOIMPOBAHUS U K
YyacTu KaroyeBbIx 3sieMeHTOB VCIIT/IH;

He UMeeT TpaB [OCTyna K KOH(UIypUPOBaHHIO TeXHUUECKHUX CPEe/ICTB CETH
3a MCKJTFOUeHHeM KOHTDPOJIbHBIX (MHCIIeKLIMOHHBIX).

AamuHUCTpaTOp 6€30MacHOCTH YTIOJIHOMOYEH:

pean30BbIBaTh TOJMTUKM Oe3ormacHocTH B yactd Hactpoiiku CK3U,
MEXKCeTeBbIX IKPAHOB M CUCTeM OOHapy)KeHUs aTak, B COOTBETCTBUU C KOTOPbIMU
nosib3oBaresb (Onepatop APM) nomydaeT BO3MOXKHOCTb paboTaTh C 37ieMeHTaMu
NCIIOH;

OCYLLIeCTBJIATh ayAUT CPeJCTB 3allUThI;
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Onepatop APM

Onepatop APM - cotpyaHuk Komuccuu (WM WHOe YMHOJHOMOYEHHOe
JUMII0), OCylecTBasOmu  00paboTky I1[H. O6pabotka II[IH BK/IIOYaeT:
BO3MOXXHOCTh mpocMoTrpa II/IH, pyuHou BBoa IIJH B cucremy MWCII/H,
¢bopMHpOBaHMe CMPaBOK U OTUETOB MO MHGopMaiuuu, nomydyeHHou u3 WCII/I.
OmepaTop He KWMeeT IOJIHOMOYMM /JIsi yIpaB/jieHUs ToJcucreMaMu 06paboTKu
nanHbix U C3IT1H.

Omnepatop VUCII/IH 06/1aaeT cieyroIiM YPOBHEM JOCTYIIA ¥ 3HAHUM:

obnajaer BceMd HeOoOXOAUMBIMM aTpubyTamu (HampuMmep, TapoyieM),
o0ecreunBaroIIMMU JJOCTYTI K HEKOTOpoMy TogmMHoxkecTBY T1/1H;

pacrosaraeT KOH(QUeH[MaAbHbIMU JaHHBIMU, K KOTOPBIM UMeeT JOCTYII.

Anpvmubauctparop cetu UCIT/H

Aavunuctpatop cetd WCII[OH, cotpyaHuk Komuccuu (Miv HHOe
YII0JITHOMOYEHHOe ML), OTBETCTBEHHBIU 3a (YHKLIMOHMPOBaHUE
Te/leKOMMYyHUKaLMOHHOM nogcucteMbl UCIT[IH. AgMUHUCTPATOp CeTH He MMeeT
MOJHOMOYMM  J/is  yIpaB/ieHus MOJAcCHMCTeMaMd 00pabOTKM  JaHHBIX U
6e30macHOCTH.

AJZMUHHKCTpaATOpP CeTH 06s1ajiaeT C/ieyIOIIMM YPOBHEM /IOCTYTIa U 3HAHUM:

obmazaeT yacTbio MH(OPMAI[UKM O CUCTEMHOM U TIPUKJIa[IHOM MPOrPaMMHOM
obecrieuennu UCIT/JH;

o0nazaet yacTbio MHGOPMALMK O TEXHUUECKUX CPeJICTBaX U KOHQUTrypaLuu
NCIIOH;

uMeeT (U3MUECKUN [JOCTYNl K TeXHHYeCKUM cCpefcTBaM 00paboTku
MH(OPMAaLMU U CPeJCTBaM 3allUThl;

3HaeT, 110 MeHbIlIer Mepe, OJJHO JierajJbHOe UM JOCTYyTa.

TexHuueCKUH CrielMaancT I10 06CJIV)KI/IBaHI/II-O HEDHd)EDHﬁHOFO O6ODV,Z[OBaHI/IH

TexHuuecKnii CrielManrcT Mo 00C/TyKUBaHUIO0, COTPYIHUK Komuccuu (M
WHOe YIOJHOMOUEHHOe JIMII0), OCYILEeCTB/sSeT O00CTy)KMBaHWe U HACTPOUKY
nepudepuiinoro obopygoanuss MCII[JH. TexHUueckuil CHelUaauCcT 10
obcnykuBaHuio He wuMeeT goctyna K [I/lH, He WMeeT TIOJIHOMOUMMN /ISt
yTipaBJieHus ogcucreMamMu 06paboTKyY AaHHBIX U 6e3011aCHOCTH.

TexHuueckuii creLManucT Mo O00CTyKMBaHUIO 00/1afaeT C/ieAyoLM
YPOBHEM [IOCTYTa U 3HAHUM:

obmazaeT yacTbi0 MH(OPMAI[UKU O CHCTEMHOM U TIPUKJ/Ia[IHOM MPOTrPaMMHOM
obecnieuennu UCII/H;

obnagaet yacTbio MHGOPMALIUK O TEXHUUECKUX CPe/ICTBaX U KOHQUTrypaLuu
NCIIOH;

3HaeT, 10 MeHbIIIer Mepe, OJJHO JierajJbHOe UMs JOCTYTIa.
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6. TpeboBaHus K mepcoHasTy mo odecneyeHuro 3amuThl I[1/1H

Bce corpygHuku Komuccuu, sistomuecs rmosib3oBatensmu  UCITH,
[JO/DKHbI UYeTKO 3HaTb M CTPOrO BBINOJIHATh YCTAaHOBJIEHHbIE TIpaBU/la U
00s13aHHOCTH TI0 AOCTYMY K 3allivillaeMbiM 00BbeKTaM M COOJIIO/IeHHI0 TIPUHSTOTO
pe>krima 6e3ortacHocty TT/1H.

[Tpy BCTyrUieHWHd B [JOJDKHOCTb HOBOTO COTPYAHHMKA OH [IOJDKEH ObITh
03HAKOMJIEH C He0OXOUMBIMU JOKYMEHTaMH, PerjiaMeHTUPYIOIUMU TpeOoBaHMS
rmo 3amure II/JH, a Takke o0OydyeHWe HaBbIKaM BBITIOJIHEHUs TIPOLIEAYD,
He0OXOIUMBIX /JIs CAaHKIIMIOHUPOBAHHOTO McTio/ib3oBaHus MCIT/IH.

CoTpyHUK [O/DKeH OBITb 03HAaKOMJIEH CO CBeJleHUSIMHA HacCTosiiei
[MTo/MMTUKY, TIPUHSATBIX TIpoLieAyp paboTsl ¢ anemeHTamu MCIT/Ju u C3I1H.

CotpysHuku  Komuccuy,  UCHosib3yrolljie  TeXHUYeCKUue  CpefCTBa
ayTeHTUGUKALMK, [O/DKHBI 0o0ecreurBaTb COXPAHHOCTh HeHTU(UKATOPOB
(2/1eKTPOHHBIX Kitouer) u He gonyckaTb HC/] K HUM, a Tak >ke BO3MOYKHOCTb UX
yTepu WIM  WUCIOJb30BaHWA TpeTbMMU JmuamMd. [losib3oBarend  HecyT
MepPCOHAJ/IbHYIO0 OTBETCTBEHHOCTD 38 COXPaHHOCThb UEHTU(PHUKATOPOB.

CotpysHuku Komuccuu [0/DKHBI C/1el0BaTh YCTaHOB/IEHHBIM IpOLie/ypam
nojep)kaHusi pexkuma Oe3ormacHoctd [I/JH mpu BbibOpe UM HCII0/Ib30BAaHUU
rapoJiel (ec/id He UCMOJIb3YHTCS TEXHUUeCKUe CpeJCTBa ayTeHTU(DUKALIUN).

CotpyaHuku Komuccun [o/DKHBI 00ecrieurBaTh HajjleKalllyro 3alluTy
obopyzioBaHusi, OCTaB/sieMoro 6e3 MpUCMOTpa, OCOOEHHO B TeX C/Iydasix, KOrja B
TOMell[eHe UMEIOT JOCTYIT IOCTOPOHHME JinLa. Bce mosib3oBaTem JO/KHbBI 3HATh
TpeboBaHus 10 Oe3omacHocTy [I/ITH ¥ mpoleAyphl 3alUThl 000PYJ0BaHUA,
OCTaBJIEHHOTO 0e3 IMPHUCMOTPA, a TakKyKe CBOM 003aHHOCTH 10 00eCITieueHn0 TaKou
3aLLUThI.

CoTpysHUKaM 3arpeljaeTcs yCTaHaB/IUBaThb IIOCTOPOHHee IIpPOrpamMMHOe
obecrieueHre, TIOAK/IIOUATh JMUHble MOOWIBHBIE YCTPOMCTBA W HOCUTE/H
nMH(pOopMal1K, a TaK >Ke 3alMChIBaTh HAa HUX 3alllilllaeMyt0 HH(OpMaLHIO.

CoTpyjHYKaMm 3arpelaeTcsd pasr/jamarh 3alliyilaeMyr0 HH(OpMaLuio,
KOTOpasi CTajla UM W3BeCTHa Ipu paboTe ¢ WHPOPMALMOHHBIMU CHUCTEMAMU
Komuccuu, TpeTbum miam.

ITpu pabote c I1du B UCII[Ju coTpyaauku Komuccuun 0b6si3aHb1 06eCrieunThb
OTCYTCTBUE BO3MOXKHOCTHU ipocMoTpa [1/IH TpeTbuMu jivijamMu ¢ MOHUTOPOB APM
W/IU TePMUHAJIOB.

[Tpu 3aBepinienny pabotsl ¢ MUCIT/JH cOTpyJHUKY 00si3aHbI 3al[UTUTh APM
WM TePMHUHAJIBbI C TIOMOIIbI0 OJIOKMPOBKU K/TFOUOM WJTM SKBUBAJIEHTHOTO CPe/JCTBA
KOHTPOJIs, HarpuMep, AOCTYTIOM II0 Tapojiio, eCM He MCMOo/b3ylTcsi Gonee
CU/IbHBIe Cpe/iCTBa 3allUThI.

Cotpyanuku Komuccuy [0/DKHBI OBITH TTPOMHGOPMUPOBAHBI 00 yrpo3ax
HapylieHus: pexxrMa 6e3ormacHoctd [1/JH ¥ OTBETCTBEHHOCTH 3a €Tr0 HapylleHHe.
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OHM [O/DKHBI OBITH O3HAKOMJIEHBI C YTBep)KAEeHHOUM (opMa/bHOM MpoIieypoiu
HaIOXKeHUs! AUCLIUIIMHAPHBIX B3bICKAHWM Ha COTPYAHUKOB, KOTOpble HapyILIW/IU
TIPUHSTBIE TIOJIMTUKY Y TIpoLieAyphl 6e3omacHocty [1/IH.

CoTpyaHuKH 00s13aHBI 6e3 mpome/ieHHst coob1aTh 000 Bcex HaOMH0aeMbIX
WA TIOJ03pUTeNbHBIX ciydasx pabotel VCII[IH, Moryiumx moB/jeub 3a coOoi
yrpo3bl  Ge3omacHoctd II/IH, a Takke O BBIBJIEHHBIX UMM COOBITHSIX,
3aTparvBawoiyx Oe3omacHocTh [1/IH, PYKOBOACTBY TMOApa3feneHUss U JULLY,
OTBeualoll[eMy 3a HeMe/lJIeHHOe pearvpoBaHue Ha yrpo3bl 6e3omnacHoctu [1/1H.

JTo/IKHOCTHBIE 00513aHHOCTH noJib3oBaTeer UCITIH

HNomwkHocTHBIe  00si3aHHOCTH  Tonb3oBatenert  VICII[IH  ormvcaHbl B
CeyIUX JOKYMeHTax:

Nuctpykuums agmuauctparopa UCITIH;

WHcTpykius agmuaKcTpaTtopa 6e3omacHocty UCTI/IH;

Nuctpykuus rnosib3osatesis UCITIH;

VHCTpyKLMS TI0/1b30BaTe sl IPY BO3HUKHOBEHWM BHEILUTATHBIX CUTYalUK;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cooTtBeTcTBUM CO cTaThert 24 ®depepanbHOrO0 3akKOHa Poccuiickoun
®epepauyu oT 27 utosst 2006 1. Ne 152-D3 «O 1iepCoOHa/IbHBIX JAAaHHBIX» JIULIA,
BUHOBHBbIE B HapyllleHHHd TpeboBaHWi AaHHOTO PefepasbHOro 3aKOHA, HECYT
IPaK/IAHCKYIO, YTrOJOBHYI, aJMUHUCTPAaTUBHYIO, [UCLIMIVIMHADHYID W WHYHO
NpelyCMOTPEHHYO 3aKOHOZATeTbCTBOM Poccurickon depnepanuun
OTBETCTBEHHOCT.

[encTtByroijee 3akoHOZAaTe/NbCTBO Poccurickor Pefepauyu T103BOJSIET
TIpeIbABIATE TpeboBaHUS 10 0becIieueHHIO Oe30macHO pabOThI C 3alUIlaeMOoi
vHpopMaluei W TpeJyCMaTpyMBaeT  OTBETCTBEHHOCTh 3a  HapylleHue
YCTAHOBJ/IEHHBIX MPaBWJ/I 3KCIlyaTalmu OBM U cucTem, HelpaBOMepHbIN IOCTYIT
K WHGOpMalLlY, eC/Ti 3TH JIeHCTBUS TIPUBE/IM K YHUUTOXKEHHI0, 0JI0KMPOBaHUIO,
MoavduKary WHbOpMaIid WM HapylleHHio pabotsli DBM wmu certeii (cTaTbu
272,273 v 274 YronoBHOro kKogekca Poccuiickout desepanyn).

Apvunanctpatop MWCII[IH wu  agMuHMCTpaTOp 0€30TMacHOCTH  HECyT
OTBETCTBEHHOCTh 3a BCe JeMCTBUSI, COBEPLLIEHHbIE OT UMEHU UX yUeTHBIX 3arucen
WM  CUCTEMHBIX  y4YeTHbIX  3amuced, ecIM  He  JOKa3aH  (akT
HeCaHKIMOHUPOBAHHOT'O UCIO/Ib30BaHUS yUeTHBIX 3allMCeH.

[Ipyu HapyureHusx corpysHukamu Komuccuu — mnosib3oBatensamMu MCITIH
MpaBWI, CBsi3aHHBIX C Oe3omacHocTeio [I/IH, OHM HeCyT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYIO JeUCTBYIOLLIMM 3aKOHO1aTe/IbCTBOM Poccurickor ®efeparuu.

7. CIIMCOK HCII0/1b30BaHHBIX HCTOUHHUKOB

OCHOBHBIMU HOPMATHUBHO-TIPDABOBBIMH Y METOAMUYECKHMMHU JOKYMEHTAMH, Hd
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KOTOPbIX Oa3upyeTcsi HacTosias [TonuTuKa, sBASIOTCS:

®epepanbHbli 3akoH oT 27.07.2006 1. Ne 152-®3 «O mnepcoHanbHBIX
JAaHHBIX», YCTAHAB/IMBAIOL[MI OCHOBHbIE TIPUHLUIIBI U ycaoBUs obpabotku T1/1H,
npaBa, 00S13aHHOCTHA ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOILLEHMM, CBSI3aHHBIX C
obpaboTkoii [1/1H.

TpeboBaHMs K 3all[UTe I1€PCOHANBHBIX [JaHHBIX TIPU KX 00paboTKe B
MHGOPMAL[MOHHBIX ~ CUCTeMax  TepCOHalbHBIX  JIaHHBIX,  YTBep’K/eHHbIe
noctaHoB/ieHveM [IpaBuTenbcTtBa Poccuiickoni @epepaiiud ot 01.11.2012 r. Ne
1119.

[TonoxkeHnre 06 o0cobeHHOCTsX 00pabOTKM TiepCOHANMBbHBIX —JIaHHBIX,
OCyllecTB/isieMOl 0e3 HWCMO/b30BaHMSI CPeJCTB aBTOMAaTHU3allud, yTBEpXKJeHHOe
noctaHoB/ieHreM [IpaBuTenbctBa Poccuiickoii @epepaiiuyd ot 15.09.2008 r. Ne
687.

HopmatvBHO-MeToguuecKrue [OKyMeHThl DefepanbHOM  CIyKObI  TI0
TeXHUYECKOMY U SKCIePTHOMY KOHTpoJit0 Poccuiickonn Pepepanuu (manee —
®CTDOK Poccun) mo obecrieuenuto OesomacHoctu II/IH mpu mx oOpaboTke B
NCIIOH:

Ba3oBass mojieslb yrpo3 0e30MacHOCTU TIePCOHA/IBHBIX [JJaHHBIX TIPU WX
o6paboTke B MHGOPMAIIMOHHBIX CUCTeMax TMepCOHA/bHBIX JJaHHBIX, YTBEeP)KIeHHast
3amecturesieM gupekropa @CTOK Poccun 15.02.2008 r.

MeToauuecKMii  AOKYMEHT. MeTo/MKa OILeHKH yIrpo3 0Oe30macHOCTH
nHdopmaiuy, yreepxxaeHHbii PCTIK Poccun 05.02.2021 1.

[Mpukaz P®CTIK Poccuu ot 11.02.2013 Ne 17 «O06 yTBepKaeHUU
TpeboBaHwMii 0 3amUTe MHOOPMALIUN, HE COCTABJISIOIINX TOCY/JapCTBEHHYIO TalHYy,
CO/leprKalllMXCsl B TOCYIapCTBEHHbIX UH()OPMALIMOHHBIX CUCTEMax».

[Mpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 ytBepkaeHun CocTtaBa
W Cofiep)KaHWsl OpraHM3al[MOHHbIX W TeXHWYeCKMX Mep TI0 o0becrieueHUIO
0e30MacHOCTH TIePCOHABLHBIX JAHHBIX TP MX 00paboTKe B WMHGMOPMAIJMOHHBIX
CHCTeMax MepCOHA/IbHBIX JAHHBIX».

[Tpuka3z PenepanbHOM CmyX0bl 6e3omacHocTH Poccuiickoii @egepayiv ot
10.07.2014 Ne 378 «O6 yrBepkaeHur CocTaBa ¥ CO/epKaHHUsI OPraHU3alMOHHBIX
M TeXHUYeCKHX Mep 10 obecrieueHHI0 6e301MaCHOCTH MePCOHAMBHBIX JJaHHBIX MPU
ux o6pabotke B WHGOPMALMOHHBIX CHUCTEMax TIePCOHA/IbHBIX [JaHHBIX C
WCIO/Ib30BaHWEM  CpeJICTB  Kpurrorpaduueckoid  3al[uThl  WH(OpMaluH,
HeoOXOAUMBIX [Jisi BBIMTOJIHEHHsI yCTaHOB/IeHHBIX [IpaBuTenbcTBoM Poccutickoit
depepaiuu TpebOBaHMM K 3all[UTe TEPCOHATBHBIX [JaHHBIX [JISI KaK[Oro U3
YPOBHEM 3allUILIEHHOCTHY.

MeTtoauueckre peKOMeHZALMU MO0 pa3paboTKe HOPMAaTHMBHBIX TMPaBOBBIX
aKTOB, OTpEeJeJISIONINX  yrpo3bl  0e30MacHOCTM  MEePCOHA/IBHBIX  JJAHHBIX,
aKTya/lbHble TIpU 00pabOTKe TMepCcoHaNbHBIX [daHHBIX B WHGMOOPMAaIJMOHHBIX
CHUCTeMaxX [epCOHA/bHBIX [AHHBIX, SKCIJTyaTUPyeMbIX TIPU OCYIleCTBJIeHUN
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COOTBETCTBYIOLLIMX BUJIOB [leITe/IbHOCTH, YTBEP)KEeHHbIe DYKOBOCTBOM 8 LleHTpa
@®Cb Poccuu 31.03.2015 Ne 149/7/2/6-432.



