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[TOJINTUKA
uHGOPMAITMOHHON O€30MTaCHOCTH
pu paboTe ¢ MepCOHaIbHBIMU JAHHBIMU
B KambIlIIOBCKOHM paiilOHHOM TEPPUTOPUATIEHON N30MpaTEeIbHON KOMUCCUN

OITPEAEJIEHUA

B HacrosimieM IOKyMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
ONpEICIICHHUS.

ABTOMATH3HpOBaHHasl cHCTeMa - CHCTEMa, COCTOsSIIAs M3 IEepcoHajia u
KOMILIEKCa CPEJICTB aBTOMATHU3allUU €0 JIEATeIIbHOCTH, peain3ytomias nHhopma-
[IUOHHYIO TE€XHOJIOTUIO BHITIOJTHEHUSI YCTAHOBJICHHBIX (DYHKITUH.

AyTeHTHQUKANUS OTIPABUTEIS] [JaHHBIX - I[IOATBEPKICHHE TOTO, YTO
OTHPABUTENH MOJTYUYEHHBIX JAHHBIX COOTBETCTBYET 3asBICHHOMY.

Be30omacHOCTh MEPCOHAJIBHBIX [JaHHBIX - COCTOSHHE 3allUIIEHHOCTH
MEePCOHATBHBIX JIAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTHIO IOJIb30BaTENEH,
TEXHUYECKUX  CPEACTB U  WH(POPMAIMOHHBIX  TEXHOJIOTUH  00ecreyuTh
KOH(HUICHIIUATTBHOCTbD, IIEJIOCTHOCTh U JOCTYITHOCTh MEPCOHAIBHBIX JAHHBIX MPH
ux 00paboTke B UHPOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX JTAHHBIX.

Buomerpuyeckne mepcoHadbHbIe JaHHbIe -  CBEICHUS, KOTOpbIC
XapakTepu3yrT (PU3NOJOTHUECKHE OCOOCHHOCTH YeJIOBEKa M HA OCHOBE KOTOPBIX
MOXHO YCTAaHOBUTH €r0 JMYHOCTh, BKJItOUas (ororpaduu, OTIEUATKH MAJIbIICB,
oOpa3 ceTuaTKu Tjia3a, OCOOCHHOCTH CTPOCHMsI Tejla W JPYrylo MOJ00HYIO
uHbOpMaITHIO.

biaoxkupoBanue mNepcOHAJbHBLIX [JaHHBIX - BPEMEHHOE IIPEKpalleHUe
00pabOTKM MEPCOHATBHBIX JaHHBIX (32 UCKIIOYEHHEM CIIy4daeB, eciii 00padoTka
HE0OX0IMMa JJIsi yTOUHEHUS TIePCOHABHBIX JIAaHHBIX ).

Bupyc (KOMObIOTEpPHBIH, MPOrPaMMHBI) - WCIOJHIEMbIA NPOTPAMMHBIN
KOJI WM WHTEPIPETUPYEMbId HAOOP MHCTPYKIHM, 00JIaTaroNiii CBONCTBAMH HE-
CaHKI[MOHUPOBAHHOI'O PACIpPOCTpPaHEHUs MU camoBocnpousBeneHus. Co3maHHbIE
TyOMUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCET/Ia COBIMAJAIOT C OPUTHHAIIOM, HO CO-
XPaHSIOT CIOCOOHOCTh K JAJIbHEHUINIEMY PacTPOCTPAHEHHUIO M CAMOBOCIIPOU3BEIC-
HUIO.

BpenonocHass mporpamma - mporpamma, NnpeaHa3HayeHHas JJisi OCYIEeCTB-



JIEHUS HECAHKIMOHUPOBAHHOIO JIOCTYyNa U (MJIM) BO3IAECHCTBUS HA NEPCOHAIBHBIE
JaHHBIE WK PECYPChl HHPOPMAITHOHHON CHCTEMBI NTEPCOHANTBHBIX JTaHHBIX.

BcnomorarteibHble TEXHHYECKHE CPEICTBA M CHCTeMBI - TEXHHYECKHE
CpEeJIICTBAa U CUCTEMBbI, HE MpeTHA3HAUYCHHbIE JJIA Nepeadyn, 00pabOoTKU U XpaHEHUS
MEPCOHAIBHBIX JTaHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHUYECKUMHU
CpeICTBAaMH M CHUCTEeMaMH, NMpeIHA3HAYCHHBIMU 71 00pabOTKH IMepCOHATbHBIX
JAHHBIX WM B TIOMEIICHUSX, B KOTOPBHIX YCTAaHOBJICHBI HWH(GOPMAIIMOHHbBIE
CUCTEMBI MIEPCOHAIBHBIX TAHHBIX.

JocTyn B onmepanMoHHYIO cpeay KOMIbIoTepa (MH(POPMANMOHHOM CHCTEMBI
NepCOHANbHBIX JAAaHHBIX) - MOJYyYEHHE BO3MOXHOCTH 3aIlyCKa Ha BBINOJIHEHHUE
IITATHBIX KOMaHJI, PYHKUIHM, TPOLEAYp ONEPallMOHHON CUCTEMBbI (YHHUYTOXKEHHUS,
KOIMPOBAHUS, TNEPEeMEIICHUsT U T.I.), HCIOJHSIEMBIX (HalIoB MPUKIAJIHBIX
IPOTPaMM.

Joctyn Kk wmHpopMamumm - BO3MOXHOCTb IOJY4YEHUs WH(GOpPMALMU U €€
UCITOJIb30BAHUSI.

3aki1a04HOe YCTPOWCTBO - DBJIEMEHT CpeAcTBa CbheMa HMHPOpPMALUH,
CKPBITHO BHEAPSEMbINA (3aKJIAbIBAEMBIM WM BHOCHMBIN) B MECTa BO3MOXKHOTO
cbeMa nHpopmanuu (B TOM YHUCIE B OrpaXkJe€HUE, KOHCTPYKIUIO, 000pYyI0BaHUE,
IIpeIMEThl UHTEPhEpa, TPAHCIIOPTHBIE CPEJICTBA, a TAKKE B TEXHUUYECKHE CPEACTBA
U CUCTEeMBbI 00pabOTKH MHMOPMALIHH).

Bammmaemas uHpopmanus - HUHPOpPMAIUA, SBISIOMIAACS MPEAMETOM
COOCTBEHHOCTH W MOMAJEXKAIas 3allUTe B COOTBETCTBUU C TpeOOBaHUIMHU
MPABOBBIX JJOKYMEHTOB WJIM TPeOOBAaHUAMHM, YCTAHABIMBAEMBIMU COOCTBEHHUKOM
uH(popManuu.

Hnentudukanus - TPUCBOCHUE CYObEKTaM U O0BEKTaM JIOCTyma
unaeHTUGuUKaTopa W (WIU) CpaBHEHUE TMPEIBSIBISAEMOro HICHTU(PHUKATOpA C
MepPeYHEM MPUCBOCHHBIX UIEHTU(UKATOPOB.

NudopmaTuBHBI CHTHAJT - DJIIEKTPUYECKUE CUTHAJIBI, aKyCTUYECKUE,
AJIIEKTPOMATrHUTHBIE U Ipyrue GU3HUecKUe MoJis, Mo rnapaMerpaM KOTOPBIX MOXKET
ObITh pacKpbiTa KOH(UACHLMAIbHAs WHGOpMaIs (IIEPCOHANILHBIE JaHHBIC)
oOpabartpiBaemasi B ”HGOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX JaHHBIX.

NHpopmannoHHbIe TEXHOJIOTHMH - TIPOIIECCHI, METONbI TOHWCKa, cOopa,
XpaHeHus, O0O0pabOTKH, NPENOCTaBICHUS, PACIPOCTPaHEHHUS HMHPOPMALMK U
CHOCOOBI OCYIIIECTBIICHUS TAKUX MPOLIECCOB U METOOB.

Nudopmanmonnas cucrema mnepcoHanbHbIx gaHHbix (UCIn) -
COBOKYMHOCTb COZEpKalmxcsi B 0a3ax JaHHBIX NEPCOHAIbHBIX JaHHBIX U
oOecreynBaIMX X 00paboTKy MHPOPMALIMOHHBIX TEXHOJOTHM M TEXHUYECKHX
CPEACTB.

Hcnosib30BaHue NEPCOHAJIBbHBIX JaHHBIX - JIeMicTBUS (omepanuu) ¢
MEPCOHATBHBIMU JIaHHBIMHM, COBEPIIAEMBIE OIEPATOPOM B MLEJSIX HPUHSATHUS
pPELIEHU WA COBEPIICHUS WHBIX JEWCTBUM, NOPOXKIAIOIINX FOPHUINYECKUE



MOCJICJICTBUASI B OTHOIICHUH CYOBEKTa MEPCOHANBHBIX JAHHBIX WU JIPYTUX JIHII
7100 MHBIM 00pa30M 3aTparnBarONIUX MpaBa U CBOOOMBI CYOBEKTa MEPCOHATHHBIX
JAHHBIX WM IPYTUX JIAII.

Hcrounuk yrpo3pl GezomacHocTH wuHpopMamuum - CYOBEKT JOCTYIIA,
MaTepUaNbHBIA OOBEKT WIM (PU3NYECKOE SBICHUE, SBISAIOIMIMECS MNPUUYUHOM
BO3HUKHOBEHUS YTPO3bI 0€30MacHOCTH HHPOPMAIUH.

KouTtposupyemasi 30Ha - IPOCTPAHCTBO (TEPPUTOPHUSI, 31aHUE, YACTh 3/1aHUS,
MOMEIICHHE), B KOTOPOM HCKJIIOYEHO HEKOHTPOJIHMPYEMOe MpeObIBaHHE
MOCTOPOHHUX JIMII, & TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MaTEPHUAIbHbIX
CPEICTB.

KonguaeHIuaabHOCTh MEPCOHANBHBIX JaHHBIX - 00s3aTeabHOE IS
COOJIIOICHUS OMEpPaTOPOM WIIM WHBIM MOJYYUBIIUM JIOCTYI K TEPCOHAIBHBIM
JaHHBIM JIMIOM TpeOoBaHME HE JOIYyCKaThb HX paclpocTpaHEHHe Oe3 corjacus
CyOBEKTa MePCOHANBHBIX TAHHBIX WM HAJTUYUSI HHOTO 3aKOHHOTO OCHOBAHMSI.

Me:kceTeBoii  3KpaH -  JIOKaJbHOE€  (OJHOKOMIIOHEHTHOE)  HJIU
(GyHKIIMOHATBHO-pACTIpEIeIEHHOEe  MporpaMmMHoe  (IIPOrpaMMHO-ANIapaTHOR)
CPEACTBO (KOMILIEKC), peaau3yroliee KOHTPOJIb 3a MHpopMaIuei, mocTynaroiien B
WHOOPMAITMOHHYIO CUCTEMY IIE€PCOHAJIBHBIX JAHHBIX WM (WJIM) BBIXOJAIIEH U3
UH(OPMAITMOHHOW CUCTEMBI.

Hapymurenb 0€30MaCHOCTH MEPCOHAIbHBIX AAHHBIX - (DU3UYECKOE JIUIIO,
CIly4ailHO WM TIPEAHAMEPEHHO COBEpIIAIOIIEe ACHCTBHS, CIEACTBHEM KOTOPBIX
ABJIIETCS] HapyIIeHHe O€30MacHOCTU MEPCOHABHBIX JAHHBIX MPU UX 00pabOTKe
TEXHUYECKUMU CpEACTBAaMU B HMHGOPMAIIMOHHBIX CHCTEMaxX IEePCOHATBHBIX
JTAHHBIX.

HeaBTromMaTH3npoBaHHast 00patoTKa MePCOHAJBHBIX JAaHHBIX - 00paboTKa
NEPCOHANBHBIX  JAHHBIX, COAEpXAaIUXCsi B  WHOOPMALMOHHOW  CHCTEME
MEPCOHANBHBIX JAHHBIX JUOO W3BICYEHHBIX M3 TAKOW CHUCTEMBI, CUHTACTCS
OCYILIECTBICHHON oe3 UCIOJIb30BaHUs CpEICTB aBTOMaTHU3alUU
(HEaBTOMATH3UPOBAHHOM ), €CITM TaKue JEHCTBUS C MEPCOHATBLHBIMUA JaHHBIMU, KaK
UCTIONb30BaHUE, YTOYHEHHWE, DPACIPOCTPAaHEHHE, YHHUYTOXKEHHE MEpPCOHATBHBIX
JaHHBIX B OTHOIICHWM Ka)XJOTO0 W3 CYOBEKTOB TEPCOHAIBHBIX JIaHHBIX,
OCYILIECTBIISIOTCS IPU HEMOCPEACTBEHHOM YYaCTHH YEJIOBEKA.

HenexjiapupoBaHHble BO3MOMKHOCTH - (DYHKIIMOHAJIbHBIE BO3MOXXHOCTH
CPEICTB BBIYUCIUTEIHHONW TEXHWKH, HE OMHCAHHBIE WIH HE COOTBETCTBYIOIIHE
ONMCAaHHBIM B JIOKYMEHTAIlMHM, TIPH WCIOJH30BAHUH KOTOPBIX BO3MOKHO
HapylleHHe  KOHQUACHLUUAIBHOCTH,  JOCTYMHOCTH MM LEJTOCTHOCTH
oOpabaTeiBaeMOi HHGOpPMAIIUH.

HecaHKIMOHUPOBAHHBIN J0CTYNl (HECAHKIIMOHUPOBAHHbIE JefiCTBUA) -
JOCTYINl K MHGOpMALMK WM JEHCTBUA ¢ MH(OpMalMel, Hapyllarollde MpaBuia
pasrpaHu4eHus AOCTyNa C UCIOJIb30BAHUEM IITATHBIX CPEACTB, MPEIOCTABISIEMBIX
WH()OPMAITMOHHBIMUA CHCTEMaMH TTEPCOHABHBIX TAHHBIX.



Hocureap undpopmanuu - GU3NIECKOE JTUIO WM MATEPHAIbHBIN OOBEKT, B
TOM YHCIIe (PU3UIECKOE MOJIe, B KOTOPOM MHGOpPMAIIHS HAXOIUT CBOE OTPAKCHHE B
BUJIC CHMBOJIOB, OOpa30B, CUTHAJIOB, TEXHUYCCKUX PEIICHHA W MPOIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (HU3HMUECKUX BEJIUYUH.

OGe3TnunBaHue MEPCOHAIBHBIX TaHHBIX - JICHCTBUS, B PE3yJIbTaTe KOTOPBIX
CTAaHOBHUTCS HEBO3MOXHBIM 0€3 HCIOJIb30BAHMS JOMOJHUTEIHLHON HHGOpMAIHH
OTIPEJICTUTh TPUHAMICKHOCTh MEPCOHATBHBIX JTaHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHANIbHBIX JJAHHBIX.

O06paboTKka NMepCOHATBHBIX JAHHBIX - JI000€ JCHCTBHE (omeparus) HWiIu
COBOKYITHOCTb JIEUCTBHI (Omeparuii), COBEpIIaeMbIX C UCIOIb30BAHUEM CPEJICTB
aBTOMATU3allMM WM 0€3 HWCIOJb30BaHMS TAaKWX CPEICTB C TEPCOHATBHBIMH
JTAHHBIMH, BKItOYas cOOp, 3amucCh, CHCTEMATH3AIMIO, HAKOIUICHUE, XpaHEHWE,
yTouHeHue (OOHOBJICHHME, MU3MEHEHHE), M3BICYCHHUE, HCIIOJIb30BaHUE, Iepeaady
(pacripocTpaHeHue, MPEJOCTABICHHUE, JOCTYI), O0e3IWYuBaHUEe, OJOKHPOBAHUE,
yIaJleHue, YHUYTOKCHUE TIEPCOHATBHBIX JaHHBIX.

OO6uIeI0CTyIHbIE MEPCOHATBHbIE JaHHbIE - TICPCOHATBHBIC JTaHHBIC, JOCTYII
HEOTPAHWYCHHOTO Kpyra JIMIl K KOTOPBIM TPEIOCTaBIICH C COTJIACHsA CYOBEKTa
MEPCOHANBHBIX JIAHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUH C (penepaibHbIMU
3aKOHAMHM HE paclpocTpaHseTcs TpeboBaHUEe COOMOACHUS KOH(MUICHIINATBHOCTH.

Omneparop (mepcoHAJBHBIX JaHHBIX) - TOCYJApCTBECHHBIM  OpraH,
MYHHUITUTIATBHBIA OpraH, IOPUANYECKOS WM (PU3NYECKOE JIMIO0, CaMOCTOSTEIHLHO
WM COBMECTHO C JPYTUMH JIMIIAMH OPTaHU3YyIONIUe U (WIH) OCYIIECTBIISIONINE
00paboTKy TEepCOHATBHBIX JAHHBIX, a TaKXKE OINPEICIAIONINE eI 00pabOTKH
MEPCOHANIBHBIX JIAHHBIX, COCTaB MEPCOHAIBHBIX JAHHBIX, MOJJISKAINUX 00paboTKe,
JeicTBUA (ONepaliK), COBEPILIAEMbIE C TIEPCOHATBHBIMU JIaHHBIMHU.

Texunueckue cpeacrsa HHGOPMAUMOHHON CHCTEMBbI MEPCOHAIBbHBIX JAHHBIX
- CpeACTBAa BBIUUCITUTEIBHOM TEXHUKH, WH(GOPMAIIMOHHO-BBIYUCIUTEIbHBIC
KOMITJIEKCHI M CETH, CPEJICTBA M CHCTEMBI Tepenayu, npuemMa u oopadotku I1/IH
(cpencTBa M CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHWJICHHS, 3BYKOBOCIIPOW3BEICHHSI,
NIEPETOBOPHBIC W TEJIECBU3WOHHBIC YCTPOWCTBA, CPEIACTBA  HM3TOTOBJICHMS,
TUPOXUPOBAHUS JOKYMEHTOB M JpPYyrHe TEXHHYECKHE CpeacTBa 00pabOTKu
pedeBoil, Tpaduyueckoir, BuUIEO- U  OyKBEHHOIM(DPOBON  HMHPpOpPMAILIUN),
IIpOrpaMMHBIC CpeACTBa (OMEepalMOHHBIC CUCTEMbI, CHCTEMBI YIIpaBIICHUs Oa3aMu
JAaHHBIX W T.I.), CPEACTBA 3alUThl WHGOPMAIMH, TNPUMCHICMbIC B
UH()OPMAITMOHHBIX CUCTEMAX.

Iepexsar (uHpopMamuu) - HEMPABOMEPHOE IMOJIydeHHWE HWHOOpMAIu ¢
WCITOJIb30BAHUEM TEXHHUYECKOTO CPEICTBa, OCYIIECTBISIONIETO OOHApyXEHUE,
npueM U 06paboTKy UH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble qaHHbIe - JTI00as WHOpPMAIUs, OTHOCAILIAACS K MPSIMO HIIU
KOCBEHHO OIPEACIICHHOMY WJIM OmpeneisieMoMy (hU3udecKomMy JHIY (CYOBEKTYy
MIEPCOHAITLHBIX JAHHBIX);



IloGo4HbIE  JJIEKTPOMATHUTHbIC  H3Jy4eHHMS] W  HABOAKH -
AJIEKTPOMArHUTHBIE M3IYYCHHs] TEXHHUUECKHUX CPEACTB 0OpabOTKU 3alUIlaeMOi
uHbOpMaIlMK, BO3HHUKAIONIME KaKk MMOOOYHOE SIBICHWE ©  BHI3BAHHBIC
AIEKTPUUECKUMU CUTHAJaMU, IEUCTBYIOIIMMHU B UX AJIEKTPUUECKUX U MarHUTHBIX
HEISX, & TAKKE IJIEKTPOMATHUTHBIE HABOJKHU 3TUX CUTHAJIOB HA TOKOIPOBOISIINE
JIMHUU, KOHCTPYKIIUU U LEMH MUTaHUSI.

IoaMTHKA «YUCTOrO CTOJIa» - KOMIUIEKC OPraHU3allMOHHBIX MEPOINPUATHH,
KOHTPOJUPYIOIIUX OTCYTCTBHE 3aMKCHIBAHUS HAa OyMa)kKHbIe HOCUTEIU KIIIOUEH U
aTpuOyTOB JlocTyna (TapoJsiei) U XpaHeHUs UX BOJIM3U 00BEKTOB JOCTYIIA.

Hoab30Baresb MHGOPMALUOHHONH CHCTEMbI MEPCOHAJNBHBIX JAHHBIX -
JUI0, YYacTByIOIIee B (PYHKIHMOHHUPOBAHWMU HWH(GOPMALIUOHHOW CHUCTEMBbI
NEPCOHANIBHBIX JAHHBIX WM UCHOJB3YIOLIEE PE3YIbTATHI €€ ()YyHKIIMOHUPOBAHUS.

IlpaBuiaa  pasrpaHuyYeHdsi  Jocryma -  COBOKYIHOCTh  TMPaBHII,
periaMeHTUPYIONIUX MpaBa JOCTYIa CyObEKTOB IOCTYyIMAa K OOBEKTaM JIOCTYIIA.

IIporpaMmmHas 3akiaaka - KOJ IPOrpaMMbl, IPEAHAMEPEHHO BHECEHHBIN B
IpOrpamMmy C LEJIbI0 OCYHIECTBUTh YTE€UKY, U3MEHUTh, OJOKUPOBATh, YHUUTOXHUTh
MH(OPMAIMIO WIH YHHUYTOXHUTh U MOJU(DUIHMPOBATH MPOrPAMMHOE OOECIIeUeHHUE
WH()OPMAITMOHHONW CHCTEMbI MEPCOHATBHBIX JAHHBIX U (MJIM) OJIOKMpPOBATH armma-
paTHBIE CPEACTBA.

IIporpamMHoe  (IpOorpaMMHO-MaTeMaTH4YeCKOe)  BO3JAeHCTBHE -
HECAaHKIIMOHUPOBAHHOE  BO3JIEMCTBUE HAa  PECYpChl  aBTOMATHU3WPOBAHHOM
MH(GOPMALIMOHHON CHCTEMBI, OCYIIECTBIIIEMOE C UCIOJIb30BAHUEM BPEIOHOCHBIX
POTrPaMM.

PackpbiTHe NEePCOHATBHBIX JAHHBIX - YMBIIUIEHHOE WIH ClIy4ailHOe
HapyleHue KOH(UIEHINATbHOCTH NEPCOHANIBHBIX JaHHBIX.

PacnipocTpaHeHHe NMePCOHAIBHBIX JAHHBIX - JCHCTBUSA, HANPABICHHBIE HA
PACKpbITHE NMEPCOHATILHBIX TAHHBIX HEOMPEACIEHHOMY KPYTY JIMII.

Pecypc mHdopmanuoHHOH cucTeMbl - UMEHOBAHHBINM 3JIEMEHT CUCTEMHOTO,
MIPUKJIATHOTO W arapaTHOro oOecrieyeHus (GyHKIMOHUPOBAHUS
MH(OPMAITMOHHOW CUCTEMBI.

Cneunaﬂbnme KaTeropum nmepCoHaAJIbLHLIX JaHHBIX - HCpCOHaHBHBIC JaHHBIC,
Kacarollluecsi pacoBOM, HAUMOHAJBHOW  MPUHAIJICKHOCTH, MOJUTUYECKUX
B3TJISI/IOB, PEITUTHO3HBIX WM (PrIocOPCKUx yOeKIeHUI, COCTOSHUS 3/I0POBbS U
WHTUMHOM JKM3HU CYOBEKTa MEPCOHAIBHBIX JaHHBIX.

Cpeacrsa BbIYMCIUTEIBHON TEXHUKH - COBOKYITHOCTbH IPOTPAMMHBIX U TEX-
HUYECKHX HJIEMEHTOB CUCTEM OOpaOOTKH JaHHBIX, CHOCOOHBIX (HYHKIIMOHUPOBATH
CaMOCTOATEJIBHO WJIA B COCTaBE APYIUX CUCTEM.

Cy0bekT moctyma (cy0beKT) - JIMIO WM MOPOLECC, TECUCTBHUS KOTOPOIO
periaMeHTUPYIOTCS MTpaBUjIaMu pa3rpaHUyYEHus JOCTya.

TexHnyeckMH KaHAJ YTeYKH MH(OpMAIHMU - COBOKYIHOCTH HOCHUTEIS WH-
dopmaruu (cpeacrTBa 00paboOTKH), (PU3MUECKON Cpeabl pacIpOCTpaHEHHUST HH(OP-



MATUBHOTO CHTHala M CPEACTB, KOTOPbIMH JOOBIBAE€TCSA  3alluIiaemas
uHpopMaIus.

Tpancrpanuynasi mnepeAadya NePCOHANBHBIX JAaHHBIX -  [lepeaada
MEPCOHAIBHBIX JAHHBIX OMNEPATOpoM Yepe3 [ oCymapCTBEHHYIO TpaHUIly
Poccuiickonn ~ ®enepaumu  OpraHy  BJIAaCTH  MHOCTPAHHOTO  TOCYIapCTBa,
buznYeCKOMY WM IOPUIUYECKOMY JIUILy HHOCTPAHHOTO FOCYAapCTBa.

Yrpo3sl 6e30MacHOCTH MEePCOHANBHBIX JaHHBIX - COBOKYITHOCTh YCJIOBUH H
(GbakTopoB, CO3MAIONIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIE
CIIy4allHOTO, JOCTyNa K NEPCOHAIBHBIM JTaHHBIM, PE3YyJbTATOM KOTOPOTO MOXKET
CTaTh YHUUTOXXKEHUE, U3MEHEHUE, OJIOKMPOBAaHUE, KOIMPOBAHUE, PACTIPOCTPAHEHHE
NIEPCOHANIBHBIX JAHHBIX, a TAKXKE MHBIX HECAHKIIMOHUPOBAHHBIX JACHCTBUU MpPU UX
00paboTke B MH(HOPMAITMOHHON CUCTEME TIEPCOHAIBHBIX JAHHBIX.

YHUUTOKEHHE NMEePCOHAIbHBIX TAHHBIX - JICHCTBUS, B PE3YJITATE KOTOPBIX
CTAHOBHUTCSI HEBO3MOKHBIM BOCCTAHOBUTH COZCPKAHUE IEPCOHAIBHBIX JaHHBIX B
MH()OPMAIIMOHHOW CHUCTEME IMEPCOHANIBHBIX JAaHHbIX WU (WIM) B pe3yibTare
KOTOPBIX YHUUTOXKAIOTCSI MaTepUalIbHbIE HOCUTEIU NEPCOHATBHBIX JaHHBIX.

Yreuka (BammmaemMoi) MHEPOpPMALUM 10 TEXHUYECKHM KAHAJIAM -
HEKOHTPOJINPYEMOE pacnpoCTpaHEHHE MH(OPMALKU OT HOCUTEN 3alUIaeMOi
uHdopmaruu  depe3  (PU3MUECKYIO Cpey 0 TEXHHUYECKOrOo  CpeCTBa,
OCYUIECTBJISIOLIETO MepexBaT HHPOPMALIMH.

Vs3BuUMoOCTh - CJIA0OCTh B CPEACTBAX 3alIMTHl, KOTOPYIO MOKHO
UCIIOJIb30BAaTh JJIsl HAPYIICHUs CUCTEMbBI WM COZeprKalleics B Heil uHopmanuu.

IesiocTHOCTH MHGOPMALUHU - CIOCOOHOCTh CPEJCTBA BHIYMCIUTEIBHON TeX-
HUKA WJIM aBTOMaTU3MPOBAaHHOM CHCTEMbl oOOecredynBaTb HEU3MEHHOCTb
uH(pOpMalMu B YCJIOBHUSX CIY4allHOTO W/WIM NPEIHAMEPEHHOTO HCKAKEHUS

(pa3py1ienus).



OBO3HAYEHUSA N COKPALLIEHUA

ABC - anTuBUpYCHBIE CpeICTBa

APM - aBTOMaTH3MpOBaHHOE pabovee MECTO

BTCC - BcrioMoraTenbHbIE TEXHUYECKHUE CPEICTBA U CUCTEMBI
NCTI/IH - nadopmarmoHHas CuCTeMa EPCOHATBHBIX JaHHBIX
K3 - koHTponupyemas 30Ha

JIBC - nokanbHasi BRIYUCIUTENIbHAS CETh

MD - MekceTeBOM SKpaH

HC/I- HecaHKIIMOHUPOBAHHBIN TOCTYII

OC - onepannoHHas cucTeEMa

I1/IH - mepcoHanbHBIE TaHHBIE

[IMB - nporpaMmMHO-MaTeMaTH4YECKOE BO3ICUCTBUE

10 - nporpammHOe obecrieueHue

[I9MUH - no6ouHbIe 3IeKTPOMArHUTHBIC U3ITyYECHUS U HABOJIKH
CA3 - cucrema aHanm3a 3alIMIIEHHOCTH

C3MU - cpenctna 3amuThl HHGOPMALIUU

C3I1dn - cucrema (mmoacucTeMa) 3allUThl IEPCOHATBHBIX JaHHBIX
COB - cuctema oOHapyKEHUS BTOPKSHUI

TKVYMU - TexHruueckue KaHaibl yTeUKd WH(OpMAIuu

VYBIIIH - yrpo3sl 6€3011aCHOCTH MEPCOHATBHBIX TAHHBIX



BBEJAEHUE

Hacrosimass Ilonutuka wHGOpManmoHHONW O0€30MacHOCTH MpH padoTe C
NEPCOHAJBHBIMU JaHHBIMA B KaMBIIUIOBCKOW pallOHHOW TEeppUTOPUAILHON

n3buparenbHOo Komuccuu (nmanee - IlomuTuka) sBmseTcs  OUIIMATBHBIM
JIOKYMEHTOM.

[Tonutuka  paszpaboraHa B COOTBETCTBHU c  TpeOOBaHUSIMH,
YCTaHOBJICHHBIMU:

®enepanbHbiM 3aKk0HOM 0T 27.07.2006 Ne 149-03 «O06 wundopmanuu,
MH(OPMAIMOHHBIX TEXHOJIOTHUSAX U O 3alUTe UH(DOPMAITUNY,;

®enepanbHbiM  3akOHOM OT 27.07.2006 Ne 152-®3 «O mnepcoHanbHBIX
JTAHHBIX;

noctanoBienueM [IpaButensctBa Poccuiickoit @enepammu ot 01.11.2012
Ne 1119 «O06 yTBepxkaeHrN TpeOOBaHUMN K 3aIIUTE MEPCOHAIBHBIX JAHHBIX MPU UX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIXY;

nocraHoBieHneM [IpaBurenscTtBa Poccuiickont @enepanuu ot 15.09.2008
No 687 «OO0 yTBepkACHUU TOJIOKEHUS 00 OCOOCHHOCTSX 00paboTKU
NEPCOHANIBHBIX  JIAHHBIX, OCYIIECTBJISEMON 0€3 HCIOJIb30BAHUS  CPEJNICTB
aBTOMATH3aLINNY;

noctaHoBieHneM IIpaBurensctBa Poccuiickont ®@enepamuu ot 21.03.2012
Ne 211 «OO6 yTBepkAeHHM TIE€pPeUHs Mep, HANpaBJICHHBIX Ha OOecredyeHue
BBINIOJIHEHUS O0O0SI3aHHOCTEH, MpeaycMOTpeHHBIX DeaepanbHbIM 3akoHOM  «O
MEPCOHAIBHBIX JAHHBIX» U MPUHATBIMU B COOTBETCTBUM C HHUM HOPMAaTHUBHBIMU
MPAaBOBBIMM aKTaMH, OIEpaTOpaMu, SBISIOIMIMUMUCA TOCYAApPCTBEHHBIMH WJIN
MYHULIMTIATBHBIMU OpTaHaAMMY;

npukazoM ®CTIK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxknenun CocraBa
U COJIep)KaHHUS OPraHU3alMOHHBIX W TEXHUYECKHMX Mep MO 00eCIeueHUro
0€30MacHOCTH TIEPCOHATBHBIX JAHHBIX MPU MX 00paboTke B MHGOPMAIMOHHBIX
CUCTEMAaX MEPCOHANbHBIX JAHHBIX),

npuka3zoM ®Cbh Poccun ot 10.07.2014 Ne 378 «O06 yTBEep>KIeHUU COCTaBa U
COJIEp)KaHUsl OPraHU3alMOHHBIX W TEXHUYECKUX Mep Mo 00eclneueHuto
0€30MacHOCTH TIEPCOHANBHBIX JAHHBIX MPU HX 00paboTke B MHGOPMAIIMOHHBIX
cucTeMax MEePCOHATBHBIX JAHHBIX c UCIIO0JIb30BaHUEM CpEencTB
Kpuntorpadguueckoil 3amuThl UHGOPMAIMK, HEOOXOIUMBIX [IJIS1 BBIMOJHEHUS
ycraHoBieHHbIX [IpaButenscTBOoM Poccuiickoit @enepannu TpeOOBaHUM K 3allUTe
MEPCOHAIBHBIX JIAHHBIX JJISI KaXKJIOTO U3 YPOBHEH 3alUIIIEHHOCTHY;

MeroauueckuMu ~ PEKOMEHAAIUSIMUA 10 pa3paboTKe  HOPMATHUBHBIX
MIPABOBBIX AKTOB, OTMPECISIONINX YIPO3bl OE30MACHOCTH MEPCOHANBHBIX TaHHBIX,
aKTyaslbHble TMpU 00pabOTKe TMEepPCOHANIbHBIX JAHHBIX B HHGOPMAIIMOHHBIX
CUCTEMAaX IMEPCOHAJBHBIX JAHHBIX, HKCIUIyaTUPYEMBIX MPH OCYLIECTBICHHUU
COOTBETCTBYIOIIMX BHUJOB JEATEIbHOCTU, YTBEPKICHHBIMH PYKOBOJICTBOM &



[Hentpa ®CB Poccun 31.03.2015 Ne 149/7/2/6-432.

B Tlomutuke ompenenensl TpeboBanus k mnepconany WCIIJIH, cTemnenb
OTBETCTBEHHOCTH  NE€PCOHANA, CTPYKTypa H  HEOOXOJIHMMBIA  YpPOBEHb
3alUIIEHHOCTH, CTaTyC U  JIOJDKHOCTHBIE  OOS3aHHOCTH  COTPYIHHUKOB,
OTBETCTBEHHBIX 3a oOecredeHne 0e30M1acHOCTU NepcoHanbHbIX JaHHbIX B MCII/IH
KambIIoBCKO#l pailOHHON TEPPUTOPUATBHONW M30MPATEIbHON KOMHUCCHH (J1ajee —
Komuccus).

1. O0uMe moJI0KeHUs

Henbto Hacrosmei Ilonmutuku sBhsercss obecnedeHue O€30MacHOCTH
00BeKTOB 3amuThl Komuccuum oT Bcex BUJOB YIpO3, BHEIIHUX U BHYTPEHHUX,
YMBIIUICHHBIX M HENpeAHAMEPEHHBIX, MUHUMH3AIUS yliepda OT BO3MOXKHOM
peanuzamuu yrpo3 6ezonacHoctu [11a (YBII/IH).

be3onacHOCTh TEPCOHAIBHBIX AAHHBIX JOCTHTACTCS MYTEM MCKIIFOYEHHS
HECAHKI[MOHUPOBAHHOI'O, B TOM YHCII€ CIIy4YalHOTO, JOCTyIa K MEPCOHAIBHBIM
JAHHBIM, PE3YJbTATOM KOTOPOrO MOXKET CTaTh YHUYTOXKEHHUE, W3MEHEHUE,
OJIOKUpOBaHUE, KOIUPOBAHUE, PACTIPOCTPAHEHUE TIEPCOHANIBHBIX JTAHHBIX, a TAKKe
VHBIX HECAaHKIIMOHUPOBAHHBIX JECHUCTBUM.

Nudopmanus u cBsizaHHbIE C HEH pecypchl JOJDKHBI OBITh JOCTYIHBI IS
aBTOPU30BAHHBIX IOJB30Bareiie. JlOJDKHO OCYIIECTBISITECS CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BIT/H.

JIOMKHO ~ OCYIIECTBIIITBCS  NPEAOTBPALLICHUE  IPEAHAMEPEHHBIX WU
CITy4alHbIX, YACTUYHBIX WJIM MOJHBIX HECAHKIIMOHUPOBAHHBIX MOIU(DUKALINI WK
YHUAUYTOXKECHUS TAHHBIX.

CoctaB 00BEKTOB 3ammMThl TmpeAcTaBieH B «llepedne mnepcoHaIbHBIX
JAHHBIX, oOpabarbiBaeMblX B KambIlIJIOBCKON pallOHHOW TEepPPUTOPHUATBHON
n30MpaTeNbHOW KOMHCCHM B CBSI3M C peanu3auuedl Ciy>KeOHbIX (TpyAOBBIX)
OTHOIILICHHH, a TAKKE OCYIIIECTBICHUEM IOCYIapCTBEHHBIX (PYHKIIHI.

Cocrap UCIIln mnopnexamux 3amure, npeacraBieH B «llepeune
WH()OPMAITMOHHBIX CHCTEM TMEPCOHANBHBIX JaHHBIX B KaMBITITOBCKOW pailOHHOM
TEPPUTOPHATHHON N30UPATETHHON KOMHUCCHI.

2. O0JgacTb nelicTBUuA

TpeboBanus Hacrosimed [loaMTUKM — pacmpoCTpaHSIOTCS HA  BCeX
coTpyauukoB Komuccuu (IITaTHBIX, BPEMEHHBIX, pa0OTAIOIMIUX MO KOHTPAKTY U
T.11.), @ TAK)K€ BCEX MPOYUX JUI (OAPSAUYUKH, Ay JUTOPHI U T.I1.).

3. Cucrema 3aIIUTHhI NePCOHAJTBbHBIX JAHHbIX

OOecnieuenre 0€30MaCHOCTH TMEPCOHATIBHBIX JAHHBIX JIOCTUTACTCS, B
YaCTHOCTH:
OTIPENICIICHUEM YIpo3 O€30MacHOCTH IMEePCOHAIBHBIX JAHHBIX TIPU X



00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAX MEePCOHATBHBIX JAHHBIX;

MIPUMEHEHUEM OPraHU3AlMOHHBIX W TEXHUYECKUX MEP IO OOECIEeUYCHUIO
0€30MacHOCTH TEPCOHATBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAIMOHHBIX
CUCTEMaX MEPCOHANbHBIX JAHHBIX, HEOOXOAUMBIX JIJIS1 BHITOJIHEHHS] TPEOOBAHMIM K
3allldTe TEPCOHAJBHBIX  JaHHBIX, MCIOJHEHUE KOTOphIX oObOecreunBaeTt
YCTaHOBJICHHBIE [IpaBuTENnsCTBOM Poccuniickon denepanun YPOBHHU
3aIUIIEHHOCTH EPCOHAIBHBIX JaHHBIX;

IPUMEHEHUEM IPOUICANINX B YCTAHOBICHHOM MOPSIKE MPOLEAYPY OLIEHKH
COOTBETCTBHUSI CPEJICTB 3aIUTHI HHPOPMAIIHH;

OLICHKOM  2(QGEeKTUBHOCTH  MPUHUMAEMbIX Mep TI0  OOECIEUYECHHIO
0€e30MacCHOCTH  MEPCOHAIBHBIX  JAaHHBIX /IO BBOJAa B  AKCIUIyaTalUIO
MH(POPMAITMOHHON CUCTEMBI IEPCOHATBHBIX JTAHHBIX;

Y4E€TOM MAalIMHHBIX HOCUTEJIEN MEPCOHANIBHBIX JaHHBIX;

oOHapyxeHHeM (PaKTOB HECAHKIIMOHUPOBAHHOTO JOCTYIA K MEPCOHATBHBIM
JAHHBIM W TPUHSITHEM MEp, B TOM UHCJI€ Mep MO0 OOHAPYKEHHUIO,
NPEAYNPEeKICHUI0 W JUKBUJALUUM TOCIEICTBUN KOMIBIOTEPHBIX AaTak Ha
MH(POPMAIIMOHHBIE CUCTEMBbI TMEPCOHAJIBHBIX JAHHBIX W [0 pPEarupoBaHUIO Ha
KOMIIbIOTEPHBIEC NHIIUJICHTHI B HUX;

BOCCTAaHOBJICHHEM TEPCOHAIBHBIX JAHHBIX, MOIUMDUIIMPOBAHHBIX WIU
YHUYTOXEHHBIX BCJICICTBUE HECAHKIIMOHUPOBAHHOTO JIOCTYIIAa K HUM;

YCTAHOBJICHMEM  TpaBWJI  JOCTynma K  TEPCOHAJbHBIM  JIAaHHBIM,
oOpabaTbiBaeMbIM B WH(DOPMAITMOHHOM CHCTEME MEPCOHAIIBHBIX JAHHBIX, a TAKXKe
oOecrieyeHUEM pEerucTpallid ¢ y4deTa BCEeX [IEHCTBUM, COBEPIIAEMBIX C
MIEPCOHANILHBIMU JTAHHBIMUA B UH(POPMAITMOHHOM CHCTEME MEPCOHAIBHBIX JIaHHBIX;

KOHTPOJIEM 3a NPUHUMAEMbIMM Mepamu 1o oOecreyeHuto 0e30MacHOCTH
MEePCOHATBHBIX JAHHBIX M YPOBHS 3allUIIIEHHOCTH WH(POPMAIIMOHHBIX CHUCTEM
MEPCOHAIBHBIX IAHHBIX.

Cucrema 3amutbl nepcoHalnbHbIX JaHHbIX (C3IIdH), cTpoutcss Ha
OCHOBAaHUH:

AKTa BHYTPEHHETO KOHTPOJISI COOTBETCTBHUSI OOpabOTKH TEPCOHAIBHBIX
JTAHHBIX.

Ilepeunss mepcoHANBHBIX AaHHBIX, OOpaOaThiBaeMbIX B KaMBIIIOBCKOM
palioOHHOW TePPUTOPUATHLHON M30MPATEIIbHON KOMHCCHH B CBSI3HM C pean3alueit
CITY>K€OHBIX (Tpy1OBBIX) OTHOIIEHUH, a  TaKxke OCYIIIECTBIICHUEM
roCyAapCTBEHHBIX (QYHKUIHUMA;

AKTOB Knaccudukanmu HHPOPMAITMOHHBIX CUCTEM TIEPCOHATBHBIX JaHHBIX;

Monenu yrpo3 6€30MacHOCTH MEPCOHATbHBIX JaHHBIX;

Martpuiel gocTyna IMoOJb30BaTeNel K 3alluiiaeMbiM WHOOPMAIMOHHBIM
pecypcam UCII/IH;

PykoBoasamux nokymentoB @CTIK Poccuu u @Ch Poccun.

Ha ocHoBaHWMM 3THX JOKYMEHTOB OMpPENEISICTCS HEOOXOAMMBIA YPOBEHB



samuieHHoctd [1[ln kaxmoir MCII[IH Komuccuu. Ha ocHoBaHuM aHaiu3a
aKkTyaJbHBIX Yrpo3 Oe3zomacHoctu II/IH onmcanHoro B Mopenu yrpos, aenaercs
3aKJTIOUYCHHE O HEOOXOJUMOCTH HCMOJb30BAHUS TEXHUYECKUX CPEICTB U
OpraHU3allUOHHBIX ~MEpOnpusATHN sl obecrnedeHus Oe3zomacHoctu  [1/1H.
BriOpanHble HEOOXOIMMbIE MEpONPUITHS OTpakatoTcsi B «CocTaBe Mep 3allUThl
UH()OPMAITMOHHBIX CUCTEM TIEPCOHATBHBIX JAHHBIX).

s UCIT/JH nomxeH ObITh COCTABJICH CIUCOK MCIMOIb3YEMbIX TEXHUUECKUX
cpenctB 3ammrthl (manee - CHHCOK), a TaKk K€ MNPOrpaMMHOrO OOecTeUeHHs,
ydacTByroiiero B 0opadotke I1/1H, Ha Bcex anementax MCITH:

APM nons30Bateiei;

CepBepa npHIIOKEHNN;

CVYb/I;

I'panuner JIBC;

KananoB nepenauu B ceTu 00IIET0 MOIb30BaHUS U (MIJIM) MEXKIYHAPOTHOTO
oOMeHa, eciu no HuM nepeaatorcs [1/1H.

B 3aBucumoctu ot ypoBHs 3anmiieHHoctd MCIIIH n akTyanbHBIX yrpos,
C3IIIH MOKET BKIIKOYATh CIEAYIOIINE TEXHUUECKHUE CPEICTBA:

AHTUBUPYCHBIE CPEJICTBA JIJIsl paOOYHMX CTAHIIUMI MOJIb30BATENICH U CEPBEPOB;

CpPEACTBA MEKCETEBOI0 SKPAaHUPOBAHUS,

cpeacTBa Kpuntorpadpuueckoil 3amuThl HWHGOpPMANMU TIpU  Tepeaayde
3amuInaeMoi nHopMaluy Mo KaHajaaM CBSI3H.

Tak e B CHOUCOK JOKHBI OBITh BKJIIOYEHBI (DYHKIIMH  3aIIUTHI,
oOecrieunBaeMble INTAaTHBIMU cpeacTBamMu o0Opabotku [IJIH omnepanmoHHBIMU
cuctemamu (OC), mnpuxmangabiM  [IO u  cnenuanbHBIMM — KOMILJIEKCAMH,
peaTu3yIMMU cpeAcTBa 3alUThl. CIIUCOK (YHKIIUI 3alIUTHl MOXKET BKJIFOYATh:

YIIPABJIEHUE U pa3rpaHUUYCHUE JOCTYIIA MMOJIb30BATENEH;

PETHCTPALIMIO B YUET ICUCTBUMN ¢ MHPpOpMaIeH;

oOecreyeHne eT0CTHOCTH JJaHHBIX

0OHapyXeHUE BTOPIKESHUM.

COucok WuCHoNIb3yeMbIX TEXHUYECKHX CPEACTB oTpaxkaercs B «llmane
MEpONPUSATUNA IO OOECIEUEHUIO 3alUThl TEePCOHATBHBIX JaHHBIX». CHHCOK
HCMOJIB3YEMBIX CPEACTB JOJKEH MOAACPKUBATHCA B aKTyaJlbHOM COCTOSIHUU. [Ipun
M3MEHEHUH COCTaBa TEXHUYECKUX CpeACTB 3amuThl win 3nemeHToB MCIIIH
COOTBETCTBYIOIINE U3MEHEHHUsI JOJKHBI ObITh BHECEHBI B CIUCOK U yTBEPXKICHBI
npeacenateneMm Mz0buparensHoit komuccun CBEPASIOBCKON 00JIACTH WM JIUIOM,
OTBETCTBEHHBIM 3a oOecrieueHne 3anmuThl [1/1H.

4. TpeooBanus k noacucremam C3I1/In

C3I1In BxiroyaeT B ceOs CAeAYIOIINE MTOICUCTEMBI:
YIPABJIEHUS TOCTYIIOM, PETUCTPALIUU U YUETA;
o0ecrnedeHus HeIOCTHOCTU U TIOCTYITHOCTH;



AHTUBUPYCHOMW 3allINUTHI,

MEKCETEBOI0 IKPAaHUPOBAHMUS;

aHaJM3a 3allUIIECHHOCTH;

OoOHapyKEHHsI BTOP/KEHUH;

KpUNTOrpauyeCKOM 3a1UTHlI.

[Moacucremsr C3I1[H nmMeroT pa3nuuHblii (YHKIHMOHANT B 3aBUCUMOCTH OT
knacca UCII[IH, ompeneneHHOTO B «AKTe KiacCHpUKAUKU HHPOPMAIIMOHHOM
CUCTEMBI NEPCOHAIBHBIX JaHHBIX». CHHCOK COOTBETCTBUSI (PYHKIMM IOJCUCTEM
C3II[Ix knaccy 3alIMINEHHOCTH IPEACTAaBIEH B TEXHUYECKOM 33JaHUU 110
CO3/IaHMI0  CHCTEMbl  3alUThl MH(GOpPMAaLKUKM HUHYOPMALMOHHOW  CHCTEMBI
NEPCOHANIbHBIX JAHHBIX.

HOI[CI/ICTCMa YIIPABJICHUA AOCTYIIOM, PECTUCTPAIIMHK 1 YUCTaA

IToacucrema yrpaBiaeHus: JOCTYIIOM, PETUCTPALMM U y4eTa MPeJHa3HAUYCHA
JUISL pealii3aliy ClAeIyomuX QyHKIUN:

UIAEHTU(UKAIIMU U IPOBEPKU MOJIMHHOCTH CYOBEKTOB JOCTYIA MIPU BXOJE
B UCII/IH;

UAEHTU(UKAIIMM TEPMUHAJIOB, Y3JIOB CETH, KaHaJOB CBS3H, BHEIIHHX
YCTPOMCTB I10 JIOTUYECKUM UMEHAM;

UACHTU(UKAIIMK MPOTpaMM, TOMOB, KaTajloroB, (aiiyioB, 3amuced, molein
3aIucei Mo UMEHaM;

perucTpauuu Bxoaa (BbixoJa) cyObeKTOB J0CTyNa B CUCTEMY (U3 CUCTEMBI),
A100 perucTpanuu 3arpy3kd M HHULIUAIA3AIMKM ONEPAlMOHHON CHCTEMBbI U €€
OCTaHOBA.

pPETUCTpallud TOMBITOK JIOCTyNa MPOTPAMMHBIX CPEACTB (Iporpamm,
MPOIIECCOB, 3a/1a4, 3a/IaHUI) K 3allUIIaeMbIM (aiiiam;

pEerucTpalyyd TOMBITOK AOCTyNa MNPOrPaMMHBIX CPEACTB K TEpMHHAJIaM,
KaHajaM CBf3HM, IporpamMmamMm, TOMaM, KaTajoraM, (aiinam, 3amucsM, IOJISIM
3aIuCen.

[Toacucrema ynpaBieHHs] JOCTYIIOM MOKET ObITh peagn30BaHa C MOMOIIIbIO
TaTHBIX cpenctB oOpabotku I[IJ[H (omepalMOHHBIX CHCTEM, MNPUIIOKEHUH U
CYB/). Tak >xe MOXeT ObITh BHEAPEHO CIEHHUAIBHOEC TEXHUYECKOE CPEACTBO WIH
UX KOMIUIEKC, OCYLIECTBIISIOIINE JOMOIHUTEIbHbIE MEPHI 10 ayTeHTU(UKALIMU U
KOHTpoJr0. Hampumep, npuMEHEHHE €AMHBIX XPaHWJIMUIL YYETHBIX 3alKceu
M0JIb30BaTENEH U pEruCTpallOHHOM uH(popmaru, UCII0JIb30BaHUE
OMOMETPUYECKUX M TEXHUYECKUX (C MOMOUIBIO 3JEKTPOHHBIX MPOIMYCKOB) MEP
ayTeHTU(UKALUU U IPYTHX.

[loacucrema obecneyeHus OEJIOCTHOCTHU M AOCTYITHOCTH

HOI[CI/ICTeMa oOecrneyeHus HEJIOCTHOCTU M AOOCTYIIHOCTHU IIPCAHA3HAYCHA
JJIs1 oOecrneueHus HECIOCTHOCTH MW  JOCTYIIHOCTH HJ_—[H, IMpOorpaMMHBIX H



annapathbix cpeacts UCIIn Komwuccuu, a Tak ke CpPeACTB 3allUTHI, MOpH
CIIy4aiiHOM MJTM HAaMEePEHHOW MOAN(DHUKAIIH.

[Toncucrema peanusyercss ¢  MOMOIIBIO  OpPraHU3alMUd  PE3EPBHOIO
KOMHUPOBaHUS 00pabaThIBa€MbIX JAaHHBIX, @ TaK YK€ PEe3epPBUPOBAHHEM KITFOUEBBIX
sanemenToB UCII/IH.

HOI[CI/ICTCMa aHTI/IBHDVCHOﬁ 3alIUThI

[TogcucTemMa aHTHBUPYCHOW 3alIuThl TpeAHA3HAYCHA MJis oOecreueHus
aHTUBUPYCHOM 3amUThl cepBepoB 1 APM nonws3oBateneit UCIIIx Komuccun.
CpencrBa aHTHBUPYCHOW 3alllUTHl MPEJHA3HAYEHbl JUISl  pealu3aluu
CIEAYIOMMX (yHKITHI:
PE3UACHTHBIN aHTUBUPYCHBI MOHUTOPUHT;
AHTUBUPYCHOE CKAHUPOBAHHE;
CKPHIIT-0JIOKUPOBAHUE;
[EHTPAJIM30BaHHOW/ Y JaICHHON YCTaHOBKHU/IEUHCTAJUISIINH
AHTUBUPYCHOTO  MPOAYKTa, HACTPOWKH, aJIMHHUCTPUPOBAHUS,
MPOCMOTpAa OTYETOB M CTAaTUCTUUYECKOW wuHpopmanuu 1o padbore
MPOAYKTA;
aBTOMATU3UPOBAHHOTO OOHOBJICHUSI aHTUBUPYCHBIX 0a3;
OTPAHUYEHHUS MPaB IOJIb30BATENS HA OCTAHOBKY MCIIOJIHSEMBIX 3a/1a4
Y U3MEHEHHMS HACTPOECK aHTUBUPYCHOTO IPOTPAMMHOT0 00ECIICUCHHUS;
ABTOMATHUYECKOIO  3aIlyCKa HEMOCPEICTBEHHO TIOCIE  3arpy3Ku
OIIEPAIMOHHON CHCTEMBI.
[Toxcucrema peanusyercs IMyTeM BHEIPEHHS CIEHUAIBHOIO aHTUBUPYCHOTO
nporpaMmmMHOro odecrniedeHust Ha Bce anemeHTsl UCITIH.

HOI[CI/ICTCMa MCKCETCBOI'O SKPAHUPOBAHUA

[ToacucTema MeKCETEBOTO HKPAHUPOBAHUS MPeIHA3HAYCHA JJIs peann3aluu
cenyomux QyHKIN:

buabTpamu OTKPHITOrO U 3amudpoBanHoro (3akpeitoro) IP- tpaduka;

¢ukcal BO BHYTPEHHHUX IKypHajaXx HMHPOPMALMU O MPOXOASIIEM
OTKpPBITOM M 3aKpbIToM [P-Tpaduke;

UACHTU(PUKALMYA U ayTeHTU(PUKALMYA aIMUHUCTPATOPA MEXKCETEBOr0 HKpaHa
IIPU €ro0 JIOKAJIBHBIX 3alpocax Ha JOCTYIL;

perucTpaudyd BxoAa (BBIXOJA) aJMUHUCTPATOpa MEKCETEBOIO 3KpaHa B
cucteMy (U3 cuUCTEeMbl) JMOO 3arpy3Kd M WHHULIMAIWA3AIMU CHCTEMbl M €€
IIPOrPAMMHOI0O OCTaHOBA;

KOHTPOJISI LIEIOCTHOCTH CBOEH MPOrpaMMHON M HHPOPMAIIMOHHOM YacTH;

(GunbTpali  MAaKeTOB  CIY)KEOHBIX  MPOTOKOJOB,  CIyKallUX  JJiA
JTUArHOCTHKY M YIPaBIEHUS pabOTOI CETEBBIX YCTPOMNCTB;

(unbTpany ¢ y4eToM BXOJHOTO M BBIXOJHOTO CETEBOro MHTep(elica Kak



CpeIICTBA MPOBEPKHU MOITUHHOCTH CETEBBIX aJPECOB;

PETHCTPAIlUU 1 yUeTa 3aMpaninBaeMbIX CEPBUCOB MPUKIIATHOTO YPOBHS;

OJIOKMPOBAHUS JOCTyNa HEUJAECHTU(DUIIMPOBAHHOTO OOBEKTA MU CYOBEKTA,
MOJJTMHHOCTh KOTOPOTO TMpH ayTCHTHU(PHUKAIMU HE TOJATBEPAWIIach, METOJAMHU,
YCTOHYHMBBIMHU K TIEPEXBATY,

KOHTPOJIS 32 CETEBOM aKTUBHOCTBIO MPHUJIOKEHUN U OOHAPYKEHHS CETEBBIX
aTax.

[logcucrema  peasn3yercs  BHEAPEHHEM  MPOTrpaMMHO-ANNapaTHBIX
KOMILUIEKCOB MEXCETEBOT0 SKpaHUpoBaHus Ha rpanuie JIBC, kiaccom He HIbke 4.

[loacucremMa aHaaM3a 3alIUIICHHOCTH

[loacucrema aHanM3a 3alUMIIEHHOCTH JIOJDKHA OOECIeYMBAaTh BBISIBICHUE
ySI3BUMOCTEM, CBsSI3aHHBIX ¢ ommOKkamu B KoHpurypauuu [10 UCIIIH, koTOopbIe
MOTYT OBITh UCIIOJIb30BAHbI HAPYIIUTENIEM JJI pealn3aliy aTaku Ha CUCTEMY.

OyHKIMOHAN MOACUCTEMbl MOXET OBITh pEaln30BaH IMPOrPAMMHBIMH U
IIPOrPaAMMHO-AIIIAPATHBIMU CPEJICTBAMH.

[Toacucrema 0OHAPYKEHMST BTOPKEHU N

[Toncucrema oOHapYyKEHUSI BTOPKEHUHN JOKHA 00ECIIEUUBATH BBISBICHUE
ceteBbIx arak Ha oaneMeHThl WMCIIJIH, mnoakiIroueHHBIE K CeTIM OOIIero
MOJIB30BAHUS U (MJIN) MEXIYHAPOIHOTO OOMEHa.

OYHKIIMOHAJT TOJACUCTEMBI MOXET OBITh peaTn30BaH IMPOTPAMMHBIMU U
MPOrpPaMMHO-ANIIAPATHBIMU CPEJICTBAMM.

[Toacucrema kpunrorpadruyeckon 3alUThI

[logcuctema  kpuntorpaduyeckoil  3amUThl  MpeAHa3HAYeHa s
uckmouenus HCJ| x 3ammmaemoit undopmanuu B UCII[n Komuccuu mnpu ee
nepejaye IO KaHajaM CBsSI3M  ceTed  oOIlero Tmojb30BaHus H  (WUJIN)
MEXIYHapOJIHOr0 OOMEHa.

[logcucrema peanusyeTcss TyTeM  BHEAPEHHUS  KPUNTOIPAPUUECKUX
MpOrpaMMHO-aNHapaTHbIX KOMIUJIEKCOB.

5. Hoans3oBareau UCIIAn

B MUCIIJu Komuccun MOXKHO  BBIACIUTH  CIEAYIOLIME  TPYIIIbI
M0JIb30BATENEH, yUacTBYIOIIMX B 00paboTke U xpanenuu [1/1x:
Anmunuctpatopst UCIIH;
AMUHUCTPATOPBI OE30MACHOCTH;
Onepatopsl APM;
Anmunuctpatopsl cetu UCIH;
TexHuyeckue cCHeuMamUCTsl MO OOCIYKHBAHHUIO IepUpEpPUIHOTO
000py10BaHUSI.



JlaHHbBIE O Trpynmax IIOJb30BaTeNsIX, YPOBHE MX  JOCTylla H
UHOPMUPOBAHHOCTH  JOJDKHBI  OBITH  OTpakeHbl B  Marpune goctyna
MOJIb30BaTENEH K 3aIuIaeMbIM HHHOPMAITMOHHBIM pecypcam.

Anpmunuctparop UCI I

Anvmunuctpatop  UCIIJIn, corpyanuk  Komuccum  (minm  uHOE
YIOJHOMOYEHHOE JIMIIO), OTBETCTBEHHBIA 3a HACTPOMKY, BHEAPEHHE U
compoBoxaenue MCII[In. OOGecneunBaer (HyHKIMOHHUPOBAHUE IOJACHUCTEMBI
ynpasienus goctynom MCIIJIH ¥ ynmoJHOMOYEH OCYIIECTBIATH MPEIOCTaBICHUE
U pasrpaHWyeHHe JAOCTyla KOHEYHOro mnosb3oBarens (Oneparopa APM) k
AJIEMEHTaM, XpaHALIUM [EPCOHAIbHbIE JaHHBIE.

Anmunuctpatop HUCII[IH oOnamaer cieAyoolMM YypOBHEM JAOCTyHa U
3HAHUMU:

oOnamaer TmONHOM HHPOpMaLME O CUCTEMHOM M HPUKIATHOM
nporpamMmmaom obecrieueHuu UCIIx;

obnamaer moJHOW wuWH(OpMALME O TEXHUUYECKUX CpeACTBaX U
koHpurypaunu UCII/H;

MMEET JIOCTYII KO BCEM TEXHUUYECKUM CpeJcTBaM 00pabOTKU MH(pOpMALUU U
naaabiM UCITH;

oOjanaer mpaBaMu KOH(UIYpUPOBaHUS U aJIMHUHUCTPATUBHOM HACTPOMKU
texHnueckux cpencts UCIIH.

A MUHUCTPATOP O0E30ITACHOCTH

Anmunuctpatop 0Oe3omacHocTH, coTpyaHuk Komuccuum (Wnm  uHOE
YIOJHOMOYEHHOE JIUIIO), OTBETCTBeHHBbIM 3a (QyHkimonupoBanue C3I1/H,
BKJIIOYAsi OOCIIy>)KMBAaHWE M HACTPOWKY aJIMUHUCTPATHUBHOW, CEpPBEpPHON H
KJIMEHTCKOM KOMIIOHEHT.

AnmunHucTpaTop 0€30MacHOCTH 00alaeT CIASAYIOIUM YPOBHEM JIOCTyIa U
3HAHUM:

obOnagaet npaBamu Anmunuctparopa UCIIH;

obnanaet noaHou uHpopmanueit 06 UCIx;

UMEeT JOCTyn K  CpEACTBaM  3allUThl  HUHPOpMALUU U
MIPOTOKOJIMPOBAHUS U K YacTH KitoueBbIX anemeHToB UCIIT/IH;

HE UMEET IPaB JAO0CTYIa K KOHPUTYPUPOBAHUIO TEXHUUYECKUX CPEJCTB
CETH 32 UCKIIFOUEHUEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX).

AnMuHucTpaTOp 6€30MaCHOCTH YIOJIHOMOYEH:

pean30BbIBaTh MOJUTHKU Oe3omacHocth B uactu Hactpoiiku CK3U,
MEXCETEBBIX PKPAHOB M CUCTEM OOHAPYKEHHUS aTakK, B COOTBETCTBUH C KOTOPBIMH
nosib3oBatenb (Oneparop APM) nosiydaeT BO3MOKHOCTb pab0OTaTh € AJ€MEHTAMU
NCIIdx;



OCYHICCTBIIATL ayAUT CPCACTB 3alIUTHI,

Onepatop APM

Oneparop APM - corpynuuk Komuccuu (Miaum HMHOE YIOJTHOMOYEHHOE
JUI0), ocyuecTBIsomud  00padorky IIJ[n. OO6pabotka IIJIlH BkiIOYaeT:
BO3MOXHOCTh mnpocMotrpa II/IH, pyunoir BBox IIJIlH B cucremy WCII/H,
dbopMupoBaHUE CIPAaBOK U OTYETOB 1O MHGopmanuu, moiaydeHHor u3z MCII/.
Omneparop HE MMEET MOJHOMOYHH JJIsl YIpaBIIEHUS MOJCUCTEMaMH O0O0pabOTKH
nanubix 1 C3I1/1H.

Omnepatop UCII/IH 06nagaeT cieyronmM ypoBHEM JOCTYIA U 3HAHUM:

oOnagaeT BCEeMH HEOOXOAMMBIMU aTpuOyTamMu (HampuMmep, IMapoJieM),
00€eCIeYnBaIOIIMMHU JIOCTYII K HEKOTOpOMY noAMHOkecTBY [1/1H;

pacrosnaraeT KoHQUACHIIMATbHBIMU JAHHBIMU, K KOTOPBIM UMEET JTOCTYII.

A nmuauctparop cetu UCIH

Anvmunuctpatop cetu WCIH, corpyanuk Komuccunm (wim uHOe
YIOJITHOMOYEHHOE JULO), OTBETCTBEHHBIN 3a (yHKIHOHUPOBaHUE
TeJIeKOMMYHUKAMOHHON noacuctemsl UCIIIH. AnMuHuCTpaTop ceTH HE UMEET
MOJHOMOYHMM ISl YOpaBJIGHUS  MOJCHUCTEMaMH  OOpaOOTKH  JaHHBIX |
0€30I1aCHOCTH.

AJMUHHCTpATOpP ceTh 00Ja1aeT CIEAYIOIUM YPOBHEM JIOCTYIA U 3HAHUM:

o0JnafaeT 4acThio MH(POPMALMU O CUCTEMHOM U MPUKIATHOM MIPOrPaMMHOM
obecrnieuennu UCII/IH;

oOnagaeT 4acTbio MH(GOPMAIIMN O TEXHUYECKUX CPEACTBAX U KOHPUTYpaIuu
NCIIdx;

uMeeT (U3MYECKH JOCTYNl K TEXHUYECKUM CpElCTBaM 00paboOTKu
uHGOPMAITUU U CPEICTBAM 3aIUTHI;

3HAET, 110 MEHBIIIEH Mepe, OJTHO JIErajJbHOE UMSI IOCTYTIA.

TexXHUYEeCKUH CIIEAAIMCT 10 00CITYKUBAHUIO HEPUDEPUITHOTO 000DV I0OBAHUS

TexHuyeckuil cienuaInCcT 1Mo OOCIyXKHBaHHIO, COTpyAHUK Komuccun (mnu
WHOE YIOJHOMOYEHHOE JIMI0), OCYIIECTBISET OOCIYXKMBAHHE M HACTPOUKY
nepudepuitnoro obopyaoBanus MCII[IH. TexHuYeckuil CHeUHAIUCT TIO
oOciy>)kMBaHUI0O He wuMeeT joctyna kK IIJ[H, He wuMeeT MNOTHOMOUMMA MJIs
YIPaBJICHHS TIOJICHCTEMaMU 00pabOTKHU JaHHBIX M 0€30MaCHOCTH.

TexHuyeckuil cHenquaguCcT MO OOCIY)XMBaHHIO OO0JaJaeT CleIyIOIINM
YPOBHEM JIOCTYTIA U 3HAHUH:

o0nagaeT 4acTbio HHPOPMALIMK O CUCTEMHOM U MPUKIAJIHOM MPOTPAMMHOM
ob6ecneuennu UCII/H;

o0JanaeT 4acThio MHPOPMAIIMH O TEXHUYECKUX CPEACTBAX U KOH(UTYpaIUH
NCIIH;

3HAET, [0 MEHBIIIEH Mepe, OJIHO JIeTaJbHOE UMSI IOCTYTIA.



6. TpeOoBanusi K nepcoHaldy no odecneyennio 3amuTsl [1H

Bce corpynnukun Komwmccuu, sBistommecs mnonb3oBarensimu HMCIIH,
JIOJDKHBI YETKO 3HaThb M CTPOrO BBINOJHATH YCTAHOBJICHHBIE IIpaBUja U
00513aHHOCTH MO JTOCTYMY K 3aIlUIIAeMbIM O0BEKTaM M COOJIIOJICHUIO MPUHSATOTO
pexuma 6e3omnacHoctu I1/1H.

[Ipu BcTyIuieHMM B JOJDKHOCTH HOBOTO COTPYIHHUKA OH JIOJDKEH OBITh
O3HAKOMJIEH C HEOOXOAUMBIMH JOKYMEHTaMH, PErIAMEHTUPYIOUTUMHU TpeOOBaHUs
no 3ammure IIJlH, a Takke oOydYeHHE HaBBIKAM BBIIOJHCHHUS TIPOIETYD,
HEOOXOUMBIX JIJIs1 CAHKIIMOHUPOBAHHOTO Hcnoiab3oBanus MCIIH.

CoTpynHUK JODKEH OBITh O3HAKOMJIEH CO CBEACHUSIMU HACTOSIIEH
[Tonmutuku, npuHATHIX nporeayp padots ¢ anemerntamu UCITdn u C3I11H.

Corpynaukn  Komuccun,  HUCHONB3yIOIIHE  TEXHUYECKUE  CPEICTBA
ayTeHTU(UKALIMKM, JIOJDKHBI OOecleuruBaTh COXPAHHOCTh HACHTHU(UKATOPOB
(371eKTpOHHBIX KItoueil) u He pomyckaTh HCJl k HUM, a Tak e BO3MOXKHOCTh MX
yTEPU WU  HUCIOJb30BaHUS TpeTbuMU Jinamu. [lonp3oBaTenum  HecyT
MEPCOHANIbHYIO0 OTBETCTBEHHOCTH 32 COXPAHHOCTh UICHTHU(PUKATOPOB.

Corpynankn KoMuccun JOJKHBI CIIEIOBaTh YCTAHOBJIEHHBIM MPOLEIYpaM
nojjaepkanus pexuma OezomacHocTd [IJ[H mpu BeIOOpE W KMCHOJIB30BAHUU
napoJieit (eclii He UCTIOJIb3YIOTCSl TEXHUUECKHUE CPEJICTBA ayTCHTHU(UKALINHN).

Corpynuukn Komuccun JOKHBI O0ECreYrBaTh HAJJICKAILYIO 3allUTy
000pyZI0BaHUsI, OCTABIIEMOT0 0€3 MPUCMOTpPa, OCOOCHHO B TEX Clydasx, KOT/ia B
ITOMEIIEHNE UMEIOT JOCTYII IOCTOPOHHUE JULA. Bee monb30BaTenn N0KHBI 3HATH
TpeboBanuss 1o Oe3zonacHoctH IIJIH W mpomeaypsl 3amuThl 000pPYAOBaHUS,
OCTaBJICHHOT'O 0€3 MPUCMOTPA, a TAKKE CBOU 00S3aHHOCTH 110 00ECTICUCHHUIO TaKOM
3aIUTHI.

CoTpynHuKaM 3ampeniaeTcs yCTaHaBJIMBATh ITOCTOPOHHEE IPOrPAMMHOE
oOecrieyeHue, MOAKIOYATh JMYHbIE MOOUJIbHBIE YCTPOMCTBA M HOCHUTENH
uH(pOpMaIUH, a TaK K€ 3aIMCHIBATh HA HUX 3allUIAeMyt0 HH(OpMaIHIio.

CoTpynnukaMm 3amperiaercs pasriamarh 3aluiiaeMyo uH(opMaluio,
KOTOpasi CTajla UM W3BECTHa Tpu paboTe ¢ HHPOPMAIMOHHBIMH CHUCTEMaMH
Komuccuu, TpeTbum nunam.

ITpu padote ¢ [1Jn B UCITH cotpyanuku Komuccuu o0si3anbl o0ecreynuTh
OTCYTCTBUE BO3MOXHOCTHU npocMoTpa [I/IH TpetbuMu uiiamu ¢ MOHUTOpoB APM
WJIU TEPMUHAJIOB.

[Tpu 3aBepmienun padotsl ¢ UCII[H coTpyanuku o0sa3aHbl 3amututh APM
WM TEPMHUHAJIBI C TOMOIIBIO OJIOKUPOBKU KJIIFOUOM WMJIM SKBUBAJIEHTHOTO CPEICTBa
KOHTpOJIsl, HalpuMep, IOCTYIOM IO MapoJilo, €Cld HE HCIOJb3YITCs OoJee
CUJIbHBIE CPEACTBA 3aILUTHI.

Cotpynuukn Komwuccuum MOKHBI OBITH TMPOMH(GOPMUPOBAHBI 00 yrpo3ax
HapyleHus: pexuma 0ezonacHoctu [1/IH U OTBETCTBEHHOCTH 3a €ro HapylleHHE.



OHu AOMKHBI OBITH O3HAKOMJICHBI C YTBEPXKACHHOW (DOpManbHOU Mporemypon
HAJIOKEHUS AUCITUTUTMHAPHBIX B3BICKAHUN HA COTPYAHHKOB, KOTOPBIC HAPYIIUIH
NPUHATHIE OJIUTUKY U polieAypsl Oe3onacHocTy [1/1H.

CotpyaHuku 00s3aHbl 0€3 MPOMeEIJICHUS CO00IIaTh 000 BCeX HAOIIOaeMbIX
WIN TOJM03pUTENbHBIX ciydasx paborsl MCIIJIH, Morymux mnoBiedb 3a coOoif
yrpo3bl  Oe3omacHoctr [IJ[H, a Takke O BBIABICHHBIX HWMH COOBITHSX,
3arparuBaromux OezonmacHoCcTh II/[H, PYKOBOICTBY mMOIpasfeneHus W JIUILY,
OTBEYAIOIIEMY 32 HEMEIJIEHHOE pearupoBaHue Ha yrpo3bl 6e3onacHoctu [1/1H.

JloIKHOCTHBIE 00s13aHHOCTH nosib3oBaresaer MCITH

JlomkHOCTHBIE  00si3aHHOCTH — Tojb3oBareneit  MCII/lH omucadsl B
CIEAYIOIINX TOKYMEHTAX:

Nuctpykuus anmuanctparopa UCI/IH;

WNuctpykuus agmunuctpartopa 6eszonacHoctu UCITH;

Nuctpykuus nonszosarens UCIH;

HNHCcTpyKIMs M0ab30BaTENs IIPU BOSHUKHOBEHUH BHEIUITATHBIX CUTYALIUM;

OTBETCTBEHHOCTD COTPYAHHNKOB

B coorBerctBUM co cratbent 24 depepanbHOro 3akoHa Poccuiickoit
Oenepanyu oT 27 utonsg 2006 r. Ne 152-03 «O nepcoHaNbHBIX JAHHBIX)» JIUIIA,
BUHOBHBIE B HapylIeHUH TpeOoBaHUi naHHOTO DenepanbHOTO 3aKOHA, HECYT
IPAXKIAHCKYIO, YTOJOBHYIO, AIMUHUCTPATUBHYI, IUCLHUIUIMHAPHYID H HHYIO
MPEYCMOTPEHHYIO 3aKOHOJIATEIHLCTBOM Pocculickon denepannun
OTBETCTBEHHOCTb.

JevicTByromee 3akoHoaarenbCcTBO Poccuiickon denepauuu MO3BOJISIET
MPEABABISATH TPEOOBAHMS MO OOECTICUCHUIO 0€30TacHON paboThI ¢ 3alIUIIaeMOM
uHpopmariiet W TpeaycMaTpuBaeT  OTBETCTBEHHOCTb  3a  HapyIICHUE
YCTAaHOBJICHHBIX IMPaBWJI dKCIUTyaraiuu 9BM u cucteM, HEMPaBOMEPHBIN JTOCTYIT
K uHbOpMAIMU, €CITU ITU ACHUCTBUS MPUBEIU K YHUUYTOXXEHUIO, OJIOKHPOBAHMUIO,
Moaudukanmuu uHGopMaIuu Wik HapyiieHuto pabotet DBM wmm cereit (ctarbu
272,273 u 274 YronoBHoro kojekca Poccuiickoit @enepanun).

Anvmunuctpatop HWCIIJlH u  agMuHHCTpatop OE€30MACHOCTH  HECYT
OTBETCTBEHHOCTH 3a BCE JCHCTBUSI, COBEPILICHHBIC OT UMEHHU MX YUETHBIX 3alUCEH
WIM  CHUCTEMHBIX  y4YeTHBIX  3amucedd, eciam  He  Joka3aH  (akT
HECAHKIIMOHUPOBAHHOTO UCIOJIb30BAHUS YUETHBIX 3alUCEN.

IIpu napymenusix corpynnukamu Komuccuu — nonbs3oBatensimu UCIT/Ix
npaBui, CBSI3aHHbIX C Oe3omnacHocThio [I/[H, OHM HeCyT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYIO JIEMCTBYIOIIMM 3aKOHOAATENIbCTBOM Poccuiickon denepanuu.

7. CHHUCOK MCIO0JIb30BAHHBIX HCTOUYHUKOB

OCHOBHBIMH HOPMATHUBHO-IIPABOBBIMU N MCTOANYCCKUMU JOKYMCHTAMHU, HA



KOTOpbIX Oazupyetcst HacTosimas [lomuTrka, SBISIOTCS:

@®enepanpHblii 3akoH ot 27.07.2006 1. Ne 152-®3 «O mnepcoHaabHBIX
JAHHBIX», YCTAHABIMBAIONIUH OCHOBHBIC MPUHIIMITBI U yCiaoBus 0b6padotku I1/1H,
npaBa, 00S3aHHOCTH M OTBETCTBEHHOCTh YYaCTHUKOB OTHOILICHUMN, CBSI3aHHBIX C
obpaboTkoi I1/]H.

TpeGoBanus K 3amuTe TEPCOHANBHBIX AaHHBIX TMPU WX 00paboTke B
WHOOPMAITMOHHBIX ~ CHCTEMaX  TMEPCOHAIBHBIX  JIAHHBIX,  yTBEP)KICHHBIC
nocraHoBieHueM IlpaButensctBa Poccuiickoit @enepanuu ot 01.11.2012 1. Ne
1119.

[Tonoxxenue 00 OCOOEHHOCTSIX OOpPaOOTKH TMEPCOHANBHBIX JIAHHBIX,
OCYILECTBIISIEMON 0€3 HCMOJb30BaHUS CPEACTB aBTOMATU3AllMU, YTBEPKICHHOE
nocraHoBieHneM I[IpaButensctBa Poccuiickont @enepannu ot 15.09.2008 1. Neo
687.

HopmatuBHo-meToquueckue JgokymeHThl DenepanbHOM  CIOyKObI 1O
TEXHUYECKOMY M 3KCHEpPTHOMY KOHTpoJito Poccuiickoit ®denepanuu (nanee —
OCTOK Poccun) nmo obecneuenuto 6e3zonacHoctd [IJIH mpu ux oOpaboTke B
NCTI/Ix:

bazoBass monens yrpo3 0€30MacHOCTH TEPCOHANBHBIX JAHHBIX MPU HX
00paboTke B HH(OOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX, yTBEPKICHHAS
3amectureneM aupekropa PCTIOK Pocenn 15.02.2008 .

Mertoauueckuii  TOKyMeHT. MeToauka OIEHKH yrpo3 0e30MacHOCTH
undopmaruu, yreepxaeHHbi @CTIK Poccun 05.02.2021 .

[Ipukaz PCTIK Poccum ot 11.02.2013 Ne 17 «OO0 yTBepkIeHUU
TpeOGoBanuii 0 3auTe HHGPOPMALIMH, HE COCTABJISIOIIMX TOCY/IapCTBEHHYIO TalHY,
COJIEpKaIlUXCS B TOCYAAPCTBEHHBIX MH()OPMAIITMOHHBIX CHCTEMAX).

ITpukaz ®CTIK Poccun ot 18.02.2013 No 21 «O06 yrBepxknenun CocrtaBa
U COJIep)KaHUsl OPraHU3alMOHHBIX W TEXHMYECKHMX Mep MO 00eCleueHuro
0e30MacHOCTH NEPCOHAJBHBIX JAHHBIX MPU HX 00paboTke B MHGOPMAILIMOHHBIX
CUCTEMAaX MEePCOHATbHBIX JAHHBIX).

[Tpuka3z denepanpHOl Ciry k061 6e3omacHocTH Poccuiickoit deaepanuu ot
10.07.2014 Ne 378 «O0 ytBepxkaeHuu CocTtaBa M COACPKAHUS OPraHU3AIMOHHBIX
¥ TEXHUUYECKUX Mep Mo obecrnedeHnio 0€30MacHOCTH IEPCOHATBHBIX JAHHBIX TPH
ux 00paboTke B HWHQPOPMAIIMOHHBIX CHCTEMaX TMEPCOHAIBHBIX JAHHBIX C
UCIIOJIb30BAaHUEM  CPEICTB  KpunrTorpaduyeckod  3amuThl  UHGOOpMAaIUH,
HEOOXOJIMMBIX i1 BBITIOJIHEHUSI ycTaHOBJIEHHBIX IIpaButenncTBOM Poccuiickoit
®denepauuy TpeOOBaHUM K 3alllMTEe MNEPCOHATBHBIX HTAHHBIX JUISI KaXKIOTO U3
YPOBHEN 3aIUILIEHHOCTH.

Metoauueckie peKOMEHIAIu MO pa3paboTKe HOPMATUBHBIX MPaBOBBIX
aKTOB, OMNPENEISAIONMX  YIpo3bl  0O€30MaCHOCTH  IMEPCOHANbHBIX  JIAHHBIX,
aKTyaslbHble TMpU 00pabOTKe TMEepPCOHANIbHBIX JAHHBIX B HHGOPMAIIMOHHBIX



CUCTEMAaX TMEePCOHAIBHBIX JIAHHBIX, OKCILUTyaTHPYEMBIX TIPH OCYIIECTBICHUH
COOTBETCTBYIOIIUX BUJIOB JACATEIHBHOCTH, YTBEPKICHHBIC PYKOBOJACTBOM 8 LleHTpa
®CBb Poccun 31.03.2015 Ne 149/7/2/6-432.



