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OITPEAEJIEHUA

B HacrosijeM [OKYMeHTe WCIIOIb3YIOTCA C/Ie[yHIe TepMUHbl M MX
oIpe/ie/leHusl.

ABTOMATH3MpPOBaHHAasI CUCTeMa - CHUCTeMa, COCTOsIlasg U3 IepcoHasa |
KOMIIJIeKCa CpeJCTB aBTOMAaTH3alliy ero JiesTe/lbHOCTH, peanusyrollas nH(opma-
LIMOHHYIO TEXHOJIOTUIO BBITIOJIHEHUS] yCTaHOB/IEHHBIX (DYHKLIMH.

AyTeHTH(UKALMSA OTHPaBUTEAs] AAHHBIX - [OATBEpXJeHue TOro, YTo
OTIIPABUTE/Ib [TI0/IyYeHHbIX JAHHBIX COOTBETCTBYET 3aAB/IEHHOMY.
Be3onacHOCTh NepPCOHAJBHBIX [JaHHBIX - COCTOSIHME 3allUI[eHHOCTU

MepCcoHaNbHbIX JIaHHBIX, XapaKTepu3yemoe CIOCOOHOCThIO — TI0JIb30BaTesiel,
TeXHUUECKUX  CpPeACTB UM  WH(GOPMALMOHHBIX  TeXHOJOTWM  obecreuunTb
KOH(U/IeHIIMATbHOCTD, 1[eJIOCTHOCTb U AOCTYITHOCTh MepCOHA/bHBIX JaHHBIX TPU
X 00paboTKe B MH(MOPMALIMOHHBIX CHCTeMaX IMePCOHATBHBIX JJAHHBIX.

buomerpuyeckue mnepcoHajJbHbIe JaHHbIe -  CBeJleHHs, KOTOpbIe
XapaKTepu3yloT (GU3N0I0THUeCcKre 0COOEHHOCTH Ye/loBeKa M Ha OCHOBE KOTOPBIX
MOXXHO YCTaHOBUTb €ro JUYHOCTb, BKJIOUasi ¢oTorpaduu, OTIeuaTku Tasblies,
oOpa3 ceTuaTKu ra3a, 0COOEHHOCTU CTPOEHHs Tela W [JPYryl0 TMo00HY0
rMHbOopMaIutio.

biokupoBanue mNepcOHAJBHBLIX JAaHHBIX - BpEeMEHHOe IIpeKpalljeHue
00pabOTKH MepCOHA/BHBIX IaHHBIX (3a MCK/IIOUeHHeM CilydaeB, ecii 0b6paboTka
HeoOXouMa [I/Is1 yTOUHeHHS TIepCOHa/IbHBIX JaHHBIX).

Bupyc (KOMObIOTEPHBI, MPOrpaMMHBIii) - MCIOJ/IHSIEMbIM TPOrpaMMHbIN
KO/ W/ UHTePIIPeTUpyeMbIi HaOOp MHCTPYKIMM, 00/1a/jalo0iuii CBOMCTBaMU He-
CAHKI[MOHUPOBAHHOTO pAaCIpOCTpPaHeHUsi W camoBocripor3BesieHrs. Co3faHHbIe
Ay6MKaThl KOMIIBIOTEPHOTO BUpYyCa He BCerjja COBIaJaloT C OPUIMHA/IOM, HO CO-
XPaHsIT CIIOCOOHOCTD K Jla/TbHeHIIIeMy PacIpOCTPAaHEHHIO M CAaMOBOCIIPOM3Be/Ie-
HUIO.

Bpenonocnass mporpamma - rporpamMma, IpeaHasHadyeHHas [/ OCYIeCTB-
JIEHWs] HeCaHKLIMOHWPOBAHHOTO [IOCTyNa U (WIM) BO3JEUCTBUS Ha MepPCOHA/bHbIE
JlaHHbIe UK Pecypchbl MHPOPMaIMOHHOW CUCTeMbI TTIePCOHAJIbHBIX JJaHHBIX.

BcnomorartejibHbIe TeXHHYECKHE cpeacrea U CHUCTEMbI - TeXHHMYECKHe



CpeJCcTBa U CUCTeMBI, He TIpe/lHa3HaueHHbIe Jjis repeauu, 00paboTKU U XpaHeHus
MepPCOHA/IbHBIX ~ JaHHBIX, YyCTaHaB/IWBaeMble COBMECTHO C TeXHUUYECKUMU
CpeACcTBaMH U CHUCTeMaMH, Tpe/Ha3HaueHHbIMU [yii 06paboTKH TiepCcOoHaTbHBIX
JaHHbIX WM B TIOMeIlleHUsIX, B KOTOPbIX YCTaHOBJEeHbl HWH(OPMal[MOHHbIE
CUCTEeMbI ITepCOHaTbHbBIX aHHbIX.

JocTyn B onepauMoHHYI0 cpeay KOMNbHTepa (MHGPOPMALMOHHON CHCTEMbI
NEePCOHANILHBIX [JAaHHBIX) - TOJIyYeHHe BO3MOKHOCTH 3alyCKa Ha BBIMIOJIHEHHE
IITaTHBIX KOMaH[, (QYHKIMH, MpoLeJyp OMNepaljuOHHON CHUCTeMbl (YHUUTOKEHUS,
KOMMUPOBaHUs, TlepeMellleHus] W T.I.), MCIIOJHSIeMbIX (DaIOB MPUK/IaJHBIX
MPOrpamM.

Joctyn Kk uH(popMamuum - BO3MOXXHOCTh TOyYeHUs WHGOpPMALUU U ee
MCTI0/Ib30BaHUSI.

3aki1a04HOe YCTPOICTBO - 3JIeMEHT CpeJicTBa CheMa UWHdOpMaIuH,
CKPBITHO BHeJpsieMbIM (3aK/J1a/ibIBaéMbIii WIA BHOCUMBIM) B MeCTa BO3MOXXHOTO
cbeMa vHMopMaly (B TOM UKC/ie B OorpakieHne, KOHCTPYKIIO, 060pyZoBaHue,
rpeiIMeTbl UHTepbepa, TPAHCTIOPTHBIE CPE/ICTBA, a TaK)Ke B TeXHUUEeCKHe Cpe/iCTBa
1 CUCTeMbI 00paboTKM nHMOPMAIHK).

Bammimaemasi uHpopmamms - HHQOpPMaLUWs, SBJSAIOLWIAACS TPeAMETOM
COOCTBEHHOCTH U TIOAJIeXalljasi 3all[uTe B COOTBETCTBUM C TpebOBaHUSIMU
MIPABOBbIX I0KYMEHTOB WK TpeOOBaHUSIMM, YCTaHaBIMBaeMbIMHA COOCTBEHHUKOM
MH(OpMaIuu.

Hnentudukanus - TpPUCBOeHWe CyObeKTaM M 00BbeKTaM JI0CTyra
uieHTU(UKaTopa W (WIM) CpaBHEHWe TIpebsBISIEMOro UAeHTU(PUKaTopa C
repevyHeM MPHUCBOEHHBIX W/IeHTU(UKAaTOPOB.

NudgopmaTuBHBI CHUTHAJ - SJIGKTPUYECKHE CUTHa/bl, aKyCTHUeCKue,
3/1eKTPOMAarHuTHbIe U ipyrue u3udeckKue moJsi, 1o rnapaMeTpaM KOTOPBIX MOKET
ObITh packpbiTa KOHGUAeHIMAMbHas HWHGOpMalysa (TepcoHanbHble [JaHHbBIE)
obpabaTtbiBaeMasi B TH(OPMAIJMOHHOM CUCTEMe TTePCOHATbHBIX JaHHbBIX.

NupopManuoHHbIE TEXHOJOrMM - TIPOIeCChl, MeTOJbI TIOMCKa, cbopa,
XpaHeHUsi, 00pabOTKW, TIpe/[OCTaB/IeHUs, paCIpOCTpaHeHusT HWHGOpPMaI[uu U
Crioco0bl OCyI11[eCTBIeHUs TaKUX TMPOL[eCCOB U METO/IOB.

Nudopmanmonnass cucrema nepcoHaabHbix gaHHbix (MCIIAn) -
COBOKYITHOCTb COZlepXKalliuxcsi B 0a3ax [JaHHBIX [1epCOHAMbHBIX J[aHHBIX U
obecrieurBaOIMX UX 00pabOTKy MHGMOPMAIMOHHBIX TEXHOJOTUM U TeXHUUECKUX
Cpe/iCTB.

Hcnosib30BaHue MEPCOHAJIBbHBIX [JaHHBIX - JlelMcTBUS (omepanuu) C
MepPCOHA/IbHBIMU  JJaHHBIMM, COBepIlllaeMble OrMepaTopoM B Le/siX TIPUHSTHUS
pellieHu WA COBepIlIeHUs] HHBIX [eUCTBUM, IIOPOXKAAIOIIUX HOpUAUYECKUe
TIOC/IeZICTBUSI B OTHOIIIEHUM CyOBeKTa TepCOHa/bHBIX [JaHHBIX WM APYTHX JIUL]
mbo “HBIM 06pa30M 3aTparvBaroIIUX MpaBa U CBOOOABI CyObeKTa TepCOHaTbHbIX
JJAHHBIX WU APYTUX JIULI.

HcroyHuk yrpossl Oe3omacHocTH uHpopmamum - CyOBEKT JOCTyIa,
MaTepuanbHbIi 00BEKT WM (HU3NUecKoe sIBJIeHWe, SIB/SIOI[HUeCS TPUUMHON
BO3HUKHOBEHUS yrpo3bl 6e301acHOCTA WHGOpMaLUK.

KoHnTposupyemasi 30Ha - TIPOCTPAHCTBO (TEPPUTOPUS, 3[aHHUe, YaCThb 3[aHUS,



roMelljeHue), B KOTOPOM HCK/IIOUEHO HEeKOHTpo/MpyeMoe TpeObiBaHUe
MMOCTOPOHHUX JIUL], @ TaK)Ke TPAHCIOPTHBIX, TEXHUUECKUX U UHBIX MaTepUaTbHbIX
CpeJCTB.

KOH(l)I/I)_IeHlII/IaJILHOCTb MEePCOHAJIBHBIX JAaHHBIX - OGHB&TETIBHOE A1
coO/MIo/IeHrsT OTiepaTOPOM WM WHBIM TIO/TYUYMBIIKAM JOCTYIT K TI€PCOHATbHBIM
JaHHBIM JIMI[OM TpeOOBaHWe He [OMyCKaTb WX pacrpocTpaHeHue 6e3 coriacus
CcyOBbeKTa repCOHaTbHBIX JAHHbBIX WM HAaJIMUWs MHOTO 3aKOHHOTO OCHOBaHHUSI.

Me:xceTeBoii  3KpaH -  JIOKaJibHOe  (OJHOKOMIIOHEHTHOE) WU
(GyHKIIMOHabHO-pacIpe/ie/ieHHOe  TporpaMmMHoe  (TIporpaMMHO-arirapaTHoe)
CcpeCTBO (KOMILIEKC), peain3yrolljee KOHTPO/Ib 3a UH(GOpMalliel, MoCTyIatolel B
MH(POPMAI[MOHHYI0 CHCTEeMY TMepCOHA/IbHBIX [aHHbIX U (WIM) BBIXOJSIEN U3
MH(OPMAaLMOHHOW CHUCTEMBI.

Hapyumureabr 0€30MaCHOCTH MEPCOHATBHBIX AAaHHBIX - (DU3HMUECKOoe JUIIO,
C/ly4allHO WM TIpe/lHaMepeHHO COBepIllatolliee eCTBUs, C/e[iICTBUeM KOTOPhIX
SIBJISIETCsI HapyllleHue 0e30TMacHOCTH TepCOHAMbHBIX JAaHHBIX TPU UX 0OpaboTke
TeXHUYeCKUMU Cpe[icTBaMd B HWH(MOPMAI[MOHHBIX CHUCTeMax IepPCOHA/TbHBIX
JTaHHBIX.

HeaBromMaTusupoBannasi 06paGoTKa NMEePCOHANBLHBIX JaHHBIX - 00paboTKa
MepCoHa/bHbIX  JIaHHBIX, COZepXKaluxcsi B  UH(POPMALIMOHHOM  CHUCTeMe
MepPCOHAbHBIX MTAHHBIX JIMOO W3B/EUeHHBIX U3 TaKOW CHUCTEMBI, CUHUTAeTCS
OCYLLIeCTB/IEHHOU be3 VCTI0J/Ib30BaHUs CpeJiCTB aBTOMaTH3aLuu
(HeaBTOMAaTU3HMPOBAHHOW ), €C/IM TaKue [IelCTBUS C epCOHA/IbHBIMU JaHHBIMH, KaK
VCII0/Ib30BaHWe, YTOUHEHHWe, pacClpoCTpaHeHHe, YHUUYTOXKeHHWEe MepCOHaTbHBIX
JIAaHHBIX B OTHOIIEHWM KaKIOr0 U3 CyOBEKTOB IMePCOHAbHBIX —[JaHHBIX,
OCYIIIeCTB/ISIFOTCS TIPH HETMOCPe/JICTBEHHOM yUaCTHUU YesioBeKa.

HenexiapupoBaHHble BO3MOXKHOCTH - (YHKLUHMOHA/IbHbIE BO3MOKHOCTH
CPe/ICTB BbIUMC/IUTE/IbHON TeXHUKH, He OIWCaHHble WU He COOTBETCTBYHOIIME
OMUCAHHBIM B JOKyYMeHTAl[MW, TIpU UCIIO/JIb30BaHWM KOTOPBIX BO3MOKHO
HapyllleHhe  KOH(UAEeHIMaJIbHOCTH,  AOCTYMTHOCTM  WIA  1eJIOCTHOCTHU
obpabaTbiBaemoii HHGOpPMAI[WH.

HecaHKIIMUOHUPOBAHHBIN A0CTYN (HeCAaHKIIMOHMPOBAHHbIE AEHUCTBHS) -
JocTyn K mHbopMaluu Wi JeldcTBUs ¢ uHbopMaliyel, Hapyllalolye MpaBuia
pasrpaHUueHus AOCTyMa C UCI0/Ib30BaHWeM IITaTHBIX CPeZCTB, MTPe0CTaB/IsIeMbIX
MH(OpMaI[MOHHBIMU CUCTEMaMU MepCOHaMbHBIX JaHHbBIX.

Hocureas undopmanun - dhr3nueckoe JIMIO0 WX MaTepyuabHbINM 00BHEKT, B
TOM 4KcC/ie (pU3nYecKoe moJsie, B KOTOPOM MH(OpMaLMsi HAXOJUT CBOe OTPaKeHHeE B
BHJle CHUMBOJIOB, 00pa3oB, CUTHAJOB, TEeXHWYECKUX pelleHnid U TPOLecCoB,
KOJTMYEeCTBEHHBIX XapaKTePUCTUK (PU3NUeCKUX BeJIMUYMH.

O6e3MYMBaHie MEPCOHATBHBIX JaAHHBIX - JIeHICTBUS, B pe3y/ibTaTe KOTOPhIX
CTAaHOBUTCSI HEBO3MOJKHBIM 0e3 HCI0/Ib30BaHUs JOTIOTHATeTbHON WHGbOpMaIun
OTIpe/ieJTUTh TIPUHA/IIE)KHOCTh TIePCOHA/BHBIX [JaHHBIX KOHKPETHOMY CYOBeKTy
MePCOHA/IbHBIX JJAHHBIX.

O0paGoTKa NMEPCOHANLHBIX AaHHBIX - JIFOOOe MelicTBhe (omepaiys) WIN
COBOKYITHOCTb JIeMCTBUM (Omepalyii), COBepIlaeMbIX C HUCIOJb30BaHUEM CPe/CTB
aBTOMaTH3alui WM 06e3 WCIOMb30BaHUS TAaKWUX CPEACTB C Te€PCOHATbHBIMU



JaHHBIMU, BK/IOuUass cOOp, 3amuch, CUCTeMaTH3alldl0, HaKOIlJieHWe, XpaHeHue,
yTouHeHWe (0OHOBJ/IeHHe, W3MeHeHHWe), W3BjeueHre, HCI0J/Ib30BaHue, Tepejavy
(pacmipocTpaHeHue, TIpe/loCTaB/ieHre, AOCTYI), 00e3nuuuBaHue, OJIOKMPOBAHUE,
y/iajieHie, YHUUTO)XXeHUe MepCOHaNbHbIX JaHHbIX.

OO0megocTynHbie nepcoHajJbHbIe JaHHbIe - TIePCOHA/IbHBIE JaHHbIE, TOCTYII
HEOrPAaHUUEHHOT0 Kpyra JHI] K KOTOPbIM TIPe/IOCTaB/ieH C coryiacus Cybnekrta
MepPCOHA/IbHBIX [IaHHBIX WM Ha KOTOpble B COOTBETCTBUU C eJepasbHbIMU
3aKOHaMH He pacrpocTpaHsieTcs: TpeboBaHUe cob/Tt0jeHNsT KOH(PUAeHLIMaTbHOCTH.

Onepatop (MEPCOHANBHBIX JAHHBIX) - TOCYJJapCTBEHHBbIM  OpraH,
MYHULIATIAIbHBIA OpraH, opuuueckoe wid (u3nueckoe JML0, CaMOCTOSATeTbHO
WA COBMECTHO C [IPYTMMM JIMLIaM{d OpraHu3yolive U (WIM) OCYLeCTBISIOIINe
00pabOTKy TepCcoHa/NbHBIX AAHHBIX, a TakK)Ke OImpejessitollye 1ied 006paboTKu
TePCOHA/IbHBIX JJaHHBIX, COCTaB MePCOHABHBIX JIaHHBIX, TO/JIEXKAIMX 00paboTKe,
JlelCTBUS (omepalyu), CoOBeplllaeMble C TepCOHA/TbHBIMU JaHHBIMHU.

TexHnyeckue cpeacrsa HH(bOpMaHHOHHOﬁ CUCTEMbBI NIEPCOHAIBHBIX JaHHBIX
- CpeACTBAa BBIUUC/IUTENHHOM TEXHUKHU, WH(POPMALMOHHO-BLIUNCIUTE/IbHbIE
KOMIIJIEKChl M CETH, CPe/ICTBa M CHUCTeMBI Tiepejjaun, preMa i obpabortku I1/1H
(cpeacTBa M cUCTeMbl 3BYKO3allkCH, 3BYKOYCHWJIEHHs, 3BYKOBOCIIPOW3Be/EHUs,
MeperoBOopHble W TeJIeBU3MOHHbIE  YCTPOMCTBA, CpeACTBAa M3rOTOBJIEHUS,
TUDA)KMPOBaHUsI [JOKYMEHTOB U [Ipyrue TeXHW4YecKue CpejcTBa 00paboTKu
peueBoi, Tpaduueckoil, BUJIe0- U OykKBeHHOI[M(pPOBOM  HHDOpPMALIUN),
TIpOrpaMMHbIe Cpe/icTBa (OIeparjioHHbIe CHCTEMbI, CUCTEMBI yIIpaBeHHUs Oa3aMu
JJaHHBIX W T.I.), CpeJACTBa 3al[uUThl UWHGOpPMalUM, TpHUMeHsieMble B
MH(MOPMAaI[MOHHBIX CUCTeMaX.

IlepexBar (uHpopmanmuu) - HelpaBOMEpPHOe TMoJyueHre UH(POpPMALUU C
WCTIO/Tb30BaHWEM TEeXHUUECKOTO CpeJCTBa, OCYIIeCTB/ISIONIET0 OOHapy>KeHue,
niprieM 1 00paboTKy MH(OPMATHBHBIX CUTHAJIOB.

IlepcoHanbHble JaHHBbIE - TF00ass MHGOPMAI[US, OTHOCSIIASACA K TIPSMO WA
KOCBEHHO OTIpe/ie/IeHHOMY WM OTpefiesiieMoMy (HU3UUecKOMY JIUIy (CyOBeKTy
MepPCOHAJIbHBIX JJaHHBIX);

IloOouHbIe  3/1eKTPOMarHUTHbIe  H3/IyUYeHMA W HABOAKH -
3/IeKTPOMarHuTHbIe M3My4eHUs] TeXHUUYeCKUX CpeJiICTB 00pabOTKM 3alliuiljaeMoii
vHbopMallMy, BO3HUKAlOIIMe Kak [000YHOe siBjleHMe U BbI3BaHHbIE
3/IeKTPUUECKUMH CUTHAJ/IaMH, eMCTBYIOIIUMH B UX 3/IEKTPUUECKUX U MarHUTHBIX
1[eTISIX, @ TaKXKe 3/IeKTPOMarHUTHbIe HAaBOJIKM 3TUX CUTHA/IOB Ha TOKOIIPOBO/SIIIVE
JTMHAW, KOHCTPYKLAW U e TTUTaHHMS.

IoauTHKA «YHCTOrO CTOJA» - KOMIIJIEKC OPraHU3alOHHBIX MepPOIPUSATHH,
KOHTPO/IUPYIOIIAX OTCYTCTBHE 3allChbIBaHUS Ha OyMajKHble HOCHUTENN K/TIouedd U
aTpruOyTOB /oCTyTIa (TIapoJsieii) U XxpaHeHHUsT WX BO/M3K 0OBEKTOB OCTYTIA.

ITosb30BaTe/lb UH(POPMALIMOHHON CHCTeMbl NMePCOHA/TIbHBIX JAHHBIX -
JUL0, YyuacTBylolllee B (PYHKIMOHUPOBAaHUU UWH(GOPMALMOHHONW CUCTEMBbI
TePCOHAJIbHBIX JJaHHBIX WK UCTI0JIb3YIolllee pe3y/bTaThl ee (DyHKIIMOHUPOBAHUSI.

IIpaBuna  pasrpaHMYeHusi  JOCTymna - COBOKYIIHOCTb  IIpaBUII,
perjiaMeHTUPYHOIIMX MpaBa J0CTyrna CyObeKTOB A0CTyIa K 00beKTaM JoCTyTa.

IMporpamMmmuas 3aKjiagka - KOJ MpOrpaMMbl, MpeJHaMepeHHO BHECeHHbIN B



MIPOrpaMMy C LieJibl0 OCYIL[eCTBUTh YTeuKy, U3MeHUTh, 6/I0KUPOBaTh, YHUUTOXUTh
MHGOPMALMI0 WIM YHUUTOXUTh U MOAU(DUIIMPOBAThH TTpOrpaMMHOe obecrieueHie
WHGOPMAI[MOHHOW CHCTeMbI MepCOHA/TBHBIX JaHHBIX U (MM) G/I0KUpOBaTh arma-
paTHbIe Cpe/ICTBa.

IIporpamMMHoe  (mMporpaMmMHO-MaTeMaTHueckoe)  BO3JelCTBHE -
HEeCAHKLIMOHWPOBAHHOE  BO3JEMCTBHE HAa  peCcypCcbl  aBTOMAaTU3WPOBAaHHOU
MH(MOPMAaI[MOHHOW CHCTeMbI, OCYILeCTBJ/IsieMOe C MCI0J/Ib30BaHHMEM BPeJOHOCHBIX
TpOorpamMm.

PackpbiTHe NEPCOHAIBHBIX [AAHHBIX - YMBIIIJIEHHOE WM CoydaiiHoe
HapylleHre KOH(UIeHMaTbHOCTH NePCOHATbHBIX JaHHBIX.

PacnpocTpaHeHHe MEePCOHATBHBIX JAHHBIX - JIEMCTBUS, HallpaB/ieHHbIe Ha
PaCKpbITHE MepCOHA/IbHBIX IaHHbIX HEeOIpeAeJeHHOMY KPYTY JIHLI.

Pecypc undopManMOHHONH CHCTEeMbI - UMEHOBAHHBIN 371eMEeHT CHUCTEMHOTO,
TIPUKJIaIHOTO W arirapaTHoro obecmieueHust (yHKLIMOHUPOBaHUS
MH(GOPMaLMOHHON CUCTEMBI.

Cneunaﬂbnue KaTeropuu nepCoHaJIbLHbIX JaHHBIX - HepCOHaJ'[beIe JaHHbIe,
Kacarwllyecsi pacoBOM, HALMOHAJIbHOW  MNPUHAAJIE)KHOCTU,  TMOJUTUYECKUX
B3TJISIZIOB, PEJIMTUO3HBIX WM (puiocodcknx ybexmeHnid, COCTOSIHUS 3[0POBbS U
VHTHUMHOMU )KU3HU CyOBeKTa repCOHa/TbHBIX TaHHBIX.

CpencrBa BBIYMCINTEIBHOH TEXHUKH - COBOKYITHOCTE ITIPOrPAMMHBIX U TeX-
HUYECKHUX 3/IEMEHTOB crucTeM 00pabOTKM /JaHHBIX, CITOCOOHBIX (PYHKI[MOHMPOBAThH
CaMOCTOSATE/IbHO WX B COCTaBe JPYTUX CUCTEM.

CyobekT moctyna (cy0bekT) - JIMLO WM TIPOLecC, JeWCTBUSI KOTOPOTO
perjiaMeHTUMPYIOTCS PaBU/IaMU pa3rpaHUyeHust JOCTyma.

TexHnyeckM KaHaJ yTe4YKM MH(oOpMauuM - COBOKYIIHOCTH HOCUTE/SI UH-
dopmaium (cpeactBa 00paboTKM), hr3MUeCKOM cpebl paclpocTpaHeHust UHGDOP-
MaTUBHOTO CWTHajla W CPeACTB, KOTOPbIMU [OOBbIBaeTCs  3allfuiliaeMast
nHbopmarusi.

Tpchrpa}quaﬂ nepeaavia NEePCOHATBbHBIX JAHHBIX - Hepe,qaqa
MepCOHAabHBIX JAHHBIX OmepaTopoM uepe3 ['0CyJapCTBeHHYH) TpaHULLY
Poccuiickori  ®epepaluu  OpraHy  BJaCTU  WMHOCTPAHHOTO  TOCYZJapCTBa,
br3uUeCcKoMy WM FOPUANUECKOMY JIMIY MHOCTPAaHHOIO rOCyJapCTBa.

er03bl 0€30IacHOCTH NEPCOHAJIBHBIX JTAaHHBIX - COBOKYHHOCTI) YCJ'[OBI/II\/JI n
(akTopoB, CO3JAOLIMX OMAaCHOCTb HECAHKL[MOHUPOBAHHOTO, B TOM YHCJIe
CJIy4aliHOT'0, [OCTYIAa K IMepCOHA/TbHbIM /aHHbIM, Pe3yJ/IbTaTOM KOTOPOTO MOJKET
CTaTb YHUUTOXXeHUe, M3MeHeHre, 6/I0KMpOBaHWe, KOTIMpOBaHWe, paclipoCTpaHeHue
MepPCOHAJIbHBIX JIAHHBIX, & TaK’Ke MHBbIX HECAHKLIMOHMPOBAHHBIX eUCTBUM TMPU UX
00paboTKe B MH(OPMAILIMOHHOM CCTeMe TIepCOHa/IbHBIX JaHHbIX.

YHUYTOKEHHE MEPCOHATBHBIX TaAHHBIX - JIEMCTBUS, B pe3y/bTaTe KOTOPBIX
CTAHOBUTCSI HEBO3MOKHBIM BOCCTAHOBUTbL COJiepP>KaHUe MepCOHAMbHBIX JJaHHBIX B
MH(MOPMAaI[MOHHOW CHCTeMe T[epCOHa/IbHbIX [JlaHHbIX U (WIM) B pe3yJibTaTe
KOTOPbIX YHUUTOKalOTCSI MaTepyasibHble HOCUTEe/TU TIePCOHATbHBIX JaHHbBIX.

YTeuka (3amminaeMoii) uHGpopMaluM MO0 TeXHUYECKHMM KaHa/laM -
HEKOHTPOJIMPYeMOe paclpoCTpaHeHWe WH(OpMalluh OT HOCUTess 3aluiliaeMoin
uHbopmaluu  yepe3  (U3UUECKYHO Cpelly [0 TeXHUUeCKOro CpeJCTBa,



OCYILIeCTBJISIFOIIEr0 repexBaT UH()OPMaLUK.
VsazBumocTs - C71ab0OCTh B CpeACTBaxX  3all[UThl, KOTOPYIO MOXXHO
WCTI0/1b30BAaTh /IJis HApYIlIeHUs] CUCTeMbI WM COJieprKalllelics B Hell UH(opMallvu.
IlestocTHOCTH WH(pOPMANUHU - CTIOCOOHOCTL CPe/ICTBA BLIUMCUTETHHON TeX-
HUKA WIA aBTOMAaTH3WPOBAaHHOW CHUCTeMbl oOecrieurBaTh HEWM3MEHHOCTb
vH(bOpMallMM B YCAOBUSIX C/y4allHOTO W/WIM TIpeIHAMEPEHHOI0 UCKaXKeHUs
(pa3pyiueHus).



OBbO3HAYEHMNSA 1 COKPAIIEHUSA

ABC - aHTUBUpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3MpOBaHHOE pabouee MeCTOo

BTCC - BcriomoraresibHble TeXHUUeCKHe CpefCTBa U CUCTeMbI
VCITn - uHdopMallMoHHasi CHCTeMa MepCOHa/IbHbBIX JaHHBIX
K3 - KoHTpo/mMpyemasi 30Ha

JIBC - jioKasbHas BBIYMC/IUTE/IbHAs CeTh

MO - mexxceTeBOM 5KpaH

HC/I- HecaHKILIMOHUPOBAHHBIM OCTYTI

OC - onepaLitOHHas CUCTeMa

II/JH - mepcoHa/bHbIe JaHHbIe

[TMB - nmporpamMmmMHO-MaTeMaTUueCKoe BO3/elCTBHUE

I1O - nmporpamMMHOe obecrieueHue

[TOMIH - rmo6ouHbIe 3/1eKTpOMarHUTHBIE U3/TyUYeHUs] K HABOJKH
CA3 - cucrema aHa/v3a 3allUIeHHOCTH

C3MU - cpepacTBa 3ai{uThl THGOpPMAaLUU

C3I1dH - cuctema (rmogcrcreMa) 3allldThl IEPCOHATbHBIX JaHHBIX
COB - cuctema 06HapyKeHHsT BTOP>KEHHM

TKYU - TexHuueckue KaHasbl yTeukd HH(POpMaLiuu

YBII/[JH - yrpo3sl 6€301acHOCTH MepCOHAMBHBIX JAaHHBIX



BBEJAEHHWNE

Hactosiijasi [Tonmutrka wHGOpMaI[MOHHON Oe3omacHOCTH Tpu paboTe ¢
MepCoOHaTbHBIMKA  J1aHHBIMM B KamMeHCKOM pallOHHOW  TeppUTOPUA/IbHOU

n3bupaTenbHOM Komuccuu (gasee - [losmTukKa) sB/AsgeTcs  OMUIMA/ILHBIM
JIOKYyMEHTOM.

[Torutrka ~ pa3paboTaHa B COOTBETCTBUM  C  TpebOOBaHUSAMH,
yCTaHOBJ/IEHHbIMU:

denepanbHbIM 3aKkOHOM 0T 27.07.2006 Ne 149-d3 «0O6 wuHpopmariyy,
MH(OPMAaLMOHHBIX TEXHOJIOTHSIX U O 3allyTe MH(OPMAaLUn»;

@®epepanbHbM  3akOHOM 0T 27.07.2006 Ne 152-®3 «O mnepcoHanbHBIX
AaHHBIX> ;

rioctaHoB/ieHueM [IpaButenbcTBa Poccuiickor ®@egepaiiyn ot 01.11.2012 Ne
1119 «O06 yTBepxxaeHUM TpeOOBaHWM K 3all[uTe TepCOHAIbHBIX AAHHBIX MPHU UX
00paboTKe B MH(POPMAIJMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JaHHbBIX»;

noctaHoBsienrem [lpaButenbctBa Poccurickon ®epepanuu ot 15.09.2008
Ne 687 «O6 yTBepXKAeHHH TIONOKEHHUST 00 0coOeHHOCTAX 00paboTKu
MepCoHaNbHBIX  [JaHHBIX, OCYIIeCTB/sieMOM 06e3 HCMOJb30BaHUSI  CPe/iCTB
aBTOMAaTU3aLn»;

roctaHoBsieHrem [IpaButenbctBa Poccurickou ®epeparum ot 21.03.2012
Ne 211 «O6 yTBepXKAeHWHM IIepeuyHs Mep, HallpaB/eHHbIX Ha obecrieueHue
BBITTOJIHEHUS] 00s3aHHOCTeH, TpeflyCMOTpeHHbIX DefepasbHbIM 3aKOHOM  «O
MepCOHAabHBIX TAHHBIX» W MPUHSITHBIMU B COOTBETCTBUU C HUM HOPMAaTUBHBIMU
MPaBOBbIMM aKTaMH, OIepaTopaMy, SB/SIOLMMUCH TOCYAApCTBEHHBIMU WA
MYHULMIAaTbHBIMU OPraHaMU»;

niprka3zoM ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yTtBepkaeHnu CocraBa
U COZlep)KaHUsl OpraHM3allMOHHBIX M TEeXHWYeCKUX Mep Ti0 obecreueHUIO
6e30MacHOCTU TIePCOHALHBIX AAHHBIX MpU WX 00paboTke B HMH(OPMAI[OHHBIX
CUCTeMax IepCOHA/IbHBIX JaHHBIX»,

nipukazom @CB Poccuu ot 10.07.2014 Ne 378 «O6 yTBep>kK[eHUM CcoCTaBa U
Cofiep)KaHUsl OpraHW3al[MOHHbIX M TeXHWYeCKMX Mep T0 obecrieueHUIo
6e30MacHOCTU TIePCOHABLHBIX AAHHBIX MPU MX 00paboTKe B WMHGMOPMAI[MOHHBIX
cucTeMax repCOHabHBIX JlaHHbBIX C VICII0/Ib30BaHHEM CpesCTB
KpunTorpaguueckoi 3amuTbl WHGOpPMalMK, HeOOXOAUMBIX [I7Isi BBIOJHEHHs
ycTaHOB/eHHbIX [IpaBuTenscTBOM Poccuiickoii @efiepariiy TpeboBaHui K 3aIlUTe
MepPCOHAJIbHBIX JJaHHBIX [I/1S1 K&KJ0r0 U3 YPOBHEHN 3allULLeHHOCTU»;

MeToauyeckUMA ~ peKOMeHJalusiMi  TI0  pa3paboTKe  HOPMAaTUBHBIX
TIPABOBBIX AKTOB, OTPe/e/IIOLUX yrpo3bl 0€30MacHOCTH MepCOHAMbHBIX JAHHBIX,
akTyasbHble TpU 00paboTKe TIepPCOHANMBHBIX [JAHHBIX B HH(GOPMAIMOHHBIX
CUCTEMax I[IepCOHA/NBHBIX [IaHHBIX, 3KCIUIyaTUPYeMbIX IIPpA OCYLeCTBIeHUN
COOTBETCTBYIOLLIUX BUJOB [eATeJbHOCTH, YTBEPXKAEHHbIMU DPYKOBOZCTBOM 8
Lentpa ®Cb Poccum 31.03.2015 Ne 149/7/2/6-432.

B TlonuTtuke oripezneseHbl TpeboBanuss K repcoHany WCII/IH, cTereHb
OTBETCTBEHHOCTH  TIepCOHa/la, CTPYKTypa W HeoOXOAWMbBIM  ypOBEHb
3alUII[eHHOCTH, CTaTyC U  [JJO/DKHOCTHble  OO0SI3aHHOCTU  COTPY/JHUKOB,



OTBETCTBEHHBIX 3a obecrieueHHe 0e30T1aCHOCTH MepCcoHaNbHBIX JaHHbIX B MICIT/IH
KameHcKol paliOHHOUM TeppuUTOpUanbHOM H30MpaTenbHOM KoMUCCUU (fanee —
Komuccus).

1. O01Me mo/I0KeHHs

Llenvto Hactosimedt [lomutuku siBasieTcss  obecrieueHre 0e30TMacHOCTH
00BeKTOB 3amuThl KoMuccuu oT BceX BHOB yrpo3, BHELIHWX W BHYTPEHHUX,
YMBIIIJIEHHBIX W HeTpeJHaMepeHHbIX, MUHAMH3ALUs yiepba OT BO3MOKHOMU
peanu3aiiuu yrpo3 6e3onacHoctu I[1Jx (YBITIH).

be3onacHOCTb MepCcoHaNbHBIX [JAHHBIX JOCTUTaeTCsl IMyTeM WCKI/IIOUEeHUs
HeCaHKLIMOHWUPOBAaHHOTO, B TOM YMC/e C/y4alhHOro, AOCTyIa K IepCOHaJIbHbIM
JJaHHbIM, pe3yJbTaTOM KOTOPOTO MOXKeT CTaTb YHUUTOXEeHHe, H3MeHeHUe,
0J/I0OKUpOBaHKe, KOITUPOBaHKe, PAaCpOCTpaHeHHe TIePCOHA/IbHBIX JaHHBIX, a TAKXKe
VHBIX HECAHKI[MOHWPOBAHHBIX J1IeMCTBUM.

WudopMmaiiys 1 CBsi3aHHbIe C Hell pecypChbl JO/DKHBI OBITb ZOCTYIHBI /ISt
aBTOPM30BAaHHBIX MOJIb30BaTe/ied. [JO/DKHO OCYLIeCTB/ATBCS CBOEBPEMEHHOE
oOHapy>keHHe 1 pearupoBaHire Ha Y BIT/IH.

Ho/DKHO ~ OCYLLeCTB/ATbCS — TpeAoTBpalljeHre  MpeJHaMepeHHbIX WU
C/TyYaliHbIX, YACTUUHBIX WU MOJHBIX HeCAaHKIIMOHUPOBAaHHBIX MOAU(PUKALIAA WUTH
YHUUTOKEHUsI JaHHBIX.

CocTtaB 00BEKTOB 3aluThl TipefcTaBieH B «[lepeuHe mepCOHAIBHBIX
JNaHHBIX, oOpabaTbiBaeMbIXx B KaMeHCKOW palioOHHOW  TeppUTOPHA/ILHOM
n30MpaTe/lbHOM KOMHCCHUM B CBSI3W C peanM3aljier Cy)KeOHBIX (TPYZOBBIX)
OTHOILIEHWM, a TaK)Ke OCYILeCTB/IEHUEM rOCy/1apCTBEHHBIX (DYHKLIUM».

Cocras MUCIIIH nopjiexauux 3amure, TpejcraBieH B «[lepeune
MH(OPMAILIMOHHBIX CUCTEM MEePCOHANbHBIX [aHHBIX B KaMeHCKOW pallOHHOU
TepPUTOPUATbHOM 130MpaTeTbHOM KOMUCCUN.

2. O61aCTh JeMCTBHUSA

TpeboBanuss  Hacrosirier [IOMMTUKKA — pacrpoCTPaHSIOTCI Ha  BCeX
coTpyaHUKOB Komuccuu (IITaTHBIX, BpeMeHHbIX, paboTaroux M0 KOHTPAKTy U
T.I1.), @ TAaK)Ke BCeX MPOoUuX JivL] (TTOAPSJYUKH, ayIUTOPbI U T.11.).

3. CucreMa 3a1lUThI IEPCOHA/IBHBIX JAHHBIX

ObecrieueHrie 6e30MaCHOCTH T1€PCOHANBHBIX /IAHHBIX [JOCTUTAETCs, B
YaCTHOCTH:

orpezie/ieHHeM yrpo3 0e30MMacHOCTH TepCOHA/IbHBIX [JaHHBIX TIPU  HX
00paboTKe B MHPOPMAIJMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX;

IIpUMeHeHWeM OpPraHW3allMOHHBIX W TeXHUUECKUX Mep TI0 obecrieueHHio
6e30I1acCHOCTH TIepPCOHA/IbHBIX JIaHHBIX MPHU UX 00paboTKe B MH(OPMAIIMOHHBIX
CHCTeMax TepCOHANbHBIX JaHHBIX, HEOOXOAMMBIX ZJIsI BBITTOTHEHHsT TpeOOBaHUM K
3al[UTe  TI€PCOHANBbHBIX  JAHHBIX, HCTIOJHEHWEe KOTOPhIX  obecrieurBaeT
yCTaHOBJ/IEHHbIE [IpaBuTe/ILCTBOM Poccurickou deepaluu YPOBHU
3aLUILIeHHOCTU NePCOHA/IBHBIX [JaHHBIX;



TpUMeHeHreM MpOoLIeIINX B YCTAaHOBJIEHHOM TOPsiiKe MPOLeJyPy OLIeHKU
COOTBETCTBUSI CPe/CTB 3allUThl UH(POPMALUY;

OLIEHKOM  3(QPeKTUBHOCTM TIPUHUMaeMbIX Mep TI0 oOecrieueHUIo
Ge30macHOCTM  TIepCOHANbHBIX  JIA@HHBIX O BBOZJA B  SKCIUTyaTallUiO
MH(GOPMaLMOHHOM CUCTeMbI [IePCOHA/IbHBIX JAHHBIX;

y4eTOM MallIMHHBIX HOCUTeJIeH NTepCOHAIbHBIX [JaHHBIX;

oOHapykeHHeM (haKTOB HeCAaHKIJMOHMPOBAHHOTO JJOCTYTIA K IMepCOHAaTbHBIM
NAHHBIM U TIPUHATHEM Mep, B TOM 4WCle Mep 10 OOHapy>KeHHIo,
MpeAyINpeXAeHUI0 W JIMKBUJALMU TIOC/IeJCTBUA KOMITBIOTEDHBIX aTaK Ha
MH(OPMAaLMOHHbIE CHUCTEMbl TEePCOHA/IbHBIX [aHHbIX M 10 pearupoBaHUIO0 Ha
KOMITbIOTEPHBIE UHL[AJEHThI B HUX;

BOCCTaHOB/IEHMEM TEPCOHA/bHBIX [JaHHbIX, MOAU(PHULMPOBAHHBIX WU
YHUUTOKEHHBIX BCJIe[ICTBHE HECAHKLIMOHUPOBAHHOTO 0CTYyNa K HUM;

yCTaHOBJIEHWEeM  TIpaBWI  JOCTyra K  [epCOHAJIbHBIM  JJaHHBIM,
obpabaThiBaeMbIM B MH(POPMAI[MOHHOM CHCTeMe TepCOHATbHBIX IaHHBIX, a TaKKe
obecrieueHreM peTHMCTpPAllMM U ydeTa BCeX [JeWCTBUM, COBepIaeMbIX C
MepPCOHA/IbHBIMU JAHHBIMUA B MH(POPMALIMOHHOM CUCTEMe MepCOHabHbIX JaHHbIX;

KOHTPOJIeM 3a TIPUHMMAaeMbIMM MepaMy T0 obecrieyeHH0 6e30racHOCTU
MepPCOHA/IbHBIX [IaHHbIX W YPOBHSI 3allUILEHHOCTH HH(OPMAalMOHHBIX CHUCTEM
TepCOHA/IbHBIX JaHHBIX.

Cucrema 3aumuThl TmepcoHaibHbIX JAaHHbIx (C3II[dH), cTpouTCcs Ha
OCHOBaHUU:

AKTa BHYTpeHHEro KOHTPOJII COOTBETCTBUSI 00pabOTKM TepCOHATbHBIX
JJAHHBIX.

[lepeuHss TepCOHANMBHBIX [laHHBIX, oOOpabaTbiBaeMbix B KameHCKo
palioHHOM TeppUTOpUabHOW U30MpaTebHONM KOMUCCHUU B CBS3U C peayv3alueit
C/Iy>)KeOHBIX  (TPY/JOBBIX) OTHOLLIEHUH, a  Takxe OCyLL[eCTBIeHUEM
roCyJapCTBEHHBIX (QYHKLIWM;

AKTOB K1acCU(pUKaLMU UHPOPMALIMOHHBIX CUCTEM TePCOHAJIbHBIX [JaHHBIX;

Mogenu yrpo3 6e30macHOCTH TlepCOHANbHBIX JaHHbIX;

MaTpulbl [OCTyna MO/b30BaTe/ield K 3aljuilaeMbiM HH(OPMalLMOHHBIM
pecypcam UCII/IH;

PykoBogsimx gfokymeHToB ®CTOK Poccuun u ®Ch Poccum.

Ha ocHOBaHMU 3TUX [JAOKYMEHTOB OIIpeje/isieTcsi HeoOXOAWMbBIA YPOBEHb
saumineHHocty [1Jn kaxzpou WCIIAIH Komuccun. Ha ocHOBaHuM aHanm3a
aKTyanbHbIX yrpo3 Oe3oracHoct [1[IH omucanHoro B Mogenu yrpos, AenaeTcs
3aK/IfoYeHre O HeoOXOJUMOCTH WCIIO/b30BaHUS TEXHUUECKUX CpeJCTB U
OpraHu3al[MOHHBIX ~MeporpusTuii Ay obecrieueHuss 6e3omacHocty  [1/1H.
BribpaHHble He0OX0[MMble MePOTPUATHSI OTpaXkatoTcsi B «CocTaBe Mep 3alllUThl
HMH(OPMaLMOHHBIX CUCTEM MEPCOHATbHBIX JaHHBIX».

HOns NCITIH no/mkeH ObITh COCTaB/IEH CIIMCOK HCIO/Ib3yeMbIX TeXHUUECKHUX
cpeAcTB 3amuThl (fanee - CHUMCOK), a TaK >Ke TPOrpaMMHOro obecrieyeHus,
yuacTBytoiiero B obpabotke I1/1H, Ha Bcex asemeHTax VCIT/IH:

APM mnionb30BaTeniel;

CepBepa NpuIoKeHUH;



CYB/;

I"'panunier JIBC;

KaHasioB repejjaud B CeTH 0OIL[eTO TM0J/Ib30BaHUs U (WIM) MeXAYHApOAHOTO
obOMeHa, ec/ii 110 HUM TiepeaatoTcs [1/1H.

B 3aBucumocTtu ot ypoBHs 3aiuiieHHOCTA VCIIIH U akTyasibHBIX yIpo3,
C3IIIH MOKeT BKJ/IHOUATh C/IeAyrolle TeXHUUeCKe Cpe/iCTBa:

aHTUBUPYCHBIE CPeJICTBA [/l pab0OUNX CTaHI[WM IM0/Tb30BaTe /el U CepBEPOB;

CpeZCTBa Me)XCeTeBOr0 3KpaHUPOBAHUS;

cpeAcTBa KpunTorpaduueckKor 3allldThl HWH(OpMAalMM TpU [epejaue
3alMIaeMor HTH(OPMaLMK M0 KaHa/laM CBS3H.

Tak >Xe B CIIHUCOK [IO/DKHBI OBITh BK/IFOUEHbI (DYHKIMM 3allUTHI,
obecrieuriBaeMble INTaTHBIMU cpefcTBaMu 00paboTku II/IH omepaioHHBIMU
cucteMamu (OC), npuknagueiMm [IO u  crelManbHBIMM — KOMILJIEKCAMH,
peanu3yrIIUMK cpecTBa 3aliuThl. CriMCOK (DYHKIIMM 3alUThl MOXKET BKJTHOUATh:

yrpaBJ/eHre U pa3rpaHUueHue JOCTyIIa Mob30BaTesiel;

perucTpaiuio U yueT AelicTBUM ¢ uHdOopMalyel;

obecrieyeHye 1[e/IOCTHOCTH IaHHBIX;

oOHapy>keHHe BTOP>KeHUH.

CnmcoK WCIOMb3yeMbIX TEXHUYECKUX CpeACTB oOTpaxaeTcsi B «llnane
MepOTpUSITUA TI0 00ecrieueHWI0 3allUThl TEePCOHATBHBIX [JaHHBIX». CIHUCOK
WICII0JIb3yeMbIX CPe/CTB [IO/DKEH TOA[epKUBaThbCs B aKTya/JlbHOM COCTOSIHUM. [Ipu
V3MEHEHUU COCTaBa TEeXHUUYECKHUX CpeACTB 3aluTbl win 3jeMeHToB WCIIIH
COOTBETCTBYIOII[IE€ W3MeHeHUsI [JOJ/DKHBI ObITh BHeceHbl B CIIMCOK U YTBEPKJEHbI
nipefcesatesieM 36upaTenbHON Komuccuy CBepaioBCKON 0071aCTH WK JIULIOM,
OTBETCTBEHHBIM 3a o0ecrieueHue 3amuThl [1/]H.

4. TpeboBanus k noacucremam C3I1/[xH

C3I1/JH Bk/ItOUaeT B cebsi creiyroIIue MoCUCTeMbI:

yIpaBJ/IeHUs JOCTYIIOM, PETUCTPALIUU U YUeTa;

obecrieyeHust 1[eJIOCTHOCTH U IOCTYITHOCTH;

QHTUBHUPYCHOU 3allUThI;

Me>)KCeTeBOI0 3KPaHUPOBAHUS;

aHa/M3a 3alyIeHHOCTY;

oOHapy>KeHUs] BTOPKeHUH;

KPUIITOrpa(uuecKoi 3aluUThl.

[Moacucrembr C3I1[IH MMeIOT pa3/MUHBIM (PYHKLMOHAA B 3aBUCUMOCTH OT
kinacca VICII[IH, ompezeneHHOro B «AKTe KiacCU(UKalu HHGOPMALMOHHOW
CUCTeMbI MEepCOHabHBIX AaHHbIX». CIHUCOK COOTBETCTBUSI (DYHKLMN IMOACUCTEM
C3IIdH Knaccy 3alyilleHHOCTA TMpeACTaBJleH B TeXHWUYeCKOM 3a/laHud 110
CO3/aHHI0 CHUCTEeMbl 3al[UTbl HMHQOpPMALMK MH(POPMALMOHHOM  CHUCTEMBI
TIepCOHA/IbHBIX JaHHBIX.

IIoacucremMa yrpaBjaeHUs JOCTYIIOM, PErMCTPALMY M ydeTa

[ToacucTtema yripaB/jeHUs1 IOCTYIIOM, PeTMCTPALIUM U yuyeTa mpe/jHa3HaueHa
IS peaiu3aly CJeyomux QyHKLIAM:



HJeHTU(hUKAIIMK ¥ TIPOBEPKU MOJIMHHOCTHA CyObEeKTOB 0CTyTa MPU BXOZe
B NCII/JH;

uJeHTU(UKAIMM TepMUHA/IOB, Y37I0B CeTU, KaHa/JOB CBSi3W, BHEIIHUX
YCTPOUCTB 10 JIOTUYECKUM MMeHawM;

nJeHTU(UKalMM NporpaMM, TOMOB, KaTajoroB, (aiisioB, 3amuce, Tosei
3arMcel 1o MuMeHawm;

pervcTpainyy Bxoza (BbixoZia) CyObeKTOB I0CTYTIa B CUCTeMY (M3 CUCTeMBI),
nubo pervcTparuy 3arpy3Kd W WHULIAAIW3al[dd OTepaliMOHHONM CHUCTEMBI W ee
OCTaHOBaA.

perucTpanuy TOMbITOK JOCTyIlla TIpOrpaMMHBIX CpeZACTB (TIporpamm,
TMpPOLIeCCOoB, 3a/iau, 3a/laHUK) K 3alljulljaeMbIM (aitiam;

perucTpalnuy TIOMbITOK JO0CTyIa MPOrPAMMHBIX CpPEJCTB K TepMHHa/IaM,
KaHajaM CBsI3M, MOporpaMMamM, TOMaM, KaTajoram, aiiaM, 3amucsM, T0/sM
3amnucen.

[ToacucTema yrmpaBiaeHHs JOCTYTIOM MOKET OBITh peasii30BaHa C TTOMOIIBIO
ITaTHBIX CpeAcTB obOpabotku I1/IH (orepaiMOHHBIX CHCTeM, IIPHUIOKEHUN U
CYB[). Tak >ke MokeT ObITb BHEAPEHO CIieljhalbHOe TeXHUUeCKOoe CPeiCTBO WIH
MX KOMIIJIEKC, OCYIIeCTB/SIIOIMe AOTO/JHUTEe/IbHbIe Mephl TI0 ayTeHTU(PUKALUK U
KOHTpono. Hampumep, mnpuMeHeHWe e[WHBIX XPaHWIMIL YUYeTHBbIX 3arnucei
To/Ib30BaTesien 1 perucTpaloHHOM vH(popMaluy, HCII0/Tb30BaHue
OMOMETPUUECKUX U TEeXHUUECKUX (C TIOMOIIbI0 3JIEKTPOHHBIX IIPOITYCKOB) Mep
ayTeHTU(UKALIUU U IPYTUX.

[Togcucrema obecrieueHust Ne/I0CTHOCTH M JOCTVITHOCTHU

[Togcucrema obecrieueHUsi 11eJIOCTHOCTA M JOCTYIHOCTH TpeAHa3HaueHa
Anst  obecrieueHWs] 1eJIOCTHOCTM W AocTynHocTy [1/JH, mporpaMMHBIX U
armapatHeix cpegcts MCITH Komuccuu, a Tak e CpefCcTB 3alliUThl, [PU
C/ly4aliHOW WM HaMepeHHOUW MoAuduKalu.

ITogcucrema peanu3yercs C  IIOMOLIBIO  OpraHU3aliid  pe3epBHOIO
KOTTMPOBaHUsI 00pabaThiBaeMbIX [JaHHBIX, @ TaK K€ Pe3epPBHUPOBAaHKEM KJIFOUEBBIX
snemenToB UCII/IH.

IToacucTeMa aHTUBUPYCHOM 3aIlIUThI

[TogcucteMa aHTUBUPYCHOM 3all[UTHI TIpe/jHa3HaueHa [ obecrieueHUs
aHTUBUPYCHOU 3a1uThl cepBepoB U APM nosb3oBarener NUCITJx Komuccuu.
CpeacTBa aHTMBUDYCHOM 3all[UThl MpeJHa3HaueHbl [Jis  peajv3aliuu
creAyrommux QyHKLWN:
pe3u/IeHTHbIM aHTUBUPYCHbI MOHHUTOPUHT;
AHTUBHPYCHOE CKaHUPOBaHUE;
CKpUIIT-0/I0KUPOBaHUeE;
1leHTpa/IM30BaHHOM/yjaieHHON yCTaHOBKW/[IeUHCTAISLIUU
AHTUBHUPYCHOTO  TPOAYKTa, HACTPOWKH, aJMUHUCTPUPOBAHUS,
ITPOCMOTpPa OTYETOB M CTaTHUCTUUeCKOW wuH(opmaruu 1o pabote
IIPOAYKTa;
aBTOMATHU3UPOBAaHHOTO OOHOB/IEHUS] aHTUBUPYCHBIX 0a3;



OrpaHUYEHHs TIpaB T10JIb30BaTe sl HA OCTAHOBKY MCIIO/IHSIeMbIX 3a/ay
Y 3MeHeHHsI HaCTPOeK aHTUBUPYCHOT'O TIPOTPaMMHOT0 00ecrieueHus;
aBTOMAaTHMUeCKOro 3amycka Hernocpe[CTBeHHO II0C/e  3arpys3ku
OrepaliMoOHHON CUCTEMBI.

[TogcrcreMa peanv3yeTcs IyTeM BHEJPEHUs CleLia/lbHOI0 aHTUBUPYCHOT'O

MporpaMMHOro obecrieuenust Ha Bce 3aemeHThl CIT/IH.

[IoacucTemMa MeXCeTeBOr0 SKpaHHWPOBAHUS

[ToacrcTema MeXXCeTeBOr0O S5KpaHMPOBaHUS MpeAHa3HaueHa i peaaiv3aluu
creAyOMUX QyHKIIWN:

(UIbTpaLM OTKPBITOTO U 3alM(poBaHHOrO (3akpeIToro) IP- Tpaduka;

(¢UKcalMM BO BHYTPEHHMX J>KypHajaX HWH(OpMaUyMd O TMPOXOASIIeM
OTKDBITOM M 3aKpbITOM [P-Tpaduke;

WJIeHTU(PUKALIUK U ayTeHTU(UKALIUU a]MUHUCTPATOpPa MeXXCeTeBOro SKpaHa
TP ero JIOKA/IbHBIX 3alpocax Ha JOCTYTI;

perucTpanuyd Bxoja (BbIXOZa) aJMMHHCTpPAaTOpa MEXXCETeBOrO 3KpaHa B
cucteMy (W3 CHUCTeMbl) MO0 3arpy3Kd W HWHHUI[MA/A3AlUA CUCTEMBI U ee
MPOrpaMMHOT0 OCTAHOBA;

KOHTPOJIs1 1]e/IOCTHOCTHU CBOel TTporpaMMHOM U MHGOPMallOHHOM YaCTH;

bunbTpaliM  MakeToB  CAY)KeOHbIX  TTPOTOKOJIOB,  CAyXKaIlUX ISt
JMaTHOCTUKY U yIIpaBJieHus1 pab0TOMN CeTeBbIX YCTPOMCTB,;

(UIbTpallMM C y4eTOM BXOJHOTO M BBIXOJHOI'O CeTeBOro WHTepderica Kak
Cpe/iCTBa NMPOBEPKU MO/ITMHHOCTU CETEBBIX a/IpeCOoB;

PerucTpalyy 1 yueTta 3arpailvBaeMbIX CEPBUCOB MPUKJIATHOTO YPOBHSI;

6JIOKMpOBaHUS [IOCTyTIAa HeUZeHTU(PHUIIMPOBAHHOTO 00BEKTa UM CyOBeKTa,
MOJ/IMHHOCTh KOTOPOTO TPU ayTeHTHU(UKAlMM He MOATBepAWIach, MeTO/IaMH,
YCTOMUYMBBLIMU K MIepeXBaTy;

KOHTDOJISI 3a CeTeBOM aKTHBHOCTBIO TIPUIO)KEHUHN U 0OHapy>KeHHsI CeTeBbIX
aTax.

[Tomcucrema — peanu3yeTcs — BHeJDEHHMEM  [POrpaMMHO-aNapaTHbIX
KOMILJIEKCOB M€e)KCeTeBOro 3KpaHHpoBaHus Ha rpanulie JIBC, knaccom He HuKe 4.

ITogcrcTemMa aHa/IM3a 3alUILEHHOCTH

[TogcucTema aHa/mM3a 3allMIEHHOCTH [0/DKHA obecrieurBaTh BbIsSIB/IeHHE
ySI3BUMOCTeM, CBsi3aHHBIX C oirbkamu B KoHpuryparuu [10 UCIIIH, KoTopbie
MOTYT OBITb UCI0J/Ib30BaHbI HAPYIITUTE/IEM /IJIsl Peasu3allii aTaku Ha CUCTEMY.

@OyHKIMOHAM TIOACUCTEMbI MOKeT OBbITh pean30BaH MPOTPAMMHBIMH U
IpOrpaMMHO-arrapaTHbIMU CpeICTBaMU.

IToacucreMa 0OHapPYKeHUs BTOPKEeHUN

[MoxcucTema obHapyKeHHUSI BTOP)KEHHH /I0/DKHA 0OecrieurBaTh BbIsB/IEHHE
ceTeBbix arak Ha 3neMmeHTbl WCII[IH, mOAK/IIOUEHHBIE K CeTsM 0OIIero
M0/Ib30BaHUs U (M/IW) MeXXyHapOJAHOro oOMeHa.

@DyHKIMOHAM TOACUCTEMbI MOKeT ObITh peasM30BaH MPOTPAMMHBIMUA U
IpOrpaMMHO-arrapaTHbIMU CpeiCTBaMU.



[MToacucTema KpunrorpadruyecKOn 3ainuThI

[Togcucrema  KpumnrTorpauueckod — 3alUThl  MpeAHa3HaueHa IS
uckmouenuss HCJl k 3amuminaemoird uHdopmaumyu B VMCITJH Komuccuu mipu ee
mepejaye 10 KaHajlaM CBs3u ceTedd 0OIero monb3oBaHuS W (WH)
Me>XXJyHapOZHOro obMeHa.

[Togcucrema  peanusyeTcsi IyTeM  BHeJpPEeHUS  KpPUIITOrpauUuecKux
MPOrpaMMHO-aNmnapaTHbIX KOMITJIEKCOB.

5. ITonw3oBarenu UCIIAn

B MUCIIJx Komuccud MOXKHO  BbIJE/UTb  CAeAYIOL[he  TPYIIbI
T10/Ib30BaTe/ e, y4aCTBYHOIIUX B 00paboTKe 1 XpaHeHuu I1/1H:
ApmunuctpaTopsl UCITH;
AMUHHCTpaTOPBhI 6€30TacCHOCTY;
Onepatoper APM,;
Apnmunuctpatopsl cetu NCIT/IH;
TexHuueckre CTEeUaJMCThl 10 O0CTy)XKMBaHUWIO TiepudepruitHOro
o0opy/i0BaHusl.
HanHbple 0 Trpymmax MoOJb30BaTeIsiX, yPOBHE WX [JOCTylla W
WHGOPMHUPOBAHHOCTH  JO/DKHBI  OBITH  OTpakeHbl B~ MarTpuile  [OCTYyIIa
MoJib30BaTes el K 3aluiliaeMbiM UH(POPMaL[MOHHBIM peCcypCaM.

A nvuauctpatop UCITOH

Aavunuctpatop  MCITIH,  cotpyaHuk  Komuccuu (WM HHOe
yIOJITHOMOUEHHOe JIMII0), OTBeTCTBEHHBbIM 3a HACTPOWKYy, BHeJ]peHhe U
conpoBoxkienre WCII[H. OO6ecrnieunBaeT GYHKIIMOHMPOBAHWE TI0/ICHCTEMBbI
yripaBjieHus goctynom MCIIIH v ynosTHOMOUYeH OCYIIeCTB/IATh MpefoCTaB/ieHre
M pasrpaHyduyeHue [0CTyrna KOHeuHOro Trosib3oBaTens (Omnepatopa APM) K
371eMeHTaM, XpaHsALLKMM [1epCOHa/IbHbIe JaHHbIe.

Apavunauctpatop WCII[JH o6safiaeT cieAyoldM YpOBHEM [JOCTyTla U
3HaHUMU:

obnasaer monHOW wWH(OpPMaIMe O CHCTEMHOM U TPHUK/IAJHOM
rporpaMMHOM obecrieuenuy UCIT/IH;

obsamaer ToyHOM  WH(OpMalell 0 TeXHHYECKUX CpeACTBaX M
KoHburyparuu VUCITIH;

MMeeT ZI0CTYI KO BCeM TeXHUUeCKUM cpeZicTBaM 00paboTku nHbopMaluy u
fanHeM UCITOH;

obnaaeT rpaBaMy KOH(DUTYpHPOBaHUS W aJMHUHHCTPAaTUBHOM HACTPOMKH
TexHuueckux cpegcts UCII/IH.

A MuHUCTPATOP 0€301MacCHOCTU

ApmuHuctpaTop 6e3omacHoctd, coTpygHuK Komuccun (MM wHOe
YIIOJTHOMOYEHHOe JIML0), OTBeTCTBeHHbIM 3a ¢yHKUuoHupoBaHue C3I1[H,
BK/IFOYasi O0O0C/Iy)KMBaHMe U HACTPOMKY aJMUHUCTPAaTHBHOW, CepBepHOU U
KJIMeHTCKOW KOMITOHEHT.



ApamunHucTpaTop 6e3omacHocTy 006J1afiaeT CieyIOIUM YPOBHEM JIOCTyTa U
3HAHUMU:
obnagaer mpaBamu Agmunuctparopa UCIT/H;
obsamaeT moHOM nH(popMmarueii 06 MCIT/IH;
MMeeT  JOCTynl K  CpelicTBaM  3alllUTbl  WMHQOpPMaLMA U
TPOTOKOJIMPOBAHUSA U K YaCTU K/ItoueBbIX 371eMeHTOB VICIT/IH;
He MMeeT TpaB J0CTymna K KOH(UTyPUPOBaHHIO TEXHUUYECKUX CPe/ICTB
CEeTH 3a UCK/IFOUeHHEeM KOHTPOJIbHBIX (MHCIEKL[MOHHBIX).
ApmMuHHCcTpaTOp 6€30MacHOCTH YIIOJTHOMOYEH:
peasn30BbIBaTh TOJIMTUKK Oe3omacHocTH B uacTu Hactpoiviku CK3U,
MEXKCeTEeBBIX YKPAHOB U CUCTeM OOHApy>KeHHs aTak, B COOTBETCTBUU C KOTOPLIMU
nosib3oBaresib (Omneparop APM) 1osydaeT BO3MOYKHOCTh paboTaTh € 371eMeHTaMu
NCILOx;
OCYILLIeCTBJIATh ayAUT CPe/CTB 3alUThI;

Onepatop APM

Onepatrop APM - cotpysuuk Komuccuu (Wid WHOE YIOJHOMOUYEHHOE
nuIio), ocyujecTBastomuii  06pabotky II1/JH. OO6pabotka II[IH BK/IHOYaeT:
BO3MOXHOCTb mnpocMmotpa [IIH, pyunou BBog IIJH B cucremy MWCII/H,
dbopMUpoBaHUe CIpaBOK U OTYETOB MO HH(OpMaluu, mnosydyeHHou u3 WCII.
Omneparop He WMeeT TIOJIHOMOYHMH [Jis1 yIIpaBeHUs ToAcucreMaMyd 06paboTKu
naHHbix 1 C3I10H.

Omneparop VCII/[JH o6maaeT cyieAyonM YPOBHEM JIOCTYTIA M 3HAHWM:

obnasaeT BCeMM HeOOXOAWUMBIMH aTpHOyTamMHu (HampuMep, IIapojieMm),
obecreurBaroIMMU AOCTYIT K HEKOTOPOMY TTOAMHOXXecTBY T1/1H;

pacriosiaraeT KOH(hUieHI[MaIbHbIMU JJaHHbIMH, K KOTOPbIM HUMeeT I0CTYII.

Anmvmubauctpatop cetu UCITIH

Apmvunuctpatop certu UCIIIH, cotpyguuk Kommccun (i wHOe
YIIOJTHOMOYEHHOe JIULIO), OTBETCTBEHHBIN 3a (GyHKIIMOHMPOBaHUe
Te/leKOMMYHUKaMoHHOU nogcuctembl CII[JH. AAMUHHACTPATOpP CeTU He MMeeT
MOJHOMOUMM  [i/iS  yTpaB/ieHUsi TMOACHCTeMaMd 00OpabOTKA  JaHHBIX U
6e30macHOCTH.

AJZIMUHHCTpATOP CeTH 006/1aiaeT CJieyIOIMM YPOBHEM /IOCTYTIa U 3HAHUM:

o6nazaeT yacTbi0 MHPOPMALIMK O CUCTEMHOM U TIPUK/IaZHOM MPOTPAMMHOM
obecrieuennu CIT/IH;

o0/1a/1aeT YacTbiO UH(POPMAILIMKM O TEXHUUECKUX CPeJICTBaX U KOHPUrypaLuu
NCILOH;

uMeeT (U3MUECKUM [OCTyll K TeXHWYeCcKUM cCpeAcTBaM 00paboTKu
MH(pOpMaLMKU U CpeJCTBaM 3allUThI;

3HaeT, 110 MeHbIIIel Mepe, OJJHO JieraJbHOe UM JOCTYTIa.

TexHuueCKUH CrieliMaancT 110 O6CJ'[V)KI/IBEIHI/II-O HEDHd)EDHﬁHOFO O6ODVI[OBEIHI/IH

TexHUUeCKUH CTIEIUA/TUCT TI0 00C/TyKWBaHHIO, COTPYAHUK Komuccuu (wnu
WHOe YIIOJIHOMOUEHHOe JIMI[0), OCYIIeCTB/sieT OOC/Iy)KMBaHHWe W HACTPOUKY
nepudepuiinoro obopygoBanusi MCII[IH. TexHWUeCKWd CIEILUA/UCT  TI0



obcnykuBaHul0 He uMeeT foctyna K [I/lH, He WMeeT TMOMHOMOYMM JJist
yTipaBjieHus moZcucreMamMu 06pabOTKU JaHHBIX U 06€30MacHOCTH.

TexHuueckud creyuanuct Mo o6cayKuBaHWIO o007afaeT CiefyHOLUM
YPOBHEM [IOCTyTIa U 3HAHUM:

o6nazaet yacTbio MHPOPMALIMK O CUCTEMHOM U TIPUK/IaZHOM MPOTPAMMHOM
obecnieuennu UCII/IH;

o6nafaet yacTbio MHGOPMALIMK O TEXHUUECKUX CPe/ICTBaX U KOH(UTypaLuu
NCIIOH;

3HaeT, TI0 MeHbIlIel Mepe, O/IHO JierajbHOe UM I0CTYTIa.

6. TpeGoBaHus K nmepcoHasy o odecrneuenuo 3amurTol I1/{H

Bce corpygnuku Komuccuu, sasastonjuecs mosb3oBarensimu  VCITOH,
JOJ/DKHBI UYeTKO 3HaTh M CTPOTO BBITIOMHATH YCTAHOBJ/IEHHbIE TIpaBWIa U
00513aHHOCTH TIO JOCTYIy K 3alllUI[aeMbIM 00beKTaM W COOIFOZIEHUIO TIPUHSITOTO
pexkumMa 6e3omacHocTd T1/1H.

[Ipy BCTyIJIeHUA B [JO/DKHOCTb HOBOTO COTPYAHWKA OH [IO/DKEH OBITh
03HAaKOMJIEH C He0OXOUMBIMHM JOKYMEeHTaMH, peryiaMeHTHUPYIOIUME TpeboBaHus
rmo 3amure II/JH, a Takke oOydyeHMe HaBbIKaM BBLITIOJTHEHUS TIPOLIEAYP,
HeO0OXOIMMBIX I/ CAHKIJMOHUPOBAHHOT'O MCIoIb3oBaHust MCIT/IH.

CoTpyHUK [O/DKeH OBITb O3HAaKOMJIEH CO CBeJleHUSIMA HaCTosiiein
[To/UTHKH, IPUHATBIX TIpoLieAyp paboTs ¢ ssemenTamu MCITAxH u C3I11H.

Cotpyguuku  Komuccuu,  WUCMOJB3yIOIMEe — TeXHUUYeCKWe  Cpe/iCTBa
ayTeHTUGhUKALMA, [OJ/DKHBI obecreunBaTh COXPAHHOCTh  WJI€HTH(HHKATOPOB
(3/1eKTpOHHBIX Kitoueid) 1 He gornyckatb HCJI K HUM, a TakK »Ke BO3MOKHOCTh UX
yTepyu WIA WCIOMb30BaHUsS TpeTbUMU JidijaMd. [lonb3oBaTenu  HeCyT
TePCOHA/IbHYIO0 OTBETCTBEHHOCTD 3a COXPAHHOCTh W/IeHTU(hHUKATOPOB.

Cotpyauuku Komuccuu JJO/DKHBI Cle/loBaTh YCTaHOBJIEHHBIM TIpOlie/lypam
nojjep)kaHusi pexkuma 6e3oracHoctu [I/JH mpu BbIOOpe W HMCIIO/Ib30BAHUU
rapoJieli (ec/id He UCTO/Ib3YHOTCSl TEXHUUECKHe Cpe/ICTBa ayTeHTU(HKALK).

Cotpyauuku Komuccuu Jo/DkHbBI 00OecrieurBaTh Ha/JIEXKall[yl0 3allUTy
obopynoBaHus1, ocTaBisseMoro 6e3 mprcMoTpa, 0COOEHHO B TeX C/IydasiX, KOrja B
ToMellleHre UMeI0T JOCTYI MOCTOPOHHKMeE ulja. Bce mosib30BaTeny JO/DKHBI 3HATh
TpeboBaHus 10 Oe3omacHocTy II/ITH ¥ mpoleAyphl 3alUThl 000PY0BaHUS,
OCTaB/IeHHOTO 6e3 MPHUCMOTPa, a TaK’Ke CBOU 00513aHHOCTH T10 00eCTieueHHI0 TaKon
3all[UTHI.

CoTpyJHUKaM 3ampeljaeTcss yCTaHaB/IWBaTh IMOCTOPOHHEe MpPOrpaMMHOe
obecrieueHre, TIOAK/IIOUATh JIMUHbIE MOOWIbHBIE YCTPOWCTBA W HOCUTENU
rH(MOpMal[1H, a TaK >Ke 3alMChIBaTh Ha HUX 3alllUillaeMyto HH(POpMaLIHIO.

CoTpyJHUKAaM 3aripelllaeTCs pasr/ailiaTh 3alliyiljaeMyro HH(OopMaluio,
KOTOpasi CTajla MM U3BecTHa mpu pabore ¢ WH(OPMAIIMOHHBIMU CHCTEMaMHU
Komuccuu, TpeTbum JInLiaMm.

ITpu pabote c I1Jxn B UCIT[JH coTpygurku Komuccruy 06si3aHbl 00ecrieunThb
OTCYTCTBUE BO3MOXKHOCTHU TpocMmoTpa [1/JH TpeTbrmu inLjamyu ¢ MOHUTOPOB APM
WM TEPMUHAJIOB.

[Tpu 3aBepiieHnu pabotsl ¢ UCIT[IH coTpyAHUKYU 00si3aHbI 3aUTUThL APM



WA TePMUHAJIbI C TIOMOILIbI0 6/IOKMPOBKU K/TFOUOM WJ/IM SKBHUBA/IEeHTHOTO Cpe/iCTBa
KOHTPOJIs, HarpuMep, JOCTYIIOM [0 TAapoJito, eCc He HCIOb3yTcs Oosee
CUJIbHBIE CPe/ICTBA 3alUThI.

Cotpyanuku Komuccuu Ao/mkHBI ObITh MPOMHGOPMHUPOBAHBI 00 yrpo3ax
HapylIlleHust pexkuma Oe3oracHOCTU [1/JH ¥ OTBETCTBEHHOCTH 3a €ro HapylIlleHUe.
OHM [O/DKHBI OBITH O03HAKOMJIEHBI C yTBep’KIAEeHHOW ¢opManbHOW TpOIeAypoit
HaJI0’KeHWsl JUCLMIUIMHAPHBIX B3bICKAHWK Ha COTPYJHMKOB, KOTOpbIe HapyLIWIA
TIPUHSTBIE TIOJIUTHKY U TIporieyphl Oe3ormacHocTy [1/1H.

CoTpyaHUKH 00s13aHbI 6e3 poMe/1IeHus: coo01aTh 000 Bcex Hab/Mo1aeMbIX
WA TIOJ03pUTeNbHBIX ciaydasx pabotel VCII[IH, Moryimx ToB/edb 3a Co0oi
yrpo3bl  Ge3omacHoctd II[JH, a TakKe O BBISBJIEHHBIX HWMH COOBITHSX,
3aTparuBaromyx 6e3omacHocts I1/IH, pYKOBOACTBY TOZpas/iesieHus W JIWIY,
OTBeYaIl[eMY 3a HeMe/[JIeHHOe pearipoBaHue Ha yrpo3bl 6e3omacHocty [1/H.

JTO/DKHOCTHBIE 00s13aHHOCTH To/ib3oBarened MCIT/IH

HomwkHoCcTHBIEe  00si3aHHOCTHA — mMonb3oBarenelt  WCII[IH  ommcaHbel B
C/IeIyOIIUX JOKYMeHTax:

Nuctpykuus agmuauctpatopa UCITIH;

WHcTpykius agmuHucTpaTopa 6e3omnacHoctu UCTT/H;

NucTpykuums nosib3osatesns UCITIH;
WHCTPYKLUS 10J/1b30BaTesIs MPY BO3HUKHOBEHWY BHELLTAaTHBIX CUTYaLUi;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBetctBUM cO0 cTaTher 24 depmepambHOro 3akoHa Poccunickoun
®epepauuu oT 27 uronsg 2006 r. Ne 152-@3 «O mepcoHa/NbHBIX [JaHHBIX» JIMLIA,
BUHOBHbIe B HapylleHud TpeOoBaHWM AaHHOTO PejepasibHOTO 3aKOHA, HECYT
IPAKJAHCKYI0, YTOJIOBHYI, aJMUHUCTPAaTUBHYIO, [AUCLIMIVIMHADHYI0 U HWHYIO
NpelyCMOTPEHHYIO 3aKOHO/aTeIbCTBOM Poccurickon Pepnepauyu
OTBETCTBEHHOCTb.

[HevicTBytoljee 3akoHOZaTenbCTBO Poccuiickon depepaluy MO3BOSET
TIpeIbABIATE TPeboBaHUS M0 oOecrieueHUIO Oe30TacHOM paboThI C 3aIlUIIaeMOM
vHpopMaliuei W TpeJlyCMaTpMBaeT  OTBETCTBEHHOCTb 3a  HapylleHue
YCTaHOBJIEHHBIX TIpaBWI 3KCITyaTtaiud OBM u cucteMm, HermpaBOMEepHBIN JOCTYII
K MH(MOpMalUH, ec/id 3TU JAeMCTBUS TPUBEMM K YHHUUTOXKEHHIO, OJIOKHPOBAHHIO,
MoardUKaruy WHGOPMaLMK WM HapylleHHuo pabotel OBM wmm cetel (cTaTtbu
272,273 u 274 YronoBHoro kojaekca Poccuiickon ®@efepaiiyn).

Apvunuctpatop MCII[IH w aaMuHHCTpaTop 0e30ITacHOCTH  HeCyT
OTBETCTBEHHOCTH 3a BCe [IeMCTBUSI, COBEpIIEHHbIE OT UMEHU X YUYeTHbIX 3armucei
WM  CUCTEMHBIX  yYeTHbIX  3aluced, ecid  He  JoKa3aH  ¢akr
HeCaHKI[MOHUPOBAHHOTO MCI0J/Ib30BaHUs yUeTHBIX 3alucei.

[Ipu HapymeHusax coTtpygHukamu Komwuccuu — rmiosib3oBaressiMu VCITIH
MpaBWI, CBSI3aHHBIX C Oe3ormacHOCThIO II/IH, OHM HECYT OTBETCTBEHHOCTh,
YCTaHOBJIEHHYIO [IeMCTBYIOLMM 3aKOHOaTe bCTBOM Poccuiickor ®enepanyu.



7. CIIMCOK HUCH0/Ib30BaHHBIX HCTOUHHKOB

OCHOBHBIMM HOPMaTHUBHO-TIPABOBBIMU Y METOJWYECKUMU [JOKyMEHTaMH, Ha
KOTOPbIX Oa3upyetcs HacTositasi [lonnTrka, BAsIOTCS:

®epepanbHbii 3akoH oT 27.07.2006 1. Ne 152-®3 «O mnepcoHaNbHBIX
JAaHHBIX», YCTaHABJMBAIOIIMY OCHOBHbIE TIPUHLUIBI U ycaoBus 0bpaboTku T1/1H,
npaBa, 0053aHHOCTH U OTBETCTBEHHOCTb YYaCTHUKOB OTHOLIEHWUM, CBSI3aHHBIX C
obpaboTkoii [1/1H.

TpeboBaHusi K 3aliyTe MEePCOHANBHBIX [aHHBIX TPU UX 00paboTke B
MH(OPMALMOHHBIX ~ CUCTeMax  IepPCOHA/bHbIX  [JIaHHBIX,  YTBEp)KJEeHHbIE
rnoctaHoByieHneM [IpaButensctBa Poccutickont ®@enepanuu ot 01.11.2012 1. Ne
1119.

[Tonoxkenne 00 0coOeHHOCTX 00pabOTKM TEepCOHANBHBIX JIAHHBIX,
OCyll[ecTB/isieMOl 0e3 HCIOoJb30BaHUsI CPE/ICTB aBTOMATH3al[iH, YTBEP)KIEHHOe
noctaHoBsieHrem [IpaButensctBa Poccuiickor Pepepanuu ot 15.09.2008 r. Ne
687.

HopMmaTuBHO-MeTOAYeCKHe IOKyMeHTbl @DefepasibHOM  CITy>KObI  TI0
TeXHUYeCKOMY U SKCIIePTHOMY KOHTpoJit0 Poccuiickon Pepnepauyu (ganee —
®CTOK Poccun) mo obecrieuenuto OesomacHocTv T1[IH mpu mx oOpaboTke B
NCIIJn:

ba3oBass mojienb yrpo3 06e30MacHOCTH TePCOHANbHBIX AAHHBIX TIPU MX
obpaboTke B MH(MOPMAIIMOHHBIX CUCTEMaX TepCOHATBHBIX JJaHHBIX, YTBEP)KIeHHast
3amecturesieM gupekropa @CTOK Poccun 15.02.2008 r.

MeToauuecknii I0OKyMeHT. MeToiuKa OILIeHKH yrpo3 06e3ormacHoCTH
nH(popmanuy, yreepxxaeHHbli ®CTOK Poccun 05.02.2021 1.

IMpukaz P®CTOK Poccum ot 11.02.2013 Ne 17 «OO0 yTBepKAeHUH
TpeboBanwmii 0 3amuTe WHGOOPMALIMK, HE COCTAaBJISIOIIUX TOCY/JapCTBEHHYIO TaliHy,
COJZleprKallMXCs B TOCYAAapCTBEHHBIX MH(POPMALIMOHHBIX CUCTEMaX».

[Mpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrBepkaeHun CocraBa
W Cofiep)KaHUsl OpraHM3allMOHHBIX U TeXHUUeCKHX Mep MO0 obecreueHuro
6e30mMacHOCTU TI€PCOHAILHBIX JAHHBIX MpU uMX 00paboTke B HMH(OPMAI[OHHBIX
CUCTeMaXx MepCOHa/IbHBIX JAaHHbBIX».

I[Tpuka3 denepanbHOM cy0Ob1 6e3omacHocTu Poccuiickoit defepaiiuu OT
10.07.2014 Ne 378 «O6 ytBepxxgeHnu CocTaBa U CojiepKaHusi OPraHU3al[MOHHbBIX
U TeXHUUYeCKUX Mep 1o obecrieueHHI0 6€30MacHOCTH MepCOHaIbHBIX JJaHHbIX MPU
ux o00paboTke B MH(OPMALMOHHBIX CHUCTeMax [e€PCOHA/NbHBIX [JaHHbIX C
WCIIO/Ib30BaHWeM  CpeJICTB  KpHUIITOrpauueckod  3aluThl  WUHGOpMAaIUH,
HeoOXO/IMMBIX [I/Is1 BBITIOJIHEHUsI YCTaHOB/eHHbIX [IpaButensctBom Poccuibickoit
®epepalun TpeboBaHMI K 3alljUTe IEePCOHA/BHBIX JAaHHBIX [/ KaK[Oro u3
YPOBHEeH 3allUILIeHHOCTUY.

MeTtoauueckre peKOMeHZALMU MO0 pa3paboTKe HOPMATHUBHBIX MPAaBOBBIX
aKTOB, ONpeJessioIUX  Yrpo3bl  0e30MacHOCTHM  MEepCOHANbHBIX  /IaHHBIX,
aKTyajibHble TIpU 00paboTKe TepCcOHANbHBIX [JJaHHBIX B WH(POPMAaI[MOHHBIX



CUCTeMax [1epCOHA/IbHBIX [JIaHHBIX, SKCIUIyaTHUPYeMbIX IIPU OCYLeCTB/IEHUU
COOTBETCTBYIOLLIMX BUJIOB [|eATe/IbHOCTH, YTBep KA eHHble pyKOBOACTBOM 8 LleHTpa
@®Cb Poccuu 31.03.2015 Ne 149/7/2/6-432.
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