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ITOJINTUKA
uH(OPMaLMOHHO 0e30MacHOCTH MPHU PadoTe ¢ MepCOHA/ILHBIMU AAHHBIMU
B KaukaHapckKoi ropo/iCKoii TeppuTOpHa/IbHON H30MpaTe/IbHON KOMHCCHHA

OIIPEJE/IEHUSA

B HacTosiieM [JOKyMeHTe WCIO/Nb3yIOTCS C/ie[ylolljie TepMUHbI U UX
orpejie/IeHusl.

ABTOMAaTH3MPOBAHHASA CHCTeMAa - CUCTeMa, COCTOSI|asi U3 T[epcoHana |
KOMILIEKCa CpeJCTB aBTOMAaTH3allUM ero JesTe/IbHOCTH, peanu3yroljas WH(popMa-
LMOHHYIO TEXHOJIOTUIO BBIMIOJTHEHUS] YCTAHOB/IEHHBIX (QYHKLIWM.

AyTeHTH(UKALUS OTNPABHUTEJNA JAHHBIX - TIOATBepXJeHWe TOro, 4TO
OTIIPaBUTE/Ib MOJyUEeHHBIX JJaHHBIX COOTBETCTBYET 3asiBJIEHHOMY.

Be3onacHocTh mNepcoOHAJBHBIX JAAHHBIX - COCTOSIHME —3all[UIeHHOCTH
MepCOHA/ILHBIX ~ JaHHBIX,  XapaKTepu3yemoe CIOCOOHOCTBhIO  T0J/Ib30BaTesiel,
TeXHAYeCKUX  CpeiCTB U UH(OPMALIMOHHBIX  TEeXHOJIOTHM  obecreurThb
KOH(U/IeH[MaTbHOCTb, LIeJIOCTHOCTh U JAOCTYMHOCTb MEePCOHA/IbHBIX JJaHHBIX TPU UX
00paboTKe B MH(GOPMAIMOHHBIX CUCTeMaX TepCOHa/IbHBIX JaHHBIX.

Buomerpuyeckne mnepcoHa/JibHble [JaHHbIE - CBeJIeHUs, KOTOpbIe
XapaKkTepu3ylT (U3N0J0rMueckie OCOOEHHOCTH uesioBeKa M Ha OCHOBE KOTOPBIX
MOYKHO yCTaHOBHUTH €ro JIMUHOCTh, BK/IIOUasi pororpaduu, OTreyaTky IasblieB, 00pa3s
CeTuaTKU Tr/ia3a, 0COO@HHOCTH CTPOEHHsI TeJla U IPYTYI0 MoI00Hy0 HbOopMaIuio.

BiokupoBanne mepPCOHANBHBLIX AaHHBIX - BpeMeHHOe TIpekpailjeHre
00paboTKM TepCcoHa/lbHBIX [aHHBIX (3a HCK/IOUeHWeM CjydaeB, ecyiid o6paboTka
HeoOXoZMMa Jijisi yTOUHeHUs TlepCOHa/IbHBIX JaHHBIX).

Bupyc (KOMNBIOTEpPHBI, NMPOrPAMMHBIM) - HCIOJHAEMbId MNPOrPaMMHBIN
KOJ, WIA WHTeprpeTHpyeMbiii HaboOp WHCTPYKI[MH, oO6majaroiyii CBONWCTBaMU
HEeCaHKILIMOHMPOBAHHOI'O0 PACpOCTpaHeHWs W camoBocripousBefeHus. Co3ZaHHbIe
AyO/MKaThl KOMITBIOTEDHOTO BHMpyCa He BCerja COBMAJalT C OPUTHMHA/IIOM, HO
COXpaHsIOT CrocoOHOCTh K JlaTbHerIleMy pacrnpoCTpaHeHUIO u
CaMOBOCITPOU3BE/IEHUIO.

Bpenonocnasi mporpamMma - mporpaMma, IpejHa3HaueHHas [Jis OCYLLeCTB-



JIEHHM HECAHKIIMOHHMPDOBAHHOI'O OOCTyIld K (I/IJ'II/I) BOB,E[EIZCTBI/IH Ha I1epCOHaJ/IbHbIE
AdHHbI€ W/IX PeCYPChI HH(bOpMaHHOHHOﬁ CHUCTEMBI ITIePCOHA/IbHBIX NdHHBIX.
BcnoMorarteibHble TEXHHYECKHE cpeacrea U CHCTEMbI - TeXHHYECKHE
CpeaCTBa MU CHUCTEMBI, HE IIp€JAHA3HAYE€HHbIE [J/Id I1epeayu, 06pa6OTKI/I N XpdHEHHA
MMepCOHAJ/IbHBIX NaHHBIX, YCTdHAB/IMBd€MbI€ COBMECTHO C TEXHHUYECKHMMU CpeACTBAMH
N CHUCTeéMaMH, IIpeJHd3HAYe€HHbIMHK [JId O6pa60TKI/I MMepCOHA/IbHbIX OdHHBIX WJ/IA B
MOMeEIEHUAX, B KOTOPBIX YCTAHOBJIEHbI I/IHq)OpMaL[I/IOHHBIe CUCTEMBI IMePCOHAJIBHBIX

JlaHHBIX.
Joctym B omnepamHoOHHYI cpeay KommnbloTepa (MHGOPMALMOHHOM
CHCTEMBI MEPCOHAJBHBLIX JAHHBIX) - TIOJlydeHHMe BO3MOXKHOCTU 3arycka Ha

BBITIOJIHEHME IITAaTHBIX KOMaH/[, (QYHKLMA, TIpOLeAyp OINepaljoOHHOW CHUCTEeMbI
(YHUUTOXKeHHsI, KOMWPOBaHUs, T[epeMelleHnss M T.I.), HUCIOJHSIEeMbIX (DailioB
TIPUK/Ia/IHBIX [TPOTPaMM.

Hoctyn k uHpopManmuM - BO3MOKHOCTb TOJIy4yeHUs HMH(OpPMaLUM U ee
WICII0J/Ib30BaHUSI.

3aky1a04HOe YCTPOIMCTBO - 3/IeMeHT CpeJCTBa CheMa UH(POPMaLUY, CKPBITHO
BHe/IpsieMbI  (3aK/aZibiBaeMblli WM BHOCHMMBIM) B MeCTa BO3MOXKHOTO CbheMa
vHbopMaluu (B TOM YKC/ie B OTpaXk/eHue, KOHCTPYKIIMIO, 000py/I0BaHUe, MpeiMeThI
VHTEepbepa, TPaHCIIOPTHbIE CPEe/ICTBA, a TAKXKEe B TeXHUUECKUe CPeCTBa U CUCTEMBI
06paboTku nHhopmaLn).

3amumaemas uHopmanusa - uHOpMaLMs, SBAAOLWIAACS TPeJMeTOM
COOCTBEHHOCTH U MOJyiexalliasi 3aljuTe B COOTBETCTBUU C TPeOOBaHUSIMU MPaBOBBIX
JIOKYMEHTOB WM TPeOOBaHUSIMH, YCTaHAB/IUBAaeMbIMUA COOCTBEHHUKOM MH(MOPMaIIUH.

Unentudukanuss - T1pucBoeHHe CcyObekTaM U oObeKTaM [I0CTyma
uaeHTU(UKaTopa 1 (WI1) CpaBHEHUE MPeAbsIB/sIEMOr0 WeHTU(hHKaTopa C epeuyHeM
TIPUCBOEHHBIX U/IeHTH(UKATOPOB.

HNudopmaTuBHbIA CHUITHAJI - 3/eKTPUYeCKUe CUrHajlbl, aKyCThuyeckue,
3JIeKTPOMarHUTHbIE WU [Ipyrue (pusnyeckue MoJsi, N0 napaMeTpamM KOTOPBIX MOJKET
ObITh packpbiTa KOHbHAeHIManibHasg uHGOpMalusi (TiepCOHa/bHbIe  JAHHBIE)
obpabaTbiBaeMasi B MHGOPMAaL[MOHHOM CHCTeMe MepCOHaIbHbIX JaHHbIX.

NudopmanmoHHble TEXHOJOIMH - TIPOIECCHI, MeTO/bl TIOMCKa, cbopa,
xpaHeHHs], 06pabOTKH, TpeoCTaB/IeHUs], pacIpoCTpaHeHUss HGOPMAI[UM U CIIOCOOBI
OCYILIeCTBJ/IEHUS] TAKUX TPOLIECCOB U METO/IOB.

NudopmanmonHass cucrema mnepcoHaabHbIX gaHHbIx (MCIIJAH) -
COBOKYITHOCTb ~COojiepKallluxcsi B 0a3ax [aHHBIX TepCOHAMbHBIX [aHHBIX WU
obecrnieurBaroluX UX 00pabOTKYy WH(MOPMAIL[MOHHBIX TEXHOJOTHM U TeXHUYeCKUX
CpeJCTB.

Hcnonb30BaHne MNepPCOHANBbHBIX JAHHBIX - JelcTBUs (orepauuu) C
TepCOHAIbHBIMU JJaHHBIMH, COBepIllaeMble OTIepaTOpPOM B Lie/isiX MPUHSTHS pellleHui
VM COBEpLIeHUS UHBIX JeUCTBUM, NMOPOXKAAIINUX HOpULUYecKre T0CIe/ICTBUS B



OTHOIIIeHUU CyOBheKTa rMepcoHaIbHbIX AAHHBIX WIH IPYTUX JIKL] MO0 UHBEIM 06pa3om
3aTparuBaroIUX IMpaBa U CBOOO/bI CyObeKTa TepCOHA/IbHBIX [aHHBIX WU APYTUX
AL,

HcrouHuk yrpo3sl O6e3omacHoCcTH HHpopMamuu - CyOBeKT [OCTyma,
MaTepuanbHbIi O0BEKT WM (u3nUecKoe SIBJIeHWe, SBJISIONIUECS TIPUYMHOMN
BO3HUKHOBEHUSI YIPO3bl 0€30MacHOCTU WH(OPMaLIWK.

KounTposupyemasi 30Ha - MpOCTPAHCTBO (TeppUTOPHS, 3[jaHUe, YacCTh 3[aHus,
TIOMellleHre), B KOTOPOM MCK/TIOUeHO HeKOHTPOMpyeMoe TpeObiBaHNe MOCTOPOHHUX
/LI, @ TaK’Ke TPAHCIIOPTHBIX, TEXHUYECKHX U UHBIX MaTepuasbHbIX CPeJCTB.

KoH(puaeHuaJIbHOCTh NEPCOHAIBHBIX JAHHBIX - 00s3aTe/ibHOE ISt
co0uro/ieHus1 0riepaTOpPOM WJ/IW WHBIM MOTyYUBILKM AOCTYII K TePCOHAIbHBIM JaHHBIM
nuiioM TpeboBaHWe He [IOMyCKaTh WX pacrnpocTpaHeHWe 0Oe3 corjacus cyObeKTa
NepPCOHA/IbHBIX JAHHBIX I HAa/IMUWs MHOTO 3aKOHHOI'O OCHOBAHMS.

MexceTeBOi 3KpaH - JI0Ka/JbHOe (OHOKOMITIOHEHTHOE) WK (PyHKLIMOHA/IbHO-
pacripe/ieJieHHOe TporpaMMHoe (TIpOrpaMMHO-arrnapaTHOe) CpeCTBO (KOMILIEKC),
peanu3ylolllee KOHTPO/Ib 3a WHGoOpMalMel, MoCTynarwlleii B MHPOPMaLMOHHYIO
CUCTEeMY TepCOHA/IbHBIX JaHHBIX U (UI1) BbIXOASILeN U3 UH(POPMaL[MOHHOW CUCTEMBI.

HapymuTtenb 6€30MacHOCTH NMEPCOHAIBHBIX JaHHBIX - (pU3HUUECKOoe JUILIO,
ClyyalHO WM TIpeIHAMEPEeHHO COBepIIaollee AeuCTBUS, C/Ie[CTBUEM KOTOPBIX
SIBJISIeTCST HapyllleHue 6e30MacHOCTH TepCOHANMbHBIX [JaHHBIX MpU uX 06paboTke
TeXHUUeCKUMHU CPeJCTBaMH B MH()OPMALJMOHHBIX CUCTEMAaX MePCOHAabHbBIX JaHHBIX.

HeaBToMaTH3HpOBaHHAs 00pPa00TKa MEPCOHAJBHBIX JaHHBIX - 00paboTKa
TepPCOHA/IbHBIX JAaHHBIX, COAEP KaIMXCsl B UHPOPMALIMOHHOW CHCTeMe TepCOHATbHBIX
JAHHBIX /MO0 W3B/IEUEHHBIX W3 TAKOW CHUCTEMbI, CUATAeTCs OCYIeCTBeHHOU Oe3
WCTI0J/Ib30BaHUsT CPEeACTB aBTOMaTM3alMyd (HeaBTOMAaTU3UPOBAHHOM), eC/IU TaKue
JEeNCTBUSL C TIePCOHA/bHBIMM  JIaHHBIMHM, KakK WCIO/b30BaHWe, YTOYHEHUe,
pacrnpoCTpaHeHre, YHUUTOXKEHUE TePCOHAaNbHBIX JAHHBIX B OTHOLLEHUU Ka)K[Oro M3
CyObEeKTOB TIepCOHA/IbHBIX [lJaHHBIX, OCYILECTB/SIOTCS TIPU  HEeMoCpeCTBeHHOM
y4acCTHH YesIoBeKa.

HenexnapupoBaHHble BO3MOKHOCTH - (YHKLHMOHA/JbHbIE BO3MOXXHOCTH
Cpe/ICTB BBIUMC/IUTE/TbHOM TEeXHUKW, He OIMUCAHHble WIW He COOTBEeTCTBYHOLLME
OMMCAHHBIM B [JOKyMEHTAL|MM, NIPU KUCII0/b30BaHWM KOTOPBIX BO3MOXXHO HapylleHue
KOHOUAEHIIMAMbHOCTH,  AOCTYITHOCTU WA  1[eJIOCTHOCTH  obpabarbiBaemoii
vHbopMaLuu.

HecaHKIIUOHMPOBAHHBIM [JOCTYNl (HECAHKI{MOHUPOBAHHbIE [eUCTBUA) -
JOCTYI K MH(OpMaLUM WK [JeHCTBUs C MH(GOpMaLUel, Hapylliarolliye MpaBu/a pas-
rpaHAYeHUs1 J0CTyna C WCIO/Ab30BaHWEM IUTAaTHBIX CPEJCTB, IpeJ0CTaB/sieMbIX
VMH(OPMAaLMOHHBIMU CUCTEMaMU MePCOHAbHBIX JaHHBIX.

Hocurenbr undopmanmnu - ¢hy3nueckoe U0 UM MaTepyuanbHbI 0OBEKT, B
TOM umc/e (u3nyeckoe rosie, B KOTOPOM MHGOpMaLUsi HaXOAUT CBOe OTpakeHUe B



BUJIe CUMBOJIOB, 00pa30B, CHUTHA/OB, TEeXHUUECKUX pelIeHUM U TIPOIeCcCOB,
KOJIMUeCTBEHHbIX XapaKTePUCTUK (PH3UUeCKUX BeJIMUMH.

O0e31M4nBaHMe MEPCOHAIBHBIX JAHHBIX - [IeHCTBYS, B pe3y/bTaTe KOTOPbIX
CTAaHOBUTCSI HEBO3MOXXHbIM 0€3 UCIO/Ib30BaHUsl AOTIOJHUTE/LHOU HHGbOpMaluu
OTIpeJIe/TUTh TIPUHAZJIEXKHOCTb TIePCOHABbHBIX /IaHHBIX KOHKPETHOMY CYOBEKTY
MepPCOHA/IbHBIX JJAHHBIX.

O0padoTKa NMepPCOHAJBHBIX JaHHBIX - 000e JeiicTBUe (omepaiys) WM
COBOKYITHOCTb J€MCTBUM (Orepalyi), COBepIlaeMbIX C MCI0/Jb30BaHUEM CpeJICTB
aBTOMAaTH3al[uu Win 6e3 UCTI0Ib30BaHUs TaKUX CPEJICTB C TIepCOHATLHBIMU JJAHHBIMHU,
BK/Itouasi cOop, 3amMch, CUCTeMaTH3allyio, HAKOIUIeHWe, XpaHeHWe, YTOUHEHHe
(o6HOBEHUE, V3MeHeHUe), V3BJIeUeHUe, VICII0J/Ib30BaHMe, nepezjauy
(pacmipocTpaHeHue, TIpeJOCTaB/eHUe, MAOCTyI), o0e3nuuuBaHUe, OJIOKWPOBaHUe,
yJlajleHue, YHUUTOKeHYe TTePCOHAa/IbHbIX JaHHbIX.

OO0menocTynHblie NepCcoOHAIbHBbIE JaHHbIE - IEPCOHA/IbHBIE IaHHbIE, TOCTYII
HEOTPaHWYEHHOTO Kpyra /Ml K KOTOPbIM TMpeAOCTaBleH C corjacus cyOnbekTa
MepCOHA/IbHBIX JAHHBIX WM Ha KOTOPbIe B COOTBETCTBUM C (hefieparbHbIMU 3aKOHAMU
He pacrmpocTpaHsieTcs TpeboBaHue cob6/t0eHNs] KOH(DUIeHITMaTbHOCTH.

Omnepatop (mepCcOHAJBHBIX JaHHBIX) - TOCYJapCTBEHHBbIM  OpraH,
MYHULMNA/JbHbINA OpPraH, IOpUANYeCcKoe WM (PU3NUYeCcKoe JIMLO, CAMOCTOSITE/IbHO UIH
COBMECTHO C JIpPyTMMHU JIULIaMK OpTraHU3yIoliue U (W) OCyIlecTBstoIe 06paboTKy
TIepCOHAbHBIX JAHHBIX, a TaKKe OIpeJesistoliye e 00paboTKM mepcoHaNbHBIX
JAHHBIX, COCTaB T[IePCOHA/NbHBIX [IAHHBIX, TMOAJAEXalux o0paboTke, gelCTBUsS
(onmepauym), coBeplaeMble C TTIePCOHATbHBIMU JAHHBIMH.

Texnnueckue cpeacrsa HHPOPMAIMOHHONW CHCTEMBbI MEPCOHAJIBHBIX
JAHHBIX - CPe/CTBA BbIYMC/IUTETLHON TEXHUKH, UH(POPMALMOHHO-BLIUUC/IUTEIbHBIE
KOMIUIEKCHI M CeTH, CPeACTBa U CUCTeMbl Tiepefiaud, mpruema u obpabotku I1[1H
(cpegcTBa M CUCTeMbl 3BYKO3allvCH, 3BYKOYCH/IEHMS, 3BYKOBOCIIPOU3BEJEHUS,
MeperoBOpHble M TeJIeBU3MOHHbIE  yYCTPOMCTBA, CpeJCTBA  WM3TOTOBJIEHUS,
TUPa>KMPOBaHUs JOKYMEHTOB U JIDyTHe TeXHUYeCcKre cpefcTBa 00pabOTKU peueBow,
rpaduueckoii, Buieo- U 6yKBeHHOI[M(POBOM MHGOPMALMK), IPOrpaMMHbIe CpeJiCTBa
(omepaliOHHbIE CHCTEMbI, CUCTEMbI yIpaB/eHHs 0a3aMu JaHHBIX U T.I1.), CPeZCTBa
3alUThl UH(POPMALIMY, IpUMeHsieMble B MHGOPMAL[MOHHBIX CUCTEMax.

IlepexBar (uHopmMaumuu) - HelmpaBOMepHOe TOJlydyeHUe HH(OpPMaLUU C
WCTI0/Th30BaHUEM TeXHUUYECKOTO CPe/ICTBA, OCYIIECTBIISIONIEr0 0OHapy»KeHre, TpUeM
1 06paboTKy MH(POPMaTUBHBIX CUTHAJIOB.

IlepconanbHble AaHHBbIE - Jt00asi UHMOPMALIYs, OTHOCAIIASICS K TIPSIMO WIH
KOCBEHHO OTpe/le/IeHHOMY WM OrmpezesisieMoMy (Gu3nueckoMy Jiy (CyObeKTy
MepPCOHA/IbHBIX JAaHHbIX);

IToGouHBbIe 3/IeKTPOMarHUTHbIE U3/TyueHust U HaBOJAKHU -
3/IEKTPOMAarHUTHbIe W3/yUeHUss TEeXHUYeCKHX CpeJCTB 00paboTKy 3alluiljaeMoi



vHbopMaluM, BO3HUKAIOII[Me KaK M0O0UHOe siB/ieHHe U BbI3BaHHbIE 3/IeKTPUUECKUMU
CUTHa/laMH, AeUCTBYIOIIMMU B UX JIEKTPUUECKUX M MarHUTHBIX LEMsX, a Takxke
3JIEKTPOMarHUTHble HABOJKW STHMX CUTHAJOB Ha TOKOMNPOBOZSIIME JIMHUH,
KOHCTPYKLMU U LIeNH MUTaHUsI.

IMoanTHKA «YHCTOTO CTOJIA» - KOMIJIEKC OpraHU3allMOHHBIX MEePOIIPHUSITHH,
KOHTPOJIUPYIOIIMX OTCYTCTBUE 3allMChiBaHUS Ha OyMa)kHble HOCHTENMM KiIoued u
aTpuOyTOB foCTyTa (T1aposieil) U XpaHeHus1 X BOM3U 00bEKTOB ZIOCTYTIA.

Ilonb3oBareb UHGpOPMALMOHHOM CHCTeMbl TEPCOHA/NBHBIX /JAaHHBIX -
L0,  ydYacTBywollee B  (YHKUMOHUPDOBAHUU  UH(POPMALIMOHHOW  CUCTEMBbI
TepPCOHA/IbHBIX AAHHBIX WX WCI0JIb3YIoIllee pe3y/bTaThl ee (PYHKL[MOHUPOBAHUSI.

I[IpaBuaa  pasrpaHuyeHusi  JOCTyna -  COBOKYIHOCTb  TpaBWi,
perjiaMeHTUPYIOIIUX TIpaBa JoCTyma CyObeKTOB 0CTyTa K 00beKTaM JJOCTyma.

IIporpamMHas 3akJjajgkKa - KOJ TPOTrpaMMbIl, TpefiHAMEPeHHO BHECEHHBIN B
TIPOrpaMMy C 1lefIbI0 OCYIIIeCTBUTh yTeukKy, U3MeHHTb, O/0KHMpOBaThb, YHUUTOXKUTH
WHGOPMAIMI0 WM YHUUTOXKUTh WM MOAM(PUIIMPOBATHL TIPOrpaMMHOe obecrieueHue
WHGOPMAI[MOHHOM CHCTEMbI TIepCOHA/BHBIX JAHHBIX U (WIM) OJIOKMPOBATH arla-
paTHbIe CpeJCTBa.

IIporpamMHoOe (mporpaMMHO-MaTeMaTHUYecKoe) BO3/eiicTBHe -
HECaHKLIMOHMPOBaHHOe  BO3/J|eiCTBUE  Ha  pecypCcbl  aBTOMAaTU3MPOBAHHOMU
MH(OPMALMOHHON CUCTEMBbI, OCYILEeCTB/IsSIEeMOe C MCIO0J/Ib30BaHUEM BpEeJOHOCHBIX
TIporpamm.

PackppiTHe TNEPCOHAJIBLHBIX [JAHHBIX - YMBIIIJIEHHOE WM C/Iy4yaliHOe
HapyleHue KOHGU/eHI[MalbHOCTH TIePCOHATbHBIX JaHHbIX.

PacnpocTpaneHue NMepCOHAJBHBIX JAHHBIX - /1eliCTBUS, HarpaB/ieHHble Ha
PacKpbITHe TIePCOHABHBIX JAHHBIX HEOTpeAe/IeHHOMY KPYTY JIULI.

Pecypc undopMannoHHoi cucTeMbl - UMEHOBAHHBIN 3/IeMEHT CHCTEMHOTO,
TIPUKJIaZIHOTO WM ammapaTHoro obecriedeHust QyHKI[MOHUPOBaHYs WH(GOPMAL[MOHHOM
CUCTEMBI.

CnenuajibHble KATerOpuM TMEePCOHAJIBLHBIX JAHHBIX - [epCOHAJIbHbIE
JlaHHbIe, Kacarollyecss pacoOBOW, HaI[MOHA/JbHOW TPUHAJIE)KHOCTH, TMOIUTHUUECKUX
B3I/ISI/I0B, PEUTHO3HBIX WM (UmocodcKux yOeKIeHW, COCTOSIHUS 3[I0POBbSI U
WHTUMHOM >KU3HU CyOBeKTa TepCOHATbHBIX JaHHBIX.

CpeacrBa BbIYMCJIUTEIBHOH TEXHMKHM - COBOKYMHOCTb MPOTPaMMHBIX U
TeXHUUYEeCKUX 3/IEMEHTOB CUCTeM 00pabOTKH [JaHHBIX, CTIOCOOHBIX (PYHKIIMOHUPOBATh
CaMOCTOSITe/TbHO W/ B COCTaBe JPYTMX CUCTEM.

Cy0obekT apocryma (cy0beKT) - /MU0 WIM MPOLIECC, AeUCTBUSI KOTOPOTO
perjiaMeHTUPYIOTCS MpaBUiaMi pa3rpaHUueHust AOCTYyTIa.

TexHuvecknii KaHAJ yTeYKH HH(OPMAIUM - COBOKYITHOCTb HOCUTE/S] WH-
dopmanu (cpeacTBa 00pabOTKH), (hU3MUECKOM Cpelbl pacpoCcTpaHeHus HHGOp-
MaTUBHOT'O CUTHAJIa U CPe/ICTB, KOTOPLIMH 0ObIBaeTCs 3alyiaeMast iHhOpMaIusi.



TpancrpanuyHasi mepeaaya MePCOHANBHBIX [JaHHBIX - Tepefaua
TepCOHA/IbHBIX J@HHBIX OrepaTopoM depe3 ['ocygapcTBeHHYO rpaHully Poccuiickoi
desepaliu  OpraHy BJIaCTMU MHOCTPAHHOTO TOCYJapCTBa, (QPU3NYECKOMY WU
IOPUNYECKOMY JIMLY MHOCTPAHHOI'O TOCyAapCTBa.

Yrpo3bl 0e301aCHOCTH MEPCOHAJIBHBIX JAHHBIX - COBOKYITHOCTb yC/IOBUM U
dakTOpOB, CO3[AOLIUX OMacHOCTb HECAaHKLMOHWUPOBAHHOTO, B TOM YMUCJe
C/ly4aliHOTO, Z0CTyMa K [epCOHa/IbHbIM J/IaHHbIM, pe3y/bTaTOM KOTOPOTO MOJKeT
CTaTh YHUUTOXKeHUe, M3MeHeHUe, OJ0KMpOBaHWe, KOMWPOBaHWe, PacrpoCTpaHeHHe
MePCOHA/IbHBIX [JaHHBIX, @ TaKXXe WHBbIX HEeCAHKI[MOHUPOBAHHBIX [eWCTBUM MpPU UX
06paboTke B MH(OPMALIMOHHOMN CHCTeMe TIepCOHATBHBIX JaHHBIX.

YHUuUYTOKEHNEe MEePCOHATBHBIX JAHHBIX - [IEMCTBUS, B pe3y/bTaTe KOTOPBIX
CTAQHOBUTCSI HEBO3MOJKHBIM BOCCTAaHOBUThH COJ€p)KaHWe TMepCOHabHBIX [JaHHBIX B
MH(OPMALIMOHHOW CUCTeMe TepPCOHA/IbHBIX JAHHBIX U (WIM) B pe3y/bTaTe KOTOPBIX
YHUUTOXXAIOTCSI MaTepUaibHble HOCUTEU MepCOHA/IbHBIX [JaHHBIX.

YTeuka (3ampumiaemMoi) wuHGOPMAMH MO0 TEeXHHYECKHMM KaHa/laM -
HEKOHTPOJIUDyeMOe pacrpocTpaHeHue WHGOpMaluu OT HOCUTessl 3allyilaeMOoi
vHbopmaluu  dyepe3  (GU3UUECKYIO Cpelly [0 TEeXHUYeCKOro  Cpe/CTBa,
OCYILeCTBJISIFOILEro repexBaT MH(GOPMAaLUU.

Ys13BUMOCTB - (/1a00CTh B CpPe/ICTBAX 3allliThl, KOTOPYIO MOYKHO HCII0/Ib30BaTh
J/1s1 HapyIlIeH!s CUCTeMbI WK COZiep Kallleiics B Hell MH(opMaLuu.

HesocTHocTh HHpOPMAIUHM - CIIOCOOHOCTH CPEJCTBA BBIYMCATETEHOU
TeXHUKA WIM aBTOMATU3UPOBAaHHON CHUCTeMbl obecrieunBaTb HEU3MEHHOCTb
vHbopMalMM B YCJOBUSIX CAyuyallHOTO W/WIKM TpeJHaMepeHHOro UCKaKeHUs
(pa3pylueHnus).



OBO3HAYEHUNSA 1 COKPAIIIEHUA
ABC - aHTUBUPYCHBIe CpefiCTBa
APM - aBTOMaTH3MPOBaHHOE pabouee MeCTO
BTCC - BcriomoraresibHble TeXHUUeCKVe CpefCTBa U CUCTEMBI
NCIIIH - nH(popMaLoHHas CUCTeMa MepCOHaIbHbBIX JaHHbBIX
K3 - KoHTpo/iMpyemMas 30Ha
JIBC - y10KasibHast BEIYMC/IUTEe/IbHASA CeTh
MD - mexxceTeBOM 5KpaH
HC/I- HeCaHKIIJMOHUPOBAHHBIN [JOCTYII
OC - orepaljMoHHas cucTeMa
[1/1H - TiepcoHa/ibHbIE JaHHbIE
[IMB - nporpaMMHO-MaTeMaTHUYeCKOe BO3/eHlCTBHE
1O - nporpaMMHoe obecrieueHme
[ISMUH - no6ouHble 371eKTPOMarHuTHbIe U3TyUYeHUs] 1 HaBOJIKU
CA3 - cucrema aHaM3a 3alUILleHHOCTH
C3U - cpepcTBa 3a1{MThl HH(OPMAaLUU
C3I1JH - cucteMa (MocMcTeMa) 3al[UThl TEPCOHATBHBIX JJaHHBIX
COB - cucrtema 0OHapy>KeHUsT BTOPKEHUI
TKYMU - TexHrueckue KaHasbl yTeUKH UHGOPMAaLUU
YBII/IH - yrpo3bl 6e30macHOCTH MepCOHAMbHBIX TaHHBIX



BBE/IEHUE

Hacrtosmas  TTosiutuka wH(poOpManMoHHONW 0Oe30macHOCTH TpU  paboTe ¢
MepCcoHa/bHBIMM  JJaHHBIMA B  KaukaHapCKOM TOpPOACKOW  TeppUTOPHAIbHOMN
n3buparenbHOl Komuccuu  (manmee - [lonurtuka) —siBasieTcss  OUI[MA/IbHBIM
JIOKYMEHTOM.

[MosmuTKa pa3paboTaHa B COOTBETCTBUU C TPeOOBaHUSIMU, YCTaHOBIEHHBIMU:

®enepanbHbiM  3akOHOM 0T 27.07.2006 Ne 149-®3 «0O6 wuHdopmamu,
VMH(OPMAaLMOHHBIX TEXHOJIOTHSX U O 3allyTe UH(POPMaLN»;

@®epepanbHbiM  3aKOHOM  OoT  27.07.2006 Ne 152-®@3 «O mnepcoHasmbHbIX
JAHHBIX»;

nioctaHoBneHveM IlpaButensctBa Poccurickor ®epeparuu ot 01.11.2012 Ne
1119 «O6 yTBepkeHUM TpeOOBaHMI K 3allUTe IMePCOHANbHBIX [AaHHBIX TIPU HX
06paboTke B MH(OPMALIMOHHBIX CUCTeMaX MepCOHA/TbHBIX TaHHBIX»;

noctaHoBeHreM IlpaButenbctBa Poccuiickor @epepaiu ot 15.09.2008 Ne
687 «O6 yTBep)KAeHHU II0N0KeHHsI 00 0CcoOeHHOCTsAX 00pabOTKH TepCcOoHaTbHBIX
JAHHBIX, OCYIIleCTB/IsieMOl Oe3 UCIO/Ib30BaHUsl CPe/ICTB aBTOMAaTH3al[u»;

noctaHoB/ieHMeM IlpaBurensctBa Poccurickont @epeparu ot 21.03.2012 Ne
211 «O6 yTBep>kIieHHNHU TiepeyuHsi Mep, HarpaB/IeHHBIX Ha obecrieueHye BBITOTHEHUS
o0si3aHHOCTel, TpeflycMOTpPeHHbIX @efepaibHbIM 3aKOHOM «(O  MepCcoHanbHbBIX
J@HHBIX» U TIPUHATHIMUA B COOTBETCTBMM C HUM HOPMAaTHMBHBIMY MPAaBOBbIMU aKTaMH,
orlepaTopaMy,  SIBJSIOIIUMMCS  TOCYJAPCTBEHHBIMM  WIM  MYHULUMNAJbHbIMU
opraHamu»;

nipukazoM @CTIK Poccuu ot 18.02.2013 Ne 21 «O6 yTBepxkaeHnu CocraBa 1
cojiep)KaHusi OpraHU3allMOHHBIX U TeXHUUECKHUX Mep 1o obecrieueHUI0 6€30MacHOCTU
TepCoHaNbHBIX JAaHHBIX TIpU uX 00paboTke B WHGOPMAIMOHHBIX CHCTEMax
NepPCOHA/IbHBIX JAHHBIX»,

npuka3zoMm ®CB Poccuu ot 10.07.2014 Ne 378 «OO6 yTBep)KJeHUM COCTaBa U
CoZiep>KaHusi OPraHM3al[MOHHBIX U TEXHUUECKUX Mep To obecrieueHut0 6e301acHOCTH
MepCOHA/IbHBIX [IaHHBIX TIpU UX 00paboTke B MH(POPMAIMOHHBIX CHCTEMax
MePCOHAIbHBIX AAHHBIX C HKCIOJb30BaHWEM CPe/ICTB KpHUITOrpadruuyeckoi 3aliuThbl
nHbopMalui, HeoOXOAUMBIX [Jisi BBITIOJTHEHWsI yCTAHOBJ/IEHHBIX [IpaBHUTE/IbCTBOM
Poccutickoit ®@enepaiiii TpeboBaHUIM K 3all[UTe MIepPCOHANBHBIX aHHBIX JJis KaXK0T0
Y3 YPOBHEH 3allUILIeHHOCTU»;

MeToauueckiMy peKOMeHJal[usiMU 110 pa3paboTKe HOPMATHMBHBIX MPaBOBBIX
aKTOB, OTpeeJISIOIIUX Yrpo3bl 0€30MacHOCTH TePCOHA/IbHBIX IAHHBIX, aKTyasbHbIe
npd  0o0paboTKe TMepCOHAMbHBIX MaHHBIX B  WH(POPMALMOHHBIX  CHCTEMax
TepCOHA/IbHBIX [JaHHBIX, SKCIUIyaTUPyeMbIX MPU OCYIECTBIE€HUHA COOTBETCTBYIOLUX
BUJIOB [IesiITeJIbHOCTH, YTBepXAeHHbIMU pPYKOBOACTBOM 8 ILlentpa ®CBb Poccuu
31.03.2015 Ne 149/7/2/6-432.



B Tlomutuke omnpeaeneHbl TpeboBanusi K rmepcoHany WMCIIIH, cTerneHb
OTBETCTBEHHOCTH T€PCOHa/a, CTPYKTypa U HeoOXOAUMBIM YpOBeHb 3alllUI[eHHOCTH,
CTaTyC U JJO/DKHOCTHBIe 00s13aHHOCTH COTPY/AHHMKOB, OTBETCTBEHHBIX 3a oOecrieueHue
Ge3omacHoCcTH TiepcoHa/nbHBIX JAaHHbIX B MCII[IH KaukaHapcKodi TopoJcKoit
TepPUTOPHAIbHOU N30MpaTebHON KoMuccuu (anee — Komuccus).

1. OO0upe Mo/I0KeHHs

Llenbto Hactosielt [Tonutukuy siByisieTcsi obecrieueHre 6€30MaCHOCTU 0OHEKTOB
3aiuThl KoMuccuu OT Bcex BUZIOB yIpo3, BHEIIIHUX M BHYTPEHHHUX, YMBILLJIEHHBIX U
HempeJHaMepeHHbIX, MUHMMH3aLMs yiiepba OT BO3MOXKHOW peanv3aliyd yrpo3
6e3omnacHoctu [1Ju (YBITH).

be3onacHOCTP mMepCOHaNbHBIX [AHHBIX [OCTUTraeTcsd IyTeM WCKIHUYeHUs
HECaHKLIMOHMPOBAaHHOIO, B TOM UHWC/Ie CJy4alHOro, [AOCTyna K MepCOHaJIbHbIM
JaHHBIM, pe3y/bTaTOM KOTOPOTO MOXXeT CTaThb YHUUTOXKeHUe, H3MeHeHUe,
O710KMpOBaHWe, KOTMPOBaHWe, paclpoCTpaHeHWe MepPCOHANbHBIX AAHHBIX, a TaKXke
VIHBIX HEeCAHKIIMOHMPOBAHHBIX EeMCTBUM.

Wudopmalusi ¥ CBsA3aHHbIe C HeW pecypChl O/DKHBI OBbITH [JOCTYITHBI [IJIsI
aBTOPWU30BAHHBIX TMOJIb30BaTeseld. JO/DKHO — OCYLLeCTB/SITBCS ~ CBOEBPEMEHHOE
obHapyskeHHe U pearupoBaHue Ha Y BII/IH.

Ho/DKHO ~ OCYLLeCTBIATBCSA — TpeloTBpallleHWe  MpeJHAMEPEeHHbIX WU
CJIy4alHbIX, YaCTUYHBIX WM TIOJIHBIX HEeCAHKLJMOHWPOBAHHBIX MOAU(DUKALMA WA
YHUUTOXXEHUSI IaHHBIX.

CocTaB 00BEKTOB 3alllUThI Mpe/CcTaBieH B «IlepeuHe MepcoOHAIbHBIX [JaHHbBIX,
obpabaThiBaeMbix B KaukaHapcKoul TOPOZCKOW TeppUTOpUaIbHOW W30UpaTe/bHOM
KOMHUCCUM B CBSI3W C peanu3alieil C1yXeOHBbIX (TPYZOBbIX) OTHOIIEHWM, a TaKxkKe
OCYyLLeCTBIEHHEM rOCYyapCTBEHHBIX (YHKLIAN».

Cocras MUMCII[IH mnopnexammx 3awure, mnpexacrasieH B «llepeune
MH(OPMALIMOHHBIX CUCTEM MEPCOHA/BbHBIX [aHHbIX B KaukaHapCKOM TOpO/ICKOU
TepPPUTOPUATLHOM N30MpaTeTbHONM KOMUCCUI».

2. O0/1aCTh JeHCTBHUSA
TpeboBanus HacTosield ITOMMTHKY paclpOCTPAHSIOTCS Ha BCEX COTPYAHUKOB
Komuccuu (IITaTHBIX, BpEMEeHHBIX, Pab0TAaOIMX 10 KOHTPAKTY U T.I1.), @ TaKXKe BCeX
TIPOUMX JIvL] (TIOAPSUMKH, ayJUTOPBI U T.I1.).

3. CucreMa 3aIUThI NIePCOHA/IBHBIX JAHHBIX

Ob6ecrieueHre  6€301aCHOCTH  TMEPCOHAMBHBIX  JAHHBIX  IOCTUTAeTCs, B
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YaCTHOCTH:

oripefie/ieHreM yrpo3 6€30MacHOCTH MePCOHabHBIX JAaHHBIX TIPU UX 00paboTKe
B MH()OPMALMOHHBIX CUCTEMAaX MePCOHATbHBIX JAHHBIX;

MpUMeHeHeM OpraHMW3allUOHHBIX W TeXHUUeCKUX Mep TI0 obecrieueHuro
6e301acHOCTH TI€PCOHA/bHBIX [aHHBIX TP WX 00paboTke B MH(OPMAaIMOHHBIX
cucTeMax TepCOHA/bHBIX JaHHBIX, HEOOXOAUMBIX [i7isi BBIMOJHEHUs TpeboBaHUl K
3alUTe  TEepPCOHANbHBIX  JIAHHBIX,  HWCTIOJHEHWe  KOTOPbIX  obecrieurBaeT
ycTaHoB/eHHbIe [IpaBuTenscTBoM Poccuiickor ®efepaliiy YPOBHU 3allUILIEHHOCTH
TepCOHA/IbHBIX [JaHHBIX;

TIPUMEHeHWeM TIPOLIeJIINX B YCTAaHOBJIEHHOM TOpsZKe TpOoLeAypy OLeHKH
COOTBETCTBUS CPEeZCTB 3alUThl MH(OPMAaLUY;

oLleHKOM 3(h(PeKTUBHOCTH MPUHUMAaeMbIX Mep 1o obecrieyeHH0 6e30MacHOCTU
MePCOHA/IbHBIX JAaHHBIX [0 BBOJA B SKCIUIyaTalyi0 WH(POPMAaLMOHHOU CHUCTEMBbI
TepCOHA/IbHBIX [JaHHBIX;

Y4eTOM MaIlMHHBIX HOCHTe/IeH TTepCOHaIbHBIX JaHHBIX;

obHapyxeHreM (aKTOB HeCAaHKIIMOHMPOBAHHOTO [OCTYyIa K IePCOHATBHBIM
JAHHBIM U TIDUHSATHEM Mep, B TOM UHC/ie Mep TI0 0OHApY’KeHUI0, TIpeIylpexX1eHuI0 U
NMUKBUJIALIMM TIOC/Ie/ICTBUM KOMIMBIOTEPHBIX aTaK Ha WH(POpPMAalLMOHHbIEe CUCTEMbI
IepCOHA/IbHBIX JaHHBIX U [0 pearupoOBaHUI0 Ha KOMITbIOTEPHbIe UHLIU/IEHThI B HUX;

BOCCTaHOBJIEHWEM TEpPCOHaNbHBIX [JAHHBIX, MOJU(ULIMPOBAHHBIX WU
YHUUTOXEeHHBIX BC/Ie[CTBUe HeCaHKLIMOHUPOBAHHOIO JOCTYIIA K HUM;

yCTaHOBJIEHHeM TpaBU/I JOCTyMa K MepCOHa/IbHBIM JJaHHbIM, 0OpabaThiBaeMbIM
B WHGOPMAI[MOHHOM CHCTeMe TepPCOHa/NbHBIX [AaHHBIX, a TakXke obecrieueHHUEM
pervcTpanym U yuyeTa BCeX [IeMCTBUM, COBEpLIaeMbIX C MepCOHATbHbIMU JaHHBIMU B
VMH(OPMAaLMOHHOM CUCTeMe MepCOHaIbHbIX JaHHBIX;

KOHTpPOJIEM 3a TpPUHUMaeMbIMH MepaMu M0 obecriedeHrro 6e30MacHOCTH
MePCOHA/IbHBIX [JIaHHBIX M YPOBHS 3alUILIeHHOCTH WH(POPMALMOHHBIX CHUCTEM
TepCOHA/IbHBIX [JaHHBIX.

Cucrema 3alyThl MepcoHabHbIX AaHHbIX (C3I1/IH), CTPOUTCS HA OCHOBAHUM:

AKTa BHYTpPEHHero KOHTDOJsSI COOTBeTCTBUSI 00pabOTKM TepCOHa/bHBIX
JlaHHBIX.

[lepeuHsi mMepcOHaNBHBIX [JAHHBIX, oOOpabaTbiBaeMbix B KaukaHapCKoii
TOPOZICKOM TeppuUTOpUanbHON H30MpaTenbHOM KOMHCCHUM B CBSI3M C peasu3aljueit
CTy>KeOHBIX (TPYJOBBIX) OTHOIIIEHHM, a TaK)Ke OCYIIeCTBJIEHMEM TOCYZapCTBEHHbBIX
byHKIMH;

AKTOB K/1accuukanyy MH(HOPMAaLMOHHBIX CUCTeM MePCOHATbHBIX JAHHbIX;

Mopgenu yrpo3 6e301acHOCTH TTepCOHAbHBIX TaHHbBIX;

MaTtpuupbl [oCTyrna ToJib30BaTe/ed K 3aljuiaeMbiM  HWH(POPMaLMOHHBIM
pecypcam MCITH;

PykoBogsiux gokymentoB ®CTOK Poccun u @Ch Poccun.
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Ha ocHOBaHMM 3TUX [OKYMEHTOB OIpefie/isieTcsi HeoOXOAUMbIN ypOBeHb
sammiieHHoctd  [1/IH kaxgorn WMCIIOH Komuccum. Ha ocHoBaHMM aHanu3a
aKTyasibHbIX yrpo3 6Ge3omacHoctu I1/JH omvcaHHoro B Mogenu yrpos, fesaeTcs
3aK/IfoueHre O HeoOXOAMMOCTH  MCMO/b30BaHUS TEXHUUECKUX CpPeACTB U
OpraHM3alMOHHBIX MEPONPUSATHI i oOecrieueHus 6e3omacHocty [1/1H. BeibpaHHbIe
HeoOXoZuMble  MeporpusiTusi  oTpaxkatroTcsi B «CocTtaBe  Mep  3allUThI
VMH(OPMAaILMOHHBIX CUCTEeM TePCOHA/bHBIX JaHHBIX».

Ina VNCIIJH pomkeH ObITh COCTaB/eH CITMCOK HCTIO/b3yeMbIX TEXHHUUECKUX
cpeactB 3amuThl (mamee - CHHMCOK), a TaK »ke TpOrpaMMHOro obecrieueHus,
yuacTBymoiiero B o6pabotke I1/JH, Ha Bcex anemenTtax MCIT/IH:

APM nonn30BaTenel;

CepBepa MpU/I0KeHUH;

CYbB[;

I'panune! JIBC;

KaHanoB nepesiaun B ceTd 0OIIero moJib30BaHus U (WIM) MeXAyHapOAHOTO
obOMeHa, ec/ii 110 HUM TiepegaroTcs TT1/H.

B 3aBucumocty oT ypoBHA 3awuineHHoctd VCII[IH v akTyanbHBIX yIrpos,
C3IIIH MOXKeT BKJIFOUATh CJ/Ie[yIOLue TeXHUUeCKre Cpe/CTBa:

aHTUBUPYCHbIE CPe/ICTBA Jjisi pabourX CTaHLMM M0Jib30BaTesieil v CepBepoB;

CpeZiCTBa MeKCeTeBOr0 SKPaHUPOBaHUS;

CcpeicTBa  KpunTorpauueckow 3amuThl HWHGOpPMAlLMKM NOpU  Tepefade
3auuiaeMor MH(OpMaLK Mo KaHalaM CBS3U.

Tak ke B CIHCOK [O/DKHbI ObITh BK/IOUEHbl (PYHKIMK  3all[UTHI,
obecrieurBaeMble IITAaTHBIMH cpefcTBaMM 00pabotku ITI/JlH  omepaliOHHBIMH
cucremamu (OC), npukiagubeiM 10 1 crieliiaIbHBIMU KOMIJIEKCaMU, peaTnu3yoLMy
cpefcTBa 3alyThl. CIMCOK (PYHKIMH 3al[UThl MOXKET BK/IHOUYATh:

yrpaBJieHHe Y pasrpaHAYeHue 10CTYIIa M0Ib30BaTelel;

perucTparuio U yuyeT JelCTBUl ¢ MH(POpMalLyel;

obecrieueHue 11e/IOCTHOCTH JIaHHBIX;

obOHapy>KeHre BTOP>KeHHUH.

CNMCOK MCIO/b3yeMbIX TeXHUUeCKUX CpeAcTB oTpaxkaercss B «[liane
MepOTpUsTAN TI0 00ecrieyeHHI0 3alllUThl TIePCOHANbHBIX JaHHbIX». CIHCOK
WCIIO/Tb3YeMbIX CpeJCTB JO0J/DKEH MOAJepKUBaThbCsl B aKTyaJbHOM COCTOSIHUU. [Ipu
VW3MEHEeHWH COCTaBa TeXHUUEeCKUX CpeACTB 3aljuTbl Wau 3jeMeHTOB WCIIOH
COOTBETCTBYIOII[E W3MeHeHHUsl JO0/DKHBI ObITb BHeceHbl B CIHMCOK U yTBEpIK/AEHBI
nipeficefarenemM M36upatensHoit kKomuccuu CBepAJIOBCKOM 00/1aCTH WK JIULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3auThl [1/]H.

4. Tpe6oBanus k noacucremam C3I1/Jn

C3I1/JH BK/IOUaeT B ceOsi cie/iyIoIye Mo/iCHCTEMBI:
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yIipaBJ/ieHus1 JOCTYIIOM, perucTpaljuuy 1 yyera;
obecrieueHust 11eJIOCTHOCTU U IOCTYITHOCTH;

aQHTUBHPYCHOM 3all[UThI;

Me’)KCeTeBOr'o SKpaHUPOBaHUS;

aHa/m3a 3aljuIeHHOCTH;

oOHapy’KeHHs1 BTOP)KeHUH;

KpunTorpahruyeckoi 3aiuThl.

[Moacuctembr C3II[JH ¥MMeIOT pa3inWuHbid (YHKLUHMOHAA B 3aBUCUMOCTU OT
knacca WCIIIH, ompejeneHHOro B «AKTe Kiaaccudukalud HWHGOPMaI[MOHHOM
CUCTeMbl TepCOHANbHBIX [JaHHbIX». CIMCOK COOTBETCTBUSI (PYHKLUN TMOJCUCTEM
C3IIIH kaccy 3aujyieHHOCTH TpeJCcTaB/ieH B TeXHUUeCKOM 3a[jaHhU 10 CO3Z,aHUI0
CUCTEMBI 3alXThI UHPOpMaLMK MH(OPMALIMOHHOM CUCTEMbI TTePCOHA/IbHBIX JaHHbIX.

[ToacrcTeMa ynpaB/ieHUs JOCTYIIOM, DErMCTPALIN U yYeTa

[ToacucTeMa ymipaBJieHUs JOCTYTIOM, perMCTpalviy 1 yueTa TpeiHa3HaueHa Jjis
peasii3aluu ciieAyrommx GyHKIWN:

uaeHTU(UKALUA U TIPOBEPKU TIOJ[JTMHHOCTU CYyOBEeKTOB [IOCTyTa TIpDU BXOZie B
NCII1/]H;

WJEHTU(PUKALMA TEepMHUHA/OB, Vy3/I0B CETH, KaHajlOB CBSI3W, BHELIHUX
YCTPOMCTB MO JIOTUYECKUM UMeHaM;

WJeHTU(PUKALIUM TIporpaMM, TOMOB, KaTajoroB, (haiyioB, 3amucew, Moseun
3aIIMCel 110 UMeHaM;

perucTpaiuu Bxoza (BbIxo/la) CyObeKTOB ZOCTYIAa B CUCTEMY (U3 CUCTEMBI),
mb0 perucTpanuM 3arpy3kd W WHUI[MA/IM3alMd  OTepaliOHHON CHCTeMBI W ee
OCTaHOBaA.

perucTpaluu TIOMBITOK ~ [OCTyNa [POrpaMMHBIX CPeACTB  (TIporpamw,
TIPOLIeCCOB, 3a/jay, 3a/laHMH) K 3allyIiaeMbIM (paitiam;

perucTpaluu MOMBbITOK [JOCTyrNa MpPOrpaMMHBIX CPeACTB K TepMUHasaM,
KaHaJ/laM CBsI34, MpOrpaMMaM, TOMaM, KaTasioram, (haijiam, 3armcsiM, MoJIsiM 3aiucen.

[MoacucTeMa yripaB/eHHSI JOCTYIIOM MOKeT OBITb peasii30BaHa C TTOMOIIBIO
IITaTHBIX cpe/icTB 00paboTku I1/]H (omepaljoHHBIX cucTeM, TipunokeHut u CYB/]).
Tak ke MoOKeT OBbITb BHEJPEHO CIel[Ha/IbHOe TeXHUUECKOe CPeICTBO WM HUX
KOMILJIEKC, OCYILeCTBJ/ISIFOLLMEe [IOTIOJIHUTEeIbHbIe Mepbl TI0 ayTeHTU(UKaLuu U
KOHTpO/t0. Hampumep, TmipuMeHeHWe eAWHBIX XPAHWIMI YYeTHbIX 3arucei
T0Jib30BaTesiell U pPerucTpalioHHON WH(GOpPMalLK, UCI0/Ib30BaHe OMOMeTPUUeCKUX
Y TeXHUUeCKuX (C TOMOILLIBI0 3JIEKTPOHHBIX TPOIMYCKOB) Mep ayTeHTU(PUKaLuu U

JApYTux.

[Moacucrema obecrieyeHrs 11eI0CTHOCTH U JOCTYITHOCTH
[Mogcucrema obecrieyeHyst 1[eJIOCTHOCTH W JOCTYITHOCTH TIpe/iHa3HaueHa [ijist
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obecrieueHusi 1[eJIOCTHOCTU W JAocTynmHOCTH [1/IH, TpPOrpaMMHBIX U armfapaTHBIX
cpeacte CITOH Komwmccuuy, a Tak »Ke CpeACTB 3allUThl, TPU CAYyYalHOW WA
HaMepeHHOW MOAU(PUKALIWH.

[Topcucrema peanusyeTcs C IIOMOLLBLIO OpraHU3alui pe3epBHOr0 KOIMUPOBaHUS
oOpabaTbiBaeMbIX [aHHBIX, a TaK >Xe pe3epBUPOBAaHMEM K/HOUEBBIX 3/IEMEHTOB
NCITOH.

[MogcucreMa aHTUBUDYCHOW 3allUThI
[MoAcucTeMa aHTMBHUPYCHOM 3allTHI TIpeHa3HaueHa /it oOecTieueHuUs

aHTHMBUPYCHOM 3aliuThl cepBepoB U APM nosib3oBatesnert UCITAxn Komuccum.

CpenctBa aHTMBUDYCHOW — 3all[UThl  TpeJHa3HauyeHbl Il  peaau3alyu
cefyrouX (PyHKLMIMA:

pe3U/IeHTHbIM aHTUBUPYCHbIM MOHUTODUHT;

aHTHMBUPYCHOE CKaHUPOBaHMUE;

CKpUIIT-0/IOKUPOBaHHUE;

LIeHTPa/IM30BaHHOW/yJa/IeHHOM ~ YCTaHOBKW/[JE€UHCTA/UIILMYA  aHTUBUPYCHOTO
TMPO/IYKTa, HACTPOWKH, aJJMUHUCTPHUPOBaHHs, IPOCMOTPA OTUETOB U CTAaTUCTUUECKOMN
vHbopMaluK 1Mo paboTe NPOAYKTa;

aBTOMAaTH3MPOBAHHOTO OOHOBJIEHUS] AHTHBUPYCHBIX 0a3;

OrpaHyyeHusi TIpaB II0JIb30BaTe/sl Ha OCTAaHOBKY MCIIOJIHSAEMBIX 3a/jauy U
M3MeHeHHs] HACTPOeK aHTUBUPYCHOTO MPOrPaMMHOTO 00ecrieueHus;

aBTOMAaTUUECKOr0 3alyCckKa HeroCpeACTBEHHO MOCJe 3arpy3Kd OrepalOHHOU
CHUCTEMBI.

[Tomcucrema peanu3yeTcs IyTeM BHeJpeHHs CIeLdalbHOrO0 aHTUBUPYCHOIO
riporpaMmMHoro obecrieueHus Ha Bce 3emMeHTbl MICIT/IH.

ITogcucrema MeXXCeTeBOro S5KPaHWPOBAHUS
[TogcucTemMa Me)XCeTeBOTO 3KpaHMPOBAHMS Ipe/Ha3HauyeHa /i peaau3aluu
creAyOMUX (PYHKLWMN:
(bUIbTpalLK OTKPBITOTO M 3allIM(PPOBAHHOTO (3aKpbITOro) IP- Tpaduka;

¢duKcaly BO BHYTPEHHUX >KypPHa/iax MHGOPMaLMKA O MPOXOASIeM OTKPLITOM
1 3akpbiTOM [P-Tpaduke;

WaeHTUGUKALIMK U ayTeHTU(PUKALMKA aJMUHUCTPATOPa MEKCeTeBOro 3KpaHa
TIPU ero JIOKabHbIX 3arpocax Ha AOCTYTI;

perucTpaluu Bxofa (BbIxO/la) aJMMHMCTpPATOpa MEXCETeBOro S5KpaHa B
cucteMy (U3 cucteMbl) MO0 3arpy3kd W UWHUIMAIW3al[Ud  CUCTEMbI U ee
TIPOrpaMMHOI'0 OCTaHOBa;

KOHTPOJISI LIeJIOCTHOCTU CBOeM MPOrpaMMHOM M MH(OPMAaLIMOHHOW YaCTH;

(buIbTpaIy MakeToB C/Ty>KeOHBIX TIPOTOKOJIOB, CITY>KAI[UX JJIsI TUaTHOCTUKU U
yrpaBjieHust paboTol CeTeBbIX YCTPOUCTB;
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bunbTpaLMd C y4yeTOM BXOZHOTO W BBIXOJHOIO CeTeBOro MHTepdelica Kak
CpeZCTBa MPOBEPKH MOAMHHOCTHU CETEBBIX a/IpeCOB;

pPerucTpalm 1 yueTa 3anpalirBaeMbIX CepBUCOB IIPUKJIaJHOTO YPOBHS;

6/I0KMpOBaHUsS /IOCTyTla Heu/leHTU(PUIIMPOBAaHHOTO 00beKTa Wik CyOBeKTa,
MOJJIMHHOCTh KOTOPOrO MNpPU ayTeHTU(UKALMKM He MOATBepAWIach, MeTO/aMH,
YCTOWUYMBBIMU K TI€peXBary;

KOHTPOJISI 32 CETeBOM aKTHUBHOCTBIO TIPWIOXKEHWM W O0OHapyXKeHUsI CeTeBBbIX
aTakK.

[Tomcucrema peanu3yeTcsi BHeZpeHUEM MPOrPaMMHO-anmnapaTHbIX KOMILIEKCOB
Me)KCeTeBOro SKpaHupoBaHus Ha rpaHuLie JIBC, kiaccom He HUXe 4.

[MoacrcTeMa aHanW3a 3al[UIIEHHOCTH
[MogcucTemMa aHa/mM3a 3alMIEHHOCTH [O/DKHa 00ecreunBaTh BBISIBIEHHE

ysI3BUMOCTel, CBsi3aHHbIX C omubkamu B KoHbwurypaiuu [10 WCII[JH, KOTOpbie
MOTYT OBITh UCTIO/Tb30BaHbl HAPYILIKUTEIEM ZIJIsl Peau3al[ii aTaku Ha CUCTEMY.

DyHKIMOHAM TIOACUCTEMBI MOXeT ObITh peasM30BaH TPOTPAaMMHBIMUA U
IpOrpaMMHO-arnapaTHBIMU CpeiCTBaMM.

[oacucremMa 06HapyKeHUs] BTODYKEHUHN
[Mojgcuctema oOHapy>KeHUs BTOpPXKeHUM [O/DKHAa o0ecrieunBaTh BbIsB/IEHUE
ceTeBbIX aTak Ha 37eMeHThbI VICTI/IH, MOAK/IIOUEHHBIE K CETSIM OOIero MOIb30BaHMUS
U (W1) MeX/IyHapoAHOTO 0OMeHa.
DyHKIMOHA/M TIOJCUCTEMBI MOJKET OBbITh peasM30BaH MPOTrPAMMHBIMH U
TPOrpaMMHO-arrnapaTHbIMUA CPeiCTBAMMU.

HOQ CHUCTeMd K[)HHTOF[)&QI)HHECKOﬁ 3dIlUTEI

[Toacucrema Kpuntorpaduueckor 3alUThl MpefHa3HaueHa /i1 WCKI/IHOUeHHs
HC/[ x 3ammmaemor uH@opMmauuu B MCII[IH Komuccuu mnipu ee mepejaue Io
KaHajlaM CBsI3U ceTeli 00IIero 1moJib30BaHus U (M/IM) MEX/IyHApOJIHOTO 0OMeHa.

[Mogcucrema  peanmu3yercd  MyTeM — BHEPEHUSI  KPUITOrparuyecKrux
MpOrpaMMHO-arapaTHbIX KOMILJIEKCOB.

5. ITonb3oBarem UCILIH

B UCITAH Komuccun MOXKHO BbIIeUTH C/IeAYHOIIUe TPYIIbI [0/Ib30BaTe/ e,
yuacTBYIOILIMX B 00paboTke 1 XxpaHenuu I[1/1H:

Apmunurcrparopsl NUCITH;

AamuHKCTpaTOpbI 6e30MacHOCTH;

Oneparopsl APM;

Apnmunurctparopsl cety UCIIH;
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TexHUUECKHWEe  CIeIUAJUCTBI M0 OOCAY)KMBaHUIO  TepudepuiiHOro
obopy/10BaHMSI.

IaHHble 0  Tpymmax T[O/b30BaTeNsiX, YPOBHe WX  JOCTyra U
WH(POPMUPOBAHHOCTH JIO/DKHBI OBITH OTPa’keHbI B MaTpuije JOCTYyTIa MOJ/Ib30BaTe/el
K 3all{IljaeMbIM UH()OPMALIMOHHBIM PeCypCaM.

ApmunvcrpaTtop UCITIH
Apmvunuctpatop UCITH, coTpygHuk Komuccuu (Mnv MHOe yroJIHOMOYEHHOe
JULI0), OTBETCTBEHHbIM 3a HACTPOMKYy, BHeApeHWe U corpoBoxaeHue WCII/H.
ObecrieurBaeT (GyHKIJMOHHUPOBaHUE MOACUCTeMbI yripaBiaeHus poctyriom VCIIIH u

YIIOJIHOMOYEH OCYILIeCTB/IATh TIPeJ0oCTaBlIeHre U pasrpaHuyeHure JOCTyra KOHeYHOIro
rionb3oBareis (Oneparopa APM) K 3/ieMeHTaM, XpaHSIIUM epCOHa/IbHbIe JlaHHbIe.

Apmunanctparop VICIT/IH obnajaeT cieyroM ypOBHEM IOCTYTIA M 3HAHUM:

obnaziaeT moaHONW MHGOpMaleld 0 CUCTEMHOM U MPHUK/IaJHOM TTPOrPaMMHOM
obecnieuenuu MCIT/IH;

obsiazaeT moMHOM MHGOpMaLel 0 TeXHUUYeCKHUX CPe/CTBaX M KOH(MUTYpaLuu
NCII1/H;

MMeeT JOCTyN KO BCeM TeXHHWYeCKUM cpefcTBaM 00paboTku uHdopmaiyy u
nanaeiv CII/IH;

obnajaer mnpaBaMu KOH(PUTypUPOBaHWS W aAMUHUCTPATUBHON HACTPOMKU
TexHuueckux cpencts UCII/H.

AamuHucTpaTop 6e30macHOCTU

Apvunuctpatop  6e3omacHocTH,  CcOTPyAHMK  Komwuccum (Wi WHOe
yOJTHOMOUYEHHOE JIULI0), OTBEeTCTBEHHbIN 3a (pyHKUMoHUpoBaHue C3I1/IH, BK/tOUas
oO0cny>xBaHWe W HACTPOMKY aJMUHUCTPATUBHOM, CepBepHOM U  K/IMEHTCKOU
KOMIIOHEHT.

ApmvunucTpatop 6e3onacHocTv 00/ajjaeT CeAyOLIMM ypOBHEM JOCTymna U
3HaHWU:

obnazaet ripaBamu AgmuHucTparopa MCII/IH;

obmagaet rosiHOM nHMopmarmeit 06 MCITIH;

“MeeT JOCTyN K CpeACTBaM 3alluThbl MH(OPMALMKA U TIPOTOKOIUPOBAHUS U K
YyacCTu KroueBbIxX 3s1eMeHToB VCIT/H;

He UMeeT MpaB [OCTyra K KOH(QUTypUPOBaHUIO TeXHUUECKUX CPe/ICTB CeTH 3a
VICK/IFOU€HHEM KOHTPOJIbHBIX (MHCIEKLIMOHHBIX).

ApmMuHuCTpaTop 6€30MacHOCTH YIIOJTHOMOUEH:

peanr30BbIBaTh TIOMUTHMKK Oe3omacHoctd B uactd  Hactpoiiku CK3MU,
MeXXCeTeBbIX KPaHOB U CHCTeM OOHapy>KeHHsl aTakK, B COOTBETCTBHUU C KOTOPBIMHU
nosb3oBarenb (Omnepatop APM) mosnydaeT BO3MOXHOCTh paboTaTb C 3/ieMeHTaMH
UCIIOH;
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OCYIIeCTBJIATh ay/IUT CPe/ICTB 3allUThI.

Onepatop APM
Onepatop APM - cotpyaHuk Komuccuu (Wiv uHOe yroJIHOMOYEHHOe JUILIO),
ocyiectBsitomuii  06pabotky I1[IH. O6pabortka II/JH BK/HOYAeT: BO3MO>KHOCTb

nipocmotpa [1/]H, pyuHoii BBog [1/1H B cuctemy MCII/IH, ¢popMrpoBaHue CpaBOK U
OTUeTOB 10 UH(opMaLuy, noayueHHou u3s VICI1/]. OnepaTtop He UMeeT TTOJIHOMOUH
JJ1s1 yTIpaB/ieHust roficicteMamMu 06paboTku fanHbix U C3T1/JH.

Onepatop VCII/IH ob/aziaeT cyiefyroliM YPOBHEM AOCTYTIAa M 3HAHUIA:

obnajaer BceMd HeoOXOAUMBIMU aTpuOyTaMu (Haripumep, TapoJieM),
obecrneurBarolMMU JOCTYIT K HEKOTOPOMY TNoiMHO>KecTBY [1/1H;

pacrosaraet KOH(UeHLMalbHbIMUA JaHHBIMH, K KOTOPBIM UMeeT JJOCTYII.

A nvuHuctpaTtop cetu UCITIH

Apvunuctpatop cetu  WCIIAH, cotpyguuk Komuccun (WM MHOe
YIIOJIHOMOYEeHHOe JULO), OTBETCTBEHHbBIU 3a (GyHKLMOHUPOBaHUE
Te/leKOMMYHUKalUMOHHOM TioacucteMbl WCIT[H. AZMUHUCTPAaTOp CeTU He HMeeT
TIOJTHOMOYUMH [i/isl yTIpaB/ieHus Mo/icicTeMaMu 06paboTKY JaHHBIX 1 6e30macHOCTH.

ApMuHUCTpaTOp ceTy 00/1aziaeT cieyIOIMM YPOBHEM [JOCTYTIA U 3HAaHUWM:

obsiazaeT yacThio MHGOPMAIMA O CHCTEMHOM U TIPUKJIAJHOM TPOTPaMMHOM
obecrieueruu UCII/IH;

obmajjaeT yacTbio MH(OPMALIUKM O TEXHUUECKHUX CPe/ICTBaX U KOH(MUTypaluu
NCIIOs;

uMeeT (u3MuUecKUd IOCTYNl K TeXHUUECKUM cpeiicTBaM 00paboTKu
vH(bOpMaLMM U CpeiCTBaM 3allUThl;

3HaeT, 110 MeHbllIel Mepe, OHO JleraabHOe UM [JOCTYIIA.

TexHMUECKMI CIIEIIMAMKNCT TI0 00CTYKMBaHUIO TieprhepUiHOr0 000pYAOBaHUS
TexHWYeCcKuil CreLyanucT 1o o0C/Iy>KUBaHUIO, COTPYAHMK Komuccuu (unm

WHOe YTIOJTHOMOUEHHOe JIMII0), OCYILeCTB/sseT OOCAy)KUBaHHWE U HACTPOUKY
nepudepuitHoro  obopygoBanus  VICIT[JH. TexHWUYeCKUH  CIIELUA/IMCT  TI0
o0cny>xrBaHUIO He uMeeT AocTyra K [1/1H, He UMeeT MOTHOMOUMM /il yTIpaB/ieHUs]
no/icucTeMamMu 06paboTKY IaHHBIX U 6€30TacHOCTH.

TexHUYeCKul crieliMaaucT no obcayKuBaHuio 00/1a/1aeT CieyIoliM YPOBHEM
JIOCTyTIa U 3HAHUW:

obsiazaeT yacThio MHGOPMAIMA O CHCTEMHOM U TIPUKJIAJHOM TPOTPaMMHOM
obecrieuernuu UCII/IH;

obmajiaeT yacThio MH(OPMALIUKM O TeXHUUECKHUX CPe/ICTBaX U KOHGUTypaluu
UCIIOx;
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3HaeT, 110 MeHbllleil Mepe, O/IHO JierajibHOe UMsl JOCTYTIa.
6. TpeboBaHus K nepcoHasty no odecrneuenuo 3amuThbl [I1H

Bce corpypuuku Komuccum, ssistoiquecs nosnb3oBaressmu VCIIIH, 70/DKHBI
YeTKO 3HaThb W CTPOTO BBITIOJHATH YCTAaHOBJEHHbIe TpaBWia U 003aHHOCTH TIO
JOCTyMy K 3allilljaeMbiM O00BeKTaM U COO/IIO/IEHUIO0 TIPUHSTOTO  PeXKUMa
6e3omacHocTtu I1/]H.

[lpu BCTyI/IeHUA B [JIO/DKHOCTH HOBOTO COTPY/AHUKA OH [IO/DKEH ObITh
03HAKOMJIEH C HEOOXOIUMBIMU IOKYMEHTaMH, perjiaMeHTUPYIOIIUMU TpeboBaHUs T10
samure [1/1H, a Takke oOyueHMe HaBbIKaM BBITIOJIHEHHSI TIPOLeAYDP, He0OXOJUMbIX
[T CAHKLIMOHUPOBAHHOTO UCTI0/ib30BaHust UCITIH.

CoTpyAHUK 0/DKeH ObITh 03HAKOMJIEH CO CBeZleHHsIMU HacTosielt [TomTrky,
TIPUHATBIX TIpoLieAyp paboTsl ¢ anemenTamu UCIIH u C3I110H.

Corpypuvkd  Komuccuu, — WCnosib3yrollde — TeXHUYeCKWe  CpefCTBa
ayTeHTU(GUKAMKA, [JO/DKHBI — 0o0ecreurBaTh  COXPAHHOCTb  WJIeHTU(UKATOPOB
(o/1eKkTpoHHBIX Kitouei) U He gomnyckate HCJI K HUM, a Tak ke BO3MO)XHOCTb MX
yTePU WM UCIIOb30BaHUS TPETbMMU JLiamMu. [1osb30BaTenn HeCyT nmepCoOHa/TbHYIO
OTBETCTBEHHOCTH 3a COXPAaHHOCThb UIEHTU(PUKATOPOB.

CoTtpyzHukr Komuccuu [OJ/DKHBI C/leloBaTh yCTaHOBJIEHHBIM ITIpOLie[lypam
rojiep>kaHust pexxumMa Oe3ormacHoctu [1/IH mpu BeIOOpe W UCIOJB30BAHWY TIApOJiel
(ec/i He UCMOJIBL3YIOTCA TEXHUYECKUE CPeJCTBA ayTeHTU(PUKALIN).

Cotpyauuku Komuccuy [10/DKHBI  00ecrieurBaTh — HaJjieKallylo — 3alliuTy
o0opyI0BaHMs, OCTaB/sieMoro 6e3 mpuUcMOTpa, 0COOEHHO B TeX C/Iydasx, KOrja B
ToOMell[eHHe MMeKT JOCTYIl MOCTOPOHHMe Jvla. Bce mosib3oBaTey [OJDKHBI 3HATh
TpeboBaHus 1o Oe3omacHoctu II/JH W TipoleAypbl 3alUThl 0OOpPYyAOBaHUS,
ocTaB/ieHHOTO 6e3 TIPUCMOTpa, a TakKe CBOM 00SI3aHHOCTH T10 00ecIrieueHuto0 TaKou
3allUTHI.

CoTpyZHMKaM 3arpeliaeTcss YyCTaHaB/AMBaTb ITOCTOPOHHee IIPOrpaMMHOE
obecrieueHue, TIOJK/IOUYaTb JIMUHble MOOW/IbHbIE YCTPOMCTBA UM  HOCUTEIH
vH(dopMalMK, a Tak )Ke 3aMyCbIiBaTh Ha HUX 3alliyiljaeMyto HH(GOpMaLUIo.

CoTpyJHMKaM 3aripelljaeTcs pasraaTh 3aliyiaeMyto HHhOopMaL1io, KOTopas
CTaja UM WU3BeCTHa mpu paboTe ¢ WHGOPMAIMOHHBIMM CUCTeMaMud Komwccuuy,
TPETbUM JIULIAM.

[Tpu pabore c [11n B UCII[AH coTpygHukyu Komuccuu ob6sizaHbl 00ecrieunThb
OTCYTCTBUE BO3MOXKHOCTU mpocMoTtpa [I/IH TpeTbumu jvuiamu ¢ MOHUTOPOB APM
VI/TU TEPMUHAJIOB.

[Tpu 3aBepitieHuu pabotel ¢ UCIIJH coTpyaHMKKA 00si3aHbl 3al[UTUTE APM
WA TePMUHAJbl C TIOMOII[LI0 OJIOKMPOBKHM K/IFOUOM W/IM SKBUBAJIEHTHOTO CPe/ICTBa
KOHTPOJIsI, HaripyMep, JOCTYTIOM TI0 TapoJIt0, eC/Id He WCTIONb3YITCs Oosee CUMbHbIE
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CpejCTBa 3allUThI.

Cotpyauuku Komuccuu Jo/DKHBI ObITh MpouH(OPMUPOBAHBI 00 yrpo3ax
HapylleHus1 pexxuMa 6e3omnacHocty [1/IH 1 OTBETCTBEHHOCTH 3a ero HapylieHue. OHU
JIOJDKHBI OBITH 03HAKOMJIEHBI C YTBEepPXK/IeHHOU (hopMasibHOM TIPOLielypOit HaloXKeHust
OUCLIMIIMHAPHBIX B3bICKAHWMM HAa COTPYJHMKOB, KOTOpble HApPYLIWIMA TIPUHSThIE
TOJIUTUKY U TIpoLieiypbl 6e3onacHocTu T[1/JH.

Cotpyauuku o6si3aHbl 6e3 mipomezyieHusi coobirjath 060 Bcex HabJIrOZaeMbIxX
WU TTOZI03PUTebHBIX caydasix paboTel MCIT/IH, MOTyIIUX ITOB/IeUb 3a COO0H yrpo3bl
6e3omacHocty [I/IH, a TakKe O BBISIBAEHHbIX WMM COOBITUSX, 3aTparvBarol[UX
6e3omacHocth I1/IH, DPYKOBOJCTBY TMOApa3je/ieHHss W JIMIly, OTBeuarolemMy 3a
HeMe/lJIleHHOe peardpoBaHKe Ha yrpo3bl 6e3oracHocTu T1/1H.

JI0/KHOCTHBIE 00513aHHOCTHY Honb3oBaTenedt MCITIH
Mo/mkHOCTHBIE 06s13aHHOCTU ToJb30Bartesielt ICII/IH orvcaHbl B C/IeyHOIIUX

JIOKyMeHTax:
Nucrpykuys agmuauctpatopa UCIIH;
WHcTpykiust agmuHucTpartopa 6e3onacHoctu UCIIIH;
NHucrpykuwmsa nons3osatesnsa UCITIH;
WHcTpyKums nosib30BaTtesisi IPU BO3HUKHOBEHWY BHELUTAaTHBIX CUTYaLWH.

OTBETCTBEHHOCTb COTPYIHUKOB
B cooTtBeTcTBUM O cTaThel 24 PefepanbHOro 3akoHa Poccuiickont depepauyiu

ot 27 wronig 2006 r. Ne 152-®3 «O mepcoHanbHBIX JaHHBIX» JIULja, BUHOBHbIE B
HapyuieHUd TpeboBaHui [aHHOTO PefepanbHOTO 3aKOHA, HECYT TPaKAAHCKYO,
YTrOJIOBHYIO, aJIMUHHACTPAaTUBHYIO, AUCLUIUVIMHADHYI0 U MHYHO TpeAyCMOTpPEHHYIO
3aKOHO/aTe/ibcTBOM Poccutiickor ®eiepalii 0TBETCTBEHHOCTb.

HenicTBytomiee 3akoHOAATenbCTBO  Poccuiickor  @Pepepanyy  MO3BOJISIET
TIpebsAB/IATL TpeboBaHus 1o obecrieueHnio 6Ge3oracHoit paboTHI C 3allfUIlaeMoi
vH(popMaLuen U npejycMaTpUBaeT OTBETCTBEHHOCTh 3a HapyIlleHHWe yCTaHOBJIEHHBIX
npaBW 3KCrulyataupu OBM M cuctem, HempaBOMEPHbBIM AOCTYIl K HMH(pOpMaLuH,
eCJid 3TU [eUCTBUS TIPUBEIM K YHUUTOXKEHHIO, OJIOKUPOBaHWIO, MOAM(UKAIIM
vHbOpMaI[UM WM HapylleHWto pabotel OBM umu ceteit (crateu 272,273 u 274
YronoBHoro kogekca Poccurickont ®enepariyn).

Apvunuctpatop UCIIIH wu  aamuHucTpatop  6e30macHOCTH  HECYT
OTBETCTBEHHOCTb 3a BCE€ J€MCTBUS, COBEPLIEHHblE OT MMEHW WX YUeTHBIX 3aluceu
WM CUCTEMHBIX YUYETHBIX 3alMCel, ecyid He JoKa3aH (pakKT HeCaHKL[MOHUPOBAHHOTO
VICTI0JIb30BAHMS YUETHBIX 3alllCeu.

IIpu HapyiieHussx corpypHukamu Komuccuu — monb3oBatensmu MCIIIH
TpaBWI, CBsI3aHHBIX C Oe3omacHocTbio [I/IH, OHM HECYT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYO JeMCTBYIOIIMM 3aKOHOaTe/IbcTBOM Poccurickon depepaniyu.
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7. CIIMCOK M CI0/Ib30BAHHBIX NCTOYHHKOB

OCHOBHBIMA HOPMAaTHMBHO-TIDABOBbIMA W METO/IUYECKMMHU [OKYMeHTaMU, Ha
KOTOpBIX basupyetcst HacTosiast [ToMTrKa, SIBSIOTCS:

®enepanbHbii 3akoH OT 27.07.2006 1. Ne 152-®3 «O mepcoHa/NbHBIX [JaHHBIX»,
yCTaHaB/IMBAIOLIMM OCHOBHBbIe TIPUHLMIBI W yciaoBusi oOpabotku I1[JH, TmipaBa,
00s13aHHOCTH M OTBETCTBEHHOCTb YYaCTHUKOB OTHOIIEHWH, CBSI3aHHBIX C 00pabOTKOM
[118.

TpeboBaHusi K 3allydTe IePCOHA/NBHBIX JIAaHHBIX Tpd UX 00paboTke B
VMH(OPMALIMOHHBIX CHCTEeMax TepCOoHabHBIX JAAHHbBIX, YTBEepXKJeHHbIe TTOCTAHOB/IEHUEM
[TpaButenscTBa Poccuiickoii @egeparuu ot 01.11.2012 1. Ne 1119,

[Tonoxkenne 00  ocobeHHOCTAX  00pabOTKM  MEepCOHA/IbHBIX  JJaHHBIX,
ocylilecTBisieMoii 6e3 HMCIO/b30BaHUS CpPEACTB  aBTOMATH3alMd, YTBep)KIEeHHOe
rioctaHoBieHveM IlpaButensctBa Poccurickor ®@eneparuu oT 15.09.2008 1. Ne 687.

HopmaTuBHO-MeTOAMUeCKHMe — AOKyMeHTbl  PenepasbHOM  CIyKObl 10
TeXHUUeCKOMY W 3KCriepTHOMY KoHTposto Poccuiickoirt @eznepauyu (ganee — GCTOK
Poccun) no obecrieuennto 6e3oracHocTu [1/JH npu ux ob6pabotke B UCIT/H:

ba3oBas Mojenb yrpo3 6e30MacHOCTH MepCOHaNbHBIX JJaHHBIX TIPU UX 00paboTKe
B MH(OPMAI[MOHHBIX CUCTEMax MepCOHAbHBIX [JaHHbIX, YTBEP)KJEHHasi 3aMeCTUTe/leM
mvpektopa @CTOK Poccun 15.02.2008 r.

MeTouueckuii 1OKyMeHT. MeToAuKa OLleHKU yrpo3 6e30macHOCTY UH(OpMaLvy,
ytBepxaeHHbld PCTOK Poccun 05.02.2021 r.

IMpukaz ®CTIK Poccuu ot 11.02.2013 Ne 17 «O6 yTBepkaennu TpebGoBaHuii 0
3amure WHGOpPMALMM, He COCTaBJISIIOLIMX TOCy/JapCTBEHHYIO TalHy, COZep)Kall[uXxcs B
roCylapCTBEHHBIX WH(OPMAILIMOHHBIX CUCTEMaX».

IMpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrtBepkaennu CocTaBa H
cofiepKaHWsI OpPTraHM3allMOHHBIX M TeXHWYeCKMX Mep 10 obecrieueHuto 6e30macHOCTH
MepCOHa/NbHBIX  JIaHHBIX TMPU  UX 00paboTKe B WH(POPMAL[MOHHBIX CHCTEMax
MepPCOHAbHBIX IaHHBIX».

[Mpukaz @enepanvHOl CyKObl Ge3omacHocTu Poccuiickoit ®Pepepaiuut  OT
10.07.2014 Ne 378 «O0 ytBepkgeHnn CocTaBa W CO/Iep>KaHHUSI OPraHM3AlMOHHBIX M
TEXHUYECKMX Mep IM0 obecrieueHH0 0e30TaCHOCTH TMEePCOHANMbHBIX [IaHHBIX TIPH UX
06paboTke B MH(MOPMAI[MOHHBIX CHCTeMaxX TMePCOHA/IbHBIX JaHHBIX C HCI0/Ib30BaHUEM
CpeAiCTB KpUMTOrpaduuecKou 3aiuTbl WHGOPMAIKU, HeOOXOJUMBIX /IS BBITIOJTHEHMUS
ycTaHoB/eHHBIX [IpaBuTenbctBoM Poccuiickoii ®epepaiiy TpeOGOBaHMM K 3all[UTe
MepCOHAbHBIX AHHBIX /151 KaXX/I0T0 U3 YPOBHEH 3all[UILIeHHOCTH.

MeTtoauueckrie peKOMeHZALMUA M0 pa3paboTKe HOPMATHMBHBIX TMPABOBLIX aKTOB,
oTipefie/ITIOMIMX YIpo3bl  0€30MacHOCTH TIePCOHAMBHBIX [JaHHBIX, aKTya/bHble TIpU
00paboTKe TMepcoHaNbHBIX JAHHBIX B WH(OPMALMOHHBIX CUCTeMax TepCOHATbHbBIX
JlAaHHBIX,  JKCIUTyaTUPyeMbIX TpU  OCYLIECTBJAEHUU COOTBETCTBYIOIIUX  BHJIOB
JledTeNIbHOCTH, yTBepKJeHHble pyKoBoACTBOM 8 Llentpa ®CB Poccun 31.03.2015 Ne
149/7/2/6-432.
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[Tpunoxenue Ne 3

YTBEPXIEHA
pacriopsbkeHueM Ipejceareis
KaukaHapckoy ropoficKou
TepPUTOPHAJILHOU
n30upaTebHON KOMUCCUU
ot 12 mapta.2025 roza
Ne 01-05/11
MHCTPYKIUA
0 MOpsiiKe pe3epBHOr0 KONMPOBaHMA ¥ BOCCTAaHOB/IeHUA HH(opMauu
B MH()OPMAIJMOHHBIX CHCTeMax MepCOHA/IbHbBIX JJAHHBIX
KaukaHapckoii ropoCKoi TeppuTopHa bHOM H30UpaTe/IbHOM KOMUCCUH

VHCTpyKLMsT O TIOpsiIKe pe3epBHOrO0 KOMMPOBAHWS M BOCCTaHOBJIEHUS
vH(pOopMali B UHPOPMALIMOHHBIX CUCTEMaXxX MepPCOHA/bHBIX JaHHBbIX KaukaHapckou

TOPOZICKOM  TeppUTOpHanbHONM  M30MpaTe/IbHOM  KOMHCCHM  perjlaMeHTUpYeT
OpraHu3allMOHHO-TeXHHYecKoe obecrieueHue MpOLeCCOB pe3epBHOTO0 KOMMPOBAHUS U
BOCCTaHOBJ/IEHHUsT MH(pOpMalMd B MWH(GOPMALIMOHHBIX CHUCTEMax IepPCOHATbHBIX

naHHbIX KaukaHapckoi ropo/iCKoi TeppuTOpUaIbHOM n30upaTenbHON KOMUCCHU.

1. O01He Mo/I0)KeHu
1. VIHCTpYKI[USI O TIOpSIKe pe3epBHOTO KOMWPOBAaHUS W BOCCTAHOBJIEHHUS

nHbopMalui B MH(OPMALIMOHHBIX CHCTeMaX MepCOHaMbHBIX JaHHbIX KaukaHapckoii
TOPOZICKOM TeppUTOpUanbHON H30MparenbHON Komuccuu (mamee — VIHCTPyKIus)

SB/IIeTCd OJHUM W3 JIOKQJbHBIX IIPaBOBBIX akTOB KaukaHapCKoW TroOpOJCKON
TepPUTOPHAJILHOU n3buparenbHON KOMMUCCUU (manee — Komuccus)
perjaMeHTUPYIOIUX JledTebHOCTh Komuccuu mo obecrieueHuto 6e30macHOCTH
MepCOHA/IbHBIX [JaHHBIX PAabOTHUKOB OpraHW3aljuM, Y4YaCTHHUKOB U30UpaTe/bHOTO
TIpOLiecca, UHBIX JIML], YbM TlepPCOHA/IbHbIE JIaHHble MOTYT COOUpaThCs, XPAaHUTLCS U
oOpabaThiBaTbCSI B aBTOMATU3UPOBAHHBIX CHCTeMax O00OpabOTKU TIepCOHATbHBIX
naHHbix (panee — ICITJH) Komuccum.

2. Hacrosimas MHcTpykius pa3paboTaHa B cooTBeTCTBUU ¢ DefepajbHBIM
3akoHOM 0T 27.07.2006 Ne 152-®3 «O mepcoHa/lbHbIX [AHHBIX», MTOCTaHOBJIEHUEM
[TpaBuTenbcTBa Poccuiickort @epeparuu ot 01.11.2012 Ne 1119 «O6 yTBep>KaeHHUH
TpeboBaHMI K 3all[uTe TepCOHAMBHBIX JAHHBIX TIpPU UX 00paboTke B
VMH(OPMALMOHHBIX CHUCTEMAaX IePCOHAbHBIX JAHHBIX», NPYTMMH HOPMAaTHUBHBIMU
MPaBOBLIMM aKTaMu 110 obecriedeHHt0 0e30TaCHOCTH TepPCOHANMbHBIX [JAHHBIX U
peryiaMeHTupyeT OpraHv3alMOHHO-TeXHUUYeCcKoe obecrieueHre TIPOLIeCCoB
pPe3epBHOI0 KOIMWPOBAHUS W BOCCTAHOBJIEHWS [OaHHbIX, XxpaHsuuxca B WCIIH
Komuccun.



21

3. Hacrosimass IHCTpyKIys pa3paboTaHa C 1ie/ibio:

1) ompenenenuss Kareropud WHGPOpPMALMM, TIOZJIeXKaIlel 00s13aTeTbHOMY
pe3epBHOMY KOITMPOBaHUIO;

2) ormipefiesieHUs1 MPOLIEAYPbl pe3epBUPOBaHMUSl JaHHBIX [Ji1 MOC/AeAYIOLIero
BOCCTAHOBJ/IEHHsI pabOTOCIIOCOOHOCTH WHGMOPMAI[MOHHBIX CHUCTEM TIPU TIOJTHOW WM
YaCTUYHOW TOoTepe WH(OpMAIMK, BbI3BaHHOW COOSIMM WM OTKa3aMH armapaTHOTO
WA TpPOrpaMMHOT0 obecrieueHusi, OIMOKaMU T10Jib30BaTesiei, upe3BbIYaliHBIMU
obcTosTeIbCcTBaMU (TI0YKapoOM, CTUXUMHBIMU OeZICTBUSIMU U T.11.);

3) omnpejeneHuss NOpsiiKa BOCCTAHOBJEHUS UWHPOpPMaLMM B  C/ydae
BO3HUKHOBEHUSI TaKOW HEOOXOAUMOCTH;

4) yriopsitoueHusi pabOTBI W OTpejieNieHUs] OTBETCTBEHHOCTH [IOJDKHOCTHBIX
JIUL], CBSI3aHHOM C pe3epBHBIM KOMMMPOBAHWEM U BOCCTaHOBJIEHHEM WH(OPMaLUK.

4. OpraHu3allMOHHOe M TeXHHWYeckoe obecrieueHHe TIPOI[eCCOB pPe3epBHOTO
KOMNMPOBaHUSI U BOCCTaHOBJIeHUs1 AaHHbIX, XpaHsmuxca B WCIIOa Komuccum, a
Tak)ke KOHTPOJIb 3a /IeCTBUSIMU UCTIOJIHUTeeN U 00CTy KUBatOIIlero repcoHasia rnpu
paboTe ¢ mapo/sisiMU BO3/1araeTcs Ha AJMHUHUCTpaTOopa WH(POPMAIIMOHHBIX CHUCTEM
NepCoHa/bHBIX AaHHbIX Komuccuu (ganee — Agmunuctparop MCIIIH).

2. O01mMe TpeGOBaHMS K Pe3ePBHOMY KOMMPOBAHUIO
5. PesepBHOe KorvpoBaHuWe WH(MOpPMAlLMU - CO3/laHHe KOIWM 3allyIiljaeMoi

uHbopMaluM B 9JIEKTPOHHOM  BUJe [AJAsi  ObICTpOTO  BOCCTaHOBJIEHUSI
paborocriocobHocti MCII[IH B c/iyyae BO3HUKHOBEHHWSI AaBapUMHOW CHUTYalluH,
TIOBJIEKIIIEH 3a COOOM TIOBPEXK/€HUE UK YTPATy JaHHbBIX.

6. Pe3epBHOMY KOMMPOBaHHUIO MOZJIEKUAT MH(OPMALUS C/IeYHOIIUX KaTeropyi:

1) mnepcoHanbHass WH@OpMaLMsl T0/b30BaTesield (IMUHbIE KaTaJoTu) U
rpymroBasi uiHGopMaius (0b11re KaTalory nozpasaeneHuii) Ha (aiiioBbIX cepBepax;

2) undopmaius, obpabaTthiBaemasi mosib3oBaTesisimd B UCII[H, a Takke
vHbopMarys, HeoOXouMas ik BOCCTaHOB/IeHUs pabotocrocobHoctu MCIT/IH.

7. Pe3epBHble KOMUM XpaHATCA Ha [JUCKOBbIX MacCCHBaxX CEepBEPOB,
HaxOJSIIUXCA B 3alUILIeHHOM CePBEPHOM ITOMeLeHUH, JOCTYI K pe3epBHbIM KOIHUAM
OrpaHUYeH Cpe/iICTBaMM pa3rpaHUYeHus JOCTYyIa OnepaliOHHOU CUCTEMBI.

8. ApXMBHOe KOMUWpOBaHUE pe3epBUpPyeMOr MH(POpPMaLMK MPOW3BOJUTCS MpPU
TOMOIIM CIeLiUa/IM3MPOBaHHbBIX TMPOrPaMMHBIX CHUCTEM pPe3epBHOI0 KOMUPOBaHMUS,
obecrieunBarolMX BhITIOJHeHe TpeboBaHUM K pe3epPBHOMY KOTIMPOBAHHUIO.

9. Cucrtema pe3epBHOIO KOMWPOBaHUs OOecrieurBaeT MPOU3BOAUTETHHOCTD,
JOCTaTOYHYIO JJIs1 COXpaHeHUs UHpOopMalliy, B yCTaHOBJIEHHbIE CDOKH U C 3aJlaHHOMU
MePUOJUYHOCTBIO.
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10. Konrtponb 3a ¢u3nyeckuMm JOCTYNIoM K 000py/0BaHHIO, Ha KOTOPOM
OCYLL[eCTBJIIeTCSl XpaHeHWe pe3epBHBbIX KOIMWM, BO3/araercsi Ha AJMHHUCTpaTOpa
NCII[Jx Komuccuu.

3. OTBeTCTBEeHHOCTH 3a pe3epBHOE KOIMpPOBaHUe
11. OTBETCTBEHHOCTH 3a MEePUOJUUHOCTb U TIOJTHOTY pe3epBHOT0 KOMMPOBaHUS,

a TakXKe COCTOSTHMe CUCTeMbl pe3epBHOIO KOMMPOBaHUS BO3/araeTcs Ha
Apmunurctparopa UCITIx Komuccun.

12. OTBeTCTBEHHOCTb 3a KOHTPOJ/Ib HaJ, CBOEBPEMEHHbLIM OCYILeCTB/IeHUEeM
pe3epBHOTO KOIMPOBAHMS, a TaKXKe 3a BBIMOJHeHHWeM TpeOOBaHUM T0 XpaHEeHUIO
apXVBHBIX KOMWM W TMpeJOTBpalleHUI0 HEeCAaHKLJMOHWUPOBAHHOIO JOCTyINa K HUM
Bo3zaraercs Ha AgmuHuctparopa MCII/JH Komuccuu.

13. B cnyuae obGHapy)KeHUsI TOMBITOK HeCAHKI[MOHMPOBAHHOTO AOCTyMa K
HOCUTeJISIM apXUBHOW MH(OPMaL1K, a TaKXXe WUHbIX HapylieHusx Vb, npousowemmx
B TIpollecce pe3epBHOTO KOMUPOBaHUS, PAaOOTHHK, OOHAPY>KUBIIMM HapyllleHue
00s13aH He3aMeIJTUTe/IbHO yBeoMUuTh Aamunrctparopa UCIIIa Komuccuu.

4. IlepuoAUYHOCTH Pe3epPBHOI0 KONMPOBAaHMsI, XPaHeHUe KON
14. Pe3epBHOe KOIMpoOBaHWe WH(OpPMaILUM TPOU3BOUTCS €)KeJHEBHO, KpoMe

Cy66OTbI N BOCKpeCeHbA. E)KE,E[HEBHBIE KOIIMHM XPaHATCA B TeueHHMe HeCKOJIbKHUX ,E[HEﬁ
[0 BBITIO/IHEHHA €XXKeHee/IbHOI'O pe3€epBHOI'0 KOIIMPOBAHMSA. E)KEHE,[LEJIBHI)IE KOITnu
XPdHATCA B TeUeHHe HECKOJIbKMX HeOeJIb 40 BLITIOJIHEHHA €XXKeMeCAYHOI'0 pe3e€pBHOI'0
KOIMMPOBAHUA. E>xemecsiuHble KOTIMU XPdHATCA HE MEHEe TpeX MeCALIEB.

5. BoccraHoByieHue HH(GOPMaLUH M3 pe3epBHBIX KONUM
15. B cnyuyae Heo6xX0JUMOCTH BOCCTAHOBJ/IEHHE JAHHBIX M3 pe3epBHbIX KOMUi

ripousBogutcsa Aamunuctparopom NCIT/IH Komuccuu.

16. BoccTtaHOBeHWe @HHBIX U3 pe3epBHBIX KOMUM MPOU3BOAUTCS B CIy4yae UX
VCUe3HOBEHUSI WM HapyLUeHWs BC/IeJCTBHME HEeCAaHKL[MOHMPOBAHHOTO [OCTyIa B
CUCTEMY, BO3/I€ICTBUS BHUPYCOB, TPOTPAaMMHBIX OINMMOOK, OMMOOK pabOTHUKOB,
anrapaTHbIX CO0eB, UHBIX MPUYMH.

17.  BoccraHoB/ieHHe  CHCTEMHOTO  TMPOTPAMMHOTO  obecrieueHUss U
rporpaMMHoOro obecrieueHusi 00Iero Ha3HaueHHWsl MPOU3BOJUTCS C UX HOCUTesel B
COOTBETCTBUU C UHCTPYKLIUSAMU [TPOU3BOJUTEJIS.

18. BoccTaHoB/ieHWe CreLyanyM3UpOBaHHOTO TPOrPaMMHOTO  obecrieueHUs
TIPOU3BOJIUTCS C JUCTPUOYTUBHBIX HOCHTE/NEM WIM WX pe3epBHBIX KOMHWA B
COOTBETCTBUM C UHCTPYKLUMSMU IO YCTAaHOBKE WM BOCCTAaHOBJIEHHIO [IaHHOIO
TIPOrpaMMHOI0 00ecrieueHwsl.

19. [lnsg BoccTaHOB/ieHUsT MH(MOPMALMU MCIIO/b3YyeTCs TOC/e[HssT pe3epBHast
KOTIVsI, COZieprKaliiasi HeoOX0iuMble JaHHbIe B HETIOBPEXKEHHOM COCTOSIHUU.
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[Tpunoxxenue Ne 4

YTBEPXKJEHA
pacriopspKeHueM Irpejcesaresis
KaukaHnapckoi roposckou
TepPPUTOPUA/ILHOM
n3buparenbHONM KOMUCCUU
ot 12 mapra 2025 roza
Ne01-05/11

NHCTPYKIUA
0 nops/ike y4éTa, XpaHeHHsI MAaIIMHHbIX HOCHTe/1ell NepPCOHA/IbHBIX AAHHbIX B
KaukaHapcKoi ropoJjCKoi TeppUTOPHATbHON M30UpaTeTbHOH KOMUCCHHU

1. O0mHe 110/10)KeHHus

Hacrositiiass WHCTpPyKIUsi TI0 TIOpPSJKY ydeTa, XpaHEHWs MalllMHHBIX
HOCHTe el MepCcoHaIbHBIX aHHbIX B KaukaHapcKoi ropo/icKol TeppUTOpUaIbHOM
n30upaTebHON KoMuccuu (fanee — VIHCTPYKLMs) yCTaHABIMBAET TOPSZOK yUera,
XpaHeHUs YU YHUUTOXKeHUsI CheMHbBIX HOCHUTesel U SIBJISIeTCS OJJHUM U3 JIOKaTbHbIX
TIPaBOBBLIX aKTOB KaukaHapCKOW T'OpPO/ICKOM TeppUTOpHaibHONM H30HpaTe/bHOM
KoMuccuu (panee — Komuccus) periaMeHTUPYIOLUX JesiTelbHOCTh KoMuccuu 1o
obecrieueHnto 6e301MaCHOCTH TTePCOHA/BHBIX JAAHHBIX PAOOTHHUKOB OpraHu3alfi,
YUaCTHUKOB M30MpaTesbHOTO TIPOLiecca, WHBIX JIll, YbU TepCOHasbHbIe AaHHbIE
MOTYT COOMpaTbCs, XpaHUTbCA M 00OpabaThIBaTbCS B ABTOMATH3HPOBAHHBIX
cucteMax 00pabOTKM MepCcoHabHBIX AaHHBIX (Aanee — MCIIAH) Komuccum.

Hacrosijasi MHCTPYKLusi pa3paboTaHa B cOOTBeTCTBUM C DefiepasbHbIM
3akoHOM P® ot 27 utosnisa 2006 rozga Ne 149 «O6 uHbopMaiyy, WHGOPMaI[MOHHBIX
TeXHOJIOTHSX U O 3aiuTe uHpopmanumn», @enepanbHbeiM 3akoHOM PD ot 27 urond
2006 roga Ne 152 «O mepcoHanbHBIX JAaHHBIX», IOCTaHOB/IeHHWeM IIpaBuTenbCTBa
Poccuiickoii @emeparu ot 1 HosiOps 2012 roma Ne 1119 «O6 yTBep)KaeHHH
TpeOOBaHM K 3aluTe TePCOHaJbHBIX [JAaHHbIX TIpu uX o00paboTke B
VH(OPMAaIMOHHBIX CHUCTeMaxX IepPCOHaNbHBbIX JaHHbIX», [Ipukazom ®OCTIOK
Poccum ot 18 deBpans 2013 roga Ne 21 «0O06 yrtBepkaenun CocTaBa H
COJlep)KaHusl  OpraHW3al[MOHHbIX M TeXHWYeCKUX Mep 10 o0becrieueHUIo
6e30MMacHOCTH TepCOHANMBHBIX [JAaHHBIX TP HUX 00paboTKe B MH(OPMALMOHHBLIX
cucCTeMax MepCOHa/IbHbBIX IaHHbBIX».

2. Bupl MalllMHHBIX HOCHTE/IeN MePCOHA/TbHBIX JJAHHBIX
IInsg o0paboTKu (XpaHeHHWs]) IIepCOHANbHBIX [JaHHbIX B Komwmccun
WCIIO/Tb3YIOTCS C/IeAyIOol[He TUITbl MallIMHHBIX HOCUTE/IeH:
1) cbeMHbIe HOCUTENU UH(POPMAaILMKY (BHEIIHME >KeCTKHe MarHUTHbIe TUCKHY,
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MarHuTHble neHTbl, USB duneli-HakonuTeny, ontudyeckue Hocurtenud (CD, DVD,
Blu-ray) u ap.);

2) HecbeMHble HOCUTe/Nd HHMOpMaIMK (PKeCTKHe MarHUTHble JHUCKHU
00beKTOB MH(OPMATH3ALUH).

B Komuccuu pomnyckaeTcs MCIOIb30BaHWE TOJIBKO YUTEHHbBIX MalllMHHBIX
HOcuTe/led WH(OpMaluM, KOTOpble TIOABEPraloTCs peryJyisspHOM peBU3WMH U
KOHTPOJIIO.

3. HecbeMHBIe HOCHTE/IM NIEPCOHA/IBHBIX JJAHHBIX

MaivHHbIe HOCUTEe/M TepCOHA/IbHBIX AAHHBIX, KOTOPbIE pacroJaratoTcs B
o0wekTe uWH(MoOpMaru3aumu (cuctemMHoM Os0ke, HOyTOyKe, cepBepe W T.IL.),
CUUTAIOTCSI HECHEMHBIMU MAlLIMHHBIMA HOCUTEJISIMH.

Kopriyc obbekra wH(poOpMaTH3al[i¥, B KOTOPOM YCTaHAB/IMBAIOTCS
HeCbeMHble MalllMHHbIe HOCUTE/NN TepPCOHATbHBIX [JaHHBIX, OIMedYaTbiBAeTCs C
WCIIO/Ib30BaHUEM CPEZCTB, MO3BOJISIOIIMX YCTAHOBUTh HECAHKI[MOHWPOBAHHbIN
JOCTYT K HUM (HaTlipuMep, C UCTI0/Ib30BaHEeM TUIOMObI-HAK/TeHKH).

BCKphbITHE oreyaTaHHOTO Kopryca 06beKTa nH(OOpMAaTH3alii B OTCYTCTBUH
YIO/THOMOUEHHBIX JIUL U (WIKW) af/MUHHUCTpaTopa 6e30racHOCTH (OTBETCTBEHHOTO
3a obecrieueHre WH(OpPMaIMOHHOW 6e30racHOCTH) WHGOPMAIIMOHHON CHUCTEMBI
TiepCcoHanbHBIX JaHHbIX KoMuccuy 3anpeliiaeTcs.

4. CbeMHBbIEe HOCHTE/HU MePCOHA/IbHbBIX JaHHBIX
CbeMHbIe HOCHTE/M TepCOHANTbHBIX AAHHBIX HCIOIb3YIOTCS pabOTHHUKAMH
Komuccuy i BBIIOJHEHHUS [IO/DKHOCTHBIX OO0SI3aHHOCTEHM, B TOM UMCJIe IS
BbITIO/THEHUS Pe3ePBHOI0 KOTTMPOBAHUS.
CopeMHble HOCHUTeNd HHGOPMAI[MK BbIJalOTCa paboTHHKaM Komuccuu B
C/lydae BO3HUKHOBEHHS TIPOM3BO/ICTBEHHON HE0OX0UMOCTH.

5. YueT HocHTe/1ell NepCOHA/TbHBIX JAHHBIX

Yuery B Komuccuu mopsie)kaT BCe MalllMHHbIe HOCHUTEIW MePCOHAaTbHBIX
JaHHBIX. MalllMHHbIe HOCUTENUW JO/DKHBI OBITh yuTeHbl [0 Hayvajla Ha HHUX
xpaHeHust (00pabOTKM) MepCcoHaMbHBIX JAHHBIX.

He pomyckaercsi wuCIonb30BaHWE HEYUTE@HHbIX MALIUHHBIX HOCUTeseun
TIepCOHa/IbHBIX 1aHHBIX.

CbeMHbIe HOCUTE/U TepCOHATbHBIX JAaHHBIX MapKUPYHOTCS («Ne »).

OO0 yuer obecrieunBaeT aZIMUHHUCTPATOP 6e3ormacHoCTH
MH(OPMaI[MOHHOW CHCTeMbI ePCOHAbHBIX JaHHBIX (MpUoKeHue 1).
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6. Ilepegaua cbeMHbBIX HOCHTe/IeH NMepCOHA/TBHBIX JJaHHBIX
CbeMHble HOCUTENM TIepCOHANbHBIX  [JaHHBIX T[I0C/Ie  perucTpaluu
OTBETCTBEHHBIM 3a obecrieueHue 3alllUThl MEePCOHA/BHBIX [aHHBIX TepeJaroTCs
TI0/Tb30BATeJISIM T10/] TIOJTIHCh.
B iyuae yBosibHeHWs pabOTHHMKA TIpeJOCTaB/ieHHble €My CbeMHbIe
HOCUTeNMM W3bIMAIOTCS, JlaHHble VAansioTcs /aubo  MepefaroTcsi  Apyromy
pabOTHUKY.

7. XpaHeHHe MAllIUHHBIX HOCUTEJIe MepCOHA/TbHBIX JJAHHBIX

CbemMHbIe HOCUTe/U TepPCOHAbHBIX AAHHBIX XPAHATCS B OreuaThbiBaeMbIX
3anMpaembIx 1ikadax (ceiidax) uam B ceiide C KIOUEBbIM U KO/IOBbIM 3aMKOM B
COOTBETCTBUM C TpeOOBaHMsAMHW K XpaHEHWIO MaIllMHHBIX  HOCHUTesIel
TIePCOHAILHBIX JJaHHBIX, KOTOpLIe TepeurcieHbl B IlomokeHnn o6 o6paboTKe M
3aIIUTe NePCOHATbHBIX JaHHbBIX.

3aruTa HeCbeMHBIX HOCHTe/Iel TepCoHaMbHBIX AAHHBIX IOCTUTAeTCS MyTeM
orteyaThIBaHUS 00BEKTOB WHbOpMaTH3al[1H, TIpeIOTBpaIlieHUs
HECAHKI[MOHUPOBAHHOTO [IOCTyIla B TIOMEIIeHUs, TZie OHM pacriojiaraloTcs, B
cootBeTcTBUM C [TosioykeHreM 06 0OpaboTKe U 3aluTe MepCOHATBHBIX JaHHBIX.

8. OTBeTCTBEHHOCTH

Wuadopmaiysi, XpaHAIIAsACsd HAa  CbeMHBIX  HOCUTEJNSX,  TIOZJIEXKUT
o0si3aTe/IbHOM ~ TIPOBEpKe Ha  OTCYTCTBHME  BPEZOHOCHOTO  TPOrPaMMHOTO
obecrieueHust Tiepei KaXKbIM MCIT0/Ib30BaHUEM.

B ciyuae yTparhl WIM HECAHKIIMOHUPOBAHHOTO YHUUTOXXEHHUSI ChEMHBIX
HOCHTe/IeH, MO0 pasryiallleHus] COJePIKAIUXCs B HUX CBeJeHWH HeMeZIeHHO
CTaBUTCS B W3BEeCTHOCTb OTBETCTBeHHbI 3a obecriedeHre 0e30MacHOCTH
TepCOHABHBIX JaHHBIX B UH(GOPMALIMOHHON CUCTeMe MepCOHATbHBIX JaHHbIX. I10
(bakTy yTpaThl WM YHUUTOXKEHHsI TPOBOIUTCS CyKeOHOe pacciie/joBaHue.

B ciyuae mepegaud B peMOHT ChEMHOT'O HOCHTENsS] BCe AAaHHbIE HAa HEM
JO/DKHBI  ObITh TapaHTHPOBAaHHO VZaleHbl B IIOPS/AKe, TPeayCMOTPEHHOM
[TonoxxeHuem 06 o6paboTKe U 3all[UTe MePCOHANbHBIX AAHHBIX. ECIU yganuTh
VMH(OpMAaLMI0 HEeBO3MOJKHO, pelleHHe O PeMOHTe TPUHUMAeTCsl KOMHCCHeW TI0
3allyTe TIePCOHANBHBIX [JaHHBIX, TP 3TOM C OpraHW3arvel, OCYIIeCTBIISIOLIEH
PEMOHT, I0JDKHO ObITh MoAnucano CoriarieHre o KOHQUeHIMaTbHOCTH.

[Tepesaua B peMOHT CPe/JCTB BBIUMC/IUTETHHON TEXHUKH /I0JDKHA ITPOXOUTh
6e3 HocuTesel, KOTOpPbIe MOTYT COZIEP>KaTh TIepCOHA/IbHbIE AaHHBIE.

ITpu ucronb30BaHUM pabOTHUKAMU ChbeMHBIX HOCUTEe/IeH Heo0X0AUMO:

cobmozate TpeboBaHUS HacToseld HCTpyKLWY;

MCI0/Tb30BaTh CheMHbIE HOCUTE/N MCK/IFOUUTEBHO /IS BHITIOJTHEHUST CBOMX
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JOJDKHOCTHBIX 00513aHHOCTe;

CTaBUThb B U3BECTHOCTb aIMUHHKCTpaTopa Ge3omacHoCTH MH(POPMAI[MOHHOM
CUCTeMbI TIePCOHA/NbHBIX JaHHBIX Komuccuu o /o0bIx (hakTax HapyIieHUs
TpeboBaHMi1 HacTosIel VHCTpYKINY;

Oepe>KHO OTHOCUTLCS K ChbeMHBIM HOCHUTEJISIM;

He3aMe/lJTUTeTbHO M3BelaTh a/IMUHHCTpATopa Oe3omacHoCTH
vH(MOPMaI[MOHHON CHCTeMbI MepCOHaMbHBIX JaHHbIX Komuccuu o (akTax yTpaThbl
(Kpa’ku) CbEMHOT0 HOCUTEJISI.

[Tpu Ucnob30BaHUM ChbeMHBIX HOCHTEIeM 3arpeleHo:

MCIT0J/Ib30BaTh CheMHble HOCUTENU B JIMUHBIX LIE/ISX;

XpaHUTh CbeMHbIe HOCUTeIW Ha pabouux cTojax, MO0 OCTaB/sATh UX bOe3
TIPUCMOTpAa WM MepeJjaBaTh Ha XpaHeHUe [IPYTUM JILIaM.

[TepcoHa/bHYI0 OTBETCTBEHHOCTh 3@ COXPAHHOCTh TMOYUEHHBIX ChEMHBIX
HOCUTeJIeld Y MpeJoTBpallleHre HeCaHKIIMOHUPOBAHHOTO [IOCTYMa K 3alvCaHHbIM
Ha HUX JAHHBIM HeceT pPabOTHUK, 3a KOTOPLIM 3aKpeTyieH HOCUTE Tb.

Bce pabotHuku Komwccuy, obpabaThiBaroiijie TiepCOHa/IbHBIE aHHBIE,
3HAaKOMSITCSI TI0/l TIOZAMUCh C HACTOSIIe WHCTPYKLWel npyu MH(POPMHUPOBAHUU O
dakTe 00pabOTKM TIepCOHA/IBLHBIX JIaHHBIX, KaTeropusix o6pabaTbIBaeMbIX
TePCOHA/ILHBIX  JIaHHBIX, OCOOEHHOCTSX MW TIpaBW/aX TakKou 00paboTKw,
yYCTAHOBJ/IEHHbIX HOPMAaTHBHBIMU TIPAaBOBBIMU aKTaMu efiepajJbHbIX OpraHoB
WCTIOJTHUTE/IbHOM ~ B/IaCTH, OpraHoOB  MCTIOJHUTENbHOM B/IaCTU  CyOBEKTOB
Poccuiickon @efepaliyiy, a TakKe JT0Ka/IbHbIMU IMPAaBOBBIMU aKTaMu KoMuccuu.
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IIpunoxxenue

K UHCTPYKIIMY O TIOpsi/iKe yuéTa, XpaHeHUs] MalllMHHbIX
HOCUTeJIel TIepCOHA/IbHBIX JaHHbIX B KaukaHapckoi
rOpO/ICKOM TeppUTOpHaibHON W3bHUpaTenbHOM KOMUCCUU

®opma

’KypHasia yyeTa MalllMHHBIX HOCUTEJIeN, COlep KalliuX MepCcoHa/IbHbIE TaHHbIe

Ne u fnata ara u No d.N.0.
[Hara Perucrpa- Kon-Bo A YureHnHble Komy Hara A
. Otkyna Bun COMPOBO/U- aKTa
MOCTYI- | LMOHHBIN HOCH- HOMepa repejaH repejauyu rnepezaB- | TOJTyYMB-
MOCTYIIA/I | HOCHUTeJIS . Te/IbHOT'0 . YHUU-
JIeHUs HOMep Tejen HOCHTeJIeU HOCHUTeJIb HOCHUTeJIS 111ero 1Iero
JIIOKyMeHTa TOXKEeHUSI
1 2 3 4 5 6 7 8 9 10 11 12
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[Tpunokenue Ne 5

YTBEPXIEHA
pacrnopsbkeHueM TipeficesiaTens
KaukaHnapckoi roposckou
TepPPUTOPUA/ILHOM
n3buparenbHONM KOMUCCUU
ot 12 mapra 2025 roza
Ne 01-05/11
Mopaenb yrpo3 4 HapyimuuTe/isi 6e301acHOCTH NepCOHA/TbHBIX JJAaHHBIX MPH UX
o0paboTke B HH()OPMALIMOHHBIX CHCTEMaX MepPCOHA/TBHBIX AAHHBIX
KaukaHapcKoii ropoicKoil TeppUTOPHA/IbHON W30MpaTeTbHOH KOMHCCHH

1. O01ue M0/I0)KeHHU.

Hacrosiiyii JOKYMEeHT COJep>XKUT CUCTeMaTHM3UPOBAHHBIM TepeueHb Yrpo3
6e30MacHOCTH MepCOHAMBHBIX JAaHHBIX TPU UX 00paboTke B WHGMOPMAI[MOHHBIX
CUCTeMax IMepCOHABHBIX JJaHHBIX. DTH YIPO3bl 00YC/I0B/IEHBI TIPeJHaMePeHHBIMU
WM HelpeJHaMePeHHbIMU JeHCTBUSIMU (PU3UYECKUX JIML] WIA OpraHu3aiui, a
TaK)Ke KPUMHWHAIbHBIX TPYIIUPOBOK, CO3/IAl0IIMX YyC/I0BUS (MPeATIOChUIKU) [I/Isi
HapylleHuss 0e30mMacHOCTU TiepcoHaMbHBIX AaHHBIX (I1/]H), KoTopoe BeZeT K
yiepOy nHTepecoB M36upatenbHoii Komuccuu CBepa/ioBCKOM 06/1acTy.

JToKyMeHT Tipe/iHa3HaueH [ OLIeHKU peanu3aliiu yrpo3 0e30MacHOCTU
[Ma (mamee — YBIIIH) mpu ux o6paboTke B WHGOPMAIJMOHHOW CHCTEMe
rnepcoHanbHbIX JAaHHbIX (#anmee — MCIIJH) B KaukaHapckoul TrOpoOjCKOM
TepPUTOPHA/IbLHOM n3bupaTe/bHOM KoMmuccuu (fganee — Komuccus). OnpezenieHue
TepeyHsi TeX yrpo3 W HapyuuTened WHGOOPMALIMOHHONW 0e30TacHOCTH, KOTOphIe
SAB/SIFOTCS  aKTyanbHbIMU Ayt AaHHbix WCII[IH, noOCay>KAT OCHOBOM [J/isi
npoBeJieHrss Mepornpusatud 1o kKnaccuukarmu WCIIIH, NMpoeKTUpOBaHUID U
BHE/IDEHUIO CHCTeMbI oOecrieueHusi 6€30MacHOCTU TIePCOHABHBIX JAHHBIX (Jjaiee
—IT111) B Komuccun.

B pokymenTe paccmatpuBatoTcs Bce MCII/IH Komuccuu, 3a UCK/IIOUeHUEeM
WCII/IH, cBsizaHHOW C paboToii  KOMIUIeKCa CpeiCTB  aBTOMAaTH3aluu
['ocyapCcTBeHHOM aBTOMAaTU3WPOBAaHHOM cucTteMmbl Poccuiickon ®Penepanuu
«Bb10b0OpBI», 3KCTUIyaTUpyembii B Komuccud, TOCKOJIBKY MOJenb Yrpo3 U
HapyumTenss 0e30MacHOCTH TIepCOHANbHBIX JAaHHBIX TIpU UX 00paboTke B
['ocyapcTBeHHOM aBTOMAaTWM3MPOBaHHOM cucteMe Poccurickor ®epepanuu
«Br160pE» coctaBiieHa B PI'KY «DemepanbHOM 1IeHTp WHGOPMATU3aI[UN IIPH
LlenTpanbHOM M3buparenbHON Komuccuu Poccuiickont @egepariym».

ITpu pa3pabotke Mozenu yrpo3 Ge3zomacHoctu [1/IH, obpabaTbiBaeMbIX B
UCIIJu W3buparenbHoit komuccuu CBepAsioBCKOW 006/acTd, B KauecTBe
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OCHOBOTIOJ/IAraroIInX, UCIO/Ib30Ba/IMCh HOpMaTHBHbIe JJOKYyMeHTbl PCh u ®CTOK
Poccum, orpeziesisitoriye moaxos! K 6e3omacHocty I1/1H:

[ToctanoBnenue IlpaBurenbctBa Nel1119 ot 1.11.2012 1. «O6 yTBEp>KAeHUH
TpeOOBaHM K 3all[uTe TI€PCOHANbHBIX MAHHBIX TIpu UuX 00paboTke B
VH(OPMAaLMOHHBIX CUCTeMaXx MepCOHA/IbHBIX [JaHHBIX»;

MeTtoauueckuii TOKyMeHT. MeTo[UKa OL[eHKA yIpo3 0e30MacHOCTH
vHpopmanuy, yreepxxaeHHbid PCTOK Poccum 05.02.2021 r.;

ba3oBass mojienb yrpo3 06e30MacHOCTA TEepPCOHANBHBIX [JaHHBIX TIPU UX
00paboTke B MH(OPMALIMOHHBIX CUCTeMax MepCOHATbHBIX JAHHBIX, YTBEPKAeHHast
3amectutesieM aupekropa ®CTIK Poccum 15.02.2008 r.;

[Mpuka3z ®CB Poccun Ne 378 10.07.2014 r «O6 yTtBepkaeHun CocTaBa U
COJlep)KaHUsl  OpraHW3al[MOHHbIX M TeXHWYeCKUX Mep I110 0becrieueHHIO
6e30MMacHOCTH TePCOHAMBHBIX JAaHHBIX TP HUX 00paboTKe B MH(OPMAILMOHHBIX
cucreMax IepCOHa/IbHBIX J@HHBIX C VICII0/1b30BaHueM CpesCTB
KpunTorpaduueckou 3aiuTbl WHGOpPMAIUM, HeOOXOAWMBIX [Jis BBITIOJTHEHUS
ycraHoB/ieHHbIX [IpaButenscTBom Poccutickoit defepariyiu TpeboBaHMiA K 3allUTe
TepCOHA/IbHBIX JAHHBIX /1Sl K&XKA0T0 M3 YPOBHSA 3alUILEHHOCTH»;

[Mpukaz ®CTIK PD or 18 despans 2013 r. N 21 «O6 yTBepKaeHUU
CoCTaBa M COjiep>KaHusl OpraHM3al[MOHHbIX U TeXHUUeCKUX Mep Mo obecrieuyeHuto
6e30MacHOCTH TepCOHANMbHBIX JaHHBIX TIPU UX 00paboTKe B WH(OPMAIMOHHBLIX
CUCTeMax IepCOHA/IbHBIX JaHHbBIX».

2. TepMuHBbI ¥ onipeje/eHus

B HacTosiieM [JOKyMeHTe WCHOJIb3YHOTCS CJIeyIOIUe TEePMUHbI M UX
onpe/ie/ieHuUs :

ABTOMaTH3UpOBaHHasi CHUCTeMa — CUCTeMa, COCTOsIas W3 MepCcoHana u
KOMIUIEKCA CpPeJCTB  aBTOMaTH3allud €ro  JesTe/bHOCTH, peaau3yrlias
MH(OPMALIMOHHYI0 TEXHOJIOTUIO BBIMIOJHEHUS YCTAHOB/IEHHBIX (DYHKLIWM.

be3onacHOCTh MepCOHA/NBHBIX [AHHBIX — COCTOSTHUE 3allUIEHHOCTH
TePCOHA/IbHBIX  [JIJaHHBIX, XapakTepu3yemoe CII0COOHOCTLIO —T0/b30BaTesiel,
TeXHUUECKUX CpPeACTB U  HH(OPMAI[MOHHBIX  TEXHOJOTHM  00ecreuyuTh
KOH(U/eHIIUa/IbHOCTb, 11e/I0OCTHOCTb U [IOCTYITHOCTh MEepPCOHA/bHbIX JaHHbIX TIPU
1x 06paboTke B MH(GOPMALIMOHHBIX CUCTeMaXx MepCoHaIbHbBIX JaHHBIX.

BrokupoBaHue TepcoHa/IbHBIX JaHHBIX — BpeMeHHoe TpeKpailjeHue coopa,
CUCTeMaTHU3aLvM, HAaKOIL/IeHHUs], UCTI0JIb30BaHHsl, PaClpOCTPaHEeHHs], epCOHATbHbBIX
JJaHHBIX, B TOM YMCJIe UX Tepefjaum.

Bupyc (KOMIIbIOTEpHBIW, TPOrPaMMHBIM) — HCHOJIHSIEMbIM TIPOrPaMMHbIN
KOZI WIA WHTEpIpeTHpyeMblii Habop WHCTPYKIMM, 00/afarolfiii CBONMCTBAMU
HeCaHKLIMOHUPOBAHHOT'O PAaCMpOCTPaHeHus U caMoBoOcTipousBeseHust. Co3aHHbIe
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nyb6mKaThl KOMITBIOTEDHOTO BHpPyCa He BCerfia COBIAZIAIOT C OPUTHMHA/IOM, HO
COXPaHSIOT CIIOCOOHOCTD K JlanbHenemy pacrpoCTpaHeHUo u
CaMOBOCIIPOM3Be/IEHHUIO.

BpenoHocHass mporpamMmMa < —  TIporpamMma, —MOpeAHa3HaueHHas /1Sl
OCYILLIeCTB/IEHUSI HECAHKLIIMOHUPOBAHHOTO [0CTynma U (WId) BO3JEUCTBUS Ha
TepCcoHa/bHbIe AaHHbIEe WU pPecypchl MH(OPMALIMOHHOW CUCTEMbI MePCOHA/IbHBIX
JTaHHBIX.

Hoctyn K vH(OpMaIuu — BO3MOKHOCTb TOTyueHUs MH(QOpMaLUM, a TakkKe
€€ MCI0/Ib30BaHusl.

3amura rnepCcoHaJbHbIX JAHHBIX — KOMILIEKC MEPOIIPUATUM, HallPaBIe€HHbIX
Ha  TOJJep)KaHuWe  LIeJIOCTHOCTH,  [OCTYIHOCTH,  KOH(UAEeHLIMaJIbHOCTH
vHbOpMaI[Md U PecypcoB, MCIOMb3yeMbIX i BBOZQ, XpaHeHHs, 00pabOTKu u
riepefilauu epCOHaIbHBIX JJaHHbIX.

3auuiiaemasi uHpopMauus — UWHGOPMalUs, SBASIONIASCS TMPeJMeTOM
COOCTBEHHOCTHM U TIOJJIEXKalljasi 3all[iTe B COOTBETCTBHM C TpeOOBaHUSIMHU
TIPABOBBIX TOKYMEHTOB WM TPeOOBAaHUSMHM, YCTaHABIUBAeMbIMH COOCTBEHHHUKOM
VH(pOpMaLuu.

Vpentndukanss — TpUCBOeHWe CyObeKTaM U 00beKTaM JOoCTyma
vjeHTAU(PUKaTopa W (WIM) CpaBHEHHe TIpeAbSB/AsSIEMOr0 WeHTU(UKATOopa C
riepeyHeM TMPHCBOEHHbBIX U/IeHTU(PUKATOPOB.

WHdopmalimoHHasi cucTeMa TepPCOHAMbHBIX [AAHHBIX — WH(pOpMaLMOHHAas
CUCTeMa, TIpeJCTaB/siomias Co00M COBOKYMHOCTh TePCOHATbHBIX [JaHHBIX,
cofepkamuxcsi B 0a3e JaHHBIX, a TakKe HWH(POPMAIMOHHBIX TEXHOJIOTUH W
TEXHAYECKUX CPeJCTB, TIO3BOJIAIOIIMX  OCYIIeCTB/SATH 00pabOTKy  TaKux
TepCOHA/TbHBIX JAHHBIX C HCTIO/h30BaHHWEM CpEeZCTB aBTOMAaTH3al[iu Wil Oe3
WCII0/Tb30BaHUs TAKUX CPEJICTB.

VHbopMal[ioHHbIe TEeXHOJIOTUM — TIPOL[eCChl, MeTO[bI TIOMCKa, cOopa,
XpaHeHUsi, 00pabOTKH, TIpe/loCTaB/IeHHs, paclpOCTpaHeHusT WH(OpPMAIUu U
Croco0bI OCYILIeCTB/IEHUS TAKUX MPOLIECCOB U METO/IOB.

VcTouHWK yrpo3bl Oe3omacHoCcTH uH(oOpMalmu — CyOBEKT [JOCTyTia,
MarepuanbHbli O0BEKT WIM (PU3NUecKoe siBJieHWe, SBJISIONIUeCS TPUUYMHOU
BO3HUKHOBEHUS yTPO3bl 6e3011acHOCTH HHMOPMaIUH.

Komuccust (Omepatop, Opranuzamnusi) — M3bupaTenbHasi KOMHCCHS
CBep/I/I0BCKOM 00/1aCTH.
KoHbuaeHIIMambHOCTh  TIePCOHA/IBHBIX  JAHHBIX — 00s3aTesibHOE  [IjIs

co0/tofieHrs OrepaTOPpOM WM WHBIM TIOJIyUYMBIINUM JIOCTYIT K TIepCOHA/IbHBIM
JaHHBIM JIUI[OM TpeOOBaHWe He JOIMyCKaTh WX pacrmpocTpaHeHHe 0e3 coryiacus
cyOBeKTa repCoOHaMbHBIX JaHHBIX WX HAaJTMUKMs MHOTO 3aKOHHOTO OCHOBAHUSI.



31

MexxceTeBOU  9KpaH —  JIOKaJibHOe  (OJHOKOMIIOHEHTHOE)  WIU
(GyHKIMOHAIbHO-pACIpeie/IEHHOe  TpOrpaMMHOe  CpeJCTBO  (ammapaTHo-
MIPOrpaMMHBIM KOMILIEKC), peanr3yrolee KOHTPO/Ib MHGOPMAaLMK, MOCTYIaroLei
B MH(OPMALMOHHYK0 CHUCTEeMY IepCOHAbHBIX JAHHbIX W (WIM) BBIXOAALLEN U3
VH(OPMAaLMOHHOW CUCTEMBI.

Hapymmrens 6€30MacHOCTU TepCOHA/bHBIX [JaHHBIX — (hH3UUecKoe JIULIO,
CJIy4yallHO WM TpeJHaMepPEeHHO COBepLIarolllee NeWCTBUS, CJIeJCTBUEM KOTOPBIX
SIBJISIeTCST HapyllleHWe 0e30MacHOCTU MepCOHAbHBIX JAaHHBIX TPU UX 00paboTke
TeXHUUYECKUMU CpeACTBaMM B UH(POPMALIMOHHBIX CHUCTeMaxX [epCOHaTbHBIX
JlaHHBIX.

HepeknapupoBaHHble BO3MOXXHOCTA — (DYHKIMOHA/IbHbIE BO3MOXXHOCTHU
Cpe/ICTB BBIUMC/IUTE/IbHOM TeXHWKH, He OIMCaHHble WM He COOTBETCTBYIOLLIVE
OMUCAaHHBIM B  JOKYMEHTAallUM  (PYHKIIMOHAJIBLHBIM  BO3MOXXHOCTSIM,  TIpU
VCTO/Ib30BaHUM  KOTOPBIX  BO3MOXKHO  HapylleHue KOH(HAeHLMaIbHOCTH,
JOCTYTTHOCTH WIH 1[eJIOCTHOCTH 00pabaThiBaeMoi HHGpOpMaI[iH.

HecaHKI[MOHUPOBaHHBIN [OCTYI (HeCAaHKLMOHUPOBaHHbIe [eWCTBUSI) —
JOCTyn K UHGOpMalMd WIA [eWCTBUSL C UH(pOpMalMel, Hapyllaroliue MpaBu/a
pasrpaHrueHus JOCTYIa C UCMO/b30BAHUEM IITATHBIX CPeJCTB, MPef0CTaB/IsIeMbIX
MH(bOPMaI[MOHHBIMU CHCTeMaMU TTepCOHA/IbHBIX TaHHBIX.

Hocutenb nHdopmaliuy — dbusndeckoe JIMI0 WM MaTepUabHbIN 00BEKT, B
TOM umcJ/ie (r3nUecKoe 1ose, B KOTOpOM UH(POPMALIUS HAXOAUT CBOE OTPa’KEeHUeE B
BUJe CHUMBOJIOB, 00pa3oB, CUTHA/IOB, TeXHWUECKUX pellleHud U TPOLecCoB,
KOJTMYeCTBEHHBIX XapaKTePUCTUK (PU3UUeCKUX BeJIMUMH.

OOpaboTKa TepcoHaNbHBIX AAHHBIX — H000e [AelicTBHe (orepaiust) WIx
COBOKYITHOCTb JIeCTBUU (Omepariyii), COBepIllaeMbIX C HUCM0J/Ib30BaHWEM CpeJICTB
aBTOMaTU3alud Wik 06e3 WCIOb30BaHUsl TaKUX CPeJCTB C TePCOHATbHBIMU
JAHHBIMU, BKJOYass cOOp, 3arWch, CHCTeMAaTH3alyio, HAKOIJIeHWe, XpaHeHHe,
yTouHeHWe (OOHOB/IeHWe, M3MeHeHHe), U3B/ieUeHHe, HUCITIO/b30BaHUe, Tiepefauy
(pacripocTpaHeHue, TpefOCTaB/eHUe, AOCTYI), obe3nWurBaHue, OJIOKMpOBaHUE,
yJaneHue, yHUUTOKeHHe TIepCOHATbHBIX IaHHBIX.

[TepcoHanbHbIe aHHbIe — Mr00asi UH(OPMALYs], OTHOCSIIASCS K MPSIMO WU
KOCBEHHO OIpe/ie/IeHHOMY, WM Ompejie/isieMoMy (u3nuyeckoMmy Jully (CyObekTy
MePCOHAJIbHBIX [JaHHBIX).

[TobouHBIe 3/1eKTPOMAarHUTHBIE W3TyUeHUs] U HaBOJKU — 3/IeKTPOMarHUTHbIe
W3/TyueHus] TeXHUYeCKUX CpeJCcTB 00paboTku 3amuiijaemMold WHGOpMaLWy,
BO3HUKAIOII[Me Kak TT0OO0UHOe siB/ieHre Y BbI3BaHHBIE 3/IeKTPUUECKUMHU CUTHA/IaMH,
JEeNCTBYIOLMMHA B UX 9JIKTPUUECKUX M MAarHUTHBIX LeMnsiX, a Takxke
5/IeKTPOMarHUTHbIe HABOJKW 3TUX CUTHAJOB Ha TOKOMPOBOAALME JIMHUH,
KOHCTPYKI[MU U 11eTT1 TUTaHUs.
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[Tosb3oBaTe b UH(POPMAI[MOHHOW CUCTEMBI MePCOHA/IBHBIX JaHHBIX — JIULIO,
y4dacTBytolllee B (PyHKI[MOHUPOBAHUU UH(POPMALIMOHHOM CUCTEMbI MepCOHaTbHbIX
JIaHHBIX WU UCTIOJIb3YIolllee pe3y/bTaThl eé (hyHKIIMOHUPOBaHUS.

[lpaBuna  pasrpaHdyeHdss  JOCTyra —  COBOKYITHOCTb  TIPaBWJI,
perylaMeHTUPYIOLIHX T1paBa J0CTyTa CyObeKTOB J0CTyrna K 00beKTaM JoCTyma.
[lporpaMMHasi 3ak/iafika — CKPBITHO BHECEHHbI B MporpaMMHOe

obecrieueHre (PYHKI[MOHA/IBbHBINA OOBEKT, KOTOPBIN TIPU OMpe/le/IeHHbIX YCIOBUSIX
criocobeH  obecrieunTh HeCaHKIMOHWPOBAaHHOe TIPOrpaMMHOE  BO3/IeMCTBHE.
[lporpamMMHasi 3akjaika MOXKeT ObITh peasv30BaHa B BHJe BPeJOHOCHOU
TIPOrpamMMbl WM MPOrPaMMHOI0 KO/ia.

[IporpammMHoe (mporpaMMHO-MaTeMaTUYeCKOe) BO3/IeHCTBHE —
HeCaHKIIMOHWPOBaHHOe  BO3/leliCTBUe Ha  pecypcbl  aBTOMAaTHM3UPOBAaHHOM
VMH(OPMAaI[MOHHOW CHCTeMbI, OCYILeCTB/IIeMOe C MCI0J/Ib30BaHUEM BPeJOHOCHBIX
Tporpamm.

Pecypc nH(opMalioOHHOW CUCTeMbl — UIMEHOBAaHHbIN 3JIeMEHT CHCTEMHOTO,
TIPUK/IaIHOTO W arirapaTHOro obecrieueHus GyHKIMOHUPOBaHUS
VH(OPMAaLMOHHOW CUCTEMBI.

CucreMa 3allUThl TIEPCOHATBHBIX JIAHHBIX — CHCTeMa OpraHW3allMOHHBIX U
armapaTHO-TIPOrPaMMHBIX  CpeZICTB, ObOecrieurBaroIljasi 3allUTy TepCOHaTbHBIX
JlaHHBIX, 0OpabaTbiBaeMbIX B MH(POPMAIMOHHOM CHCTeMe TIePCOHA/bHBIX JaHHbIX,
OT YHUUTOXXeHHsl, U3MeHeHus, 0JIOKUpOBaHUsI, KOMTMPOBAHUSI M PACIPOCTPaHeHUs
3a CUeT UCK/IOUeHUs1 HeCAaHKLIMOHMPOBAHHOTO, B TOM UKCJIe C/Iy4aliHOro, A0CTyMa
K [epCOHa/IbHbIM JJaHHBIM.

CpeAcTBa BBIYUC/IWTETBHOM TEXHWKM — COBOKYITHOCTh TPOrPAaMMHBIX U
TeXHAYECKUX  JJIEeMEHTOB  CHUCTeM  00pabOTKM  JaHHBIX,  CIOCOOHBIX
(GyHKLMOHMPOBAaTh CAMOCTOSITe/TbHO U/ B COCTaBe APYTUX CHUCTEM.

Cybwekt mgoctyma (CyOBeKT) — JIMI[0 WK TIPOLecC, AeMCTBUS KOTOPOTO
perjiaMeHTHUPYIOTCS IPaBU/IaMU pa3rpaHudeHUs 0CTyTIa.

YTrpo3bl 6e30MacHOCTH TTePCOHANMBHBIX JJAHHBIX — COBOKYITHOCTb yCJIOBHU M
(GakTopoB, CO3[AIOIIMX OIMAaCHOCTh HECAHKIJMOHUPOBAHHOTO, B TOM YHCIIe
C/ly4yailtHOT0, JOCTyTa K TePCOHAIbHBIM JJaHHBIM, pe3yJIbTaTOM KOTOPOI'O0 MOXET
CTaTh YHUUTOXXeHHWe, U3MeHeH1e, O/I0KMpoBaHue, KOTTMPOBaHKe, PaClpOCTPaHeHHe
MePCOHAJIbHBIX [IaHHBIX, a TaK’Ke MHBbIX HECAHKLIMOHUPOBAHHBIX JEeWCTBUM TMPU UX
00paboTKe B MHPOPMAIIMOHHOM CHCTeMe MepCOHATbHBIX JaHHBIX.

LlenocTHOCT, WHGOpPMAIMM — CHOCOOHOCTH CpEeACTBA BBIYUCIUTE/LHOU
TeXHUKM WM WHGOPMALMOHHON cucTeMbl obecrieunBaTh HEW3MEHHOCTh
vH(bOpMal[MM B YCAOBUSIX CJIy4allHOTO W/WIM TIpeIHAMEPEeHHOTO HCKa)KeHUsI
(pa3pylLueHnus).
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3. O003HaueHNs U COKPaIeHusA

B HacTosiiieM [JOKyMeHTe UCIIOJ/Ib3YIOTCS Clieiyioiiye 00603HaueHus U ux
COKpAlLleHHS:

N C — uH(popmaliioHHas CUCTeMa;

NCIIIH — nHpOpMaLMoHHas CUCTeMa IepCOHaIbHBIX JaHHbIX;

HC/I — HeCaHKIIMOHUPOBAHHBIU 1OCTYTI;

OC — ornepaljoOHHas CUCTeMa;

[1/JH — mepcoHasibHbIe JjaHHbIe;

[TOMUH — rio6ouHbIe 3/1IeKTPOMarHATHbIE U3/TyUeHHsT U HaBOJKU;

I1O — nporpaMMHoOe obecrieueHue;

CPK — cpesa pyHKLIMOHUPOBAHUS KpUITTOrpacdUueCcKuX Cpe/iCTB;

CK3U — cpeacTBa Kpurirorpadruueckoi 3aiuThl UHGOPMalLUY;

YBII/[JH — yrpo3bl 6e30macHOCTH MepCOHANBHBIX TaHHBIX;

®CB Poccun — defiepanbHast cny»kba 6e3oracHoctu PO;

®CTOK Poccuu — denepanbHasi cayxba 1Mo TeXHUUECKOMY M 9KCTIOPTHOMY
KOHTpOJItO PD.

4. Xapakrepucrtuku UCII/1n

4.1. O6mas UCITAH.

B obueit WCIIOH Komuccuu wucmnosb3yeTcss obilee TporpaMMHOe
obecrieueHue:

- Cpe/iCTBa OrepaljMoHHOM crucTteMbl Microsoft Windows;

- cpeactBa npoaykToB Microsoft Office, Libre Office;

- Cpe/iCTBa JIEKTPOHHOM TOUTHI B BU/le BeO-KTMEHTOB U OTAENbHO CTOSIIUX
ABTOHOMHBIX TTOUTOBBIX K/THEHTOB.

XapakTtepucTtuku o6ieit ICIT/Jx nipefcTaBiensl B Tabmuiie 1.

Tabmuia 1 - Xapakrepuctuku obieit UCIT/JH

XapakTepucTuKa 3HaueHne

KaTEFOpI/IH O6pa6aTLIBaEMBIX %0318(8 MepCcoHa/ibHbIE JdHHbIE
MNepCOHaA/IbHBIX TaHHBIX

CocraB obpabatbiBaembix I1/JH | TTepcoHanbHbIe JaHHbIE CyOHEKTOB:

- yyieHbl KoMKCCHHM € TIPaBOM pEIIaroIIero u
COBeIL[aTe/IbHOTO T0JI0CA;

- WIeHbI MHBIX U30MpaTe/bHBIX KOMUCCHH, (DOPMHPYEMBIX Ha
TeppuTopuu CBep//IOBCKOM 00/1acTy;

- IWL]a, BXOZSAIIIME B COCTaB pabouMx rpyrir, KOMUCCHH,
KOHTpO/IbHO-pEBU3HUOHHOM CTy>K0bI Tipy Komuccuw;

- KaH/IWZIaThl, UX JOBEPEHHBIE JIUI[A U YIIOJTHOMOUEHHbIe
TIpe/ICTaBUTe/IH;

- HabmoaTeny;

- YIOJTHOMOYEHHbIE TIPe/ICTaBUTE/IN U [JOBEPEHHBIE JIULIA
1301paTeIbHBIX 00beIUHEHHH;
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- UjleHbl UHULIMATUBHOM T'PYIIIIBI 110 TPOBEEHUI0
pedepeHayma

CBep//TOBCKOM 00/1aCTH, UHBIX TPYII YYaCTHUKOB
pedepenyma CBep//IOBCKOM 06/1acTy;

- IiLIa, ipuB/eKaeMble KoMuccren K aAMUHUCTPAaTUBHOU
OTBETCTBEHHOCTH 3a HapyLIeHHs 3aKOHOZAaTe/bCTBa O
BbIOOpax U pedepeHiymMax, O TIOJUTHUYECKUX TTapTHUsIX;

- YYaCTHHKHU OJTMMITHA/], KOHKYDPCOB U MHBIX MEPONPHUSTHH,
opraHusyeMsIx (rpoBoguMbix) Komuccuei, u nux
PYKOBOJUTEY;

- JIULIA, TIpe/ICTaB/isieMble K HarpaXkAEeHUI0 1 TIOOLL[PEHUI0
Komuccuei;

- nuija, obpatuBiecs: B Komuccnio;

- HbIe KaTeropuu JIul] B COOTBETCTBUU C TpeOOBaHUSIMU
3aKoHo/aTenbcTBa Poccurickor @efepanum.

O06beM 06pabaThIBaeMbIX Mewnee 100 000
TIePCOHA/BbHBIX IAHHBIX

Crpykrypa uH(OPMaLMOHHOM JIokanbHas VICII/IH, pa3sBepHyTas B Mpejesax OAHOr0 34aHUs
CUCTEMbI

Pexxum 06paboTKn MHorormnoabp30BaTe/IbCKast
[1ePCOHAJIbHBIX JaHHbIX
Pexxum pasrpaHvueHus 1pas C pasrpaHuyeHueM Ipas J0CTyIia

JIOCTYyTIa To/Ib30BaTesieit
MH(OPMaIIOHHOW CUCTEMBbI

Hannuwre nogkmtouenud K cetam | Umeetcst
CBSI3U OOIIETO MO/Tb30BaHUS U
/M CeTSIM MeXXAYHapOAHOT O
MHGOPMAI[MOHHO 0OMeHa

B cootBeTcTBUM C TpeOOBaHMSMHU K 3all[uTe TePCOHA/bHBIX JaHHBIX TIPU
o6paboTke B UWH(POPMAI[MOHHBIX CHCTeMaxX I[epPCOHaNbHbIX [aHHBIX (YTB.
noctaHoBieHueM [IpaButenbctBa P® ot 1 Hosi6pst 2012 1. Ne 1119), anst Obieit
WUCIIOH akTtyambHbl yrpo3el 3-ro Tuma. [Ipu 3stom UCIIJH o6pabatbiBaet
crielfiabHbIe KaTeropuy IepCOHa/NIbHBIX JaHHbIX MeHee uem 100000 cyObekToB
TepCOHa/NbHBIX  J@aHHbIX, He  SB/SIOLUXCA  COTPYJHUKAMHU  Oreparopa.
COBOKYITHOCTh JAHHBIX yC/I0BUM TpeOyeT ycTaHaBnmuBath Aas manHow WCIIOH 3
YPOBEeHb 3allUIIIEHHOCTU MePCOHA/IbHBIX [JJaHHbIX.

5. Mojens yrpo3 UCII1u

5.1. [IpUHLIUIIBI TOCTPOEHUsI MoJesin yrpo3 be3onacHocTu T[1/1H.

[Toctpoenvie wmogenu yrpo3 6e3omacHoctd II/JH OCHOBBIBaZIOCH Ha
K/accu(UKalyy, aHaiv3e U OLIEHKHM aKTyaJbHOCTA COBOKYMHOCTHA YCJIOBUW M
(hakTOpOB, CO3/Ial0IUX OIMAaCHOCTb, CBSI3aHHYKO C yTeuKoW HMH(opMaiuu U (U/n)
HEeCaHKLIMOHWPOBAHHBIMU U (W/IM) HellpeJHaMepeHHbIMU BO3/IeMCTBUSIMU Ha Hee.

B pamkax moctpoeHusi Mmozend yrpo3 6e3omacHocty I1/IH Bce BeposITHBIE
yrpO3bI pa3zie/ieHbl Ha [iBe KaTerOpyuu:
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yrpo3el Oe3omacHoctu I1/1H, peamu3yemble 3a cueT yTeukd II/JH 10
TeXHUYeCKUM KaHajlaM;

yrpo3sl 6e3omnacHocty [1/1H, peanu3yemMble 3a CueT HECAHKLIMOHUPOBAHHOTO
poctyna (mamee — HC/) x I1/JH ¢ ucrnonb30BaHMEM IUTAaTHOTO WX CIeLaIbHO
pa3paboTaHHOTO MporpaMMHoro obecrieuenus (ganee — I10).

B xope MozenupoBaHusi WIeHTU(PULIMPOBAHbI BCE BO3MO’KHbIe MCTOYHUKU
yrpo3, BCeé BO3MOJKHbIE YS3BUMOCTU WJEHTHU(PUIMPOBAaHbI U COIMOCTaBJEHBI C
WJeHTU(PUIMPOBAaHHBIMU UCTOUHMKAMU yIrpo3, Bce UAeHTU(UI[MPOBaHHbIE
WCTOYHUKY YTPO3 U YSI3BUMOCTU COTIOCTaB/IeHbI CO CITIOCOOaMU UX peain3aliui.

Ona Bcex WCIIIH Komuccuy xapakTepHbl OJWHAKOBble YIrpo3bl U
YSA3BUMOCTH.

5.2. Knaccudwukaiuys yrpo3 6e3omacHoctu I11H 3a cuér yreuku [1IH 1o
TeXHAYECKUM KaHaiaM

ITpu obpabotke I1/Jn B MCII/JH Komuccuu BO3MOXKHO BO3HMKHOBEHME
YBIIIH 3a cueT peanu3alyy CAeAYIOMIMX KaHa/JOB YTeUKU HWH(OpMAaLUM TI0
TeXHUUEeCKOMY KaHasy:

yIpO3bl YTEUKH BUIOBOM (BU3yasbHOW) MH(OpMAaL1Y;

yrpo3bl yTeuku MHGOpMaluu IO KaHajaaM MOOOUHBIX 37eKTPOMarHUTHBIX
W3/lyueHU U HaBoIOK (Jasee — [IOMUH).

5.2.1. Yrpo3sl yTeuku BU/J0BOM HH(OpMaLUH.

VIcTOUHHMKOM yrpo3 yTeukKu BUIOBOM (BU3yabHOMN) MHMOPMALUU SIBSIFOTCS
dbusnueckue nuija, He wumetoive paoctyra K WMCIIH Komuccum, a Takxke
TeXHUYeCKHe CpeZiCTBa MPOCMOTPA, BHeJpeHHbIe B CITy)KeOHbIe TIOMEIeHUs WU
CKPBITHO UCII0J/Ib3yeMble JaHHBIMU (PM3UUeCKUMU JINLIAMU.

Cpeza pacrnpocTpaHeHUsi MH(OPMaTHUBHOIO CHUrHala — 3TO (pu3nueckas
cpefa, IO KOTOPOM HWH(OPMAaTUBHBIA CUTHaJ MOXXET pacClpOCTPAHATbC —
OZHOpOJHas (BO3AyLLHas).

YTrpo3sl yTeukrd BUIOBOW (BU3yaslbHOM) UH(OPMAL[MK Peanu3yoTCs 3a CUeT
rnpocmoTpa [I/IH C MOMOIIBIO ONTHYECKUX (ONTUKO-3/IEKTPOHHBIX) CPeCTB C
9KPaHOB /IWCILJIe€B U JIDYTUX CPEJICTB OTOOpa)keHWs] CPeJCTB BLIUMC/IATETHLHOU
TeXHUKH, Bxoada1ux B coctaB MCII/In Komuccuu.

5.2.2. ¥Yrpo3pl yTeukd UHPOpPMAIMM TI0O KaHajiaM  TOOOUHBIX
371eKTPOMarHUTHBIX U3/TyUeHUN U HaBOZOK.

VicTouHHMKOM yrpo3 yTeukud MH(opMaiuu 1o KaHaiam [IDMUH sBnstorcs
¢bu3nueckue i, He uMetolye gocrymna K UCITIH Komuccuu.
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BosnukHoBenue yrposel II/IH 10 kaHasam [IOMWH B03MOXHO 3a cuer
repexsara TeXHUUYeCKUMU cpeACcTBaMuU TOOOUHBIX MH(OPMaTUBHBIX
3/IEKTPOMAarHUTHBIX M0/ W 3JIKTPUUECKHUX CUTHAJIOB, BO3HUKAIOLIUX TIPU
obpabotke I1/JH TexHnueckum cpeactamu VICITIxn Komuccun.

lenepaiusi uHbopMmauuu, copepxawled IIJH W UUpKy/Iupyrolled B
TexHuueckux cpegcreax HMCIIJH Komuccuv B BUAE  3/IEKTPUUECKUX
MH(MOPMaTUBHBIX CUTHA/OB, ee 00paboTKa U Tepejiaua 10 3/IeKTPUUECKHM 1IeTlsiM
TexHnueckumu cpegctBamu MCIIIH Komuccuy comnpoBoKAaeTcs MOoO0UYHBIMU
9/1eKTPOMArHUTHBIMU U3/TyUYeHUSIMU.

Peructpauus ITDMUH ocyiiecTB/sieTcs C 1jefbl0 MepexBaTa WH(oOpMaLuy,
L[UPKY/IUPYIOIeN B TEXHUUECKHUX CPe/ICTBax, OCYIeCTBASIOMUX 00paboTky I1/1H,
MyTeM MCIO/b30BaHUS allapaTypbl B COCTaBe paJUONPUEMHBIX YCTPOUCTB,
ripefiHa3HaUeHHOW [I/isi BOCCTaHOBJieHUs UH(popMauuu. Kpome 3Toro, rnepexsaT
[IDMUWH Bo3MOXeH C UCIO/b30BaHUEM 3/1€KTPOHHBIX YCTPOMCTB IepexBaTa
vH(bOpMalMK, TOJK/IIOUEeHHbIX K KaHajdaM CBSI3M WIM TeXHUUeCKUM Cpe/iCTBaM
06paboTku IT/TH («amnmapaTHble 3aK/IaZKu» ).

5.3.  Yrpo3sl HeCaHKIMOHMPOBAHHOTO [OCTyrna K  UWH(OpMaluu,
obpabateiBaemotii B UCITIH Komuccuu.

B UCIIJa Komuccuun yrposel HCJl ¢ mpumMeHeHueM IIpOrpamMMHBIX U
arirapaTHO-TIPOrpaMMHBIX CpeJCTB, KOTOpbIe peavM3yrTCs MNPU OCYLLeCTBIeHUH
HEeCaHKLIMOHWPOBAHHOIO, B TOM YMC/Ie CJIy4auHOrO [OCTyIa, B pe3ysbTaTe
KOTOPOTO OCYILeCTB/IIeTCS HapylleHue KOH(UAeHLIMaJIbHOCTH (KOMMpOBaHUS,
HeCaHKLIMOHUPOBAHHOTO pacripoCcTpaHeHus, HeCAHKLIMOHUPOBAHHOTO
O03HAaKOMJIEHUSI), LIeJIOCTHOCTH (YHUUTOXXKEHUs, W3MeHeHHs ), [JOCTOBEPHOCTH U
noctynHocTtH (6rmokupoBanus) [1/1H, BKIOUaroT B ce0s:

yrpo3el fAocTyna (TPOHMKHOBEHMS]) B OIEPAaljMOHHYIO Cpefy cepBepa C
MCTI0/Tb30BaHUEM LITAaTHOTO MPOrpaMMHOro obecrieueHust (CpeJCTB OrepaljioHHON
CUCTEMBI WY TIPUK/IAHBIX IPOrpaMM);

yrpo3bl  CO3/laHUSI  HEINTAaTHBIX PEXUMOB  pabOThl  MPOrpaMMHBIX
(mporpaMMHO-anmnapaTHbIX) CpPeACTB 3a CuUeT IpeJHAMEPEHHbIX W3MEeHEeHUU
C/1y>KeOHBIX JaHHBIX, UTHOPUPOBAHUS TPeAYCMOTPEHHBIX B IITAaTHBIX YC/IOBUSIX
OrpaHWYeHUM Ha COCTaB U XapaKTepUCTUKW oOpabaThiBaemoli uHboOpMaLuy,
VCKa)KeHUs (MOAU(UKALIMKM) CaMUX JaHHBIX U T.I1.;

yIPO3bl BHEJPEHUS BPeJOHOCHBIX MPOrpaMM (MporpaMM mMaTeMaThUuecKOro
BO3/eHCTBUS);

yrpo3el HCJ/I, BO3HMKawIMe 3a CueT HernpeJHaMepeHHbIX [elCTBUH
00C/Ty>KHBaIOIIero rnepcoHassa CUCTEMBI.
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Kpome TOro, BO3MOKHBI KOMOWHHPOBAHHbLIE YTPO3bl, IPEACTaBJISIOIIHE
co0oif coueTaHre yKa3aHHbIX yrpo3. Hampumep, 3a cueT BHeAPeHHUSI BPeAOHOCHBIX
rporpaMM MOT'YT co3faBatbCcsi ycioBusi Ansg HCJI B onepalyvOHHYHO Cpeny
cepBepa, B TOM 4yuc/e IyTeM (POPMUPOBaHUS HETPAAULMOHHBIX MH(OPMALMOHHBIX
KaHaJIOB [IOCTYyIIa.

¥Yrpo3el goctyna (MPOHMKHOBEHWs)) B orepaluoHHyro cpeny WCIIIH
Komuccud € WUCMOAb30BaHWEM  IITaTHOTO  TPOTPaMMHOTO  obecrieueHus
pa3fessitoTCs Ha yrpo3bl HEMOCPEACTBEHHOTO U yAAJeHHOr0 AO0CTyma. YTPO3bl
HEIoCpeJCTBEHHOr'0 J0CTYyIa OCYLLEeCTBIISIOTCH C UCIIO0Ib30BaHMEeM TPOrpaMMHbBIX
Y anrnapaTHO-TIPOrpaMMHBIX CPeZCTB BBOJA/BbIBOZA KOMIIbIOTEpa. YTPO3bl
yAAJIeHHOTO JO0CTyra peajM3ylTCsl C MCIO0JIb30BAHUEM TIPOTOKOJIOB CETeBOro
B3aUMOJZEHCTBUSI.

Yrpo3ssl BHe/IDEHUSsI BP€JIOHOCHBIX MporpaMm (mporpaMMHO-
MaTeMaTUYeCcKOro BO3/eHMCTBHUS) HeresecooOpa3HO OMHMChIBATH C TOM  JKe
[leTa/IbHOCTBIO, UTO U BbIllIeyKa3aHHbIe YIPO3bl, TaK KAK KOJIMYECTBO BPeJOHOCHBIX
MpOrpaMM y’Ke 3HAuuTe/bHO TMpeBbIllaeT COTHU ThICA4Y. [ljisi OCyIeCTB/IeHUs
3alUThl MH(POPMAL[MK [JOCTaTOYHO 3HATh KJacC BPEJOHOCHOW MPOrpaMMBbl,
CriocoObI U TIOC/Ie/ICTBUS OT ee BHeApeHUs (MHPUIUPOBAHUS).

5.4. O61jas xapakTepucTtrka ysa3sumocteii UCIT/In Komuccun.

Ys3eumocte UCII[Ja Komuccun — HefocTaToK wid crnaboe MecTo B
CUCTeMHOM, TIPUKJIAJHOM, TIPOTPaMMHOM W/WIM  annapaTHO-TNPOrpPaMMHOM
obecrieueHWH CHUCTEMbI, KOTOpOe MOXXeT ObIThb MCIOb30BaHO [Jisi pean3arjuu
yrpo3bl 6e301MaCHOCTH TTePCOHATBHBIX JJaHHBIX.

[IprurMHOM BO3HUKHOBEHUS YSI3BUMOCTEN SIBJISTFOTCS:

OIIMOKM TpU TIPOEKTUPOBAHMK U pa3paboTKe TMPOrPaMMHOTO W/WIU
anmapaTHO-TTPOrPaMMHOTO 00ecTieueHus;

rnpefjHaMepeHHble  [TeWCTBUSI 1O BHECEHUID YSA3BUMOCTEM B  XOJe
TIPOEKTHPOBAHUSA M Pa3pabOTKH TTPOrpaMMHOTO W/W/M arrapaTHO-TIPOrPaMMHOTO
obecrieueHus;

HerpaBWIbHbIe HACTPOUKH MPOrPaMMHOI0 W/W/H arfapaTHO-IIPOrPaMMHOTO
obecrieueHusi, HeNpaBOMEPHOe W3MeHeHWe pPEeXUMOB paboTbl YCTPOMCTB M
TpOrpamu;

HeCAaHKL[MOHMPOBAaHHOE BHEJpeHHWe W  MCII0JIb30BaHUE  HeYUYTeHHBIX
mporpaMM C TIOC/IeAYIOIMM HeOoOOCHOBAaHHBIM  pacxXxO/lOBaHHWEM peCcypCOB
(3arpy3ka nporjeccopa, 3axBatr OrepaTUBHOU NaMSATU U T.[.);

cbou B paboTe amrmapaTHOTO M TIPOrpaMMHOr0 obecrieueHust (BbI3BAHHBIE
cbosiMU B 37IEKTPOTIMTAHUU, BLIXOZIOM U3 CTPOS armapaTHBIX 3/IeMEHTOB B
pe3y/bTaTe CTapeHUs] WM CHWKEHUS HaJ|eXKHOCTH, BHEIIHUMHU BO3JE€UCTBUSIMU
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5/IEKTPOMAarHUTHBIX T10/Ied TEeXHUYeCKUX YCTPOMCTB, BHeCeHHWe U3MEHEeHUM B
JOKYMEHTALUIO U [Ip.).

PaznuuaroT ciefyrolye rpymnnbl OCHOBHBIX YSI3BUMOCTEM:

ySI3BUMOCTH CHCTEMHOTO TIPOTPaMMHOT0 obecrieueHWss (B TOM UHCTIe
TPOTOKOJIOB CETEBOT0 B3aUMO/IEUCTBUSA);

YSI3BUMOCTH TIPUK/IAZIHOTO TIPOrpaMMHOr0 obecrieueHus1 (B TOM 4UHC/Ie
Cpe/CTB 3allUThl UH(POPMaLUK).

5.4.1 YS3BUMOCTH CUCTEMHOI'0 IIPOTPaMMHOT'0 0becIieueHmusl.

YS3BUMOCTM  CUCTEMHOTO TpOrpaMMHOro obecrieueHUss Heob6X0AUMO
paccMaTpuBaTb C TIDUBSI3KOM K apXWUTEKType TOCTPOEHUS] BBIUMC/IUTENbHBIX
CUCTEM:

B MHUKDOIIPOrpaMMax, B MPOIIMBKAaxX 3alIOMUHAIOL[HUX YCTPOUCTB;

B cpeactBax OC, mnpegHasHaueHHBbIX [i7Is1  YIIpaB/eHUsl JIOKA/JbHBIMU
pecypcamu UCII[IH Komuccuu (obecrieurBarOmUX BbITIOJNHEHWe —(HYHKIUAH
yrpaB/eHUs MpolieccaMy, NamsiThio, YCTPONMCTBaMU BBO/A/BbIBOZIA, UHTEP(eiicoM
C M0JIb30BaTesIeM U T.11.), AipaviBepax, YTUIUTAaX;

B cpeactBax OC, mpejHa3HauyeHHbIX i BBINOJHEHHS BCIIOMOTaTelbHbIX
GyHKUMA — yTUAWTAaX (apXWMBUPOBaHUSA, JAeparMeHTalyMyd M [p.), CHUCTEMHBIX
oOpabaThiBalOIIMX MporpaMmax (KOMIUJISITOpaxX, KOMIOHOBIIMKaX, OT/IaJAUMKOB U
T.I.), MpOorpaMMax TMpeJCTaBlAeHUs] T0Jb30BaTeM0 [JOMOJHUTENbHBIX YCIYyT
(cmeLMasibHBIX ~ BapuaHTax WHTepdeiica, KaabKy/asiTOpax, Wrpax W T.IL),
6ubroTekax IMporeAyp pa3/IMuHOro HasHaueHHUs1 (OMOIHMOTeKaX MaTeMaTHUeCKUX
byHKUMN, QYHKLMN BBOA/BBIBO/IA U T.11.);

B CpeJCTBaX KOMMYHMKAIJMOHHOI'O B3aUMOJIeHMCTBUs (CeTeBbIX CpeJICTBaXx)
ornepaLiiOHHOM CHUCTEMBI.

Ys3BuUMocTH B MUKporporpaMmax U B cpefctBax OC, mpejHa3HayeHHbIX
JJis yTpaB/jieHUs] JIOKaJbHBIMU PecypcaMd M BCIIOMOTaTeJbHbIMU (DYHKLIMSMHU,
MOT'YT TIPeZICTaB/STh COOOIA:

(GyHKLMM, TIpoLeAyphl, M3MeHeHHe TapaMeTpPOB KOTOPBIX Orpeze/ieHHbIM
o0pa3oM T03BOJIsSIeT UCIO/Ib30BaTh WX il HEeCAHKL[MOHMPOBAHHOIO JocTyra 6e3
oOHapy»>KeHUsI TAKUX U3MeHEeHU orepaliiOHHON CUCTeMOW;

dbparMeHTBl KOoZia TporpaMM  («JbIpbl»,  «3aK/IaJKW»), BBe/€HHbIE
pa3pabOTUMKOM, T[03BOJSIIOIMEe  OOXOAWTH  TPOLIEAYPbl  HAeHTU(HUKALIUY,
ayTeHTU(PUKALUU, TIPOBEPKU LIeJIOCTHOCTU U [JP.;

OTCyTCTBUE HeOOXOAWMBIX CPe/CTB 3allUThl (ayTeHTU(PUKAI[MH, MPOBEPKU
1[€JIOCTHOCTH, TTPOBEPKH dbopmaTtoB COOOIIIeHNH, 0/I0KMPOBaHUS
HEeCaHKL[MOHWUPOBAHHO MOM(ULIMPOBAHHBIX (QYHKLMHI U T.I1.);
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olMbKu B mporpammax (B 00bsiB/IeHUM TepeMeHHbBIX, PYHKIWN U TIPOLeAyD,
B KOZAxX TMpOrpaMM), KOTOpbIe TpH OMNpeJe/NeHHbIX YCJIOBUSX (Harpumep, Mpu
BBITIOJTHEHUU JIOTUUECKUX TIepeX0/i0B) MPUBOASAT K COOsIM, B TOM UHC/e K COOSIM
(O YHKIIMOHUPOBAaHUS CPEJICTB U CUCTEM 3allUThl UH(OPMaL[UH.

5.4.2. YSI3BUMOCTH MPUK/IaJHOTO TIPOTPAMMHOTO 0becrieueHwus..

K mnpukiagHOMy MpOrpaMMHOIO OOecrieueHH0 OTHOCSTCS TpPUK/aJHbIe
TIporpaMMblI 0011ero 1MoJib30BaHus U Crielia/ibHble TIPUK/IaJHble TPOrPaMMBbI.

[MpuknagHbie TIpOrpaMMbl  OOILETO  TOAb30BaHUSI — TEKCTOBble WU
rpapuueckue pefakTOpbl, MeJua-TporpamMmbl (ayAuo- W BUIeONPOWIPLIBATE/H,
TporpamMMHbIe Cpe/iCTBa TIpUeMa TeNeBU3UOHHBIX TNPOrpaMM U T.Il.), CHUCTEMBI
yrpaBiaeHuss 0a3aMu [JaHHBIX, TTPOrpaMMHbIe TIaT(OPMBbI 00IL[ero MOb30BaHUS
ISt pa3paboTKK MporpaMMHBIX TIPoAYKTOB (Tura Delphi, Visual Basic), cpeactsa
3allyThl MHPOPMAaLMK 00I111eTo MOob30BaHuUs U T.I1.

YS3BUMOCTM ~ TIPUKJIAZHOTO  TIPOTPaMMHOTO  obecrieueHUsi ~ MOTYT
TIpe/ICTaB/sITh COOOIA:

(GYHKLMM Y NpOL[eyPbl, OTHOCSII[ME K Pa3HbIM NPUK/IaJHLIM IPOrpaMMam U
HECOBMeCTHMbIe MeXay coboit (He hYHKI[MOHUPYIOIHE B OJHOM OIeparjiOHHOM
cpefie) U3-3a KOH(UIMKTOB, CBSI3aHHBIX C pacripefie/ieHeM pecypCcoB CUCTEMBI;

(GyHKIMM, TpoLieypbl, U3MeHeHUe oripejie/ieHHbIM 00pa3oM TapaMeTpoB
KOTODBIX TI03BOJISIET WCIIO/Ib30BaTh WX JJIs1 MPOHWKHOBEHUS B OIEepaLOHHYIO
cpeny UCII[JH OpraHu3aijuy, a TakKe UCI0Jb30BaHUs IITaTHBIX (yHKiuNA OC,
BBITIOJTHEHUS] HECAHKI[MOHMPOBAHHOTO [JocTyma 0e3 o0OHapy)kKeHusi TaKUx
n3menenuii OC;

dparMeHTbl Kojla mporpaMM  («IbIpbl»,  «3aK/IafIKu»), BBeJeHHbIE
pa3paboTurKoM, TIO3BOJISIIOIIME  OOXOAUTH  TPOLeAyphl  UAEeHTHU(UKALUH,
ayTeHTU(UKaLMK, IPOBEPKU LIeJIOCTHOCTU U Jp., peAycMoTpeHHbie B OC;

OTCYTCTBUEe HeOOXOJUMBIX Cpe/CTB 3aluThl (ayTeHTU(UKAL[UKM, TPOBepKa
L[e/IOCTHOCTH, TpoBepKa ¢opmaroB coo0i1ieHunH, O10KUpoBaHue
HeCaHKLIMOHUPOBAHHO MOJU(PUIIMPOBaHHBIX (DYHKLIWM U T.11.);

olIMOKY B MporpaMMax (B 00bsIB/IeHUU TepeMeHHbIX, PYHKIUH 1 TIpoLieayp,
KOJax TMporpamMMm), KOTOpble TIpU OIpeJe/ieHHbIX YC/IOBUSX (Hampumep, TMpU
BBITIOJTHEHUU JIOTUYECKUX TIepexo/ioB) MPUBOAAT K cO0siM, B TOM uucie K cO0sM
(yHKLMOHMPOBaHUSI CPeACTB U CUCTeM 3aluThl MHGOPMAaLUM, K BO3MOXXHOCTU
HeCaHKLIMOHUPOBAHHOTO A0CTyTa K MH(OpMal1u.

5.5. OOias XapakTepUCTHKAa Yrpo3 HeroCpeJCTBEHHOIO JOCTyIla B
onepauuoHHyo cpeny MCITIH Komuccum.
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Hna WCIIIHa Komuccud MOXKHO pacCMaTpuBaTh C/ieAyrolyde Yrpo3bl
HeIocpeCTBeHHOI0 0CTyIIa B OlepallMOHHYIO Cpeay:

yIrpo3bl, peanusyemble B xoze 3arpy3kd OC, Harpab/ieHbl Ha IlepexBar
maponed wid uAeHTU(PHUKaTOpoB, MogubuKkaiuio I10 06a30BoM CHUCTEMBI
BBOZa/BbiBOZIa (BIOS), mnepexBaT ympaBreHWs 3arpy3kod C UW3MeHeHHeM
HeoOXxouMoM TexHooruueckoi nHhopMauyu nosnydenrss HC/I B oreparjMoHHYHO
cpegy HWCIIOx Komuccuu. Yaie Bcero Takue Yrposbl peajv3yroTcs C
VICII0/Ib30BaHUEM OTUY>K/aeMbIX HOCUTe el MH(OpMaLuy;

yrpo3bl, peaju3yemble II0CJe  3arpy3kKd  OIepaljMOHHOM  CUCTEMBI,
Harpab/ieHbl Ha BbINIOJIHEHHE HeCAaHKLJMOHMPOBAHHOIO J0CTYIa K UH(POpPMALUH C
NpUMeHeHVeM  CTaHJapTHbIX  (QyHKUMKA  (YHUUTOXKEHWe,  KOIMPOBaHUe,
repemellieHve, (popMaTMpoBaHUe HOcUTe el MH(GOPMAaLUM U T.I1.) OrepaloOHHOU
CUCTeMbl WM KaKOW-TuOO TPUK/Ia[HOW TMPOTrpaMMbl, a TakKe C TpPUMeHeHHeM
CrieLjMazabHO CO3/aHHbIX A1 BbinosHeHns HC/l nporpamMm (mporpaMm mpocMoTpa
1 MoJudUKalMy peecTpa, MOMCKa TeKCTa B TEKCTOBBIX (aiiiax U T.11.);

yIpo3bl BHeZpeHUs BpPeJOHOCHBIX IporpaMm. Peanuv3aijusi [JaHHbIX Yrpo3
orpefesisieTCs TeM, Kakasl U3 NPUK/IaJHbIX [IPOrpaMM 3aIlyCKaeTcs 110/1b30BaTeieM
wr akToM 3arycka 000 U3 MPUKIAZAHBIX TIPOTPAMM.

5.6. OnipeiesieHVe YPOBHSI UCXO/IHOM 3allUITIeHHOCTH.

OrnpefiesieHe  YpOBHS HWCXOZHOUW  3alUIL|EHHOCTHM TMPOU3BOAUIOCH B
COOTBETCTBUM C MeTOAUKOM OlleHKHM yrpo3 0e30rmacHOCTU HHGOpPMalUH,
ytBepxxaeHHorn PCTIOK Poccum 05.02.2021 r.

Tabnuua 4. MNMokasaTtenn ncxogHown 3awmweHHoctn VCIOH.

TexHuyeckue U 3KCITyaTaliMoHHble XxapakTepucTuku VICIT/IH YpoBeHb
3aLMIEeHHOCTH
1. [1o TeppuTOpHUaNILHOMY pa3MelLeHUI0 BBICOKHH
2. Ilo HaJTMUKMIO COeMHEHUsI C CeTsIMU 00IIIero moJib30BaHuUs cpefHU
3. ITo BCTpOEHHbBIM (J1erasibHbIM) OTepalysaM C 3anucsamu 6a3 TT/1H HU3KUU
4. Tlo pa3rpaHUUeHHI0 JOCTYyNa K NePCOHAJIBbHBIM [JaHHBIM CpeJlHUN
5. ITo HamMuuio coeuHeHUM ¢ apyrumu 6a3zamu I1IxH nubix UCITIH BbICOKHH
6. ITo ypoBHI0 0000111eHus1 (06e3murBanus) I1/1H HU3KUI
7. ITo 06wemy I1/TH, KOTOpBIE MMPeIOCTABISIFOTCS CTOPOHHUM T0/Tb30BaTe/ISIM CpeHuM
VICII/TH 6e3 npeiBapuTeIbHOM 06pabOTKM

YpoBeHb UCXOAHOM 3amuieHHOCTH JaHHbIX VICIIIH MoXKeT ObITh OIjeHeH
KaK «CpeJHUl», UCX0As U3 Toro, uro b6omee 70% XapaKTepHUCTHK COOTBETCTBYIOT
YPOBHIO «CPeIHUI» WUJIH BBILLIE.

[Tpy cocTaBneHWH TiepeuHsi akTyalbHBIX yrpo3 6Oe3omacHocty [1/1H
TIOJIyYeHHOU OL[eHKe CTerleHW UCXOHOU 3alUILleHHOCTH CTaBUTCS B COOTBETCTBUE
yuCI0BOM KO3 durmeHT: Y1 = 5.
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5.7. OnpepenieHre BepoSTHOCTU peanusanuu yrpo3 B MCITIx Komuccum.

[Tox BepoOATHOCTBIO peanu3ald Yrpo3bl ITOHUMAETCS  OlpefessseMblid
SKCIIePTHBIM IyTeM T[IOKa3aTesb, XapaKTepPU3YyIOLUM, HACKOJIKO BepOSITHbIM
SIBJISIETCS  peanu3aliusi KOHKpeTHOW yrpo3bl Oe3omacHoctu [10n ans UCIIOH
Komuccuu B CK/IaZIbIBArOIIUXCS YCJIOBUSIX 00CTaHOBKHU.

YucnoBon mnokaszatenb (Y2) [/ OLEHKA BepPOSITHOCTA BO3HUKHOBEHUS
yTpo3bl orpefesisieTcsi o 4 BepOabHBIM IpajjalivsiM 3TOT0 ToKa3aTeJIst:

MajioBePOSITHO —  OTCYTCTBYIOT  OOBEKTHWBHblE  TIPEATIOCHIIKU  [JJis
ocyiiecTBieHus1 yrpo3sl (Y2=0);

HU3Kasi BePOSITHOCTb — 0ObeKTUBHbIE TIPE/TIOCHUIKY /IS peain3aljiu yrpo3bl
CyLeCTBYIOT, HO TIPUHATHIE Mepbl CYILeCTBEHHO 3aTPYAHSAIOT ee peajv3alyio
(Y2=2);

CpefHsis BEPOSITHOCTb — OOBEKTHBHBIE TIPEANIOCHITKA [Jis  peand3aliu
yrpo3bl CYIIEeCTBYIOT, HO TIpUHSTBIE Mepbl obecrieuenusi OesomacHocty [1/1H
HeJoCcTaTOuHbI (Y2=5);

BBICOKAasi BEpPOSITHOCTb — OOBEKTUBHbIE TIPEATIOCHITKU [I/Isi peanr3aliuu
yrpo3bI CYIIECTBYHOT U Mephbl 10 obecrieueHnto 6e3omacHocty [1/IH He MPUHSTHI
(Y2=10).

5.8. Ornipenenenve BeposTHOCTH peanusauuu yrpo3 B MCII[Ix Komuccuu u

TepeyvHst aKTya/IbHbIX yIpo3 0e301acHOCTH.
Tabsuija 5 — BepositHocTy peanu3aruu yrpo3 B UCTTIH

HaunmeHoBaHMe yrpo3bl Koad. Kosdduripent Bo3mox- Omnac- AkTtyanb-
ompef,. peanu3yeMoCT! HOCTh HOCTb HOCTb YIPO3bI
BeposiTHOCTB yTpO3bl peanu3aium yTpo3bl
Hactymenus | (Y=(Y1+Y2)/20) yTpO3bl (K3)
yrpo3sl (Y2)

YTpo3bl YTEUKHU 10 TEXHUUECKUM KaHajiaM Tepeiaun/o0paboTKH JaHHbBIX

ITo BUIOBBIM KaHa/1aM

[TpocmoTp MH$popMaLu 2 0,35 Cpepnss Huskasa | HeakryanbHO

Ha JIucIiiee
COTPYJHUKAMHU, He
JOTYIIEHHBIMU K
obpaboTke
TIePCOHATBHBIX JJAHHBIX

[TpocmoTp uHpopMarm 2 0,35 Hwuskasn Cpepusiss | HeakryanbHO

Ha IucIiiee
TIOCTOPOHHUMM JTULIAMHU,
HaXO/ISAIUMUCS B
TIOMeIL[eHHUH, B KOTOPOM
BeZieTcst 0OpaboTka
TIepCOHAJTBHBIX JaHHBIX

ITpocMoTp nHbopMarLm 0 0,25 Huskas Huskas | HeaktyanbHO

Ha JIucCIiee
TOCTOPOHHUMM JIML[AMHU,
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HaXO/AIIMMUCS 3a
Tipe/ie/iaMu TTOMeEIIeHHST
B KOTOPOM, BeJIeTCsI
obpaboTka
TIePCOHABbHBIX JIaHHBIX

ITpocmoTp uHbopmalm 0
C MOMOILIBIO
creLiaJbHbIX
3JIEKTPOHHBIX yCTPOWCTB
BHE/IDEHHBIX B
TIOMeILleHUH, B KOTOPOM
BeJieTCsl 00paboTka
TIepCOHAbHBIX IaHHbIX

0,25

Huskasa

Huskasa

HeakryanbHO

Yrpo3elt HC/I 1o

TIPOrpaMMHO-aIl

apaTHOMY KaHajy

¥Yrpo3sa ucronb3oBaHus 2
MeXaHU3MOB
aBTOpU3aLUu /1
TOBBILLIEHUS IPUBUJIETUN

0,35

Bricokasa

Cpepusist

AKTyasnbHO

Yrpos3sl 2
HeCaHKLJMOHUPOBAaHHOI' O
Jocryrna K BIOS

0,35

Bricokasa

CpepHsist

AKTyasnbHO

¥Yrposel, peanvsyemsble 5
niocse 3arpy3ku OC,
HaripaBJ/IeHHbIe Ha
YHUUTOKEHUe,
KOIHPOBaHMe,
nepeMereHue,
VICKa)KeHHe JTIaHHbIX

0,5

Bricokag

CpepHss

AKTyanbHO

¥YTrpo3bl MoAUDUKALIUU 5
HaCTpoeK

0,5

Bricokas

CpenHsis

AKTyanbHO

YTpo3sl BHeApeHUs 5
BpefloHocHoro 10

0,5

Bricokas

CpenHsst

AxTyanbHO

Yrpo3a BO3MOXHOCTH 5
OCYIL[eCTBJIEHUSI
HapylIuTeeM
JleCTPYKTHUBHOI'O
BO3/IEMICTBUS HA CUCTEMY
MyTeM 3KCIlTyaTalyu
ySI3BUMOCTe
MIPOrpaMMHOTO
obecrieyeHust

0,5

Bricokasa

Cpepgusst

AxTyanbHO

Yrpo3bl (uimHra 2

0,35

Bricokasa

CpepHsist

AKTya/bHO

¥Yrposa gocryna K 2
3aluiaeMbIM (aiisiam ¢
WCTI0/Tb30BaHUEM
00XO/IHOTO MyTH

0,35

Bricokag

Cpepnss

AkTyanbHO

¥Yrpo3a ucronb3oBaHus 2
vH(popMaLu
WZleHTU(UKaLUK/ayTeHT
v(yKalyy, 3aJaHHOM 110
YMOJ/TYaHHUIO

0,35

Bricokuit

CpepHss

AKTyanbHO

«OTKa3 B 5

0,5

Bricokas

CpepiHsst

AKTyanbHO
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00CTy)KUBAaHUHM»

Yrpo3sa
HeCaHKI[MOHUPOBAHHOTO
BO3/IeMCTBUS Ha
CpeJICTBO 3allIUThI
vH(opMaluu

0,35

Bricokas

CpenHsst

AxTyanbHO

¥Yrpo3a HeKOppPeKTHOT O
WCII0JIb30BaHus
NpO3pavyHOro MpOKCH-
cepBepa 3a CUéT
TJIarMHOB Opay3epa

0,35

Bricokasg

Huskasa

He
aKTyaJIbHO

Yrpo3sa
JloCTyTa/riepexBaTa/usme
Henust HTTP cookies

0,35

Bricokasa

Huskaga

He
aKTyajabHO

¥Yrposa sKcryaTauum
1udpoBol MOAMTUCH
TIPOrpaMMHOI0 KOZa

0,35

Bricokasa

CpepHsist

He
aKTyaabHO

HecankimonupoBaHHoe
OTKJ/IFOUeHHe CpPefiCTB
3aLUThI

0,5

Bricokag

CpepHss

HeakryansHo

Yrpo3a uccieoBaHus
MeXaHU3MOB PabOThI
IIpOrpaMm

0,25

Huskasa

Huzkasa

HeakryansHo

Yrpo3sa HerpaBOMepHbIX
JIeMCTBUI B KaHa/Iax
CBSI3U

0,35

Bricokasa

CpepHss

He
AKTya/JILHO

YTpo3b! XulljeH!s, HeCaHKLIMOHMPOBAHHOM MOMUKaLMKU WK 6/I0KMpoBaHus MH(GOPMALMY 3a CYeT
HC/], c npumeHeHreM NporpaMMHO-annapaTHbIX ¥ MPOrpaMMHBIX CPeJCTB (B TOM YuCIe

TpOrpaMMHO-MaTeMaTUUYeCKHUX BO3/IeHCTBUIN)

KomrbroTepHble BUPYChI

2

0,35

Bricokasa

CpepHsist

AKTya/bHO

HepexknapupoBaHHbIe
BO3MOJKHOCTH
cucremHoro 10 u I1TO
Juist 06paboTKU
MepPCOHAJIbHBIX JTaHHBIX

0

0,25

Huskaga

Huskasa

HeakryansHo

Ycranoska I10O, He
CBSI3aHHOTO C
WICITO/THEHUEM
CITy>KeOHBIX
o0s13aHHOCTEN

0,35

Cpepnnss

Cpepusist

AKTyasnbHO

Hanmuune anmnapatHbIx
3aK/Ia/IoK B
niprobpeTtaembIx IIDBM

0,25

Huskaga

CpepHss

HeakryansHo

BHenpenue anmapaTHbIX
3aK/1a/l0K
TTIOCTOPOHHUMMU JIULIAMH
T10CJIe Havasa
skcrutyatatuu UCIIH

0,35

Huskasa

CpenHsst

AxTyanbHO

BHezpeHue anmnapaTHBIX
3aKJ/1aJi0K COTPYAHUKaMH1
OpraHu3alyu

0,35

Huskasa

CpepHsis

AKTyasnbHO

BHesipeHue anmapaTHbIX

0,35

Huskaga

CpegHsst

AXTyanbHO
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3aK/1a/IoK
00Ty KMBaIOIIM
NepCoOHAaIoM
(peMOHTHBIMU
OpraHu3aLusIMK)

YTpo3bl HeTlpeJHaMepeHHBIX AeMCTBUM TT0/Ib30BaTe el ¥ HapyIlleHn 6e301acHOCTH
¢yukiponrpoBanust UCIT/Ia u C3I1/JH B ee cocTaBe 13-3a cO0EB B MPOrpaMMHOM 00ecTieueHnH, a
TaK)Xe OT yrP0O3 HEAHTPOIOTeHHOTo (CO0eB arrapaTyphbl W3-3a HeHaZle)KHOCTH 37IeMeHTOB, cO0eB
3JIEKTPOINUTAaHKsA) U CTUXUUHOTO (Y4apOB MOJIHUM, MI0KapOB, HABOJHEHUM U T.I1.) XapakTepa

Yrpo3sa ytparsl
HocuTeseill nHhopMaLu

5

0,5

Bricokasa

Cpepguss

AxTyanbHO

HernpennamepenHas
MoAuUKaLUs
(yHUUTOXXeHUe)
MHpOopMaLu
COTPYAHUKaMH

0,5

Bricokuii

Cpepgusst

AKTyanbHO

HerpennamepenHoe
OTKJ/IFOUeHHe CpefiCTB
3al[UThI

0,35

Cpennss

CpepHsist

AKTyasnbHO

Brixog 13 cTpos
anrapaTHO-
IIPOrpaMMHBIX CPeJCTB

0,35

Bricokag

CpepHss

AKTyanbHO

C0o1i cucTeMsl
39/IEKTPOCHA0KEHHUS

0

0,25

Huskasa

Huzkasa

HeakryansHo

CtuxuiiHoe 6e/CTBHe

0

0,25

CpepHsis

Huskasa

HeakTyanbHO

Yrpo3sl

Tipe/iHaMepeHHbIX JeMCTBUM BHYTPEHHUX HapylIUTesnen

Hoctyn K uHGopmaLuu,
MoaudUKarys,
YHUUTOXKEHHUE JTUIAMHU,
He JIOMYyIl[eHHBIMU K ee
obpaboTke

2

0,35

Huskag

Cpepguss

HeakTyansHo

Yrposa
HeCaHKLJMOHUPOBAaHHOI' O
KOITMPOBaHUs
3aluIaeMom
vH(popMaLu

0.35

Bricokasa

CpepHsist

AKTyasnbHO

Pasrnamenue
vH(popMaLy,
MoaupUKarus,
YHUUTOKEHHE
COTPYJHUKaMH,
JTOTTYITIIeHHbIMH K ee
obpaboTke

0,5

Bricokag

CpepHss

AKTyanbHO

Yrposa
HeIOTBeP)KAEHHOI'0
BBO/Ia [IAHHBIX
OI1epaTopoM B CUCTEMY,
CBSI3aHHYIO C
0e30MacHOCTBIO

0,25

Bricokas

CpenHsist

AKTyanbHO

Yrpo3a HerpaBoMepHOTO
03HaKOMJIeHUs C
3allyiaeMon

0,5

Bricokas

CpenHsst

AxTyanbHO
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MH(popMaLei

YTeuka aTpubyTOB 2 0,35 Bricokuii Bricoku | AKTyasibHO

JlocTyna 71

[Tepexsar 3a 2 0,35 Boicokuii | Bbicoku | AKTyanbHO

nepejiesiaMu U
KOHTPOJIUPYEMOU 30HbI

[TepexBaT B ripegenax 0 0,25 Hwuzkas Cpepusiss | HeakryanbHO
KOHTPOJIUPYEMOU 30HbI
BHEIITHUMU
HapyLIUTeISIMU

[TepexBart B npejenax 5 0,5 Boicokass | CpegHsas | AKTya/lbHO
KOHTPOJIMPYEeMOM 30HbI
BHYTPEHHUMU
HapyLIXTe/IsIMU

AxTyanbHbIME yrpo3amu 6e3ornacHocTy ICTTIH Opranu3saiuu sB/sitOTCS:

yrpo3a WCMO/b30BaHWS MEXaHM3MOB aBTOPW3alMM [JIs  ITOBBILLIEHUS
TIPUBUJIETUN;

yrpo3bl HECAHKLIMOHMPOBAHHOTO focTyma K BIOS;

yrpo3bl, peanusyemble rmocnae 3arpy3ku  OC, HampaBjieHHble Ha
YHUUTOXKEHHE, KOMPOBaHWe, NiepeMellieHre, NCKaKeHUe JaHHBIX;

yrpo3bl MOJU(DUKALIMK HACTPOEK;

yrpo3bl BHepeHust BpefoHOCHOrO [10;

yrpo3a BO3MOKHOCTH OCYILIeCTBJIEHUSI HapylIUTeseM [eCTPYKTUBHOIO
BO3JIEMCTBUSI Ha CUCTEMY MyTeM 3KCILTyaTalMy YsI3BUMOCTEM IpPOrpaMMHOIO
obecrieueHus;

yIpO3bl (PUIIIMHTa;

yrpo3a [JocCTymna K 3allyiiaeMbiM daiiiaM C UCI0/ib30BaHUeM 00XOJHOTO
MyTH;

yrpo3a WCIO/b30BaHusl HH(OpMaLMy HJeHTU(UKaLMK/ayTeHTU(UKALIUH,
3a/IaHHOU M0 YMOJ/TYaHUIO;

araka «OTKa3 B 00CTy)kKMBaHUN»;

yrpo3a HeCaHKL[MOHMPOBAHHOIO BO3JEMCTBUS Ha CpeACTBO  3all[UThI
vH(pOopMaLuy;

KOMIIbIOTEPHbIE BUPYChI;

ycraHoBka [10, He CBsI3aHHOTO C UCIIOJIHEHUEM CTy>KeOHbIX 00s13aHHOCTe;

BHeJpeHHe amnrapaTHbIX 3aK/J1aJoK MMOCTOPOHHMMH JIML[aMH I10C/Ie Hauasa
skcrutyarauuu MCITIH;

BHe/IpeHHe anmnapaTHbIX 3aK/1aZloK COTPYAHUKAaMU OpraHu3aliyy;

BHe/IpEHWEe  amrapaTHbIX  3aKaafJoK  0OCTy)XKMBAIOL[UM  [1€PCOHA/IOM
(peMOHTHBIMM OpTraHU3aLUsIMHU );

yrpo3a yTpaTrbl HOCHTe/ el HH(pOopMaLuy;
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HerpegHaMepeHHass ~ MoaubuKanws  (YHAUYTOXKeHWe)  WH(OpMaIyu
COTPYAHHKAMU;

HerpejHaMepeHHOe OTK/IF0UeHue CPe/CTB 3allilThl;

BBIXO/] U3 CTPOSI alllapaTHO-TIPOrPaMMHBIX CDe/ICTB;

yrpo3a HeCaHKLIMOHUPOBAHHOT'O KOTIMPOBAHMS 3alliUljaeMOi nH(GOpMaIi;

pasriaiieHve MHpOpMaLyy, MOAU(DUKALIMS, YHUUTOKEHUE COTPYJHUKaMH,
JIOTyIIIeHHbIMU K ee 00paboTKe;

yrpo3a HeTNoATBEPXKJEHHOTO BBOJIAa [JAHHBIX OIEPAaTOPOM B CHUCTEMY,
CBSI3aHHYHO C 6€30MacHOCThIO;

yrpo3a HermpaBOMEepPHOT0 03HAaKOMJIEHUSI C 3alluiiiaeMoil HH(opMarivei;

yTeuka aTpubyTOB JOCTYTIa;

repexBaT 3a Tiepe/ie/laMi KOHTPOJIMPYeMOW 30HbI;

mepexBaT B  TpefeiaXx  KOHTPOJMPYeMOW  30HbI ~ BHYTPEHHUMHU
HapyLLIUTe/SIMU.

6. Mopenb HapymuTenass UCIIIx
6.1. Hna Bcex MCIIJH Komuccuy xapakTepHa OWHAKOBasi MOJe/lb

HapyLIUTeJIsI.

Ha ocHoBanuu HasHaueHus MCII[lH Komuccun K  HapyluTesasm
nHpopMarmoHHo# 6e3onacHocty MCIIH Komuccuu criefiyeT OTHECTU CyOBeKThI
C/eyroLINX KaTeropuu:

HEYCTaHOBJIEHHbIE BHEIITHUE CYOBeKThI ((pu3nuecKue Juia);

ObIBIIIIE PAOOTHUKM (TTO/TH30BATENH);

nmviia, obecrieunBaroIvie (PyHKIIMOHUPOBaHHWE HWH(POPMAI[MOHHBIX CHUCTEM
W 00C/Ty’>KABAIOIIMX WHQPPACTPYKTypy orepaTopa (aJMUHHUCTpAIMs, OXPaHa,
yOOpIIUKY U T.I1.);

TM0JIb30BaTed MH(OPMaLMOHHON CUCTEMBI;

Wlla, TIpUBJIeKaemble [Ji YCTaHOBKM, Ha/laJK{d, MOHTaXka, MYCKO-
HaJIaZIoYHbIX ¥ UHBIX paboT;

a/IMUHMCTPATOPbl ~ MH(POPMAL[MOHHOM CUCTeMbl U  aJMUHUCTPATOPHI
Ge30macHOCTH.

YnoMmsiHyTbie BbIllle TOTeHI[Ma/JbHble HapYILIUTeNd WH(POPMAalMOHHOM
6e3omacHocti VICIT/IH, B OOMBIIMHCTBE CBOEM He CIOCOOHBI CAMOCTOSITEBHO
TIPOBOAUTL  jlabopaTOpHble HWCCAeJOBaHUSI  KPUIITOCPeACTB W/WIW  CPeJACTB
obecmeurBaKOIIMX WX (QYHKIMOHUPOBaHHe, a TaKKe UMeTh OTHOILIEeHHUSI K HayuHO-
WCC/IeJOBaTe/IbCKAM — OpraHu3aldsM,  KOTOpble ~ MOTYT  CaMOCTOSITe/IbHO
ocymiecTBsATh aHanmu3 cpeAactB CK3W u mporpaMMHO-TeXHWYeCKOW Cpefibl WX
(bYHKLMOHUPOBaHUS, a TakKe pa3paboTKy criocoboB aTak Ha HUX. B cBsi3u ¢ 3TUM,
noJjo0HbIe KCCIe[ioBaTe/IbCKe OpraHU3alldd MOTYT SIBASTBCS HapYLIUTeIsIMU



47

nHdopmaroHHo Oe3omacHoctr MCII[Jn OpraHu3anuu  WCK/IIOUMTENTBHO B
C/lyyae UX TIpUBJIEUYEHHs K 3TOMYy CO CTOpPOHBI HapylUuTeseu, Iepeyrc/IeHHbIX
BbILIIe TUIIOB IyTeéM OpraHu3alUu croBopa. IIpu 3ToM, MOCKOJIBKY TaKue Hay4HO-
HCCIeloBaTe/IbCKYe OpraHu3aliiy, Kak IpaBuiIo, He MOTYT pacCMaTpuBaThCs Kak
YUaCTHUKH pbIHKa, XapakTepHoro aasi Komwccuu, TMomoOHBIA CroBOp [JO/DKeH
paccMaTpUBaThCSl Kak COBepIllaeMblii UMU W3 KOPBICTHBIX MOOYKJeHui. BmecTe
TeM, eCJId Y4eCTb XapaKTep JaHHBbIX, KOTOpble 00pabaThIBarOTCs, XPaHATCA U
nepefatotcsi Mexay obbektamu WCIIIH Komuccuu, Hanuuvde TaKOro poja
CroBOpa MeX/Ay HapyluTeassMu HWHQPOPMAlMOHHOW 0e30macHOCTH  CUCTEM
Komuccun u  crenpanvusvpoBaHHBIMU - UCC/Ie0BaTe/IbCKUMU  OpraHu3alysmMu
Npe/iCTaB/IsIeTCsl MaJloBepOSATHBIM. [Io TOM ’Ke TIpUUYMHE TIpeJCTaB/ISeTCs
HEBO3MO>XHBIM MPUB/IeUEeHUe 3TUX OpraHu3aluM [j1s1 peanusanuu atak Ha VUCIT[Ix
Komuccrn pusndeckumu yidijaMu (ObIBIIMMU WK 1eHCTBYIOIIUMU COTPYAHUKAMU
Komuccun).

Mogenb HapymmTessi nHGpopmarpoHHou 6e3omacHocTy ICITIH Komuccun
CTPOMUTCS WCXOAS M3 KOHKDETHBIX KaTeropuil CyOBheKTOB, MX KBaTU(HUKAIL[Ud U
MOTUBALIUA JIeHCTBHUH C YUeTOM WCIIO/Ib3YeMbIX TEXHOJOTHM 00paboTKH
uHbopMaiuy. [lepeueHb BHIOB M KaTeropuii HapyiuTeseli 6e3omacHocty T1/1H,
obpabateiBaembix B ICITIH Komuccuu npuBeseH B Tabnuiie 6.

Tabnuua 6 - Bug Hapyimresns

Bupn KaTteropus HapyLuuresis
HapYLUUTES Kareropus | Kareropus 11
Bremnue BHelHMi1 Hapy1umMTeb,
He UMeIoIIUN TpaB
JloCTyma B
KOHTPOJIUPYEMYIO 30HY
BuyTpennue 1. 3apeructprpoBanHsle noss3osarenyd UCIIIH

Opranusanuu (1ob30BaTey,
aJIMUHHCTPATOPHI);

2. HesapeructpupoBaHHbIe [10/1b30BaTe/In
NCII[IH, HO uMeroLLMe TIpaBo A0CTyma B
KOHTPOJIUPYEMYIO 30HYy

[Ipy TmIOCTpOEHWM MOl HapyLIWTe/ss TPUHUMAIOTCS  CeAyrolue
OrpaHHAueHUs U MPeIToJI0KeHHUsI 0 XapaKTepe JeMCTBUM HapyllIWTe ei:

HeCaHKI[MOHUPOBAHHBIN ZOCTYN MOKeT ObITh C/eICTBUEM KaK C/yualiHbIX,
TaK Y TNpeJHaMepPeHHbIX J1eUCTBUM;

HapylLUuTe/b, TJIAHUPYs aTakh, CKpPbIBaeT CBOM HeCAHKL[OHMPOBAHHbIE
JeNCTBUS OT JIML], KOHTPOJIUPYIOIUX cobsroeHre Mep 6e301acHOCTH;

npoBeJieHWe paboT MO CO3[@aHWI0 CIOCOOOB W CPEJCTB aTaKk B HAyuyHO-
UCC/IeIoBaTe/IbCKUX LIeHTpaX, CrheLyaau3upyriuxcs B ob1actu pa3paboTku u
aHa/M3a KPUIITOCPE/ICTB U CpeAbl (PYHKI[MOHUPOBAHUSI KPUMTOCPeACTB (fanee —




48

COK), He sBiseTcsi 1jeecoo0pa3HbIM [jisi HapyllIuTe/lell C y4yeToM XapaKTepa
JMaHHbIX, 06pabaTeiBaeMbix B VICTT/In Komuccum.

6.2. BHelllHYe HapyLLUWTeJIN.

BHeIHUI HapyIIvTe b He UMeeT MpaBa CBOOOJHOTO /I0CTYIIAa K CUCTEMaM U
pecypcam UCIT/[Jn KoMuccum, HaxoAsImuMcs B Mpejiesiax KOHTPOJIMPYEeMOU 30HBI,
Y MOXET OCYUIeCTB/JSATb aTaKh TOJIbKO C TEePPUTOPUM, PacCIiO/IO)KEHHOU BHE
KOHTPO/IMPYEMOW 30HBI, Yepe3 BBIXOAMIME 3a Tpefiesibl KOHTPOJIUPYEMOUM 30HbI
KaHaJbl CBSI3U, a TaKXXe TeXHUUYeCKUe KaHa/lbl yTeuku WH(OopMaLuu.

K pmanHOMy BHAy HapyluuTes el OTHOCUTCS BHELIHWW HapyLIUTe/lb, He
VIMEIOL1Y TIpaB [OCTYyTa B KOHTPOJIMPYEMYIO 30HY.

6.2.1. BHeliHre  HapyluiTend, He  MMelolWe 1[paB  [JOCTylla B
KOHTPOJIUPYEMYIO 30HY.

6.2.1.1. OnucaHue HapyIIUTe IeH.

BreriHye HapylmuTend [aHHOTO BHJA XapakKTepU3YHOTCS TeM, 4TO, Kak
1paBU/I0, He UMEIOT BO3MOXHOCTHA MpsaMoro jgocryrna K sjemeHram HCII[Ix
Komuccuy, HO TmpU 3ITOM He HCKIOYAeTCs BO3MOXKHOCTBL [0CTyna K
KOMMYHUKALIUOHHBIM ~ JIiHUsSIM U obopygoBanuto  WCIIJu  Kommuccuwy,
pacroJ/io)KeHHbIM BHE KOHTPOIMPYeMOoU 30HbL. CpeJiv JaHHOT0 BH/ja HapyLUUTe eu
MOJKHO BbI/Ie/IUTh:

HEeYyCTaHOBJ/IEHHBIX BHEIITHUX CYyObEeKTOB;

YBOJIEHHBIX COTPYZHUKOB Komuccuyv WM yBOJIEHHBIX COTPYAHUKOB
opraHu3ailuii, obecrieunBarolUX TeXHUYeckoe OOCTy)KMBaHHE U 3KCIUTyaTallyio
NCITIx Komuccuuy;

6.2.1.2. TlpeamnosioykeHusi 00 UMeOIIelcsl y HapyIuTeass UHGopMaruu 06
00BeKTax aTak.

YBoJileHHbIe COTPYJHUKHU [/IS1 peajd3alid aTak MOTYT KCITO/Ib30BaTh CBOM
3HAHUSI O CTPYKType CeTH, OpraHu3aliyd paboThl, 3alUTHBIX MepaxX W IMpaBax
JOCTyTIA U T.IL.

BHeIHUM HapyIIUTe/NIb JaHHOTO TWUIIA MOXXET WMeTh JOCTyH K JH0oMy
00beMy J[laHHBIX, PACIIPOCTPAHSIEMOMY COTJIACHO YCTAaHOBJIEHHOMY TIOPSIIKY U C
TIOMOII[bI0 INTAaTHBIX CPEJCTB CHUCTEMBI [0 BHEIIHUM KaHajaM CBSI3U BHe
oxpaHsieMol 30HbI. Tak)Ke OH MOXKET pacriojiaraTh Omnpezie/IeHHbIMU (hparMeHTaMH
WHpOpPMALlMM O TOMOJOTMUA CeTH, 00 UCIOMb3yeMbIX KOMMYHHKAI[MOHHBIX
IIPOTOKO/IaX M WX CepBHCax, 00 0COOEHHOCTSIX MCIIOJIb3yeMOro 0060pyaoBaHUS,
CUCTeMHOTO, mpukaagHoro I1O u T.A. B obbemax, AOCTYMHBIX B CBOOOJHOM
TIpofiaKe.
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BHelIHUM HapylIMTe/ib He J0/DKeH (HO TUIIOTeTUUeCKU MOXKEeT) pacrio/iaraTh
MMeHaMM 3aperuCTpUpoBaHHbIX nosib3oBaTened VCITIn Komuccuu, MoeT BeCTU
pasBeIKy MM€eH U MapoJier 3aperuCTpUPOBaHHbIX M0JIb30BaTe/Ieu.

6.2.1.3. IIpeamnosioxkeHust 006 UMEIOIIUXCS Y HapYIIUTe/Isl CPeCTBAaX aTaKU.

[Ipepnonaraercs, 4YTO BHEIWIHWW HapylIuTelb [JAHHOTO BHUJA /IS
peasiM3aliiy CBOWIX Liefield MoKeT 00/1aZiaTh AOCTYMHBIMU B CBOOOZAHON Mpojaxe
C/1eyIOIIMMA TeXHUYeCKUMU CpeJiICTBaMU U MPOrpaMMHBIM obecrieueHueM:

CpeACTBaMM BBIYHMC/IUTE/ILHOU TeXHUKH (amnmnapaTHbIMA M MPOrPaMMHBIMM)
o0111eT0 HAa3HAUeHHS;

TeXHUYeCKUMU Y IIPOrPaMMHBIMM CpeJCTBaM{, aHa/JIOTMUYHBIM CpefCTBaM
WCITIn Komuccum, BK/TIOUasi COOTBETCTBYIOIIHE CPeCTBAa KaHaro000pa3oBaHMS,
MapIIpyTU3aLyy U T.1.;

TeXHUYECKMMH W TIPOrpaMMHBIMU Cpe/CTBaMU 3all{UThl HH(OpPMaLUHY,
Bkmouasgs CK3U, ananornunele ucnosb3dyemsiM B ICIT/IH Komuccny;

CreLajv3upOBaHHbIMUA TeXHUYECKUMU W IIPOrpaMMHBIMU  CpeCTBaMH,
npeJiHa3HAuUeHHbIMU [IJIsi TiepexBaTa HWH(oOpMaluu B 0OIIeJOCTYIMHBIX KaHajax
CBSI3U.

6.2.1.4. OnvicaHue KaHaJoB aTak.

Hapyivrenu paHHoro BuJa MOIYT OCYILLECTB/ATb aTaKu TOJBKO W3-3a
rpe/ie/ioB  KOHTPOJIMPDYEMOM  30HbI ~ Yepe3  BbIXOAMIME 33  [pejesibl
KOHTPO/IMPYEMOW 30HbI KaHajbl CBSI3W, B TOM 4YHMCJIe C WCIO/b30BaHUEM HHBIX
TeXHUUECKUX KaHa0B yTeuku MH(GOpMaLuu:

- MPOBO/JUTH epexBaT U MOC/IeAYIOINM aHaIu3 JaHHbIX, LUPKY/IUPYIOLUX
1o 00IIeJOCTYTHBIM KaHa/laM CBSI3M MEXIy OTAe/lbHbIMH 3yieMeHTamu WCIIIH
Komuccuu;

- TIPOBOJIUTh TIOMBITKA YHUUTOXKEHUs, MoAudUKAlMU W OJIOKUPOBaHMUS
uHpopmaluy, TiepefaBaeMoi, oOpabaTbiBaemodi u xpanumoint B UCIIIH
Komuccuu;

- IPOBO/IUTH TOIMBITKU HaBSA3bIBAHUS JIOXKHOM MH(OpPMALUY;

- IPOBO/IUTb aTaku C 1Ie/bl0 BbI3BaTh OTKa3bl B pab0Te OT/Ae/NbHbIX
komrioHeHTOB VICITJH Komuccuu.

JIOCTYITHBIM WMCTOUYHUKOM KOH(U/IeHIIMaIbHOW MH(GOpPMaLuu AJis JaHHOTO
BUJAa HapylliuTened MOTYT OBbITh OTYy)XKJaeMble HOCUTeNW UWHGOpPMALWH,
BbIBe/IeHHbIe YCTaHOBJ/IEHHBIM TIOPSIKOM U3 yrioTpeOnenus. Hapyimmrenu faHHOTO
BU/]a HE MOTYT MCII0J/Ib30BaTh [Jis peasm3alvuu aTak wraTHbie cpeactBa MCIIIH
Komuccun.
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6.3. BHyTpeHHUe HapyLIUTe/Iu.

K BHyYTpeHHUM HapylLIUTeJsiM OTHOCATCS JIML@, WMeRLue IpaBo
MOCTOSSHHOTO WM  Pa3oBOro  JOCTyrna K TeXHWYeCKUM CpeACcTBaM U
vH(popmaroHHbeM pecypcaMm VCITIH Komuccuu:

3apeructpupoBaHHbie nosib3oBarenu MCII/H;

nviia, obecrieynBarolive (PYHKLMOHUPOBaHWE WH(POPMAI[MOHHBIX CUCTEM
W obC/Ty>KUBaKOIIMX WHGPACTPYKTYpy oreparopa (aMUHUCTpATOpa, OXpaHa,
yOOPIIVKY U T.[.)

L, TIpUBJIEKaeMble [Jid YCTaHOBKM, Ha/laJKM, MOHTaKa U MYCKO-
HasaI0uHBIX paboT;

aJIMUHUCTPATOPbl ~ MH(GOPMALIMOHHBIX  CHACTeM W aJIMUHUCTPATOPbI
Ge30macHOCTH.

B cBs131 € 3TUM NIPUHUMAIOTCA C/IeYIOIUe OrpaHUueHUs U MPeTIo/I0KeHUs]
0 XapakTepe eUCTBUM MOTeHLUaTbHbIX BHYTPEHHUX HAapyLIUTEeeM:

pabora 1o 1o60py KaJpoB U CIeliaJbHO MMPOBOAVMBIE OPraHU3aLMOHHO-
TeXHUYECKME MEpOIPUATUSI MCK/IOYAOT BO3MOXKHOCTb CO3[lJaHWsl  KOaTULUK
HapyIIHUTe/Ied, TO eCTb 00beZJMHeHUs (3arOBOPOB) M HAITPABJ/IEHHBIX JAEMCTBUM 10
TIpeoZio/IeHUI0 TIOACUCTEMBI 3allUThI IBYX U O0jiee HapylIuTeel;

HECaHKLIMOHWPOBaHHbIe  /EWCTBUSI HapylLUUTeserd MOryT He UMeTb
Tpe[HaMePeHHOT0 XapakTepa U ObIThb C/e/CTBUEM OIIMOOK TI0Jib30BaTesieH,
a/IMUHHACTPATOPOB, KCTUTyaTUPYIOIero U 06CIyKUBaroliero repcoHara;

JIeTaJIbHbIM  JOCTYIl TOCTOPOHHUX /ML B TIOMeIlleHUs], T[e pa3MellleHbl
komnoHeHTbl MCII[IH Komuccum, u K uHopmMmalioHHbIM pecypcam WCITIH
VICKJIFOUAeTCsl PUHSATBIMA OPTraHU3al[MOHHBIMU W/WIU TEXHUUECKUMU MepaMU Ti0
obecrieueHHI0 TIOpsiZKa [JOCTyNla B TIOMeILeHUs, OXpaHe TeppUTOpUH U
OpraHusalMi TIPOMYCKHOTO peXXuMa Ha 00BeKTaX, a Takke BHeJpeHUeM
He0OXO/IUMBIX 3alllUTHBIX Mep U YCTpoicTB B 06opyaoBanue UCII/IH;

[To BO3MOXXHBIM ClLieHapUsiM BO3/|eCTBUSI BHyTPEHHUE HapYLIWUTeIU MOTYT
ObITb K/IaCCU(UIIMPOBAHBI KaK 3/I0YMBIIIJIEHHUKHA, TO €CTb JIIja, KOTOpbIe
1|e/leHaripaBJeHHO CTaparoTCs MPeo/ioyieTb CUCTEMY 3all[UThl M HaHeCTH yiiepo, u
HapylUWTeNnW, KOTOpble  COBEpPLIAOT  HEeCAaHKLMOHWDOBAaHHbIE  IEUCTBUS
HEYMBIIIJIEHHO, HO 3TU [eHCTBUSI TakKe MOTYT HaHeCcTh yIepd W [AOJDKHBI
YUUTBIBATHCS MPU MTOCTPOEHUM CUCTEMBI 3alLUTHI.

B03MOXHOCTM BHYTpDeHHero HapylUWTessl CyILIeCTBeHHO 3aBUCAT OT
JIeMCTBYIOLIMX B TpejiesiaX KOHTPOJIMPYeMOW 30HbI OrpaHUUMTEbHBIX (DAKTOPOB,
peasiM3alui KOMIUIeKCa aJMUHUCTPAaTUBHBIX, DEXUMHBIX U OpraHU3al[MOHHO-
TeXHUUYEeCKMX Mep, HalpaB/ieHHbIX Ha I[peJoTBpalljeHle U I[peceyeHue
HeCaHKLIMOHWPOBAHHBIX [IeMCTBUM MOJ/Ib30BaTe/led U aJ[IMAHACTPAaTOPOB CHUCTEMBI,
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HapyllleHus1 TIOpsiika JIoOlyCcKa MW KOHTPOJIA CTOPOHHUX JIMI] BHYTpHU
KOHTPOJIMPYEMOW 30HbI, TpeJoTBpallleHue HeCaHKMOHUPOBAHHOTO [IOCTyIIa
ronb3oBaresien K pecypcam VCIT[IH Komuccuy, a Tak ke KOHTPOJIb 3@ MOPSIIKOM
oOpaiijeHus1 KOHGHUAEHIMAaTbHONM HHMOpMAI[UH.

6.3.1. Cotpyguuk OpraHuzaldyd, He SBJ/SIIOLIUNCS 3aperucTPUPOBAHHBIM
nonb3oBatesieM WCIIJH OpraHuzaiuyd, HO HMeEROI[MHA MpaBO [JOCTyna B
KOHTPOJIUPYEMYIO 30HY.

6.3.1.1. Onmcanue HapyIuTeseii (CyObEeKTOB aTak).

BHyTpeHHMe HapylIMTeM XapaKTePU3yITCS TeM, UTO UMEKT NPAKTAYeCKU
HEOTPaHWUYEeHHYI0 BO3MOXKHOCTb 10 foctyny K siemMeHTtamM WCIIIH u wux
KOMMYHUKALIMOHHBIM JIMHUSIM. K BHYTDEHHUM HapYLUWTE/SM [JAHHOTO BHUJA
OTHOCSTCSI TEeXHWYECKUd W BCIIOMOraTe/lbHBbIM TepCOHal  MoJpa3e/leHUN
usHeobecrieueHuss 06beKTOB Komuccuu, UMEROIUM JOCTYN B TTOMEIeHus, T/e
ycraHoBieHo obopyaoBanue MCITIH Komuccuu.

6.3.1.2. IIpegnonoxenust 06 uMetoleiics y HapyuuTessi uHdopMalu 06
o0BbeKTax aTak.

[Ipeanonaraercs, 4YTO HapyLUWMTeIW [JaHHOTO THUIMA J[OIMOJHUTENBHO K
vH(OpMaluK, UMelolllelicsl Y BHeIIHero HapylluTe/isi U OMNMcaHHOW B M. 6.2.1.2,
MOT'YT:

pacroJ/iaratb UMeHamu (JIOTMHaMW) 3aperMCTPUPOBAHHBIX M0JIb30BaTenen
NCII/IH, a Tak’)Ke BeCTH pa3BeJKy MapoJier 3aperiCTpUPOBaHHbIX 0JIb30BaTe/eH;

HUMeTh TIpeficTaB/ieHre 00 opraHu3al[iu paboThI T0J/Ib30BaTesiel, TopsaKe U
TipaBU/iaX CO3/laHusl, XpaHeHUs U fepeiaurd UH(OpMal1u.

6.3.1.3. [IpeamnosoxeHust 00 UMEIOLUXCsl Y HapYIIUTE/ISAX CPe/ICTBaX aTak.

[IpeamnonaraeTcsi, UYTO BHEIIIHUM HApYIIUTE/Ib JAHHOTO BU/IA IOTIO/THUTETEHO
K CpeACTBaM OCYIIeCTB/IeHUS aTak, ONMUCAaHHBIX BbIille B MYHKT 6.2.1.3, MoxeT
WICTI0/Ib30BaTh CEPUIHO M3rOTOB/sieMOe ClieljdaibHOe 000pyZoBaHUe U CBOOOHO
pacripoctpansieMoe 110, npenHa3HaueHHble /i1 CKAHUPOBAaHUSI U KOIMHMPOBAHUS
MHGMOPMAI[MOHHBIX PeCcypcoB pabOouuX CTaHI[UH, HW3MeHeHUs KOH(UTyparuit
pabounx cTaHIMH, BKIIOYasi KOHPUTyparuu CpeiCTB 3alUThl MHGOPMaLUUA W/ UIH
BHECEHHs B CUCTeMY BpPeJJOHOCHOTO IPOrPaMMHOI0 KO/ia.

6.3.1.4. On1caHye KaHaIoB aTak.
JlornonHUTeNIBHO K aTakaM, JOCTYITHBIM HapyLUWUTe/IH, OMUCAHHOMY B II.
6.2.1.4, paccmaTpuBaeMblii THIl HapyLIATeIsl MOJKET OCYIIeCTBJATb IOMNbITKU
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HeCaHKLIMOHUPOBAHHOTO Joctyna K pecypcam HMCIIIH Komuccuu ¢ 1enbro
rosiyueHusi WHGOpPMAI[UKM, ee TIOJMEeHbl WM YHUUTOXKEHHs, BK/IOUasi 00XOof
CYILL[eCTBYIOILLIUX CPeZCTB 3alliuThl UH(POPMALIUU, C WCIIO/Ib30BaHUEM CJIe[IyHOIIUX
aTak:

rmogbopa W TMOAMeHbl  uJeHTH(UMKaTopa  (Bblaua  cebs  3a
3aperuCTpMpoOBaHHOIO MOJIb30BaTe/Is1);

MOTyUeH!s ayTeHTU(PUKALMOHHOW MH(POPMal[1H JierajJbHbIX M0/b30BaTeem
TIOCPe/ICTBOM CKaHUPOBAHHs OTKPBITHIX MTOPTOB Ha pabourx CTaHIUSAX U CepBepax;

aTak, OCHOBAaHHbIX Ha TieperosiHeHud Oydepa, TeHepUpyeMbIX C
WCII0J/Ib30BaHMeM CIieLiuaIM3upOBaHHbIX IPOrPaMMHBIX CPe/iCTB;

BHe peHus1 BpeoHOCHOro [10;

TIOTILITOK BPeMEeHHOW WM TIOJTHOW OCTAaHOBKHM PAabOTHI TMOCPeACTBOM aTak
KJ/IacCa «0TKa3 B 00C/Ty>KMBaHU».

ITOCTYITHBIM HCTOUHUKOM KOH(bU/IeHIIMaIbHOW MHMOpPMaluu AJis JaHHOTO
BUJA HapyluTened MOTYT OBbITh OTYy)XKJaeMble HOCUTeNM WHGOpMAIWH,
BbIBe/IEHHbIE YCTaHOB/IEHHBIM TTOPSIKOM U3 YIIOTPeOIeHHsI.

6.3.2. 3apeructpupoBaHHsble nosb3oBarenu UCITJx Komuccuu.

3apervcTpyupoBaHHbii  Tionb3oBatesib  MICITJH  Komuccun — vmMmeet
CaHKIIMOHHMPOBAHHBIA JOCTYIT K paboTe B CHCTeMe C HMCIOJ/Ib30BAaHUEM IITATHBIX
arrapaTHbIX U [IPOrpaMMHBIX Cpe/CTB.

B cBoio ouepeib, 3apervuCTPUPOBAHHBIA TI0Jb30BaTe/lb MOXKET ObITh
JOMyLeH K UCMO/b30BaHUIO LIM(POBaIbHBIX (KpUMTOrpapuueckux) CpefCTB, He
uMest jerasiibHOro gocrymna K CK3U u ux kiroueBoil MHQOpMaLUU.

6.3.2.1. Oncadue HapyimMTe el (CyObeKTOB aTak).

3aperucTpypoBaHHbIN M0/b30BaTe/b, UMEIOIUI CTaTyC aJ[MAUHUACTpaTOpa U
OTBeyarluii 3a obecrieueHre Ge30mMacHOCTH, 00/aZaeT MoJHONW UH(MOpPMaIeil o
cucteme (ceTd), UMeeT AOCTYNT KO BCEM TEeXHHUECKHM Cpe/CTBaM 00paboTKH
vHbopMaliui W JaHHBIM, K  CpeJCTBaM  3alliUuThl  WHMOpPMaIUU U
TIPOTOKO/IMPOBaHUs, B TOM UMC/Je M K CpeJCTBaM KpPUMTO3alllUThl, 00/afjaeT
rpaBamMu KOH(PUTYPHUPOBAHUS U aJIMUHHUCTPAaTUBHOM HACTPOWKU. EJUHCTBEHHBIM
VCK/TFOUeHUeM [I7Isl TAKUX T10/Ib30BaTesiell MOKeT SIBJISIThCSI OTCYTCTBUE JOCTYTIa KO
BCeMy OO0BeKTy K/IwoueBOW uWHGOpMAlMK, UCIOAb3yeMOld B  CUCTeMe.
3apervcTpypoBaHHbIe TI0/Ib30BaTelM TaKOW KaTeropuyd OTHOCATCS K UUCTY
TIPUBW/IETUPOBAHHBIX T10/Ib30BaTe ek, Ha3HauaeMbIX M3 uKciia 0c060 JOBepeHHBIX
mil.  Peanusariusi HeoOXOAMMBIX — OpPraHM3AllMOHHO-TEXHUYECKHUX  Mep,
obecTieurBaOIIMX BbITIOJIHEHHEe TpeboBaHUi 1Mo 6Ge30rMacHOCTA TIpU TIpUeMe Ha
paboTy AAHHOI KaTeropuu COTPYIHHUKOB, a TaK)Ke KOHTPOJIb 3a BBIITOJIHEHHEM UMH
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CBOMX [JJO/DKHOCTHBIX 00si3aHHOCTell U COOJIto/ileHreM YCTaHOBJIEHHBIX MpaBUl U
VHCTPYKLMM T03BOJISeT He paccMaTpyMBaTh WX B KaueCTBe MOTEHLMA/IbHBIX
HapyLIUTeseun.

[Tpeanonaraercsi Takxe, UTO MOJIb30BaTeNM, OCYLECTB/ISOLIME y/laleHHbIN
JOCTyN K 3allulllaeMbIM pecypcam, M0 CBOMM BO3MOJKHOCTSIM He TPEeBOCXOJST
BO3MOXXHOCTEM JIOKalbHbIX T[10/Ib30BaTe/ell, HWMEIIIMX [JOCTYNl K IITaTHbIM
CpeJCcTBaM CUCTEMbI, U TI03TOMY OHU OT/IeJTbHO He PAaCCMaTPUBAKOTCS.

6.3.2.2. TIpeamnonoxxeHusi 06 WMeroITeicss y HapyIuTenass uHbopMalu 00
o0BeKTax aTak.

[Ipeamnonaraercs, 4YTO 3aperuCTPUPOBAHHBIA T10JIb30BaTe/b 3HaeT, I10
MeHbIIIer Mepe, OJHO JierajibHOe UMsl JOCTYTIA.

Kpome Toro, 3aperucTpupoBaHHbBIN I0/Ib30BaTelb MOXKET pacrioyiaratb BCeu
uH(popMalyell 0 TOTOJOTUU U TeXHUUeCKUX CpeficTBaX 00paboTKu WHbopMaluu
ceTd, MOJMIHBIM 00BeMOM KOH(W/eHLIMANbHbIX [aHHBIX, K KOTODbIM [JaHHBIM
T0/Ib30BaTe/lb UMeeT [OCTYM, W 00bIMU (parMeHTaMu HeKOH(UeHIIMaTbHbIX
(He 3allUIaeMbIX OT JOCTYIIA IaHHOTO TI0/Ihb30BaTesIsl) AaHHBIX, 00/IaZaTh BCEMU
HeoOXO[MMBIMU aTpuOyTamH, 00ecreunBaKLMMKU I0CTyN (TapojieM), HMeeT
onvcaHve wucnosap3dyeMbix B CK3M kpunrtorpagpuyeckux anaroputMoB W
MPOTOKOJIOB, a TakKXKe K/HueByl0 MHGOpMalMI0 K MMGPOBaJbHBIM Cpe/iICTBaM B
o0Beme, JOCTYITHOM O/IHOMY T10J1b30BaTesio.

3aperucTpypoBaHHbIN MO/Ib30BaTeb 3HaeT CcrelqudUKy 3a/ay, pellaemMbiX B
WCIT[In Komuccuu, 1 hyHKIIMOHAIbHBIE 0COO@HHOCTH PabOThI CHCTEMBI, a TaKXKe
XpaHeHus1, 00paboTKM U Tiepejaun MH(OPMALUH.

6.3.2.3. IIpeamosioykeHusi 00 UMEIOIINXCS Y HapPYIIUTe/Isi CPeJCTBaX aTak.

Hapymmrenu gaHHOro BHZa 00/1aflal0T BO3MOXXHOCTSIMH UCITOJTb30BAHUS
JOCTYTIHBIX B CBOOOJHOM TTPOJja’ke TEXHUUECKHX U TTPOrPaMMHBIX CPe/ICTB IS

BHECEHUS OIMMOOK M MPOTrPAMMHBIX 3aK/aZIoK B CUCTEMHOE U TIPUK/IaJHOe
I10;

BHe/IpeHUs BpPeZIOHOCHBIX MTPOrpaMM;

XUITIeHUs, YHUUTOXKeHUs, MoAubUKaiuy, OJI0KUpoBaHHsS WHGMOpMaIuu U
HaBsI3bIBaHUSI JIO>)KHOW MH(OpMaI[1H.

6.3.2.4. OnucaHue KaHa/JI0B aTak.

3aperucTpMpOBaHHbBIM T10/1b30BaTe/b AOMOJTHUTE/BHO UMeeT BO3MOXXHOCTD
npsiMoro (u3MYecKoro U TpSIMOro (He Me)KCeTeBOro) [OCTyrna K HeKOTOpOMY
TIOIMHO>KECTBY pPecypcoB ceTH. [IpsMoii AoCTym K pecypcaM MOXeT ObITh
WICII0/Ib30BaH /IS aTak Ha TEXHUUYEeCKHe CpeicTBa 00paboTKY MH(pOpMALUH.
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HaPYH_II/ITEJII/I AaHHOI'O BHA4 AJ/Id pedlri3dllMM dTdK MOI'YT MHCIIO/Ib30BdThb
KaHaJibl CBA3M, PACIIO/IO’KEHHBIE KdK BHYTPH, TdK U BHE KOHTpOHHPYEMOﬁ 30HHI.

6.4. OnpefeneHye TUIOB HapyLIATe/IEM.

[Ipy ormpejeneHUM TUMA HapyLIUTeNss B paMKax [JAHHOrO [JOKYMeHTa
OLIeHUBAaKOTCS:

cTereHb UH(GOPMUPOBAHHOCTH HapYIIUTEIS;

BO3MO>XHOCTb HaPYLLWTEJIS [10 UCII0/Ib30BaHUI0 CPeJICTB aTaKH.

[Ipy onpeneneHWM OrpaHUuYeHHMM Ha CTereHb WH(OPMUPOBAHHOCTH
HapyLLUWTe/Is pacCMaTPUBA/IUCE CIeyIOLue CBeleH s :

coZlepKaHre TeXHUYECKOW JOKYMEeHTald Ha TeEXHAYeCKHe U TIPOorpaMMHbIe
KOMIOHeHThbl CDK;

BCe BO3MOXKHbIE [laHHbIe, Tlepe/aBaeMble B OTKPBITOM BUE IO KaHajaM
CBsi3U, He 3aiuieHHbIM 0T HC/I K uHbopMaluu opraHu3alOHHO-TeXHUYeCKUMU
Mepamu;

CBeJleHUs: O JIMHUAX CBA3W, I[10 KOTOpBIM IlepejaeTcs 3aljvliljaeMasi
VH(pOopMaLus;

BCe TMPOSBJAIOLIMECS B KaHajax CBfA3W, He 3awmmjeHHbix ot HC/ K
vH(OpMaluM OpraHU3allMOHHO-TEXHUUEeCKUMU MepaMH, HapylleHus TMpaBuj
9KCIviyaTtaluu Kpurnirocpeacrsa u COK;

BCe TIPOSBJAIOLIMECS B KaHajax CBfA3W, He 3awmijeHHbix ot HC/ k
vHbOpMaL[MK OpraHU3al[MOHHO-TeXHUYeCKUMU MepaMu, HeHCITPAaBHOCTH U cHbou
TeXHUYeCKUX Kpunrocpeacts u COK;

CBefleHUsl, TIOJlyuaeMble B pe3y/bTaTe aHa/iu3a J/0bIX CHATHA/IOB OT
TeXHUUeCKUX KpurrocpeactB U COK, KoTopbie MOKeT nepexBaTUTh HapYLLUUTeIb.

Tab6smia 7. COOTBETCTBHE TUITA HAPYIITUTEJISI U CTETIEHH ero MHPOPMaTHBHOCTH

Tun HapyluTe/en CrerieHb MTHGOPMUPOBAHHOCTH

H1 -H2 PacronararT TOJBKO JOCTYITHBIMU B CBOOOZHOM MPO/jake anrapaTHbIMU
KOMITOHeHTaMu Kpunrocpezacrsa 1 COK

H3 - H6 MoryT pacrioarate HHGpOpMalyei 060 Bcex CeTsIX CBs3U, pabOTarOIINX
Ha eJJMHOM KJ/Iroye

H5 - H6 PacronararoT Hapsiy € IOCTYTTHOM B CBOOO/IHOM TTpofiaKe
JIOKyMeHTaLuel Ha kpunrocpeAcTBo U CPK McxXoaHbIMU TEKCTaMU
TIPUKJIAIHOTO TTPOrPAaMMHOTO 00ecrieueHust

H6 Pacniosiaraet Bceli foKyMeHTaLMeld Ha Kpuntocpecto U COK

[Tpu ompeze/eHUM OTpaHUYEHUN Ha WUMEIOIMecs y HapyIIUTessl CpefCcTBa
aTakK, B UaCTHOCTH, paCCMaTPHUBAIOTCS:

anrapaTHbIe KOMIIOHEeHTHI KpuritocpezictBa u COK;

JIOCTYTIHBIe B CBOOO/JHOMU TpO/jaXke TeXHUUECKHE CPeZCTBA M IMPOrpaMMHOe
obecrieyeHue;
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CrieluajbHO pa3paboTaHHbIe TeXHUYEeCKHe CpeACTBa M IIPOrpaMMHOe
obecrieuenue;
LITaTHbIE CPe/ICTBA.

Tabnuua 8. Bo3aMOXHOCTM HapyLunTenemn no NCnosib30BaHMIO CPeacTB aTak.

Tun ArnrapaTHsle [IITaTHbIe CcpescTBa JlabopaTopHbIe
HapyLIUTesIs KOMITOHEHTBI VCCJIe[JOBaHUS

kpunirocpezcrsa U COK

H1 PacrnionararoT TO/1BKO MoryT ucrosb30BaTh —
JOCTYIIHBIMU B LITaTHbIe Cpe/iCTBa
cBOOO/IHOM TIpoZaKe TOJIBKO B TOM CJly4ae,
anrapaTHbIMU e/ OHU PacIio/IoKeHbl
KOMITOHeHTaMU 3a rpeziesiaMu
kpunrocpezictBa U COK | KOHTPO/IMPyeMOU 30HbI

H2 BosmoxxHoCTH 110

H3 JorosHuTeIbHbIE HCII0JIb30BaHUIO

H4 BO3MOXXHOCTH I10 LITAaTHBIX CPEJICTB MoryT nnpoBoUTb

H5 M0JIy4eHHUIO arlfapaTHbIX | 3aBUCAT OT sabopaTopHbIe
KOMITOHEHT peann30BaHHbBIX B WCC/1el0OBaHUsA
kpunrocpeactBa 1 COK | nHGOpMaLMOHHOM KPHUIITOCPE/ICTB,
3aBUCAT OT CUCTEME WICII0/Ib3yeMBIX 3a
peayM30BaHHbIX B OpraHU3allMOHHBIX MEP npejiesiaMu
MH(POPMaLIMOHHOU KOHTPO/IUPYEeMOM 30HbI
cucreme r“H(OopMaI[MOHHOM
OpraHu3allMOHHBIX Mep CUCTeMBI

H6 Pacrionaratot mo6biMu
arnrnapaTHbIMU
KOMITOHeHTaMu
kpunirocpezcrsa U COK

B cootBerctBuM ¢ Kkinaccudukaiuern POCB Poccum U C  yueTom
chopMy/IMPOBAaHHBIX — TMPEATIONOKeHUuH 00 WMeIUXcs y  HapyIIuTeseu
BO3MOKHOCTsX HapyLwutenau MCITIH Komuccuu nogpaszenstoTcs Ha C/ieiyroLue
KaTeropuM U THUIIbI, KOTOPbIe TIpe/icTaBeHbl B Tabmumiie 9.

Tabnvua 9. Buabl Hapywmtenen 6e3o0nacHOCTU NePCOHaNbHbIX AaHHbIX

Bug Kareropus Tun
HapyLuTess Kareropus 1 Kareropus 11 HapyLIuTess
Buennue BHelHMi1 HapyLIUTeNb, HE H1

VIMEIOLMH NTpaB J0CTyIa B
KOHTPOJIMPYEMYIO 30HY

BuyTpenHnue 1. 3aperucTprpoBaHHbIe H2
nosib3oBatenu UCITOx
Opranuzaiuu (10J/ib30BaTen)

2. He3zaperucrpupoBaHHble H3
niosnb3oBarenu UCII/H, HO
HMMelolLLIMe [1paBo AoCTyIa B
KoHTponvpyemyro 30Hy
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[Tpy 3TOM BO3MOXHOCTH Hapymmrens Ttura Hi+1 BkmouatoT B cebs
Bo3MO>KHOCTH Hapymmrens Hi (1< i <5), a ciegoBarenbHO, Tpy  BbIOOpE
HeoOXoguUMOro  ypoBHS  Kpurrorpadudeckod — 3ammrtbl  [IJH  ciepyet
paccMaTpyBaTh HAaWBBICILIWKA TUII.

Tabmmma 10. Knaccndukauma MCIMOH OpraHmsaumm no ypoBHAM 3awmTel oT HCL k
nox

VCITOx Komuccun Twun HapywmTesnst YpoBnu 3auurel or HC/I k T1/1H

Bce H3 AK3

6.5. YpoBeHb Kpurrorpauueckoi 3aiiuThl.

B03MO>XXHOCTH BHEIITHEr0 M BHYTPeHHero HapyimTessi 6e3omacHocty [1/1H
nmpu wux obpaborke B UCII[IH KomHCCMM COOTBETCTBYIOT BO3MO>KHOCTSIM
HapywmTens tuna H1, H2 u H3 — cooTrBeTCTBEeHHO, COrnacHO KiaacCU(pUKALUU
HapyiuuTesiel, npuBeseHHol B IIpukaze ®CB Poccun Ne 378 10.07.2014 r «O6
yTBepxaeHud CocTaBa U COJeprKaHus OpPraHu3alMOHHBIX U TeXHUYeCKUX Mep I10
obecrieueHr0 0e30MaCHOCTU TePCOHaNbHBIX JAHHBIX TIpU uX 00paboTke B
VMH(OPMAaLMOHHBIX CUCTEMaXxX MepPCOHA/IbHBIX JJaHHBIX C WUCIO/Jb30BaHUEM CPE/ICTB
KpUnTorpaguueckon 3auuTbl WHGOpMaLM, HEOOXOAWMBIX [/Is1 BbIOJHEHUs
ycTaHoB/IeHHbIX [TpaBuTenbcTBoM Poccuiickoii ®efepariuu TpebOBaHMIM K 3aIlUTe
IepCOHAaNbHBIX JAHHBIX Ui KaX[Oro W3 YPOBHA 3allUILEHHOCTU», WU
«MeToanueckux peKoMeHalusxX Mo pa3paboTke HOPMaTUBHBIX MTPABOBBIX aKTOB,
OTIpe/ieJISIOLIMX YTPOo3bl 0e30MacHOCTU MepCOHANbHBIX JAHHBIX, aKTyasbHble TpU
00paboTKe TMepcoHaNbHBIX JaHHBIX B WH(GOPMALIMOHHBIX CHCTEMa MepCOHaTbHBIX
JJAHHBIX, 3KCIUIyaTUPYeMbIX IIpU OCYIIeCTB/JIEHUM COOTBETCTBYIOLUX BH/IOB
[leATeJIbHOCTU» yTBepKJeHHble pyKoBoAcTBOM 8 Ilentpa ®CBH Poccuy Ne
149/7/2/6-432 ot 31 wmapra 2015 r., kKpunTorpaguyeckvde CpejCcTBa 3alliUThbI
uHpOpMaLiY, HCIob3yemble s 3amuThl [1/1H, obpabatbiBaembix B MCITJH
Komuccun, [o/mKHBI oOecrieurBaTh KpUNTOrpadruyeckyro 3aljuTy M0 YPOBHIO He
HKe ypoBHA KC3.

7. BeiBoaBI
7.1. ATakid BHeIIHero HapyLUWTess,, HarpaB/ieHHble Ha KaHasbl CBS3Y,
MOCPe/ICTBOM  [epexBaTa WH(pOpMalUMd U TIOC/IE[YyIOLIero ee  aHalIu3a,
YHUUTOKeHUS, MoAuHUKalMy ¥ O/10KMpoBaHUS MHPOPMAIUK C WCTI0/b30BaHUEM,
B TOM YMCJie, YSI3BUMOCTel MPOrpaMMHOM Cpe/ibl, a TaKXXe yTeuka WH(opMalyu 110
TeXHUYECKUM KaHajaM TIOZJie)KaT HeuTpaJu3alydd OpraHu3alMOHHbIMU U
TeXHUUeCKUMHU MEePOTPUATUSIMU.
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7.2. BO3MOXXHOCTH BHYTPEHHEro HapyIIUTeNs CYleCTBeHHbIM 00pa3oM
3aBUCAT OT JEUCTBYIOLIUX B Mpejenax KOHTPOJUPYEMOM 30HbI OrPaHUYUTETbHBIX
(dakTopoB, U3 KOTOpPbIX OCHOBHBIM SIBJISIETCS ~ peanu3alidsi  KOMILIeKca
OpraHu3al[MOHHO-TEXHUUECKUX Mep, B TOM UHCJe T0 ToJ00py, pacCTaHOBKe U
obecrieueHHI0 BBICOKOW TIPOECCUOHATBHON TOJTOTOBKM  KaZIpOB, OMYCKY
(U3MUYeCKUX JIWL BHYTPh KOHTDOJMPYEMOW 30HbI W KOHTPOJ/IIO 3a MOPSJKOM
rpoBejieHUss paboT, HarpaB/AeHHBIX Ha TpeJOTBpallleHhe U TpeceyeHHe
HEeCaHKLIMOHUPOBAHHBIX [I€MCTBUH.

7.3. Beugy uckmouutesnbHou ponu B UCII[H Komuccuu nui tuna H3, B
YUCJIO 3TUX JIWL] JOJDKHBI BK/IFOUYATbCS TOJIBKO [OBepeHHble JULja, K KOTOPbIM
TIpUMeHeH KOMIIIEKC 0COObIX OpraHM3al[MOHHBIX Mep I0 WX TMoA00pY, TIPUHITUO
Ha paboTy, Ha3HAueHWI0 Ha [JO/DKHOCTb W  KOHTDPOJIIO  BBITIOJIHEHUS
(byHKIMOHABHBIX 00s13aHHOCTEH.

7.4. Jlnuga tdna H3 oTHOCATCA K BepoOsATHbIM HapyuwuTensMm. Cpeau juL
turia H3 Haubosiee OMAaCHBIMM BEPOSITHBIMUA ~ HApYIUIUTENSMUA  SIBJISTFOTCS
nonb3oBaresii VICIT/IH, ynmo/JIHOMOYeHHbIM MepCOHaa, KOTOPbIM Ha JOTOBOPHOM
OCHOBe WMeeT TIpaBO Ha TeXHUUeCKoe OOC/Iy)KWBaHHWE U MOJUPHUKAIIIO
koMmrnoHeHTOB VICIT/IH, a Takke afIMUHUCTPATOPbl MH(OPMAI[MOHHON CHUCTEMbI U
a/IMUHHACTPATOPbI 6€301aCHOCTH.

Ha ocHOBaHMM MOCTPOEHHOM MOJe/Id HapyIIUTessi, B YUaCTHOCTU, OTIMCAHUS
BO3MOJKHOCTeM HapymwuTesed U IlocraHoBsenusi [lpaButensctBa Ne 1119 ot 1
HOs10pst 2012 r. MOXKHO czenath BeIBoA, uTo Ayt VICTI/IH Komuccuy akTyasibHbI
yrpo3bl 3-TO THUIla, He CBsA3aHHble C HaAUyMeM HeJOKyMeHTHUPOBaHHbBIX
(HeeK/IapupOBaHHbIX)  BO3MOXXHOCTEM B CHCTEMHOM M TIPUK/JIaJHOM
TIPOrpaMMHOM obecrieueHUH, Mcrosib3yeMoM B ICIT/IH.

[IpencraBieHHass Mogesb yrpo3 € OnMcaHueM BepOSTHOTO HapyLUUTes /IS
WUCII[IH [Ao/pKHA  WCTOMB30BaThC TpA  (OPMUPOBAHMM  0OOCHOBAHHBIX
TpeboBaHM Oe3omacHocTH wuHMOpManmu W Tpu  npoektupoBaHuu C3I1JH
NCIIOn. CpencTBa 3aliuThl MH(OpPMALMM, WCHOJb3yemble s 3amuthl [1]1H,
obpabateiBaembix B MCII[IH OpraHu3aiyy, [JO/DKHBI HWMeTb CepTH(hUKATEHI
COOTBETCTBUS To TpeboBaHUSIM VH(OPMaLMOHHOU Ge3omacHoCTU
COOTBETCTBYHOLLIEr0 KJiacca.
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