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[MOJIMTUKA
vHbOpMaI[MOHHOM 6e3011acHOCTH TIpU paboTe C rMepcoHaTbHBIMU TAHHBIMU
B IB/Ie/TbCKOM TOPOACKOM TeppUTOPHA/IbLHONM M30MpaTe/IbHOM KOMUCCHN

OITPEJE/IEHUA

B HacTrosmeM [JOKyMeHTe WCIIONb3YIOTCA C/eAylole TepMUHbl U HX
ornpejeneHus..

ABTOMAaTH3MpOBaHHAasA CHCTeMa - CHUCTEeMa, COCTOsIas M3 TepcoHasa |
KOMILJIEKCa CpeJCTB aBTOMAaTW3alluM ero JesTe/IbHOCTH, peajuv3yrollas HH(pOopMa-
LIMOHHYIO TEXHOJIOTUIO BBITIOJIHEHUS] yCTaHOB/IEHHBIX (DYHKLIMH.

AYTEHTI/I(l)HKaHHH OTIIPABUTE/IA JddHHBIX - IIOATBEpXXJAeHue TOro, 4tTo
OTIIPpABUTEJIb ITOJIYYEHHBIX NdHHBIX COOTBETCTBYET 3d4AB/IEHHOMY.
be3onacHocTh MNE€EPCOHA/IBHBIX AdHHBIX - COCTOAHHE  3dlUIIEHHOCTHU

MepCcoHaNbHbIX  JAHHBIX,  XapaKTepu3yeMoe  CIIOCOOHOCTbIO  TIOJIb30BaTersel,
TEXHUUYECKUX  CpPeACTB M HMHGOPMALMOHHBIX  TeXHONOTWd  obecreuunThb
KOH(U/eHLIMA/IbHOCTD, LeJIOCTHOCTh M JJOCTYITHOCTh NePCOHA/IbHBIX JAHHBIX MPU UX
o6paboTke B MHPOPMAL[MOHHBIX CCTeMaX MepCOHATbHbIX JaHHBIX.

BbuomerpuuecKkue mnepcoHa/bHbIEe [aHHbIe -  CBeJieHUS, KOTOpbIe
XapaKkTepu3yloT (r3noornyeckie OCOOEHHOCTH uesloBeKa MU Ha OCHOBe KOTOPBIX
MOJKHO YCTaHOBUTh €r0 JIMYHOCTb, BK/ItOUasi pororpaduu, oTreyaTku mnasniblieB, obpa3
CeTyaTKH rJa3a, 0CO0eHHOCTH CTPOEHMUSI TeJla U IPYTYI0 MOoA00HY0 MH(POPMALIHIO.

bokupoBaHue TEePCOHA/IBHBIX J[AHHBIX - BpPEMEHHOe [peKpaljeHue
00paboTKM TepCOHAMBHBIX [aHHBIX (3a WCK/IIOUEHWeM C/aydaeB, eciu o0OpaboTka
Heo0OXo/iMMa /1151 yTOUHeHHs! TIepCOHAbHBIX IaHHBIX).

Bupyc (KoMnbTepHbIH, MPOrpaMMHBIN) - UCTIO/IHSIeEMbIH MIPOrpaMMHBIN KO/
WA WHTeprpeTUpyeMblii HaboOp WHCTPYKLUM, oOajarommii CBOWCTBAMHU  He-
CAaHKLIMOHMPOBAHHOIO  PaclpoOCTpaHeHus1 W camMoBocrnpou3BesieHusi. Co3maHHbIe
Ay6/MKaThl KOMIBbIOTEPHOTO BUpyCa He BCerja COBMAJalOT C OPUTMHAIOM, HO CO-
XPaHSIIOT CII0COOHOCTS K Jla/ibHelileMy pacripoCcTpaHeH!IO ¥ CaMOBOCIIPOM3BeIeHUIO.

BpefoHocHaa mporpaMma - IporpaMma, IpejHa3HaueHHasl /i OCYILeCTB-



JIeHWsI HeCaHKI[MOHMPOBAHHOI'O [OCTyrna W (Wd) BO3AEMCTBUS Ha IepCOHAabHbIe
JlaHHbIE WIH pecypCbl UHPOPMALIMOHHOM CUCTEMBI ITePCOHA/IbHBIX JaHHBIX.

BcnoMoraTe/nbHbIe TeXHHYECKHEe CpeACTBAa M CHUCTeMBbI - TexXHUYecKue
CpeACTBa U CUCTeMbl, He TIpeJHa3HaueHHbIe [Jis1 repejaund, oOpabOTKW M XpaHeHUs
MepCOHa/bHBIX JJaHHbIX, YCTaHAB/IMBAaeMble COBMECTHO C TEXHUUECKUMHU CpPe/ICTBaMHU U
CUCTeMaMH, TpeJHa3HaueHHbIMU [/1s1 00pabOTKM TepCcoHaNbHBIX [JJaHHBIX WA B
MOMEILeHUsIX, B KOTOPbIX yCTaHOBJIEHbI MH()OPMALMOHHbIE CHUCTEeMbI MEPCOHATbHBIX
JAaHHBIX.

JlocTyn B onepanuoHHYI0 cpeAy KoMmnbioTepa (MH(pOPMAaIMOHHON CHCTEeMBbI
MEepCOHA/TBbHBIX [AHHBIX) - TIOJlyueHWe BO3MOKHOCTM 3allyCKa Ha BBINIOJIHEHHE
IITaTHBIX KOMaHJ, (DYHKLMM, TIpOoLleJyp OIepalOHHOU CUCTeMBbI (YHUUTOXKEHUS,
KOTMMPOBaHUs1, riepeMellieHUs U T.11.), UCTIOHSIeMbIX (ail/ioB MPUK/IaZHbIX POTPaMM.

Joctyn kK uH@oOpMauuu - BO3MOXXHOCTb TOyyeHUsi WH(OpMaluu U ee
VICII0J/Ib30BaHUSI.

3aK/1afilouHoe YCTPOMCTBO - 3JIEeMEHT CpeJCTBa ChbeMa MH(pOpPMaLU, CKPbITHO
BHe/IpsieMbI  (3aK/1a/IbiBaeMblii WM  BHOCHUMBIM) B MeCTa BO3MOJKHOTO Chbema
uHpopMaly (B TOM UYHC/ie B Orpax/eHre, KOHCTPYKLIMIO, 000py/0BaHue, TIPeIMeThI
WMHTepbepa, TPaHCIIOPTHbIE CPE/ICTBA, a TAaKKe B TeXHUUECKUe CPe/iCTBa U CUCTEMBbI
06paboTKy nHbOpPMAIUK).

3amumaemass wuHpopManua - wuHGoOpMaLMs, SB/SAIOLIASCS IPeAMETOM
COOCTBEHHOCTH U TIOZIeXKalljasi 3all[UTe B COOTBETCTBUM C TPeOOBAaHUSIMM TIPABOBBIX
JOKYMEHTOB WM TpeOOBaHUSIMU, yCTaHABIMBaeMbIMU COOCTBeHHUKOM MHGMOpMALWH.

NpenTudukamusa - TIpUCBoeHHe CyOBeKTaM U 00BbeKTamM /IOCTyTia
uaeHTUdUKaTopa U (MM) CpaBHeHUe MpebsB/ISeMOro UeHTU(PUKATOpa C TiepeuHeM
TIPUCBOEHHBIX UIeHTU(HHUKATOPOB.

NudopmaTuBHBIN CUrHaja - S/eKTPUUeCKWe CUTHajibl, aKyCTUUecKue,
3/1eKTPOMAarHuTHele U Apyrue ¢u3nueckue MoJjisi, Mo MapaMeTpamM KOTOPBbIX MOXKeT
ObITh packpeiTa KoHbUAeHIMa/nbHasi UWHbopMalusi (TlepcoHa/lbHbIEe aHHbBIE)
obpabaTtbiBaeMasi B MHPOPMALIMOHHOM CHCTeMe TiepCOHAbHBIX JaHHBIX.

NHpopManMOHHBIE TEXHOJIOTUM - TIPOL[eCChl, MeTO/bl TIOMCKa, cOopa,
XpaHeHUst, 00paboTKM, TpeAoCTaB/ieHus], paclpoCcTpaHeHrs UH(GOPMAIUM U CTIOCOOBI
OCYILeCTB/IEHUS] TAKUX MPOLIECCOB U METO/IOB.

NudopMaliuoHHass CUCTeMa MNepcoHaNbHbIX AaHHbIXx (UCIIAH) -
COBOKYITHOCTb ~ COZiepXKaluxcsi B 0a3ax [JaHHBIX T[€PCOHANBHBIX JIAHHBIX U
obecreunBamIUX UX 00pabOTKY WH(POPMALMOHHBIX TEXHOJOTMM U TeXHUYEeCKUX
CpeJiCTB.

Ncnonb30BaHue mNepCcOHA/bHBIX [AHHBIX - JIeMCcTBUs  (omepauuu) C
MepCOHA/IbHBIMU [JaHHBIMH, COBepIllaeMble OMepaToOpoOM B LieJisIX MPUHSATHS PelleHUn
WA COBEpLIeHUs] WHbIX [IeHCTBUM, MOPOXAAIIIMX HOpUAUYecKue TOCIe[CTBUSI B
OTHOLIIEHU! CyObeKTa MepCOHa/NbHBIX JaHHBIX WM [IPYTUX JIUL] JIMOO UHBIM 00pa3om
3aTparvBarollyX MpaBa U CBO0O/IbI CyObeKTa MepcoHaIbHbIX JJaHHBIX WX APYTHX JIUL].



HNcrouHuk yrpo3nsl 0Oe3omacHoctH wuHpopManuu - CyOBeKT [AOCTYIIa,
MaTepuanbHbli O00bEKT UMM GdHU3NUeCcKoe sIBJeHWe, SBSION[HAeCsS TIPUUMHOU
BO3HUKHOBEHUS yrpo3bl 6e30racHOCT MHGOpMaLUK.

KoHTpo/mMpyemasi 30Ha - NPOCTPAHCTBO (TepPpPUTOPHS, 3/laHWe, YacCThb 3/jaHus,
ToMelljeHre), B KOTOPOM MCK/TFOUeHO HEeKOHTPOJ/IMpyeMoe TipeObiBaHHe MMOCTOPOHHUX
JIUL], @ TAK)XXe TPaHCIIOPTHBIX, TEXHUYECKHUX U UHBIX MaTepUaJIbHbIX CPE/ICTB.

KoHuaeHIMaNbHOCTh MNePCOHA/NBHBIX JAAHHBIX - o00si3aTesbHOE ISt
coO/ro/ieHrst OTIepaTOPOM WM MHBIM TTOTYYUBIIAM JOCTYIT K TIepCOHA/TBHBIM JAaHHBIM
mirioM TpeboBaHWe He MOMyCcKaThb MX pacrhpocTpaHeHWe 6e3 cormacus cyObeKTa
MepPCOHA/IbHBIX JJAHHBIX WM Ha/IMUKsi MHOTO 3aKOHHOT'O OCHOBAHMUSI.

MexxceTeBOM 3KpaH - JioKajbHOe (OZJHOKOMITOHEHTHOE) UM (PYHKIIMOHA/IbHO--
pacripefie/ieHHOe TporpaMMHoe (TporpaMMHO-anmapaTHOe) CpeACTBO (KOMIIIEKC),
peanu3yloliee KOHTPOJIb 3a WH(oOpMalyeid, MocTynatoljeli B HWH(OPMAaIMOHHYIO
CUCTEeMY TepCOHa/bHBIX IaHHbIX U (W/N) BBIXOsIel U3 UH(POPMALIMOHHON CUCTEMBI.

HapymmTe/nb 0€30IacHOCTH NMEePCOHA/IBHBIX JAAHHBIX - (U3UUECKoe JIUIIO,
Cly4allHO WM TIpeIHAMEPeHHO COBepIllalolliee JEeNCTBUSA, C/Ie[ICTBUEM KOTOPBIX
ABJIIETCST HapyllleHHe 0e30TaCHOCTH ITePCOHABHBIX [JAaHHBIX IPU HUX 00paboTKe
TeXHUYeCKMMHU Cpe/ICTBaMU B MH(OPMAI[MOHHBIX CUCTeMaX MepCOHa/IbHbIX /JaHHbIX.

HeaBToOMaTH3HpOBaHHAsA 00pad0TKa MepCOHA/TBHBIX JaHHBIX - 00paboTka
TePCOHA/IbHBIX JIaHHBIX, COZIePKAll[UXCsl B UHPOPMAIIMOHHOM CHCTeMe TIePCOHA/TbHBIX
JNAHHBIX MO0 W3B/IEUEHHBIX M3 TaKOH CHUCTEMBI, CUMTAETCsS OCYIeCTBIeHHOW 06e3
WCMO0JIb30BaHUsI CpPEJICTB aBTOMaTH3alM¥ (HeaBTOMAaTHM3UMPOBAHHOM), €C/IM TaKue
JeNCTBUS C TIePCOHAJbHBIMM  [IaHHbIMH, KakK HCI0/b30BaHUWe, YTOYHEHUe,
pacrnpocTpaHeHue, YHUUYTO)KeHHe TePCOHATbHBIX JaHHBIX B OTHOIIEHUM KaXKAO0ro W3
CyOBEKTOB TI€PCOHA/IbHBIX [IAHHBIX, OCYIIECTB/ISIOTCS TIPH HEMOCpeJACTBEHHOM
y4acTUU yesioBeKa.

Hepexk/apypoBaHHble BO3MOXXHOCTH - (YHKLMOHa/bHble BO3MOXKHOCTH
CPe[iCTB BbIYMC/IUTE/TbHOM TeXHUKW, He OIMCaHHble WM He COOTBETCTBYIOLIVE
OMUCAHHBIM B JIOKyMeHTAaIuM, TPH HMCI0/Ib30BaHUM KOTOPhIX BO3MOXKHO HapyllleHue
KOHGUIEHITMATLHOCTHA, JOCTYITHOCTH W/IM 1[eJIOCTHOCTA 0OpabaThbiBaeMOM  WH-
dhopmanuu.

HecaHKIIMUOHUPOBAHHBIN [JOCTYN (HeCAaHKIIMOHHMPOBAHHbIE [AeHCTBHUS) -
JOCTYI K UH(pOpPMaLMi WU AeUCTBUSL C MH(pOpMalMel, Hapylliarollde npaBuia pas-
rpaHUueHus JI0CTyIla C WCIO/Ab30BaHUEM IITaTHBIX CpPe/ICTB, ITIPel0CTaB/IseMbIX
MH(MOPMaI[MOHHBIMU CHCTEMaMU TepCOHaTbHbBIX IaHHbIX.

Hocurens uHdopmamum - ¢usnyeckoe JMILO WIA MaTepUa/bHBIM O00BEKT, B
TOM uuc/e ¢r3nUeckoe rosie, B KOTOPOM HMH(OpMalUsi HaXxOJUT CBOE OTpaKeHWe B
BHJe CHUMBOJIOB, 00pa3oB, CHUTHAjAOB, TEeXHUYECKHWX pelleHuid U TIPOL|eCCoB,
KOJTMUeCTBEHHBIX XapaKTepUCTUK (H3UUeCKUX BeJTUUMH.

O0e3MuMBaHie MEPCOHAIBHBIX JAHHBIX - JIENCTBUS, B pe3y/bTaTe KOTOPBIX
CTAaHOBUTCSI HEBO3MOKHBbIM 0e3 HCIOJb30BaHUs [IOTIOJTHUTENbHOW MHGbOpMaluu



OTpeJieIuTh TPUHA//IE)KHOCTh TIepCOHANbHBIX JIaHHBIX KOHKDETHOMY CYOBeKTy
MepCOHA/IbHBIX JJaHHBIX.

OOpaboTka mepcoHa/LHBIX AAaHHBIX - H000e felicTBUe (omeparysi) WM
COBOKYITHOCTb [€MCTBUM (Omepalyi), COBepllaeMbIX C HWCMOJb30BaHUEM CPe/CTB
aBTOMaTU3aluy Uiu 6e3 KCIo/b30BaHUsl TAKUX CPEe/ICTB C TIepPCOHAMbHBIMU JAHHBIMU,
BK/ItOYasg cOop, 3amuch, CHUCTEMaTW3alyio, HaKOIJIeHWe, XpaHeHWe, YTOYHEHUe
(o6HOBNEHME, V3MeHeHue), V3B/IeUeHue, VICTI0/Ib30BaHue, nepezavy
(pacripocTpaHeHue, TIpe[OCTaBjieHUe, MAOCTyM), o0e3nMuuBaHWe, OJIOKMpOBaHUe,
yJajieHre, YHUUTOXKeHHe MepCOHaIbHbIX JaHHbIX.

OOuefocTynHBIE TEPCOHA/IbHBIE JaHHbIE - TIepCOHA/bHbIe JaHHbIe, AOCTYII
HEOrPaHUUEHHOT0 Kpyra JiML K KOTOPbIM TIpe/loCTaB/ieH C corjacusi cyObeKkTa
MepPCOHAJIbHBIX JA@HHBIX WM Ha KOTOPbIe B COOTBETCTBUM C (pefiepa/lbHbIMU 3aKOHaMHU
He pacripocTpaHsieTcsi TpeboBaHue coOM0eHNs KOH(GUAEeHIIMaTbHOCTH.

Omneparop (mepcoHaNbHBIX [AHHBIX) - TOCYJapCTBEHHBIM  OpraH,
MYHULMTaIbHBIA OpPraH, HpUAUYecKoe WU (U3UYeCcKOoe JIUL0, CaMOCTOSITeNIbHO WA
COBMECTHO C JIPyTMMH JIMIIAMUA OpraHU3yole U (W) OCyI[eCTB/IsOIe 00paboTKy
TepCOHAIBHBIX JIaHHBIX, a TaKXKe Ompefesistoliue 1jeid 00paboTKH TiepCOHATbHBIX
JAHHbIX, COCTaB TIePCOHANbHBIX [aHHbIX, TOJIeXKalux obpaboTke, [geHCTBUS
(omepanmm), coBepliliaemMble C MePCOHATBHBIMUA JaHHBIMMU.

TexHuueckue cpejcrBa HH(OPMALMOHHOM CHUCTEMbl MeEPCOHATbHBIX
AAQHHBIX - CpPe/CTBa BBIUMC/IUTENBHOW TEXHWKH, WH(OPMALMOHHO-BBIYMC/IUTE/IbHBIE
KOMIUIEKCBI W CeTH, CpeJCTBa W CUCTeMbl repejaud, rpuema u obpabortku I1/1H
(cpenctBa U cUCTeMbl 3BYKO3alMCH, 3BYKOYCHW/IEHHs, 3BYKOBOCIIDOM3Be/leHUS,
NeperoBOpHble M TeJeBU3MOHHbIE  YCTPOMCTBA, Cpe/ACTBA  W3rOTOBJIEHUS,
TUP@XUPOBAHUS IOKYMEHTOB U [IpyThe TeXHUUecKue cpefcTBa 00pabOTKU peueBOW,
rpacduueckon, Buieo- u OykBeHHOL[M(POBOM MH(MOPMAIH), TIPOTPaMMHbIe CPeZiCTBa
(omepaliOHHbIe CUCTEeMBbI, CUCTeMbI yIipaBjeHUsi 06a3aMu J@HHBIX U T.I1.), CPe/iCTBa
3alUThl THQOpMAaL[UK, TIPUMeHsieMble B MH(OPMaLMOHHBIX CUCTEMaX.

IlepexBar (MH(oOpMaUM) - HeNpaBOMEPHOe TI0JiydeHHWe WHPOpMaLud C
WCTIO/Ib30BAHNEM TeXHUUECKOTO CPe/ICTBA, OCYILIeCTBIISIOLIET0 0OHApYyKeHHe, TIPHUeM U
06paboTKy MH(OPMAaTUBHBIX CUTHAIOB.

IlepcoHanbHbIe JaHHbIe - M00as WHGOpMAaLUs, OTHOCSIIASACS K TMPSIMO WU
KOCBEHHO OIlpe/ie/IleHHOMY WA orpefenisieMoMy ¢Gu3ndyeckoMy JuLy (CyObekTy
MepPCOHAJIbHBIX [JaHHBIX);

IToGouHbIe 3/IeKTPOMAarHUTHbIE W3/TyYeHHs] U HABOAKH - 3/IeKTPOMarHUTHBIE
W3yyeHUsT TeXHUYeCKUX CpeJCcTB 00paboTky  3aijuilaemMod  HH(pOpMaLUY,
BO3HMKalOIMe KaK MoO0YHOe siBjieHWe U BbI3BaHHbIE 37IeKTPUUECKWMHU CHIHajlaMy,
JeUCTBYOIIMMHA B MX 3JIKTPUYECKMX M  MarHUTHBIX Lensx, a Takxke
3JIEKTDOMAarHuTHble HABOJKM STUX CUTH&JIOB HA TOKOMPOBOJSALIME  JIMHUU,
KOHCTPYKLIMY Y LIeMU MATaHusl.

IToIUTHKA «4YMCTOr0 CTOJIA» - KOMIUIEKC OPraHM3al[MOHHBIX MEpPOIPUSITHH,



KOHTPOJIUPYIOILIMX OTCYTCTBHE 3alMChiBaHUs Ha OyMakHble HOCUTENM Kiroued u
aTpubyTOB /0CTyTa (TapoJieii) U XpaHeHHUs1 UX BO/MM3K 00BEKTOB JOCTYTIA.

IToib30BaTe/ b HH(POPMALMOHHON CUCTEMBI MePCOHANbHBIX AAHHBIX - JIULIO,
yuacTByloillee B (DYHKIIMOHUPOBAHWM WHGOPMAIIMOHHONW CUCTEMbl T1€PCOHA/IbHBIX
JAaHHBIX WU UCTIO0JIb3YIolllee pe3y/bTaThl ee (hyHKIIMOHUPOBaHUSI.

IlpaBuna  pasrpaHuyeHvsi JAOCTyHla -  COBOKYIIHOCTb  [paBWI,
perjamMeHTHUPYIOLLIMX MpaBa A0CTyra CyObeKTOB A0CTyIa K 00beKTaM AOCTYyTIa.

IIporpaMmMHas 3akK/jafKa - KO, MporpaMMbl, TNpeJjHaMepeHHO BHECEHHbIN B
MpOrpaMMy C 11eJIbI0 OCYII[eCTBUTh YTeUKy, W3MeHUTb, OJIOKWPOBATb, YHUUTOXKUTh
WHGOPMAIIMI0O WIM YHUUTOXKUTb W MOAW(UIIMPOBAaTH TIPOrpaMMHOe obecriedyeHre
MH(MOPMAI[MOHHOW CHUCTeMbl TI€PCOHA/LHBIX [JlJaHHBIX U (WM) OJOKMpOBATh arra-
paTHbIe Cpe/iCTBa.

ITporpammHoe (mporpamMMHoO-MaTeMaTU4ecKoe) BO3/lefiICTBHe -
HeCAHKIIMOHUPOBAHHOEe  BO3/JeMCTBME  HAa  pecypchl  aBTOMAaTU3MPOBAHHOU
MHGMOPMAI[MOHHOM CUCTEeMbI, OCYIIEeCTB/IsiIEeMOe C MCIO/b30BaHUEM BpeJOHOCHBIX
TIporpamm.

PackpbiTHe MEePCOHA/IBHBIX [JAaHHBIX - YMBIIUIEHHOE WM CydaiiHoe
HapyllleHre KOH(U/IeHIIMa/IbHOCTH MepPCOHATbHBIX JaHHbBIX.

PacrnipocTpaHeHyie nepCcoOHa/IbHBIX JAaHHBIX - JIEMCTBUs, HarlpaB/ieHHble Ha
PacKphbITHe TIepCOHA/bHBIX /IaHHbIX Heorlpe/ie/IeHHOMY KPYTY JIHII.

Pecypc mH(pOpPMAI[MOHHOW CHUCTEMBI - WMEHOBAHHbIA 3/IeMEHT CHCTEeMHOTO,
TIPUKJ/IaJHOTO WJ/IM arlrapaTHOro obecrieueHus: GyHKI[MOHUPOBaHUS WH(MOPMAIIMOHHON
CUCTEMBI.

ChnenuabHble KaTeropuM nepcoHa/IbHbIX JAHHBIX - TIePCOHAJIbHBIE [JaHHbIe,
KacaroIyecsi pacoBOM, HAI[MOHA/IbHOW TPUHA/IEKHOCTH, TIOIUTUUECKUX B3TJISI/IOB,
PEJIUTUO3HbIX WM (GUI0COPCKUX YOeXKIeHWM, COCTOSIHUS 3[[0pPOBbS U WHTHUMHOM
JKU3HU CyOBbeKTa TepCoHa/IbHbIX JaHHbIX.

CpeacTBa BbIUMC/INTETbHOU TEXHUKH - COBOKYTHOCTh MPOrPAaMMHBIX U TeX-
HUUYECKMX 3JIEMEHTOB CHCTeM 00pabOTKH [JaHHBIX, CITIOCOOHBIX (PYHKIIMOHHUPOBATh
CaMOCTOSITEe/IbHO WM B COCTaBe APYTHUX CUCTEM.

CyobeKT paocryma (Cy0OBEKT) - /HMII0 WX TIPOLIeCC, JeWCTBHSA KOTOPOTO
perjiaMeHTHMPYIOTCS PaBU/IaMU pa3rpaHuyeHusi JOCTyma.

TexHuyeckuil KaHa/l yTedykd WH(OPMAaIUM - COBOKYIMHOCTb HOCUTENS WH-
dopMmaiuu (cpesictBa 00paboTKM), (hU3MUECKON Cpefbl pacrpoCcTpaHeHHs1 WHGMOp-
MaTHUBHOT'O CUT'HAJIa ¥ CPeJICTB, KOTOPBIMH /I0ObIBaeTCs 3amuiiiaeMast iHGopmariys.

TpaHcrpaHnuHass 1mepejaua MepPCOHA/JbHBIX JAAHHBIX - [epejaya
MepPCOHA/IbHBIX JlaHHBIX OrepaTopoM 4depe3 ['ocyzapcTBeHHYI0 rpanully Poccuiickou
desepaliid OpraHy BJIaCTU MHOCTPAHHOTO TOCY/lapCTBa, (PU3UUECKOMY WU
IOPUIUUECKOMY JIMLY MHOCTPAHHOI'O TOCy1apCTBa.

Yrpo3sl 0e30MacCHOCTH MEPCOHA/TBHBIX JAAHHBIX - COBOKYITHOCTh YCIOBUM U
(hakTOpOB, CO3/AIOIINX OMAaCHOCTh HECAaHKLIMOHUPOBAHHOTO, B TOM YMUCJIe CTyYarlHOro,



JocTyna K TepCOHaJbHbIM JaHHbIM, pe3y/JbTaTOM KOTODOT'O MOJXKeT CTaThb
YHUUTO)XeHHe, H3MeHeHUe, OJIOKMpOBaHWe, KOMMpPOBaHWe, PpaclpoCTpaHeHUe
MepCoHa/bHBIX JaHHBIX, @ TaKXe WHBbIX HeCaHKI[MOHUPOBAHHBIX [eWCTBUM MpPU MUX
06paboTKe B MH(GOPMALIMOHHOM CHUCTEME MepCOHAMbHBIX JAaHHBIX.

YHUUTOXXeHHe TepPCOHA/IbHBIX JaHHBIX - [IeliICTBUS, B pe3y/bTaTe KOTOPbIX
CTAaHOBUTCSI HEBO3MOXXHbIM BOCCTAaHOBUTBH COZiep>KaHUWe T1epCOHAMbHBIX MJAHHBIX B
MH(OPMAaIIMOHHOW CHUCTeMe MePCOHA/bHBIX [JaHHbIX W (WIM) B pe3y/ibTaTe KOTOPbIX
YHUUTOKAIOTCSI MaTeprajibHble HOCHUTEe/U MepCoHabHbIX JaHHbIX.

YTeuka (3amuijaemoil) uHGopMalUuM N0 TeXHUYECKUM KaHajlaM -
HEKOHTPO/IMpyeMOe paclpoCTpaHeHWe WH(POpPMalMM OT HOCUTessl 3allyilaeMoun
vHpopMaliuu  yepe3  (U3MUECKyH0 CpeAy [0  TEeXHUUEeCKOTO  Cpe/CTBa,
OCYILIeCTB/ISIFOIIEro repexBaT UH(OPMaLIUH.

Y A3BUMOCTD - C1a00CTh B Cpe/ICTBaX 3allliThl, KOTOPYIO MOXKHO HCIT0JIb30BaTh
ISl HApYIIeHUs1 CUCTeMBI WK CcojiepyKallleiicsi B Heil HGOpMaLiu.

IletocTHOCTH MH(OPMALUM - CITIOCOOHOCTh CPE/ICTBA BLIUMC/IUTENLHOM TeX-
HUKWA WIA aBTOMaTH3UPOBAaHHOW CUCTeMbl 0becrieurBaTh HeM3MeHHOCTh MH(OpMaLn
B YC/IOBHUSIX C/TyYalHOTO W/WJY TIpeJJHaMepeHHOI0 UCKayKeHUs1 (pa3pylleHust).



OBbO3HAYEHUSA 1 COKPAILIEHSA

ABC - aHTUBUPYCHBIe Cpe/iCTBa

APM - aBTOMaTH3UpOBaHHOE pabouee MeCTO

BTCC - BcioMorareibHble TeXHUYeCKre CpefCTBa U CUCTeMbI
VCITOH - uHdopMallMoHHasi CHCTeMa IMepCOHa/IbHBIX JaHHBIX
K3 - KoHTpo/mmpyemas 30Ha

JIBC - yi0KasibHas BbIYMC/IATE/IbHAs CeTh

MO - mexxceTeBOM 5KpaH

HC/I- HecaHKLIMOHUPOBAHHBIM JOCTYTI

OC - onepaliuoHHasi CUCTeMa

[1/1H - mepcoHasibHbIe JaHHbIe

[TMB - nporpaMMHO-MaTeMaTUUeCKOe BO3/elCTBUE

I1O - mporpaMMHOe obecrieueHue

[ISMUH - nobouHblie 3/1eKTPOMAarHUTHbIe U3TyYeHUs] U HaBOAKHU
CA3 - cucrema aHamv3a 3allUIeHHOCTH

C3MU - cpepacTBa 3ai{yThl THOOPMAaLUU

C3I1H - cuctema (mo/icCTeMa) 3allAThl TTIePCOHATBHBIX TaHHBIX
COB - cucrema 06Hapy>KeHHUsI BTOP>KEHHM

TKYU - TexHuueckue KaHa/lbl yTeukd HH(POpMaLiuu

YBII/JH - yrpo3bl 6€301acHOCTH MepCOHAMBHBIX JAHHBIX



BBEJAEHHWE

Hactosiijasi [Tomutrka wHGOpMal[MoHHON 6e3omacHoCTH Tpu paborte ¢
NepcoHanbHbIMKA  JaHHBIMM B  VIBAEeNbCKOW  TOPOJACKOM  TeppUTOpHAIbHOMU
n30upaTenbHOM KoMUccuu (fanee - [TonuTrka) SBasieTcs: opUIMaabHBIM JOKYMEHTOM.

[TosimTHKa pa3paboTaHa B COOTBETCTBUM C TPeOOBaHUSIMU, YCTaHOB/IEHHBIMU:

denepaibHbIM  3aKOHOM OT 27.07.2006 Ne 149-®3 «06 wuHbopmaiyy,
MH(MOPMAaI[MOHHBIX TEXHOJIOTHUSIX U O 3alljiTe MH(MOpMaILun»;

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 152-D3 «O nepcoHabHbIX JaHHBIX»;

noctaHoB/ieHueM [lpaButenbctBa Poccuiickori ®Pepeparmym ot 01.11.2012 Ne
1119 «O6 yTtBepAeHuyd TpeOOBaHWM K 3allldTe TEepPCOHANBHBIX [JAAHHBIX TIPU WX
00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX»;

noctaHoB/ieHreM [IpaBuTenscTtBa Poccuiickori @epeparuu oT 15.09.2008 Ne
687 «O6 yTBepxAeHUM TI0JI0KeHUsT 00 0COOEHHOCTSIX 00pabOTKH TMepCOHaTbHBIX
JAHHBIX, OCYIIeCTB/IsieMOl 6e3 UCTO/Tb30BaHUs CPEJICTB aBTOMATH3al[U»;

nioctaHoBsieHrem [IpaButensctBa Poccuiickor @epeparuu ot 21.03.2012 Ne
211 «O6 yTBepKAeHHWU TIepeuyHs Mep, HarlpaB/eHHbIX Ha obecrieueHHe BBHITIOJTHEHUS
obs13aHHOCTEN, TIpelyCMOTpeHHbIX PefepasbHbIM 3aKOHOM «(O TepCcoHaTbHBIX
JIaHHBIX» W TIPUHATBIMU B COOTBETCTBMH C HUM HOPMATWBHBLIMU MPAaBOBBIMM aKTaMH,
orepaTopaMu, SIB/ISIFOIMMUCS TOCYAAapPCTBEHHBIMU UM MyHULMTAIbHBIMU OPraHaMU»;

npukazoM ®CTIOK Poccun ot 18.02.2013 Ne 21 «O6 yrBepkaeHun CoctaBa u
COoJiepyKaHusl OpraHU3al[MOHHBIX U TeXHUUeCKUX Mep To obecrieyeHH0 6e30macHOCTH
MepCOHANbHLIX [JaHHBIX TIpA WX 00paboTke B HWH(POPMAIJMOHHBIX CHCTEMaX
TepCOHa/TbHBIX JaHHBIX»,

npukazomM ®CBb Poccum ot 10.07.2014 Ne 378 «O06 yTBep)kKJeHHUM COCTaBa U
COJiep’KaHusl OpraHU3al[MOHHBIX U TeXHUUeCKHUX Mep T0 obecrieueHHt0 6e30macHOCTH
MepPCOHANbHLIX JaHHBIX TIpA UX 00paboTke B HWH(POPMAI[MOHHBIX CHCTEMaX
TepCOHAbHBIX [JaHHBIX C HCIMOJIb30BaHHWEM CpeJCTB KpUMNTOrpaUuecKOW 3allyThbl
uHbOpMaI[ii, HeoOXOAUMBIX /JI1 BBITIOJIHEHUSI YCTAaHOBJ/IEHHBIX I[IpaBHUTEHCTBOM
Poccutickoii @epnepaiiy TpebOBaHMM K 3aIlUTe TTEPCOHA/IBHBIX JJAHHBIX A1 KaXKI0T0
13 YPOBHeH 3all[UILIeHHOCTH»;

MeToauuecKUMU pPEeKOMEHZAIUsMHM 110 pa3paboTKe HOPMAaTHBHBIX ITPABOBBIX
aKTOB, OTpEeJISIONAX Yrpo3bl 0€30TaCHOCTH TePCOHAMBbHBIX JAAHHBIX, aKTyabHbIe
1ipu 00paboTKe MepCcoHabHBIX JaHHBIX B MH()OPMALIMOHHBIX CUCTeMax MepCOHa/IbHBIX
JaHHBbIX, SKCIUIyaTUPyeMbIX TP OCYL[eCTBJI€HUA COOTBETCTBYIOLIUX BUOB
[leaTe/IbHOCTH, YTBep KAeHHbIMU pyKoBoZACcTBOM 8 LleHTpa ®Cb Poccum 31.03.2015 Ne
149/7/2/6-432.

B Tlonutuke onpezeneHsl TpeboBaHuss K rmiepcoHany WMCII[H, cremneHb
OTBETCTBEHHOCTU TepCOHasia, CTPYKTypa M HeoOXOAWMBIN ypOBeHb 3all[UIleHHOCTH,
CTaTyC U AO/DKHOCTHbIe 00s13aHHOCTH COTPY/JJHUKOB, OTBETCTBEHHBIX 3a o0ecrieueHue



be3omacHoCcTH TiepcoHa/bHbIX JaHHbIX B WCII[IH VBAaenbCKodi  TOpo/iCKOM
TeppUTOpHabHOMN M30upaTenbHOM KoMuccuu (fanee — Komuccus).

1. O01Me moI0KeHHust

Ilenwto Hactosiei [TomuTuky sBsieTcs: obecrieueHre 6e30MacHOCTH 0OBEKTOB
3auuThl KoMuccuu ot BceX BUJOB yIPO3, BHEIIHUX U BHYTPEHHUX, YMbIILJIEHHBIX U
HerpeiHaMepeHHbIX, MUHUMM3alusl yijepba OT BO3MOXKHOW peanu3alid Yrpo3
6e3onacuoctu [1H (YBITOH).

be3omacHOCTb TepPCOHA/BHBIX J@HHBIX [JOCTUraeTCsl MyTeM MWCK/IIOUeHUs
HECaHKLIMOHWPOBAaHHOTO, B TOM 4YMC/e C/Iy4alHOro, JOCTyla K MepCOHaIbHbIM
JaHHBIM, pe3y/bTaTOM KOTOPOTO MO)KeT CTaTb YHUUTOXXeHUe, H3MeHeHUe,
6/10KMpOBaHKe, KOMUPOBaHWe, pachpoCTpaHeHHe TepPCOHAMbHBIX [aHHBIX, a TaKkKe
VMHBbIX HECAHKIJMOHUPOBAHHBIX JIeUCTBUM.

WNudopMmaiusi U CBsi3aHHble C Hell pecypcChl JOJDKHBbI ObITh AOCTYIIHBI [I/IsT
aBTOPU30BaHHBIX  MOJib30BaTesied. JO/DKHO — OCYILEeCTBASTBCSI  CBOEBPEMEHHOE
oOHapy>keHUe 1 pearupoBaHue Ha YBIT/IH.

J1o/DKHO OCy1LeCTBASTHCS Mpe0TBpallleHue MpeiHaMepeHHbIX WU Cy4YalHbIX,
YaCTUYHBIX WM TIOHBIX HECAHKIIMOHUPOBAHHBIX MOAUMDUKAIMN WM YHUUTOXKEHUS
JTaHHBIX.

CocTaB 00BEKTOB 3allUTHI MpeficTaB/ieH B «llepeuHe repcoHanbHBIX IAHHBIX,
obOpabaTeiBaeMbix B VIBAE/NbCKOW TOpPOJACKOW TeppUTOpUanbHOW U30UpaTebHON
KOMHCCUM B CBSI3U C peanu3ariveil CayKeOHbIX (TPYZOBBIX) OTHOIIEHWM, a Takke
OCYIIIeCTB/IEHEM T'OCYy/1IapCTBEHHbBIX (QYHKIUN».

Cocras MUCII[IH 1nopnexkalux  3aiure, 1pexacrasieH B «llepeune
MH(OPMAI[MOHHBIX CUCTEM TIePCOHA/IbHBIX [JlaHHbIX B VIB/ebCKOM TOpPO/ACKOU
TePPUTOPHAIbHON M30HUpaTeTbHOM KOMUCCHUM».

2. O0/1aCTh JJeMCTBHUA

TpeboBanust Hacrtosimiell [TOIMTUKKA PACIPOCTPAHSIFOTCS Ha BCeX COTPYJHUKOB
Komuccnn (INTaTHBIX, BpEMEHHBIX, pabOTArOIMX 110 KOHTPAKTY M T.II.), @ TaKKe BCex
MpouuXx Ju1] (TTOAPSAUMKY, ayIUTOPHI U T.11.).

3. Cucrema 3aIMThI MePCOHA/IbHBIX AaHHBIX

Ob6ecrieueHue 6e30MaCHOCTH TIePCOHAJIBHBIX JAHHBIX JOCTUTAEeTCs, B YaCTHOCTHU:

orpe/eseHHeM yIpo3 0e301aCHOCTH TTepCOHANBHBIX JJaHHBIX TTPH X 00paboTKe
B UH(POPMALIMOHHBIX CUCTeMaX MepCOHATBHBIX JAHHBIX;

NIpUMEHEeHWeM OpraHW3allMOHHBIX W TEXHUUECKUX Mep 10 00ecrieueHHro
0e30ITaCHOCTH TT€PCOHANBHBIX JaHHBIX TP HMX 00paboTkKe B MH(DOPMALMOHHBIX
crcTeMaX TepCOHA/BHBIX JAHHBIX, HEOOXOJUMBIX [/Is1 BBITIOJIHEHUs TpPeOOBaHUN K
3aIlUTe MePCOHATBHBIX JaHHBIX, UCIIOJTHEHUE KOTOPBIX 00eCrieuMBaeT yCTaHOBIEHHbBIE
[TpaButensctBoM Poccuiickoit dPefepaliii YPOBHM 3all[UIIIEHHOCTH TIePCOHA/IbHBIX



JlaHHBIX;

TpUMeHeHreM TMpOoLIeJIINX B YCTAaHOBJIEHHOM MOpsJKe TpoLeAypy OLeHKU
COOTBETCTBUSI CPE/ICTB 3allUThl MH(OpMaLUW;

OLIeHKOM 3(P(eKTUBHOCTU IIPUHHUMaeMbIX Mep Mo obecrieueHn0 6e30MacHOCTH
MepPCOHA/IbHBIX JaHHBIX [0 BBOJla B JKCIUTyaTaliid UHGOPMAIIMOHHOM CUCTEMBbI
TIepCOHA/IbHBIX [JaHHBIX;

y4eTOM MalllMHHbIX HOCUTeJIel NTePCOHAIbHBIX [JaHHBIX;

oOHapy>keHHeM (aKTOB HeCaHKL[MOHUPOBAHHOTO JOCTyINa K IepCOHa/bHBIM
JAaHHBIM ¥ TIDUHSITHEM Mep, B TOM UHC/ie Mep 110 0OHapyKeHUIo, TpeAyIIPeKIeHUI0 U
JUKBUJIALIUU TIOC/eACTBUN KOMITBIOTEPHBIX aTakK Ha WH(GOpPMAalMOHHbIE CHUCTEMBI
TepCOHA/IbHBIX JAHHBIX Y 10 pearupoBaHUI0 Ha KOMITbIOTEPHbIE UHLIUAEHThI B HUX;

BOCCTAaHOB/IEHMEM  TIePCOHA/bHBIX  [laHHbIX, MOAUGMULIMPOBAHHBIX WU
YHUUTOKEeHHBIX BCJ/Ie[CTBHE HeCaHKLIMOHUPOBAHHOIO JOCTYIIA K HUAM;

yCTaHOBJIEHWEM IIpaBUJ/I JOCTYyTIa K MepPCOHaMbHBIM JaHHBIM, 0OpabaThiBaeMbIM
B MH(MOpPMAIMOHHOW CHCTeMe TMepCOHA/NbHBIX [aHHBIX, a Takxke obecrieueHreM
pPerucTpanuy U ydeta BCeX JeHMCTBUM, COBepIlIaeMbIX C TepCOHA/bHBIMU /IaHHBIMHU B
MH(OPMAaIIMOHHOM CUCTeMe MepCOHA/IbHbBIX JaHHBIX;

KOHTpO/IeM 3a TIpUHMMaeMbIMM MepaMu TI0 oOecrieueHHi0 6e30MacHOCTH
MepPCOHA/IbHBIX [IaHHbIX M YPOBHS 3alUIIeHHOCTH WH(POPMALIMOHHBIX CUCTEM
TepCOHA/IbHBIX JAaHHBIX.

CucreMa 3amuThl mepcoHaibHbIX AaHHbIX (C3I1/IH), CTpOMTCS Ha OCHOBaHUMU:

AKTa BHyTpeHHEeT0 KOHTPOJISI COOTBeTCTBHUsI 00paboTKY TiepCOHa/IbHBIX JaHHbIX.

[TepeuHsi repcoHabHBIX AAHHBLIX, 0OpabaTbiBaeMbIX B VBZe/bCKON TOPO/CKOM
TePPUTOPHAIBbHONM W30MpaTe/lbHOM KOMHCCHH B CBS3H C peanu3aljieil ciry»kKeOHbIX
(TPyOBBIX) OTHOLLIEHWH, a TaK)Ke OCYLeCTBIeHUEM TOCYAapCTBEHHbIX (PYyHKIMH;

AKTOB K/1accuurKali UHPOPMAaI[MOHHBIX CUCTEM TTePCOHAIbHBIX JJaHHbIX;

Mogemu yrpo3 6e30macHOCTH TlepCOHANbHBIX JaHHbIX;

MaTpuiibl [IOCTyNa MoJib30BaTeslied K 3allyilaeMbiM  HWH(POPMAaLMOHHBIM
pecypcam UCIIH;

PykoBogsiyx gokymeHToB @CTOK Poccuu u ®CB Poccum.

Ha ocHOBaHMH 3THX [JOKYMEHTOB OITpe/leNisieTcsl HeoOXOAWMBIN ypOBEHb
samenHocty I kaxmou WCIIAH Kommccuu. Ha ocHoBaHuuM aHanuvsa
aKTya/lbHBIX yrpo3 Oe3oracHoctu [I/IH ommcanHOoro B Mogenu yrpos, [AefaeTcs
3aK/IF0OUeHre O HeoOXOJUMOCTH  WCIIOJIb30BaHUS — TeXHUUECKUX CPeJCTB U
OpraHU3aIMOHHBLIX MEPOTPUATUN I oOecrieueHusi 6e3oracHocTH [1/]H. BribpaHHbIe
HeoOXO0IMMbIe MEpPOTIPUSATHS OTPaXKaroTcsi B «CocTaBe Mep 3al[UThbl THPOPMAIIMOHHBIX
CUCTEM IepCOHAJIbHBIX JAHHBIX».

Ons VUCIIJH go/pkeH OBITH COCTAaB€H CIHMCOK MCIOJIb3YeMbIX TeXHHUECKUX
cpeactB 3amuthl (manee - CHKMCOK), a Tak e TMPOrpaMMHOI0O obecrieueHwusl,
yuacTBytoiiero B oopabotke I1/1H, Ha Bcex 3nemenTax MCIT/H:

APM nonwb30BaTesel;



CepBepa NpuI0KeHUH;

CYB/;

['panuiel JIBG;

KaHanoB mepesaun B ceTW O0OI[ero T0/Ib30BaHUsA U (WIM) MeXXIyHapOJHOTO
obOmeHa, eciu 1o HUM TiepezatoTcst [1/1H.

B 3aBucvmoctu oT ypoBHA 3awmijeHHOCTU WCII[JH U akTya/ibHBIX YIrpos3,
C3IIJH MOyKeT BK/ItOUaTh Ce[yrolhe TeXHUYeCcKrie cpeCTBa:

aHTUBUPYCHBIE CPeJICTBA [/l pabOUnX CTaHI[UM ITO/Tb30BaTe el U CepPBEPOB;

Cpe/CTBa Me)XCeTeBOro 3KpaHWpPOBaHNs;

cpeicTBa  Kpunrtorpaduueckod — 3allUTbl  MH(OpMAalMd TpUA  Tepejaye
3aluiliaeMor MH(GOpPMaLMU M0 KaHa/iaM CBSI3U.

Tax >ke B CITMCOK J0/DKHBI ObITh BKIFOUeHbI (DYHKIUH 3aIlUThI, 00ecrieunBaeMble
IITaTHBIMA  cpeficTBaMU 00pabotku I1/JH omepaimonHbiMu  cucteMamu (OC),
npukiagabiM [10 1 crieliiaibHBIMU KOMITIEKCAaMH, Peau3yoIIUMU CPeCTBA 3all[UThI.
Cnucok (DyHKI[MH 3allUThl MOKeT BK/THOUATh:

yrnpaB/eHre U pa3rpaHUueHue J0CTyIia Mob30BaTesel;

PerucTpaluio U yueT AerCTBUM ¢ uH(hopMalieu;

obecrieyeHue 1[e/IOCTHOCTH JIaHHBIX;

oOHapy>keHHe BTOPKEeHUH.

COucoK WCIMOb3yeMbIX TeXHUUYECKUX CpeJCTB oTpaxaeTcsa B «[liaHe
MEDPOIIPUATUI 110 00eCIeueHHWIO 3allldThl TMePCOHANBHBIX  JaHHBIX». CIHMCOK
WCIIO/Ib3YeMBbIX CPEeJCTB [JOJ/DKEH MOJJEep>KUBAThCsl B aKTyaJlbHOM COCTOSIHUM. [Ipm
W3MEHEeHUHW COCTaBa TEeXHUUYECKUX CpeAcTB 3aluTbl wird 3jeMeHToB WCIIIH
COOTBETCTBYIOI[e W3MeHeHUs AO/DKHBI ObITh BHeceHbl B CITHMCOK U yTBEPIKIEHbI
npencenatesieM  M30upaTenbHol Komuccuu CBepAJIOBCKOM 00/1aCTU WK JIMLOM,
OTBETCTBEHHBIM 3a oOecrieueHue 3amuThl [1/]H.

4. TpeooBanus K nogcucremam C3I1/{n

C3I1/JH Bk/ItOUaeT B cebst crieiyroIIye Mo/iCUCTeMbI:

yIpaBJ/IeHUs JOCTYTIOM, PETUCTPALIUM U YUeTa;

obecrieuyeHust 1[e/IOCTHOCTH U JOCTYITHOCTH;

AHTUBUPYCHOM 3allUThI;

Me)KCeTeBOI0 5KpaHUPOBaHMUS;

aHa/M3a 3alyIeHHOCTH;

oOHapy>KeHUsI BTOPKeHHH;

KPHUITTOrpa)ruecKor 3aliUThI.

[Mopgcuctembr C3I1[H WMMeROT pas/vuHbld (YHKLMOHAA B 3aBUCUMOCTH OT
knacca WCII[H, omnpeneneHHOro B «AKTe K/JaCCU(PUKALMKM HH(POPMAaLMOHHOMU
CUCTEMBbI TI€PCOHA/IbHBIX [JaHHbIX». CIMCOK COOTBeTCTBUS (GYHKLUUW MOJCACTEM
C3II[JH Knaccy 3auyilieHHOCTH TIpe/iCTaB/ieH B TeXHUUYeCKOM 3aJjlaHuu T10 CO3[aHUI0
CUCTEeMBbI 3alUThl UH(POPMAaIL[MK UHPOPMALIMOHHOW CUCTEeMbI TTIePCOHAIbHBIX [JaHHbIX.



[MoacrcTema yrpap/ieHHs JOCTYIIOM, DECMCTPAlIMKU U yueTa

[Topcuctema ynpaBieHUs JOCTYIIOM, PerMCTPALIMM M yueTa MpeJHa3HaueHa JJis
peanu3aluu caeayrnmx QyHKIMM:

UeHTU(UKAIIUM U TPOBEPKH TMOZJIMHHOCTA CyOBEKTOB JI0CTyTa MPH BXOJe B
NCILOx;

YJeHTU(YKALMM TePMUHAOB, Y3/I0B CETH, KAHA/IOB CBSI3U, BHEILIHUX YCTPOMUCTB
T0 JIOTUUeCKUM UMeHaM;

ujeHTU(UKalMM TporpaMM, TOMOB, KaTajoroB, (¢aiiioB, 3amuced, mMoJjen
3arMcel 1o uMeHawm;

pervcTpaiyyd Bxozia (BbIXoza) CyOBEKTOB [OCTyIa B CHUCTeMY (M3 CHUCTEMBI),
nubO0 perucTpaniy 3arpy3kd M HMHULAAIW3al[dd  OIepParjMOHHOM CHUCTeMBI W ee
OCTaHOBaA.

PEerucTpaLuu MoMnbITOK AOCTYIa MPOrPAMMHBIX CPeZCTB (IMPOrpaMm, MpOoLeCCoB,
3a/1au, 3alaHui) K 3all[uiaeMbIM (aiinam;

perucTpalnuy TIOMBITOK JOCTyra MPOrpaMMHBIX CPeACTB K TepMHHasaM,
KaHajiaM CBsI34, TIporpaMMam, ToMaM, Katajioram, daiijiam, 3aricsm, MoJisiM 3arvcei.

[ToacucTema yripaBieHUs JOCTYIIOM MOJKET OBbITh peaji30BaHa C TIOMOIIIBIO
IITaTHBIX cpefcTB 06paboTku [1/1H (omepaloOHHBIX cucTeM, nipuiokeHuit 1 CYB/I).
Tak ke MO)KeT OBITb BHEAPEHO CIielaTbHOe TeXHUUeCKoe CpeACTBO WM HX
KOMIIJIEKC, OCYIIIeCTB/ISIIOIIME JOTIO/IHUTE/IbHbIE Mephl MO0 ayTeHTU(UKALUU |
KOHTpo/ito. Hampumep, TmipuMeHeHMe €UHBIX XPaHWIWI] YYeTHBbIX 3aruceu
T0Jib30BaTesiel ¥ perucTpaliioHHON WH(pOpPMaI|H, MCT0/b30BaHHe OHOMeTpHUUeCKUX
U TeXHUUeCKUX (C TOMOIIbIO 3/IEKTPOHHBIX TIPOIMYCKOB) Mep ayTeHTHU(hUKaluu U

NPYTUX.

[Noacucrema obecrieyeHHs 11eJIOCTHOCTH U JAOCTYIIHOCTH

[Mogcucrema obecrieueHUsi 11€JIOCTHOCTU W AOCTYITHOCTU TIpe/iHa3HaueHa /st
obecrieueHrsi I€JIOCTHOCTH U AoCTynmHOCTH [I/IH, TporpaMMHBIX U amrapaTHBIX
cpeactB VCIIIH Komuccun, a Tak >Ke CpeACTB 3alljUThbl, TPU CJIy4allHOM WU
HaMepeHHOU MOIU(UKaIL1H.

[TopgcrcTeMa peanusyeTcs: C MOMOILBIO OpPraHu3alii pe3epBHOIO KOIMUPOBAHUS

oOpabaThiBaeMbIX [J@HHBIX, a TaK e pe3epBUPOBaHHMEM K/HOUeBbIX 371eMEHTOB
NCITOx.

HOACI/ICTEME] aHTHBHQyCHOﬁ 3adllT1UThI

[TogcucTeMa aHTUBUPYCHOW 3alllUThl TIpeJjHa3HaueHa /AJisi obecrieueHUs
aHTHMBUPYCHOM 3a1uThl cepBepoB U1 APM nosib3oBaTenet UCIT[In Komuccun.
CpezcTBa aHTMBUPYCHOW 3allUTHI NTpeHa3HAuYeHbl [/1s pealn3aluy CJ1eyroLX
byHKLIMM:
pe3U/IeHTHbIV aHTUBUPYCHBIM MOHUTODUHT;
AHTHMBUPYCHOE CKaHHWPOBaHNe;



CKPHIIT-0/IOKUPOBaHUE;
L[eHTPaIM30BaHHOW/y1a/IeHHOU YCTaHOBKW/JeUHCTa/I/IALIUU
AHTUBHUPYCHOI'O MPOAYKTA, HACTPOMKH, aJIMUHUCTPHUPOBAaHUS, TTIPOCMOTpPA
OTYeTOB U CTaTUCTUUeCKOM nH(popMalvu 1o paboTe MPOAYKTa;
aBTOMaTU3UPOBAHHOTO OOHOB/IEHHSI aHTUBUPYCHBIX 0as3;
OrpaHUyYeHUs TpaB I0/Ib30BaTe/isd Ha OCTAaHOBKY MCIIOJIHAEMBIX 3a/4a4 U
M3MeHeHHsl HaCTPOeK aHTUBUPYCHOT'O TIPOrPaMMHOTO obecrieueHus;
aBTOMaTUYeCKOro  3alycka  HeIlnoCpeACTBeHHO  II0C/le  3arpy3ku
OrepaliMoOHHON CUCTEMBI.

ITogcucrema peanusyeTcss IyTeM BHepeHUs CIIeLiMaJbHOIO aHTUBUPYCHOIO

MPOTPaMMHOTO obecrieueHust Ha Bce 3emMeHTsI ICTT/IH.

[MoacrcTemMa Me)kCeTeBOr0 SKpaHUPOBaHUS

[Tomcrcrema Me)KCeTeBOrO 3KpaHMPOBAHUSA IIpe/iHa3HaueHa [/l peayv3aluu
C/1eAYIOLIMX (PYHKLMIA:

(UIbTpalM OTKPBITOTO U 3alM(poBaHHOrO (3akpeIToro) IP- Tpaduka;

(UKcaluu BO BHYTPEHHUX >KypHaiaX UH(POPMAaLIMU O MPOXOJSIIEM OTKPBITOM U
3aKpbITOM IP-Tpaduke;

uJeHTU(hUKalMM U ayTeHTU(UKAlMd aJMUHUCTPATOpa MEXCEeTeBOro 3KpaHa
TIPU ero JIOKaJIbHBIX 3alpocax Ha JOCTYII;

perucTpanyy Bxoza (BbIX0/a) afJMUHHACTPAaTOPa MeXCeTeBOro SKpaHa B CUCTEMY
(u3 cucrtembl) MO0 3arpy3KM M WHUIMA/IW3ALMA CUCTEMbl M ee TIPOrpPaMMHOTO
OCTaHOBa;

KOHTPO/JIsI LIeJIOCTHOCTH CBOEM MPOrpaMMHON 1 MH(OPMal[MOHHOW YacTy;

GbunbTpaI[MK MaKeTOB CIyKeOHBIX TTPOTOKOJIOB, CAYKAIUX [JIs1 AUarHOCTUKUA U
ynpaB/ieHUs: paboToli ceTeBbIX YCTPOMCTB;

(GUWIbTpallUM C Y4eTOM BXOJHOTO ¥ BBIXOJHOTO CEeTeBOro HUHTepderca Kak
Cpe/iCTBa MPOBEPKH TMOAJTMHHOCTU CETEeBBIX a/ipeCcoB;

perucTpalyy 1 yueTa 3arpaiiuBaeMbIX CEPBUCOB MPUKJIaZHOTO YPOBHS;

O/0KMpOBaHUSl OCTyMNa HeWZeHTU(MUIMPOBAHHOTO O0beKTa WM CyObeKTa,
MOJ/IMHHOCT KOTOPOTO MpU ayTeHTU(UKAlMXU He TMOATBepAWIach, MeTO/laMH,
YCTOMUMBBIMU K TTepexBaTy;

KOHTPOJIS 3@ CeTeBOM aKTUBHOCTBIO MPUIOXKEHU ¥ 00HapY>KeHUsI CeTeBbIX aTak.

ITopcucrema peanusyeTcsl BHeJpeHUeM NPOrpaMMHO-arrapaTHbIX KOMILIEKCOB
Me)KCeTeBOro 3KpaHMpoBaHus Ha rpanulie JIBC, kyiaccom He Huxke 4.

[loacrcreMa aHanu3a 3AIATITITEHHOCTH

[TogcucTemMa aHanu3a 3alllMIeHHOCTH [JO/DKHa ob0ecrieunBaTh BbIsSIB/IeHHE
ySI3BUMOCTEM, CBSI3aHHBIX C oiiOKamu B KoHburypaimu [10 VUCII[IH, KoTopbie MOTYT
OBITh MCIIOTH30BaHbl HAPYIIUTE/IEM [I/Isl peasi3al[ii aTaku Ha CUCTEMY.

@OyHKIMOHAM TOACUCTEMbl MOKeT ObITh peanu3oBaH MPOTPAMMHBIMU U



MPOrpaMMHO-arapaTHbIMKU CPe/ICTBAMU.

[Moacucrema 06HApYKeHWs BTODXKEHUA

[Toacuctema oOHapy)keHUsI BTOP)KEHUM [O/DKHA 00ecrieurBaTh BbISIBJIEHHUE
CeTeBBIX aTak Ha 3jeMeHThl VICII/IH, MoAK/IIOueHHbIe K CEeTSIM 00IIero moJjib30BaHus U
(nn) MeXKayHapoAHOro 0bMeHa.

@DYHKI[MOHA/T TOACUCTEMBI MOXKeT OBbITh peasi30BaH TPOTPAMMHBIMU U
TIpOrpaMMHO-arrapaTHbIMU CpeiCTBaMU.

HOQCI/ICTEMH KQHHTOFQ&Q)HHECKOﬁ 3adII1ThI

[Togcucrema KpunTorpadyUueckou 3alUThl TpeJHa3HauyeHa [/l WCK/II0UeHUs
HC/[, x 3auwumaemort uHpopmauyuu B MCII[IH Kommccuu mpu ee mnepejaue 1o
KaHaJlaM CBsI3U ceTeli 00I1[ero Mo/ib30BaHus U (M/I1) MeXXIyHapoAHOro oOMeHa.

[Topcuctema peanusyeTcs yTeM BHeIpeHUSI KPUMITOrpa(uueCcKux MporpaMMHO-
anmnapaTHbIX KOMIJIEKCOB.

5. ITonw3oBaresn UCIIIH

B UCIIJr Komuccun MOXXKHO BBIJEIUTH C/IeAYIOLIKe TPYIIbI [10b30BaTesen,
yuacTBYyHOIIUX B 00paboTke u xpaHeHuu [1/1H:
Apmunuctpatopsl UCITIH;
AMUHMCTpaTOpbI 0€30MacHOCTY;
Onepatopel APM,;
ApamunuctpaTtopsl cetu UCII/IH;
TexHuueckrde CrelUaaMCTbl 10  OOCTY)KMBaHUIO — TepudepruitHOro
00opy/10BaHHUSI.
[laHHBIE O rpyIIax no/jb30BaTessaX, ypOBHe UX JOCTyNa U UH(POPMUPOBaHHOCTH
JO/DKHBI OBbITb OTpakeHbl B Marpuile A0CTyIa I10/ib30BaTe/iell K 3allyilaeMbIM
MH(MOPMAaIMOHHBIM pecypcam.

Apnmvunuvcrpatop UCIT/IH

Aavunuctpatop WUCIIIOH, coTpyaHuk Komuccuu (Wid MHOe YIIOJHOMOYEeHHOe
JIMLI0), OTBETCTBEHHBIM 3a HACTPOUWKY, BHeapeHuWe U cornpoBoxzaeHue WCIIH.
ObecrieunBaeT (yHKI[MOHUPOBaHHWe TIOJCUCTeMbI yripaBieHusi goctyrom MCII[OH u
YIIOJTHOMOYEH OCYILeCTBJIATh MpefoCTaB/ieHre U pasrpaHuyeHre J0CTyra KOHEeUHOro
nonb3oBaTtens (OnepaTopa APM) K 3/1eMeHTaM, XpaHSIIUM MepCOHa/IbHbIE 1aHHbIE.

ApmunuctpaTtop VICIT/IH 06/1a/jaeT cieyroiiM YPOBHEM JOCTYTIAa M 3HAHUM:

obnazsaeT mosHOW MH(OPMalLMell 0 CUCTEMHOM UM TIPUK/IAZJHOM TPOrPaMMHOM
obecnieuennu UCII/H;

obnazsaeT mojHONW WMHMOpMaILel 0 TeXHUUeCKHUX CpeACTBaX W KOH(Hryparlyu
NCIIOH;

MMeeT JOCTYyH KO BCEM TeXHWUECKHM CpeZicTBaM 00pabOTKA WH(OpMaIu 1
nanneivM NCIT/H;



obslaziaeT TIpaBaMH KOH(PUTYpUPOBaHWS U aJMHUHHUCTPAaTUBHOM HACTPOMKHU
TexHuueckux cpencts UCII/IH.

ApmMuHHUCcTpaTop 6e30macHOCTH

AavuaucTtpaTop — 6Ge3omacHoctd,  coTpyaHUK — Komuccum (WM WHOe
yIO/JITHOMOUEHHOe JIUII0), OTBeTCTBeHHbIM 3a (yHKIMoHHMpoBaHue C3I1/IH, BKIOUast
obCcny)KMBaHMEe ¥ HACTPOMKY aJMMHMCTPAaTHBHOM, CEepBEPHOM U  K/IHMEHTCKOMU
KOMIIOHEHT.

ApmvuHucTpaTop Ge3omacHocTy 00safaeT C/eAyHOIMIMM YPOBHEM [OCTyMNa u
3HAHUMU:

obmnagaer mpaBamu Amuauctparopa UCIT/IH;

obnazmaet nosHOM nHbopMarueii 06 UCII/IH;

rvMeeT JIOCTYII K CpeiCTBaM 3alliiThl THGOPMAaLIMU U MPOTOKOJIMPOBaHUS U
K 4acCTH KiroueBbix 3yemeHToB VCI1/IH;

He KWMeeT TpaB [OCTyrNa K KOH(UIypUPOBAHUI0 TeXHUYECKUX CpefiCTB
CeTH 3a UCK/IF0UeHreM KOHTPOJ/IbHBIX (MHCIEKIIMOHHBIX).

AamuHUCTpaTOp 6€30MacHOCTH YIIOJTHOMOYEH:

peasii30BbIBaTh MOMUTUKM Oe3omacHocTd B dYacth Hactpoiiku CK3MU,
MEXXCeTeBbIX JKPaHOB M CHCTeM OOHapy)KeHHs aTak, B COOTBETCTBUM C KOTODBIMHU
nosib3oBarenb (Orepatop APM) mosiydaeT BO3MOYKHOCTH paboTaThb C 3/eMeHTaMu
NCILOH;

OCYLLeCTBJISITh ayAUT CPEJICTB 3alllUTHI;

Onepatop APM

Ornepatop APM - cotpyzuuk Komuccny (WM WHOe yIOJHOMOUYEHHOEe JIULIO),
ocyiecTBastonii  oopabotky II[IH. O6paborka II/IH BKIHOYaeT: BO3MOXKHOCTb
npocmoTpa IT/IH, pyuHou BBog I1/IH B cuctemy MCII/IH, dhhopMypoBaHre CIIpaBOK U
OTueTOB 10 UH(popMaLuu, rnoayueHHou uz VCII. OnepaTtop He UMeeT MOJHOMOUWI
151 yTIpaBJieHust oficicTeMamy 00paboTku AaHHbIX ¥ C3I1/IH.

Omneparop VCII/Ix ob6majaeT ciieAyrondM YPOBHEM JOCTYTIA U 3HAHUM:

obmajaer BCeMH HeOOXOAWUMBIMH aTpulOyTamMu (HarpuMep, TapoJieM),
obecreurBarIIMMHU AOCTYT K HEKOTOPOMY NOAMHOXKecTBY [1/1H;

pacrionaraet KOHQUAeHMalbHbIMU IaHHBIMH, K KOTOPbIM UMeeT JO0CTYTI.

AavunucrpaTop cetv UCII/IH

Apavunuctpatop cetd WCII[OH, cotpyanuk Komuccuu (Maum  vHOe
yIIOJTHOMOU€EHHOe JIULIO), OTBETCTBEHHbBIU 3a (yHKI[MOHMPOBaHHe
Te/leKOMMYHUKalMoHHOU mnogcuctembl VUCITJH. AJMUHUCTpATOp CETU HE UMeeT
TIOJTHOMOYMM [I7Is1 YITPABJIeHHS TI0/ICHCTeMaMK 00paboTKM JaHHBIX U 0€30TIaCHOCTH.

AaMuHHCTpaTOp ceTy 00/1a/laeT C/IeyIOIMM YPOBHEM IOCTYTIA ¥ 3HAHUI:

obnaziaeT yacTei0 MHGOPMALMM O CHCTEMHOM W TIPUK/IaJHOM TPOrPaMMHOM



obecrieuennu UCTI/IH;

obmagaer vacThi0 MHGOPMAIMM O TEXHUYECKUX CPeJCTBaX W KOH(Uryparyu
UCIIOx;

uMeeT GU3NUECKUH AOCTYIT K TEXHUUeCKUM CpeJicTBaM 00paboTKy nHbopMaiiuu
Y Cpe/iCTBaM 3alllUThI;

3HaeT, 110 MeHbIlIel Mepe, OIHO JieralbHOe UM I0CTYTIa.

TexHUYeCKW COELMATUCT 10 00CAYKMBaHUIO TieprdepuitHoro 060pya0BaHUS

TexHuuecKull CreUyUanucT Mo OO0C/IyKWBaHUIO, COTPYIHUK Komuccuum (umu
WHOe YIOJHOMOUEHHOe JIMII0), OCYILeCTB/sseT O0OCay)KUBaHWe U HaCTPOUKY
nepucdepuiinoro  obopyzoBanusi  VCII[AH.  TexHuyeckuil  CIeLUAJUMCT  TO
obcnyKuBaHUIO He MMeeT fAocTyna K [1/IH, He MMeeT MOHOMOYMIA /ISl YTIpaB/IeHUs
no/icicTeMamMu 00pabOTKM JJaHHBIX U 6€30I1aCHOCTH.

TexHuueckuii crieliMaaIuCT Mo obCay>KUBaHUIO 006J1a/laeT C/ieAyIOIUM YPOBHEM
[0CTyIIa Y 3HAHUW:

obnajaer 4yacTel0 MH(OPMALMU O CUCTEMHOM M TPUK/IAaJHOM MPOrpaMMHOM
obecrieuennu UCIT/IH;

obnajaer yacTbl0 MHGOPMALMM O TEXHUUECKHUX CpeJCTBaX U KOH(Uryparuu
NCILOx;

3HaeT, 110 MeHbIlled Mepe, OHO JierajJbHOe UM JOCTyTIa.

6. TpebOoBaHus K mepcoHa/Ty 1o obecrneueHuI0 3amuThI [1/1H

Bce corpyguuku Komuccuy, ssiastowmecs rosb3oBarenamd UCIIIH, fo/mKHBL
YETKO 3HaTh M CTPOrO BBITMIOJIHATHL YCTAHOBJIEHHbIE TpaBWIa W 00S3aHHOCTH TIO
JOCTYMY K 3aIl{IIlaeMbIM 00BEKTaM M COOJIIO/IEHHUIO TIPUHSITOTO PeyKMa 0e30I1acHOCTH
[11H.

[lpy BCTyTIeHMM B [JO/DKHOCTh HOBOTO COTPYJHHUKA OH [JOJ/DKeH ObITh
03HAKOMJIEH C He0OXOUMBIMHU TOKYMEHTaMHU, perjiaMeHTHPYIOIUMU TpeOOoBaHHs 110
3amuTe I1/]H, a Takke 00yueHHe HaBbIKaM BBIITOTHEHHS TTPOLIeyP, HEOOXOAMMBIX JIJIst
CaHKLIMOHUPOBAHHOI0 MCI10/1b30BaHus MCITH.

CoTpyHUK [O/DKeH ObITb 03HaKOMJIEH CO CBe/leHUsIMU HacTosiiel [TouTuky,
TIPUHSATBIX TIpoLieAyp padboTsl ¢ snementamu UCITIa u C3I1H.

CoTpygHUKH Komuccun, HCMOJIb3YIOL1e TeXHUYeCKue CpezCcTBa
ayTeHTUGUKALMKA, JO/DKHBI  obecrieurBaTh ~ COXPAaHHOCTb — HMI€HTH(HHUKATOPOB
(3/1eKTpOHHBIX Ktouel) U He gornyckaTb HC/I K HUM, a Tak ke BO3MOYKHOCTb UX yTepHu
WM WCMOJIb30BaHUA TpeTbMMU JvlamMu. [losb30BaTeM HeCyT MepCOHA/IbHYIO
OTBETCTBEHHOCTh 3a COXPAaHHOCTb U €HTU(PUKATOPOB.

Cotpyguuku Komuccuy [O/DKHBL C/1€[0BaTh YCTAaHOBJIEHHBIM MpPOLIeAypam
nojaepkaHusi pexkuma 6e3omacHoctd I1/IH Tipy BbIOOpe M WCTIOJ/Ib30BaHUU TapoJieit
(ec/ii He UCTO/B3YIOTCSI TEXHUUECKHE CPeJICTBa ayTeHTU(HKALIK).

Cotpyanuku Komuccuu fo/pkHBI  obecrieurBaTh — HaZjIeXKallyro — 3allUTy



obopyzioBaHus, ocTaB/isseMoro 6e3 mMpUCMOTpa, 0COOEHHO B TeX Cydyasix, Korja B
ToOMell[eHre MMeKT [JOCTYIl IMOCTOPOHHMe Jvla. Bce mosib3oBaTenu [JO/DKHBI 3HATh
TpeboBaHus 1O Oe3oracHoctd II/ITH W mpoljeAyphl 3allUThl  000pYA0BaHMUS,
OCTaB/IEHHOTO 0e3 MPHCMOTPA, a TaKKe CBOM 00SI3aHHOCTH T10 00eCTeUeHHI0 TaKOu
3allUTHI.

CoTpysHUKaM 3ampeliaeTcsi YyCTaHaBIMBaThb IIOCTOPOHHee IIpOrpaMMHOe
obecrieueHre, TOJK/IOUATh JIMUHble MOOW/IbHBIE YCTPOMCTBA W HOCUTETU
MH(pOpMaLMK, a Tak ke 3alMChIBaTh Ha HUX 3alljuIllaeMyr0 MH(GOPMALUIO.

CoTpy/iHHMKaM 3ampeljaeTcsl pasr/ialaTh 3aluiliaeMyr0 UH(POpMaL1io, KOTopast
cTala MM Wu3BeCTHa Tipu pabore ¢ uHGbOpPMalMOHHBIMU cucTeMamu Komwmccuuy,
TPeTbUM JIULIAM.

[Tpu pabore c¢ I1n B UCIIOH cotpyanuku Komuccuu o6si3aHbI 00ecrieunThb
OTCYTCTBHE BO3MOKHOCTU TpocMoTpa [I/1H TpeTbumu ijaMu ¢ MOHUTOPOB APM uiu
TepMHUHAJIOB.

ITpu 3aBepienuu padotel ¢ MCIT[JH coTpyAHUKH 00si3aHbl 3aluTUuTh APM umm
TEePMUHa/ILI C TIOMOIIbIO OJIOKUPDOBKM KJIFOUOM WJ/IM SKBHBAJIeHTHOTO CpeZCTBa
KOHTPOJIs, Hallp¥Mep, AOCTYIIOM TI0 TIapoJIto, eC/Ti He UCTIOb3YITCsl Oosee CU/IbHBIE
CpeZCTBa 3allUThL.

Cotpyanuku Komumccuy mO/mKHBI OBITH TIpOMHGOPMUPOBaHBI 00 yrpo3ax
HapyleHus pexxuMma 6e3omacHocty [1/JH 1 OTBETCTBEHHOCTH 3a ero HapyiieHue. OHU
JIO/DKHBI OBITh 03HAKOMJIEHBI C YTBEPKAEHHOUW (hOpMasibHOM TPOLieAyPOi HaloXeHust
JVCLIUTUIMHADHBIX B3bICKAHWUM HAa COTPYJHUKOB, KOTOpbIE HApPYLIW/IWA TIPUHATHIE
TIOJIUTUKY U TIpoLieAyphl 6e3omacHocTy T1/1H.

CoTpyauuku 00s13aHbl 6e3 mpomezyieHust coolIijaTh 000 Bcex HaO/MOaeMbIX
WIW TIOA03pUTeNbHBIX Ciyuasix pabotel UCII/IH, MOryIux roBieds 3a co00i yrpo3bl
6e3onmacHoctu II[lH, a TakKe O BBISIBIEHHbIX MMM COOBITHSIX, 3aTparyuBaroIUX
6e3oracHocth [1/1H, pPYKOBOACTBY TIOZpa3fie/ieHUss W JIMIy, OTBeualolemMy 3a
HeMe/lJleHHOe pearvpoBaHue Ha yrpo3bl Oe3omacHocTy T1/1H.

[ o/mKHOCTHBIE 006513aHHOCTH oJib3oBatesneii UCTT/IH

HNomkHoCTHBIe 00si3aHHOCTH T0/1b30BaTesiert VICII/IH omucaHbl B CeyHOLIUX
JOKYMEeHTax:

Wuctpykums agmuuuctparopa UCIIH;

WHcTpyKiys agMuHrcTpaTopa 6e3onacHocty UCIIH;

WHcTpykuums nionb3osaresns UCI/IH;

WHCTPYKLMS 10/1b30BaTe s NP BOSHUKHOBEHWY BHEILLTAaTHBIX CUTYaLUi;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cooTtBeTcTBUM CO cTaTher 24 denepanbHOro 3akoHa Poccurickon denepauyu
ot 27 wutong 2006 r. Ne 152-®3 «O rmepCcoHa/lbHBIX [JAHHBIX» JIML[a, BUHOBHbIE B
HapylieHud TpeboBaHui gaHHOTo ®emepanbHOr0 3aKOHa, HECYT TPaKJaHCKYIO,



YTOJIOBHYIO, aJMHWHUCTPATUBHYIO, [AUCLMIVIMHAPDHYIDO W WHYI NpPeJyCMOTPEHHYIO
3aKOHOZaTenbCTBOM Poccuiickori ®efiepaliii OTBETCTBEHHOCTb.

[elicTBytolllee  3aKOHOAATeNbCTBO  Poccuiickont  ®esepaliuy  M0O3BO/SIET
NIPebBISATE TpebOBaHUSA IO oOecrieueHMIO 0Oe30macHOM PpaboThI C 3alUIIAeMOM
nHdopMalell U npelycMaTpUBaeT OTBETCTBEHHOCTDb 3a HapyllleHWe yCTaHOBJ/IEHHbIX
npaBWI 3KcITyaTalud OBM u cucteM, HempaBOMEpPHBIM JOCTYN K MH(OpMaLUM, eciu
3TU JIeNCTBUS TIPYBEJIM K YHUUTOKeHUI0, 6/I0KMpOBaHKto, MoudUKaLMU HHMOpMaLn
W HapymieHuto pabotel OBM wmmu ceteit (ctatbu 272,273 u 274 YTOIOBHOTO
Koziekca Poccuiickou ®enepaiiyin).

Apavunauctpatop UWCIIJH wu  aaMuHMCTpPATOop  0e301MacHOCTU  HECyT
OTBETCTBEHHOCTb 3a BCe JIeHCTBUSI, COBEpIlIeHHbIe OT UMEHU UX yUeTHbIX 3alliCei Ui
CUCTEeMHBIX YYeTHBIX 3aluced, ec/id He Jj0Ka3aH (aKT HeCaHKI[MOHHPOBAHHOIO
WCIIO/Tb30BaHUsI YYETHBIX 3alUCEeN.

[Ipy HapylieHusix coTpyfHUKaMu Komuccuu — mnosb3oBarensmu MCITOH
MpaBWI, CBs3aHHBIX C Oe3omacHocTeio II/IH, OHM HECYT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYIO JIEMCTBYIOIIMM 3aKOHO/IaTe/IbCTBOM Poccuiickor Pefiepaljyu.

7. CIIMCOK MCN0/1b30BaHHBIX HCTOUHUKOB

OCHOBHBIMM HOPMAaTUBHO-NPaBOBbIMM U METOJUYECKUMH [JOKYMEHTaMH, Ha
KOTOPbIX Oa3upyeTcsi HacTosiasi [lomMTrKa, sIB/SIOTCS:

®epnepanbHbii 3akoH OT 27.07.2006 1. Ne 152-®3 «O nepcoHaNbHBIX JAHHBIX»,
yCTaHaB/IMBAIOLIUI OCHOBHbIe TPUHLUIBI W ycaoBusi obpabotku I1/IH, TmipaBa,
00513aHHOCTH U OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIIEHHH, CBSI3aHHBIX C 00paboTKOM
I11H.

TpeboBaHuss K 3aluTe II€PCOHANBHBIX [JAHHBIX IpU HUX 00paboTke B
MH(OPMAaL[MOHHBIX cucTemMax MepCOHa/IbHBIX JlAHHBIX, yTBep>K/IeHHbIe
noctaHoB/ieHreM [IpaButenbcTBa Poccuiickor @epeparuy ot 01.11.2012 1. Ne 1119.

[Tonoxkenne 06  ocobeHHOCTAX  00OpabOTKU  TEPCOHA/NBHBIX  JIaHHBIX,
ocylecTBisieMoli 06e3 WCMOAb30BaHUS CPeACTB aBTOMAaTH3al[uM, YTBep)KJeHHOe
noctaHoBsieHreM lIpaBurenbcTtBa Poccurickon @epeparuu ot 15.09.2008 r. Ne 687.

HopmatvBHO-MeToauueckue  AOKymMeHThl — PDezepasbHOM  CayKObl 1O
TeXHUYECKOMY Y 3KCIIepTHOMY KOHTpoJit0 Poccurickor ®enepaunu (manee — ®CTIOK
Poccun) no obecrieuenuto 6e3onacHoctu [1/JH nipu ux o6pabotke B UCIT/IH:

Ba3zoBasi Mozenb yrpo3 06e30MacHOCTA TePCOHAMbHBIX JAHHBIX TIPU  MX
obpaboTke B MH(OPMALMOHHBIX CUCTEMax IepPCOHA/IbHBIX JIaHHBIX, YTBep)KAeHHas
3amecturesieM gupekropa @CTOK Poccun 15.02.2008 r.

MeTtoauuecknii  JOKyMeHT. MeToAWKa OIeHKA yrpo3  6e30macHOCTH
nHpopmaruu, yreepxxaeHHbld @CTOK Poccun 05.02.2021 1.



[Tpuka3z ®CTIK Poccum ot 11.02.2013 Ne 17 «O6 yTBepxkaeHun TpeboBaHMit
0 3aiuTe MHGOPMAIMK, He COCTABJISIFOIIMX FOCYJapCTBEHHYIO TallHY, CO/lepXKalluxCsi
B TOCYZIapCTBEHHBIX MH(OPMAILIMOHHBIX CUCTEMaX».

[Tpuka3z ®CTIK Poccun ot 18.02.2013 Ne 21 «O6 ytBepkaeHun CocTaBa U
CoJiep)KaHusl OpraHU3al[MOHHBIX U TeXHUUeCKHUX Mep Mo obecrieueHrto 6e30macHOCTH
MepCOHANbHLIX JaHHBIX TpA UX 00paboTke B HMH(POPMAIJMOHHBIX CHCTEMAaX
MepCOHA/IbHBIX JAHHBIX».

[Tpuka3z @epepanbHOM CayObl 6e3oracHocty Poccuiickoit depepaiiuy OT
10.07.2014 Ne 378 «O6 yrBepxaenur CocTaBa M CO/Iep>KaHUs OpPraHW3AIJUOHHBLIX M
TeXHUUECKUX Mep 10 obecrieueHHi0 0e301acHOCTH MepPCOHAMBHBIX JAHHBIX TIPU HMX
00paboTKe B MHGOPMAI[HOHHBIX CHCTEMAax MePCOHAMBbHBIX JAHHBIX C UCIIO/Ib30BaHUEM
CpeACTB KpUITOrpadrueckor 3aIuThl HHPOpPMaIuK, HeoOXOAUMBIX /ISl BBITIOJTHEHUS
yCcTaHOBJIeHHbIX [IpaBuTenscTBoM Poccuiickoii ®ezmepaiiii TpebOBaHWM K 3allUTe
MepCOHa/bHBIX TAaHHBIX JJ151 K&KIOT0 U3 YPOBHEM 3alllUILIEHHOCTH».

MeToauueckrie peKOMeH/aI[|uK 10 pa3paboTKe HOPMATHUBHBIX MPABOBBLIX AKTOB,
OTIpeie/ITIONUX YTIPO3bl 0e30MMacCHOCTU TEepPCOHA/BHBIX [JAaHHBIX, AKTyajbHbIe IPH
00paboTKe TepCoHaNbHBIX JAAHHBIX B WH(MOPMAIMOHHBIX CHUCTEMAaX ITepCOHATbHBIX
JAHHBIX, JSKCIUTyaTUPyeMbIX TIPU  OCYILIEeCTBJ€HUA COOTBETCTBYIOLMX  BHU/OB
[leaTe/IbHOCTH, yTBepKAeHHble pyKoBoACTBOM 8 Llentpa @CB Poccum 31.03.2015 Ne
149/7/2/6-432.
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