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[TOJIMTUKA

uH(OPMAIIMOHHON 6€30MacHOCTH
npu paboTe ¢ NePCOHATLHBIMH JAHHBIMU

B UpOuTckoil palloHHOM TeppUTOPHATIBHON N30MpaTEeIbHON KOMUCCUU

OITPEJAEJIEHU S
B HacrosimieM JTIOKyMEHTE€ HCHOJB3YIOTCA CICAYIONIME TEPMHHBI W UX
OTIPEICIICHHUS.
ABTOMAaTH3MPOBAHHASI CHCTeMA - CHCTEMa, COCTOsIas W3 TIEpCOHAa H

KOMIIJICKCa CpCACTB aBTOMATHU3allMK C€r0 ACATCIbHOCTH, PpCaln3yromias HH(bOpMa'
IMUOHHYIO TCXHOJOI'MIO BBIMMOJHCHHUA YCTAHOBJIICHHBIX (1)YHKL[PII>’I

AyTeHTI/I(l)I/IKa]_[I/Iﬂ oTInIpaBuTe/Id MdaHHBIX - IIOATBCPKACHHUC TOro, 4YTO
OTIIPABUTCIIb MMOJYYCHHBIX JaHHBIX COOTBCTCTBYCT 3asBJICHHOMY.
be3onacHocTh MNEPCOHAIBHBIX JTaHHBIX - COCTOAHHC  3alIlIUMIIICHHOCTH

NEPCOHANBHBIX  JIAHHBIX,  XapaKTepU3yeMO€  CIOCOOHOCTBbIO  MOJb30BaTENEH,
TEXHUYECKUX CpEJIICTB U H(OPMAaIIMOHHBIX TEXHOJIOTUI obecrneunThb
KOH(DHICHIINATBFHOCTD, IEIOCTHOCTh M JOCTYIMHOCTh MEPCOHANBHBIX TaHHBIX TPU HUX
00paboTke B MHGOOPMAITMOHHBIX CUCTEMaX NMEPCOHATBHBIX JaHHBIX.

Buomerpuyeckne mepcoHadbHbIe  JaHHbIE -  CBEICHUS, KOTOpPBIC
XapakTepu3ylT (U3HOJIOTHYECKUE OCOOEHHOCTH 4YeJNOBEKa M Ha OCHOBE KOTOPBIX
MO>KHO YCTaHOBUTH €r0 JINYHOCTh, BKIItOUasi Gororpaduu, OTIEYaTKH MalbleB, 00pas3
CETYaTKH rja3a, 0COOEHHOCTU CTPOCHHUS TeJa U IPYTyIo M0J00HYI0 HHPOpMALIUIO.

BiokupoBanne nepcoHaJbHBIX JAHHBIX - BPEMEHHOE MIpeKpalieHue o0padboTKu
MIEPCOHANILHBIX JTaHHBIX (32 UCKIIIOUYEHHEM CIIydaeB, eciau 00paboTka HeoOXoauMa s
YTOYHEHUS TEPCOHATBHBIX JTAHHBIX).

Bupyc (koMNbIOTEepHBbIH, NPOrPAMMHBIN) - UCIOJHAEMBIH MPOTPAMMHBIN KOJI
WIM HMHTEPIPETUPYEMbI HAO0Op HWHCTPYKLIMM, oOnajaromuidi CBOWCTBAMHM  He-
CaHKLIMOHUPOBAHHOTO  PAacClpoCTpaHeHUss U camoBocnpou3BeneHus. Co3gaHHbIE
nyOnuKaThl KOMIBIOTEPHOIO BHpYCAa HE BCErJa COBMAJNAIOT C OPUTMHAIOM, HO CO-
XPaHAIT CIOCOOHOCTH K JajbHeHIeMy pacpoCTpaHEHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHasi nporpamma - nporpamma, npegHazHadeHHas JAJIsi OCYIECTBICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYMA U (WJIM) BO3JIEHCTBUS HA MEPCOHAIIBHBIE TAHHBIE WIN
pecypchl HHPOPMAIIMOHHOM CUCTEMBI IEPCOHABHBIX JTaHHBIX.

BcnomoraresibHble TeXHHMYeCKHE CPeACTBA MW CHCTeMbl - TEXHUYECKUE
CPEIICTBA W CUCTEMBI, HE NpeIHa3HAuYCeHHbIE I Mepeaadd, oOpabOTKU U XpaHEHUS
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MEPCOHANBHBIX JJAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHHUUYECKUMU CPEICTBAMH U
CUCTeMaMH, TpeJHa3HAuYeHHbIMU Ui OOpabOTKM MEepCOHANbHBIX JAHHBIX WU B
MOMEIIEHHUSIX, B KOTOPBIX YCTaHOBJEHbI MH(GOPMAIMOHHBIE CHUCTEMbI NEPCOHAIBHBIX
JTAHHBIX.

JocTtyn B onepanmuoHHY0 cpeay KoMnbiOTepa (MHGOPMAIMOHHOW CHCTEMbI
NMEePCOHAIBHBIX [JAHHBIX) - TMOJYYEHHE BO3MOXHOCTH 3allyCKa Ha BBINOJIHEHHUE
MITATHBIX KOMAaHJ, (YHKIUH, MPOIEAYyp OMNEPAlMOHHON CHUCTEMBbI (YHUUYTOXXKCHHUS,
KOIMPOBAaHUS, MEPEMEIIEHUS U T.I1.), UCTIONHSAEMbIX (PaillIoB MPUKIAAHBIX IPOTPAMM.

Joctyn k wuHopMamum - BO3MOXHOCTb MOJMydYeHUS HHPOpMALUU U €€
MCIIOJIb30BaHUS.

3ak/a04HOe YCTPOMCTBO - DJIIEMEHT CPeACTBa cheMa MHGPOpPMAIUH, CKPBITHO
BHEJPSIEMBIM  (3aKjaJbIBa€Mbli  WJIM BHOCHMBIH) B MeCTa BO3MOXKHOTO CbheMa
uH(popMaIu (B TOM 4YHCIIE B OTPaxACHHE, KOHCTPYKIIHIO, 000pYyI0BaHKE, TPEIMETHI
WHTEPhEPA, TPAHCIOPTHBIE CPEACTBA, & TAKXKE B TEXHUYECKHUE CPEJICTBA U CHUCTEMBI
00paboTku nHpOpPMAITUH).

3amumaemvass wuHdopmamuss - uUHPOpPMAIMS, SABISIOMIAACA MPEIMETOM
COOCTBEHHOCTH W MOJJIeXKAIllasi 3allUTe B COOTBETCTBUM C TPEOOBAHUSMU MPABOBBIX
JIOKYMEHTOB MJIU TPEOOBAaHUSMH, YCTAaHABINBAEMbIMU COOCTBEHHUKOM MH(pOpMAIUH.

Nnentndukanuss - 10OpucBoeHHE CyObeKTaM U OOBEKTaM  JIOCTYyIIa
uaeHTHUKaTOpa U (WIM) CPaBHEHHUE MPEIBIBISEMOTO WIACHTHU(PUKATOpPA C MEPEUHEM
MPUCBOCHHBIX UICHTU(PUKATOPOB.

NudopMmaTuBHbIii CHUTHAJ - DJEKTPUYECKUE CHUTHAJbl, aKyCTHYECKHE,
AIIEKTPOMATHUTHBIE U Ipyrue GU3NYECKUue MmoJisi, Mo napaMeTpaM KOTOPBIX MOXKET ObITh
packpbiTa KoH(uaeHManbHas nHpopMaus (TIepCcoHaNbHBIC TaHHBIE) 0OpadaThiBaeMast
B MH()OPMAIIMOHHOW CUCTEME NIEPCOHATBHBIX JaHHBIX.

NudopmanuonHbie TeXHOJOTHM - TIPOILIECCHI, METOIBI TOHWCKa, cOopa,
XpaHeHus, 00pabOTKH, MPEAOCTABICHHUS, PACTIPOCTPAHEHUs WHOOPMAIMH U CIIOCOOBI
OCYIIECTBIICHUS TAKUX MPOIECCOB U METOJIOB.

NudopmanuonHass cucreMa mnepcoHaJbHbIX JaHHbix (MCIIAH) -
COBOKYMHOCTb  COJEp)KallUXcsi B 0a3aXx JaHHBIX MEPCOHAJBHBIX JAHHBIX W
o0ecreunBalIMX HX 00pabOTKy HH(POPMAIMOHHBIX TEXHOJOTUA M TEXHUYECKUX
CpPEICTB.

HUcnonb30BaHue MEPCOHANBHBIX [JAHHBIX - JCHCTBHS (omepamuu) C
MIEPCOHANLHBIMU JTAHHBIMH, COBEpIIAEMBbIEC ONMEPATOPOM B IENSIX MPUHATHS PEIICHUIN
WIN COBEPIICHUS WHBIX JEHCTBUN, MOPOXKIAOIINX OPUINYECCKUE TIOCICACTBUS B
OTHOLIEHUU CYOBEKTa MEPCOHANBHBIX NAHHBIX WIM IPYTUX JUIl MO0 MHBIM 00pa3zoM
3aTparuBarolUX MpaBa U CBOOOIbI CyObEKTa MEPCOHATBHBIX JAHHBIX WIN APYTHUX JIMII.

HUcTtounnk yrpo3sl Oe3omacHocTH MHPOpMAmuUM - CYOBEKT JOCTyTa,
MaTepuaibHbI  OOBEKT WIM (U3HYECKOE SBJICHHME, SBISIOUIMECS MPUYHMHON
BO3HMKHOBEHHS YTPO3bl 0€30MaCHOCTH UH(OpMAITHH.

Kontposupyemasi 30Ha - pOCTpaHCTBO (TEppUTOpUs, 3[aHHUE, YacTh 3/1aHUSA,
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MOMEIIIEHHUE), B KOTOPOM HCKIIFOUEHO HEKOHTPOJIUpyeMOoe MpeObIBaHHE MOCTOPOHHUX
JIUIL, @ TAK)KE TPAHCIIOPTHBIX, TEXHUUECKUX M UHBIX MaTepUaTbHBIX CPE/ICTB.

KonduaeHunajibHOCTh MEPCOHAJNBHBIX JAAHHBIX - o0s3aTeiabHOE st
COOJIIO/IEHUST ONEPATOPOM WIIM MHBIM IMOJYYHMBIIAM JIOCTYI K MEPCOHAIBHBIM JaHHBIM
JUIOM TpeOoBaHHWE HE JOIMYyCKaThb MX paclpocTpaHeHue O0e3 cornacusi cyObekTa
NEPCOHANBHBIX JAaHHBIX WM HAJUYHSI HHOTO 3aKOHHOTO OCHOBAHUSI.

MexkceTeBOM IKpaH - JIOKaJIbHOE (OJHOKOMITOHEHTHOE) WM (PYHKIIMOHAJIBHO--
pacmpenieieHHOe MporpaMMHOe  (TIpOrpaMMHO-aIapaTHOE) CPeaCcTBO  (KOMILIEKC),
peanuzyloliee KOHTpPOJIb 3a uHpoOpMauuel, nocrynamomeid B HHPOPMALUOHHYIO
CHCTEMY MEePCOHAIbHBIX TAaHHBIX U (WJIK) BRIXOAUICH U3 MHOOPMALIMOHHON CHCTEMBI.

Hapymurens 0e30macHOCTH MEPCOHAJBHBIX JAHHBIX - (PU3WYECKOE JHMIIO,
CIly4ailHO WM TPEAHAMEPEHHO COBEpIIAIOIIee JEHCTBUA, CIEICTBUEM KOTOPBIX
ABJIACTCS HapylleHHe O€30MacHOCTH TEPCOHAIBHBIX MJaHHBIX MPU HMX 00paboTKe
TEXHUYECKUMU CPEICTBAMH B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTAHHBIX.

HeaBTromaTn3npoBanHasi o0pa0doTka NMEePCOHAJBHBIX JAHHBIX - 00paboTka
NEPCOHANIBHBIX JaHHBIX, COJAEP)KAIIUXCS B MH(POPMALIMOHHON CHCTEME MEPCOHAIbHBIX
JNAHHBIX JIMOO W3BJICYEHHBIX U3 TAaKOW CHUCTEMBbI, CUHTAETCS OCYIIECTBIEHHOW 0e3
UCIIOJIb30BAaHUSl CPEJCTB aBTOMATU3alMU (HEAaBTOMATU3UPOBAHHOW), €CJIM TaKHe
JNEUCTBUS C TEPCOHANBHBIMU  JAaHHBIMH, KaK HCIOJb30BaHUE, YTOYHEHHE,
pacnpoCTpaHeHHE, YHHUUTOXKEHUE MEPCOHANBHBIX JAHHBIX B OTHOIICHUU KaXJAOTO W3
CyOBEKTOB TIEPCOHATBHBIX JAHHBIX, OCYIIECTBISIOTCS MPU HETIOCPEACTBEHHOM y4acTUH
YeJI0BeKa.

HenexnapupoBanHble BO3MOXKHOCTH - (DYHKIHMOHAJIbHBIE BO3MOXKHOCTHU
CPEICTB BBIYMCIUTENbHOW TEXHUKH, HE OINHUCAHHBIE WM HE COOTBETCTBYIOIIME
OMHMCAHHBIM B JOKYMEHTALIMM, MPHU MCIOJIb30BAHUHU KOTOPBIX BO3MOKHO HapylIeHHUE
KOH(HICHIINATFHOCTH, JOCTYITHOCTH UJTU IIEJIOCTHOCTH 00pabaThiBaeMoil HH(OPMAIIUH.

HecaHkiuOHMPOBAHHBI J0CTYN (HECAHKIHMOHUPOBAHHbIE [elCTBHUSA) -
JOCTYIl K WHGOpMAIMKM WIA IEeUCTBUs ¢ WH(OpMAIUel, HapyIIaronme mpaBuia pas-
TPAaHUYEHHUS [JOCTyNla C MCIOJIb30BAaHUEM INTATHBIX CPEACTB, MPEAOCTABISIEMbBIX
MH(OPMAIMOHHBIMU CUCTEMAMU MEPCOHATBHBIX JaHHBIX.

Hocurtens undopmanmu - Gusnyeckoe JUIO WIA MAaTEPUATbHBIN 00BEKT, B TOM
yucie (Qu3nyeckoe MoJie, B KOTOPOM HH(POpMalUsd HAXOJHUT CBOE OTPAKECHHUE B BUJC
CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUI U MPOIECCOB, KOJIMYECTBEHHBIX
XapaKTEPUCTUK (PU3MUECKUX BEITUIHH.

O06e31MYuBaHNEe MEPCOHANBHBIX JAHHBIX - JICUCTBUS, B PE3yJbTaTe KOTOPBIX
CTAaHOBHUTCSI HEBO3MOXHBIM 0€3 HCHOJb30BAHUS JIOMOJIHUTEIBHON HH(pOpMaLuu
ONPENEANTh MPUHAMICKHOCTh MEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHANBHBIX JaHHBIX.

OO0OpaboTka mnepcoHAJBHBIX JAHHBIX - J00Oe JcicTBUE (omepanus) WId
COBOKYITHOCTh JEHCTBHM (Omepanuii), COBEPIIAEMBIX C HCIIOJIb30BAHUEM CPEACTB
aBTOMAaTU3allMU UM 0e3 MCIIOJIb30BAHUS TaKUX CPEACTB C MEPCOHAIBHBIMHU JaHHBIMHU,
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BKJIIOYast cOOp, 3amuch, CUCTEMATU3AlMIO, HAKOIUIEHWE, XpaHEHHEe, YTOYHEHHE
(oOHOBIIEHHE, U3MEHEHUE), U3BJICUCHHE, UCTIOIb30BaHUE, Nepenady (pacrnpocTpaHeHue,
npefocTaBieHre, A0CTYI), 00e3NMYuBaHue, OJIOKMPOBAHUE, yIalleHUE, YHUUYTOKEHUE
NEPCOHAJIBHBIX JaHHbBIX.

OOmenocTynHble NMEepPCOHAJNIbHbIC JaHHbIE - MEPCOHAIbHBIE JaHHBIE, JOCTYII
HEOTPAHMYEHHOTO0 Kpyra JHI[ K KOTOPbIM TMPEJOCTaBICH C corjiacus cyObekTa
MEPCOHANBHBIX JAaHHBIX WJIM HAa KOTOPHIE B COOTBETCTBUHU C (he/IepaIbHBIMU 3aKOHAMH HE
pacmpocTpaHsieTcs TpeOoBaHUE COOMIOICHNS KOH(MUICHIINATHHOCTH.

Oneparop  (mepcoHAJBHBIX JaHHBIX) -  TOCYJIApCTBEHHBIM  Opras,
MYHULIMIIATBHBIA OpraH, pUINYEecKoe WM (U3UYECKOE JIUIO, CAMOCTOATENbHO WIIH
COBMECTHO C APYTHMH JIUIAMH OpPraHU3YIOLMe U (WIH) OCYUIECTBISIOIUE 00paboTKy
MEPCOHANBHBIX JAHHBIX, a TaKXKe OMpEeNeNIone Iean oO0paboTKU MEePCOHAIBHBIX
JAHHBIX, COCTAaB TIEPCOHAIBHBIX JAHHBIX, TNOJJIEKAMUX O00padoTKe, JEeUCTBUA
(omepamnmm), coBepIIaeMbie ¢ IEPCOHATBHBIMH JTAHHBIMH.

Texnuyeckue cpeacrsa HH(POPMALMOHHON CHCTEMbI EPCOHATBHBIX JAHHBIX
- Cpe/ICTBA BBHIYMCIUTENHFHON TEXHUKH, MH()OPMAIIMOHHO-BBIUUCIUTEIbHBIE KOMIUIEKCHI
U CeTH, CpPEeACTBa M CUCTEMBbI mepenauu, npuema u obpaborku [1In (cpeactBa u
CUCTEMBI 3BYKO3alMCH, 3BYKOYCWJICHHS, 3BYKOBOCIIPOU3BEICHMS, IEPETOBOPHbIE U
TEJICBU3MOHHBIE YCTPOWCTBA, CPEIICTBA M3TOTOBIICHUSA, TUPAKUPOBAHUS JTOKYMEHTOB U
JIPYTUE TEXHUYECKUE CpeACcTBA 00paOOTKHN peueBoid, rpaduuecKoil, BUaeo- U OyKBEHHO-
udpoBoit nHPOpPMAIUK), MPOTPAMMHBIE CPEACTBA (OMEPAIIMOHHBIE CUCTEMbI, CUCTEMBI
ynpasieHusi 0a3aMu JaHHBIX U T.I1.), CPEACTBA 3alUThl UHPOpPMALUHU, IPUMEHIEMBIE B
UHGOPMAIIMOHHBIX CUCTEMAX.

IlepexBaT (MHoOpMamuM) - HEMPaBOMEPHOE TMONy4YeHHE HMHPOpPMAIUH C
MCIIOJIb30BAaHUEM TEXHMUYECKOTO CPEJICTBA, OCYILIECTBISIOIETO0 OOHApyKEHUE, IPUEM U
00paboTKy MH(DOPMATUBHBIX CUTHAJIOB.

IlepconanbHble qaHHBIE - T00as WH(OpPMAIUS, OTHOCAIIAACA K TPSIMO WU
KOCBEHHO OTPEACICHHOMY WU ompeAenseMoMy (U3nUecKoMy JHIY (CYOBEKTY
NEPCOHANBHBIX JaHHBIX);

Ilo0o4HbBIE IeKTPOMATHUTHBIEC U3JIyYeHUS] W HABOJAKH - 3JIEKTPOMAarHUTHBIC
U3ITy4eHUs]  TEXHUYECKUX  CpPEeACTB  0oO0paOOTKM  3amuinaeMod  uHbOpMalu,
BO3ZHMKAIOIME KaK IMOOOYHOE SIBJICHHE W BBI3BAaHHBIC AJICKTPUUECKHUMH CHUTHAJIaMH,
JEHUCTBYIONTUMU B MX JICKTPUICCKUX U MAaTHUTHBIX IEMAX, a TAKXKE dJICKTPOMArHUTHBIC
HABOJKW ATUX CUTHAJIOB HA TOKOTIPOBOISIINE JTUHUHM, KOHCTPYKIIUU U TIETTH TUTaHUS.

IMouTHKA «YHMCTOr0 CTOJIA» - KOMIUIEKC OPTaHWU3AIMOHHBIX MEPOTPUATHA,
KOHTPOJIUPYIOIIUX OTCYTCTBUE 3alMCHhIBAHUS HAa OyMa)XHbIE HOCUTENIM KIIOYEeH Hu
aTpuOyTOB JI0CTYyMa (aposeil) U XpaHeHUs UX BOJIM3U OOBEKTOB JOCTYIIA.

IHoab30BaTe b MHPOPMALMOHHON CHCTEMbI MEPCOHATBbHBIX JAHHBIX - JIUIIO,
ydacTBylollee B (PYHKIMOHHUPOBAHMM HMH(POPMAIIMOHHOW CHUCTEMBl MEPCOHAIBHBIX
JAHHBIX WJIM UCIIOJIb3YIOLIEE pe3ybTaThl € (yHKIIMOHUPOBAHUS.

IIpaBuaa pasrpaHu4eHus JAOCTyNA - COBOKYITHOCTb paBuI,
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periaMeHTUPYIONINX MTpaBa A0CTyNa CyObeKTOB AOCTyNa K 00bEKTaM JIOCTYIIA.

IIporpammHuasi 3akjajgkKa - KOJ MPOrpaMMbl, MPEIHAMEPEHHO BHECEHHBIM B
pPOrpaMMy C IEJbI0 OCYIIECTBUTh YTEUKY, HU3MEHUTH, OJIOKHMPOBATH, YHUYTOXKHUTH
uHGOPMAIMIO WIM YHUYTOXKUTH M MOAUQPHUIIMPOBATH MPOTPAMMHOE OOECIICUCHHE
WH(OPMAITMOHHON CHCTEMBbI TIEPCOHATBHBIX JaHHBIX U (WJIK) OJOKMPOBATH allapaTHbIC
CpEACTBa.

IIporpammuoe (mporpaMMHO-MaTeMaTHY€eCKOE) BO3/IeliCTBHE -
HECAaHKLIMOHUPOBAHHOE BO3JCICTBHE Ha pecypchl ABTOMATHU3UPOBAHHOMN
WH(OPMAITMOHHONW CHCTEMBI, OCYIIECTBISIEMOE C HCIOJIb30BAHUEM BPEIOHOCHBIX
MIPOTPaAMM.

PackpbiTHEe TEPCOHAJBHBIX [JAHHBIX - YMBIIUIEHHOE WIM CIIy4aiHOE
HapylIeHNue KOHPUICHITNATFHOCTH IEPCOHATBHBIX JAHHBIX.

PacnpocTpaHeHue NepPCOHAJBHBLIX JAaHHBIX - JICHCTBUS, HaIpaBJICHHbIE Ha
PACKpBITHE MEPCOHATBHBIX TAHHBIX HEONPEACICHHOMY KpPYyTy JIHILI.

Pecypc mHpOpMAUMOHHOM CHUCTEMbI - WMCHOBAHHBIA 3JIEMEHT CHUCTEMHOTO,
MPUKJIAJHOTO WM aIlmapaTHOTro obecreueHus: (PyHKIIMOHUPOBAHUS HH(POPMAIMOHHOM
CHUCTEMBI.

CnennajbHble KATErOpPUH NMEPCOHAJBbHBIX JAHHBIX - MEPCOHAIbHBIC JIaHHbIE,
Kacarollhecsl PAacOBOM, HALMOHAIBHOW MNPUHAICKHOCTH, MOJUTHYECKUX B3IJIS/IOB,
PEIUTHO3HBIX WIH QHITOCODCKUX YOSKICHHUM, COCTOSIHUS 3/I0POBbSl I MHTUMHOW JKU3HA
CyOBeKTa TepCOHANBHBIX JTAHHBIX.

CpencrBa BbIYUCIUTEIBLHONW TEXHMKH - COBOKYIMHOCTh MPOTPAMMHBIX U TEX-
HUYECKHUX DJJIEMEHTOB CHCTEM OOpa0OTKM JaHHBIX, CIOCOOHBIX (YHKIIMOHHUPOBATH
CaMOCTOSITEILHO WUJIA B COCTABE JAPYTUX CUCTEM.

CyobekT paoctyna (cy0ObeKkT) - JIMIIO WM TPOIECC, JACHCTBUS KOTOPOTO
PETIAMEHTUPYIOTCA MPABUIIAMH PA3rPAHUYEHHUS JOCTYIIA.

TexHnyeckuil KaHajd yredkH HHGOpPMAUUM - COBOKYIIHOCTH HOCHTEISI WH-
dbopmarnuu (cpenctBa 00pabOTKHM), (HHU3WISCKOW Cpeabl pachpocTpaHeHus HWH)Op-
MAaTUBHOTO CHUTHAaja M CPEJICTB, KOTOPBIMU JOOBIBACTCS 3aluiaeMast HHOOpMaIus.

Tpancrpanuynas mnepegaya NePCOHAJBLHBIX JIAHHBIX -  Tepeaada
MEPCOHAIBHBIX JTaHHBIX omeparopom dvepe3 ['ocynapcTtBeHHyro rpanuiy Poccuiickoi
denepanui  opraHy BIACTH HMHOCTPAHHOTO TOCYJIapcTBa, (PU3MUYECKOMY  HIIU
IOpUJINYECKOMY JIMIY HHOCTPAHHOTO TOCYapCTBa.

Yrpo3sl 0€30aCHOCTH NMEPCOHAIBHBIX JAHHBIX - COBOKYIMHOCTH YCIIOBHU H
($akTOpoOB, CO3AIOIIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIy4YailHOTO,
JIOCTYIIA K MIEPCOHATBHBIM JAaHHBIM, PE3YJIbTATOM KOTOPOTO MOYKET CTaTh YHUUYTOKEHHUE,
U3MEHEHUEe, OJIOKMpOBaHUE, KOMTMPOBAHUE, PACTIPOCTPAHEHNE TIEPCOHANIBHBIX JTaHHBIX, a
TaK)K€ MHBIX HECAHKIIMOHUPOBAHHBIX JEHUCTBUH MpU MX 00pabOoTKe B MHPOPMAIIMOHHOMN
CUCTEME MEePCOHAIIbHBIX JAHHBIX.

YHUUYTOXEHNE NMEPCOHAJBbHBIX JAHHBIX - JICUCTBUS, B PE3yJibTaTe€ KOTOPBIX
CTAHOBUTCSI HEBO3MOXHBIM BOCCTAHOBUTH COJEPKAaHUE TMEPCOHAIBHBIX JJAHHBIX B
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WH(OPMAIIMOHHON CUCTEME NEPCOHAJBHBIX JAHHBIX M (UJM) B PE3yJibTaTe KOTOPBIX
YHUUTOXKAIOTCSI MaTepUAIbHbIE HOCUTENN ePCOHAIBHBIX TaHHBIX.

YTeuka (3ammmaemMoi) HHPOpMANUM 10 TEXHHUYECKHM KaHajgaM -
HEKOHTPOJIMPYEMOE pacipocTpaHeHue HHGOpMaIui OT HOCUTEIS 3aluiiaeMoi nHpop-
Maluu 4Yepe3 (PU3MUECKyl0 cpeay 10 TEXHHUYECKOrO CpEelICTBa, OCYLIECTBIISIOIIEIO
nepexsar uHpoOpMaIuu.

Ysa3BuMOCTB - C1a00CTh B CPEACTBAX 3ALIUTHI, KOTOPYIO MOXKHO HCIIOJIb30BaTh
JUTSI HAPYIICHUSI CUCTEMBbI WM COZEpIKaIeiicss B Heill HHPpOpMaIIUH.

LenocTHOCTh HHpOPMALMH - CIOCOOHOCTH CPEACTBA BHIYUCIUTEIBHON TEXHUKU
WIM aBTOMATU3MPOBAHHOW CHCTEMbI OOecreyrBaTh HEW3MEHHOCTb WHGOpMaluu B
YCIIOBUSIX CIyYailHOTO W/WIIK peTHAMEPEHHOT0 UCKaKEHUs (pa3pyIeHus).



OBO3HAYEHUS U COKPALIEHU A

ABC - aHTUBUPYCHBIE CPEJICTBA

APM - aBTOMaTHU3UpPOBAHHOE paboyee MECTO

BTCC - BcrmomorarenbHble TEXHUYECKUE CPEACTBA U CUCTEMBI
NCTIIn - nndopManimonHas cuctemMa rnepcoHalbHbIX JaHHBIX
K3 - xoHTponupyemas 30Ha

JIBC - nokanbHasi BBIYUCIUTENIbHAS CETh

MD - MexceTeBOM PKpaH

HC/I- HeCaHKIIMOHMPOBAHHBIN JOCTYII

OC - onepanlMoHHas cUCTEMA

[1/11 - nepcoHanbHbIEC JaHHBIE

IIMB - nporpaMMHO-MaTeMaTH4e€CKOE BO3/IEVCTBUE

I1O - nporpamMmMmHOe obOecrieueHue

I[I9MUH - n1060YHBIE 371E€KTPOMATHUTHBIE U3TYUEHUSI U HABOJIKHU
CA3 - cucrema aHanu3a 3allUIIEHHOCTH

C3U - cpenctsa 3amuThl HHGOPMALIUN

C3I11dn - cucreMa (TIoJicucTeMa) 3alUThl IEPCOHATBHBIX JaHHBIX
COB - cuctema 06HapyKeHHUSI BTOPKEHUN

TKVYU - TexHuyeckue KaHalbl yTeUKH HH(OpMAIIUU

VYBIIJIH - yrpo3sl 6€301maCHOCTH MEPCOHABHBIX JaHHBIX



BBEJIEHUE

Hacrosimias IlonuTtuka wuHGOpMAMOHHON 0€30MacHOCTH TMpu  pabore ¢
NEPCOHANBHBIMHU JaHHBIMU B MIpOUTCKOM pallOHHOM TeppUTOPUATBHON H30MpATETHHOM
komuccuu (aanee - [lonutuka) sipnsiercs opuUaIbHBIM TOKYMEHTOM.

[TonuTuka pa3paboTaHa B COOTBETCTBUU C TPEOOBAHUSIMU, YCTAHOBJICHHBIMU:

OenepanbupiM - 3akoHOM  OT  27.07.2006 Ne 149-®3 «O6 wundopmaruy,
UH(GOPMAIIMOHHBIX TEXHOJIOTUSAX U O 3aIIUTE HHPOPMAIII;

®enepanibHbIM 3aKOHOM OT 27.07.2006 Ne 152-®3 «O nepcoHaNbHBIX JaHHBIX);

nocraHoBiieHueMm lIpaBurensctBa Poccuiickoit @enepanun ot 01.11.2012 Ne
1119 «O6 yTBepxkaeHun TpeOOBAaHUN K 3alIUTE MEPCOHANBHBIX MTAHHBIX MPU UX
00paboTke B MHGOPMAITMOHHBIX CHCTEMaX NMEPCOHATBHBIX JAaHHBIX);

nocta”oByieHueM IIpaBurensctBa Poccuiickoit @enepaunu ot 15.09.2008 Ne 687
«O0 yTBEp)KIEHUH TOJIOKEHUSI 00 0COOEHHOCTSAX 0OpaOOTKU MEPCOHANBHBIX JTAHHBIX,
OCYLLIECTBJISIEMOI1 0€3 UCIOIb30BAHUS CPEACTB ABTOMATU3ALIUNY;

noctanoBiieHueM IlpaBurensctBa Poccuiickoit @enepannn ot 21.03.2012 Ne 211
«O0 yTBEpXJIEHUU TIEPEUHS MeEp, HAMpPaBICHHBIX Ha O00OECIEUYEHHE BBITOJHEHUS
00s13aHHOCTEH, MpeayCMOTpeHHBIX DenepanbHbIM 3aKOHOM «O MEePCOHANBHBIX JAHHBIX)
U TPUHATBIMA B COOTBETCTBHM C HHUM HOPMAaTHBHBIMU TIPABOBBIMH aKTaMmH,
ONEepaTOPaAMH, SBJIAIOIIMMUCS TOCYIAPCTBEHHBIMHU WK MyHUIIUNIATbHBIMUA OPTaHaMI;

npukazoM @CTIK Poccun ot 18.02.2013 Ne 21 «OO6 ytBepxkaennun CocTtaBa u
COJIEp)KaHUSI OPTaHMU3AIMOHHBIX M TEXHUYECKHX Mep MO0 00ecrnedyeHnio 0e30MacHOCTH
MEPCOHANBHBIX JAHHBIX TpU UX 00paboTke B HWHOOPMAIMOHHBIX CHCTEMAaX
MEPCOHATBHBIX JaHHBIX»,

npukazoM ®CB Poccun ot 10.07.2014 Ne 378 «OO yTBEep>KIEeHUM COCTaBa U
COJIEp)KaHUSI OPTaHU3AIMOHHBIX M TEXHUYECKHX Mep MO0 00ecrnedyeHnio 0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX TMpH HX 00paboTke B HWHQPOPMAIMOHHBIX CHUCTEMax
NEPCOHANBHBIX JAaHHBIX C HCIOJb30BAHUEM CPEACTB KPUNTOrpaUuecKOr 3alUThI
uH(popMaIi, HEOOXOJMMBIX [JIsi BBINIOJHEHUS YCTaHOBJIEHHBIX I[IpaBuUTENBCTBOM
Poccuiickoit @eneparmu TpeOOBaHUM K 3alIUTE NEPCOHABHBIX JAHHBIX JUIS KaXKJI0TO U3
YPOBHEM 3AIIMUIIIEHHOCTHY;

MeToauueckuMu PEKOMEHIAIUSAMUA TI0 pa3pabOoTKe HOPMATHUBHBIX MPaBOBBIX
aKTOB, OMPEICISAIONIUX YTPO3bl 0€30MaCHOCTH NEPCOHATBHBIX JTAHHBIX, aKTyaJbHbIC MPU
00paboTKe TMEepPCOHANBHBIX JAHHBIX B HH(POPMAIMOHHBIX CHUCTEMaX MEPCOHATBHBIX
JAHHBIX, OKCIUIyaTUPYEMbIX TP  OCYLIECTBICHHMM COOTBETCTBYIOIIMX  BHUOB
NEeSATENbHOCTH, YTBEPKIAEHHBIMU pykoBoACTBOM 8 Llentpa @Cb Poccun 31.03.2015 Ne
149/7/2/6-432.

B [Ilonmutuke omnpenenensl TpeboBanmst k mnepconany MWCII[AH, creneHs
OTBETCTBEHHOCTH TMEPCOHANa, CTPYKTypa M HEOOXOAMMBIH ypOBEHb 3alUIIEHHOCTH,
CTaTyC U JIOJKHOCTHBIE OOS3aHHOCTU COTPYJIHUKOB, OTBETCTBEHHBIX 3a OOecreueHue
Oe3omacHocTd  nepcoHanbHbIX  gaHHbIx B MWCI[Jlm  HpOutckoit  paitoHHOU
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TEpPUTOPHUATILHON N30upaTenbHOl Komuccuu (nainee — Komuccens).

1. O01mue moJI0KeHus

enpro Hacrosmiei [lomuTuku sBisercs obOecrneueHHe OS30IMaCHOCTH OOBEKTOB
3ammTel Komuccnn OT BCeX BUAOB yIpO3, BHEIIHUX M BHYTPEHHHUX, YMBIIUICHHBIX U
HEeNpeJHAMEPEHHbIX, MHHMMH3AlMS yHiepda OT BO3MOXKHOM peanu3aluu yrpos
oe3zonacHoctu I11n (YBITH).

be3onacHOCTp MEPCOHANBHBIX JAHHBIX JOCTUIAeTCs IIyTEM HUCKIIOYEHUs
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIIyYailHOI0, IOCTYIA K MEPCOHAIbHBIM JAHHBIM,
pe3yabTaTOM KOTOPOTO MOKET CTaTh YHHUYTOXEHUE, H3MEHEHHE, OJIOKMpOBaHUE,
KONMPOBAHUE, PACOPOCTPAHCHHE IMEPCOHAIBHBIX  JAHHBIX, a TakkKe  MHBIX
HECAHKIIMOHUPOBAHHBIX JECUCTBUM.

Nudopmanuss u cBsA3aHHbIE C HEW pecypchl HOKHBI OBITH JIOCTYIHBI JIJIS
aBTOPU30BAHHBIX  NOJIb30Bareseld.  JIOJDKHO ~ OCYIIECTBIATBCS ~ CBOEBPEMEHHOE
obOHapyxeHne u pearupoBanue Ha Y BII/IH.

JIOJDKHO OCYIIECTBISTHCA MPEAOTBPALICHUE MPEAHAMEPEHHBIX WIH CITy4YailHBIX,
YACTUYHBIX WJIM TIOJHBIX HECAHKIIMOHHPOBAHHBIX MOIU(DHUKAIMN WM YHUUYTOKECHUS
JTAHHBIX.

CoctaB 00bEKTOB 3aIuThl TpeactaBieH B «llepeuHe mepcOHATbHBIX TaHHBIX,
oOpabateiBaeMbix B UpOUTCKOM pallOHHON TeppUTOpUaIbHON N30MPATEIbHON KOMUCCUU
B CBSI3U C pealin3alienl ciTy>KeOHbIX (TPYIOBbIX) OTHOILLEHUH, & TAK)KE OCYIIECTBICHUEM
rOCYIapCTBEHHBIX (DYHKITHI.

Cocrap HUCII[IlH mnognexammx  3ammre, npenacraBieH B «llepeune
WH(OPMAIIMOHHBIX CHUCTEM TMEPCOHANBHBIX JaHHbIX B MpOuTckoW palioHHOM
TEPPUTOPHUATILHON N30MPATETEHON KOMUCCUI.

2. O0JgacTh aeiicTeud

TpebGoBanusi Hacrosimiei [loTUTHUKKA pacTpOCTPaHSIOTCS Ha BCEX COTPYIHUKOB
Komuccnn (IITaTHBIX, BPEMEHHBIX, pa0OTAIOMIMX MO KOHTPAKTY W T.II.), a TaKKe BCEX
npoYuX ULl (MOAPSIAYMKH, ayAUTOPHI U T.11.).

3. Cucrema 3aIMUTHI MEPCOHAJBHBIX JAHHbIX

Obecnieuenne 0€30MaCHOCTH MEPCOHABHBIX JAHHBIX JOCTUTAETCS, B YaCTHOCTH:

OTIpEJICTICHHEM yTpo3 OE30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPU UX 00pabOTKE B
UHGOPMAITMOHHBIX CUCTEMAaX TMEPCOHATBHBIX TaHHBIX;

MPUMEHEHUEM OPTraHU3alMOHHBIX U TEXHUYECKUX Mep IO O0OeCleyeHUuIo
0€30MacHOCTH MEPCOHANIBHBIX JAaHHBIX NpU HX 00paboTke B HHPOPMAIIMOHHBIX
CHUCTEMax IepCOHAJbHBIX JAaHHBIX, HEOOXOAMMBIX JUIsl BBIIOJHEHUS TpPeOOBaHUU K
3alUTe MEPCOHANBHBIX JaHHBIX, UCIIOJHEHHE KOTOPBIX 00ECHeurBaeT yCTaHOBJICHHbBIE
[IpaButensctBOM Poccuiickoin @Penepanri ypOBHHU 3aIIMIIEHHOCTH NEPCOHAIBHBIX
JTAaHHBIX;

MPUMEHEHUEM TMPOILIEAININX B YCTAHOBJICHHOM IMOPSAKE MPOLEAYpY OLCHKHU
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COOTBETCTBHUSI CPEJICTB 3aLUTHI HHPOPMALIUK;

OIICHKON 3(PPEKTUBHOCTH TPUHUMAEMBIX MEp MO 00ECIeUeHHI0 0e30MacCHOCTH
NEPCOHAIBHBIX JAaHHBIX JI0 BBOJA B OJKCIUTyaTalMio HH(YOPMAIIMOHHONW CHCTEMBI
NEPCOHAJIBHBIX JaHHbIX;

y4E€TOM MaIIMHHBIX HOCUTEJIEH NePCOHANbHBIX IaHHBIX;

oOHapykeHueM (DaKTOB HECAHKIIMOHUPOBAHHOTO JOCTyNa K MEPCOHAIbHBIM
JAHHBIM U MPUHSATHEM MEp, B TOM YHKCJIE Mep M0 OOHAPYKEHUIO, MPEIyNpPEKICHUIO U
JUKBUJALWUA TIOCIEACTBUM KOMIIBIOTEPHBIX aTak Ha WH(OPMAIIMOHHBIE CHCTEMBI
NEPCOHAIIBHBIX JaHHBIX U [0 PEAarnpOBAaHUIO HA KOMIIBIOTEPHBIE UHIIUICHTHI B HUX;

BOCCTAHOBJICHHUEM  NEPCOHAIBHBIX  JAaHHBIX,  MOJU(PUIMPOBAHHBIX WU
YHUUTOXEHHBIX BCIEACTBUE HECAHKIIMOHUPOBAHHOTO JOCTyNA K HUM;

YCTaHOBJICHHEM IPaBUJI JOCTYIA K MIEPCOHATBHBIM JAaHHBIM, 00pabdaThIBAEMbIM B
WH(OPMAIITMOHHOM CHUCTEME TMEpPCOHANBHBIX JIaHHBIX, a Takke oOecreueHrneM
pEerucTpaluu U y4deTa BCeX ACHCTBUM, COBEpPIIAEMBIX C MEPCOHATIBHBIMHU JAHHBIMU B
WH(OPMAIIMOHHON CUCTEME TIEPCOHATBHBIX TaHHBIX;

KOHTPOJIEM 3a MPUHUMAEMbIMM MeEpamMu [0 O0OecleueHu0 O0e30MacHOCTU
NEPCOHAIBHBIX JaHHBIX M YPOBHS 3alIMIIEHHOCTH HWH(OPMALMOHHBIX CHCTEM
NEPCOHAJIBHBIX JaHHbBIX.

Cucrtema 3amuthl epcoHanbHbIX AaHHBIX (C3I1/IH), cTpouTCS HA OCHOBAHUU:

AKTa BHYTPEHHETO KOHTPOJISI COOTBETCTBUS 00paOOTKM MEPCOHATBHBIX JaHHBIX.

[lepeuns mepcoHANBHBIX JaHHBIX, OOpabaTkiBaeMbix B WpOuTCKON panioHHOU
TEPPUTOPUAILHON W30MpATEIbHON KOMUCCHH B CBSI3U C peaju3alfeil Ciry>XKeOHBIX
(TpYIOBBIX) OTHOIICHUH, a TAK)KE OCYIIECTBICHUEM IOCYN1apCTBEHHBIX (DYHKIINH;

AxTOB KIaccudukanu nHOOPMALMOHHBIX CUCTEM MEPCOHATBHBIX JaHHBIX;

Mopaenu yrpo3 6€30MacHOCTH NEPCOHATBHBIX JAHHbIX;

Matpuiipl 1OCTYyIIa MOTH30BATENCH K 3alUIAEMbIM HH(OPMAIIMOHHBIM pecypcam
NCTIH;

PykoBomsiinx nokymentoB @CTIK Poccun u @CB Poccun.

Ha ocHOBaHMM 3TUX JIOKyMEHTOB OMpEIEISeTCS HEOOXOAUMBIH YpPOBEHb
sammieHocty [1/Ix kaxaon MCIT/In Komuccun. Ha ocHOBaHMM aHanmu3a akTyalbHBIX
yrpo3 Oe3omacHoctu [IJI[H ommcanHoro B Mogenu yrpos, AelaeTcs 3aKII4YeHUE O
HEOOXOJMMOCTH  HCTOJB30BaHMSI TEXHUYECKUX CPEACTB M  OpTraHU3AI[MOHHBIX
MeponpuaTtuil Uit obecriedenus Oe3omacHoctu [IJH. BoiOpanHbie HeoOXxoaumble
MepompusATUs oTpaxaroTcsi B «CocTraBe Mep 3amuThl UHQOPMAIMOHHBIX CHCTEM
MEPCOHATLHBIX JaHHBIX.

Jns UCII[AH pomxkeH OBITh COCTAaBJICH CIUCOK MCMOJb3YyEMBIX TEXHUYECKHUX
cpeactB 3ammThl (manee - CHUCOK), a Tak >Xe€ MPOrpaMMHOIO oOecIeueHus,
ydactBytomiero B oopadotke [1/Ix, Ha Bcex anementax UCII/H:

APM nonws3oBarenci;

CepBepa NpuII0KEHU;

CYBJ;
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I'panuner JIBC;

KananoB mepenaun B ceTH 0OILIEro Mojb30BaHUs U (WJIKM) MEXAYHAPOIHOTO
obMeHa, eciu o HuM nepenatorcs [1JH.

B 3aBucumoctu ot ypoBHs 3autuiieHHoctd UCIIx u aktyansnbix yrpo3, C3I11xn
MO>KET BKJIKOYATh CJICAYIOIINE TEXHUYECKNUE CPEACTBA:

AHTHUBHUPYCHBIC CPECTBA JIsl paOOYNX CTAHIIMI MTOIH30BATEIICH H CEPBEPOB;

CpPEACTBA MEKCETEBOT0 IKPAHUPOBAHHSI;

cpenctBa  Kpumnrorpaduyeckod — 3amMThl  MHPOpMAlUU TOpU  Tepenaye
3amuIaeMoi nHpopmaluy no KaHajaam CBSI3U.

Tax >xe B CIIMCOK JTOJKHBI ObITh BKIIIOUEHBI (DYHKIIMH 3aLIUTHI, 00ecreurnBaeMble
MITaTHBIMH ~ cpefacTBamMu  o0pabotku [IJIln  omepammonnsiMu  cucremamu  (OC),
npukiiagabM [1O u cnennanbHBIME KOMILIEKCAMU, PEATU3YIOIIUMU CPEACTBA 3AIUTHI.
Crucok (PyHKITHI 3aIUTHl MOYKET BKIIOYATh:

YIIPABJICHHUE U Pa3rPaHUYEHUE JOCTYTA MOJIb30BATENEH;

PETUCTpaLIMIO U YUET JEHCTBUM ¢ MHpOpMaIIUEi;

oOecrieueHue 1eJI0CTHOCTH JaHHBIX;

oOHapy’KeHHE BTOPKEHUH.

Cnucok HWCHONb3yeMbIX TEXHUYECKUX CpPEACTB oTpaxkaercs B «llnane
MEPOTPUATUNA 1O O00ECMEUEeHUI0 3allUThl MEPCOHANBHBIX JaHHbIX». CHHucok
UCIIOJIb3YEMBIX CPEACTB JIOJDKEH MOAACPKUBAThCA B AaKTyaJlbHOM COCTOSIHUU. [lpwu
W3MEHEHHH COCTaBa TEXHUYECKUX CpeactB 3amutbl wian snemeHTtoB UCII/IH
COOTBETCTBYIOIIME HM3MEHEHHUS JOJKHBI ObITh BHECEHbl B CHHCOK M yTBEPKICHBI
npencenarenem  M30uparenbHoit komuccuu CBepATOBCKOM 00JacTH WM JIMIIOM,
OTBETCTBEHHBIM 3a obecriedeHue 3amuTsl [1][H.

4. TpeooBanus k noacucremam C3I1In

C3I1/Ix BKiIrOYAET B CeOsI CICAYIONIHNE MOJICUCTEMBI:

YIPaBIEHMSI JOCTYIIOM, PETUCTPALM U yUETa;

o0ecrniedyeHus LIEIOCTHOCTH U JOCTYTTHOCTH;

AHTUBUPYCHOU 3aLIUTHI;

MEXKCETEBOI0 IKPAHUPOBAHUS;

aHaJln3a 3alUIIeHHOCTH;

0oOHapy’KeHUs BTOP>KCHMUIA;

KpUnrorpaduyeckoin 3aiuThl.

[Moacuctemsl C3I1/IH uMer0oT pa3nuuHblil PyHKIIMOHAT B 3aBUCUMOCTH OT Kjlacca
UCIIH, ompeaeneHHOro B «AKTe KilacCHPUKAMK WHGOPMAIMOHHON CHUCTEMBbI
NEePCOHANBHBIX NaHHBIX». Crnrcok cooTBeTcTBUs QyHKIM nmoncuctem C3IIH knaccy
3aIIMIIEHHOCTH MPEJCTABIEH B TEXHUYECKOM 3aJIaHUU IO CO3/IaHUI0 CHUCTEMBI 3aILUTHI
uHbopMauu HHPOPMAILIMOHHON CUCTEMbI IEPCOHATIBHBIX TaHHBIX.

[loacucremMa yrpaBiaeHUS JOCTYIIOM, PETUCTPALIMU M YYE€Ta
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[Toncucrema yrmpaBiaeHUs JOCTYIIOM, PETHCTPALMM U ydeTa MpeJHa3HaueHa s
peanu3anuu CIeaymuX QyHKIHA:

UACHTU(UKALMKA U TPOBEPKHU MOAJIMHHOCTH CYOBEKTOB JOCTyIa IpU BXOJE B
NCITH;

UAeHTU(UKALIMYA TEPMHUHAJIOB, Y3JIOB CETH, KAaHAJIOB CBSI3H, BHEIIHUX YCTPOMNCTB
IO JIOTUYECKHM UMEHAM;

UICHTU(PUKALIMKA TPOrpaMM, TOMOB, KaTajoros, (aisioB, 3anucei, moyien 3anucei
110 UMEHAM;

perucrpanuu Bxoa (BpIxo/1a) CyObEKTOB JIOCTyIa B CUCTEMY (M3 CUCTEMBI), THOO
pErucTpaluy 3arpy3Ku U MTHUIMAIA3A1UU ONIEPAlMOHHON CUCTEMBI M €€ OCTaHOBA.

pEerucTpaluu MONbITOK J0CTyNa MPOrPaMMHBIX CPEJCTB (IIporpamm, IpoLECCOB,
3a/1a4, 3aJaHuil) K 3alIuiaeMbIM daiiam;

pErucTpalyy MOMBITOK JAOCTYyMa MPOTPaMMHBIX CPEJICTB K TEpMUHAIAM, KaHaJIaM
CBS3H, POTpaMMaM, TOMaM, KaTajoram, Qaitiam, 3amucsm, MoJsM 3aruCen.

[Togcucrema ympaBieHUs JOCTYIIOM MOET OBITh peaqu30BaHa C TOMOIIBIO
HMITaTHBIX cpeAacTB oOpabotku [1/[H (onmeparmonHbIX cucteM, npuioxenuii u CYB/I).
Tak ’xe MOXKET ObITh BHEJAPEHO CIIELUAIBbHOE TEXHUUYECKOE CPEJICTBO UM UX KOMILIEKC,
OCYLUECTBJISIOLIME JOMOJHUTENbHBIE MEpPbl 1O ayTeHTU(PUKALMK U KOHTPOJIIO.
Hampumep, mpuMeHEeHUE €AMHBIX XPaHWIUIL YYETHBIX 3alHicei IMOoib30BaTelel u
PETUCTPAIMOHHON WH(OPMAIINK, WCIOJB30BAaHUEC OMOMETPHYECCKUX W TEXHUYECKHUX (C
MOMOIIIBIO SJIEKTPOHHBIX MPOIYCKOB) MEp ayTeHTU(DHUKAIINN U APYTHUX.

[Togcucrema o0ecneUeHNs OCJIOCTHOCTHU U JOCTYITHOCTH

IToncucrema obOecriedeHHs] LEIOCTHOCTH M JOCTYHNHOCTH IpEAHa3HAueHa s
o0ecrieyeHns LeIOCTHOCTU U AocTynHocTH [1/IH, mporpaMMHBIX U anmapaTHBIX CPEJICTB
NCITn Komuccum, a Tak »e€ CpPEeACTB 3alIUThl, MPHU CIy4ailHOW WM HaMEpPEHHOU
MOIU(HUKAITHH.

ITogcucrema peanusyeTcsi ¢ MOMOIIBIO OPraHU3alUN PE3EPBHOIO KOIMPOBAHUS
oOpabaTeIBaeMbIX JaHHBIX, a TAK K€ pe3epBUpOBaHUEM KitoueBbIX 3eMeHToB UCII/IH.

Iloncucrema aHTUBUPYCHOM 3aIITUTHI

[logcucrema aHTUBHPYCHOM 3alllUThl MpeaHA3HAauyeHa s oOecreyeHus
aHTUBHPYCHOM 3amuThl cepBepoB 1 APM nosb3oBareneit UCII/In Komuccum.
CpenctBa aHTUBUPYCHOW 3allIUTHI MpeIHA3HAYCHBI Ui peall3aliu CIETYIOIINUX
GbyHKIMIA:
PE3UACHTHBIN AHTUBUPYCHBI MOHUTOPHHT;
AHTUBUPYCHOE CKaHUPOBAHUE;
CKpHUIT-OJIOKHPOBAHUE;
IIEHTPATN30BaHHOMN/y TaJICHHOU YCTaHOBKH/JIEUHCTAIIISAIIUNA
AHTUBUPYCHOTO MPOAYKTa, HACTPOWMKH, aAMUHUCTPUPOBAHUS, MPOCMOTPA
OTUYETOB M CTATUCTUYECKON MH(GOpMAIINH 110 paboTe MPOAYKTA,
aBTOMATHU3UPOBAHHOTO OOHOBJICHUS! AHTUBUPYCHBIX 0a3;
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OIPAaHUYCHHUS IIPAB II0Jb30BATENII HA OCTAHOBKY HCIIOJHSEMBIX 3aJ1a4 U
U3MEHEHHsI HACTPOSK aHTUBHUPYCHOTO MTPOTPAMMHOTO 00ECIICUCHHS;
ABTOMATUYECKOIO0  3alyCKa  HEMOCPEICTBEHHO  MOCJIE  3arpy3Ku
ONEPALIMOHHOMN CHCTEMBI.

[Toncucrema peanusyercs IyTeM BHEIPEHHS CHEHUAIBHOIO AHTUBHUPYCHOTO
porpaMMHOT0 o0ecrieueHus Ha Bce anemenTs MCITIH.

[loacucremMa MEKCETEBOrO SKPaHUPOBAHUS

[ToncucTtema MeEKCETEBOrO SKpaHUPOBAHUS MpEJHA3HAUYEHA MJI peau3aluu
cleayomux QpyHKIui:

(buIbTpanK OTKPBITOTO U 3amudpoBaHHOro (3aKkpeiToro) IP- tpaduka;

¢bukcanuu BO BHYTPEHHUX KypHaJlaX MH()OpPMALMK O MPOXOMASAIIEM OTKPHITOM U
3akpbiToM [P-Tpaduke;

UACHTUPUKAIIMKA U ayTEHTUPUKAIIMKE aIMUHUCTPATOPA MEXKCETEBOTO IKpaHa Mpu
€ro JIOKaJIbHbIX 3alpocax Ha JOCTYII;

perucTpanuu Bxojaa (BbIX0Ja) aAMHUHUCTPATOPAa MEKCETEBOTO dKpaHa B CUCTEMY
(u3 cucreMbl) JUOO 3arpy3Kd M WHULMAIU3ALUA CHCTEMBl U €€ MPOrPaMMHOIO
OCTAHOBA;

KOHTPOJIS LIEJIOCTHOCTU CBOEH MPOrpaMMHON U HHPOPMAIIMOHHOM YacTH;

(bUIBTpaMK MAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIYXKAIIMX JJIsi JUATHOCTHUKUA U
yIpaBJICHUS pa0OTOM CETEBBIX YCTPOICTB;

(GuIbTpaliK C Y4YE€TOM BXOJHOTO W BBIXOJHOTO CETEBOTO HHTepdeiica Kak
CpeCTBa MPOBEPKU MOATUHHOCTH CETEBBIX a/IPECOB;

pEerucTpaluy 1 y4yeTa 3arpaiiuBacMbIX CEpBUCOB MPUKIIATHOTO YPOBHS;

ONMOKUpPOBaHUSI JOCTyNa HEUJICHTH(PHUIMPOBAHHOTO O0OBEKTa WM CYOBEKTa,
NOJUTMHHOCTh KOTOPOTO TIpU  ayTEHTHU(UKAIMU HE MOATBEPAUIACH, METO/IaMH,
YCTOWYUBBIMU K TIEPEXBATY;

KOHTPOJIS 32 CETEBOM aKTUBHOCTBHIO MPUJIOKEHUN U OOHAPYKEHUS CETEBBIX aTaK.

[Toncucrema peanusyercsi BHEAPEHUEM IPOTPAMMHO-ANIAPaTHBIX KOMIUIEKCOB
MEKCETEBOr0 DKpaHupoBaHus Ha rpanuie JIBC, kinaccom He Huxke 4.

IloacucremMa aHaam3a 3alUMIICHHOCTH

[loacucrema aHanM3a 3alIMIIEHHOCTH JIOJDKHA OOECEeYMBaTh BBISIBICHUE
ySI3BUMOCTEH, CBsSI3aHHBIX ¢ omuOkamu B koHpurypauuu 110 UCII/IH, koTopble MOTYT
OBITh UCIOJIb30BaHbl HAPYILIUTENIEM JIJISl pEATU3alMK aTaKh Ha CUCTEMY.

OYHKIIMOHAJI TOACUCTEMBbl MOXET OBITh peaqn30BaH MPOTPAaMMHBIMH U
MIPOTrPaMMHO-AINIMAPATHBIMU CPEJICTBAMMU.

IMoacucreMa 0OHAPYKEHUS BTOPKEHUI

[Togcucrema oOHapyXeHHsSI BTOPKEHMH JODKHA OOECIeurnBaTh BBISBICHUE
cereBbix atak Ha anemeHTbl UCII/{H, moaAKIIOUYeHHbIE K CETSM OOIIETO MOJIb30BaHUS U
(1K) MEXIYHApPOJHOTO OOMEHa.
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OYHKIMOHA TOACUCTEMBbl MOXET OBITh peaqn30BaH MPOTPAaMMHBIMH U
IIPOTPaMMHO-AIIIAPATHBIMU CPEICTBAMU.

IIoxacucrema KDHHTOFD&(bH‘-IGCKOfI 341U THI

[Toacucrema kpuntorpad@uyeckoil 3alUTHl TMpeJHa3HAYeHa I HCKIIOUEHUS
HCJI x 3amumaemoii nagopmanmu B MCIT/In Komuccuu npu ee nepenaye mo kaHaiaam
CBSI3M CETEH OOIIEro Mojab30BaHus 1 (MIM) MEKIYHAPOIHOTO OOMEHa.

[Toacucrema peanusyercs MyTeM BHEAPEHUS KpUNTOrpaduyecKux MporpamMmHO-
anmnapaTHBIX KOMIIEKCOB.

5. Iloaw3oBaTenu UCII/In

B UCITJa Komuccum MOKHO BBIIEIUTH CHEAYIOIIME TPYNIbI MOJIb30BAaTENECH,
y4acTBYIOIHX B 00paboTke u xpanernu [1/1H:
Anmunuctpartopsl UCIT/H;
AJIMUHHCTpATOPBI O€30MACHOCTH;
Omnepatopsl APM;
Anmunuctpatopsl cetd UCITH;
Texnuueckne  CHEHMATUCTHI MO  OOCTY)XMBaHUIO  TepudepUitHOrO
000pyOBaHUS.
JlanHbIe O TpyMMax IMOJb30BATENSIX, YPOBHE UX JOCTyNa U UHPOPMUPOBAHHOCTU
JOJDKHBI OBITh OTpakeHsl B Marpuie [0CTyna MOJdb30BaTeNei K 3alldIaeMbIM
UHGOPMAITMOHHBIM pECypcam.

A nmunauctparop UCIT/u

Anmunuctpatop UCIIAH, cotpyaauk Komuccuu (Mo MHOE YIIOJHOMOYEHHOE
JUI0), OTBETCTBEHHBIM 3a HACTPOWKy, BHeapeHue u compoBoxaeHue MCII/x.
ObecnieunBaeT (PyHKIIMOHUPOBAHUE MOJACUCTEMBI ympasienus goctynom WCIIOH u
YIIOJITHOMOYEH OCYLIECTBIIATH IMPEAOCTABIECHUE M Pa3TPaHUUYEHHUE JOCTYIA KOHEYHOI'O
nosib3oBatens (Onepatopa APM) k anemMeHTaM, XpaHsIIUM IEPCOHANIbHBIE TaHHBIE.

Anmunuctpatop UCII/Ix o0naaaer ciaeayomuM ypoBHEM JOCTYIA U 3HAHUM:

oOnagaer moiaHOW HMH(OpMaNUEld O CUCTEMHOM U MPUKIAAHOM MPOTrPaMMHOM
obecneuenuu UCIIH;

oOnanaer monHOM MHpOpManMeld O TEXHHYECKMX CpPEACTBaX U KOH(UTryparuu
NCIIdx;

MMEET JIOCTYNl KO BCEM TEXHMYECKHM CpeacTBaM 00paboTku uHpOpManuu u
nanabiM UCIT/TH;

o0nagaer mnpaBaMU KOH(PUTYPUPOBAHHUA U aJIMUHUCTPATUBHOM HACTPOUKHU
texHuueckux cpeacts UCII/IH.

AnMuHUCTpaTOp 0E€30MaCHOCTH

Anmunuctpatop — Oe3zomacHocTH,  coTpynHuk — Kommccnmn — (wmm wWHOE
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YIOJIHOMOYEHHOE JIUI0), OTBETCTBEHHbINM 3a (yHKunoHupoBanue C3IIIH, BKiIIOUas
oOciyXKMBaHHME M HACTPOWKY aJMUHHCTPATHUBHOM, CEPBEPHOW U  KIHMEHTCKOM
KOMITOHEHT.
AnmuHHCTpaTop O€30MacHOCTH O0JafiaeT CJEeNyIOIIMM YpPOBHEM JOCTyNa U
3HAHUM:
obOnamaer npaBamu Aamunuctparopa UCIIx;
obmamaet moxHOM nHGopmanuei 06 UCII/H;
MMeEET JIOCTYN K CPEeACTBaM 3alllUThl MHPOPMALIMU U MIPOTOKOJIUPOBAHUS U
K 9acTH KiIroueBbIX sneMeHToB MCIIIH;
HE UMEEeT MpaB J0CTyNa K KOHQUTYPUPOBAHUIO TEXHUYECKUX CPEACTB CETU
3a UCKJIFOYEHHEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).
AnmMuHuCTpaTOp 6€30MaCHOCTH YIIOJTHOMOYEH:
peanu30BbIBaTh NOMUTHKU Oe3omacHoCcTH B yacTu HacTporiku CK3U, mexceTeBbix
HKPAHOB M CHCTEM OOHAapyXEHHUS aTak, B COOTBETCTBHH C KOTOPBHIMU IOJIb30BATEIb
(OmepaTop APM) nomy4aeT BO3MOKHOCTB padoTtath ¢ anmemenTamu UCIIH;
OCYLIECTBJISAThH ayIUT CPEJICTB 3aILUTHI;

Onepatop APM

Omnepatop APM - corpyanuk Komuccuu (Miaum MHOE YNOJIHOMOYEHHOE JIMIIO),
ocymecTBistomuid - oopabotky I1[IH. OOGpabGotka I[I/lH BKIIOYaeT: BO3MOXKHOCTH
npocmotpa [1JIH, pyunoit BBox I1/{x B cuctemy MCII/IH, dopmupoBaHrue CHpaBOK U
otueToB 1o uHpopmarmu, noxydennoit u3z MCIIJ. Oneparop He MMeEET MOTHOMOYHIA
JUIsl yIipaBJeHus nojcucteMaMu o0padoTku nanubix u C3I1/IH.

Omnepatop UCII/In o0nanaer ciaeayomyM ypoBHEM JOCTYIA U 3HAHUM:

o0nagaer BceMM HEOOXOAMMBIMU  aTpuOyTamMu  (Hampumep, IapoJIEM),
o0ecrnevnBarIIUMU JOCTYII K HEKOTOpOMY noAMHOkecTBY [1]1H;

pacrosiaraeT KOHQHUACHIIMAIbHBIMU JaHHBIMU, K KOTOPHIM UMEET JOCTYII.

A munauctpatop cetu UCIT

Anvunuctpatop cetu  MWCIIAH, corpyanuk Komuccum  (wnm uHOE
YIOJIHOMOYEHHOE JMILIO), OTBETCTBEHHBIN 3a (yHKIIMOHUPOBAHUE
TeIeKOMMYHUKalMOHHOW moacucteMmsl WCII/IH. AnMuHHCTpaTop CETH HE HMEET
MOJIHOMOYHUM JUIsl YIIpaBJiIeHUs MOJCUCTEMaMy 00paOOTKH TaHHBIX U O€30IaCHOCTH.

AJIMUHHCTpATOP CETU 00JIaaeT CAeAyIONIM YPOBHEM JIOCTYIIA U 3HAHUA:

oOnamaeT 4yacThl0 HHQOpPMAIMM O CHUCTEMHOM M MPHUKJIAJHOM MPOrPaMMHOM
obecneuenuu UCIIH;

oOnamaeT yacTbio HMH(MOPMALMU O TEXHUYECKHUX CPEACTBAX U KOHPUrypaluu
NCIIH;

uMeeT (PU3MYEeCKUit JOCTYyI K TEXHUYECKUM CpeacTBaM oOpaboTKu MH(pOpMaluu
U CpEeACTBAM 3allUThI;

3HAET, 10 MEHBIIIEN Mepe, OJTHO JIETAIbHOE UMS JJOCTYyIA.

TeXHUYECKUN COEMAIMCT 110 00CIYVKUBAHUIO TIEpUGEPUITHOTO 000PVIIOBAHHUS
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TexHuueckuil crienuagIucT mo oOCIy>KMBaHUIO, COTpyaHUK KoMuccuu (mim uHoe
YHOJHOMOUYEHHOE JIMIIO), OCYLIECTBISIET 00CITy>)KUBaHUE M HACTPOUKY mnepudepuitHoro
obopynoBanusi MCII/IH. TexHuuyeckwii CHenuainucT MO OOCTY)KHBAHHIO HE HMEET
noctyna k IIJIH, He ¥MMeeT MOJHOMOYMI Ui yHpaBlieHUS MOJICUCTEMaMH 00paboTKU
JAHHBIX U OE30MACHOCTH.

TexHuueckuil CHeUaNNUCT MO O0OCIYXKHUBAaHUIO O0JIa/laeT CIACAYIOIIUM YPOBHEM
JIOCTYyNa U 3HAHUN:

o0nagaer 4yacThi0 MH(OPMAIMU O CHUCTEMHOM M MPHUKIATHOM MPOTPAMMHOM
oo6ecnieuenuu UCII/IH;

oOnamaer yacTbio HMH(MOPMALMKM O TEXHUYECKUX CPEICTBAX U KOH(PUrypaluuu
NCII/H;

3HAET, 10 MEHbIIEH MEpE, OJTHO JIETAIBHOE UMl JOCTYIIA.

6. TpedoBanus K nepcoHay no odecnedenuro 3amuthl [1In

Bcee corpyanuku Komuccum, sapisromuecs: nonb3oBatensimu UCITAH, q0mKHbBI
YETKO 3HaTh U CTPOTO BBIMIOJIHITh YCTAHOBIICHHBIE MTPaBUiia U 00sI3aHHOCTH IO IOCTYITY
K 3allMIIaeMbIM 00BEKTaM U COOIOICHUIO IPUHATOTO pexknma 6e3onacHoctu [1/1H.

[Ipu BcTymiIeHHH B JOKHOCTH HOBOTO COTPYAHHUKA OH JIOJKEH OBITh 03HAKOMJICH
C HEOOXOIUMBIMU TJOKYMEHTaMH, PETIaMEHTUPYIOITUMU TpeboBanus no 3amure [1/1H, a
Takke OOydeHHWe  HaBbIKaM  BBINIOJHEHHSI  NPOUEAYp, HEOOXOIUMBIX  IJIs
CaHKLIMOHUPOBAHHOTO uctonb3oBanust UCII/IH.

CoTpynHUK NOKeH ObITh O3HAKOMJIEH CO CBEACHUsSMHU Hactosied [lomuTukwy,
OPUHATHIX Tporieayp padoTsl ¢ anementamu UCIa u C3I1/]H.

CoTtpynHuku Komuccun, UCIIOJIB3YIOIINE TEXHUYECKHUE CpencTBa
ayTeHTU(PHUKAIMK,  JOJKHBI ~ OOecredynBaTh  COXPAHHOCTh  WACHTHU(PUKATOPOB
(anexTpoHHBIX Kitouen) u He ponyckaTe HCJl kK HUM, a Tak k€ BO3MOXHOCTb UX yTepU
WIM UCHOJIb30BaHUS TpeTbUMHU JulamMu. [lonb3oBaTenn HECYT MNEPCOHAIBHYIO
OTBETCTBEHHOCTb 32 COXPAHHOCTH HJICHTH(PUKATOPOB.

Corpynnukun Komuccun HOMKHBI CIIEIOBaTh YCTAHOBJIICHHBIM MPOLEAypam
nojaepxkaHus pexxuma oOe3onacHoctd I1J[H mpu BeIOOpe M KCMOJIB30BaHUU MapoJieit
(ecnu HEe UCTIOIB3YIOTCS TEXHUUECKHE CPEJICTBA Ay TEHTH(PUKAIIH).

Cotpynuukn Komuccun  mOKHBI — 00€CleurMBaTh — HAJICKAIIYIO — 3allUTY
000opyI0BaHUs, OCTaBIsIEMOro 0e3 MpHCMOTpa, OCOOEHHO B TEX CiydYasX, KOrja B
MOMEIIIEHUE HMMEIOT JIOCTYIN MOCTOpOHHUE nuia. Bce mosb3oBaTrenu MOJKHBI 3HATH
TpeboBanust mno Oe3zomacHoctu IIJ[H u mpoueaypsl 3amUThl  00OpPYAOBaHMUS,
OCTaBJICHHOTO 0€3 MPHCMOTpa, a Tak)Ke CBOM OOS3aHHOCTH MO OOECIICUCHHIO TaKOM
3aIIUTHI.

CoTpyHUKaM  3amnpelaeTcss YCTAaHABIMBATh IIOCTOPOHHEE MPOrPAMMHOE
o0ecrniedyeHue, MOAKII0YaTh JTUYHbIE MOOUJIbHBIE YCTPOICTBA U HOCUTENU WH(OpMALIUH,
a TaK >Ke 3aIUChIBaTh HA HUX 3alUIIAeMYI0 HHPOPMAILIUIO.

CoTpyaHukaMm 3ampeniaercsi pasriamarh 3alldiaeMyo UHQopMalno, KoTopas
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CTaJla UM M3BECTHA IpH padbore ¢ uHPoOpMaMOHHBIMU cucTeMaMu Komuccuu, TpeTbum
JULaM.

ITIpu padote ¢ [1JJlu B UCII[H corpymuukum Komwuccuum o0s3aHBI 00€CIeUUTh
OTCYTCTBHE BO3MOXHOCTH npocmotpa IIJ[H Tpetbumu nnuamMu ¢ MOHUTOPOB APM wmin
TEPMUHAJIOB.

[Tpu 3aBepmenun padoter ¢ MUCIIJIH corpyaaukn o0s3aHbl 3amututh APM wmim
TEPMUHAIBl C TOMOIIbIO OJIOKUPOBKUA KIFOUOM HIIM HKBHBAJICHTHOTO CPEACTBA
KOHTPOJISl, HAPUMEP, TOCTYIOM MO MapoJi0, €CIM HE MCHOJB3YIOTCS 00jiee CUIIbHBIC
CPEIICTBA 3aIlUTHI.

Cotpynnuku Komuccun [omkHBI OBITh NPOMHPOPMHUPOBAHBI 00 yrposax
HapylieHus pexuma 6e3onacHocty [IJIH U OTBETCTBEHHOCTH 3a ero HapyuueHue. OHu
JOJKHBI OBITh O3HAKOMJICHBI C YTBEP)KIECHHOW (OpMaIbHON MPOLEAYPON HATOKECHHUS
JUCLHUIUIMHAPHBIX B3BICKAHWM Ha COTPYJHUKOB, KOTOpPHIE HApyIIWIH MPHHSTHIC
MOJIUTUKY U Tipoueaypsl 6e3omacuoctu I1/1H.

Cotpyaaukn 00s13aHBI 6€3 IPOMEIIICHHUS CO00IaTh 000 BCeX HAOMIOAAEMBIX HITH
nono3putenbHbIX ciydasx pabotrel MCII[AH, Morymmx mnoBiedb 3a c000il Yrpo3bl
oesonmacHoctu [I/[H, a Takke O BBIIBICHHBIX HMHU COOBITHSIX, 3aTPAarvBarOIIMX
oesonacHocth II/IH, pyKOBOACTBY MOJpa3feleHusi M JMUIy, OTBEYAIOIIEMY 3a
HEMEIJICHHOE pearupoBaHue Ha yrpo3bl 0e3onmacHoctu [1/]H.

JlomxkHOCTHBIE 00s13aHHOCTH TToJb30oBareneit MCITJIH

JlobkHOCTHBIE 00s13aHHOCTH ToJab3oBaTeneit MCIIJIH omucaHbl B ClIeIyOIMIMX
JIOKYMEHTAX:

Nuctpykius agmunauctparopa MCIT/IH;

Nuctpykius agmuaucTparopa 6ezonacuocta UCI H;

WNuctpykuus nons3oBarens UCITIH;

NHCcTpyKIus 1oib30BaTess MPpYU BO3SHUKHOBEHUY BHEIITATHBIX CUTYaLlUI;

OTBETCTBEHHOCTD COTPYJAHUKOB

B cootBerctBuM co cTtatheil 24 denepanbHOro 3akoHa Poccuiickoit @enepanun
or 27 wutonsa 2006 r. Ne 152-®3 «O mnepcoHAJBbHBIX NaHHBIX» JIMIA, BUHOBHBIE B
HapylleHun TpeboBaHuil naHHOro @enepaqbHOrO 3aKOHA, HECYT TPaXkIaHCKYIO,
YTOJIOBHYIO, AJAMHHHUCTPATUBHYIO, IUCUUIUIMHAPHYIO M HWHYIO MPEeIyCMOTPEHHYIO
3aKOHOAATENbCTBOM Poccuiickoit denepanii OTBETCTBEHHOCTb.

JelictByroniee  3akoHoAaTenbCTBO  Poccmiickorn ~ dexepanyii  MO3BOJIET
NpEeabABIATh TpeOoBaHUS MO oOecreueHuto Oe30MmacHoi paboThl C 3alUIIAeMOM
uHpopMalnueil U mnpeaycMaTpUBAaeT OTBETCTBEHHOCTh 3a HApyLIEHHE YCTAHOBJIEHHBIX
nmpaBuiI KcIuTyataiuu DBM u cucteMm, HEMpaBOMEPHBIN JOCTYyN K MH(OpMAIUU, ECIH
ATHU JEHCTBUS MPUBEIN K YHUUTOXKEHHIO, OJIOKUPOBAHUIO, MOAUDUKAIIMKA WHPOPMALIUU
Wi HapyueHuto padotsl DBM i cereit (cratbu 272,273 u 274 YronoBHOTO KoOJeKca
Poccuiickoit deneparun).

Anvmunuctpatop  WCIIJIm w  agMuHHCTpatop  O€30MACHOCTH  HECYT
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OTBETCTBEHHOCTh 3a BCE JIEUCTBUS, COBEPLIEHHBIE OT UMEHH MX YYETHBIX 3alUCEU WIH
CHUCTEMHBIX YYETHBIX 3aluced, ecliu He Jo0Ka3aH (aKkT HECAaHKIMOHUPOBAHHOTO
MCIIOJIb30BaHUS YUETHBIX 3aIUCEH.

[Ipu Hapymenusix corpyanukamu Komuccuu — nonw3oBatensimu MCITIn npasun,
CBSI3aHHBIX ¢ Oe3omacHocThio IIJ[H, OHM HeCyT OTBETCTBEHHOCTH, YCTAHOBJIEHHYIO
JIEUCTBYIOIIUM 3aKOHOAATENBCTBOM Poccuiickon denepannu.

7. CIHCOK HUCIHO0JIL30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMAaTHBHO-TIPABOBBIMM M METOJWYECKUMH JOKYMEHTAMH, Ha
KOTOpBIX OazupyeTcs Hactosmas [lonutuka, siBIsIFOTCS:

Oenepanbiblii 3akoH OT 27.07.2006 1. Ne 152-®3 «O nepCcOHATBHBIX JaHHBIX,
YCTaHABJIMBAIOIIMNA OCHOBHBIC MPUHIMIBI u ycioBus oOpabotku [1/IH, mpasa,
00s13aHHOCTH M OTBETCTBEHHOCTh YYAaCTHHMKOB OTHOUICHHIA, CBS3aHHBIX ¢ 00pabOTKOii
IT1H.

TpeboBanus K 3amuTe TNEPCOHATBHBIX JAaHHBIX MpPH HUX O00paboTke B
WH(OPMAIIMOHHBIX CUCTEMaX MEPCOHANBHBIX JAaHHBIX, YTBEPHKICHHBIE MTOCTAHOBICHUEM
[IpaButenbcTBa Poccuiickoit @enepanum ot 01.11.2012 1. Ne 1119.

[Tonoxenue 00  0COOCHHOCTAX  OOpaOOTKM  TMEPCOHANBHBIX  JAHHBIX,
OCYIIECTBISIEMOl 0€3 HCIHOJb30BaHMS CPEACTB aBTOMATH3AIMH, YTBEPKICHHOE
noctaHoBieHneM [IpaBurensctBa Poccuiickont ®enepannn ot 15.09.2008 r. Ne 687.

HopmatuBHO-MeTOAMuUecKMe  AOKYMEHTHl — DenepanbHOil  CIyxkObl 1O
TEXHUYECKOMY M 3KCcHepTHOMY KoHTpoisto Poccuiickoir @enepanun (nanee — @CTIOK
Poccun) mo obecnieuenuto 6e3omacHocTH [1/1H npu nx o6padotke B UCIIH:

bazoBas moniens yrpo3 6€30macHOCTH MEPCOHATIBHBIX TaHHBIX MPH UX 00paboTKe
B MH(OPMAIIMOHHBIX CHUCTEMax MEPCOHANBHBIX JAHHBIX, YTBEPKIACHHAS 3aMECTUTEIIEM
mupexropa @CTIOK Poccun 15.02.2008 r.

MeTtoaudeckuii TOKyMeHT. MeToIruKa OIleHKH Yrpo3 Oe30macHoCcT nHGOpMaIlu,
yTBepxkeHHbI @CTOK Poccun 05.02.2021 r.

[puxa3z ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 ytBepxkaenun TpebGoBanuii o
3amuTe UH(OPMAIMK, HE COCTaBISIOUIMX TOCYJApCTBEHHYIO TalHy, COIEp)KalluXcs B
roCyAapCTBEHHBIX HH()OPMALIMOHHBIX CUCTEMAX.

[Mpukaz ®CTIK Poccun ot 18.02.2013 Ne 21 «OO6 yrBepxkaenun CocrtaBa u
COJEPKAaHUSI OPraHMU3ALMOHHBIX M TEXHUYECKHX MEp MO0 00eCHedeHUI0 0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX TMpH HX 00paboTke B HWHPOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JAHHBIX).

[Ipuka3z DenepanpHOil ciyxk0b1 OezomacHocTH Poccuiickoit ®denepanuu OT
10.07.2014 Ne 378 «O06 ytBepxknaenuun CoctaBa W COACPIKAHHUS OPTaHU3ANMOHHBIX U
TEXHUYECKUX Mep Mo oOecreyeHuio Oe30MacCHOCTH MEePCOHANBHBIX JAaHHBIX MPH HUX
00paboTke B MHPOPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAaHUEM
CPEIICTB KpUNTOrpapuuecKoi 3amuThl MHPOPMALMU, HEOOXOAUMBIX IJI BBITOJIHEHUS
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yctaHoBieHHbIX [lpaButensctBom Poccuiickoit ®enepanuu TpeOoBaHUN K 3alIUTe
IIEPCOHAIBHBIX JAHHBIX I KAXKJIO0T0 U3 YPOBHEH 3AILUIIEHHOCTU.

Meroanueckre peKOMEHAAIMH MO0 pa3padOTKe HOPMATHBHBIX MPABOBHIX AKTOB,
OTpEAEISIONMX YIpo3bl 0OE30MaCHOCTH TMEPCOHANBHBIX JIAaHHBIX, AaKTyallbHbIE IpU
00paboTKe MepCOHANbHBIX JAHHBIX B HH(DPOPMAIIMOHHBIX CHUCTEMAaxX I[EPCOHATIBHBIX
JAHHBIX, OKCIUIyaTUPYEMbIX TIPH  OCYLIECTBICHHMM COOTBETCTBYIOIIMX  BHUOB
NeATEeNIbHOCTH, yTBepxKIAeHHbIe pyKoBoACTBOM 8 Ilentpa ®CBb Poccum 31.03.2015 Ne
149/7/2/6-432.



