TAPUHCKASI PAMOHHASI
TEPPUTOPUAJIBHAS UBEUPATEJBHAS KOMUCCUS

PEIIEHUE

10 mapra 2025 1. Ne 5/16

nrr ['apu

00 yTBep:xaeHNH JOKYMEHTOB 00 nHGopMannoHHo# 0e3omacHOCcTH B ['apuHCcKoOit
PailoHHOIl TEPPUTOPHUAIHLHOI U30MPATEJIbHON KOMUCCUM

B nensax peanuzanun @enepanbHoro 3akona oT 27 utonst 2006 r. Ne 152-03 «O
MEPCOHABHBIX JAHHBIX», ToCcTaHOBIeHUM [IpaButenscTBa Poccuiickoit @eneparuu ot 21
mapta 2012 1. Ne 211 «O0 yTBepkI€HUH MEPEUHs MEp, HAPABIECHHbBIX HA o0ecIey eHue
BBIMIOJTHEHUs] ~ 00si3aHHOCTEH, MpeaycMOTpeHHbIXx  DenepaibHbIM  3aKOHOM  «O
MEPCOHATBLHBIX JaHHBIX» U TPUHSATHIMH B COOTBETCTBUM C HHUM HOPMAaTHBHBIMU
IpPaBOBBIMM  aKTaMH, OIepaTopamu,  SBISIONIMMUCA  TOCYJapCTBEHHBIMU WU
MYHUIUNIATbHBIMK OpraHamMu» U OT 1 Hos0ps 2012 r. Ne 1119 «OO0 yrBepxkaeHUM
TpeOOBaHMI K 3alIUTE MEPCOHATBHBIX JAaHHBIX MPU MX 00paboTke B MH(POPMAIMOHHBIX
CUCTEMAX IMEPCOHATBHBIX [IaHHBIX», HAa OCHOBAaHWM aKTa MO OIPEACICHUIO YPOBHS
3alIUIIEHHOCTH TMEPCOHATBHBIX JAHHBIX B MH(QOPMALMOHHOW CHUCTEME IMEPCOHATBHBIX
TaHHBIX ["apuHCKON paliOHHON TEpPUTOPHUATLHOMN M30UpaTeIbHOM KoMUuccuu, I'apuHcKas
palioHHasi TeppUTOpUabHASL U30UpaTEIbHAS KOMUCCUS P € Il U JI A ¢

1. YTBepuTs:

1) CocraB wMep 3ammThl HHbOpPMAUMU Uit  UHGOPMAIIMOHHONW  CHCTEMbI
nepcoHalibHbIX JaHHbIX «O6mas WMCII[w» ['apuHckoll palloOHHOW TEeppUTOPHATIBHOU
u30upaTenbHOM Komuccun (rpuinoxenue Ne 1);

2) Ilonmutuky wuH(MOpPMAMOHHONW O€30MACHOCTU MpU pabOTe C MEPCOHAIbHBIMU
TaHHBIMM B [apuHCKON pallOHHOW TEPPUTOPUAIBHONW W30MpATETHLHONM KOMHUCCUU

(npunoxenue Ne 2);



3) HUHcTpykuuio O TOpSIKE pPe3epBHOTO KOMUPOBAHMS M BOCCTAHOBJICHU S
nHpopmaluu B MHOOPMAIMOHHBIX CHUCTEMax MEPCOHABHBIX JaHHBIX [apuHCKOM
pallOHHOM TeppUTOPHAILHON U30UpaTebHONM KoMuccuu (mpuitoskenue Ne 3).

4) IHCTpyKLHIO O IOPSAJIKE YUETa, XpaHEHUS] MAIIMHHBIX HOCUTEIEH NEPCOHATBHBIX
JaHHBIX B ['apuHCKOW panlOHHOU TEPPUTOPUATIEHON HM30UpaATENIbHOW KOMHCCHH
(mpunoxxenue Ne 4).

5) Mogaens yrpo3 U Hapyumurtesis 0€30MacHOCTU MEPCOHATBHBIX JAHHBIX MPU UX
00paboTke B MHPOPMAIIMOHHBIX CUCTeMaX MEPCOHATBHBIX JaHHBIX [ 'aprHCKONM pailoHHOM
TEPPUTOPUATIBHON M30UpaTebHOM KoMUccun  (mpusoxkenue Ne 5).

2. Ilpencemaremnto ['apuHCKOW paliOHHOW TEPPUTOPHATHLHON W30HUpaTETHLHOM
KOMHCCAM O3HAKOMHUTHh BCEX WIECHOB [apyMHCKOW pPaWOHHOW TEPPUTOPUATBHOMN
n30MpaTeaTbHOM KOMUCCHH C JAHHBIM PEIIEHUEM IO/ POCIIUCH.

3. KoHTponb 3a HCTIOJTHEHHMEM HACTOAIIETO PEIICHUS BO3IOXKUTH Ha TIpeiceaTes

["apunCKOI palloHHOH TeppUTOpUaAIbHON n30upaTenbHoi komuccun .M. Kpannckytro.

IIpencenarens
["apuHCKOM pallOHHOMN
TEPPUTOPHUAIHHON M30HUpaTeIbHON

N.M. Kpaunckas
KOMMCCUU

Cexkperapb
["apuHCKOU paliOHHOU
O.B. 3aiiuesa
TEPPUTOPUATHHON N30MpPATETHHON

KOMHUCCHUH



[Tpunoxenue Ne 1

YTBEPXJIEH
peuieHueM | 'apuHCKON pallOHHOM
TEPPUTOPHUATHHON M30UpaTEIbHON
KOMMCCHH
ot 10 mapta 2025 1. Ne 5/16
Cocras mep 3amuThl HHGOpMaUU

AJI MH(POPMALMOHHOM CUCTEMbI MEPCOHAJIBHBIX JAHHBIX
«O6mas UCIIIn»
I'apuHckoi paiiloHHOI TepPPUTOPHAIBLHON M30MPaATETbHONH KOMUCCUU

OO0mue moJ10keHU A

Hacrosimuii  JOKyMEHT oOImpeaenser cocTaB Mep 3alluThl HHPOpMalUUU  JUIS
WH(OPMALIMOHHON CHCTEMBbI MepcoHanbHBIX HaHHBIX «O6mas WCIHn» (manee -
NCIIn) 'apuHCKO# pallOHHON TEpPPUTOPHUATBLHON M30MpPATEIbHOM KOMUCCHH.

Cocrae wmep 3amutel uHopManmu s WCII[a T[apunckoit palioHHOM
TEPPUTOPUAIBHOM M30UpATENbHOM KOMHUCCHHM pa3paboTaH B COOTBETCTBHM C MPHUKA30M
OCTIK Poccum ot 18.02.2013 1. Ne 21 «O6 ytBepxknenun CocTtaBa U COJEPKAHUS
OpPraHU3alMOHHBIX U TEXHUYECKUX MEp M0 00eCleyeHn0 0e30MacHOCTH MEePCOHATBHBIX
JAHHBIX MIPU UX 00paboTKe B MH(MOPMAITMOHHBIX CUCTEMAaX MEePCOHATBHBIX JAHHBIX.

[Ipu dopmupoBanum coctaBa Mep 3amUTHl MHGOPMAIUK  HCIOJIH30BAIHUCH
CBelleHUs, coOpaHHbIe B Xoje o00cieAoBaHus HHMOPMAIMOHHOW cucTeMbl «O0mas
NCTIIa» NapurCcKOM pallOHHONW TEPPUTOPHATIBHON M30MpaTebHONW KoMuccuu, Moaenn
yrpo3 M HapyluTens Oe30MacHOCTH NEPCOHAJIbHBIX JaHHBIX NpU MX 00paboTke B
WH)OPMAIIMOHHBIX ~ CHCTEMaX TMEePCOHAIBHBIX  JIAHHBIX [ apuHCKOW  paliOHHOM
TEPPUTOPUATBHON M30UpaTEbHON KOMUCCHH, AKT OTpeesieHUs] YPOBHS 3allUIIIEHHOCTH
NEPCOHANIBHBIX JAaHHBIX NPU UX 00pabOoTKe B MH(POPMAIIMOHHONW CUCTEME MEPCOHATBHBIX
nanabix «O6mas UCIIn» [NapuHckoit pailoHHOW TeppUTOpHUATBbHOM H30MpATEIbHON
KOMMCCHHU.

Bpi0op Mep 3amuThI HHPOPMAIMH
Omnpenenenue 0a30B0ro Hadopa Mep 3alIUTHI HHGOPMALMH

B cootBercTBHM ¢ AKTOM OIPEACIICHHs] YPOBHS 3AIMILIEHHOCTH ME€PCOHAIBHBIX
JaHHBIX MPU HUX 00pabOTKe B MH(POPMALMOHHON CHUCTEME MEPCOHANBHBIX JaHHBIX
«Oo6mas UCITn» I'apuHCKOI pailoOHHOW TeppUTOPUATBHON M30MpaTEeIbHOW KOMUCCUU
0a30BbIi  Habop Mep 3amuThl uHPoOpManuu s M30upaTenbHOW KOMHUCCHUU
CBepIOBCKOM 00JIaCTH COOTBETCTBYET TPETHEMY YPOBHIO 3alIUIIEHHOCTH. ba3oBbIi
HaOOp Mep 3amuThl HHOPMAIUU MpUBEICH B TabuIe 1.



Tabnuma 1 — Bazoserit Habop mep 3U

YciaoBHoe Conep:xxkanue mep
0003HaYeHHUe 1o obdecnevyeHno 6e30nMacHOCTH HHGOPMATUH
Mepbl
NA® Nnentndurkanus u ayrentudukanmns cyobeKTOB 10CTYyNa U 00bEKTOB
pocryna (MAD)

HNAD.1 WNnentuduxanys u ayTeHTHPHUKAIUS MTOJIH30BaTENEH, ABISIOMMXCS paOOTHUKAMU
orepartopa

NAD.3 VYropaBnenue wuaeHTHU(PUKATOpaMH, B TOM 4YHCIE CO3JlaHUE, TPHCBOCHHUE,
YHUYTOKECHHUE UJICHTU(HUKATOPOB

NAD 4 VYnpaBineHue cpeacTBaMu ayTeHTU(UKAlMKM, B TOM 4YHCJIE XpaHEHHe, BblAaua,
MHULMAN3AIMs, OJOKUPOBAHHE CPEACTB ayTEHTU(UKAIMU W TPUHSATHE MEpP B
Ciydae yTpatsl U (WJIM) KOMIIPOMETAILlUU CPEICTB ay TeHTU(PHKALIUN

HNAD.5 3ammrTa 00paTHOM CBSI3U MPH BBOJE ayTEHTU(DUKAITMOHHON MHPOpMALIHH

NA®D.6 Wnentuduxanus u  ayTeHTU(UKaLMsg  IOJb30BaTeieidl, He  SABJISIOIIUXCS
paboTHHKaMHU omepaTopa (BHEITHUX MMOJIb30BaTENICH )

YIIA YnpasieHue 10cTynoM cy0beKTOB A0cTyna K o0bekram gocryna (YIIA)

VIIA.1 VYnpasienue (3aBeicHHE, aKTUBAIUs, OJOKUPOBAHUE M YHUYTOKEHUE) YUETHBIMU
3alUCsMU MOJIB30BATENEH, B TOM UMCII€ BHEIIHUX MOJIb30BaTENEH

VIIA.2 Peanuzanus HeOOXOIUMBIX METOJOB (IMCKPELIMOHHBIN, MaHAATHBINA, POJIEBON WUITU
MHOM METOJ), TUMOB (YTEHHUE, 3alUCh, BHINOJIHEHUE WIM MHOW THUI) M MpPaBUI
pasrpaHUyYeHus 10CTyIa

VIIA.3 VYnopasnenue — (¢uibTpanus, — MaplIpyTH3alUsd, KOHTPOJIb  COEJUHEHUH,
OJIHOHATpaBJeHHAas Mepejaya U UHbIe criocoObl yIpaBieHus) MHPOPMAIIHOHHBIMU
MOTOKAMU MEXJy YCTPOWCTBaMH, CETMEHTaMH WH(OOPMAIIMOHHOW CHUCTEMBI, a
TaK)Ke MEXy UH(POPMALIMOHHBIMH CUCTEMaMHU

VIIJ.4 Paznenenne mnonHomouuii (posei) mosib3oBaTeNed, aIMUHUCTPATOPOB M JIMII,
obecrnieunBarOmUX PYHKIIMOHUPOBaHHE HH(POPMAIIMOHHON CUCTEMBI

VIIA.S5 Ha3snauenne MHMHHMMalIbHO HEOOXOAMMBIX IPAaB W TNPUBMWIETHUH I0JIH30BATEIAM,
aJMMHMCTpaTOpaM W JHIam, ofOecneynBarOmUM  (PYHKIMOHHUPOBAHUE
UH(GOPMALIMOHHON CUCTEMBI

VIIA.6 OrpaHnyeHre HEYCIEIHbIX MOMBITOK BX0Ja B HH(POPMAIMOHHYIO CHCTEMY
(moctymna k nHGOPMAITMOHHOHN CHCTEME)

YIIA.10 brnokupoBanue ceanca goctyna B HHPOPMAIMOHHYIO CHUCTEMY TIOCTE
YCTaHOBJICHHOT'O BpeMEHH 0e3/1eiiCTBUS (HEaKTUBHOCTH) MIOJIb30BaTeIsl MU MO €ro
3anpocy

YIII.11 Paspemenne  (3amper) — IeHCTBUH  TOJIb30BaTeNei,  pa3pelieHHBIX /10

UACHTU(UKANY U ay TEeHTH(PUKAITUU




YciaoBHoe Conep:xxanue mep
0003HaYeHHUe 1o obdecnevyeHno 6e30nMacHOCTH HHGOPMATUH
MepblI
VIIA.13 Peanuzanus 3aiyieHHOT0 yAaJIeHHOTO J0CTya CyOBbEKTOB J0CTyIa K 00beKTaM
JOCTyTIa Yepe3 BHEIHNE HHPOPMAITMOHHO -TEJIEKOMMYHHKAI[MOHHBIE CETH
VIIA.14 Pernamenrtanuss ¥ KOHTPOJb HCIOJNB30BaHUS B HH(GOPMALMOHHON cHucTEeMe
TEXHOJIOTUIl 0€CIIPOBOHOIO I0CTYIIA
VIIA.15 PernmaMeHTanuss M KOHTPOJb MWCIOJIB30BaHHUA B HUH(POPMAIMOHHON cucCTeMe
MOOUJIBHBIX TEXHUYECKUX CPEJICTB
VIIA.16 VYnpasieHue B3auMOJEHCTBHEM C HH(GOPMAIMOHHBIMH CHCTEMaMH CTOPOHHHX
opraHu3aiuil (BHEIIHHE HH(POPMALUOHHBIE CUCTEMBI)
3HU 3amuTa MAIIMHHBIX HOCHTeJIel MepcoHAJbHBIX 1aHHbIX (3HUN)
3HU.8 VYHuuro)keHue (cTupaHue) WIM O00€3IMYMBaHUE [IEPCOHATBHBIX JaHHBIX Ha
MAaIIMHHBIX HOCHUTEISAX MPHU UX Mepefadye MeXJy I0JIb30BaTeNIsIMU, B CTOPOHHHE
OpraHM3alUy JUIsl PEMOHTAa WIM YTWIM3AallMM, a TAaKKe KOHTPOJIb YHMUYTOXKECHHS
(cTupanus) iy 00e3TMIUBaAHUS
PCBb Perucrpauus cooniTuii 6e3onacuoctu (PCh)
PCB.1 Ornpenenenne coObITUM 0€30MACHOCTH, MOJJICKANTUX PETUCTPAIMH, U CPOKOB UX
XpaHeHus
PCh.2 Omnpenenenne coctaBa W CojaepKaHus WH(POPMALUU O COOBITHSIX 0€30MacHOCTH,
HOJJICKAIUX PETUCTPALIUU
PCB.3 CO6op, 3anuch U XpaHeHHE MHPOPMAIMU O COOBITHSX O€30MacHOCTH B TEUYECHHE
YCTaHOBJICHHOT'O BPEMEHH XpaHEeHUS
PCB.7 3ammra nHGOpPMAIUU O COOBITUSIX OE30MACHOCTH
AB3 AnTHBHpYCcHas 3amuTa (AB3)
AB3.1 Peanuzaius aHTUBUPYCHOM 3a1lIUTHI
AB3.2 Oo6noBnenue 0a3pl TaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOTpamMm
(BUpYCOB)
AH3 KonTpoas (anaau3) 3amumenHocTu nupopmanun (AH3)
AH3.1 BoisBiaenue, aHanu3 ys3BUMOCTeM HMH(GOpPMalMOHHOM CUCTEMBI U OIEpPaTUBHOE
yCTpaHEHUE BHOBb BBISIBJIEHHBIX YSI3BUMOCTEM
AH3.2 KoHTpons ycTaHOBKM OOHOBJIEHHMH MpPOrpaMMHOIO oOOecredeHus, BKIoYas
O0OHOBJIEHHE MTPOrPAMMHOTO 0OeCTIeYeHUs CPEICTB 3aIUTH HHPOPMAILIUU
AH3.3 KonTtpons paborocnocoOHOCTH, MapaMeTpoOB HACTPOMKM W  IPaBHIBHOCTH
(YHKIIMOHHPOBAHUS IPOTPAMMHOTO 00eCTICUEeHHUs U CPEJICTB 3aIIUTH HH(OpMaluu
AH3.4 KoHTponb cocTaBa TEXHHUYECKHX CPEACTB, IPOrPAMMHOT0 00ECIICUEHHS U CPE/ICTB

3amuThl HGOPMAIUU




YciaoBHOE
o0o3HaYeHHUE

Mepbl

Conep:xxanue mep
1o obdecnevyeHno 6e30nMacHOCTH HHGOPMATUH

3CB

3amura cpensl Bupryaausanuu (3CB)

3CB.1

WNnentuduxanus u ayreHTUUKANHS CYOBEKTOB JOCTyrna U OOBEKTOB JOCTyIa B
BUPTyaJdbHOU WHQPPACTPYKTYpPE, B TOM 4YHUCJIC AIMUHUCTPATOPOB YIPaBICHUS
CpEJICTBAMHU BUPTYATH3AI[UU

3CB.2

VYnpaBieHue 10CTynoM CyOBEKTOB JOCTyNa K 00beKTaM JIOCTyIa B BUPTYyaJbHON
UHPPACTPYKTYpE, B TOM YHCII€ BHYTPU BUPTYaIbHBIX MallluH

3CB.3

Peructpartust coObITHI1 6€30MaCHOCTH B BUPTYaTbHON HHPPACTPYKTYPE

3CB.9

Peanuzanus W ynpaBlieHME€  aHTUBUPYCHOM  3alllUTOM B BUPTYaJbHOU
HH(pPACTPYKType

3CB.10

Pa3Ouenne BupTyanbHOW MHQPACTPYKTypbl HAa CETMEHTHl (CErMEHTHpPOBAaHUE
BUPTYaJbHOW MHQPACTPYKTYypbl) g1 OOpaOOTKM MNEPCOHAIBHBIX JAaHHBIX
OTJIETTbHBIM TOJIB30BATENIEM | (WMJIM) TPYIION MOJIb30BaTENCH

3TC

3ammrTa Texunueckux cpeacts (3TC)

3TC.3

KoHnTpons u ynpaBiieHHe (QU3UYECKUM JIOCTYNIOM K TEXHUYECKHUM CpEJCTBaM,
CpeACTBaM 3aluThl HHPOPMALIMH, CPEICTBAM oOecricueHHs (yHKIIMOHUPOBAHMS, a
TaKXe B MMOMEILEHUS U COOPYKEHUS, B KOTOPBIX OHU yCTaHOBJICHBI, HCKITFOUAOIIINE
HECAaHKIMOHUPOBAaHHBIA  (U3MUECKHid JOCTym K  CpeacTBaM  o0OpaboTKu
uHbOpMalMK, CpeJCTBaM 3alMThl HMHQOpPMAMM M CpeAcTBaM oOecredeHus
(GYHKIIMOHUPOBAHUS WH(OOPMAIIMOHHONW CHUCTEMBI, B IIOMEIICHUS U COOPYKEHUSs, B
KOTOPBIX OHU YCTAHOBJICHbI

3TCA4

Pasmemienne ycTpoiicTB BbIBosa (0TOOpa)keHHs) HHPOPMAIINH, HCKIIOYaIoIIee ee
HECaHKIIMOHUPOBAHHBIA TPOCMOTP

3UC

3amuTa nHGOPMANMOHHON CHCTEMBI, €€ CPEJICTB, CHCTEM CBSI3M U Mepeaayn
aannbix (3UC)

3UC.3

ObecnieueHue 3alUThl EPCOHAIBHBIX JAHHBIX OT PAcKpBITUS, MOAM(UKALUU U
HaBsA3bIBaHUA (BBOJA JIOKHOM WH(popManuu) mpu ee mnepenade (MOIrOTOBKE K
nepefaye) Mo KaHajlaM CBSI3M, MMEIOUIMM BBIXOJ 32 MpPEesibl KOHTPOJIMPYEMOMH
30HBI, B TOM 4nciie 6ecpoBOIHBIM KaHajaM CBSI3U

31C.20

3amura 6eCHpOBOI[H]':>IX COG,Z[HHGHHfI, MIPUMCHSACMBIX B HH(i)OpMaHHOHHOﬁ CUCTEMC

YKO

Ynpasienue koHpurypanueit ”HPOPMAIUOHHOM CUCTEMbBI U CHCTEMbI
3alMThI EPCOHAJIBHBIX TaHHBIX (YK®)

YK®.1

Onpenenenne Ui, KOTOPBIM pa3peuieHbl ACHCTBUS MO BHECEHUIO W3MEHEHUN B
KoH(purypamuo UHPOPMAIIMOHHONW CHUCTEMBI U CHCTEMBI 3alIUTHl MEPCOHATBHBIX
JTAHHBIX

YK®.2

VYnopapneHue H3MEHEHHSIMH KOHOQUTYypalud HHQOPMAIMOHHOW CHCTEMBI H
CHUCTEMBI 31U THI IEPCOHAIBHBIX JAHHBIX




YciaoBHoe Conep:xxanue mep
0003HaYeHHUe 1o obdecnevyeHno 6e30nMacHOCTH HHGOPMATUH
MepblI

VK®.3 AHanu3  TOTEHUHMAIBHOTO  BO3JCUCTBUS  IUJIAHUPYEMbIX  HU3MEHEHUH B
KOH(UTrypanuu HHPOPMAIIMOHHONH CHCTEMBI M CHCTEMBI 3aIUTHI MEPCOHAIBHBIX
JAHHBIX Ha OO0ECTCYeHHE 3allUThl TIEPCOHAIBHBIX JIAaHHBIX W COTJIACOBAaHUE
W3MEHEHU B KOHPUTYpanuu WHOOPMAITMOHHON CUCTEMBI C JIOTKHOCTHBIM JIMIIOM
(paboTHUKOM), OTBETCTBEHHBIM 3a oOOecTledeHHe OE30MaCHOCTH MEPCOHAIBHBIX
JAHHBIX

YK®.4 JlokymeHTHpOBaHUEe WHGPOpPMAaNUU (ZaHHBIX) 00 HM3MEHEHUSX B KOH(HUTYypaluu
UH(GOPMAIIMOHHON CUCTEMBI U CUCTEMBI 3aIIUTHI IEPCOHABHBIX JaHHBIX

AnanTanus 0a30B0ro Hadopa Mep 3aUTHI HHGOPMAIIU A

C yd4eToMm CBelleHHI O CTPYKTYpHO-(YHKIIMOHATBHBIX XapakTepuctukax MCII/H,
MPUMEHSEMBIX HMH(POPMAIMOHHBIX TEXHOJOTUAX, OCOOCHHOCTSIX (PYHKIITMOHUPOBAHUS
UH(OPMAIMOHHON CUCTEMBI afanTalus npejicTaBieHHoro B Tadnuie 1 6azoBoro Habopa
Mep 3alUThl HHPOpMaLuu TpeOyeTcsl B OTHOLIEHUH MEp, IEPEYUCICHHBIX B TA0IULE 2.

Tabmuma 2 — IepeyeHs Mep 3amuThl HHOPMAIINH, JUISt KOTOPBIX TpeOyeTcs aaanTaiist

YciaoBHoe Conep:xkanue mep IIpuunHBI ¥ cOCO0 ajanTANMHU
0003HaYeHHUE 1o odecneyeHU10 0e30aCHOCTH 3allUTHBIX Mep (3aMeHa,
Mepbl uHopmanuu HCKJIYeHue, MOaupuKaAIUs)
HNAD.6 Nnentuduxanus u ayTeHTH(UKaMs | 3alUTHAs Mepa  JOJDKHA  OBITh
I10JIb30BaTeNeH, HE ABIISIFOUIMXCS | UCKIIIOU€HAa, TaK KakK  BHEUIHHE
paboTHUKaMU omeparopa (BHEWIHUX | MMOJB30BATENIM HE HMMEIOT JOCTYyNa B
MOJIH30BATEIICH ) NCTIn
VITA.13 Peanmzanus ~ 3amMIeHHOro  yAalIeHHOTO | 3allluTHasE Mepa  JIOJDKHA  OBIThH
JOCTyma CyOBEKTOB JOCTyna K OOBekTaMm | uckmrodeHa, tak kak B MCII[In He
JocTyna dYepe3 BHEIIHHE HWH(GOPMAlMOHHO- | UCIOJB3YIOTCS TEXHOJOTUU JIOCTyMa
TEJIEKOMMYHUKAIIMOHHBIE CETH yepe3 BHEIIHHE HH(POPMAIMOHHO-
TEJIEKOMMY- HUKAIIMOHHBIE CETH.
VIIJI.14 Pernamenranus 1 KOHTPOJb MCIOJIB30BaHUS B | 3alllMTHasT Mepa  JIOJDKHA  OBITH
MH(POPMALlMOHHONH  CHUCTeM€  TeXHojoruil | uckiatodeHa, tak kak B MCII/IH He
0ecrnpoBOHOrO 1OCTYIIA. UCII0JIb3YIOTCS TEXHOJIOT MU
0ecrpoBOIHOTO OCTYyIIA.
VIIA.15 Pernamenranus 1 KOHTPOJIb MCIOJIb30BaHUS B | 3alllUTHasT Mepa  JIOJDKHA  OBIThH
uHpoOpMalMOHHOW  cucTeMe  MOOWJIBHBIX | UCKItOYeHa, Tak kak B MCII/IH He
TEXHUYECKUX CPEJICTB. UCIIOJIB3YIOTCSA MOOUITIEHBIE
TEXHUYECKHE CPEJICTBA.
3CB.1 Nnentuduxanus u ayTeHTH(UKaKs | 3aluTHAs Mepa  JOJDKHA  OBITh
CyOBEKTOB JOCTyna M OOBEKTOB JOCTyna B | uckiroueHa, Tak kak B MCIIn He
BUPTYaJbHOW HH(PACTPYKType, B TOM YMCIE | UCIOJIb3YIOTCS TEXHOJIOTH
aJMUHUCTPATOPOB YMPABIEHUS CPEICTBAMHM | BUPTyaIN3aLUU.
BUPTYaJIH3aLUU
3CB.2 VYrpaBineHue A0CTYNIOM CyOBEKTOB JOCTyMa K | 3alIMTHAasT Mepa  JIOJDKHA  OBITh
00beKTaM JIOCTyTa B BUPTYaJIbHOM | uckitoyeHa, Tak kak B UCII[In nHe
UHPPACTPYKType, B TOM UHUCIE€ BHYTPH | UCIIOIB3YIOTCS TEXHOJIOTUU
BUPTYaJIbHBIX MAIIMH BUPTYaJIU3AIMH.




YcaoBHoe Conep:xkanue mep IIpuunHBI ¥ cIOCO0 aanTANMHU
0003HaYeHHUe no odecneyeHno 0€30NMaACHOCTH 3allUTHBIX Mep (3aMeHa,
MepbI uHpopManun HCKJIYeHue, MOTUupuKaIus)
3CB.3 Peructpanuss coObrtuii  GezomacHocTH B | 3allMTHasE Mepa  JIOJDKHA — OBIThH
BUPTYyaIbHOU HH(PPACTPYKTYypE uckitoyeHa, tak kak B HUCII[H He
UCIIOIB3YIOTCS TEXHOJIOTHH
BUPTYaJIU3ALMH.
3CB.9 Peanmzanuss w ymnpaBleHWEe AaHTUBHPYCHOH | 3amuTHass Mepa JIOJDKHA  OBITh
3aIUTON B BUPTYaJIbHOU HHAPACTPYKTYpe uckiovyeHa, tak kak B UCII[H He
UCIIOJIb3YIOTCS TEXHOJOTUHI
BUPTYaJU3aLIH.
3CB.10 PazOuenue BUpTyanbHON MHPPACTPYKTYpHl HAa | 3allUTHAas Mepa  JOJDKHa  OBITh
CEerMEHThl (CerMEHTHUPOBAHME BHUPTYyalbHOH | UcKiItoyeHa, Tak kak B HCII/IH He
UHDPACTPYKTYPHI) TUTS 00pabOTKH | KCTIOJIB3YIOTCS TEXHOJIOTHH
HEPCOHAIbHBIX JTAHHBIX OTZEJIbHBIM | BUPTYaJIH3alIHH.
M0JIb30BaTEIEM u (nnn) rpynIon
M10JIb30BaTEEH
31C.20 3amura 0ecrpoBOAHBIX COelMHEHUH, | 3amMTHas Mepa  JoJDKHa  OBITh
IPUMEHSIEMbIX B HH)OPMALIMOHHON CUCTEME uckimoueHa, tak kak B HCIIIH He
UCIIOJIB3YIOTCSA TE€XHOJIOTHH
0ecrpoBOTHOTO JOCTYyTA.

YTouHeHHe aJaTHPOBAHHOI0 0230BOr0 HA0OPa Mep 3aIUThI HHPpoOpMaAUU
C yuerom cBenenuit Mojenu yrpo3 0€30MaCHOCTH TEPCOHAIBHBIX JIAHHBIX,

obpabateiBaembix B UCIIH,

HOJDKHBI IIPHUMCHATHBCA MCPBI

[0 HEUTpaInu3aluu

aKTyaJIbHBIX yTpo3 Oe3omacHocTH. [lepeueHb Mep Mo HEUTpaIu3aluu aKTyalbHbBIX YIPO3

0€30ITaCHOCTH TPEJICTABIICH B TaOIHUIIEC 3

Tabmuua 3 — [lepeueHb Mep 10 HEUTpaIH3aUK AKTYIIBHBIX YIPO3 0€30MacHOCTH

Ne HanMeHoBaHMe aKTyaJIbHOM YIPO3bI Mepsl 321U T HHpOPMALUH 11
n/n HeHTpaJIu3aliu AKTyaJIbHOH YIrpo3bl
1 VYrpo3sa HCMOJIb30BAHUS mexanu3moB | YIIJ[.4 Paznenenue mosHOMOUMET  (pojeid)
aBTOPU3ALMH U1l HOBBIIIEHUS TPUBMIIETUI [IOJIb30BATENCH, AIMUHUCTPATOPOB U  JIHIL,
o0ecreunBaroIux (byHKLHOHUPOBaHHE

UH()OPMAITMOHHON CHCTEMBI.
VII/I.5 HasHaueHre MHHUMAJIBHO HEOOXOIUMBIX

npas u MIPUBWIIET Ui 10JIb30BATENSIM,
aAMMHHMCTpaTOpaM U JuIaM, 00ecreyuBaroLUIIM
(YHKIIMOHUPOBaHUE UH(POPMALIMOHHOMN
CHCTEMBI.

) Yrpo3sl HECAaHKIIMOHMPOBAHHOI'O JOCTyIa K

BIOS

VIIA.17 OOGecneuenue TOBEPEHHOM 3arpy3Ku
CpCaACTB BBIYHMCIIMTEIbHOM TEXHUKHU

3 VYrpo3sl, peanusyemeie nocie 3arpy3ku OC,
YHHUYTOKCHUC,
HCKa)XKeHHE

HarnpaBJIeHHbBIC Ha
KOTIMPOBAHHUE,
JIAaHHBIX

nepeMelnieHue,

VIIA.4 Pa3genenue mnonHomMouuii  (poneit)
HoJb30BaTeNeH, AaJIMUHHCTPATOPOB W  JIMI,
obecrieunBaroInX (GYHKIIMOHUPOBaHUE

UH(POPMAIMOHHON CHCTEMBI.

VIIJI.5 Haznauenne MUHUMaIbHO HEOOXOIUMBIX
npaB u TIPUBUJICTHIA MOJIB30BATESIM,
aIMUHUCTpATOpaM W JIMIaM, 00eCIeUnBAIOITIM




(GYHKIIMOHHPOBaAHUE
CUCTEMBI.

UHGOPMAITMOHHOU

Yrpo3sl MOAH(PHUKALIME HACTPOEK

VIIA.4 Pa3neneHue mnonaHOMO4Yud  (poJieil)
MoJIb30BaTeNeil, aIMUHUCTPATOPOB W  JIWIL,
o0ecTeunBaIOIIUX (yHKIIMOHUPOBaHUE
MH(OPMALIMOHHON CUCTEMBI.

VIIJI.5 HazraueHrne MUHMMAJIBHO HEOOXO0 UMBIX
npaB " MIPUBUJICTHI MOJIb30BATENSIM,
aIMHHHCTpPATOpaM W JUIaM, 00eCIeYyuBaIOIIIM
(GYHKIMOHHPOBAHUE uH(pOpMaITMOHHON
CUCTEMBI.

AH3.2  KoHutpomnb
MPOrpaMMHOTO obecrieueHusl,
oOHOBIIEHHE MPOrpaMMHOTO
CPEACTB 3alIUTHI HH(OPMAIUH.

OOHOBJIEHU
BKJIIOYAS
o0ecrieueHus

YCTaHOBKH

Yrpo3sl BHEeApeHUs BpegonocHoro 10

AB3.1 Peanu3zaius aHTUBUPYCHOM 3aILUTHI.
AB3.2 OOGHoBneHue 0a3bl JaHHBIX IPU3HAKOB
BPEJOHOCHBIX KOMIIBIOTEPHBIX IporpamMmm

(BUpPYCOB).

VYrpo3sa BO3MOKHOCTH OCYILECTBIICHUSA
HapymuTejIeM ACCTPYKTUBHOI'O BO3I[€I>1CTBH$[
Ha cucTemy IyTeM JKCIUIyaTaluu
ySI3BUMOCTEH MPOrpaMMHOI0 00eCeUeHUs

0OHOBIIEHUN
BKJIIOYas
obOecrieueHus

AH3.2 KoHTpoib
MIPOTPAMMHOTO
OOHOBIIEHHE
cpencts 3U.

YCTaHOBKHU
oOecreucHHs,
POrPaMMHOTO

Yrpo3sl pummHra

AB3.1 Peanu3zaius aHTUBUPYCHOM 3aIIIUTHI.
AB3.2 OGHOBieHue 0a3pl JaHHBIX IMPU3HAKOB
BPEIOHOCHBIX KOMIThIOTEPHBIX MpoTrpaMm

(BUpYCOB).

Yrpo3a jocTyma K 3amdinaeMbiM (aiaaM ¢
HCII0JIb30BAHUEM 00XOIHOTO My TH

NA®.3 Ynpasinenue uaeHTU(GUKATOPAMH, B TOM
YUCJE CO3JaHHe, TPUCBOCHHUE, YHUYTOKCHUE
UJIEHTU(UKATOPOB.

NAD 4 Ympasnenue CpeacTBamMu
ayTeHTU(PUKAIMKM, B TOM YHCIE XpaHCHUE,
BbIJaya, WHULIMAIA3AIUA, OJIOKHpOBaHUE
CPEACTB ayTeHTU(PUKAIMK W TPUHATHE Mep B
clly4yae yTpatThl U (MJIM) KOMIIPOMETALUU CPEICTB
ayTeHTU(UKALIUH.

Yrpo3sa HCIIOJIB30BAHUS uH(pOpMaIUU
UACHTU(UKALIMN/Ay TCHTH(PUKALIMK, 3aJaHHON
110 YMOJTYaHHIO

HNA®.3 Vnpasnenue uacHTUGUKATOPAMHU, B TOM
Yyucjie CO3JaHue, IPUCBOCHHE, YHUYTOXEHUE
UACHTU(DUKATOPOB.

10

«OTKa3 B O6CJ'Iy)KI/IBaHI/II/I>>

OT.4 [lepuoandeckoe pe3epBHOE KOMUPOBAHUE
MEePCOHANBHBIX JAHHBIX Ha pE3epBHBICE Ha
pe3epBHBIC MAIIMHHBIC HOCUTEIN TEPCOHATbHBIX
JTAHHBIX.

OT.5 OGecnicueHue
BOCCTAHOBJICHUS MEPCOHAIBHBIX JAHHBIX C
pe3epBHBIX MaIIMHHBIX HOCHUTENeH
MEepCOHANBHBIX JaHHBIX (PE3epBHBIX KOMUM) B
TEYCHHE YCTaHOBJIEHHOTO BPEMEHHOTO
HMHTEpBaJa.

BO3MOXHOCTHU

11

VYrpo3a HECAaHKIIMOHUPOBAHHOTO BO3JEHCTBHUS
Ha CPEJICTBO 3aIUThl HHPOpMAIIUU

3TC.3 KouTpoiar u ymnpapieHUE (QUINIECKUM
JOCTYIIOM K TEXHHUYECKUM CpeJlICTBaM,




cpeacTBaM 3aIUTel  MHGOPMAIIUH,

cpeacTBaM obecnieyeHus
(GYHKIIMOHMPOBAHMS, a TaKXKe B IOMEIICHUs
U COOPYXKCHUS, B KOTOPBIX OHU
yCTaHOBJIICHBI, UCKJTIOYAIOLIHe
HECAHKIIMOHUPOBAHHBIN ¢busnyeckuit nocTyn
K  cpeactBam  00paboTku  mH(pOpMAaIu,
cpeacTBaM 3aIIUTHI uHbOopMaIuu u

cpenctBaM obecrniedeHuss  (QyHKIIMOHHPOBAHHS
UH(POPMAIIMOHHONW CHUCTEMBI W TOMEIICHUS H
COOPYKEHHUSI, B KOTOPBIX OHHU YCTAHOBJICHBI.

12

KommnsrorepHslie BUpYChI

AB3.1 Peanuzanuust aHTUBUPYCHOM 3allIUTHI.
AB3.2 OOGHoBieHue 06a3bl NaHHBIX MPU3HAKOB
BPEIOHOCHBIX KOMIIBIOTEPHBIX IpOrpamMm

(BUpYCOB).

13

YcraHoBka I10, HE CBSI3aHHOTO c
HCIIOJIHEHUEM CITy>K€OHBIX 0053aHHOCTEN

VIIJI.2 Peanuzamus HEOOXOIUMBIX METOJIOB
(IMCKpeMOHHBIA, MaHJATHBIA, POJIEBOW WU
WHOW  METOJa), TWUMOB (YTEHHWE,  3aIuCh,
BBIIIOJTHEHUWE WJIM WHOW TWUIM) W  MPaBHI
pa3rpaHuYeHust 10CTyIaA.

VIIJI.5 HazHaueHre MUHMMAJIBbHO HEOOXO0IUMBIX

npas u IPUBUIIET Ul M10JIb30BATEIISIM,
aJMMHHMCTpATOpaM U JIMLaM, 00ecleynuBaoLM
(YHKIIMOHUpPOBaHUE UH(POPMAILIMOHHOMN
CUCTEMBI.

14

Buenpenue arnapaTHbIX 3aKJIaJIOK
MOCTOPDOHHMMH  JIMIIAMM  [IOCJIE  Hadala
skcruryaranuu UCIH

3TC.3 Koutponp u ympaBieHue (U3NYECKUM
JIOCTYTIIOM K TEXHUYECKHUM CPEICTBaM, CPECTBAM
3alMThl WH(GOPMAIUH, CPEJICTBAM 00eCIeUeHuUs
(YHKIMOHMPOBAHUSA, a TAKXKE B IOMEINEHHUS U
COOPYXEHHS, B KOTOPBIX OHHM YCTAHOBIIECHBI,
UCKIIIOYaIoIINe HECaHKIIMOHUPOBAHHBIN
¢busznyeckuif JOCTYNl K CpeacTBaM oO0pabOTKH
uHbOpMalluU, CPEACTBaM 3alIUThl HUH(OpMALNH
u cpeicTBaMm oOecrieueHus: (pyHKIHOHUPOBAHUS
WHPOPMAIIMOHHON CHCTEMBI, B TOMEIICHHUS |
COOPYEHHUSI, B KOTOPBIX OHHU YCTaHOBJIEHbI

15

Buenpenue aImapaTHbIX 3aKIaJ0K
COTPYAHUKAMH OpPraHU3aluU

3TC.3 KoHtposib u ympaBieHUHe (UINYECKUM
JOCTYIIOM K TEXHUYECKHUM CPEICTBAM, CPEICTBAM
3alUThl MH(pOpPMAIMM, CPEACTBaM obOecredeHus
(GYHKIMOHMPOBAHUSA, a TAaKXKe B IOMEILEHUS U
COOpPY)XEHHUS, B KOTOPBIX OHHM YCTAHOBJICHBHI,
UCKJIIOYAOIIHE HECAHKIIHOHUPOBAHHBIN
¢usznyeckuif JOCTYN K CpeiacTtBaM o0paboTKH
nH(poOpMaLKU, CPEeICTBAM 3aLUThl MHPOpPMALUU
U cpeacTBaM obecreueHust (yHKIHOHUPOBAHUS
UH(POPMALMOHHON CHUCTEMbI, B TOMEIICHHUS U
COOPY’KEHHUS], B KOTOPBIX OHU YCTaHOBJICHBI

16

Buenpenue arnmapaTHBIX 3aKIa70K
00CITyKUBAIOIIMM MEPCOHATIOM (PEMOHTHBIMU
OpraHHU3aIUsIMH )

3TC.3 Kontponbs u ympaBieHHe (UINIECKUM
JIOCTYTIOM K TEXHUYECKUM CPEJCTBAM, CPEICTBaM
3amuThl UHQOPMAIUHU, CPEACTBAM OOCCIICUCHUS
(YyHKIIMOHUPOBAHUS, a TaKXE B TMOMEIICHUS U
COOpPY)XCHHSI, B KOTOPBIX OHH YCTaHOBJICHBI,




UCKITFOYAIOIIHE HECAHKIIMOHUPOBAHHBIN
(bu3nYecKuid JOCTYNl K CpeiAcTBaM 00pabOTKH
nHpOpMaLUK, CPEACTBAM 3aIIUThl WHPOPMAIIUH
U cpeacTBaMm oOecriedeHUss (yHKIMOHUPOBAHUS
MH()OPMAIIMOHHOW CHCTEMBI, B IOMEIICHUS U
COOPYXKECHHUSI, B KOTOPBIX OHH YCTAHOBJICHBI

17

Yrpo3a yrpaTsl HocUTeNe nHPOpMaLUH

3HU.1 Vyer MAaIINHHBIX HOcUTeENEeH
MEePCOHAIBHBIX JJAHHBIX

18

Henpennamepennas MoupuKanus
(yHHuTOXEHHE) MHPOPMAIIUH COTPY THUKAMHU

VIIJI.5 HazHaueHrne MUHMMAJIBHO HEOOXO0IUMBIX
npas u MIPUBUIIETHI MOJI30BATENSM,
aJMUHUCTpATOpaM U JKLaM, 00eCIeunBaOUIIM
(GYHKIMOHHPOBAaHNE uH(pOpMaITMOHHON
CUCTEMBI.

OJT.4 [lepunoanyeckoe pe3epBHOE KOMMPOBAHUE
NEPCOHAIIBHBIX JaHHBIX Ha pPE3epBHbIE Ha
pe3epBHBIE MAIIMHHBIE HOCUTENN MEPCOHATBHBIX
JTAHHBIX.

OJT.5 OO0ecmeueHne BO3MOKHOCTH
BOCCTAHOBJICHUS MEPCOHAIBHBIX JAHHBIX C
pe3epBHBIX MalIMHHBIX HOCHUTENen
MEePCOHANIBHBIX JAaHHBIX (PE3epBHBIX KOIMHUI) B
TEYCHUE YCTaHOBJIEHHOTO BPEMEHHOTO
WHTEpBaJa.

19

HemnpeanamepeHHOE OTKIIIOUCHHE CPE/ICTB
3alIUThI

VIIJI.2 Peanuzamus HEOOXOIUMBIX METOJIOB
(IMCKpeLMOHHBIN, MaHIAaTHBIM, pPOJEBOM WU
WHOW  METOJ), THUMOB (YTeHHWE,  3aIuCh,
BBHITIOJTHCHUE WJIM WHOM THI) W  TMpaBUI
pasrpaHU4eHus 10CTyTa.

VIIJI.5 Hasnauenre MUHUMAIBHO HEOOXOIUMBIX
npaB H MIPUBUJIETHIA IMOJIL30BATEIISIM,
aIMUHUCTpATOpaM M JIUIaM, 00eCIeUnBAIOITIM
(yHKIIMOHUPOBAHUE UH)OPMAITMOHHON
CHCTEMEL.

20

Bbeixon #3 cTposi ammapaTHO-NPOTrPaMMHBIX
CpencTB

OJT.4 [lepunoanueckoe pe3epBHOE KOMMPOBAHUE
MEePCOHANBHBIX JAHHBIX Ha pE3epBHbIE Ha
pe3epBHBIC MAIIMHHBIE HOCUTENN MEPCOHATBHBIX
JTAHHBIX.

OJT.5 OOGecneucHue BO3MO>XHOCTH
BOCCTAHOBJICHUSI IEPCOHAIbHBIX JaHHBIX C
pe3epBHBIX MalIMHHBIX HOCHUTENen
MIEPCOHANBHBIX JIaHHBIX (PE3epBHBIX KOMUM) B
TEUYEeHUE YCTaHOBJIEHHOTO BPEMEHHOI'0
UHTEpBaJa.

21

VYrpo3sa HECaHKIIMOHUPOBAHHOIO
KOMMPOBAaHHUS 3aliIaeMoil nHopmanuu

NA®.1 Wpentudukamus u ayTeHTHUDUKAIMISL
moJsib3oBaTeNeil, ABIAOLMXCS  pabOTHHUKaMU
omeparopa.

NA®.2 HWpentuduxanmuss u ayTeHTUDUKAIHS
YCTPOWCTB, B TOM 4YHCI€ CTallMOHAPHBIX,
MOOUITBHBIX U TOPTAaTUBHBIX.

NA®.3 Vnpasnenue uaeHTu(UKaTopamMu, B TOM
YUCJIE CO3JaHHe, IPHUCBOCHHME, YHUYTOXEHUE




UACHTU(UKATOPOB.

22

Pasrmamenue wundopmanuu, momuduxanus,
YHUYTOKCHHE COTPYAHUKAMH, JTOMYIICHHBIMH
K ee 00paboTke

NA®.1 Wpentudukamus u ayTeHTHUDUKAIMISL
NOJIb30BaTENICH,  SABJISIONIMXCA  PaOOTHUKAMHU
oreparopa.

NA®D.2 Wnentudukamus W ayTCHTHHUKAIMSA
YCTPOWCTB, B TOM 4YHCIE CTallMOHAPHBIX,
MOOWJIBHBIX U TIOPTATUBHBIX.

NA®.3 Vnpasienue uaeHTHPUKATOPaAMH, B TOM
YyucJje CO3JaHue, IPUCBOCHHE, YHUYTOXEHUE
HUJICHTH(UKATOPOB.

23

Yrpo3a HENoATBEPKIAEHHOTO BBOJA JAHHBIX
OlepaTopoM B  CHCTEMY, CBS3aHHYHO C
0€30I1aCHOCTBIO

VIIA.11  Pazpemienne  (3amper)  JaeHCTBHIA
10JIb30BaTeNeH, pa3peleHHbIX 10
UICHTU(PUKALMY U Ay TEHTU(PUKALUU

24

¥Yrpo3a HempaBOMEpPHOIO O3HAKOMIIEHMS C
3amuiaeMoi nudopmanuei

VIIJI.2 Peanuzanusi HEOOXOIUMBIX METOI0B
(IMCKpeMOHHBIA, MaHJATHBIA, POJIEBOW WU
MHOW  METOJ), TUMOB  (YTEHHE,  3allUCh,
BBITIOJIHCHUE WJIM WHOW THI) U TPaBUI
pa3rpaHuyeHust 10CTyIaA.

25

VYTeuka aTpuOyToB gocTyna

NAD .4 VYnpasienue CpeACTBaMH
ayTeHTUGHUKAlMKM, B TOM YHCIE XpaHEHUE,
BBIJAYA, MHULMAIA3AIAA, 0JIOKHpOBaHUE

CPEACTB ayTeHTU(PHMKAIMK W TPHUHATHE MEp B
Ciydae yTpathl ¥ (WJIM) KOMIPOMETAIMH CPEICTB
ayTCHTH(HUKALIUH.

26

IlepexBar 3a mnepenenaMu KOHTPOJIMPYEMOU
30HBbI

VIIA.3 VYnpasnenue (punprpanus,
MapupyTH3anus, KOHTPOJIb COEIMHEHNUH,
OJITHOHAIIpaBJICHHAs Tepeaya U HMHBIE CIIOCOObI
yHOpaBleHUs1) HMHOOPMAIIMOHHBIMH  MTOTOKAaMHU
MeX1y yCTpOHCTBaMH, CerMeHTaMu
UH(POPMAIIMOHHON CHUCTEMBI, a TaKkKe Mexay
UH(GOPMAIIMOHHBIMH CHCTEMaMHU.

VIIJ.13 Peanu3zanus 3allUIIEHHOTO Y1aJ€HHOTO
JIOCTyNa CyOBEKTOB JIOCTynma K OOBbeKTam
JocTynia 4epe3 BHEIIHWE MH(OpPMalOHHO-
TEJIEKOMMYHUKAIIUOHHBIE CETH.

VIIJ.16 VYnopaBieHue B3aUMOJCUCTBUEM C
UHGOPMALIMOHHBIMH ~ CHCTEMaMH  CTOPOHHHUX
opraHuzanuii  (BHemHHE  MHGPOPMALMOHHbBIE
CHUCTEMBI).

27

IlepexBar B npenenax KOHTPOJIUPYEMON 30HBI
BHYTPEHHHUMH HAPYIIUTEIAMU

3TC.3 Konutposib u ympaBieHue (U3NYECKUM
JOCTYIIOM K TEXHUYECKHUM CPEICTBAM, CPEICTBAM
3amuThl UHQOPMAIUHU, CPEACTBAM OOECreYeHUs
(YHKIIMOHMPOBAHUS, & TaKKE€ B MOMEHICHUS U
COOPYXKEHHUS, B KOTOPBIX OHHU YCTAHOBIICHBI,
UCKJTIOYAIOIIHE HECAaHKIIMOHUPOBAHHBIN
¢busnyeckuif JOCTYN K CpeacTBaM o0paboTKH
nHpoOpManuK, CpeACTBaM 3aIIUThl HHPOPMAITIH
u cpeacTBam obecrieyeHUs (QyHKIMOHUPOBAHUS
MHQOPMALIMOHHON CHUCTEMBI, B IOMELICHUSA H
COOPYEHHUS], B KOTOPBIX OHHU YCTaHOBJIEHbI




N3 Tabnuupl 3 cieayer, 4TO YTOUHEHUE aIallTUPOBAHHOTO 0a3oBOro Habopa Mep
o oOecrnevyeHno 0e30nacHOCTH MH(GOPMAIUK JJI HEUTpaau3alry aKTyallbHbIX yTPO3 HE
Tpedyercs.

Jlono/iHeHHe YTOYHEHHOT0 a/IalITHPOBAHHOI0 6230BOro HAGopa Mep 3alMThI
HH(poOpMaALH

N3  Tabmuner 3 ciegyer, YTO HEOOXOAUMO JIOMOJTHEHHE YTOYHEHHOIO
aIanTHPOBAHHOTO 0a30BOr0 Habopa Mep 3aluThl MHGOPMAIMK CIASAYIOIMUMH MEpaMu,
00ecreunBarOIIMMU BBITIOJTHEHNE TPEOOBaHUH K 3aluTe HH(OOPMAIUH, yCTAaHOBICHHBIMU
WHBIMH HOPMATHBHBIMHU TIPABOBBIMM aKTaMH B OO0JacTH oOOeCmedeHHS Oe30MacHOCTH
nH(OpMaIY 1 3aIUThl UHPOPMAIIHH.

YciaoBHoe Conep:xxanue mep
0003HaYeHHUE 1o odecnevyeHn0 0e30nMacHOCTH UHGOPMANH
Mepbl
3HUN.1 Y4eT MalllMHHBIX HOCUTEIEW NEPCOHANBHBIX JAHHBIX
OAT.A4 [Ieproaudeckoe pe3epBHOE KOMMPOBAHUE IEPCOHAIBHBIX TAHHBIX HA PE3EPBHBIC HA

PE3CPBHLIC MAIIMHHBIC HOCUTCJIN IICPCOHAJIbHBIX JaAHHBIX.

OAT.5 ObecneueHne BO3MOKHOCTH BOCCTAHOBJIEHHUSI IEPCOHAIBHBIX JJAHHBIX C PE3EPBHBIX
MAaIIMHHBIX HOCUTENEH epCOHAIBHBIX JaHHBIX (PE3ePBHBIX KOMUI) B TEUCHHUE
YCTaHOBJIEHHOT'O BPEMEHHOTI'O UHTEpBaJa.

Komnencupyomue Mepsbl 3aliMThI HHPOPMALHMH

3aMeHa MpeayCMOTPEHHBIX aJalTUPOBAaHHBIM 0a30BbIM HAa0OPOM Mep 3aIMThI
MHPOpMAIIMKM  KOMIICHCHUPYIOIIUMH MEpaMmH, HAlpaBiICHHBIMU Ha HEUTPATHU3aINIO
aKTyalbHBIX yrpo3 6e3omacHoCcTH HH(pOpMaInu, He TpeOyeTcs.

Hrorosuiii Had0p Mep 3a1IMTHI HH(POPMALUH

Utoroseiii HaGop mep 3ammrtbl mHpopmauuu st UCIAu chopmupoBan mno
pe3ynbTataM OMpeeNeHHs], alanTallliy, YTOUHEHUS U TOMOJIHeHUs 6a30Boro Habopa mep
3alUThl MHQOpPMALMK, a TaKXe aHajlu3a HEOOXOJMMOCTH 3aMEHbl Mep 3alluThl
uH(OpPMaLK KOMIIEHCUPYIOIMMHU MepaMmu. M Toroserit Habop Mep 3amuThl HHGOPMAIUU

IIPUBCJCH B tabmie 4.
Tab6nuia 4 — Utoroelit Habop Mep 3aiuThl HHGOpMAIHH

YciaoBHOE Conepxanue mep
0003HaUYeHHUE 1o odecnevyeHHIo 0e30acHOCTH HH(popmanuu
Mepbl
NAD Nnentndukanus u ayreHTuGuKanus cy0beKTOB 10CTyNa U 00bEKTOB
nocryna (MAD)
HNAD.1 WNnentuduranus u ayTeHTHPHUKAIUS [TOJIH30BATENCH, SBISIONIMXCS PAaOOTHUKAMH
oreparopa
NAD.3 VYnpaBienue wuaeHTH(GUKAaTOpaMH, B TOM YHCIE CO3JaHHE, MPHCBOCHHE,
YHUUYTOXKECHHE UIEHTU(UKATOPOB




YciaoBHoe Conep:xxanue mep
0003HaYeHHUe 1o odecnevyeHno 6e30nMacHOCTH UHGOPMAaAUNH
MepblI

NAD.4 VYrpaBieHue cpeacTBaMH ayTeHTU(UKAIlMU, B TOM 4YHUCJIE XpaHCHHE, BbIjlaya,
UHUIMANM3anusi, OJOKUPOBAHUE CPEACTB AyTEHTH(PHKAUH U MPUHATHE Mep B
Ciydae yTpaThl U (WJIM) KOMIIPOMETAIIUU CPEJCTB ay TCHTU(PHKAIIUN

NAD.5 3amuTa 00paTHOM CBSI3UM NP BBOJE ayTeHTU(DUKAIIMOHHOW HH(pOpMaLuu

YIIJA Ynpaienue 10cTynoM cy0beKToOB 10cTyna Kk odbekram gocryna (YII)

VITA.1 VYnpasnenue (3aBeieHHE, aKTUBAIMs, OJOKMPOBAHME M YHHUUYTOXKEHUE) YUETHBIMU
3aMMCcsIMU MOJIb30BaTENei, B TOM YKCIie BHEITHUX MOJIb30BaTeNeH

VIIA.2 Peanuzanus HEOOXOIUMBIX METOJOB (JIMCKPEIIMOHHBIN, MaHIATHBINA, POJICBOW HITU
WHOW METOJ), TUIOB (YTEHHUE, 3alUCh, BHIOJHEHUE WIM HHOW TUI) U TPaBUI
pasrpaHu4eHus JOCTyIa

VIIA.3 VYopasnenue — (QuibTpanusi, — MaplIpyTHU3alus,  KOHTPOJb  COEJAMHEHHUH,
OJIHOHAIpaBJICHHAs Mepejada U UHbIe CrIocoObl yIpaBieHus) UHPOPMAIIMOHHBIMU
NOTOKaMHU MEXJYy YCTPOWCTBAMH, CErMEHTaMHU HH(POPMAIMOHHOW CHCTEMBI, a
TaKXKe MEKIy HH(OPMaIlMOHHBIMU CUCTEMaMHU

VIIa.4 Paznenenne nosHomounit (poiei) moJsib3oBaTeNel, aJIMUHHMCTPATOPOB U JIHIL,
obecrneunBaronmx GyHKIIMOHUPOBaHUE HHPOPMAIIMOHHON CUCTEMBI

YIS Ha3nauenue MUHUMaIbHO HEOOXOAMUMBIX MpaB M MPUBWIETHM MOJIB30BATENSM,
aJMMHHMCTpaTOpaM W JHIam, obecrieunBarOMM  (PYHKIIMOHUPOBAHUE
UH(GOPMaLIMOHHON CUCTEMBbI

YIII.6 OrpaHuveHre HEYCHENIHBIX TOMBITOK BX0Ja B HWH(POPMAIMOHHYIO CHUCTEMY
(moctyna xk uH(MGOPMAIIMOHHOM CHCTEME)

VIIZI.10 bnokupoBanue ceanca jgoctyna B HHPOPMALMOHHYIO CHCTEMY IOCIE
YCTaHOBJIEHHOT'O BPEMEHHU 0e3/1eHCTBUS (HEaKTUBHOCTH) I10JIB30BATENS UIIH 110 €r0
3amnpocy

VIIA.11 Paspemienne  (3amper) — ACHCTBUU  TOJIb30OBAaTENIe,  pa3pelIeHHBIX  JO
UACHTU(UKALNY U ay TEeHTH(PUKAITUU

VIII.16 VYrpaBieHue B3auMOJCHCTBHEM C HWH(POPMAIMOHHBIMM CHCTEMaMH CTOPOHHHX
opraHu3anuil (BHeIIHNE UHPOPMALIMOHHBIE CUCTEMBI)

3HU 3ammTa MAIIMHHBIX HOCUTeEJIEH MepcoHabHbIX JaHHbIX (3HHN)
3HUN.1 YueT MalllMHHBIX HOCUTEIEH NEPCOHANBHBIX JAHHBIX
3HN.8 YHuuTOXKEeHHE (CTUpaHHWe) WM OO0E3IHYMBaHUE TIEPCOHATBHBIX JaHHBIX Ha

MaIIMHHBIX HOCUTENSIX MPHU UX IMeperade MEexAy IMOJIb30BaTeNsIMU, B CTOPOHHUE
OpraHu3aIuy I PEMOHTAa WIM YTHUJIM3AIlMH, a TaKKe KOHTPOJb YHUUYTOKCHUS
(cTupanus) Uy 006e3TMIUBaAHUS




YciaoBHoe Conep:xxanue mep
0003HaYeHHUe 1o odecnevyeHno 6e30nMacHOCTH UHGOPMAaAUNH
MepblI
PCBb Perucrpauus cooniTuii 6esonacuoctu (PCh)
PChb.1 Omnpenenenne cOOBITHII OE30MACHOCTH, MOMJIEKAIIUX PETUCTPALMU, U CPOKOB UX
XpaHEeHUs
PCB.2 Ompenenenne cocTaBa W COJEPXKaHUST MHPOPMAIMH O COOBITHIX OE30MacHOCTH,
MOJJIEKAIIUX PETUCTPALIUU
PCb.3 COop, 3anuch U XpaHeHHE HHPOPMAIUU O COOBITHSX 0€30MacHOCTH B TEUYCHHE
YCTaHOBJICHHOT'O BPEMEHH XpaHEeHHUS
PCB.7 3ammra nHGOpPMAIUU O COOBITUSIX OE30MaCHOCTH
AB3 AHTHBHMpYCHas 3amuTa (AB3)
AB3.1 Peanuzanus aHTUBUPYCHOM 3aIIUThHI
AB3.2 Oo6noBnenue 0a3pl NaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTpPamMm
(BUpYCOB)
AH3 Koutpoasb (ananan3) 3amuineHHoctu uigopmauuu (AH3)
AH3.1 BoisBienue, aHanu3 ys3BUMOCTEH HMH(GOPMALMOHHONW CHCTEMBl M OIEPaTUBHOE
yCTpaHEHUE BHOBb BBISIBJICHHBIX YSA3BUMOCTEN
AH3.2 KoHTponb ycCTaHOBKM OOHOBJIEHHI MPOrpaMMHOTO oOOecreueHus, BKIIOYast
OOHOBJICHHE TPOTPAMMHOTO 00ECTIEYSHHSI CPEJICTB 3AIUTHl HHPOPMALIUU
AH3.3 KoHnTtponas paborocnocoOHOCTH, MapaMeTpOB HACTPOMKM M NPaBUIBHOCTH
(YHKIMOHUPOBAHUS IPOTPAMMHOT0 00ECTIEYSHHUS M CPEJICTB 3aIUTHI HH(POPMALIUN
AH3.4 KoHTponbs cocTaBa TEXHHUECKHX CPEACTB, IPOrPAMMHOI0 00ECIICUEHUS U CPE/ICTB
3a1U Tl HHOpMaLUU
oAT Obecneyenne J10CTYNMHOCTH NepcoHANbHBIX JaHHBIX (O/T)
OAT.A4 [lepuoanueckoe pe3epBHOE KOIMPOBAHUE MEPCOHATIBHBIX JaHHBIX HA PE3EPBHBIC HA
pe3epBHbIE MAILIMHHBIE HOCUTEN NIEPCOHAIIbHBIX JAHHBIX.
OAT.5 ObecnieueHne BO3MOKHOCTH BOCCTAHOBIICHHSI IEPCOHANBHBIX JJAHHBIX C PE3ePBHBIX

MalIMHHBIX HOCUTEJICH MePCOHATBHBIX JaHHBIX (PE3ePBHBIX KOIUI) B TCUCHHE
YCTaHOBJIEHHOT'O BPEMEHHOI'O UHTEpBaa.




YciaoBHOE
o0o3HaYeHHUE
Mepbl

Conep:xxanue mep
1o odecnevyeHno 6e30nMacHOCTH UHGOPMAaAUNH

3TC

3ammuTa Texunueckux cpeacts (3TC)

3TC.3

Kontpone u ympaBneHue (u3NYecKUM IOCTYNIOM K TEXHHYECKHM CPEICTBaM,
CpeACTBaM 3alUThl HHPOPMALIUH, CPEICTBAM oOecTieueHusT (PYyHKIITMOHUPOBAHUS, a
TaKXe B MOMEILEHUS U COOPYKEHUS, B KOTOPBIX OHU yCTaHOBJICHBI, HCKITFOUAIOIINE
HECAaHKLMOHMPOBaHHBIH  (uU3MYECKHl  JocTym K  cpeacTtBaM  00paboTKu
uHbOpMalMy, CpeJCcTBaM 3alMThl HMHQOpPMAIMK M CpeAcTBaM oOecredeHus
(YHKIMOHUPOBAHUS MH(POPMAITMOHHOW CHCTEMBI, B TIOMEIIEHUS U COOPYXKEHUs, B
KOTOPBIX OHU YCTaHOBJICHBI

3TCA4

Pa3menienune yctpoilcTB BhiBOJA (0TOOpakeHHs) HH(OPMAIIUU, UCKIIIOYAIOIIEe €€
HECAaHKLMOHUPOBAHHBIN POCMOTP

3UC

3amura nHGPOPMALMOHHOM CHCTEMBI, €€ CPeICTB, CHCTEM CBSI3H U NepeIavu
aanabix (3UC)

3UC.3

ObecnieueHne 3alUThl MEPCOHANBHBIX JAaHHBIX OT PAcKPBITHS, MOAU(UKAIUU U
HaBsA3bIBaHUS (BBOJA JIOKHOM WH(popManuu) mpu ee mnepenade (MOATOTOBKE K
nepenaye) 1Mo KaHajJaM CBSI3M, MMEIOIIUM BBIXOJ 3a MpeJeibl KOHTPOJIUPYEMOM
30HBI, B TOM 4Hciie OeCIIpOBOIHBIM KaHajaM CBSI3U

YK®

Ynpasiaenue konurypanueii HHGOPMAIMOHHON CUCTEMbI M CUCTEMbI
3alMThI EPCOHAJIBHBIX TaHHBIX (YK®)

YK®.1

OnpeneneHne Jull, KOTOPbIM pa3pelieHbl TEUCTBUS MO BHECEHUI0 M3MEHEHHI B
KOH(QUTYpauo WHPOPMAIMOHHONH CHUCTEMBI U CHUCTEMBI 3alIUTHl MEPCOHATBHBIX
JAHHBIX

YK®.2

VYrpaBieHue W3MEHEHHSIMH KOHOQUTypaimun HHOOPMAIMOHHONH CHUCTEMBI U

CUCTCMBI 3allIUTHI ICPCOHAJIBHBIX TaHHBIX

YK®.3

AHanu3  NOTEHUHAJIBHOTO  BO3JCUCTBHUS  IUIAHUPYEMBIX  U3MEHEHHH B
KoH(purypanun UHPOPMAIIMOHHON CHCTEMBl M CHCTEMBI 3alUThI MEPCOHAIBHBIX
JAHHBIX Ha OO0ECIeYeHHE 3allWThl TIEPCOHAJIBHBIX JaHHBIX W COTJIACOBaHUE
W3MEHEHUH B KOHPUTYpauu HHOOPMAITMOHHON CUCTEMBI C JIOKHOCTHBIM JIMIIOM
(pa®oTHUKOM), OTBETCTBEHHBIM 3a olecmeueHue Oe30MaCHOCTH MEePCOHATBHBIX
JTAHHBIX

YK® 4

JoxymentupoBanue wHpOpManuu (JaHHBIX) 00 M3MEHEHHUSX B KOHQPUTYypaluu
UH(GOPMALIMOHHON CUCTEMBI H CUCTEMBI 3aIUTHI IEPCOHANBHBIX JaHHBIX

TpeGoBanus k cpercTeamM 3alUThHI HHGOPMALTUT

Texnuueckue Mepbl  3alUThl  HUHGOPMAIMM  PEATU3YIOTCS  TTOCPEJICTBOM
MPUMEHCHUS CPEACTB 3aIlUThl WHGOPMAIMU, HMMEIOIMX HEOoOXOAuMbIe (YHKIMH
0€30MacHOCTH.

B coorBerctBun ¢ myHkTtoMm 12 CocraBa u coaep:KaHUs OpPraHU3alMOHHBIX M
TEXHUYCCKUX MEp MO OOCCICUCHHIO OC30TMacCHOCTH IEPCOHATBHBIX JaHHBIX TPH HX
00paboTke B WH(POPMAIMOHHBIX CHUCTEMaxX MEPCOHATBHBIX JaHHBIX, YTBEPKICHHBIM



npukazom OCTOK Poccuu ot 18 despans 2013 1. Ne21 mpu uCHonb30BaHUU B
MH()OPMALIMOHHBIX CHCTEMax CEPTU(PHUIMPOBAHHBIX MO TpeOOBaHUAM OE€30MAaCHOCTH
nHpOpMaIuK CPEeACTB 3aIUThl UHGOPMALUU B MH(POPMAIIMOHHBIX CHUCTEMaxX 3 YpPOBHS
3alUIIEHHOCTH TEPCOHATBHBIX JAHHBIX MPUMEHSIOTCS CPENICTBA 3alUThl MHGOpMAIUK
HE HMWXeE 6 Ki1acca, a TakKe CPEJICTBA BBIYMCIUTEIILHOM TEXHUKH HE HUKE S5 Kitacca.



ITpunoxenue No 2
YTBEPXJIEHA
pemeHneM | apuHCKON pallOHHOM
TEPPUTOPHUATHHON M30UpaTeIbHON

KOMHUCCUU
ot 10 mapta 2025 r. Ne 5/16

[TOJIMTUKA

MH(pOpMaMOHHON 0€30MacCHOCTH
pu padboTe C MePCOHATHHBIMU JAHHBIMU

B ["apuHCKOM pallOHHOM TEPPUTOPUATIBHON U30HpaTETbHON KOMUCCUH

OINIPEJAEJEHUSA

B HacTosiieM TOKyMEHTE UCHOJIb3YIOTCS CIICAYIOIINE TEPMUHBI U UX OMPEACICHUSI.

ABTOMATH3MpPOBaHHAsI cHCTeMa - CHCTEMa, COCTOSINAs U3 MepcoHalla U KOMIUIeKca
CpPEICTB aBTOMATHU3AallMM €ro JEATEIbHOCTH, peajusylomas HHPOPMALUOHHYIO
TEXHOJIOTHIO BBIMOTHEHUS YCTAHOBICHHBIX (PYHKITUH.

AyTeHTH(QUKAIMS OTHPABUTENS JAHHBIX - MIOJTBEPKICHUE TOTO, YTO OTIPABUTEIb
MOJTYYEHHBIX JAHHBIX COOTBETCTBYET 3asBICHHOMY.

Be3onacHOCTh MEPCOHANBHBIX TJAHHBIX - COCTOSHUE 3AIUILIEHHOCTH TIEPCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMOe CIIOCOOHOCTBHIO TMOJIb30BaTENIC, TEXHUUYECKUX CPEICTB U
UH(OPMAITMOHHBIX TEXHOJIOTHM 00ecneunTh KOH(PHUICHIUATBLHOCTh, IEIOCTHOCTh U
JIOCTYITHOCTh TIEPCOHATBHBIX JAHHBIX MPU UX 00padoTKe B MH(POPMAIIMOHHBIX CHCTEMaXxX
NepPCOHATbHBIX JIAHHBIX.

Buomerpuyeckne nepcoHabHbIE AaHHbIE - CBEIACHUSA, KOTOPbIE XapaKTEPU3IYIOT
¢uznonoruyeckre 0COOEHHOCTH YeJI0BEKAa U Ha OCHOBE KOTOPBIX MOYKHO YCTAHOBUTH €0
JUYHOCTh, BKIIOUas Qororpadum, oTHeUaTKH TMaiablleB, o0pa3 CETYATKU TIJa3a,
O0COOEHHOCTH CTPOCHHUS TeNa U APYTYIO MO100HY 0 HHGOPMAIIHIO.

bJjokupoBaHue MEPCOHAJBHBIX AAHHBIX - BPEMEHHOE MpeKpaiieHue oO0padOTKH
MEePCOHANBLHBIX JaHHBIX (32 HMCKJIIOUYEHHEM CIIy4yaeB, €ciiM 00paboTka HeoOXxoauma Jiist
YTOYHEHHUS MEPCOHAIbHBIX TAHHBIX ).

Bupyc (koMnbIOTEepHBIH, MPOrpaMMHBIii) - UCIIOJIHAEMbIA NPOTPAMMHBIA KOJI WIU
UHTEPIPETUPYEMBIid  HaAOOP VHCTPYKLIHH, oOjagaronMii  CBOMCTBAMHU  He-
CaHKI[MOHUPOBAHHOTO  pACIpPOCTPaHEHHs] U  camoBocipou3BeneHus. Co3gaHHbIE
TyOJIMKAThl KOMIIBIOTEPHOT'O BUPYyCa HE BCETJIa COBMAAIOT C OPUTHHAIOM, HO COXPaHSIOT
CIIOCOOHOCTH K JaJIbHEHIIIEMY pacpOCTPAHEHHUIO M CAMOBOCTIPOU3BEICHUIO.

BpenonocHasi mporpamma - MporpamMma, MNpeIHa3HadyeHHasl sl OCYIIECTBIICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYyMAa W (WJIM) BO3JACUCTBHUS Ha MEPCOHAJIbHBIC JAHHBIC WU
pecypchl HHOOPMAITMOHHON CUCTEMBI IEPCOHAIBHBIX IAHHBIX.

Bcnomorarte/ibHbIe TEXHHYECKHE cpeacTea U CUCTEMbI - TCXHHUYCCKUC CpCI[CTBa )51



CUCTEMBI, HE MpeHa3HAUYCHHbIC IJI Tepe/iayu, 0OpaOOTKM U XpaHEHHS MepCOHATBHBIX
JAHHBIX, YCTaHABJIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEJICTBAMU W CHUCTEMaMH,
MpeaHa3HAaYEHHBIMU JUIsi 00OpaOOTKU TEPCOHAIBHBIX JAaHHBIX WJIM B TOMEIICHUSX, B
KOTOPBIX YCTaHOBJICHBI HH(DOPMAITMOHHBIE CUCTEMBI IEPCOHATIBHBIX TAHHBIX.

JlocTynm B ONEpPAallMOHHYI0 cpedy KoMmmbloTepa (MHGOPMAIMOHHON CHCTEMBI
MePCOHAJbHBIX JAHHBIX) - MOJIYUYCHUE BO3MOXXHOCTH 3allyCKa Ha BBITTOJIHEHUE IITATHBIX
KOMaHJl, GyHKIWN, TPOIEAYp OMEPAMOHHON CHUCTeMbl (YHUUYTOKEHHUSI, KOIMPOBAHUS,
NepeMEILeHHsS U T.11.), UCTIOTHAEMBIX (DaiJIOB MPUKIAAHBIX TPOTPAMM.

Jdoctyn K wuHpopMamuum - BO3MOXHOCTh TMOJy4YeHUS UHPOpPMAIUM H  €¢
UCIIOJIb30BaHUS.

3aK/IaI0uHOe YCTPOWCTBO - BJIEMEHT CpEACTBA CheMa HH(OPMAILMH, CKPBITHO
BHEJpSIEMbI  (3aKiaJblBa€MbIii WJIM BHOCHMBIA) B MECTa BO3MOXHOTO CheMa
uHdopmaluu (B TOM YHUCIE B OTpaXJE€HHE, KOHCTPYKIIMIO, 000pyJA0BaHUE, MPEIMEThI
WHTEpbEpa, TPAHCHOPTHBIE CPEJCTBA, a TaKKE€ B TEXHUYECKHE CPEJCTBA U CHUCTEMBI
00paboTku nHMOPMALIHH).

Bamumaemasi uHpopmauus - UHQOpManUs,  SABIAOIMIAACS — MPEIMETOM
COOCTBEHHOCTH W TMOJyIexkaniasi 3aluTe B COOTBETCTBUM C TpeOOBAHUSIMU IPABOBBIX
JIOKYMEHTOB WJIM TPEOOBAHUSIMU, YCTaHABIMBAEMbIMU COOCTBEHHUKOM MH(OpMaIuu.

Nnentudukanus - NIPUCBOCHUE CyObEeKTaM U 00bEKTaM JOCTyIa UACHTU(UKATOpa
U (WIM) CpaBHEHHE TMPEIBSIBIAEMOro HJECHTU(UKATOpA C MEpPEeYHEM MPUCBOCHHBIX
UJEHTU(UKATOPOB.

NudopmaTuBHbIii  CHTHAJ -  DJIIEKTPUYECKHE  CUTHAJIBI, aAKYCTUYECKUE,
AIEKTPOMArHUTHBIE U APyTrue PU3NYECKUEe MOoJsl, 0 MmapaMeTpaM KOTOPBIX MOXKET ObITh
packpbiTa KoH(UACHITMaIbHAs nHOopMaIus (epCoHANIbHBIC TaHHBIC) 0OpabaThiBacMas B
MH()OPMAITMOHHON CUCTEME MTEPCOHAIBHBIX JTAHHBIX.

HNudopMannoHHbie TEXHOJOTHMH - MPOLIECCHl, METOJbI MOUCKA, cOOpa, XpaHEHUs,
00pabOTKH,  MPEIOCTaBIEHUS,  PaCHpOCTpaHEHUs  HUHPOpPMAIMU U  CIIOCOOBI
OCYIIIECTBJIEHUS TAKUX MPOLIECCOB U METO/IOB.

NudopmannonHasa cucrema mnepcoHaJbHbIX AaHHbIX (MCIIJH) - COBOKYHHOCTH
cojepkammxca B 0a3ax JaHHBIX NEPCOHAIBHBIX JAHHBIX M O0OECHEYUBAIONIUX HUX
00paboTKy MH(POPMAITMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB.

HMcnoJib3oBaHue MepCOHANbHBIX JAHHBIX - JCHCTBUA (ONepalun) ¢ NepCoOHAIbHBIMU
JAHHBIMH, COBEpIIIAEMbIC OTEPATOPOM B LEISAX NPUHSATHS PEIICHUN WIM COBEPIICHUS
UHBIX JEHUCTBUMN, MOPOXKIAIOMIUX IOPUAUUYECKUE TMOCIEACTBUS B OTHOIICHUM CyOBEKTa
MEePCOHANBHBIX JAaHHBIX WU APYTUX JIMIl JTUOO0 MHBIM 00pa30oM 3aTparMBaroluX IpaBa u
CBO0OOIbI CyOBEKTa IEPCOHATBHBIX JAHHBIX WU JAPYTUX JIHII.

McTouHuK yrpo3nl 6e3onacHocTH HHGoOpManuu - CYOBEKT JIOCTYIa, MaTepUATIbHBIN
00BEKT WM (PU3NUECKOE SIBICHUE, SBISIONIMECS MPUUYMHOW BO3HUKHOBEHUS YTPO3BI
6e3omacHOCTH HH(POPMAIIUH.

KoHTposmmpyemasi 30Ha - TPOCTPAHCTBO (TE€PPUTOPHUs, 3JaHUE, YaCTh 3/IaHUS,



IIOMEILIEHUE), B KOTOPOM HCKJIIOUEHO HEKOHTPOJIMPYEMOE NpeObIBAaHHE ITOCTOPOHHUX
JIUL, a TAK)KE TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaTEPHATIbHBIX CPEICTB.

KoH(puieHIHaIbLHOCTh MEePCOHAIBHBIX JAaHHBIX - 00s3aTeNbHOE JUIsl COOMIOJEHUS
ONEPAaTOPOM WJIM HHBIM TOJYyYMBIIMM JOCTYII K IE€PCOHAIBHBIM JaHHBIM JIMLIOM
TpeOOBaHKE HE JOMYCKaTh MX pacnpocTpaHeHue 0e3 cornacusi CyObeKTa MepCOHaIbHBIX
JAHHBIX WX HATWMYUS WHOTO 3aKOHHOI'O OCHOBAHMUSI.

Me:kceTeBoii KpaH - JOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (YyHKIHOHAIBHO--
pacripefieieHHOe TporpaMMHoe  (IIporpaMMHO-amnmapaTHOE) CpeacTBO  (KOMILIEKC),
peanusyolee KOHTPOIb 3a HHpOopMaIuei, noctynamoiieil B MHGOPMAIIMOHHYIO CUCTEMY
NEPCOHANBHBIX JAHHBIX U (W) BBIXOAIIEH U3 NHOOPMAIIMOHHON CUCTEMBI.

Hapyumre/ib 6€30MacHOCTH MePCOHAIBHBIX JaHHBIX - (U3HUECKOE JUII0, CIy4YailHO
WIM TPEIHaMEPEHHO COBEpIUIAIOIIEEe JCHCTBHS, CIEACTBUEM KOTOPBIX SBISETCS
HapylIeHne Oe30MaCHOCTH TMEPCOHAIbHBIX JaHHBIX MPU HUX 00pabOTKE TEXHUYECKUMHU
CpeacTBaMH B HH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX.

HeaBTomMaTH3upoBaHHasi o00padoTKAa MNEPCOHANBLHBIX JaHHbIX - 00paboTka
MEPCOHANBHBIX JaHHBIX, COJAEPKAIINXCS B WH(POPMAIMOHHON CHUCTEME IMEPCOHATBHBIX
JaHHBIX JIMOO W3BJIEYEHHBIX W3 TAaKOW CHUCTEMBI, CUHUTAETCS OCYIIECTBICHHOW O€3
WCIIOJIb30BAaHUsI CPEACTB aBTOMAaTH3aluu (HEAaBTOMATU3MPOBAHHOM), €CJIM TaKue
NEHUCTBUSL €  TEPCOHAIbHBIMM  JaHHBIMH, KaK  HCIOJIb30BaHUE, YTOYHEHHE,
pacnpoCTpaHEHUE, YHUYTOKEHHE NEPCOHAIBHBIX JAHHBIX B OTHOLIEHWH KaXKJOTO W3
CyOBEKTOB MEPCOHABHBIX JAHHBIX, OCYIIECTBIISIIOTCA NPHU HENOCPEICTBEHHOM YYacTUU
YEJI0BEKa.

HenexiapupoBannble BO3MOMKHOCTH - (DYHKIIMOHAJbHBIE BO3MOXKHOCTH CPEICTB
BBIUMCIUTEILHON TEXHUKH, HE OMHCAHHBIE WJIA HE COOTBETCTBYIOUIME OMUCAHHBIM B
JOKYMEHTALUH, npu UCIIOJIb30BAaHUU KOTOPBIX BO3MOYHO HapyLIEHUE
KOH(PUIESHIIMATBHOCTH, TIOCTYITHOCTHU WJIH IIEJIOCTHOCTH 00pabaThiBaeMoil MH hopMaliuu.

HecaHKIMOHUPOBAHHBIN JOCTYI (HECAHKIMOHUPOBAHHBIE NEHCTBHSA) - TOCTYI
K MHQOpMaIMM WK AeHCTBUs ¢ MH(pOpMaLuel, HapylIallliye IpaBuiia pa3rpaHudeHUs
J0CTyIla C MUCIIOJIB30BAHUEM ILITAaTHBIX CPEACTB, NMPEAOCTABISIEMBIX MH()OPMALIMOHHBIMU
CUCTEMaMU MEPCOHATIbHBIX JTAHHBIX.

Hocurenbr undopmanun - Qusnueckoe JMIO WIK MATEPUATIBHBIA OOBEKT, B TOM
yycie (U3NIecKoe Moje, B KOTOPOM HH(pOpMAIUs HAXOIUT CBOE OTPAXEHUE B BHUJIC
CHUMBOJIOB, 00pa30B, CUTHAIOB, TEXHUYECKUX PELICHUI U MPOLECCOB, KOJIUYECTBEHHBIX
XapaKTEPUCTUK (PU3HUUECKUX BEIUYHUH.

OGe3nynBaHNe TEPCOHAIBHBIX JAHHBIX - JICUCTBHUS, B pPE3yJbTaTe KOTOPBIX
CTAaHOBUTCSL HEBO3MOXXHBIM 0€3 HCIOJb30BaHUS JONOJHUTENbHON HMHGpOpMauu
ONpENENUTh MPUHAUIEKHOCTh TEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIBHBIX JaHHBIX.

OGpafoTka NepCOHANBHBIX JaHHBIX - JI00Oe jeiicTBue (omepanus) WA
COBOKYMHOCTh JIEUCTBUM (Omepaiiuii), COBEpIIAeMbIX C HCIOJB30BAHUEM CPEICTB



aBTOMAaTU3allUU WK 0€3 UCHOJIb30BaHUSI TAKUX CPENICTB C MEPCOHAIbHBIMU JaHHBIMH,
BKJIIOYas cOOp, 3amuch, CHCTEMAaTH3al{l0, HAKOIUIEHUE, XpaHEHUE, YTOYHEHHE
(oOHOBNEHUE, U3MEHEHHE), U3BIICUCHHE, MCIOIb30BaHUE, Nepenady (pacnpocTpaHEeHHE,
IOpEeOCTaBIEHUE, JOCTYI), 00e3Nn4yuBaHue, OJIOKUPOBAHME, YJAJICHHUE, YHUUYTOXKEHHUE
MEPCOHATBHBIX JTaHHBIX.

OO6uletocTynHbIE TEePCOHAJIbHbIE [aHHbIe - I[I€PCOHAJbHBIE JIAHHBIC, JIOCTYIl
HEOTPAaHUYEHHOTO Kpyra JHI[ K KOTOPbIM TPEAOCTaBIE€H C corjacusi cyObekTa
NIEPCOHANBHBIX JTaHHBIX WM Ha KOTOPHIE B COOTBETCTBUU C (hefiepaibHBIMU 3aKOHAMU HE
pacrpoctpansercs TpeboBaHue COOMI0ACHUS KOH(MUISHIINATBHOCTH.

Omnepartop (MepcoOHATBHBIX TAHHBIX) - TOCYJAPCTBEHHBI OpTraH, MYHUIIUTATbHBIN
Opras, IpUANYECKOE WK (PU3UYECKOE JINIIO, CAMOCTOATEIBHO WIH COBMECTHO C APYTUMU
JULaMH OpPTaHU3YIOIIKE U (MJIM) OCYUIECTBIISIIOLME 00pabOTKY MEePCOHANIbHBIX TAHHBIX, &
TaKXe OMpeAeNAIoIne el 00padOTKU MEPCOHATBHBIX JAHHBIX, COCTAaB MEPCOHATBHBIX
JNAHHBIX, MOJJeXamux oO0paboTke, JAecTBUS  (Omepauuu), COBEpIIAEMBIE C
NEPCOHAIILHBIMU JTAHHBIMH.

Texuuveckue cpeacTBa HH(OPMAIMOHHOH CHCTEMBbI NEPCOHAILHBIX JAHHBIX -
CpelICTBa BBIYMCIUTEIbHON TEXHUKH, UHPOPMAIMOHHO-BBIUUCIUTEIIbHBIE KOMILJIEKCHI U
CETH, CPEJCTBA U CUCTEMBI Iepenayu, npuema u oopadotku I1JIH (cpeacTBa u cucTeMbl
3BYKO3aIIMCH, 3ByKOYCHJIEHUS, 3By KOBOCIIPOU3BEICHHUS], IEPETOBOPHBIE U TEIIEBU3NOHHBIE
YCTPOMCTBA, CPEIACTBA M3TOTOBJICHUS, TUPAKHUPOBAHUS JIOKYMEHTOB H JIPyTHE
TEXHUYECKHE CpeACcTBa 00PaOOTKHU peueBoM, rpadpuueckoi, BUA€0- U OyKBEHHOLIM(PPOBOH
uH(pOpMaIuK), TPOrpaMMHBIE Cpe/ICTBA (OTEPaAIMOHHBIE CUCTEMBI, CUCTEMBI yTIPABIICHUS
0azaMM JMaHHBIX W T.I.), CPEACTBA 3allUThl HH(OpPMANWK, TPUMEHSEMbIE B
MHPOPMAITMOHHBIX CHCTEMAaX.

Iepexsat (uHpopmanuu) - HEMPABOMEPHOE TONydYeHHE WHGOpMAIUU C
UCIOJIb30BAaHUEM TEXHUYECKOTO CPEICTBA, OCYIIECTBIAIONIEr0 OOHApYy>KEHUE, NPUEM U
00paboTKy MHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHble - JI00as HMHQOpMAIUs, OTHOCAIIAACA K NPSIMO WIIU
KOCBEHHO OIPEJCIICHHOMY WM ompenensieMoMy (usudueckomy Jauiy (cyObekTy
MEPCOHAIILHBIX TaHHBIX);

IloGouHbIE 3JIEKTPOMATHUTHbIE M3JIy4YeHUS] M HABOAKHU - DJIEKTPOMAarHUTHBIC
U3ITYyYEHHUS] TEXHUUECKHUX CPENICTB 00paboTKH 3amuiaeMoil nHpopMaIiui, BOZHUKAIOIINE
KaK MOO0YHOE SIBJICHUE U BBI3BAHHBIC AJIEKTPUUECKUMHU CUTHAJIAMU, JCHCTBYIOIIUMH B UX
AICKTPUYCCKUX M MArHUTHBIX IIETAX, a TaKXKe OJIICKTPOMAarHUTHBIE HABOJKH ITHX
CUTHAJIOB Ha TOKOTIPOBOISIINE JIMHUH, KOHCTPYKITUHU U TN TIMTAHUS.

IMo/MTHKA «YHCTOr0 CTO0JA» - KOMIUIEKC OpPTaHU3allMOHHBIX MEPOTPUSITUIA,
KOHTPOJIUPYIOUIMX OTCYTCTBHE 3alMChIBAHMS HAa OyMa)XHbIE HOCUTENIM KIIOYEeHd Hu
aTpuOyTOB J0CTyNa (MapoJiei) U XpaHEHUs X BOIU3H OOBEKTOB JIOCTYTIA.

IHoab30BaTenb HHGOPMANMOHHON CHCTEMBbI MEPCOHAIBHBIX JAHHBIX - JIUIO,
ydacTByioniee B (DyHKIIMOHHPOBAHUH HWH(POPMAIIMOHHOW CHUCTEMBI TEPCOHATBHBIX



JAHHBIX WU MCIIONIb3YIOIIEE PE3YIbTAThl €€ (PYHKIIMOHUPOBAHUSI.

IlpaBuia pa3rpaHuyveHusi J0CTyna - COBOKYIHOCTbh MPABWI, PErIaMEHTUPYIOIIHUX
mpaBa J0CTyIa CyObEeKTOB IOCTyNa K 00BEKTaM JTOCTYIIA.

IIporpamMmMHasi 3akjajaka - KOJ MpOrpamMMbl, NPEIHAMEPEHHO BHECEHHBIH B
porpaMMy C IEJIbI0 OCYIIECTBUTh YTEUKY, W3MEHHUTb, OJIOKUPOBATh, YHUUYTOKHUTbH
UHOOPMAITUI0O WIM YHUYTOXKUTH M MOAU(MUIMPOBATH NPOrpaMMHOE obecreueHne
MH()OPMAIIMOHHOW CHUCTEMBI MEPCOHANIbHBIX JAHHBIX M (WIH) OJOKMPOBATH aIlapaTHHIE

CpeIcCTBa.
ITporpammuoe (mporpaMMHO-MaTeMaTH4YECKOE) BO3/IeCTBHE -
HECAHKIIMOHUPOBAHHOE BO3JICUCTBUE Ha pecypcebl aBTOMAaTHU3UPOBAHHOM

MH(OPMALIMOHHONW CHCTEMBI, OCYIIECTBISIEMOE C HCIOJIB30BAaHHEM BPEJOHOCHBIX
IPOTPaMM.

PackpbiTHE MEPCOHANBHBIX AAHHBIX - YMBIIUIEHHOE WIHM CIy4YailHO€ HapyLIEHUE
KOH(UIECHIINATBHOCTH MEPCOHANBHBIX JaHHbIX.

PacnipocTpaHeHHe TePCOHAJBbHBIX JaHHBIX - JICHCTBUS, HalpaBJICHHbIE Ha
PACKpBITHE MEPCOHAIBHBIX JTAHHBIX HEOTIPEACIICHHOMY KPYTY JIULI.

Pecypc uHpOPMAUMOHHOI cHCTeMbI - HWMCHOBAaHHBIA JJIEMEHT CHUCTEMHOTO,
MPUKIAAHOTO WM ammapaTHoro ooOecreyeHus (yHKUMOHUPOBAHUS WH(OPMAIMOHHOU
CUCTEMBI.

CnenuajbHble KATErOPHU NEPCOHAIBHBIX [AHHBIX - I[IEPCOHAIBHBIE JIaHHBIE,
KACaloIIMecs] PAacOBOM, HAUMOHAIBHOW MPUHAIJICKHOCTH, TOTUTHYECKUX B3IJISIIOB,
PENUTHO3HBIX WK (PUIOCOPCKUX YOSKIEHUM, COCTOSIHUS 310pPOBbSl U MHTUMHOM KU3HU
CyObeKTa MEPCOHATBbHBIX JTaHHBIX.

CpeacrBa BBIYHCJINTENbHOH TEXHHMKHM - COBOKYIIHOCTH IIPOIPAMMHBIX H TEX-
HUYECKUX OJJIEMEHTOB CHCTEM OOpabOTKM MaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEJIBHO WJIM B COCTaBE JPYTUX CUCTEM.

CyobekT poctyma (cy0beKkT) - JIMIO WIM MPOLECC, JCUCTBUA KOTOPOTO
pErIaMEHTHPYIOTCS IPaBUJIaMU Pa3rPaHUYCHUS TOCTYIIA.

TexHUYECKU KAHAJ yTeYKH HH(OPMANHH - COBOKYITHOCTh HOCUTENS UHGOpMaIIUX
(cpeactBa 0OpaboTKH), hrU3HUECKOi cpelbl pacHpoCTpaHeHus: HHPOPMATUBHOTO CUTHAIIA
U CPEJICTB, KOTOPBIMU JOOBIBAETCS 3aluiaemMasi uHMopmaus.

TpaHcrpanuyHasi nepegaya NEPCOHAIBHBIX JaHHBIX - I€pe/ladya MEepCOHAIbHBIX
JaHHBIX orepaTopoM yepe3 ['ocynapcTBeHHyo rpanuiny Poccniickoit @enepannn oprasy
BJIACTM HMHOCTPAHHOIO TOCYyAapcTBa, (PU3MUECKOMY WA IOPUAUYECKOMY JIUIY
MHOCTPaHHOTO rOCyJ1apCTBa.

Yrpo3sl 0e30MacHOCTH MePCOHANBHBIX [JAaHHBIX - COBOKYIIHOCTh YCIOBUH U
(akTOpOB, CO3/AIOIIMX OMACHOCTh HECAHKIIMOHUPOBAHHOI'O, B TOM YHCIIE€ CIy4alHOTO,
JOCTYIIa K NIEPCOHAJIBHBIM JIAHHBIM, PE3YJbTaTOM KOTOPOIO MOYKET CTaTh YHUYTOXKEHUE,
U3MEHEHHEe, OJIOKMPOBaHUE, KOMMPOBAHUE, PACIPOCTPAHEHUE MEPCOHABHBIX JAaHHBIX, a
TaK)K€ MHBIX HECAaHKIIMOHMPOBAHHBIX JIEUCTBUM NpH MX 00paboTke B MH(DOPMAMOHHOU



CUCTEME NIEPCOHAIIBHBIX JaHHBIX.

YHUYTOKEHHE WEePCOHANBHBIX MaHHBIX - JICWCTBUS, B PE3yJbTaTe KOTOPBIX
CTAHOBUTCS HEBO3MOXXHBIM BOCCTAHOBUTb COJEP’KAHWE TNEPCOHAIBHBIX JIaHHBIX B
MH(POPMAILIMOHHON CHUCTEME MEPCOHANBbHBIX JAHHBIX U (WIM) B pe3yjibTaTe KOTOPBIX
YHUYTOXKAIOTCSI MaTepUaabHbIE HOCUTEIU NEPCOHATBHBIX JaHHBIX.

Yreuka (Bamumaemoil) wuHEPOPMAUMH 1O TEXHHYECKMM KaHAjJaM -
HEKOHTPOJIUPYEMOE PACIIPOCTPAHEHHE MH(POPMALMKA OT HOCUTEINS 3aiuuiaeMoil nHdop-
MalMu 4epe3 (PU3MYECKYl0 Cpely A0 TEXHUYECKOTO CPEACTBA, OCYUIECTBIISIIOLIETO
nepexBaT HHGOPMAIIHHL.

Ys13BUMOCTB - CJIA00CTh B CPEACTBAX 3aUIUThI, KOTOPYIO MOXHO MCIOJIb30BATh AJIs
HapYLIECHUS CUCTEMBI WM COAepKallleics B Hell nH(popMaLuu.

IesocTHOCT, MHGOPMANUU - CIIOCOOHOCTh CPEJCTBA BBHIYMCIUTENBHON TEXHUKU
WIM aBTOMATHU3UPOBAHHON cHCTEMBbI oOecrneuyrBaTh HEU3MEHHOCTh HWH(GOpMaluu B
YCIIOBUSX CIYy4alHOTO W/WUJIHM MPEAHAMEPEHHOTO UCKAXKEHUS (pa3pyIIeHHUs).



OBO3HAYEHUA U COKPALLIEHUSA

ABC - aHTUBHpYCHBIE CpPECTBA

APM - aBroMaTu3upoBaHHOE pabouee MeCcTo

BTCC - BcmoMorarenbHbIE TEXHUYECKHUE CPEICTBA U CUCTEMBI
NCII/Hx - nnpopManmoHHast cucTeMa IepPCOHAIbHBIX JaHHBIX
K3 - xoHTpOnupyemas 30Ha

JIBC - nokanbpHasi BBIYUCIUTENIbHAS CETh

MD - mexceTeBOr dKpaH

HC/I- HecaHKIIMOHUPOBAHHBIN JOCTYII

OC - onepanuoHHas cucteMa

[TJ1x - nepcoHANIbHBIE TaHHBIE

IIMB - nmporpaMMHO-MaTeMaTUYECKOE BO3ICUCTBUE

ITO - mporpammHoe obecnieueHue

[I9MHUH - noGouHbIE IEKTPOMArHUTHBIEC U3ITyYCHUS U HABOJKH
CA3 - cucrema aHanu3a 3allMIIEHHOCTH

C3U - cpenctBa 3amuThl HHGOpMAITUH

C3I1/IH - cuctema (TocucTeEMA) 3alUThl IEPCOHATBHBIX TAHHBIX
COB - cucrema 0OHapy>KeHHUsI BTOP>KEHHI

TKVYMU - Texundeckue KaHaIbl yTeUKU HHMOPMAITUU

VYBIIIH - yrpo3bl 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX



BBEJAEHUE

Hacrosimas Ilonmutuka wuHpOpManMOHHON Oe30macHOCTH mpu  pabore C
NEPCOHANLHBIMU JTAHHBIMU B ['apuHCKON pallOHHOW TEPPUTOPHAIBHOW H30MpaTebHOMN
komuccuu (ganee - [lonutuka) siBisieTcs 0QUIHATIBHBIM IOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBUU C TPEOOBAHUSAMU, YCTAHOBJICH HBIMU:

@®enepanbubiM  3akoHOM  oT 27.07.2006 Ne 149-®3 «OO0 wuHpopManuy,
UH(OPMAIMOHHBIX TEXHOJIOTHUSX U O 3alIUTe HHPOPMALIUN;

®enepanbHbM 3aKk0HOM 0T 27.07.2006 Ne 152-03 «O nepcoHANbHBIX JaHHBIX);

nocraHoBieHueM IIpaButenscTBa Poccuiickoin @enepanuu ot 01.11.2012 Ne 1119
«O0 yTBepkaeHUN TPeOOBaHUN K 3alIUTE MEPCOHAIBHBIX JAaHHBIX MPH UX 00paboTKe B
UH(OPMAIMOHHBIX CUCTEMAaX MEePCOHANBHBIX JaHHBIX»;

noctaHoBiieHueM IIpaBurenscrBa Poccuiickoit @enepaunu ot 15.09.2008 Ne 687
«O0 yTBep:KIEHUU TMOJIOKEHUS 00 OCOOEHHOCTAX 00pabOTKH MEPCOHATBHBIX IaHHBIX,
OCYILECTBIsIEMOM 0€3 UCII0Ib30BaHUSI CPEJICTB ABTOMATU3ALINI;

noctaHoBiienueM IIpaButenscTBa Poccuiickoit @eneparuu ot 21.03.2012 Ne 211
«O0 yTBepKJIEHMU TIEPEUHs MeEp, HANpaBICHHBIX Ha OOECHEYCHHE BBIMOIHEHUS
o0s13aHHOCTEH, npeaycMoTpeHHbIX DenepanbHbIM 3aKOHOM «O MepCOHAIbHBIX JaHHBIX)
Y MIPUHATHIMU B COOTBETCTBUU C HUM HOPMATHBHBIMH IIPABOBBIMU aKTaMU, OTIEPATOPAMH,
ABJISIFOLUMUCS TOCYAAPCTBEHHBIMH WJIM MYHHUIIMIAIBHBIMUA OpTraHaMmu»;

npukazoM OCTIK Poccum ot 18.02.2013 No 21 «O06 ytBepxkaenun CocraBa u
COJIEp>KaHHsl OpPraHU3aIllMOHHBIX M TEXHUYECKUX Mep MO0 oOecnedyeHuto 0e30MacHOCTH
MEPCOHAIBHBIX ~ JIaHHBIX MNpU HUX 00paboTke B HWH(GOPMAIMOHHBIX CHCTEMax
NEPCOHATIbHBIX TAHHBIXY,

npukazom O@Cb Poccun ot 10.07.2014 Ne 378 «OO0 yTBEepKIEHUU COCTaBa H
COJICp’)KaHUsl OPTaHM3AlMOHHBIX W TEXHUYECKUX MEp MO 00ecrneueHHio O0€30MacHOCTH
NEPCOHANBHBIX JaHHBIX TMpU HX o00paboTke B HUHPOPMAIMOHHBIX CHCTEMax
NEPCOHANBHBIX JaHHBIX C MCIOJIb30BAHUEM CPEACTB KPUNTOrpPapUUYECKON 3alluThl
uHdopmaluu, HEOOXOAMMBIX Ui BBINOJHEHUS YyCTaHOBIEHHBbIX [IpaBuUTenbcTBOM
Poccuiickoit @enepannn TpeOOBaHUN K 3aIUTE NEPCOHAIBHBIX JAHHBIX I KaKI0T0 U3
YPOBHEM 3aIIUIIIEHHOCTHY;

MeTroanuecKUMU pPEKOMEHJAUUsIMU [0 pa3pabOTKE HOPMATUBHBIX IPABOBBIX
aKTOB, OIPENEIAIOUMX yIPO3bl OE€30MACHOCTH MEPCOHATIBHBIX JaHHBIX, aKTyaJbHBIE MPU
00paboTKe MNEepPCOHANbHBIX JIaHHBIX B HWH()POPMAIMOHHBIX CHUCTEMAax MEPCOHAIbHBIX
JAHHBIX, JKCIUIyaTUPYEMbIX MpPH  OCYIIECTBIEHWU  COOTBETCTBYIOIIMX  BHUJOB
NEeATENbHOCTH, yTBEpPKIEeHHbIMU pyKOBOACTBOM 8 LlenTtpa ®CB Poccum 31.03.2015 Ne
149/7/2/6-432.

B [lonutuke omnpenenensl TtpeboBanusi Kk mnepconany WCII[IH, creneHs
OTBETCTBEHHOCTH N€PCOHANA, CTPYKTypa M HEOOXOJMMBIH YpOBEHb 3alUIIEHHOCTH,
CTaTyC U JOJDKHOCTHBIE OOS3aHHOCTH COTPYJIHUKOB, OTBETCTBEHHBIX 3a oOecreueHue
O6eszonmacHoctn  mepcoHanbHbIX  gaHHBIX B WCII[ln  Tapunckoit  pailoHHOU



TEPPUTOPHUATIBHON M30UpaTebHON KoMuccuu (nanee — Komuccus).
OO0ume moJs10xeHu st

Lenbto Hacrosimed Ilonutuku siBisierca oOecnedyeHrne O0€30IMacHOCTH OOBEKTOB
3amuThl KoMuccMU OT BCEX BHUJAOB YIpo3, BHEIIHUX M BHYTPEHHHUX, YMBIIUICHHBIX U
HENPEIHAMEPECHHBIX, MHUHUMHU3AIMS yiiepda OT BO3MOXXHOW pealn3aluu  yrpo3
6e3onacHoctu [1/Jn (YBII/IH).

be3onacHOCTh MEPCOHATBHBIX JAHHBIX JOCTHIAETCS IYTEM  HMCKIFOYEHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIYy4YalHOTO, AOCTYIa K NEPCOHAIBHBIM JaHHBIM,
pe3yJabTaTOM KOTOPOTO MOXET CTaThb YHUYTOXKEHUE, HW3MEHEHHE, OJOKUpOBAaHUE,
KOMUPOBAHUE,  PACIPOCTPAHEHUE  TNEPCOHAIBHBIX  JIAHHBIX, a TaKXE€  HHBIX
HECAHKIIMOHUPOBAHHBIX JICVICTBUM.

Nudopmanms u cBsi3aHHbIE € HEW pecypchl JAOKHBI OBITh JTOCTYIMHBI JUIS
ABTOPM30BAaHHBIX  NOJIb30BaTenen.  JIOMKHO  OCyHIECTBIATBCS  CBOEBPEMEHHOE
oOHapy>xeHue u pearupoBanue Ha Y BI1/IH.

JIOJDKHO OCYILIECTBIIATHCA MNPENOTBPALICHUE NPENHAMEPEHHBIX WIM CIyYalHBIX,
YAaCTUYHBIX WJIM TOJHBIX HECAHKIIMOHUPOBAHHBIX MOAMGMUKAIMA WIHM yHUITOKEHUS
JAHHBIX.

CocraB 00BEKTOB 3alUTHl mpeacTtaBieH B «llepeyHe mepcoOHaNbHBIX JaHHBIX,
oOpabaTeiBaeMbIX B ["aprHCKON palilOHHON TEPPUTOPUATBHOU M30UpPATETHLHON KOMUCCUU
B CBA3M C peaju3aluen ClyKeOHbIX (TPYJIOBBIX) OTHOIIECHUMN, a TAKXKE OCYIIECTBICHHEM
rOCyJJapCTBEHHBIX (YyHKLIUI.

Cocras  UCII[JH nomnexammx  3ammre, npexacraBieH B  «llepeune
MH()OPMALIMOHHBIX CUCTEM MEpPCOHAIBHBIX JaHHBIX B ['apuHCKOW  palOHHOU
TEPPUTOPUATBHON N30UPATEIHHON KOMUCCUM.

ObaacTp geicTBus

TpeboBanust Hactosmed [loaUTHKKM pacmpoCTpaHSIOTCS Ha BCEX COTPYAHUKOB
Komuccun (1ITaTHbIX, BpEMEHHBIX, PabOTAIOIIMX MO KOHTPAKTYy W T.I.), @ TaKXKe BCEX
MPOYHUX JINL (MOAPSTUMKH, Ay TUTOPHI U T.I1.).

Cucrema 3alIMTHI EPCOHAIbHBIX JAHHBIX

Obecnieuenre 0€30MaCHOCTH MTEPCOHATBHBIX JaHHBIX JOCTHTACTCS, B YACTHOCTH:

ompeielieHUEM yIrpo3 0€30MacCHOCTH MEPCOHANBHBIX JTaHHBIX NPU X 00padOTKE B
UH(OPMAITMOHHBIX CUCTEMAaX MEePCOHAIIBHBIX JJAHHBIX;

MPUMEHEHUEM OpPraHU3alMOHHBIX W TEXHUYECKUX Mep MO0 00eCleyeHuIo
0€30MacHOCTH MEPCOHATHHBIX JTAHHBIX TPU UX 00pabOTKe B MHPOPMAIIMOHHBIX CUCTEMAX
MEPCOHANILHBIX JIAaHHBIX, HEOOXOJMMBIX JJis BBHINIOJIHEHUS TpeOOBaHUN K 3alluTe
NEPCOHANBHBIX  JaHHBIX, MCIOJHEHHE KOTOPHIX OO0ECredYnBaeT yCTAaHOBIICHHbBIE
[IpaBurensctBOM Poccuiickorn @enepauuu ypoOBHM 3allMIICHHOCTHM IEPCOHAIBHBIX
JAHHBIX;

IIPUMEHEHUEM TMPOLIEAIIMX B YCTAHOBIEHHOM NOPSAKE MPOUEAYPY OLECHKHU
COOTBETCTBHUSI CPEJICTB 3alUTHl HHPOpMAITUY;

OIleHKOM 3(()EKTUBHOCTH NPHHUMAEMBIX Mep 10 OO0eCIeueHHI0 O0e30IMacHOCTH



NEepPCOHAIBHBIX JIAaHHBIX JI0O BBOJIa B JKCIUTyaTaluilo WHQPOPMAIIMOHHON CHCTEMBbI
MEePCOHANLHBIX TAHHBIX;

Y4ETOM MaIlIMHHBIX HOCUTEJIEH MEepCOHAIBHBIX JIaHHBIX;

oOHapyxeHreM (haKTOB HECAHKIIMOHUPOBAHHOIO JIOCTYNMa K TEPCOHAIbHBIM
JAHHBIM U TIPUHSITHEM MEp, B TOM YHCJIE MEpP MO OOHAPYKEHUIO, MPEAYNPEKICHUIO U
JUKBUJIAIIMK  TIOCIICACTBUN KOMITBIOTEPHBIX aTak Ha HWH(POPMAIIMOHHBIC CHUCTEMBI
MEPCOHATBLHBIX TAHHBIX U [0 pearupOBaHUIO HA KOMITbIOTEPHBIE UHITUIECHTHI B HUX;

BOCCTAHOBJICHUEM  IEPCOHAJBHBIX  JaHHBIX,  MOJAU(PUUMPOBAHHBIX  WJIH
YHHUUTOXEHHBIX BCJIEACTBUE HECAHKIIMOHUPOBAHHOTO JOCTYIIA K HUM;

YCTAHOBJICHHEM MPaBUJ JIOCTyINa K MEPCOHAIBHBIM JIaHHBIM, 00pabaThiBAEMbIM B
WH()OPMAITMOHHONW CHCTEME TMEepPCOHAIBHBIX JAHHBIX, a TakkKe O0O0ecTIeueHneM
perucTpalii M ydeTa BCEX JICMCTBHI, COBEPIIAEMBIX C MEPCOHAIBHBIMU JaHHBIMU B
nH()OPMAITMOHHOW CHCTEME TTEPCOHAIBHBIX TAHHBIX

KOHTpPOJIEM 3a TPWHUMACMBIMA MEpPaMH IO OOCCICUCHHIO Oe30MacCHOCTH
NepPCOHATIBHBIX JAHHBIX M YPOBHS  3aIUIIEHHOCTH HWH(GOPMAIIMOHHBIX CHCTEM
MEPCOHANILHBIX JTaHHBIX.

Cucrema 3amuthbl nepcoHanbHbIX JaHHBIX (C3I1/IH), cTpoUTCsS HA OCHOBAHUU:

AKTa BHYTPEHHETO KOHTPOJISI COOTBETCTBUSL 00PaOOTKH NEPCOHATBHBIX JIAHHBIX.

[lepeunss mepCOHaNBHBIX [aHHBIX, 0OpadaThiBaeMbIXx B ['apWHCKON paliOHHOM
TEPPUTOPHAIBHON H30MpATEIPHOM KOMHCCHMH B CBSI3M C peaM3allie CIyKeOHBIX
(TpyIOBBIX) OTHOIIEHHUM, & TAK)KE OCYIIECTBICHUEM TOCYJaPCTBEHHBIX (DYHKIIUIA;

AKTOB KJTacCU(UKAITUA HHPOPMAITMOHHBIX CHCTEM IEPCOHANBHBIX JaHHBIX;

Mopenu yrpo3 6€30MacHOCTH MEPCOHANbHBIX JaHHBIX;

Marpuiibl 10cTyna mnoJjib3oBaTeiael K 3aiuiiaeMbiM THOOPMALIMOHHBIM pecypcaM
NCIIIH;

PyxoBogsuux nokymentoB @®CTIOK Poccun nu @Cb Poccun.

Ha ocHOBaHMM JTHUX JOKYMEHTOB ONpPEAEISeTCS HEOOXOIUMBIH YpPOBEHB
samueHHocTy [1In xkaxmon MCII/Jn Komuccun. Ha ocHOBaHMM aHanm3a akTyajdbHbBIX
yrpo3 Oe3omnacHoctu [I/[H omucanHoro B Mojenu yrpos, Jenaercsi 3akJI4YeHHe O
HEOOXOAUMOCTH  WCIIOJIB30BAHUS  TEXHUYECKUX  CPEICTB W  OpPTraHU3AIMOHHBIX
MeponpusaTuid it obecrnieueHuss 6e3omacHoctu [I/lH. BriOpanHbie HeEoOXOaUMBIE
Meporpuatust oTpaxatorcs B «CocraBe Mep 3alUThl HH()OPMAIMOHHBIX CHUCTEM
MEPCOHAIBHBIX JTaHHBIX).

Jns WUCIIH nomkeH OBbITh COCTaBIEH CIHCOK HCIOJb3YEMbIX TEXHHUYECKUX
cpenctB 3aumThl (mamee - ChnHMcok), a Tak K€ MNPOrpaMMHOro oOecreyeHus,
ydacTBytotiero B oopaborke [1/]H, Ha Bcex anmementax UCII/x:

APM noab30Batenei;

CepBepa NpuI0KEHUI;

CYB/;

I'panuns! JIBC;



KananoB mnepemauu B ceTu OOWIEro Moib30BaHUS W (WIH) MEXIyHAPOTHOTO
oOMmeHa, ecnu o HUM niepeaarorcs [1/1H.

B 3aBucumoctu ot yposHs 3amumeHHoctd MCII/In n akryansnbeix yrpos, C3I1/1x
MOYET BKJII0YATh CIEIYIOIINE TEXHUYECKUE CPEACTBA:

AHTHUBUPYCHBIEC CPEJICTBA JJIs1 pabOYMX CTAHIMH TMOJIb30BaTENel U CEPBEPOB;

CpPEeACTBa MEKCETEBOT0 SKPAHUPOBAHUS;

CpeICcTBa KpUNTOrpapuuecKoil 3aluThl HH(POPMALMU NpU Mepenaye 3aufuiaeMon
uH(OpMAaIMKU IO KaHAJIaM CBSI3U.

Tak xe B CIUCOK JOJKHBI OBITh BKITIOYEHBI (DYHKIIMH 3alTUTHI, 00ECIIeYMBaEMbIC
mTaTHRIMU  cpenacTBaMu  oOpadotku IIJ[H  onmepanuonasiMu  cuctemMamu  (OC),
npukiaaabsiM 110 u cnenuanbHBIMU KOMILJIEKCAMU, PEATU3YIOIIMMHU CPEICTBA 3allUTHI.
Cnucok GyHKIMN 3alUThl MOXKET BKIIIOYATh:

YIIPABJIIEHUE U PA3rPaHUYCHUE JOCTYIIA MTOJIb30BATEIICH;

PETUCTpaIMIo U yUeT AeUCTBU ¢ nHpOopMaIlei;

obecrieueHre 1EI0CTHOCTH IaHHbIX;

0OHapy>KCHHE BTOPKCHUH.

Coucok  HUCHONB3yEMBIX TEXHHMYECKUX CpPEACTB oTpaxkaercsi B «llnane
MEpOIPHUATUM 10 OOECHEYEHUIO 3alllUThl TEPCOHAIBHBIX  JIaHHBIX». CHHCOK
WCMOJIb3YEMBIX CPEACTB JOJDKEH IOAJACPKUBATHCS B aAKTyalIbHOM COCTOSIHUM. [lpum
U3MEHEHHHM COCTaBa TEXHUYECKUX CpeacTtB 3amuTthl wid s31neMeHToB  MWCIIn
COOTBETCTBYIOIIME HW3MEHEHHS JOJKHBI ObITh BHeCEHbI B CHHCOK U YTBEPKICHBI
npeacenaarenem  MzOuparenbHol Komuccuu CBEpHJIOBCKOM 007aCTH WM JIUIIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3amuThl [1/]H.

TpeooBanus k noacucremam C3I1/1n
C3I1/In BKIIrO4AET B ceOsl CIASIYIONTUE MTOACUCTEMBI:

YIIPABIICHMs] TOCTYIIOM, PETUCTPALMU U YUYETa;
o0OecrevueHns EeNOCTHOCTU U TOCTYITHOCTH;

AHTUBUPYCHOMW 3alLUTHI;

MEKCETEBOTO DKPAHUPOBAHUS,

aHaJIM3a 3alUIICHHOCTH;

00Hapy>KCHUS BTOP)KCHU;

KpUINITOTpapuuecKO 3aIHUThI.

[Moacucrempr C3I1/IH uMeroT pa3nuuHblil (pyHKIHOHAT B 3aBUCMMOCTH OT KJlacca
UCIIH, onpeneneHHoro B «AKTe KilIacCU(PUKALIUK HWH(DOPMAIMOHHOW CHUCTEMBI
HNEePCOHANBHBIX JaHHBbIX». Cnucok cooTBeTcTBUs QyHKUME noacuctem C3II[In kmaccy
3AIIHUIIEHHOCTH NPEACTABIEH B TEXHUYECKOM 33JlaHUM IO CO3AAHUIO CUCTEMBI 3AIIUTHI
uH(popmanuu nHHOPMAITMOHHON CUCTEMBI IEPCOHATBHBIX JAHHBIX.

IloacucremMa ynpaBiaeHHs JOCTYIIOM, PETUCTpAllMM 1 yUeTa

[Toncucrema ympaBiieHHs] TOCTYIIOM, PETUCTpAllMd W y4yeTa NpeJaHa3HaudyeHa Jjist
peanuzaiuu caeayronux GyHKIUN:



UACHTU(UKAIMM U TPOBEPKU MOMJIMHHOCTH CyOBEKTOB JOCTyHa IpH BXOJE B
NCIIH;

UJEHTU(UKAIUY TEPMUHAIIOB, Y3JI0B CETH, KAHAJIOB CBSI3U, BHEIIHUX YCTPOMICTB MO
JIOTUYECKUM UMEHaM;

UACHTU(UKALIMU TPOrpaMM, TOMOB, KaTaJloroB, (ailyio, 3amuceil, mojaen 3amuceu
0 UIMEHaM;

perucTpanuu Bxojaa (BbIX0/1a) CyOBEKTOB JIOCTyNa B CUCTEMY (M3 CUCTEMBI), 1100
pErucTpaluu 3arpy3ki 1 MHUIMATIM3ALHY ONIEPAIMOHHON CUCTEMBI M €€ OCTaHOBA.

PEruCTpalMi NOMBITOK JOCTYNa MPOrPaMMHBIX CPEACTB (IIPOrpamm, IPOLIECCOB,
3aj1a4, 3aJaHuil) K 3aluiiaeMbIM (aitnam;

PEruCTpaliy MONBITOK JAOCTyINa MPOrPAMMHBIX CPEICTB K TEPMHHAJIAM, KaHajaM
CBSI3U, IPOrpaMMaM, TOMaM, KaTajioraM, (aisiam, 3arucsaM, oIsM 3alucen.

[loacucrema ympaBieHHs OOCTYIIOM MOXET OBbITh pealin30BaHa C TOMOIIBIO
mTaTHBIX cpeAcTB 00padoTku I1/1H (oneparmonnbix cuctem, npunoxennii 1 CYBJI). Tak
KE MOXET OBbITh BHEAPEHO CHELHMATBHOE TEXHUUECKOE CPEICTBO WIM MX KOMILIEKC,
OCYILECTBISIOIINAE JOMOJIHUTEIbHBIE MEpPhl IO AayTeHTU(PUKAUMU U  KOHTPOJIIO.
HampuMmep, NpuMEHEHHE €AWHBIX XPAHWIMIL YYETHBIX 3allCeld IOJIb30BATEIEH U
perucTpaiuoHHON HMHGOpPMAIUU, UCIOIL30BaHUE OMOMETPUYECKUX W TEXHUYECKHUX (C
MTOMOIIIBIO 3JIEKTPOHHBIX MPOITYCKOB) MEp ayTEHTU(PUKALNUU U APYTHX.

Iloncucrema oOecrieucHus NCJIO0CTHOCTH U JOCTYIIHOCTH

[Togcucrema oOecriedeHus MEIOCTHOCTH W JOCTYIHOCTH TMpeJHA3HAYeHa JUIs
obecrieueHurs 1EeTOCTHOCTU U AocTynHoCTH [1JIH, mporpaMMHBIX W anmapaTHBIX CPEICTB
NCITIn Komuccumu, a Tak e CPEACTB 3allUTHI, MPU CIy4YalHOW WIM HaMEpPEHHOU
MOIU(PUKAIIH.

[Toacucrema peanmsyercss ¢ MOMOUIBK) OpPraHU3alMU PE3EPBHOTO KONMPOBAHMS
o0OpabaThiBaeMbIX JaHHBIX, a TAK K€ pe3epBUpPOBaHUEM KTtoueBbIX dnemMeHToB CII/IH.

[loacucremMa aHTMBUPYCHOM 3aIIUThI

[Toncucrema aHTHUBUPYCHOM — 3alllUThl  MpeIHA3HAY€Ha g oOecrnedeHus
aHTUBHUPYCHOM 3auThl cepBepoB U APM nonp3oBareneit UCIIIn Komuccun.
CpencrtBa aHTUBUPYCHOM 3allUTHI MPEIHA3HAYEHBI ISl pealu3aliy CIEAyIOIUX
(yHKLIHIA:
PE3UICHTHBIN aHTUBUPYCHBIN MOHUTOPHHT
AHTHUBUPYCHOE CKAHUPOBAHHE;
CKPHIIT-0JIOKUPOBAHUE;
EHTPATU30BAaHHON/yJaIEHHON yCTaHOBKU/IEUHCTAIIISAIIUA aHTUBUPYCHOTO
NpOAYKTa, HACTPOMKH, aIMUHUCTPUPOBAHUS, MPOCMOTpPAa OTYETOB U
CTaTUCTUYECKOU MHpOpMAIUK 110 padOTe MPOAYKTA;
ABTOMATU3UPOBAHHOTO OOHOBJICHUSI aHTUBUPYCHBIX 0a3;
OTpaHMWYECHHS IIPaB MOJIL30BATENs HA OCTAHOBKY HWCHIOJIHSEMBIX 3a7a4y U



U3MEHEHHS HACTPOEK aHTUBUPYCHOTO NMPOTrPAMMHOTO 00ECIICUeHNUS,;
ABTOMATUYECKOTO 3aIrycKa HEIIOCPEIACTBEHHO IOCJIE 3arpy3Ku
OIEPALIMOHHON CHCTEMBI.
[loncucrema peanusyercs IIyTEM BHEAPEHUsS CIECLHUAIBHOIO aHTUBUPYCHOTO
porpaMmMHOTo obecrnieueHus Ha Bce annemMeHTsl UCIT/IH.

IloacucremMa MEXCETEBOr0 SKPAaHUPOBAHUS

[logcucrema MeXCEeTEBOIO HKPaHUPOBAHMS TMpeIHAa3HAuYeHa Ui pealu3aluu
Cenyomux (yHKITHNA:

(GuabTpaIMu OTKPHITOro U 3au@poBaHHOrO (3akpbITOr0) IP- Tpaduka;

¢uKkcanuu BO BHYTPEHHHX >KypHajaX HMH(OPMalUU O MPOXOJAIIEM OTKPBHITOM U
3akpeIToM IP-Tpaduke;

UACHTUGUKAIIMY U ayTeHTUPUKAIUK aJMUHUCTPATOpPa MEXKCETEBOr0 dKpaHa MpH
€ro JOKaJIbHBIX 3alpocax Ha JOCTYII;

perucTpanuu Bxoja (BbIXOJa) aJMUHUCTPATOPa MEXKCETEBOTO IKpaHA B CHUCTEMY
(13 cucteMbl) TUO0 3arpy3KH U MHUITMATU3AIMN CUCTEMBI M €€ IPOrPaMMHOTO OCTaHOBA;

KOHTPOJISI IEJIOCTHOCTH CBOEH MPOrpaMMHON U MH(DOPMAIIMOHHON YacTH;

(UIbTpalMM MAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIYXAIIMX JUIS JUArHOCTUKU U
yIpaBieHusi pabOTON CETEBBIX YCTPOUCTB;

(UIbTpaLK C YYETOM BXOJHOIO U BBIXOJIHOTO CETEBOTO UHTEp(elica Kak CpesicTBa
MIPOBEPKHU MOJJTUHHOCTH CETEBBIX a/IPECOB;

PErUCTPALMY U yY€Ta 3alpalIuBaEMbIX CEPBHCOB IPUKIIAJHOTO YPOBHS;

OJIOKMpOBaHUSA JOCTyINa HEUACHTU(DUIIMPOBAHHOTO OO0BEKTa WIH CyOBeKTa,
HNOJJIMHHOCT KOTOPOTO TMpH ayTeHTU(PUKAUUM HE MOATBEpAUIACh, METOJIaMH,
YCTONUYMBBIMHU K IIEPEXBATY;

KOHTPOJISl 32 CETEBOM aKTUBHOCTHIO MPUIIOKEHUI 1 OOHAPYKEHUS CETEBBIX aTak.

Iloncucrema peanusyeTcsi BHEAPEHHEM IPOTrPaMMHO-AIAPATHBIX KOMILUIEKCOB
MEXKCETEBOTO 3KpaHnpoBaHus Ha rpanuue JIBC, kimaccom He HIxe 4.

IloacucremMa aHaam3a 3alUIICHHOCTH

[loncucrema aHanu3a 3alIUIIEHHOCTH JIOJDKHA 0O€CIedYMBaTh  BBISABICHUE
ySI3BUMOCTEH, CBA3aHHBIX ¢ omuOkamu B koHpurypamuu [10 UCIIdH, koTOphle MOTYT
OBITh UCIIOJIb30BaHbl HAPYIIUTENEM ISl pEaIu3allii aTaKu Ha CUCTEMY .

OYHKIMOHAI NOJCUCTEMBl MOJKET OBITh peali30BaH MPOrPaMMHBIMH U
MIPOTrPaMMHO-aNNapaTHBIMU CPEJICTBAMH.

IToxcucrema oOHAPYKEHNUS BTOPKECHUI

[Toncucrema oOHapy»eHUsI BTOPKEHUH JOJKHA OO0ECIeUnBaTh BBISIBICHUE
ceteBbIX aTak Ha sneMeHTbl VICII/IH, moakItoYeHHBIE K CeTsM OOIIEero MoJib30BaHUS U
(1) MEXIyHApOAHOTO OOMEHa.

OYHKIMOHAI TOJCUCTEMBl MOXKET OBITh pEaTu30BaH TNPOTPAMMHBIMU |



IMPpOTrpaMMHO-AIIIIapaTHBIMU CPCACTBAMMU.

[loacucrema KDHHTOFD&d)PI“IGCKOfI 3allINThI

[Toacucrema kpunrorpaduueckoi 3alIUThl penHa3HayeHa 1 uckirouenus HCJI
K 3amumaeMmor uadopmaimu B MCIT/In Komuccuu nipu ee nepepaye no KaHaiaam CBsI3U
ceTel 00IIero Mmojb30BaHus U (W) MEXIyHapPOIHOTO OOMEHA.

[logcucrema peanusyeTcss MyTeM BHEIPEHUS KPUNTOTpadUyECKUX MPOrPaMMHO-
anrapaTHbIX KOMILIEKCOB.

IMoas3oBaTenu UCIIAn
B UCIIIn Komuccnn MOXKHO BBIIEIHUTH CIEIYIONIUE T'PYNINbI ITOJIb30BATENEH,

y4acTBYIOIIUX B 00paboTke u xpanenuu [1/1x:
Anmunuctparopsl UCII/H;
AJIMUHUCTpPATOPBI O€30MACHOCTH;
Onepatopsl APM;
Anmunuctparopsl cetu UCI1/IH;
TexHudeckue  CHEMUANUCTBI MO  OOCHYXKHMBaHHIO  TEepUGEPUITHOTO
000pyI0BaHUS.
JlaHHBIE O TPYMIax IMOJH30BATENAX, YPOBHE UX JOCTyNa W MHPOPMUPOBAHHOCTU
JOJDKHBI  OBITH OTpPaXEHbl B Marpuile JOCTyma TMOJb30Bareieil K 3alluiacMbIM
MH(POPMAITMOHHBIM pECypcam.

Anpmunuctparop UCIIu

Anmunuctpatop UCII[H, cotpynnuk Komuccum (Miaum MHOE YNOJIHOMOYEHHOE
JIWII0), OTBETCTBEHHBIA 3a HACTPOUKy, BHeapeHue u conpoBoxiaeHue WCIIIH.
ObecrnieunBaeTr (yHKUMOHUpPOBaHUE TMojacucTeMbl ympasienus aoctynom WCI[In u
YIIOJITHOMOYEH OCYIIECTBIISITh TMPEIOCTABICHUE W PATPAHUYEHUE JIOCTYIa KOHEYHOTO
nosb3oBatens (Oneparopa APM) k aneMeHTaM, XpaHAIUM [IEPCOHATIBHBIE TaHHbIE.

Anmvunucrparop UCITJIH oGnagaeT cieayronmm ypoBHEM J0CTYIIa U 3HAHUMN:

oOnamaer moaHOW WH(pOpMalued O CUCTEMHOM M MPUKIAIHOM MPOrpaMMHOM
o6ecneuenuu UCII/IH;

obOnamaeT MoiaHOW HMHQOpMaIMEld O TEXHUYECKUX CpEJCTBAaX M KOH(Urypamuu
NCIIH;

UMEET JOCTYIl KO BCEM TEXHUYECKUM CpeICcTBaM o00paboTku uHOpManuu u
nanabiM MCITIH;

oOnagaer mnpaBaMu KOHQUIYPUPOBaHUS U  AJAMHHHUCTPATUBHOM HACTPOMKHU
texHuueckux cpencts UCITIH.

A nMUHUCTDPATOP OE30ITACHOCTH

Anmunuctpatop — Oe3zomacHoctH, — coTpyAaHuk — Komuccum — (mmm MHOE
VIIOJIHOMOYEHHOE JIMIIO0), OTBETCTBeHHBIM 3a ¢yHkuuonupoBanue C3II/(H, BrIrOovas



o0cy>KMBaHUE U HACTPOUKY aAMUHUCTPATUBHON, CEPBEPHOM U KIIMEHTCKOM KOMITOHEHT.
AnMuHucTpaTop 0€30MmacHOCTH 00JafaeT CIEAyIOIUMM YypOBHEM JOCTyna u
3HAHUM:
obnanaet npaBamu Aamunuctparopa UCIIH;
obsanaet noaunoi undopmarnueit 06 UCI/IH;
UMEET JIOCTYM K CPENICTBaM 3alUThl MH(POpPMAIIMK U IPOTOKOJIUPOBAHUS U K
yacTu Kiaro4eBbIX d5ieMeHToB MCITIH;
HE MMEET MpaB JOCTyNa K KOHPUTYPUPOBAHUIO TEXHUYECKUX CPEJICTB CETH
32 UCKJIFOUEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX ).
AnMuHHCTpaTOp 6€30MACHOCTH YIIOJIHOMOYEH:
pean30BbIBaTh MOJUTHKU Oe3omacHocTy B yacTu HacTpoitku CK3U, mexceTeBbIx
HKPAaHOB M CHUCTEM OOHApYy’>KEHMsI aTak, B COOTBETCTBUU C KOTOPBHIMH IOJIb30BATEIb
(Oneparop APM) nonydaet BO3MOKHOCTh padoTarth ¢ anementamu UCI/IH;
OCYIIECTBIISITh ayAUT CPEJICTB 3alUTHI;

Oneparop APM

Omnepatop APM - cotpyanuk Komuccuu (MauM WHOE YMOJTHOMOYEHHOE JIMIIO),
ocymecTBistomuil - oopadorky II[ln. OOpaborka II/lH BKiIIOYaeT: BO3MOXKHOCTh
npocmotpa I1/IH, pyunoit BBog II/In B cucremy WHCII/IH, ¢popMHpoBaHuE CHpaBOK H
O0TYETOB 110 MH(popmaruu, rnoxydeHHon uz MUCIIJI. OnepaTop HE UMEET MOTHOMOYHUN JIJIs
yIpaBlieHUs TiojicucteMaMu 00paboTku gaHHbix u C3I1/1H.

Omnepatop UCII/In o6magaeT clieyomnmM YpoBHEM OCTYIIAa U 3HAHUM:

obmamaeT BCeMHU  HEOOXOAMMBIMH  aTpubyTamu  (Hampumep, Mapojem),
00€ecreynBaIMMU AOCTY K HEKOTOpoMy noamMHoxkecTBy [1/1H;

pacrnoyiaraet KoH(UISHIIUATLHBIMU JAaHHBIMU, K KOTOPBIM UMEET JOCTYII.

A nmunauctparop cetu UCITH

Anmunuctpatop cetu  MCII[H, corpynnuk  Komucenmn — (mmum HHOE
YIOJTHOMOYEHHOE JMLO), OTBETCTBEHHBIN 3a (YHKIIMOHUPOBAHUE
TeneKoMMyHUKalmoHHo mnoacucteMbl HWCII[IH. AaMuHUCTpaTOp CETH HE UMEET
MOJIHOMOYMM JUIsl YIIPaBJIEHUS MOJICUCTEMaMH 00paOOTKU JaHHBIX U OE30MIACHOCTH.

AnMUHHCTpATOp ceTH 00NaAaeT CAEAYOIIMM YPOBHEM JA0CTYNA U 3HAHUIA:

o0JlajaeT 4acTel0 HMHPOPMALMKA O CHCTEMHOM W NPHUKIAJAHOM MPOrpaMMHOM
o6ecneuenuu UCIIH;

o0JlaaeT 4acTel0 MH(OpPMAIMU O TEXHUYECKUX CPEICTBaX U KOH(PUTYypauuu
NCIIIH;

uMeeT QU3HYECKUI TOCTYI K TEXHUYECKUM CpelCcTBaM o0pabOTKH MH(pOpMaluU U
CpelICTBaM 3alllUThI;

3HAET, [0 MEHBUIEN MEpPE, OTHO JIETAJIbHOE UM JI0CTYIA.

TexHUYECKHI CIIENUATIUCT O 00CITYKUBAHUIO TEPUDEPUUHOTO 000DV IOBAHUS




TexHudeckuil cnenuagucT Mo 00CIyXUBaHUIO, cOTpyaHUK Komuccuu (i mHoe
YIIOJIHOMOYEHHOE JIMLO), OCYLIECTBISET OOCIyKMBAaHUE M HACTPOUKY MHEpUPEPUIHOTO
ooopynoBanus WCII/IH. TexHuyeckuil coenmuaiucT MO OOCIY>KUBAaHUIO HE HMMEET
noctyna k [IJlH, HE MMeeT MOTHOMOYMU IJsi YHpaBlIEHUs NHOACHUCTEMaMu O0O0pabOTKU
MAHHBIX U 0€30IIaCHOCTH.

TexHuyeckuil cnenuagucT Mo OOCIyXHMBAaHHIO 00JalaeT CIEAYIOUIMM YPOBHEM
NOCTyNa U 3HAHUM:

o0JlajaeT 4yacThi0 HMH(POPMALMKA O CHCTEMHOM W NPUKIAJAHOM MPOrpaMMHOM
o6ecneuenuu UCII/H;

o0JlajaeT 4acTel0 MH(OpPMAIMUM O TEXHMYECKHX CpPEICTBAX M KOHQPUTyparuu
NCIIH;

3HAET, IO MEHBIIEH MEPE, OAHO JIETATbHOE UM JOCTYTA.

TpeGoBanus k nepconasy no odecnevyeHuro 3amu ol [I1H

Bce corpynnuku Komuccum, sBnstommecs mnonb3zoBarenssmu MCITIH, momkHBI
YETKO 3HAaTh U CTPOTO BBIIOIHATH YCTAHOBJIEHHBIE IPABWIIA U O0SI3aHHOCTH IO JOCTYITY K
3alUIIaeMbIM 00BEKTaM M COOMIOICHUIO IPUHATOTO pexnma OezonmacHocTH [1/]H.

[Ipu BcTyIuleHHH B JOJIKHOCTh HOBOTO COTPYAHHMKA OH JOJIKEH ObITh 03HAKOMJIEH
C HEOOXOIUMBIMU JOKYMEHTaMH, pENIAMEHTHPYIOIMMU TpeboBaHu o 3amute [1/[H, a
Takke  OOydeHHE  HaBbIKaM  BBIIOJHEHUS  MPOUEAYp, HEOOXOOUMBIX  JJId
CaHKIMOHUPOBAHHOTO ucnoyib3oBanus UCII/IH.

CoTpyHUK AOMKEH OBbITh O3HAKOMJIEH CO CBeJAeHusiMU Hacrosmed [lomutukwy,
NPUHATHIX Tipotienyp padotsl ¢ anementamu UCTTIa u C3I1/IH.

CoTtpyaHuku Komuccun, VICIIOJIB3YOIIINE TEXHUYECKUE cpeacrTaa
ayTeHTH(UKAIMK,  JOJKHBI ~ oOecrednBaTh  COXPAHHOCTh  HIACHTU(UKATOPOB
(anekTpoHHBIX KItouei) u He pomyckath HCJl k HUM, a Tak e BO3MOXKHOCTb UX YTE€pHU
WIM WCIOJIb30BaHUS TpeTbuMH JiMuaMu. [lonp3oBarenm HECYT NEpPCOHAIBHYIO
OTBETCTBEHHOCTD 32 COXPaHHOCTb UACHTU(PHUKATOPOB.

Cotpynnukn KoMuccuu JOJDKHBI — CIEA0BAaTh YCTAHOBIEHHBIM NPOLIEAypam
nojanepxkanus pexkuma o6esonacuoctu [1/]x mpu BeIOOpe 1 MCHOIb30BaHUH MapoJieH (ecau
HE UCMOJIb3YIOTCSl TEXHUUECKHUE CPEJICTBA ayTEHTU(DUKALIIHN).

Cotpyauukun  Komuccum  JODKHBI — oOecrieuynBaTh — HAUISKAIIYI0 — 3aIIUTYy
o00opyI0OBaHUsA, OCTaBIsIEeMOro 0€3 MPUCMOTpPa, OCOOCHHO B TEX Ciydasx, Korja B
INOMEIICHUE HMMEIOT JOCTYIl IOCTOPOHHME JIMIA. Bce monp3oBarenu JOMKHBI 3HATh
TpeboBaHus 1o 6e3omacHoctu [1/]H 1 mpouexypsl 3aUTHl 000PYAO0BAHUS, OCTABICHHOTO
0e3 mprucMoTpa, a TAK)KEe CBOU 00SI3aHHOCTHU MO 00ECIIEUEHHIO TAKOW 3alUThI.

CoTpylHMKaM  3alpelaeTcss yCTaHaBIMBAaTh  IOCTOPOHHEE  MPOrpaMMHOE
obecrieueHure, NOAKII0YATh JIMYHbIE MOOWIIBHBIE YCTPOMUCTBA U HOCUTENU MH(pOPMAIINH, a
TakK e 3alKiChIBaTh HA HUX 3aIIMIIAEMYI0 HHPOPMAIIHIO.

CoTpynHHUKaM 3ampelaercs pasriiamarh 3aluiaeMyro UHPOpMAIMIO, KOTopas
CTajla UM HM3BECTHa Ipu padbore ¢ nHPopMauUOHHBIMU cucTeMamu Komuccuu, TpeTbum



JIULIAM.

IIpu padote ¢ IIdn B MCIIAH cotpynnukun Kommccuu o00s3aHBI 00OECHEUHTH
OTCYTCTBHE BO3MOKHOCTH ItpocmoTpa II/[H Tperbumu nmnamu ¢ MOHUTOPpOB APM mnm
TEPMUHAJIOB.

[Tpu 3aBepmenuun padotel ¢ UCIIIH coTpynHuku o0si3anbl 3amuTUTh APM unu
TEPMHHAJIBI C TOMOIIbIO OJIOKUPOBKHU KIIFOUOM WJIM 3KBUBAJIEHTHOTO CPEICTBA KOHTPOJI,
HarpuMep, JOCTYIIOM [0 Mapoiio, €CIM HE HCIONb3YITCS 00Jiee CHIbHBIE CpPEICTBA
3aIUTHI.

Cotpynauku Komuccun JOMKHBI  OBITH  MPOMH(POPMUPOBAHBI 00 yrpo3ax
HapylleHus pexuma Oe3zonacHoct [IJ[H 1 OoTBeTCTBEHHOCTH 3a ero HapyueHue. OHu
JOJKHBI OBITh O3HAKOMJIEHBI C yTBEPXKIACHHON (hOpMaIbHON MPOLETYypOH HaJIOKEHUS
JUCLUUIUIMHAPHBIX B3bICKAHUN HA COTPYAHHUKOB, KOTOpbIE HAPYLIWIHA IIPUHATHIC
MOJINTUKY U mpouenypsl 6ezonacHoctu [1/1H.

CoTtpynHukH 00s13aHBI 0€3 MPOMEICHHUS cO00IaTh 000 BCceX HAOIIOMAEMBIX WU
HNOJO3pUTENBHBIX citydasx paborsl MCII[H, MoOrymmMx moBiedb 3a COOOM YTrpo3bl
6esomacnoctn [I/lH, a Takke O BBIIBICHHBIX HMH COOBITHSX, 3aTParduBaroIMX
o6esomacHocth IIJlH, pyKOBOJACTBY NoOApa3AeieHUss U JUIy, OTBEYarolleMy 3a
HEMEJIJIEHHOE pearupoBaHue Ha yrpo3sl Oe3omnacHoctu [1][H.

JloimkHOCTHBIE 00s13aHHOCTH Toab3oBarene MCITu

JomxHocTHble 00s13aHHOCTH Tonb3oBarened MCII[H omnucanbl B CleAyrOMIMX
NOKYMEHTaX:
Nucrpykuumsa anmuanctparopa UCI/IH;

Nucrpykuusa aqmmunuctpaTtopa 6e3onacHocta MCI/IH;
Nucrpykuus nonws3osarens UCIIH;
NHcTpyKuys noap30BaTests Ipyu BOSHUKHOBEHUHU BHEIITATHBIX CUTYAalUK;

OTBETCTBEHHOCTh COTPYJIHHMKOB

B cooTtBercTtBUU co cratbeil 24 DenepanbHoro 3akoHa Poccuiickoin denepaiuu ot
27 nronst 2006 r. Ne 152-03 «O nepcoHaNbHBIX TaHHBIX)» JIMIA, BAHOBHBIE B HAPYIICHUU
TpeboBanuii gaHHOro @efepaTbHOTO 3aKOHA, HECYT TIPaXIAHCKYIO0, YTOJIOBHYIO,
aIMUHHUCTPATUBHYIO, TUCHUIUTMHAPHYIO U UHYIO MPEIYyCMOTPEHHYIO 3aKOHOIaTEIbCTBOM
Poccuiickont deneparnuy OTBETCTBEHHOCT.

JlerictByromee  3akoHomarenbcTBO  Poccmiickor ~— Pemepaumu  TO3BOJSET
OpEeabIBIST, TpeOOoBaHUA 10 oOecreyeHuto 0e30MacHoi padoThl €  3allMIaeMOoin
uHdopmalmenn u mpeaycMaTpuBaeT OTBETCTBEHHOCTh 3a HAPYIIEHUE YCTAaHOBJIEHHBIX
npaBul dKcrutyaraiuu 9BM u cucteM, HempaBOMEpHBIA JOCTYI K UHGOpPMAIUHU, €CIIU
OTU JCHCTBUS NPUBEIIM K YHUUYTOXKEHUIO, OJOKUPOBAHMIO, MOJUMUKAIIMN UH(HOpMAITIU
Wiy HapyueHuto padotel OBM unu cereit (crarbu 272,273 u 274 YronoBHOTO KoJekca
Poccuiickoit @enepaunn).

Anmunuctpatop UCII/In u anMmuHuCTpaTOp 6€30MacCHOCTH HECYT OTBETCTBEHHOCTD



3a BCE JICMCTBUS, COBEPIICHHBIE OT UMEHU UX YUYETHBIX 3alIUCEN WU CUCTEMHBIX YUETHBIX
3alKCcei, €clM He JI0Ka3aH (PAKT HECAaHKIIMOHHUPOBAHHOTO MCIIOJIb30BAHUS YUETHBIX
3auCen.

[Ipu Hapymenusx cotpyanukamu Komuccuu — nonb3oBatensmu UCI/IH npasun,
CBsA3aHHBIX ¢ Oe3omacHocThi0 II/IH, OHM HeCyT OTBETCTBEHHOCTh, YCTAHOBJIEHHYIO
JNEUCTBYIOIIUM 3aKoHOAaTeNnbCTBOM Poccuiickon denepanuu.

Cnmcok ucnoJib30BAaHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMATHBHO-IIPABOBBIMM M METOJWYECKUMH JOKYMEHTaMH, Ha
KOTOpbIX Oazupyercs HacTosmas [lonuTuka, sBastoTCS:

Oenepanbubiii 3akoH oT 27.07.2006 1. No 152-®3 «O nepcoHanbHBIX JaHHBIX,
YCTaHABIMBAIOIIMN OCHOBHBIE TPHUHLUIIBI W ycnoBus oOpaGotku I1/IH, mpaga,
00SI3aHHOCTH M OTBETCTBEHHOCTh YYAaCTHUKOB OTHOLIEHUH, CBSI3aHHBIX C 00pabOTKOM
IT]1n.

TpeOoBanust K 3alUTe TNEPCOHANBHBIX JIAaHHBIX TMpU UX 00paboTke B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHANBHBIX TaHHBIX, YTBEPKICHHBIC MOCTAaHOBICHUEM
IIpaBurtenscTBa Poccuiickoit @enepanyu ot 01.11.2012 r. Ne 1119.

[Tonoxxenne 00  OCOOEHHOCTAX  OOpaOOTKM  MEPCOHAIBHBIX  JAHHBIX,
OCYILECTBISIEMON 0€3 HCHONb30BaHUS CPEACTB  aBTOMATU3ALMH, YTBEP)KICHHOE
nocraHoBieHreM IIpaBurenbcTBa Poccuiickoii @enepanun ot 15.09.2008 r. Ne 687.

HopmaTtuBHO-MeToIMueckne 10KyMeHThl DefiepanbHOi CIyKObl IO TEXHUYECKOMY
u 3KcrepTHoMY KoHTpoito Poccuiickoir @enepauun (nanee — OCTIK Poccum) mo
obecnieuenuto 6e3omacuoctu [11n npu nx o6padotke B UCIIH:

bazoBas Mojienb yrpo3 0€301acHOCTH MEPCOHATBHBIX JIAHHBIX MPU UX 00pabOTKE B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHAIbHBIX JAHHBIX, YTBEP)KIEHHAs 3aMECTHUTENIEM
mupekropa PCTOK Poccun 15.02.2008 r.

Meroanueckuii JoOKyMeHT. MeToauka oreHKH yrpo3 0e30macHOCTH uHpopmaIuu,
ytBepxkaeHHbI PCTOK Poccum 05.02.2021 .

[Tpukaz ®CTOK Poccum ot 11.02.2013 Ne 17 «OO6 yTtBepxknennn TpeboBanmii 0
3amuTe WHGOPMAIUU, HE COCTaBISIONINX TOCYJAapCTBEHHYIO TalHY, COJICPIKAIIUXCS B
rOCyAapCTBEHHBIX HHPOPMAITHOHHBIX CHCTEMAaX).

[TIpukaz ®CTIK Poccun ot 18.02.2013 No 21 «OO6 ytBepxkaenun CocrtaBa u
COJIEp>KaHUsl OpPTaHU3AIMOHHBIX M TEXHUYECKHX MeEp MO0 O0EeCHeueHUI0 0e30IacHOCTH
MEPCOHAIIBHBIX JIaHHBIX MNpU HUX 00paboTke B HWH(POPMAIMOHHBIX CHCTEMax
HNEPCOHAIBHBIX JAaHHBIX).

[Ipuka3z denepanbHoit cimyx0b1 OezomacHoctu Poccuiickoit denepanuu  OT
10.07.2014 Ne 378 «O6 ytBepknenuu CocTaBa W COJECpKAHWS OPTAHU3AIMOHHBIX U
TEXHUYCCKUX MEp MO OOCCICUCHHIO OC30MacHOCTH TEPCOHATBHBIX MaHHBIX TPH HX
00paboTke B MHMDOPMAIIMOHHBIX CHCTEMax IEPCOHAIBHBIX JAHHBIX C HMCIOJIb30BAHHEM
CpEICTB KpHUNTOTrpapu4ecKOl 3amuThl WHPOpMAIMU, HEOOXOMUMBIX ISl BBIMOTHEHU S



ycTaHOBJIeHHBIX [IpaBuTenbctBomM Poccuiickoit ®enepannu TpeOOBaHUM K 3alluTe
MEPCOHANBHBIX JAHHBIX U151 KQXKIOTO U3 YPOBHEW 3alIUAILIEHHOCTI.

Metonnueckiue pekoOMEeHAAlud MO pa3pabOTKe HOPMATUBHBIX MPAaBOBBIX aKTOB,
OTIPEENSAIOMINX yTPO3bl 0E30MacHOCTH TMEPCOHANBHBIX JJAHHBIX, AaKTyalbHbIE TpH
00paboTKe MEePCOHAIBHBIX JAHHBIX B WH(OPMAIMOHHBIX CUCTEMaxX MEPCOHATHHBIX
JaHHBIX, JKCIUIyaTUPYeMbIX MpPH  OCYLIECTBIEHUU  COOTBETCTBYIOILIHMX  BHJIOB
NEeATENbHOCTH, yTBepkIAeHHbIe pyKoBoACTBOM &8 llentpa ®CBH Poccum 31.03.2015 Ne
149/7/2/6-432.



[Tpunoxxenue Ne 3
YTBEPXJIEHA
pemeHneM | apuHCKON pallOHHOM
TEPPUTOPHUATHHON M30UpaTeIbHON

KOMHUCCUU
ot 10 mapta 2025 . Ne 5/16

HHCTPYKIOUA
0 MOPAAKe Pe3epBHOI0 KONMMPOBAHUS U BOCCTAHOBJICHHUS UH(poOpMan MU
B HH(POPMALMOHHBIX CHCTEMAaX MEePCOHAJBHBIX JAHHBIX
I'apuHCcKoM paiilOHHON TEPPUTOPHAIBHOM H30UPATEILHOH KOMUCCHH

WNHCTpykMs O TOpAAKE  PE3EPBHOTO  KONMMPOBAaHUS U BOCCTAHOBIICHMS
uHpopMalMu B MHPOPMALMOHHBIX CHCTEMaxX IEPCOHAIBHBIX JaHHBIX | apuHCKOM
paliOHHOU TEPPUTOPHUATIBHOU U30UpaTeabHON KOMUCCUHU pernaMeHTupyer
OpraHU3alMOHHO-TEXHUUECKOE O00ECIIEYeHHE MNPOLECCOB PE3EPBHOTO KOMUPOBAHUS U
BOCCTAHOBJIEHUsSI MH(POpMALMU B MH(POPMALMOHHBIX CHUCTEMaX IMEPCOHAIBHBIX JaHHBIX
["apuHCKOI pallOHHON TEPPUTOPUATBHON N30HPATENBHON KOMHCCHUU.

1. O0mme mo10KeHN A

1. HHCTpyKIHMS O TOpSIKE pEe3epBHOTO KOMUPOBAHUS W BOCCTAHOBICHUS
uHpopMauu B HMHPOPMALMOHHBIX CHCTEMax NEPCOHAIBHBIX JaHHBIX [apuHCKOI
paliOHHOU TEPPUTOPHATBLHOMN H30UpaTebHON KoMuccuu (ganee — MHCTpyKIus) sSIBAsSETCS
OJHUM W3 JOKaJIbHBIX MPABOBBIX AaKTOB ['apMHCKOW palilOHHOW TEPPUTOPUATIBHOU
n30uparenbHo Komuccuu (nanee — Komuccus) perjiaMeHTHPYIOIMX JIE€ATEIbHOCTh
Komuccnn mno obecrniedeHnio 0€30MaCHOCTH TMEPCOHANBHBIX JaHHBIX PaOOTHUKOB
OpraHu3aly, YYaCTHUKOB M30MpPATEIbHOIO MPOIIECcCa, WHBIX JHI], YbU MEPCOHAIbHBIC
JaHHbIE MOTYT CcOOMpaThbCs, XpaHUTbCA M 0O0paldaThIBATbCA B ABTOMATU3MPOBAHHBIX
cucreMax o0paboTku nepcoHanbHbIX JaHHBIX (nanee — UCIT/In) Komuccun.

2. Hacrosmas HWucTpykius paspabotaHa B cooTBercTBUuu ¢ DeneparbHbIM
3akoHOM oT 27.07.2006 Ne 152-®3 «O mnepcOHATbHBIX JAHHBIX», MOCTAHOBJIECHHEM
[IpaButenscTtBa Poccuiickoit denepanun ot 01.11.2012 Ne 1119 «OO0 yTBepkaeHUU
TpeOOBaHUM K 3allUTe MEPCOHATBHBIX JAaHHBIX MPH UX 00paboTke B MH(OPMAIIMOHHBIX
CUCTEMaX MEePCOHAIBHBIX JTaHHBIX», JIPYTUMU HOPMATHBHBIMU MPABOBBIMU aKTaMH IO
obOecrieueHHI0  0€30MAaCHOCTH  MEPCOHAIBHBIX  JAHHBIX M pErjiaMeHTUPYEeT
OpPraHU3alMOHHO-TEXHUYECKOE O0ECneYeHre MPOLIECCOB PE3EPBHOTO KOMHPOBAHUS H
BOCCTaHOBJIEHMsI TaHHBIX, Xpansuxcs B UCIT{n Komuccun.

3. Hacrosmas MacTpykius paspaboTaHa ¢ LENbIo:

1) onpenenenuss kareropur HUHGOpPMaALMM, TMOAJEKaEH O00s3aTEILHOMY
pE3epBHOMY KOIIMPOBAHMIO;

2) ompeneneHus MPOLEAYPhl PE3EPBUPOBAHUS JAHHBIX JUIA IOCIEIYIOLIEro
BOCCTaHOBJIEHHSI PabOTOCHOCOOHOCTH HMH(GOPMALMOHHBIX CHCTEM IMpU MOJHOW WU
4acTUYHOW moTepe MH(OpMalMH, BHI3BAHHOW COOSMU WM OTKa3aMU amnmnapaTHOTO WU



OpOrpaMMHOTO  OOecreueHus,  OIIMOKaMH  MOJb30BaTeNiel,  Ype3BbIYAHBIMU
00CTOSTENHCTBAMH (TI0KAPOM, CTUXUUHBIMUA OCJICTBUSIMU U T.11.);

3) onpeneneHus MOpsiiKa BOCCTAHOBIEHUSI MH(POPMALIMK B CIIy4ae BOZHUKHOBEHUS
TaKON HEOOXOAUMOCTH;

4) ynopsigoueHus: pabOThl U OMNPENEIEHUs] OTBETCTBEHHOCTH JIOJXKHOCTHBIX JIUII,
CBSI3aHHOM C pe3epBHBIM KOIMUPOBAHUEM U BOCCTAHOBIIEHHMEM MH(DOPMALIHH.

4. QOpraHuzallMOHHOE W TEXHUYECKOEe O0O0ecCleueHrne MPOILECCOB PE3EpPBHOTO
KONMPOBAHUS U BOCCTAaHOBJEHHUs JaHHbIX, xpaHsmuxcs B MCII[In Komuccnn, a takxke
KOHTpPOJIb 32 JCHCTBUSIMU HCIOJHUTEICH M OOCIyKHMBAIOIIEro MepcoHaia npu padbore ¢
napossiMU BO3Jlaraercss Ha AJMHHUCTpaTopa MH(OPMALMOHHBIX CHUCTEM NEPCOHABbHBIX
nanubeix Komucenn (nanee — Aaqmunucrparop UCI/In).

2. O0mme TpedbOBaHUS K Pe3ePBHOMY KONMPOBAHUIO

5. Pe3epBHOe KomupoBaHHE€ HWH(OOPMALMU - CO3JaHUE KOMHUN 3alluIacMoun
uH(OpPMaLIMK B AJIEKTPOHHOM BHUE Ul OBICTPOTO BOCCTAaHOBIIEHUSI PabOTOCIOCOOHOCTH
NCII[JH B caydyac BO3HUKHOBEHHUS aBapUWHOW CHUTyallMM, TOBJIEKIICH 3a CcOo0oM
MOBPEXKJICHUE WU yTPATy TaHHBIX.

6. Pe3sepBHOMY KOMUPOBAHUIO MOUICKUT UH(GOPMAITUS CIIETYIOMUX KaTeTOPU:

1) mepcoHanbHasi UH(pOPMALIMS MMOIb30BaTEIEH (JIMYHBIE KATaJOTH) M TPYIIOBas
nH@opmaius (00IIMe KaTajJory Mopa3iesieHuil) Ha (paliIoBBIX cepBepax;

2) wuHpopmanus, oOpaOareiBacmass mnonb3oBaTensimu B WMCII[AH, a Takxke
uHdopmarus, HeoOXoauMmas Juisi BocctanoBienus padorocnocooHoctu MCII/IH.

7. Pe3epBHbBIE KOMUU XPAHATCA HA JUCKOBBIX MAaCCHUBaX CEPBEPOB, HAXOASAIIMXCS B
3alMIIEHHOM CEPBEPHOM IIOMEIIEHHH, JOCTYNl K PE3EpBHBIM KOIMMSIM OrPAHUYEH
CpPEACTBAMHU PA3rPAHUYEHUS JOCTYIA ONEPALIMOHHONW CUCTEMBI.

8. ApXMBHOE KONUpPOBAHHE pe3epBUpPYEMOW HUHOOPMALMK MPOU3BOJUTCS MPU
MOMOIIY  CHENHUATU3UPOBAHHBIX MPOTPAMMHBIX CHCTEM PE3EPBHOTO KOMUPOBAHMS,
o0ecrevMnBaroIIUX BHIMOJHEHUE TPEOOBAHUN K PE3EPBHOMY KOTTHMPOBAHHUIO.

9. Cucrema pe3epBHOIO KOMHPOBAaHUS OOECHEUMBAET MPOU3BOJUTEIBHOCTD,
JOCTaTOYHYIO JUIsl COXpaHEHUA HH(POpMAIMH, B YCTAHOBICHHBIE CPOKH U C 3aJaHHOMN
MEPUOAUYHOCTBIO.

10. KouTpons 3a (u3myeckuM JOCTYNIOM K OOOpPYAOBAHHIO, Ha KOTOPOM
OCYIIIECTBIISIETCA XpaHEHUE PE3EPBHBIX KOTMH, Bo3naraercs Ha Anmunuctparopa UCITIa
Komuccun.

3. OTBETCTBEHHOCTH 32 pe3epBHOE KONMUPOBaHUE

11. OTBETCTBEHHOCTH 3a MEPUOAUYHOCTH U MOJIHOTY PE3EPBHOIO KONMPOBAHUSA, A
TaK)K€ COCTOSIHUE CHUCTEMBI PE3EPBHOIO KOIIMPOBAHMS BO3Jaraercs Ha AJIMHUHUCTPaTOpa
HNCITIn Komuccun.

12. OTBETCTBEHHOCTh 3a KOHTPOJIb HAJ CBOEBPEMEHHBIM OCYIIECTBIECHUEM
PE3epBHOIO KOIMMPOBAHUS, & TAaKXKE 3a BBINOJHEHHEM TPeOOBaHUW MO XPaHEHUIO
apXMBHBIX KOMUH M MPEJOTBPAILECHUIO HECAHKIMOHUPOBAHHOTO JOCTyHa K HHUM
Boznaraerca Ha Aamunuctparopa UCIIIx Komuccun.



13. B ciyuyae oOHapyXeHUs TONBITOK HECAaHKIMOHUPOBAHHOTO JOCTYNa K
HOCHUTENSIM apXMBHOM MH(pOpMaInK, a Takke MHbIX HapyueHusx Wb, npousomenmmx B
MPOIECCe PE3EPBHOTO KOMHMPOBAHUS, PAOOTHHUK, OOHAPYKUBIIMN HapyIlleHUE 00s3aH
He3aMeIuTeNnbHO yBenomuts Aamunucrtparopa UCIIIx Komuccun.

4. IlepoAUYHOCTH Pe3ePBHOI0 KONMUPOBAHN S, XPAHEHHUE KOMU I
14. PesepBHOe kommpoBaHWe HWHGOPMAIMU TPOU3BOIUTCS €XKETHEBHO, KPOME
cy000THI M BOCKpECeHbs. ExxeIHEBHBIE KOTTMU XPAHSITCS B TEUEHHUE HECKOJIBKUX JHEH 110
BBIIIOJIHEHUST  €KEHENEIBHOIO PE3EPBHOIO KONMMPOBaHUs. ExXeHenenbHblEe KOIUH
XPaHATCA B TEUCHUE HECKOJIBKUX HEHEIb J0 BBIINOJHEHUS €XKEMECAYHOTO PE3EPBHOIO
KONupoBaHUs. ExxeMecsauHble KOTUA XPAHATCS HE MEHEE TPEX MECAILIEB.

5. BoccranoB/ieHHe HHPOPMAIMU U3 Pe3ePBHBIX KONMUM

15. B cnyyae HE0OXOOUMOCTH BOCCTAHOBIIEHHE IaHHBIX M3 PE3EPBHBIX KOIMIA
npousBoautcs Aagmunuctparopom MCIIIxn Komuccun.

16. BoccTaHOBIIEHHE NAaHHBIX M3 PE3EPBHBIX KOIMK MPOU3BOIAUTCS B Clydac HUX
MCYE3HOBEHUS WIN HAPYIIECHHS BCIEACTBUE HECAHKIIMOHUPOBAHHOTO TOCTYIIa B CUCTEMY,
BO3/ICICTBHSI BUPYCOB, MPOTPAMMHBIX OIIMOOK, OITHOOK paOOTHHUKOB, allapaTHbIX cOOEB,
UHBIX [IPUYHH.

17. BoccTaHOBIEHUE CUCTEMHOTO MPOrPAMMHOIO O00ECIEUEHUsS U MPOrpaMMHOIO
oOecrieueHrs OOIIEro Ha3HAYEHUS NPOU3BOJUTCA C UX HOCUTENIEH B COOTBETCTBUU C
UHCTPYKLUSAMH TPOU3BOAUTEIS.

18. BoccraHoBleHHE CHEUATU3UPOBAHHOTO  MPOTrPaMMHOrO  OOECIeUYeHUs
MPOU3BOAMUTCS C TUCTPUOYTUBHBIX HOCUTENIEH WM X PE3EPBHBIX KOMHUI B COOTBETCTBUU
C MHCTPYKLMSMH II0 YCTaHOBKE WJIM BOCCTAaHOBJICHHIO JAHHOIO NPOrPaMMHOIO
obecreueHus.

19. Hna BoccTaHOBIEHUs HWH(OpMalMM HCIONB3YETCS TMOCIEAHsST pe3epBHas
KOIUs, CoJieprKalias HeoOX0IuMbIe JaHHbIE B HEMOBPEXKIEHHOM COCTOSTHUU.



ITpunoxenue Ne 4
YTBEPXJIEHA
pemeHneM | apuHCKON pallOHHOM
TEPPUTOPHUATHHON M30UpaTeIbHON

KOMHUCCUU
ot 10 mapta 2025 . Ne 5/16

NHCTPYKIUA

0 NMOpsIIKe Y46Ta, XpaHEHHUsI MAIIUHHBIX HOCUTEJICH NMEePCOHATBHBIX JAHHBIX B
I'apunckoil paiioHHOI TePPUTOPUATBHON M30MPATEJIbHON KOMUCCUHA

OO01ue 1mMo10KeHU
Hacrosmas MHCTpyKuus 1mo NMOpSAAKY Y4era, XpaHEHHs MAIWHHBIX HOCUTEIEH

NepCOHAIBHBIX JIaHHBIX B ['apuHCKON pallOHHOW TEppPUTOPHUATBLHON HU30HUpaTeIbHOU
komuccun (gasiee — WHCTpyKuusi) yCTaHaBIMBAaeT MOPSANOK Y4yeTa, XpaHEHUs H
YHUUYTOKEHUS CHEMHBIX HOCUTEIICH U SIBIISICTCS OJHUM M3 JIOKAIBHBIX MPABOBBIX AKTOB
["apunCcKO¥ pailoHHOM TeppUTOpUATBHON U30upaTenbHON kKomuccun (nanee — Komuccus)
perilaMeHTHpYIOIMX  JAesaTeNbHOCTh Komuccum 1o  oOecrneueHnto  0e30MacHOCTH
NEPCOHANBHBIX JIAHHBIX PAa0OTHUKOB OpraHW3allid, Y4YaCTHUKOB U30UPaTEIbHOTO
mpoliecca, WHBIX JIMI, YbM MEPCOHANbHBIE JTaHHBIE MOTYT COOMpaThCS, XPaHUTHCS U
00pabaThIBaThCsl B aBTOMATU3UPOBAHHBIX CHUCTEMaxX OOpPaOOTKU MEPCOHAIBHBIX JTAHHBIX
(manee — UCII[n) Komuccum.

Hacrosimas uHCTpyKuMs pa3paboTaHa B COOTBETCTBHM ¢ DefepanbHbIM 3aKOHOM
P® ot 27 uronsg 2006 roga Ne 149 «O6 undopmaruu, nHGOPMAITMOHHBIX TEXHOJIOTUSIX H
o 3amute uHpopmanun», DeaepanbHbiM 3akoHOM P® ot 27 urons 2006 roma Ne 152 «O
MEPCOHANIbHBIX JTaHHBIX», ocTaHoBieHneM [IpaBurenscTBa Pocculickoit denepanyu ot 1
HOs10pst 2012 roma No 1119 «OO6 yTBepkaeHUU TPEeOOBAaHUN K 3aIUTE MEPCOHATBHBIX
JaHHBIX MpU UX 00paboTKe B MHGOPMAIMOHHBIX CHUCTEMax NEPCOHATBHBIX JaHHBIX»,
[Tpukazom ®CTIK Poccun ot 18 despans 2013 romga Ne 21 «O06 yrBepxknenun CocraBa
U COJIEp’KaHUsI OPTaHU3AIMOHHBIX U TEXHUYECKUX MEp MO O0EeCredeHH0 0e30MacHOCTU
NEPCOHANBHBIX JTaHHBIX TMpU HUX o00paboTke B HUHPOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX TAHHBIX.

Buabl MAIIMHHBIX HOCHUTEJIEH MEePCOHAJIBHBIX JAHHBIX

st oOpaboTku (XpaHEeHHsI) MEPCOHANBHBIX JTaHHBIX B KoMuccuu ucmonb3yrorcs
CJIEAYIOLINE TUTIbI MAIIMHHBIX HOCUTEIEH:

1) cveMHble HOcHuTenu HUHGOpPMAIUMK (BHEIIHHUE XECTKUE MArHUTHBIE UCKH,
MarauTHble JIeHTsl, USB ¢urer-nakonurenu, ontuueckue Hocurenu (CD, DVD, Blu-ray)
u ap.);

2) HecheMHBIE HOcUTeNn WHMOpMaIWu (KECTKMEe MarHUTHBIE TUCKH OOBEKTOB
uH(popMaTH3aUN).



B Komuccun pomyckaeTcss UCIONb30BaHUE TOJBKO YYTEHHBIX MAaIIMHHBIX
HOcHUTeNel nHpopMaIuu, KOTOPbIE MOJIBEPTatOTCs PEryIsipHON PEBU3UU U KOHTPOJIIO.

HecbeMHBIE HOCHTEIH MEPCOHANBHBIX JAHHBIX
MamuHHBIE HOCHUTEIH MIEPCOHATIBHBIX AAaHHBLIX, KOTOPBLIC pacClojararorci B

o0bekTe mHpopMaTU3auu (CUCTEMHOM OJIOKE, HOYTOyKEe, CepBepe M T.II.), CUUTAIOTCS
HECHhEMHBIMHU MAIIMHHBIMH HOCHUTEIISIMHU.

Kopmyc oOwbekra wmH(pOpMATH3allMM, B KOTOPOM YCTAaHABIMBAIOTCS HECHEMHBIC
MAaIllMHHBIE HOCUTEIM TICPCOHATBHBIX JAHHBIX, OICYATBIBACTCS C WCIOJIb30BaHUEM
CPE/ICTB, MO3BOJIAIONINX YCTAHOBUTh HECAHKIIMOHUPOBAHHBIN TOCTYI K HUM (HAIIPUMED, C
WCII0JIb30BaHUEM TUTOMOBI-HAKJICHKH ).

BckpbiTHE oOmeuaTaHHOTO Kopilyca OOBbekTa HWH(pOpMATH3alud B OTCYTCTBUHU
YIOJTHOMOYEHHBIX JIMI M (WJIM) agMUHUCTpaTropa O0e30macHOCTH (OTBETCTBEHHOTO 3a
obecrieuenne  wHMOpPMAIMOHHOW  Oe3omacHOCTH)  WHGOPMAIMOHHOW  CHCTEMBI
NIepCOHANBHBIX JaHHBIX KoMuccnu 3ampeniaercs.

CbeMHbBIe HOCHTEIN MEePCOHATbHBIX JaHHBIX

CpeMHBIC HOCHUTENM TEPCOHAIBHBIX JAHHBIX HCIOJB3YIOTCS PabOTHUKAMU
KoMmuccuu aj1s BBITIOTHEHHS TOJKHOCTHBIX 00S3aHHOCTEH, B TOM YHCJIC JUTS BBITOJIHCHUS
PE3epPBHOTO KOTIMPOBAHUSI.

CwemMHBIC HOCHTETW HWH(POpPMAIMH BbIAOTCS paboTHHMKaM Komuccuum B ciaydae
BO3HUKHOBEHHS ITPOU3BOICTBEHHOW HEOOXOIMMOCTH

Yder HOocUTeIel MePCOHAJILHBIX JAHHBIX
VYuery B KoMuccuu nojyiexar Bce MalllMHHBIE HOCUTEIN MEPCOHATBHBIX JaHHBIX.

MarnuHHbIe HOCUTEIU JOJDKHBI OBITh YUTEHBI JI0 Hadajla Ha HUX XpaHeHus: (00paboTkwH)
MePCOHATBHBIX JaHHBIX.

He nomyckaercs  MCNONb30BaHME  HEYYTEHHBIX  MAIIMHHBIX  HOCHTENEH
MEPCOHATbHBIX JaHHBIX.

CbeMHbIE HOCUTENH MEPCOHATBHBIX JaHHBIX MapKUPYOTCs («Ne »).

OO6muit ydyer oOecnedyMBaeT aJIMUHUCTpATOp O€30MacHOCTH HH(POPMALMOHHON
CHCTEMbI IEPCOHATILHBIX JAHHBIX (MIpHUiIoKeHue 1).

Ilepenaua cbeMHBIX HOCHTEIEl MEPCOHATBHBIX JaHHBIX

CpeMHBIE HOCUTENIH NEPCOHAIBHBIX JAaHHBIX MOCJE PETUCTPAL[MM OTBETCTBEHHBIM
3a oOecredyeHue 3allUThl TMEPCOHATBHBIX JaHHBIX IEPENAIOTCs TOJIB30BATENSIM O]
HOJIIHUCH.

B cayuyae yBosibHeHHs paOOTHHMKA IMPEAOCTABICHHBIE €My ChEMHBIE HOCHUTEIH
M3bIMAIOTCS], IaHHBIE YIAISAIOTCS MO0 MepeaaroTcs Ipyromy pabOTHUKY .

XpaHeHne MAIIMHHBIX HOCHUTeJIel NMEPCOHAJBbHBIX JAHHBIX
CbeMHBIE HOCHUTEIH NEPCOHATIbHBIX AAHHBIX XPAHATCA B OIICHATHIBACMbBIX

3anupaeMbix Imkadax (ceidax) unu B cede ¢ KIIOYEBBIM M KOJOBBIM 3aMKOM B
COOTBETCTBHHM C TpPEOOBAaHUSAMU K XPAaHEHHWIO MAIIWHHBIX HOCUTEICH TNEPCOHATBHBIX
JTAHHBIX, KOTOpbIe TiepeurciieHbl B [lomoxkennn 06 0O6paboTKe M 3anuTe MEePCOHATBHBIX
JTaHHBIX.



3ammra HEChEMHBIX HOCHUTENEH NEpPCOHAIBHBIX JAHHBIX JIOCTUTAETCS IyTeM
oTieYaThiBaHNs OOBEKTOB WMH(GOpMATH3AINH, MPEAOTBPAIICHUS HECAHKIIMOHHUPOBAHHOTO
JOCTylNla B MOMEIIEHHUS, T/I€ OHU pacroJyiaratorcsi, B cooTBerctBuu ¢ IlomoxenueMm o0
00paboTKe U 3alIuTe NePCOHATBHBIX JAHHBIX.

OTBeTCTBEHHOCTD

Nudopmanms, Xpassmiascs Ha CbEMHBIX HOCHTENSAX, MOJUISKUT 005S3aTeIbHOM
MPOBEPKE Ha OTCYTCTBHE BPEAOHOCHOTO MPOrPAMMHOTO OOECTHeUeHUsl Mepel] KaKIIbIM
HCITOJTh30BAaHUEM.

B cmydae yTparel WIM HECAHKIIMOHHUPOBAHHOTO YHHUYTOKCHHUS CHEMHBIX
HOCHUTEJIEH, MO0 pasrialieHus COIEePIKAIIUXCSA B HUX CBEJICHUN HEMEIJICHHO CTaBUTCS B
M3BECTHOCTh OTBETCTBEHHBIN 3a oOecredeHne O€30MacHOCTU MEePCOHANBHBIX TAHHBIX B
UHOOPMAIIMOHHOM CHUCTeME MepCOHaNbHBIX JaHHbIX. [lo dakty yTpaTel win
YHUYTOXKEHHUSI IPOBOJIUTCS CITY’KeOHOE pacciaeoBaHUeE.

B cnydae nepenaun B peMOHT ChEMHOTO HOCUTENSI BCE JIAHHBIE HA HEM JIOJIKHBI
OBITh TAPAaHTHUPOBAHHO YJAICHBI B TIOpsAIKe, mpemaycMoTpeHHOM [lomoxeHuem 00
00paboTKe 1 3aINTe MePCOHATHHBIX JaHHBIX. Eciu ymanuTs nuabopmaIyio HeBO3MOKHO,
pelIeHrue 0 PEMOHTE NMPUHUMAETCS KOMUCCHEH M0 3alllUTe MEePCOHAIBHBIX JaHHBIX, MIPU
5TOM C OpraHu3alueld, OCYILIECTBISIONEH pPEMOHT, [JOJDKHO OBITh MOANHCAHO
Cornamienue 0 KOHQUIECHITUATHHOCTH.

[lepenaua B peMOHT CPEACTB BBIYUCIUTEIBLHON TEXHUKHU JOJDKHA MPOXOJUTH 0€3
HOCHUTEJICH, KOTOPBhIE MOTYT COJICPKATh MEPCOHATIbHBIC JTaHHbIC.

[Tpu ucnonp3zoBaHuM pabOTHUKAMU CHEMHBIX HOCUTENICH HEOOXOANMO:

coOmoath TpeboBaHus HactosAend NMHCTpyKIny;

UCIIOJIb30BaTh CHEMHBIC HOCHUTENIM WCKIIOYHUTEIBHO JJiIi BBIMOJHEHUS CBOUX
JIOJDKHOCTHBIX 00SI3aHHOCTEH;

CTaBUTh B M3BECTHOCTh aJMHUHHCTPATOpa 0OE€30MacHOCTH HH(POPMAIUOHHOM
CUCTEMBI TIEPCOHANLHBIX NMaHHBIX Komwuccnu o mro0bIx (pakTax HapylieHUs TPeOOBAHHIA
Hacrosmen Mucrpykuuy;

OEpEeKHO OTHOCUTHCSA K CheMHBIM HOCHUTEIISIM;

HEe3aMeJIJTUTEILHO W3BEIlaTh aJMUHHUCTpaTopa O0e30MacHOCTH HH(POPMALUOHHOM
CUCTEMBI TEPCOHAIBHBIX AaHHBIX Komuccum o (akrax yTparbl (Kpakh) ChEMHOTO
HOCHUTEIIS.

[Ipu ucnosb30BaHNM CHEMHBIX HOCUTEJIEH 3aIlpeIIeHO:

HCITOJIh30BaTh ChEMHBIC HOCUTETH B IMYHBIX LEIAX;

XpaHUTh CHhEMHBIE HOCUTEIM Ha paboyux CTojax, JUOO OCTaBisATh HX 0€3
MPUCMOTpPA WU NIepeiaBaTh HA XPaHCHUE APYTUM JTUIAM.

[lepcoHanbHy0 OTBETCTBEHHOCTh 3a COXPAHHOCTb TMOJYYEHHBIX ChEMHBIX
HOCHUTEINIeH U MPeNIOoTBpaIeHNE HECAHKIIMOHUPOBAHHOTO JOCTYIA K 3allUCAaHHBIM Ha HUX
JAHHBIM HeceT paOOTHUK, 32 KOTOPBIM 3aKPETJICH HOCUTEb.

Bce pabGornuku Komuccuu, oOpabaThiBaronyue TEPCOHATBHBIE JaHHBIE,



3HAKOMSTCA IOJI MOJANUCH C HACTOSIIEW MHCTPYKUMEW IpU MHPOPMUPOBAHHUU O (aKTe
00pabOTKM MEpPCOHANBHBIX JAaHHBIX, KaTEropusx o00padaThIBAEMbIX NEPCOHATBHBIX
JAHHBIX, OCOOEHHOCTSX M MpaBHJIaX Takoil 0OpabOTKH, yCTAaHOBJIEHHBIX HOPMATUBHBIMH
IPAaBOBBIMU aKTaMU (pelepabHBIX OpPraHOB MCIIOJIHUTEIBHOW BIIACTH, OPIraHOB
UCIIOJTHUTENbHOM BilacTu cyObekToB Poccuiickoil dexepannu, a Takke JOKaIbHBIMU
IpaBOBBIMU aKTaMu Komuccnu.
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ITpunoxenune Ne 5
YTBEPXIEHA
pemenneMm I apuHCKON
PaliOHHOU TEPPUTOPUAIIBHOU
n30upaTeIbHON KOMUCCHH
ot 10 mapra 2025 r. Ne 5/16

Moaennb yrpo3 1 HapymuTeJst 0€30MacHOCTH MePCOHANbHBIX JaHHBIX MPH
uX 00padoTKe B HH(POPMAIUOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX
I'apuHcKoil pailOHHON TEPPUTOPHUATIBLHOM M30MPATETbLHON KOMUCCHU

1. OO1me Noa0XKeHuUs.

Hacrosmmit JOKyMEHT COAEPKUT CUCTEMATU3UPOBAHHBIN NIEPEYEHD YIPO3
0€30MacHOCTH MEPCOHATBHBIX JaHHBIX MPU UX 00paboTKe B MHPOPMALMOHHBIX
cucTeMax NEPCOHAIBHBIX  JaHHBIX. Ot yrpo3bl  OOYCIIOBJIEHBI
peIHAMEPEHHBIMU WM HENPEIHAMEPEHHBIMU JIEUCTBUSIMU (PU3UUYECKUX JIUIL
WJIM OpraHu3alyil, a TaKKe KPUMHUHAIBHBIX TPYNIUPOBOK, CO3/IAIOIIUX YCIOBUS
(MpeanochUIKK) JUIsl HApyIIeHHUs] 0€30MacHOCTH NepcoHanbHbIX AaHHBIX ([1JIH),
KOTOpOE BeleT K yuiepOy unrepecoB N3ouparenbHoit komuccuu CBepAI0BCKOM
obJacTu.

JIOKyMEHT mpeAHa3HaueH Jjsl OLEHKU pealu3aliu yrpo3 0e30MacHOCTH
[IIn (manee — YBII[IH) npu ux oO6paboTke B HHPOPMALHUOHHON CHUCTEME
nepcoHanbHbix JgaHHbIX (mamee — MUCII[An) B T'apunckoii palioHHOM
TEPPUTOPHATBHON  u30MpaTenpHOM  Kommccuu  (manee —  Komwmccens).
Onpenenenre mepeyHss TeX Yrpo3 M Hapylurenaed HHOOPMalUMOHHOM
0e30macHOCTH, KOTOpbIE SBISIOTCS akTyanbHbIMu s gadHbix  MCIIH,
MOCITY)KUT OCHOBOW JIJIi TIPOBENICHUS MEPONPHUITHA 10 KIACCH(PUKAINH
NCIIIH, npOeKTUPOBAHUIO U BHEIPEHUIO CUCTEMBI 00ecrieueHusi 6e30MacHOCTH
nepcoHanbHbIX NaHHbIX (Hanee —I1/{H) B Komuccum.

B nmokxymente paccmarpuBatrorcss Bce MCII[In  Komwuccum, 3a
uckimouennem  WCIIJIH, cBsizaHHOM C  paboTOM  KOMILIEKCa  CpEICTB
aBTOMAaTH3alnM [ '0Cy1TapCTBEHHON aBTOMATHU3UPOBAHHOW CHCTEMBI Poccuiickon
Oenepanun «Bpibopb, dKCITyaTupyeMblii B KoMuccuu, MOCKOJIbKY MO/JIENb
yIpO3 U HApyIIUTENsE O€30MaCHOCTU NEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe
B ['ocymapcTBeHHON aBTOMaTU3UpPOBaHHOUN cucteme Poccuiickonn denepanun
«Bp160pe coctaBieHa B ®I'KY «DenepanbHoit neHTp uHpOpMaTH3aAMK TPU
LenTpanbsHOil n30MparenbHOil kKomuccuu Poccuiickoit @enepanum.

[Tpu pazpabotke mozaenu yrpo3 6ezomacHoct I[1JlH, oOpabaTbiBaeMbIX B
UCTI[n W36uparenbHoit komuccun CBEpIUIOBCKOM o0macTv, B KauecTBe
OCHOBOITOJIATAIOIINX, HCIIONb30BAINCh, HOpMatuBHble JOKyMeHTHl DOCbhb n
OCTOK Poccuu, onpeaenstomme moaxo bl k 6ezomacuoctu [1/1x:
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[TocranoBnenue IlpaButenbctBa Nelll9 ot 1.11.2012 1. «O6
YTBEP>KJICHUH TPEOOBaHUH K 3aIUTE MEPCOHATHHBIX JAHHBIX MPHU UX 00paboTKe
B HUH(OPMAIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX);

Meronuueckuii JOKyMEHT. MeToAuKa OLIEHKU YIrpo3 Oe30MacHOCTH
undopmaruu, yreepxkaeHHbsii ®CTIK Poccun 05.02.2021 1.5

bazoBas Mozenb yrpo3 0€30MacHOCTH MEPCOHANBHBIX AAHHBIX MPU UX
o0paboTke B HWH(DOPMAIMOHHBIX  CHCTEMaxX [EPCOHAIBHBIX  JIAHHBIX,
yTBepxkaeHHas 3amectutenem aupekropa ®CTIOK Pocenn 15.02.2008 r.;

[Tpuka3z ®Cb Poccuu Ne 378 10.07.2014 r «O06 yrBepx)aeHuu CocraBa u
COJIEpaHUsl OPraHU3allMOHHBIX M TEXHUYECKUX Mep 10 00eCleyeHuIo
0€30MaCHOCTH TIEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKe B MHPOPMAITMOHHBIX
CUCTEMAaX  MEpPCOHANBHBIX  JAHHBIX  C  HCIOJb30BaHUEM  CPEICTB
Kpunrorpadguueckor 3amuThl UHPOPMALUKU, HEOOXOJUMBIX Ui BBIOJIHEHUS
ycranoBieHHbIX [IpaButenscTtBoM Poccuiickoit denepauuu TpeOoBaHUN K
3aIIHUTE NEPCOHANBHBIX TaHHBIX AJIS KaXKAO0TO U3 YPOBHS 3aIUIIICHHOCTHY;

[Ipukaz ®CTIK PD ot 18 despans 2013 r. N 21 «O06 yTBepx)aeHUU
cocTaBa M COJAEpP)KaHWA OPraHU3alMOHHBIX W TEXHUYECKUX MeEp II0
obecrieueHnI0 O€30MACHOCTH MEPCOHABHBIX JAHHBIX NpPHU HX 00paboTKe B
MH(POPMAITMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX).

2. TepMuHBI 1 onIpeAEICHUS.

B HacrosimieM JOKyMEHTE MCIIONB3YIOTCS CIEAYIOIINE TEPMUHBI U UX
OIIPEIEICHUS:

ABTOMAaTH3UpOBaHHAs CUCTEMA — CUCTEMA, COCTOAIIAs W3 MEpCOHANa U
KOMIUIEKCA CPEACTB aBTOMAaTH3allUA €ro JEATEIbHOCTH, pealu3yromas
MH(GOPMAIIMOHHYIO TEXHOJIOTHIO BBIIIOJIHEHUS! YCTAHOBICHHBIX (DYHKIUH.

be3onacHOCTh IEPCOHANBHBIX JAaHHBIX — COCTOSHHME 3alIMILEHHOCTH
NEPCOHAIBHBIX JAHHBIX, XapaKTEpU3yeMOE CIIOCOOHOCTBIO I0JIb30BaTENEH,
TEXHUYECKUX CPEACTB U HWH(MOPMAIMOHHBIX TEXHOJOTMHA  00eCcTeyuTh
KOH(UIEHIINATBHOCTD, LIEJIOCTHOCTh M JOCTYNHOCTh NEPCOHATBHBIX JaHHBIX
npu ux 00paboTke B MUHOOPMALIMOHHBIX CUCTEMAX MEPCOHAIbHBIX JaHHBIX.

biiokupoBaHne NEPCOHANBHBIX JAaHHBIX — BPEMEHHOE MNPEKpPAIICHUE
cOopa, CHCTEMATH3allU{, HAKOIUJICHUS, HCIOJIb30BaHUS, pPacIpOCTPAHEHMUS,
NIEPCOHAIBHBIX JAHHBIX, B TOM YUCJIE UX MIEPENAYN.

Bupyc (KoMIbIOTEPHBIN, NPOrPaMMHBIN) — UCHOIHAEMBINA NPOTrPAMMHBIMI
KOJ WJIM UHTEPIPETHUpPYyEMbId HAOOp HMHCTPYKLUMM, oOiajaroniuii cBoiicTBaMu
HECAaHKIMOHUPOBAHHOIO  PACHPOCTPAHEHUSI U CaMOBOCIIPOU3BEICHUS.
CoznanHble AyONMKaThl KOMIIBIOTEPHOTO BHpyCa HE BCErJa COBMNANAlOT C
OpPUTHHAJIOM, HO COXPaHSIOT CIOCOOHOCTh K JaJIbHEHIIIEMY PaclpOCTPaHEHUIO U
CaMOBOCIIPOU3BEICHHUIO.

BpenonocHas nporpaMmma — mporpaMmma, IpeAHa3HA4YeHHas  JUIs
OCYUIECTBJICHUSI HECAaHKIMOHUPOBAHHOTO JOCTyNa W (WJIM) BO3JACHCTBUS Ha
NEPCOHAJIbHBIE  JAaHHBbIE WM  Pecypchl  MHPOPMALMOHHON  CUCTEMBI
NIEPCOHAJIbHBIX TaHHBIX.
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Hoctyn k uHQOpMAaUU — BO3MOXHOCTb TONMY4YeHHUS HHPOpMAINH, a
TaK)Ke €€ UCI0JIb30BaHUS.

3amMTa  MEepCOHANBHBIX  JAHHBIX —  KOMIUIEKC  MEpONPHUSTHIA,
HaIlpaBJIEHHBIX Ha nojJiepKaHue LIEJIOCTHOCTH, JOCTYITHOCTH,
KOH(UIEHIINATbHOCTH UH(GOpPMAMU U PECYPCOB, MCHOIb3YyEMbIX JUIsl BBOJA,
XpaHeHus1, 00pabOTKU U NEepPeaaun NEPCOHATBHBIX JaHHBIX.

amumniaemMas uHQOpManUs — HHQOpPMALMS, SABIAIOMIASACA MPEIMETOM
COOCTBEHHOCTH U MOJJIEXallas 3alluTe B COOTBETCTBUU C TpeOOBaHUSAMU

NPaBOBBIX  JOKYMEHTOB  WIM  TpeOOBaHHUSAMH,  yCTaHABIHNBAEMbIMH
COOCTBEHHHKOM MH(OPMAITHH.
Nnentuduxamuss — mnpucBoeHne cyObeKkTaM U OO0BEeKTaM JI0CTyma

uneHTugukaropa M (WIH) CpaBHEHUE TMPEIBSIBISIEMOTO HIASHTU(DUKATOpPA C
MepeyHeM MPUCBOCHHBIX HIEHTU(PUKATOPOB.

NudopmainmonHas cucreMa NepcoHaIbHBIX JaHHBIX — WH(GOPMAalMOHHAS
CUCTEMa, TMpeacTaBistomas coO0OW COBOKYNMHOCTh MEPCOHANIbHBIX JIaHHBIX,
coJiepKaluxcs B 0a3e JaHHBIX, a TaKkKe HHQOPMAIMOHHBIX TEXHOJIOTHHA H
TEXHUYECKUX CPEJICTB, TO3BOJISIIOUMX OCYLIECTBIATH OOpabOTKy TaKux
NEPCOHANILHBIX JAHHBIX C HCIIOJI30BAaHUEM CPEJCTB aBTOMATH3allMM WU 0e3
MCIIOJIb30BaHUs TAKUX CPECTB.

WNupopmalioHHbIE TEXHOJIOTMM — HPOLECCHl, METOJbl IOUCKa, cOopa,
XpaHeHus, 00pabOTKH, MPEAOCTABICHUSA, PACHpPOCTpaHEHUs HHpOpMaMH U
CIOCOOBI OCYIIECTBICHUS TAKUX MPOIECCOB U METOJIOB.

Ucrounuk yrpo3sl Oe3omacHOCTH HWHGOPMAIMU — CYOBEKT JOCTYIIa,
MaTepuadbHBIi OOBEKT WM (PU3NYECKOE SBICHUE, SBISIONIMECS MPUUYUHON
BO3HUKHOBEHUS yTPo3bl 0€30MACHOCTH UH(OPMAITUH.

Komuccusi (Omepatop, Opranuzanusi) — WM30uparenbHas KOMHCCHS
CepasioBCKOM 00J1acTH.
KondpuaeHIManbHOCTh TEPCOHATBHBIX JaHHBIX — OOS3aTENBHOE IS

COOJIOZICHHUS OMEpPaTopoOM WM HHBIM MOJYYUBUIMM JOCTYI K MEPCOHAIBHBIM
JaHHBIM JIUIIOM TpeOOBaHUE HE JIOMYyCKaTh MX paclpocTpaHeHHe 0e3 coriacus
CyOBEeKTa NepCOHATBHBIX JAHHBIX WU HATUYHA UHOTO 3aKOHHOTO OCHOBAHUSI.

MexcereBoil  3KpaH —  JIOKadbHOE  (OJHOKOMIIOHEHTHOE) WM
(yHKIMOHAIBHO-paclIpeieIEHHOE  IPOrpaMMHOE  CPEACTBO  (ammapaTHo-
MPOTPAaMMHBIM ~ KOMIUIEKC),  pealn3yioliee  KOHTpOdb  UH(pOpMAIuH,
nocTynaronie B ”HPOPMAMOHHYIO0 CHUCTEMY INEPCOHAIbHBIX JaHHBIX U (WIN)
BBIXO/S1LIEN U3 THPOPMALTMOHHOMN CHUCTEMBI.

Hapymmrens 6€30macHOCTH NEPCOHANBHBIX TaHHBIX — (PU3NYECKOE JIULIO,
CJIy4ailHO WJIM NIPEIHAMEPEHHO COBEpLIAONIee NEHCTBUS, CIEICTBUEM KOTOPBIX
ABJISIETCS] HApYILIEHHE 0€30MacHOCTH NEPCOHANBHBIX JTaHHBIX NPU UX 00paboTKe
TEXHUYECKMMHU CpPEACTBAaMU B HMH(GOPMAIIMOHHBIX CHCTEMaX MEepPCOHAIbHBIX
JAHHBIX.

HenexnapupoBaHHble BO3MOKHOCTH — (PYHKI[MOHAJIBHBIE BO3MOXHOCTH
CPEIICTB BBIUMCIUTEILHON TEXHUKH, HE ONMUCAHHBIE WIM HE COOTBETCTBYIOIIKE
ONMHMCAaHHBIM B JOKYMEHTaluu (YHKIUOHAJIBHBIM BO3MOXHOCTSAM, IPH
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MCIOJIb30BaHUN KOTOPBIX BO3MOKHO HapylleHHEe KOH(UICHIINAIbHOCTH,
JOCTYITHOCTH WU IIEIOCTHOCTH 00pabaTbiBaeMoil HHPOpMAIHH.

HecankunoHupoBaHHbIN A0CTYyINl (HECAHKIIMOHUPOBAHHBIC JEHUCTBUS) —
JOCTYI K MH(OPMALIMK WU IEeUCTBUS ¢ MH(GOpMaIIMEl, Hapylalolmue nIpaBuiia
pasrpaHM4eHuss  JOCTyIIa  C  MUCIHOJIb30BAaHMEM  INTAaTHBIX  CPEJICTB,
PEe0CTaBIIEMbIX HHPOPMALMOHHBIMU CUCTEMAaMH MEPCOHATBHBIX TAHHBIX.

Hocutens nndopmarum — ¢puznyueckoe U0 WU MaTepUaTbHbIA 00BEKT,
B TOM uucie (u3Mueckoe Mosie, B KOTOPOM HH(POpMalMs HaXOIUT CBOE
OTpa)KE€HUE B BHJI€ CUMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKUX PELICHUN U
IPOLIECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEIUYHUH.

O6paboTka MEepPCOHATBHBIX JAaHHBIX — JIIO00E JeHCTBUE (Omeparus) Win
COBOKYITHOCTbh JCHCTBUHM (omepaluii), COBEpIIAeMbIX C HCIOIb30BAHUEM
CpPEICTB aBTOMAaTH3alMd WiAM 0e3 HCHOJb30BaHHUS TaKHX CPEACTB C
NEPCOHAILHBIMU ~ JTaHHBIMHM, BKJIIo4Yasg cOOp, 3aluch, CHCTEMAaTU3AIMIO,
HAKOIJIEHUE, XpaHeHWe, YTOYHeHue (OOHOBIIEHHE, M3MEHEHME), W3BJICUYCHUE,
HCIIOJIb30BaHUE, Mepenady (pacupoCTpaHEHWE, IPEeIOoCTaBIeHUE, JOCTYII),
o0e3nnurMBaHue, OJIOKUPOBAaHUE, YJAJICHUE, YHUUYTOXKEHUE MEPCOHAIbHBIX
JTAHHBIX.

[lepcoHasibHbIE JaHHBIE — J00asi MH(pOpPMALUs, OTHOCSILAACS K MPAMO
WIM KOCBEHHO OIIPENEICHHOMY, WIM ONpeleisieMoMy (QU3UUECKOMY JIUILY
(cyOBeKTYy mepCOHAIbHBIX JAHHBIX).

[loOouHbIE  BJEKTPOMArHUTHBIE  H3JIY4YEHUST U HABOAKH  —
AJIEKTPOMArHUTHBIE U3TYYEHHUS] TEXHUUECKUX CPEJICTB 00pabOTKH 3alHUIaeMoil
uH(popMmanuy, BO3HUKAIOUIME KAaK TOOOYHOE SBJIICHHUE W  BbI3BaHHbBIC
ANEKTPUYECKUMU CHUTHAIAMH, JACUCTBYIOIIMMH B HX JJIEKTPUYECKUX H
MAarHUTHBIX LEMSIX, a TAK)K€ JJIEKTPOMAarHUTHbIE HABOAKW 3THX CHIHAJIOB Ha
TOKOIPOBOISAIINE JIMHUM, KOHCTPYKIUHU U 1IENU TUTAHUS.

[Tonb3oBarens WHGOPMALMOHHONW CHUCTEMBlI TNEPCOHANbHBIX JAHHBIX —
JUIO, Yy4yacTBylollee B (PYHKIMOHUPOBAHUU HWH(GOPMAIIMOHHON CHCTEMBI
EPCOHATIBHBIX JAHHBIX WIH UCIIOJIb3YIOIIIee pe3yIbTaThl ed
(YHKIIMOHUPOBAHHSL.

[IpaBuna  pasrpaHuyeHHs  JIOCTYyIa —  COBOKYIIHOCTb  MPAaBHII,
pErIaMeHTHPYIOIIUX MpaBa JOCTyIa CyObEKTOB JIOCTYIA K 00BEKTaM JOCTYIIA.

[IporpammHast 3akiagka — CKPBITHO BHECEHHBIM B IIPOIPAMMHOE
obecrieueHre (QYyHKIMOHAJIBHBIM OOBEKT, KOTOPBIA TMPU  OMNpPEACTICHHbIX
yCIOBUSX CIOcoOeH O00ecneunTh HECAaHKUMOHHUPOBAHHOE IMPOTPaMMHOE
Bo3aeicTBue. [IporpamMHas 3akiazika MOKET OBITh pealn3oBaHa B BHJIE
BPEAOHOCHOM NPOrpaMMbl WIIM IPOTPAMMHOIO KOJIA.

[Iporpammuoe (mporpaMMHO-MaTeMaTH4YECKOE) BO3/CHCTBUE —
HECaHKIIMOHMPOBAHHOE  BO3JIEMCTBUE HA PECypchl ABTOMATHU3UPOBAHHOM

UHOOPMAITMOHHOW  CHUCTEMBI,  OCYIIECTBISIEMOE C  HCIOJb30BAHUEM
BPEIOHOCHBIX IIPOTPaMM.
Pecypc wundbopmanmoHHONW CHUCTEMbI — HWMEHOBAHHBIM  DJIEMEHT

CUCTEMHOT0, PUKJIATHOTO UJIK amlmnapaTHOro obecrneyeHus: (yHKIIMOHUPOBAHUS
UH(OPMAIMOHHON CUCTEMBI.
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Cucrema 3auThl IEPCOHATBHBIX JJAHHBIX — CHCTEMa OPTaHU3aIMOHHBIX U
anmapaTHO-MPOTPAMMHBIX CPEJICTB, 0OECMeYnBaloIias 3aluTy MePCOHATbHBIX
JaHHBIX, OOpabaThiBaéMbIX B WH(OOPMAIMOHHOW CHUCTEME MEPCOHAIBHBIX
JTAHHBIX, OT YHHYTOXXCHHS, HW3MCHCHHS, OJIOKMPOBAaHWSA, KOMUPOBAHUSA W
pacmpoCTpaHEHHUs 32 CUET UCKIIOUYEHHS HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCIIE
CIIy4aifHOTO, IOCTYTIa K IEPCOHAIBHBIM JIaHHBIM.

CpencrtBa BBIYUCIUTEIBHOW TEXHUKU — COBOKYITHOCTH MPOTPAMMHBIX U
TEXHUYECKUX  DJIEMEHTOB  CHCTEM  OOpaOOTKM  JIaHHBIX,  CIIOCOOHBIX
(YHKITMOHUPOBATH CAMOCTOSITEIILHO HIT B COCTaBE APYTUX CUCTEM.

CyOnekT moctymna (CyOBeKT) — JIMIO WM TPOIECC, ACUCTBUS KOTOPOTO
perIaMeHTHPYIOTCS MTPaBUIaMU pa3TpaHUUuEHUS JOCTYTIA.

VYrpo3bl 6€301MaCHOCTH MEPCOHATBHBIX JaHHBIX — COBOKYITHOCTh YCIIOBHUM
U (PaKTOpOB, CO3JAIOUIMX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIE
CIIy4aifHOTO, 10CTyTa K MEePCOHAIbHBIM JIaHHBIM, PE3YJIbTaTOM KOTOPOIO MOXKET
CTaTh YHUUTOXKEHUE, U3MEHEHHE, OJIOKUpPOBAHUE, KOIUPOBaHHUE,
pacnpocTpaHeHue NEpCOHATBHBIX TaHHBIX, a TaKkKe WHBIX
HECaHKIIMOHUPOBAHHBIX JEUCTBUI Mpu uUX 00paboTke B HH(DOPMALUMOHHOM
CUCTEME NIEPCOHATBHBIX JaHHBIX.

[lemoctHOCTh MHGpOPMAIIUU — CHOCOOHOCTH CPEACTBA BBIYUCIUTEIBLHOMN
TEXHUKU WIM HWHYOPMAIMOHHOW CHUCTEMBI 0O0O€cleunBaTh HEU3MEHHOCTD
uH(GOpMAallMK B YCIOBHSIX CIy4YallHOTO W/WIM TPETHAMEPEHHOTO HCKAKCHUS
(pa3pyuieHus).

3. O003HaYeHUs U COKPAILICHHUS.

B HacrosimeM 10KyMEeHTe UCHOJIb3YIOTCS Clielytolire 0003HauYEeHUs U UX
COKpAICHHUS:

NC — undpopmanmonHas cucTema;

HCIIIx — napopMarmioHHas cucTeMa nepCcoHAIbHBIX JaHHBIX

HCJI — HecaHKIIMOHUPOBAHHBIN JTOCTYTI;

OC — onepanoHHas CUCTEMA;

[1/IH — mepcoHanbHbBIE TAHHBIE,

[IOMUH — no6oyHbI€ AEKTPOMArHUTHBIE N3TYyYEHHUS U HABOKU;

I1O — nporpammHoOe 0OecreueHue;

COK — cpena pyHKUMOHUPOBAHUS KPUITOrPAPUUECKUX CPEICTB;

CK3U — cpeactBa kpunrorpadudeckom 3auThl HHPOpMaIUK;

VYBIIH — yrpo3bl 6€3011aCHOCTH MEPCOHATBHBIX JTAHHBIX;

®OCb Poccun — denepanbHas ciryx6a 6e3onacHoctu PO;

OCTOK Poccun — @DenepanpHas ciayx0a 10 TEXHUYECKOMY U
AKCIOPTHOMY KOHTpOIIIO POD.

4. Xapakrepuctuku UCII/H.
4.1. O6mas UCIITIHx.
B o6meit UCIIAn Komuccunm wucnomnszyercs ooOliee MNporpaMMHOE
obecrieueHue:
- cpencTBa onepaimonHoit cucrembl Microsoft Windows;
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- cpencrBa poaykToB Microsoft Office, Libre Office;

- CpeCcTBa AJIEKTPOHHOW IOYTHl B BHUJAE BEO-KIIMEHTOB M OTAEJIBHO
CTOSAIIUX aBTOHOMHBIX MTOYTOBBIX KIHMEHTOB.

Xapaxkrepuctuku obmieit UCITIn npencrasnenst B Tabnuue 1.

Ta6muma 1.

XapaKkTepuCTUKA

3HayeHne

Kareropus oOpadaTsiBaeMbIX
MIEPCOHATBHBIX JTAHHBIX

Nunie MNEPCOHAIIBbHBLIC TaAHHBIC

CoctaB 00pabaThIBacMBbIX
II1u

[lepconanbHble TaHHBIE CYOBEKTOB:

- yjieHbl KoMHCCHU C TpaBOM PENIaroIIero 1
COBEIIATEJILHOTO T'0JIOCA;

- Y4JICHBI MHBIX U30MPATEITbHBIX KOMUCCUH, POPMUPYEMBIX Ha
tepputopun CBepaIoBCKON 007IaCcTH;

- U1, BXOSIIME B COCTaB paboyuX rpymn, KOMUCCHH,
KoHnTpoasHO-peBu3noHHOM city:x0bl mpu Komuccuu;

- KAHJIUJ1aThl, X IOBEPEHHBIE JIMIA U YIIOJITHOMOYECHHBIE
MpE/ICTaBUTENH;

- HaOJIIOJATEIIH;

- YIIOJITHOMOYEHHbIE MPEJCTABUTEIN U JOBEPEHHBIE JTUIIA
n30upaTeIbHbIX 00bEIMHECHU;

- YJI€Hbl MHUIIMATUBHOM TPYTIIBI TIO MPOBEICHUIO
pedepenayma

CBepTOBCKOM 00J1aCTH, MHBIX TPYII YYaCTHUKOB
pedepenmyma CBepIIIOBCKOI 001aCTH;

- v1a, npusiiekaembeie Komuccuen kK aAIMUHUCTPATUBHOM
OTBETCTBEHHOCTH 32 HAPYIICHHSI 3aKOHOAATEIIbCTBA O
BBIOOpax U pedepeHaymMax, 0 MOJTUTHICCKUX MAPTUSX;

- YYaCTHUKH OJTUMITHA]], KOHKYPCOB M MHBIX MEPOIPHUSITHH,
opranusyembix (mpoBoauMbIx) Komuccuent, u ux
PYKOBOJHTENH;

- TU1a, IpeICTaBIIsIeMble K Harpa)XICHUIO U MOOIIPEHUIO
Komuccuelii;

- nmuua, oopatuBmmecs B Komuccuio;

- UHBIE KaTETOPHUH JIUIl B COOTBETCTBUU C TPEOOBAHUIMHU
3akoHoJiatesibcTBa Poccutickoit deneparuu.

O06BeM 00pabaThIBaEMbIX
MIEPCOHATBHBIX JTAHHBIX

Mewnee 100 000

Crpyktypa
MH(POPMALIMOHHON CUCTEMBI

Jloxanbnas UCII/IH, pa3BepHyTas B peesiax OAHOTO 31aHUs

Pexum 06paboTku
[IEPCOHATBHBIX JAHHBIX

MHoromnoabp30BaTeILCKasd

PexxnMm paszrpannyenus npas
JIOCTyTa MOJIb30BaTeNeH
MH(OPMAaIMOHHON CUCTEMBbI

C pasrpaHnuyeHueM npas J10CTyna

Hanmmune moaximroueHus K
CETSIM CBS3H OOIIETO
MOJIb30BAHUS M /MIIH CETSIM
MEXTyHAPOIHOTO
nH(OPMAIIMOHHO 0OMEHa

Nmeetcsa
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B cootBercTBUU ¢ TpeOOBaHUAMHU K 3allMTE NEPCOHATBHBIX JAHHBIX MPH
0o0paboTke B HH(OPMAIMOHHBIX CHUCTEMAaX NEPCOHAIBHBIX JaHHBIX (YTB.
nocranoBiieHueM IIpaButensctBa PO ot 1 HosiOps 2012 r. Ne 1119), mis
O6meit UCIIAn axrtyanbHsl yrpo3sl 3-ro Tuna. Ilpu »tom MCIIdH
0o0pabaTbhIBaeT CleUUaIbHbIE KAaTErOpPUM IMEPCOHATBHBIX JaHHBIX MEHEEe 4YeM
100000 cyOBEKTOB MEpPCOHAIBHBIX NAHHBIX, HE SBIAIOIIMXCA COTPYIHUKAMHU
onepatopa. COBOKYITHOCTb J@aHHBIX YCJIOBUW TpeOyeT yCTaHaBIWBATh IS
nanHou MCII/IH 3 ypoBeHb 3alIMIIEHHOCTH MIEPCOHATIbHBIX TaHHBIX.

5. Mogens yrpo3 UCIT/H.

5.1. Ilpunnume moCcTpoeHust Moienu yrpo3 6e3omacuoctu [1/1H.

[TocTtpoenne wmomenu yrpo3 Oe3onacHoctd [I/IH ocHOBBIBaJIOCH Ha
KJacCu(pUKallMY, aHAJIM3€ U OIICHKU aKTyaJbHOCTH COBOKYIHOCTH YCIIOBUH U
(GakTOpOB, CO3AAIOIINX OMACHOCTh, CBA3AHHYIO C YTEUKON MHMOpMAIUU U (MIIH)
HECaHKIIMOHUPOBAHHBIMU M (WJIM) HENpeIHAMEPEHHbIMU BO3JCHCTBUSIMU Ha
Hee.

B pamkax nocrpoenust moaenu yrpo3 6ezonacHoctu [1/IH Bce BeposiTHBIE
yIpO3bl Pa3IeiICHbl HA JBE KAaTETOPHUH:

yrpo3bl Oe3omacHoctu [I/[H, peanusyemblie 3a cuer yteuku IIJ{H mo
TEXHUYECKUM KaHajlaM;

yIpO3bI 0€e301acHOCTH [11H, peanusyemMble 3a CYET
HecaHKIMOHUpoBaHHOro noctyna (mainee — HCJl) x IIJ[H ¢ ucnosib3oBaHUEM
IITaTHOTO WJIM CHEHHaJbHO pPa3pabOTaHHOTO MPOTPAMMHOIO 00eCreUeHHUsI
(manee — I10).

B xone monenupoBaHus uASHTU(UIHMPOBAHBI BCE BO3MOKHBIE HICTOUYHUKH
yIpo3, BCE BO3MOXKHBIE YSI3BUMOCTH HACHTU(DUIMPOBAHBI U COMOCTABIEHBI C
UACHTU(ULIUPOBAHHBIMU HMCTOYHUKAMHU YIPO3, BCE HWIACHTU(ULIMPOBAHHbBIE
UCTOYHUKHU yTPO3 U YSI3BUMOCTH COTIOCTABJIEHBI CO CIIOCOOAMU X peah3allHH.

Hnsa Bcex HCII[IH Komuccuu XxapakTepHbl OJAMHAKOBBIE YIpo3bl M
YSA3BUMOCTH.

5.2. Knaccudukamus yrpo3 6ezonacHoctu [1J{n 3a cuér yreuku [1/]n mo
TEXHUYECKUM KaHAJIaM

[Ipu o6padotke [11n B MCII[In Komuccun BO3MOKHO BO3HUKHOBEHHE
VYBII/[In 3a cyer peanuzanuu CIEAYIOIUX KAaHAJIOB YTEUYKH HUHQPOPMAIUH IO
TEXHUYECKOMY KaHajy:

yIpO3bl yTEUKU BUOBOM (BU3yallbHOI) HH(OpMALINK;

yIpO3bl YTEUKU UH(POPMALMU IO KaHajaM MOOOYHBIX 3JIEKTPOMAarHUTHBIX
U3Ty4eHu 1 HaBoIo0K (nanee — [IDMUH).

5.2.1. Yrpo3bl yTeuku BUAOBOM HH(pOpMAITUH.

Hcrounmkom yrpo3 yTeukd BUIOBOW (BU3yallbHOW) WHMOpMaIuu
ABISIIOTCS (pusnueckue auna, He uMmeromue nocryna k MUCII[In Komuccuu, a
TaKk)K€ TEXHUYECKHUE CpEeJCTBa MPOCMOTPA, BHEAPEHHBIE B CIyXKeOHbIC
MTOMEIICHUS WJIM CKPBITHO UCTIONBh3yEMbIC TAHHBIMU (DU3MUECKUMU JIUIIAMH.
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Cpena pacnpocTpaHeHus: HHPOPMATUBHOTO CHUTHaja — 3TO (u3mueckas
cpena, Mo KOTOpOW WH(MOPMATUBHBIA CUTHAJI MOXET pPacHpOCTPaHSAThCA —
OoJHOpOHAs (BO3AYILIHAS).

Yrpo3sl yTeuku BHUJIOBOW (BU3yalIbHOI) MHGOpPMALMKM pPEATU3YIOTCS 3a
cuet npocMoTpa [1/IH ¢ momMoIIbI0 ONTHYECKUX (ONTHKO-3JIEKTPOHHBIX) CPE/ICTB
C DKPAHOB JUCIUIEEB U JIPYTUX CPEJCTB OTOOPAKEHUSI CPEJCTB BHIYUCIUTEILHON
TexXHUKHU, BXoasamux B coctaB UCII/In Komuccumn.

5.2.2. Yrpo3sl  yTeuku uHGOpMamMM 1O  KaHajaM  MOOOYHBIX
3JEKTPOMArHUTHBIX U3JIYYE€HUI U HABOJIOK.

Ucrounmkom yrpo3 yreuku wuHpopmanuu 1o Ka"aiam [IOMUWH
ABIAIOTCA (pu3nueckue nuia, He umeromue nocryna k MCIIn Komuccun.

Bosnuknosenue yrpo3sl [1/IH no xananam [IDMHMH Bo3MOHO 3a cuer
nepexBaTa  TEXHUYECKUMHU  CPEICTBAMM  MOOOYHBIX  MH(POPMATUBHBIX
JJIEKTPOMArHUTHBIX MOJIEW W DJIEKTPUYECKUX CHUTHAJIOB, BO3HUKAIOIIMX IIPU
obpaboTtke [1/1n Texanueckum cpeactamu MCIIIn Komuccuu.

I'enepanuss uHdopmaruu, coaepxkamet I[IJ[H W mUpKynupyromei B
texuudyeckux cpeacrax HMCIIJlH Komuccum B BHIE  DIIEKTPUUECKUX
MH()OPMATUBHBIX CHUTHAJIOB, €€ 00pabdoTKa W mepeaada Mo 3JIEKTPUYECKUM
nenssM  texHudueckuMu  cpeactsamu  MCII[IH Komuccuum compoBoxaaercs
MOOOYHBIMU 3JIEKTPOMArHUTHBIMU U3ITYYEHHUSIMHU.

Peruncrpamms  IIODMHWH  ocymectBisieTcs ¢ LENpl0  MepexBara
uHbOpMaIK, TUPKYIUPYIOLIEH B TEXHUYECKUX CPEIACTBAX, OCYLIECTBIISIOMINX
obpaborky II/[H, myTeM UCHOJB30BaHHWS  anmaparypsl B  COCTaBe
pPaAUONPUEMHBIX  YCTPOMCTB, MNpEAHA3HAYEHHOW IS  BOCCTAHOBIICHMS
undopmaruu. Kpome sroro, nepexsar [IDMUH Bo3mokeH ¢ ucmonb30BaHUEM
AJIEKTPOHHBIX YCTPOMCTB MepexBaTa MHPOpPMaALMU, MOAKIIOYEHHBIX K KaHallaM
CBS3M WM TEXHUYECKUM cpenactBam oOpabotku [IJIH  («ammapaTHbie
3aKJIaJIKK» ).

5.3. Yrpo3bl  HECaHKUMOHMPOBAHHOTO  JOCTynma K  uHGOpMAaIH,
oOpabareiBaemoii B UCI1/In Komuccun.

B UCIIs Komuccuu yrpos3st HCJl ¢ mpuMeHEHHMEM OpOrpaMMHBIX H
anmnapaTHO-TIPOTPAMMHBIX CPEJICTB, KOTOPBIE PEATU3YIOTCS IPU OCYIIECTBICHUU
HECaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4alHOTO JOCTyIa, B pe3yJbTare
KOTOPOTO OCYUIECTBIISECTCS HapylIeHHE KOH(PHUIECHUUAIBHOCTH (KOMHPOBaHUS,
HECaHKIIMOHUPOBAHHOTO pacmpocTpaHeHus, HECAHKIIMOHUPOBAHHOTO
O3HAaKOMJIEHHS), LEIOCTHOCTU (YHUUYTOKEHUS, U3MEHEHHUS), JOCTOBEPHOCTH U
noctynHocTu (0bmoxkupoBanust) [1/1H, BKiItoyaroT B ceosi:

yTpo3bl IOCTymna (MPOHWKHOBEHHS) B OMEPAIMOHHYIO Cpely cepBepa C
UCIOJIb30BAaHUEM  IITaTHOTO  TpOrpamMMHOro  oOecriedeHus  (CpencTB
OTIEPAIMOHHON CHUCTEMBbI MJIU MPUKIIAJAHBIX IPOTPaMM);

yIpoO3bl  CO3/aHUS HEIITAaTHBIX PEKAMOB pabOThI  MPOTPaAMMHBIX
(mporpaMMHO-ammapaTHbIX) CPEJACTB 3a CYET MpeTHAMEPEHHBIX HN3MEHEHHM
CITY’K€OHBIX JTaHHBIX, UTHOPUPOBAHHMSI MTPETYCMOTPEHHBIX B IMITATHBIX YCIOBHIX
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OTpaHHYEHUN Ha COCTaB M XapaKTEPUCTUKH 0OpadaThiBaeMOi HH(pOpMAIUH,
UCKaKkeHus (MoAuUKaIMN) CaMUX JaHHBIX U T.I1.;

yIpPO3bI BHEIPECHUSA BPEIOHOCHBIX porpamm (mporpamMmm
MaTeMaTU4eCKOr0 BO3ACHCTBUSA);

yrpo3sl HCJI, BO3HUKaromme 3a CYET HENpPEIHAMEPEHHBIX [IEUCTBUUI
00CITy>)KMBAIOLIETO MEPCOHAIA CUCTEMBI.

Kpome Toro, Bo3mMOkHbI KOMOMHHMPOBAHHBIE YTPO3bI, MPEACTABIISIONINE
co00Oll coueraHue yKazaHHBIX yrpo3. Hampumep, 3a cuer BHenpeHUs
BPEIOHOCHBIX MPOTpaMM MOTyT co3aaBatbess ycnoBua g HCJI B
ONEpalMOHHYI0 Cpely cepBepa, B TOM 4HclIe NyTeM (HOpPMUPOBAHUS
HETPAIUIIMOHHBIX MHPOPMAITMOHHBIX KaHATOB JOCTYTIA.

Yrpo3el nocryna (MIPOHUKHOBEHUs) B omepanuoHHyo cpeny WMCIIIa
Komuccnn ¢ HCHonb30BaHWEM INTATHOTO MPOTPAMMHOIO  0OECHEeUeHHUs
pa3nesItoTC Ha Yrpo3bl HEMOCPEACTBEHHOTO M YAAIEHHOTO JIOCTyNa. YTPO3bl
HEIMOCPEACTBEHHOI0  JOCTyHa  OCYUIECTBISIOTCA  C  HCIIOJb30BaHUEM
MPOTPAaMMHBIX W aNlIapaTHO-TIPOTPAMMHBIX  CPEACTB  BBOJIa/BBIBOJA
KOMIIBIOTEPA. YTPO3bl YIAJIEHHOTO JOCTyIa PEATM3YIOTCA C HCIOJIb30BaHUEM
IIPOTOKOJIOB CETEBOTO B3aUMO/ICUCTBUSI.

VYrpo3sl  BHEOpPEHUS  BPEAOHOCHBIX  HOporpamMMm  (IIpOrpamMMHO-
MaTeMaTHYeCKOr0 BO3ACHCTBUS) HELenecooOpa3HO ONHUCHIBaTh C TOW XKe
NETATbHOCTBIO, YTO W BBINIEYKA3aHHBIE YIPO3bl, TaK KakK KOJMYECTBO
BPEIOHOCHBIX MPOTPAMM YK€ 3HAUUTENBHO MPEBBIACT COTHU ThICAY. Jld
OCYILIECTBJIECHUS 3alIUThl WH(OPMAIIUU TOCTATOYHO 3HATh KJIACC BPEIOHOCHOM
IpOrpamMMbl, CIIOCOOBI U MOCIEACTBHS OT €€ BHEAPEHUS (MHPUIUPOBAHMS).

5.4. O6mras xapakrepuctuka yszpumoctenn UCIIa Komuccuu.

Vazsumocts MCII[IH KoMmccnum — HEOOCTATOK WM Cilaboe MECTO B
CHUCTEMHOM, MPUKIAJHOM, NIPOrPaMMHOM W/WIM amnmnapaTHO-MPOTrPAMMHOM
00ecreYeHn CUCTEMbI, KOTOPOE MOKET OBITh MCMOJb30BAHO AJISl pealu3aliu
yIpO3bl OE30MACHOCTH NMEPCOHATBHBIX TaHHBIX.

[IprunHON BO3HUKHOBEHUS YSI3BUMOCTEM SABIISIOTCA:

OIMOKKA TMpPH MPOCKTUPOBAHUM M Pa3pabOTKe MPOrPaMMHOTO W/WIH
anmnapaTHO-NPOTrPAMMHOI0 O0ECIIEUEHUS;

OpeIHAMEPEHHbIE JEHCTBUS 10 BHECEHHMIO YSI3BUMOCTEH B XOJ€
OPOEKTUPOBaHMST W pa3pabOTKM  IPOrpaMMHOIO  W/WIM  ammapaTHoO-
IPOrpaMMHOTO 0OecTIeueHus;

HENpaBWIbHBIE  HACTPOWKM  MPOTPAMMHOIO  W/WIM  anmapaTHo-
IPOrpaMMHOTO 0O€ecIiedeHMs], HENPaBOMEPHOE H3MEHEHUE PEKHUMOB pPadOTHI
YCTPOWCTB U IIPOTPAMM;

HECAaHKLIMOHMPOBAHHOE BHEJIPEHUWE M UCIOJb30BAaHUE HEYUYTCHHBIX
OporpaMM C TMOCIEIYIOUMM HEOOOCHOBAaHHBIM PAaCXOJOBAHUEM PECYypCOB
(3arpy3ska mporeccopa, 3aXBaT ONepaTUBHON MaMsITH U T.11.);

cbou B paboTe anmapaTHOro U MPOrpaMMHOro oOecredeHus (BbI3BaHHbIE
cOOsSIMH B DJIEKTPOIIUTAHUHU, BBIXOJOM M3 CTPOS allapaTHbIX 3JIEMEHTOB B
pe3yJibTaTe CTapeHUs: U CHUKEHHUS HAJAESKHOCTH, BHEUIHUMHU BO3JIEHCTBUSIMHU
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3JICKTPOMATrHUTHBIX TMOJIEM TEXHUYECKUX YCTPOWCTB, BHECEHHE W3MEHCHUHN B
JTOKYMEHTAITUIO H JIP.).

Paznuyarot cienyroiine rpymnmnbl OCHOBHBIX YSI3BUMOCTEH:

ySA3BUMOCTH CHUCTEMHOTO IPOrpaMMHOro oOecrieyeHuss (B TOM YHCIE
IIPOTOKOJIOB CETEBOTO B3aMMOJICHCTBHA);

YS3BUMOCTH TIPUKIATHOTO MNPOrpaMMHOro oOecrieueHus: (B TOM YHCIIE
CPEACTB 3aIUTHl HHPOPMAIIUH).

5.4.1 Y43BUMOCTH CUCTEMHOTO IPOTPAMMHOTO 00ECIIeUeHHUS.

VS3BUMOCTH CHUCTEMHOTO MPOTPAMMHOIO 0OecreyeHus HEeoOXOIUMO
paccMaTpuBaTh C MPHUBI3KOM K apXUTEKType IOCTPOEHUS BBIYHUCINUTEIbHBIX
CUCTEM:

B MUKpPOIIPOrpamMMax, B MPOIIMBKAX 3alIOMUHAIOIINX YCTPOICTB;

B cpeacreax OC, npenHa3sHadyeHHBIX JUIS YNPABICHUS JIOKAJIbHBIMU
pecypcamu MCII[In Komuccum (oOecrieunBarOmMX BBIOJIHEHUE (PYHKIIHIA
yOpaBleHUs  MpolleccaMu,  NaMsITbio,  yCTPOICTBaMH  BBOJIa/BBIBOJA,
UHTEpP(DENcoM C MOJIb30BATENEM U T.I1.), ApaliBepax, yTWINTAX;

B cpexnctBax OC, npenHa3HaYeHHBIX JUIS BBIITOJIHEHUS BCIIOMOTATEIIbHBIX
GyHKUMI — yTUIUTax (apXUBUPOBAHHUS, JNe(pparMEeHTaluu U Jp.), CUCTEMHBIX
o0pabaTpIBarOIMX MporpaMmax (KOMIMISTOPax, KOMIOHOBIIMKAX, OTIAAYUKOB
U T.I.), IpOrpaMMax HpPEACTABICHUS MOJIb30BATENI0 JOMOJIHHUTEIbHBIX YCIyT
(cmenuanbHBIX BapuaHTax UHTEepdeiica, KalbKylsaTopax, Wrpax M T.IL),
OmOIIMoTEeKax MpoLEyp Pa3TUYHOTO Ha3HAYCHUS (bubmmoTtekax
MaTeMaTu4ecKkux (GyHKUMA, PyHKIMI BBOIA/BBIBOJIA U T.11.);

B CPEACTBaX KOMMYHHUKAIMOHHOTO B3aUMOJIEUCTBHS (CETEBBIX CPEJICTBAX )
OIEPAIlMOHHOW CUCTEMBI.

VYa3BuMocTu B MUKpoIriporpammax u B cpeactBax OC, nmpeaHazHaueHHBIX
JUIsl yOpaBJIEHUS JTOKAIBHBIMU pecypcaMl U BCIOMOTaTeIbHbBIMU (YyHKLIUSMHU,
MOTYT MPEACTaBIATH CO00i:

(yHKIUY, POLETYPhl, U3BMEHEHUE NTapaMETPOB KOTOPHIX ONpPEAEICHHBIM
00pa3oM MO3BOJISET UCHOIb30BaTh UX JJII HECAHKIIMOHUPOBAHHOTO JOCTyMa 63
0OHapy>XKCHHS TaKUX U3MEHEHUN OTIEPAIIMOHHOMN CUCTEMOM;

(parMeHTBl KOAAa MpOrpaMM («ABIPBDY, «3aKJIaJKW»), BBEJICHHBIC
pa3pabOTUYMKOM, MO3BOJSIIOIIME OOXOIWUTHh MPOUEAYPHl HICHTU(PHUKALNH,
ayTeHTU(UKALUU, IPOBEPKHU LETOCTHOCTH U JP.;

OTCYTCTBHE HEOOXOJAUMBIX CPEJICTB 3alIUTHI (AyTEHTU(PHUKALIUH, IPOBEPKU
LIEJIOCTHOCTH, MIPOBEPKHU dhopmartoB COOOIIICHUH, OJIOKUPOBAHUS
HECAHKI[MOHUPOBAHHO MOJIU(ULIUPOBAHHBIX (PYHKIUH U T.I1.);

OIMOKK B IMporpamMmax (B OOBSBICHHHM IE€PEMEHHBIX, (YHKUUUA U
npouenyp, B KoAax NpoOrpaMm), KOTOpBIE MpPU OINPEAEIEHHBIX YCIOBHUSX
(HarpuMep, TpU BBIMIOJHEHUH JIOTUYECKUX TEPEX0J0B) MPUBOAAT K cOOSIM, B
TOM 4HClIe K cO00siM (YHKUMOHUPOBAHUS CPEICTB M CHUCTEM 3allUThI
uH(popmaIuu.

5.4.2. YA3BUMOCTH NPUKIIATHOTO IPOrPaMMHOT0 00ecreyeHusl.
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K mpuknagHoMy nporpaMMHOro OO€CIEYEHUI0 OTHOCATCA MPHKIAJIHbIE
IpOrpaMMBbl O0ILETO MOJb30BaHUS U ClIELUaTbHbIE IPUKIIAIHbIE IPOIPAMMBL.

[Ipukinagapie mporpaMMbl  OOIIETO TOJB30BaHUA — TEKCTOBBIE U
rpaguueckue perakTopbl, Meaua-nmporpaMmsl (ayJIM0o- U BUAECONPOUTPHIBATENH,
IpOrpaMMHBIE CpPEICTBAa NpPHUEMa TENEBU3MOHHBIX NPOrpaMM M T.II.), CUCTEMBI
ynpasieHus: 0a3amMu TaHHbBIX, TPOTPaMMHBIE TIATPOPMBI OOIIETr0 MOJIb30BAHUS
Ui pa3paboTku mporpaMMHbIX mpoayktoB (tuma Delphi, Visual Basic),
CpeICTBa 3aIIUThl HHPOPMAIUHU OOILIETro MOJIb30BaHuUs U T.11.

VA3BUMOCTH  NPUKIAAHOTO  IPOrPaMMHOTO  OOECNEYEeHUss MOTyT
IIPEACTABIATh COOOM:

GYHKIMUM UM [pOUEayphbl, OTHOCAUIME K Pa3HbIM  IPUKIATHBIM
porpaMmaM U HECOBMECTUMBIE MeXIy co00H (He GYyHKIIMOHUPYIOIUE B OAHOM
OTICPAIIMOHHON Cpeie) u3-3a KOH(IMKTOB, CBS3aHHBIX C paclpencliCHHEeM
PECYpPCOB CHUCTEMBI;

GyHKLIMH, TPOIEAYPhl, U3BMEHEHHUE OINpPEACICHHBIM 00pa3oM MapamMeTpoB
KOTOPBIX MO3BOJISIET HMCIONB30BATh MX JJI1 NMPOHUKHOBEHUS B ONEPAIMOHHYIO
cpeny MCII[In Opranuzanuu, a Takyke UCoIb30BaHus mMTaTHbIX QyHkuii OC,
BBIMIOJIHEHUSI HECAHKIIMOHUPOBAHHOTO JOCTyna 0e3 oOHapyX eHusi TaKux
n3menenuit OC;

(¢parMeHTbl KOJAa MpPOrpaMM («ABIPBDY, «3aKIAJKW»), BBEJICHHBIC
pa3pabOTUYMKOM, MO3BOJSIIOIIME OOXOAUTh MPOLEAYpbl HIAECHTU(UKAIUY,
ayTeHTHU(PUKALIMH, IPOBEPKHU LUEIOCTHOCTH U JIp., MpeaycMoTpeHHbie B OC;

OTCYTCTBHE HEOOXOAMMBIX CPEICTB 3aIIUTHI (ayTEeHTU(PUKAIH, TPOBEPKa
[EJIOCTHOCTH, npoBepKa dbopmartoB COOOIIEHUH, OJIOKMpOBaHUE
HECAaHKIIMOHUPOBAHHO MOJU(PHUIIMPOBAHHBIX PYHKIUH U T.I1.);

omuOKNH B TmporpamMMmax (B OOBSBICHUM TEPEMEHHBIX, (QYHKIUA U
npoueayp, KoJax MporpaMm), KOTOpbIE TIPU OINPEACIICHHBIX YCIOBUSX
(HarpuMmep, TpU BBITIOJHEHUH JIOTUYECKUX TEePEX0J0B) MPUBOAAT K cOOSIM, B
TOM 4uciae K c00siM (YyHKIMOHUPOBAHMUSI CPEACTB U CUCTEM 3alllUTHI
uHdopmalmu, K  BO3MOXKHOCTM  HECAaHKIIMOHMPOBAHHOTO  JOCTyma K
uH(pOpPMALINH.

5.5. O0uiast XapakTepUCTHKA YIpo3 HENOCPEACTBEHHOIO JIO0CTyla B
onepanuonnyto cpexy UCITIn Komuccun.

Hna WUCIIJJH Komuccnn MOKHO paccMarpuBarh CIEAYIOLIME YIPO3bl
HEIIOCPEACTBEHHOIO J0CTYIIAa B ONIEPALIMOHHYIO CpeNy:

yIpo3bl, peanusyemble B xozae 3arpy3ku OC, HampaBieHBl Ha IEpEXBaT
naposied win uaeHtudukaropo, moaudukanuioo I10 6Ga3oBoi cucTeMsbl
BBOJa/BbiBOAa (BIOS), mepexBar ympaBieHuss 3arpy3Koil € HM3MEHEHUEM
HEOOXOoAMMOM  TexHojornyeckod  uHpopmanuu  noiaydenuss HCJ B
onepanuonnyto cpeay HWCII[n Komuccum. Yaiie Bcero Takue Yyrpo3bl
peaNn3yIoTCs C UCIOJIb30BAaHUEM OTUYX AAEMbIX HOCUTENEH NH(OpMAaLIIK;

yIpO3bl, pEAIU3yeMbIE IIOCIE 3arpy3Kd ONEPALUOHHOM CHUCTEMBI,
HampaBieHbl HA BBIOJHEHNE HECAHKIIMOHUPOBAHHOTO JIOCTyIa K UH()OpMAaIUH
C TPUMEHEHHEM CTAHJAPTHBIX (QYHKIUN (YHUUTOXEHHE, KOMUPOBAHUE,
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nepemenieHne,  (GopMaTHpOBaHWE  HOCUTENEH  WHpOpPMAIMM W T.IL)
OTIepPaIlMOHHON CHUCTEMBl WIN KaKOW-THO0O0 MPUKIATHON IPOrpaMMBbl, a TaKXe C
NPUMEHEHUEM CIIEIIMAIbHO CO3JaHHbIX i BbimosiHeHUa HCJ[ mporpamm
(mporpamMm mpocMOTpa U MOAU(DUKALIUKM peecTpa, MOUCKA TEKCTa B TEKCTOBBIX
daitnax u 1.11.);

yrpo3bl BHEAPEHUS BPEIOHOCHBIX MporpaMmm. Peanuzanusi 1aHHBIX YTrpo3
ONpeAeNsieTCs TeM, Kakasg HW3 NPUKIAJHBIX IPOrpaMMm  3amyCKaeTcs
MOJIb30BaTeNIeM WM (aKTOM 3aITycKa JIF0OOM M3 MPUKIIAIHBIX IPOrPaMM.

5.6. Onpenenenre ypoBHS UCXOAHOM 3alUIIIEHHOCTH.

Onpenenenne ypoBHS HWCXOJHOM 3alUIIIEHHOCTH TIPOU3BOJAWIOCH B
COOTBETCTBHMM C METOJUKOW OILIGHKH Yrpo3 0Oe30macHoCTH WHOOpMaIH,
yTBepxkaeHHoi @CTOK Poceun 05.02.2021 r.

Tabmuna 4. ITokazaTtenu ucxoanon 3amuimenaoctr MCITIH.

Texauueckue u 3xcruTyarannonnsie xapakrepuctuku UCIIu YpoBeHb
3aIMIIEHHOCTH
1. [To TeppuTOpHAILHOMY Pa3MELIEHUIO BBICOKUU
2. 1o HaTUYHIO COEMHEHMSI C CETSIMH OOIIETO MOJIb30BaHUS CpeaHui
3. ITo BcTpoeHHBIM (JIETAIBHBIM) OTiepanusM ¢ 3anucsimu 6a3 [1J1x HU3KUAMN
4. TTo pa3rpaHUYEeHHIO JOCTYIA K IEPCOHABHBIM JTAHHBIM cpeaHui
5. o manuuuio coenunenuit ¢ apyrumu 6azamu [1/1a uasix UCIAx BBICOKUH
6. I1o ypoBHIO 0000m1eHMs (00e3mmunBanms) [1J1H HHU3KUH
7. ITo 06bemy I1/IH, KOTOpBIE MPEAOCTABISIOTCS CTOPOHHUM TIOJI30BATENISIM CpeaHui
NCTI1n 6e3 mpenBapuTelbHON 00paboTKH

VYpoBenp wucxomHoi 3amuiieHHocTd gaHHbIXx MCIIJIH MokeT ObITh
OIICHEH KaK «CpEeIHMiID», UCXoas u3 Toro, uyro Oosiee 70% XapakTepuUCTUK
COOTBETCTBYIOT YPOBHIO «CPEAHUINY» WM BBILLIE.

IIpu cocraBneHun mnepeyHsi akTyalbHbIX Yrpo3 Oe3zomacHoctu [1/1x
IIOJy4YEHHOW OIIEHKE CTEIIEHM HWCXOJHOW 3allMIIEHHOCTH CTaBUTCA B
COOTBETCTBHE YUCIOBOM KO3 duiment: Y1 =5.

5.7. Onpenenenue BepoaTHOCTH peanuzanuu yrpo3 B UCITIn Komuccuu.

[Tog BepOSTHOCTBIO pealM3alUU yIrpo3bl MOHUMAETCS ONpeAeseMbIi
AKCIEPTHBIM MYyTEM IMOKAa3aTellb, XaPAaKTEPU3YIOUIHI, HACKOJBKO BEPOSITHBIM
SBJISIETCA peanu3anus KOHKpeTHOU yrpo3bl Oe3omacHoctu [1[In mius UCIIn
Komuccun B ckinaipIBalOmuUXCcs YCIOBHIX 00CTAHOBKH.

UYucnoBo mokaszarenb (Y2) ayisi OIEHKA BEPOSITHOCTU BO3HUKHOBEHUS
yIpo3bl onpezensiercs no 4 BepOaabHbIM rpaJalisaM 3TOro MoKa3aTesns:

MaJOBEPOATHO — OTCYTCTBYIOT OOBEKTHBHBIC TMPEANOCHUIKH IS
ocyuecTBiaeHus yrpo3sl (Y2=0);

HU3Kasl BEPOSATHOCTh — OOBEKTHBHBIE NPEANOCHUIKH [JIsl pean3aluu
yIpO3bl CYIIECTBYIOT, HO IPUHATBIE MEphl CYIUECTBEHHO 3aTPYyIHSIOT €€
peanuzaiuto (Y2=2);
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CpeIHsisi BEpPOSITHOCTh — OOBEKTHUBHBIC MPEANOCHUIKUA JUISl pealn3aliu
yIpo3bl CYLIECTBYIOT, HO MPHUHATBIE Mepbl obecrieuenust OezomacHoctu I1/IH
HegocTatouHsl (Y2=5);

BBICOKAsi BEPOSITHOCTb — OOBEKTUBHBIE MPEANOCHUIKH JI pean3aluu

yTPO3bI CYIIECTBYIOT U MePHI 10 obecrieueHuto 6e3omnacHoctu [1/1H He MPUHSATHI
(Y2=10).

5.8. Onpenenenue BepositHocT peann3zaruu yrpo3 B UCIIIn Komuccun
Y TIEPEYHSI aKTYaJIbHBIX YTPO3 0€30MaCHOCTH.

Tabununa 5.
HaumenoBanue yrpo3ssl Koad. onper. Koaddumuent BosmoxkaocTs | OmacHOCTh | AKTyaJbHOCTh
BepositTHOCTH peann3yeMocTi peanuzanyun YIpO3bI YTPO3bI

HACTYTLICHUS YIpO3bl YI'PO3bI (K3)
yrposet (Y2) | (Y=(Y1+Y2)/20)

Yrpo3bl yTeuKH [0 TEXHUYECKUM KaHajaM Iepeaadn/o0paboTKu TaHHbBIX

I1o BUgOBBIM KaHAJIaM

[Ipocmotp nHpOpMarmy Ha 2 0,35 Cpennss Huzkas HeaxtyansHo
JWCIUIEE COTPYIHUKAMHU, HE
JIONYIIEHHBIMH K 00paboTke
TIEPCOHATBHBIX JTAHHBIX

[Ipocmotp nHpoOpMaIMy Ha 2 0,35 Huszkas Cpensist HeakrtyanbHo
JHCIIIee TOCTOPOHHUMH
JIMLAMH, HAXOIALTMHCS B
MIOMENIEHUH, B KOTOPOM
BezeTcst 0opaboTka
MIePCOHAIIbHBIX JAHHBIX

IIpocmotp nuboOpMariL Ha 0 0,25 Huzkas Huzkas Heakryanbno
JTUCIIIEE TIOCTOPOHHUMH
JIUIIAMH, HAXOAIAMUCS 32
npeeIaMu MOMEIICHHS B
KOTOPOM, BeJIeTCsl 00paboTKa
MEPCOHANBHBIX JaHHBIX

[IpocmoTp nHGOpMaHH C 0 0,25 Huskas Huzkas Heakryanbno
TTOMOTIBIO CTIEIMATHHBIX
JJIEKTPOHHBIX YCTPOWUCTB
BHEAPCHHBIX B IOMEIICHUH, B
KOTOPOM BezieTcest 00paboTKa
MIEPCOHATBHBIX JaHHBIX

Yrpo3el HC/I mo mporpaMMHO-anmapaTHOMy KaHaly

Yrpo3a 1croabp30BaHus 2 0,35 Bericokas Cpensist AXTyaJbHO
MEXaHHU3MOB aBTOPH3ALUH IS
MOBBILICHHS IPUBIJICT Uil

Yrpossl 2 0,35 Bricokas Cpennsis AKTyanbHO
HECaHKIIMOHHPOBaHHOT'O
nocrymna k BIOS

YTpo3sl, peau3yeMele mocie 5 0,5 Bricokas Cpennss AKTyanpHO
3arpy3ku OC, HallpaBJIeHHBIE
Ha YHHUYTOXKEHHE,
KOIIMPOBaHHKE, IIepeMEIlICHHE,
HCKaKEHHE JaHHBIX

Yrpo3sl MoauduKanuu 5 0,5 Bricokas Cpennss AKTyanbHO
HaCTPOEK

YTpo3sl BHEIPEHUS 5 0,5 Bricokas Cpennsis AKTyanpHO
BpenonocHoro 110

YTrpo3a BO3MOXKHOCTH 5 0,5 Bricokas Cpennsis AKTyanpHO

OCYLICCTBIICHUS HAPYLIUTEIEM
JECTPYKTUBHOI'O BO3ACUCTBHS
Ha CUCTEMY IIyTEM
JKCIUTyaTalluu ysI3BUMOCTEN
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HanmMeHoBaHue yrpo3sl Koad. onpex. Koaddurment BosmoxnocTh | OmacHOCTh | AKTYalIbHOCTH

BepositHOCTH peann3yeMocTH peanuzanyu YIpO3bI YIPO3bI
HACTYTUICHUS YIPO3bI YTPO3BI (K3)
yrpossl (Y2) | (Y=(Y1+Y2)/20)

MPOrpaMMHOTO 00ecTieyeH s

Yrposs! huimHra 2 0,35 Bricokas Cpennsis AKTyalIbHO

Yrpo3sa gocryna K 2 0,35 Bericokas Cpensist AKTyanbpHO

3anTuIaeMbIM Qaiaam ¢

HCIIOJIF30BAHNEM OOXOIHOrO

OyTH

Yrpo3a UCHOIB30BaHUS 2 0,35 Bricokuii Cpennss AKTyanbHO

uHpopManuu

uieHTU(HKAINY/ayTeHTUDUKA

LIMH, 33IaHHOW 110 YMOJIYaHHIO

«OTKa3 B 00CITyKMBaHUN 5 05 Belcokas Cpensist AKTyallbHO

VYrposa 2 0,35 Bricokas Cpennsis AKTyanbpHO

HECaHKIIMOHUPOBAHHOT'O

BO3JECICTBUSI HAa CPELCTBO

3aIUThl HHpOpMAIH

Yrpo3a HEKOPPEKTHOTO 2 0,35 Bricokas Huzkas He aktyansno

HCIIOJIb30BaHHS IPO3PAYHOTO

MIPOKCH-CEPBEPA 3 CUET

IUTarMHOB Opay3epa

VYrpo3za 2 0,35 Bricokas Huskas He akTyansHO

J0CTyna/mepexBara/u3MeHEHUS

HTTP cookies

Yrpo3a skcrutyaranuu 2 0,35 Bericokas Cpenusis | He aktyanbHo

uupOBOH MOIIUCH

[IPOrPaMMHOTO KOJia

HecankunonuposanHoe 5 0,5 Bricokas Cpennss HeaxtyansHo

OTKJIFOYCHHE CPEJICTB 3aIUThI

Yrpo3a uccrenoBaHust 0 0,25 Huszkas Huskas HeakrtyanbHo

MEXaHU3MOB PabOThI MPOrPaMm

Yrpo3a HenpaBoOMepHbBIX 2 0,35 Bericokas Cpenusis | He aktyanbHo

NENCTBUM B KaHaJaX CBSI3U

YTpo3bl XUIlIEHUs, HECAHKITUOHUPOBaHHOW MoAM(UKanuy mwin 61okupoBanus nHdopmanuu 3a cuer HCJI ¢
IPUMEHEHHEM MTPOrPaMMHO-AIAPaTHBIX U MPOrPAMMHBIX CPEJCTB (B TOM YHCIIE IPOrPaMMHO-MaTeMaTHIECKUX

BO3AEHCTBUI)

KoMneroTepHbI€ BUPYCHI

2

0,35

Bricokas

Cpennsis

AKTyaJlbHO

HenexnapupoBanHbie
BO3MOXKHOCTU cucteMHoro 110
u I10 st o6paboTku
MIEPCOHABHBIX JTaHHBIX

0

0,25

Huzskas

Huzkas

Heakryanbsno

Vcranoska I10, He cBsi3aHHOTO
C MCIIOJTHCHHUEM CITYKEOHBIX
00s13aHHOCTEH

0,35

Cpennss

Cpennss

AKTyanpHO

Hanmuue anmapatHbix
3aKJIaJI0K B TIPHOOpETaeMBIX
[I13BM

0,25

Hwuskas

Cpennsis

HeaxtyansHo

Brenpenue anmnapatHbix
3aKJIaJI0K TOCTOPOHHUMH
JIUIaMH [T0CIIe Havyana
skcruryaranun UCITx

0,35

Hwuskas

Cpennss

AKTyanpHO

Baenpenue anmaparHbIx
3aKJIaJI0K COTPYTHUKAMHU
OpraHH3alu

0,35

Huskas

Cpennsis

AKTyanpHO

Buenpenue anmnapatHbix
3aKJIATOK OOCITYKHBAIOIIIM
TIEPCOHATIOM (PEMOHTHBEIMHU
OpTaHU3AIUSIMH)

0,35

Hwuskas

Cpennsis

AKTyanbpHO

YTpo3sl HenpeaAHAMEPEHHBIX ACHCTBIN NONb30BaTeNel 1 HapymeHnit 0esonacHocTr GyHKInonnpoBanus NCIIH n
C3I1/1H B ee cocTaBe 13-3a cOOEB B MPOIPaMMHOM O0ECIIEUeHNH, a TAKXKE OT YIPO3 HEaHTPOIIOI'€HHOro (cOoeB
anmnaparypsl U3-3a HEHaJISKHOCTH 3JIEMEHTOB, COOEB JIEKTPOIMTAHUS) U CTUXHHHOTO (Y/1apOB MOJIHUH, TIOXKapOB,
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HanmMeHoBaHue yrpo3sl Koad. onpex. Koaddurment BosmoxnocTh | OmacHOCTh | AKTYalIbHOCTH
BepostHOCTD pean3yeMoCcT! peanu3aniu YTPO3BI YIPO3BI
HACTYTUICHUS YIPO3bI YTPO3BI (K3)
yrpossl (Y2) | (Y=(Y1+Y2)/20)
HaBOJHEHUH U T.II.) XapakTepa
Yrpo3a yTpaTel HOCHTENEH 5 0,5 Bricokas Cpennss AKTyanpHO
rHbOpMAIHH
Henpennamepennas 5 0,5 Bricokwmii Cpennsis AKTyanpHO
MoauuKanus (YHHUTOKESHHUE)
uH(pOopMaInU cOTpyAHUKAMHU
Hemnpennamepennoe 2 0,35 Cpenusis Cpennsis AKTyanbHO
OTKJIFOUEHHE CPEJICTB 3alIHUThI
BsIxon u3 cTpost anmapaTHO- 2 0,35 BerIcokas Cpenusist AKTyalbHO
MPOrPAMMHBIX CPENICTB
Co6oii cucteMsl 0 0,25 Huskas Huskas HeaxTyansHO
3JIEKTPOCHA0KEHUS
Cruxuiinoe 6eacTBre 0 0,25 Cpennsis Huskas HeakTyanbHo
Yrpo3sl npeiHaMEPEHHbIX JEUCTBUIM BHYTPEHHUX HApYIIHUTENEH
Hoctyn x undopmarum, 2 0,35 Huzkast Cpensist HeakryanbHo
MoanUKaIKA, yHHYTOKECHHE
JIMLAMU, HE JOMYIIEHHBIMH K
ec 00paboTKe
VYrpo3za 2 0.35 Bricokas Cpenssist AKTyanbpHO
HECaHKIIMOHWPOBaHHOT'O
KOIMPOBaHMS 3allTUIIAEMOH
nHpOpMaIHH
Pasrnamenue nadopmaryy, 5 0,5 Bricokas Cpennss AKTyansHO
MoU(D UKL, YHHUTOKCHUE
COTPYZHHKAMH, IONMYIIEHHBIMA
K ee 00paboTKe
Yrpo3a HenoATBEPKAEHHOTO 0 0,25 Bricokas Cpensist AKTyanbpHO
BBO/Ia ITaHHBIX OIIEPaTOPOM B
CHCTEMY, CBA3aHHYIO C
0€301acHOCTBI0
Yrpo3a HelpaBOMEPHOT O 5 0,5 Bricokas Cpenuss AKTyasbHO
03HAaKOMIJIEHMS C 3allUIacMOn
uHdopManmeit
YTeuka arpuOyTOB IoCcTYyNa 2 0,35 BeIicokuii Beicokuii AKTyaJlbHO
IlepexBar 3a mepenenamu 2 0,35 Bricokuit Bricokuit AKTyanapHO
KOHTPOJIUPYEMOH 30HBI
[epexBar B mpezenax 0 0,25 Huzkast Cpensist HeakrtyanbHo
KOHTPOJIUPYEMOH 30HbI
BHEIIHNMU HapYIIUTEISIMH
Ilepexsar B npenenax 5 0,5 Bericokas Cpennsis AKTyalbHO
KOHTPOJINPYEMOU 30HBI
BHYTPCHHHMH HAPYIIHTEISIMHU
AKTyaJILHI)IMI/I yYIrpo3aMu 0e30MacHOCTH I/ICHHH OpFaHI/IBaHI/IH
SABIAKOTCA:

yrpo3a HMCIIOJb30BaHUs MCXAHHU3MOB aBTOPH3AllMU JJId TMOBBIIICHUS

IIPUBUJICTUN;

yIpO3bl HECAHKIIMOHUPOBAHHOTO focryna Kk BIOS;

yIpO3bl,

peanuzyembie

MocCJic

sarpy3ku  OC,

HaIpaBJICHHBIC

YHUYTOXKEHUE, KOMMPOBAHUE, IEPEMELIEHUE, HCKA)KEHUE TaHHBIX;
yIpO3bl MOJIU(PUKALUNA HACTPOEK;
yIrpo3bl BHEAPEHUS BpeaoHocHOTO [10;

Ha
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yIpo3a BO3MOKHOCTU OCYIIECTBJICHHUS HApPYIIUTEIEM JI€CTPYKTUBHOIO
BO3JICHCTBUSA HA CHCTEMY IIyTEM SKCIUIyaTalUd YS3BUMOCTEH MPOTPaMMHOTO
oOecreucHNS;

yIpo3bl GUIINHTA;

yrpo3a J0CTyla K 3alluiiaeMbiM (aiijzam ¢ UCIIOJIb30BaHUEM OOXOJIHOTO
My TH;

yIrpo3a UCMOIB30BaHMs WHGOpMAINKU UACHTH(UKAIINK/ ay TeHTU(DUKAIUY,
3aJJaHHOW MO0 YMOJIYaHUIO;

ataka «OTKa3 B 00CITy>KUBaAaHUNY;

yIpo3a HECAaHKIMOHHUPOBAHHOIO BO3JECUCTBUS Ha CPEACTBO 3aLIUTHI
uHdopMaIuu;

KOMITbIOTEPHBIE BUPYCHI;

yctaHoBka [IO, He CBA3aHHOTO C MCHOJHEHUEM  CIIyKEOHBIX
00sI3aHHOCTEN;

BHEJPEHUE aNMapaTHbIX 3aKJIaJ0K MOCTOPOHHUMHU JIMIIAMU MOCJIe Havajia
skcrutyaranuu UCIIH;

BHEJPEHUE anmnapaTHBIX 3aKIaJ0K COTPYIHUKAMU OpraHU3alluu;

BHEJPEHUE amnmapaTHbIX 3aKjiIaZoK OOCITY>XUBAIOIIMM  IEPCOHATIOM
(PEMOHTHBIMU OPTAHU3ALUSIMH );

yrpo3a yTparbl HocuTelel HHpopMaIuH;

HenpeaHaMepeHHass  Moaudukanuss  (YHUUTOKEHHE)  MHpopmanuu
COTPYAHUKAMHU;

HENpPETHAMEPEHHOE OTKIIIOUEHUE CPEJCTB 3alUTHI;

BBIXO/I U3 CTPOSI allapaTHO-MPOrPAMMHBIX CPEJICTB;

yrpo3a HECaHKI[MOHUPOBAHHOTO KOIHUPOBAHUS 3aIuIaeMOon
uHdopMaIuu;
pasriamnieHue uH(popmMaImu, MoauduKanus, YHUUYTOKECHUE

COTpPYJIHUKAMH, AOMYIIEHHBIMU K €¢ 00paboTKe;

yIrpo3a HENOIATBEPKAEHHOIO BBOJA JAHHBIX ONEPATOPOM B CHCTEMY,
CBSI3aHHYIO C 0€30MaCHOCTHIO;

yTrpo3a HEMPAaBOMEPHOT0 03HAKOMIICHHSI C 3aIUIaeMOi HH(HOpMAIIHEi;

yTeuka aTpuOyTOB JJOCTYTIa;

IepexBar 3a NepeaesiaMmu KOHTPOJIMPYEMO 30HBIL;

nepexsar B Ipelenax  KOHTPOJHUPYEMOM  30HBl  BHYTPEHHHUMH
HapyUIUTEISIMU.

6. Moaens Hapymmrens UCIIIH.

6.1. Jlna Bcex WCII[In Komwmccuum xapakTepHa OJWHAKOBas MOJIETh
HapyUIUTENS.

Ha ocnoBanun Hasnauenusa MHWCIIJJn Komuccum k HapymuTensm
unpopmarmonnor  6esomacnoctn  UCII[An Komuccuu crnemyer oTHecTH
CyOBEKTBI CIEAYIOIINX KAaTErOPHUI:

HEYCTAHOBJICHHbIE BHELTHUE CYOBEKTHI ((PU3NUECKUE JIULIA);

ObIBIIME PAOOTHHUKY (TIOJTL30BATENN );
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nuia, obecrneunBaronye QyHKIIMOHUPOBAHUE HH(POPMAIIMOHHBIX CHUCTEM
WK OOCIY>KUBAIOIMUX WHOPACTPYKTYpy omeparopa (aIMUHHUCTpaIus, OXpaHa,
yOOPIIUKH U T.I1.);

[0JIb30BATEIM HHPOPMALMOHHOW CHUCTEMBI;

JWla, TPUBIEKAEMBbIE [UISI YCTAHOBKHM, HalaJKH, MOHTaxa, IIyCKO-
HaJaJI0YHBIX U UHBIX padoT;

aIMUHUCTPATOPhl MHMOPMAIIMOHHONM CHUCTEMBl W  aJIMHHHUCTPATOPbI
0€30MacHOCTH.

VYhomsiHyThle BbIllIE MOTEHI[MAIbHBIE HAPYMIUTENH WHGOPMAMOHHON
oe3zonacHoctr ICII[IH, B OOJBIIMHCTBE CBOEM HE CIOCOOHBI CAMOCTOSTEIIHHO
IPOBOAMUTH JIaDOpATOpPHBIE UCCIEIOBAHUA KPUINTOCPEACTB H/WIM CPEICTB
obOecrieuynBalOIIMX HX (YHKIMOHUPOBAHME, a TaKXK€ HMETh OTHOLIEHUS K
Hay4YHO-UCCIEA0BATEIILCKUM OPTaHU3aLMAM, KOTOPBIE MOTYT CaMOCTOSITENBHO
ocyuecTBiATh aHanu3 cpeacts CK3M u mporpaMMHO-TEXHUYECKOM Cpelbl UX
(GYHKIMOHUPOBAHUS, a TaKke pa3pabOTKy CHOCOOOB aTak Ha HUX. B cBsizu ¢
ATUM, TOJOOHBIE HCCIEAOBATENIbCKUE OpraHu3allid  MOTYT  SIBISTHCS
HapymutensimMu  uH@opManuonHot 6e3omacHoct  MCII[In  Opranuszanuu
UCKIIFOYUTENBHO B CIIy4ae UX MPUBICYEHUS K 3TOMY CO CTOPOHBI HAPYIIUTENEH,
IIEPEUYNCICHHBIX BBIIIE THUIIOB IIyTEM OpraHu3alnuu crosopa. Ilpm stom,
IIOCKOJIBKY TaKW€ Hay4YHO-HCCIIEIOBATEIbCKAE OPTraHU3AlMM, KaK IPaBUIIO, HE
MOTYT paccMaTpUBAThCS KaK YyYaCTHUKM pPbIHKA, XapakTepHoro mis Komwuccuw,
MOAOOHBII CroBOp JOJKEH paccMaTpUBAThCS KaK COBEPIIAEMBIM UMH U3
KOPBICTHBIX MOOYyXAeHuid. Bmecrte ¢ TeM, eciu ydecTb XapakTep [JaHHBIX,
KOTOpbIE 00pabaThIBAIOTCA, XpaHATCA U TEpefaroTcsl MexXay OObeKTaMU
NCII[Jn Komuccuun, HaiimuMe Takoro poja CroBopa MEXKIy HapyLIUTEISIMH
nHbopMaIlMoOHHON Oe3omacHocTr cucteM Komuccuu U crienuann3upoBaHHBIMU
UCCIEN0BATENbCKUMH OpraHU3alUsMU NPEACTABISAETCS ManoBEPOSTHBIM. llo
TOM K€ TMPUYMHE MPEICTABIAECTCI HEBO3MOXXHBIM IIPUBICYEHHUE OTHUX
opranm3zanuii s peanuzaruu arak Ha MCIT/ln Komuccum dusnyaeckumu
auuamMu (OBIBIIMMU WU IEUCTBYIOIUMHU COTpyaHUKamMu Komuccun).

Mopens  nHapymutens uHpopmanuonHoi — OesomacHoctn  WMCIIdn
Komuccuu ctpoutcs uCXoAss M3 KOHKPETHBIX KaTeropuid CyOBEKTOB, HX
KBAIM(PUKAUA U MOTUBALUU JACUCTBUI C YYETOM HCIOJb3yEMbIX TEXHOJOTHIA
oOpabotku wuHpopManmu. llepedeHb BHUIOB M KaTeropuil HapyIIUTEICH
oesonacHoctu [1JIH, oOpabareiBaembix B HWCII[IH Komuccum mnpuBeneH B
Tabnuiie 6.

Tabmuma 6.
Bug Kareropust HapymmTens
HApyLIUTEIs Kareropus | Kareropus 11
Bremnue Baemnuii HapymuTens,
HE UMEIOLINN NpaB
JOCTYIIA B
KOHTPOJINPYEMYIO 30HY
BuyTtpenHune 1. 3aperucTpupoBaHHbBIE MMOJB30BATEIN
NCTIIa Opranuzamuu (moas30BaTelu,
aMMHHUCTPATOPHI);
2. HezapeructpupoBaHHBIE MTOJIb30BATENN
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UCII/H, HO nMeroLme MpaBo 10CTyIa B
KOHTPOJINPYEMYIO 30HY

[Ipy mnocTtpoeHHH MOAENW HAPYUWIMTENd NPUHUMAIOTCA CIEIYIOLIUe
OTPAHUYEHUS U NPEANOI0KEHUS O XapaKTepe NAEUCTBUM HAPYILIUTEIICH:

HECAaHKI[MOHUPOBAHHBIA  JIOCTYIl MOXET OBbITh  CIEACTBHEM  Kak
CIIy4alHbIX, TaK U MPETHAMEPEHHBIX TEUCTBUM;

HapyILINTENb, IUIAHUPYS aTakd, CKPbIBAET CBOM HECAHKIIMOHUPOBAHHBIE
JEUCTBUS OT JIUL, KOHTPOJIUPYIOIUX COOII0IeHIE Mep 0€3011aCHOCTH;

IpoBe/ieHHEe padOT MO CO3[aHMI0 CIOCOOOB M CPEACTB aTak B HAYyYHO-
UCCIIEIOBATEIbCKUX LEHTPaX, CIEHUANTU3UPYIOLUIUXCI B 00IacTH pa3paboTKu U
aHaJii3a KPUNTOCPEACTB U Cpe/ibl (PYHKIIMOHUPOBAHUS KPUIITOCPEACTB (H1ajee —
C®DK), He sBisieTcs 1eJ1eCO00pa3HbIM JIsi HAPYIIUTENEH C y4EeTOM XapakTepa
naHHbIX, oopadareiBaeMbix B UCIT/[H Komuccun.

6.2. BHelIHME HApYIIUTEIIH.

BremHuii HapymmTenb He UMEET MpaBa CBOOOJHOIO JIOCTYIA K CHCTEMAaM
u pecypcam MCII[Jn Komuccuun, Haxomsmmmcss B MpeAenax KOHTPOJIUPYEMOM
30HBI, © MOYET OCYUIIECTBIATh aTaKu TOJIBKO C TEPPUTOPUHU, PACTIOIOKEHHOU
BHE KOHTPOJIMPYEMOU 30HBI, YEPE3 BBIXOIAIINAE 3a MPEAEIbl KOHTPOIUPYEMON
30HBI KaHAJIbI CBSI3H, a TAK)KE TEXHUUECKHE KaHaJIbl yTEUKH UH(pOpMaLIUU.

K manHOMy BHIy HapylIATENed OTHOCUTCS BHEIIHHWW HAPYLIUTENb, HE
MMEIOLIUHN IPaB T0CTyNla B KOHTPOJIUPYEMYIO 30HY.

6.2.1. BHemHWe HapymuMTeNWd, HE HMEIOIIME TMpaB JOCTyla B
KOHTPOJIUPYEMYIO 30HY.

6.2.1.1. Onucanue HapyIIUTEIECH.

BHemHne HapymmTenu ITaHHOTO BHJA XapaKTEPU3YIOTCS TEM, 4TO, Kak
NpPaBUJIO, HE UMEIOT BO3MOXKHOCTU TpsiMoro noctyna kK anemeHtam HCII/H
Komuccnn, HO mnpu 3TOM HE HCKIOYAETCS BO3MOXHOCTh JIOCTyIa K
KOMMYHHUKAIIMOHHbIM  JnHUsAM u  obopyaoBanuto WCII[In  Komuccun,
pacloyiOKEHHBIM  BHE KOHTpoJiupyemMod 30Hbl.. Cpenu [OaHHOTO BHUAA
HapyUIUTENEN MOKHO BBIICIIUTD:

HEYCTaHOBJICHHBIX BHEIIHUX CYOBEKTOB;

YBOJICHHBIX COTPYAHUKOB Komuccnu WM YBOJEHHBIX COTPYIHHKOB
OpraHu3aiuii, 00ecrneynBaloIUX TEXHUYECKOEe 00CTYKUBAHUE U IKCILUTYaTaIUIO
NCITIn Komuccuu;

6.2.1.2. IIpeanonoxenus 00 UMEIOIIEHCS Yy HApYIIUTENsT HHPopMauu 00
00BbEKTax arak.

YBOJIEHHBIE COTPYIHUKH ISl pEAIN3alMU aTaK MOTYT UCIIOJIb30BaTh CBOU
3HAHMS O CTPYKTYpE CETH, OpraHu3aluu padoThl, 3aIIUTHBIX MEpax U IpaBax
JOCTYTIA U T.11.

Buemnuili HapymuTenb JaHHOTO THUIIA MOXKET UMETh JOCTYI K JIFoOOMYy
00bEMY JTaHHBIX, PACTIPOCTPAHSIEMOMY COTJIACHO YCTAHOBJIEHHOMY MOPSIKY U C
NOMOIIBIO IITAaTHBIX CPEACTB CHUCTEMBI 0 BHELIIHMM KaHajlaM CBSI3H BHE
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oxpaHsieMOoll 30HBI. Takxke OH MOXKET pacrmoiararb OIpeaeICHHBIMU
dbparmenTamMu  MHQOpPMAIlMM O  TOMOJIOTHM CETH, OO0 HCIOJIb3yEMbIX
KOMMYHUKAIITMOHHBIX ~TNPOTOKOJIaX M HX cepBHcaXx, 00 OCOOEHHOCTSIX
HCIIOJIb3YeMOT0 000pyJI0BaHMs, CUCTeMHOro, npukiagHoro IO u T.4. B
o0beMax, TOCTyIHBIX B CBOOOTHOM Mpoaake.

Buemnuii  HapymmTtenb HE JODKEH (HO THUIOTETUYECKH MOMXKET)
pacriojaraTb ~MMEHaMU  3aperMCTpUpPOBaHHBIX  mnonb3oBateneit  MCIIAx
Komuccun, MoxeT BecTH pa3BeAKy HMMEH M Maposiell 3aperucTpUpOBAHHBIX
I10JIb30BATEIIEH.

6.2.1.3. IlpennonoxkeHuss 00 HMMEIOIIUXCS y HAPYLIUTENS CPEIACTBaX
aTak!.

[Ipennonaraercsi, 4YTO BHEIIHWM HAPyLIUTENb JAHHOIO BHJA IS
peann3anuy CBOUX Iiesiel MOKeT 001a1aTh TOCTYITHBIMU B CBOOOIHOM Ipoaake
CJIEYIOIIMMH TEXHUYECKUMHU CPEICTBAMU U IIPOTrPaMMHBIM 00€CIIEUEHUEM:

CpeACTBaMH BBIYMCIIUTEIbHON TEXHUKHU (ammapaTHBIMH U
IPOrpaMMHBIMH) OOIIETO Ha3HAYEHUS;

TEXHUYECKMMHU U MPOrPAMMHBIMH CPEACTBAMH, AHAJIOTUYHBIM CPEICTBAM
NCIIn Komuccun, BKJIFOYast COOTBETCTBYIOIIME CpelcTBa
KaHa1000pa30BaHusl, MapLIpyTU3ALUH U T.1.;

TEXHUYECKMMU W TPOTPAMMHBIMH CPEACTBAMHU 3aIUTHI HWHQOpPMAIUH,
Britouass CK3MU, ananornunsie ucnons3zyembim B UCIT/In Komuccuu;

CIEHHAIM3UPOBAHHBIMU TEXHUUYECKUMU U TIPOrPAaMMHBIMU CPENCTBAMU,
npeIHa3HAaYeHHBbIMU IS [lepexBaTa MHPOpMaluU B OOUIEAOCTYIHBIX KaHadax
CBS3U.

6.2.1.4. Onucanue KaHaJIOB aTak.

Hapymmrenn naHHOro BHMJa MOTYT OCYIIECTBIIATH aTAKU TOJBKO M3-3a
MPENEIIOB  KOHTPOJIMPYEMOW  30HBI  4YE€pPe3  BBIXOMSIIME 32  IPEIEIbl
KOHTPOJIMPYEMOW 30HBI KaHAJIbI CBSI3H, B TOM YHUCJIE C MCIOJIb30BAHUEM HHBIX
TEXHUYECKUX KaHAJIOB YTEUKU WH(POpMAIUH:

- IPOBOAUTHL  MEPEXBAaT W  MOCICAYIOIIMA  aHaIW3  JIAHHBIX,
HUPKYJIUPYIONUX [0 OOIIETOCTYIHBIM KaHalaM CBSI3U MEXAY OTIEIbHBIMU
sanementamu MCIT/In Komuccuu;

- POBOJAUTH TOMBITKH YHUYTOXKEHUS, MOAU(PUKAIIMU U OJIOKHUPOBAHMUS
uHdopmaiuu, nepegaBacMoii, oOpabateiBaemoit u xpanumoir B WCII/IH
Komuccuu;

- POBOJIUTD TOMBITKY HABS3BIBAHUS JIOKHON MHGOpMaIINH;

- MPOBOJIUTh aTaKu C I1EJbI0O BBI3BATH OTKa3bl B PabOTE OTACIBHBIX
komnoHeHToB MCII/In Komuccum.

JIOCTYITHBIM UCTOYHUKOM KOH(PUACHIIHMAIBHON WH(OpMAITUH I JAHHOTO
BUJIa HapyIIUTENIeH MOTyT OBITh OTUYYXKAAaeMble HOCHUTENIU HHOOPMAIIUH,
BBIBEJICHHBIC YCTAHOBJICHHBIM TIOPSAKOM H3 yrnoTpebnenus. Hapymmrenu

JJAHHOTO BUJA HE MOTYT MCIOJIb30BaTh [l PEAIN3ALMU aTaK ITAaTHBIE CPEICTBA
NCIIIn Komuccun.
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6.3. BHyTpeHHHE HApyLLIUTEIN.

K BHyTpeHHMM HapylIATENSIM OTHOCATCA JIMIA, HWMEIOIIME MPABO
MOCTOSIHHOTO WJIM  Pa30BOTO  JOCTyla K TEXHUYECKHUM CpPEACTBaM W
undopmarmonasiM pecypcam UCITIn Komuccuu:

3apeructprupoBanHbie nonb3oBarenu UCII/H;

nuna, obecrneurBaronye GyHKIMOHUPOBAaHUE WH(OPMAITMOHHBIX CHUCTEM
WM OOCTY>KUBAIOIIMX UHPPACTPYKTYpy omeparopa (aAMUHUCTpATOpa, OXpaHa,
yOOpUIUKHY U T.J.)

JWla, TPUBICKAEMbIE [JIs yCTAHOBKH, HaNaJKHd, MOHTaXa M IyCKO-
HaJaJ09HBIX paboT;

aIMUHUCTPATOPhl MHPOPMAIMOHHBIX CUCTEM U  aJAMUHUCTPATOPHI
0€30MacHOCTH.

B cBi3M ¢ OTUM OpUHUMAKOTCA CHEAYIOIIME OTPAHUYEHUA U
NPEAINOJIOKEHHUSI O XapakTepe JEWCTBUM TNOTEHUMAIbHBIX BHYTPEHHHUX
HapyLIUTENIEH:

pabora mo moaAGOpY KaapoB U CHEHHUAIBHO  NPOBOJAUMBIC
OPTraHU3allMOHHO-TEXHUYECKUE  MEpPONPUATHS  HMCKIIOYAIOT  BO3MOYKHOCTh
CO3/IaHUsI KOQATUIIMA HapylmIuTeNnel, TO €CTh OObeIUHEHUs (3aroBOpoB) M
HaIpaBJICHHBIX JIEUCTBUI MO MPEOJI0JICHUIO MOJCUCTEMBI 3aIUTHI IBYX U OoJiee
HapyLIUTENEN;

HECAHKIIMOHUPOBAHHBIC JICMCTBHUS HAPYIIUTENEH MOTYT HE HWMETh
IPEIHAMEPEHHOTO XapakTepa U OBITh CIEICTBUEM OIIMOOK IMOJIb30BaTENCH,
aJIMUHUCTPATOPOB, SKCIUTYaTUPYIOIIET0 U 00CTYKUBAIOILIErO MEPCOHANA;

JIETaJbHBIN JTOCTYN TOCTOPOHHUX JIUI[ B MOMEIICHUSA, TIAE Pa3MENICHbI
kommoHneHTsl MCIIJIn Komuccuu, u k undopmarmonnsiM pecypcam MCIIIH
UCKJIFOYAETCS TPUHSATHIMU OPraHU3AIlMOHHBIMU W/WIM TEXHUYECKUMU Mepamu
no oOeCleYeHnt0 TMOopsAKa JOCTyNa B TOMEIIEHHUS, OXpaHE TEPPUTOPUU U
OpraHu3ayy MPOMYCKHOTO peXHMa Ha OOBEKTaxX, a TakkKe BHEAPCHHEM
HEO0OXOIUMBIX 3AIUTHBIX MEp U YCTpOUCTB B 0060pyaoBanue MCIIIH;

[Io BO3MOXHBIM CUEHApUSM BO3JCHUCTBUS BHYTPEHHUE HAPYLIUTEIU
MOTYT OBITh KIJIACCU(DHIIMPOBAHBI KaK 3JIOyMBINUICHHUKHA, TO €CTh JIMIIA,
KOTOPBIE LIEJICHANPABICHHO CTaparOTCAd MPEOAOJETh CHCTEMY 3alllUThl U
HaHECTH ymiepO, U HAPYIIUTEIH, KOTOPHIE COBEPIIAIOT HECAHKIIMOHUPOBAHHBIC
JIEHUCTBUSL HEYMBIIJIEHHO, HO 3TH JEHCTBUS Tak)K€ MOTYT HAHECTH yuiepO u
JOJKHBI YYUTHIBATHCA MPU MOCTPOEHUN CUCTEMBI 3aIUTHI.

B03MOXHOCTH BHYTPEHHErO0 HapyUIUTENs CYIIECTBEHHO 3aBUCAT OT
JNEUCTBYIOIIMX B TMpeaenax KOHTPOJIUPYEMOW 30HbBI OTPaHUYUTEIBbHBIX
(bakTOpoB, pealu3alui KOMIUIEKCAa aJMHUHUCTPATUBHBIX, PEXKUMHBIX U
OPraHM3alMOHHO-TEXHUYECKUX MEp, HAIpPaBJICHHBIX Ha MOPEAOTBPAILLCHUE U
IpeceyeHue HECAaHKLIMOHUPOBAHHBIX JNEUCTBUN IOJIb30BaTEIEH 51
aIMUHUCTPATOPOB CHUCTEMBI, HAPYLICHUS TMOPAAKA JOMyCKa M KOHTPOJA
CTOPOHHHMX JIUI[ BHYTPU KOHTPOJIMPYEMOH  30HBI, MPEAOTBPAILICHUE
HECAaHKIIMOHMPOBAHHOIO JocTyna mnojb3oBareneid Kk pecypcam HCIIIH
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Kommuccnn, a Tak k¢ KOHTPOJIb 32 TOPSAKOM oOparieHus: KOHPUICHITUATBHOMI
uHbopMaIuu.

6.3.1. Cotpynauk OpraHu3zaiiuu, He SBISIONIUICS 3aperuCTPUPOBAHHBIM
nonb3oBaresieM HWCII[In Opranuzanuu, HO HMEIOIIANA IPaBO JOCTyla B
KOHTPOJIMPYEMYIO 30HY.

6.3.1.1. Onucanue HapymuTeneu (CyObeKTOB aTak).

BHyTpeHHue HapylmuTenu — XapakTEPU3YIOTCS TEM, YTO  HMEKOT
IPAKTUYECKA HEOTPAHUYECHHYIO BO3MOXHOCTb M0 JOCTYyIly K JJIEMEHTaM
NCII[IH ¥ MX KOMMYHUKALIMOHHBIM JUHUSAM. K BHYTpEHHHM HapyUIUTEIAM
JAHHOTO BHMJA OTHOCSTCS TEXHUYECKUH M BCIOMOTATEIBHBIM IIEPCOHAI
nojipa3ziesieHuit xu3HeoOecneueHus: o0bekToB Komuccnu, nMeromui 10cTyn B
noMeleHus, rae ycranoriaeHo odopynosanue MCII[In Komuccuu.

6.3.1.2. [Ipeanonoxenust 06 umeroIIeics y HapymuTens nadopmanuu 06
0o0BEeKTax arTax.

[Ipeanonaraercs, 4TO HAPYIIMTEIW JAHHOTO THIIA JOIMOJIHUTEIBHO K
MH(pOpMaMY, UMEIOIIEICS y BHEIIHEr0 HApYIIUTENsI U OMCaHHOM B 1. 6.2.1.2,
MOTYT:

pacrnoyiaraTb UMEHaMH (JJOTMHAMM) 3apErUCTPUPOBAHHBIX MOJIb30BaTENEH
NCII[Jn, a Takke BECTM pa3BEeAKy IapoJIe  3aperucTpUPOBAHHBIX
I10JIb30BATEJICH;

UMETh MpeCTaBlIeHne 00 OpraHu3anuu padoThl MOIb30BATENEH, TOPSIIKE
U IIpaBWJjiax CO3JaHUsl, XPaHEHUs U Niepeaayu HH(OpMAaLIHH.

6.3.1.3. ITlpennonoxenuss 00 UMEIOLIUXCS Y HapYLIUTEISX CPEACTBax
aTak.

[Ipenmonaraercs, YTO  BHEIIHWWA  HApyHIMTENh  JAaHHOTO  BHJA
JOTIOJIHUTENBHO K CPEACTBAM OCYLIECTBJICHUS aTaK, ONMCAHHbBIX BBIIIE B IIyHKT
6.2.1.3, MOXKET HCHOJIb30BaTh CEPUHUHO H3TFOTOBISIEMOE  CHEIUATBHOE
o0opyznoBanue u cBOOOAHO pacmpoctpansemoe [1O, mpegHazHaueHHbIE IS
CKaHUPOBAHUS U KOIMPOBAHUS MH(POPMALMOHHBIX PECYpCOB padOUMX CTaHIUH,
W3MEHEHUs1 KOHQUTypaluuid paboyux CTaHIMI, BKIOYas KOH(PHUTypaluu
CPEICTB 3allUThl MH(OpPMALMM W/MIM BHECEHUS B CUCTEMY BPEIOHOCHOTO
IPOrpaMMHOTO KOJIa.

6.3.1.4. Onucanue KaHaJIOB aTak.

JIOTIOTHUTENBHO K aTakaM, JOCTYIHBIM HapyIIUTEN0, ONMHUCAHHOMY B II.
6.2.1.4, paccmMaTpuBaeMblil TUI HAPYLIMTENS MOKET OCYLIECTBIATH IONBITKH
HecaHKIMOHHpoBaHHOro noctyna k pecypcam HCII[In Komuccuu c 1enbro
noJIydeHus: UHPOpMalUHU, €€ MOAMEHbl WIM YHUUYTOXKEHHS, BKIIO4as 00Xo0x
CYIIECTBYIOIIUX  CPEACTB  3alllUThl WH(OpPMALUU, C  HCIOJIb30BAHUEM
CIIEIYIOIINX aTaK:
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nogbopa ®  MOAMEHBI  uaeHTH(HKaTopa  (Bbigada  cebs  3a
3aperuCTPUPOBAHHOTO MOJIH30BATENS);

NOJIyYEHUs ay TeHTU(PUKAMOHHOM uHpopMau JerajJbHbIX
M0JIb30BATENEN MOCPEICTBOM CKAaHUPOBAHMSI OTKPBITHIX MOPTOB Ha padbodux
CTaHLUSAX U CEpBEpax;

aTak, OCHOBaHHBIX Ha TNIE€penojHEHUHn Oydepa, TIeHEPUPYEMBIX C
UCII0JIb30BAaHUEM CIIELUATIM3UPOBAHHBIX IPOTPAMMHBIX CPEJICTB;

BHeJIpeHus BpeaoHocHoro 110;

MOTBITOK BPEMEHHOM WJIA TIOJTHOM OCTaHOBKH PabOThI OCPEICTBOM aTak
KJIacca «OTKa3 B OOCITYKHUBaHUI.

JIOCTyHBIM UCTOYHUKOM KOH(PHICHIINAIBHON HHPOPMAIIH JUTsl JTAHHOTO
BUJAa HapylIMTeIeHd MOTyT OBbITh OTUYXJAaeMble HOCUTENTM UH(pOpMaIuy,
BBIBEJICHHBIC YCTAHOBJICHHBIM MOPSAIKOM U3 YIIOTPEOJICHUSI.

6.3.2. 3apeructpupoBannsbie noab3oBarenu UCIIIn Komuccum.

3apeructpupoBanHbiii  nons3oBatens WCIIn Komuccuu  umeer
CaHKIIMOHUPOBAHHBIN AOCTYN K paboTe B CUCTEME C MCIOJIb30BAaHUEM IITATHBIX
anrapaTHbIX U IPOTPaMMHBIX CPEICTB.

B cBowo ouepenp, 3aperucTpUpOBaHHBIA MMOJIB30BATENIb MOXET OBITh
JOTMYIIEH K HCIOJIb30BaHUIO MIMGPOBAIBHBIX (KPUIITOTpaQUUECKUX) CPEICTB,
He umes seranbHoro nocryna Kk CK3U u ux kitoueBoit uHGpopmaiivu.

6.3.2.1. Onucanue HapymuTenen (CyObeKTOB aTak).

3aperuCTpUpOBAHHBIN MOJIB30BATEND, UMEIOIINNA CTaTyC aAMUHUCTPATOpa
M oTBeyamomMii 3a obecrieyeHue OC30IIACHOCTH, O0O0JagaeT  ITOJTHOM
uHdopmaruein o cucreme (CeTH), MMEET JOCTYH KO BCEM TEXHUYECKUM
cpeAcTBaM 00pabOTKM HWH(pOpMAIMM W JaHHBIM, K CPEICTBaM 3allUThI
uHQOpMAIUU W TPOTOKOJMPOBAHUSA, B TOM 4YHCIE€ W K CPEACTBAM
KPUIITO3AIUTHI, 00a1aeT MpaBaMu KOH(PUTYPUPOBAHUS M aAMUHUCTPATHUBHOM
HACTpOWKHU. EAMHCTBEHHBIM HCKIIOUEHHUEM JIS TaKUX IOJIb30BaTeNield MOXKET
SBIISITBCSL OTCYTCTBHE JIOCTYNa KO BCeMY OOBEKTY KIHO4YeBOM wH(pOpmaimu,
UCIIOIB3YEMOM B  CHCTEME. 3aperuCTpUPOBAaHHBIE IOJIB30BATENIM  TAKOM
KaTeropuv OTHOCATCA K YHUCIY TMPUBHIIETUPOBAHHBIX IOJIb30BATEIICH,
Ha3HA4YaeMbIX W3 4ucia 0co00 JOBEpPEHHBIX JUL. Peannzanus HEOOXOIUMBIX
OpraHU3alMOHHO-TEXHUYECKUX Mep, 00€CIeUnBaAIOIINX  BBIIIOJIHEHUE
TpeOOBaHMI MO OE30MaCHOCTH MpHU TpHeMe Ha paboTy JaHHOW KaTeropuu
COTPYJTHUKOB, a TaKX€ KOHTPOJIb 3a BBIMOJHEHUEM HUMH CBOUX JIOJHKHOCTHBIX
00s13aHHOCTEN M COOJIIOJICHMEM YCTAHOBJIEHHBIX TMPaBUJI M HHCTPYKIIMIMA
MO3BOJISIET HE pacCCMaTPUBATh UX B KaU€CTBE MOTCHIIMATBHBIX HAPYIIUTEIEH.

[Ipeanonaraercss Takke, UYTO  MOJb30BATENH, OCYILECTBISIOIINE
yAAJIEHHBIA JOCTYN K 3allMIIa€MBbIM pecypcaM, MO CBOMM BO3MOKHOCTSIM HE
IPEBOCXOAAT BO3MOXKHOCTEH JIOKAJIBHBIX MOJIb30BATENEH, UMEIOIIUX JIOCTYN K
IITATHBIM CPEACTBAM CUCTEMBI, U TIO3TOMY OHU OTAEIBHO HE PACCMATPUBAIOTCS.
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6.3.2.2. [IpenmonoxeHus 00 UMEIOMIEHCS Y HApYIIUTEIsT HHPOPMAIUU 00
00bEKTax aTak.

[Ipeanonaraercsi, 4TO 3apeTUCTPUPOBAHHBIN TOJH30BATEIh 3HAET, II0
MEHBIIIEH Mepe, OJTHO JICTATBHOE UMS JOCTYTIA.

Kpome Ttoro, 3apeructpupoBaHHBIN TOJB30BaTENIb MOXKET pacrojiaraTh
BCcel HMH(poOpManuendl O TOMOJOTMM M TEXHUYECKUX CpEeACTBax 00paboTKu
uH(OpMAIUU CETH, MOJTHBIM 00HEMOM KOH(PHICHIIMATILHBIX JAHHBIX, K KOTOPBIM
JAHHBIM ~ TIOJIb30BATENlb ~ MMEET  JOCTyl, U  JIOObIMH  (dparMeHTamMu
HEKOH(UICHIIMATBHBIX (HE 3alUIIaeMbIX OT JOCTyIa JAHHOTO TOJIb30BATEs)
JAHHBIX, O00JaJaTh BCEMH HEOOXOJUMBIMHU aTpuOyTamu, 00eCreYNBAIOIIMHU
noctyn  (maponeM), uMeer  omnucaHue — ucnoibdyembix B CK3U
KpUnrorpauueckux ajJropuTMOB M TPOTOKOJIOB, a TaKkKe KIIOUYEBYIO
uH(pOpMaLIMI0O K MHU(PPOBAIBHBIM CpPEICTBAM B 00BEME, TOCTYIHOM OJHOMY
M0JIb30BATEIO.

3aperucTpupOBaHHbBIN MOJIL30BATENb 3HAET CELU(PUKY 3a/1a4, pelaeMbIX
B UCII[In Komuccun, u ¢yHKIIHMOHATBHBIE OCOOCHHOCTH PabOThl CHUCTEMBI, a
Tak)Ke XpaHeHus, 00pabOTKU U niepeaadu nHGOOpMAIIHH.

6.3.2.3. Ilpennonoxenuss 00 UMEIOIIMUXCS Y HAPYIIUTENS CPEACTBAX aTaK.

Hapymurenu nanHoro Buaa o0naai0T BO3MOKHOCTSIMH MCIOJIb30BaHUS
JOCTYIIHBIX B CBOOOAHOM MPOJIaXKe TEXHUYECKUX U MIPOTPAMMHBIX CPEACTB JUIS:

BHECEHUS OLIMOOK U MPOrPaMMHBIX 3aKJIa/J0K B CUCTEMHOE U MPUKIIATHOE
I10;

BHEJPEHUS BPEAOHOCHBIX MTPOrpamm;

XUIIEHUS, YHUUTOXKEHUS, MOAU(PUKAINUU, OJTOKUPOBAHUS MH(DOpPMALIUU U
HaBS3bIBAHUS JIOKHOU MH(OpMAIUH.

6.3.2.4. Onucanue KaHaJIOB aTak.

3aperucTpupoBaHHbBIN MIOJTH30BATEIb JIOTTOJTHATETHEHO uMeeT
BO3MOYXHOCTH TPSIMOTO (PU3MUECKOTO W MPSIMOTO (HE MEXKCETEBOT0) JOCTyma K
HEKOTOPOMY TMOJMHOXECTBY pecypcoB ceTtu. lIpsmonl moctym kK pecypcam
MOeT OBbITh HCIOJB30BaH ISl aTaKk Ha TEXHUYECKUE cpencTBa o0paboTKu
uHpopMaruu.

Hapymmrenn nanHoOro BHIA Ui peaTM3alliil aTaKk MOTYT HCIIOIb30BaTh
KaHaJbl CBSI3H, PACIIONIOKCHHBIE KaK BHYTPH, TaK M BHE KOHTPOJIUPYEMOM 30HBI.

6.4. Onpenenenye TANOB HAPYLIUTENEH.

IIpn ompeneneHuy THIa HapyIIUTENs B paMKax JAaHHOTO JIOKYMEHTa
OLICHUBAIOTCA:

CTeneHb UH(OOPMUPOBAHHOCTH HAPYLIUTENS;

BO3MO’KHOCTh HApPyLIUTEN 110 UCIIOJIb30BAHUIO CPEJICTB ATAKHU.

IIpu onpeneneHun OrpaHUYEHUN HA CTEeNeHb WH(OOPMUPOBAHHOCTH
HapyLIUTEINS] pACCMAaTPUBAJIINCH CIEAYIOIINE CBEACHHUS:

COJIEpKAHUE TEXHUYECKOW JOKYMEHTAllMM HAa  TEXHUYECKHE H
nporpaMMHbie KOMIOHEHTHI COK;
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BCE€ BO3MOXHBIE JaHHBIC, NIEPEIABAEMbIE B OTKPBITOM BHUJIE 0 KaHAJIaM
cBs3u, He 3amumeHHbiM oT HCJ k wuHbopmamuu oOpraHu3anuoHHO-
TEXHUYECKUMU MEPaMHU;

CBEICHUA O JIMHUSX CBSI3M, IO KOTOPBIM MEPEAACTCA 3aluiiaeMast
uHdopMaIus;

BCE MPOSBISIIONIMECS B KaHaaxX CBA3M, He 3ammiieHHblx oT HCJl x
uH(OpPMAIIUU OpPTraHU3AIMOHHO-TEXHUUYECKUMU MepaMu, HApYIICHUS MPaBUII
sKcIutyaranuu kpunrocpeactsa u COK;

BCE MPOSBISIIONIMECS B KaHalaxX CBsA3M, He 3amuiieHHbIx oT HCJl k
uH(OpMAITUU OPTaHNU3AIMOHHO-TEXHUUYECKUMHU MepaMu, HEUCITPAaBHOCTH U COOH
TeXHUUYECKuX KpunrocpeacTB u COK;

CBEJICHUS, MOJydyaeMble B pe3yJbTaTe aHajliu3a JIOObIX CUTHAJIOB OT
TexHuueckux kpuntocpeacts u  COK, koTopble MOXKET NEpeXBaTUTh
HApYLIUTEIb.

Tabmuma 7.
CoOTBETCTBUE THIIA HAPYIIUTENS U CTETICHN ero MHQOPMATUBHOCTH.
Tun HapymuTenei Crenenp HHGOPMUPOBAHHOCTH
H1 -H2 Pacmonararor ToabKO JOCTYITHBIMU B CBOOOIHOM MTPOIaXKe
anmnapaTHbIMU KOMIIOHEHTaMu Kpunrocpeactsa u COK
H3 — H6 MoryT pacnoJyiaraTh HHpOpMaIKeil 000 BCEX CETAX CBS3H,
paboTalMMX HA €AMHOM KITFOUE
H5 - H6 Pacnonararot Hapsiy ¢ IOCTyIHO#M B CBOOOTHOM MPOaaKe
JoKyMeHTanuei Ha kpuntocpeactso 1 COK ucxoaHbIiMu TEKCTaMU
MPUKJIIATHOTO IPOTPAMMHOTO 00ECTIeUeHUS
H6 Pacnionaraer Bceil JokyMeHTanueu Ha kpunrocpeactso u COK

[Ipu onpeaeneHnn OrpaHUYECHU Ha UMEIONIUECS Y HAPYIIUTENS CPEACTBA
aTakK, B YaCTHOCTH, PaCCMaTPUBAIOTCS:

anmaparHble KOMIOHEHTHI KpunrocpeacTsa u COK;

JOCTYNIHbIE B  CBOOOJHOW TMpoOJake TEXHUYECKHE CpelICcTBa U
MpoTpaMMHOE 00eCIIeUeHUE;

CHEIUATbHO pa3pabOTaHHBIE TEXHUYECKHE CPEACTBA M MPOTPAMMHOE
o0ecIIeYeHHE;

IITAaTHBIE CPEJICTBA.

Tabnuma 8.
Bo03M0XXHOCTH HapyIIUTENEH 10 UCIOIb30BaHUIO CPENICTB aTaK.
AnnapaTHble
Tum p JlaGopaTopHbIe
KOMITOHEHTHI [IITaTtHBIE CpeaCTBA
HapyLIUTENSA HCCIIeI0BaHUS
kpuntocpeactsa u COK
MoryT ucnonab30BaTh
Pacnonaratot Toabko
ITaTHBIE CPEACTBA
JIOCTYTTHBIMHU B
N TOJBKO B TOM cCllyvae,
H1 CBOOOTHOM TIpoOIaXKe
€CJIM OHU PACIOJIOKEHBI
arnmapaTHbIMU -
3a npeaenamMmu
KOMIOHCHTAMH KOHTPOJIUPYEMOU 30HBI
kpuntocpeactsa u COK po-tnpy
H2 Bo3moxkHoCcTH IO
H3 JlonosHUTENbHBIE HCIIOJIb30BAHUIO
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H4 BO3MO>KHOCTH 110 MITATHBIX CPEACTB
MOJIYYEHHUIO 3aBHCST OT
anmnapaTHhIX KOMIIOHEHT | pealii30BAHHBIX B MoryT npoBOUTh
kpunrocpeacTea 1 COK | uHbpopMaIrimoHHOM nabopaTtopHbIe

5 3aBUCAT OT cucreme UCCle10BaHus
peanu30BaHHbBIX B OpPTaHM3AIMOHHBIX MEP | KPUITOCPE/CTB,
nH(pOpMaAITMOHHOM HCIIOJIb3YEMBbIX 32
cucTeme npeaenamMu
OpraHU3aIMOHHBIX MEp KOHTPOJIUPYEMO 30HBI
Pacnonararot m10661Mu nH(pOpPMAITMOHHOM

H6 anmnapaTHbIMU CHUCTEMBI
KOMITOHEHTaMHU
kpuntocpeactsa u COK

B cootBerctBun ¢ knaccupukanmein ®Ch Poccum u ¢ yderom
Cc(OpPMYJIMPOBAHHBIX MPEANONIOKEHUN 00 UMEIIMXC Yy HapylHTenei
Bo3MokHOCTsX  Hapymmrenu MCIIJln  Komuccnn noxapasnensitorcs  Ha
CJIEyIOIIME KaTerOpUU U TUIIbIL, KOTOpBIE IIpeicTaBieHsbl B Tabnuue 9.

Tabmuma 9.
Buner HapymuTene 6€30MacHOCTH IEPCOHATTBHBIX TAHHBIX
Bun Kareropus Tun
HapyluTess Kareropus | Kareropus |1 HapyluTess
Buemnue Bueunuii HapymuTenb, He H1
HMMEIOLMI ITpaB A0CTyIa B
KOHTPOJIHPYEMYIO 30HY
BnyTtpennue 1. 3aperucTpupoBaHHbIE H2
nons3oBarenu UCI/Ix
Opranuzauuu
(moxBp30BaTENIN)
2. HezapeructpupoBaHHbIE H3
noabs3oBarenu UCII/H, HO
MMEIOIINE MPABO JOCTYIIA B
KonTponupyemyro 300y

[Ipu sToM BO3MOXHOCTH Hapymmrtens tuna Hi+l BkmrouaioT B cebs
Bo3MokHOCTH HapymmTens Hi (1< 1 <5), a crnemoBarenbHO, MpH BBIOOpE
HEOoOXOMMOTO  ypOBHSI ~ Kpumnrtorpaguueckod 3amutel [IJIlH  cimemyer
paccMaTpuBaTh HAUBBICIIU THII.

Tabmuma 8.
Knaccudukanus UCIIIx Opraruzamun o ypoHsM 3amutel oT HC/ k I1/Ta
NCIIIn Komuccuu Tun HapymmTens Yposuu 3amutel oT HCJ k [1/10

Bce H3 AK3

6.5. YpoBeHb Kpunrorpaduueckoi 3aiuThI.

B03MOXHOCTHM BHEIIHET0 W BHYTPEHHEro HapyluTens Oe30MacHOCTH
[11a mpu ux obpaborke B MCII/In Komuccuu cOOTBETCTBYIOT BO3MOKHOCTSIM
Hapymutens tuna Hl, H2 u H3 — cooTBeTcTBEHHO, COTIIaCHO KiacCH(pUKAIINH
Hapywmureneit, npuseaeHHon B [Ipukaze ®Cb Poccuun Ne 378 10.07.2014 r «O0
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yTBepxkaeHun CocTaBa U COJCPKAHUSI OPTaHU3AIMOHHBIX U TEXHUYECKUX MEP
o obecrnedyeHno 0e30MacHOCTH MEPCOHATBHBIX JAaHHBIX MPU UX 00pabOTKE B
MHPOPMAIMOHHBIX CHUCTEMax TMEPCOHAIBHBIX JaHHBIX C HCIOJb30BaHUEM
CpPEACTB KpuUINTOrpapuyecko 3amutbl HHGOPMAIMU, HEOOXOAUMBIX IS
BBIIIOJIHEHUSI YCTaHOBIEHHBIX [IpaButensctBoM Poccuiickon ®Denepauuu
TpeOOBaHUM K 3alllUT€ NEPCOHATBHBIX JJAHHBIX MJIS KaXKIOrO0 U3 YpPOBHS
3AMUIICHHOCTH», W «MeToIuYeckuX peKOMEHJAIMsIX I0  pa3paboTke
HOPMATHUBHBIX IIPABOBBIX aKTOB, OMNPEACISIONIUX YIpo3bl OE30MaCHOCTH
NePCOHATIBHBIX JIAHHBIX, aKTyaJbHbIC MPU 00paOOTKE MEPCOHATLHBIX JaHHBIX B
UH(OPMAITMOHHBIX CHUCTEMA TEPCOHAIBHBIX JAHHBIX, JKCIUTyaTUPYEMBIX TPHU
OCYLIECTBIIEHUA COOTBETCTBYIOIIUX BHUAOB JACATEIBHOCTH» YTBEPKICHHbBIC
pykoBojictBoM 8 LlenTtpa ®Cb Poccum Ne 149/7/2/6-432 ot 31 mapra 2015 r.,
Kpuntorpauueckue CpeacTBa 3amuThl WHGOPMAIMH, WCIOIb3yeMbIC IS
samuthl [1/]H, o6pabareiBaembix B MUCII/IH Komuccun, 1ommkHbl 00ecrieunBaTh
KpunTorpad@uuecKyro 3aiuTy 1Mo ypoBHIO He Hike ypoBHs KC3.
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7. BBIBOBL

7.1. ATaki BHEIIHEro HapyILIWUTENs, HAIpaBICHHbIE HAa KaHajbl CBS3H,
MOCPEICTBOM TiepexBara HWH(GOpMAIMM U TOCIEAYIOUIEro €€ aHallu3a,
YHUUTOXXEHHUSA,  MoAMUKAaMu U OmokupoBaHus  uHPopmamuu  C
UCIIOJIb30BaHUEM, B TOM YHCIIE, YA3BUMOCTEM NPOTPAMMHOW CpENbl, a TaKkKe
yTeuka HH(OpMalMM MO TEXHUYECKMM KaHaJlaM MOJJIeKaT HeHTpaau3zaluuu
OpPraHU3alMOHHBIMU U TEXHHYECKUMH MEPOIPUATHUAMH.

7.2. BO3BMOXHOCTH BHYTPEHHEr0 HapyILIUTENsl CYLIECTBEHHBIM 00pa3oM
3aBUCAT OT  JEWCTBYKOIIMX B  Ipeaeliax  KOHTPOJHUPYEMOW  30HBI
OTpaHUYUTENbHBIX (AKTOPOB, U3 KOTOPHIX OCHOBHBIM SIBIISETCS pealU3allus
KOMIUIEKCAa OpraHU3allMOHHO-TEXHUYECKMX MeEp, B TOM YHCIE IO MOA00pY,
paccTaHOBKE U O0O0ECIEYEHUIO0 BBICOKOW MPO(EecCHOHATBHON MOArOTOBKU
KaJpOB, JIOMYCKY (PU3NUECKUX JIUL] BHYTPb KOHTPOJIUPYEMON 30HBI U KOHTPOJIIO
3a TMOPSAKOM TPOBEACHHUS padOT, HANpPABICHHBIX Ha IMPEAOTBPALLEHUE U
IIPECEYECHNE HECAHKIIMOHUPOBAHHBIX JIEUCTBUMU.

7.3. Buny uckirouutenbHoit ponu B UCIT[n Komuccun nun tuna H3, B
YHUCJIO ITUX JIMI JOJDKHBI BKJIKOYAThCS TOJBKO JTOBEPEHHBIC JIMA, K KOTOPBIM
MPUMEHEH KOMIUJIEKC OCOOBIX OpraHM3allMOHHBIX MeEp MO0 HUX Moa0opy,
OPUHITHIO Ha pabOTy, Ha3HAYEHUIO Ha JIOJKHOCTh M KOHTPOJIO BBINOJTHEHHUS
(YyHKIIMOHATBHBIX 00s13aHHOCTEM.

7.4. JInna tunia H3 oTHOCATCA K BEpOATHBIM HapymurensaM. Cpeau iaun
tuna H3 Haubornee omacHbIMM BEpPOATHBIMU HAPYIIUTENSAMH  SIBISIOTCS
nons3oBarenu MCII/IH, ynoJTHOMOYEHHBIN ITEpCOHAN, KOTOPBIM Ha TOTOBOPHOM
OCHOBE MMEET INPaBO Ha TEXHUYECKOE OOCIYKMBAHME M MOJU(PHUKAIUIO
kommoHneHToB MCIIJIH, a Takke amMUHUCTPATOPHI HHPOPMAIIMOHHOW CHCTEMBI
U aJIMUHUCTPATOPHI O€30MIACHOCTH.

Ha ocHOBaHMM TIOCTPOEHHOW MOJEIHM HAPYIIUTENS, B YaCTHOCTH,
ONMCaHus BO3MOXHOCTeN Hapywmurened u [locranosnenus IIpasurenscrBa Ne
1119 ot 1 HOs16ps 2012 1. MOxkHO caenath BbiBo, uTo st MCIT/In Komuccun
aKTyaJdbHbl  yrpo3bl  3-ro  TWNa, HE  CBA3aHHBIE C  HaJU4YHEM
HEJJOKYMEHTUPOBAHHBIX (HEIECKIAPUPOBAHHBIX) BO3MOXKHOCTEW B CUCTEMHOM U
OPUKIIaJHOM IIPOTPAMMHOM OOecreueHuu, ucnonbzyemom B MCIT/IH.

[IpencraBnennas Moaens yrpo3 ¢ ONMMCAaHUEM BEPOATHOIO HAPYLIUTENS

st UCIIJIH nomkHa MCHonb30BaThest Npu (GOPMUPOBAHUU OOOCHOBAHHBIX
TpeboBaHuil Oe3omacHocTH uHGpopmanuu U npu npoektupoanun C3I1/IH
NCTIn. CpencrBa 3amutbl uHOOpMAIIUK, UCHOJb3yeMble Ui 3amuthl [1/1H,
obpabateiBaembix B MCIIJln Opranuszanuu, JODKHBI UMETh CEPTU(DHUKATHI
COOTBETCTBHSI 1O  TpeOOBaHUAM uH(pOpMaMOHHOW  ©GE€30MaCHOCTH

COOTBCTCTBYIOIICTO KJIacca.



