AETI'TAPCKASA N'OPOIACKASA
TEPPUTOPUAJIBHAA UBBUPATEJIBHAA KOMUCCUA

PACIIOPAXKXEHMUE

10 mapta 2025 1. Ne 01-05/4

r. Jlertapck

OO0 yTBep)X/ieHUH JJOKYMEHTOB 00 HH(OpMaIHOHHOH 0€301IaCHOCTH B
JlerTsipcKoi ropo/iCKOi TeppUTOPHATBHON H30MpaTe/TbHONH KOMHCCUHH

B nensx peanuszanuu ®@epepanbHoro 3akoHa oT 27 utonst 2006 r. Ne 152-@3
«O mnepcoHanbHBIX [AaHHBIX», MOCTaHOBAeHWM IlpaBuTtenscTBa Poccuiickon
®epeparuu ot 21 mapra 2012 1. Ne 211 «O6 yTBepXKIeHUU TiepeuHsi Mep,
HarpaB/ieHHBbIX Ha obecrieueHue BBITIOJTHEHUs] 00si3aHHOCTeH, MpeAyCMOTPeHHBIX
@enepanbHbIM  3aKOHOM «O TMepCOHaNbHBIX [JAHHBIX» W TPUHATBIMM B
COOTBETCTBUM C HUM HODMAaTUBHBIMHA TNPABOBbIMH aKTaMH, OMepaToOpaMy,
SIBJISIFOLLIMMUCSL TOCYIapCTBEHHBIMU W/IA MYHULMIIAJbHBIMA OpraHaMu» 4 OT 1
HOos16pst 2012 1. Ne 1119 «O6 yTBep>kaeHUH TpeOOBaHMI K 3allliTe ITepCOHATBHBIX
JAHHBIX TIpU uX 00paboTke B WH(POPMAIIMOHHBIX CHCTeMaX TIepCOHA/IbHBIX
JJAHHBIX», HAa OCHOBAaHMM akra [0 OMpeJe/leHUuI0 YPOBHS 3allUILeHHOCTH
NePCOHAJIbHBIX [JaHHBIX B MH(OPMALMOHHOM CHUCTEME IepCOHaIbHBIX [JaHHBIX
[erTpCcKoi ropoZiCKOM TeppUTOpHAIbHOM M30MpaTe/lbHON KOMUCCHUH:

1. YTBepauTs:

1) CoctaB Mep 3amurtbl HMH(OpMaLUU A/ WHGOPMALMOHHON CHCTeMbI
nepcoHa/mbHbIX  AaHHbIX — «Ob6mas  WCIIOa»  [ertapckol  TOPO/CKOM

TepPUTOPHA/IbHOM U30UpaTe/ibHOM Komuccun (rpunoxkerne Ne 1);



2) Tomutuky wuH(OpMaLMOHHOW  Oe3omacHOoCTM Tipu  paboTe ¢
MepCOHabHbIMUA  JJaHHBIMU B [lerTsipckoM TOpOJACKOW  TeppUTOPHAIbHOU
n30uparenbHON KoMuccuu (rpusokeHre Ne 2);

3) VIHCTpyKUMIO O MOpsiiKe pe3epBHOIO KOMUPOBAHUS W BOCCTAHOBJIEHUS
vH(popMaLy B MH(OPMAaLIMOHHBIX CUCTEMaX MepCOHA/IbHBIX JaHHbIX Jlertsapckon
rOpPOJCKOM TeppuUTOpranbHON n3buparenbHOM KoMuccuu (ripusioskeHue Ne 3).

4) VIHCTPpYKLMIO O TOpsJKe YuéTa, XpaHEHWs MallUHHBIX HOCHTesen
MepCOHa/NbHBIX  JaHHbIX B [JIerTIpCcKoM  TOPOJCKOM  TeppPUTOPHATbHOU
n3bupaTe/ibHON KoMUcchU (TipusioykeHue Ne 4).

5) Mogenb yrpo3 u HapyimTess 6e30MacHOCTU MepCOHANTbHBIX JAaHHBIX TIPU
1x 00paboTke B MHGOPMAI[MOHHBIX CHCTeMax MepCOHAMbHBIX AaHHbIX JlerTsipckoi
TOPOZICKON TeppUTOpUaIbHOMN u3buparenbHOM KoMuccun  (ripusioykeHue Ne 5).

2. Tlpepcepnaresnto Hertsapckou rOpO/ICKOH TeppPUTOPHUA/IBHOMN
n30uparenbHOM KOMMCCHM O3HAaKOMUTh BCeX ujieHOB /[lerTsipckodl TropojcKoi
TepPUTOpUATIbLHOW M30MpaTe/bHOM KOMUCCHMM C JIaHHBIM PpacriopsKeHUeM TIof
POCITUCb.

3. KoHTposib 3a MCHO/IHEeHWEeM HaCTOSILEro pacropsUKeHUs OCTaBJISAI0 3a

co0oii.

[Ipencenarens
Jlertsapckon ropoackou
TEPPUTOPHAIBHON U30MpaTeIbHON KOMUCCUU E.B. MameHnuesa



[Tpunoxenue Ne 2
YTBEPXEHA
pacrnopsbKeHreM TpezceaTes
[lerTapcKor ropoiCKOU TeppUTOpPHAaIbHOU
n30upaTebHON KOMUCCUU
ot 10.03.2025 Ne 01-05/4

[TOJINTUKA

vH(pOPMaLIMOHHOM 6e30macHOCTH
nipu paboTe C MepCcoHabHBIMU JJAHHBIMU

B JlerTApCKoii ropo/ICKOM TeppUTOpPHAIbHON M30MpaTe/TbHOM KOMHUCCHHT

OIIPEIEJIEHUSA

B HacTos1eM JOKyMeHTe HUCI0J/b3YI0TCS Celyrole TEPMUHBI U UX OTpe/ie/IeHUs..

ABTOMAaTH3MpOBaHHas cHCTeMa - CUCTeMa, COCTOSIIast U3 TIepCcoHaa U KOMIIeKca
CpeJCTB aBTOMATWU3allUM ero [JesATe/bHOCTH, peanu3ywollas HWH()OPMAIMOHHYIO
TeXHOJIOTUIO BBITIOJIHEHUS] YCTaHOB/IEHHbIX (QYHKLUH.

AyTeHTH(PMKANMSA OTHPABUTENS JAHHBIX - TIOATBEP)KEeHKWe TOr'0, YTO OTIIPABUTE/Ib
TI0JIyYeHHBIX JaHHBIX COOTBETCTBYET 3asiBJIEHHOMY.

Be3onacHOCTh MEPCOHATBHBIX JAHHBIX - COCTOSTHUE 3allUILeHHOCTU MepCOHaTbHBIX
JAHHBIX, XapaKTepu3yemoe CIOCOOHOCTBIO TI0/Ib30BaTesie, TeXHUYeCKUX CPeJCTB U
MH(POPMALIMOHHBIX TeXHOMOTUN 00ecreunTs KOH(UAEHLUATIbHOCTb, L[eJIOCTHOCTh U
JIOCTYTTHOCTb TIepCOHAbHBIX JAHHBIX MPU UX 00paboTKe B MH(OPMAL[MOHHBIX CHCTEMax
MepCOHa/bHbIX JaHHbIX.

Bbuomerpuueckue mnepcoHajbHble JaHHbIe - CBe[eHUs, KOTOpble XapaKTepusyroT
¢dusmosornueckre 0cCoObeHHOCTH YesloBeKa U Ha OCHOBe KOTOPBIX MOXXHO yYCTaHOBUTH €T0
JTMYHOCTb, BK/Mouass (oTtorpaduy, OTHeuaTKH TanblieB, o0pa3 ceTyaTKM TIJasa,
0COOEHHOCTH CTPOEHHSsI Tesla U APYTY0 MoJo0HYyI0 UH(pOpMaLUIO.

B/IoKMpoBaHHEe NEPCOHAJBHBIX AAHHBLIX - BpPEMeHHOe TipekpailieHHe 00paboTKu
TepPCOHA/bHBIX [JaHHBIX (3a MCK/IIOUeHHeM CydaeB, ecjii oOpaboTka HeoOXozwma /st
YTOUYHEHUs [TePCOHAbHBIX [JaHHBIX).

Bupyc (KOMIbIOTEpHbIil, TPOrpaMMHBIii) - UCTIO/IHSIEMBbIM MPOrPaMMHBIN KO, WU
WHTeprnpeTUpyeMbiii  Habop  WHCTPyKUWM,  obOjafjaroiuii  CBOWCTBAMM  He-
CaHKL[MOHMPOBAHHOIO  pacClpoCTpaHeHHsi U  camoBocripou3BefieHds.  Co3faHHbIe
Ay6/IMKaThl KOMIIBIOTEPHOT'O BUPYCa He BCer/ja COBIAZAl0T C OPUTHMHAIIOM, HO COXPaHSOT
CNoCOOHOCTH K /la/ibHelIleMy paclipoCTPaHeHUI0 U CaMOBOCITPOM3Be/IeHHIO.

BpenonocHasi mporpamma - Tporpamma, mnpejHa3HaueHHas [jisi OCYILeCTBJIeHUs
HEeCAHKL[MOHUPOBAHHOI'O JIOCTyMa U (WIK) BO3[eHCTBUSl Ha NepCOHa/bHbIE JaHHble WU
pecypchl TH(OPMaLMOHHOM CUCTEeMBbI [TepCOHA/IbHBIX JaHHBIX.

BcnomorartebHbIe TEXHHYECKHE CpeacrBa U CUCTEMbI - TeEXHHUUECKHE Cpe'qCTBa u
CUCTeMbl, He Tpe/iHa3HaueHHbIe /7S repejaur, 06paboTKu M XpaHeHUs TepCOHATbHbBIX



JlaHHbIX, YyCTaHaB/JMBaeMble COBMECTHO C TeXHWUYECKWMHU CpeICTBaMU U CUCTEMaMH,
TipefHa3HaueHHbIMU /711 00pabOTKM TIepCOHA/NbHBIX MAaHHBIX WIA B TIOMEIIeHUsX, B
KOTOPBIX YCTaHOB/IEHbI MH(OPMaL[MOHHbIE CUCTEMbI TIePCOHATbHBIX JaHHBIX.

JloctTynm B ONEPAllMOHHYK CcpeAdy KOMIbHTepa (MHPOPMALMOHHOM CHCTEMbI
MePCOHATBHBIX JaHHBIX) - TI0/IlyYeHre BO3MOXXHOCTH 3aryCKa Ha BBITIOJTHEHUE LITaTHBIX
KOMaH/l, ¢GyHKLUUM, TIpoLeAyp OMNepalOHHOM CUCTeMbl (YHUUTOXXEeHUs, KOMMPOBaHUS,
riepeMelLieHust U T.I1.), UCTIOTHSIeMBbIX (DaiyIoB MPUK/IaZAHBIX IPOrPaMM.

Joctyn K wuHpopManuu - BO3MOXXHOCTh TMOJlydeHUsI HH(POpMalUu U ee
WCI0JIb30BaHMs.

3aki1al04uHOe YCTPOICTBO - 3/IeMEHT CpeACTBa CheMa WH(OpPMAalW, CKPBITHO
BHe/IpsieMbli  (3aK/ia/iblIBaeMblii W/IM BHOCHMMBbIM) B MeCTa BO3MOKHOIO CbhbeMa
vHdopmaluu (B TOM UHC/e B Orpax/eHUWe, KOHCTPYKIUIO, 00opy/oBaHUe, TIpeIMeThl
WHTEepbepa, TPAHCIIOPTHbIe CPEeJCTBa, a TaKKe B TeXHUUYeCKHWe CpelCTBa U CUCTeMbl
06paboTKu uHbOpMaIUK).

Bammmaemasi uHpopmauus - UHOOpMaLMs,  SABJSOLIAACS — PeJMeTOM
coOCTBEHHOCTH U TO/|ieXKalllas 3aluTe B COOTBETCTBUU C TpeOOBaHUSIMU TPaBOBBIX
JIOKYMEHTOB WY TpeOOBaHUSIMH, YCTaHAB/IMBAaeMbIMM COOCTBEHHUKOM WH(MOpMAI[HH.

Hnaentudukanus - TIPUCBoeHre CyObeKTaM U 00beKTaM [0CTyTa WieHTU(PHUKaTopa
U (WIM) cpaBHeHHe TMpeIbsB/ISIEMOro HAeHTHU(dUKAaTOpa C IlepeuyHeM ITPUCBOEHHBIX
W/IeHTU(PUKATOPOB.

NudopmaTuBHbBIii  cUrHAN -  JJIKTpUYECKHe  CUTHa/Ibl, aKyCTUUeCKue,
3/IeKTPOMarHuTHbIE U Ipyrve (hu3nuecKre ToJis, TI0 TTlapaMeTpaM KOTOPBIX MOKeT ObITh
packpbiTa KOHpUAeHMabHasi UHQopMalius (TiepcoHanbHbIe aHHble) oOpabaThiBaeMasi B
MH(OPMAaIIMOHHOW CUCTeMe MepCOHA/TbHbIX TaHHbBIX.

HHpopMannoHHbIe TEXHOJOTHH - TIPOI[ECChI, MeTO/bI TIOMCKa, cOopa, XpaHeHwus,
00pabOTKHM,  IIpefOCTaB/eHUsI,  pacClpoCTpaHeHuss  WHGOPMAMM U CIIOCOOBI
OCYILLIeCTBJIEHUS] TAKMX MPOLIECCOB U METO/IOB.

Nudopmanmonnas cucreMa mnepcoHaabHbIX AaHHbIX (MCII/IH) - COBOKYIIHOCTH
cofiepkanuxcsi B 0a3ax JAHHBIX TT€PCOHANMBHBIX JAHHBIX W 00eCIeuMBaroUX HX
00paboTKy MH(OPMALIMOHHBIX TEXHOJIOTHI U TEXHUUECKUX CPeJICTB.

Hcnosib30BaHne MEPCOHATBHBIX TaHHBIX - eCTBUS (Orepaljyiy) C epcoHalbHbIMU
JlaHHBIMU, COBepIllaeMble OMEepPaTOpPOM B 1Ie/IIX MPUHSITHS pelleHud WU COBepIIeHUs
WHBIX [1eWCTBUH, MOPOXKAAOIIUX FOpUANUECKUe TIOC/e[CTBUS B OTHOIIEHUU CyOBeKTa
TepCOHATbHBIX JAaHHBIX WM JPYTUX UL MO0 MHBIM 00pa30M 3aTparvBaroliyX IpaBa U
cB00OO/IbI CyObeKTa MepCoHaNbHBIX JaHHBIX WIN APYTHX JIUL.

Hcrounuk yrpo3s! Ge3onacHoctu uudopmaimuu - CyObeKT J0CTyra, MaTepraabHbIN
00BeKT win (u3NUecKoe sIBIeHUe, SBJSIONIMECS TMPUUYUHON BO3HUKHOBEHHS YTPO3BI
6e3omacHocTy HHGOPMALWH.

KonTponmpyemasi 30Ha - TMPOCTPAaHCTBO (TeppUTOpHsA, 3JaHUe, YaCTb 3[aHus,
romelrieHre), B KOTOPOM HCK/IFOUeHO HEeKOHTpO/IMpyemMoe TipeObiBaHMe TTOCTOPOHHUX



JIUL], @ TAaK’Ke TPAHCIIOPTHBIX, TEXHUUECKUX U UHBIX MaTepUaibHbIX CPe/ICTB.

KoHpuaeHIHAIbHOCTh MEePCOHAJBHBIX AAaHHBIX - 0053aTe/bHOe /I COOMIOZeHHs
OrepaTopoM W/IM HHBIM TOJYUMBLIMM JOCTYIl K T€PCOHAIbHBIM [JaHHBIM JIMLIOM
TpeboBaHUe He /IOMYyCKaTh UX paclpocTpaHeHWe 6e3 coriacusi CybbeKkTa MmepcoHambHbIX
JJaHHBIX WM HaJIMYUSI MHOTO 3aKOHHOT'O OCHOBAHMUSI.

Me:kceTeBoii 3KpaH - JIOKaJibHOe (OJHOKOMITIOHEHTHOe) WM (PyHKI[MOHATbHO--
pacrpejie/leHHOe TporpaMMHoe (TIpOrpaMMHO-arrapaTHOe) CpeACTBO  (KOMIUIEKC),
peanu3syoiliee KOHTPO/Ib 3a MH(MOpMaLen, TToCTynaroilel B MHPOPMALIMOHHYI0 CUCTEMY
MepCOHa/bHBIX JaHHBIX Y (M/IM) BBIXOASAIIEN U3 UH()OPMALIMOHHOW CUCTEMBI.

Hapymureb 6€30MaCHOCTH NMEPCOHAIBHBIX TaHHBIX - (DU3UUECKOe JIULIO, CTyYaliHO
WM TpeJJHaMEePEeHHO COBepllarolljee [JeHCTBUS, CAeACTBUEM KOTOPBIX SIBJSIETCS
HapyllleHre 0e30MacHOCTU TIePCOHA/IbHBIX JaHHBIX TIPU UX 00paboTKe TeXHUUYeCKUMU
CpeACTBaMU B MH()OPMALIMOHHBIX CUCTeMaX MepCOHA/bHbBIX TaHHBIX.

HeaBroMaTu3upoBanHasi 00pa0oTKa INepPCOHAJBHBLIX JAaHHbIX - 00paboTka
MepPCOHAJIbHBIX [JJaHHBIX, COJepXKallUXCcsi B HMH(OPMAlLMOHHOW CHCTeMe TePCOHAJbHBIX
JJaHHBIX MO0 W3BIEUEHHbIX M3 TaKOW CHUCTEeMbl, CUUTAeTCsS OCYIIeCTBIeHHOW 0e3
WCIO/b30BaHusl  CPEJICTB aBTOMAaTU3allid (HEeaBTOMATU3MPOBAaHHOW), €eC/AW Takue
JeNCTBUS C  TepCOHA/JIbHBIMK  JIaHHBIMM, KaK  HCI0/Ib30BaHWe,  YTOUYHEHUe,
pacrnpocTpaHeHWe, YHUUTOXKEHUE TepCOHaTbHBIX [JaHHbIX B OTHOIIEHUM KaXJ0ro W3
CyOBeKTOB TepCOHA/IbHBIX JaHHBIX, OCYIIIECTBJISIOTCS MPU HEIMOCPe/ICTBEHHOM YuaCTHH
yesioBeKa.

HenexnapupoBaHHbie BO3MOKHOCTH - (DYHKIMOHA/bHble BO3MOXHOCTU CPE/ICTB
BBIUMC/IUTE/TbHOM TEXHUKH, He OMUCaHHble WIA He COOTBETCTBYIOLME OIMMCaHHBIM B
JIOKyMeHTal[1H, rpu WCII0/Tb30BaHUU KOTOPBIX BO3MOXXHO HapylleHue
KOHGbHUEHITNATLHOCTH, AOCTYITHOCTH WM 11eJIOCTHOCTH 00pabaTbiBaeMoi MH(OPMALIUH.

HecaHKIMOHUPOBAHHbIN JOCTYN (HeCAHKI{MOHMPOBAHHbBIE JeHCTBHA) - JOCTYII
K MHGOpMaLuM WU AEeUCTBUSI C UH(pOpMaLeid, Hapyllaloliye MpaBuia pa3rpaHUueHus
JIOCTyMa C WCIO/b30BaHHWEM IITaTHBIX CPeJCTB, MpeAoCTaB/sieMblX WH(OPMAaI[MOHHBIMU
CHUCTeMaMU TepCOHabHBIX JJaHHbIX.

Hocurens unpopmanun - GU3NUECKOe JIMIO WM MaTepUa/lbHbIE 00BEKT, B TOM
yncsie (U3MYeckoe rosie, B KOTOPOM HMH(pOpMalLs HaXxOJWUT CBOE OTPaKeHWe B BHU[IE
CHUMBOJIOB, 00pa30B, CHUrHA/IOB, TeXHUUECKUX pelleHUM U TIPoliecCoB, KOIMUeCTBEeHHBIX
XapaKTePUCTUK (DU3NUeCKUX BeJTMUUH.

O6e3IMYNBaHNe TEPCOHAIBHBIX [IAHHBIX - [IeMCTBUSI, B pe3yJibTaTe KOTOPBIX
CTAaHOBUTCSI HEBO3MOXXHbIM 0e3  UCIOb30BaHUS  IOTOJHUTENBHON  MH(pOpMaIu
orpeJieNIUTh  TMPUHAJJIE)KHOCTh TIePCOHANMBHBIX TAHHBIX KOHKPETHOMY CyOBeKTy
TepCOHAa/TbHBIX TaHHbIX.

O06pafoTka NEpCOHANBLHBIX JaHHBIX - JF00Oe eiicTBue (Orepaifusi) UM
COBOKYITHOCTb [leiCTBMI (Orepaiiuii), COBeplllaeMbIX C MCI0J/Jb30BaHUEM CpPe/ICTB
aBTOMaTH3allMi Wiu 0e3 HCIO/Ib30BaHUSI TaKUX CPeACTB C MepCOHa/bHBIMU JIaHHBIMHU,
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BK/Mouasi cbop, 3ammch, CHUCTeMaTU3alMio, HaAKOIJIeHWe, XpaHeHWe, YTOUHEHHe
(oOHOB/IEHME, W3MEHEeHHe), HU3B/IeueHre, HMCI0/Ib30BaHue, Tepeaauy (paclpoCcTpaHeHue,
Tipe/ocTaB/ieHre, [JOCTyIl), obe3nnuuBaHue, OJOKUpOBaHUe, yjaneHUe, YHUUTO)KeHHe
repCcoHaIbHbIX JaHHBIX.

OO01e10cTyNIHBIE MEPCOHAJIbHBIE [aHHbIe - IIepCOHa/IbHbIe [lJaHHbIe, [OCTYI
HEOTPAaHUUEHHOTO Kpyra /Ml K KOTODPhIM TIpe/IoCTaBlieH C coryiacusi CyOBeKTa
MepPCOHAJIbHBIX JAHHBIX WM Ha KOTOPbIe B COOTBETCTBUU C (PefiepasbHBIMU 3aKOHAMU He
pacnpocTpaHsieTcsi TpeboBaHue cob6/1r0/IeHNs] KOHMHeHITMaTbHOCTH.

OnepaTtop (mepcOHATBLHBIX JAHHBIX) - TOCYJAaPCTBEHHbIM OpraH, MyHULUMNAJIbHBIU
Opra, 1puanueckoe Ui pu3nueckoe JUL0, CAMOCTOSITE/IbHO UM COBMECTHO C APYTUMU
JULIAMU OpraHu3yoIue U (MIK1) OCyIIecTB/Istole 00pabOTKY MepCcoHaMbHBIX AaHHBIX, a
TaK)Ke OIpejiesisitolye 1ie/id 00paboTKY MepCcoHa/IbHBIX JAaHHBIX, COCTAB MePCOHATbHBIX
JAHHBIX, TIOJjIe)Kalux o0paboTke, felicTBUsi  (omepaidd), COBepIllaeMble  C
IepCoHa/IbHBIMU JaHHBIMU.

TexHnuveckue cpeacrsa HHPOPMAUUOHHOM CHCTEMbI NEPCOHAJIBbHBLIX JAHHBIX -
Cpe/iCTBAa BBIYMCIUTETHLHON TeXHUKU, WH(POPMAaI[MOHHO-BLIUUC/IUTE/IbHbIE KOMIIEKCHI U
CeTH, Cpe/iCTBa M CHUCTeMBbI Tiepejjauu, ripueMa u obpabotku I1/1H (cpeicTBa U CUCTEMBI
3BYKO3allCH, 3BYKOYCUJ/IeHHUs, 3BYKOBOCIIPOM3BeIeHs, [IeperoBOpHbIe U TeJleBU3HOHHbIe
YCTPOWCTBA, CpeACTBA W3rOTOBJIEHUS,, THUPaKUPOBaHUS [JOKYMEHTOB U Jpyrue
TeXHUUeCcKHe cpe/icTBa 00paboTKu peueBoit, rpaduueckoii, BUjje0- U OyKBeHHOI[M(DPOBOM
vH(OpMaluK), IporpaMMHbIe Cpe/iCTBa (OrepaljioOHHbIe CUCTEMbI, CUCTEMBI YIIPaB/IeHUS
G6a3aMu JaHHBIX W T.I.), CpeJACTBa 3alUThl HWHGOpPMAI[MH, TpUMeHsieMble B
VMH(OPMaI[MOHHBIX CUCTEMaX.

IlepexBat (uHdopMammu) - HeNpaBOMEPHOe TIOMyueHWe HWHQPOpMaluu C
WCTI0/Tb30BaHEM TeXHUUYECKOTO CpeZICTBA, OCYIIeCTBISIONIEro oOHapy>keHue, TprueM U
00paboTKy MH(OPMATHBHBLIX CUTHAJIOB.

Ilepconanbubie AaHHbIe - Ji0Oas WHGOpPMAILKs, OTHOCSILASCA K TIPIMO WM
KOCBEHHO OrpeJie/IleHHOMY WIX ompejensieMoMy (usnueckoMy Jully (CyObekTy
repCOHa/bHBIX IaHHbIX);

IToOouHbIe 3/IEKTPOMArHUTHbIE H3/y4eHUs] 1 HABOJAKH - 3/IeKTPOMarHUTHbIE
W3/TyueHus] TeXHUUeCKHUX Cpe/ICTB 00paboTKU 3alluiijaeMoii HHPpOopMaluK, BO3HUKATOII[1e
KakK 1000YHOe siBjieHHe W BbI3BaHHbBIE 3/IEKTPUUECKUMU CUTHA/IaMU, JIeMCTBYIOIIIUMU B UX
J/IEKTPUUECKUX U MAarHWTHBIX LeMgX, a TakKe 3/IeKTPOMarHWTHble HaBOJKU 3THUX
CUTHA/I0OB Ha TOKOIIPOBOJALIMe JIMHUU, KOHCTPYKLIUU U Lielli MTUTaHus.

IMomTHKAa «YHCTOrO CTOJNA» - KOMIUIEKC OpraHU3alMOHHBIX MepONPUSTHH,
KOHTPOJIMUPYIOIIUX OTCYTCTBHE 3alMChiBaHUS Ha OyMa)kHble HOCUTe/NU Kioued U
aTpruOyTOB AoCTYyTIa (TIaposieii) M XpaHeHHsT X BOIM3K 00BEKTOB OCTYTIA.

ITonb3oBaTe/ b UH(POPMALMOHHOM CHUCTEMbI MEePCOHA/NbHBIX JAHHBIX - JIULIO,
ydacTBylolllee B (DYHKIMOHUPOBAHMM UWH(POPMALIMOHHOM CHUCTEMbI TepPCOHA/bHBIX
JTaHHBIX WJIM UCTI0/Ib3YHOlllee pe3y/ibTaThl ee (PYHKIIMOHUPOBAHUSI.



IlpaBuja pasrpaHudYeHusi J0CTyna - COBOKYITHOCTh TMpaBHUJ/, PerjaMeHTUPYIOIIUX
TIpaBa [IOCTyTla CyObeKTOB [IOCTyTIa K 00BheKTaM /I0CTYTIa.

IlporpaMmHasi 3aKjaaKa - KO TMPOrpPaMMbl, TpeJHaMepeHHO BHECEHHBbIH B
IporpaMMy C Ie/lbl0 OCYIIIeCTBUTb YTEUKy, W3MEHHTb, OJIOKHPOBaTb, YHUUTOXKHUTh
vHGOPMAIIMI0O WIA YHAYTOXUTh U MOAUGHUIMPOBATH IMPOrpaMMHOE obecrieueHue
WH(OPMAILIMOHHON CUCTEeMbI MePCOHAIbHBIX JAHHBIX U (UIM) OJIOKUPOBaTh arrapaTHbIe
CpefCTBa.

IIporpammHoe (mMporpaMMHO-MaTeMaTHYeCKOe) BO3/leliCTBHE -
HEeCAHKLIMOHUPOBAHHOE BO3/IeCTBHE Ha pecypchl aBTOMAaTHU3UPOBAaHHOU
WH(POPMALIMOHHOM CHUCTEMBI, OCYIIECTB/IIEMOe C MCIIO/Ib30BaHUEM BpeJIOHOCHBIX
TIPOTPAMM.

PackpbiTHE NEPCOHAJIBHBIX JAHHBIX - YMBIIUIEHHOE WIA CAydyaiiHOe HapylleHHe
KOHGbHUeHITMATLHOCTH TIePCOHATBHBIX JaHHbIX.

PacnpocTpaHeHHe TepPCOHAJBLHBIX JAaHHBIX - JIEMCTBMS, HallpaB/IeHHble Ha
pacKpbITHe IIePCOHAIBHBIX JaHHBIX HEOIlpee/leHHOMY KPYTY JIULIL.
Pecypc wuHpOpMANMOHHOM cHCTeMbI - KWMEHOBAHHbIM 9/IeME@HT CHCTEMHOTO,

TIPUK/IaZIHOTO WM amrapaTHOTo obecrieueHUst (PYyHKLMOHWPOBaHUS MH(POPMALIMOHHOM
CUCTEMBL.

CHEIII/IaJ'IbeIe KaTeropuu INepCoOHA/IBHBIX [JTaHHBIX - TIIepCOHa/IbHbIE [laHHEIE,
Kacaroluecsi pacoBOM, HALMOHA/JbHOM TIPUHAAJIEKHOCTH, TOJIUTUUECKUX B3IVIAO0B,
PEJIUTUO3HBIX WM Gunocockux ybekaeHuid, COCTOSTHUS 3/I0POBbSi 1 UHTUMHOM >KH3HU
CcyOBeKTa rmepCoHa/TbHBIX JAHHBIX.

CpeacTBa BBIYMCAMTENbHON TEXHMKHM - COBOKYITHOCTb IIPOrpAMMHBIX W TeX-
HUYeCKUX 3/71eMEeHTOB cucTeM 00pabOTKM [aHHBIX, CIMOCOOHBIX (YHKLIMOHUPOBATh
CaMOCTOATEJILHO WIX B COCTaBe JPYTMX CUCTEM.

CyobekT goctyna (cy0beKT) - JIMLUO WIM TIPOLIeCC, MOEeMCTBUS KOTOPOro
perjiaMeHTUPYIOTCS TPaBU/IaMU pa3rpaHUdeHUst I0CTyMa.

TexHuuyeckuii KaHaa yredyku HHGOPMAIUU - COBOKYITHOCTh HOCUTE/II UH(OpMaLuu
(cpencTBa 06paboTKu), hU3NUECKOM CpeJbl pacpoCcTpaHeHus UHPOPMaTUBHOTO CUTHAA
Y CpeJCTB, KOTOPLIMU 0ObIBaeTCs 3aliuiijaemMasi THpopMarius.

TpaHncrpanuyHasi mepeaadya IepPCOHAJbHBIX JaHHBIX - Tlepefjadya IepCOHAJIbHBIX
JlaHHBIX orepaTopoM uepe3 ['ocygapcTBeHHY0 rpaHuLly Poccuiickont ®@efiepaliii oprany
BJIACTU HHOCTPAaHHOIO TOCYZAapCTBa, (PU3NUECKOMY WM HOPUAAYECKOMY  JIULY
MHOCTPaHHOI'0 rOCyapCTBa.

Yrpo3pl 0€30MacHOCTH NEPCOHAIBHBIX JAHHBIX - COBOKYITHOCTb YC/JIOBUM U
(haKTOpOB, CO3JAKIIMX OMAaCHOCTh HECAHKL[MOHMPOBAHHOIO, B TOM YMCJIEe CIy4arlHOro,
[OCTYyTIa K NepCOHA/IbHBIM JIaHHBIM, pPe3yJIbTaTOM KOTOPOTO MOJKeT CTaTb YHUUTOKEHHE,
r3MeHeHre, OJIOKMPOBaHUe, KOMMPOBaHKe, PaclpoCTpaHeHWe TepCOHA/IbHBIX [JaHHBIX, a
TaK)Ke WHBIX HeCAHKI[MOHUPOBAHHBIX /eWCTBUM TMpU uX 00paboTke B MHGOpPMAI[MOHHON
CUCTEMe TIePCOHAJIbHBIX JJaHHBIX.
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YHUYTOKEHHE TEePCOHANBHBIX AaHHBIX - [IeMCTBUSA, B pe3yJibTaTe KOTOPBIX
CTAaHOBUTCA HEBO3MOXXHBIM BOCCTAaHOBUTL COJep)KaHHe I[1epCOHA/bHbIX [JaHHBIX B
MH(OPMAIIMOHHOM CHUCTeMe TlepCOHalbHBIX JaHHbIX U (WIK) B pe3y/bTaTe KOTOPbIX
YHUUTO>KAIOTCA MaTepHalibHble HOCUTEe/U epCOHAbHBIX JaHHbIX.

YTeuka (3amuimjaemori) wuHpopMalMM N0 TeXHUYECKMM KaHajlaM -
HEKOHTPOJIMpyeMoe pacIipocTpaHeHHe WHGbOpPMal[id OT HOCUTeJIs 3alliuiiiaeMou uH}op-
Maluu yepe3 (U3MUECKYI0 Cpelly [0 TeXHUYeCKOro Cpe/CTBa, OCYIIeCTB/ISIIOIIEro
riepexBaT UH(POPMaIUH.

Ys3BUMoOCTB - CJTA0OCTh B CPe/ICTBAX 3allUThl, KOTOPYIO MOXKHO HCITI0/Ib30BaTh [I/Ist
HapyIlleH!s1 CUCTeMbl WIN COJiep>Kallieiicsi B Heli MHGOpMaLUU.

IlestocTHOCTH, MHpOpPMAaNMU - CIIOCOOHOCTH CpPeACTBA BBLIUMC/IUTETHLHOM TEeXHUKH
WM aBTOMATU3HMPOBAHHOW CHCTeMbl oOecrieunMBaTh HEW3MEeHHOCTh WH(opMalid B
YCJOBUSIX CTyUYalHOTO W/W/W MIpeJHaMePEeHHOT0 UCKayKeHUs (pa3pylleHus).



OBO3HAYEHUSA 1 COKPAILIEHUA

ABC - aHTUBUpPYCHBIe CpefiCTBa

APM - aBTOMaTH3MPOBaHHOE pabouee MeCTO

BTCC - BcioMorareibHble TeXHUYeCKre CpeJCTBa U CUCTEMBI
NCIIIH - uHdopMalMoHHas CMCTeMa MepCOHA/IbHbBIX JaHHBIX
K3 - KoHTpO/Mpyemas 30Ha

JIBC - jioKasibHas BBIYMC/IATe/IbHAs CeTh

MD3 - Me)XceTeBOU 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIM AOCTYII

OC - onepaLoHHas cucTeMa

[1/1H - mepcoHa/ibHbIe JaHHbIe

[IMB - nporpaMMHO-MaTemMaTHUeCKOe BO3/|eiCTBHE

1O - nmporpaMMHOe obecrieueHue

[ISMUH - nob6oyHbIe 371eKTPOMarHuTHbIE U3TyYeHUs] U1 HAaBOJKU
CA3 - cucrema aHanu3a 3alyIleHHOCTH

C3U - cpepncTBa 3aiuThl UHGOpMaIUn

C3I1/JH - cucTeMa (MoicCcTeMa) 3all[UThI TTePCOHATBHBIX JJAHHBIX
COB - cucrema 06Hapy>KeHUsT BTOP>KeHUIM

TKYMU - TexHuueckue KaHasbl yTeUku UHGOpMaLUU

YBII/IH - yrpo3s! 6€301acHOCTH MepCOHAMBHBIX JaHHBIX



BBEJIEHUE

Hacrosiasi [losvtika uwHboOpMallMoOHHOM Oe3omacHocT Tipu  paboTe C
TepCOHAbHBIMU IaHHBIMH B JlerTsipckoi ropo/ICKON TeppUTOPHa/IbHON M30UpaTebHON
KoMuccuu (ganee - [TonMtrka) siByisieTcsi O(PULIMA/IbHBIM JOKYMEHTOM.

[TosnuThKa pa3paboTaHa B COOTBETCTBUM C TPeOOBaHUSIMU, YCTaHOB/IEHHBIMHU:

denepanbHbiM - 3aKOHOM 0T 27.07.2006 Ne 149-®3 «O6 wuHbopMmaruu,
VMH(}OPMaI[MOHHBIX TEXHOJIOTUSIX U O 3all[uTe MH(HOpMaLun»;

®efepanbHbIM 3aKOHOM 0T 27.07.2006 Ne 152-®3 «O niepcoHanbHbIX JaHHbIX»;

noctaHoB/ieHreM [IpaBuTtenscTtBa Poccutickont ®epepanmm ot 01.11.2012 Ne 1119
«O6 yTBepKAeHUH TpeOOBaHUM K 3allUTe MepPCOHAMbHBIX JaHHBIX MMPH WX 00paboTke B
VMH(}OPMAaI[MOHHBIX CUCTeMaX MepCOHa/IbHbBIX JaHHbIX»;

rioctaHoBsieHreM IIpaBurenbctBa Poccuiickor ®@egepanuu ot 15.09.2008 Ne 687
«O06 yTBepkJieHUH T00KeHHss 00 0CcOOeHHOCTSIX 00pabOTKU TepPCOHA/NbHBIX AAHHBIX,
OCyIL[eCTB/IsIeMOM 0e3 UCTI0/Tb30BaHUsI CPeJICTB aBTOMATH3aL[U»;

riocraHoBieHueM [IpaBurtenbctBa Poccuiickont @efepanmu ot 21.03.2012 Ne 211
«O6 yTBep)KAeHUM TiepeuHsi Mep, HarpaB/JieHHbIX Ha oOecrieueHre BBITIOHEHHS
00s13aHHOCTE, MpeyCMOTpeHHbIX PefiepabHBIM 3aKOHOM «(O TIepPCOHATBHBIX JaHHBIX»
Y TIPUHSATBIMU B COOTBETCTBUM C HUM HOPMAaTUBHBIMU MPABOBLIMU aKTaMH, OllepaTOpaMH,
SIBJISTFOLLIMMUCSI TOCYJapCTBEHHBIMU WU/TM MYyHULIMIA/IbHBIMU OpraHaMU»;

npukazoMm ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yTBepkaeHuu CocTaBa U
co/ilep>KaHUsl OpraHU3allMOHHBIX U TeXHUYEeCKHUX Mep 1o obecrieueHHto 6e30TacHOCTH
MepPCOHANbHBIX  JaHHBIX TpH UX 00paboTke B HWH(POPMAIIMOHHBIX CHCTEMax
TepCOHAaTbHBIX TaHHBIX»,

npukazom ®CBb Poccun ot 10.07.2014 Ne 378 «OO6 yTBep)K[eHHWM COCTaBa U
co/ilep>KaHUsl OpraHU3allMOHHBIX U TeXHUYEeCKHUX Mep 1o obecrieueHHto 6e30TacHOCTH
MepPCOHANbHBIX  JaHHBIX TPH UX 00paboTke B HMH(POPMAIIMOHHBIX CHCTEMax
MepPCOHA/IbHLIX JaHHBbIX C UCMO/Ab30BaHUEM CpeCTB KpuUNTorpaduuyeckou 3aluThbl
vHbopMaliy, HeoOXOAWMBIX /Jisi BBITIOJHEHUS] YCTaHOB/IeHHBbIX [IpaBUTE/NLCTBOM
Poccuiickoit ®enepaiiuy TpeboBaHMi K 3allUTe TePCOHA/IbHBIX JaHHBIX [IJIs KaXK0ro 13
YPOBHEH 3allUALL[eHHOCTU»;

MeToauuecKUMU peKOMeHAALUsAMUA 110 pa3pab0TKe HOPMATHMBHBIX TIPABOBBIX
aKTOB, OTpe/le/ISIFOIINX yrpo3bl 6e30MaCHOCTU TePCOHABbHBIX JJaHHBIX, aKTyaabHbIe TIPU
00paboTKe TepCOHA/NbHBIX [JaHHBIX B WHGOPMAIIMOHHBIX CHCTeMax IepCOHaTbHBIX
JlAaHHBIX,  9KCIUIyaTUPYeMbIX TpPHA  OCYIIeCTBJ€HUA  COOTBETCTBYIOI[UX  BHUJIOB
JleaTeNIbHOCTH, yTBepKJeHHbIMU PyKoBOACTBOM 8 Llentpa ®CB Poccum 31.03.2015 No
149/7/2/6-432.

B Tlonutuke omnpegeneHsl TpeboBaHuss K mnepcoHany WMCII[H, cTeneHb
OTBETCTBEHHOCTU TIepCOHasla, CTPYKTypa ¥ HeOoOXOJUMbBIM YPOBEHb 3allUI[eHHOCTH,
CTaTyC U JOJ/DKHOCTHbIE O0O0si3aHHOCTU COTPY/HUKOB, OTBETCTBEHHBIX 3a obecreueHue



Oe3omacHocTh  TiepcoHanbHbIX  AaHHbIX B MCIIJH  [ertsapckoil  ropojckoi
TepPUTOPHA/IbHOM N30UpaTe/ibHOM KoMuccuu (fanee — Komuccus).

1. O0mMe 1o/10)KeHUus

Lenpro HacToseidd IlosuTHKKM siBAsieTCs oOecriedueHre 0e30MacCHOCTH OOBEKTOB
3amThl KoMuccuy OT BCeX BHIOB YIPO3, BHEIIHWX W BHYTPEHHUX, YMBIIUIEHHBIX U
HeTipeJHaMepeHHbIX, MHWHUMH3aI[Usl yilepba OT BO3MOKHOW peanu3alid  yIrpo3
6e3omnacHoctu [1H (YBITOH).

be3oracHOCT,  TMepCOHANbHBIX JIAHHBIX  JOCTHUTAeTCS TyTeM  HCKIHOUeHUs
HECAHKI[MOHWUPOBAHHOT'O, B TOM UHCJ/Ie CTyYalHOT0, AOCTYIIA K ITePCOHAIbHBIM JAHHBIM,
pe3y/JibTaTOM KOTOPOTO MOXXET CTaTh YHUUTOXKEHHWe, W3MeHeHHe, OJIOKUpOBaHue,
KOITMPOBaHWe,  paclpoCTpaHeHWe  TepCOHANbHBIX  /IaHHBIX, a TakKKe  HWHBIX
HeCaHKI[MOHUPOBAHHBIX JeUCTBUM.

WudopMaiiusi ¥ cBsi3aHHbIe C HEW pecypchl [O/DKHBI OBITh JOCTYIHBI ISt
aBTOPH30BaHHBIX  IO/b3oBaresiell.  JIO/DKHO — OCYIECTBASTbCS —~— CBOEBPEMEHHOE
obHapy)keHHe U pearupoBaHre Ha YBIT/IH.

IIO/MDKHO OCYIIeCTB/ISATLCS TIpeIOTBpalljeHre TIpeJHaMepeHHBbIX WM C/IyuyaliHbIX,
YACTUYHBIX WM TIOJHBIX HECAHKL[MOHWUPOBAHHBIX MOAUMDUKAIMA WIM YHUUTOXKEHHS
JAHHBIX.

CoctaB 00BEKTOB 3all[UThl TIpe[CTaBieH B «llepeuHe TepCOHaNbHBIX [aHHBIX,
obpabatbiBaeMbIx B [IerTIpcKoMl T'OpPOACKOM TeppUTOPHANbHOM HW30HpaTebHOM
KOMUCCUU B CBSI3M C peayd3aijyei Ciay>KeOHbIX (TPYZOBBIX) OTHOIIIEHHM, a TaKKe
OCYIIIeCTB/IEHEM IrOCYZAPCTBEHHBIX (YHKIUI».

Cocras UCIIH nopyexammx  3amure, 1rpexacraBjieH B «llepeune
VH(GOPMAL[MOHHBIX CUCTeM TepCOHA/MbHBIX [JaHHBIX B JlerTIpcKkodl  Tropo/CcKoi
TEePPUTOPHA/ILHON M30MpaTeTbHON KOMUCCHI.

2. O0/1acTh ACiCTBUA

TpeboBanust Hacrosimeid I[TOJIMTHKA PacpOCTPaHSIOTCS Ha BCEX COTPY/AHUKOB
Komuccun (IITaTHBIX, BpeMEeHHBIX, PabOTaloIMX 10 KOHTPAKTY U T.I.), a TaKKe BCEX
NMpouuXx juL (TTOAPSAUMKY, ayAUTOPHI U T.11.).

3. Cucrema 3alUThI IEPCOHA/IbHBIX JAHHBIX

ObecrieueHre 6€30MaCHOCTU TePCOHAIBHBIX JaHHBIX JOCTUTAeTCsl, B YaCTHOCTH:

orpefie/ieHeM yrpo3 0e30MacHOCTH TepCOHa/bHBIX JJaHHBIX TIPU UX 00paboTKe B
MH(OPMAaLIMOHHBIX CUCTEMaX NePCOHA/IbHBIX JJaHHBIX;

NpUMeHeHeM OpraHW3al[MOHHBIX W TeXHUUeCKUX Mep Ti0 obecrieyeHuio
6e30MacHOCTH MepCoOHaNbHBIX AAHHBLIX MPU WX 00paboTKe B MH(POPMAIIMOHHBIX CHCTeMaXxX
TePCOHA/IbHBIX JIaHHBIX, HE0OXOAWMBIX [ijIS BBIMOJHEHUsT TpebOOBaHWM K 3all[uTe
TepPCOHANbHBIX ~ [IJaHHBIX, HCTIOJTHEHWe KOTOPBIX oOecrieurBaeT  yCTAaHOBJIEHHbBIE
[IpaBuTenbctBOM Poccuiickont ®efiepaliid YpOBHHU  3allUILIEHHOCTU ITePCOHA/IbHBIX
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JlaHHBIX;

TpUMEHEeHWeM TMpOLIeAIINX B YCTAaHOBJIEHHOM TIOPSiIKE TPOLIEAYPY OLIEHKH
COOTBETCTBUSI CPE/ICTB 3allUThl MH(OPMaLUW;

OlleHKOM 3(PdheKTUBHOCTU TIPUHUMaeMbIX Mep TI0 obOecrieueHUI0 06e30MacHOCTU
MePCOHA/IbHBIX [IaHHBIX JI0 BBOZJA B SKCIUIyaTalMl0 HWH(POPMALMOHHOM CHUCTEMBbI
TepCOHa/bHBIX JaHHBIX;

YYETOM MallIMHHBIX HOCUTeJIeU NePCOHA/bHbBIX [aHHBIX;

oOHapy>xeHreM (DaKTOB HeCaHKLMOHUPOBAHHOTO [OCTyMa K [epCOHaIbHbIM
JAHHbIM U TIPUHSTHEM Mep, B TOM UHMCJie Mep 10 OOHapyKeHWI0, TIPeAyIIPeXXAeHUI0 U
MUKBUJIALIMUA  TIOC/eACTBUM KOMIIBIOTEPDHBIX aTakK Ha WH(OpPMalLMOHHbIE CUCTEMBbI
TepCOHa/IbHBIX JaHHBIX Y 10 pearipOBaHUIO Ha KOMITbIOTEPHbIE UHLU/EHTHI B HUX;

BOCCTAHOB/IEHMEM  TePCOHA/bHbIX  JAHHBIX,  MOJUA(MPUIMPOBAHHBIX WM
YHUUYTOXEeHHbBIX BCJ/Ie/ICTBHEe HeCaHKLMOHUPOBAHHOIO JOCTYyIIa K HUM;

yCTaHOBJIEHWEM TIPaBWI [JOCTyTa K TepPCOHAbHBIM JJaHHBIM, 00pabaThiBaeMbIM B
WH(GOPMAI[MOHHOW CHCTeMe TiepCOHalbHbIX [JaHHBIX, a Takke obecreueHreM
perucTpaluyu M yueTa BCeX [eWCTBUM, COBepIIaeMbIX C MepCOHalIbHBIMU [JAHHBIMU B
VH(OPMAaLMOHHOW CHCTeMe NepCOHA/IbHBIX [JaHHBIX;

KOHTpOJIEM 3a TIPUHUMAaeMbIMM MepaMu 10 obecrieueHWIO 0e30MacHOCTH
MepPCOHA/IbHbIX JAHHBIX W YPOBHS  3allMIEHHOCTH WH(OPMALMOHHBIX CHUCTEM
TIepCOHa/IbHBIX IaHHbIX.

CurcreMa 3alUTHI IepCOHaMbHBIX AaHHbIX (C3I1IH), CTPOUTCA Ha OCHOBaHUU:

AKTa BHyTpeHHEeT0 KOHTPOJISI COOTBETCTBHSI 00pabOTKHM MepCOHA/TbHBIX JaHHBIX.

[TepeuHsi MepCcOHA/NBLHBIX JaHHBIX, OOpabaThiBaeMbiXx B [IerTspCKOM Topo/CKOMN
TepPUTOPUA/IbHON Mu30upaTesbHOM KOMHUCCHMM B CBSI3UM C peanu3aled Ciy>KeOHbIX
(TPyZOBBIX) OTHOLLIEHHH, a TAKXKe OCYL|eCTBIIeHUEM rOCy/1apCTBEHHbIX (PYHKILMH;

AKTOB KnaccuduKaliui UHPOPMAaLIMOHHBIX CUCTeM MePCOHA/IbHBIX [JaHHBIX;

Mogienu yrpo3 6e30macHOCTH TlepCOHA/IbHBIX JAaHHBIX;

MaTpuibl JOCTyMa MoJb30Baresiel K 3aliyijaeMbIM MH(OPMALMOHHBIM pecypcam
NCITOH;

PykoBogsiux nokymentoB @CTOK Poccuu u ®CB Poccum.

Ha ocHoBaHMM 3THUX [OKYMEHTOB oOripefiesisieTcsi HeoOXOJuMbI  ypPOBeHb
sawuieHHocTy 11 kaxaou MCIT[AH Komuccuu. Ha ocHOBaHMU aHanM3a akTyabHBIX
yrpo3 6e3oracHocty II/IH omucaHHoro B Mogenu yrpos, JeflaeTcs 3ak/ioueHue o
HeoOXOJUMOCTH  WCITIONB30BaHUS  TEeXHWUUECKUX CpPeACTB W OpPTraHM3alMOHHBIX
MeporpuaTuid Ayt obecrieueHuss Oe3omacHocty [1/IH. BriOpaHHBIE He0OXOAMMBIE
MeponpusAThs OTpaxaroTca B «CocTaBe Mep 3al[uTbl MH(OPMALMOHHBIX CHUCTEM
IepCOHa/IbHBIX JaHHbBIX».

Ons WCIIOH npomkeH OBITH COCTaB/IeH CITMCOK MCIIO/Nb3YEeMBIX TEeXHUUECKHUX
cpeacTB  3auuThl (ganee - CHOMCOK), a TakK »ke IIpOrpaMMHOro obecrieueHws,
yuacTBytoiiero B oopabotke I1/]H, Ha Bcex 3meMeHTax MCIT/IH:
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APM nonw3oBaTenei;

CepBepa MpUI0KeHUM;

CYB[;

I'panunel JIBC;

KananoB mepefjaun B ceTu OOIero IoJib30BaHUsA W (WIM) MeKAYHAapOJHOTO
obMeHa, ec/ii 10 HUM niepeatoTcs T1/JH.

B 3aBucumocTy oT ypoBHs 3aujuineHHoctd UCIIIH u akTyanbHbiX yrpos, C3I11H
MOXKeT BK/IKOUaTh C/Ie[yrolye TeXHAYeCKue Cpe/iCTBa:

AHTUBHUPYCHBIE CPeZICTBA /11 pab0UMX CTaHIWM ITO/Tb30BaTe el U CEPBEPOB;

CpeZCTBa MeKCeTeBOTr0 SKPAaHUPOBAHUS;

Cpe/iCTBa KpUMNTorpaduueckon 3aliydTbl THPOPMALIUU TIPU Tepejjaue 3aluilaeMon
MH(OpMaIuK 110 KaHa/laM CBSI3U.

Tak ke B CITMCOK [JO/DKHBI OBITH BK/IFOUEHbI (DYHKI[UW 3all[UThl, 0OecrieunBaemMbie
ITaTHBIMA ~ cpefcTBaMu  obpabotku [I[IH  omepaimonHbiMu  cuctemMamu  (OC),
npuknagubiM [10 U crieqyasbHBIMU KOMIUIEKCAMU, Pean3yroLMMU CPeCTBa 3alllUThl.
Crucok (hyHKIMH 3allUThl MOXKeT BK/IFOUATh:

yrpasJ/ieHHe U pasrpaHUueHre JOCTyIIa M0JIb30BaTeslew;

pPerucTparuio U yueT AercTBUM ¢ MHbOopMall1ei;

obecrieueHue 11€JI0CTHOCTH [JaHHBIX;

oOHapy’keHHe BTOP>KEHU.

COMCOK  HCMOMb3yeMbIX TEXHUUECKUX CpeACcTB oTpaxaeTcsi B  «[liane
MEepOTpUsTU 10  o0ecrieueHWIO  3all[UThl  TIePCOHA/BHBIX  AaHHbIX».  CITHMCOK
WCIIO/Ib3yeMbIX CpeJCTB [O/DKEH IIOAJep)KUBAaTbCA B aKTyaJbHOM COCTOSIHUM. lIpu
W3MEHEHWU COCTaBa TeXHUUEeCKUX CpeACcTB 3awutbl Wik sneMeHToB UCIIIH
COOTBETCTBYIOI[I€ HW3MEHEHUsI JO/DKHbI ObiTh BHeceHbl B CIMCOK U YTBep)K/EHBI
nipefcenaresieM  M36uparenbHoii Komuccud CBepAJIOBCKOM 00/1acT WM JTULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3aifuThl [1/1H.

4. TpeboBanus k noacucremam C3IIIu

C3I1[In BK/ItOUaeT B cebsi cyieyrolye TmoICHCTeMBbI:

yIipaBJ/ieHus JOCTYIIOM, PETUCTPALMU U yUueTa;

obecrieueHust 1|eIOCTHOCTHU U [JOCTYTTHOCTY;

AQHTUBUPYCHOU 3all[UTHI;

MeJKCeTeBOro 5KpaHUPOBaHUS;

aHa/m3a 3aljul|eHHOCTH;

oOHapy>kKeHUs BTOP)KeHUH;

KpUITorpaduueckom 3alliyThl.

[Mopcuctemsr C3I1/IH uMeroT pa3nWuHbIM (YHKLMOHAA B 3aBUCUMOCTH OT KJacca
NCII[H, omnpefgeneHHOT0O B «AKTe KilacCU(UKaUUU HWH(MOPMALMOHHON CHUCTEMBI
NepCOHA/bHBIX AaHHbIX». Criucok cooTBeTcTBUs GyHKUMN nogcucteM C3II/IH Knaccy
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3allUILEHHOCTU TIpe/ICTaB/ieH B TEXHUUECKOM 3aJlaHHU T0 CO3/JaHUI0 CUCTEMBI 3allUThI
vHdopmaly MHGOOPMAaIMOHHOW CUCTeMBbI MepCOHabHBIX JAHHBIX.

[MoacucTema yripaB/ieHUs JOCTYIIOM, DETUCTDALIUU U yueTa

[Tomcucrtema ynpaBiieHHs] JOCTYIIOM, DErMCTpalid W ydeTa TpeJHa3HaueHa JJis
peanu3anuu Caefyomux QyHKIUN:

HAeHTA(DUKAIIMM ¥ TIPOBEPKH TIOJTMHHOCTH CYOBbeKTOB [OCTyIa TIpM BXOZie B
NCITOH;

W eHTU(PUKALIUM TePMHUHAJIOB, Y3/I0B CETH, KaHa/lIOB CBS3H1, BHEIIIHUX YCTPOWCTB 10
JIOTUUECKUM MMeHaM;

WJeHTA(UKALMK TIporpaMM, TOMOB, KaTajioroB, ¢aiijioB, 3arvceid, rmoJieii 3arvcei
110 UMeHaM;

perucTpaluu Bxoja (BbixoZia) CyOBeKTOB A0OCTyIa B CUCTeMY (U3 CUCTeMbI), 1100
perucTpalnuu 3arpy3ky ¥ MHULMaIM3alyy OneparjiOHHOM CUCTEMBI U ee OCTaHOBaA.

PEruCTpaluu MOMbITOK AOCTYIAa MPOrpaMMHBIX CpPeACTB (TporpaMm, IPOLIECCOB,
3a/lay, 3a/laHUi) K 3alliyillaeMbIM daiiiam;

PEerucTpaluu MomnbITOK [JOCTyMNa NPOrpaMMHBIX CPe/ICTB K TepMHHasaaM, KaHa/laM
CBsI3M, IPOrpaMMaM, TOMaM, KartasjaoraMm, ¢ainiam, 3aricsiM, ToJIsSIM 3arucen.

[MoacucTema yripaB/ieHHsI [OCTYTIOM MOXKeT OBITh peajM30BaHa C TIOMOIIBIO
IITaTHBIX cpefcTB 00paboTku I1/IH (omepaloHHbIX cucTeM, npunoykenuit u CYB/). Tak
)Ke MOXKeT ObITb BHe/pEHO CrielidaibHOe TeXHUUeCKoe CpeCTBO WM UX KOMILIEKC,
OCYLLECTBJ/ISIFOLLe  [IOTIO/THUTE/IbHbIe Mepbl I10  ayTeHTU(UKALMd M  KOHTPOJIIO.
Harmpumep, mnipuMeHeHMe e[WHBIX XPAHW/IMIL YYETHBbIX 3allviCeld IM0Jb30BaTenern |
pervcTpalyoHHol WHGOpMaliy, UCMO/Ib30BaHUe OMOMeTPUYeCKMX U TeXHUYecKux (C
TIOMOIIBIO 3/IEKTPOHHBIX MTPOITYCKOB) Mep ayTeHTU(MUKALIUUA U IPYTUX.

[ToxcucreMa obecrieyeHus 1eI0CTHOCTUA U JIOCTYITHOCTH

[Mogcucrema obecrieueHusi 11eJIOCTHOCTH U JAOCTYITHOCTH TIpe/jHa3HaueHa [ijist
obecrieueHust L|eJIOCTHOCTU M JOCTynHOCTU [1/IH, mporpaMMHBIX U amnrapaTHbIX CPeZiCTB
UCTIJn Komuccuu, a TakK >Ke CpeJCTB 3alllUThbl, MPU CJIyYalHOW WM HaMepeHHOMU
MOAu(UKaLINU.

[Topgcucrema peanusyeTcss C IIOMOLBIO OpraHM3alyd pe3epBHOIO KOIHMPOBaHUS
obpabaTbiBaeMbIX TaHHBIX, a TaK ’Ke pe3epBUpPOBaHHEM K/TtoueBbIX 371eMeHTOB CII/IH.

HOQCHCTEM& aHTHBH[)yCHOﬁ 3dIINThBI

[MogcucremMa aHTUBUPYCHOM  3all[UThl  MpefiHa3HaueHa /s obecrieueHust
AHTHMBUPYCHOU 3a1uThl cepeepoB 1 APM nosib3oBatenen NCITOx Komuccun.
CpefcTBa aHTMBUPYCHOMW 3allUThI TpeJHa3HauyeHbl /i1 peanu3alyyd C/1eJyHux
(yHKLAN:
pe3u/IeHTHbI aHTUBHUPYCHBIM MOHUTOPUHT;
AHTUBUPYCHOE CKaHUPOBaHUe;
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CKpUMT-0JIOKHPOBaHUE;
LIeHTPa/IM30BaHHOM/yJa/IeHHOW yCTaHOBKW/JEMHCTA/ISIUAA aHTUBUPYCHOTO
MPOJAYKTa, HACTPOWKH, AaJMUHHUCTPHUPOBAHHUS, IIPOCMOTpPAa OTYETOB U
CTaTUCTUUeCKOU UH(opMali 110 paboTe MPOAYKTa;
aBTOMAaTH3UPOBAHHOTO 0OHOB/IEHUSI aHTUBHUPYCHBIX 0a3;
OrpaHHYeHHs MpaB T0JIb30BaTe/id Ha OCTAHOBKY WCIIOJHSIEMBIX 3a/lau U
M3MeHeHHs1 HaCTPOeK aHTUBUPYCHOT'O TIPOrPaMMHOT0 obecrieueHUs;
aBTOMAaTUUeCKOro 3arycka HerocpeCTBeHHO roce 3arpysku
OneparjioOHHOU CUCTEMBI.

[Togcucrtema peanu3yeTrcsi MyTeM BHEJPEHUs CIIEUa/bHOTO aHTHBUPYCHOTO

TporpaMMHOro obecrieueHust Ha Bce 3nemeHTsl UCIT/H.

IloacucTemMa MeXXCeTeBoro SKDPAHWPOBAHUA

[Tomcrcrema MeXXCeTEBOTO SKPaHUPOBaHWs TpeJHa3HaueHa /i peaav3aliuu
cnenyrouux QyHKIWN:

(buUIbTpali OTKPLITOTO U 3alliMbpoBaHHOIO (3aKpbITOro) IP- Tpaduka;

(¢uUKcaly BO BHYTPEHHHUX >KypHajaX WMH(OPMAaLUU O MPOXOASAIEM OTKDPBITOM U
3akpbITOM IP-Tpaduike;

AeHTUGUKALIMM U ayTeHTU(UKalMM aJMUHUCTPaTOpa MeXCeTeBOro 3KpaHa IpU
€ro JIOKa/IbHBIX 3aripocax Ha J0CTYTI;

pervcTpanuu Bxoza (BbIXOJa) aJMUHMCTPAaTOpPa MEXCETeBOr0 5KpaHa B CUCTEMY
(43 cucTeMbl) 0O 3arpy3Ky U UHULMATN3AL[UU CUCTEMBI U ee TIPOrPaMMHOI0 OCTaHOBa;

KOHTPOJ/ISI 1]e/IOCTHOCTU CBOel TTporpaMMHOM U MHGOPMal[OHHOMN YaCTH;

bunbTpalMM TaKeTOB CIy)KeOHBIX TPOTOKOJIOB, CAYKAIlUX [/Isi AUATHOCTUKU U
yrpaB/ieHUsi paboToM ceTeBbIX yCTPOUCTB;

(uUIbTpaLK C Y4eTOM BXOZHOIO U BBIXOJHOI'O CeTeBOr0 MHTep(derca Kak Cpe/iCTBa
TIPOBEPKU MO/ITMHHOCTU CEeTeBbIX a/IpeCoB;

pervcTpalnuu 1 yueTa 3arpaliiBaeMbIX CepPBHCOB MTPUK/IAJAHOIO YPOBHS;

0/I0KMpOBaHUsl [IOCTyINa HeuJeHTUPULMPOBaHHOTO 00beKkTa Wik CyObekTa,
MO/JIMHHOCTb KOTOPOTO TP  ayTeHTU(UKaLMd He TOATBEpAW/Iach, METO/aMH,
YCTOWUMBBLIMU K TepexBaTy;

KOHTPOJISI 32 CeTeBOM aKTUBHOCTBIO TIPUIOXKEeHUM U 00Hapy»KeHUsI CeTeBbIX aTak.

[Toacuctema peanu3yeTcss BHe/lpeHHMEM MPOrpaMMHO-alNapaTHbIX KOMILJIEKCOB
MeJ)KCeTeBOro 3KpaHrMpoBaHus Ha rpanulie JIBC, ki1accom He Huxe 4.

HOQCI/ICTEMa dHa/I13d 3dlHITTeHHOCTH

[MoacucTema aHamM3a 3allWIeHHOCTH [IO/DKHA o00ecrieunBaTh  BbISIBJIEHUE
ySI3BUMOCTEH, CBs3aHHBIX C ommbkamu B KoHburypauuu [10O WUCII/IH, KOTOpble MOTYT
OBbITH MCITO/Ib30BAHbI HAPYIIIHATEIEM [JIs peai3aliii aTakKd Ha CUCTEMY.

@OyHKIMOHA/MT  TIOACUCTEMBI  MOKET ObITh peanu30BaH TIPOTPAaMMHBIMU U
IpOrpaMMHO-arIapaTHbIMU CpeLCTBaMH.
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[Nopcucrema o6Hapy>KeHUs] BTODKEHUH

[MoacucTemMa oOHapy)KeHUsI BTOPXKeHWM JO/DKHa obecrieurBaTh —BhISIBJIEHHE
ceTeBbIX aTak Ha 37emMeHThl VICII/IH, TTOAK/IIOUeHHbIe K CeTSIM 00IIero Ioiab30BaHUsS U
(u11) MeXXIyHapoHOTO oOMeHa.

@OyHKIMOHA/T  TIOACUCTEMBI  MOKET ObITh peann30BaH TIPOTPAMMHBIMU U
MPOrpaMMHO-aNmnapaTHbIMKU CPeICTBAMU.

Ilogcucrema K[)HHTOF[)&Q)HQECKOﬁ 3aAIITUTHI

[Tomcucrema Kpunrorpaduueckor 3aljuThl NpefAHa3HayeHa A8 uckimrodenus HC/I
K 3awmuiaeMor nHpopMmarmu B UCITIH Komuccum npu ee nepefaue Mo KaHajiaM CBS3U
ceTeli 0011[eTO TI0/Tb30BaHUSA U (M/IM) MeXAYHApPOAHOTO oOMeHa.

[Topcucrema peanv3yeTcsi MyTeM BHeJpeHUs KpUIITOrpa(UuecKWx MpOrpaMMHO-
arirapaTHbIX KOMILIEKCOB.

5. ITonb3oBarenu UCII/In

B UCIIJx Komuccuyu MOXHO BbIJIeTUTh C/AeAYIOIUe TPYMIbl TM0b30BaTesen,
yuacTBYIOIIUX B 00paboTke 1 xpaHeHuu [1/1H:
Apmvunucrpatopsl UCITIH;
AamuHUCTpaTOpBI 6€30MacHOCTH;
Orneparopsl APM;
AnmunuctpaTtopsl cetu NCII/H;
TexHuueckue  CleLMAIUCTBl MO  OOC/AY)XMBaHWIO  MepuepUiHOTo
obopyzioBaHMS.
[laHHbIe O rpynnax MoJib30BaTeNsAX, YPOBHE UX JOCTyIla ¥ UH(POPMHUPOBAHHOCTH
JO/DKHBI OBITH OTpaKeHbl B Marpulle JOCTyra TMojb30oBaTesiell K 3alUilaeMbIM
VMH(}OPMaIMOHHBIM pecypcam.

ApmunucrpaTtop UCIT/TH

Apmvunrctpatop WCII[JH, coTpysHuk Komuccuu (WM WHOe YIOJHOMOUYEHHOE
JUL[0), OTBETCTBEHHbIM 3a HACTPOMKY, BHeApeHWe U cornpoBoxzaeHnue WCIIIH.
ObecnieuriBaeT (YHKIJMOHUPOBAHKE TIOJCUCTeMBI yripaBiaeHus goctyriom WCIIIH u
YIIOJIHOMOYEH OCYLLeCTB/IATh IpefoCTaB/JieHre Y pasrpaHUueHre [OCTyrna KOHEYHOIOo
nionb3oBatess (Onepatopa APM) K s/eMeHTaMm, XpaHSILIUM NepCOHa/IbHbIE [JaHHbIE.

ApamunanctpaTtop UCII/IH o6safiaeT ciefyroiiM YPOBHEM AOCTYTIa U 3HAHUM:

oOnajjaeT monHOW uWHGoOpMal[ell O CUCTEeMHOM W TPUK/IAJHOM TMPOTPaMMHOM
obecnieuennu UCII/H;

obsiaziaeT mMoMHOW WHQOpMalel 0 TeXHWYeCKUX CpeJCTBaX W KOH(Uryparmu
NCII/H;

MMeeT JOCTYNl KO BCeM TeXHUUeCKUM CpeicTBaM 00paboTku uHbOpMaluu |
nanseiM CII/IH;

oOmajjlaeT TpaBaMH KOH(PUTypHpOBaHWS U aJMHUHUCTPAaTUBHOM HACTPOUKU
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TexHuuyeckux cpefcts MCIIIH.

AamuHucTpaTop 6e30macHOCTH

ApmMuHucTpaTop ~— 6e3omacHocTH, — COTpyAHMK  Komuccuu — (Wi WHOe
YIOJIHOMOUYEHHOEe JIULI0), OTBETCTBEHHbIM 3a (yHKUMoHUpoBaHue C3II1/IH, Bk/IrOYast
oOcmy)kKuBaHWe Y HAaCTPONKY a/IMUHUCTPATUBHOM, CEPBEPHOM U K/IMeHTCKOW KOMITOHEHT.

ApamunucTpaTop 6e3oracHOCTU 00/1aZiaeT  CeAyIOLMM YPOBHEM [OCTyIa |
3HaHUMU:

obsagaer mpaBamu Amunuctparopa UCIT/IH;

obnazmaet rmonHoM nHdopmaiueii 06 MCIT/IH;

MMeeT JIOCTYM K CpeJiCTBaM 3all[UThl MH(OPMAaLM1 U IPOTOKOJIUPOBAHUS U K
yacTy KaroueBbix yiemeHToB VICII/IH;

He WMeeT MpaB A0CTyIa K KOH(QUTYyPUPOBAaHUI0 TEXHUYECKUX CPENICTB CETH
3a UCK/TFOUeHUEeM KOHTPOJIbHBIX (MHCIEKLIMOHHBIX ).

ApamunucTpaTOp 6€30MacHOCTH YIIOTHOMOYEH:

peasi30BbIBaTh MOMUTUKUA Oe30macHOCTU B uacTy HacTpoiiku CK3U, MexceTeBbIX
9KPAaHOB M CHCTeM OOHapy)XeHHWs aTakK, B COOTBETCTBHUM C KOTOPBIMH TI0/Ib30BaTe/lb
(Oneparop APM) ronyyaeT BO3MOXXHOCTb paboTath ¢ snemeHTamu MCIT/IH;

OCYLLIeCTBJISITh ayAUT CPEJICTB 3allUTHhI;

Onepatop APM

Omneparop APM - corpygHuk Komuccun (MM MHOe yIOJIHOMOUYEHHOE JIWLIO),
ocymectBsitoiiuii - 06pabotky II1/JH. O6pabortka II/JH BK/IIOYaeT: BO3MOXKHOCTB
npocmotpa [1/IH, pyuHoii BBoj I1/IH B cuctemy WMCII/IH, (popMupoBaHWe CHpaBOK M
0TUeTOB IO UH(opMaluH, ronyueHHou u3 UCII/l. OnepaTtop He UMeeT MOTHOMOYUM 1T
yTipaBJieHusi oficicTeMamMu 06paboTku gaHHbIX U C3I1/JH.

Omneparop UCII[IH obmafaeT cieAyodM YPOBHEM JOCTYyTIa U 3HAHUM:

obnamaer BceMHM ~ HeoOXOJUMbIMH  aTpuOyTamMu  (Hampumep, TapOJIeM),
obecreurBarILIMMHU JOCTYT K HEKOTOPOMY MOoAMHOXKeCTBY [1/1H;

pacriosiaraeT KOH(QU/IeHIIMaIbHbIMU JAHHBIMU, K KOTOPBIM UMeeT [TOCTYTI.

A nvunrcTtpaTop cety UCTI/TH

Apavunuctpatop cetu  WCII[IH, cotpyanuk  Komuccuu  (Wid vHOe
YIIOJITHOMOYEHHOe JULO), OTBETCTBEHHBIU 3a (yHKLMOHMPOBaHUE
TeJIeKOMMYHUKAlMOHHOM mioAcucteMbl WCIIJH. AJMUHUCTpaTOp CeTHU He HMeeT
TIOJTHOMOYMM [I7Is1 YITPaBJIeHUs TIO/[CUCTeMaMH 00pabOoTKU JaHHBIX U O€30MMacCHOCTH.

AamuHHUCTpaTOp ceTy 00/1a/iaeT CieyIOIIMM YPOBHEM /IOCTYTIAa U 3HAHUI:

o0najjaeT vyacTbi0 MH(OPMALMM O CHUCTEMHOM U TMPUKIAJHOM TPOrPaMMHOM
o6ecrieuenny UCIT/H;

obmajjaeT yacThio MHGMOPMALIMA O TEXHUYECKMX CpeACTBaX W KOHGHUTYpaLUu
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NCITOH;

uMeeT (U3NUECKUI JOCTYI K TeXHUYECKUM CpeZicTBaM 00paboTku nHbopMaiyu 1
CpeZiCTBaM 3allUThl;

3HaeT, 110 MeHbllIeld Mepe, OJIHO JleraJlbHOe UMs [JOCTyTIa.

TexHuuecknii CrieUaNrCT 10 06CTYKUBAHUIO TTeprd)epUMHOTO 060pYAOBaHUS

TexHUUYeCKUI CIeI[UaUCT 10 00CTy)KMBaHUIO, COTPYAHMK Komuccuu (Mmi uHoe
YIIOJTHOMOUEHHOE JTHI[0), OCYIIeCTB/sseT 00CTy)KWBaHWE W HACTPOMKY IeprdepruiiHOTO
obopygoBanusi MCIT[JH. TexHUuecKuUil Crel[MaqMCcT 10 OOCIy)KUBaHHWIO He UMeeT
poctyna K I1/IH, He ¥MeeT ITOJTHOMOUUWH /s yIpaB/ieHHs MOACUCTeMaMyd 00paboTKH
JTAHHBIX 1 0€30I1aCHOCTH.

TexHUYeCKUI CHelUaTuCT 0 00C/Iy>KUBaHUIO 00/a/laeT CieyloIUM YPOBHEM
JIOCTYyTIa ¥ 3HAHWM:

oOmajilaeT YacThi0 MH(OPMAIMM O CHCTEMHOM U TPHUKIAJHOM TPOTPAMMHOM
obecrreuennu CIT/IH;

oOmajjlaeT yacTbio HMHGOPMALIMM O TEeXHWUEeCKUX CpeACTBaX U KOHGUTypaLuu
NCII/H;

3HaeT, 110 MeHbIlled Mepe, OZJHO JierajbHOe UM JOCTYyTIA.

6. TpeOoBaHMsA K MepPCOHATY 1O o0ecrieueHUI0 3amuThI I1/[H

Bce corpysnuku Komuccumy, sasrsroiguecs: ronb3oBatesismu VCIIIH, [0/DKHBI
YeTKO 3HaTh U CTPOTO BBITIOJIHATH yCTAHOB/IEHHbIE TIpaBUIa U 00s3aHHOCTH TI0 JOCTYTY K
3amuilaeMbIM 00beKTaM U COOI0ZIeHUI0 MPUHSATOr0 pexxuMa 6ezonacHocTu T1/]H.

[pu BCTymyieHUM B [JO/DKHOCTh HOBOTO COTPY/JHHUKA OH JO/KeH ObITh 03HAKOMJIEH
C HeoOXOAUMBIMU JIOKyMeHTaMH, perjaMeHTUPYIoMMU TpeboBaHus 1o 3amqure [1/]H, a
Takke  oOyueHrWe  HaBbIKaM  BBITIOJIHEHUS  TIPOLeAYP,  HEOOXOAWMBIX /st
CaHKL[MOHUPOBAHHOIO vcnosb3oBanus UCIT/IH.

CoTpyaHUK [0/DKeH ObITh O3HAaKOMJIEH CO CBeleHUsIMM HacTosirei [TomuTtuku,
TIPUHSATBLIX TIpoLieAyp padbotsl ¢ snementamu UCIIOH u C3I1H.

CoTpyIHUKHA Komuccuy, VICTIO/Tb3YIOLIe TeXHUYEeCKUe CcpencTBa
ayTeHTUdUKalUWMM,  JO/DKHBI  obecrieunBaTh ~ COXPAaHHOCTb  WJEHTU(PUKATOPOB
(2/1eKTpOHHBIX K/arouer) U He gonyckaTe HC/] K HMM, a Tak ’Ke BO3MOKHOCTb MX yTepH
VI WCIIOJIb30BaHUSl TpeTbMMHU JiMlamMu. [lonb3oBaTen HeCyT TNepCOHAIbHYHO
OTBETCTBEHHOCTh 38 COXPaHHOCTh U/IEHTU(PUKATOPOB.

CotpygHuku Komuccum [10/DKHBI  C/leloBaTh  YCTAaHOBJIEHHBIM — TpOLielypam
no/iiep>KaHusi pexkrima 6e3oracHocTty T1/1H pu BEIOOPE ¥ UCITO/Ib30BaHUM Taposiei (ecu
He UCMO/b3yHTCSl TEXHUYEeCKUe CPe/iCTBa ayTeHTU(UKALIUHN).

Cotpyauuku Komuccuu — [o/DKHBI — obecrieunBaTh — HafjieXKalllyl0 — 3al[UTy
obopyaoBaHusi, ocTaBiasieMoro 0e3 TipucMoTpa, 0coOeHHO B TeX Cydyasix, KOrja B
ToMellleHWe HUMEIOT JOCTYIl TOCTOPOHHWe Jvua. Bce mosb3oBareny JO/DKHBI 3HATh
TpeboBaHus 1o Ge3oracHocTy I1/]H ¥ Tiporiefyphl 3alUThl 000PY/J0BaHKsI, OCTaBJIEHHOTO
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6e3 mprcMOTpa, a TaK’Ke CBOU 00513aHHOCTH 110 00eCIieUeH IO TaKOW 3allUThI.

CoTpygHuKaM  3ampelaeTcsd yCTaHaB/WBaTb IIOCTOPOHHee  IPOrpaMMHOe
obecrieueHye, TIOK/IFOUaTh JTMUHbIe MOOW/IbHBIE YCTPONCTBA M HOCUTEW UH(OpMaIUH, a
Tak ’Ke 3alMChIBaTh HAa HUX 3alUIaeMyr0 UH(POPMALHIO.

CoTpyJHUKaM 3ampeljaeTcsl pasrjamaTh 3aliylliaeMyr0 HH(OpMaLuo, KOTopast
CTajla M W3BeCcTHa mpu paboTe ¢ mHGOPMAI[MOHHLIMU CHUCTeMaMu Komuccuu, TpeTbuM
JvLam.

[Mpu pabote c¢ I1du B UCIIJH cotpyaHuku Komuccuy o6si3aHbl 00ecrieuuThb
OTCYTCTBHE BO3MOXKHOCTU IpocMotpa II/JH Tperbumu uiiaMu ¢ MOHUTOPOB APM nnu
TepMHHAJIOB.

[Tpu 3aBepmiennn pabotbl ¢ MCII[IH coTpyaHUKH 00si3aHbl 3aiUTUTE APM umm
TepPMUHA/IbI C TIOMOILIBI0 O/IOKMPOBKU KJTFOUOM W/ SKBUBAJIEHTHOTO CPeJiCTBA KOHTPOJIS,
HarpuMep, [JOCTYTIOM IO Tapojio, eCcd He HUCIOJb3yHTCs 0osee CUIbHBIE CpeCTBa
3alLUTBL.

Cotpyauuku Komuccuu #o/mpkHBI  ObITH  MpouH(OpMHMpoBaHbl 006  yrposax
HapyleHust pexxuMa Oe3zomnacHocTu I1JH ¥ OTBETCTBEHHOCTH 3a ero HapyiuieHue. OHU
JO/DKHBI ObITh 03HAKOMJIEHBI C YTBeP)KZEeHHOUM (hopMasibHOM TIpOLielypoi HasIoXKeHUs
JUCLIUTUIMHADHBIX B3bICKAHWM Ha COTPYJHUKOB, KOTODble HApYLUIWIU TIPUHATHIE
TIOJIUTUKY U TIporieAyphbl 6e3omacHocTH T1/1H.

CoTpyaHuku obs13aHbl 6e3 rpomejyieHHst coobiath 000 Bcex Hab/0jaeMbIX WIN
MOJI03pUTENbHBIX caydassx pabotel MCIIJH, MOrymux TMoB/iedb 3a Co00W yrpo3bl
6e3omacHoct II/lH, a Takke O BBIABJIEHHBIX MMM COOBITUSIX, 3aTparvBaroIX
6e3omacHocts II/IH, pPYKOBOACTBY TMoOJpa3fieneHuss W Jully, OTBeuvarolleMy 3a
HeMe/lJleHHOe pearvpoBaHre Ha yrpo3bl be3onacHoctu T1/1H.

Jlo/mKHOCTHBIE 00513aHHOCTH 10Jib30BaTeset MCIT/IH

HNomkHOoCTHBIe 00s13aHHOCTU mosb3oBatesielt VMCII[H omucaHbl B C/IeyHOIIUX
JIOKyMeHTax:

Nucrpykums agmuauctparopa UCITIH;

WHcTpykuus agMuarictparopa 6esonacHoctu MCIIH;

Nucrpykuums nionb3osaresns UCIIH;

WHCcTpyKUMs 1ob30BaTe it NpY BOSHUKHOBEHWU BHELUTAaTHBIX CUTYAaLUM;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBeTcTBUM cO cTaThel 24 ®enepanbHOro 3aKkoHa Poccuiickort denepaiiyiv OT
27 wrons 2006 1. Ne 152-@3 «O rniepcoHabHbIX JaHHBIX» JIULja, BAHOBHbIE B HaPYLLEeHUH
TpeboBaHM fAaHHOTO PezepasbHOTO 3aKOHA, HECYT TPaXKJaHCKYIO, YTOJIOBHYIO,
aIMMHUCTPAaTUBHYO, AUCLMIUIMHAPHYO U MHYIO TIpeJlyCMOTPEeHHYH0 3aKOHOaTe/IbCTBOM
Poccurickon ®@efepaijiy 0TBeTCTBEHHOCT.

HelicTByromjee  3aKOHOAATeNbCTBO  Poccuiickon — Pefepald  MO3BOJISIET
TIpebsABIATE TpeOoBaHUsI 110 obecrieueHHIO 0Oe30macHOM paboThl C  3amIUIaeMoi
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vH(opMalenl U TpefycMaTpuBaeT OTBETCTBEHHOCTh 3a HapylleHHe YCTaHOBJIEHHBIX
npaBua 3Kcrutyataliud OBM u cucteM, HelpaBOMepHBIM [OCTYI K HWH(OpMaluu, eciiv
3TU ZIeNCTBUS TIPUBEU K YHUUTOXKEHHIO, O0KMpOBaHUIO, MOAUUKALMKA UHPOPMAaIUU
WU HapylueHuto pabotel OBM wnu ceteit (cTaThu 272,273 1 274 YT0JIOBHOTO KOZeKca
Poccurickoun ®@eneparun).

ApvunrcrpaTop UCIT/IH u agMUHACTpaTOpP 0€301IaCHOCTA HECYT OTBETCTBEHHOCTh
3a BCe JIeMCTBUS, COBEPILIeHHbIe OT UIMEeHU UX YUYeTHBIX 3alliCer Wi CUCTEMHBIX YUeTHBIX
3anucel, ecJid He JoKa3aH (pakT HEeCaHKLIMOHMPOBAHHOI'O WCIIO/Ib30BaHUSl YUYETHBIX
3aruceun.

[Ipu HapylieHusix coTpygHukamMu Komuccum — rosib3oBatensmu MCITIH npaBun,
CBsI3aHHBIX C Oe3oracHoCThiO [I/JH, OHM HECYyT OTBETCTBEHHOCTb, YCTAHOBJEHHYIO
JIeMCTBYIOLMM 3aKOHO/|aTebCTBOM Poccuiickon ®esepaliyu.

7. CIHCOK MCI0/Ib30BaHHBIX HCTOYHHKOB

OCHOBHbIMM HOPMAaTHMBHO-TIDABOBBIMM U METOAMYECKUMHU JOKyMeHTaMH, Ha
KOTOpbIX Oa3upyetcsi HacTosiasi [lomuTrKa, sIB/SIOTCS:

®epnepanbHbid 3akK0H 0T 27.07.2006 1. Ne 152-@3 «O mepcoHaNbHBIX [JaHHbBIX»,
yCTaHaB/IMBAIOL[UI OCHOBHbIe TPUHLUMNBI W ycioBUs o6pabotku I1/JH, TmipaBa,
00513aHHOCTH U OTBETCTBEHHOCTb YUAaCTHUKOB OTHOILIEHW, CBSI3aHHBIX C 00pabOTKOM
[11H.

TpeboBaHuss K 3al[uUTe TI€PCOHAMLHBIX [JIJaHHBIX TIpU HX o00paboTke B
MH(OPMAaI[MOHHBIX CHCTeMaX TePCOHA/bHBIX JaHHBIX, YTBEpP)KJAeHHbIe TTOCTAaHOB/IEHHEM
[TpaButenscTBa Poccuiickon @epnepanyu ot 01.11.2012 1. Ne 1119.

[Tono>kenne 06  0cOOeHHOCTSIX ~ 00pabOTKM  T€PCOHANBHBIX  JJaHHBIX,
ocyIiecTBisieMo 0e3 HCIO/Ib30BaHMs CPeACTB aBTOMaTW3al[iM, YyTBep)KAeHHOe
rioctaHoB/ieHveM [IpaButenbctBa Poccuiickor @enepaiuu oT 15.09.2008 r. Ne 687.

HopmatrBHO-MeTouuecKre AoKyMeHTbl defiepanbHOM C/Ty>KObI TI0 TEXHUUECKOMY
YU 3KcnepTHOMY KOHTposato Poccuiickor @Pepepauuu (ganee — ®CTOK Poccum) mno
obecnieuenuto 6e3onacHocTu [1/JH nipu ux obpabortke B UCIT/IH:

ba3oBast Mmojiesib yrpo3 6e30macHOCTH MepCOHaIbHbBIX AaHHBIX MPU WX 00paboTKe B
MH(GOPMAaLMOHHBIX CHUCTeMaX TepPCOHA/bHBIX [AaHHBIX, YTBEp)K/EHHasi 3aMeCcTUTesleM
nupektopa @CTOK Poccun 15.02.2008 r.

MeTtoauueckuii JOKyMeHT. MeToJuKa OIleHKH yrpo3 6e30macHOCTH MHGOpMaIWH,
ytBepxxaeHHbIn @PCTIOK Poccum 05.02.2021 r.

[Mpuka3z ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepxaeHuu TpebGoBaHMii O
3ammure WHGOpPMAIMK, He COCTAaBJSIOIIUX TOCYJAapPCTBEHHYIO TalHY, COZAEP)KaIlMXCs B
rOCyJapCTBEHHbIX UH(POPMALIMOHHBIX CUCTEMaX».

[Mpukaz ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yrtBepxaenuu CocTaBa M
COJlep)KaHusl OpPraHU3allMOHHBIX M TeXHUYeCKUX Mep Mo obecrieueHUt0 0e30MacHOCTU
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MMepCoOHAJIbHBIX  OdHHBIX TIIpU HX o6pa60TKe B I/IHqJOpMa]_[I/IOHHI:IX CcHucreMax
MMepCOHAJ/IbHBIX OdHHBIX>.

[Tpuka3z ®egepanvHOl CayKObI Oe3omacHocTr Poccuiickoii Pemepariuui 0T
10.07.2014 Ne 378 «O6 yrtBepxaennn CocTaBa U CO/epKaHHSI OPraHU3AlMOHHBIX M
TeXHAUECKUX Mep TI0 obecrieueHWIO 0e301aCHOCTU TTePCOHAMBHBIX [AaHHBIX TIPU UX
06paboTke B MH(OPMAIIMOHHBIX CHUCTEMAaX IMePCOHAMBHBIX JaHHBIX C KCI0J/Ib30BaHUEM
cpeAcTB KpunTorpahyuyeckoi 3aifuThl WHGOpPMAI[MH, HEOOXOAWMBIX AJi BBITIOTHEHUS
ycTaHOB/eHHbIX IIpaBuTenbcTBOM Poccuiickoit ®efepaiii TpeOOBaHMM K 3alludTe
NepCOHaIbHBIX IaHHBIX /151 KaXK/IOr0 U3 YPOBHEM 3all[UI[eHHOCTH».

MeToauueckrie peKOMeHJaluKu 10 pa3paboTKe HOPMATHMBHBIX TIPABOBLIX aKTOB,
OTIpefiesIIONIMX Yrpo3bl  0e30MacHOCTH TIePCOHA/bHBIX [IaHHBIX, aKTya/bHble TIpU
00paboTKe TIepCcoHaNbHBIX JAaHHBIX B WH(POPMAI[MOHHBIX CHCTEMax I1e€PCOHATbHBIX
JlaHHBIX,  SKCIUTyaTUPYeMbIX TpPHA  OCYIIeCTBJ€HHA COOTBETCTBYIOI[UX  BHUJIOB
JledTeNIbHOCTH, yTBepXKAeHHble pykoBoACTBOM 8 Llentpa ®CBb Poccun 31.03.2015 Ne
149/7/2/6-432.
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