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OITPEJAEJIEHUA

B HacrosmeM JOKYMEHTE MCHOJB3YIOTCS CIEIYIOUIME TEPMHHBI M UX
OINpEIEIICHHUS.

ABTOMATH3HPOBaHHAsS CHCTEMA - CUCTEMA, COCTOSIAs U3 MEPCOHAIIA
Y KOMIUIEKCa CPEJICTB aBTOMATU3AIMH €ro IeATeIbHOCTH, peanu3yromnias nHpopma-
IUOHHYIO TEXHOJIOTUIO BBIITOJIHEHUS! YCTAHOBJIEHHBIX (QYHKIUI.

AyTenTHQUKAIMS OTHPABHTENS] JAaHHBIX - IIOATBEPKIEHUE TOrO, YTO
OTIPABUTEIb MOJIYYEHHBIX JAHHBIX COOTBETCTBYET 3aBICHHOMY.

Be30nacHOCTh MEPCOHAJNBHBIX JAAaHHBIX - COCTOSIHUE 3alllMIIEHHOCTH
NEPCOHAIBHBIX JaHHBIX, XapaKTepU3yeMOe CIOCOOHOCTBHIO IOJIb30BaTEINEH,
TEXHUYECKUX  CpPeACTB M  MH(MOPMALMOHHBIX  TEXHOJOIMM  oOecrneduThb
KOH(QUIACHIMATBHOCTD, LEIOCTHOCTh U JIOCTYITHOCTb NEPCOHAJIBHBIX JAAHHBIX MPHU
ux 00paboTke B UHPOPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX.

Bbuomerpuuyeckne nepcoHaJbHbIE JaHHbIe -  CBEICHUs, KOTOpBIE
XapaKTepU3yIT (PU3NOJIOIMYECKHEe OCOOCHHOCTH YEJOBEKa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBUTbH €r0 JIMYHOCTb, BKJOYass (oTorpaduu, OTHEUaTKU MAJBIEB,
o0pa3 ceTyaTKH TJla3a, OCOOEHHOCTHM CTPOCHMS Tela W JAPYryl MOJ00HYIO
UH(pOpMaIHIO.

biokupoBaHHe mEpPCOHAIBLHBIX [JaHHBIX - BPEMEHHOE IIPEKpAILCHUE
00pabOTKH MEPCOHANBHBIX JTaHHBIX (32 UCKIIOYCHHEM CIIy4aeB, eclii 00paboTka
HEoO0XoruMa JIJIsl yTOUHEHUS IEPCOHANIBHBIX TaHHBIX).

Bupyc (koMnbHOTEepHBIH, IPOrPpaMMHBIIi) - UCIIOJHIEMbBIN ITPOTPAMMHBIN KOJI
WIM HMHTEPIPETUPYEMbI HAOOp HMHCTPYKLMMA, 0OJagaroluii CBONCTBaMHU He-
CaHKIIMOHUPOBAHHOI'O pAaCIpOCTPaHEHUss M camMoBocnpousBencHUs. Co3naHHbIE
NyOnMKaThl KOMITBIOTEPHOTO BHpYCa HE BCErja COBMNAJalOT C OPUTHMHAJIOM,
HO  COXpaHAIOT  CHOCOOHOCTh K  JajibHEHIIeMy  pachpOCTPAaHEHUIO



Y CAMOBOCHPOU3BEACHHUIO.

BpenonocHasi mporpamma - MporpaMma, MpeaHa3HayeHHasi sl OCYyILeCTB-
JICHHs] HECAaHKIIMOHUPOBAHHOTO JOCTyNa U (WJIK) BO3JEHCTBUS Ha MEPCOHATIBHBIC
JTAHHBIE WJIK PeCypChl UHPOPMAITMOHHON CUCTEMbI TEPCOHANIBHBIX JJAHHBIX.

BcenomorartesibHble TEXHHYECKHE CpeICcTBa M CHCTeMbI - TEXHHYECKHE
CpEeICTBa M CUCTEMBI, HE TIpeIHA3HAYCHHBIE TS TIepeaun, 00paboTKU U XpaHSHHUS
NEPCOHANBHBIX JIaHHBIX, YCTaHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU
CpelCTBAaMM M CHUCTEMaMH, TMpeAHa3HAYEHHBIMHU JJii 00pabOTKH MEepCOHATBHBIX
JTAHHBIX WIH B IOMEIICHUSIX, B KOTOPBIX YCTAHOBJICHBI HH(OPMAIIMOHHBIE CUCTEMBI
MEPCOHANIbHBIX JJAHHBIX.

JocTynn B ONMEepallMOHHYI0 Cpely KoMIbHTepa (MHPOPMAIMOHHON CHCTEMBbI
MEePCOHANIBLHBIX JAHHBIX) - TIOJYyYEHHE BO3MOXXHOCTH 3allyCKa Ha BBIMIOJHEHUE
MITATHBIX KOMaH[, (QYHKIIHMMI, TPOLEayp ONEpalMOHHON CUCTEMbl (YHUYTOXECHUS,
KOIMPOBAHUS, TIEPEMEIICHUs] H T.I.), HCIOTHSAEMBIX (ailIoB TMPUKIATHBIX
Iporpamm.

Jdoctyn k uHpopMammm - BO3MOXHOCTb IOJY4Y€HUA HH(pOpMaUuu U ee
UCITIOJIb30BaHUA.

3ak1a104H0€e YCTPOCTBO - DJIEMEHT CPEJICTBA CheMa HH(GOPMAIIMH, CKPHITHO
BHEJIPSEMBIN (3aKIaJplBa€Mblii WJIM BHOCHMBIM) B MECTa BO3MOXHOIO CheMa
uHpopMaruu (B TOM 4YHCIE€ B OTPaXKJICHHUE, KOHCTPYKIUIO, OOOpyJOBaHUE,
MpEeIMEThl UHTEPhEpa, TPAHCIIOPTHBIE CPEJICTBA, A TAKXKE B TEXHUUYECKUE CPEICTBA
U CUCTEMBI 00paboTKU HH(pOpMAIUN).

Bammmaemass uHpopmamus - HUHPOpMAIUA, SBISIOMIAACS MPEIMETOM
COOCTBEHHOCTH U MOJIXKAIAs 3aIUTE B COOTBETCTBUU C TPEOOBAHUSIMU MPABOBBIX
JOKYMEHTOB ~ WJIU  TpeOOBaHUSMH, YCTAHABIMBAEMBIMH  COOCTBEHHHUKOM
uHdopMaIuu.

Mnentudukanuss - TPUCBOCHHE CYOBEKTaM H OOBEKTaM JIOCTyma
uaeHTuuKaTtopa W (WIM) CpaBHEHUE MPEABIBISIEMOro UAeHTU(UKATOpa
C TIEpEeYHEM MTPUCBOCHHBIX UACHTH(PUKATOPOB.

NudopmaTuBHBI CHTHAJI - DJIEKTPUYECKUE CUTHAIBI, aKyCTHYECKHE,
AJIEKTPOMATrHUTHBIE U Apyrue GU3NYECKUe MoJs, M0 mapaMeTpaM KOTOPBIX MOXKET
ObITh packpbiTa KOH(pHUACHIMAIbHAS WHMOpMalusa (MepCcoHANTbHBIC JTaHHBIC)
oOpabaTtbeiBaemasi B UHPOPMAIMOHHON CUCTEME MEPCOHANIBHBIX JaHHBIX.

HNudopmManmonnbie TEXHOJOTHH - TIPOIECCH, METOAbI TOWCKa, cOopa,
XpaHeHus, O00pabOTKH, TPENOCTABICHUS, PACTIPOCTPAHCHUs] HWHPOPMAIUU
U cI0coObI OCYIIECTBICHUS TAKUX MPOIIECCOB U METOJIOB.

Nudopmannonnas cucrema  nepcoHadbHbIX JaHHbix  (MCIIAH) -
COBOKYITHOCTH COJEp)KaIUXcs B 0a3ax MJaHHBIX MEPCOHANBHBIX JaHHBIX H
o0ecreuynBaIMX UX 00padoTKy MH(GOPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
CPEICTB.

Hcnoap3oBaHne NepCOHAJbHBIX JAaHHBIX - JCHCTBUSA  (Omepalun)



C NEPCOHAIBHBIMU JAHHBIMHM, COBEPIIAEMBIE ONEPATOPOM B LENSIX NPUHATHS
pEelIEHN WM COBEPILUCHHS WHBIX JEHUCTBUM, NOPOKIAAIOIMMX FOPUAUYECKHE
MOCIIEICTBHSI B OTHOIICHUU CYOBEKTa MEPCOHATBHBIX TAHHBIX WIH APYTUX JIUI] THO0
MHBIM 00pa3oM 3aTparvBarolIMX IpaBa U CBOOOABI CYOBEKTa MEPCOHATBHBIX
JAHHBIX WIH IPYTUX JIULI.

Hcrounnk yrpo3bl GezomacHocTH wuHpopManuu - CYOBEKT JOCTYIA,
MaTepuagbHBId OOBEKT WM (PU3MUecKoe SBICHHE, SBISIOMIUECS MNPUINHON
BO3HMKHOBEHUS yTpo3bl 0€30MacHOCTH UH(GOPMAIIIH.

KoHTposupyemasi 30Ha - TPOCTPAHCTBO (TEppUTOPUS, 3AaHUE, YACTh 37aHUS,
MOMEIICHHE), B KOTOPOM HCKJIIOYEHO HEKOHTPOJHUpYyEeMOe MpeObIBaHUE
NOCTOPOHHMX JIMII, & TAKKE TPAHCIIOPTHBIX, TEXHUUECKUX U MHBIX MaT€pUATbHBIX
CPEACTB.

KoH(puIeHIHAILHOCTh MEePCOHAIBbHBIX JAaHHBIX - 00s3aTeiabHOE IS
COOJIIO/ICHHS ONEpPaTOPOM WJIM HHBIM IMOJIYUYHMBIIUM JOCTYNl K IEPCOHAIbHBIM
JAHHBIM JIMIOM TpeOOBaHHWE HE JOIMYCKaTh UX pacnpocTpaHeHue Oe3 corjacus
CyOBEKTa MEPCOHAIBHBIX JAHHBIX WJIM HAJTUYHSI HHOTO 3aKOHHOTO OCHOBAHHSI.

MesxkcereBoii  3KkpaH -  JIOKaJbHOE  (OJHOKOMIIOHEHTHOE)  HJIH
(YHKIIMOHAJIBHO-PACIIPEICIEHHOE  MporpaMmMHoe  (IpOrpaMMHO-annapaTHOE)
CPEACTBO (KOMIUIEKC), pealiu3yollee KOHTPOJIb 3a HHPOpMaIUel, MoCcTynarouiei B
MH()OPMAIIMOHHYIO CUCTEMY IMEPCOHAJIBHBIX JAHHBIX M (WJIM) BBIXOJALIEH W3
MH(OPMATMOHHOW CUCTEMBI.

Hapymureiap 0e30MaCHOCTH MEePCOHAIbHBIX JaHHBIX - (DU3MYECKOE JIUIIO,
CIIy4ailHO WJIM IPEIHAMEPEHHO COBEPIUANOIIEE JCHCTBUS, CIEACTBUEM KOTOPBIX
SBJIIETCS] HapyIIeHUEe O€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MPH UX 00paboTKe
TEXHUYECKUMU CpEACTBAaMU B HWH(MOPMAIIMOHHBIX CHUCTEMax MEepPCOHAIbHBIX
JTAHHBIX.

HeaBToMaTH3npoBanHasi 06pafoTKa NEPCOHANBHBIX JaHHBIX - 00paboOTKa
NEPCOHAIBHBIX  JIAaHHBIX, COJEpKalMXCi B  HMH(POPMALMOHHOW  cucTeMe
NEPCOHANBHBIX JAHHBIX JUOO M3BJICYEHHBIX M3 TAKOM CHUCTEMBI, CUYUTAETCS
OCYILECTBIECHHON 0e3 UCIIOJIb30BaHUS CpEIICTB aBTOMATHU3ALUH
(HeaBTOMaTU3UPOBAHHOM ), €CIIM TaKue JEHUCTBUA C MEPCOHAIBHBIMU JTAHHBIMH, KaK
WCIIOJIb30BAHUE, YTOYHEHHE, PACIPOCTPAHEHUE, YHUYTOKEHUE I1EPCOHAIBHBIX
JaHHBIX B OTHOIIEHUHM KaXJ0ro M3 CYObEKTOB IEPCOHAIbHBIX JAaHHBIX,
OCYUIECTBJISIIOTCS MPU HEMOCPEICTBEHHOM yYaCTUH YEJIOBEKa.

HenexiapupoBaHHble BO3MOMKHOCTH - (YHKUIHUOHAJIBHBIE BO3MOMXHOCTH
CPEIICTB BBIYMCIMTEIBHOM TEXHHKH, HE OIKMCAHHBIE WJIM HE COOTBETCTBYIOIIHUE
ONMCAHHBIM B JOKYMEHTAallM¥, IPU HCIHOJIb30BAHUM KOTOPBIX BO3MOYKHO
HapylieHne  KOHQUACHIMAIBbHOCTH,  JIOCTYIHOCTH  WJIH  UEJIOCTHOCTH
oOpabaTbiBaeMOi MH(pOpMALIUU.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKIIMOHMPOBAHHBbIE AEMCTBUSA) -



JOCTYTI K MH(OPMAIIUY WIIA TEUCTBUS ¢ MHGOPMAIIHEH, HapyIIarolue MpaBuiia pas-
rpaHUYEHUs JOCTYyMa C HCIOJb30BAHUEM IITATHBIX CPENCTB, MPEIOCTABIISIEMBIX
WH()OPMAITMOHHBIMUA CHCTEMaMH TTEPCOHATBHBIX TAHHBIX.

Hocutens undopmanuu - GU3NUECKOE JIUIO WIM MaTepUATbHBIN OOBEKT,
B TOM 4Hclie pU3ndeckoe nojie, B KOTOpoM HH(OpMAIUs HAXOIUT CBOE OTPAKEHUE
B BHUJIC CHUMBOJIOB, 00pa3oB, CHUTHAJIOB, TEXHUYECKHX PEIICHUNA U TPOIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3HMUECKUX BEIIUYHUH.

Ofe3MUYNBaHNe MEPCOHAIBHBIX TaHHBIX - JEHCTBUS, B PE3YJIbTATE KOTOPBIX
CTAHOBUTCS HEBO3MOXHBIM 0€3 HCHOJb30BAHMS JIOMOJHUTEIHLHON HHGOpMALIUH
ONPENEIUTh MPUHAMICHKHOCTh MEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHATBHBIX IAHHBIX.

O6paboTka mepcoOHATBHBIX JAHHBIX - JII00O€ JelcTBUE (omepanus) WIu
COBOKYITHOCTb JICMCTBUI (Omepalinii), COBEpPIIAEMbIX C UCIOJIb30BAaHUEM CPEIICTB
aBTOMAaTU3allUid WM 0€3 HCIOJb30BAHMUSI TAaKUX CPEICTB C MEPCOHATBHBIMU
JAHHBIMH, BKJItOYas cOOp, 3aluCh, CHCTEMATHU3AIMIO, HAKOIUICHUE, XPAaHEHHE,
yTOuHEHUE (OOHOBIIEHHE, U3MEHEHHE), M3BICUCHHUE, HCIIOJIb30BAaHUE, Ieperady
(pactpocTpaHeHue, MpeaoCTaBlIeHUE, JOCTYI), o0e3MuuBaHue, OJIOKHUpPOBAHUE,
yAaJIeHUE, YHUUYTOKEHHUE EPCOHAIBHBIX JAaHHBIX.

OO0menocTtynHbie NepcOHANbHbIC JaHHbIC - [IEPCOHAJIBHBIE JaHHBIE, TOCTYII
HEOTPAaHWYEHHOT0 Kpyra JHI[ K KOTOPbIM MPEIOCTaBIEH C COIJIacus CyObeKTa
MEePCOHATBHBIX JaHHBIX WM Ha KOTOpPhIE B COOTBETCTBUHU ¢ ¢elepaabHbIMU
3aKOHAMH HE pacrpocTpaHsieTcs TpeboBaHue COOMIOACHUS KOH(PUIECHIIUATLHOCTH.

Oneparop (mMepcoHAJBHBIX JAaHHBIX) - TOCYJApPCTBEHHBIM  OpraH,
MYHHUITUTIATBHBIA OpraH, IOPUINYECKOe WK (DU3UYECKOE JIUIIO, CAMOCTOSATEIHHO
WM COBMECTHO C APYTMMH JMIIAMHU OPTaHU3YIOIIKUE U (UJIM) OCYLIECTBISIOIINE
00pabOTKy MEpPCOHAIBHBIX JAHHBIX, a TAKXKE ONpEIeNsIomue Hean o0paboTKH
MEPCOHANIBHBIX JIAaHHBIX, COCTAB MEPCOHATBHBIX JaHHBIX, MOJICKAIINX 00padoTKe,
JnercTBus (Omepalum), COBEpIIaEMbIE C IEPCOHAIBHBIMU JTAHHBIMHU.

Texnnueckue cpeacTsa HHPOPMAIMOHHON CUCTEMBbI EPCOHAIbHBIX IAHHBIX -
CpPEACTBA  BBIUUCIUTEIIBHOM  TEXHUKH, HWH(OPMAIIMOHHO-BBIUYHCIUTEIbHbBIC
KOMIUIEKCHI M CETH, CPEJICTBAa U CHUCTEMBI Iepenauu, npueMa u oopadotku I[1/(x
(cpencTtBa M CHUCTEMBI 3BYKO3AIKCH, 3BYKOYCHJICHUS, 3BYKOBOCIIPOW3BEICHUS,
MEPErOBOPHBIE M  TEJIEBU3UOHHBIE YCTPOMCTBA, CPEACTBA MW3TOTOBJIECHUS,
TUPAXKUPOBAHUS JOKYMEHTOB U JApPYrUe TEXHHYECKHE CpeACTBa OOpabOTKU
peueBoil, rpaduyeckod, BuAeo- U OykBeHHOUMpPOBOW  uUHDOpMaLUN),
pOrpamMMHBIE CpPECTBA (OMEepalMOHHBIE CHUCTEMbI, CHCTEMbI YIIpaBJIeHHs 0a3zaMu
JAHHBIX W T.I.), CpPEeACTBAa  3alMThl  WHPOpPMAIMK, TMPUMEHSIEMbIC
B MH(POPMAITMOHHBIX CUCTEMAX.

IlepexBar (undopmanuu) - HENPABOMEPHOE IMOIyYEHUE HHPOPMALINU
C MCHOJIb30BAaHUEM TEXHHYECKOTO CPEJCTBA, OCYLIECTBISIOIIEr0 OOHApYXEHUE,
npueM u 00paboTKy MHGHOPMATHUBHBIX CUTHAJIOB.



IlepcoHanbHbIe JaHHBIE - JTI00ast HHPOPMAIIHS, OTHOCAIIASACSA K MPSMO HIIU
KOCBEHHO OIPEAEICHHOMY WJIH OINpeAesieMoMy (PU3NYeCKOMY ULy (CyObeKTy
MEPCOHAIBHBIX JIAHHBIX);

Ilo0ouHble  JJIeKTPOMArHUTHbIe  H3JIy4YeHM W  HaBOAKH -
AJIEKTPOMArHUTHBIE M3IYYEHUs] TEXHUYECKHUX CpEACTB OOpabOTKH 3alluIacMon
uHbOpMaIlMK, BO3HHUKAIONIME KaK T[OOOYHOE SBJICHME W  BBI3BaHHbBIC
ANEKTPUYECKUMU CUTHAJIAMU, IEUCTBYIOIIUMH B UX JEKTPUUYECKUX U MAarHUTHBIX
LEMX, a TAKKE IEKTPOMArHUTHbIE HABOJKU 3TUX CUTHAJIOB HAa TOKOIIPOBOSIINE
JVHUH, KOHCTPYKLUU U LIETIH TUTaHUSL.

IToauTHKA «YUCTOTO CTOJIA» - KOMIUIEKC OpPraHU3allMOHHBIX MEPONPUATHH,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alMChIBaHWA HAa OyMaKHbIE HOCHUTEIM KIIOUYEH
U aTpuOyTOB JIOCTYyTA (Maposieil) U XpaHEeHHs UX BOIM3H 00BEKTOB JOCTYTIA.

IHoab3oBarej b MHPOPMANMOHHOM CHCTEMbI NMEPCOHAJBHBIX JAHHBIX -
JUIO, Yy4yacTByloliee B (QYHKIMOHUPOBAHUM HUHGOPMALMOHHOM  CHUCTEMBI
NEPCOHANIBHBIX JAHHBIX WM UCHOJB3YIOLIEE PE3YNbTATHI €€ ()YyHKIIMOHUPOBAHUS.

IIpaBuna  pasrpaHu4eHusi  JA0CTyINa - COBOKYITHOCTb IIpaBwUJI,
pErjlaMeHTUPYIOIINX MTpaBa J0CcTyla CyObEeKTOB JOCTYIAa K 00BbEKTaM JOCTYIIA.

IIporpaMmmHuas 3akjagka - KOJ IPOTPaMMBbl, NPEIHAMEPEHHO BHECEHHBIN
B IIPOTrpaMMy C LIEJIbIO OCYIIECTBUTD YTEUKY, U3MEHUTh, OJIOKUPOBATh, YHUUTOKUTh
MH(OPMAIMIO WIH YHUYTOXHUTh U MOJU(DUIMPOBATH MPOrPaMMHOE OOecrieyeHue
MH()OPMAIIMOHHOW CUCTEMbI MEPCOHAIBHBIX JAHHBIX M (WiIK) OJOKHpOBAThH amma-
paTHBIE CPEACTBA.

IIporpamMHoe  (MporpaMMHO-MaTeMaTuyeckoe)  Bo3JeilicTBHE -
HECAaHKIIMOHHPOBAaHHOE  BO3JEMCTBHE HA  PECYypChl  ABTOMAaTU3MPOBAHHOMN
MH()OPMAIMOHHOW CHUCTEMBI, OCYILIECTBIIIEMOE C UCIOJIb30BAHUEM BPEIOHOCHBIX

MPOrpaMM.

PackpbiTHe mNepPCOHANBHBIX MAaHHBIX - YMBIIUIEHHOE WIH CJIy4anHOe
HapylieHne KOH(OUICHIIUATEHOCTH MEPCOHATBHBIX JaHHBIX.

PacnipocTpaHeHHe TEepPCOHAJBHBIX JAaHHBIX - JICHCTBUSA, HAIPABJICHHbBIC

Ha PacCKpbITHE MEPCOHATBHBIX TAHHBIX HEOMPEACICHHOMY KPYTY JIMII.

Pecypc mHpopManmoHHO#i cMcTeMbl - UMEHOBAHHBIN AJIEMEHT CUCTEMHOTIO,
MIPUKJIAHOTO W arnmapaTHOTO obecricucHuUs (hYHKITMOHUPOBAHUS
UH(OPMAITMOHHOW CUCTEMBI.

CHeIII/Ia.]IbHI)le KaTeropum nepCoHaAJIbLHBLIX JaHHBIX - HepCOHaHBHBIG JAaHHBIC,
Kacaroluecs pacoBOM, HAIIMOHAIBHOM MPUHAIJICKHOCTH, TIOJIUTUYECKUX B3TJISAIOB,
PENMUTHO3HBIX WK (HUITOCOPCKUX YOKICHU, COCTOSHUS 30POBbSI U MHTUMHOMN
KU3HHU CYOBEKTa IEPCOHATBHBIX JaHHBIX.

CpencrBa BbIYHMCJIHTELHOW TEeXHUKH - COBOKYIMHOCTh MPOTPaMMHBIX
U TEXHUYECKHX DJIEMEHTOB CHUCTEM O0pabOTKM  JaHHBIX, CIIOCOOHBIX
(G YHKIITMOHUPOBATh CAMOCTOATENIBHO UM B COCTABE APYTUX CUCTEM.

CyobekT noctyna (cyobekT) - JIMIO WJIM MPOLECC, ACUCTBHUS KOTOPOrO



PETIaMEHTUPYIOTCS MTPAaBUJIAMH PA3rPaHUYCHUS TOCTYIIA.

TexHuyecknii KaHaJg yTedykd HWHGpopManuu - COBOKYIIHOCTH HOCHUTEIS
uHpopmarmu  (cpeacTBa 00pabOTKHM), (GU3MYECKOW Cpembl pachpoCTpaHEHUS
WH()OPMATUBHOTO CHUTHAjJa W CPEACTB, KOTOPBHIMU JIOOBIBAETCS 3alllMlIaecMasi
nHpopmarusi.

TpancrpaHuuHasi mepegaya TEPCOHAIbHBIX JaHHBIX -  Iepejaya
IIEPCOHAIBHBIX JAHHBIX OmNEpaTopoM uepe3 ['oCcynapCTBEHHYIO TpaHULY
Poccuiickonn ~ ®exepaumu  OpraHy  BJIAaCTH  MHOCTPAHHOTO  TOCYJapCTBa,
bu3MYeCKOMY WJIH IOPUANYECKOMY JIMIY MHOCTPAHHOTO rOCyapCTBa.

Yrpo3bl 0€30MACHOCTH NEPCOHANBHBIX JAHHBIX - COBOKYIHOCTbH YCJIOBUU
U (aKTOpOB, CO3JAIONIMX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIE
CIIy4alHOTO, OCTyNa K IEPCOHAIBHBIM JAHHBIM, PE3YyJBTATOM KOTOPOIO MOXKET
CTaTh YHUUTOXCHHUE, N3MEHEHUE, OJIOKMPOBaHNE, KOIMPOBAHUE, PACTIPOCTPAHCHHE
IIEPCOHAIBHBIX JIAHHBIX, & TAKKE UHBIX HECAHKIIMOHUPOBAHHBIX JCUCTBUM MPU UX
00paboTke B MH(HOPMAITMOHHON CUCTEME TIEPCOHAIBHBIX JAHHBIX.

YHHYTOKEHHE MEPCOHANBHBIX JAHHBIX - JICMCTBUSA, B PE3YJIbTATE KOTOPBIX
CTaHOBUTCSI HEBO3MOXXHBIM BOCCTAHOBUTH COJCPKAHHE IMEPCOHATBHBIX JTaHHBIX
B HMH(QOPMALIMOHHON CHCTEME TMEPCOHANBHBIX JaHHBIX W (WJK) B pe3yibTaTe
KOTOPBIX YHUUYTOXKAKOTCSA MaTEPUAIIbHBIE HOCUTEIIN [IEPCOHATIBHBIX JAHHBIX.

Yreuka (3amumaemMoi) MHpOpMALUM 10 TEXHUYECKHM KaHAJIaM -
HEKOHTPOJIMPYEMOE PACIPOCTPAHEHHE HMH(OPMALMU OT HOCHUTENS 3alllUIaeMOM
uHbpopMaluu  4yepe3  (UINYECKYI0 Cpedy /A0 TEXHHYECKOTOo  CpelCTBa,
OCYHIECTBIISIONIETO MepexBaT HHHOPMAIIUH.

Vsa3BUMOCTH - CIA0OCTh B CPEICTBAX 3allUThl, KOTOPYKD MOYHO
MCIIOJIB30BaTh JJIsl HAPYIICHUS] CUCTEMBI WJIU COJIepIKallleiics B Hel nHpOpMaIuu.

IenocTHocTh WHpOpManuH - CIOCOOHOCTH CPEJCTBA BBIYUCIUTEIBHOU
TEXHUKA WM aBTOMATH3WPOBAHHOM CHUCTEMBbI OO0ecreYnBaTh HEU3MEHHOCTH
uHOpMAIIMU B YCJIOBHUSIX CIy4ailHOTO W/WJIM TPEIHAMEPEHHOTO HCKaKCHUS
(pa3py1ienusi).



OBO3HAYEHUA U COKPAIIIEHU A

ABC - aHTUBUpPYCHBIE CPEJICTBA

APM - aBTOMaTH3MpOBaHHOE pabouee MECTO

BTCC - BcioMoraTenbHbI€ TEXHUYECKHUE CPEJICTBA U CUCTEMBI
NCTIIH - nadopmarmoHHas CuCTeMa EPCOHATBHBIX JaHHBIX
K3 - koHTponupyemas 30Ha

JIBC - nnokanbHasi BBIYUCIUTEIbHAS CETh

MD - MeKceTeBOr SKpaH

HCJI- HecaHKIIMOHMPOBAHHBIN 1OCTYM

OC - onepanoHHas cUCTEMA

I1/IH - mepcoHanbHBIE TaHHBIE

[IMB - nporpaMMHO-MaTeMaTHYECKOE BO3ICHCTBUE

10 - mporpammHoe obecrieueHne

[I9MUH - no6ouHbIE 3JIEKTPOMAarHUTHBIE U3IIYYCHHS U HABOJIKHU
CA3 - cucrema aHanm3a 3alIMIIEHHOCTH

C3U - cpenctra 3amuThl HTHGOPMAIUH

C3I1dn - cucrema (mmoacucTeMa) 3allUThl IEPCOHATBHBIX JaHHBIX
COB - cuctema oOHapyKEHUS BTOPKSHUI

TKVYMU - TexHruueckue KaHaibl yTeUKd WH(OpMAIUU

VYBII/IH - yrpo3bl 6€3011aCHOCTH MEPCOHATBHBIX TAHHBIX



BBEJIEHUE

Hacrosimass [lonmutuka wHGOpMaAIMOHHONW O0€30MacHOCTH TIpU  pabdoTe
C TIEpCOHAJIBHBIMU JIaHHBIMM B UYKaJOBCKOM pPaWOHHOW TEPPUTOPUAIIBHOM
u30upaTenbHO Komuccuu ropoaa ExarepunOypra (nanee - [lonutuka) siBnsiercs
o(pUIIMaTBEHBIM TOKYMEHTOM.

[TonuTuka paspaboTaHa B COOTBETCTBHH C TPEOOBAHUSMU, YCTAHOBJICHHBIMHU:

OenepanbHbiM 3ak0oHOM 0T 27.07.2006 Ne 149-03 «O06 wunHbpopmanuu,
MH(OPMAIMOHHBIX TEXHOJIOTHUSAX U O 3alUTE UH(OPMAITUNY,;

®enepanbHbiM 3ak0HOM 0T 27.07.2006 Ne 152-®3 «O nepcoHambHBIX
JTAHHBIX;

nocraHoBiieHneM lIpaBurenscrBa Poccuiickon ®enepanyu ot 01.11.2012
Ne 1119 «O06 yTBepxkaeHuu TpeOOBAHUM K 3aIIUTE NEPCOHATBHBIX TAHHBIX MPU UX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX»;

nocraHoBiieHneM IIpaBurensctBa Poccuiickonn ®enepanuu ot 15.09.2008
Ne 687 «O0 yTBepK1€HHH TIOJIOKEHHS 00 0COOEHHOCTSIX 00pabOTKH NEPCOHATBHBIX
JaHHBIX, OCYLIECTBIIIEMOI 0€3 UCII0JIb30BAHUS CPEJICTB ABTOMATHU3AINI;

nocraHoBiienneMm IIpaButenbctBa Poccuiickoit @enepanuu ot 21.03.2012
Ne 211 «OO0 yTBepxkaeHUM TEpeUHs Mep, HaNpaBlIEHHBIX Ha obecreueHue
BBINIOJIHEHUS O00S3aHHOCTEH, NpenycMOTpeHHbIX dDenepaiibHbIM 3aKOHOM «O
NEPCOHANIBHBIX JTaHHBIX» U MPUHATHIMU B COOTBETCTBUM C HUM HOPMATHUBHBIMHU
MPAaBOBBIMM aKTaMH, OIEpAaTOpaMu, SBISIOIMIMMUCI TOCYJApCTBEHHBIMU WIIU
MYHULIMNAIbHBIMU OpTaHAMMY;

npukazoM ®CTIK Poccun ot 18.02.2013 Ne 21 «OO06 yrBepxkaenuu CoctaBa
U COJepKaHUsl OpPraHU3aLMOHHBIX W TEXHUYECKUX Mep MO0 O0eCleyeHuto
0€30MacHOCTH NEPCOHAJBHBIX JAHHBIX MPU UX 00paboTkKe B MH(GOPMAIIMOHHBIX
CUCTEMAX IEPCOHAIBHBIX JTAHHBIX),

npukazoM ®Cb Poccuu ot 10.07.2014 Ne 378 «OO6 yTBepkKIeHUU COCTaBa
U COJep)KaHUsl OpPraHU3alMOHHBIX W TEXHMYECKMX Mep IO O00ECHeueHHIO
0€30MacHOCTH NEPCOHAJBHBIX JAHHBIX MPU MX 00paboTKe B MH(OPMAIMOHHBIX
CUCTEMaXx MEPCOHAIbHBIX JAHHBIX C UCIIOIb30BAaHUEM CPEJCTB KpUNITOrpapuuecKoi
3alUThl  MHQOpPMalMK, HEOOXOIUMBIX JUIsl BBIMOJHEHUS YCTaHOBJIEHHBIX
[TpaButensctBOM Poccuiickoii deneparum TpeOOBaHUI K 3aIUTE MEPCOHATBHBIX
JAHHBIX ISl KQKI0TO U3 YPOBHEH 3alIUIIIEHHOCTH Y,

MeTroanuecKuMu peKOMEHAALMSIMU 110 pa3pad0TKe HOPMATUBHBIX MPABOBBIX
aKTOB, OTIPEACISIONIUX YIPO3bl 0€30MaCHOCTH NEPCOHANBHBIX TaHHBIX, aKTyaJIbHbIE
npu  0o0pabOTKEe TMEpPCOHANBHBIX JIaHHBIX B HMH(POPMAIMOHHBIX CHCTEMax
NEPCOHATIBHBIX JAHHBIX, AKCILTyaTUPYEMBbIX npu OCYUIECTBJICHUU
COOTBETCTBYIOIIUX BUAOB JEATEIBHOCTH, YTBEP)KJIECHHBIMHU PYKOBOACTBOM
8 Lleatpa ®Cb Poccum 31.03.2015 Ne 149/7/2/6-432.

B Tlomutuke ompenenensl TpeboBanus k mepconany WCIIJIH, cremneHb
OTBETCTBEHHOCTH  TI€pCOHAaja, CTPYKTypa M  HEOOXOAUMBIH  ypOBEHBb



3alIUIIEHHOCTH, CTaTyC M  JIOJDKHOCTHBIE  OOS3aHHOCTH  COTPYJIHHUKOB,
OTBETCTBEHHBIX 3a olOecredeHne 06e30macHoCcTy nepcoHanbHbix qaHHbix B MUCIIH
YkalloBCKON pailOHHOW TEepPpPUTOpUATIFHONW H30MpaTeNbHOM KOMHCCHUA TOpOja
ExatepunOypra (nanee — Komuccus).

1. O061ue moJI0KEeHUS

Lensto Hactrosmed [lonutuku sBisiercss oOecrieueHue OE30MACHOCTH
00BeKTOB 3amuThl KomMuccuum oT BcexX BUIOB YIpO3, BHEIIHUX M BHYTPEHHUX,
YMBIIUJIEHHBIX W HENpPEJHAMEPEHHBIX, MHHUMHU3aLHMs ylIepda OT BO3MOXKHOU
peanuzanuu yrpo3 6ezomnacHoctu [1/{n (YBIT/IH).

be3onacHOCTh NEPCOHANBHBIX [AHHBIX JOCTUTAETCS ITYTEM HCKIIFOUEHUS
HECAHKIMOHUPOBAHHOTO, B TOM YHCJIE CIIy4YalHOIO, JOCTyNa K IMEPCOHAJIbHBIM
JAHHBIM, PE3yJbTaTOM KOTOPOIO MOXKET CTaTb YHUYTOXEHUE, H3MEHEHHUE,
0JIOKHpOBaHUE, KOMIUPOBAHUE, PACTIPOCTPAHEHUE MTEPCOHAIBHBIX JAHHBIX, a TAKKE
VMHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUML.

WNupopmannsa u CBA3aHHbIE C HEH pecypchbl TOJDKHBI OBITH JAOCTYIHBI NI
aBTOPHU30BAaHHBIX ITOJIb30BaTENEeH. JIOJDKHO OCYIIECTBISTBCS CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BI1/]H.

JIOMKHO ~ OCYIIECTBIATBCS  MPEAOTBpPALICHUE MPEIHAMEPEHHBIX WM
CIIy4ailHBIX, YaCTUYHBIX WM MOJTHBIX HECAHKIIMOHUPOBAHHBIX MOJIU(DUKAIIUN WK
YHUYTOXEHUS TAHHBIX.

CocTaB 00bEKTOB 3alllUThI IpeCcTaBiIeH B «llepeyHe nepcoHalbHbIX 1aHHBIX,
oOpabarbiBaeMblXx B YUKamOBCKOW pPallOHHOM TEppUTOPHUAILHON H30UpaTEebHON
KoMmuccuu ropojga ExarepunOypra B CBsI3U ¢ peanuzaiueil ciyKeOHbIX (TPYI0BbIX)
OTHOILIEHUH, a TAK)KE OCYIIECTBICHUEM rOCYAapCTBEHHBIX (QYHKIIUI.

Cocrap HUCIIlH nognexamux 3ammure, mnpeacraBieH B «llepeune
MH()OPMAIIMOHHBIX CHCTEM IMEPCOHAIBHBIX JAaHHBIX B YKaloBCKOW palloHHOU
TEPPUTOPHATBHON N30UpaTENbHOU KOMHUCCHH ropoaa ExatepuHOypray.

2. O0JacTh aeiicTBUA

TpeboBanus Hacrosmei [loauTuku  pacnmpocTpaHSIOTCS Ha  BCex
corpynuukoB Komuccuu (IITaTHBIX, BPEMEHHBIX, PAOOTAIONIUX IO KOHTPAKTY
U T.11.), @ TAKXKE BCEX MPOYMX JUIT (TOAPSIAYUKH, Ay AUTOPHI U T.I1.).

3. Cucrema 3allIMThI NEPCOHAIBHBIX TAaHHBIX

OOGecnieuenne  0€30MAaCHOCTH  MEPCOHAIBHBIX  JAaHHBIX  JOCTHTAeTCs,
B YaCTHOCTH:

ompeneNeHueM yrpo3 0e30MacHOCTH TMEpPCOHAJIbHBIX JAHHBIX TPU UX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JAHHBIX;

NPUMEHEHUEM OPraHU3alMOHHBIX M TEXHUYECKUX MEp MO 00eCleyeHHUIO
0e30MacHOCTH NEPCOHAJBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX



CUCTEMAX MEPCOHAIBHBIX JAHHBIX, HEOOXOIUMBIX [JISl BBINOJHEHUs TPEOOBAHMIA
K 3allUTe T[EepPCOHAJIbHBIX JaHHBIX, KCIOJIHEHUE KOTOPBIX OOEeCcreurnBaeT
YCTaHOBJICHHBIE [IpaBuTenscTBOM Poccuniickon Oenepanun YPOBHHU
3aIMIIEHHOCTH NTEPCOHAIBHBIX JIaHHBIX;

IPUMEHEHUEM IPOLIEANINX B YCTAHOBJICHHOM IOPSAKE IPOLENYPY OLIEHKH
COOTBETCTBHSI CPEACTB 3aIIUTHI HH()OPMALINH;

OLICHKOH  A(QQPEKTUBHOCTH MNPUHUMAEMbIX Mep 10  00eCleYeHHIO
0€30MacHOCTH  MEPCOHANBHBIX  JaHHBIX O BBOJA B  3KCIUIyaTallHIO
MH(POPMALIMOHHON CUCTEMBI IEPCOHANIBHBIX JAHHBIX;

Y4€TOM MAalIMHHBIX HOCUTEJIEH IEPCOHAIIBHBIX JaHHBIX;

oOHapyXeHHeM (DaKTOB HECAHKIIMOHUPOBAHHOTO JIOCTYIA K MEPCOHATBHBIM
JTAaHHBIM U IPUHATHEM MEp, B TOM YHUCIJIE MEP MO0 0OHAPYKEHUIO0, MPETYTPEKICHUIO
Y JIMKBUJAIMH TIOCTIEACTBUNA KOMITBIOTEPHBIX aTak Ha MH(OPMALlMOHHbBIE CUCTEMBI
IIEPCOHAIIBHBIX JAHHBIX U I10 PEarupOBaHUIO HA KOMIIBIOTEPHBIE NHIIUECHTHI B HUX;

BOCCTAHOBJICHUEM TI€PCOHAJBHBIX JAHHBIX, MOAM(PUUUPOBAHHBIX WM
YHUUYTOXEHHBIX BCIEACTBUE HECAHKIIMOHUPOBAHHOT'O JIOCTYyIA K HUM;

YCTAaHOBJICHHMEM  MpaBWJI  JOCTyHa K  TEPCOHAJIbHBIM  JIaHHBIM,
oOpabaTeiBaéMbIM B MH(QOPMAIIMOHHON CUCTEME MEPCOHAIBHBIX JAaHHBIX, a TAKKE
o0ecrieueHneM perucTpalud M ydera BcCeX JCHCTBHM, COBEpIIAEMBbIX
C IEPCOHAJIBHBIMU TAHHBIMU B UH(POPMALIMOHHOM CUCTEME NEPCOHATBHBIX IaHHBIX;

KOHTPOJIEM 32 MPUHUMAEMbIMU MEpaMHu IO OOECIEeUeHHIO 0e30MaCHOCTH
NEPCOHAIBHBIX JAaHHBIX M YPOBHS 3aIMIIEHHOCTH WH(GOPMALMOHHBIX CHUCTEM
NIEPCOHAIIBHBIX JAHHBIX.

Cucrema 3ammtbel  nepcoHanbHbiX  gaHHbIX  (C3IIIH), cTpoutcs
HA OCHOBAHHH:

AKTa BHYTPEHHErO0 KOHTPOJISI COOTBETCTBUA OOpaOOTKH MEPCOHATBHBIX
JAHHBIX.

Ilepeuns mepcoHANBHBIX JIAaHHBIX, oOpadaThiBaeMbIXx B UYKajJ0BCKOM
palloHHOW TEeppPUTOpPUATBHOM M30MpaTesbHOM KOoMHCcCHHM ropoaa ExarepuHOypra
B CBS3M C peajgu3aluei CiyXeOHbIX (TPYJOBBIX) OTHOILIEHHUW, a TaKke
OCYUIECTBJICHUEM TOCYIAPCTBEHHBIX (YHKIINN;

AKTOB KJaccU(pUKaUU UHPOPMAILIMOHHBIX CUCTEM MEPCOHATBHBIX TAHHBIX;

Monenu yrpo3 6€301acHOCTH NEPCOHANBHBIX JaHHbIX;

Martpuipl gocTyna Mojb30BaTesied K 3alluiiaeMbiM HH()OPMAMOHHBIM
pecypcam UCIT/IH;

PykoBogsumx nokymenToB @CTIOK Poccun u @Cb Poccun.

Ha ocHOBaHMM 3TUX IOKYMEHTOB OMNpEIeNsieTcss HEOOXOAUMBIN YpOBEHb
samuiieHHoctd [I[In kaxmoir MCII[IH Komwumccuu. Ha ocHoBaHuM aHain3a
aKTyalbHbIX Yrpo3 Oe3omacHoctu I[I/H omucanHoro B Mojenu yrpos, aenaercs
3aKII0YEHUE O  HEOOXOAMMOCTH  HCIOJIb30BaHUS  TEXHUYECKUX  CPEACTB
U OpraHU3al[MOHHBIX MEpONpHUATHH ans obecredenust Oe3omacHoctu [1/]H.



BriOpanHble HEOOXOIMMBIE MEpONpHATHS oTpaxkatorcs B «CocTaBe Mep 3alluThI
WH()OPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JAaHHBIX).

Jns UCIT/IH nomxeH ObITh COCTABJIEH CIHMCOK UCTOIb3YyEMbIX TEXHUUYECKUX
cpenctB 3ammThl (Hanee - ChnMcoOK), a Tak K€ MPOrpaMMHOT0O oOecleyeHus,
ydacTBytoiiero B 0opadotke I1/1H, Ha Bcex anementax MCITH:

APM nonp3oBarene;

CepBepa npHII0KEHHI;

CYB/;

I'panuner JIBC;

KananoB nepenaun B ceTH OOIIETO MOJIB30BAHUS U (MJIM) MEXKIYHAPOIHOTO
oOMeHa, eciu o HuM nepeaarotes [1/]H.

B 3aBucumoct ot ypoBHs 3ammiieHHocTd MCII/IH u akTyanbHBIX yrpos,
C3I1/IH MOKeT BKJIIOUYATh CJIECAYIOIINE TEXHUUYECKHUE CPEICTBRA:

AHTUBUPYCHBIE CPEICTBA NIl paOOYMX CTAHIIMI MOJIb30BATENIECH U CEPBEPOB;

CpEACTBA MEKCETEBOI0 SKPAaHUPOBAHUS,

cpeacTBa Kpuntorpadguueckoidl 3amuTbl WHGOpPMAUUM TpU Teperaye
3amuInaeMoi nHopMaluy Mo KaHajaaM CBSI3H.

Tak e B CHOUCOK JOJKHBI OBITh BKJIIOYEHBI (DYHKIIMM 3alIUTHI,
oOecrieynBaeMble IITaTHBIMU cpefacTBamMu 00padotku [IJIH omepannoOHHBIMU
cucremamu (OC), mnpuxnagaeiMm [0 © cneuMaJbHBIMM  KOMIUIEKCAMH,
peanu3yoIMMU cpeacTBa 3aluThl. CIIUCOK (QYHKIIMHI 3alIUThl MOXKET BKJIIOUYATh:

YIIPaBIICHUE U pa3rpaHUUYCHUE JOCTYIA IT0JIb30BaTEIIEH;

PETUCTPALIMIO U YUET IeUCTBUM ¢ uHPOopMaImen;

oOecreueHne eTOCTHOCTH JJAaHHBIX

0OHapyXeHUE BTOP>KECHUI.

Cnucok uCHONB3yEMBIX TEXHUUYECKHX CpencTB oTpaxaercs B «llmane
MEPOTIPUATUN 10 OOECMEYEHUIO0 3alllUThl TEPCOHATBHBIX JaHHBIX». CIUCOK
MCIOJIB3YEMBIX CPEACTB JOJKEH MOAAEPKUBATHCS B AKTyaJIbHOM CcOCTOsIHUM. [Ipu
M3MEHEHUH COCTaBa TEXHUYECKHUX CPEACTB 3amuThl win 3neMeHToB MWCII/Ix
COOTBETCTBYIOIINE U3MEHEHHUsI JOJDKHBI ObITh BHECEHBI B CIHUCOK U YTBEPIKICHBI
npeacenateneMm M30uparenbHoit komuccun CBEpAJIOBCKON 00JaCTH WJIU JIULIOM,
OTBETCTBEHHBIM 3a oOecreueHnue 3anutel [1J1H.

4. TpeooBanus k noacucremam C3I1/n

C3I1/Ix BxiroyaeT B ceOs CIeyIOIINE MOICUCTEMBI:
yIPaBJICHUS IOCTYTIOM, PETUCTPALIUU U YUETa;
o0ecrnedeHus HEeIOCTHOCTU U IOCTYITHOCTH;
AHTUBUPYCHOMU 3alLIUTHI,

MEKCETEBOI0 SKPAaHUPOBAHMUS;

aHaJIM3a 3alUIIEHHOCTH;

0oOHapy>KEeHHs BTOPKEHUMH;



KpUNTOrpauuecKoi 3aiuThl.

[Moncucrempr C3I1[IH uMerOT pa3iauuHblil (yHKIMOHAN B 3aBUCHMOCTH OT
knacca UCIIn, ompeneneHHoro B «AkTe kinaccuduxanuu uHOOPMALMOHHON
CUCTEMBI NEPCOHAIBHBIX JaHHBIX». CHUCOK COOTBETCTBUS (PYHKLUMH IMOJCHUCTEM
C3II[IH knaccy 3alIMIIEHHOCTH IPEACTABIEH B TEXHUYECKOM 33JaHUU 110
CO3/IaHMI0  CHCTEMbI 3amUThl HH(OpManuu HMHPOPMAIMOHHOW  CHCTEMBI
NEPCOHATIBHBIX JAHHBIX.

[loacucreMa ynpaBiaeHHs JOCTYIIOM, PETUCTPALIMK 1 y4eTa

[Toncucrema yrnpaBieHus: JOCTYNOM, PETUCTPALMKA U y4YeTa MpeJHa3HAYEHa
JUTSL peau3aliy CAeAyomuX QyHKIIUMA:

UASHTU(GUKAITMN ¥ TIPOBEPKH MOJTMHHOCTH CyOBEKTOB JIOCTYIA MPHU BXOJE
B UCIIH;

UACHTU(UKAIIMK TEPMUHAJIOB, Y3JIOB CETH, KaHAJOB CBSA3U, BHEITHUX
YCTPOMCTB IO JIOTUYECKUM UMEHAM;

UJAEHTU(UKAIIMU TpPOrpaMM, TOMOB, KaTaJoroB, (aillioB, 3amucel, moseu
3aIucel Mo UMEHaM;

perucTpanuu Bxoja (BbIXoJa) CyObEKTOB JOCTYIA B CUCTEMY (U3 CUCTEMBI),
aM00 perucTpanuu 3arpy3kd U WHUIUAIM3ALMUA OMNEPAMOHHON CHCTEMBI U €€
OCTaHOBA.

perucTpaiMd TOMNBITOK JOCTyNa MPOrPAMMHBIX CpPEACTB (IIporpamm,
MPOIIECCOB, 3a/1a4, 3a/IaHUI) K 3allUIIacMbIM (aiinam;

pErucTpauuy MOMBITOK JOCTYINA IMPOrPAMMHBIX CPEICTB K TEPMUHAJIaM,
KaHallaM CBS3M, IporpaMMmMamM, ToMam, Kartajoram, daiigam, 3amucsM, TMOJsIM
3aIuCen.

[Toacuctema ynpaBiaeHHUs! TOCTYIIOM MOKET ObITh PeaIi30BaHa C MOMOILBIO
MTaTHBIX cpeAcTB o0paboTku I[I/[H (omepanMOHHBIX CHUCTEM, MPUIIOKEHUN
u CYBJI). Tak sxe MOKET ObITh BHEJIPEHO CIEIMATILHOE TEXHUYECKOE CPECTBO UITU
WX KOMIUJIEKC, OCYIIECTBIISIFOIINE JOTOTHUTEIbHBIC MEPHI 10 ayTeHTU(UKAIIIN U
KoHTpoito. Hampumep, NpUMEHEHHE €IUWHBIX XPAHWIMI YYETHBIX 3amucei
IIOJIb30BATEIIEN 17} PErUCTPaMOHHON uH(popmaIm, UCIIOJIb30BaHUE
OMOMETPUYECKUX W TEXHUUYECKUX (C TOMOIIBIO 3JIEKTPOHHBIX MPOIYCKOB) MEp
ayTeHTU(PUKALIUU U JPYTHX.

[loacucrema o0ecreueHus OCJIOCTHOCTHU M JOCTVIIHOCTH

[Toacuctema obecniedeHus LEIOCTHOCTH U JJOCTYITHOCTH MpeIHA3HAUEHA IS
obOecrieueHusl 1EJIOCTHOCTA M AoCTymHOCTH [IJ[H, mporpaMMHBIX M ammapaTHBIX
cpeactB UCII[In Komuccuu, a Tak ke CpPEIACTB 3allUThl, NMPU CIYyYaWHOU WIIU
HaMepeHHOW MoubUKAIIH.

[Toncucrema peanuszyercss ¢  IOMOIIBIO  OPraHU3ALUMHA  PE3EPBHOTO
KOMHUPOBaHUSI 00pabaThIBAa€MbIX JAHHBIX, @ TaK K€ PE3ePBUPOBAHUEM KITIOUEBBIX



anemenToB UCII/IH.

HOI[CI/ICTeMa aHTHBHDVCHOfI 3a11IUThI

[ToacucTemMa aHTHUBUPYCHOW 3alIUThI TMpeAHA3HA4YeHA A OOECTICUCHHUS
aHTUBUPYCHOM 3amUThl cepBepoB 1 APM nonws3oBateneit UCII[Ix Komuccun.
CpencrBa aHTUBUPYCHOW 3alllUTHl IPEIHA3HAYEHBl JUIS  peaau3aluu
cienyonux QyHKITAN:
PE3UACHTHBIN AHTUBUPYCHBI MOHUTOPHHT;
AHTUBUPYCHOE CKAaHUPOBAHUE;
CKPHUIIT-0JIOKUPOBAHUE;
[EHTPAIM30BaHHOW/ Y JaICHHOM YCTaHOBKHU/IEUHCTAIUIALINH
AHTUBUPYCHOTO  NPOAYKTa, HACTPOWKH,  AJIMUHHUCTPUPOBAHUS,
IPOCMOTpPa OTYETOB M CTAaTHCTUYECKON uHMopMmanuu 1o pabote
IIPOAYKTA;
aBTOMATU3UPOBAHHOTO OOHOBJICHUSI AaHTUBUPYCHBIX 0a3;
OTPaHUYCHHMS MPAB MOJIB30BATEINS HA OCTAHOBKY MCIOJIHAEMBIX 3a7a4
Y U3MEHEHHS HACTPOEK aHTUBUPYCHOT'O MPOrPaMMHOI0 00ECTIEUECHHS;
ABTOMATUYECKOIO  3aIlyCKa HEMOCPEACTBEHHO IIOCIE  3arpy3KH
OIEPALUOHHON CUCTEMBI.
[Toxcucrema peanusyercs IMyTeM BHEIPEHHS CIEHHUAIbHOIO aHTUBUPYCHOI'O
nporpaMMHoro obecrnedeHust Ha Bce 3neMeHTsl UCIIJIH.

HOI[CI/ICTeMa MCKCETCBOI'O DKPAHUPOBAHUA

[ToacucTema MEXCETEBOTO SKPAaHUPOBAHUS MIPEAHA3HAYEHA ISl pEATTU3ALNH
CIeAYIOIMMX (yHKITHI:

buIbTpaMK OTKPHITOrO U 3amu@poBaHHoro (3akpbIToro) IP- tpaduxka;

¢ukcal BO BHYTPEHHHMX JKypHajaXx HWHPOpPMALMK O MPOXOISIIEM
OTKpPBITOM M 3aKpbITOM [P-Tpaduke;

UACHTU(UKAINK U ayTeHTU(PUKAIIMKI aMIHUCTPATOPA MEXKCETEBOTO dKpaHa
IIPU €r0 JIOKAJIBHBIX 3alpocax Ha JOCTYIL;

peructpanuu BxoAa (BbIXOAAa) aJIMHHUCTpaTOpa MEXKCETEBOTO JKpaHa
B cucTeMy (M3 cUCTeMbl) JHOO 3arpy3kd M WHULMAIU3ALUU CUCTEMBl U €€
POrpaMMHOI0 OCTaHOBA;

KOHTPOJIS IIEJIOCTHOCTH CBOEH MPOrpaMMHOM ¥ MHGOPMAIIMOHHOMN YacTH;

(GunbTpaIK NaKEeTOB CITYKEOHBIX MPOTOKOJIOB, CIYXKAIIMX JJIsl AMATHOCTUKH
U yNIpaBJIeHUs pab0TOMN CETEBBIX YCTPOUCTB;

GuabTpalMK C YYETOM BXOJHOTO M BBIXOJHOTO CETEBOTo MHTep(eiica kak
CpeIICTBA MPOBEPKHU MOJIMHHOCTH CETEBBIX aJAPECOB;

PErHCTPaLMY U y4eTa 3alpaliiBaeMbIX CEPBUCOB IPUKIIAJHOTO YPOBHS;

OJIOKMpPOBAHUS JOCTyNa HEUAECHTU(DUIIMPOBAHHOTO OOBEKTA WIIH CyOBEKTa,
NOJJIMHHOCTh KOTOPOTO MpU ayTeHTHU(PUKALMM HE MOATBEpIUIach, METOJaMH,



YCTOMYMBBIMH K IIEPEXBATY;
KOHTPOJIS 32 CETEBOM AKTUBHOCTBIO MPUJIOKEHUA U OOHAPYKEHUSI CETEBBIX
aTax.

[logcucrema  peasin3yercss  BHEOPEHUEM  MPOTrpaMMHO-alIapaTHbBIX
KOMIUIEKCOB MEXKCETEBOr0 dKpaHupoBaHus Ha rpanune JIBC, kinaccoM He Huxe 4.

[loacucreMa aHanmM3a 3alIUIIEHHOCTH

[loacucrema aHanu3a 3alIMIIEHHOCTH JOJDKHA OOECIIEYMBATH BBISIBICHHUE
ySI3BUMOCTEH, CBA3aHHBIX ¢ ommuOkamu B KoHurypamuu [10 MCII[dH, koTOphIe
MOTYT OBITh UCIIOJIb30BAaHbl HAPYILIUTENIEM AJIs PEAIM3allii aTaKu Ha CUCTEMY.

OyHKIMOHAI TOJCUCTEMBI MOXET OBITh peajn30BaH MPOrPaMMHBIMU
Y IIPOTPAMMHO-ANIAPATHBIMU CPEIACTBAMH.

[Hoacucrema 0OHAPYKEHUST BTOPKEHUM

[Toacuctema oOHapyKXEHUST BTOP)KEHUU JODKHA OOECTICUMBATH BBISBIICHHE
ceTeBbIX atak Ha sneMeHThl UCIIJIH, moaKIt0ueHHBIE K CETSIM 00IEro MOJIb30BaAHUS
U (WJI1) MEXTYHApPOIHOTO OOMEHa.

OYHKITMOHAT TIOJACHCTEMBI MOXXET OBITh peann30BaH MPOTPAMMHBIMH
¥ TIPOTPaMMHO-AITAPATHBEIMHU CPEICTBAMH.

[loncucrema KDHHTOI‘D&d)H‘IGCKOfI 341111 ThI

[Toacuctema KpuUNTOrpaPUUECKON 3aIUThHI MPETHA3HAUCHA I UCKITIOUCHHUSI
HCJl x 3amumaemoii wmHbopmanuun B HCIIJIn Komuccum mpu ee mnepemaue
M0 KaHaJIaM CBSI3U CeTel 0OIIETO MOJIb30BaHUS U (MJIN) MEXKIYHAPOIHOTO OOMEHA.

[logcucrema peanu3yeTcss TYTEM  BHEAPEHHUS  KPUNTOrpapUUecKuX
MpPOrpaMMHO-aNNapaTHbIX KOMIUIEKCOB.

5. IMoaw3oBateaun UCITIH

B MUCIIJz Komuccun MOXHO  BBIACIUTH  CIEAYIOIIUE  TCPYIIIbI
M0JIb30BATEJNICH, yUaCTBYIOIMX B 00paboTke U xpanenuu [1/1x:
Anmunuctparopst UCI/IH;
AnMuHHCTpaTOPBI 0€30MACHOCTH;
Omneparopst APM;
Anmunuctpatopsl cetu UCI/IH;
TexHuueckue CHeUUaIUCTbl MO OO0CIYXHUBaHUIO MepudepuitHoro
000py10BaHUSI.
Jlanupile 0  rpymnmax  MOJb30BaTENsX,  YpPOBHE  HX  JIOCTyMa
U  UWHOOPMHUPOBAHHOCTU JOJKHBI OBITHh OTpakeHbl B Marpuie jgoctyna
MOJIB30BATENICH K 3alUIIaeMbIM HHPOPMAITMOHHBIM PECypCaM.

Anpmvmuauctparop UCIT I

Anmunuctpatop  UCII[dn, corpyanuk  Komwuccun ~ (MM uHOe



YIOJHOMOYEHHOE  JIMLO), OTBETCTBEHHBIM 32  HACTPOMKY, BHEApPEHUE
u conpoBoxkaenue WCIIJIn. OOecneunBaer (yHKIMOHUPOBAHHE MOJCUCTEMBI
ynpasienus goctynoM UCII/IH 1 ymoJIHOMOYEH OCYIIECTBIIATh PEJOCTABICHHUE U
pasrpaHWYeHHe JIOCTyla KOHEYHOro mnonb3oBatens (Oneparopa APM)
K 3JIEMEHTaM, XpaHAILUM [IEPCOHAIIBHBIE TaHHBIE.

Anvmunuctpatop WCII[IH o0namaeT claeayrondM ypOBHEM  JIOCTyNa
Y 3HAHUMU:

oOsazaeT noysHoi nHpopManren 0 CHCTEMHOM M ITPUKIIATHOM IPOrPaMMHOM
obecnieuenuu UCIIH;

oOjazaeT MoJIHOM MH(pOpMaIUEl 0 TEXHUUYECKUX CPEICTBAX U KOH(UTYpaIU
NCIIH;

MMEET OCTYN KO BCEM TEXHHUYECKUM CpeJCTBaM 00paboTku MHGOpMaIuu
u nanabpiM UCITH;

oOjanaer npaBaMu KOH(UIypuUpOBaHUS M aAMHUHHCTPATUBHOM HACTPOUKHU
texHnueckux cpencts UCII/H.

A nMmuHucTpaTop 0€30IMaCHOCTH

AnmunuctpaTop 0Oe3omacHocTH, coTpyaHuk Komwuccunm (uinum  uHOE
YIOJIHOMOYEHHOE JIULIO), OTBETCTBEHHBIN 3a (pyHKmonupoanue C3I1/1H, Bkitouas
0oOCIy’KMBaHME M HACTPOWKY aJIMUHHUCTPATUBHOM, CEPBEPHOM U KIMEHTCKOU
KOMITOHEHT.

AnmunHucTpaTop 0Oe30macHOCTH 007alaeT CIAEOYIOIIUM YpPOBHEM JIOCTYyIa
Y 3HAHUMN:

obnanaet npaBamu Anmunauctparopa UCIIH;

oOnaznaet noiaHou uHpopmanuent 06 UCII/1H;

MMEET JOCTYI K CpelcTBaM 3aILUTHI uH(popmau
Y IIPOTOKOJIMPOBAHMS U K YacTU Kito4ueBbIX 35ieMeHToB UCII/IH;

HE UMEET MpaB J0CTYIa K KOHQUTYPUPOBAHUIO TEXHUUECKUX CPE/ICTB
CETH 32 UCKIIFOUEHHEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX).

AnMuHuCTpaTOp 0€30MaCHOCTH YIOJHOMOYEH:

peanu3oBbIBaTh MOJUTUKM Oe3omacHocTh B uactu Hactpoiiku CK3U,
MEKCETEBBIX PKPAHOB U CHCTEM OOHApY>KEHHUsS aTakK, B COOTBETCTBUHU C KOTOPBIMU
nosib3oBatesb (Onepatop APM) nonmydaetr BO3MOXKHOCTh paboTaTh C dJIEMEHTaMU
NCTIH;

OCYUIECTBJISATh ayJIUT CPEACTB 3ALTUTHI;

Oneparop APM

Omneparop APM - corpynauk Komuccuu (Min ”HOE yHOJIHOMOYEHHOE JIUIIO),
ocymiecTistonuid o6pabotky I1J][n. O6padoTtka I1J[H BKiIOYaeT: BO3MOXKHOCTh
npocmotpa [1/1H, pyunoit BBox I1JJn B cucremy UCIIIH, hopmupoBanue cipaBok



U or4yetoB mno wuHpopmauuu, noimydeHHor u3z HCIIJ. Omnepatop HE umeer
MOJTHOMOYH JIs yIpaBlieHus: moacucteMamu oopadbotku gaHubix u C3I1/1H.
Oneparop UCIT/IH o6nagaeT ciaeayronmuM ypoBHEM JOCTYIA U 3HAHUI:
obOylajaeT BCEeMH HEOOXOIWMBIMU aTpuOyTamMu (HampuMmep, MapoJieMm),
00€eCIeYnBaIOIIMMHU JIOCTYT K HEKOTOpOMY noAMHokecTBY [1/1H;
pacnojaraeT KOHQHUICHINAIbHBIMU JAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Anmvunauctparop cetr MCITJIx

Anmunuctpatop cetu HWCIHAH, corpyanuk Komwmccum (wnum  uHOE
YIIOJIHOMOYEHHOE JHIIO), OTBETCTBEHHBII 3a (byHKIMOHUPOBaHUE
TesleKoMMyHuKarmonHoi noacuctemsl UCII/IH. AnMuHHCTpaTop cetu HE UMeEeT
MOJTHOMOYHM JJIs1 YIIPaBJICHUS OJCUCTEMaMU 0O0paOOTKH JaHHBIX U 0€30MaCHOCTH.

AJIMUHHCTpATOpP ceTH 00Ja1aeT CICAYIOMIUM YPOBHEM JIOCTYIA M 3HAHHIA:

o0jaznaeT 4yacTbio HH(GOPMALIUK O CUCTEMHOM U MPUKIIATHOM IIPOrPaMMHOM
ob6ecnieuenuu UCIIH;

o0JagaeT 4acTbio MH(OPMAIIUU O TEXHUYECKHUX CPEACTBAX U KOH(UTypaluuu
NCIId#;

uMeeT (U3MYECKUMM JOCTyln K TEXHUYECKHM CpeAcTBaM o0paboTKH
uH(GOpPMAIIUKU U CPEICTBAM 3aILUTHI;

3HAET, 10 MEHbIIEH Mepe, OJIHO JIETAIbHOE UMSI JOCTYTIA.

TexXHUYEeCKUN CIIEAATMCT IO 00CTYKUBAHUIO HEPUDEPUITHOTO 000PYIOBAHUS

TexHruuecKuil cnenuanyucT no 00CiIyKHUBaHUIO, cOTpyAHUK Komuccuu (mnu
MHOE YIOJIHOMOUYEHHOE JIMI0), OCYIIECTBISET OOCIYKMBAHWE M HACTPOUKY
nepudepuitnoro  obopynoBanus MCII[dH. TexHuueckuid CHEIUATUCT IO
oOcy>KMBaHHIO HE uMmeeT aoctyna K [1/1H, He uMeeT MoTHOMOYNA [T YIPaBJICHHUS
nojcucTeMamMu 0O0pabOTKU JJAHHBIX U O€30MaCHOCTH.

TexHuuecKuil CreuuasucT Mo OOCIy)XHUBaHUIO OOJadaeT CleayoluM
YPOBHEM JOCTYyIla U 3HAHUM:

o0jaznaeT 4yacTbio HHGOPMALMU O CUCTEMHOM U MPUKJIAJTHOM MPOrPaMMHOM
obecrnieuennu UCII/IH;

o0nagaeT 4acTbio MH(OPMAIIUU O TEXHUUYECKHUX CPEACTBAX U KOH(UTypaluu
NCIIH;

3HAET, [0 MEHBLIEN MEPE, OJTHO JIETAJIbHOE UM IOCTYTIA.

6. TpeOoBaHusl K mepcoHAy N0 odecniedeHnto 3amuThl [/

Bce corpynnuku Kowmwmccuu, sBustommuecss noib3oBarensimu  WCI/IH,
JIOJKHBI Y€TKO 3HATh U CTPOTO BHITIOHATH YCTAHOBJICHHBIC TIPaBUjIa U 00S13aHHOCTU
Mo JOCTYNy K 3allyIlaeMblM OOBEKTaM M COOJIIOJACHUIO MPHUHATOIO pPEXUMa
oe3onacuoctu [1JIH.

[Ipu BcTymieHMM B JOJDKHOCTH HOBOTO COTPYAHHMKA OH JIOJDKEH OBITh



O3HAKOMJIEH C HEOOXOIUMBIMH JOKYMEHTaMH, PErJaMEeHTHPYIOIUMU TPeOOBaHMUS
no 3amute IIJ[H, a Ttakke o0OydeHHEe HaBbIKaM BBHIMOJHEHHS MPOLEIYP,
HEOOXOUMBIX JIJIs1 CAHKIIMOHUPOBAHHOTO Hcnoiab3oBanus MCIIH.

CoTpynHUK JOMKEH OBITb O3HAKOMJIEH CO CBEJICHUSMHU HACTOSIIEH
[Tonutuku, npuHATHIX npoueayp padots ¢ anementamu UCITIn u C3I11H.

Corpynnukn  Komuccnu,  HCHONB3YIOIIME  TEXHUYECKHE  CPEICTBa
ayTeHTU(UKALMK, JOJDKHBI OOECHeYrnBaTh COXPAHHOCTh HIACHTHU(PHKATOPOB
(anexkTpoHHBIX Kitouel) u He nonmyckaTth HCJl k HUM, a Tak k€ BO3MOKHOCTb UX
yTEPU WM  HCHOJb30BAaHHUS TPETbUMH JunaMu. llomp3oBarenu  HeCyT
MEPCOHANIbHYIO OTBETCTBEHHOCTD 32 COXPAHHOCTh UICHTHU(PUKATOPOB.

Cotpynnuku Komuccnu DOJDKHBI CIEA0BATh YCTAHOBJIEHHBIM MPOLELypaM
nojiepxkanus pexxnma o6esomnacuoctu [1/1H mpu BeIOOpE U MCMOIB30BaHUU MTApOJIeH
(ecnu HE UCIIOJIB3YIOTCSA TEXHUUYECKUE CPEJICTBA Ay TCHTU(PUKALIUN).

Cotpynnukun Komuccun noimkHbl oOecneuMBaTh HAJJISKAIIYIO 3alluTy
000py1I0BaHUSsI, OCTaBIsIEMOr0 0€3 MPUCMOTPa, OCOOCHHO B TE€X CIydasX, KOT/ia B
ITOMEIIEHUE UMEIOT JOCTYII IOCTOPOHHUE JULA. Bee monp30BaTeny JOJKHBI 3HATh
TpeboBanuss mo Oe3zonacHoctv II/IH wm mpoueaypsl 3amuThl 000PYIOBaHUS,
OCTaBJIEHHOI'O 0€3 MPUCMOTPA, a TAK)KE CBOU O0S3aHHOCTH 10 0OECIIEUEHUIO TaKOM
3aIUTHI.

CoTpynHUKaM 3ampeniaeTcs yCTaHABIMBATh ITOCTOPOHHEE IPOIPAMMHOE
oOecrieyeHue, TMOAKIOYaTh JIMYHbIE MOOWIIBHBIE YCTPOWCTBA U HOCHUTEIU
uH(pOpMaInK, a TaK ke 3aIUChIBATh HA HUX 3alIUIIAEMYI0 HH(POPMAIHIO.

CoTpynHuKaM 3ampemniaercs pasrjamarh 3alUilaeMylo  HH(POpMaIuIo,
KOTOpasi cTaja MM U3BECTHa Npu paboTe ¢ HH(POPMALMOHHBIMU CHCTEMaMHU
KoMuccun, TpeTbuM JIMLIAM.

IIpu padote ¢ [1/Jn B UCIT[JH cotpyanuku Komuccun o0s3aHbl 00€CIEUUTh
OTCYTCTBUE BO3MOXHOCTU npocMoTpa [IJIH TpeTbumu nuiiamu ¢ MOHUTOpoB APM
VI TEPMUAHAJIOB.

ITpu 3aBepmienun pad6otel ¢ UCIIIH coTpyaHuku o0s3aHbl 3aiuTuTh APM
WJIM TEPMHUHAJIBI C TOMOILBIO OJIOKUPOBKH KIHOYOM WJIM 3KBUBAJIEHTHOTO CPEACTBA
KOHTpPOJIsl, HalpuMep, AOCTYNOM MO MapoJilo, €CIM HE HCHOJB3YIOTCS Oojee
CUJIbHBIE CPEJICTBA 3AIUTHI.

Cotpynuuku Komuccuu HOMKHBI OBITH MPOMH(GOPMUPOBAHBI 00 Yrpo3ax
HapyleHus: pexuma OezonacHocty [1/IH U OTBETCTBEHHOCTH 3a €ro HapylUIEHUE.
OHU JOKHBI OBITH O3HAKOMJIEHBI C YTBEPKACHHOW (PopMalibHON Mpoleaypon
HAJIOKEHUs AUCLUIUIMHAPHBIX B3BICKAHUN HA COTPYAHUKOB, KOTOpBIE HapYIIWIU
MPUHSATHIC IOTUTUKY U MPOIeAyphl Oe3onacHocTu [1]1H.

Cotpynuuku 00s3aHbI 0€3 MPOMEICHUS CO00IaTh 000 BCeX HAOII0JaeMbIX
WIM TIOJ03pUTENbHBIX ciydasx paborsl UCIIJH, mMorymux mnoBiedb 3a coOoM
yrpo3bl Oe3omacHoctd IIJIH, a Takke O BBISIBIEHHBIX HMH COOBITHSX,
3aTparuBaIux Oe3omacHocTh [IJ[H, PYKOBOACTBY mMOJpa3feieHUs] U JIHILY,



OTBEYANOIIIEMY 32 HEMEUICHHOE PearnpoBaHue Ha yrpo3bl Oe3omacHocT [1/]H.

JlomxkHOCTHBIE 00s13aHHOCTH noab3oBareneii UCI1/x

JloiokHOCTHBIE  00si3aHHOCTH — Tosb3oBatenedt  MCII[ln  omumcaHbl
B CJICAYIOIIUX JOKYMEHTaX:

Nuctpykuus aqgmuanctparopa UCIH;

WNuctpykuus aqgmunuctpatopa 6e3onacHoctu UCTIH;

WNuctpykuus nonb3osatens MCI/IH;

NHCTpyKIMS MOIB30BaTEINS TP BO3SHUKHOBEHNUH BHEIITATHBIX CUTYALIH;

OTBETCTBEHHOCTh COTPYAHHUKOB

B cootBerctBUM co cratbelr 24 @epepanbHOro 3akoHa Poccuiickoi
®eneparuu ot 27 uronst 2006 r. Ne 152-O3 «O nepcoHaNbHBIX JAHHBIX» JIUIIA,
BUHOBHBIE B HapylleHUU TpeOoBaHUM AaHHOro MenepaibHOro 3aKOHA, HECYT
rpaXJIaHCKYI0, YTOJIOBHYIO, aJMHUHUCTPATUBHYIO, NHUCIUIUIMHAPHYI0O U HUHYIO
MPEAYCMOTPEHHYIO 3aKOHOIATEIHCTBOM Poccuiickon denepannun
OTBETCTBEHHOCT.

JlericTByromee 3akoHoAaTenbCcTBO Poccuiickon ®deaepauuu MO3BOJISET
NPEABABISTh TPEOOBAHUS MO OOECHEUeHHI0 0€30MacHON padoThl C 3allMIAEMON
uHdopmalmei U mpeaycMaTpuBaeT — OTBETCTBEHHOCTh 32  HapylIeHUE
YCTAaHOBJICHHBIX MpaBWJI dKCIuTyataiuu 9BM u cucteM, HEMpaBOMEPHBIN JHOCTYI
K MH(pOpMAIU, €CJIU ITU JCUCTBUS NMPUBEIM K YHUUYTOXKEHUIO, OJIOKHUPOBAHMIO,
MoAM(pUKALMK MH(DOPMALMK WIM HapyleHuto padotel OBM unm cerei (ctaTbu
272,273 u 274 YronoBHoro kojekca Poccuiickoit deaeparun).

Anvunuctpatop MUWCII[lH u aamuHHCTpaTop OE30MACHOCTH  HECYT
OTBETCTBEHHOCTH 3a BCE JCHCTBUS, COBEPIICHHBIE OT UMEHU MX YUETHBIX 3aMKCeil
WJIM CUCTEMHBIX YUETHBIX 3alUCeH, €ClId He JoKa3aH (aKT HECAaHKITMOHUPOBAHHOTO
WCIIOJI30BaHUs YUETHBIX 3aMUCEH.

[Ipn napymenusx corpynHukamu Komumccnn — mosp3oBatensmu UCII/IH
MpaBui, CBSI3aHHBIX C Oe3omacHocThio [IJ[H, OHM HECYT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYIO JEHUCTBYIOLIMM 3aKOHOAATENBCTBOM Poccuiickon denepanuu.

7. CIHCOK MCI0JIL30BAHHBIX HCTOYHHKOB

OCHOBHBIMU HOPMATUBHO-TIPABOBBIMH U METOJIMYECKUMH JTOKYMEHTaMH, Ha
KOTOpbIX Oazupyetcs HacTosmas [loauTuka, IBIsSIOTCS:

®enepanbibiii 3akoH o 27.07.2006 1. Ne 152-®3 «O mnepcOHAIBHBIX
JAHHBIX», YCTaHABIUBAIOLIUN OCHOBHbIE MPUHIUIBI U ycioBUusa o0pabdotku I1](H,
npaBa, OOS3aHHOCTH M OTBETCTBEHHOCTh YYAaCTHHUKOB OTHOIICHUMN, CBSI3aHHBIX
c obpaboTkoi I1/]H.

TpeGoBaHus K 3alUTE NEPCOHANBHBIX JAHHBIX MpU UX 00paboTkKe
B UH(GOPMALMOHHBIX CHCTEMax [MEPCOHANbHBIX JaHHBIX, YTBEPKICHHbBIE



noctaHoBiieHueM llpaButensctBa Poccuiickoit ®eneparuu ot 01.11.2012 r.
Ne 1119.

[Tonoxxenne 00 0OCOOCHHOCTSIX OOpPaOOTKM TMEpPCOHANBHBIX JIaHHBIX,
OCYUIECTBJISIEMO 0€3 HMCMHOJIb30BaHUsl CPEACTB aBTOMATU3AIUMHU, YTBEPKICHHOE
nocta”HoBaeHueM I IpaButensctBa Poccniickoit @eneparuu ot 15.09.2008 1. No 687.

HopmatuBHO-MeToquueckue JoKymMeHThl DenepanbHOl  ciaykObl 1O
TEXHUYECKOMY M 3KCHEpPTHOMY KOHTposito Poccuiickoil Penepaunu (nanee —
OCTOK Poccumn) mo obecneuenuto Oe3omacHoctd I[I[IH mpu ux o0paboTke
B UCII/IH:

bazoBas monenb yrpo3 0€30MacCHOCTH MEPCOHAIBHBIX JaHHBIX MPU UX
00paboTKe B MH(OPMALIMOHHBIX CHCTEMaxX MEePCOHATBHBIX JaHHBIX, YTBEPKICHHAS
3amectuteneM aupekropa PCTIK Poccun 15.02.2008 r.

Meroauyeckuii  TOKyMEHT. MeToauKa OIIGHKH Yrpo3 0Oe30I1acHOCTH
undopmaruu, yreepxaeHHbii @CTIK Poccun 05.02.2021 .

[Ipukaz DOCTIK Poccun ot 11.02.2013 Ne 17 «OO6 yTBepkIeHUU
TpeOGoBanuii 0 3amuTe HHGHOPMAIMK, HE COCTABIISAIOIINX TOCYAAPCTBEHHYIO TAMHY,
COJIEPIKAIINXCS B TOCYJaPCTBEHHBIX WH()OPMALIMOHHBIX CUCTEMAX).

[Tpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrBepxaenun CocrtaBa
U COJIep)KaHUSl OPraHU3allMOHHBIX W TEXHUYECKHMX Mep T0 O0O0ECIeUeHUIO
0€30MacHOCTH TEPCOHAJIBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX
CUCTEMaX MEePCOHATBHBIX JTAHHBIX).

[Tpuka3z deaepanbHoil ciyx0b1 Oe3omacHocTu Poccuiickoit denepanuu oT
10.07.2014 Ne 378 «O6 yrBepxaeHun CocTaBa u COJIEp>KaHUs OPTaHU3AIMOHHBIX U
TEXHUYECKUX Mep MO o0ecredeHnIo 0€30MacHOCTH MEPCOHANBHBIX TAHHBIX TP MX
oOpaboTke B  HMH(POPMAIMOHHBIX  CHUCTEMax  TMEPCOHAIBHBIX  JAHHBIX
C HCIIOJIb30BAaHUEM CPEJCTB KPHUNTOTpapuUecKodl 3amuThl uHOOpMaIuwy,
HEOOXOJMMBIX JJI BBITIOJHEHHUS ycTaHOBJEHHBIX I[IpaBuTensctBoMm Poccuiickoit
Oepneparnuu TpeOOBaHMM K 3alllUTe TNEPCOHAIBHBIX JAHHBIX [JIsI KaXJ0ro U3
YPOBHEM 3AIMUIIIEHHOCTH.

Mertoauueckue peKOMEHIAIMU 10 pa3pabOTKe HOPMATHBHBIX MPABOBBIX
aKTOB, OTIPEICIIIIONINX YIPO3bl 0€30MTACHOCTH NIEPCOHATBHBIX JaHHBIX, aKTYaJIbHbIC
npu  00pabOTKe TEPCOHANBHBIX JIAHHBIX B HMH(GOPMAIMOHHBIX CHCTEMax
MePCOHATBHBIX JTAHHBIX, AKCTUTYaTUPYEMBIX npu OCYIIIECTBICHUHU
COOTBETCTBYIOIIUX BUJIOB JEATEIHLHOCTH, YTBEPKICHHBIC pyKOBOACTBOM & IleHTpa
®CB Poccum 31.03.2015 Ne 149/7/2/6-432.



