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[IOJIMTUKA

MH(pOPMaLlMOHHOMN 6€30MacCHOCTH
pHy paboTe C MePCOHAIbLHBIMU JJAHHBIMHU

B borgjaHoBUYCKOM pailOHHOU TEPPUTOPHAJIbHON 30U pPaTEIbHOU KOMUCCUU

OINIPEAEJIEHUA
B HacrodleM [JOKYMEHTe WCIOJIb3YIOTCA CAeAyllide TepMUHBI U HUX
onpeJeseHud.
ABTOMATH3MPOBaHHAasi cHcTeMa - CHCTEMa, COCTodALllasd W3 IepCoHaa U

KOMILJIEKCA Cpe/iCTB aBTOMAaTHU3al U ero JAeATeJbHOCTH, pealnusywolias HHpopMa-
[IJMOHHY0 TEXHOJIOTUIO BbINIOJIHEHUS YCTAHOBJIEHHBIX QYHKIUH.

AyTeHTH(MKAUMA OTNPaBUTEJA [JaHHbIX - [IOATBEPXKJEHUE TOro, 4TO
OTIIPABUTEJIb MIOJIYYEHHBIX JAHHBIX COOTBETCTBYET 3aABJIEHHOMY.
Be3onacHocTh  MepCOHANBHBIX  JaHHBIX - COCTOSIHME  3alUIIeHHOCTU

NepCOHAJbHBbIX JAHHBIX, XapaKTepu3yeMoe CIOCOOHOCTbIO I0JIb30BaTeJIEH,
TEXHUYECKHUX CpPeACTB UM HWHPOPMAlMOHHBIX  TEXHOJIOTUH  00ecnevydTb
KOHQUJEHLIMAJIbHOCTb, L[€JIOCTHOCTh M JOCTYNHOCTb NEePCOHAJIbHBIX JJaHHBIX MPHU
MX 00paboTKe B MHGOPMALMOHHbIX CUCTEMAX IEPCOHAJIbHBIX JJaHHBIX.

Buomerpuuyeckue nepcoHajibHble JaHHbIe - CBEI€HUSA, KOTOPbIe XapaKTepU3yIoT
dusrosiornyeckie OCOOEHHOCTU 4YeJlOBeKa U Ha OCHOBE KOTOPBIX MOXHO
YCTAaHOBUTb €ro JIMYHOCTb, BKJ4Yasg ¢oTorpaduy, OoTnedyaTKH MaJiblieB, 06pas
CceTYaTKH IJa3a, 0COOEHHOCTH CTPOEHHS Tesa U APYTyIo MoJ06HY0 UHPOpMAIUIO.

BiokupoBaHue MePCOHAIBHBIX JaHHBIX - BpEMEHHOE NMpeKpalleHue 06paboTKU
NepCOHaJIbHBIX JAAHHBIX (3a MCKJIIOYEHUEM CJiydyaeB, eciM 00paboTKa HeobxoArMa
JIJIs1 YTOYHEHUS] IEPCOHAJIbHBIX IaHHBIX ).

Bupyc (KOMNbITEpPHBbI, MPOrPaAMMHBI) - KUCIOJHSAEMbIM MPOrPAMMHBIA KOJ|
WM WHTEepNpeTHpPyeMblii HabOp MHCTPYKLMWM, 006J1alal0l[Mi CBOMCTBAMM He-
CaHKIIMOHHMPOBAaHHOTO paclpoOCTpaHEHUsI U caMoBocnpousBeaeHus. Co3jaHHbIe
AyO6JIMKaThl KOMIIBIOTEPHOTO BUPYyCa He BCerjia COBMAaJal0T C OPUTHUHAJIOM, HO CO-
XPaHSAT CIMOCOOHOCTDh K JAaJibHeHlleMy pacnpoCTPaHEHUI0 U CaMOBOCIPOU3Be/e-
HUIO.

BpenonocHasi mporpaMma - IporpamMMma, npeJiHasHa4eHHas [l OCyLleCTBJIEHUS



HEeCAaHKIMOHMPOBAHHOTO A0CTyNa U (UJM) BO3AEHUCTBHS Ha NEPCOHAJIbHbIE JJaHHbIE
WJIU pecypcbl UHPOPMALLMOHHOM CUCTEMBI IEPCOHAJIbHBIX JAHHBIX.

BcnoMmorarteibHble TEXHUYECKHE CpeacTBa U CUCTEMbI - TEXHUYECKHE CpeaCTBa U
CUCTeMbl, He TMpeJHa3HadyeHHble JJ Iepejadyd, OOpPabOTKM UM XpaHeHUs
IepCOHAJIbHBIX [JAHHBIX, YCTaHaBJIMBaeMble COBMECTHO C TeXHHUYECKUMHU
CpeZCcTBaMM U CUCTEMaMH, NpeJHa3HAYeHHbIMU [Jid 00pabOTKH MepCOHAJbHbBIX
JlAaHHBIX WJIM B NIOMEILEHHUSX, B KOTOPBIX YCTAHOBJIEHBI MHPOPMaILMOHHbIE CUCTEMBbI
IepCOHa/IbHBIX JAHHBIX.

JocTtynm B oOmepanHOHHYK cpeady KoMnblTepa (MHGOPMALMOHHON CHCTEMBI
NEePCOHANBHBIX [JaHHBIX) - IIOJIyYeHUe BO3MOXKHOCTM 3allyCKa Ha BBINOJIHEHHE
IITAaTHBIX KOMaH/[l, GYHKI UK, IPOLEAYp ONEPALMOHHON CHUCTEMbI (YHUYTOKEHHUS,
KONUPOBaHUS, IMepeMelleHUsl U T.I1.), HCHOJHAeMbIX (alJoB MNPHUKIALHbBIX
NporpaMmm.

Hoctyn K wuHpopManud - BO3MOXHOCTb IMOJIydeHHs HMHOpMALMU U ee
MCI10JIb30BaHUA.

3aki1a104H0€e YCTPOWCTBO - 3JIEMEHT CpPeACTBa CbeMa MH(POPMALUMU, CKPBITHO
BHeJpsieMbll (3ak/JaZblBaeMbli WJMU BHOCHUMBIM) B MeCTa BO3MOXXHOIO CbeMa
uHbopMauuu (B TOM 4YHCJe B OTpaxkJeHUe, KOHCTPYKLHIO, 000pyAOBaHUE,
npeJMeThl UHTEepbepa, TPAHCIIOPTHbIE CPEACTBA, a TAKXKE B TEXHUYECKHE CpeJCTBa
U CUCTEMbI 00pabOTKU MUHPOpPMALIUH).

Bammmaemass uHpopmauus - UHOpMaUUs, SABJIAKOLIASACA NpPeAMETOM
COOCTBEHHOCTH U TOJJieXxallass 3allluTe B COOTBETCTBUU C TpPeOOBAHUSAMU
NpPaBOBBIX JJOKYMEHTOB WJIU TPeOOBaHUSIMH, YCTaHABJIMBAEMbIMU COOCTBEHHUKOM
MHPOpMaLUH.

Nnentudukanus - TPUCBOEHHE CyObeKTaM U 00beKTaM [J0CTyma
uaeHTUPUKaTopa U (W/IMU) CpaBHEHHE TNpPeNbIBJASEMOT0 HAeHTUPUKATOpa C
nepeyHeM NPUCBOEHHbIX UAEHTUPUKATOPOB.

NudopmaTuBHbIii  cUrHaa - 3JIEKTPUYECKUE CUTHaJIbl, aKyCTHUYecKHe,
3JIEKTPOMAarHUTHBIE U Apyryve GU3ndecKUe MoJisd, o napaMeTpaM KOTOPbIX MOXKET
ObITh pacKpbiTa KoHOUJeHIMa/lbHAad HWHPopMauus (MepcoHajibHble [JaHHbIE)
obpabaTbiBaeMasi B MHPOPMALIMOHHOW CUCTeMe IepCOHAbHbBIX IaHHBIX.

NudopmannoHHbie TEXHOJI0THU - IIPOLIECChI, METO/ bl ITIOUCKA, C6opa, XpaHeHUd,
00pabOTKH, MNpeAOCTaBJIEHUs], pacIpoCTpaHeHUs HWHOPOpPMALMU U  CIOCOOBI
OCYILLECTBJIEHUS TAKUX IPOLECCOB U METO/OB.

Nudopmannonnas cucrema mnepcoHanbHbIX AaHHbIX (MCIIJH) - COBOKYNHOCTb
coZieprKallluxcsl B 0a3axX JaHHbIX NEePCOHAJbHBIX JAaHHbIX U 00eCrneuyuBaIUX HX
006paboTKy MHPOPMAILMOHHbBIX TEXHOJOTUN U TEXHUUECKHUX CPEJCTB.

Mcnoab30BaHne MEPCOHAIBHBIX JaHHBIX - JIEWCTBUSA (omepanmuu) C
NepCOHAJIbHBIMK [JIaHHbIMHU, COBepIlaeMble ONEPaTOPOM B LeJfX HPUHATUS
pelleHWi WM COBepLIeHUS WHBbIX [JEeWCTBUM, MNOPOXKAAUIUX OPUAUYECKHE



NOCJIeICTBMS B OTHOUIEHUM CyO'be€KTa MEPCOHAJBbHbIX JAHHBIX WU APYTUX JIMI]
JIMO0 MHBIM 00pa30M 3aTparuBarLUX MpaBa U CBOOOAbI CyO'beKTa MEePCOHAIbHbBIX
JIAaHHBIX WJIU APYTHUX JIHII,

Hcrounuk yrpo3nl  GesomacHocTH uuHpopManmud - CyO'beKT [OOCTyIa,
MaTepUaJbHbId OOBEKT WM (QU3WYECKOe SBJIEHHE, ABJAKIIMECd NPUYUHOU
BO3HUKHOBEHHS YIPO3bl 6€30MaCHOCTU UHPOPMAIUH.

KouTpoaupyemasi 30Ha - IPOCTPAHCTBO (TeppUTOPHSA, 3[aHUE, YAaCTh 3/aHUS,
NOMellleHUe), B KOTOPOM MCKJIYEHO HEKOHTPOJIMPYEMOE IMpeObIBaHUE
NOCTOPOHHUX JIWILI, a TAKXKe TPAHCIOPTHbIX, TEXHUYECKUX U WUHbIX MaTepHUaJbHbIX
CpPeACTB.

Kon(puaeHuaILHOCTH EPCOHAIBHBIX JaHHBIX - 0053aTe/IbHOE /JIS1 COOJII0eHUS
ONepaToOpoOM WJIW HWHBIM MOJYYUMBIIUM AOCTYIN K NEePCOHAJbHBIM JAHHBIM JIUIOM
TpebOBaHME He [IONYCKaTb WX pacOpocTpaHeHUe 0e3 corJjacus CcyobekTa
NepCOHAJIbHBIX JAaHHBIX UJIM HAJIMYMS HHOTO 3aKOHHOT'0 OCHOBAaHMUA.

MeskceTeBoii IKpaH - JIOKaJibHOE (0OJHOKOMIIOHEHTHOE) UM QPYHKIIMOHAJIbHO--
pacnpejiesieHHOe MPorpaMMHOe (MIporpaMMHO-aNnnapaTHOe) CpeACcTBO (KOMILJIEKC),
peasu3yrollee KOHTPOJIb 3a MHPOpMalLMel, NOCTynawied B WHPOPMALMOHHYIO
CUCTeMY IMEepCOHAJbHBIX JaHHbIX U (WJIU) BBIXOAALEN U3 HHPOPMALUOHHOU
CUCTEMBL.

Hapymureapr 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX - (HU3UYECKOe JIMIIO,
CAy4alHO WJIU TNpeJHaMepeHHO COoBepllawllee AelCTBHUS, CIAeJICTBUEM KOTOPBIX
ABJIIETCA HapylleHWe 0e30MacHOCTH NepPCOHAJIbHBIX JJaHHBIX NMPHU UX 00paboTke
TEXHUYECKHMMHU CpeJiICTBaMy B UHQOPMAMOHHbIX CUCTEMAX IePCOHAJIbHBIX JJaHHBIX.

HeaBromaTusupoBaHHasi 00pa0oTKa MEPCOHANLHBIX JaHHBIX - 00paboTka
NepCOHAJNIbHBIX  JaHHBIX, coJepKaluxcd B  HUHOGOPMAIMOHHOW  CHCTeEMe
NepCOHAJIbHBIX [JAHHBIX JIM0O M3BJIEYEHHbIX K3 TaKOW CHUCTEMbl, CYMUTAETCS
OCY1LeCTBJIEHHOHN oe3 MCII0JIb30BaHHUA CpeACTB aBTOMAaTH3aLUU
(HeaBTOMAaTH3UPOBAHHOM), €C/IU TaKHE AeNCTBUSA C IePCOHAJIbHBIMU JIaHHBIMH, KaK
MCI0JIb30BaHWE, YTOYHEHWE, paCHpOCTPaHEHHE, YHUUTOXKEHHE IMepPCOHaAJIbHbIX
JlTAaHHbIX B OTHOIIEHHWM KaXKJ0T0 U3 CYO'bEeKTOB IMepCOHaJIbHbIX JAHHBIX,
OCYILLECTBJISIIOTCS IPU HENOCPEJCTBEHHOM YYaCTUU YeJI0BEKa.

HenexiapupoBaHHbIe BO3MOKHOCTH - QYHKIMOHAJIbHbIE BO3MOKHOCTU CPE/ICTB
BbIYHUCJIUTEJNbHON TEXHUKH, HE ONIMCAHHbIe UJIW HEe COOTBETCTBYIOIIME ONMMCAHHBIM
B JIOKyMeHTallu¥, MpPU HUCIOJb30BAaHUU KOTOPbIX BO3MOXXHO HapyIlIeHHUE
KOHQUAEHIIMAJbHOCTH, [AOCTYNHOCTH WJH I€JIOCTHOCTH 00pabaThbiBaeMOM HWH-
dbopMmanuu.

HecaHKIMOHMPOBAHHBIA AOCTYyNn (HECAaHKIUOHMPOBAHHbIE AENCTBUS) -
JloCTyn K uHGOpMaIUY WU JIEUCTBUS ¢ MHPOpMaliMel, Hapyllatolye npaBuJa pas-
rpaHU4YeHrs AOCTyNa C KWCIOJIb30BaHUEM LUTATHBIX CPeACTB, NMPeOoCTaBJISAEMBbIX
MH)OPMALIMOHHBIMU CUCTEMAMHU NEPCOHAJIbHBIX JJAaHHBIX.
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Hocurean nadpopmanun - pr3ndeCcKoe JIMIL0 UJIKM MaTePUAJIbHBIN 00bEKT, B TOM
yycse GU3rudecKoe 1oJie, B KOTOPOM HHPOpMaL M HaXOAUT CBOe OTpakKeHUe B BU/Je
CUMBOJIOB, 00pa30B, CHUTHaJIOB, TeXHUWYECKUX pelleHHWHd U  MPOLEeCCOoB,
KOJINYEeCTBEHHBIX XapaKTEPUCTUK (PU3NYECKHX BEJIUYVH.

OGe31nunBaHNe NMEPCOHAIBHBIX JAHHBIX - JIEWCTBUS, B pe3yJbTaTe KOTOPBIX
CTaHOBUTCA HEBO3MO>XHbIM 0€3 MCII0JIb30BaHUSA [ONOJHUTEJIbHOW WUHPOpMaL U
onpese/qUTb NPUHAAJIEKHOCTb NEePCOHAJbHBIX JAaHHBIX KOHKPETHOMY CyOBEKTY
NepCOHAJIbHBIX JJaHHBIX.

O0Opa0oTka mNepPCOHANBHBLIX [AaHHBIX - JIIOOOe JOercTBUe (omepauus) WU
COBOKYIHOCTh JileMCTBUM (Omepanuii), cOBeplIaeMbIX C UCIOJb30BAaHUEM CpPE/CTB
aBTOMaTHU3allMid WJM 0e3 HCIOJb30BaHUS TaKUX CPEeACTB C IEepPCOHAJbHbIMU
JlAaHHBIMM, BKJIIO4Yasg cOGOp, 3alKCh, CUCTEMATHU3alLMI0, HAKOIJIEHUe, XpaHEHMUeE,
yTOYHeHUe (OOHOBJIEHHE, U3MEHEHHE), U3BJIEYeHUe, HCIO0JIb30BaHHUE, INepejady
(pacnpocTpaHeHUe, MpefOCTaBJAeHUE, AOCTYI), 00e3JIMYhBaHUE, OJOKWUPOBAHUE,
yAaJleHue, yHUYTOXXeHUe IepCOHAIbHBIX JJaHHbIX.

OO0menocTynHble NepcoOHANbHBbIE JaHHbIe - II€pCOHAJIbHbIE AaHHbIE, AOCTYI
HEOrpaHUYEHHOT0 Kpyra JIUL K KOTOPBIM INpeAOoCTaBJIeH C COrJiacusl CyObeKTa
NePCOHAJIbHBIX [JaHHbIX WJIM Ha KOTOpPble B COOTBETCTBUU C ¢eJlepalbHbIMU
3aKOHaMHU He paclpoCcTpaHseTcs TpeboBaHUe COOJII0eHUS KOHPUJeHIUaJIbHOCTH.

Onepartop (mepcoHaJIbHBIX JAHHBIX) - roCyZapCTBEHHbIN OpraH,
MYHUIUNAJIbHBIA OpraH, pUAddecKkoe Wiad GU3UYecKoe JIMILO, CAMOCTOSTEJNbHO
WJIM COBMECTHO C JAPYTMMHU JIMIIAMH OpPraHU3ywliyde U (UJIHU) OCYIECTBJSIOIIME
06pabOTKy NepCOHAJIbHBIX [IaHHBIX, @ TaKXe ompeesfAlolUe LeJUu 00paboTKU
NepCOHAJIbHBIX JIaHHBIX, COCTAB NEPCOHAJIbHBIX JaHHbIX, MOAJIEXallux 00paboTKe,
JlecTBUS (omepaliyu), coBeplliaeMble C NEPCOHAIbHbIMU JAHHBIMH.

Texunueckue cpeacrsa MHPOPMALMOHHOM CHCTEMbl NEPCOHAJIBHBIX [JAHHBIX -
CpeACTBa  BbIYHUCJMTEJNbHOM  TEXHUKH, HWHGQPOPMALMOHHO-BbIYMCIAUTENbHbIE
KOMIIJIEKCBI U CEeTH, CPeJICTBA U CUCTEeMbl Nepenayu, npuemMa M obpabotku [1/H
(cpeactBa M cucTeMbl 3BYKO3alKCH, 3BYKOYCWJIEHHUS, 3BYKOBOCIPOU3BEJIEHUS,
eperoBOpHble U TeJeBU3UOHHbIE YCTPOMCTBA, CpeJACTBAa H3TrOTOBJIEHUS,
TUPAXUPOBAHUSA JOKYMEHTOB W JIPyrue TeXHUYECKHE CpeAcTBa 00pabOTKH
pedyeBOol, rpaduyeckol, BHUJEO- U OYKBeHHOUUPpPOBOH HHIOpMALKH),
nporpaMMHble cpeficTBa (omnepalnMoHHblE CUCTEMBbI, CUCTEMbI yIIpaBJieHUsl 6a3aMu
JJAaHHbIX M  T.L), CpeAcCcTBa 3alUTbl HUHbOpPMAIUK, TMpPHMeHseMble B
MH(OPMALIMOHHBIX CUCTEMAX.

Iepexsar (uHpopmamuu) - HENpPaBOMEPHOe IMOJiydeHUe HUHPOpMaAlUU C
MCII0JIb30BAHWEM TEXHUYECKOr0 CpeJACTBa, OCYLIEeCTBJSIOIEr0 OOHapyKeHUe,
npyveM U 06paboTKy UHPOPMATHUBHbBIX CUTHAJIOB.

IlepconanbHble naHHbIE - J00asg MHPOpPMaLMsA, OTHOCAILAACA K NPAMO WJIH
KOCBEHHO OIpeJieJIeHHOMY WJIM onpefessseMoMy Gu3ndeckoMy JauLy (CyObekTy



NepCOHa/JbHBIX JJAHHbBIX);

[lo6o4yHBIE 3JICKTPOMAarHUTHbIE U3JIy4YeHUs U HaBOJKHU -
3JIEKTPOMAarHUTHbIE W3JyYEHUS] TEXHUYECKUX CPEeACTB 00pabOTKH 3alyllaeMOou
MHPOpMaLlMY, BO3HMKAIIIMe KaK IM0004YHOe sBJIEHME W  BbI3BaHHbIE
3JIEKTPUYECKUMM CUTHAJIAMH, JEUCTBYIOIIMMHU B UX 3JIEKTPUYECKUX U MarHUTHBIX
[eNsX, a TAKXKe 3JIEKTPOMAarHUTHble HABOJKH 3TUX CUTCHAJIOB HA TOKONPOBOASALAE
JIMHWY, KOHCTPYKLHUHU U el TUTAHUS.

IMoMTHKA «YUCTOrO C€TOJNIA» - KOMILIEKC OPraHM3alMOHHBIX MEpPOINPUATHUH,
KOHTPOJIMPYIOLUX OTCYTCTBUE 3alMCbIBAHUA HAa OYMaKHble HOCUTEJH KJIOYEW U
aTpubyTOB JlocTyna (MmapoJier) U XpaHeHUs UX BOJIM3U 00'b€KTOB JOCTYTIA.

[lonb30oBaTes b MHPOPMALMOHHON CUCTEMbI NMEPCOHATbHBIX JAHHBIX -
JIUIIO, YyYyacTBywollee B (PYHKIMOHUPOBAHUM UHQPOPMAIMOHHOW CUCTEMBI
IepCOHAJIbHBIX ITAaHHBIX UJIM UCNO0JIb3YIOllee pe3yAbTaThl ee PYHKIMOHUPOBAHUS.

IlpaBuiaa pasrpaHuYeHust JocTyna - COBOKYIHOCTb npaBuJI,
perJaMeHTUPYIOLIUX MpaBa JI0CTyNa Cy0O'beKTOB JOCTYNa K 06’beKTaM AOCTYTIA.

IlporpammHas 3akjiagka - KOJI NPOrpaMMbl, NpelHAMEPEHHO BHECEHHBIW B
NporpaMMy C LeJibl0 OCyU|eCTBUTh YTEYKY, U3MEHUTb, OJIOKUPOBATh, YHUUTOXKHUTh
MHQOPMALMI0 WJIU YHUUYTOXKUTb U MOAUPUIUPOBATh NPOrpaMMHOe obGecriedeHue
MHQOPMALIMOHHOM CUCTEMBbI MEePCOHAJbHBIX JaHHbIX U (WaM) OJOKHPOBAThH amnmna-
paTHbIE Cpe/ICTBA.

IIporpamMmHoOe (mporpamMMHO-MaTeMaTHU4YeCKOe) BO3/JeUCTBUE -
HECaHKLIMOHMPOBAHHOE  BO3JeMCTBME HAa pecypcbl aBTOMAaTHU3UPOBAHHOU
MHPOPMALIMOHHOM CUCTEMBI, OCyLIeCTBJIIEMOE C HUCHO0JIb30BAHUEM BPEAOHOCHBIX
NporpaMM.

PackpbiTie MePCOHANBHBIX JaHHBIX - YMbIIIJIEHHOE UJIM CJIY4YalHOEe HapylleHUe
KOHQUJEHIIMAJIbHOCTU ePCOHAJIbHBIX JJaHHBIX.

PacnipocTpaHeHHe NepPCOHAJbHBIX JAaHHBIX - JIeMCTBUf, HalpaBJIEHHble Ha
pacKpbITHE NTEPCOHAJIBHBIX JAHHBIX HEOIPEIEJIEHHOMY KPYTY JIMIL.

Pecypc undpopManuMoHHOH cHCTeMbl - MUMEHOBAHHbIKM 3JIEMEHT CUCTEMHOTO,
NPUKJIAHOTO WIH anmnapaTHOTrO obecrneyeHuUs GYHKIIMOHUPOBAHMUS
MHPOPMAIMOHHON CUCTEMBI.

Cneunaﬂbnme KaTeropuu NnEepPCOHAJIBHBIX JTAaHHBLIX - II€PCOHAJIbHBIE JidHHBIE,
Kacawuyecs pacoBOW, HAlJMOHAJIbHOM MPUHAAJIEKHOCTH, NOJIUTUYECKUX B3TJISA/0B,
peIMIruo3HbIX WK GUI0CODCKUX YOEXAeHUM, COCTOSHUS 3/I0POBbSI U UHTUMHOMU
»KU3HU CyO'beKTA MEPCOHAbHBIX JaHHbIX.

CpeacrBa BBIYMCIMTENBbHON TEXHMKH - COBOKYIIHOCTb INPOTrpaMMHBIX U TeX-
HUYECKHUX 3JIEMEHTOB CHUCTeM 06pPabOTKU JIaHHBIX, COCOOHBIX QYHKIIMOHUPOBATH
CaMOCTOSITe/IbHO UJIM B COCTaBE IPYTUX CUCTEM.

CyobektT goctyna (cy0bekT) - JIUIO WM THPOLECC, AEUCTBUS KOTOPOTO
perJlaMeHTHUPYIOTCA IPaBUJIaMU pa3rpaHUYEeHUs AOCTYIA.



Texunyecku KaHad yTedyKH HHGpopmManuMm - COBOKYIIHOCTb HOCHUTEJd WH-
dbopmanuu (cpeactBa 06paboTku), GU3NYECKON Cpejibl pacpocTpaHeHUs1 UHPOP-
MaTUBHOTO CHUTHaJla W CPEACTB, KOTOPbIMH J0ObIBaeTCd 3aljulliaeMas
MHpOopManus.

TpaHncrpanuyHas nepegaya NMepcoOHAJbHBIX JAaHHBIX - IlepeJiadya NepCcoHaJbHbIX
JlaHHBbIX omepaTopoM yepe3 ['ocyaapcTBeHHyw rpaHuny Poccuiickonn ®egepanyu
OpraHy BJIAaCTM MHOCTPAHHOTO TOCYyAApCTBa, PU3WYECKOMY WM HPUJUYECKOMY
JIUIy MTHOCTPAHHOT'0 TOCy/1apCTBa.

¥Yrpo3pl 0e30macHOCTH NMEePCOHAJNBHBIX JAHHBIX - COBOKYIHOCTb YCJIOBUU U
$aKTOpoB, CO3JAKIUX ONACHOCTh HECAHKIMOHWUPOBAaHHOTO, B TOM 4YHCJIE
CJy4alHOro, JOCTyNa K NepCOHAaJbHbIM JAaHHbIM, pe3yJbTaTOM KOTOPOT'O0 MOXET
CTaTb YHUUTOXXEHUE, U3MEHEHHE, 6JIOKUPOBAHUE, KOTMPOBAHUE, PACIPOCTPAHEHHE
NepCOHAJIbHBIX JAHHBIX, @ TAKXXE MHBIX HECAHKLMOHUPOBAHHBIX JAEUCTBUUA NPU UX
06paboTKe B MHPOPMALMOHHOM CUCTEeMe NEPCOHATbHbIX JAHHBIX.

YHUUYTOKEHHE TEPCOHANBHBIX [JaHHBIX - JEUCTBUA, B pe3yJibTaTe KOTOPBIX
CTAaHOBUTCSI HEBO3MOXXHbIM BOCCTAHOBHUTb COJiep>KaHHE MepPCOHAIbHbIX JAHHBIX B
MHPOPMALIMOHHOM CUCTEeMe NEPCOHATbHbBIX JJAHHBIX U (MJIK) B pe3yJabTaTe KOTOPBIX
YHUUYTOXKAKTCA MaTeprUaJibHble HOCUTEJU IePCOHAJIbHBIX JJaHHBIX.

YTeuka (3amumaemMor) HMHPOpPMALMU MO TEeXHUYECKMM KaHaJ/aM -
HEKOHTPOJIUPYEMOE pacnpoCcTpaHeHHMe MHGOPMALMU OT HOCHUTeEJS 3aljUlllaeMou
uHbopManuu 4Yepe3d (PU3UYECKYD Cpely [0 TEeXHUYEeCKOro CpeJCcTBa,
OCYLLECTBJISIOLLErO MepexBaT UHPOPMAIHH.

Ys13BUMOCTD - CJIAaOOCTh B CPeACTBAX 3aLUThI, KOTOPYIO MOKHO MCIIOJIb30BaTh
JlJIs1 HApYLLIEHUs CUCTEMbI UJIU COoJieprKallieiics B Hed MHPOpMaIiyu.

IlesocTHOCTH MH(pOPMAaIUK - CTIOCOOHOCTD CPE/ICTBA BBIYUCIUTENBHON TEXHUKU
WJIM aBTOMATU3UPOBAHHOW CUCTEMbI 00ecrieduMBaTh HEU3MEHHOCTbh MHPOPMALIUU B
YCJIOBUSAIX C/Iy4alHOTO U/WJIU IPpeJHAMEPEHHOT 0 UCKaKeHUS (pa3pylleHus).



OBbO3HAYEHUA U COKPALIEHHNA

ABC - aHTUBUpYCHBIE CpeACTBa

APM - aBTOMaTH3UpPOBaHHOE paboyee MeCTO

BTCC - BcmoMoraTesibHble TeEXHUYECKHUe CpeSiCTBA U CUCTEMBI
UCII/JlH - vHQOpMaLMOHHAsA CUCTeMa epCOHAIbHbIX JAHHBIX
K3 - koHTposMpyemas 30Ha

JIBC - s1oKasibHaA BbIYUCIAUTENbHAA CETh

M3 - MexxceTeBOH 3KpaH

HC/I- HeCaHKIIMOHUPOBAHHbBIU JOCTYII

OC - onepanuoHHasda cucTemMa

[I/lH - nepcoHabHbIE JaHHbIE

[IMB - nporpaMMHoO-MaTeMaTU4YeCKOe BO3/jeCTBHE

[10 - nporpaMMHoOe obecrneyeHue

[ISMUH - no604YHbIE 3/IEKTPOMArHMTHbIE U3JIy4YeHUS] U HABOJKHU
CA3 - cucTteMa aHaJiM3a 3allUIIEeHHOCTH

C3U - cpeacTBa 3auuThl MHGOPMaLUU

C3I1JH - cuctema (moacrucreMa) 3aliMThI IEPCOHANBHBIX JAaHHbBIX
COB - cucTeMa 06Hapy>KeHUsI BTOPKEHUU

TKYH - TexHn4YecKre KaHaJbl yTeYKHU HHPOPMALUU

YBII/IH - yrpo3bl 6€30MaCHOCTU MePCOHATbHbBIX JJAHHBIX



BBEJIEHUE

Hactosimasa IlosiuThka WHPOpMalnMOHHOW 6€30MacHOCTA NpU paboTe C
IepCOHAaJIbHBIMUA JJaHHbIMM B bBOTrZJJaHOBUYCKOW pPAMOHHOW TePPUTOPUAIBHOU
M30upaTeJbHOU KoMucCUU (masee - [lonuTrka) sABAAeTCS OQUIIMATbHBIM
JIOKYMEHTOM.

[ToivTuKa pa3paboTaHa B COOTBETCTBUM C TPeOOBAHUSAMU, YCTAHOBJIEHHBIMHU:

®enepanbHbiM 3akoHOM OT 27.07.2006 Ne 149-®3 «06 wuHpopmaiumy,
MH(POPMALMOHHBIX TEXHOJIOTUSAX U O 3aLUTEe UHPOPMALLUU»;

QenepanbHbiM 3akoHOM oT 27.07.2006 Ne¢ 152-®3 «0O mnepcoHa/lbHBIX
JIAaHHBIX»;

nocraHoBsieHueM llpaButenbcTBa Poccuiickon @epepanuu ot 01.11.2012 Ne
1119 «O6 yTBepKAeHHWH TPeOOBAHUW K 3allUMTe MEPCOHAJNbHBIX JAHHBIX MPH HX
06paboTKe B MHPOPMALMOHHBIX CUCTEMAX MEPCOHAbHBIX JAHHBIX»;

noctaHoBsieHueM [IpaBuTenbcTBa Poccuiickont ®enepanum ot 15.09.2008 Ne
687 «00 yTBep:KJEeHUU NOJIOKEHHUSI 00 0COOEHHOCTAX 060pabOTKU MepCOHANbHBIX
JlaHHBIX, OCYILeCTBJIsIEMON 6€3 UCI0JIb30BaHUS CPeJCTB aBTOMaTU3AL MU »;

noctaHoBsieHueM [IpaBuTenbcTBa Poccuiickont ®enepauum ot 21.03.2012 Ne
211 «O6 yTBepkJeHUH NepevHs Mep, HallpaBJIeHHBIX HAa 06ecriedeHre BbIIIOJHEHUS
006s13aHHOCTEN, NpeAycMOTpeHHbIX PenepasbHbIM 3aKOHOM «0 MepCcoHaJbHbIX
JIAaHHbIX» W TMPUHATBIMU B COOTBETCTBUU C HUM HOPMATUBHBIMH NPaBOBbIMH
aKTaMH, OlepaTopaMu, SABJSIOIMMUCA TOCYJapCTBEHHBIMHY UJIM MYHUIIUNIAJIbHBIMU
OpraHaMu»;

npukazoM ®CTIK Poccum ot 18.02.2013 Ne 21 «06 yTBepkaeHuu CoctaBa 1
CoZlep>KaHUsl OpPraHM3alMOHHBIX U TEXHUYECKMX Mep N0 obecrneyeHUIo
©€e30MacHOCTU MepPCOHaIbHbIX JAHHBIX NMPU HUX 00paboTke B MHPOPMALUOHHBIX
CUCTeMax epCOHAJIbHBIX JJaHHBIX»,

npukazoM ®Cb Poccuum ot 10.07.2014 N2 378 «06 yTBep>KJEeHHUU COCTaBa U
CoZlep>KaHUsl OpPraHM3alUOHHBIX U TEXHUYECKHX Mep N0 obecrneyeHUIo
06€e30MacHOCTH MepPCOHAIbHbIX JAHHBIX NMPU HUX 00paboTke B MHPOPMALUOHHBIX
CUCTeMax epPCOHAJIbHBIX JIaHHbIX C UCMI0JIb30BAaHUEM CPECTB KpUNITOTrpadpUieCcKou
3alUMThl  MHG(OpPMALMKY, HEOOXOJAUMBIX /[Ji1 BbINOJHEHUS YCTAaHOBJIEHHBIX
[IpaBuTenbcTBOM Poccuiickoit @esepani TpebOBaHUM K 3alllUTe NePCOHAJbHBIX
JlaHHBIX JI11 KQX/A0T0 U3 YPOBHEU 3aLUILEHHOCTUY;

MeToanMyecKMMU pEKOMEHAIMSAMU 110 Pa3pabOTKe HOPMATUBHbBIX IPABOBBIX
aKTOB, ONpe/IeJISIIUUX YTPO3bl 6€30MaCHOCTU MEPCOHAIbHBIX JJAHHBIX, aKTyaJIbHbIE
npu o00pabOTKe IMepCOHAJNbHbIX [JaHHbIX B HWHGOOPMALMOHHBIX CHCTEMax
nepCoOHaJIbHbIX JIAHHBIX, 3KCIJIyaTUPYEMBIX npu OCYILlECTBJIEHUH
COOTBETCTBYIOILMX BUJOB JeATEJbHOCTH, YTBEPXKAEHHbIMU PYKOBOACTBOM 8
llenTpa ®CBb Poccum 31.03.2015 N2 149/7/2/6-432.
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B TlonuTtuke omnpenesneHbl TpeboBaHuss K mnepcoHany HWCIIJH, cTeneHb
OTBETCTBEHHOCTHM  I[E€pPCOHa/ia, CTPYKTypa W  HEOOXOJWMbIA  YpPOBEHb
3alUILEHHOCTH, CTaTyC W  JOJ/DKHOCTHble  O00fI3aHHOCTHU  COTPY/HUKOB,
OTBETCTBEHHBIX 3a obOecneyeHrWe 0e30MaCHOCTU MepcoHabHbIX AaHHbIX B UCII/H
BorgaHoBUUYCKOW palOHHOW TEPPUTOPHAJbHOM U30MpaTeJbHOM KOMUCCUU (Jasiee
- Komuccus).

1. O61IM e 010 KeHUs

llenpro HactodAwen IlonmuTUKKH <ABiadeTca obecnedeHUe Oe30MACHOCTH
00beKTOB 3aumMThl KoMHUCCMHM OT BCceX BUJOB yrpo3, BHEIUHUX U BHYTPEHHHUX,
YMBIIIJIEHHbIX W HeNpeJHaMepeHHbIX, MUHUMHU3aLUsA ylepbda OT BO3MOXXHOH
peasusanuu yrpo3 6eszonacHoctu [1/l1 (YBII/IH).

Be3onacHOCTb NepCOHaNBbHBIX [JAHHBIX JOCTUrAeTCA INyTeM HCKJIYeHUd
HECaHKLIJMOHUPOBAHHOTO, B TOM YHCJe CJAy4alhHOro, AOCTylla K I[epCOHaJbHbIM
JJAHHBIM, pe3yJIbTaTOM KOTOpPOr0O MOXET CTaTb YHUYTOXEeHWe, H3MeHEeHHUe,
O0JI0KMpOBaHUE, KONMMPOBAHUeE, paClpOCTpaHeHHWE NIePCOHANbHBIX JaHHbBIX, a TaKXe
MHBIX HECAHKJUOHUPOBAHHBIX JeUCTBUU.

WHbopmanua u cBA3aHHbIe C HEHW pecypchbl LOJKHBI ObITb JOCTYIHbI JJIA
aBTOPU30BaHHBIX I0JIb30BaTesied. JlOJDKHO OCYILEeCTBAATBCA CBOEBpPEMEHHOe
obHapy-keHUe U pearupoBaHue Ha YBII/IH.

JlOXKHO  OCYILLeCTBJAATBCA  NpefoTBpallleHWe INpeJHaMEpPEeHHbIX  WJIH
CJIY4YaMHbIX, YACTUYHBIX WJIU IOJHBIX HECAHKLMOHUPOBAHHBIX MOAUPUKALUU WU
YHUYTOXXEHUS JaHHBIX.

CocTaB 006'bEKTOB 3alllUTHI NIpPe/icTaBJieH B «[lepeyHe mepcoHa/IbHbIX JJaHHBIX,
obpabaTblBaeMbIX B BorgaHoBUYCKOU pariOHHOM TEPPUTOPUATIBHOU
u30UpaTeJbHOM KOMHUCCUM B CBSI3U C peajv3alued CciayxebHbIX (TpyAOBbIX)
OTHOILEHUH, a TAKXKe OCYLLeCTBJIeHUEeM roCyJapCTBEHHbBIX QYHKLIUK».

CoctraB MHCII/IH mnoasexalwux 3alydTe, MOpeacTtaBjgeH B «llepedHe
MHPOPMALIMOHHBIX CUCTEM MEPCOHAJIbHBIX JAHHbIX B BorJjaHOBUYCKOW pallOHHOU
TEPPUTOPHAIbHON U30MPATETbHON KOMUCCUNY.

2. O6J/1acTh AeHCTBUSA

Tpe6oBanuss Hacrosimied  [loTUTUKM  pacnpoCTpaHSKOTCA Ha  BCeX
coTpyaHUKOB Komuccuu (WUTaTHBIX, BpeMEHHbIX, pabOTaOUIUX MO KOHTPAKTY U
T.I1.), @ TAKXKe BCeX MPOYMX JIUL (IOAPSAAUYUKH, ayAUTOPHI U T.IL.).

3. CucremMa 3alMTHI I€PCOHAJIBHBIX JAHHBIX

Ob6ecneyeHrve 0€30MACHOCTH IePCOHAJIbHBIX JAHHBIX JOCTUraeTcCs, B
YAaCTHOCTH:
onpeje/leHUEM yrpo3 0e30MaCHOCTU MepCOHAJbHBIX JaHHbIX MPU UX
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06paboTKe B MHPOPMALMOHHBIX CUCTEMAX NEPCOHATbHBIX JAHHBIX;

NpUMEHEHWEM OPraHU3alMOHHbIX M TEXHHUYECKUX Mep MO0 obecrneyeHUro
6€e30MacHOCTH MEepPCOHAJbHbIX [AAHHBIX MPU HUX 00pPabOTKe B UHPOPMAIMOHHBIX
CUCTeMax MepCOHAJIbHBIX JAHHbIX, HEOOXOAMMBIX JJIS BBINIOJHEHUS TPeOOBAaHUU K
3allluTe TMepCOHAJIbHBbIX JAaHHBIX, HCIOJHEHHWE KOTOpbIX obecrnedyuBaeT
YCTaHOBJIEHHbIE [IpaBUTEILCTBOM Poccuiickoit denepanuu YPOBHH
3allMIEHHOCTY MEPCOHAJIbHBIX IaHHBIX;

NpUMeHeHWeM MNpOoLIe/IINX B YCTAHOBJEHHOM NOPsJKe MPOILEeAYPY OLEHKHU
COOTBETCTBHUSA CPEJCTB 3aLUThl MHQOPMALUH;

OLeHKOM  3(PQPEeKTUBHOCTM MNPUHUMAeMbIX Mep 10  00eclneyeHUIo
6e30MacHOCTHM  NepCOHaJIbHbIX  JIaHHbIX [0 BBOJA@ B  3KCIUIyaTalMIO
MHGOPMAILIMOHHOM CUCTEMbI NTEPCOHAJIbHBIX JAHHbIX;

y4eTOM MallMHHbIX HOCUTEJIEW NEPCOHATBbHBIX JAHHBIX;

oOHapyKeHHeM (aKTOB HECAaHKLMOHHMPOBAHHOTIO JOCTyNa K MEePCOHAJIbHbIM
JITAHHBIM U NIPUHSATHUEM Mep, B TOM YHKCJIEe Mep M0 OOHAPYKEHUIO, TPEAYTIPEXKIEHUIO
Y JIMKBUJIALMU MOCJECTBUN KOMIbIOTEPHbIX aTaK HA UHPOPMAIMOHHbIE CUCTEMbI
NepCOHAJIbHBIX IAaHHBIX U 10 pearupoBaHUI0 HAa KOMIIbIOTEPHbIE UHIU/IEHThI B HUX;

BOCCTAaHOBJIEHHUEM [EPCOHAJBbHBIX [JAaHHBIX, MOJAU(PULUPOBAHHBIX WJIHU
YHUUYTOXKEHHBIX BCJIE/[CTBHE HECAHKLIMOHMPOBAHHOTO JJOCTyNAa K HUM;

YCTAaHOBJIEHWEM  MpaBWJ  JOCTyna K  IepCOHaJibHbIM  JaHHBIM,
obpabaTbiBaeMbIM B MHPOPMAIIMOHHOM CUCTEME MEPCOHANbHBIX JIAaHHBIX, @ TaKXKe
obecrieyeHUEM perucTpandud W YydyeTa Bcex [JIeWCTBUH, COBEpPUIAEMBIX C
NepCOHAJIbHBIMH JJAHHBIMUA B UHQOPMALIUOHHOU CUCTEME NEPCOHATbHBIX JAHHBIX;

KOHTpOJIEM 3a NPUHMMaeMbIMH MepaMH MO 0b0ecrne4yeHUI0 06e30MacHOCTH
NepCOHAJIbHBIX JAaHHbIX U YPOBHS 3allMIEHHOCTH HWHPOPMAIMOHHBIX CHUCTEM
NepCOHAJIbHBIX JIaHHBIX.

CucTteMa 3alUTHI NepCOHAJNbHBIX JaHHbIX (C3I1/lH), cTpOUTCA HA OCHOBAaHUU:

AKTa BHYTpPEHHEro KOHTpPOJII COOTBETCTBUS 0OOpPAOOTKM MEPCOHAJbHbIX
JlAaHHBIX.

[lepeyHss mnepcoHa/bHBIX JlaHHBIX, 0OpabaTbiBaeMbix B bormaHoBUuYCKOUN
palilOHHOM TeppPUTOPUAIBHON W30HUpaTEJbHOM KOMUCCUW B CBSI3U C peasiM3aldel
Cy>KeOHBIX (TPYA0BbIX) OTHOIIEHUH, @ TaKXKe OCYLIECTBJIEHHEM IrOCy/1apCTBEHHBIX
bYyHKIUHT;

AKTOB KJ1accupuKanu MHGOPMAIIMOHHbBIX CUCTEM MEPCOHAJIbHBIX IaHHbIX;

Mogenu yrpo3 6e301acHOCTH NEPCOHAJbHBIX JaHHBIX;

MaTpuupbl fAocTyna noJib30oBaTesied K 3allyljaeMblM HWHG(OPMalMOHHBIM
pecypcam UCII/IH;

PykoBoasamux gokymeHTOB @CTIK Poccun u ®CB Poccun.

Ha ocHOBaHMM 3THX [AOKYMEHTOB OIpeJesseTcd HeoO0XOAUMbIM YpPOBEHD
zamuiieHHoctu IIJIH kaxgou MCIIJJH Komuccun. Ha ocHoBaHMM aHa/u3a
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aKTyaJIbHbIX yrpo3 6e3omnacHoctu [I/lH onucaHHoro B Mogenu yrpos, fesaeTtcs
3aK/JI0UYEHWE O HeOOXOJAMMOCTHM WCHO0JIb30BAaHUS TEXHUYECKUX CPEeACTB U
OpPraHU3allMOHHBIX MEpPONpUATHUM AJsg obecrnedeHus Oe3omacHoctu [I/IH.
BbriOpaHHbIe HEOOXOJHUMble MEPONPUATHUA OTpaxKarwTcsd B «CocTaBe Mep 3aLUTHI
MH(POPMALIMOHHBIX CUCTEM MTEePCOHAJbHBIX JAHHBIX».

Jns UCII/JIH momkeH ObITh COCTABJIEH CIIMCOK MUCIOJIb3YEMbIX TEXHUYECKUX
cpeAcTB 3amuThl (fasee - CIOHCOK), a TakK e MNPOrpaMMHOT0 OOecledyeHusl,
y4acTBytolero B 06padoTke I1/lH, Ha Bcex annemenTax UCII/H:

APM nosib30BaTesiey;

CepBepa NpUJIOKEHUH;

CYB/;

['panunsl JIBC;

KananoB nepenayu B ceTH 00LLero nojJib30BaHUA U (MJIM) MeXAYHAPOJHOTO
0O6MeHa, ecsiv 1o HUM nepegatorcs [1/]H.

B 3aBucuMoctyu oT ypoBHA 3awuuieHHocTd HCIIJIH U akTyanbHBIX yrpos,
C3I1H MoXxeT BKJIIOYATh CJAeAyIlue TeXHUYeCKHUe Cpe/iCTBa:

aHTHUBUPYCHbIE CPEJCTBA AJis1 pa00YMX CTAaHLIMU NI0JIb30BaTeJIeN U CEPBEPOB;

Cpe/CTBa MeXCeTeBOro 3KpaHUPOBAHUS;

CpeAcTBa KpuNTOorpapUYeCKOM 3allUMThl HWHPOpMaLMU NpU Iepejaye
3aluiaeMord UHPOpMaIMM 110 KaHaslaM CBSI3U.

Tak ke B CHOMCOK [IO/DKHbI ObITb BKJKYEeHbl QYHKIUWA 3al[UThI,
obecrneyrBaeMble IITAaTHbIMU CpeAcTBaMU o00paboTku I[I/JH onepanMOHHBIMHU
cuctemMamu (0OC), mnpukiaagaeiMm [0 u coenyaJbHBIMM  KOMILJIEKCAMH,
peayiu3yolMMHy CpeiCTBa 3alUMThl. CHUCOK QYHKIIMM 3al[UThl MOXKET BKJIKOYaATh:

yIpaBJieHUe U pa3rpaHUYEHHeE JOCTYIa N0JIb30BaTeJIeH;

pErUCTpaLMIO U YYET AeHUCTBUN C UHPOpMallueH;

obecrneyeHue LeJIOCTHOCTU JaHHBIX;

O0OHapy»KeHHe BTOPKEeHHUH.

Cnycok uCnoJsib3yeMbIX TeXHUYECKUX CpeACcTB oTpaxaeTcd B «lliaHe
MEpONpPUATUN MO0 00eCneyeHUI0 3allUMThbl MepPCOHAJbHbIX JAaHHbIX». CIHUCOK
MCIO0JIb3YEMBIX CPeJCTB [JOJKEH MOALEPKUBAThCA B aKTYaJIbHOM COCTOSAHUMU. [Ipu
M3MEHEHHWH COCTaBa TEXHUWYECKHUX CpeJCTB 3aluTbl WaU 3ayieMmeHTOB HCIIJH
COOTBETCTBYIOIIIME U3MEHEHHUS JIODKHbI ObITh BHeCeHbl B CIMCOK M YTBepPKJeHbl
npeacenartesem HW3bupaTesbHOM KoMHUccMU CBepAJIOBCKOW 06JIaCTH WJIM JIKIOM,
OTBETCTBEHHBIM 3a obecrnedyeHue 3amuThl [1/]H.

4. Tpe6oBaHuA K noacucremam C3I11H

C3I1/JH BKJtOYaeT B cebs ciieytolue MoACUCTEMbI:
yIpaBJieHUs JOCTYIIOM, PETUCTPALUU U YUETA;
obecneyeHUs 11eJIOCTHOCTHU U JJOCTYITHOCTH;
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AHTHWBUPYCHOM 3aLLUTHI;

MEXCeTeBOT0 3KpaHUPOBAHUS;

aHaJ/IM3a 3alLUILEeHHOCTH;

0OHapyKeHUsI BTOPXKEHUU;

Kpuntorpadpuyeckom 3alUThI.

[Toncuctembr C3I1/IH MMeOT pas3/U4YHbIA (QYHKIMUOHAJ B 3aBUCUMOCTH OT
kinacca HCII/JIH, ompenesieHHOro B «AKTe KJacCUPUKAUUMU HHGOGOPMALMOHHOU
CUCTEeMbl MEPCOHAJbHBIX JaHHbIX». CIHUCOK COOTBETCTBUS (QYHKUUKA MOJCUCTEM
C3II/[H kyiaccy 3alMIleHHOCTHY Ipe/CTaBJIeH B TEXHUYECKOM 3aJJaHUHU 110 CO3/aHUI0
CUCTeMbl 3alidTbl HUHOpPMAUUHA HUHPOPMALMOHHOW CHUCTEMBI IEepPCOHAJbHBIX
JTAHHBIX.

[loacucrema ynpaBiaeHUs AOCTYIIOM, PETUCTPALUU U yYeTa

[lopcuctema ynpaBjieHUs JOCTYIOM, PETMCTpaldM U y4yeTa NpejHa3HadyeHa
JUUISl peasiu3aluiy CAeAyIUX QYHKIAM:

UJleHTUUKALMU U IPOBEPKHU MOAJUHHOCTU CYO'bEKTOB JOCTYIa NPU BXOJ€e B
UCIIH;

UJEeHTUPUKALMU TEPMHUHAJIOB, y3JIOB CeTH, KaHaJIOB CBfI3HM, BHEIIHUX
YCTPOWCTB IO JIOTUYECKUM HMEHaM;

UJeHTUPUKALMU NporpaMM, TOMOB, KaTaJIoroB, (amJoB, 3amuced, Mmojeu
3aIMcey 1o UMeHaM;

pervucTpanuu Bxojia (BbixoJia) CyO'beKTOB AOCTyINa B CUCTEMY (U3 CUCTEMBI),
JIMO0O pEervcTpaluy 3arpy3kud U WHUIMAJU3AlUM ONEepPalMOHHOU CHUCTEMBbI U ee
OCTaHOBA.

perucTpaluyd MONBITOK JOCTylNa MNpPOrpaMMHBIX CpeACTB (mporpamm,
NpOILeCCOB, 3a/ia4, 33JlaHUI ) K 3aliyilaeMbiM danaam;

perucTpauuyd MNONBITOK /JOCTyNa MNPOTPaMMHBIX CpPeACTB K TepMHHaJaM,
KaHajJlaM CBfi34, IporpaMmaM, TOMaM, KaTaJjioraM, ¢aijaM, 3anucsaM, OOJISIM
3anucen.

[logcucTema ynpaB/ieHUs1 JOCTYIIOM MOXET OBbITh peajM30BaHa C MOMOLIbIO
IITAaTHBIX cpeAcTB 00paboTku [1/lH (onepanoHHBIX cMcTeM, npuaokeHUl U CYB/L).
Tak ke MOXeT ObITh BHEJPEHO CHelhaJ/ibHOe TeXHUYEeCKOe CpPEJICTBO WJM HUX
KOMIIJIEKC, OCYyUIeCTBJISIIOLIUE [ONOJHUTENbHbIE Mepbl MO ayTEHTU(PUKALUU HU
KOHTpoJit0. Hampumep, mnprvMeHeHHe eAWHBIX XPAaHWJML] Yy4YeTHBIX 3aluceu
noJIb30BaTeJer )| perucTpaLuoOHHOU MH$OpMaL Uy, VCII0JIb30BaHUE
O6MOMETpPUYECKUX U TEeXHUYECKUX (C MOMOIUIbI0 3JIEKTPOHHBIX MPOIYCKOB) Mep
ayTeHTUPUKALUU U JPYTUX.

[TosncucTeMa o6ecrieyeHud 11eJIOCTHOCTH U AOCTYIIHOCTH

HO,E[CI/ICTeMa obecneyeHuUs OeJJOCTHOCTH U NJOCTYIIHOCTH IIpeAHa3Ha4Y€eHa AJIA
obecnedyeHus OEeJOCTHOCTH U AOCTYIIHOCTHU H,[lH, [IPpOrpaMMHBIX H daIllldaPpATHbIX
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cpeacts UCIJH Komwuccuu, a Tak e CpeACTB 3alllMThl, NMPU CAYYaUHOW WJIHU
HaMepeHHOH MOAUHKAIHH.

[loncucrema peanusyeTcds € NOMOUIbO  OpraHU3alUU  pPe3epBHOTO
KONIMPOBaHUA 00pabaTblBaeMbIX JAHHBIX, a TaK K€ pe3epBUPOBAHUEM KJIOYEBBIX
anemeHTOB UCII/IH.

[loacucTeMa aHTUBUPYCHOM 3aIIUThI

[loncuctemMa aHTUBUPYCHOW 3alldThl NpeAHa3HadyeHa MAJis obecredyeHus
aHTHUBUPYCHOM 3a1iUThI cepBepoB U APM nosib3oBaTtesier UCIIlH Komuccunm.
CpeacTBa aHTUBUPYCHOW 3alldThbl IpeJHa3HAayeHbl [Jid peajlr3aluu
cneayrmux QyHKIUN:
pe3ueHTHbIM aHTUBUPYCHBIM MOHUTOPUHT;
AaHTUBUPYCHOE CKAHUPOBaHUE;
CKpPUIT-0JIOKUPOBAHUE;
LeHTPaJIM30BaHHOM /yJaJIeHHON YCTAaHOBKH /e UHCTAJJISUA
AaHTUBHUPYCHOTO  MPOAYKTA,  HACTPOMKH,  aJMHUHHUCTPUPOBAHUS,
NpOCMOTPA OTYETOB U CTATUCTUYECKOM HHPOpManyMu Mo paboTe
NPOAYKTa;
aBTOMAaTHU3WPOBAHHOTO OOHOBJIEHUSI aHTUBUPYCHBIX 6a3;
OrpaHUYEHHUS NPaB M10J1b30BaTeJIsl HA OCTAHOBKY UCIOJIHAEMBIX 3aJa4 U
M3MeHEeHUs HaCTPOEK aHTUBUPYCHOTO MPOTrPaMMHOT0 06ecreyeHus;
aBTOMAaTUYECKOr0 3alyCKa HENOCPeACTBEHHO II0CJie  3arpy3kKu
OIepallMOHHOW CUCTEMBI.
[loacucreMma peasnusyeTrcsd NnyTeM BHeJpeHHUS CIELUAJIbHOIO0 aHTUBUPYCHOIO
porpaMMHOro obecrneyeHust Ha Bce 3jieMeHThbl UCII/IH.

[loacucTeMa MexceTeBOr0 3KpaHUPOBAHUS

[Togcuctema MexxceTeBOro 3KpaHMPOBAHUSA NpeJHAa3HAa4YeHa /s peajnu3alniu
caeayrmux GyHKIUN:

bUAbTPAUX OTKPHITOrO U 3alIMPPOBAHHOTO (3aKpbITOro) IP- Tpaduka;

duKcauy BO BHYTPEHHUX KypHa/iax UHPOpPMAIUK O MPOXOASAIEM OTKPbITOM
v 3aKkpbITOM IP-Tpaduke;

UEeHTUPUKALIMU U ayTeHTUPUKALUU a[]MUHUCTPATOpPa MEXCETEBOI0 3KpPaHa
IIPU €ro JIOKaJIbHbIX 3alpocax Ha JIOCTYII;

peructpauuyd BXoJa (BbIX0Ja) aJMHUHHUCTpaTOpa MeEXCeTeBOr0 3KpaHa B
cucteMy (U3 cucTeMbl) JMO0 3arpy3kd M WHULUAJU3ALMU CUCTEMBI U ee
NpPOrpaMMHOI0 OCTaHOBA;

KOHTPOJISI L1eJIOCTHOCTH CBO€M MPOrpaMMHON U HHPOPMAILIMOHHOMN YacCTH;

$UIbTpaALUY NAKETOB CIY>KEOHbBIX IPOTOKOJIOB, CAYKaUUX AJis IUarHOCTUKHU
Y yIpaBJieHHs1 paboTOM CeTEBbIX YCTPOUCTB;

buabTpagUMu C y4eToM BXOJHOT'O U BBIXOJHOTO CETEBOr0 MHTepdelca Kak
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CpeACTBA MPOBEPKU MOAJIMHHOCTU CETEBBIX a/IPECOB;

perucTpanuy U yyeTa 3alpaliiBaeMbIX CEPBUCOB NPUKJIAJHOTO YPOBHSI;

O0JIOKUPOBaHUS AOCTyINa HEUAEHTUPUIUPOBAHHOTO 0O0'bEKTA WU CyOBEKTA,
NOJJIMHHOCTh KOTOPOr0 MpPU ayTEHTUPUKALUA He MNOATBEpPAMUJaCh, METOJAMH,
YCTOWUYMBBIMU K NIEPEXBATY;

KOHTPOJISI 32 CEeTeBOM aKTHBHOCTbIO MPUJIOKEHUNA U 0OHApYKEHUSI CETEBbIX
aTak.

[logcucrema peanusyertcs BHeJ[peHrueM IpOorpaMMHO-alnapaTHbIX
KOMILJIEKCOB MEXCeTEBOI'0 3KpaHUPOBaHUA Ha rpaHulie JIBC, kjiaccoMm He HUXe 4.

[loacrvcTeMa aHaJiyM3a 3allMIIEeHHOCTH

[logcucrteMa aHanmM3a 3aUjMILEHHOCTU [OJHKHA obOecnedyWBaThb BbISBJIEHHE
yA3BUMOCTEH, CBsA3aHHbIX € omubkamMu B KoHburypauuu [10 UCII/IH, koTOopbie
MOTYT OBITh MCIIOJIb30BaHbl HAPYIIUTEJEM [JIS peau3alu aTaKu Ha CUCTEMY.

dyHKIMOHAM MOACUCTEMBl MOXET ObITh peaJU30BaH IPOTPaMMHBIMU U
IporpaMMHO-aNnapaTHbIMU CpeJCTBAMM.

[lonpcuctemMa 06GHApPYKEHUA BTOPXKEHUN

[Toncuctema o6Hapy:KeHUsI BTOPKEHUH JO/KHA 0OecrieuuMBaTh BbIsSIBJIEHUE
ceTeBbIX aTak Ha 3jieMeHThl UCII/[H, mo/K/It04eHHbIE K CETSIM OOLIero MnoJjib30BaHUs
Y (MJIM) MeXJyHapoJaHOIr0o 0OMeHa.

@OyHKIMOHA/N TMOJCUCTEMbl MOXET ObITb peajn30BaH NPOTrPaMMHBbIMU M
NporpaMMHO-annapaTHbIMU CpeJiICTBAMM.

[loacucrema Kpuntorpadryeckou 3alIUThI

[Topcuctema kpuntTorpagpruyecKou 3aluMThl NpeJHa3HA4YEeHA Il UCKIIIOYEHU S
HCA k 3amumiaemor uHpopmanuu B HCIIJlH Komuccun npu ee mepegade 1o
KaHaJlaM CBSI3U CETeU 00611ero noJib30BaHUs U (MJIK) MEXAYHAPOJHOT0 0O6MeHa.

[loncuctema  peasudyeTcs MyTeM  BHeAPEeHUsT  KpuUNTOrpapuyecKux
NpOrpaMMHO-aNnnapaTHbIX KOMIIJIEKCOB.

5. lloab3oBaTean UCITH

B UCII/ln KoMuccun MOXXHO BbIAEJIUTD CJAEeAYIOUUe TPYIIbl M0Jb30BaTEEN,
y4acTBYIOIIMX B 06paboTKe U xpaHeHuu [1/]H:
ApmunuctpaTtopsl UCII/IH;
AMUHMCTpPATOPBI 6€30MACHOCTH;
Onepartops! APM;
Apmunuctpartopsl cety UCII/H;
TexHuyecKkue CcHelUaJMCTbl MO O0OCAYyKUBAaHUK TepudeprumnHOro
0060pyLOBaHUS.
JlanHble 0 rpynmax I[0Jb30BaTesfX, YypOBHe HUX  JOCTylla U
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MHOOPMHUPOBAHHOCTH  JOJ/OKHBI  OBbITb  OTpakeHbl B  MaTpulle JAocTymna
M0JIb30BaTeJIEN K 3al[UIIaeEMbIM UHPOPMAIMOHHBIM pecypcaM.

Aamubnuctpartop UCIIAH

Apmunuctpartop UCIIAH, cotpysHuk KoMuccuu (MM HHOe YIIOJTHOMOYEHHOe
JINL|0), OTBETCTBEHHBIM 3a HACTPOWKY, BHeJApeHue U conpoBoxgeHue HWCII/IH.
Ob6ecnevyrBaeT QyHKLUOHUPOBaHUeE NOJACUCTEMBI ynpaBaeHus goctynom HUCII/JIH u
YIIOJIHOMOYEH OCYILEeCTBJATb IpefoCTaBJeHMe W pas3rpaHhdYeHde JoCTyna
KOHe4YHoro nmoJib3oBaTesisi (Onepatopa APM) Kk a/ileMeHTaM, XpaHAIIUM
IlepCOHaJIbHbIE JJAHHBIE.

Apmunuctpartop UCII/JIH ob1azaeT ciefy0KUM YPOBHEM JOCTYIIA U 3HAHUM:

ob6s1aiaeT NoJIHOM HHQOpPMaLMeN O CHCTEMHOM M MPUKJIaJHOM IPOrpaMMHOM
o6ecneyenuu UCII/IH;

o6Js1aZlaeT 0JIHOM MHpOpMaLMel 0 TeXHUYEeCKUX Cpe/iCTBaxX U KOHQUTYpaL i1
UCIIAH;

MMeeT JIOCTYIl KO BCEM TEXHUYECKHUM CpeJCcTBaM 00pabOTKU MHOpPMALMU U
nanHbiM UCITIH;

ob6s1alaeT mMpaBaMU KOHQUIYPUPOBAHHUA U aJMUHUCTPATUBHON HACTPOUKHU
TexHUu4Yeckux cpeacts UCIIJH.

AJIMYHHCTpAaTOp 6€30MaCHOCTHU

AfMuHUCTpaTOop 6e30macHOCTH, COTpyAHUK Komuccun (MauM  uHoe
YIOJHOMOY€EHHOE JIUL0), OTBETCTBEHHBbIN 32 QyHKUHMOHMpoBaHue C3I1/JH, Bkitovyas
00C/Iy>KMBaHME U HACTPOMKY aJMUHUCTPAaTUBHOM, CEPBEPHOW U KJIMEHTCKOU
KOMIIOHEHT.

AMUHHCTpaTOp 6€30MacHOCTH 00J1aaeT CAeAyHUMM YPOBHEM JOCTyINa U
3HAHUU:

o6J1asiaeT npaBamMu Aamunuctpartopa UCII/H;

o6J1asiaeT nosHor uHopmanueut 06 UCII/H;

MMeeT  JOCTyl K  CpeAcTBaM  3alidTbl  MHOpMALMU U
MPOTOKOJIMPOBAHUA U K YaCTH KJ04eBbIX ayieMeHTOB UCII/H;

He WUMeeT MpaB JOCTyna K KOHQUTyPUPOBAHUIO TEXHUYECKUX CPEe/ICTB
CeTHU 32 UCKJIIDYEHUEM KOHTPOJIbHBIX (MHCIEKLMOHHBIX).

AJIMUHHCTpaTOp 6€30MaCHOCTH YIIOJIHOMOYEH:

peasn30BbIBAaTh MNOJWMTHUKU 6e30macHOCTM B 4acTu Hactpodku CK3H,
MeKCeTeBbIX 3KPAaHOB M CUCTEM OOHAPY>KEHHUS aTaK, B COOTBETCTBUU C KOTOPbIMHU
noJsib3oBaTesib (Onepatop APM) mosiydyaeT BO3MOXXHOCTb paboTaTh C 3J1eMEHTaMU
UCIIH;

OCYIeCTBJIATH AyUT CPELCTB 3aLUThI;
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Onepatop APM

OnepaTtop APM - cotpyauuk KoMuccuu (MM MHOE YIIOJIHOMOYEHHOE JIUI0),
OCYLIEeCTBJASAOIMNK 00paboTky II/[H. O6paboTka II/[H BKJIIOYAET: BO3MOXXHOCTb
npocMmoTtpa [1/lH, pydnout BBog [1/I[H B cuctemy UCII/IH, opMupoBaHUe CIpaBOK U
0T4YeTOB o MHPopMauuy, noaydyeHHor u3 UCIL/l. OnepaTop He UMeeT NOJHOMOYUU
/11 ypaBJieHUsI oA CUCTEMaMU 00paboTKu JaHHbIX U C3I1/IH.

Onepatop UCII/JIH 06/1aa€eT ciieiy0lMM YPOBHEM AOCTYIA ¥ 3HAHUM:

06/1aZlaeT BCEMM HEOOXOJAUMBIMU aTpUOyTaMu (HampuUMep, TMapoJieM),
o6ecrneyrBawIMMU JOCTYIl K HEKOTOPOMY NOAMHOXeCTBY [1/1H;

pacnoJiaraeT KOHQUAeHUaJIbHbIMU JAHHBIMH, K KOTOPBIM UMEEeT JOCTYII.

AnmunuctpaTop cetu UCII/IH

Apmunuctpatop cetu MUCIJH, corpygHuk Komuccun (uMaum  uMHOe
YIIOJIHOMOYEHHOe JINL0), OTBETCTBEHHBIU 3a $YyHKLIMOHUpPOBaHKE
TeJIeKOMMYHUKalMoHHOU nogcucteMbl UCIIJH. AZMUHUCTPATOpP CETH He HUMeeT
MIOJIHOMOYMHU J1J1s yIIpaBJIEHHUS NOJICUCTEMAMU 00pabOTKU IaHHbBIX ¥ 6€3011aCHOCTH.

AJIMMHHUCTpATOp CeTH 06/1alaeT CaeyOLUM YPOBHEM JJOCTYNA U 3HAHUM:

o6s1aflaeT 4acTbi0 MHGOPMALIMA O CUCTEMHOM U MPUKJIAJHOM IPOrpaMMHOM
obecneyeHuu UCII/IH;

o6Js1aflaeT 4acTbi0 MHPOPMALUU O TEXHUYECKUX Cpe/iCTBaX U KOHPUTYpaLUHU
UCIIAH;

uMeeT GQU3NYECKHH [JOCTyll K TeXHUYEeCKUM CpeAcTBaM 00paboTKHU
MHbOpMaLMU U Cpe/iCTBaM 3alUThl;

3HaeT, 10 MeHbIllel Mepe, 0JJHO JieTaJIbHOe UM JOCTyIa.

TexHryeckuii cienUaJKUCT 00 0OCAYKHBAHUIO epuPepUrHOro 060pyJ0BaHUs

TexHUYeCKUN cClenuaTucT Mo 00CAYKHMBaHHUI, cOTpyAHUK Komuccuu (uu
MHOEe YIOJHOMOYEHHOE JIMIO), OCYILECTBJsSET OOC/AyKUBaHHUE W HACTPOUKY
nepudpepuitHoro ob6opyaoBanuss HCIIJlH. TexHuyeckud  chnenydaJucT IO
00C/Iy>KMBaHUIO He UMeeT JocTyna K [1/lH, He UMeeT NOJTHOMOYHUH /11 Y paBJIeHUs
NoJicCUCTeMaMHy 06pabOTKH JJaHHbIX U 6€30MaCHOCTH.

TexHuyeckuil cHnenuaavMcT MO OOCAYKHBAHUIO 00JIaZlaeT CJAeAYIOIUM
YPOBHEM /JIOCTYIa U 3HAHHUM:

006J1aZlaeT 4acTbl0 UHPOPMAIIUU O CUCTEMHOM U MPUKJIAJHOM NPOrPaMMHOM
o6ecneyenuu UCII/IH;

06J1a71aeT 4YacTblo UHPOPMAIIMU O TEXHUUYECKUX CPeJICTBAaX U KOHOUTypallu1
UCIIAH;

3HAeT, [10 MeHblIer Mepe, OJHO JieraJibHoe UMA JOCTYIa.
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6. Tpe6oBaHUs K IepCOHAJIy 0 06ecriedYeHUI0 3amThl [1/1H

Bce cotpyauuku Komuccuy, apadwumuecsd nosb3oBatenamu UCIIJAH, J0KHBI
YeTKO 3HaThb U CTPOTO BBINOJHATH YCTAHOBJIEHHbIE MpPaBUJa U 00S3aHHOCTH IO
JIOCTYyNly K 3aljyllaeMblM OOBbeKTaM U COOJIIJEHUI0 MPUHATOrO pexuMa
6e3onacHocTH I1/1H.

[Ipy BCTymjieHUWH B [AO/HKHOCTb HOBOTO COTPYAHMKA OH [AOJDKEH OBbITh
O3HAKOMJIEH C HEOOXOAHMMBIMU JOKYMEHTAMHM, PErJIaMEHTUPYIOIIMMU TPeOOBAHUS
no 3amute [I/IH, a Takke oOyyeHHMe HaBbIKaM BBINOJHEHUSA MPOLEAYP,
He0OXOAMMBIX JIJIS CAHKIJMOHUPOBAHHOTO Ucnoib3oBanusa UCII/IH.

COTpyaHUK [JIO/DKEH OBbITh O3HAKOMJIEH CO CBeJEHHUSIMU HaACTOSILIEN
[TonuTUKY, NPUHATBIX HpoLeAyp paboTsl ¢ aaeMeHTaMu UCI/IH n C3I1/JH.

CorpymHuku  Komuccuy,  ucHoJib3ylOLiUe  TeXHUYECKUe  CpefCTBa
ayTeHTUQUKALMY, JOJDKHbl 00ecneynuBaTb COXPAaHHOCTb MJAEHTU(PHUKATOPOB
(a/1eKTpOHHBIX KAO4Yer) U He ponyckatb HC/l Kk HUM, a Tak »Ke BO3MOXXHOCTb UX
yTepd WM MCINOJIb30BAaHHUSAA TpPeTbUMH JULaMHU. [losb30BaTend  HeCyT
NepCOHAJIbHYI0 OTBETCTBEHHOCTD 32 COXPAHHOCTb UAEHTUPHUKATOPOB.

CorpysHuku Komuccuu [OJDKHBI C/ej0OBaTb YCTAaHOBJIEHHBIM IpoleAypaM
noJAep>xaHus pexxuma 6e3onacHocTH [1/lH nmpu BbIOOpe U MC0JIb30BAHUM NAPOJIEN
(ecsi1 He UCNIOJIB3YIOTCSA TEXHUYECKHE CPe/ICTBA Ay TEHTUPUKALUH).

Cotpyanuku Komuccuu [Jo/KHBI o06ecredrMBaTh HaZJIeXallylo 3aljUTy
0060pyZ0BaHUS, OCTABJASIEMOr0o 6€3 NPUCMOTPa, 0COOEHHO B TeX CAy4Yasix, KOTAa B
noMellleHhe UMEeIT JOCTYIl NIOCTOPOHHMe Jula. Bce mosib30oBaTe v JO/KHBI 3HATh
TpeboBaHusA mno 6e3omnacHoctd [I[[H W mnpoueaypbl 3aWUTbl 060PYAOBaHUS,
OCTaBJIEHHOT'0 6e3 NPUCMOTPA, a TAKXKE CBOU 00513aHHOCTHU 10 006eCreYyeHUI0 TaKou
3alUATHI.

CoTpyaHuKaM 3amnpenjaeTcd yCTaHAaBJUBATb IIOCTOPOHHEE IMPOrpaMMHOe
obecrneyeHue, IMOAK/IOYATh JIMYHbIe MOOUWJIbHbIE YCTPOMCTBA W HOCUTEJH
MHOpPMaIMY, a TaK e 3aMCbIBAaTh HAa HUX 3alllMIl[aeMyl0 HHpOpMaIHIO.

CoTpyAHMKaM 3ampeljaeTcd pasrjauaTh 3aluljaeMyo HHQOpMaluio,
KOTOpasi CTajla MM H3BeCTHa NpU paboTe ¢ UHPOPMALUOHHBIMU CUCTEMAMHU
KomMmuccuy, TpeTbuM JiMLaM.

[Ipu pa6ote c I[1[ln B UCIIJAH coTpyauuku Komuccuu 06513aHbl 06€CIeYUTh
OTCYTCTBHE BO3MOXHOCTHU npocMmoTpa II[H TpeTbUMHU JMaMU C MOHUTOPOB APM
WJIM TePMHUHAJIOB.

[Ipu 3aBepuiennu pabotel ¢ UCIIJIH coTpyAHHUKH 00s3aHbI 3alUTUTL APM
WJIM TEPMUHAJIbI C IOMOLIbI0 OJIOKUPOBKU KJKYOM MJIM 3KBUBAJIEHTHOTO CPECTBA
KOHTpPOJIsSI, HAallpuUMep, [AOCTYNOM [0 MapoJio, €CJU He UCHOJIb3yKTcs 6oJiee
CUJIbHbIE CPEJICTBA 3allUThI.

Cotrpyauuku Komuccuu [0/KHbBI ObITh NPOMH(POPMHUPOBAHBI 00 yrposax
HapylleHUs1 pexxuMa 6e3omnacHOCTH [I/[H U OTBETCTBEHHOCTU 3a €ro HapylleHHUE.
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OHM JIO/KHBI ObITh O3HAKOMJIEHBI C YTBEPXKAEHHOW (GOpMaJIbHOW MNpPOLEAypOHr
HaJIOXKEHUS] AUCIUIJIMHAPHBIX B3bICKAHUW HA COTPYJHHUKOB, KOTOpPble HAPYLIUJIU
NPUHATbIE MOJUTHUKY U IpoleAypbl 6e3onacHocTH [1/]H.

CoTpyaHUKM 006s513aHbl 6€3 MpoMeJIeHHUs coOoO1aTh 060 BCEX HAOJII0IaeMbIX
WM TOA03PUTENbHbIX cay4dasax paborel MCII/IH, mMorymux mnoBJjiedb 3a COO0H
yrpo3bl 6e3omacHoctu [IJIH, a Takke O BbIIBJEHHbIX HMH COOBITHUSX,
3aTparuBawuiux 6e3omacHocTb [I/lH, pyKOBOACTBY moJpa3jieJieHUus | JuLy,
OTBeYawlleMy 3a HeMe/JJIEHHO€E pearupoBaHue Ha yrpo3bl 6e3onacHoctu [1/]H.

Jlo/I>KHOCTHEIEe 0093aHHOCTHU noJib3oBarteaei UCIT Il

Jlo/mKHOCTHBIE 00513aHHOCTH noJib3oBaTesiel UCII/IH onvcaHbl B C/eyOUX
JIOKYMEHTax:

NucTpyknua agmunuctparopa UCIIAH;

NHcTpykuusa agMuHuctpatopa 6e3onacHoctu UCII/IH;

NHcTpykuus nosb3oBartessa UCITH;

NHCcTpyKIUA I0JIb30BaTe 1 IPY BOBHUKHOBEHUU BHEIITATHBIX CUTYALUU;

OTBETCTBEHHOCTbL COTPYAHUKOB

B coorBercTBUU cO cTatbed 24 @epepanbHOro 3akoHa Poccumckon
®enepanyu ot 27 utoasg 2006 r. Ne 152-®@3 «O nepcoHaNbHBIX AAaHHBIX» JIUILIA,
BUHOBHble B HapyLIEHUWU TpebOBaHUM JaHHOro PejepasibHOrO 3aKOHA, HECYT
TPaXXJAHCKYI0, YTrOJIOBHYI0, aJAMHUHUCTPAaTUBHYI, JAUCLHUIUVIMHAPHYI0O W UHYIO
npeLyCMOTPEHHYIO 3aKOHO/aTeJIbCTBOM Poccumckon depepanyu
OTBETCTBEHHOCTb.

JlericTBytolee 3akoHoAaTeabCTBO Poccuiickon ®efepandu 1NO3BOJISAET
npebsBJIATh TPeOOBaHUSA MO ObOecre4yeHHI0 0e30MacHOM pabOoThI C 3aljUIAEMOU
uHbopMaLMed U NpefycMaTpUBaeT OTBETCTBEHHOCTb 3a  HapylleHue
YCTaHOBJIEHHBIX NMPaBUWJI 3KCIyaTauuu IBM u cucteM, HelmpaBOMepPHBIN JOCTYI K
MHQOpPMALIMY, €CJM 3TU [AeUCTBUS NPUBEJU K YHUUYTOXKEHUIO, OJIOKUPOBAHUIO,
MoaubUKALMU UHPOPMAIMU WM HapylleHUWI paboTbhl IBM uau ceted (cTtaTbu
272,273 u 274 YronoBHoro kogekca Poccuiickont @egepanun).

Aamunuctpatop UCIIlH W  aaMUHHUCTpaTOp 6E30MaCHOCTU  HECYT
OTBETCTBEHHOCTb 3a BCe [eMCTBUS, COBepLIEHHbIe OT UMEHU UX YyYEeTHBIX 3alluceun
WJIM CUCTEMHBIX YUYETHBIX 3alIUCEH, €C/IM He JI0Ka3aH PaKT HECAHKI[MOHUPOBAHHOTO
MCII0JIb30BAaHUS YYETHBIX 3alMCEN.

[Ipy Hapymenuax corpypaHukamMu Komuccuum - mnosb3oBatesnamu HCII/IH
npaBWJ, CBsI3aHHbIX C Oe3omacHocTbio [I/IH, OHM HeCyT OTBETCTBEHHOCTb,
YCTAHOBJIEHHYIO JIEUCTBYIOLIMM 3aKOHOAATEJbCTBOM Poccuiickoit degepanuu.
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7. CIMCOK MCII0J1Ib30BAaHHbIX UCTOYHUKOB

OCHOBHBIMU HOPMATUBHO-NPABOBbIMU U METOAWYECKUMU [IOKYMEHTAMH, Ha
KOTOPbIX 6a3upyeTcs HacToswas [louTuka, ABASAOTCS:

QenepanbHbii 3akoH oT 27.07.2006 r. Ne 152-®3 «0O mnepcoHalbHBIX
JlaHHBIX», YCTAaHABJMWBAKUIUNA OCHOBHble NPUHIUNBI U ycJ0BUA 00paboTku [1/H,
npaBa, 0053aHHOCTH M OTBETCTBEHHOCTb YYAaCTHUKOB OTHOUIEHUH, CBSI3aHHBIX C
obpaboTkoi [1/IH.

TpeboBaHMs K 3alyMTe MepCOHAJbHBIX [JaHHBIX NPA HUX 00paboTKe B
MHQOPMALlMOHHBIX  CHUCTeMaX  MepCOHAaJIbHbIX  JaHHBIX,  YTBepXJeHHbIe
noctaHoBjeHueM IlpaButenbctBa Poccuiickont ®egepanuu ot 01.11.2012 r. Ne
11109.

[losioxxeHne 006 0OCOOEHHOCTSIX OOpPAOOTKM MEPCOHAJBHBIX [IAHHBIX,
OCYLLEeCTBJISIEMOM 0€e3 MCIOJIb30BAaHUSA CPeACTB aBTOMAaTHU3aLlMM, YTBEPXKIEHHOE
noctaHoBsieHueM [IpaBuTenbcTBa Poccuiickont @egepanuuu ot 15.09.2008 r. N2 687.

HopmaTuBHO-MeTOAMYeckHe  JOKyMeHTbl @DefepalbHON  CAYXKObI 1O
TEXHUYECKOMY U 3KCIIEPTHOMY KOHTpoJIt0 Poccuiickont @efepanuu (panee - @CTIK
Poccun) o obecneyeHunto 6e3onacHoctu [/l nmpu ux o6padoTke B UCII/JH:

bazoBasgs Mopgesnp yrpo3 06e30MacCHOCTU MNEpPCOHAJIbHBIX JAaHHBIX MNpPHA HX
006paboTKe B MHGOPMALMOHHbIX CUCTEMAX NEepPCOHANbHbBIX JAHHBIX, YTBEPXAeHHas
3amectuTesieM aupektopa PCTIK Poccuun 15.02.2008 r.

MeToauyeckuil [1OKyMeHT. MeTojUKa OLEHKUM yrpo3 06e30MacHOCTH
nHpopmauuy, yreepxaeHHbid PCTIK Poccum 05.02.2021 1.

[Ipukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O6 yrBepxkaeHun TpeboBaHUN
0 3amuTe HUHPOpPMALMM, He COCTaBJAWIUX TOCYyJAapCTBEHHYI TalHY,
COZlepKallluXCs B FOCY1apCTBEHHBIX UHPOPMAILMOHHBIX CUCTEMAXY.

[Ipukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «06 yrBepxkgeHuu CoctaBa U
CoZlep>KaHUsl OpPraHM3alUOHHBIX U TEXHUYECKHX Mep N0 obecrneyeHUIo
0e30MaCHOCTH IepCOHAJIbHBIX JAHHBIX NPU HUX 00paboTKe B MHPOPMALMOHHBIX
CHUCTeMax epCOHaJbHbIX JJaHHBIX».

[Ipuka3z PenepanbHOU Cayx06b1 6e3onacHocTU Poccuiickont degepayuu oT
10.07.2014 Ne 378 «06 yTBepkaeHrnu CocTaBa U CoJiep>KaHUsI OpraHU3alMOHHbIX U
TEXHUYECKUX Mep M0 obecrne4yeHUI0 6e30N1aCHOCTU MepCOHANbHBIX JaHHBIX NIPU UX
obpaboTke B HWHPOPMAIMOHHBIX CHUCTEMaxX [EepPCOHAJbHbIX [JlaHHBIX C
MCIIOJIb30BAHUEM  CPEeACTB  KpUITOrpadpuyeckod  3alUTbl  HMHPOpPMaLHUH,
HeoOXOJMMBbIX [Jis BBINOJIHEHUS] yCTaHOBJIEHHbIX [IpaBuTesnbcTBOM Poccuiickoi
denepauuy TpeOOBAaHUMM K 3allyMTe NEePCOHAJbHBIX JAaHHBIX [JS KaXAOTO U3
YPOBHEM 3aLUILLEHHOCTU.

MeToauyeckre peKOMeHJAlMM MO0 pa3pabOTKe HOPMATUBHBIX IPABOBBIX
aKTOB, ONpeJleJIAIUIAX YTPO3bl 0€30MaCHOCTH NEePCOHAIbHBIX JJaHHBIX, aKTyaJIbHbIEe
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IIpu o6pa60TKe I[IEpCOHAJIbHBIX JAaHHDbIX B I/IH(I)OpMaL[I/IOHHbIX CUCTeMax
INEepCOHAJbHbIX JAAHHBIX, 3KCHJ1yaTI/IpyeMbIX Inpu OCYH_LECTBJIGHI/II/I
COOTBETCTBYIOIIMX BUAOB A€ATEJIbHOCTH, YTBEPKAEHHbIE€ PYKOBOACTBOM 8 HEHTpa
®CB Poccnn 31.03.2015 Ne 149/7/2/6-432.



