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[IOJIMTHUKA

MHPOPMALIMOHHOMN 6€30MacCHOCTH
pU paboTe C NepCOHaJbHBIMU JAHHbIMU

B bucepTcKkou nocesIKOBOM TEPPUTOPUATILHON U30UpPATEIbHOM KOMUCCHUHU

OIIPEJAEJIEHUA
B HacTosimieM [JIOKyMeHTe WCHOJIb3YITCA CJAeAyllue TEPMHUHbI M UX
ornpeesieHusl.
ABTOMATH3MpPOBAaHHAsi CcHCTeMa - CHCTEMa, COCTodIlass K3 IMepcoHasla M

KOMIIJIEKCA CpeaACTB daBTOMATHU3dlIUHN €ro AeATEeJIbHOCTH, peaJInM3yriiad I/IH(l)OpMa-
OHUOHHYIO TEXHOJIOIT'NIO BBIINIOJIHEHHUA YCTAHOBJIEHHBIX CIDYHKLU/Iﬁ

AyTeHTH(UKAUMA OTHPaBUTEAs] JAaHHbIX - IIOATBEpXKJEHUEe TOro, 4YTO
OTIpPaBUTEJb ITOJIYYEHHBIX JAHHBIX COOTBETCTBYET 3asABJIEHHOMY.
Be3onacHocTh  mepCOHANBHBIX  JaHHBIX - COCTOSAHME  3allUIIeHHOCTHU

NepPCOHAJIbHBIX JIaHHBIX, XapaKTepHU3YEMOE CIIOCOOHOCTbIO TM0JIb30BaTEJIEH,
TEXHUYECKUX  CPeACTB W  WHQOPMALMOHHBIX  TEXHOJIOTMHA  00eCrneyuTb
KOH(QUIEHIIMAJIbHOCTD, L[€JIOCTHOCTb M JAOCTYNHOCTb NMEPCOHAJIbHbIX AAHHBIX NMPHU
X 00paboTKe B UHPOPMALMOHHBIX CUCTEMax NePCOHA/IbHbIX IaHHBIX.

BI/IOMeTpH‘{eCKHe IEePCOHAJIBHBIC JaHHBIC - CBE€IEHHA, KOTOPbIE XapaKTepHBy}OT
dusrosioruyeckue OCOOGEHHOCTH 4YeJloOBeKAa M Ha OCHOBE KOTOPBIX MOXHO
YCTAaHOBUTb €ro JIMYHOCTb, BKJIOYasgd ¢oTorpaduu, oTneyaTKU NajbleB, 00pa3
CeT4YaTKHU IJ1a3a, 0C0OOEHHOCTU CTPOEHHS TeJla U pyTyio NoJ4006Hy0 HHOpMaIHUIO.

BiiokMpoBaHKe MEPCOHANLHBIX JAHHBIX - BpEMEHHOE NpeKpallleHue 06paboTKU
NepCOHAJIbHBIX JJaHHBIX (32 UCKJKYEHHUEM CJy4aeB, ec/id 06paboTka HeobxoauMa
JIJ11 yTOUHEHUS IePCOHAJIbHBIX JJaHHBIX).

Bupyc (KOMNbLIOTEPHBbI, MPOrpPaMMHBIA) - HWCIOJHSAEMbIM MPOrPaMMHbBIA KOJ|
WIA UHTEpPHpeTUPyeMbld HAO0OpP HMHCTPYKIMH, O00JIafalolllMi CBOMCTBAaMHM He-
CaHKLIMOHHMPOBAHHOIO pacCHpoOCTpaHeHUsT W caMoBocnpoudBeZeHUst. Co3/laHHbIE
Aly0JIMKAaThl KOMIIBIOTEPHOT'O BHpPYyCa He BCerJa COBNAAAlT C OPUTHMHAJIOM, HO CO-
XPaHSAKT CIOCOOHOCTh K JAaJibHENILEMY pacnpoCTpaHEHHI0 U CaMOBOCIPOH3Be/e-
HUIO.

BpenonocHasi mporpaMmma - IporpaMMa, npejgHasHavyeHHas JJisl OCYLeCTBJIEHUS



HEeCaHKLMOHHMPOBAHHOTO J0CTyNa U (U/M) BO3AEHUCTBHS Ha NEpCOHAJIbHbIE JJaHHbIE
WJIY pecypchbl MHGOPMAILlMOHHOM CUCTEMbI IEPCOHAIbHBIX JAHHBIX.

BcnomorartejibHbIe TEXHHYECKHE CpeacTBa M CUCTEMbI - TEXHUYECKHE CpeaCTBa U
CUCTeMbl, He IpeJjHa3HA4YeHHble [JA Iepejadyd, OOpPabOTKM UM XpaHeHHUs
epCOHAJIbHBIX [JAHHBIX, YCTaHaBJMBaeMble COBMECTHO C TeXHUYECKUMHU
CpeACTBAaMM U CHUCTEMaMHM, NpeJHa3HAaYEHHbIMU [IJiI1 00pPabOTKMU MEPCOHATbHbIX
JlAaHHBIX WJIY B OMEILEHUSX, B KOTOPBIX YCTAHOBJIEHBI MHPOPMalLlMOHHbIE CUCTEMbI
NepCOHAJIbHbIX JAHHBIX.

JocTtynm B OmepalHoOHHYK cpeAdy KoMnblTepa (MHPOPMALMOHHON CHCTEMBI
MePCOHAJIbHBIX JIAaHHBIX) - I[IOJIydeHHe BO3MOXHOCTHU 3allyCKa Ha BbINOJIHEHUE
IITAaTHBIX KOMaHJl, QYHKUUK, NPOLeAYp ONEepPalMOHHOM CUCTEMbI (YHUUYTOXKEHUS,
KONMPOBaHHUSA, IMepeMelleHUsl MW T.I.), HCHOJIHAeMbIX (aljoB MNPUKJIALHBIX
NpOrpaMM.

Joctyn Kk wuHpopMauuu - BO3MOKHOCTb MOJIydYeHUST HUHPOpMALUM U ee
VICIIOJIb30BaHUS.

3aki1a/l04HOe YCTPOMCTBO - JIEMEHT CpelCTBa CbeMa MH(POPMALMU, CKPBITHO
BHeJpsieMblM (3akJaJblBaeMbld WJIM BHOCHUMbIH) B MeCTa BO3MOXXHOIO CbeMa
MHGopMauuu (B TOM 4YHUCJAe B OTPaKJAeHHE, KOHCTPYKIMIO, OO0pYy/IOBaHMUE,
npeAMeThl UHTepbepa, TPAHCIIOPTHbBIE CPE/CTBA, a TaKXKe B TEXHUYECKHEe CpelCTBa
U CUCTEeMbI 00pab0oTKH UHPOPMAIUH ).

Bammimaemass uHpopmaunus - HUHPOpMaUUA, SABJAKIIAACA [pPeAMeTOM
COOCTBEHHOCTU M TMOJAJexauiasd 3aljdTe B COOTBETCTBUM C TpPebOBaHUAMM
NPaBOBBIX JIOKYMEHTOB WJIM TPeOOBAaHUSMH, YCTaHABJIUBAEMbIMU COOCTBEHHUKOM
MH(pOpMaLMH.

Mnentudukauus - TMpPUCBOEHHE CyObeKTaM U 00beKTaM [JO0CTyma
ujieHTupukaTopa U (UIMd) CpaBHEHUEe TMPeAbIBJASIEMOro HAeHTUUKATOpa C
nepeyHeM NPUCBOEHHbIX UAEHTUPUKATOPOB.

NudopmaTuBHbIii  cUrHaa - 3JJIEKTPUYECKUE CUTHaJbl, aKyCTHUYeCcKHe,
3JIEKTPOMAarHuTHBIE U Apyryue GuUsndecKue MoJid, o napaMeTpaMm KOTOPBIX MOKET
ObITh pacKpbiTa KOHQUJEHIHa/JbHAasd HWHPopMauus (MmepcoHasibHble [daHHBIE)
obpabaTbiBaeMasd B MUHQOPMALMOHHOU CUCTEMe NTepPCOHAJIbHBIX IaHHBIX.

NHpopmannoHHbIe TEXHOJIOTHH - MIPOLIECCHI, METO/Ibl IOUCKA, COOpPa, XpaHEHHH],
00pabOTKH, NpeJoCTaBJEHHUs, pPACOPOCTPaHEHUS UHPOpPMAUUHA U CIOCOOBI
OCYILLEeCTBJIEHUS TAKUX MPOLLECCOB U METO/I0OB.

Nudopmannonnas cucrema nepcoHaJbHbIX JaHHbIX (MCIIH) - COBOKYIHOCTb
coJiep>Kallluxcsl B 6a3ax JaHHBIX NEePCOHAJIbHBIX JAHHBIX U 00eCneYynBaIIMX UX
00pab0TKY MHPOPMAILMOHHBIX TEXHOJOTUN U TEXHUYECKUX CPEJCTB.

Hcnoap3oBaHne MEPCOHANBHBIX  JaHHBIX - JledcTBUSA  (omepanmuu) C
NepCOHAJIbHBIMK [JIaHHbIMH, COBepIlIaeMble ONEpPaTOpPOM B LeJfX NPUHATUSA
pelleHUud WA COBEpIIeHUS HWHBIX [AEeUCTBUU, MNOPOKAAKIIUX HOpULAYECKUE



NOCJIe[ICTBMSl B OTHOUIEHUM CyO'beKTa NMEePCOHAJIbHbIX JAaHHBIX WJMW [PYTUAX JIHUIL
JIN60 UHBIM 00pPa30M 3aTparvBaloLUX MpaBa U CBOOOABI CyO'beKTa MepCOHa/IbHbIX
JIAaHHBIX WJIU APYTHUX JIHII,

Hcrounnk yrpo3nl  GesomacHocTH uHpopMamud - CyO'bEeKT [AOCTYyIa,
MaTepua/bHbIA OOBEKT WA (QU3UYECKOe SBJIEHUE, SBJAIIMECT MNPUYUHOMN
BO3HUKHOBEHHS YIPO3bl 6€30MaCHOCTU UHPOPMAI UK.

KouTpoaupyemasi 30Ha - IPOCTPAHCTBO (TeppUTOpPHS, 3JaHUE, YaCTh 3/aHU4,
noMellleHre), B KOTOPOM HCK/JIOYEHO HEKOHTPOJHMpPYeMoe MpebbIBaHHE
NOCTOPOHHMX JIML, @ TAKXKEe TPAHCHOPTHBIX, TEXHUYECKUX U UHBIX MaTepUaIbHbIX
CpenCTB.

KoH}pu1eHIuaIbHOCTh MEPCOHATBHBIX JaHHBIX - 00513aTeJIbHOE /IS COOJII0JeHUSI
ONepaToOpoOM WJIU HWHBIM MOJYYMBIIUM AOCTYN K MEPCOHAJbHBIM JlAaHHBIM JIMLIOM
TpebOBaHMEe He [IONYCKaTb WX pacOopocTpaHeHUe 0e3 coraacus cyobeKTa
NepCOHAJIbHBIX JaHHBIX UJIM HAJIMYMS HMHOTO 3aKOHHOT'0 OCHOBAHMUA.

Me:kceTeBoii IKpaH - JIOKaJIbHOE (0OJHOKOMIIOHEHTHOE) UJIM QPYHKIIMOHAJIbHO--
pacnpejiesieHHOe MPOrpaMMHOe (MIporpaMMHO-annapaTHOe) CPpeACTBO (KOMILJIEKC),
peasu3yrollee KOHTPOJIb 3a MHPOpMalMel, NOCTynawiied B WHPOPMALMOHHYIO
CUCTEMY IMEPCOHAJIbHBIX JOaHHbIX U (MJIM) BBIXOAAIlEM W3 HWHPOPMALMOHHOU
CHUCTEMBI.

Hapymurteap 0€30MaCHOCTH MEPCOHAIBHBIX [JaHHBIX - (U3UYECKOe JIMLIO,
C/Ily4allHO WJIM NpeJHaMepPeHHO COBepliawllee JEWCTBUS, CJIeJCTBUEM KOTOPbIX
ABJIIETCA HapylleHWe 0e30MacCHOCTH NepPCOHAJIbHBIX JaHHBIX NPU UX 00paboTke
TEXHUYECKUMHU CpeiCTBaMU B UHQOPMALMOHHBIX CUCTEMAX NIePCOHAJIbHBIX JJAHHBIX.

HeaBromaTusupoBaHHasi 00padoTKa MePCOHAIBHBIX [JaHHBIX - O00paboTka
NepCOHAJIbHBIX  JAHHBIX, COJEepXalluxci B  WHPOPMALMOHHOM  CUCTEME
NePCOHAJIbHBIX [JAHHBIX JIMOO M3BJIEYEHHBIX W3 TaKOM CHUCTEMbI, CYUTAETCH
OCYLLeCTBJIEHHOH! oe3 MCII0JIb30BaHUA CpPeACTB aBTOMAaTH3aLuU
(HeaBTOMAaTHM3UPOBAHHOM ), €C/IK TaKHe NeUCTBUSA C IePCOHAJIbHBIMU JJaHHBIMHY, KaK
MCI0JIb30BaHUE, YTOYHEHUE, PACHpPOCTPAHEHHUE, YHUUTOXKEHHE MEePCOHAJbHBIX
JIAHHBIX B OTHOIIEHHWM KaXJOT0 U3 CYObEKTOB TMEpPCOHAJbHbIX JaHHBIX,
OCYILLECTBJISIOTCA MPU HENTOCPECTBEHHOM Y4aCTHUH YeJIOBEKa.

HenexiapupoBaHHbIe BO3MOKHOCTH - QYHKLMOHAJIbHbIE BO3MOKHOCTU CPE/CTB
BBIYUCJIUTENBHON TEXHUKU, HE ONMCAHHbIE UJIU HE COOTBETCTBYIOIIME OMKMCAHHBIM
B JIOKYMEHTallu¥, IPpU MCIOJIb30BAHMU KOTOPbIX BO3MOXXHO HapylleHHe
KOHQUJEHLMAJBbHOCTH, JAOCTYNHOCTH WJMU LEJOCTHOCTU 0OpabaTbiBaeMOU HH-
dbopmanum.

HecaHKIJMOHMPOBaHHBIA AOCTYN (HeCAHKIMOHUPOBAHHbIE AEWCTBUA) -
Jl0CTyn K UHGOpMaIUKY UK IEUCTBUS C MHPOpMalMel, Hapylalliye npaBuJa pas-
rpaHUYeHrsl AO0CTyNa C UCHOJIb30BAaHUEM IITATHBIX CPEACTB, MPEOCTaBIASIEMbIX
MHPOPMALMOHHBIMU CUCTEMAMHU NEePCOHAIbHBIX JaHHBIX.
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Hocurean nadpopmanun - pr3ndecKoe JIMIL0 UIM MaTEPUAJIbHBIN 00'bEKT, B TOM
yucse GprU3ndecKoe MoJie, B KOTOPOM HH(POpPMalvsl HAXOAUT CBOE OTPAXKEHUE B BU/JIE
CMMBOJIOB, 00pa3oB, CUTHAJIOB, TEXHUYECKUX pElIeHHWHd U  MPOLECCOB,
KOJIMYEeCTBEHHBIX XapaKTEPUCTUK (PU3NYECKHX BEJIUYVH.

OGe31nunBaHue NMEPCOHAIBHBIX TAHHBIX - JEWCTBUS, B pe3yJbTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOXHbIM 0€3 HMCIOJIb30BaHUSA [AONOJHUTEJNbHONU WHPOpMAILUU
ONpeJle/IUTh MPUHA/JIEXKHOCTh MEPCOHAJbHBIX J[AHHbIX KOHKPETHOMY CYOBEKTY
NepCOHAJIbHBIX JaHHbIX.

OGpafoTka NePCOHAIBHBIX JAaHHBIX - JIIOOOe JelicTBUe (omepanus) WU
COBOKYIMHOCTb JeMCTBUHM (omeparyii), coBepliaeMbIX C UCIOJb30BaHUEM CPEJCTB
aBTOMAaTH3allMu WU 06e3 HCHO0JIb30BAaHUS TaKUX CPEACTB C MEepPCOHAJbHbIMHU
JlAaHHbIMHY, BKJIIOYas COOp, 3alUCh, CHCTEMATH3aLMI0, HAKOIJIEHUEe, XpaHEeHUe,
yTOYHeHUe (OOHOBJIEHME, U3MEHEHHWE), U3BJIEYeHUe, HCIO0Jb30BaHHUE, INepefady
(pacnpocTpaHeHUe, MNpefOCTaBJeHUE, AOCTYI), 00e3JMYUBaHUE, OJIOKWUPOBaHUE,
yJaJleHle, yHUYTOKEeH e TePCOHAIbHBIX IaHHbIX.

OﬁmeHOCTyr[HbIe INEPCOHAIBHBIC JdaHHBIC - II€PCOHAJIbHbIE JAdHHBIE, I,Z[OCTyr[
HEOrPaHUYEHHOT0 Kpyra JIML K KOTOPBIM NpeAoCTaBJIeH C COrJlacusl CyObeKTa
NepCOHAJIbHBIX JAaHHBbIX WJIM Ha KOTOpble B COOTBETCTBUU C (QelepabHbIMHU
3aKOHaMHU He paclpoCTpaHsAeTcs TpeboBaHUe COOJII0eHUs KOHPUJEeHLIMaIbHOCTH.

Omneparop (mepcoHaJbHBIX JAHHBIX) - roCy/lapCTBEHHbIN opras,
MYHUIIMNAJbHbIA OpraH, IOpUAUYEcKOoe WM GU3UYECKOE JIMI0, CaMOCTOSTEJbHO
WM COBMECTHO C JPYTMMHU JIMIAMUA OpTraHU3ywlue U (MJM) OCyLIeCTBJAIOLIAE
00pabOTKYy MNepCOHAJNbHBIX [AAaHHBIX, a TAKXe OmpeJeJfloliue LeJu 00paboTKU
NepCOHAJIbHBIX JAHHBIX, COCTAaB MEPCOHAJbHBIX JJAHHBIX, MOJJIEXKAIUX 00pabOTKE,
JlelcTBUSA (onepaluu), CoBepilaeMble C IepCOHATbHBIMU JAaHHBIMU.

TexHnuveckue cpeacrsa HHPOPMANUOHHOW CHCTEMbI MMEPCOHAIBHBIX JAHHBIX -
CPeACTBA  BbIYMCJIMTEJNbHOM  TEXHUKH, HWHGPOPMALUOHHO-BBIYUCIUTENBHbIE
KOMIIJIEKCBI U CeTH, CpPeACTBa U CUCTeMbl Nepenayu, npuemMa u obpabotku [1/H
(cpeacTBa M cuUcTeMbl 3BYKO3allMCH, 3BYKOYCWJIEHUS, 3BYKOBOCIIPOW3BEJIEHMS,
eperoBOpHble W TeJeBU3WOHHbIE YCTPOUMCTBA, CpeACTBAa H3TOTOBJIEHUS,
TUPAOXUPOBAHUSA [JOKYMEHTOB W [JIpyrue TeXHUYEeCKHe CpejcTBa 00pabOTKHU
pedyeBOM, rpaduyeckod, BHUAEO- U OYKBeHHOUUMPpPOBOM HHPOpPMALKH),
nporpaMMHble Cpe/icTBa (OmepalMOHHbIE CUCTEMbI, CUCTEMbI YIIpaBJeHUs 6a3aMHu
JIAHHBIX W T.I1.), CpeAcCTBa 3alUTbl UHPOpPMAlUM, [pPUMEHseMble B
MH(POPMALMOHHBIX CUCTEMAX.

Ilepexsar (mHpopMamuu) - HeNpaBOMepHOe IMOJlydyeHUe HHPOpMaALUU C
WCNO0JIb30BAaHUEM TEXHUYECKOTO CPEACTBA, OCYILECTBJSIONIET0 OOHAPYXKEHUE,
npueM ¥ 06pabOTKy MHPOPMaTUBHbBIX CUTHAJIOB.

IepconanbHble JaHHBbIE - JI0O0ass MHPOpPMalMs, OTHOCAILAACA K NPSIMO WJIH
KOCBEHHO OIpe/ieJIEHHOMY WJIM olpejessseMoMy (GU3UYEeCKOMY JULYy (CyOBbeKTy



NepCOHa/JbHBIX JJAHHbBIX);

[lo6o4yHBIE 3JIEKTPOMarHUTHbIE U3JIy4eHUus U HaBOJAKHU -
3JIEKTPOMAarHUTHbIE W3JYYEHUS] TEXHUYECKUX CPEeACTB 00pabOTKH 3aljUIllaeMOou
MHPOpMaLlMY, BO3HHUKAalIIMe KaK IM0004YHOe sBJIEHME UM  BbI3BaHHbIE
3JIEKTPUYECKUMU CUTHAJIAMHU, JEUCTBYIOIIMMHU B UX 3JI€KTPUYECKHUX YU MAarHUTHBIX
L eNsX, a TAKXKe 3JIEKTPOMAarHMTHbIE HABOJIKM 3THUX CUTHAJIOB Ha TOKONPOBOASIHAE
JIUHUU, KOHCTPYKIIMU U [[ENU U TAHUS.

IMoMTHKA «YUCTOr0 C€TOJNA» - KOMILIEKC OPraHM3allMOHHBIX MEpPONPUATHUH,
KOHTPOJIMPYIOLIUX OTCYTCTBUE 3alMCbIBAaHUA HAa OyMakKHble HOCUTEJU KJIOYEW U
aTpubyTOB JlocTyna (MmapoJier) U XpaHeHUs UX BOJIM3U 00'bEKTOB OCTYIA.

[losib3oBaTesib MHPOPMALMOHHON CHCTEMbl NMEPCOHAJIbHBIX JAAaHHBIX -
JIUIIO, VyYacTBywIllee B (PYHKIMOHUPOBAHUM UHQPOPMAIMUOHHOM CUCTEMBI
NepCOHAJIbHBIX IAaHHBIX UJIM UCNO0JIb3YI0llee pe3yabTaThl ee PYHKIMOHUPOBAHHUS.

IlpaBuia pasrpaHuYeHus nocryna - COBOKYIHOCTb npaBuJI,
perJaMeHTUPYIOLUX MpaBa JI0CTyNa Cy0O'beKTOB JOCTYyNa K 06'bEKTaM JOCTYIIA.

IporpaMmmHuas 3akjiaaka - KOJ, MPOrpaMMbl, NpeJHaMEpPEeHHO BHECEHHBbIU B
NporpaMMy C LeJIbI0 OCYLeCTBUTh YTeYKY, U3MEHUTb, OJIOKUPOBATb, YHUUTOXHUTh
MHQOpPMALMIO WJIM YHUYTOXKUTb U MOAMPUIUPOBATH MPOrpaMMHOe obecriedyeHHue
MHGOPMALIMOHHON CUCTEMbI NEePCOHANbHBIX JJAHHBIX U (KMM) 6JIOKMPOBATh alma-
paTHBIE Cpe/ICTBA.

IIporpaMmmMHoOe (mporpamMMHO-MaTeMaTU4YeCKOE) BO3/JeHCTBUE -
HECAaHKLIMOHUPOBAaHHOE  BO3/JleMCTBHE Ha pecypcbl aBTOMAaTU3WPOBAaHHOM
VH(QOPMALMOHHOM CUCTEMBbI, OCYLIEeCTBJISIEMOe C UCIOJb30BAaHUEM BpeJOHOCHBIX
NporpaMMm.

PackpbiTHE NEPCOHATBHBIX JaHHBIX - YMBIIIJIEHHOE WJIM CJy4YallHOe HapylleHue
KOHQUJEeHLIMaJIbHOCTHU NePCOHAJIbHBIX JJaHHBIX.

PacnipocTpaHeHue IepPCOHAJIbHBIX [JaHHBIX - J€MCTBUS, HAllpaBJIEHHble Ha
pacKpbITHE NepCOHANBHBIX JAHHBIX HEOIPEAEeJIEeHHOMY KpPyTy JIUILI.

Pecypc uHpoOpMaUHOHHOW cHCTeMbI - WMEHOBAHHbBIM 3JIEMEHT CHUCTEMHOTO,
NPUKJIAJHOTO WU annapaTHOro obecrneyeHuUs GYHKIMOHUPOBAHUS
MHPOPMAIIMOHHOMW CUCTEMBL.

Cneunaﬂbnme KaTeropun nepCoHAJIBbHBIX TAaHHBIX - II€PCOHAJIbLHbIE JdaHHBIE,
KacarollMecsi pacoBOM, HAIJMOHAJIbHOW MPUHA/JIEXKHOCTH, OJIUTUYECKUX B3TJISA/0B,
peIMTu0o3HbIX WK QUI0COPCKUX yOEXKAEHUM, COCTOSHUS 3/I0POBbSI U MHTUMHOMU
»KU3HU CyO'beKTa MepCOHAJbHBIX JaHHbIX.

CpencTBa BBIYHCIHTE]bHON TEXHHKH - COBOKYINHOCTb NPOTPAaMMHBIX U TeX-
HUYECKHUX 3JIEMEHTOB CHCTEM 0OPAOOTKMU AAHHBIX, CIOCOOHBIX QPYHKIIMOHUPOBATh
CaMOCTOSITEJIbHO UJIU B COCTAaBe JIPYTUX CUCTEM.

CyobekT pgocryna (cy0bekT) - JIMLIO HWJIM TNPOLECC, AeUCTBUS KOTOPOro
perJaMeHTUPYIOTCA NIPaBUJIaMU pa3rpaHUYeHUs JOCTYIa.



Texuuyecku KaHad yTedyKH HHGpopmManum - COBOKYIHOCTb HOCUTEJA HWH-
dopmanuu (cpeactBa o6paboTKH), pU3UUECKON cpejibl pacnpocTpaHeHUsT UHOP-
MaTHUBHOIO CUTHaJla W CPeACTB, KOTOPbIMU [I0ObIBAaeTCSA  3allUliaeMast
MHpOopMalus.

TpancrpanuyHas nepeaada NnepcoHaJbHBIX JaHHBIX - Ilepejladya NepcoHaJIbHbIX
JlaHHBbIX omnepaTopoM 4yepe3 ['ocyaapcTBeHHyw rpaHuny Poccuiickoit ®enepanuu
OpraHy BJIaCTU WMHOCTPAHHOTO TrOCYyJapCTBa, GU3UYECKOMY W/ HOPUAUYECKOMY
JINIY UTHOCTPAHHOT'0 TOCy/lapCTBa.

Yrpo3bl 0€30MaCHOCTH MEPCOHAIBHBIX AAHHBIX - COBOKYIHOCTb YCJIOBUU M
$aKToOpoB, CO3[AKIIMX ONACHOCTb HECAHKIMOHUPOBAHHOrO, B TOM YMCJIE
CJIly4allHOTO, JIOCTyNa K MEPCOHAJIbHbIM JlaHHBIM, Pe3yJIbTaTOM KOTOPOrO MOKET
CTaTb YHUYTOXXEHHWE, U3BMEHEeHUe, OJIOKUPOBAHUE, KOIMPOBAHUE, paClPpOCTPAaHEHHE
NepCOHaJIbHBIX JIaHHBIX, @ TaKXKe WUHbIX HECAHKIMOHWPOBAHHBIX JAEUCTBUU NpPU UX
006paboTKe B UHGOPMALIMOHHOM CUCTEME MEPCOHAbHBIX JaHHbIX.

YHUYTOKEHHE TEPCOHAIILHBIX JaHHBIX - JIEMCTBUSA, B pe3yJibTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOXXHbIM BOCCTAHOBUTb COJiep:KaHHE MePCOHAJbHBIX JJAaHHBIX B
MHGOPMAILIMOHHOU CUCTEME NMEPCOHAJIbHBIX JJAHHbIX U (MJIM) B pe3y/ibTaTe KOTOPbIX
YHUYTOXKAIOTCS MaTepUabHble HOCUTE/IN TEPCOHA/IbHBIX JaHHBIX.

YTeyka (3amumiaeMoi) uHpOpMaLMM N0 TeXHUYECKHUM KaHa/laM -
HEKOHTPOJIUPYEMOE pacCIpoCTpaHeHHWe MHPOPMALMU OT HOCHUTEJsI 3alUllaeMoi
vHpopManuu 4Yepe3 (PU3HUYECKYI0 Cpedy [0 TEXHUYECKOTO CpeACTBa,
OCY1LIeCTBJISIOILETO TepexBaT UHPOPMAL UK.

Vs13BUMOCTB - CJIAOOCTh B CPe/ICTBAX 3alUThl, KOTOPYIO MOXXHO MCIIOJIb30BaTh
JIJI1 HApYLLEHUs CUCTEMbI UJIU COJlepKallieiics B Hel UHQOpMaI UK.

IlesocTHOCTH MH(pOPMALUH - CTIOCOOHOCTb CPEJICTBA BBIYUCIUTETIBHONW TEXHUKU
WJIM aBTOMATU3UPOBAHHOW CHUCTEMbI 06ecieYruBaTh HEU3MEHHOCTb MHPOpPMALIUHU B
YCJA0BUSX CIYYalHOT0 U/UJIW NIpeJHAMEPEHHOTO UCKaXKEHUS (pa3pylueHus).



OBbO3HAYEHUA U COKPALIEHHNA

ABC - aHTUBHPYCHBIE CpeCTBa

APM - aBTOMaTH3WPOBAHHOE paboyee MeCTO

BTCC - BcmoMoraTeJibHble TeXHUYECKUe CpeiCTBA U CUCTEMbI
UCIIJH - vHGopMaLlMOHHAsA CUCTeMa NePCOHAbHbBIX IaHHBIX
K3 - koHTpO/1IMpyeMas 30Ha

JIBC - 10KasibHaA BbIYUCIUTEbHAA CETh

M3 - mexxceTeBOM 3KpaH

HC/I- HeCaHKIIMOHUPOBAHHbIN AOCTYI

OC - onepaniMoHHasa cucrTemMa

[I/IH - nepcoHa/IbHbIE JaHHbIE

[IMB - nporpaMMHoO-MaTeMaTU4YeCKOe BO3eCTBHE

[10 - nporpaMMHoOe obecrneyeHue

[I9MUH - no604YHbIE 3JIEKTPOMAarHMTHbIE U3JIyYEHUS U HABOJKHU
CA3 - cucTteMa aHaJIM3a 3allUILeHHOCTH

C3HU - cpeacTBa 3auuThl UHGOPMaLUHU

C3IIJH - cuctema (moacrucreMa) 3aliMThI IePCOHANBHBIX JTaHHbIX
COB - cucTteMa 06Hapy>XeHHUsI BTOP>KEHUH

TKYU - Texnuyeckue KaHaJbl yT€YKHA HHPOPMALIUU

YBII/IH - yrpo3bl 6€30MaCHOCTU MEPCOHATbHbBIX JJAHHBIX



BBEJAEHHUE

Hactosmasa I[lonmuTruka uHGOpMALMOHHOM 6€30MaCHOCTU NpU paboTe cC
NEepCOHAJbHBIMM JJaHHBIMM B DBHCEPTCKOM MOCEJKOBOM TePPUTOPHUATbHOU
M30UpaTeJbHOM KOMHUCCUU (fasee - [lonuTrka) sBAsdeTcd OQUIKMATbHBIM
JIOKYMEHTOM.

[losinTHKa pa3paboTaHa B COOTBETCTBUHU C TPEOOBAHUAMH, YCTAHOBJIEHHbBIMU:

denepanbHbiM 3akoHOM OT 27.07.2006 Ne 149-®3 «06 wuHpopmanuy,
MH(QOPMALMOHHBIX TEXHOJIOTUSAX U O 3alUTe HHPOPMaALIAN»;

®enepanbHbiM 3akoHOM oT 27.07.2006 N 152-®3 «0 mnepcoHaJlbHBIX
JIAHHBIX»;

noctaHoBsieHueM [IpaBuTesnbcTBa Poccuiickoit ®enepanuu ot 01.11.2012 Ne
1119 «O6 yTBepKAeHHWM TPeOOBAHUM K 3alUTe MEPCOHAJbHBIX JAHHBIX MPH HX
00paboTKe B UHPOPMALMOHHBIX CUCTEMAX IEPCOHATbHbBIX JAHHBIX»;

noctaHoBsieHueM [IpaBuTenbcTBa Poccunickon ®enepanum ot 15.09.2008 Ne
687 «06 yTBepK/JEHUU NOJIO)KEHUS 00 0COOEHHOCTSIX 00PAabOTKMU IMeEPCOHAJbHBIX
JlaHHBIX, OCYIeCTBJIsIEMOU 6e3 UCII0JIb30BAaHUS CPeJCTB aBTOMAaTU3aAL U »;

noctaHoBsieHueM [IpaButenbcTBa Poccuimickon ®enepanum ot 21.03.2012 Ne
211 «O6 yTBepkJeHUY NlepedHs Mep, HallpaBJIeHHbIX Ha 06ecriedeHre BbIIIOJIHEHUS
00s13aHHOCTEN, MpeAycMOoTpeHHbIX PenepasibHbIM 3aKOHOM «0 MNepCOHaJbHbIX
JIAaHHbIX» W NPUHATBIMU B COOTBETCTBMM C HHM HOPMATHBHBIMU MPaBOBBIMU
aKTaMH, OlepaTopaMu, ABJSOIIMMUCA TOCYJapCTBEHHBIMHY UJIUM MYHUIIUNIAJIbHBIMU
OopraHaMm»;

npukazoM ®CTIK Poccum ot 18.02.2013 Ne 21 «06 yTBepkaenuun CoctaBa 1
COlep>KaHUSI  OpPraHMU3aLMOHHBIX U TEXHUYECKHUX Mep [0 obecrnedyeHUo
0e30MacHOCTU MePCOHAIbHbIX JAHHBIX NPU UX 00paboTKe B WHPOPMALMOHHBIX
CHCTeMax [epCOHAJIbHBIX JaHHBIX»,

npukazom ®Cb Poccum ot 10.07.2014 N2 378 «06 yTBep»KJeHUU COCTaBa U
COlep>KaHUSI OpPraHU3aLMOHHBIX U TEeXHUYECKHUX Mep [0 o0beclnedyeHUo
0e30MacHOCTU NePCOHAbHbIX JAHHBIX NPU UX 00paboTKe B WHPOPMALMOHHBIX
CHCTeMax MepCOHaJIbHBIX JAHHBIX C UCIIOJIb30BaHUEM CPEJICTB KpUNTOrpadpUIeCKon
3allMThl MH(OpPMAaLMMY, HeOOXOAMMBIX /[JI1 BBINOJHEHUS YCTAaHOBJIEHHBIX
[IpaBuTenbcTtBOM Poccuiickoit Pesepanu TpebOBaHUM K 3allluTe NePCOHAJbHBIX
JIQHHBIX J11 KQXX/A0T0 U3 YPOBHEU 3aLUILEHHOCTUY;

MeToinyecKMMU peKOMEHJALMSAAMU N0 pa3pabOTKe HOPMATUBHbBIX IPABOBBIX
aKTOB, OINpeJieJIIIIIUX YTPO3bl 6€30MaCHOCTHU MEPCOHAbHbBIX JJAHHBIX, aKTyaJIbHbIE
npyu 00pabOTKe TMePCOHAJbHbIX [JIAHHbIX B HWHQPOPMALMOHHBIX CHUCTEMax
NepCcoHaIbHbIX JIAaHHBbIX, 3KCITYaTUPYEMbIX npu OCYI1eCTBJIEHUH
COOTBETCTBYIOIIMX BHUJIOB [I€ATEJbHOCTH, YTBEPXKAEHHbIMHU PYyKOBOJCTBOM 8
llentpa ®CBE Poccun 31.03.2015 N2 149/7/2/6-432.
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B IlosmuTuke onpenaeneHbl TpeboBaHUs K nepcoHany MCII[H, cTeneHb
OTBETCTBEHHOCTH  MEpCOHajsa, CTPYKTypa W  HeOOXOJUMbIA  ypOBEHb
3allMI[EHHOCTH, CTAaTyC U  [JOJ/DKHOCTHble  00S3aHHOCTH  COTPY/IHUKOB,
OTBETCTBEHHBIX 3a obecrieyeHWe 0€30MaCHOCTU NepCcoHaNbHbIX JaHHbIX B UCII/JH
BucepTcKkoM MOCESKOBOW TEPPUTOPUATIbHOM M30MpaTe/SbHOM KOMMCCUU (asiee —
KoMuccus).

1. O61M e 0J10KeHU s

Lenbro Hactosmen IlomuTuku dABasgeTrca obecriedeHHWe 0e30MaCHOCTH
00beKTOB 3alUThl KoMuccry OT Bcex BHUJOB yrpo3, BHEIIHUX M BHYTPEHHHUX,
YMBIUIJIEHHbIX U HeNpeJAHaMEPEHHbIX, MUHUMMU3alUs yliepba OT BO3MOXXHOHU
peanusauuu yrpos 6esonacHoctu [1/11 (YBIIJH).

Be30macHOCTb NepCOHANIbHbIX JAHHBIX JOCTUrAeTCsd MNyTeM HWCKJIKYeHUs
HEeCaHKLIMOHMPOBAHHOrO, B TOM YMCJIe CJY4YaWHOro, JOCTyla K NepCOHaJIbHbIM
JlaHHBIM, pe3yJbTaTOM KOTOPOr0 MOeT CTaTb YHUUYTOXEHHUE, HU3MEeHEeHUe,
6JI0KUpOBaHUE, KOMMPOBAHKUE, PACIPOCTPAHEHUE MMEPCOHATBbHbBIX JJAHHBIX, @ TAKXKE
HWHbIX HECAHKIIMOHHMPOBAHHbIX JEUCTBHUH.

MHdopmanya v cBAI3aHHBIEe C HeW pecypchbl AOJKHBI OBITh JOCTYIHBI JJIS
aBTOPU30BaHHBIX IMOJb30BaTeser. JlOJBDKHO OCYILeCTBJATBCA CBOEBpPEMEHHOEe
obHapy:keHUe U pearupoBaHue Ha YBII/IH.

JlO/>KHO ~ OCYILECTBJASATBCSA  NpeJIOTBpallleHhe  MpeJAHAaMEPEHHbIX  UJIU
CJIy4aWHbIX, YACTUYHbBIX MJIM MOJIHBIX HECAHKIIMOHUPOBAHHBIX MOAWPUKALIUN WU
YHUUYTOKEHUS NJaHHBIX.

CocTaB 06'bEKTOB 3alllUThI NpeACTaBJieH B «[lepeyHe nepcoOHaIbHbIX JAHHBIX,
obpabaTbiBaeMbIX B brucepTCkol MOCENTKOBOW TeppUTOpPUATbHON HM30UpaTebHOU
KOMMCCHUM B CBSI3U C peasiu3alideld CAyKeOHbIX (TPyZ0BbIX) OTHOLIEHUH, a TAKXKe
OCYILLECTBJIEHHUEM rOCylapCTBEHHBIX QYHKLIU».

CocraB MHCII/IH mnoaJsexallMx 3aliydTe, M[OpeAacTtaBjJeH B «llepedHe
MHQOPMALIMOHHBIX CUCTEM IePCOHAJIbHBIX JAaHHbIX B BucepTCKoW MocesKOBOU
TEPPUTOPHAIbHON N36MPaATETbHON KOMUCCUU».

2. 06/1acTh A€M CTBUA

TpeboBanuss  HacTtosied [lOJIMTUKKM  pacnpoCTpaHSIOTCAd  Ha  BCex
coTpyAHUKOB Komuccun (IITAaTHBIX, BpEMEHHbBIX, pabOTaAILUX N0 KOHTPAKTYy U
T.I1.), @ TAKXKe BCEX MPOYMX JIUL, (IOAPAAUYUKY, Ay AUTOPHI U T.I1.).

3. CucreMa 3a1MThI IMEPCOHA/IbHbIX JAHHBIX

ObGecrnieyeHrMe 0€30MAaCHOCTH MEpPCOHAJIbHBIX JAaHHBIX [JOCTUraeTcs, B
YAaCTHOCTH:
omnpezieJieHHEM yrpo3 6e30MaCHOCTH IMEePCOHAJNbHBIX JaHHBIX TMPH HX
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00paboTKe B UHPOPMALMOHHBIX CUCTEMAX NEPCOHATBbHBIX JAHHBIX;

NpUMEHEHWEM OPraHU3alMOHHbIX M TEXHUYECKUX Mep MO0 0OecrneyeHUro
6e30MacHOCTH MEepPCOHaJIbHbIX JAHHBIX MPU HUX 00pPabOTKe B UHPOPMAIMOHHBIX
CYCTeMax MepCOHANbHBIX JAHHBIX, HEOOXOAMMBIX [JIS1 BBIIIOJITHEHUS TPeOOBAHUM K
3allluTe TNEepCOHAJIbHbIX [JAaHHBIX, HCIOJHEHHWE KOTOpbIX obecrnedyuBaeT
YCTaHOBJIEHHbIE [IpaBUTENILCTBOM Poccuiickoit denepanuu YPOBHH
3allMIEHHOCTY MEPCOHAJIbHBIX IaHHBIX;

NpUMeHeHWEeM MNpPOLIe/IINX B YCTAHOBJIEHHOM NOPS/AKe MPOILEeAYPY OLIEHKH
COOTBETCTBUS CPEACTB 3alUTHI MHPOpPMaLMU;

OLlEHKOW 3(p(PeKTUBHOCTU NPUHUMAEMBIX Mep MO0 00ecClHeYeHUIo
6e30MacHOCTM  NepCOHaJIbHbIX  JIaHHbIX [0 BBOJlAa B  3KCIUIyaTaLMIO
MH(OPMalLMOHHOM CUCTEMbI IEPCOHAIbHBIX JAHHBIX;

y4eTOM MAallMHHbIX HOCUTEJIEW NEPCOHATBbHBIX JAHHBIX;

oO6HapyKeHHeM (aKTOB HECAaHKLIMOHHMPOBAHHOrO JOCTyNa K MEePCOHAJIbHbIM
JlAaHHBIM U NIPUHSTHUEM Mep, B TOM UHMCJIE MeP MO0 0OHAPYKEHUIO, IPEAYTIPEXAEHUI0
Y JIMKBUJIALMU TIOCJEICTBUN KOMIBIOTEPHBIX aTaK HA UHPOPMaILMOHHbIE CUCTEMBI
IepCOHAJIbHBIX IaHHBIX Y [0 pearnpoBaHUI0 HA KOMIIbIOTEPHbIE UHLUIEHTBI B HUX;

BOCCTAaHOBJIEHHUEM [EPCOHAJIbHBIX [JAHHBIX, MOJAU(PUIMPOBAHHBIX WJIHU
YHUUYTOKEHHBIX BCJIE/[CTBHE HECAHKLIMOHUPOBAHHOTO JOCTyNa K HUM;

YCTAaHOBJIEHWEM  MpaBWJ  JOCTyna K  IepCOHaJIbHbIM  JIaHHBIM,
obpabaTbiBaeMbIM B MHPOPMAIIMOHHON CUCTEME MEePCOHANbHbIX JAHHBIX, @ TAKXKE
obecrieyeHUEeM perucTpandud W ydyeTa Bcex [JIeWCTBUH, COBepLIaeMbIX C
NepCOHAJIbHBIMH JJAHHBIMUA B UHPOPMALLMOHHOM CUCTEME NEPCOHATbHbIX JAHHBIX;

KOHTpOJIEM 3a NPUHMMaeMbIMU MepaMHM MO0 00ecle4yeHUI 0e30MacHOCTH
NepPCOHAJIbHBIX JAaHHbIX U YPOBHS 3alMUEHHOCTH HWHPOPMAIMOHHBIX CHUCTEM
NepCOHAJIbHBIX IaHHbIX.

CrcTteMa 3aljUThI NepcoOHaNbHBIX JaHHbIX (C3I1/JH), cTpoUTCA HA OCHOBAaHUU:

AKTa BHYTpEHHEro KOHTpPOJII COOTBETCTBUSI OOpPabOOTKH MEPCOHAJbHbIX
JlaHHbIX.

[lepeyHs mnepcoHa/bHBIX [laHHbIX, 0OpabaTbiBaeMblx B bucepTckoi
NI0CEeJIKOBOW TePPUTOPHUAJIbHON U30MpaTe/IbHOM KOMUCCUM B CBSI3U C peasiu3anuen
Cy>KeOHBIX (TPY/LOBbIX) OTHOLIEHUH, a TAKXKE OCYyL|eCTBJIEHUEM I'OCYAAPCTBEHHBIX
bYyHKIUH;

AKTOB KJ1accuPuKanuu MHGOPMAIIMOHHbBIX CUCTEM MEPCOHAJIbHBIX IaHHbIX;

Mogenu yrpo3 6e30nacHOCTH NEPCOHATbHBIX JAHHBIX;

MaTpuupl AocTyna mnoJib30oBaTesied K 3allyilaeMblM HWH(POPMaLMOHHBIM
pecypcam UCII/IH;

PykoBoasamux gokymeHTOB @CTIK Poccun u ®Cb Poccun.

Ha ocHoBaHMM 3THUX AOKYMEHTOB OIpeesseTcss HeoOXOoAUMbIH YpOBEHb
zamuiieHHoctu I/l kaxgou MCIIJlH Komuccuu. Ha ocHoBaHMM aHa/v3a
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aKTyaJbHbIX yrpo3 O6e3omnacHoctu [I/IH onmvcanHoro B Mogenu yrpos, gesaercs
3aKJIOUYEHME O HEOOXOJAMMOCTH UCHOJIb30BAaHUS TEXHUYECKHUX CPEeACTB W
OpraHU3alMOHHbIX MepONpUATUH JJis obecnedyeHuss Oe3omacHoctu I[1/[H.
BbeiOpaHHbIe HEOOXOAHUMble MEPONPUATHUA OTpaKarTcAd B «CocTaBe Mep 3al|UThI
MH(POPMALMOHHBIX CUCTEM MTePCOHAJIbHBIX JAHHBIX».

Jns UCIIJIH momkeH ObITh COCTABJIEH CIIMCOK MCIOJIb3YEMbIX TEXHUYECKHUX
cpeacTB 3auiuThl (fasee - CHHCOK), a TakK e NPOrpaMMHOro obecrneyeHus,
y4acTBytoliero B oopaboTke I1/lH, Ha Bcex annemenTax UCII/H:

APM noJsib3oBaTeJsiey;

CepBepa npUJI0KEeHUH;

CYB/l;

['panuuel JIBC;

KaHasi0B nepezayu B ceTH 0OOLLEro Mojb30BaHUA U (MJIM) MEXAYHAPOLHOTO
0O6MeHa, ecyiv 1o HUM nepegarTcs [1/1H.

B 3aBucumoctu oT ypoBHA 3awuiieHHocTu HCII[JH ¥ aKTyaJIbHBIX Yyrpos,
C3II/lH MOXxeT BKJ/IOYATh CaeyIliue TeXHUYeCKUe CpeCTBa:

aHTHUBUPYCHbIE CPEeJCTBA AJIs1 pa00YMX CTAaHLIMM NI0JIb30BaTeJIeN U CEPBEPOB;

Cpe/CTBa MeXCeTeBOro 3KpaHUPOBAHUS;

CpeAcTBa KpuUNTOrpapUYeCKOM 3alUMThl HMHPOpMALMU NpU IHepejaye
3aluiaeMord UHPOpPMaIMM N0 KaHaslaM CBSI3U.

Tak ke B CHOMCOK [IO/DKHbI ObITh BKJIIOYEeHbl (QYHKIUU 3allUTHI,
obecrneynBaeMble WITAaTHBIMU CpeAcTBaMU o06paboTku I[I/lH omnepalMOHHBIMH
cucteMamMu (0C), npukiaagueiM [I0 W conenuasbHBIMA — KOMILJIEKCAMU,
peasM3yIMMU CpeACcTBA 3l Thl. CIUCOK QYHKIIUHM 3alMThl MOXKET BKJIOYATh:

ylpaBJieHUe U pa3rpaHUYEHHE JOCTYIIa 0JIb30BaTeJIeH;

pETUCTpPALUIO U YYET AeNCTBUN C UHPOpMalMeH;

obecrneyeHUe LeJIOCTHOCTH JAHHBIX;

OOHapy»KeHHe BTOP>KEHUH.

CMCcOK MUCNOJIb3yeMbIX TeXHUYECKUX CpeACcTB oTpaxaeTcd B «lliaHe
MEpPONPUATUNA 10 O0OeCHedyeHUI0 3alllMThl IepPCOHAJIbHBbIX JAaHHbIX». CHHCOK
VICII0JIb3YEeMBIX CPEeJCTB JOJ/DKEH NMOALEPKUBATBHCA B aKTyaJIbHOM COCTOAHUU. [Ipu
M3MEHEHUU COCTaBa TEXHUYECKUX CpefCTB 3aluTbl uau 3jeMeHToB HWCII/IH
COOTBETCTBYIOIIME U3MEHEHUS JIOKHbI ObITh BHeCeHbl B CIIMCOK WU YTBEPXK/lEHbI
npejcenareseM H3b6upaTtesbHOW Komuccuu CBepJIOBCKOM 06J1aCTU WJIM JIUIOM,
OTBETCTBEHHBIM 3a 0O0ecrneueHue 3auiuThl [1/]H.

4. Tpe6oBanus Kk noacucremam C3I1/x

C3I1/IH BKJItOYaeT B cebs cieayolue MNoJACUCTEMbI:
ylpaBJeHUs JOCTYIIOM, PETUCTPALUU U YUETQ;
obecrie4yeHUs 1[eJIOCTHOCTH U JOCTYITHOCTY;



12

AHTHWBUPYCHOM 3aLLUTHI;

MEXCeTeBOro 3KpaHUPOBAHUS;

aHaJIv3a 3alLUILEeHHOCTH;

O0OHapy>KeHHUsI BTOP>KEHUU;

Kpuntorpadpuieckou 3aluThl.

[Toacuctembr C3IJH MMeOT pa3/iMYHbIM (PYHKIMOHA/J B 3aBUCUMOCTU OT
knacca HCII/JIH, omnpenesieHHOro B «AKTe KJacCUPUKALMU HHGOOPMAIMOHHOU
CHUCTEeMbl MEPCOHANbHBIX AaHHbIX». CHHUCOK COOTBETCTBUS (QYHKUMUU MOACUCTEM
C3I1JH knaccy 3alUIeHHOCTH Npe/CTaB/JIeH B TEXHUYECKOM 3aJlaHUH 10 CO3/1aHUI0
CHUCTeMbl 3alUTbl HMHPOpPMAUUMU HHPOPMALUOHHOU CHUCTEMBbI IEPCOHAJTbHbBIX
JIAaHHBIX.

[Mogcuctema YIIPpABJEHUA JOCTYVIIOM, PETUCTPAIMN U VI€TA

[loacucrema ynpaByieHUs] JOCTYIIOM, PeTMCTPALMUA U y4deTa INpeJHa3HayeHa
JJISl peai3aluiy CeAyIUX QyHKIAM:

UIeHTUPUKALIMU U TPOBEPKU MOAJIMHHOCTHU CyO'bEKTOB JI0CTYyIAa MPHU BXO/ZE B
UCIIJH;

UJEeHTUPUKALLMU TEPMHUHAJIOB, y3JIOB CeTH, KaHaJIOB CBfI3HW, BHEIIHUX
YCTPOWCTB IO JIOTUYECKUM UMEHaM;

WaeHTUPHKALMM NporpaMM, TOMOB, KaTajsoroB, GaWJioB, 3amvceu, MoJieu
3allMcey Mo UMeHaM;

perucTpauuu Bxojia (BbIxoJia) CyO'bEKTOB AOCTYyNA B CUCTEMY (M3 CUCTEMBI),
JIMOO pervucTpaluy 3arpy3kud U WHUIMAJU3ALUM ONEepallMOHHOU CHUCTEMBI U ee
OCTaHOBA.

perucTpauuu TNONBbITOK JOCTyla NPOrpaMMHBIX CpeACTB (Mporpamwm,
MpOLECCOB, 3a/ia4, 3aJlaHUI ) K 3alyilaeMbiM dpanaam;

perucTpauuyd MONBITOK /JOCTyla NPOrpaMMHBIX CpPeACTB K TepMUHaJaM,
KaHajJaM CBf3M, NporpaMmaM, TOMaM, KaTajoraM, ¢amnaaM, 3amucaM, MO0JISIM
3alucen.

[loacucTema ynpaBjieHUs] AOCTYIIOM MOXET ObIThb peajiM30BaHa C MOMOUIbIO
IITATHBIX CpeJCcTB 00paboTku [1/|H (onepanoOHHBIX cUcTeM, puaoxkeHui u CYB/1).
Tak ke MOXeT ObITb BHEAPEHO CIelUaJbHOe TeXHHWYECKOe CpPeJCTBO WM HX
KOMIIJIEKC, OCYyUIeCTBJIIOL[UE JONOJHUTEJbHbIE Mepbl MO ayTEHTUQUKALUU HU
KOHTpoJito. Hamnpumep, mnprvMeHeHUEe eJIUHBbIX XPAHWJIMIL YYEeTHbIX 3anuceu
10JIb30BaTeJer U perucTparuoOHHOU MH$OopMaLuy, VICII0JIb30BaHUE
OMOMEeTpUYECKHMX M TEeXHUYeCKUX (C MOMOLIbI 3JIEKTPOHHBIX NPOIMYCKOB) Mep
ayTeHTUPUKALUU U JPYTUX.

[loxacucTeMa obecrnedyeHUs IeJOCTHOCTU U JOCTYIIHOCTHU

[Toacucrema obecnedyeHus 1eJIOCTHOCTH U JIOCTYIIHOCTHY NpeJHa3HavYeHa JJis
obecrneyeHus LeJOCTHOCTH U AocTynHocTu [I/[H, mporpaMMHBIX M annapaTHbIX
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cpeactB UCIIJln KoMuccuu, a Tak e CpeACTB 3allldThl, MPU CAYyYaUHOU WU
HaMepeHHOUW MoAuPUKaAIUU.

[logcuctema peanusyeTcd € NOMOLIbK  OPraHU3allMUM  pPe3epBHOTO
KONIMPOBaHUA 00pabaTbiBaeMbIX JAHHBIX, a TAK K€ pe3epBUPOBAHUEM KJIOUYEBBIX
anemeHTOoB UCII/IH.

[ToagcucTeMa aHTUBUPYCHOM 3alUThI

[loacuctemMa aHTUBUPYCHOM 3aljUThl NpeJHa3HavyeHa JJis oOecredyeHus
aHTHUBUPYCHOM 3aliUThI cepBepoB U APM nosib3oBaTtesier UCIIlH Komuccun.
CpeacTBa aHTUBUPYCHOM 3alUThl MpeJHAa3HA4YeHbl U peaju3aluu
ceayrunux QyHKIUN:
pe3uIeHTHbIA aHTUBUPYCHbIM MOHUTOPUHT;
aHTHUBUPYCHOE CKAHWPOBAHHUE;
CKpPUIT-O0JIOKUPOBAHUE;
LEHTPaJIN30BaHHOM /yAaJIeHHOU YCTAaHOBKH /IEUHCTAJISLUU
AaHTUBUPYCHOTO  NPOAYKTa,  HACTPOUKH,  aAJMUHHUCTPUPOBAHMS,
NpOCMOTPA OTYETOB U CTATUCTUYECKOM HHPOpMalMu Mo paboTe
NPOAYKTA;
aBTOMAaTHU3WPOBAHHOTO OOHOBJIEHUSI aHTUBUPYCHBIX 0a3;
OTpaHUYeHHUS MpaB M0Jb30BaTeJsA HA OCTAHOBKY MCIOJIHAEMBIX 33/1a4 U
M3MeHEHUs HACTPOEK aHTUBUPYCHOTO MPOTrPaMMHOTO 06ecreyeHus;
aBTOMAaTHYECKOr0 3alyCKa HeNOCPeACTBEHHO IIOCJe  3arpys3ku
onepanMOHHOW CUCTEMBI.
[loacucrema peanusyeTcs NyTeM BHEJPEHHUS CHELMAJbHOTO aHTUBUPYCHOTO
nporpaMMHOro obecrneyeHust Ha Bce 3sieMeHThbl UCIT/IH.

[logcricTeMa MeKCEeTEBOro 3KPaHUPOBAHUSA

[loacucTema MexxceTeBOTr0 3KpaHUPOBAHUA NpeJiHa3HaYeHa JJi peaju3aluu
cJe Ay X QyHKIUHN:

dUAbTpaLUU OTKPBITOTO U 3alIMPPOBaHHOTO (3aKpbiTOro) IP- Tpaduka;

duKcay BO BHYTPEHHUX KypHa/iax UHPOPMaALUHU O IPOXOASIIEM OTKPbITOM
Y 3aKkpbiTOM IP-Tpaduke;

UEeHTUPUKALMU U ayTeHTUPUKAL WY a[MUHUCTPATOPA MEXCETEBOr0 3KpaHa
IIPU ero JIOKaJIbHbIX 3allpocax Ha JOCTYII;

peructpauuu BxoJa (BbIX0/a) aJMHUHHUCTPATOpPA MEXCETEBOrO 3KpaHa B
cucteMy (M3 cUCTeMbl) JIMOO 3arpy3kd M WHUIMAJU3alUd CUCTEMbl U ee
NpPOrpaMMHOI0 OCTaHOBA;

KOHTPOJIA LIeJIOCTHOCTHY CBOEU MPOrpaMMHOM U MHPOPMALMOHHOHW YacTH;

bUAbTpalUY NAKETOB CAY>KEOHBIX MPOTOKOJIOB, CAYKAIUX AJIs1 JUarHOCTUKHU
Y yIpaBJeHUs1 pab0TON CeTEBBIX YCTPOUCTB;

buabTpayUu C y4eTOM BXOJHOTO U BBIXOJHOTO CETEBOr0 MHTepdeica Kak
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Cpe/iCTBAa MPOBEPKU MOAJUHHOCTH CETEBBIX aIPECOB;

perucTpanuu U yyeTa 3alpaliuiBaeMbIX CEPBUCOB NIPUKJIAJHOTO YPOBHS;

O0JI0KUPOBaHUSA AOCTyINa HEUAEHTUPUIUPOBAHHOTO OObEKTA WU CyObEKTA,
NOJJIMHHOCTh KOTOPOr0 MpPU ayTEeHTU(PHUKAIUKA He MNOATBepAUJach, MeTOJAaMH,
YCTOUYMBBIMU K NIEPEXBATY;

KOHTPOJISI 32 CETEBOM aKTHBHOCTBIO MPUJI0KEHUNA U 0OHApYyKEHUSI CETEBBIX
aTak.

[Togcucrema peanusyercs BHeJIpeHrueM NporpamMMHO-annapaTHbIX
KOMILJIEKCOB MEXCeTEeBOI'0 3KpaHUPOBaHUA Ha rpaHulie JIBC, kjiaccoMm He HUXe 4.

[loacucTeMa aHaamM3a 3allMIIEHHOCTH

[logcucrteMa aHaiv3a 3allUILEHHOCTH JOJ/DKHA O0OecleyuBaThb BbISIBJIEHUE
yA3BUMOCTEM, CBA3aHHbIX € omubkamu B KoHourypauuu [10 UCII/IH, koTopbie
MOTYT OBITh UCI0JIb30BaHbl HAPYIIMTEJIEM JJIF pea/lM3alUy aTaKU Ha CUCTEMY.

dyHKIMOHAM MOACUCTEMBl MOXeET ObITh peaJU30BaH IPOTPAaMMHBIMU U
IIporpaMMHO-annapaTHbIMU CpeCTBaMHU.

[TogcucteMa 06HAPYKEHUA BTOPXKEHUU

[loacucrtema oOGHapy»XeHUs BTOPXKEHUU Jl0J>KHA OOECleYrMBaTh BbISIBJIEHUE
ceTeBbIX aTak Ha 3yieMeHTbl UCII/IH, moK/I0YeHHbIE K CETSIM 00I1Lero noJab30BaHUsA
Y (MJIM) MeXJyHapOoJHOTr0 0OMeHa.

DyHKIMOHA/N TMOACUCTEMbI MOXET ObITh peajr30BaH NPOTrPaMMHBIMU U
NporpaMMHO-aNnnapaTHbIMU CpeJiCTBAMM.

IloacucteMa kpunTorpadpuyecKou 3aluThl

[loacucrema kpuntorpadpuyecKour 3alidThl IpelHA3HAYeHa A/ UCKJIIYeHHUs
HCA k 3amuumiaemor uHpopmanuu B HCII[lH Komuccun npu ee mepepade 1o
KaHaJlaM CBSI3U CETeU 00I1ero nNoJib30BaHUs U (MJIM) MEXAYHAPOJHOT0 OOMeHa.

[loacucrtema  peanusyeTcd NyTeM  BHeApPEHUsS  KpUNTOrpadpUyeCcKUX
INpPOrpaMMHO-aNnapaTHbIX KOMIIJIEKCOB.

5. loab3oBaTenu UCII/IH

B UCIT/IH KoMuccuu MOXKHO BBIZIEJIUTH CJAeAYIOLIMe TPYIIbl 10J1b30BaTeeH,
y4acCTBYIOIUX B 06paboTKe U xpaHeHuu [1/]H:
ApmunuctpaTtopsl UCII/IH;
AJZIMUHHMCTpPATOPBI 6€30NaCHOCTH;
Onepatopsl APM;
ApmunuctpaTtopsl cety UCIT/H;
TexHU4Yeckue CHeUUaTACTbl MO OOCHAY>KUBAaHUK NepUPEePUUNHOrO
060py/10BaHUsI.
JlanHple 0 Trpymnmax [oJib30BaTessX, YpPOBHE UX  JOCTyna M
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MHOOPMHUPOBAHHOCTH JIO/DKHBI  ObITb OTpakeHbl B  MaTpuie agocrtymna
N0Jib30BaTeJIEN K 3allML[aeMbIM UHGOPMAIMOHHBIM PECYpCaM.

Aamubnuctpartop UCIIAH

Anmunuctpatop UCII/JH, cotpyaHuk Komuccuu (MM MHOE YIIOJIHOMOYEHHOe
JIMLI0), OTBETCTBEHHBIM 3a HACTPOWKY, BHeJpeHHe U conpoBoxzaeHue HWCII/H.
Ob6ecneyrBaeT QyHKIMOHUPOBaHUe NMOACUCTEMBI yripaBaeHusa goctynom UCI/JIH u
YIIOJIHOMOYEH OCYIIeCTBJATb IpefoCTaBJeHWe W pasTrpaHUdYeHre JOoCTyla
KOHe4YyHOro nmnoJsb3oBaTesnss (Onepatopa APM) K aJsieMeHTaM, XpaHAUUM
nepCoHaJIbHbIE IaHHbIE.

Anmunuctpatop UCIIH obs1azaeT ciieiy0UUM YPOBHEM JIOCTYTA U 3HAHUU:

06s1aiaeT NOJIHOM UHGOpPMaI el 0 CHCTEMHOM U NPUKJIAITHOM NPOrpaMMHOM
o6ecneuenuu UCII/H;

00J1a/laeT MOJIHOU HHPOpMalLlMEN O TEXHUYECKUX CPEJICTBAX U KOHPUTYpaUU
UCIIJH;

MMeeT AOCTYN KO BCEM TEXHUYECKHWM CpeACTBaM 06pabOTKU MHPOpPMALUU U
nanHbiM UCII/IH;

06J1afiaeT mpaBaMM KOHQUIYPUPOBAHUA U aJMUHUCTPATUBHOM HACTPOWKHU
TexHU4YecKkux cpeacts UCIIH.

AaMuUHHCTpPaTOp 6€30I1aCHOCTU

AamuHucTpaTop 6e30macHoCTH, CcoTpyAHUK Komuccun (Mam  UHOe
YIOJHOMOY€EHHOE JIUL0), OTBETCTBEHHbIM 32 QyHKLHMOHMpoBaHue C3I1/|H, BKItoYyas
00CJY>XMBaHHME W HACTPOWKY aJIMUHUCTPATUBHOW, CEPBEPHOM H KJHWEHTCKOU
KOMIIOHEHT.

AMUHMCTpaTOp 6€30MaCHOCTH 00J/1alaeT CJAEAYIOUUM YPOBHEM JOCTyNa M
3HAHUU:

o6JiaziaeT npaBamMu AaMmunuctpartopa UCII/H;

o6J1asiaeT nosHor uHopmanuent 06 UCII/H;

MMeeT  JAOCTyl K  CpeAcTBaM  3alUTbl  HMHPOpMALUMU U
MIPOTOKOJIMPOBAHUSA U K 4AaCTHU KJto4YeBbIX 3jieMeHTOB UCII/IH;

He WUMeeT MpaB [OCTyna K KOHQUTYPUPOBAHUIO TEXHUYECKUX CPelCTB
CeTHU 3a UCKJIIDYEHUEM KOHTPOJIbHBIX (MHCIIEKLIMOHHBIX).

AnMuHMCTpaTOp 6€30MaCHOCTU YIIOJHOMOYEH:

peajiu30BbIBATh TMOJMTUKKA 0€30MacHOCTA B 4YacTu Hactpoulku CK3H,
MeKCeTeBbIX 9KPAaHOB M CUCTEM OOHApy:KeHHUS aTaK, B COOTBETCTBUU C KOTOPbIMH
noJsib3oBaTesib (Onepatop APM) noJiydyaeT BO3MOXXHOCTb paboTaTh C 3JieMeHTaMHU
UCITJH;

OCYILLECTBJISATD ayIUT CPE/ICTB 3alUTHI;
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Onepatop APM

Onepatop APM - cotpyauuk Komuccuu (MM MHOE YIOJIHOMOYEHHOE JIWI0),
ocywecTBadAIIUNA 00paboTky [I/lH. O6paboTka I[I[[H BK/IIOYaeT: BO3MOXKHOCTb
npocmoTtpa [1/1H, pyuHou BBoj [1/IH B cuctemy UCII/IH, opMHUpOBaHME CIPABOK U
0T4YeTOB 10 MHPopMauy, noaydyeHHou us UCII/l. OnepaTop He UMeET NOJTHOMOYUU
JUIS1 yIIpaBJiIeHUs NOJICUCTeMaMy 00paboTku faHHbix U C3I1/[H.

Onepatop UCIIJlH o6/1asa€eT ciieyomuM yPOBHEM AOCTYIA U 3HAHUM:

006/1alaeT BCEMM HEOOXOJAWMBIMU aTpPUOyTaMu (HampuUMep, TMapoJieM),
06ecrnevYuBarUMU AOCTYI K HEKOTOPOMY NoAMHOxecTBY [1/1H;

pacnoJiaraetT KOHQUAeHUaJIbHBIMU JaHHBIMH, K KOTOPBIM UMeeT JOCTYII.

Aamunuctpartop cetu UCII/Ix

Aamunuctpatop cetu MHCIIJH, coTpyaHuk Komuccun (Wad  UHOe
YIOJHOMOY€EHHOEe JIUL0), OTBETCTBEHHbIN 3a GYHKLIMOHUPOBAaHUE
TeJleKOMMyHUKalnMoHHOU mnoacucteMbl UCII/IH. AIMUHUCTpAaTOp CETHU HE UMEET
MOJIHOMOYMU JiJ1s1 yIIpaBJIEHUS NOJICUCTEMAMU 00PabOTKHU IaHHbIX ¥ 6€30NaCHOCTH.

AZMUHMCTpATOP CETHU 00J1aZja€T CJAEYIOIIMM YPOBHEM AOCTYIA ¥ 3HAHUM:

006J1aiaeT 4acTbl0 UHPOPMALIMU O CUCTEMHOM U NPUKJIAJHOM NPOrpaMMHOM
obecneuenuu UCII/IH;

006J1aiaeT 4aCTbl0 UHPOPMALMU O TEXHUYECKUX CpeJCTBax U KOHQUTrypanuu
UCIIJH;

uMeeT JGU3NYECKUHA JOOCTYyNl K TEXHHUYECKUM CpeJcTBaM 00pabOTKHU
VH(OpMAaLMU U CPeACTBAaM 3alllMThl;

3HaeT, 10 MeHbIlIeX Mepe, 0JHO JieraJlbHOe UMS JOCTYIa.

TexHUYEeCKUHU CIIeMAJJUCT 10 006CAVKUBAHUIO ITepudepruuHOro 000py/10BaHUd

TexHHU4YeCcKUH CIeUaJUCT N0 06CAYy:KMBAHUIO, COTPYAHUK Komuccuu (uau
MHOEe YIOJHOMOYEHHOE JIMIO0), OCYIEeCTBJASIET OOCAy:KMBaHUE W HACTPOUKY
nepudpepuriHoro obopygoBanusag UCIIJIH. TexHuyecknd  cOenUasMCT IO
06CIy>XMBaHUIO He uMeeT jgoctyna K [1/lH, He uMeeT NOJTHOMOYUH AJ1S1 YIIpaBJIeHUs
MO/ICUCTEMAMU 00PabOTKU JAHHBIX U 6€30MacCHOCTH.

TexHUYecKMH CHelUaIUCT MO0 OO6CAyKMBAaHUIO 06JIaZlaeT CJAeAyIIUM
YPOBHEM JA0CTyIa U 3HAHUU:

o6Js1aJlaeT 4acTbi0 MHQOpPMALIMU O CUCTEMHOM UM MPUKJIAJHOM NPOrpaMMHOM
o6ecneyenuu UCII/H;

006/1a1aeT 4aCThbl0 UHPOPMAILIMU O TEXHUUYECKUX CPEACTBAX U KOHUTypaluu
UCIIAH;

3HaeT, 10 MeHbIlIeX Mepe, 0/IHO JierajJbHOe UM JOCTyIa.
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6. Tpe6oBaHUs K IIepCOHAJIy N0 06ecnedYeHUuI0 3amuThl [1/1H

Bce cotpygnuku Komuccuu, saBiadwoiuecd noab3oBateasaMmu UCII/JH, 10o/KHBI
YeTKO 3HAaTh U CTPOrO BBINOJIHATH YCTAHOBJIEHHbIE MpaBUJa U 00SI3aHHOCTU MO
JOCTyIly K 3aljUUiaeMbIM OOBEKTaM UM COOJIIOJEHUI0 TMPUHATOr0 pexuma
6e3onacHocTu I1/1H.

[Ipy BCTymJieHMH B JOJ/DKHOCTb HOBOrO COTPYJHHKA OH JOJDKEH OBITh
O3HAKOMJIEH C HEOOXOAMMBIMU JOKYMEHTAMHM, PErJIaMEHTUPYIOIIMMU TPeOOBAHUS
no 3amute II/IH, a Takke oOyyeHHWe HaBbIKaM BBINOJHEHUSA NPOLEAYP,
HEO0OXO0IMMBbIX [J1s1 CAHKIITMUOHMPOBAHHOTO HUcnoJyib3oBanus UCII/H.

COTpyAHUK [JIOJDKEH OBbITh O3HAKOMJIEH CO CBEeJEHHUSIMU HaCTosllen
[ToIMTHUKY, TPUHATBIX TpoLeAyp paboTsl ¢ aieMeHTaMu UCIT/JIH 1 C3I1/H.

CorpymHuku  Komuccud,  UMCHOJIB3YWOLIUe  TeXHUYeCKHe  CpefCcTBa
ayTeHTUPUKALMK, JOJDKHbl 00ecnedyuBaTb COXPAaHHOCTb HWAEHTUPUKATOPOB
(a/1eKTpOHHBIX KO4Yer) U He gonyckaTb HC/l K HUM, a Tak e BO3MOXXHOCTb UX
yTepd WJMA UCNOJIb30BAaHHUSAA TpPeTbUMH JWLaMU. [losb30BaTesd  HeCyT
NepCOHAJIbHYI0 OTBETCTBEHHOCTD 32 COXPAHHOCTb UAEHTUPUKATOPOB.

CorpysHuku Komuccuu [OJDKHBI C/leJ0OBaTb YCTAHOBJIEHHBIM IpoLefypaM
nojiep>xaHus pexxuma 6e3onacHocTH [1/lH npu BbIOOpe M MUCIOJIb30BAHUHU NApPOJIen
(ecsi1 He UCNIOJIB3YIOTCA TEXHUYECKHE CPe/ICTBA ayTeHTUPUKALUH ).

Corpyauuku Komuccuu [JOJ/DKHBI 00ecredyrMBaTh HaAJeXallyl 3aljUTy
000pyZI0BaHUS, OCTABJISAEMOro 6€3 MpPUCMOTPa, 0COOEHHO B TeX CJAyYasX, Korja B
noMellleHrue UMET JOCTYIl IOCTOPOHHMeE rLa. Bce nosib3oBaTe v 4OJ/DKHBI 3HATh
TpeboBaHusA mno O6e3onacHoctd [I[lH ¥ mnpoueaypbl 3aWUTbl 0060PYAOBaHUS,
OCTaBJIEHHOT'0 6€3 NPUCMOTPA, a TAKXKe CBOU 00S13aHHOCTH MO 00eCleYeHUI0 TaKOU
3alUATHI.

CoTpyaHuKaM 3ampeunjaeTcsd yCTaHAaBJIWBAaTb IIOCTOPOHHee IpOrpaMMHOe
obecrneyeHUe, TMOAK/AOYATh JIMYHble MOOWJIbHBIE YCTPOMCTBA M HOCUTEJU
MHOpPMaIlMH, a TaK e 3aMCbIBaTh HAa HUX 3alllMIllaeMy0 HHPOpMaIHIO.

CoTpyAHMKaM 3amlpeliaeTcs pasrJauiaTh 3allMljaeMyr0 HHQOpMaluio,
KOTOpasi CTajJla MM HW3BeCTHa 0NpU paboTe ¢ UHPOPMALUOHHBIMU CUCTEMaMHU
KomMuccuy, TpeTbuM JIMLAM.

[Ipu pa6ote c 1/l B UCIIJIH coTpyauuku Komuccun 06s13aHbl 06€CedYUuThb
OTCYTCTBUE BO3MOXKHOCTHU IpocMoTpa [I/lH TpeTbuMHU JiMLIaMU ¢ MOHUTOPOB APM
WJIM TEPMUHAJIOB.

[Ipu 3aBepuieHnn pabotel ¢ UCIIJIH coTpygHUKU 006s13aHbl 3alIMTUTL APM
WJIM TEPMHUHAJIBI C IOMOLbI0 OJIOKUPOBKU KJHOYOM WJIM SKBUBAJIEHTHOTO CPeACTBA
KOHTpPOJIsSI, HAalpUMep, [AOCTYIOM [0 MapoJilo, eCJU He HCHOJIb3yKTCcAd 0OoJee
CUJIbHbIE CPe/ICTBA 3all|AThI.

Cotpyauuku Komuccuu [OJKHBI OBITb NMPOUMH(POPMHUPOBAHBI 00 yrposax
HapylleHUs pexxruMa 6e3omnacHOCTH [I/JH U OTBETCTBEHHOCTU 3a €ro HapylleHHE.



18

OHM JO/KHBI ObITh O3HAKOMJIEHbI C YTBEPXKAEHHOW (GOpMaJIbHOW MNpoLeAypou
HaJIOX)KEHUs JUCHUIJIMHAPHBIX B3bICKAHUW Ha COTPY/IHUKOB, KOTOpPble HApPYLIUJIU
NPUHSTBIE OJIUTUKY U TpoLeAypbl 6e3omacHocTH [1/[H.

CoTpyaHUKM 006s13aHbl 6€3 MpoMeJIeHUs CO00IaTh 000 BCEX HAOJII0IaeMbIX
WA TNOA03PHUTENbHbIX cay4asax pao6oTbl MCII[H, Morymux noBJiedb 3a COOOU
yrpo3bl 6e3omacHoctu [IJlH, a Takke O BbIIBJEHHbIX HMH COOBITHUSIX,
3aTparuBawuiux 6e3omacHocTb [I/lH, pyKOBOACTBY mojpa3jieJieHUus U JULy,
OTBeYawleMy 3a HEMe/JIEHHOE pearupoBaHue Ha yrpo3bl 6e3onacHocTu [1/]H.

Jlo/KHOCTHBIEe 0093aHHOCTU noJsib3oBarteaei UCIT /g

Jlo/kHOCTHBIE 00513aHHOCTH NoJib30oBaTesiel UCII/IH onvcaHbl B Cey0IUX
JOKyMEeHTax:

HHcTpykuusa agmunuctparopa UCIIAH;

UHcTpykuusa agMuHuctTpaTopa 6e3onacHoctu UCIT/IH;

HMHucTpykuusa nonb3oBatesisa UCITH;

UHCTpyKLMA N0JIb30BaTE I IPU BOSHUKHOBEHWH BHEIITATHBIX CUTyalUH;

OTBETCTBEHHOCTbL COTPYJAHUKOB

B cooTBercTBUU cO cTaTberl 24 @enepasbHOro 3akoHa Poccuiickoi
Qenepanyu ot 27 uwiaga 2006 r. Ne 152-03 «O nepcoHa/ibHbIX AAHHBIX» JIMIIQ,
BUHOBHbIe B HapylleHWU TpeboBaHUM JAaHHOro dejepasbHOro 3aKOHa, HeECYT
IPaXKJAHCKY0, YTOJIOBHYI0, aJMUHUCTPATUBHYI0, [AUCIUIIMHAPHYI0 W HWHYIO
npeyCMOTPEHHYO 3aKOHO/ZaTeJIbCTBOM Poccuiickon denepanuu
OTBETCTBEHHOCTb.

JleicTBylollee 3akoHOAATeJNbCTBO Poccuiickon @epepandyd M03BOJISIET
NpeabsBJASITh TPeOOBaHUSA MO 0OecreYyeHU 0e30MacHOM paboThl C 3alUIIAEMOU
vHpopMalnMed M  NpeAycMaTPUBAeT  OTBETCTBEHHOCTb 3a  HapylleHHUe
YCTAHOBJIEHHBIX NPaBUJI 3KCIIyaTanuu JBM U cuctem, HempaBOMeEpPHBIU JOCTYII K
MHpOpMaLlMY, eCcad 3TU JeUCTBUA NpPUBEJU K YHUYTOXKEHHUIO, OJOKHPOBAHMIO,
MoaudUKaLMM MHPOpPMALMU WM HapyluleHUuIo paboTel IBM uau cetei (cTaThbu
272,273 1 274 YronoBHoro kozekca Poccuiickont @enepanun).

Aamunuctpatop MUCIIJJH W  aaMUHUCTpATOp 0OE30MACHOCTU  HECYT
OTBETCTBEHHOCTH 3a BCE JIeMCTBHS, COBEpPUIEHHbIE OT UMEHU UX YYEeTHBIX 3alucen
WJIM CUCTEMHBIX YUYETHBIX 3alMCeH, eC/IM He J0Ka3aH PaKT HeECAaHKLMOHUPOBAHHOIO
MCII0JIb30BaHHUS YYETHBIX 3alIUCEN.

[Ipy HapymeHuax corpysHukamMu Komuccun - mnosb3oBatenamu UCII/IH
NpaBWJ, CBA3aHHbIX C 6e3onacHocTblo [I/IH, OHM HeCyT OTBETCTBEHHOCTb,
YCTAaHOBJIEHHYIO JeUCTBYIOLIUM 3aKOHOAaTeJbCTBOM Poccuiickor Penepanum.
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7. CIMCOK MCII0JIb30BaHHbIX UCTOYHUKOB

OCHOBHBIMU HOPMATHBHO-NPABOBbIMU U METOAUYECKUMM JOKYMEHTAMHU, Ha
KOTOpPbIX 6a3upyeTcs HAacTosast [IoIMTUKA, ABJISIOTCS:

Q®enepanbHbii 3akoH oT 27.07.2006 r. N2 152-®3 «O mnepcoHalbHBIX
JlaHHBIX», YCTaHABJMBAOUIMN OCHOBHbIE NMPUHUUIBI U ycaoBUsA ob6paboTku [1/IH,
npaBa, 0053aHHOCTHU M OTBETCTBEHHOCTb YYAaCTHUKOB OTHOUIEHWUH, CBSI3aHHBIX C
obpaboTkoi [1/IH.

TpeboBaHusi K 3auUTe MNEpPCOHANbHBIX JJ@HHBIX NpPU HX 00paboTKe B
MHPOPMALIMOHHBIX  CHCTeMax  MepCOHaJbHbIX  JAaHHbIX,  yTBEpXK/EeHHble
noctaHoBjeHueM IlpaButenbctBa Poccuiickont ®@egepanuu ot 01.11.2012 r. Ne
11109.

[losioxkeHre 00 0OCOOEHHOCTSIX O0OpPabOTKM MEepCOHaJIbHBIX [JIAaHHBIX,
OCylLIeCTBJIIeMON 6e3 MCI0JIb30BaHUSl CPEeACTB aBTOMAaTHU3al UM, YTBEpPXAEHHOe
noctaHoBjsieHueM [IpaBuTenbcTBa Poccuiickont @egepanuu ot 15.09.2008 r. N2 687.

HopmaTuBHO-MeTOAMYeckrMe JOKyMeHTbl DefepasbHOM  CJAYXKObl MO
TEXHUYECKOMY U IKCIIEPTHOMY KOHTpOJIt0 Poccuiickont @enepanuu (ganee - @CTIK
Poccun) o obecneyenuto 6esonacHoctH [1/[H npu ux oopadbotke B UCII/H:

basoBasg Mogesib yrpo3 6e30MacHOCTU MEPCOHANbHBIX [JAaHHBIX MPU UX
06paboTKe B MHPOPMAILMOHHBIX CUCTEMAX MEPCOHANbHBIX JAHHbBIX, yTBEPXKAEHHAs
3aMmectuTesieM aupektopa PCTIK Poccum 15.02.2008 1.

MeToauueckuil JOKyMeHT. MeToJUKa OLEHKU Yrpo3 06e30MacHOCTH
nHpopmauuy, yrBepxaeHHbid PCTIK Poccum 05.02.2021 T.

[Iprkaz ®CTIK Poccuum ot 11.02.2013 Ne 17 «O6 yrBepxkaeHun TpeboBaHU
0 3amuTe HMHOOpPMALUM, He COCTaBJAKWLUX TOCyJAapCTBEHHYI TalHY,
COZlepKallluXCs B rOCY1apCTBEHHBIX UHPOPMALMOHHBIX CUCTEMAXY.

[Ipukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «06 yrBep:xkgeHuu CoctaBa U
COolep>KaHUSl OpPraHMU3alMOHHBIX U TEeXHUYECKHUX Mep [0 o0becledyeHUo
0e30I1aCHOCTY IEepPCOHAJIbHBIX JAaHHBIX NPU UX 00paboTKe B UHPOPMALMOHHBIX
CHUCTeMax NepCOHaJbHbIX JJaHHBIX».

[Ilpukas PenepasbHON Cayx0bl 6e3onacHocTh Poccuiickoit denepandu oT
10.07.2014 Ne 378 «06 yTBepxkeHrnu CocTaBa U COJlep>KaHUsI OPraHU3alMOHHbIX U
TEXHUYECKUX Mep N0 obecrneyeHU0 6e30MacCHOCTU MepPCOHANbHBIX JAHHBIX NPU UX
o6paboTke B MHGOOPMALMOHHBIX CHUCTeMaxX MepPCOHAJbHbIX JAHHBIX C
MCIIOJIb30BAaHUEM  CPEACTB  KpUNTOrpaduyeckod  3aljdThl  MHGOOpPMaALUHY,
HEeO0OXOAMMBIX [IJI1 BbINOJIHEHUS yCTaHOBJEeHHbIX [IpaBUTeNbCcTBOM Poccuiickoit
denepanu TpebGOBaHUW K 3alllUTe MNEePCOHAJbHBIX [AAHHBIX JJIS1 KaXAO0T0 W3
YPOBHEN 3aLUAILEHHOCTU.

METO,ZLI/I‘{eCKI/Ie PEKOMEHJall kN 110 pa3pa60TKe HOPMATHUBHBIX IIPAaBOBbIX
dKTOB, Ollpeae/JAI0I X YI'PO3bl 06€e30IaCHOCTH I[NepCOHAJIbHBIX JAdHHbIX, dKTYaJIbHbI€
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npu 00pabOTKe INEepCOHAJBHBIX [JaHHBIX B HWHQPOPMALMOHHBIX CHUCTEMax
[IepCOHaJIbHBIX JlAHHBbIX, 9KCIIyaTHUPYEMbIX npu OCYLLeCTBJIEHUH
COOTBETCTBYIOIIMX BUJ0B [eATeJbHOCTH, YTBEpPXKIAeHHble pYKOBOACTBOM 8 lleHTpa
®CB Poccuu 31.03.2015 Ne 149/7 /2 /6-432.
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