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[TOJINTUKA
nH(pOpMaIIMOHHOM 0€30MacHOCTH
pu paboTe ¢ MEPCOHATBLHBIMU JTAHHBIMU
B benospckoit paitoHHON TeppUTOpraIbLHON N30UpaTEIbHON KOMUCCUU

OITPEAEJIEHUA

B HaCTOAICM JOKYMCHTC HCIIOJIB3YIOTCS CIICAYIOIINC TCPMUHBI U UX OIIPCACIICHUA.

ABTOMATH3MpPOBaHHAsI CHCTEMA - CUCTEMA, COCTOAILAS U3 IEPCOHAJIAa U KOMILIEKCa
CPEICTB aBTOMAaTH3allUM €ro JEATEIBHOCTH, peanu3ymoomas HH()pOPMALMOHHYIO
TEXHOJIOTHIO BBITIOJHEHUS YCTAHOBJICHHBIX (DYHKIIUM.

AyTeHTH(PHKAIUSA OTHPABUTEJS JAHHBIX - IOATBEP)KICHUE TOTO, YTO OTIIPABUTEIH
MOJTYYE€HHBIX TaHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHOCTh MEPCOHATBHBIX TAHHBIX - COCTOSIHUE 3AIMIIIEHHOCTH MEPCOHATBHBIX
JAHHBIX, XapaKTEePU3yeMOe CIOCOOHOCTBHIO MOJIb30BaTENEH, TEXHUUYECKUX CPEACTB U
MH(OPMAIIMOHHBIX TEXHOJOTHH 00ecneunTh KOH(PUACHIIMAIBHOCTD, IIEJIOCTHOCTh H
JOCTYITHOCTb MEPCOHAIBHBIX JAHHBIX MIPU UX 00pab0TKe B MHPOPMAITMOHHBIX CHCTEMaxX
MEPCOHAIBHBIX JAHHBIX.

buoMerpnyeckue nmepcoHajbHbIe JaHHbIE - CBEICHUS, KOTOPBLIE XapaKTECPU3YIOT
(bu3HoIOorHYECKIEe 0COOCHHOCTH YeJIOBEKAa K HA OCHOBE KOTOPBIX MOKHO YCTAaHOBUTH €TO
JUYHOCTh, BKJIO4as Qororpaduu, OTMEUaTKH TMajbleB, 00pa3 ceTyaTKku IJ1a3a,
0COOEHHOCTH CTPOCHHMSI TeJla U APYTYIO MOI00HYI0 HHGOPMAIIUIO.

BiokupoBaHMe MEPCOHAIBHBIX JaHHBIX - BPEMEHHOE IpeKpalieHue 00padoTKu
NEPCOHANIBHBIX JAHHBIX (32 UCKIIOYEHUEM CITyyaeB, €CIu 00paboTka HeoOxoauma IUis
YTOUYHEHUS IEPCOHANBHBIX JaHHbIX).

Bupyc (koMnbIOTEepHBIH, MPOrpaMMHBIN) - HCIIOJIHAEMbIM NPOTPAMMHBIA KOJ WJIN
WHTEPIPETUPYEMbIA ~ HA0Op  MHCTPYKIMH,  OOJamaromMii  CBOWCTBAMU  He-
CAHKIIMOHUPOBAHHOTO  PAacCOpOCTPaHEHUsT MW  caMoBocrpousBeaeHus. (Co3maHHbIe
TyOIMKaThl KOMITBIOTEPHOTO BUPYyCa HE BCEI/Ia COBIAIAI0T C OPUTHMHATIOM, HO COXPaHSIOT



CIIOCOOHOCTH K JaJIbHEHIIIEMY PacIpOCTPAHEHUIO i CaMOBOCITPOU3BEICHHUIO.

Bpenonocuasi mporpamma - IporpamMma, InpeiaHa3HaYeHHas JJisi OCYILECTBIICHUS
HECAHKI[MOHUPOBAHHOTO JOCTYyIa U (MJIu) BO3JCHCTBUS HA NEPCOHATbHBIE TAHHBIC WU
pecypcbl THGOPMAIIMOHHOM CUCTEMbI IEPCOHAIBHBIX IaHHBIX.

BcenomorarenbHble TEXHUYECKHE cpeacrea U CUCTEMBbI - TCXHHYCCKHUC CPCACTBA U
CHUCTCMBbI, HC IIPCAHAZHAYCHHBIC IJIA IICPCAAYH, 06pa60T1<1/1 N XpaHCHH:A IICPCOHAJIBHBIX
JaHHBIX, YCTAHABJIMBACMBIC COBMCCTHO C TCXHUYCCKHMH CPEACTBAMU M CHCTCMAMU,
MMpCAHa3SHAYCHHBIMHA  IJIA O6pa6OTKI/I IICPCOHAJIBHBIX HAHHBIX HWJIHW B IIOMCIOCHHAX, B
KOTOPBIX YCTAHOBJICHBI I/IH(bOpMaHI/IOHHble CUCTCMBI IICPCOHAJIBHBIX JTaHHBIX.

JloctTynm B OnepanMoOHHYI0 cpeay KomnbioTepa (MHGOPMALMOHHOW CHCTEMBbI
NEePCOHAJBHBIX JAHHBIX) - [TOJIYYEHHE BO3MOKHOCTH 3allyCKa HA BBIIOJHEHUE IITATHBIX
KoMaH[, QYHKIHH, TPOIeayp ONepalliOHHON CUCTEMBbI (YHHYTOXXCHUS, KOIMPOBAHUS,
NepeMEILCHUS U T.11.), UCTIONHSAEMBIX (DailIOB MPUKIIAIHBIX POTPAMM.

Joctynm K wWHpopManmumum - BO3MOXHOCTh TNOJNY4eHHS HUHGPOpPMALMM U €€
HCIIOJIb30BaHUA.

3ak/ialouHoe YCTPOICTBO - DSJIEMEHT CpPEACTBA CheMa WHGOpPMAINH, CKPBITHO
BHEJPSIEMBIM  (3aKjaJblBaeéMblii WM BHOCHUMBIM) B MeECTa BO3MOXKHOTO CheMa
uHbopMaK (B TOM YHCJIE€ B OTpaklIeHHE, KOHCTPYKIIMIO, 0O00pYIOBaHHUE, MPEIMETHI
WHTEphEpa, TPAHCIOPTHBIC CPEACTBA, a TAKK€ B TEXHUYCCKHUE CPEICTBA U CHUCTEMBI
00paboTKU UH(POPMALIHH).

Bammumaemass uHpopmamusi - HHPOpPMAIUA,  SABIAIONIASICS  MPEIMETOM
COOCTBEHHOCTH W TOJJIeXkKAIasi 3alliuTe B COOTBETCTBUHM C TPEOOBAHUSIMHU MPABOBBIX
JIOKYMEHTOB WJIM TPeOOBaHUSMU, YCTAHABIMBAEMBIMH COOCTBEHHUKOM MH(pOPMAITUH.

Naentuduxamnus - IpUCBOCHUE CyObEKTaM U 00BEKTaM JOCTyNa uaeHTUuKaropa
u (Wau) CpaBHEHUE MPEIBABISIEMOT0 HIAEHTU(UKATOpA C MEPEYHEM MPUCBOCHHBIX
UJEeHTH(PUKATOPOB.

HNupopmaTuBHbIH  CUIHAJ -  DJIEKTPUYECKUE  CUTHAJIbl, aKyCTHYECKHE,
ANIEKTPOMArHUTHBIC U APyrue PU3NUECKUE IMOJs, [0 mapameTpaM KOTOPBhIX MOXKET ObITh
packpbiTa KoH(DUACHITMaIbHAs nHGopMalus (epcoHaIbHbIe TaHHbIE) 00pabaTbiBaeMas
B MH(OPMAIIMOHHOM CUCTEME MEPCOHAIIbHBIX TaHHBIX.

HNudopManmoHHble TEXHOJOTHH - IIPOIECCHI, METO/BI IMOUCKa, cOopa, XpaHCHHS,
00paboTKH, TMPEAOCTABJICHHS, PACIPOCTpPaHEHUS  WHGOPMAIMM W CHOCOOBI
OCYIIECTBIICHUS TaKUX MPOIIECCOB U METOOB.

Nudopmanuonnast cucrema nepcoHaJbHbIX AaHHbIX (MCIIIH) - COBOKYIHOCTH
conmepkanuxcs B 0a3ax JaHHBIX IIEPCOHAJIBHBIX JAHHBIX M OOCCIICUYMBAIOIIUX HX



00paboTKy HH(MOPMAIIMOHHBIX TEXHOJOTUN U TEXHUYECKUX CPE/ICTB.

HMcnoab3oBanne nepcoHANbHBIX TAHHBIX - IEUCTBUS (OMEpalliN) C IEPCOHATBbHBIMU
JAHHBIMH, COBEPIIAEMbIE OIEPATOPOM B LIEJSX NPUHATHSA PELICHUN WM COBEPIICHUS
UHBIX JIEUCTBUM, MOPOXKAAIOIUX IOPUINUYECKUE MOCIEACTBUS B OTHOIIEHUU CYyObEKTa
NEPCOHAJIBHBIX JTAHHBIX WM JAPYTUX JIUL JIM00 UHBIM 00pa30M 3aTparMBaroluX MpaBa u
cBOOO/IbI CyObEKTa MEPCOHATBHBIX JAHHBIX WIH JPYTUX JIUI.

HMcTounnk yrpo3sl 6e3onacHocTH MHGOPMANUHU - CYyObEKT 10CTyIa, MaTepUaJIbHBIMI
OOBEKT WM (PU3UUECKOE SIBICHUE, SBJSAIOLIMECS NPUYUHOW BO3HMKHOBEHHS YIPO3bI
0e3omacHOCTH HHGOPMAITUH.

Kontposupyemasi 30Ha - TPOCTPAHCTBO (TEppUTOpHs, 3[aHWE, YacTh 3/IaHMUS,
MTOMEIIIEHHE), B KOTOPOM UCKIIFOYEHO HEKOHTPOJIMPYEMOE MPEObIBAHUE ITOCTOPOHHUX JIUII,
a TaK»Ke TPAHCIOPTHBIX, TEXHUYECKUX U UHBIX MAaTEPUAIIbHBIX CPE/ICTB.

KonpuaeHuHaIbHOCTh MEPCOHAIBHBIX JAHHBIX - 005S3aTCIbLHOC IS COOIIONCHHUS
OMEepaToOpoOM WJIM HWHBIM TIONYYMBIIMM JIOCTYll K TE€PCOHAIBHBIM JaHHBIM JIULIOM
TpeOOBaHKE HE JIOMYCKATh UX PACIpOCTpaHEeHHE 0e3 cornacusi CyObeKTa NepCcoOHaIbHbIX
JTAHHBIX WIM HATAYUS WHOTO 3aKOHHOTO OCHOBAHUSI.

Me:kceTeBoil IKpaH - JIOKAIbHOE (OJJHOKOMIIOHEHTHOE) WU (DYHKIIMOHAIBHO--
pacmpenieieHHOe TporpaMmHoe (IIpOrpaMMHO-aIlapaTHoe) CPeACTBO  (KOMIUIEKC),
peanu3yroliee KOHTPOJIb 32 HHGOPMAIIMEH, TOCTYIAIONIEeH B MHYOPMAITMOHHYIO CUCTEMY
MEePCOHATILHBIX TAHHBIX U (MJIM) BBIXOJAIICH U3 MHPOPMAIIMOHHOW CUCTEMBI.

Hapyumnrennb 6€30MaCHOCTH MEPCOHATLHBIX IAHHBIX - PU3HYECKOE JIUII0, CIyYaitHO
WIM TPEJHAMEPEHHO COBEPIIAIOUIEE JEUCTBUSA, CIEICTBUEM KOTOPBIX SBISIETCS
HapylieHue 0e30MacCHOCTH MEPCOHAIBHBIX JIAHHBIX MPU UX 00paOOTKE TEXHUYECKUMHU
CpelcTBaMH B MH(POPMAITMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTAHHBIX.

HeaBroMaTu3upoBaHHasi 00padoTKa MNEPCOHAJNBHBLIX JaHHBIX - 00paboTKa
MEePCOHANILHBIX JTAHHBIX, CONEPKAIIUXCS B MHPOPMAIMOHHOW CHUCTEME MEPCOHATBHBIX
JAQHHBIX JMOO W3BJIICUCHHBIX M3 TAKOW CHCTEMBI, CUMTAETCS OCYIICCTBICHHOW 0e€3
HCTOJIb30BaHUsI CPEACTB aBTOMAaTH3alluM (HEaBTOMATHU3UPOBAHHOM), €CIM TaKue
NEUCTBUS C  TEPCOHAIBHBIMU  JAHHBIMHU, KaK  MCIIOJIb30BAHUE, YTOYHEHUE,
pacupoCTpaHEHUE, YHUUYTOKECHUE IEPCOHANBHBIX NAHHBIX B OTHOLICHHUHW Ka)XIOro W3
CyOBEKTOB MEPCOHATBHBIX JIAHHBIX, OCYIIECTBIISIIOTCS MPU HEMOCPECTBEHHOM y4acTUU
YEJIOBEKa.

HenexsiapupoBanHble BO3MOXKHOCTH - (DYHKIIMOHAJIHHBIE BO3MOXXHOCTH CPENICTB
BBIYUCIIUTEIILHON TEXHWKH, HE OMMCAHHBIE WJIM HE COOTBETCTBYIOIIME OMUCAHHBIM B
JTOKYMEHTAIIH, npu WCMOJIb30BAHUU KOTOPBIX BO3MOXKHO HapyIlIeHUE



KOH(HUICHITMATHLHOCTH, TOCTYITHOCTH WUJTU IIEIOCTHOCTH 00pabarpiBaeMoi nH(opmarmu.

HecaHKUMOHUPOBAHHBIN JA0CTYN (HECAHKUUOHUPOBAHHbIC [ACUCTBUSA) -
A0CTyn K WHGOpMalMu WM JEHCTBUS ¢ MH(pOpMaIueil, Hapyalone npaBuia pas-
TPaHUYCHMUSI JIOCTYNIa C HCHOJIb30BAHUEM INTATHBIX CPEIACTB, IPEAOCTABISIEMBIX
nH()OPMAIIMOHHBIMU CUCTEMaMH MEPCOHANIbHBIX JaHHBIX.

Hocurtens unpopmanuu - GU3NISCKOE JUIO WU MATCPUATBHBIA OOBEKT, B TOM
gucie (U3NIECKOe IMojie, B KOTOPOM HMH(OpPMAIs HAXOAUT CBOE OTPAKECHHUE B BUIE
CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUUYECKUX PEIICHUN U MPOIECCOB, KOJIMYCCTBEHHBIX
XapaKTePUCTUK (HU3NIECKUX BEITUIHH.

O6e3MYMBaHNe NEPCOHAJIBHBIX JAHHBIX - JICHCTBUS, B PE3YJAbTaTe KOTOPBIX
CTAHOBHUTCSI HEBO3MOXXHBIM 0€3 HCIIOJIb30BaHUSI JOMOJHUTENbHOW HHGOpMaIUn
ONPENEUTh MPUHAMJCIKHOCTh TEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHANIBHBIX JJAHHBIX.

O0pafoTka mepcoHANbHBIX JAaHHBIX - JI00O€ JeiicTBue (omepanus) WU
COBOKYITHOCTh JCHCTBUI (Omepanuii), COBEpIIAEMBIX C HCIIOJIB30BAHUEM CPEACTB
ABTOMAaTHU3ALMKA WM 0€3 MCIOJIb30BAHMS TaKUX CPENICTB C MEPCOHAIbHBIMH JAHHBIMH,
BKJIIOYasg cOop, 3amuch, CHCTEMAaTU3alMI0, HAKOIUICHHE, XpAaHEHHE, YTOYHEHUE
(oOHOBNIEHUE, U3MEHEHNUE), U3BICUCHHE, UCIIONb30BaHUE, Mepenady (pacnpocTpaHeHue,
IpPEJOCTABIEHUE, JTOCTYI), 00€3IUYMBaHUE, OJIIOKMPOBAaHUE, YAAJICHHE, YHUUTOXKECHUE
MEPCOHAJIBHBIX JIaHHBIX.

OO0menocTynHble IMEPCOHAJNBbHBIC JAaHHbIe - IIEPCOHAJIBHBIE HJAHHBIE, IOCTYI
HEOTPAHUYEHHOTO Kpyra JHUI[ K KOTOPHIM TIPEIOCTaBIE€H C COMIacus CyObeKTa
NEPCOHANIBHBIX TAHHBIX WM HA KOTOPHIE B COOTBETCTBUH C (peiepaIbHBIMH 3aKOHAMH HE
pacrpocTpaHseTcs: TpeOoBaHHE COOIONCHUS KOH(PUISHIIMAIBHOCTH.

Oneparop (MePCOHATBHBIX JAHHBIX) - TOCYIAPCTBEHHBIM OpraH, MyHHUIIUTIATbHBINA
OpraH, OpUANYECcKOe WA PU3NIECKOE JTUI0, CAMOCTOSATEIHHO UM COBMECTHO C IPYTHUMH
JUIAMU OPTaHU3YIOMINE U (WJIM) OCYIIECTBISIONINE 00pa0OTKy MEepCOHANBHBIX JaHHBIX,
a TaK)Ke OTMPEIETISIONINE 1IeTTN 00paOOTKH MEPCOHAIBHBIX TAHHBIX, COCTAB MEPCOHAITBHBIX
JAHHBIX, TMOJJIeXamux o00paboTke, JnedcTBUs  (omepaivu), COBEpIIAeMbIe C
NIEPCOHAJILHBIMU JTAHHBIMH.

Texnnuyeckue cpeacrsa MHPOPMANMOHHOM CHCTEMBbI NMEPCOHAJBHBIX [JTAaHHBIX -
CpeIICTBa BBIYHCIUTEILHON TEXHUKU, WHHOPMAIIMOHHO-BBIYUCIUTEILHBIE KOMIUIEKCH U
CEeTH, CPEACTBA U CUCTEMBI Tiepenadn, mpruema u odpadorku [1/Jx (cpeacTBa u cuctemsl
3BYKO3aITMCH, 3BYKOYCHJICHUS, 3BYKOBOCITPOM3BEICHUS, IIEPETOBOPHBIC M TSJICBU3MOHHBIE
YCTPOWCTBA, CpPEACTBA W3TOTOBJICHUS, THPAXUPOBAHHUS JOKYMEHTOB M JIPyTHE
TEXHUYECKHE CPEACTBA 00pabOTKHU peueBoi, rpadudeckoil, BUeo- U OyKBeHHOIM(POBOH



uH(pOpMaIUH), TPOTpaMMHbBIE CPEICTBA (ONEPALIMOHHBIE CUCTEMbI, CHCTEMBI YIIPABICHHUS
0azamMM JaHHBIX M T.O1.), CpEACTBAa 3alUThl HH(OpPMALMU, TMPUMEHSIEMbIE B
MH(OPMAITMOHHBIX CUCTEMAX.

IepexBar (nHdopmamum) - HEMPABOMEPHOE TNOIy4YeHHE UHPOPMALUU C
MCTIOJIb30BaHHEM TEXHUYECKOTO CPENICTBA, OCYLISCTBISIONIETO OOHApYKEHHE, MPHEM U
00paboTKy HH(OPMATHUBHBIX CUTHAJIOB.

IlepcoHanbHble JaHHBIEe - JI00as MHGOpMAIMs, OTHOCSINASACA K MPSAMO WU
KOCBEHHO OIpPEACIICHHOMY WM ompenensieMoMy (usnyeckomy iy (CyObeKTy
NEPCOHANBHBIX JAHHBIX);

ITo0ouHBIE 3IeKTPOMArHUTHbIE M3JIyYeHHS] U HABOJAKH - DJICKTPOMAarHUTHBIE
M3IIyYECHHS TEXHUYECKUX CPEACTB 00padOTKH 3allMIaeMOi HHPOpMAIMH, BOSHUKAIOLINE
KaK MMOOOYHOE SIBJICHUE U BHI3BAHHBIC JIEKTPUUYECKUMU CUTHAJIAMU, IEHCTBYIOIIMMH B UX
IEKTPUYECKUX W MATHUTHBIX ILEMNSAX, a TaKKe JJIEKTPOMATHUTHBIE HABOAKU 3THUX
CUTHAJIOB HA TOKOIIPOBOZSAIINE JIMHUN, KOHCTPYKIUN U LENU TUTaHHUS.

IMoJUTHKA «YHCTOTO CTOJIa» - KOMIUIEKC OpraHW3allMOHHBIX MEpPOIPHUSITHI,
KOHTPOJIMPYIOUIMX OTCYTCTBUE 3alMChIBAHUA Ha OyMa)KHbIE€ HOCUTENIM KIIOYeHd U
arpuOyTOB AOCTyNAa (MapoJsieil) U XpaHeHHs UX BOJIU3U OOBEKTOB JIOCTYIIA.

HHoab30Bareab HHGPOPMALUOHHON CHCTEMbI MEPCOHAJIBHBIX JAHHBIX - JIULO,
ydacTByloniee B (YHKIIMOHHUPOBAHWU WH(POPMAIMOHHOW CHCTEMBI IEPCOHATBHBIX
JAHHBIX WJIK UCTIOJIBb3YIOIIEE PEe3yabTaThl €€ (PYHKIIMOHUPOBAHUS.

IlpaBuia pasrpaHuveHusi J0CTyna - COBOKYITHOCTh MPABWII, PETIIAMEHTHPYIOITUX
IpaBa JIOCTyna CyObeKTOB JOCTyIa K 00beKTaM J0CTyTa.

IlporpaMmHasi 3akJjagka - KOJ IPOrpaMMBbl, NPEIHAMEPEHHO BHECEHHBIH B
OporpaMMy C LENbIO OCYIIECTBUTh YTEUKY, M3MEHUTb, OJIOKUPOBaTh, YHUUYTOXKUTb
MHOpPMAIIMIO WM YHUYTOXKUTH U MOAU(UUHUPOBATH IMPOrpaMMHOE oOecreyeHue
MH(}OPMAIIMOHHON CUCTEMBI MEPCOHANBHBIX JIaHHBIX U (M) OJIOKUPOBATH alllapaTHbIC
CpeICTBa.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKOe) BO3/1eHCTBHE -
HECAHKIIMOHUPOBAHHOE BO3/CHUCTBUE Ha pecypcebl aBTOMAaTHU3UPOBAHHOMN
UH()OPMALIMOHHONW CHUCTEMBI, OCYIIECTBIISIEMOE C HCIIOJIb30BAaHUEM BPEIOHOCHBIX
POTPAMM.

PackpbiTHe NMEepPCOHAIBHBIX JAHHBIX - YMBIIUJICHHOE WIH CIy4allHOE HapyLICHUE
KOH(HUICHITUATHLHOCTH MEPCOHATBHBIX JAHHBIX.

PacnpocTpaneHne mNepPCOHAJNBHBIX [aHHBIX - JICMCTBUs, HANPABICHHBIC Ha
pacCKpBITHE MEPCOHATIBHBIX JAHHBIX HEOMPEAECICHHOMY KPYTY JIUILL.



Pecypc unH(pOpMAIIMOHHOW CcHCTeMbI - HWMEHOBAHHBIM JJIEMEHT CHCTEMHOIO,
MPUKJIATHOTO WM amlmapaTrHoro obecredyeHus: (PyHKIIMOHUPOBAHUS HHGPOPMAIIHOHHOM
CUCTEMBI.

CrenuajbHple KATeropuH IMEPCOHAILHBIX AaHHBIX - TIEPCOHAIBLHBIC JaHHEIC,
Kacaroliecss pacoBOW, HAIMOHAIBHON MPUHAIIC)KHOCTH, MOJUTHYCCKUX B3IIISIOB,
PEMUTHO3HBIX WK GUI0COPCKUX yOCKACHMI, COCTOSHUS 3A0POBhS U MHTUMHOM JKH3HU
CyObEKTa EePCOHAILHBIX TAHHBIX.

CpencrBa BBIYHCJINTEILHOH TEXHUKH - COBOKYNHOCTh MPOrPAaMMHBIX U Te€X-
HUYECKUX OJJIEMEHTOB CHUCTEM OOpaOOTKM JaHHBIX, CHOCOOHBIX (PYHKIIMOHHPOBATH
CaMOCTOSTENIbHO WJIH B COCTABE JIPYTUX CUCTEM.

CyobekT paocryma (cyobeKkT) - JIMIO WA TMPOUECC, ACHCTBUA KOTOPOTO
pEIIaMEHTUPYIOTCA IIPaBUJIAMU Pa3rpaHUYECHUS TOCTYIIA.

TexHuYecKHii KaHAJ yTedKH HHPOPMALUH - COBOKYITHOCTh HOCUTENSI HH(GOPMALIUH
(cpenctBa 00paboTKH), PuznyecKoil cpenbl pacnpocTpaHeHUsI HHPOPMATUBHOTO CUTHAJA
U CPEACTB, KOTOPHIMU JA00BIBAaETCS 3aluilaeMas nHdopMmarus.

TpancrpannyHasi mepeaada NMEePCOHAJBbHBIX JAHHBIX - IEpelada MEPCOHANBHBIX
JTaHHBIX oreparopom uepes ['ocymapcTBeHHyto rpanuiy Poccuiickoit @eaepannu oprany
BJIACTH HWHOCTPAHHOTO TOCYJapcTBa, (HU3MYECKOMY WM OPUIUYECKOMY  JIUILY
WHOCTPAHHOIO rOCyAapCTBa.

Yrpo3sl 6€30MacHOCTH MEPCOHAIBHBIX JAHHBIX - COBOKYITHOCTH YCIIOBUU W
(dakTOpOB, CO3MAIONINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHWCIE CIy4alHOTO,
JIOCTyTIa K TEPCOHATBHBIM JTAHHBIM, PE3YJIBTaTOM KOTOPOTO MOXKET CTaTh YHUUYTOXKEHUE,
U3MEHEHHE, OJIOKUPOBAaHKE, KOMMUPOBAHUE, PACTIPOCTPAHEHNE MMEPCOHATBHBIX JTAHHBIX, a
TaK)Ke€ MHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUM MIPH WX 00paboTKe B MHGOPMAIIMOHHOM
CUCTEME TIEPCOHAIIbHBIX JTaHHBIX.

VYHUYTOXKeHUEe TEPCOHATBHBIX [TAaHHBIX - JICMCTBHS, B pE3ylabTare KOTOPBIX
CTAHOBUTCS HEBO3MOXXHBIM BOCCTAaHOBHUTBH COJEpKaHUE IIEPCOHAIBHBIX JaHHBIX B
MH(GOPMAIIMOHHON CHCTEME IEpPCOHAJbHBIX JAaHHBIX W (WIKM) B pe3ylbTare KOTOPbBIX
YHUUYTOXKAKOTCS MaTepuaabHble HOCUTEIHN NTEPCOHAIBHBIX JAHHBIX.

Yreuka (BamumaemMoi) uHpopManuM MO0 TEXHUYECKUM KaHAJIaM -
HEKOHTPOJIMPYEMOE paclpoCTpaHeHre HHGOPMALIMK OT HOCUTENS 3alluilaeMoi HHPop-
Maluu depe3 (U3NYECKYI0 Cpely A0 TEXHMYECKOTO CpEACTBA, OCYIIECTBISIONIETO
nepexsar uHHOPMAIIHH.

Vs3BUMOCTD - CJIA00CTh B CPEACTBAX 3aUIUTHI, KOTOPYIO MOYXXHO MCIIOJIB30BaTh IS
HapyUIEHUs! CUCTEMBI WJIM CoJieprKallleiics: B Hell HHpOopMaluu.



IenocTHoCTh MH(pOPMAIUH - CIIOCOOHOCTh CPEACTBA BBIYMCIUTEILHON TEXHUKHU
WM aBTOMAaTU3UPOBAHHOM CHUCTEMbl O0ECIeYMBaTh HEU3MEHHOCTh HH(OpMAIU B
YCIIOBHSIX CITy4ailHOTO /WA MPEAHAMEPEHHOTO UCKKEHUS (pa3pyIICHUS).



OBO3HAYEHHUSA U COKPAIIEHU A

ABC - aHTUBHpPYCHBIE CPEJICTBA

APM - aBromMaTu3upoBaHHOE pabodyee MEeCTO

BTCC - BcnomoraresibHbl€ TEXHUYECKUE CPEJCTBA U CUCTEMBI
NUCTIIx - nadopmaloHHas cucTeMa MepcOHAIbHBIX TaHHbBIX
K3 - koHTpOnupyemas 30Ha

JIBC - nokanbHas BBIYUCIUTEIbHAS CETh

MD - MexceTeBOM 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIN TOCTYII

OC - onepanroHHas cucTema

I1/IH - nepcoHanbHbIEC TaHHBIE

[IMB - nporpaMMHO-MaTe€MaTHYECKOE BO3ACHCTBHE

10 - nporpaMmMHOE 0OecrieueHrue

[I9MUH - no6o4YHBbIE ANEKTPOMArHUTHBIE U3TyYEHHS U HABOIKU
CA3 - cuctema aHann3a 3alUIIIEHHOCTH

C3U - cpencTra 3anuThl HHGOpMAITIH

C3I1dH - cuctema (mojcucTeMa) 3aluThl IEPCOHATBHBIX JAHHBIX
COB - cuctema 00Hapy>XEeHHs BTOP>KEHUI

TKYMU - TexHnueckue kaHajabl yTeUKH HHPOpMAIUU

VYBIIH - yrpo3bl 6€3011aCHOCTH MEPCOHATIBHBIX JaHHBIX



BBEJAEHUE

Hactosmas [lonmutuka wuHPOpMALMOHHOM 0€30macHOCTH Ipu  pabore ¢
MIEPCOHAJIBHBIMU JTAHHBIMU B benospcKoil palOHHOM TEPPUTOPHAIBHON N30MpaTeIbHON
KoMuccuu (nanee - [lonutuka) sBnsercs opUIMaTbHBIM JOKYMEHTOM.

[TonuTuka pa3pa60TaHa B COOTBCTCTBUH C Tpe6OBaHI/UIMI/I, YCTAaHOBJICHHBIMMU:

®enepanbubiM  3ak0HOM OT 27.07.2006 Ne 149-®3 «O6 wunbpopManuu,
MH(OPMAIIMOHHBIX TEXHOJOTUAX U O 3allUTe UHPOpMAITUNY;

®enepanbHbIM 3ak0OHOM OT 27.07.2006 Ne 152-D3 «O nepcoHaIbHBIX TAHHBIX);

noctaHoBienreM IIpaBurtenscTBa Poccuiickoit @eneparuu ot 01.11.2012 Ne 1119
«O0 yTBepKJIeHUU TPeOOBAaHUH K 3aIMTE NEPCOHAIBHBIX JaHHBIX IPU UX 00pabOTKe B
MH(POPMAIIMOHHBIX CUCTEMAX IEPCOHAIBHBIX JAHHBIX);

noctaHoBiieHueM [IpaBurtensctBa Poccniickont @eaepanuu ot 15.09.2008 Ne 687
«O0 yTBEpKJIEHUU TOJOKEHUS 00 0COOEHHOCTSX OOpaOOTKU MEPCOHATbHBIX JTAHHBIX,
OCYLIECTBIISIEMOM 0€3 UCIOJIb30BAHMS CPEJCTB ABTOMATU3 AL,

nocranosiienreM [IpaButensctBa Poccuiickoit @eaeparuu ot 21.03.2012 Ne 211
«O0 yTBEepXKIIEHUM TIEPEYHs] Mep, HANpPABICHHBIX HAa OO0ECIEUECHUE BBITTOJIHEHUS
00s13aHHOCTEM, TPenyCMOTpEHHbBIX DeepalibHBIM 3aKOHOM «O MEePCOHANIBHBIX JAHHBIX)
Y IPUHSATHIMU B COOTBETCTBUY C HUM HOPMATUBHBIMU MTPABOBBIMU aKTaMU, ONIEpaTOPaMH,
SBJISIFOILIUMUCS TOCY/IapCTBEHHBIMU WM MYHUIIUIIAJIbHBIMU OpraHaMK;

npukazom ®CTIK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxknenun CocraBa u
COZIepKaHUsl OPraHMU3ALMOHHBIX M TEXHUYECKUX MEp MO 00ecredeHHI0 Oe30MacHOCTH
MEPCOHANIBHBIX JIAHHBIX TpH HMX 00paboTke B HMHPOPMALMOHHBIX CHUCTEMaxX
MEPCOHAJIBHBIX JTAHHBIX,

npukazom ®Cb Poccum ot 10.07.2014 Ne 378 «OO0 yTBEpKIEeHHUU COCTaBa U
COJIEp’KaHMsI OPTaHU3AIMOHHBIX W TEXHUYECKUX MEp MO 00eCIedueHur0 0e30MacHOCTH
MEPCOHANIBHBIX JAaHHBIX TpH MX 00paboTKe B HMHPOPMAIMOHHBIX CHUCTEMaxX
MEePCOHAIBHBIX JIAHHBIX C MCIIOJIB30BAHUEM CPEICTB KPUITOTPAPUUECKON 3alllUThl
uHopmary, HEOOXOMUMBIX IS BBIMOJTHEHUS YCTAaHOBJICHHBIX [IpaBUTETHCTBOM
Poccuiickoit denepanmu TpeOOBaHUH K 3alIATE MEPCOHAIBHBIX JAHHBIX JUIT KaXI0T0 13
YPOBHEM 3AIUIIEHHOCTHY;

MeTtonnyeckuMu peKOMEHIAIMSIMHE 0 pa3padoTKe HOPMATHBHBIX MPABOBBIX aKTOB,
OTIPEMICTISIONINX YIPO3bl OE30MaCHOCTH TEPCOHANBHBIX JJAaHHBIX, aKTyallbHbIE TIpH
00paboTKe TEPCOHATBHBIX JAaHHBIX B HH(POPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JaHHBIX, OKCIUTyaTUPYEMbIX IpPH  OCYIIECTBIEHHHM COOTBETCTBYIOIIMX  BHJOB
NEATEIBHOCTH, YTBEPKICHHBIMU pykoBoACTBOM 8 LlenTpa @Cb Poccum 31.03.2015 Ne



149/7/2/6-432.

B Tlonutuke omnpeaenensl TpeOoBanuss k mnepconHany HWCII[H, crenens
OTBETCTBEHHOCTH IEPCOHANIA, CTPYKTypa M HEOOXOIMMBI YpOBEHb 3allMILEHHOCTH,
CTaTyC M JOJKHOCTHBIE OOSI3aHHOCTHU COTPYAHHUKOB, OTBETCTBEHHBIX 3a 00€CIIE€YEHHE
O0e3zomacHocT  mepcoHanbHbIX  JgaHHBIX B MCIIJIlH  benosipckoit  paitoHHOM
TEPPUTOPHAIBHON N30HUpaTeIbHON KoMHccHHt (nanee — Komuccus).

1. O01Iue mos1oKeHus

Lenwsro mactosmen [lomuTuku sBaseTcs obecreueHre O€30IMaCHOCTH OOBEKTOB
3amuThl KoMuccnu OT BCeX BUIOB yrpo3, BHENTHUX M BHYTPCHHHX, YMBIITUICHHBIX U
HEeMpeHAMEPEeHHBIX, MHUHHMHU3AIUs yiiepda OT BO3MOXHOW pean3allik  yrpo3
6e3onacHoctu [1/In (YBIIH).

be3omacHocTh NNEPCOHAJIBHBIX  AAHHBIX JOCTUIAaCTCA IIYTECM  HCKIIIOUYCHHA
HCCAHKIIMOHUPOBAHHOI'O, B TOM YHCJIC CJ'Iy‘—IElfIHOl"O, A0CTyIIa K IIEPCOHAJIbHBIM JIaHHBIM,
pe3yiabTatoOM KOTOPOro MOXKCT CTaTb YHHUYTOXKCHUC, HN3MCHCHMHC, 6J'IOKI/IpOBaHI/I€,
KOITMPOBAHHC, PacipoCTpaHCHUC IICPCOHAJIBHBIX JaHHBIX, a TaKIXKC HHBIX
HCCAHKIMOHHUPOBAHHBIX ,Z[CI‘/’ICTBI/If/’I.

Nudopmanivisi u CBs3aHHbIE C HEH pecCypchbl AOMKHBI ObITh JOCTYHHBI ISt
ABTOPM30BAHHBIX  MOJb30BaTeler. JIOJDKHO  OCYIIECTBISTHCS ~ CBOEBPEMEHHOE
oOHapyxeHue u pearupopanue Ha Y BIT/IH.

JIOMKHO OCYIIECTBIATHCS MPEIOTBPALICHUE MPEIHAMEPEHHBIX WIM CIyYalHBIX,
YACTUYHBIX WJIM TOJHBIX HECAHKIIMOHMPOBAHHBIX MOIU(DUKAIMN WM YHUUYTOKEHUS
JAHHBIX.

CoctaB OOBCKTOB 3alIuThI MpeacTaBieH B «llepedyHe mepcoHAIbHBIX TaHHBIX,
oOpabarbiBaeMbIX B benosipckoit paloHHOM TeppUTOpUATIEHOMN N30UpaTEIbHON KOMUCCUU
B CBSI3U C peaju3alyeil Ciry>keOHbIX (TPYAOBBIX) OTHOIICHHM, a TAK)Ke OCYIIECTBICHHUEM
TOCYIapPCTBEHHBIX (DYHKITAI.

Cocrap UCIIJIH nomiexammux  3ammure, npencraBieH B «llepeune
WH(OPMAITMOHHBIX CHCTEM TIEPCOHANIBHBIX JaHHBIX B benmosipckoil  pailloHHOM
TEPPUTOPUATIEHON U30MPATEITILHON KOMUCCUNY.

2. O0aacTh nelcTBUA

TpeboBanusi Hactosimei [lomUTHKH pacTpOCTPaHSIOTCS HAa BCEX COTPYIHHUKOB
Komuccun (mraTHeIX, BpEMEHHBIX, pabOTAIONIMX M0 KOHTPAKTY W T.II.), a TaKXe BCEX
IPOYMX JIUI (MTOAPATINKH, ayTUTOPHI U T.I1.).



3. Cucrema 3alIUThI NEePCOHAJBbHBIX JAHHbIX

OOecnieuenue 6€30MaCHOCTH ICPCOHAJIBHBIX HAHHBIX JOCTHUIaCTCA, B HaCTHOCTH:

OIpeIeIICHNEM YIpo3 Oe30MaCHOCTH MEPCOHATBHBIX JaHHBIX PU X 00padOTKe B
WH(GOPMAITMOHHBIX CUCTEMaxX NEPCOHAIBHBIX JaHHBIX;

OPUMEHEHUEM OpPraHU3allMOHHBIX M TEXHUYECKUX Mep 10 OOECIEUEHUIO
0€3011aCHOCTH NIEPCOHANBHBIX JAHHBIX IIPU UX 00pabOTKe B MUHPOPMALIMOHHBIX CUCTEMAX
NEPCOHAIBHBIX JIAaHHBIX, HEOOXOAMMBIX [UIsl BBIIOJHEHMs] TpeOOBaHMM K 3aIluTe
MEPCOHANBHBIX  JIaHHBIX, HCIOJHEHHE KOTOPHIX OO0ECIEYMBACT YCTAHOBIICHHBIC
IIpaButensctBoM Poccuiickoii denepanyv ypOBHHM 3aIlMIIEHHOCTH NEPCOHAIBHBIX
JAHHBIX;

IIPUMEHEHUEM MPOLIEAININX B YCTAHOBJIEHHOM IOPSAAKE IIPOLEAYPY OLICHKU
COOTBETCTBHUSI CPEJCTB 3aIUTHI HHPOPMaALIUK;

OIICHKOM 3((EKTUBHOCTH NPUHUMAEMBIX MEp IO 00eCHedYeHUI0 0e30MacHOCTH
MEPCOHANIBHBIX JIAaHHBIX 10 BBOJA B OKCIUIyaTalldio WH(POPMAITMOHHOW CHCTEMBI
NEPCOHAIBHBIX JAHHBIX;

Y4CTOM MAIIMHHBIX HOCHUTENICH IICPCOHAJIBHBIX TAHHBIX,

oOHapyxeHueM (PaKTOB HECAHKIMOHUPOBAHHOIO JOCTyNa K NEPCOHAIbHBIM
JAHHBIM U MPUHATUEM MEpP, B TOM YHCIIE MEp MO OOHAPYKEHUIO, PENYNPEKICHUIO U
JUKBUJAIMM TIOCIEACTBUIA KOMIIBIOTEPHBIX aTak Ha HWH(POPMAIIMOHHBIE CHCTEMBI
[IEPCOHAJIBHBIX JaHHBIX U 110 PEAarPOBAHUIO HA KOMIIBIOTEPHBIE UHIIUICHTHI B HUX;

BOCCTaAHOBJICHUCM IICPCOHAJIBHBIX JaHHBIX, MOI[I/I(I)H]_II/IpOBaHHI)IX WJIN
YHHUUYTOXKCHHBIX BCICACTBUC HCCAHKIITMOHUPOBAHHOI'O JOCTYIIa K HUM;

YCTAHOBJICHUEM MPABUJ JIO0CTyIA K MEPCOHABHBIM JJaHHBIM, 00pa0aThIBAEMbIM B
WH(OPMAIIMOHHON CHUCTEME TEPCOHANBHBIX JIaHHBIX, a Takke o0ecrnedyeHueM
perucTpauvyu M y4era BCEX JIEMCTBUM, COBEPIIAEMBIX C IEPCOHAIBHBIMU JaHHBIMU B
MH(POPMAIIMOHHOM CUCTEME MEePCOHATBHBIX TaHHBIX;

KOHTPOJIEM 3a NPUHUMAEMBIMM MepaMu MO OO0ECleYeHHI0 Oe30MacHOCTU
MEPCOHANBHBIX JIAHHBIX W YPOBHS 3alIUIIEHHOCTH HWH(POPMALMOHHBIX CHUCTEM
MEPCOHAIbHBIX JJAaHHBIX.

Cucrema 3amuThl iepcoHanbHbiX AaHHbIX (C3I1/IH), cTpouTCa Ha OCHOBaHUMU:
AKTa BHYTPEHHETO KOHTPOJISI COOTBETCTBUSI OOPAOOTKH MEPCOHATBHBIX TAaHHBIX.

[lepeuns nmepcoHalbHBIX AaHHBIX, 00pabaThiBaeMbix B benospckoil pailoHHOM
TEPPUTOPUATILHON H30MPATETFHON KOMHCCHM B CBSI3M C peallu3aifeil CIyKeOHBIX
(TpyZnOBBIX) OTHOILIEHUH, a TAKXKE OCYIIECTBICHUEM rOCYAapCTBEHHBIX (YHKIIHIA;



AKTOB KJTaccupukanuy HHOOPMAIIMOHHBIX CHCTEM TEPCOHATBHBIX TAHHBIX;
Mogenu yrpo3 6€300acHOCTH EPCOHAIBHBIX JaHHBIX;

Martpuipl 1OCTyIIa MOIB30BaTENICH K 3alUIIaeMbIM HHGOPMAIIMOHHBIM PecypcaM
NCIIH;

PykoBogsamux nokymeHToB @CTIK Poccun u ®Cbh Poccun.

Ha ocHOBaHMM »STHX JOKYMEHTOB OIpENENseTCS HEOOXOAMMBIA ypOBEHB
samuieHHocty [1/1n kaxnoit UCII{n Komuccuu. Ha ocHOBaHMM aHan3a aKTyaibHBIX
yrpo3 Oe3omnacHoctu I[IJIH ommcanHoro B Mogenu yrpos, aenaercs 3akKiIoueHHe o
HEOOXOIUMOCTH  WCMOJB30BaHUSA TEXHUUYECKUX CPEACTB W OpPTraHU3aIllMOHHBIX
MeponpusaTaid i obecrnedeHuss Oe3zomacHoctr [IJIH. BriOpanHble HEOOXOIUMBIC
Mepornpusitusi oTpaxarorcss B «CocTaBe Mep 3amuThl UHPOPMAIMOHHBIX CHUCTEM
MEPCOHATBHBIX JAHHBIX.

Js UCITIH nomkeH OBITh COCTaBJIEH CIHMCOK MCIOIb3YEMbIX TEXHUYECKHX
cpenctB 3amuthl (maimee - CHOHCOK), a Tak e MPOrpaMMHOIO oOecIleYeHus,
ydacTBytouiero B oopadorke 1111, Ha Bcex anemenTax UCITH:

APM nonb3oBarenei;
CepBepa NpUIIOKEHUM;
CYB/;

I'panuner JIBC;

KananoB nepenaun B ceTu 00111€TO MOJIH30BaHUS U (WJIH ) MEKTyHAPOJHOTO OOMEHa,
ecnu 1o HuM nepenarorcs I/1x.

B 3aBucumMoctu ot ypoBHs 3amuiieHHocTd UCITIH u akryansHbIX yrpo3, C3I1/xn
MOXKET BKJIFOUATh CIEAYIOIINE TEXHUYECKUE CPEICTBA:

AHTUBUPYCHBIE CPEJICTBA JJI1 paOOUYMX CTAHIIM MMOIH30BaTENICH U CEPBEPOB;
CPENCTBA MEXKCETEBOIO SKPAHUPOBAHUS;

CpelcTBa KpUnrorpaduueckoi 3aiuThl HHPOPMALMU MIPH Mepeade 3aluiaeMoin
nH(GOPMAIUH 110 KaHAJIaM CBS3H.

Tak k€ B CIHCOK JOMKHBI OBITh BKIIOYCHBI (DYHKIIUW 3alIUTHI, 00€CTICUnBaeMbIe
ITaTHBIMU ~ cpefacTBaMu  00pabotku IIJIln  omepaunonnbiMu  cuctemamu  (OC),
npukiaaaaeM [10 1 ceruanbHBIMA KOMIUICKCAMH, PEATM3YIOIIMMHU CPEICTBA 3alllUTHI.
Crrcok pyHKITMI 3aIUThl MOJKET BKITFOUATh:

yIpaBJi€HUE U pa3rpPaHUYCHUE I0CTYyIIA MOJIb30BaTENEH;



PETHCTPAIIUIO U YUET NEeUCTBHI ¢ nH(pOpMaIuei;
o0OecIieueHHE 1[EJTOCTHOCTU JJAHHBIX;
OOHapyKeHUE BTOPKEHUH.

COucoKk UCMONB3yeMBbIX TEXHHUYECKMX CpeACTB oTpaxaercs B «llnane
MEpPONPUATHNA MO OOECICUCHHIO 3aIllUThl MEPCOHAIBHBIX JaHHBIX». CIHUCOK
HCHOJIB3YEMbIX CPEJICTB JOJDKEH IOAJECPKUBATHCS B aKTyaJbHOM COCTOsAHUU. [lpum
M3MEHEHUHM COCTaBa TEXHUYECKUX CpeAcTB 3ammThl wid snemeHtoB HCII/x
COOTBETCTBYIOIIIMEC HW3MEHEHHUS JOJKHBI ObITh BHeCeHbl B CHHMCOK U YTBEP)KICHBI
npeacenarenem  M3OuparenbHoit Komuccuud CBEpJIOBCKOM 00JaCTH WM JIMIIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3ammuThl T1/1H.

4. TpeooBanus k nogcucremam C3I1/1n

C3I1/Ix BrIrOUaAET B c€0s CIACAYIONINE MOACUCTEMBI:
YIPABICHUS TOCTYTIOM, PETUCTPAIUH U YUETa,;
oOecredeHus IETOCTHOCTH U JOCTYITHOCTH;
AHTUBUPYCHOM 3aIlIUTHI;

MEXCETEBOTO SKPAHUPOBAHUS;

aHaJM3a 3allUIEHHOCTH;

OoOHapyXeHUs1 BTOPKEHUMH;

KpUMNTOrpaduyeCcKoi 3aIuThl.

[Toncucremsbr C3I1/[H nMeroT pa3audHbIi (PYHKITMOHA B 3aBUCUMOCTH OT KJlacca
NUCTIIH, ompeneneHHoro B «AkTe Kiaccupukanuu WHGOPMAIIMOHHON CHCTEMBbI
MEPCOHANIBHBIX AaHHBIX». Crnucok coorBercTBUs PyHkumit nmoacucreM C3IIH kiaccy
3AIIMIIEHHOCTH MTPEACTABIEH B TEXHUYECKOM 3aJaHUU 10 CO3JAHHUIO0 CUCTEMBI 3aIUTHI
uHpopMaIi HHOOPMALIMOHHON CUCTEMBI IEPCOHANIBHBIX TAHHBIX.

HOI[CI/ICTeMa YIPAaBJICHUA JOCTYIIOM, PCTUCTPAIIMHN U YICTA

[ToncucreMa ymnpaBieHUs JOCTYNOM, PETUCTpallid W ydeTa MpeaHa3sHaueHa s
peanuzanuu cleayronux GyHKIHM:

UJCHTUDUKAIIME W TIPOBEPKH TMOMJIUHHOCTH CYOBEKTOB JOCTYyNa MPU BXOJE B
NCIIdx;

I/II[eHTI/I(bI/IKaI_II/II/I TCPMHUHAJIOB, Y3JI0B CCTHU, KAHAJIOB CBA3U, BHCIITHHUX YCTpOﬁCTB 110
JJOT'MYE€CKHUM MMCHAM,

UAEHTU(PUKALIMKA TIPOrPaMM, TOMOB, KaTajioroB, (paityios, 3anuceil, noyen 3anucei



110 UMEHaM;

perucTpanuu BXonaa (BhIX0Aa) CyObEKTOB JOCTYIA B CUCTEMY (M3 CHCTEMBI), OO
PETHCTPALAN 3aTPy3KH U MHUIUATIN3AINH OTIEPAI[MOHHON CHCTEMBI M €€ OCTaHOBA.

PEruCTpallK TOMBITOK JOCTYIA MPOTPAMMHBIX CPEJICTB (IMPOTrpaMM, MPOIIECCOB,
3a/1a4, 3a/IaHUi) K 3alIuIlaeMbIM (aiaam;

pEerucTpaluyy MOMbITOK AOCTYyIIa MPOrPaMMHBIX CPEJICTB K TE€pMUHATIAM, KaHaIaM
CBSI3M, IPOTpaMMaM, TOMaM, Karajioram, (haisiaM, 3arucsm, IMoJsiM 3arucen.

[loncucrema ympaBieHHUs JOCTYIIOM MOXKET OBITh peajn30BaHa C MOMOIIbIO
MITaTHBIX cpencTB 00paboTku [1J1H (onepanuonnsix cuctem, npuiokenuii 1 CYBJI). Tak
K€ MOXET OBITh BHEAPEHO CIEIUATbHOE TEXHUYECKOE CPEJCTBO WM UX KOMILIEKC,
OCYILIECTBIISIONINE TOMOJHUTEIBHBIE MEPHI 0 ayTEHTU(UKAIIMU U KOHTpoJt0. Hampumep,
MIPUMEHCHUE €IMHBIX XPAHUJIMIL YUYETHBIX 3aIMUCEN MOIb30BATENEH U PETUCTPALTMOHHON
uH(pOpPMAIIMK, WCIOIb30BAaHUE OHMOMETPUYECKUX M TEXHUYECKUX (C TOMOIIbIO
AIIEKTPOHHBIX MPOITYCKOB) MEP ayTeHTU(PHUKAIIUU U APYTUX.

ITogcucrema oOecreueHus NCJIOCTHOCTH U JOCTYIIHOCTH

[Toncucrtema oOecriedeHus IEIOCTHOCTH W JOCTYMHOCTH TMpeaHa3HauyeHa st
obecrnieueHus1 IeIOCTHOCTH U JOoCTynmHOCTH [1/]H, mporpaMMHBIX U anmapaTHBIX CPEJICTB
NCIIJn Komuccumn, a Tak € CpPEACTB 3allUTHI, MPU CIYyYalHOW WM HaMEpPEHHOU
MOIH(pUKAITIH.

[Toncucrema peanusyeTcsi ¢ MOMOLIBIO OPraHU3allUU PE3EPBHOIO KONMPOBAHUS
00pabaTbIBa€MbIX JJAHHBIX, a TaK K€ pe3epPBUPOBAHUEM KIH0ueBbIX d51eMeHToB UCII/IH.

[loxcucreMa aHTUBUPYCHOM 3aIIUTEI

[loncucrema aHTUBUPYCHOM  3alIUThl MpeAHA3HA4YeHaA Il obecreueHus
aHTUBUPYCHOM 3amuThl cepBepoB 1 APM nonw3oBareneit UCITIn Komuccun.

CpencrBa aHTMBUPYCHOM 3alUThI MTPEAHA3HAYEHBI IS pealIn3alid CIEIYIOIINX
(dyHKIMI:
PE3UICHTHBIN aHTUBUPYCHBIA MOHUTOPUHT;
AHTUBUPYCHOE CKAaHUPOBAHUE;
CKpPUNT-OJIOKUPOBAHMUE;

IIEHTPaTM30BaHHOM/yIaJICHHON yCTaHOBKW/IEUHCTAUTSIIIUN aHTUBUPYCHOTO
NPOAYKTa, HACTPOWKH, aIMUHUCTPUPOBAHUS, ITIPOCMOTpPA OTYETOB U
CTaTHUCTHYECKON MH(MOpPMAINK MO paboTe MPOAYKTa;

ABTOMATU3UPOBAHHOI'O OOHOBJIEHUS AHTUBHUPYCHBIX 633;



OI'paHUYCHHA IIpaB II0JIB30BATCIII HA OCTAHOBKY HCIIOJIHACMBIX 3al1d4 U
HN3MCHCHM HACTPOCK AHTHUBUPYCHOT'O IMTPOTPaAMMHOIO O6€CHC‘-IGHI/I$I;

ABTOMAaTH4YCCKOI'O 3aIlyCKa HCTIOCPCACTBCHHO IIOCJIC 3arpy3Ku
OHCpaHHOHHOfI CHCTCMBEI.

[loncucrema peanusyercs IIyTEM BHEAPEHHS CIELMAIBHOIO AHTHUBUPYCHOTO
nporpaMMHOro obecriedenus Ha Bce anemeHTsl UCTI/IH.

HOI[CI/ICTCMa MCKCETCBOI'O 3KPAHHUPOBAHHNA

[TogcucTeMa MeXCETEBOrOo HKPAHUPOBAHMS IMpEAHA3HAUCHA JUIS pealu3aliu
CICAYIOMMX (PYHKITHMN:

buIbTpalii OTKPHITOTO U 3aIIH(PPOBAHHOTO (3aKkpbIToro) IP- tpaduka;

(¢uKcalyy BO BHYTPEHHUX >KypHajax MHPOPMALUUA O MPOXOISAIIEM OTKPHITOM U
3akpbiToM [P-Tpaduxke;

I/IIIGHTI/I(bI/IKaI_II/II/I )51 aYTGHTI/I(i)I/IKaIIHH AIMUHHUCTPATOpa MCKCCTCBOI'O SKpaHa IIpH
CTO JIOKAJIBHBIX 3aIIpoCax Ha JOCTYII;

peructpanuu Bxoaa (BbIXoAa) aJMUHHCTPATOpa MEXKCETEBOIO dKpaHa B CUCTEMY
(13 cucTembl) TUOO 3arpy3Ku U UHULIUAIU3ALUA CUCTEMBI U €€ MPOTPaMMHOTO OCTAaHOBA;

KOHTPOJISI LIEIOCTHOCTH CBOEH MPOrpaMMHON U MH(OPMALIMOHHOM YacTH;

(GUIBTpallUK MAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIYXKAIIUX JJIsi JUATHOCTHKU U
ympaBiieHUus pabOTOM CETEBBIX YCTPOMNCTB;

(UIBTpALIUU C YYETOM BXOJIHOTO M BBIXOJIHOTO CETEBOrO MHTEpPeiica Kak Cpe/IcTBa
ITPOBEPKH MOJIMHHOCTHU CETEBBIX aIPECOB;

PETUCTpALMU U YUYETa 3alpAIIMBAEMbIX CEPBUCOB ITPUKIAIHOTIO YPOBHS;

OJOKMPOBAHMS JIOCTYNAa HEUJICHTU(DUIIMPOBAHHOTO OOBEKTa WU CyOBEKTa,
NOJYIMHHOCTh ~ KOTOPOTO TpU  ayTeHTU(UKAIMK HE TMOATBEpAWIACh, METOJaMH,
YCTOWYHBBIMU K TIEPEXBATY;

KOHTPOJISI 32 CETEBOI aKTUBHOCTBIO MPUIIOKEHUN U OOHAPYKEHUS CETEBBIX aTakK.

IToncucrema peanusyercss BHEAPEHUEM IPOrPaMMHO-ANIIAPATHBIX KOMIUIEKCOB
MEKCETEBOro 3KpaHnpoBanus Ha rpanuue JIBC, knaccom He Huxke 4.

IlogcucTema aHaaM3a 3alIUIICHHOCTHU

IToncucrema aHanu3a 3alUIIEHHOCTH JOJDKHA OOECIEYMBATH  BBISIBICHHE
yA3BUMOCTEH, CBsI3aHHbIX ¢ omunbOkamu B koHurypauuu [10 UCII/IH, koTopble MOTyT
OBITh UCIOIH30BAHBI HAPYIIUTENIEM I Peal3allii aTaku Ha CUCTEMY.



@OYHKIMOHAI TOACUCTEMBI MOXET OBITh pEaJM30BaH NPOrPAMMHBIMH U
IIPOTPaMMHO-ANNAaPATHBIMKA CPEICTBAMM.

[Toncrucrema 0OHAPYKEHUS BTOPKEHUM

[logcucrema oOHapy>KeHHsI BTOP)KEHHM JODKHA O0€CleurBaTh BbISBICHUE
ceTeBbIX arak Ha snemMeHTbl UCII/{H, noaxitoueHHble K ceTsIM OOLIEro MOJIb30BAHUS U
(W) MEXAYHApOJHOTO OOMEHA.

OYHKIMOHAI TMOACUCTEMBI MOXET OBITh pEaJM30BaH NPOrPAMMHBIMH U
IIPOrpaMMHO-AIIIAPATHBIMU CPEACTBAMM.

[logcucrema KDI/IHTOFDad)I/IIKTCKOﬁ 3aIlINThI

[Toncucrema kpunTorpaduueckoi 3aMThl peaHa3HadeHa A1 uckitouenns HCJI
K 3amuuiaemoit uapopmanmu B UCIT/In Komuccuu npu ee nepenade no kaHaiaam CBA3U
ceTel 00IIero MoJib30BaHUsl U (WJIM) MEXKTYHAPOJIHOTO OOMEHa.

HOI[CI/ICTGMa PCAINU3YCTCA IIYTCM BHCIAPCHUA KpI/IHTOI’pa(bI/I‘-ICCKI/IX IIporpaMMHO-

allIrapaTHbIX KOMIIJICKCOB.

5. Hoan3oBareau UCIIAn

B UCIIln Komuccun MOXKHO BBIACIHTH CIEIYIOIIME TPYHIbl MOJIb30BATENEH,
Y4acTBYIOLIMX B 00paboTke n Xxpanenuu [1/]H:

Anmvunuctparopsl UCI/H;
AJMUHHUCTPATOPHI 0€30TTACHOCTH;
Omnepatopsl APM;
Anmunuctpartopsl cetu UCIH;

TexHu4yeckre  CIENMUATUCTBI 10  OOCIY)KMBAaHHIO  TEpUPEPHIAHOTO
o0opynoBaHUsI.

JlanHble O rpynmax Mojb30BaTeNsIX, YPOBHE UX JOCTYNa U UHPOPMUPOBAHHOCTH
JOJKHBI OBITH OTpakKeHBI B Marpuiie O0CTyma TOJb30BaTeIel K 3alluiaeMbIM
UH()OPMALIMOHHBIM peCypcam.

Anpmuauctparop MCIIH

Anvmunuctparop UCIIIH, corpynnuk Komuccuu (MM MHOE YMOJTHOMOYEHHOE
JIUMII0), OTBETCTBEHHBIM 3a HACTpOWKY, BHeApeHue u conpoBoxaeHue HWCIIH.
ObecneunBaeT (pyHKIMOHWpOBaHHWE mMoacucTeMbl ympabieHus aoctynom HCII[IH wu
YIOJIHOMOUYEH OCYIIECTBIATHh IMPEAOCTABICHUE W PA3rpaHUYEHUE OCTYyIla KOHEYHOIO
noJsib3oBatens (Onepatopa APM) k anemMeHTaM, XpaHsIIUM ITEPCOHANIbLHBIC JTAHHBIC.



Anmunuctpatop UCIIIn obnanaet cieayomuM ypoBHEM TOCTyA U 3HAHHIA:

oOnamaeT mMoiaHOM WHGOpPMAIMEl O CHCTEMHOM U MPHUKIAJAHOM MPOTPaMMHOM
oo6ecneuennu UCII/IH;

obOnagaeT moMHOW WHGOpPMAIMed O TEXHHYECKHUX CPEACTBAX M KOHQUTyparuu
NCIIH;

UMEeT JOCTYyll KO BCEM TEXHMYECKHM CpeICTBaM 00pabOTKH HHPOpMALMU U
nanaeiM UCIT/1H;

obOnagaeT mpaBaMH KOH(PUTYPUPOBAHUS M aJMUHUCTPATUBHOM HACTPOUKHU
texHuueckux cpeacts UCIIH.

A nMuHHCTpaTOp 0€300aCHOCTH

AnMmuHucCTpaTtop  Oe3omacHoCTH,  coTpyaHuk  Komuccuu — (WM HMHOE
YIOJHOMOYEHHOE JIMII0), OTBETCTBEHHBIM 3a (yHKuuonuposanue C3II/IH, BItOYas
o0cIy’>KMBaHHE U HACTPOUKY aIMUHUCTPATUBHOMN, CEpBEPHON U KJIMEHTCKOM KOMITOHEHT.

AnMuHHCTpaATOp 0€301MaCHOCTH 001a1aeT CAEAYIOIUM YPOBHEM JIOCTYIIA M 3HAHUA:
oOnanaer nmpaBamu Aamunuctparopa MCII/x;
obnanaet nonHou nndopmanueit 06 MCII/IH;

MMEET JIOCTYII K CPEJICTBAM 3alliThl HH(POPMAIIUKM B MPOTOKOJIUPOBAHUS U K
yacTu KitoueBbiX aeMeHToB UCII/IH;

HE MMEET IpaB JIOCTyNa K KOHPUTYPUPOBAHUIO TEXHUUECKUX CPENICTB CETU
32 UCKJIFOUEHUEM KOHTPOJIbHBIX (MHCIEKIMOHHBIX).

AnMuHHCTpaTOp 6€30MACHOCTH YIIOTHOMOYEH:

peaan30BbIBaTh MOJUTHKU Oe3omacHocTH B yacTu HacTpoiku CK3U, MexkceTeBbIx
DKPAaHOB W CHUCTEM OOHApYKEHHUS aTaK, B COOTBETCTBHUHM C KOTOPHIMHU TOJIb30BaTENb
(Oneparop APM) nonydaet BO3MOXXHOCTh pabotars ¢ anementamu UCITIH;

OCYIICCTBIIATDb ayauT CPCACTB 3alllUThI;

Oneparop APM

Onepatop APM - corpynnuk Komuccuu (WM MHOE YHOJHOMOYEHHOE JIMIIO),
ocymecTBistomuil - oopadorky IIJIn. O6paborka II[IH BKIHO4aeT: BO3MOXKHOCTH
npocmotpa I1/1n, pyunoit BBoa 1[I B cucremy UCIIH, popMupoBaHue cnpaBoK U
oTueToB 1o uHdopmanuu, nonydennor uz MUCIIJI. Oneparop He UMeeT MOJTHOMOYH IS
yhIpaBiieHus moacucteMamu oopadbotku nanubeix U C3I1/1H.



Omneparop UCII/Ix oGmanaer ciaemyonuM ypoBHEM TOCTYTa U 3HAHUH:

oOmamaeT BceMH HEOOXOAUMBIMU  arpubyTamMu  (HampuMep, MapojeMm),
00ecreynBarIMU JOCTYIT K HEKOTOpOMY TOAMHOXecTBY [1/1H;

pacnojaaract KOH(I)I/I,ZIGHHI/IaHLHBIMI/I JaHHBbIMH, K KOTOPBIM UMCCT OOCTYII.

A nmuauctparop cetu UCITH

Anvunuctpatop cetu  MCII[IH, corpymauk  Komuccnn  (uom uHOE
YIOJTHOMOYEHHOE JULO), OTBETCTBEHHBIN 3a (bYHKIIMOHUPOBaHUE
TeleKOMMyHUKanMoHHON mnoacuctemel MCII/IH. AAMUHUCTpAarop CE€TH HE UuMeeT
IOJTHOMOYUH JIJIs1 YIIpaBJIEHUs OJCUCTEMaMu 00pabOTKH TaHHBIX U 0€30IaCHOCTH.

AI[MI/IHI/ICTpaTOp CCTHU 06J1az[aeT CICaAyromuM YpOBHCM AJOCTYIIa U 3HAHUU:

oOnazaer 4yacTel0 HMHPOpPMAUMU O CHCTEMHOM M MPHUKIATHOM MNPOrPAMMHOM
obecneuennu UCII/IH;

obOnagaeT 4acThlo HMHGOPMAIMM O TEXHHMYECKUX CPEICTBaX W KOH(MHUTypaluu
NCIIH;

uMeeT (PU3NYECKUN JOCTYI K TEXHUYECKUM CpeicTBaM 00pabOTKM MH(OPMALIMK U
CpelICTBaM 3alllUThI;

3HAcCT, 110 MEHBIIICH MCPEC, OJHO JICTAJIBHOC UM JOCTYIIA.

TexHUYECKUI CIEMAIMCT 110 00CTYKUBAHUIO ITEpUdEPHUIHOTO 000PYIOBAHUS

TexHu4YecKkuil CreruantucT mo oocaykuBaHuto, corpyaHuk Komuccuu (wim nHoe
YIOJIHOMOYEHHOE JIUIIO), OCYIIECTBIISET OOCITY>KUBAaHUE U HACTPOUKY TepudepuitHoro
obopynoBanusi UCII/IH. TexHudeckuil cCHnenUaUCT MO OOCITY)KHBAHUIO HE HMEET
noctyna k I1J[H, HE WMeeT MOTHOMOYMI NJisi YIpaBIICHUS MOACUCTEMaMU OOpaOOTKU
JIAHHBIX U 0€30IIaCHOCTH.

TexHruecKkuil CHenuanucT no OOCIY)KMBAaHHUIO OOJNAJaeT CIEAYIOIUM YPOBHEM
NOCTyTa ¥ 3HAHUM:

oOnasaer 4yacThl0 HMHQOpPMAIMM O CHUCTEMHOM M MPHUKIATHOM MPOTPAMMHOM
ob6ecneuennu UCIIH;

oOnamaer 4acThio WH(MOpPMAIIMM O TEXHMUYECKUX CPEACTBAX M KOH(GUTyparuu
NCTIIH;

3HAcCT, I10 MEHBIIICH MEPEC, OJHO JICTAJIBHOC UM JOCTYIIA.

6. TpeOoBaHusi K nepcoHaxy no odecnedenuro 3amuTbl [1H

Bce corpynnuku Komwuccuwm, sensgrommecs nogb3oBarenamu UCIIIH, qomKHBI



YETKO 3HAaTh M CTPOTO BBHIMOIHATH YCTAHOBICHHBIE MTPaBUIIa M 00SA3aHHOCTH 110 IOCTYITY K
3alUIAEeMbIM 00BEKTaM U COOJIIOIEHUIO IPUHSATOTO pekuma Oe3onacHoctu I1J1H.

[Tpu BcTyIuieHHH B TOMKHOCTH HOBOTO COTPYIHHUKA OH JIOJKEH OBITh O3HAKOMJICH
C HEOOXOAMMBIMU JOKYMEHTaMH, perIaMEHTUPYIOIIUMHU TpedoBaHus 1o 3amute [1/1H, a
Takke  OOyueHHWE  HaBbIKaM  BBIIIOJIHEHUS  MPOLEAYpP, HEOOXOOUMBIX IS
CaHKIIMOHUPOBaHHOTrO Hcnonb3oBanus UCII/H.

CoTpynHUK JOJKEH OBITh O3HAKOMJIEH CO CBeleHUsIMH Hacrtosimed llonmutuku,
OPUHATHIX Tpoueayp padotsl ¢ anementamu UCIIn u C3I11H.

Cotpynuuku Komuccuu, HCIOIB3YIONINE TEXHUYECKHUE CPEACTBA ayTeHTU(UKALINH,
JIOJKHBI 00€CTIeYnBaTh COXPAHHOCTh MIECHTU(UKATOPOB (NMEKTPOHHBIX KIIIOUEH) U He
nonyckate HC/ k HUM, a Tak e BO3MOKHOCTb UX YTEPHU UM UCIIOJIH30BAHUS TPETHUMU
muuamu. [lomp30Barenn HECYT NEPCOHATBHYIO OTBETCTBEHHOCTh 3a COXPAHHOCTh
UJACHTU(UKATOPOB.

Corpynnukun Komuccny JOJDKHBI  CIIEOBAaTh YCTAHOBJIEHHBIM IPOLEAYypam
nojepkanus pexkuma o6esomnacHoctu I1/IH mpu BEIOOpE M UCTIONB30BaHUU MTAapoJieH (ecau
HE UCIOJIb3YIOTCSI TEXHUYECKHE CPEACTBA ayTEHTHU(UKALINH ).

Corpynnukn  Komuccum  JTOIDKHBI — 00€CHEUMBATh — HAMJICKAUIYIO — 3allHUTy
0o0OpyaOBaHuUs, OCTaBIsEMOro 0O€3 MPHUCMOTpPa, OCOOEHHO B TEX Cllydasix, KOIla B
IOMEILEHHE HMMEIOT TOCTYIl MOCTOPOHHME JIMIA. Bce Moiap30BaTeNy JOKHBI 3HATh
TpeboBaHus 1o 6ezonacHocty [1JIH 1 nmporenypsl 31U Thl 000PYI0BaHUS, OCTABIEHHOTO
0€3 MpUCcMoTpa, a TAaKKe CBOM 00S3aHHOCTHU M0 00ECIIEYCHUIO TAKOU 3aIUTHI.

CoTpynHMKaM 3alpeniaercsi yCTaHABIMBaTh IOCTOPOHHEE  IMPOrPAMMHOE
obecrieueHue, MOAKIIOUATh JINYHbIE MOOWIIbHBIE YCTPOMCTBA M HOCUTENIN HH(OPMAIIUH, a
TaK >K€ 3alUChIBaTh HA HUX 3alllUIaeMyI0 HH(DOpMAIHIO.

CoTpynHuKkaMm 3ampelaercs pasnialmarh 3aiuiiaeMyro MHGOpMalHio, KoTopas
cTaja UM M3BECTHA Npu padoTe ¢ nHpOpMaMOHHBIMU cucTemMamu Komuccuu, Tpetbum
JUIaM.

[Tpu pabore c¢ I1[n B UCII[In corpynuuku Komuccunm o0si3aHBI 00€CTICUUTH
OTCYTCTBUE BO3MOXHOCTH npocMotpa II/IH Tpetbumu nuamu ¢ MOHUTOPOB APM ninn
TEPMHUHAJIOB.

[Tpu 3aBepuienun padotel ¢ UCIIAH coTpynHuku o06s3aHbl 3aiuTUTE APM 1miun
TEPMHUHAJIBI C TOMOILBIO OJIOKHPOBKHU KJIFOUOM WUJIM 3KBUBAJIEHTHOTO CPEICTBA KOHTPOJIS,
HampUMep, JOCTYIIOM IO MapoJiio, €CIU HE MCHOJB3YIOTCS 0ojee CHIIbHBIE CpPEACTBa
3a1UTHI.

Corpynnuku Komuccun A0mKHBL  ObITh  MPOUMHGOPMHUpPOBaHBI 00 yrposax



HapymieHus pexunma OezonacHoctu [1J[H m oTBeTCTBEeHHOCTH 3a ero Hapymienue. OHU
JOJKHBI OBITh O3HAKOMJICHBI C YTBEPXKIACHHOW (hOpMaIbHON MPOIEAYPON HAIOKCHHSI
JTVCLUIUIMHAPHBIX B3bICKAHUN HA COTPYAHUKOB, KOTOPBIE HAPYIIIUIN PUHSATHIC TIOJIUTUKY
u miporeaypsl 6e3onacuoctu [1JIH.

CotpynHuku 00s13aHbI 0€3 IpOMeIJIeHHUsI coo0Iarh 000 BCeX HAOMIOMAeMbIX WUITH
MOIO3pUTENbHBIX ciaydasx padorel MCIIJIH, Morymux mnoBiedb 3a cOOOH yrpo3bl
o6esomacHocty [IJI[H, a Takke O BBISIBIEHHBIX HMH COOBITHSX, 3aTparnBaroONIuX
oe3omacHoCTh IIJIH, pYKOBOACTBY IOJApa3[CiACHUS W JIMIly, OTBCUAIOIIEMY 3a
HEME/JICHHOE pearnpoBaHue Ha yrpo3sl 0e3onacHocTH T1]1H.

JlommxkHOCTHBIE 00s3aHHOCTH TTob3oBareneit MCITJ{H

JlomkHOCTHBIE 00si3aHHOCTH Tonb3oBareneid MCIIJIH omucaHbsl B CHEAYOIMIMX
JIOKYMEHTAaXx:

Nuctpykuus agmuanctparopa UCITIH;

HNuctpyknus anmuauctparopa 6e3onacuoctu MCII/IH;

Nuctpykuus nonb3oBarens UCITIH;

HNHCTpyKIHS MTOIB30BaTENS TPYU BO3HUKHOBEHUH BHEIITATHBIX CUTYAIUN;

OTBETCTBEHHOCTh COTPYAHHUKOB

B cootBercTBUU cO cTaTheit 24 PenepanbHoro 3akoHa Poccuiickoit denepaunn ot
27 urons 2006 1. Ne 152-®3 «O nepcoHaNbHBIX JAHHBIX) JIUIAa, BAHOBHBIE B HAPYIIICHUU
TpeboBanuii gaHHOrO @DenepanbHOTO 3aKOHA, HECYT TPAKIAHCKYIO, YTOJOBHYIO,
aAMUHUCTPATUBHYIO, JUCHUIUITMHAPHYIO U HHYIO IPEAYCMOTPEHHYIO 3aKOHOIATEIbCTBOM
Poccniickoit denepannvi OTBETCTBEHHOCTD.

HeiicTByromee  3akoHoAarenbCcTBO  Poccuiickon — Depepauuu  MO3BOJISIET
NPEeIbSBIATh TpeOoBaHUS MO obecreueHuto Oe30MmacHoOi paboThl C  3alUIIAEMOM
uH(popmaleil U mpenycMarpuBaeT OTBETCTBEHHOCTh 332 HApYILIEHUE YCTAaHOBJIEHHBIX
npaBui 3kcrutyaraiui OBM u cucteMm, HempaBOMEpHBIN A0CTYyN K MH(OpMauH, €Clid
ATU ACHCTBUS MPUBEIU K YHUUYTOXKEHHUIO, OJIOKUPOBAHUIO, MOAU(UKALIMK HHDOpMAIIUU
WM HapymieHnuto padotel DBM wum cerelt (ctateu 272,273 u 274 YTronoBHOTO KOEKca
Poccuiickoit denepannn).

Anvmunuctpatop  HUCIIJlH wu  agMuHMCTpaTop  O€30MAaCHOCTH  HECYT
OTBETCTBEHHOCTbH 32 BCE JICMCTBUS, COBEPIICHHBIC OT UMEHU UX YYETHBIX 3alUCEN WU
CUCTEMHBIX YYETHBIX 3allMCeH, eciu He JAoKa3aH (AKT HECAHKIMOHHUPOBAHHOTO
WCIOJIb30BAHUS YYETHBIX 3alIUCEH.

[Tpu Hapymenusx corpyaqaukamu Komuccuu — nonb3oBarensimu UCITIx npasun,



CBSI3aHHBIX ¢ Oe3omacHOCThIO IIJ[H, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO
JNENCTBYIOIINM 3aKOHOAATENbCTBOM Poccuiickon @enepanum.

7. CIHCOK MCIO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATUBHO-IIPABOBBIMX W MCTOAWYCCKHMMH TOKYMCHTaMH, Ha
KOTOPBIX 633preTCH HacCToOAgast HOJ'II/ITI/IKa, SABJIAIOTCA:

®enepanbblii 3akoH oT 27.07.2006 1. Ne 152-03 «O nepcoHalbHBIX JTaHHBIX,
YCTAHABJIMBAIOIIUM OCHOBHBIE TIPUHIMUIBI U YyciaoBus oOpaborku [IJIH, mnpasa,

00s13aHHOCTH M OTBETCTBEHHOCTh YYAaCTHHKOB OTHOIIICHWM, CBSI3aHHBIX C 00pabOTKOM
IT/1n.

TpeboBaHuss K 3amMTe MEPCOHAIBHBIX JAHHBIX TMpH HUX 00paboTke B
MH(POPMAIIMOHHBIX CUCTEMaX MEPCOHANIBHBIX JTAHHBIX, YTBEPK/ICHHbIE TIOCTAHOBICHUEM
IIpaBurenscTBa Poccniickont ®denepannu ot 01.11.2012 . Ne 1119.

[lonoxxenne 00  OCOOEHHOCTSIX  OOpaOOTKM  NMEPCOHAIBHBIX  JIAHHBIX,
OCYLIECTBIsIEMOM 0€3 HCIONb30BaHUSI CPEICTB ABTOMATU3allMM, YTBEPKIECHHOE
nocranosisieHreM [IpaBurenbctBa Poccuiickoit @enepanuu ot 15.09.2008 1. Ne 687.

HopmaruBHO-MeToanYeCcKHE TOKyMEHThI DesiepalibHOM CiTyKObI IO TEXHUUYECKOMY
u skcnepTHoMy KoHTposto Poccuiickoit ®@enepanuu (nanee — ®CTOK Poccun) mo
obecnieuenuto 6ezonacHoctu [1/1n npu nx odpadorke B UCII/IH:

bazoBas Mozenb yrpo3 6€30macHOCTH MEPCOHANBHBIX TAHHBIX TTPU UX 00paboTKe B
MH(OPMAIIMOHHBIX CUCTEMaxX IMEPCOHANIBHBIX JaHHBIX, YTBEPXKIICHHAs 3aMECTHTEIIeM
nupekropa @CTIOK Poccum 15.02.2008 r.

Metoanueckuid JOKyMeHT. MeToInKa OLIEHKH yrpo3 0e30macHoCcTd HHGOpMaIu,
yrBepxkaeHHbI PCTOK Pocenn 05.02.2021 1.

[Mpuxa3z ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yrBepxkaenun TpeboBanmii o
3amuTe UHPOPMAIMK, HE COCTABISIONIMX TOCYIApCTBEHHYIO TaiHY, COAEPIKAIINXCS B
roCyl1apCTBEHHBIX MH(POPMALIMOHHBIX CUCTEMAX).

[Tpukaz ®CTIK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxknenun CocraBa H
COJIEpKaHUSI OPTraHWU3AIMOHHBIX M TEXHUYECKUX Mep Mo obecredeHuto 0e30MacHOCTH
NEPCOHANBHBIX JIaHHBIX MpU HMX 00paboTke B HH(OPMAIIMOHHBIX CHCTEMaXx
NEPCOHAIBHBIX JAHHBIX).

[Ipuka3z ®DenepanpHoil cmy)Obl Oe3omacHocTH Poccuiickoit ®denepanuu 0T
10.07.2014 Ne 378 «O06 ytBepxkaeHuu CocTaBa W COACPKAHUS OPTAaHU3AIMOHHBIX U
TEXHUYECKUX Mep MO OO0EeClneueHUI0 Oe30MacHOCTH TMEPCOHANBHBIX JAaHHBIX MPU HX
00paboTke B MH(MOPMAIMOHHBIX CUCTEMaXxX IMEPCOHAJBHBIX JTAHHBIX C HCIOJIb30BAaHUEM



CPEICTB KPUNTOrpapUIeCKON 3aruThl WHPOpMAIMK, HEOOXOMUMBIX JJIS BBIMOTHEHUS
ycTaHoBJeHHBIX [IpaButenbctBoM Poccuiickoit ®denepannu TpeOOBaHHMM K 3alllUTe
NEPCOHAJIBHBIX TAHHBIX ISl KaXKJO0TO U3 YPOBHEHN 3aIUILICHHOCTI.

MeToandeckne peKOMEHIAINK 1O pa3paboTKe HOPMATHUBHBIX MPABOBBIX aKTOB,
OTIPEIEISIIONINX yIrPO3bl OE30TACHOCTH TEPCOHANBHBIX JaHHBIX, AaKTyaJIbHBIC TIPH
00paboTKe TEPCOHATBHBIX JaHHBIX B HH(POPMAIMOHHBIX CHCTEMaxX IMEPCOHAIBHBIX
JAHHBIX, OKCIUTyaTUPYEeMbIX TIPU  OCYIIECTBICHUU COOTBETCTBYIOIIMX  BHJIOB
NEATENIbHOCTH, YTBepkIeHHbIE pykoBoacTBoM 8 LlenTtpa @CBb Poccum 31.03.2015 Ne
149/7/2/6-432.



