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ITO/IMTUKA
uH(opMaIHOHHOH 0e30MacHOCTH
npu padoTe ¢ NepcoHaIbHBIMH JAHHBIMH
B balika/10BCKOi pailOHHOW TeppPUTOPHATIBHOM M30UpaTe/TbHON KOMUCCHU

OITPEAEJ/IEHUA

B HacrosijeM JOKyMeHTe WCHO/b3YIOTCH C/eylolue TepMUHbl U UX
onpejeneHus..

ABTOMATH3MpPOBaHHAsi cHUCTeMa - CHUCTeMa, COCTOSIlas W3 TepcoHana U
KOMIL/IeKCa CPeZiCTB aBTOMAaTH3al[iK ero [iesiTe/IbkHOCTH, peasu3ytollas nHhopma-
I[MOHHYIO TeXHOJIOTUIO BBITIO/THEHUST YCTAaHOBIEHHbIX (DYHKIUH.

AyTeHTH(UKAUMSA OTNPABUTEJNs JAaHHBIX - [IOATBep)KJeHue TOro, 4YTo
OTIIPABUTEJIb MOTyYeHHbIX JAHHBIX COOTBETCTBYeT 3aABJIECHHOMY.

Be30macHOCTh MEPCOHAJILHBIX JIaHHBIX - COCTOSIHME 3alUIeHHOCTH
MepCOHANbHBIX JIAHHBIX, XapaKTepru3yemoe CIIOCOOHOCTBIO —T10Jib30BaTesiel,
TeXHUUECKAX CpPeACTB W  WHGMOPMAILMOHHBIX  TeXHONOTWM  obecreunThb
KOH(U/IeHLIMA/IbHOCTh, L[eJIOCTHOCTb U JOCTYMHOCTb MEePCOHATbHBIX [JaHHBIX MpPU
1x 06paboTke B MH(OPMALIMOHHBIX CUCTeMaX MepCoOHaNbHbIX JJaHHBIX.

BHOMeTpH‘{eCKHe MnePCoOHAJIBbHbLIC JAaHHbIE - CBeJleHus, KOTOpre
XapaKTepu3yoT QU3noaoruueckie 0CoOOEHHOCTU YesioBeKa U Ha OCHOBe KOTOPBIX
MO>KHO yCTQHOBUThH €r0 JIMUHOCTh, BK/OUasi (poTorpaduu, OTmeuaTKu MasblieB,
obpa3 ceTuaTKM TJia3a, OCOOEHHOCTH CTPOEHMs Tefla W APYTYI0 TI0A00HYIO
MH(OpMaLHIO.

B/loKMpOBaHHEe NEPCOHAJIBHBIX JIaHHBIX - BpPEMEHHOe TMpeKpalleHue
00paboTKM MepcoHaNbHBIX JaHHBIX (3a UCK/IIOUeHWeM CJlyuyaeB, ecid oOpaboTka
HeoOXoJuMa /I/is1 yTOUHeHUs TiepCOHa/IbHBIX JaHHBIX).

Bupyc (KOMObIOTEPHBI, MPOrpaMMHBIii) - UCIOJIHSIEMbIM MNPOrpaMMHBbIN
KOZ, WIA UHTEPTPeTUPYeMbI Habop MHCTPYKIWM, 00/1a/jatoliii CBOMCTBAMH He-
CAaHKL[MOHMPOBAHHOT'O PAaCIpOCTPaHeHUsT U caMOBOCIpou3BeieHrs. Co3/jaHHbIe
nyOnMKaThl KOMITBIOTEPHOT'O BHPYyCa He BCer/ia COBIMa/lal0T C OPUTHMHAIOM, HO CO-
XPaHST CrIOCOOHOCTh K Jla/ibHelIIeMy paclpoCcTpaHeHUI0 U CaMOBOCIIpOU3Be/ie-
HUIO.

Bpenonocnas mporpamma - IporpamMma, rpegHasHaueHHas i1 OCYI[eCTB-



JIeHWsI HeCaHKLIMOHUPOBAHHOTO [IOCTyNa U (WIM) BO3/ENCTBUS Ha MepCcoHa/bHbIe
JlaHHbIe WX pecypchbl MHGOPMAI[MOHHON CUCTeMbI MTepCOHATBHBIX IaHHBIX.

BcnomorarteiibHble TEXHHYECKHE CpPEICTBA M CHCTEMbI - TeXHUUECKHe
Cpe[iCTBa ¥ CUCTEMBI, He TIpe/lHa3HaueHHbIe IS Tepeayun, 00paboTKU U XpaHeHHsI
MepCOHAbHBIX [IaHHBIX, YyCTaHaB/MBaeMble COBMECTHO C TeXHAUYECKUMU
CpeAcTBaMM U CHUCTeMaMM, TpejHa3HaueHHbIMU [jii 00paboOTKM TepCOoHa/TbHbIX
JJaHHbIX WM B TIOMEIEeHUsIX, B KOTODPbIX YCTaHOBJIEHbI WH(POPMAaLIMOHHBIE
CUCTeMbI TTepCOHa/TbHBIX TaHHBIX.

JocTyn B onmepanmMoHHYI0 cpeay KoMnbiOTepa (MHGOPMAIMOHHOW CHCTEMbI
NEePCOHANILHBIX [JAaHHBIX) - TOJIyYeHHe BO3MOKHOCTH 3alyCKa Ha BBIMIOJIHEHHE
IITaTHBIX KOMaH/, (DYHKIMH, MpoLjeJyp OMNepaljuOHHOM CHUCTeMbl (YHUUTOKEeHUS,
KOTIMPOBaHUs, TepeMellleHUsT U T.I.), UCIOJHSeMbIX (ailioB TPUK/IaJHBIX
MpOrpamMM.

Joctyn Kk uH(popMamuum - BO3MOXXHOCTh TOJyYeHUs WHGOpPMALUU U ee
WCII0/Ib30BaHUS.

3ak/aag04HOe YCTPOiiCTBO - 3JeMEHT Cpe/iCTBa CheMa WHMOpMalUH,
CKPBITHO BHeJpSieMbIM (3aK/1aJblBaéMbIi WIX BHOCUMBIM) B MeCTa BO3MOKHOTO
cbeMa vHMopMaly (B TOM UKC/ie B orpakieHre, KOHCTPYKIUIO, 000pyZoBaHue,
rpeAiMeTbl UHTepbepa, TPAHCIIOPTHBIE CPEe/ICTBA, a TaK)Ke B TeXHUUECKUe Cpe/iCTBa
1 cucTeMbl 00paboTKH MH(OPMaIUK).

Bammmaemas uHpopmamus - HHPOpPMalYs, SBJSIOLIAACS TpeAMEeTOM
COOCTBEHHOCTH U TIOAJIEXalljasi 3all[iTe B COOTBETCTBUM C TpeboBaHUSAMU
TIPABOBBLIX IOKYMEHTOB WK TPeOOBaHHWSIMM, YCTaHABIMBaeMbIMU COOCTBEHHHUKOM
HMH(OpMaI1Hu.

Hnentudukanus - TpPUCBOeHWe CyObeKTaM M 00beKTaM 0CTyma
uaeHTrdukaTopa ¥ (WIM) CpaBHEHHWe TIPeIbsIBISEMOro WAeHTH(hUKAaTopa C
TepevyHeM MPHUCBOEHHBIX UJIeHTU(HUKATOPOB.

NudopmaTuBHbIM CcHrHaJ - OSJIGKTPUUECKHE CHUTHa/lbl, aKyCTUUeCKHe,
3/IeKTPOMAarHuTHbIe U Apyrye ¢u3nyecKre ToJis, 1o rmapaMeTpaM KOTOPbIX MOXKeT
ObITb packpbiTa KOHMHAeHIManbHass uWH(oOpMalusa (TepcoHalbHbIe TaHHbBIE)
obpabaTeiBaeMast B MH(OPMALIMOHHOW CHCTeMe TTePCOHATbHBIX JaHHBIX.

NHpopMannoHHbIE TEXHOJOrMM - TIPOIeCChl, MeTOJbI TIOMCKa, cbopa,
XpaHeHusi, 00pabOTKM, TIpe/oCTaB/ieHUsl, paclpoCTpaHeHUusi WHQpopMaluu U
Crioco0bl 0CyI1[eCTBIeHUs TaKUX TPOL[eCCOB U METO/IOB.

Nudopmannonnass cucrema mnepcoHadabHbiXx AaHHbix (UCIIAH) -
COBOKYITHOCTb COZlepXKalliuxcsi B 0a3ax [JaHHBIX [1epCOHAbHBIX J[aHHBIX U
obecrieurBaOIMX UX 00pabOTKy MHGMOPMAIMOHHBIX TEXHOJOTUM U TEeXHUUECKUX
CpeJCTB.



Hcnosb30BaHne MePCOHAIbHBIX [JaHHBIX - JleMcTBUS (omeparuu) C
MepCcoHalbHBIMU  IAHHBIMH, COBepIllaeMble OIepaTOpOM B Lie/isiX TMPUHATHS
pellleHuid WA COBepIleHUs] WHBbIX [IeWCTBUM, TIOPOXKJAIIIMX HOPUAUUYeCKUe
TIOC/IeZICTBUSI B OTHOIIIEHUM CyOBeKTa TepCOHa/bHbIX [JaHHBIX WM APYTHUX JINI]
mbo MHBIM 006pa30M 3aTparvBaroOIUX MpaBa U CBOOOABI CyObeKTa TepCOHaTbHbBIX
JIAaHHBIX WIW APYTHX JIUL].

HcToyHuK yrpo3sl Oe3omacHocTH uHpopmamuun - CyOBEKT JOCTyTa,
MaTepuanbHBIA 00BeKT WM (u3nueckoe siB/ieHUe, SIB/ISIOMIAECS TIPUUUHON
BO3HUKHOBEHUS yIpo3bl 6e30racHoCT WHGOpMAI[UH.

KonTpoaupyemas 30Ha - TIPOCTPAHCTBO (TEpPpUTOPHS, 3[aHHUe, YaCThb 34aHUS,
roMeliljeHue), B KOTOPOM HCK/IFOUEHO HEKOHTpo/MpyeMoe TipeObiBaHUe
MMOCTOPOHHMX JIL], & TaK)Ke TPAHCIOPTHBIX, TEXHUYECKUX U WHBIX MaTeprabHbIX
CpeZCTB.

KonduaeHuuaibHOCTh MEPCOHATBHBIX JAaHHBIX - 00s3aTesnibHOE /IS
cobtofieHrsi OrlepaTOPOM WM WHBIM TOYYMBIIMM JOCTYN K TepCOHaIbHbIM
JaHHBIM JIMLIOM TpeOOBaHMe He [OMYyCKaTb WX pacrpocTpaHeHue 0e3 coriacus
cyObeKTa repCOHaTbHBIX JAHHBIX WM HaJIMUWsl MHOTO 3aKOHHOT'O OCHOBAHHUSI.

MesxkcereBoii  3kpaH -  JIOKaJibHOe  (OAHOKOMIIOHEHTHOE)  WJIU
(YHKIMOHA/IbHO-PACIIpe/ieJIeHHOe  MpOrpaMmMHoe  (TIporpaMMHO-anrnapaTHOe)
CcpeZCTBO (KOMILIEKC), pea/n3yrolijee KOHTPO/Ib 3a UH(GOpMallield, MoCTyIatolel B
MH(OPMAIIMOHHYI0 CHUCTeMYy I[1epCOHA/IbHbIX [JaHHbIX W (WIA) BBIXOJMAIEH U3
MH(MOPMAaI[MOHHOW CHUCTeMBI.

Hapymureap 0e30MaCHOCTH MEPCOHAIbHBIX JaHHBIX - (hH3UUeCKoe JIUIIO,
C/lyyaiiHO WM TpeJlHaMepeHHO COBepIlarolljee AeWCTBUs, C/IeICTBUEM KOTOPBIX
ABJISIETCS HapyllleHre 0e30MacHOCTU MepCOHaIbHBIX JAAHHBIX TIPU X 00paboTke
TeXHUYeCKUMH CpeACTBaMKd B HWH(POPMALIMOHHBIX CHCTeMaX TepCOHATbHBIX
JMaHHBIX.

HeaBromaTusupoBannasi o0padoTka IMePCOHANLHBIX AaHHBIX -00paboTka
MepCoHaMbHBIX  JaHHBbIX, COJZepXalluxcsi B  HWHGOPMAI[MOHHOM  CuCTeMe
MepPCOHA/ILHBIX AHHBIX JIMOO W3B/I€UEHHBIX M3 TaKOW CHUCTEeMbl, CUWUTAeTCS
OCYI1|eCTB/IEHHOM 6e3 WCII0/Tb30BaHUs Cpe/iCTB aBTOMaTU3aLUU
(HeaBTOMAaTU3MPOBAHHOW ), €CJ/IM TaKWe [JeMCTBUS C MePCOHA/IbHBIMU JAHHBIMU, KaK
WCIIO/Ib30BaHWe, YTOYHEHWe, pPaclpOCTpPaHEHWe, YHUUTOXKEHHE IepCOHAIbHBIX
JJaHHBIX B OTHOIIEHWW KaKAOT0 U3 CyObEeKTOB TMepCOHANbHBIX [JaHHBIX,
OCYI1[eCTB/ISIFOTCS] IPU HEMOCPeICTBEHHOM y4aCTHH UesloBeKa.

HenexiapupoBaHHble BO3MOKHOCTH - (YHKIMOHA/TbHbIE BO3MOKHOCTU
CPeACTB BbIUYMC/IUTETBHOM TEeXHWKH, He OMMUCaHHble WM He COOTBETCTBYHOLIME
ONMCaHHBIM B JIOKYMEHTaldW, TIPU HCMOJIb30BAaHUU KOTOPBIX BO3MOXKHO
HapylleHve  KOH(UAEeHLMaJbHOCTH,  AOCTYITHOCTM  WIA  LeJIOCTHOCTH



obpabaTbiBaemMoi MH(OpMaIIUH.

HecaHKLIUOHUPOBAHHbBIN AOCTYN (HeCAaHKI[MOHMPOBAHHbIE AeHCTBHS) -
JIOCTyn K MHMOpPMalMU WM AEeMCTBUS C WH(OpMalyel, Hapyllaroljde MpaBu/a
pasrpaHUueHus [0CTyTa C UCT0/Ib30BaHKeM IITAaTHBIX CPe/ICTB, IIPe/I0CTaB/IsIeMbIX
MH(MOPMaI[MOHHBIMU CUCTEMaMHU TepCOHabHbBIX JAHHbIX.

Hocureans undopmanun - dhr3nueckoe MO0 WX MaTepyUaibHbIN 00BHEKT, B
TOM Uuc/ie (pu3nyeckKoe 1oJie, B KOTOPOM HH(OpMaI[1si HaXOIUT CBOe OTPaKeHHe B
BHJle CHUMBOJIOB, 00pa3oB, CHTHA/OB, TEeXHWYECKMX peIIeHud U TIPOIeCcCoB,
KOJTMUeCTBEHHBIX XapaKTepUCTUK (PM3UUeCKUX BeJIMUMH.

O6e31nunBaHNe MEPCOHAIBHBIX JaHHBIX - JIEMCTBUS, B pe3ysbTare KOTOPBIX
CTAaHOBUTCSI HEBO3MOKHBIM 0e3 HCI0J/ib30BaHUsl JOTOHUTebHONM WHGbOpMaLun
OoTpe/ieJIUTh TIPUHA/|IE)KHOCTh TIePCOHA/bHBIX [JaHHBIX KOHKDETHOMY CYOBeKTy
MePCOHAJIbHBIX [JaHHBIX.

O0paboTKa NMEPCOHANLHBIX AaHHBIX - JIFOOOe felicTBUe (omepaiys) WIN
COBOKYITHOCTb ZIeMCTBUM (Omepaljyii), COBeplllaeMbIX C HCI0Jb30BaHUEM Cpe/iCTB
aBTOMaTW3ald Wi 06e3 UCMOMb30BaHUS TAaKUX CPeACTB C TepPCOHATbHBIMU
JaHHBIMU, BKIOuUas cOoOp, 3amuch, CUCTeMaTH3allvi0, HaKoIlJleHWe, XpaHeHHe,
yTouHeHWe (0OHOBJ/IeHHe, W3MeHeHHe), W3BjeueHre, HCI0/Ib30BaHue, Tepejavy
(pacmipocTpaHeHue, TIpe/loCTaB/ieHre, AOCTYI), o0e3nuunBaHue, OJIOKMPOBAHUE,
yJaneHue, yHUUTOKeHHe TIepCOHA/IbHBIX JaHHBIX.

OO0menocrynubie NepcoOHaJbHbIC JaHHbIE - [IEPCOHA/IbHBIE JaHHBIE, TOCTYII
HEOrPAaHUUEHHOT0 Kpyra JMI] K KOTOPbIM TIPe/IOCTaB/ieH C coryiacus CybnekTta
MepPCOHA/IbHBIX [IaHHBIX WM Ha KOTOpble B COOTBETCTBUU C eJepasbHbIMU
3aKOHaMH He pacrpocTpaHseTcs: TpeboBaHWe coO/TI0/IeHNsT KOH(PUAEeHIMaTbHOCTH.

Oneparop (MEPCOHANIBHBIX JAHHBIX) - TOCY/JapCTBEHHBbIM  OpraH,
MYHULIATIAJIbHBIA OpraH, HpuAuveckoe Wi (pusnueckoe JUL0, CAMOCTOSTETbHO
WU COBMECTHO C JIDYTMMM JIML[aMU OpPraHu3yrolyie U (WaM) OCYLeCTBISIOLIHEe
00paboTKy IepCcoHaNbHBIX AAHHBIX, a TaKXKe Orpejesstoie 1ead o6paboTku
MepCoHa/IbHBIX JJaHHBIX, COCTaB MePCOHAbHBIX JaHHBIX, TO//IeXKalux 00paboTkKe,
JleCTBUs (Oomepalyu), coBepiilaeMble C TIePCOHATbHBIMU JaHHBIMHU.

TexHuuYeCKHE cpeacrsa HH(bOpMaHHOHHOﬁ CUCTEMBI NIEPCOHAIBHBIX JaHHBIX
- CpelCTBa BBIUMC/IIUTEIbHOW TEXHUKHW, WH(POPMALMOHHO-BbIUMC/IUTE/TbHbIE
KOMII/IEKCbl M CeTH, CPe/iCTBa U CUCTeMbl Mepesauu, npyuema U obpabotku [11H
(cpencTBa M CUCTEMbl 3BYKO3alMCH, 3BYKOYCHIIEHHS, 3BYKOBOCIIDOM3BeJeHUS,
MeperoBOpHble W TeJEeBU3HMOHHbIE YCTPOMCTBA, CpeACTBAa M3TOTOBJIEHUS,
TUP&XUPOBAHUSL [OKYMEHTOB U Jpyrue TeXHUUecKrWe cpeAcTBa 00paboTKu
peueBoi, rpaduueckoid, BUZeo- U OykBeHHOLM(pOBON HHOpPMALUN),
nporpaMMHble CpeJCTBa (OrepaloHHbIe CUCTEMbI, CUCTEMbI yrpaB/ieHus1 6a3amu
JaHHbIX M T.1.), CpejACTBa 3alliuThl HWH(OpMaLM, TIpUMeHsieMble B



MH(OPMAaIMOHHBIX CUCTEMaX.

IlepexBatr (uHpopmamuu) - HerpaBOMepHOe I0ayueHHe HH(OpMaluu C
MCII0/Ib30BaHHEM TEeXHUYEeCKOTO Cpe/ICTBa, OCYIIeCTBIsIOIero obHapykeHuUe,
npreM 1 06paboTKy MHPOPMATHUBHBIX CUTHAJIOB.

IlepconaibHbie 1aHHbIE - H00ass WHGOPMALIVSL, OTHOCSILASCS K TPSMO WU/
KOCBEHHO OTIpe/ie/ieHHOMY WM ofpefiesiieMoMy (u3nueckomy JuLy (CyObekTy
MepPCOHAJIbHBIX JJaHHBIX);

IToOouHbIE  3JIeKTPOMAarHUTHbIE  HW3/IyYeHHMA W  HABOAKH -
3JIEKTPOMAarHUTHbIE W3TyUeHUs] TeXHUUYEeCKHX CpPeJICTB 00pabOTKH 3alluiljaeMoi
uHbOpMaIliy, BO3HUKAlOIMe KaK T[000YHOe  siBjieHWe W  BbI3BaHHBIE
3/IEKTPUUECKMMM CUTHAJ/IaMU, JeWCTBYIOLIUMU B UX 3JIEKTPUUYECKUX U MarHUTHBIX
L[eMsIX, & TaKXKe 3/IeKTPOMarHUTHbIe HABOJIKM 3TUX CUTHA/IOB HAa TOKOIMPOBOSILIVE
JIUHUM, KOHCTPYKLIUU U LIeTIU NTUTaHUS.

IMoauTHKA «YHCTOrO CTOJIA» - KOMIUIEKC OPraHU3aLMOHHBIX MEpOIIPUSTHH,
KOHTPOJIMPYIOIUX OTCYTCTBHE 3amMChbIBaHUS Ha OyMaKHble HOCHUTE/N KITHOUueld U
aTpubyTOB /0CTYyMa (T1apoJieii) U XpaHeH!s1 UX BOM3K 00BeKTOB JOCTYTIA.

ITosb30BaTe/ b UH(POPMALMOHHON CHCTEMbl NMePCOHATBHBIX [JAHHBIX -
JUL0, YyuacTBylolllee B (PYHKI[MOHUPOBAaHUU UWH(MOPMAIIMOHHONW CUCTEMBbI
TePCOHAJIbHBIX JJAHHBIX WK UCTI0/Ib3YI0lllee pe3y/bTaThl ee (DyHKIIMOHUPOBAHUSI.

IpaBusa  pasrpaHMyYeHdsl  JocTyma -  COBOKYIIHOCTb  IIpaBWII,
perjaMeHTUPYHOIIMX MpaBa JoCTyrna CyObeKTOB AOCTyIa K 00beKTaM JoCTyTa.

IporpaMmHas 3aKjaaka - KOl TIpOrpaMMbl, Npe/lTHaMepeHHO BHeCEeHHbIN B
TIPOrPaMMYy C 11eJIbI0 OCYII[eCTBUTh YTeUKY, U3MeHUTh, 0/IOKUPOBATh, YHUUTOXXUTh
WHGOPMAILHI0 WIM YHUUTOXUTh U MOAU(PUIIMPOBAThL TTpOorpaMMHOe obecrieueHue
MHGMOPMAI[MOHHOW CUCTeMbI MePCOHATbHBIX JaHHBIX W (KMaK) OJIOKMpOBaTh arira-
paTHbIe CpefiCTBa.

IIporpamMHoe  (mMporpaMMHO-MaTeMaTH4YecKoe)  BO3JelcTBHe -
HEeCAHKLIMOHWPOBAHHOE  BO3JEMCTBHE HAa  PeCypChl  aBTOMAaTU3WPOBAaHHOU
MH(OPMAaI[MOHHOW CHCTeMbI, OCYILEeCTB/IIEMOe C MCI0JIb30BaHUEM BPEJOHOCHBIX
MpOrpamm.

PackpbiTHEe NEPCOHANBHBIX JAHHBIX - YMBILLIEHHOE WIA Coy4alHOe
HapyllleHre KOH(U/IeHIIMa/IbHOCTH MIePCOHATbHBIX JaHHBIX.

PacnpocTpaHeHHe NMePCOHAJBHBIX JAHHBIX - JI€MCTBUS, HallpaB/IeHHbIE Ha
PacKphITUe MepCOoHaIbHbBIX aHHbIX HEOTpeeJeHHOMY KPYTY JIHLI.

Pecypc unGopManMOHHONH CHCTEeMBbI - UMEHOBAHHBIN 371eMEeHT CHUCTEMHOTO,
TIPUKJIaHOT'O 15005 arrapaTHoro obecrieueHus (byHKLIMOHUPOBaHUSI
MH(MOPMAaI[MOHHOW CHUCTeMBI.



Cl'[eIII/IaJ'IbHI)le KaTeropuy nepCoHaJIbHbIX JAaHHBIX - TI€DCOHA/IbLHbIE NdHHBIE,
Kacaroll[iecsi pacoBOM, Hal[MOHAJbHOW  TMPUHAAJIEKHOCTH,  TOJIMTUUYEeCKUX
B3TJISI/IOB, PEJIUTHO3HBIX WM (GUI0COMCKUX yOeXKIeHHM, COCTOSHUS 37I0pPOBbS U
WHTUMHOM >XM3HU CyObeKTa IMepCoHaTbHBIX JaHHBIX.

CpencTBa BBIYHCIHTEIbHONH TEXHHKH - COBOKYITHOCTh IPOTPAMMHBIX U TeX-
HUYeCKUX 3JIeMEeHTOB chCTeM 00pabOTKHM [JaHHBIX, CIIOCOOHBIX (DYHKI[MOHUPOBATh
CaMOCTOSITe/TIbHO UJ/IM B COCTaBe IPYTUX CUCTEM.

CyobekT noctymna (cy0bekT) - JIMLIO WM MPOLECC, NeUCTBUS KOTOPOTO
perjiaMeHTUPYIOTCS MpaBU/laMu pasrpaHUyeHUs JOCTyIIa.

TexHuyecknii KaHaJ yTe4yKd HMHpopMaunuM - COBOKYITHOCTbL HOCUTE/IA WH-
dopmarum (cpeactBa 00paboTKH), hH3MUeCKOM Cpebl paclpocTpaHeHust UHGDOP-
MaTUBHOTO CUTHajla W  CPeJCTB, KOTOpPbIMUA [JOObIBaeTCs — 3alljuiliaeMasi
uHpopMaLusl.

Tpancrpanuynasi mepeaavya MNEePCOHANBHBIX JaHHBIX -  [lepejaya
MepPCOHA/IbHBIX ~ JIaHHbIX  OreparopoM uepe3 ['oCyJapCTBEHHYHO TpaHULY
Poccutickori  defjepaium  opraHy  BAacTM  WMHOCTPAHHOTO  TOCY/1apCTBa,
(13UUeCKOMY WM FOPUAUUECKOMY JIMLY MHOCTPAHHOIO FOCYyapCTBa.

er03bl 0e30IacHOCTH NEPCOHAJIBHBIX JTAaHHBIX - COBOKyr[HOCTI) YCJ'[OBI/Iﬁ n
(aKTOpOB, CO3[AIOIIUX OIMACHOCTb HECAHKI[MOHUPOBAHHOTO, B TOM UHCJIE
CJTy4aliHOTO, JOCTYIa K TMEePCOHAbHBIM JIaHHBIM, Pe3y/JbTaTOM KOTOPOTO MOJKET
CTaTh YHUUTOXXEHHE, U3MeHeHHe, O/IOKMPOBaHKe, KOMMPOBaHKe, paclpOCTPaHEeHHEe
TepCOHA/IBHBIX JIaHHBIX, @ TaK)Ke WHBIX HECAHKLIMOHUPOBAHHBIX JEMCTBUI MPU UX
06paboTKe B MH(GOPMAI[MOHHOM CUCTeMe TIepCOHA/IbHBIX JaHHbIX.

YHUUTOKEHHE TEePCOHAIbHBIX JaHHBIX - [IUCTBUS, B pe3ysbTaTe KOTOPbIX
CTAaHOBUTCS HEBO3MOXXHBIM BOCCTAaHOBUTBH COZiepyKaHUe TepCOHATbHBIX JaHHBIX B
MH(OpPMAIIMOHHOM CHCTeMe TepCOHa/NbHBIX [JJaHHbIX W (WIM) B pe3yJbTare
KOTOPbIX YHUUTOKaIOTCSI MaTepyasibHble HOCUTEe/TU TIePCOHATbHBIX JaHHbBIX.

YTeuka (3ampmijaemori) uH(popMalu¥ Mo TeXHUYECKUM KaHajdaM -
HEKOHTPOJIMPYyeMOe pacripocTpaHeHre WH(OpMAalMU OT HOCUTesIsl 3alliylljaeMoii
vHpopMaliuu  yepe3  (U3MYECKYyH0 Cpely [0 TeXHHUeCKOro CpejCTBa,
OCYILIeCTB/ISIFOIIEr0 repexBaT UH(OPMaLIUK.

Vsa3Bumocth - 1a0OCTh B CPeACTBAX 3allUThl, KOTOPYIO MOXXHO
MCTI0JTb30BaTh /1J1s1 HapyIlIeH!sI CUCTeMbI WU COoZlepKalllelicsl B Heil HH(OpMaLUH.

IlesocTHOCTH HH(pOpManuu - CIIOCOOHOCTb CpPeZiCTBa BBIUUC/IUTETHHOU TeX-
HUKM WIA aBTOMaTHM3UPOBAHHOW CHCTeMbl obOecrieurBaTh HEW3MEHHOCTb
vH(bOpMaIluM B YCAOBUSIX C/y4allHOTO W/WIM TIpeJiHAMEPEHHOI0 UCKaXKeHUs
(pa3pyiueHus).



OBbO3HAYEHMNSA 1 COKPAIIEHUSA

ABC - aHTUBUpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3UpOBaHHOE pabouee MeCTO

BTCC - BcioMorareibHble TeXHUUYeCKHe CpefCTBa U CUCTeMbI
WUCTIH - nHbopMalMoHHasi CUCTeMa MepCOHaNbHBIX JaHHBIX
K3 - KoHTpo/mpyemas 30Ha

JIBC - yi0Ka/ibHas BbIYMC/IATE/IbHAs CeTh

MD - MeXxceTeBOM 3KpaH

HC/I- HecaHKLIMOHUPOBAHHBIM AOCTYII

OC - onepallMOHHas cucTeMa

II[JH - mepcoHa/bHbIe JaHHbBIe

[IMB - nporpaMMHO-MaTeMaTHUeCKoe BO3ZieHCTBUE

1O - nporpamMMHOe obecrieueHue

[TOMMUH - robouHble 3/1eKTpOMarHUTHbIE W3/TyUeHUs] U1 HABOIKU
CA3 - cuctema aHa/u3a 3allULLIEHHOCTU

C3U - cpexcTBa 3aluThl MHGOpMaLMn

C3I1JH - cuctema (mocUcTeMa) 3allUThl TIePCOHATBHBIX TaHHBIX
COB - cuctema o6HapyKeHHsI BTOP>KeHUM

TKYMU - TexHuueckue KaHasibl yTeUky WHMOpMaIun

YBII[IH - yrpo3bl 6e3011acHOCTH TTePCOHATBHBIX JJaHHBIX



BBEAEHHWE

Hactosimjasi [Tonmutrka wHbOpMaI[ioHHON 0Oe3omacHOCTH Tpu paboTe ¢
NepcoHalbHBIMU JIaHHBIMKM B balika/loBCKOM pallOHHOW TeppUTOpHa/IbHOM
n3bupaTenbHOM Komuccuum (gasee - [losuTuka) sAB/AsgeTCS  OMUIMA/IBHBIM
JNOKYMEHTOM.

[TosmTka  pa3paboTaHa B~ COOTBETCTBMM  C  TpeDOBaHHSMH,
yCTaHOB/IeHHBIMHU:

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 149-®3 «O6 wuHbopMaLyu,
MH(OPMAaLMOHHBIX TEXHOJIOTHUSIX U O 3allyTe UH(OPMaLUn»;

@epepanbHbM  3akOHOM 0T 27.07.2006 Ne 152-®3 «O mnepcoHa/ibHbIX
AdHHBIX» ;

rioctaHoB/ieHUeM [IpaButenbcTBa Poccuiickor @egepaiiuu ot 01.11.2012 Ne
1119 «O6 yTBepkaeHur TpeboBaHWI K 3allUTe MEepPCOHANbHBIX JaHHBIX TMMPU UX
00paboTKe B MH(POPMAIIMOHHBIX CUCTEMaX MepCOHa/IbHBIX JaHHbBIX»;

noctaHoBsienvem [lpaButenbctBa Poccurickou ®epepanuu ot 15.09.2008
Ne 687 «O6 yTBepkAeHUH TIOJOXKeHUss 00 ocobGeHHOCTSX 00paboTKu
MepPCOHA/IbHBIX ~ JAHHBIX, OCYIIeCTB/sieMOli 0e3 HCIIO/Mb30BaHUSA  CpEe/CTB
aBTOMAaTU3aLIUN»;

rioctaHoBsieHueM [IpaBurenbcTBa Poccuiickon ®@egepariuu ot 21.03.2012 Ne
211 «O6 yTBepKAeHWU TiepeuHsi Mep, HarpaB/leHHbIX Ha obecrieueHue
BBITTOJIHEHUsT 00s3aHHOCTeH, TpefyCMOTpeHHbIX PefepasbHbIM 3aKOHOM  «O
MepCOHA/IbHBIX TAHHBIX» W MPUHATBIMU B COOTBETCTBUU C HUM HOPMAaTUBHBIMHU
[IPABOBbIMM aKTaM{, OIlepaTopaMy, SB/SIOLMMUCA TOCYAapCTBeHHbIMU WU
MYHULUIIAIbHBIMU OpPTaHaMm»;

niprka3zoM ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yTtBepkaeHnu CocraBa
M CO/lep)KaHWs OpPTraHM3AllMOHHBIX M TEeXHUYEeCKUX Mep TI0 00ecreueHuro
6e30MacHOCTU TI€PCOHALHBIX JAHHBIX MpU X 00paboTke B HMH(OPMAaI[OHHBIX
CHCTeMax TepCOHA/IbHBIX JAHHBIX»,

niprka3oM @CB Poccuu ot 10.07.2014 Ne 378 «O6 yTBep>kKAeHUH COCTaBa U
COJiep)KaHUsl OpraHW3al[MOHHBIX M TEeXHWYeCKUX Mep TI10 0becrieueHHIo
6e30mMacHOCTU TIePCOHALHBIX AAHHBIX MpU X 00paboTke B HMH(OPMAaI[OHHBIX
cUCTeMax TepCOHaIbHBIX JAHHBIX C WCII0JIb30BaHNEM CpeJCTB
KpunTorpaguueckoi 3aIutbl WHGOpPMAI[UK, HeOOXOAWMBIX [Jsl BBITOHEHHS
ycTaHOBNeHHbIX [IpaBuTenscTBOM Poccuiickoii @efepariy TpeboBaHui K 3aIljUTe
MepCoHa/IbHBIX JA@HHBIX [I7Is1 KaXK/I0T0 U3 YPOBHEM 3all[UII[eHHOCTUY;

MeToauuecKUMU  peKOMeHJalusMd 10  pa3paboTKe  HOPMAaTHMBHBIX
MIPABOBBLIX aKTOB, OIpee/ISoLMX YTPo3bl 6€30MacHOCTH MepCOHAbHBIX JAAHHBIX,
aKTyalbHble TIpU 00pabOTKe TepCOHANbHBIX [aHHBIX B WH(POPMALMOHHBIX



cucTeMax [epCOHaNbHBIX [aHHbBIX, SKCIUIyaTUDYeMbIX TMpPU OCYLIECTBIEHUN
COOTBETCTBYIOLLIMX BHUJIOB JeSITeTbHOCTH, YTBEPXKAEHHbIMA pPYKOBOJACTBOM 8
Lentpa ®Cb Poccun 31.03.2015 Ne 149/7/2/6-432.

B T[lomutvke ompefeneHbl TpeboBaHuss K miepcoHany MCIIH, cremneHb
OTBETCTBEHHOCTH  TIepCOHaaa, CTPYKTypa W HeoOXOAWMBIA  ypOBeHb
3alUIIIEHHOCTH, CTaTyC U  [O/DKHOCTHble  00SI3aHHOCTHM  COTPY/IHUKOB,
OTBETCTBEHHBIX 3a obecrieueHue 0€30MACHOCTU TEePCOHATBHBIX [JAHHBIX B
UCIIAnbaiikanoBckol pailloHHOW TeppUTOpUanbHON W30MpaTe/NbHOW KOMHCCUU
(manee — Komuccus).

1. O01Me mo/TI0KeHus

Llenvto Hactosimeldi [lomutuku siBasieTcss  obecrieueHre 0e30TMacHOCTH
00beKTOB 3amuThl KoMuccuu OT BceX BHJOB yrpo3, BHELIHWX W BHYTPEHHUX,
YMBIIJIEHHBIX U HelpeJHaMepeHHbIX, MUHUMH3aLUs yiepba OT BO3MOKHOMU
peanu3aiiuu yrpo3 6e3onacHoctu [1Jx (YBITIH).

be30macHOCTb MEePCOHANBHBIX [JaHHBIX AOCTUTAETCSl IMyTeM HCK/IHYeHUs
HeCAHKLIMOHUPOBAHHOTO, B TOM 4YMCJ/Ie CJIy4alHOrO, [OCTyrna K MepCOHa/bHbIM
JlaHHbIM, pe3yJIbTaTOM KOTOPOrO MOJKeT CTaThb YHUUTO)KeHWe, W3MeHeHUe,
6/10KMpoOBaHKe, KOTMPOBaHKe, paclipoCTpaHeHre MepCoHaMbHBIX JJaHHBIX, a TaKKe
VHBIX HECAHKI[MOHUPOBAHHBIX 1eUCTBUM.

WudopMmaiys U CBsi3aHHbIe C Hel pecypcChbl [O/DKHBI OBITH ZOCTYIHBI /IS
aBTOPU30BAHHBIX I10JIb30BaTesied. [JO/DKHO OCYLIeCTBISTBCS CBOEBPEMEHHOe
oOHapy»keHUe U pearvpoBaHre Ha Y BII/IH.

[JO/DKHO — OCyLLeCTB/IATBCS  MpeJOTBpAllleHWe  TpeJHaMEPeHHbIX  WJIU
C/TyYaliHbIX, YACTUUHBIX WU MOJHBIX HeCAaHKIIMOHUPOBAaHHBIX MOAU(DUKALIAA UTH
YHUUTOKEHUsI JJaHHBIX.

CoctaB 00BbeKTOB 3aluThl TipecTaBieH B «[lepeuHe mepcoHaIbHBIX
JlaHHBIX, oOpabarbiBaeMbix B bailika/JoBCKOW paliOHHOW TeppUTOpHATbHOM
nu30bupaTe/ibHOM KOMUCCHMU B CBS3U C peanv3alyeil CiayeOHbIX (TPYAOBBIX)
OTHOLLIEHHH, a TaK)Ke OCYILeCTB/IEHUEM rOCYAapCTBEHHBIX (QYyHKLUI».

Cocra HMCIIIlH mnojgnexammx 3aimure, IpefcrasieH B «[lepeune
MH(OPMAILIMOHHBIX CHUCTEM IepCOHaNbHBIX [aHHBIX B baliKaloBCKOW paliOHHOMU
TepPPUTOPHAbHOM M30HpaTeTbHOM KOMUCCUM».

2. O61aCcTh IeHCTBHUSA

TpeboBanuss Hacrosiried [IoMMTUKKA — pacripoCTpaHSAIOTCS Ha  BCeX
coTpyaHUKOB Komuccuu (IITaTHBIX, BPEMEHHbIX, PaboTaroIMX 10 KOHTPAKTY U
T.I1.), @ TAK)Ke BCeX MPOYMX JIUL] (MOJPSAAUMKH, ayJUTOPbI U T.I1.).



3. Cucrema 3a1UThI IEPCOHA/IBHBIX JaHHBIX

ObGecrieueHre 6e30MaCHOCTA TT€PCOHANBHBIX IAHHBIX [JOCTUTAETCS, B
YaCTHOCTH:

orpefie/ieHMeM yrpo3 0e30MacHOCTA TepCOHANbHBIX [JaHHBIX TPU  UX
00paboTKe B MHPOPMAITMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX;

TIpYMeHeHNeM OpraHMU3allMOHHbIX W TeXHWYeCKMX Mep 1o obecrieueHUIo
6e30macHOCTU TepCOHaNbHBIX JaHHBIX MPU WX 00paboTke B MH(OPMALIMOHHBIX
cucTeMax MepCcoHa/lIbHBIX JaHHbIX, HeOOXOAUMBIX [I/1s1 BBIIIOJIHEHUS] TpeOOoBaHu K
3alUTe [epPCOHa/NbHBIX [l@HHBIX, HCIOJHEeHWe KOTOpbIXx  obecrieuuBaeT
yCTaHOBJ/IEHHEBIE IIpaBuTE/ILCTBOM Poccutickon Denepanuu YPOBHU
3aIIUI[eHHOCTH ITIepCOHA/IbHBIX JAHHBIX;

TIpUMEHEeHVeM MpOLIeJIINX B YCTaHOBJAEHHOM MOPsiJKe MPOLIeAYPY OL€HKU
COOTBETCTBUSI CPEJICTB 3alLUThl MTH(OPMAaLUWY;

OlleHKOM  3(deKTMBHOCTM TMpPUHMMAaeMbIXx Mep T10 obecreueHHIO
0e301MacHOCTY  TePCOHAMBbHBIX  [JAaHHBIX [0 BBOJA B  JKCIITyaTal[HiO
MH(MOPMaI[MOHHOW CUCTeMbI MIepPCOHATbHBIX JAaHHbBIX;

yueTOM MalllMHHBIX HOCHUTe/Ien MMepCOHAJIbHBIX IdHHBIX;

obHapy>xeHHeM (PaKTOB HeCaHKL[MOHUPOBAHHOTO ZIOCTYTA K MepCOHaIbHbIM
JaHHBIM W TIPUHATHEM Mep, B TOM UHC/ie Mep TI0 OOHapy>KeHHUIo,
MpeAyNpexXJIeHUI0 W JIMKBUJALMM TIOC/TeCTBUA KOMIIBIOTEDHBIX aTak Ha
MH(MOpMaI[MOHHbIe CHUCTEeMbl TE€PCOHA/IbHBIX JIaHHbIX M TI0 pearupoBaHUIO0 Ha
KOMITbIOTEPHbIE MHL[AJEHThI B HUX;

BOCCTAHOBJ/IEHHMEM [I1€PCOHAJ/IBHBIX [OdHHBIX, MO,Z[I/I(l)I/IL[I/IpOBaHHbIX Wi
YHHUUTO>XEHHBIX BC/I€CTBHE HECAHKIIMOHMPOBAHHOI'O AOCTYIId K HHUM;

yCTAaHOBJIEHWEM  TpaBWI  JOCTyrma K  [epCOHA/JbHBIM  JJaHHbBIM,
obOpabaThkiBaeMbIM B MH(OPMAI[MOHHOM CHCTeMe TMepCOHATbHBIX JaHHBIX, a TaKKe
obecrieueHreM pervcTpaliid W ydeTa BCeX [JeWCTBUM, COBepllaeMbIX C
MepPCOHA/IbHBIMU aHHBIMUA B UH(OPMALIMOHHOM CUCTeMe MepCOHabHBIX JaHHbBIX;

KOHTpOJIEM 3a TIPUHMMAaeMbIMU MepaMd T0 obecrieueHHt0 0e30TacHOCTH
MepCOHA/IbHBIX JAHHBIX W YPOBHS 3allUII[eHHOCTH WH(MOPMALMOHHBIX CUCTEM
TIepCOHA/TbHBIX JaHHBIX.

CucteMa 3aiuThl MepcoHanbHbIX JAaHHbIX (C3II[JH), cTpouTCca Ha
OCHOBaHUU:

AKTa BHYTPEHHEro KOHTpOJII COOTBETCTBUSI 0OpabOTKM TIepCOHA/IbHBIX
J\@HHBIX.

[lepeuHsi TepcoHanbHBIX JaHHBIX, OOpabaThiBaeMbix B baiikanoBcKoi
paiiloHHOWTeppUTOpPHaIbHONW M30MpaTeTbHOM KOMHCCHH B CBSI3M C peanu3aliyeit



Cy>KeOHBIX (TPyZOBBIX) OTHOILIEHUH, a  Takxe OCyllleCTB/IeHUeM
roCyJapCTBeHHbBIX (DYHKI[WH;

AKTOB KnacCU(pUKaLMU UHPOPMALIMOHHBIX CUCTEM MePCOHAJIbHBIX [JaHHBIX;
Mogenu yrpo3 6e30MacHOCTY MepCOHAMbHBIX JaHHbBIX;

MaTpulilbl [OCTymna TM0/b30BaTe/iell K 3alluiljaeMbiM HH(OPMal[MOHHBIM
pecypcam UCII/IH;

PykoBopsaimx gokymeHToB ®CTOK Poccun u ®Ch Poccum.

Ha ocHOBaHMU 3TUX JOKYMEHTOB OIIpejieNisieTcsi HeoOXOAWMbI YpOBEHb
samuieHHocty I11H kaxgon WCIIAH Komuccnn. Ha ocHoBaHMM aHanmsa
aKTyalbHbIX yrpo3 6e3omacHoctu I[1/lH orvcanHoro B Mopenu yrpos, Aenaercs
3aK/It0oYyeHre O HeoOXOJUMOCTH WCIIO/b30BaHUs TEXHUYECKUX CPeJCTB U
OpraHu3aljMOHHbIX ~MeporpusTuii s obecrnieueHuss ©6e3somacHocty  [1/1H.
BribpaHHble HEOOX0/[Mble MEPOTPUATHSI OTpaXkaroTcsi B «CocTaBe Mep 3alllUThl
MH(GOPMALMOHHBIX CUCTeM MepCOHA/IbHBIX JAHHBIX».

HOns NCITIH no/mokeH ObITh COCTaB/IEH CIIMCOK HCIO/Ib3yeMbIX TeXHUUECKHUX
cpeAcTB 3amuThl (ganee - CIUMCOK), a TaK >Ke TPOrpaMMHOro obecrieyeHus,
yuacTBytoiiero B obpabotke I1/1H, Ha Bcex asemeHTax VICIT/IH:

APM nonb30Baresne;
CepBepa NpUIOKeHNH;
CYB[;

I'panuner JIBC;

KaHanoB mniepejijau B ceTH 00I1lero To/ib30BaHus U (W) MEXIyHApOJAHOTO
obOmeHa, ecsiu 1o HUM TiepezatoTcst [1/1H.

B 3aBucumocTtu ot ypoBHs 3atuiteHHOCTA VCIIIH v akTya/ibHBIX yIpo3,
C3I1JH MOyKeT BK/ItOUaTh Ceyrolie TeXHUYeCcKrie cpeCTBa:

aHTUBUPYCHbIE CPeJICTBA /1/1s1 pabounx CTaHIU MOIb30BaTe /el U CepBepoB;
CpeZiCTBa MeXXCeTeBOro 3KpaHUPOBaHUS;

CpeficTBa KpurrTorpauueckol 3amutbl UWHGOPMAlUM TIpU  [epejaye
3aluiaeMor MHGOpPMaLMU M0 KaHa/iaM CBSI3U.

Tak ke B CIHCOK [JO/DKHBI OBbITh BK/IOUeHbl (YHKUIWWA 3alllUThI,
obecrieurBaeMble IITaTHBIMU CpeJcTBaMM 00paboTku II/IH omepalMoHHbLIMHU
cucteMamu (OC), npuknagueiMm [IO ©  crenManbHBIMM  KOMILIEKCAMH,
peanm3yroIuMU cpe/icTBa 3aliuThl. CIUCOK PYHKIUI 3all[UThI MOXKET BK/IFOUATh:

yrpaBJjieHWe U pa3rpaHUYeHre JOCTYIIa MoJib30BaTenel;

PerucTpaiuio U yueT AerCcTBUM ¢ MHhopMalyeu;



obecrieueHue 11€JI0OCTHOCTH JIaHHBIX;
oOHapy>KeHHe BTOP)KeHUIA.

Cnucok MCIo/b3yeMbIX TeXHUUeCKUX CpeiAcTB oTpakaercsa B «[lmane
MepOoTpUsATUA TI0 o0ecrieueHUI0 3alUThl TePCOHATBHBIX JAHHBIX». CIHMCOK
VCII0/Ib3YeMbIX CPe/iCTB [JOJ/DKeH IO 4epyKUBaThCs B aKTya/lbHOM COCTOSsHUM. [Ipu
W3MEHEeHUHW COCTaBa TEeXHUUEeCKUX CpeACTB 3aluTbl Wid 3jemeHToB WCIIOH
COOTBETCTBYIOL[e W3MeHeHHsl [JOJDKHbI ObITh BHeceHbl B CIUCOK U yTBEPKZEeHbl
npeficesjaTesieM 36upaTenbHON Komuccuy CBepasioBCKON 0071aCTH WIH JIULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3atuThl [1/1H.

4. TpeboBanus k noacucremam C3I1/In

C3I1/[1H BK/IIOUaeT B cebst ceyroIye MoCUCTEeMBI:
yTipaB/ieHusi I0CTYIIOM, PETUCTPALIUU U yUeTa;
obecrieueHust 1[eJIOCTHOCTH U IOCTYITHOCTH;
AHTHUBUPYCHOM 3allUThI;

Me)KCeTeBOro SKpaHHWPOBaHUS;

aHaJv3a 3allMIeHHOCTH;

oOHapy>KeHUs] BTOPKeHUH;

KpUnTorpauueckom 3allyThl.

[Mogcucrembl C3I1[IH MMeIOT pa3/UUHBIM (PYHKLMOHAA B 3aBUCUMOCTH OT
kinacca WCIIIH, ompezeneHHOro B «AKTe KiaacCU(UKALMM HH(OPMALMOHHOW
CUCTeMbI NePCOHaNbHBIX JaHHBbIX». CIUCOK COOTBETCTBUSl (DYHKLMN IMOACUCTEM
C3IIJH knaccy 3aluilleHHOCTH TMpejCTaB/ieH B TeXHWYeCKOM 3a/JlaHhU T10
CO3/IJaHMI0 CUCTeMbl 3alllUThl MH(OpMalM¥ UHGOPMALMOHHONW  CHUCTEMBbI
MePCOHAJIbHBIX [JaHHBIX.

IIoacucremMa yrpaBiaeHUs JOCTYIIOM, PErMCTPALMY M yyeTa

[TogcucTema yripaB/ieHHsl JOCTYTIOM, PerMCTpaldy M yuyeTa rpeAHa3HaueHa
JI/Is1 peanu3aliuu caeayrnmx GyHKIUM:

UAeHTUUKAIIUKY 1 TIPOBEPKU TIO/[/TMHHOCTH CYyObeKTOB [JOCTYyTa TPU BXOJe
B NCII/JH;

UJeHTU(QUKAIUM TEePMHUHA/IOB, Y3/I0B CeTH, KaHajlOB CBfI3U, BHELIHUX
YCTPOUCTB I10 JIOTUYECKUM UMeHaM;

WJleHTU(UKAL[MKM TIporpaMM, TOMOB, KaTasjoroB, (paiiioB, 3aruvce, moJien
3aIMcel 1o uMeHawm;

pervcTpaiyy Bxoza (BbixoZia) CyObeKTOB /I0CTYTIa B CUCTeMY (M3 CUCTEMBI),
mbo peructpaluu 3arpy3kyd M WHULIMAIM3al[uu OTepalMOHHONW CUCTeMBbI U ee



OCTaHOBaA.

pervucTpaluyy TOMBbITOK [OCTyINa TMPOrpaMMHBIX CpeAcTB  (IIporpamm,
TMpOLIeCCOoB, 3a/iau, 3a/laHUK) K 3alljuiljaeMbIM (aiiiam;

perucTpaiyy TOMNbITOK AO0CTyIa MNPOrpaMMHBIX CpPeJICTB K TepMHHasam,
KaHajiaM CBsI3M, TporpaMMaM, TOMaMm, Kartajoram, caiiiam, 3amucsiM, MOJIsIM
3arvcen.

[TogcucTema yrpaB/ieHUs JOCTYTIOM MOJKeT ObITb peasiM30BaHa C TTOMOILIbIO
ITaTHBIX cpeAcTB o0pabotku [I/IH (orepalMOHHBIX CUCTeM, TPUIOXKEHUN U
CYB[). Tak >ke MoXeT ObITb BHE/IDEHO CIiel[ia/ibHOe TeXHUUeCKoe CPeZiCTBO WU
MX KOMILJIEKC, OCYL[eCTBJISIFOIIHUE [OIOJJHUTE/NbHbIE MepPbl 10 ayTeHTU(HKALUUA U
KOHTpo/0. Harpumep, TmpyMeHeHHe e[WHBIX XPAHWIHWIL YYeTHbIX 3aruceid
Mo/Ib30BaTesien u perucTparlMoHHOM VH(OopMaIuHy, HCIT0/Tb30BaHue
OroMeTpUUeCKUX U TeXHUUeCKUX (C TOMOIIbI0 37IeKTPOHHBIX TMPOITYCKOB) Mep
ayTeHTU(UKALMU U IPYTUX.

[Togcucrema obecrieueHust Ne/I0CTHOCTH M JOCTVITHOCTHU

[Togcucrtema obecrieueHUs! L|eJIOCTHOCTA U JIOCTYMHOCTH TIpeZiHa3HaueHa
o obecrieueHUs] L[@IOCTHOCTA M AoOCTynHOCTH [I/IH, TIpOorpaMMHBIX M
annapatHbix cpefcrs MCIIJJH Komucecuuy, a Tak ke CpefCTB 3alljuThl, IpU
CJlydaliHOM WM HaMepeHHOW MOAU(UKALUH.

IToncucrema peanmmsyeTcs C  TIOMOILLBIO  OpraHu3aliid  pe3epBHOIO
KOTMPOBaHHWs1 0OpabaThiBaeMbIX J@HHBIX, a TaK >XKe pe3epBUPOBaHUEM KIIIOUEBbBIX
snemeHToB VCII/IH.

IToacucTeMa aHTUBUPYCHOM 3aIlIUThI

[TogcucTeMa aHTHUBHUPYCHOM 3alllThI TIpeiHa3HaueHa /s obOecrieueHust
aHTHMBUPYCHOM 3aluThl cepBepoB U APM nosb3oBatenei CITIn Komuccun.

CpefcTBa aHTMBUPYCHOM 3alliMThl TMpeJiHa3HaueHbl J/Is1  peanv3aluu
C/IeAYIOLMX (PYHKLIMIA:

pe3nJeHTHbI aHTUBUPYCHBI MOHUTOPHHT;
AHTUBUPYCHOE CKAaHWPOBAHUE;
CKPUIIT-0/IOKUPOBaHUE;

L[eHTpaIM30BaHHOW/y1a/IeHHOU yCTaHOBKH/[I€MHCTa/UISILIUUA
AHTUBUPYCHOTO  TPOAYKTa, HACTPOWKH, aJAMWUHHUCTPHUPOBAHUS,
ITPOCMOTpPa OTYETOB W CTAaTHUCTHUeCKOW WH(opmaruu 1o paborte

TIPO/YKTa;
aBTOMAaTHU3UPOBAaHHOTO OOHOB/IEHUSI AHTHBUPYCHBIX 0a3;

OrpaHH4YeHHs IIpdB I10J/Ib30BATe/Id Hd OCTAHOBKY HCIIO/IHAEMBIX 3a[d4



Y U3MeHeHUs1 HaCTPOeK aHTUBUPYCHOT'O TIPOrPaMMHOTO obecrieueHus;

aBTOMAaTUYeCKOTO 3alyCka HernoCpeJCTBEHHO TI0C/ie  3arpy3Ku
omneparjMoOHHON CHUCTEMBI.

[Topcuctema peanusyercs IyTeM BHeJpeHUs CHeLMalIbHOIO0 aHTUBUPYCHOT'O
TIPOrpaMMHOT0 obecrieueHusi Ha Bce 3nemMeHThl MCITIH.

[TogcrcTemMa MeKCeTeBOr0 SKPaHHMPOBAHMS

[TopcucreMa Me)kCceTeBOro S5KpaHHMPOBaHUs MpeiHa3HaueHa [/ peanr3aluu
C/IeAYIOLMX (PYHKLIMIA:

(GunbTpaLM OTKPBITOTO U 3aiM(pPpoBaHHOrO (3aKpbIToro) IP- Tpaduika;

¢uKcaluM BO BHYTPEHHUX >KypHajaX HWH(OpPMalid O TPOXOASIeM
OTKPBITOM U 3aKpbITOM IP-Tpaduike;

UJeHTU(YKaALMKM U ayTeHTU(UKaALMK aJMUHHUCTPaTOpa Me)XCeTeBOro SKpaHa
MIPU €ro JIOKa/IbHBIX 3aripocax Ha JOCTYII;

perucrpayuy Bxofa (BbIXOJa) aJMUHMCTpPAaTOpa MeXKCeTeBOTO 3KpaHa B
cucteMy (U3 CUCTeMbl) MO0 3arpy3kKd M HWHHUIMA/MA3alUU CUCTEMbI U ee
MPOrpaMMHOr0 OCTAHOBA;

KOHTPOJIs1 1]e/IOCTHOCTU CBOel MPOrpaMMHOM U MH(OPMallMOHHOW YaCTu;

GubTpaLMK  TAKeTOB  C/IYy)KeOHBIX  TPOTOKOJIOB,  CAYXKAIUX IS
IVAarHOCTUKY U yTIpaBjieHusl paboToi ceTeBbIX yCTPOMCTB;

(UIbTpallMM C y4eTOM BXOJHOTO M BBIXOJHOI'O CeTeBOro UHTepderica Kak
CpeJCcTBa MPOBEPKU MO/IMHHOCTU CeTeBbIX aipecoB;

PeErucTpaliiy U y4yeTad 3dllpalliMBd€MbIX CEPBHCOB IIPHKJ/IaHOTO YPDOBHA;

O/I0KMPOBaHUS [JOCTYyTAa HenZeHTU(UIIMPOBAHHOTO 00BbeKTa Wik CyObeKTa,
MOJ/IMHHOCTb KOTOPOTO MpH ayTeHTU(UKalMyd He TMOATBepAu/Iach, MeTOJaMHU,
YCTOMUMBBIMU K ITepexBary;

KOHTPOJISI 3a CeTeBOM aKTHBHOCTBIO TIPUJIO)KEHUHN U 0OHapy>KeHHsl CeTeBbIX
aTak.

ITogcucrema  peanu3yeTcs — BHeJpeHMEM  IIPOTrpaMMHO-anrnapaTHbIX
KOMIIJIEKCOB MeKCeTeBOro 3KpaHMpoBaHUs Ha rpaHulie JIBC, kinaccom He HuxXe 4.

ITogcrcTemMa aHa/IM3a 3alUILEHHOCTH

[TogcucrteMa aHanM3a 3allMIEHHOCTH JOJ/DKHA 00ecrieurBaTh BhISIBIEHUE
ySI3BUMOCTeH, CBsi3aHHBIX C ommbkamu B KoHdurypauu 10 VCIIJH, KoTOpble
MOT'YT ObITh UCIOJIb30BaHbI HAPYIIIUTE IeM /IJIsi pean3aldy aTaku Ha CUCTEMY.

@OyHKIMOHAM TIOACUCTEMBI MOKeT ObITh peasM30BaH MPOTPAMMHBIMU U
MPOrpaMMHO-arapaTHbIMU CPe/ICTBAMU.



[Togcucrema O6H8.DV)K€HI/IH BTOD)KEHI/Iﬁ

[TogcucTema obHapyKeHUs] BTOP>KeHWM /10/KHA obecrieunBaTh BbisB/IeHHE
ceTeBbIX arak Ha a2/eMmeHThl WCII[IH, mMOAK/IOUeHHbIE K CeTsM OOIIero
T10/1b30BaHUs U (W) MeKIYHAPOAHOT0 0OMeHa.

OyHKIMOHAM TIOACUCTEMbI MOKeT ObITh peasM30BaH MPOTPAMMHBIMU U
MPOrpaMMHO-aIapaTHbIMU CPe/ICTBAMU.

[MToacuctema KpunrorpadruyecKon 3ainuThl

[Moacuctema  KpunTorpauyecko — 3aluThl  TpeAHa3HaueHa  AJis
uckmouenuss HCJl k 3amumiaemoii nndopmaumyu B MCITJH Komuccuu mnipu ee
mepejjaye 0 KaHajlaM CBs3u ceTedd 0OIero monb3oBaHuS W (WIH)
MeXXZyHapOJHOTro oOMeHa.

[Togcuctema peanusyeTcsi MyTeM  BHEADEHUs  KPUNTOrpaduuecKux

IMPpOrpaMMHO-aIllIdPpdTHBIX KOMII/IEKCOB.

5. ITonb3oBare ICIIIH

B MUCIIJu Komuccud MOXKHO — BBIJENWTH  C/Ie[yIOLe  PYIIIbI
MoJIb30BaTesiel, yuacTBYIOIIUX B 06paboTke u xpaHeHuu I[1/1H:

Apnmunuctpatopsl UCITH;
AMUHHCTpaTOpbl 6€30MaCHOCTY;
Ornepartops! APM;
ApmvunuctpaTtops! cetd NCII/IH;

TexHUUeCKre CTeUa/IMCThl T10 OOCTy)KMBaHUIO TepU(epruitHoro
obopyaoBaHUsI.

[anHble O Trpymnmax [0/b30BaTessiX, ypOBHE UX J0OCTyla U
WHGOPMUPOBAHHOCTH  JIO/DKHBI ~ OBITH ~ OTpakeHbl B MaTpuile  /IOCTYyTia
ToJib30BaTesiel K 3aluiliaeMbiM UH(POPMAI[MOHHBIM peCcypCcaM.

A ngvunuctpatop MCIT/IH

Apvunuctpatop  MCITIH, cotpyanuk  Komuccuu — (WM HHOe
YyIIOJIHOMOUEHHOEe JIWLI0), OTBeTCTBEHHBbIM 3a HAaCTPOMKY, BHeJpeHWe U
coripoBoxkzienre WCII[H. O6ecrnieunBaeT (YHKIMOHUPOBaHUE IO CUCTEMBI
ynpasjeHus goctyrioM VCII[IH U yno/JIHOMOUYeH OCYLeCTB/IATh IpefoCcTaB/ieHue
M pasrpaHuWyeHde [JOCTyra KOHeYHOro Trionb3oBaTenss (Omepatopa APM) K
3/1eMeHTaM, XpaHsALUM [1epCOHa/IbHble [JaHHbIe.

Apavunauctpatop WCII[JH o6safiaeT c/ieAyoldM YPOBHEM JOCTyIla U
3HaHUMU:

obsazaeT monaHOW wMH(OpMalMeli O CUCTEMHOM U TIPUKJIAJHOM
nporpammHoM obecrieuernnu MCIT/IH;



obsazaer TosiHOM  WHMOpMaleli 0 TeXHHUYECKUX CpeACTBaX M
kKoHpurypauuu UCI1/IH;

MMeeT [IOCTYT KO BCeM TeXHUYeCKUM cpeficTBaM 00paboTku MH(opMaLuu 1
paHHbiM UCITOH;

obnaaeT rpaBaMy KOH(DUTYpHPOBAHUS M aJMHUHUCTPATUBHOM HACTPOMWKHU
TexHuueckux cpencts UCII/IH.

AJIMUHUCTPATOP 0e30MacHOCTU

ApmvuHucTtpaTtop 6e3omacHOCTH, COTPyAHMK Komuccuu (WM WHOe
YIIOJTHOMOYEHHOe JIML0), OTBeTCTBeHHbIM 3a (¢yHKUuoHupoBaHue C3I1[H,
BK/IIOYass O0OC/Iy)KMBaHWe U HACTPOMKY aJMUHUCTPAaTHBHOHN, CEepBEpHON U
KJINeHTCKOW KOMITOHEHT.

ApamuaMCcTpaTop 6e3oracHoCT 06/1aiaeT CeyIOMIUM YPOBHEM JIOCTYyTIA U
3HAHUMU:

obsiazaeT nmpaBamu AamuHuctparopa UCIT/H;
obsazaeT moHOM nHpopmaiiueii 06 MCIT/IH;

¥MeeT JOCTyll K  CpeACTBaM  3allUThl  MHGOpPMALUM WU
TPOTOKOJIMPOBAHUA U K YaCTU K/It0ueBbIX 371eMeHTOB VCIT/IH;

He MMeeT TpaB J0CTymNa K KOH(UTYPHUPOBaHHIO TEXHUUYECKUX CPe/ICTB
CeTH 3a UCKJ/II0UeHVeM KOHTPOJIbHBIX (MHCITeKLJUOHHBIX).

AamuHUCTpaTOp 6€301MacHOCTH YIIOTHOMOYEH:

peanu30BbIBaTh TOJIMTUKM 0Oe3omacHocTd B uacTu Hactpoviku CK3U,
MEXKCeTeBbIX IKPAHOB U CUCTeM OOHapy)KeHHsl aTak, B COOTBETCTBUU C KOTOPLIMU
nosb3oBaTesb (Onepatop APM) nosiyyaeT BO3MOXKHOCTb paboTaTh C 371eMeHTaMu
NCITOs;

OCYLLECTBJ/ISITh ayIUT CPE/CTB 3all{UThI;

Onepatop APM

Onepatrop APM - cotpysHuk Komuccuu (Wid WHOE YIOJHOMOUYEHHOE
JUII0), OCylecTBasOmMUA 00paboTky I1[IH. O6pabotka II[IH BK/IIOUaeT:
BO3MOXXHOCTh mpocMoTpa IIIH, pyunou BBog IIIH B cucremy WCII/H,
dbopMrpoBaHHe CMPaBOK U OTUETOB IO WH(opmaiuu, nonydyeHHou u3z UCII/I.
OmepaTop He WMeeT TMOJHOMOYMI [iji yTIpaB/ieHUsi mofcucTeMamMu 00paboTKu
JauHbix 1 C3I1/IH.

Omnepatop UCII/IH 06/1afaeT cyie[yroIuM YPOBHEM J0CTYTIAa M 3HAHUM:

obslaziaeT BCeMM HeOOXOAMMBIMM aTpuOyTaMu (Harmpumep, TapoJeMm),
o0ecreunBaroIMMU JOCTYTI K HEKOTOPOMY TToiMHOKecTBY [1/1H;



pacriojiaraeT KOH(i)I/IAEHL[I/IaJ'[bHBIMI/I AaHHBIMH, K KOTOPBIM UMeeT JOCTYII.

Anpvmubauctpartop cetu UCITH

Apvunuctpatop cetd WCII[OH, cotpyaHuk Kommccun (wim MHoe
YII0JITHOMOYEHHOe JULO), OTBETCTBEHHBIU 3a (GYHKLIMOHUPOBaHUe
Te/leKOMMYyHUKalMoHHOM nogcucteMel CITIH. AgMUHMCTPATOp CeTU He WMeeT
MOJHOMOUMM  [J/I  yIpaB/leHusi MofAcucTeMaMd 00pabOTKA  JaHHBIX U
6e30macHOCTH.

AJZIMUHHCTpATOP CeTH 006/1a/iaeT CJieyIOIIMM YPOBHEM /IOCTYTIa U 3HAHUM:

o6siaziaeT YacThi0 UHGOPMALIMK O CUCTEMHOM U TIPUK/IaJHOM TIPOTPaMMHOM
o6ecrieuennu UCIT/H;

o0/1a/1aeT YacTbiO MH(POPMALIMKM O TEXHUUECKUX CPeJICTBaX U KOHPUrypaLyu
NCIIOs;

uMeeT (U3MUECKWN [OCTyNl K TeXHWYeCKUM cCpeAcTBaM 00paboTKu
MH($OpMaLU U Cpe/ICTBaM 3all{UThl;

3HaeT, I10 MEeHbIIIeH Mepe, OOHO Jiera/ibHOe UMsA OJOCTYIIaA.

TexHUUeCKUN CelMaJIMCT M0 00CTVKUBAHUIO TIepudepuitHOro 000pyI0BaHUA

TexHUueCcKUl CrelManucT Mo 06CTyKMBaHWIO, COTPYAHHMK Komuccuu (wnu
MHOe YIIOJHOMOUEHHOe JIMII0), OCYILeCTB/seT OO0C/Iy)KMBaHMe U HACTPOUKY
nepucdepuiinoro obopygoBanus WCII[AH. TexHUueckuii CrenuasucT Tio
oOcnyxuBaHu0 He wumeeT joctyna K [I/IH, He uMeeT TIOJIHOMOYMM [Jisi
yTpaB/eHUs Mo/[cCicTeMaMU 00pabOTKH JJaHHBIX U 0€30MacHOCTH.

TexHUUECKUN CIeIl[UaucT 10 0OCay)KUBaHUIO 00yafjaeT CieAyouyM
YPOBHEM JIOCTYTIa ¥ 3HAHUH:

obaiaeT yacThio WHGOPMALIMK O CUCTEMHOM M TIPUKJIAZJHOM ITPOTPaMMHOM
obecrieuennu VCIT/IH;

obnafaet yacTbio MH(GOPMALIMM O TEXHUUECKUX CPe/ICTBax U KOH(UTypaLuu
NCIIOH;

3HaeT, I10 MeHbIIIen Mepe, O4HO Jiera/ibHOe UMA A0CTYIId.

6. TpeboBaHusA K mepcoHa/Ty o odecneueHU o 3amuThI [1/1H

Bce corpygHuku Komuccuu, ssstomuecs rmosib3oBatensmu  VCITH,
JO/DKHBI YeTKO 3HaTb W CTPOTO BBIMOJHSATH YCTaHOBJEHHbIe TIpaBUIa W
00s13aHHOCTH TI0 AOCTYNY K 3alljuillaeMbiM 00BeKTaM M COOJIFO/IEHUI0 TIPUHSTOTO
pexxuma 6e3omnacHoctu [1/H.

[Ipy BCTyI/IeHWHM B [JO/DKHOCTH HOBOTO COTPY/AHHMKA OH [JO/DKEH ObITh
03HAKOMJIeH C He0OXOIUMBIMU JJOKYMeHTaMH, perjiaMeHTUDPYIOLIMMU TpeboBaHus
no 3amure II/JH, a Takke oOyyeHMe HaBbIKaM BBLITIOJTHEHUS TIPOLIEAYP,



He0OXOIUMBIX I/ CAaHKIJMOHUPOBAHHOTO McToib3oBanust MCIT/IH.

CoTpyHUK [O/DKeH ObITb O3HAaKOMJIEH CO CBeJleHUSIMA HacTosiieln
[TomTUKY, MPUHSTBIX TpoleAyp paboTel ¢ snemenTamu UCIT/IxH u C3I1/H.

Cotpygnuku  Komuccuu,  UCHOJB3yHOLMEe  TeXHUUYeCKWe  CpefiCTBa
ayTeHTUhUKALMK, [O/DKHBI obecreunBaTb COXPAHHOCTh  UJIeHTH(HHUKATOPOB
(2/1eKTPOHHBIX Ktouer) u He gonyckatb HC/] K HUM, a Tak >ke BO3MOKHOCTb UX
yTepu WIA UCIOJb30BaHUS TpPeTbMMH JiMllaMd. [losib30BaTeni  HeCyT
TepPCOHA/IbHYI0 OTBETCTBEHHOCTD 3a COXPAHHOCTh MIeHTU(hHKATOPOB.

Cotpyanuku Komuccuu JO/DKHBI ClefiloBaTh YCTaHOBJIEHHBIM TIPOLie/lypaM
nojiiep)kaHusi pe>xkuma 6e3oracHoctu TI/JH mpu BbIOOpe W HCIIO/Ib30BAHUU
rapoJiei (ec/ii He UCMOJIb3YHOTCS TeEXHUUECKHe Cpe/iCTBa ayTeHTU(hHKAl[HH ).

Cotpygauku Komuccum [JO/DKHBI 00ecrieurBaTh Ha/JIeXKallyro 3alluTy
o0opyI0BaHusl, OCTaB/IsieMoro 0e3 IIPUCMOTpPa, 0COOEHHO B TeX CydasiX, KOrja B
TOMellleHre UMEeOT JJOCTYTI IOCTOPOHHUeE ulia. Bee mob3oBaTenu JO/DKHBI 3HATh
TpeboBaHus 110 Oe3omacHocTy [I/JH ¥ mpolleAypbl 3alUThl 000pY/I0BaHUS,
OCTaB/IEHHOTO 0e3 MPHUCMOTPA, a TaK’Ke CBOM 00513aHHOCTH 110 00ecTieueHUI0 TaKok
3aIIUTHI.

CoTpyjHYKaM 3ampelaeTcss yCTaHaB/IMBaTb I[OCTOPOHHEe NPOrpaMMHOe
obecrieueHuie, TIOJKIIOUATh JIMUHble MOOW/bHBIE YCTPOMCTBA U HOCUTEU
MH(pOpMalMK, a TaK >Ke 3alMChIBaTh HAa HUX 3allUILaeMyt0 HH(POpPMAaLMIO.

CoTpyjgHYKaM 3arpellaeTcsd pasrjamiarth 3allyllaeMyr0 HH(OpMaLuio,
KOTOpasi CTajla UM W3BeCTHa Ipu paboTe ¢ MHPOPMALMOHHBIMU CHCTEMaMU
Komuccnu, TpeTbuMm /vLiam.

[Tpu pabore c [11 B UCIT[JH coTpyaHuku Komrccun o6si3aHbl 00ecrieunThb
OTCYTCTBUE BO3MOKHOCTHU TpocmoTpa [1/JH TpeTbrmu MLiaMyu ¢ MOHUTOPOB APM
W/IU TePMUHAJIOB.

[Tpu 3aBepienur pabotsl ¢ UCITH coTpyAHUKA 00si3aHbl 3alluTUTh APM
WM TePMHHAJIBbI C TIOMOIIbIO OJIOKMPOBKH K/TFOUOM WJTH SKBUBAJIEHTHOTO CPeJCTBa
KOHTPOJIs, HarpuMep, [JOCTYIOM [0 TapoJito, eC/lM He HCIO/b3ylTcs 6Oosee
CUJIbHbIE Cpe/iCTBa 3allUThl.

Cotpyanuku Komuccuu Ao/mpKHBI ObITH MPOUH(OPMHUPOBaHBI 06 yrposax
HapyIleHus pexkuma 6e3oracHOCTH [1/JH ¥ OTBETCTBEHHOCTH 3a €ro HapylIlleHue.
OHM [O/DKHBI OBITH O03HAKOMJIEHBI C yTBep’KAEeHHON ¢hopManbHOW TpoIjeAypoi
HasI0’KeHUsl AUCLUIIIMHAPHBIX B3bICKAHWW Ha COTPYJHHMKOB, KOTOpPble HapyIIWIA
TIPUHSTBIE TIOIMTUKY U MPOIeAyphl Oe3oracHocTy T1/1H.

CoTpyaHuku 00si3aHbI 6e3 pome/iieHus1 coob11jaTh 000 Bcex Hab/M01aeMbIX
WIA TIOJ03pUTeNbHBIX ciaydasx pabotel VCII[IH, Moryiux mo/iedb 3a co0oit
yrpo3bl  Oe3omacHoctd II/JH, a TakKe O BBISIBJIEHHBIX HMH COOBITUSX,



3aTparvBanoiyx Oe3omacHocTh [1/1H, pYKOBOJCTBY TOJpa3fiesieHusi W JIULY,
OTBeualolleMy 3a HeMe/lJIeHHOe pearvpoBaHue Ha yrpo3bl be3onacHoctu [1/1H.

J10/KHOCTHBIE 00s13aHHOCTH To/b3oBareier UCIT/IH

HNomwkHocTHBIe  00si3aHHOCTA — Monb3oBarenelt  WMCII[IH  onMcaHbl B
CeAyroLIUX JOKyMeHTax:
Wuctpykums agmuuuctparopa UCIIH;

WHcTpykius agmuHKcTpaTopa 6e3omnacHoctu UCIT/H;
NucTpykuums nosib3oBatens UCITIH;
VHCTpyKLMS TTO/Ib30BaTe st NPU BOSHUKHOBEHUU BHEILUTATHBIX CUTYaLUY;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBeTctBUM co cTaThe 24 depepanbHOro 3akoHa Poccuiickon
@epepauyu 0T 27 utonst 2006 r. Ne 152-D3 «O mepcoHabHBIX JAaHHBIX» JIULIA,
BMHOBHbIe B HapyllleHWd TpeboBaHuil AaHHOro PejepasbHOTO 3aKOHA, HECYT
IPaKJAHCKYI0, YTOJIOBHYIO, aJMUHUCTPATUBHYIO, [UCLUAIUIMHADHYIO U WHYIO
1pelyCMOTPEHHYO 3aKOHO/]aTeTbCTBOM Poccutiickoi denepaliyu
OTBETCTBEHHOCTb.

[elicTByrolllee 3aKOHOJATe/NbCTBO Poccuiickot @eziepaljuy T103BOJISIET
TIpebABAATE TpeboBaHUs 10 obecrieueHUI0 6e30macHOM paboThI C 3allUIjaeMO
uHbopmaliMeli U mOpeJycMaTpUBaeT  OTBETCTBEHHOCTb 3@  HapyllleHue
yCTaHOBJIEHHBIX MpaBU/ 3KCIuTyataiyd OBM u cucTteM, HempaBOMEPHBIN AOCTYII
K WH(bOpMaliy, ec/ii 3TH AelCTBUs TIPUBEJM K YHUUTOXKeHUIO, O/I0KMPOBaHUIO,
MoaubuKalMy WH(POpMallid WM HapylleHuto pabotel OBM wiu ceteit (cTaTbu
272,273 v 274 YronoBHOro Kogekca Poccurickont ®denepanum).

Apvunuctpatop WCIIH wu  agmMuHMcTpatop 6e30macHOCTH — HeCyT
OTBETCTBEHHOCTH 3a BCE [eMCTBUS, COBEpLIeHHbIe OT UMEeHH UX YUYeTHBIX 3arvcei
WIA  CUCTeMHBIX  YYeTHbIX  3aluced, ewd  He  JoKa3aH  (pakT
HEeCaHKL[MOHUPOBAHHOI'O UCII0JIb30BaHUs YUETHBIX 3alMCel.

IIpy HapylieHusx corpysHukamMu Komuccuy — mosb3oBaTensasmMu VCIIOH
MpaBW/, CBsi3aHHBIX C Oe3omacHocThio [1/IH, OHM HeCyT OTBETCTBEHHOCTh,
YCTaHOBJIEHHYIO JIeMCTBYIOILIUM 3aKOHO1aTe/IbCTBOM Poccuiickoli Pefepaliiyu.

7. CIIMCOK HUCI0/Ib30BaHHBIX HCTOUHHUKOB

OCHOBHBIMM HOPMaTHUBHO-NIPABOBBIMU Y METOJUYECKUMU JOKyMEHTaMH, Ha
KOTOpBIX 6a3upyeTcs HacTosias [TosMTrKa, IBASIOTCS:

@enepanpHbii 3akoH 0T 27.07.2006 1. Ne 152-®3 «O mnepcoHasbHBIX
JAHHBIX», YCTaHABIMBAIOILIMN OCHOBHbIE TIPUHIUIBI U ycaoBUs obpaboTku T1/1H,
npaBa, 00513aHHOCTM U OTBETCTBEHHOCTb YYaCTHUKOB OTHOLLIEHWM, CBSI3aHHBIX C
obpaboTkotii [T/TH.



TpeboBaHus K 3alUTe TIepCOHANbHBIX MJAHHBIX TIPM UX 00paboTKe B
MHGOPMAL[MOHHBIX ~ CUCTeMaX  [epCOHANbHBIX  J@HHBIX,  YTBepXK/eHHbIe
noctaHoB/ieHreM [IpaBuTenbcTtBa Poccuiickori @epepariui ot 01.11.2012 1. Ne
1119.

[TonoxkeHne 06 0cobeHHOCTX 00pabOTKM TMepCOHANbHBIX JAHHBIX,
ocylilecTBasieMo 6e3 MCMOJb30BaHUSI CPEe/ICTB aBTOMAaTH3allid, YTBEP)KIeHHOe
noctaHoBsieHreM [IpaBuTenbctBa Poccuiickori @epepaiid ot 15.09.2008 1. Ne
687.

HopmatvBHO-MeToguueckue [JOKyMeHTbl ®efepanbHOM  CayKObI  TI0
TeXHUYeCKOMY U SKCIIePTHOMY KOHTpoJ/it0 Poccuiickon Pepepauyu (nanee —
®CTOK Poccun) no obecrnieuenuto OesomacHoctv II[IH mpu ux oOpaboTke B
UCITOH:

ba3oBasgs Mojienb yrpo3 0e30MacHOCTH TIePCOHAMbHBIX AAHHBIX TIPU MX
06paboTKe B MH(MOPMAILIMOHHBIX CUCTEMax TePCOHATbHBIX JJaHHBIX, YTBEP)K/[eHHast
3amectutesnieM aupekropa ®CTOK Poccum 15.02.2008 r.

MeTtoauueckuii  10KyMeHT. MeToAMKa OLIEHKM Yrpo3 0e30macHOCTH
nH(opMaiuu, yreepxxaeHHbI ®CTOK Poccuu 05.02.2021 r.

[Mpukaz @D®CTOK Poccuu ot 11.02.2013 Ne 17 «O6 yTBepKaeHUH
TpeboBaHuii 0 3aruTe HHMOOPMAIMK, HE COCTaBJISIONIUX TOCYAAPCTBEHHYIO TalHY,
CojlepXKalluXCsl B TOCYZapCTBEHHBIX MH(OPMAaI[MOHHBIX CUCTEMaXx».

[Mpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yTtBepkaeHun CocraBa
W Cofiep)KaHUusi OpraHM3allMOHHBIX U TeXHUUeCKWX Mep MO0 obecreueHuto
6e30mMacHOCTU TIePCOHAILHBIX AAHHBIX MpU X 00paboTke B HMH(OPMAI[OHHBIX
CUCTeMax MepCOHa/IbHBIX JaHHbBIX».

[puka3 denepanbHOM cy0bl 6e3omacHocTu Poccuiickoit defepaiiuu oT
10.07.2014 Ne 378 «O6 ytBepxxgeHnu CocTaBa U CojiepKaHWsl OPraHU3al[MOHHbBIX
M TeXHUUYeCKuX Mep 1o obecrieyueHHI0 6€30MacHOCTH MepPCOHANbHBIX JJaHHbIX MPU
ux o00paboTke B MH(OPMALMOHHBIX CHCTeMaxX [€PCOHA/NbHBIX [JaHHBIX C
WCIIO/Ib30BaHWeM  CpeJICTB  KpUIITOrpauueckod  3aluThl  WUHGOPMAaIUU,
HeoOXOMMBIX [I/I1 BBITIOJTHEHUsI YCTaHOB/eHHbIX [IpaBuTenbctBoM Poccuiickoid
®epepalun TpeboBaHMI K 3all{UTe IePCOHA/BHBIX JaHHBIX [/ KaK[Oro u3
YPOBHEeH 3allUILIeHHOCTUY.

MeToauueckrie peKOMeHZALMU Mo pa3paboTKe HOPMATHMBHBIX MPaBOBBIX
aKTOB, OMpeJeNsiolUX Yrpo3bl  0e30MacHOCTHM  MEepCOHANbHBIX  JIaHHBIX,
aKTyajibHble TIpU 00paboTKe TepCOHANbHBIX [JJaHHBIX B HWH(POPMAaI[MOHHBIX
cucTeMax [epCOHaNbHBIX [IaHHbBIX, SKCIUIyaTUDYeMbIX TMpPH OCYLECTBIEHUN
COOTBETCTBYIOLLIUX BUJIOB [leATe/TbHOCTH, YTBepXKAeHHbIe pyKOBOACTBOM 8 LleHTpa
@®CBh Poccun 31.03.2015 Ne 149/7/2/6-432.



