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IIOJINTUKA

uH(opMaIHOHHOH 0e301MacHOCTH
NpHu padoTe ¢ NepCOHA/ILHBIMHU AAHHBIMU

B APTHHCKOM PallOHHOW TePPUTOPHAIBHOM H30UpaTe/TbHON KOMUCCHU

OIIPEAE/IEHNA

B HacrosiieM [JOKyYMeHTe WCIO/b3YIOTCS CleAyliie TepMHUHbI U UX
orpejeneHus..

ABTOMATH3HPOBaHHAsI CHCTeMa - CHCTeMa, COCTOsALas W3 MepcoHana U
KOMILJIEKCa CPeJCTB aBTOMAaTU3al[uu ero [lesaTe/IbHOCTH, peasv3yrollas nHhopmMa-
L[MOHHYIO TEXHOJIOTHIO BbITIO/THEHUS] YCTaHOB/IEHHBIX (DYHKLIUIA.

AyTeHTH(UKAUMSA OTHPABUTEJN [JaHHBIX - T[IOATBEpP)KAEHWe TOro, uTo
OTIIPABUTEJIb [TOJIyYeHHBIX JAaHHBIX COOTBETCTBYET 3asBJIEHHOMY.
Be3onacHoCTh MNepPCOHANBHBIX JAHHBIX - COCTOSIHHME 3all[UI[eHHOCTU

MepCcoHaNbHbIX JIaHHBIX, XapaKTepu3yemoe CIMOCOOHOCTBIO —TI0JTb30BaTesle,
TeXHUUECKUX CpPeACTB UM  WH(MOPMALMOHHBIX  TeXHOJOTWM  obecreunThb
KOH(U/IeHIIMa/IbHOCTh, 1[€/IOCTHOCTh U JIOCTYITHOCTh IepCOHaNIbHbBIX JAaHHBIX TPH
1X 00paboTKe B MH(MOOPMAIIMOHHBIX CCTeMaX IMepCOHA/bHBIX JaHHBIX.

Buomerpuuyeckne mnepcoHaJbHbIE JaHHbIe -  CBeJeHUsd, KOTOpEbIe
XapaKkTepu3yloT (u3noIoruueckre 0COOEHHOCTH YesioBeKa M Ha OCHOBe KOTOPBIX
MOXXHO YCTaHOBUTb €ro JMYHOCTb, BK/tOUasi (poTorpaduu, OTIeuaTkKu Tasblies,
obpa3 ceryaTkd TJia3a, OCOOEHHOCTM CTPOEHWs Tela W JAPYryl IOA0OHYIO
MH(OpMaLUIO.

BioknpoBaHue TmepCOHAJBHBIX JaHHBIX - BpEeMEHHOe IIpeKpallieHue
00pabOTKM TMepCOHaNbHBIX [JaHHBIX (3a MCK/IIOUEHHEM C/IydaeB, ecyii 0b6paboTka
HeoOXoZuMa /ISl yTOUHeHUsI TIepCOHA/TbHBIX IaHHBIX).

Bupyc (KOMObIOTEPHBI, MPOrpaMMHBIii) - UCIOJIHSIEMbIM MNPOrpaMMHbIN
KOl WIA WHTEPHPeTHUPYEeMbIid HaOOp MHCTPYKLIUM, 00/1aZaroIiuii CBOKMCTBaMH He-
CaHKL[MOHWPOBAHHOIO PacCIpOCTPaHeHUsi M camoBocrnpou3sBefeHusi. Co3maHHbIe
Ay0/IMKaThl KOMIIIOTEPHOTO BUpPYyCa He BCeT/ja COBMA/al0T C OPUTHMHA/IOM, HO CO-
XPaHSIT CrIOCOOHOCTD K Jla/ibHeMIIeMy pPaclpoCTpaHeHUI0 U CaMOBOCTIpOU3Be/ie-
HUIO.

Bpenonocnasi mporpaMma - Mporpamma, TfpejiHa3HaueHHasi /i OCYIeCTB-



JIeHWsI HeCaHKLIMOHUPOBAHHOTO JOCTyMa U (WIX) BO3/eUCTBUSI Ha MepCOHa/bHbIe
JlaHHbIEe UM PeCypChbl MHPOPMALMOHHOW CUCTEMbI TTePCOHAJIbHBIX JJaHHBIX.

BcnomorartebHble TeXHHYECKHE cpeacTtsa M CHCTEMbI - TeXHHYECKHe
Cpe[iCTBa M CUCTeMBI, He TIpe/fHa3HaueHHbIe /17151 Tiepeaun, 00paboTKH 1 XpaHeHHUsI
MepPCOHA/IbHBIX ~ JIaHHBIX, YCTaHaB/MBaeMble COBMECTHO C TeXHUUYeCKUMHU
CpeAcTBaMM U CHUCTeMaMM, Tpe/Ha3HaueHHbIMU AJi1 00pabOTKU TepCOoHaTbHbIX
JAaHHbIX WA B TOMeELeHUsAX, B KOTOPbIX YCTaHOBJEHbl HWH(OpPMaLMOHHbIE
CUCTEeMbI ITepCOHA/bHBIX /IaHHbIX.

JocTyn B onepanMoHHYIO cpeay KOMNbHOTepa (MHGOPMANMOHHON CHCTEMbI
NEePCOHANIBLHBIX JAHHBIX) - TOJIyueHWe BO3MO)KHOCTM 3alyCKa Ha BBINOJHEHUE
IITaTHBIX KOMaHJ, (yHKLIMM, TIpOLieAlyp OlepallMOHHONW CUCTeMbl (YHUUTOXXeHUS,
KOTMPOBaHUs, TepeMellleHUs] U T.I.), UCIOJHSIeMbIX (ailioB TPUK/IaJHBIX
Tporpamm.

Joctyn K uHpopMauuu - BO3MOXXHOCTh TO/yuyeHUs UHbOpMalid U ee
VCII0/Tb30BaHMUSI.

3aki1a04HOe YCTPOICTBO - SJIeMEHT Cpe/CcTBa CheMa MWH(MOpMaLuH,
CKPBITHO BHeJpsieMblM (3aK/a/iblBaeéMblii WIA BHOCUMBIM) B MeCTa BO3MOKHOTO
cbeMa MHMopMaly (B TOM UHC/e B OrpaXk/eHHe, KOHCTPYKIHIO, 000pyioBaHue,
rpeIMeTbl UHTepbepa, TPAHCIIOPTHbIE CPE/ICTBA, a TaK)Ke B TeXHUYeCKHe Cpe/iCcTBa
U cucTeMbl 00paboTku nHMOpMaLvn).

Bammmaemas uHpopmamus - HHPOpMalWs, SBJSIONMIASCS TIpeAMEeTOM
COOCTBEHHOCTH U TIOJJIEXKAlljasi 3all[iTe B COOTBETCTBUH C TpebOBaHUSAMH
TIPABOBBLIX TOKYMEHTOB W/IM TpPeOOBaHWSIMM, YCTAaHAB/IMBAEMbIMH COOCTBEHHHUKOM
rnHbopMarLuu.

WUnentudgukanuss - TIPUCBOeHHWEe CyOBbeKTaM U 00BbeKTam /I0CTyTia
uaeHTUdUKaTopa U (WIM) CpaBHeHUWe TIpPe[bsB/ISEMOro UAeHTUhHKAaTopa C
repevyHeM MPHCBOEHHBIX W eHTHU(HHUKATOPOB.

NudpopmaTuBHBI CHrHAJ - OJJIGKTPUYECKHE CUTHa/Ibl, aKyCTHUUYeCKue,
3/IeKTPOMarHuTHbIEe U [Ipyrue (u3nueckue rosis, 1o rnapaMeTpaM KOTOPbIX MOXET
OBITb packpbiTa KOH(HAeHIManbHas uH(opMalysa (TepCcoHanbHbIE TaHHbBIE)
obpabaTeiBaeMast B UH(OPMALIMOHHOM CHUCTEMe TTePCOHATbHBIX JJaHHBIX.

NHpopManMoOHHbIE TEXHOJOrMM - TIPOIIECChl, MEeTOJbI TIOMCKa, cbopa,
XpaHeHUsi, 00pabOTKW, TIpe/OCTaB/ieHUs, pacIpOCTpaHeHusi WHGOpMAILUKU U
CriocobbI 0CyI1[eCTBIeHUS TaKUX TIPOL[eCCOB ¥ METO/IOB.

Nudopmanmonnas cucrema  nepcoHadbHbIX JaHHbix (MCIIAH) -
COBOKYITHOCTb COJZIep>Kall[uXcsi B 0a3ax /[AaHHBIX TI€PCOHAbHBIX [JaHHBIX W
obecmieurBarOIUX UX 00paboTKy MHMOPMAILIMOHHBIX TEXHOJIOTUNA U TeXHUUeCKUX
CpeCTB.

Hcnosib30BaHne MePCOHAIbHBIX JaHHBIX - JIeMcTBUS (omepanuu) C
TePCOHA/ILHBIMU  JJaHHBIMH, COBepIllaeMble OIepaTopoM B 1IesIX TIPUHSTHS
pelleHud WM COBEpLIeHWs WHBIX [JeMCTBUM, MNOPOXKIAKIINX OpUAUYEeCKre



MOC/IeICTBUSI B OTHOILIIEHUU CyObeKkTa MepCOHA/NbHBIX JaHHBIX WIA [PYTUX JIWL]
b0 MHBIM 00pa30M 3aTparvBarolMX TpaBa U CBOOO/bI CYOBEKTa MepPCOHA/TbHBIX
J@HHBIX WM IPYTUX JIULI.

Hcrounuk yrpo3nl 0Ge3omacHocTH HWHpoOpManMM - CYObeKT JOCTYIIa,
MaTepua/bHbId 00beKT WM (hU3UUeckoe siBleHUe, SIBJSIOIIMeCS TPUUUHON
BO3HUKHOBEHUS yrpo3bl 6e30racHoCTH MHGOpMALUH.

KoHTposiupyemasi 30Ha - TIPOCTPAHCTBO (TEpPPUTOPUS, 3[AaHUE, YaCTh 3[aHus,
MoMellieHre), B KOTOPOM MCK/IIOUEHO HEeKOHTpOJiMpyemMoe TpeObiBaHMe
MTOCTOPOHHUX JIML], & TAK)Ke TPAHCIIOPTHBIX, TEXHUYECKHUX U MHBIX MaTepuabHbIX
CpelCTB.

KoHn(puaeHuHaJILHOCTL NEPCOHANBHLIX JAaHHLIX - 00s3aTebHOe IS
cobtofieHrs orepaTOPOM WJ/IM WHBIM TIOJIyUMBILIKM JOCTYN K Te€PCOHATbHbIM
[AHHBIM JIUL[OM TpeboBaHWe He MOMYyCKaTh WX pacrpocTpaHeHWe 6Ge3 coryacus
CcyObeKTa NepCoHabHBIX JAHHBIX WM HaJIMUUsi THOTO 3aKOHHOTO OCHOBAHWUS.

Me:xcereBou IKpaH - JIOKaJ/IbHOe (0/IHOKOMIIOHEHTHOE) 170171
(GyHKLMOHAMBHO-pacIipe/ie/ieHHoe — MporpaMMHoOe  (MpOrpaMMHO-arapaTHOe)
CpeACTBO (KOMILIEKC), peasin3yrolliee KOHTPO/Ib 3a UH(GOpMal[rel, MoCTyIatolel B
MH(OPMAL[MOHHYI0 CUCTEMY TE€PCOHAJIBHBIX [aHHbIX W (WIA) BBIXOAALLEA W3
MH(OPMAaLMOHHOW CUCTEMBI.

Hapymureapr 0€30MacHOCTH MEPCOHAJBHBIX AAaHHBIX - (PU3MUecKoe MO,
CJIy4allHO WM TIpelHaMepPeHHO COBepIlarolllee AeNCTBUsA, C/ie[CTBUEM KOTOPBIX
SIBJISIETCS HapyllleHHue 0e30TacHOCTH TIepCOHANMbHBIX JAHHBIX TIpU WX 00paboTke
TeXHUYeCKUMH Cpe[iCTBaMKA B MH(OPMALMOHHBIX CUCTEMAax MepCOHaIbHBIX
JlAHHBIX.

HeaBromaTusupoBaHHast 00pa0oTKa NMEePCOHAIBHBLIX JAaHHBIX - 00paboTKa
MepPCOHA/IbHBIX  [IaHHBIX, COJepXallUuxcsd B  HH(OPMALMOHHOW  CUCTeMe
MepCOHANBHBIX [JaHHBIX JIMOO W3B/IEUEHHBIX W3 TaKOW CHUCTEMbI, CUWTAeTCs
OCYLL|eCTB/IEHHOU be3 VICIIO/Tb30BaHUs CpeJiCTB aBTOMAaTHU3aLU
(HeaBTOMAaTU3HMPOBAHHOM), €C/TM TaKWe [IeMCTBUS C MepCOHaIbHBIMU IaHHbIMU, KaK
WCI0/Ib30BaHWe, YTOUHEHHWe, paclpoCTpaHeHue, YHUUTO)KeHWe TMepCOHaTbHbIX
JAHHBIX B OTHOIIEHWH KaXAOTO0 W3 CYObeKTOB TIepCOHA/IbHBIX [IaHHBIX,
OCYLLIECTBJISIFOTCS MPU HEMTOCPEJCTBEHHOM yUaCTHH YesIOBeKa.

HenexiapupoBaHHble BO3MOXKHOCTH - (YHKLUHWOHAIbHbIE BO3MOKHOCTH
CPe[ICTB BbIUMCIUTE/IbHOM TeXHUKH, He OINWCAaHHble WU He COOTBETCTBYHOLME
OMMMCaHHBIM B JOKyYMEHTAal|Md, IIPU MCII0JIb30BAHUM KOTOPBIX BO3MOJKHO
HapylleHve  KOH(UAEeHLMAJbHOCTH,  JOCTYIHOCTA  WIM  L[eJIOCTHOCTH
obpabatbiBaemMoii uH(OpMaIuu.

HecaHKIJMOHUPOBAHHBIN J0CTYyNl (HeCAHKLMOHMPOBAHHbIE eliCTBUA) -
A0CTyn K MHGOpMaLuM WK JeUCTBUS C MH(OpMaLyel, Hapyllawliyde IMpaBuia
pasrpaHrueHys JOCTYIa C UCTI0JIb30BAHUEM IUTATHBIX CPeJICTB, IPef0CTaBIsieMbIX
MH(OPMAaLMOHHBIMUA CHUCTEMaMHU MepCOHA/BHBIX TaHHBIX.



Hocureans undopmanun - dhr3nueckoe JIMIO WM MaTepUaibHbIN 00BEKT, B
TOM 4KC/ie (pU3nYecKoe moJsie, B KOTOpOM MH(OPMaLYsi HAXOJUT CBOe OTPaKeHHe B
BHJle CHUMBOJIOB, 00pa3oB, CUTHAJ/OB, TeXHWYECKUX pelleHnid U TPOLeCcCoB,
KOJTMUeCTBEHHBIX XapaKTepUCTUK (M3UUeCKUX BeJTMUMH.

O6e3MnunBaHNe NMEPCOHANBHBIX JaHHBIX - JIEMCTBUS, B pe3ysbTare KOTOPBIX
CTAaHOBUTCSI HEBO3MOKHBIM 0e3 HCI0J/Ib30BaHUsl JOTIONIHUTeIbHON MH(bOpMaluu
oTipe/ieJIUTh TIPUHA/ITIE)KHOCTh TIePCOHA/IbHBIX [JaHHBIX KOHKDETHOMY CyOBeKTy
MepCOHAa/IbHBIX 1aHHBIX.

O06pa6oTKa NMEPCOHANLHBIX AAHHBIX - JIFOOOe MelicTBUe (orepaiys) WIH
COBOKYITHOCTb J€MCTBUM (Omeparjuii), COBepIlaeMbIX C HUCIOJb30BaHUEM CPe/CTB
aBTOMaTv3ald Wi 06e3 UCIOMb30BaHUS TaKUX CPEACTB C TepPCOHATbHBIMU
JaHHBIMH, BK/OUasi cOOp, 3ammch, CHCTeMaTH3al[[io, HaKOIUIeHHe, XpaHeHUe,
yTouHeHWe (0OHOBJ/IeHHE, W3MeHEeHHe), W3BJjieueHue, WCII0/Ib30BaHUe, Iepeavy
(pacmipocTpaHeHue, TIpe/oOCTaB/ieHHe, AOCTYIT), obe3nrunBaHue, OJIOKMpOBaHUE,
yAaneHne, YHUITOKeHUe MepCOHA/IbHBIX JaHHBIX.

OO0menocTtynHbie NepcoOHANbHbIE JaHHbIE - TIePCOHA/IbHBIE [aHHBIE, TOCTYII
HEOrPaHUUeHHOT0 Kpyra JMI] K KOTOPbIM TIpe/JoCTaB/ieH C coryacusi CcyOneKkTa
MepCOHAMbHBIX [JAHHBIX WM Ha KOTOpPble B COOTBETCTBUM C (ejlepaTbHbIMU
3aKOHaMH He pacrpocTpaHsieTcs: TpeboBaHUe cO0/TI0/IeHUST KOH(PHUIEeHIaTbHOCTH.

Oneparop (MEepCOHAJBHBIX JaHHBIX) - TOCYJapCTBEHHbIM  OpraH,
MYyHMLMTaIbHBIA OpraH, IOpUAuYeckoe Wid (PU3nuecKoe L0, CaMOCTOSITEbHO
WM COBMECTHO C JIPYTUMM JIMIIaMU OpraHU3yrolde U (WUIM) OCYIeCTBISHOLINe
00paboTKy IepcoHanbHBIX [IaHHBIX, a TAaKXKe OIpejeNsoIie 1ieM 00paboTKu
TepPCOHA/TbHBIX JJaHHBIX, COCTaB TePCOHATBHBIX JJaHHBIX, MO/ IeKaInx obpaboTke,
JencTBus (onepanum), CoBepilaemMble C MePCOHATbHBIMUA JAaHHBIMMU.

Texnnueckue cpeacrBa HHPOPMANMUOHHON CHUCTEMBbI NMEPCOHAJBbHBIX JAaHHBIX
- CpeliCTBa BbIYMCIUTETLHOM TEXHWKH, WH(OPMAlIMOHHO-BLIUUC/IUTE/IbHbIE
KOMIIJIEKChl M CeTH, CPe/ICTBa M CHUCTeMbI Tiepefaud, rnpuemMa u obpabotku I1Jx
(cpeacTBa M CHUCTEMBI 3BYKO3allMCH, 3BYKOYCHWJIEHMS, 3BYKOBOCIIDOU3BEJeHUS,
MeperoBOpHbIe M TeJIeBU3WOHHbIE  YCTPOWMCTBA, CpeACTBA M3TOTOBJIEHUS,
TUPKUPOBAHUS [JOKYMEHTOB U JpPyrHe TeXHUUYecKHe CpejcTBa 00paboTKu
peueBoM, TpaduuecKoW, BUAeo- W  OykBeHHOLM(POBOW  HWHGPOpPMAIUH),
TIpOrpaMMHbIe CpeficTBa (OreparjioHHbIe CUCTeMbI, CUCTeMbI yIIpaB/ieHUs Oa3aMu
JaHHbIX W T.L.), CpeJCTBa 3aluThl HWH(OpPMAalLMW, TIpUMEHsieMble B
MH(OPMaIIMOHHBIX CUCTEMaX.

IlepexBatr (uHpopmammuu) - HerpaBOMepHOe I[0JyuyeHHe HH(OpMaluu C
HCII0/Tb30BaHUEM TEXHUUYECKOTO CpeJCTBa, OCYIIeCTBJISIONIEr0 OOHapy)XeHHe,
npvieM 1 00pab0TKy MH(OPMATHBHBIX CUTHAJIOB.

IlepconanbHble JaHHBbIE - TF00ast WHGOPMAI[MS, OTHOCSINASACSA K TPSMO WA
KOCBEHHO OITpe/ieJIeHHOMY W/ OMpeziesiieMoMy (GU3UUecKoMy JIHIY (CyObekTy
TepCOHabHBIX [JaHHBIX);



IToOouHbIe  3/1eKTPOMarHUTHbIe  H3/JIyUYeHHMA W  HABOAKH -
3/IeKTPOMarHUTHbIe U3y4eHUs] TeXHUUeCKUX CpeACcTB 00paboTKM 3alluiijaemMoi
vHboOpMalliy, BO3HUKAlOIIMe Kak I[000YHOe siBjieHMe W  BbI3BaHHbIE
3/IeKTPUUECKUMU CUTHA/IaMU, [IeHCTBYIOIMMU B UX 37IEKTPUUECKUX U MarHUTHBIX
1[eTIs1X, @ TaKXKe 3/IeKTPOMarHUTHbIe HABOJIKM 3THUX CHUTHAJIOB Ha TOKOIPOBO/SIIIVE
JIMHUY, KOHCTPYKLIUU U LIeNU NMATAHUS.

IMoJuTHKA «YHCTOr0 CTOJA» - KOMIJIEKC OpPraHU3alMOHHBIX MEpOIpPUSITUM,
KOHTPO/IUPYIOIIMX OTCYTCTBHE 3allvChbIBaHUS Ha OyMa)kHble HOCHTENTH KJouer U
aTpubyToB AocTyta (raposieii) U XpaHeHus1 X BO/IM3U 00BHEKTOB AOCTYTIA.

ITosb30BaTe/ b UHPOPMALMOHHON CHCTeMbl MePCOHA/IbHBIX JAHHBIX -
JIMLI0, yYacCTByHOIllee B (PYHKLIMOHMPOBAaHUMM WHGMOPMALIMOHHONW CHCTEeMbI
MePCOHAJIbHBIX JaHHBIX WM UCMOJIb3YIOllee pe3yibTaThl ee (yHKLMOHMPOBAHMUS.

IIpaBuna  pasrpaHM4yeHusi  J0OCTYNAa - COBOKYITHOCTb TpaBuJI,
perj7aMeHTHPYIOIHX TpaBa JA0CTYIa CyOBeKTOB A0CTyIa K 00beKTaM Z0CTyTIa.

IIporpaMmHuas 3aKjiaaka - KOJ NpOrpamMMbl, NpeJHaMepeHHO BHeCEHHbIN B
TIPOrpaMMy C 1ie/TbI0 OCYII[eCTBUTh YTeUKYy, U3MeHUTb, O/I0KMPOBaTh, YHUUTOKUTh
MHGOPMALMI0 WIKM YHUUYTOXKUTb U MOAXW(MULIMPOBAaTh MPOrpaMMHOe obecrieueHue
HWHGOPMAI[MOHHON CHUCTeMBI ITepCOHAMBHBIX JAAHHBIX W (W/IK) OJIOKMPOBATh arima-
paTHbIe CPe/ICTBa.

I[IporpamMHoe  (mMporpaMMHO-MaTeMaTH4YeckKoe)  BO3JeHCTBHE -
HeCaHKIIMOHWPOBAaHHOe  BO3/leCTBUE HA  pecypcbl  aBTOMAaTHM3UPOBAaHHOM
MH(MOPMaI[MOHHOW CHCTeMbI, OCYIIleCTB/IsieMOe C MCI0J/Ib30BaHHMEM BPeJOHOCHBIX
TIporpamm.

PackpbiTHe NEPCOHANBHBIX JAHHBIX - YMBIIUJIEHHOE WM Cly4dyarhHOoe
HapylleHre KOH(W/IeHIMaTbHOCTU MepCOHabHBIX JAHHbIX.

PacnpocTpaHeHne NepCcOHAIbHBIX JAHHBIX - [€WCTBUS, HallpaB/JeHHbIe Ha
PaCKpbITHe TTePCOHA/IbHBIX /JaHHbIX HEeOIpe/le/IeHHOMY KPYTY JIUI].

Pecypc nndopManuoHHO# cHCTEeMbI - UMEHOBAHHbBIM 3/1eMEHT CUCTEeMHOrO,
TIPUKJIaZIHOTO W arnrapaTHOro obecmieueHus (byHKLMOHUPOBaHUSI
MH(OPMaI[MOHHOW CUCTEMBI.

Cneunaﬂbnme KaTeropuy nepCoHaAJIbHBIX JaHHBIX - [I€DCOHA/IbHbIE NdHHbIE,
KacaroIyecsi pacoBOM, HallMOHA/bHOW  TIPUHA/JIEXKHOCTH,  TIOJIATAYECKUX
B3IJ/ISI/IOB, PETUTUO3HBIX WU (DUI0COMCKUX YOEKIeHHH, COCTOSIHUS 3I0POBbS U
WHTUMHOM >XM3HU CyObeKTa IMepCoHabHBIX JaHHBIX.

CpeacrBa BbIYMCIUTEIBHON TeXHUKHU - COBOKYITHOCTb IPOI'PAaMMHBIX U TeX-
HHUYECKHX 3JIEMEHTOB CHCTeM 00pabOTKM JJaHHBIX, CITOCOOHBIX (PYHKIIMOHHUPOBAThH
CaMOCTOSITe/TbHO WU/TM B COCTaBe JIPYTUX CUCTEM.

Cyobekt moctyma (cy0bekT) - JIMLO WM TIPOLeCC, AeWCTBUSI KOTOPOTO
perjiaMeHTUPYIOTCS PaBU/IaMU pa3rpaHUdeHust 0CTyTa.

TexHuyeckuii KaHaJ yTe4KH HMH(OpMAUuM - COBOKYITHOCTbL HOCUTE/IA WH-
dopMmaiuu (cpescTBa 00paboTKH), (DH3HUECKO Cpeabl pacrpocTpaHeHusT HHHOpP-



MaTUBHOTO CUTHajia W  CPeJCTB, KOTOpPbIMUA [JOOBbIBaeTCs  3alljuiliaeMasi
rMH(opMarIusi.

TpancrpanuyHass  nepexadya  NEpPCOHAJBHBIX JaHHBIX -  [Ilepejayda
MepPCOHA/IbHBIX  JIaHHBIX ~ oOrepatopoM uepe3 ['oCyZlapCTBeHHYIO TDaHULLY
Poccuiickoii  ®epepaiiuu  opraHy  BJacTA ~ HMHOCTPAHHOTO  TOCYZApCTBa,
bu3nUecKoOMy WK FOPUAUUEeCKOMY JIUIY HHOCTPAHHOTO roCy/1apCTBa.

Yrpo3bl 6e30MacHOCTH MEPCOHATBHBIX JAHHBIX - COBOKYITHOCTh YCJIOBUU U
(GakTOpoB, CO3/aOL[MX OMacHOCTb HeCAaHKLMOHUPOBAaHHOTO, B TOM YHC/Ie
C/Iy4ailiHOT0, JOCTYTa K TePCOHA/IbHBIM /IaHHbIM, pe3y/IbTaTOM KOTOPOTO MOJKET
CTaTb YHUUTOXKEeHUe, W3MeHeHre, 6/I0OKUpOBaHNe, KOTIMPOBaHWe, PaclIpOCTpaHeHHe
TepCOHa/IbHBIX JAHHBIX, a TaK)Ke WHBIX HeCAaHKIIMOHWPOBAHHBIX /1eHMCTBUMN MPU UX
00paboTKe B MH(POPMAIIMOHHOW CHCTeMe TepCOHATbHBIX JaHHBIX.

YHUUTOKEHHE TEPCOHAIbHBIX JAaHHBIX - [EeWCTBUS, B pe3ysbTaTe KOTOPbIX
CTaHOBUTCSI HEBO3MOKHBIM BOCCTAHOBUTBL CO/iep)KaHue MepCOoHaIbHBIX JaHHBIX B
MH(OpPMAIIMOHHOM CHCTeMe T[epCOHa/NbHbIX JaHHbIX W (WIM) B pe3y/bTaTe
KOTOPBIX YHUUTOKalOTCSI MaTepyasibHble HOCUTEe/U NepCOHaTbHBIX JaHHbIX.

YTeuka (3amuiaemMor) WH(OpPMaALUM 1O TEXHUUYECKUM KaHa/laM -
HEKOHTPOJIMPyeMOe pacrpocTpaHeHue WH(OpPMAaLMU OT HOCUTEsIsl 3alliylljaeMoi
vHbopMaluu uepe3 (GU3NUECKYH0 CpeAy [0 TeXHHWYeCcKoro Cpe/CTBa,
OCYILeCTBJISIFOLLero repexBaT UH(GOPMALUU.

Vs3BumocTr - C1ab0OCTh B CpeACTBaxX 3all[UThl, KOTOPYH0 MOXXHO
WCTI0/1b30BaTh /IJIs1 HapyllleH!s CUCTeMbl WU COZieprKallieiicsi B Hell MH(opMallvu.

IlestocTHOCTH MH(BOPMALNUHU - CTTOCOOHOCTL CPe/ICTBA BBIUMCIUTETBHOU TeX-
HUKA WIA aBTOMAaTH3WPOBAaHHOW CHCTeMbl 00ecrieudBaTh HEU3MEHHOCThb
vHbOpMal[ii B YCJIOBUSIX CJIy4allHOTO W/WIKA TIpeJHAaMEePEHHOTO HCKaKeHUs

(pa3pyLueHus).



OBO3HAYEHUSA 1 COKPAIIIEHUSA

ABC - aHTUBHDYCHBIE Cpe/iCTBa

APM - aBTOMaTU3UpOBaHHOE pabouee MeCTo

BTCC - BcriomoraresibHble TeXHUUeCKUe CpeZiCTBa U CUCTEMBI
WCTI[IH - nHdbopMaloHHasi CUCTeMa MepCOHaIbHbBIX JaHHBIX
K3 - KoHTpo/mMpyeMas 30Ha

JIBC - yi0KaspHasg BbIYMC/IWTe/IbHAs CeTh

MD - mexxceTeBOM 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIN JOCTYM

OC - onepaLiMOHHas CUCTeMa

[1/1H - TiepcoHa/ibHbIe JaHHbIe

[IMB - nporpaMMHO-MaTeMaTAUYeCKOe BO3/|elCTBUE

[1O - nporpamMmMHOe obecrieueHue

[ISMUH - nob6oyHble 371eKTPOMarHUTHbIE U3TyYeHHsI M HaBOJIKU
CA3 - cuctema aHa/v3a 3allUIeHHOCTH

C3MU - cpepacTBa 3aiyThl MHOOPMAaLUU

C3I1H - cuctema (mojcUCTeMa) 3allUThI TTIePCOHATBHBIX JaHHBIX
COB - cucrema obHapy>KeHHs1 BTOP>KEeHU

TKYMU - TexHnueckKue KaHasibl yTeUKY MH(OPMAaLU1

YBII/IH - yrpo3b! 6€301acHOCTH MepCOHAMBHBIX JAHHBIX



BBEJAEHHUE

Hactosiijasi [Tonutrka wHMGOpPMAI[MOHHOM 0Oe30macHOCTH Tpu paboTe ¢
NepcoHaMbHbBIMKA  JJaHHBIMM B  APTHMHCKOM pallOHHOW  TeppUTOpUa/IbHOU

n3bupaTenbHOM KoMmHccuM (fJasee - IlosuTuka) sBAseTcss  o(UIMATbHBIM
JIOKYMEHTOM.

[TosmTKa  pa3paboTaHa B COOTBETCTBUM  C  TpebOBaHUSIMH,
yCTaHOBJ/IEHHbIMU:

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 149-®3 «O6 wuHbopMalyu,
MH(OPMAaILMOHHBIX TEXHOJIOTHUSIX U O 3aluTe MH(OpMAaLun»;

®epepanbHbiM  3akOHOM 0T 27.07.2006 Ne 152-P3 «O mnepcoHanbHBIX
AdHHBIX> ;

rioctaHoB/sieHueM [IpaBurenbcTBa Poccuiickor @egepaiiyn ot 01.11.2012 Ne
1119 «O6 yTBepkaeHHUH TpeOOBaHWI K 3alllUTe IEePCOHA/IbHBIX JAaHHBIX IMPU WX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MepCOHA/BHBIX JaHHbBIX»;

noctaHoBsieHvem [lpaButenbcTBa Poccurickont ®@epeparuu ot 15.09.2008
Ne 687 «O6 yTBepkAeHWH TIOJOXKeHUss 00 ocobOeHHOCTsX 00paboTKu
MepCOHaNbHBIX  [JaHHBIX, OCYIeCTBAsieMOM 6e3 MCMONb30BaHUS  CPEJICTB
aBTOMaTHU3aLN»;

rioctaHoBsieHrem [lpaButenbctBa Poccurickon ®epepanum ot 21.03.2012
Ne 211 «O6 yTBepKIeHWU TiepeuHsi Mep, HarpaBJeHHBIX Ha obecrieueHue
BBITTOJIHEHUS] 00s13aHHOCTel, TpelycCMOTpeHHbIX @efepanbHbIM 3aKOHOM «O
MePCOHA/IbHBIX [JaHHBIX» W TPUHSATBIMU B COOTBETCTBUU C HUM HOPMAaTHBHBIMU
MPaBOBbIMM aKTaMM, OlepaTopaMu, SIB/SIOLU[UMUCA TOCY/apCTBEHHbIMU WJTU
MYHULIUMNAbHBIMU OpraHaMu»;

niprka3oM ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yTtBepkaennu CoctaBa
M CO/lep)KaHWsl OpPraHM3alMOHHBIX M TEeXHUYEeCKUX Mep TI0 0oOecrieueHuro
0e30MacHOCTU TI€PCOHABLHBIX AAHHBIX NP MX 00paboTKe B WHGMOPMAIJMOHHBIX
cucTeMax repCoHa/bHbIX IaHHbIX»,

niprkazoM ®@CB Poccun ot 10.07.2014 Ne 378 «O6 yTBep>KJeHUH COCTaBa U
COZlep>KaHMsI ~OpPTaHM3ALMOHHBIX UM TEeXHUUeCKUX Mep 1o obecrieueHHIo
0e30MacHOCTH TIePCOHABLHBIX JAHHBIX MPU MX 00paboTKe B MH(OPMAI[OHHBIX
cucTemMax MepCOHATbHBIX J@aHHBIX C MCII0/Ib30BaHUEM CpeJiCTB
KpunTorpauueckoi 3auTbl WHGOPMAaIUM, He0OXOAWMBIX [Jis BbITIOJTHEHHS
ycTaHOB/IeHHBIX [IpaBuTebcTBOM Poccuiickoii @eziepaiiii TpeOOBaHHUM K 3allUTe
TepCOHa/IbHBIX JJAHHBIX [J151 K&)KJJOT0 U3 YPOBHEM 3all[UIlleHHOCTU»;

MeTtoanueckUMU  peKOMeHJalusiMU  TI0  pa3paboTKe  HOPMAaTUBHBIX
MPaBOBBIX AKTOB, OMPee/ISIOINX YIPo3bl 6e30MacHOCTH MePCOHATBHBIX JaHHBIX,
aKTya/lbHble TIpU 00pabOTKe TMepCoHalbHBIX [MJAHHBIX B HWHGMOOPMAI[MOHHBIX
cuCTeMax [epCOHaNbHBIX [IaHHBIX, SKCIUIyaTUPYeMbIX T[PU OCYLIECTBJIEHUA
COOTBETCTBYIOLLIMX BHUJIOB JeSITe/IbHOCTH, YTBEPXKAEHHbIMA DPYKOBOJCTBOM 8



Lentpa ®Cb Poccum 31.03.2015 Ne 149/7/2/6-432.

B TlonuTtuke orpeseneHbl TpeboBaHusi K TmiepcoHany WCIIIH, cTemeHb
OTBeTCTBEHHOCTU  TlepCOHaaa, CTPYKTypa M HeoOXOAWMBIA  ypOBeHb
3alUIeHHOCTH, CTaTyC U  [JO/DKHOCTHble  OOSI3aHHOCTA  COTPY/JHUKOB,
OTBETCTBEHHBIX 3a o0ecrieueHre 6€30MaCHOCTH MePCOHANBHBIX AaHHBIX B MICITJH
ApTHHCKOW paliOHHOW TeppUTOpHaNbHON H30UpaTenbHOW KOMHMCCHM (faee —
Komwmccus).

1. O0wMe mo/TI0KeHHus

Llenvto Hacrosimiet [lomutuku siBisieTcss obecrieueHre 6e30MacHOCTH
00BeKTOB 3amuThl KoMHCCHM OT BCeX BHZOB yrpo3, BHEIIHWX W BHYTPEHHUX,
YMBIIIVIEHHBIX W HeTpeJHaMepeHHbIX, MUHAMH3ALUs yijepba OT BO3MOKHOMU
peanu3aiuu yrpo3 6e3omacHoctu [11x (YBIIOH).

be30macHOCTb MepCOHANBbHBIX [JaHHBIX JOCTUTAETCS IyTeM HCK/IHOYeHUs
HeCAHKLIMOHWPOBAHHOTO, B TOM YMCJ/Ie CJIy4alHOrO, JOCTyna K IepCOHAaJbHbIM
JaHHbIM, pe3yJbTaTOM KOTOPOTO MOXET CTaTb YHUUTOXEHUe, W3MeHeHHe,
6/10KMpOBaHKe, KOMMMPOBaHUe, PacTpOCTPaHeHre TIepCOHATBHBIX JaHHbBIX, a TaKkKe
VHBIX HECAHKI[MOHUPOBAHHBIX JAeUCTBUM.

WNudopMmaliysi U CBsi3aHHbIe C Hell pecypChbl [OJ/DKHBI OBbITH AOCTYMHBI AJIs
aBTOPU30BAHHBIX TT0JIb30BaTesed. [J0/DKHO OCYIIeCTBASATBCS CBOEBPEMEHHOE
obOHapy>keHMe U pearupoBaHue Ha Y BIT/IH.

[JO/DKHO  OCyIeCTB/IATBCS  MpefOoTBpAllleHhe TpeJHaMepeHHbIX WU
CJIyYaliHbIX, YACTUUHBIX WM MOJHBIX HeCAHKLIMOHMPOBAaHHBIX MOAU(PUKALAN WA
YHUUTOXXEHUS [JaHHbIX.

CoctaB 00BEKTOB 3al[uThl TipeficTaBiieH B «[lepeuHe TmepCcOHATBHBIX
JNaHHBIX, oO0OpabaTbiBaeMbIXx B APTHHCKOHW palilOHHOH  TeppUTOPHAILHOM
n30upaTelbHOM KOMMCCHMM B CBS3M C peaju3alued C1y)KeOHbIX (TPY/[OBBIX)
OTHOLIEHUH, a TAK)Ke OCYILeCTB/IEHUEeM rOCYapCTBEHHBIX (DYHKLIUIN».

Cocras MUCII[IH mnopnexamux 3amure, InpejcraBneH B «llepeune
MH(OPMAILIMOHHBIX CUCTEM MEePCOHA/bHBIX [JaHHBIX B APTUHCKOM parliOHHOU
TepPUTOPHAIbHON M30MpaTeIbHOM KOMUCCHI».

2. O61aCTh IeUCTBHUSA

TpeboBanuss Hacrosimier [IOMMTUKKA ~— pacrpoCTPaHSIIOTCS Ha  BCeX
coTpyaHUKOB Komuccuu (IITaTHBIX, BpeMeHHbIX, PabOTaloIMX 10 KOHTPAKTy U
T.I1.), @ TAK)KE BCEX MPOYMX JIUL] (MOAPSAYUKA, ayAUTOPHI U T.I1.).

3. CucreMa 3alMThI IEPCOHA/IBHBIX AAHHBIX

OOGecrieueHre 06e30MaCHOCTA  TT€PCOHANBHBIX JIAHHBIX [JJOCTUTAETCs, B
YaCTHOCTH:
orpezie/ieHHeM yrpo3 0e30MacHOCTU TepCOHA/NBHBIX JaHHBIX TIPU  MX



00paboTKe B UH(POPMALIMOHHBIX CUCTeMax MepCOHATbHBIX aHHBIX;

NpUMeHeHeM OpraHM3allMOHHbIX W TeXHWYeCcKuX Mep Mo o0becrieyeHUIo
6e30MacHOCTU TI€PCOHABLHBIX AAHHBIX MPU MX 00paboTKe B WH(OpPMAIOHHBIX
crcTeMax MepCoHa/IbHBIX JAHHBIX, HE0OXOAUMBIX [I7Isl BBITIOJIHEHUS] TpeOOBaHUM K
3alUTe TepPCOHA/IbHBIX  JAHHBIX, UCTIOJIHEHHWe KOTOPbIX  obecrieurBaet
yCTaHOBJIEHHbIE [IpaBUTE/ILCTBOM Poccuiickon deepauyu YPOBHU
3alUILeHHOCTU NePCOHA/BHBIX JJaHHBIX;

TIpUMeHeHVeM TpOoLIeJIINX B YCTaHOBJIEHHOM MOpPs/Ke IMpoLefypy OLeHKA
COOTBETCTBUSI CPe/CTB 3allUThl UH(POPMALUY;

OLIEHKOW 3P PeKTUBHOCTM TIPUHUMAaeMbIX Mep TI0  obecrieueHHIO
6e30MacHOCTU  TepCOHaNbHBIX  JaHHBIX [0 BBOJ@ B  JKCIUIyaTalUio
MH(}OPMAaI[MOHHOW CUCTeMbI EPCOHATbHBIX JaHHbBIX;

y4eTOM MallMHHBIX HOCUTeJIel NepCOHA/IbHBIX [JaHHBIX;

obOHapykeHHeM (haKTOB HeCAHKIJMOHMPOBAHHOTO JOCTYTIA K IepCOHATbHBIM
JaHHBIM W TIDUHATHEM Mep, B TOM 4ucjie Mep 10 O0OHapyKeHHIo,
NpeAyNpeXAeHUI0 W JIMKBUJALUU TOC/IeCTBUM KOMIIBIOTEDHBIX arak Ha
MH(OPMaI[MOHHbIe CHUCTEeMbl TEePCOHA/IBHBIX [JaHHbIX U MO0 pearupoBaHUI0 Ha
KOMITbIOTEPHBIE UHL[U/EHTHI B HUX;

BOCCTaHOB/IEHMEM TI€PCOHA/IbHBIX [JJaHHBIX, MOJU(PULMPOBAHHBIX WU
YHUUYTOXXEHHBIX BCJIeICTBME HeCAHKLIMOHUPOBAHHOTO JOCTYIIA K HUM;

yCTAaHOBJIEHWEM  TIpaBWI  JOCTyra K  [epCOHAJIbHBIM  JJaHHBIM,
obpabaTbiBaeMbIM B MHGOPMAIIMOHHOMN CHCTeMe TTePCOHA/IBHBIX JAaHHBIX, a TaKXe
obecrieueHreM perucTpaliid W ydyeTa BCeX [IeMCTBUM, COBepIIaeMbIX C
MepPCOHAJ/IbHBIMU JAaHHBIMUA B MH(OPMAaLIMOHHOU CUCTEeMe MepCOHaIbHBIX JaHHBIX;

KOHTPOJIeM 3a TIPUHHMMAaeMbIMM MepaMHu 110 obecrieueHHI0 06e30TacHOCTH
MepPCOHA/IbHBIX [IaHHbIX W YPOBHS 3allUILeHHOCTH WH(OPMAL[MOHHBIX CUCTEM
MepPCOHAJIbHBIX JJaHHBIX.

CucremMa 3amuThl nNepcoHanbHbIX JAaHHbIX (C3II[JH), cTpouTcsa Ha
OCHOBaHUM:

AKTa BHYTpEHHEro KOHTPOJII COOTBETCTBHSI 00pabOTKH TepCOHaTbHBIX
JlaHHBIX.

[lepeuHss TepCOHANMBHBIX [JAHHBIX, OOpabaTbiBaeMbIX B ApPTUHCKOU
paliOHHOM TeppUTOpHa/IbLHOW M30MpaTeNbHOM KOMHUCCUM B CBSI3U C peasu3aljyie
Cy>)keOHbIX  (TPYJOBBIX)  OTHOIIIEHUH, a  TakkKe  OCYyLIeCTBJIeHUEM
roCyapCTBeHHbIX (QYHKIUY;

AKTOB KnacCU(pUKaLMU MHPOPMALIMOHHBIX CUCTEM MePCOHAJIbHBIX [JaHHBIX;

Mogenu yrpo3 6e30macHOCTY TIepCOHABbHBIX IaHHBIX;

MaTpuibl [OCTyna MO/b30BaTe/ield K 3aljuiaeMbiM HH(OpPMaLMOHHBIM
pecypcam UCIIH;

PykoBogsammx gokymeHToB @CTOK Poccuu u @Cb Poccun.

Ha ocHOBaHMW 3TUX /OKYMEHTOB OIIpe/esisieTCsi HeoOXOAUMbI ypOBEHb



sammmiieHHoctTy [1/JH kaxkzaou WCII[AH Komuccuu. Ha ocHoBaHMM aHaniu3a
aKTyalbHbIX yrpo3 6e3omacHoctu I[1/JH ommcaHHoro B Mojenu yrpos, JenaeTcs
3aK/lloueHue 0 HeoOXOJUMOCTH UCTOb30BaHUSI TEeXHUUYECKUX CpeiCTB U
OpraHM3aIlMOHHBIX ~MeporpusaThii A1 obecriedenuss 6Ge3omacHocty  [1/TH.
BriOpaHHble HEOOXOAMMBIE MEPOTIPUSATHSI OTpaXkaroTcsa B «CocTaBe Mep 3all[UThI
MH(OPMAaIMOHHBIX CUCTEM MEePCOHATbHBIX JAaHHBIX.

HOns NCITIH no/mkeH ObITh COCTAB/IEH CIMCOK HCIO/Ib3yeMbIX TeXHUUECKUX
cpeAcTB 3ammThl (fganee - CIHCOK), a TaK >kKe IPOrpaMMHOIO oOecTieueHus,
yuacTByroIriero B oopabotke I1/1H, Ha Bcex 3nementax MCII[IH:

APM nonn3oBareneu;

CepBepa NpuioKeHuH;

CYB/;

I"'panunier JIBGC;

KaHanoB miepejjau B ceTH 00I1[ero T0/Ib30BaHusA U (MIM) MEXyHApOIAHOTO
oOMeHa, ec/iu 0 HUM TepeaatoTcs T1/JH.

B 3aBrcumMocTy oT ypoBHs 3amjuineHHOCTH VCIIIH v akTya/bHBIX yrpos,
C3IIIH MoKeT BK/IOUATh C/IeyIolle TeXHUUeCKre CpesCTBa:

AaHTUBUPYCHBIE CPe/ICTBA /11 pabOUHX CTaHI[WH ITOTb30BaTe el ¥ CEpPBEPOB;

Cpe/CTBa Me)XCeTeBOr0 3KPaHUPOBAHUS;

CpeficTBa KpUITOrpauueckol 3allldThl WH(pOpMaLMWA TIpU Tepefaue
3alMIaeMo UH(pOpMaLUU 10 KaHajlaM CBSI3U.

Tak >Xe B CIHCOK [IO/DKHBI OBITh BK/IIOUEHbl (YHKIMM  3all[UTHI,
obecrieuriBaeMble IIITAaTHBIMH cpefcTBaMu 00paboTku [I/IH omepaiiOHHBIMH
cucteMamu (OC), npuknagaeiMm [IO u crenManbHBIMM  KOMILJIEKCAMU,
peanu3yrIIUMU CpeJcTBa 3aliuThl. CrIMCOK (DYHKLIMM 3alUThl MOXKET BK/IHOUATh:

ylpaBJ/ieHre U pa3rpaHAueHre JOCTyIIa MoIb30BaTesiew;

PErucTpaLyio U yuYeT AeHNCTBUM C uH(popMaLyeu;

obecrieueHue 1[eJIOCTHOCTH JIaHHBIX;

oOHapy>kKeHHe BTOP>KeHUH.

CnmMcoK WCIOMb3yeMbIX TeXHUYECKUX CpeACTB oOTpaxaeTcsi B «llnane
MepOTIpUITUA TI0 0becrieueHWIO 3allUThl TMePCOHAMBHBIX JaHHBIX». CIHCOK
WCII0JIb3yeMbIX CPe/CTB [O/DKEH TOAAePKMUBATbCH B aKTya/IbHOM COCTOSTHUU. [Ipu
VM3MEHEHWU COCTaBa TEXHUYECKHUX CpeACTB 3aiuTbl win 3neMmeHToB WCIIH
COOTBETCTBYIOLI[ie W3MeHeHHsI JO/DKHbI ObITh BHeceHbl B CITMCOK U yTBEPIKAEeHbI
npesacenarenemM V3ouparenbHOM KoMuccuyu CBepAIOBCKOM 00aCTH WM JIULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3aiuThl [1/1H.

4. TpeooBanus k nogcucremam C3I1/{xH

C3I1u Bk/ItoUaeT B cebs cieAyroliye moCUCTeMbI:
yripaBJjieHus JOCTYIIOM, PETUCTPAaLMU U yueTa;
obecrieuyeHust 1[e/IOCTHOCTH U JJOCTYITHOCTH;



aHTHUBUPYCHOM 3allUThI;

Me)KCeTeBOI'0 3KPaHUPOBAHUS;

aHa/v3a 3alyI[eHHOCTH;

oOHapy>keHHs] BTOP>KEeHHH;

KpUITTOrpauueckoi 3ailuThl.

[Togcuctembl C3I1/IH UMerOT pa3nuYHbIA (PYHKIIMOHA/N B 3aBUCHMOCTU OT
kinacca MCIIIH, ompefeneHHOro B «AKTe KiaaccHUKalMM WHGOOPMALMOHHOM
CUCTEMbI TIePCOHABHBIX JaHHbIX». CIMCOK COOTBETCTBUSI (PYHKI[UI TOACUCTEM
C3IIdH knaccy 3alyileHHOCTA TMpe/CTaB/JeH B TeXHWUYEeCKOM 3a/laHud 0
CO3ZIAHUI0  CUCTeMbl  3all[UThl WHGMOPMAalMM  HWHQMOPMALIMOHHOM  CHUCTEMbl
TepCOHA/IbHBIX 1aHHbIX.

[TogcucTema yripaBaeHUs JOCTYIIOM, PErMCTpallMi M yueTa

[TogcucTema yripaByieHUs1 JOCTYIIOM, PerMCTpallid U y4yeTa IpeJHa3HaueHa
JJ/1s1 peasiu3aliviy CyieIyIOIIUX (PYHKIWN:

HieHTU(UKAIIUM U TIPOBEPKU TOAJTMHHOCTH CyOBEKTOB [JOCTYyIIa TIPU BXO[[e
B UCII/IH;

WeHTU(UKaAlMM TepMUHA/IOB, Y3/I0B CeTH, KaHa/JOB CBSi3W, BHELIHUX
YCTPOUCTB TI0 JIOTUYECKUM UMEHaM;

WJleHTU(PUKALIMK TIPOrpaMM, TOMOB, KaTajloroB, (hailyioB, 3ar

HCeH, TI0JIeH 3aIicey 110 UMeHaM;

pervcTpainyy Bxoza (BbIXoZia) CyObeKTOB IOCTYTIa B CUCTeMY (M3 CUCTeMbI),
nbo pervcTparuy 3arpy3kKd M WHULMAIW3al[id OTepal[iOHHON CHCTEMbI U ee
OCTaHOBa.

perucTpaluy TMOMNBITOK JOCTyla TIPOrpaMMHBIX CpeACTB (TIporpamm,
TIPOLIeCCOB, 3a/iau, 3a/laHui) K 3alluiliaeMbIM (daitiam;

PErucTpanuy TOMBbITOK AOCTYyIa MNPOrPAMMHBIX CPEACTB K TepMHHAJIaM,
KaHajlaM CBsI3M, MNporpaMMamM, TOMaM, Kartajoram, aiiam, 3amucsM, MOJsM
3anucen.

[ToacucTema yripaB/ieHUs JOCTYTIOM MOJKET OBbITh peasM30BaHa C TIOMOIIIbIO
IITaTHBIX CpefcTB 00paboTku I1/IH (omepaliOHHBIX CHUCTEM, TIPUIOXKEHUN U
CYB[). Tak >ke MokeT ObITb BHEAPEHO CIiel[hajbHOe TeXHUUeCKoe CpeJiCTBO WU
MX KOMIIJIEKC, OCYIeCTBJISIIOIHEe AOTMO/HUTE/IbHbIe Mepbl M0 ayTeHTU(PUKALIUU U
KoHTpoto. Hampumep, mnpuMeHeHWe eAWHBIX XPAaHWIUIL, YYETHBIX 3arnucem
TI0/Tb30BaTesien u PErucTpaLOHHON ruHbopmalmuy, WCII0J/Ib30BaHUE
OMOMeTpUUECKUX U TeXHUUECKHUX (C TIOMOIIbIO 3/IEKTPOHHBLIX TIPOIYCKOB) Mep
ayTeHTU(UKALIUU U IPYTUX.

ITogcucrema obecrieueHust Ne/JIOCTHOCTHU U JOCTVITHOCTU

[Mogcucrema obecrieueHUs 1[€IOCTHOCTA U [IOCTYITHOCTU TIpeAHAa3HaueHa
st obecrieueHWs] 11€JIOCTHOCTM W AocTyrmHOCTH [I/IH, TIporpaMMHBIX U



armmapatHeix cpegcts MCIIOa Komuccuu, a Tak Ke CpefCTB 3alllUThl, T[IPU
Cy4yaliHOW WM HaMepeHHOW MOoAU(UKal[1H.

[Togcucrtema peamu3yeTcss C  TOMOLIBKO — OpraHM3aldd  pe3epBHOrO
KOTTMPOBaHUsI 00pabaThiBaeMbIX [JaHHBIX, @ TaK K€ Pe3ePBHUPOBAHUEM KJTFOUEBBIX
snemeHToB VICII/IH.

[Togcucrema aHTHBHDVCHOﬁ 34l ThI

[TogcucreMa aHTMBUPYCHOM 3alllUThI Tpe/jHa3HaueHa [jis oOecrieueHUs
aHTUBHPYCHOM 3aliuThl cepBepoB U APM nonb3oBatenen MCIIIH Komuccun.
CpeacTBa aHTMBUDYCHOM 3alljUThl [peJjHA3HAUeHbl I  peanusalyv
C/1eAYIOLIMX (PYHKLMIA:
pe3u/IeHTHbIM aHTUBUPYCHBIM MOHUTOPUHT;
AHTUBHPYCHOE CKaHUPOBaHUe;
CKpUIIT-0/I0KUPOBaHMUE;
LIeHTPa/IM30BaHHOM/ yjaIeHHOM YCTaHOBKW/[IeUHCTAISLIUU
AHTUBHMPYCHOI'O  TPOAYKTa, HACTPOWKH, aJMUHUCTPUPOBaHUs,
MPOCMOTPa OTYeTOB U CTaTUCTWYecKod wuHpopMalu To paborte
IIPOAYKTa,;
aBTOMaTU3UPOBAHHOTO OOHOBJIEHHSI aHTUBUPYCHBIX 0as3;
OrpaHWYeHMs! MpaB IM0/Ib30BaTe/Is HA OCTAaHOBKY MCITOJIHSAEMbIX 3a7ay
Y U3MeHeHHs1 HACTPOeK aHTHBHUPYCHOT'O TIPOrPaMMHOT0 obecrieueHuss;
aBTOMAaTMYeCKOro 3alyCcKka HeIoCpeJCTBeHHO II0C/ie  3arpysku
OneparoOHHON CUCTEMBI.
[TopcrcTtema peanu3yeTcs MyTeM BHeJPEHUS CIIELMabHOIO aHTUBUPYCHOTO
MPOTrPaMMHOTO obecrieueHust Ha Bce 3yemeHThI ICTI/IH.

[ToacrcTemMa MeKCeTeBOr0 SKPAaHHUPOBAHMUS

[TopcucTema MeXxceTeBOr0 S5KpPaHUPOBAHUS MpeJjHa3HaveHa /1 peanu3aluu
C/1eyIOLUX (PyHKLWK:

(UIBTPALMM OTKPBITOrO U 3allIM(PPOBAHHOrO (3aKpeITOro) IP- Tpaduka;

¢uKcauMyM BO BHYTPEHHMX JKypHajax HH(pOpMaLuu O MPOXOASLLEeM
OTKPBITOM U 3aKpbITOM IP-Tpaduike;

VJeHTU(UKALMU U ayTeHTU(UKALMK afMUHUCTPAaTOpa MeXXCeTeBOro 3KpaHa
TIPU ero JIOKaJ/IbHbIX 3ampocax Ha JOCTYII;

perucTpaiuu Bxoja (BbIx0/la) aJIMUHUCTpaTOpa Me)KCeTEeBOr0 35KpaHa B
cucreMy (M3 cucTteMbl) MO0 3arpy3kd U WHULMANW3ALMMA CHUCTEMbl U ee
IIPOrpamMMHOr0 OCTaHOBA;

KOHTPOJISI LIeJIOCTHOCTH CBOEM MPOrpaMMHOM Y MH()OPMAaLMOHHOW YacTy;

GuIbTpalli  TAKETOB  CIY)KeOHBIX  TIPOTOKOJIOB,  C/IYXKAIUX IS
JAMarHOCTUKM U yTipaBJieHus1 paboToi ceTeBbIX YCTPOUCTB;

¢unbTpaLM C y4eTOM BXOJHOI'O U BBIXOJHOTO CeTeBOro WHTepdelica Kak



CpeAiCTBa TIPOBEPKHU TO/[/TMHHOCTH CETeBLIX a/IpeCOB;
PerucTparyy ¥ yJeTa 3arnpariBaeMbIX CepBHCOB TIPUK/IAJIHOTO YPOBHS;
6JIOKMpOBaHUS IOCTYyIa HeWZeHTU(hHUIMPOBAaHHOTO 00bEeKTa WM CYOBeKTa,

TMO/I/TMHHOCTh KOTOPOTO TpY ayTeHTHU(HKALMKM He TOATBepAWIach, MeTOJaMH,

YCTOHUMBBIMH K TI€PEXBaTYy;

KOHTPOJISI 32 CETeBOM aKTHBHOCTBLIO TIPUJIOXKEHUN U OOHApY)KeHUsI CEeTEeBBIX
aTak.

IToncucrema  peanu3yeTcss — BHeJpeHHMEM  IIPOrpaMMHO-aNapaTHbIX
KOMIUIEKCOB Me)XCeTeBOI'0 3KpaHUpoBaHus Ha rpanulie JIBC, kiaccom He Huxke 4.

IToacrcTemMa aHa/v3a 3alUIEHHOCTU

[TogcucTema aHamM3a 3allUIIEHHOCTH [O/DKHA O0ecreurBaTh BbIsIB/IEHUE
ySI3BUMOCTEM, CBsSI3aHHBIX C oirbkamu B KoHpurypaumu 1O MCIT[OH, KoTopbie
MOTYT OBITb WCIT0J/Ib30BaHbI HAPYIIIUTE/IeM AIJisl pean3alliy aTaku Ha CUCTEMY.

OYHKIMOHAM TTOACUCTEMBbI MOKET OBbITh peann30BaH MPOTPAMMHBIMU U
TIPOrpaMMHO-arrapaTHbIMU CpeICTBaMU.

[Topcucrema O6HaDV)KEHI/IH BTOD KEHUM

[Togcucrema obHapyKeHUs] BTOD)KeHUHN [JO/DKHA 0OecrieurBaTh BhISIBJIEHHE
ceTeBbIXx arak Ha »3nemeHTbl WCII/IH, TOAK/IIOUEHHBIE K CeTsM OOIIero
T10/1b30BaHKs U (WJTH) MeKIYHAPOAHOT0 0OMeHa.

@OYHKIMOHAM TIOACUCTEMbI MOKET OBbITh peanr30BaH MPOTPAMMHBIMH U
MPOrpaMMHO-aNnapaTHbIMKU CPeICTBAMU.

[Togcucrema KDHHTOFD&d)H‘-IECKOfI 3dIIMUThI

[Togcucrema  KpunTorpauyeckon — 3aliuThl  [peAjHa3HauyeHa  JJid
uckmouenns HC/l k 3ammiaemor nHpopmauuu B VICIIIH Komwmccun nipu ee
mepefaue 10 KaHajlaM CBSI3U  ceTeld  00ImIero TmoJib30BaHUS U (W/IN)
MeXXyHapOoAHOTro obMeHa.

[Togcucrema peanusyeTcss IyTeM  BHeJpeHUs  KpUIITOrpauueckux
IIpOrpaMMHO-arnapaTHbIX KOMIIJIEKCOB.

5. ITosib3oBaren UCIIIn

B UCIIJu Komuccud MOXKHO  BBIZIEIMThL  C/Ieflyrollje  TPYIIIIbI
T0Jib30BaTesiel, yuacTBYIOIMUX B 00paboTke u xpaHenuu [1/1H:
ApmunucrtpaTopsl UCITIH;
AMUHUCTpPATOPBI 6€30MacHOCTH;
Onepatope! APM,;
ApmunuctpaTtopsl cetu CII/IH;
TexHuueckre CreLyanaucTbl TO 00CTy)XMBaHHIO TeprdepuitHoro
obopy/ZioBaHusl.



[aHHble O rpymmax [o/b30BaTensiX, YpPOBHE MX [JOCTyna W
MH(GOPMHPOBAHHOCTU  JIO/DKHBI ~ ObITh ~ OTpakeHbl B~ MaTpulle  [OCTYyIa
M0JIb30BaTe/Iel K 3aluiliaeMbiM HH(POPMaLMOHHBIM PeCypCaM.

A avunuctparop UCIIOH

Apmvunuctpatop  UCILOH,  cotpysuuk  Komwmccun — (Wi uHOe
YyIIOJITHOMOUEHHOe  JIMI[0), OTBeTCTBEHHBbIM 3a HACTPOWKY, BHeJ[peHHe U
connpoBoxkaenre WCII[IH. OO6ecrnieuniBaeT GYHKIIMOHUPOBAHHE IIOJCUCTEMBI
yrnpasjeHus goctyrnioM VCII[IH ¥ yro/JIHOMOUYeH OCYLeCTB/ATh IpefoCTaB/ieHue
M pasrpaHyduyeHue [OCTyrna KOHeuHOro mnosib3oBatens (Omepatopa APM) K
3/1eMeHTaM, XPaHsALMM [1epCOHa/IbHbIe JaHHbIe.

Apmvunuctpatop WCII[IH o6majaeT cieAyrOMMM ypPOBHEM JOCTyIla W
3HAHUU:

obnasaer momHOW wH(OpPMaMed O CHUCTEMHOM ®  TIPHUK/IHOM
niporpaMMHOM obecrieuernu MICIT/IH;

obsamaer mosiHOM  uWHGMOpMaIMell 0 TeXHWYEeCKHX CpeACTBax U
KoHurypauuu UCI1/IH;

MeeT ZIOCTYIT KO BCeM TeXHUUeCKUM cpeficTBaM 06paboTky nHbopMalyy u
panubiM UCITIH;

obnafaer mpaBaMu KOH(UTypUPOBaHWS M aZMUHHCTPATUBHON HACTPOUKU
TexHuueckux cpezncts MCIIIH.

AnMuHUCTPATOP 0e301acHOCTH

ApvuHucTtpatop 6e3omacHOCTH, COTPYAHUMK Komuccun (Wi HWHOe
yIOJITHOMOUEHHOe JIMII0), OTBeTCTBeHHbIM 3a (¢yHKUMoHUupoBaHue C3I1/IH,
BK/IIOUasi OOC/Iy)KMBaHWe W HACTPOMKY aJMUHUCTPAaTHBHOH, CEpBEPHOM U
KJINeHTCKOW KOMITOHEHT.

ApmvuHucTpaTop 6e3omacHOCTH 00JaZiaeT C/ieAyIONMM YPOBHEM ZIOCTYTIA U
3HaHUMU:

obsamaeT nmpaBamu AamunaucTpatopa UCII/IH;

obsamaeT moHOM nH(opMmarueii 06 MCIT/IH;

vMeeT  JOCTyll K  CpeACTBaM  3aluTbl  MHOpMaLUU U
TPOTOKO/IMPOBAHUA U K YaCTU K/toueBbIX 3yieMeHTOB M CII/IH;

He MMeeT TIpaB J0CTyMa K KOH(UIYPUPOBaHUIO TEXHUUECKUX CPeJICTB
CeTH 3a UCKJIFOUeHHEeM KOHTPOJIbHBIX (MHCIIEKLIMOHHBIX ).

AamuHUCTpaTOp 6€30MacHOCTH YTIOJIHOMOYEH:

peasn30BbIBaTh TIOJIMTUKK Oe3omacHocTd B uactu Hactpoviku CK3U,
MEXKCeTEeBBIX IKPAHOB U CUCTeM OOHApy>KeHHs aTak, B COOTBETCTBUU C KOTOPBIMU
nosib3oBaresb (Onepatop APM) mosydaeT BO3MOXKHOCTb paboTaTh C 37ieMeHTaMu



NCITOs;
OCYLLECTBJISITh ayIUT CPE/CTB 3all[UThI;

Onepatop APM

Onepatrop APM - cotpysHuk Komuccuu (Wid WHOE YHOJHOMOYEHHOe
NWII0), OCylecTBsSOMMA  06pabotky II/JH. OOpabotka II[IH BK/IHOYaeT:
BO3MOXXHOCTh mpocMoTpa [I/IH, pyuHou BBoa IIJnH B cucremy WCII/H,
dbopMrpoBaHHe CMIpPaBOK W OTYETOB I0 HH(oOpMairuu, moaydeHHou u3 WCIIII.
OmepaTop He WMeeT IMOJHOMOYMI [Jisi YIIpaB/ieHUs TOJCHUcTeMaMu 00paboTKu
AaHHbIxX U C3I1/JH.

Omneparop VCII[JH obnafjaeT ciieAyroiM YPOBHEM JOCTYTIA U 3HAHUM:

obslazaeT BCeMM HeOOXOAWMMBIMM aTpuOyTaMu (HampuMep, TapoyieMm),
obecreurBarOIIMMU AOCTYT K HEKOTOPOMY TTOAMHOXKecTBY T1/1H;

pacnio/iaraeT KOHGU/eHI[MaTbHBIMU JJaHHbIMH, K KOTOPbIM UMeeT J0CTYTI.

A gmvmunuctparop cetu UCI1H

Apmunuctpatop cetu WCII[H, cotpyaHuk Komuccum (Wid  uvHOe
YIIOJITHOMOUYEHHOe ML), OTBETCTBEHHBIN 3a (GyHKLIMOHMPOBaHUE
Te/leKOMMYHUKaMoHHOU nogcuctembl CII/IH. AZMUHHACTPAaTOpP CeTU He UMeeT
TOJITHOMOUMM  JII1  YIIPAB/IEHWsI — TO/ICKCTeMaMH  00pabOTKM  JIaHHBIX |
6e30I1aCHOCTH.

AamMuHHUCTpaTOp ceTy 00/1a/laeT C/ieyOIMM YPOBHEM [IOCTYTIAa U 3HAHUM:

ob/afiaeT yacThio MHGOPMALIMK O CUCTEMHOM U TIPUK/IaJHOM TTPOrPaMMHOM
obecrieuennu UCIT/IH;

ob/a1aeT YacTbi0 MHPOPMAITUH O TEXHUUECKUX CPeICTBAaX M KOHPHUryparu
NCIIIs;

uMeeT (U3MUECKUA [AOCTylm K TeXHHYeCKUM CpeAcTBaM 00paboTku
MH(MOpMalMKU U CpeJiCTBaM 3alliUThl;

3HaeT, 110 MeHbIlIer Mepe, OJJHO JierajJbHOe UM JOCTYTIa.

TexHuuecKum CIieq1aJ/IMCT I10 O6CJIV)KI/IBaHI/II-O HEDHd)EDHﬁHOFO O6ODVI[OB3HI/IH

TexHUUeCKU CTIeIUATUCT 10 06CTyKHuBaHuto, coTpygHUK Komuccuu (mnm
WHOe YIIOJTHOMOUEHHOe JIUI[0), OCYILeCTB/IseT O0OC/Iy)KWBaHHWe U HaCTPOWKY
nepudepuiinoro obopyzoBanuss WCII[JH. TexHuyeckuii CrHeLAaIMCT  TI0
o0c/y>kuBaHUIO He uMeeT foctyna K II/lH, He WMeeT TIOJIHOMOUMN [IJist
yTipaB/ieHus oAcucTeMamMu 06pabOTKM JJaHHBIX U 6€30MacHOCTH.

TexHUUeCKUN CreluasucT 1o 00Cay)KuBaHUIO 00/afaeT CieyroyM
YPOBHEM [IOCTYTIa U 3HAHUM:

obmaziaeT yacTbi0 MH(OPMALIUK O CUCTEMHOM U TIPUK/IaZIHOM MPOTrPaMMHOM
obecrieuennu UCIT/IH;

obmaziaeT yacTbio MHGOPMAIMK O TEXHUUECKUX CPe/ICTBaX U KOHPUryparyu
VICI1/Iy;



3HaeT, I10 MeHbIIIeH Mepe, O4HO Jiera/ibHOe UMs JOCTYIIaA.

6. TpeboBaHHsI K MepCOHA/Ty M0 o0ecreueHHI0 3amuThl IT/[H

Bce corpygHuku Komuccum, ssistonjuecs ToJib3oBaresnsvMu  MCII/H,
[NO/DKHBI UYeTKO 3HaTb M CTPOrO BBIMOJIHATL YCTAaHOBJIEHHbIE IIpaBU/la U
00513aHHOCTH TIO JJOCTYIY K 3alluIllaeMbiM 0O0BbeKTaM U COOJIFO[IeHUI0 TIPUHSITOTO
pexxuma 6e3oracHoctH T1/1H.

[Ipy BCTyI/IeHWHW B [IO/DKHOCTH HOBOTO COTPYJHUKA OH [JO/DKEH ObITh
03HAKOMJIeH C He0OXOJUMBIMU JIOKYMEHTaMH, perjiaMeHTUPYIOIIUMU TpeboBaHMsI
no 3amure IIJH, a Takke oOydyeHMe HaBbIKaM BBLITIOJTHEHUS TIPOLIESYP,
HeoOXOUMBIX /11 CAHKI[MOHHPOBAHHOTO Ucronb3oBanus MCIIH.

CoTpygHUK [lOo/DKeH OBbITb 03HAaKOMJIEH CO CBeJleHUSIMU HaCTOsIIei
[TomTUKH, MPUHATBHIX TporieAyp paboTel ¢ anemeHnTamu MUCITIx u C3I11H.

Cotpyguuku  Komuccuu,  UCHOAb3YKOLMe  TeXHUYeCKue  CpefCTBa
ayTeHTUUKALMK, [JO/DKHBI oOecreurBaTb COXPAHHOCTh WAeHTU(PUKATOPOB
(5/1eKTpOHHBIX K/touer) U He ponyckatb HCJI K HMM, a Tak ke BO3MOXXHOCTb UX
yTepu WIM  WUCIOJb30BaHWA TpeTbMMU JmuamMd. [losib3oBaresnd  HecyT
MepPCOHA/IbHYIO0 OTBETCTBEHHOCTh 38 COXPAHHOCTh UAEHTU(PUKATOPOB.

Cotpyguuku Komuccuu JO/DKHBI C/1eloBaTh YCTaHOB/IEHHBIM IIpOLiefypam
nojjep>kaHusi pekuma Oe3omacHoctu [I/JH mpu BbibOpe U WCIO/Ib30BaHUU
napoJiel (ec/iv He MCIOJ/Ib3YHOTCSl TEXHUUECKHe CPeJiCTBa ayTeHTU(UKALIUN).

CotpyaHuku Komuccuu [o/DKHBI 00ecrieurBaTh Hajjlekalllyro 3alluTy
obopyznoBaHusi, ocTaB/isieMoro 6e3 mpucMoTpa, 0COOeHHO B TeX C/lydasiX, KOrja B
TIOMellleHre UMeIOT JOCTYIT IOCTOPOHHMe yivLja. Bee rosib3oBaTeny J0/KHbI 3HaTh
TpeboBaHusi 1o 6e3omacHocty I[1/lH ¥ TipoleAyphl 3amyThl 060pyAOBaHMS,
OCTaBJIEHHOTO 0e3 MPUCMOTPA, a TaKXKe CBOM 00s13aHHOCTH 110 06eCTieueHr 0 TaKokh
3aLUTHI.

CoTpygHUKaM 3ampelaeTcs yCTaHaB/IMBaThb [IOCTOPOHHee IIpOrpaMMHOe
obecrieueHue, TIOJKIIOYATh JIMUHble MOOUW/IbHBIE YCTPOMCTBA W HOCUTENU
MH(pOpMaLMK, a TaK >Ke 3alMChIBaTh HA HUX 3allUIaeMyt0 HH()OpPMaLHIO.

CoTpyjgHYKaM 3ampellaeTcs pasr/jamarh 3aliyijaeMyr0 MH(OpMaLuIo,
KOTOpasi CTajla MM H3BeCcTHa Mpu pabore ¢ MHMDOPMALMOHHBIMU CHCTEMaMH
Komuccuu, Tpetbum miam.

[Tpu pabore ¢ ITx1 B UCITJH cotpyanrku Komuccun 06s13aHbl 00ecrieunThb
OTCYTCTBHE BO3MOXXHOCTU npocmoTpa [I/IH TpeTbuMU mLiaMu ¢ MOHUTOPOB APM
W/IU TePMUHAJIOB.

[Tpu 3aBepiienun pabotsl ¢ UCII[IH coTpygHUKMU 00s13aHbI 3aUuTUTh APM
WM TePMHHAJIBbI C TIOMOILbI0 OJIOKMPOBKU K/TFOUOM WU/ SKBUBA/IEHTHOTO CPeZCTBa
KOHTpOJIsI, Haripumep, AOCTYIOM IO TapoJito, ecid He WCIoJb3yoTcs Hoiiee
CUJIbHBIE Cpe/iCTBa 3aLLUThI.

Cotpyanuku Komuccuu #0/mKHBI ObITb TTPOMH(OPMUPOBaHBI 00 yrpo3ax



HapyllleHus pexkuma 6e3oracHocty [1/JH ¥ OTBETCTBEHHOCTH 3a €ro HapyllleHue.
OHU [0/DKHBI OBITH 03HAKOMJIEHBI C YTBEPIKJE€HHOM (hopMasbHOM TpoIjeZypou
HasI0)KeHUsl AUCLUIVIMHAPHBIX B3bICKAHWM Ha COTPYAHUKOB, KOTOpbIE HapYLLUWIN
TIPUHSITBIE TIOJIUTHKY U TIpoLieiyphl 6e3oracHocTu T1/1H.

CoTpyaHukH 00si3aHbI 6e3 mpomeieHHs coobijaTh 000 Bcex Hab/MO1aeMbIX
WM TIOJIO3pUTEeNbHBIX ciaydasix paboTel MCII[H, Morymmx IoBieub 3a coboit
yrpo3bl  6e3omacHocty II/JH, a Takke O BbISIBJEHHBIX WMU COOBITUSIX,
3aTparuBaroix 6e3omacHocts [1/IH, pPYKOBOACTBY TmMOApasfiesieHuss W JIULly,
OTBeYarllleMy 3a HeMe/[JIeHHOe pearpoBaHye Ha yrpo3bl 6e3omacHocty [1/H.

JTo/IKHOCTHBIE 00513aHHOCTH noJib3oBaTeer UCITIH

HNomkHocTHBIe  0oOsi3aHHOCTM  monb3oBatesielt  MCIIJH  omuvcaHbl B
C/IeIIOLIUX JOKYMEeHTax:

Nuctpykuums agmuauctparopa UCITIH;

WHCcTpyKuus agMuHuCcTpaTopa 6e3onacHoctu MCIT/IH;

WHcTpykuwms nionb3oBaresns UCI/IH;

VHCTpyKLMS TT0/1b30BaTe st IPU BOSHUKHOBEHUH BHELLUTATHBIX CUTYyaLUK;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBeTcTBUM cO cTaThe 24 denmepanbHOro 3akoHa Poccuiickomn
®epnepanuy ot 27 uronsg 2006 r. Ne 152-P3 «O mepcoHabHBIX [JaHHBIX» JIWLIA,
BUHOBHBbIE B HapyllleHWHd TpeOoBaHWi AaHHOTO PemepasbHOTO 3aKOHA, HECYT
IPaKJAHCKYO, YTOJIOBHYIO, aJMWUHUCTPATUBHYIO, [UCLMIUIMHADHYIO W WHYHO
TpelyCMOTPEHHYHO 3aKOHO/IaTe/IbCTBOM Poccuiickon ®degepaym
OTBETCTBEHHOCTb.

[HenicTByroljee 3aKOHOZaTenbCTBO Poccuiickonn depepany 1O3BOSIET
TIPeIbSBISATE TPEOOBAHMS TI0 oOecrieueHHI0 0e30macHOM pabOThI C 3alUIaeMoin
uHbopmalMeli W MpeJycMaTpUBaeT  OTBETCTBEHHOCTb 3a  HapyllieHue
YCTAHOBJ/IEHHBIX MPaBW/I 3KCIlyaTalmu OBM U cuctem, HelpaBOMepHbIN IOCTYIT
K WHGMOpMAILH, eC/TM 3TH JIeHCTBUS TIPUBE/IM K YHUUTOXKEHHIO, O/I0KMpOBaHHUIO,
MoavdUKaruy WHbOpMaI[Kd WM HapylleHuto pabotsi DBM wiu certeii (cTaTbu
272,273 n 274 YronoBHOro Koiekca Poccutickoit ®ezepaiiyin).

Apvunuctpatop MCII[IH w  agMMHMCTpaTtop 0e30I1acHOCTH  HeCyT
OTBETCTBEHHOCTh 3a BCe [IeMCTBUSI, COBEpIlIeHHbIe OT UMEHU UX yUeTHBIX 3aruceu
WM  CUCTEMHBIX  yueTHBIX  3alWce, ecjid  He  JoKa3aH  (akr
HeCaHKILIMOHUPOBAHHOT'O UCIO/Ib30BaHUS yUeTHBIX 3allUCeH.

[Ipy HapyuieHusix corpygHukamu Komuccuu — nosib3oBatensmu MCITOH
MpaBWI, CBsi3aHHBIX C Oe3omacHocTbio [1/IH, OHM HeCyT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYIO JIEMCTBYIOLLIMM 3aKOHO/1aTe/IbcTBOM Poccuiickor @efepaliyu.



7. CIINCOK HCIT0/Ib30BAaHHBIX HCTOUHUKOB

OCHOBHBIMU HOPMaTUBHO-TIPABOBBIMU 1 METO/IMUECKUMU JOKyMeHTaMH, Ha
KOTOpBIX 6a3upyeTtcs HacTosiasi [ToiuTrKa, SIBSFOTCS:

®enepanbHbli 3akoH oT 27.07.2006 r. Ne 152-®3 «O mnepcoHa/lbHBIX
JAHHBIX», YCTAHABJ/IMBAIOI[MH OCHOBHbIE TIPUHIIUITLI M yC0BUsS 06paboTku I1/1H,
npaBa, 00SI3aHHOCTH W OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIIEHHWM, CBSI3aHHBIX C
obpaboTtkoii [1/1H.

TpeboBaHusi K 3alydTe IIePCOHANBHBIX [AHHBIX TIPU HMX 00paboTKe B
MH(OPMAI[MOHHBIX ~ CUCTeMaxX  IepCOHA/NbHbIX  [JAaHHBIX,  YTBepXKJeHHbIe
noctaHoBsieHvem [IpaButenbctBa Poccuirickout ®epepanuu ot 01.11.2012 r. Ne
1119.

[TonoxkeHne 00 0COOEHHOCTSX 00paOOTKHM IePCOHA/IBHBIX  JAaHHbIX,
ocyliecTB/sieMo 6e3 HMCMOIb30BaHUSI CPe/ICTB aBTOMAaTH3allid, yTBepyKAeHHOe
noctaHoBsieHrem [IpaButensctBa Poccurickon ®epepanuu ot 15.09.2008 r. Ne
687.

HopMaTuBHO-MeTOAWUECKHE JTOKyMeHThl PejiepasibHOM  C/TYy»KOBI 10
TeXHUYeCKOMY U SKCIePTHOMY KOHTpoJit0 Poccuiickont Pepnepauuu (ganee —
®CTDOK Poccun) mo obecrieuenutro OesomacHoctu II/]IH mpu mx o0paboTke B
NCIIO#:

Ba3oBass Mojienb yrpo3 0e30MacHOCTH TIePCOHA/IbHBIX JaHHBIX TP HX
006paboTKe B MH(MOOPMAIIMOHHBIX CUCTEMAaXx TMePCOHA/IbHBIX JJaHHBIX, YTBEpPXKIeHHasT
3amectutesieM aupekropa ®CTOK Poccun 15.02.2008 r.

MeToauuecKMii  AOKYMEHT. MeTo/MKa OILeHKH yIrpo3 0e30macHOCTH
nHpopmanuu, yreepxxaeHHbld @CTIOK Poccun 05.02.2021 1.

IMpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepKaeHUH
TpeboBaHwmii 0 3amuUTe WHGOPMALIMH, He COCTABJISIOIMIUX TOCYJAapPCTBEHHYIO TalHY,
COJlepXKallUXCsl B TOCYAapCTBEHHBIX MH()OPMALIMOHHBIX CUCTEMaX».

ITpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrBepkaerHun CocraBa
W COoZiep)KaHWsl OpraHU3alldOHHBIX W TEeXHWYeCKHX Mep M0 obecreueHuio
0e30MacHOCTH TIePCOHABLHBIX JAHHBIX MPU MX 00paboTKe B MH(OPMAI[OHHBIX
CHCTeMax MepCOHA/IbHBIX JAHHBIX».

ITpuka3 ®eznepanbHOl Cayx0Ob1 Oe3ormacHocTr Poccutickoit ®emepaiii OT
10.07.2014 Ne 378 «O6 yrBepxxaennu CocTaBa U COZiep>KaHUsI OpraHU3al[uOHHBIX
M TeXHUYeCKUX Mep 1o obecrieueHHt0 6e30MacCHOCTU MepCOHaIbHbIX JaHHBIX MPU
ux o00paboTke B WMH(OPMAI[MOHHBIX CHCTeMaxX T[€PCOHA/BHBIX [JAHHBIX C
VCIIO/Ib30BaHUEM  CPeJCTB  KpUNTOrpauueckod  3alluThl  HMH(OpMaLuHy,
HeoOXOUMBIX [Jisi BBITIOJTHEHUsI yYCTAHOB/IeHHbIX [IpaBuTenscTBoM Poccuiickoit
depepaiun TpebOBaHMM K 3all[UTe TEPCOHABHBIX [aHHBIX [Ji KaKAOro U3
YPOBHEH 3allUILIEHHOCTUY .



MeTozrueckre peKOMeHZalMK M0 pa3paboTKe HOPMAaTHMBHBIX MPaBOBBIX
aKTOB, OITpeJesISIOIIMX  yrpo3bl  0e30MacHOCTH  MepPCOHA/bHBIX — JAaHHBIX,
aKTyasbHble TIpU 00pabOTKe TepCOHANbHBIX [aHHBIX B WH(MOPMALMOHHBIX
CUCTeMax [epCOHANBHBIX [JlaHHBIX, 3KCIUIyaTUPYeMBbIX TP  OCYILeCTBIeHUH
COOTBETCTBYIOLLIMX BUJIOB [leITe/IbHOCTH, YTBep KAeHHble pyKOBOACTBOM 8 LleHTpa
@®CB Poccun 31.03.2015 Ne 149/7/2/6-432.



