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IIOJINTUKA

uH(opMaIHOHHOH 0e30MacHOCTH
NpHu padoTe ¢ NepCOHA/ILHBIMHU JAHHBIMU

B APTeMOBCKO# PaiiOHHO# TepPUTOPHA/ILHON H30MpaTeTbHOM KOMHCCHH

OITPEAEJ/IEHUA

B HacToAIleM [IOKyMEeHTe WCIIO/Ib3YIOTCSA CeAyloIie TePMUHbBI W HUX
oripeie/ieHusl.

ABTOMATH3MpPOBaHHAsI cHCTeMa - CHCTeMa, COCTOSINas W3 TepcoHana u
KOMIIJIeKCa Cpe/iCTB aBTOMAaTH3alliy ero JiesiTe/lbHOCTH, peanusyroljasi nHdopMa-
I[MOHHYIO TEXHOJIOTUIO BBITIOJIHEHHUS] YCTaHOB/IEHHBIX (DYHKI[UH.

AyTeHTH(UKAIMSA OTHPABUTEJNA [JaHHBIX - [IOATBEpP)KJAEHHe TOro, uTo
OTIIPaBUTeJIb MOJTyYeHHbIX JaHHbIX COOTBETCTBYET 3asiB/IeHHOMY.
be3onacHocTh mMepPCOHANBHBIX JAHHBIX - COCTOSHUE 3allUILeHHOCTU

MepCOHANBHBIX JIAHHBIX, XapaKTepu3yemoe CIIOCOOHOCTBIO — T10JIb30BaTesiel,
TeXHUUECKAX  CPeACTB W  WHGMOPMAILMOHHBIX  TEXHOMOTMH  0becreunThb
KOH(UeHIMATbHOCTD, 1[eJIOCTHOCTb U JOCTYITHOCTb TePCOHABHBIX AAHHBIX MPH
nx 06paboTke B MH(MOPMALIMOHHBIX CHCTeMaX MepPCOHaTbHbBIX JaHHbBIX.

buomerpuuyeckne mnepcoHaJbHbIE JaHHbIe -  CBeJeHUsd, KOTOphbIe
XapaKTepu3yT GU3noIoruueckue 0CoOOEHHOCTH YesioBeKa M Ha OCHOBE KOTOPBIX
MO>KHO yCTAHOBHUTH €TI0 JIMUHOCTh, BK/OUasi (oTorpaduu, OTrevaTKu MasibleB,
obpa3 ceTuaTKM TJia3a, OCOOEHHOCTH CTPOEHHMS Tela W APYIYI0 TI0A00HYIO
MH(bOopMaLuIO.

biaokupoBaHue TMNepCOHANBHBIX JAAaHHBIX - BpeMEHHOe IIpeKpalljeHue
00pabOTKH MepCOHABHBIX [JAaHHBIX (3a MCK/IIOUEHHEM CJTyuaeB, ecyid oOpaboTKa
HeoOXoAuMa /ISl yTOUHeHUs TIepCOHA/TbHBIX IaHHBIX).

Bupyc (KOMObIOTEPHBIil, MPOrpaMMHBI) - UCIOJIHSIEMbIM MNPOrPaMMHBIN
KOZ, WIA WUHTePIPeTHUPyeMblii HaOOp MHCTPYKLIUM, 00/1afaromuii CBOMCTBAMU He-
CAHKIIMOHMPOBAHHOTO PACIIPOCTpaHeHUss W camMoBocrpou3BesieHusi. Co3/aHHbIe
ny0/IMKaThl KOMITBIOTEPHOTO BUpYyCa He BCerJa COBIMAJAIOT C OPUTHHA/IOM, HO CO-
XPaHSIOT CIIOCOOHOCTD K Jja/ibHelIleMy pacripoCTpaHeH!I0 U CaMOBOCIIPOM3Be/ie-
HUIO.

Bpenonocnass mporpamma - IporpamMma, rpegHasHaueHHas i1 OCYI[eCTB-



JIEHWSI HeCaHKLIMOHWPOBAHHOTO JOCTyNa U (WIX) BO3AEUCTBUS Ha MEePCOHA/IbHbIE
JlaHHbIEe UM PeCypChbl MHPOPMAaLMOHHOW CUCTEMbI TTePCOHAJIbHBIX JaHHBIX.

BcnomorartebHble TeXHHYECKHE cpeacrtsa M CHCTEMbI - TeXHHYECKHe
Cpe/iCTBa M CUCTeMBI, He TIpe/Ha3HaueHHbIe /IS Tepejaur, 00pab0TKU U XpaHeHHs
MepCOHAbHBIX [IaHHBIX, YyCTaHaB/MBaeéMble COBMECTHO C TeXHUUYECKUMU
CpeACTBaMH U CHCTeMaMH, IIpeJHa3HaueHHBIMU /i1 00pabOTKH IepCOHaTbHBIX
JAHHbIX WM B TOMELeHUsAX, B KOTOPbIX YCTaHOB/EHbl WH(OPMAaLMOHHbIE
CUCTEMbI TepCOHATbHBIX JaHHbIX.

JocTyn B onepanMoHHYIO cpeay KOMNbHTepa (MHGPOPMANMOHHON CHCTEMbI
NEePCOHANILHBIX JAHHBIX) - TOJIyueHWe BO3MO)KHOCTHM 3alyCKa Ha BBINOJHEHUE
IITAaTHBIX KOMaH/, (YHKLIMM, TIPOLieAyp OIepaldOHHON CUCTeMbl (YHUUTOXKeHUS,
KOMUPOBaHUS, TiepeMelleHus] W T.1.), MCIO/JHSeMbIX (PaljioB MNPUK/IaJHBIX
TIpOrpamMM.

Joctyn k uHpopManuu - BO3MOXHOCTH TMOJIy4yeHUs UHGOpMalUd U ee
VCII0/Tb30BaHMUSI.

3aki1a04HOe YCTPOWCTBO - SJIeMEHT CpeACcTBa CheMa MWH(MOpMaLuH,
CKPBITHO BHeJpsieMbIM (3aK/1a/IbIBaeéMbIii WM BHOCHMBIM) B MeCTa BO3MOXXHOTO
cbeMa vHMopMalyy (B TOM UHC/ie B orpakieHne, KOHCTPYKIMIO, 000pyZoBaHue,
rpeIMeTbl UHTepbepa, TPAHCIIOPTHbIE CPE/ICTBA, a TaK)Ke B TeXHUYeCKHe Cpe/iCcTBa
U cucTeMbl 00paboTku nHMoOpMaLyn).

Bammimaemass uHpopmamusi - HHPOpPMaLYs, SBJSIOLWIAACS TPeAMETOM
COOCTBEHHOCTH U TIOAJIEXKalljasi 3all[dTe B COOTBETCTBUM C TpeOOBaHUSIMU
TIPABOBBLIX TOKYMEHTOB WJIM TpeOOBaHWSIMH, YCTAaHAB/IMBAeMbIMH COOCTBEHHHKOM
rnHbopmarLuu.

WUnentudukanus - TIPUCBOeHHWEe CyOBbeKTaM U 00BbeKTam /I0CTyTia
uaeHTU(PuKaTopa W (WIM) CpaBHEHHEe TIpeAbsB/ISEMOro WAeHTU(dUKaTopa C
TiepeyHeM MPHCBOEHHBIX UIeHTU(PHUKATOPOB.

NudopmaTuBHBI CHTHAJ - SJIGKTPUUYECKHE CUTHA/bl, aKyCTHUuYecKue,
3/IeKTPOMarHuTHbIEe U Ipyrue (pu3nueckue rosis, 1o rnapaMeTpaM KOTOPbIX MOXKET
OBITb pacKpbiTa KOHGHAeHIManbHasd uH(OpMalusa (TepCcoHabHBIE aHHbBIE)
obpabaTeiBaeMast B MH(OPMALIMOHHOM CUCTEMe TTePCOHABHBIX JJaHHBIX.

NHpopManMOHHbIE TEXHOJOrMM - TIPOIIeCChl, MeTOJbI TIOMCKa, cbopa,
XpaHeHUsi, 00pabOTKH, TIpe/OCTaB/IeHUs, paCIpOCTpaHeHUus WH(POpMaIuu U
CrIoCcoObI OCyI1[eCTBIEHUS TaKUX TIPOIIeCCOB U METO/IOB.

Nudopmanmonnas cucreMa mnepcoHadabHbIX AaHHbix (UCIIAn) -
COBOKYITHOCTb COZIepXKaIl[UXCcsl B 0a3ax [JaHHBIX I1€PCOHANBHBIX JAaHHBIX |
obecmieurBarOIUX UX 00paboTKy MHMOPMAILMOHHBIX TEXHOJIOTUNA U TeXHUUeCKUX
CpeCTB.

Hcnosib30BaHne MePCOHAIbHBIX JaHHBIX - JIeMcTBUS (omeparuu) C
NepCcoHaTbHBIMU /IaHHBIMHM, COBepIllaeMble OMepaTopoM B 1[e/IsIX TPUHSTHSA
pellleHWid WM COBepLIeHWsT HWHBbIX [JeUCTBUW, IOPOXKAAIIUX IOpUUYecKre
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TIOC/IeICTBUSI B OTHOIIIEHWH CyObeKTa TepCOHaNbHbIX [aHHbIX WIA [IPYTUX
muiymmbo  MHBIM - 00pa3oM  3aTparMBaroIMX TIpaBa U CBoOOABI CyOBeKTa
MepCOHA/IbHBIX JaHHBIX WU APYTUX JIULI.

Hcrounuk yrpo3nl Oe3omacHocTH uWHpopManum - CYOBEeKT [OCTyTIa,
MaTepuanbHBI 00BEKT WM (u3nueckoe siBjieHHWe, SIBJISION[AECS TIPAYMHON
BO3HUKHOBEHUS yIpo3bl 6e301acHoCTH HHGOPMAI[UH.

KoHTposiupyemasi 30Ha - TIPOCTPAHCTBO (TepPPUTOpHS, 3[aHUe, YaCThb 3/1aHMUS,
roMelijeHe), B KOTOPOM HCK/IOUEHO HEeKOHTpoJiMpyeMoe TpeObiBaHUe
MOCTOPOHHUX JIUL], @ TAK)Ke TPAHCIIOPTHBIX, TEXHUYECKUX Y UHBIX MaTepUabHbIX
CpeJCTB.

KonduaeHuaabHOCTh NEPCOHAJIBHBIX [JaHHBIX - obs13aTeIbHOe s
cobmtofieHrs orepaTOpOM WJ/IM WHBIM TIOJIyUMBIIUM JIOCTYIl K TIepCOHA/IbHBIM
JaHHBIM JIMI[OM TpeOOBaHHWe He JOIMyCKaTh WX paclpocTpaHeHue 0e3 coriacus
CyOBbeKTa MepCOHAIbHBIX TaHHBIX WX Ha/IMUKMsI KHOTO 3aKOHHOTO OCHOBAHHUSI.

MesxkcereBoii  3kpaH -  JIOKaJibHOe  (OAHOKOMIIOHEHTHOE) W/
(GyHKLMOHAMBHO-pacIipe/ie/ieHHoe  MporpaMMHoOe  (TMporpaMMHO-arapaTHOe)
CpeCTBO (KOMILIEKC), peasr3yrolliee KOHTPO/Ib 3a MH(pOpMaljuel, IocTynatolei B
MH(OPMALIMOHHYK0 CHUCTEMY I[1epCOHA/IbHbIX [JaHHbIX W (W) BBIXOZMAIEH U3
MH(OPMAaLMOHHOW CUCTEMBI.

Hapymureabr 0€30MacHOCTH MEPCOHAIBHBIX AAaHHBIX - (PU3MUeCcKoe /MO,
CIy4yaliHO WM TIpe[JHaMEepPeHHO COBepLIalolee NeUCTBUs, CIeJCTBUEM KOTOPBIX
ABJ/IIETCSl HapyIlleHHe 0e30MacHOCTU MepCOHANMbHBIX JAAaHHBIX TPH HUX 00paboTke
TeXHAUEeCKUMU CpelCTBaMh B WH(OPMAlMOHHBIX CHUCTeMaxX I[epPCOHaIbHBIX
JJaHHBIX.

HeaBromaTusupoBaHHast 00pa0oTKa NMEePCOHAIBHBLIX JAaHHBIX - 00paboTKa
MepPCOHA/IbHBIX  [IaHHBIX, COJepXallUuxXxcsd B  HH(OPMALMOHHOW  CUCTEMe
TePCOHA/BHBIX JIaHHBIX JIMOO W3B/IEUEHHBIX W3 TaKOM CHUCTEMBI, CUMTAeTCs
OCYLL|eCTB/IEHHOU be3 HCI0JIb30BaHUs CpeACTB aBTOMaTU3aLuu
(HeaBTOMaTU3MPOBAHHOW ), €C/IM TaKue JeHWCTBUS C MepCOHATbHBIMU IaHHBIMM, KaK
WCIIO/Ib30BaHue, YTOYHEHHe, pPaclpOCTpaHeHWe, YHUUTOXKeHWEe MepCOHATbHBIX
JAHHBIX B OTHOIIEHWHW KaXAOr0 U3 CYOBEeKTOB TepPCOHAbHBIX JaHHBIX,
OCYIL[eCTBJISIFOTCS] IPU HEMOCPe/ICTBEHHOM y4acTHH YesloBeKa.

HenexjapupoBaHHble BO3MOXKHOCTH - (DYHKI[MOHA/bHbIE BO3MOKHOCTH
CPeCTB BbIYMC/IUTETbHOM TEeXHUKHU, He OIMUCAHHbIE WM HEe COOTBETCTBYIOLUE
ONMCaHHbBIM B JIOKYMEHTal[dd, 0PU HCIOJb30BaHUA KOTOPBIX BO3MOKHO
HapylleHue KOH(U/IeHLIMa/IbHOCTH,  [JOCTYMHOCTA WM  1[eJIOCTHOCTH
obpabatbiBaemMoii uH(OpMaIUy.

HecaHKIMOHMPOBAHHBIA 0CTYNl (HECAHKIIMOHMPOBAHHBbIE JeMCTBHUSA) -
J0CTyn K uHGOpMalli Wi JeHCTBUS C UH(OpMalleid, Hapyllarolliye MpaBuUia
pasrpaHyUYeHurs JOCTYyIa C UCTIOIb30BaHUEM LITATHBIX CPEJCTB, MPe0CTaB/IsIeMbIX
MH(OPMAaLMOHHBIMUA CHUCTEMaMHU MepCOHA/bHBIX 1aHHBIX.
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Hocureay ungopmanuu - GHU3MUECKOe JIUI[0 WIK MaTepranbHbI 00BEKT, B
TOM 4KcC/ie (pU3nYecKoe moJsie, B KOTOPOM MH(OpMaLMsi HaXOJUT CBOe OTPaKeHue B
BHJle CUMBOJIOB, 00pa3oB, CUTHA/OB, TEeXHWYECKUX pelleHnd U TMPOLeCcCoB,
KOJTMUeCTBEeHHBIX XapaKTepUCTUK (M3UUeCKUX BeJTUUMH.

O6e3MnunBaHNe MePCOHAIbHBIX JAHHBIX - JIEMCTBUS, B pe3ysbTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOJKHBIM 0€3 HCI0/Ib30BaHusI JOTO/HUTETbHON WH(OpMAaIiu
oTipe/ieJIUTh TIPUHA/ITIE)KHOCTh TIePCOHA/IbHBIX [IaHHBIX KOHKDETHOMY CYyOBeKTy
TepCOHA/IbHBIX IaHHbIX.

O06paGoTKa NMEPCOHANLHBIX AAHHBIX - JIFOOOe felicTBUe (omepaiys) WIH
COBOKYITHOCTb J€MCTBUM (Omepaijuii), COBepllIaeMbIX C MCIO/b30BaHUEM CPE/ICTB
aBTOMaTv3alui Wi 6e3 UCMOMb30BaHUS TaKUX CPeJACTB C TepPCOHATbHBIMU
JaHHBIMH, BK/IOYasi cOOp, 3amuch, CHCTeMaTH3al[[io, HaKOIUIeHHe, XpaHeHUe,
yTouHeHWe (OOHOBJIeHHe, W3MEHEHHe), W3BjieueHre, HCI0/b30BaHue, ITiepeauy
(pacmipocTpaHeHue, TIpeJOCTaB/ieHHe, AOCTYI), obe3nmuunBaHWe, OJIOKMpOBaHUeE,
yAaneHue, YHUUTOXKeHKe MepPCOHA/IbHbIX JaHHbBIX.

OO0menocTynHbie NepcoOHANbHBIE JaHHbIE - TIEPCOHA/IbHBIE [aHHBIE, TOCTYII
HEOrpaHUUeHHOTO Kpyra JiMI], K KOTODPBIM TIpe/IoCTaB/leH C corjiacus CyObeKTa
MepCOHabHBIX [JAHHBIX WM HAa KOTOPble B COOTBETCTBUM C (QefepalbHbIMU
3aKOHaMH He pacrpocTpaHseTcsi TpeboBaHWe COO/TI0eHIST KOH(DHUIEeHIMaTbHOCTH.

Oneparop (MepCcOHAJBHBIX JaHHBIX) - TOCYJapCTBEHHbIM  OpraH,
MYHMIMTaIbHBIA OpraH, HOpUAuyeckoe Wi (pU3nyeckoe JIUL0, CaMOCTOSTETbHO
WM COBMECTHO C JPYTMMM JIML[aMUA OpPraHU3yrlue U (WIh) OCYLIeCTBJISIOLMe
00paboTKy IepcoHaNbHBIX [IaHHBIX, a TAKXKe OIpe/esstolie red o06paboTKu
TepPCOHA/IbHBIX JJaHHBIX, COCTaB TTePCOHAIbHBIX JJaHHBIX, MO/ IeKalnx o6paboTke,
JerncTBus (onepanuu), CoBepilaeMble C MePCOHATbHBIMU JAHHBIMMU.

Texnnueckue cpeacrsa HHPOPMANUOHHON CHUCTEMBbI NMEPCOHATBHBIX JTaHHBIX
- CpeliCTBa BbIYMCIUTETLHOM TEXHWKHM, WH(OPMALMOHHO-BLIUUC/IUTE/IbHbIE
KOMIIIEKChI M CE€TH, CPeJICTBA M CHUCTEMBI Tiepeiaud, rnpruemMa u obpabotku I1x
(cpeacTBa M CUCTEMBI 3BYKO3allMCH, 3BYKOYCHUJIEHMS, 3BYKOBOCIIDOW3BEIEHUS,
MeperoBOpHbIe UM  TeJIeBU3WOHHbIE  YCTPOMCTBA, CpeACTBA M3TrOTOBJIEHUS,
TUPOKUPOBAHUSA [JOKYMEHTOB W JIpyrHe TeXHUUYecKHe CpejcTBa 00pabOTKU
peueBoi, rpaduUecKor, BHUAeO- U OykBeHHOLM(POBOM  HWH(OPMALUK),
TIporpaMMHbIe CpeficTBa (OreparjioHHbIe CUCTeMbI, CUCTEMbI yIIpaB/ieHus1 6azamu
JaHHbIX Y T.L.), CpeJCTBa 3alliuThl HWH(OpPMalLMW, TIpUMeEHsieMble B
MH(MOPMaI[MOHHBIX CUCTEMaX.

IlepexBatr (uHpopmammu) - HerpaBOMepHOe I[0JyuyeHHe HH(OpMaluu C
HCITI0/Tb30BaHUEM TEXHUUYECKOTO CpeJCTBa, OCYIIECTB/ISIONIETO OOHapy>KeHHe,
niprieM 1 00paboTKy MH(OPMATUBHBIX CUTHAJIOB.

IlepcoHanbHble JaHHBbIE - TF00ast MHGOPMAI[US, OTHOCSIASACSA K TPSMO WA
KOCBEHHO OIIpe/ieJIeHHOMY WM OMpeze/iieMoMy (U3NUecKoMy JIHIY (CyOBbekTy
MepPCOHAJIbHBIX [JaHHBIX);



ITo6ounbIe INICEKTPOMATHUTHLIC U3JIYYCHUA U HABOIAKH - BJ'IEKTPOMEIFHI/ITHI)IE
W3/TyuyeHUs] TeXHWYeCKUX CpeJCcTB 00paboTKM 3amuiijaeMor HHGOpMaLUH,
BO3HUKaMIIMe Kak M0O0OUHOe siB/ieHHe 1 BbI3BaHHBIE 3/IeKTPUUeCKUMU CUTHaIaMHy,
JEeUCTBYIOIIMMA B WX 37€KTPUUYECKMX W MAarHUTHBIX IensdX, a TakKxKe
3JIEKTDOMarHUTHbIE HABOJKU 3TUX CUTHAJOB Ha TOKOIPOBOASIIUE JIMHUH,
KOHCTPYKLMU U 1[N MUTaHUSI.

IMoJuTHKA «YHCTOrO CTOJIa» - KOMIIJIEKC OPraHU3alMOHHBIX MEpOIpPUSITHM,
KOHTPO/IUPYIOIIMX OTCYTCTBUE 3allyChIBaHUs Ha OyMaKHble HOCUTeNN KIoued U
aTpubyToB AocTyta (raposieii) U XpaHeHus1 X BOJIM3U 00BHEKTOB AOCTYTIA.

IToan3oBaTenb l/IH(l)OpMaIIl/IOHHOﬁ CHUCTEMbI NMECPCOHAIBHBIX JAHHBIX - JIMIO,
y4JacTBytolllee B (DYHKI[MOHUPOBAaHUM UH(MOPMALIMOHHOW CUCTEMbI MepCOHaTbHBIX
J@HHBIX WM UCTOJIb3YI0lllee pe3y/bTaThl ee (DyHKLIMOHUPOBaHUSI.

IIpaBuna  pasrpaHMYeHusi  J0OCTYNAa - COBOKYITHOCTb TIpaBuJI,
per7aMeHTHPYIOIHX MTpaBa JA0CTYyIa CyOBeKTOB 0CTYIIa K 00BeKTaM JOCTYTIA.

IlporpammHas 3akJjaaka - KOJ| IPOrpamMMbl, TpeJJHaMepeHHO BHECEHHbIN B
TIPOrpaMMy C 11e/Ib0 OCYII[eCTBUTh YTeuKy, U3MeHUTh, 6/I0KUPOBaTh, YHUUTOXKUTh
MHGOPMALMI0 WIKM YHUUYTOXKUTb U MOAXU(MULIMPOBAaTh MPOrpaMMHOe obecrieueHue
WHGOPMAI[MOHHON CHCTeMBI ITepCOHABHBIX JAAHHBIX W (WIK) OJIOKMpOBATh ariia-
paTHbIe CPe/ICTBa.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKOE) BO3JelicTBHE -
HeCaHKIIMOHUPOBaHHOEe  BO3/leCTBUE HA  pecypCbl  aBTOMAaTHM3UPOBAaHHOM
MH(OPMAaI[MOHHOW CHCTeMbI, OCYILeCTBJ/sieMOe C MCI0J/Ib30BaHUEM BPeJOHOCHBIX
TpOrpamMM.

PackpbiTHe NEPCOHAIBHBIX JAHHBIX - YMBIIUIEHHOE WM C/lydyalHOe
HapylleHre KOH(U/IeHIUaTbHOCTU MepCOHabHBIX JAHHbIX.

PacnpocTpaHeHne NepCcOHAIbHBIX HAHHBIX - [€WCTBUS, HallpaB/JeHHble Ha
pacKpbITHe TIepCOHA/TBHBIX IaHHBIX Heorpee/leHHOMY KPYTY JIUL].

Pecypc nndopManuoHHO# cCHCTeMbI - UMEHOBAHHbBIM 3/1eMeHT CUCTEeMHOrO,
TIPUKJIaTHOTO W1 arrapaTHOro obecrieueHust (YHKLIMOHMPOBaHUS
MH(OPMAaI[MOHHOW CHUCTEMBI.

CHeHI/IaJILHLle KaTeropuyu nepCoHaJIbHBIX JaHHBIX - [I€DCOHA/IbHbIE NdHHbIE,
Kacarollecsi pacOBOM, HALMOHA/JIbHOW  TPUHA/JIE)KHOCTH,  TOJIUTUYECKUX
B3IJ/ISII0B, PETUTHO3HBIX WM (GUI0COMCKUX YOEXKIeHUM, COCTOSHUS 3[J0POBBSI U
WHTUMHOM XM3HU CyObeKTa IMepCoHaTbHBIX JaHHBIX.

CpeacrBa BbIYMCIMTEIbHON TeXHUKHU - COBOKYITHOCTb IPOI'PaMMHBIX U TeX-
HUYEeCKUX 3JIEMEHTOB CHCTeM 00pabOTKM JaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATh
CaMOCTOSITe/TbHO WU/TM B COCTaBe JIPYTUX CUCTEM.

CyobekT goctyna (cy0bekT) - JIMIO WM TIPOLecC, AeWCTBUSI KOTOPOTO
peryiaMeHTUPYIOTCS MPaBUIaMU Pa3rpaHUueHus JOCTyTIa.

TexHuyeckuii KaHaJ yTe4KH HMH(OpMAnuM - COBOKYITHOCTH HOCUTE/IA WH-
dopmarum (cpeacTBa 06paboTKH), hH3MUeCKOW Cpeibl paclpoCTpaHeHHs UH(OP-



MaTUBHOTO CHWTHajla W CPeACTB, KOTOPbIMU [OObIBaeTCs  3allfuiliaeMasi
MH(OopMarIusi.

Tpancrpanuynasi mnepegaya NepPCOHAJbHBIX JAaHHBIX -  [Iepejaya
IepCOHA/IbHBIX  AaHHBIX OrepatopoM uepe3 ['OCyZapCTBeHHYHO T'paHULY
Poccuiickorn ~ ®epepaluu  OpraHy  BaCTA  WHOCTPAHHOTO  TOCYZAapCTBa,
bur31UecKoMy UM FOPUANUECKOMY JIMITY MHOCTPAHHOI'O rOCyZlapCTBa.

Yrpo3bl 6e30MacHOCTH MEPCOHATBHBIX JAHHBIX - COBOKYITHOCTh YCJIOBUU U
(bakTopoB, CO3JaOIIUX OIMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM 4YHCJ/Ie
CTy4alHOr0, [JOCTyNa K TMepCOHa/bHBIM JIaHHBIM, pe3yJIbTaTOM KOTOPOTO MOXKET
CTaTb YHUUTOXKEeHUe, H3MeHeHre, 6/I0OKUpOBaHNe, KOTTMPOBaHHWe, PaCTIpOCTPaHeHHe
TepCOHaMbHBIX JaHHbIX, @ TaK)Ke UHbIX HeCAaHKI[MOHMPOBAHHBIX [eMCTBUN MPU UX
ob6paboTke B MHGOPMAIIMOHHOM CHUCTEMe MepCOHaMbHBIX JAHHBIX.

YHUYTOKEHHE MEePCOHATbHBIX JaHHBIX - JIEMCTBUS, B pe3y/bTaTe KOTOPBIX
CTAHOBUTCS HEBO3MOXXHBIM BOCCTAaHOBUTH COZeprKaHHe IepCOHA/IbHbIX JAaHHBLIX B
MH(OPMALIMOHHOW CUCTeMe TMepPCOHA/NbHBIX [JaHHbIX W (WIM) B pe3y/bTare
KOTOPBIX YHUUTOXKAKOTCA MaTeprUa/IbHbIe HOCUTEe/IN [TepCOHA/IbHBIX JaHHBIX.

YTeuka (Bammmaemoil) HHPOPMALMH 10 TeXHHYECKHM KaHajlaM -
HEKOHTPOJIMPYeMOe paclpoCTpaHeHWe HWH(OpMAalMd OT HOCUTeJIs 3alljuiljaeMou
vHpopMaluu  yepe3  (PU3MYECKYyIO CpeAy [0 TEeXHUUeCKOro CpejCTBa,
OCYI1[eCTB/ISIFOLLIET0 TlepexBaT HH(POpMaLUH.

Vsa3BuMoCcThL - (/Ia0OCTH B CPEACTBAX 3all[UThl, KOTOPYH0 MOYKHO
WCII0/Tb30BaTh ZijIs1 HapYIlIeHUs] CUCTeMbl WK COZleprKalllelicsi B Hell MH(pOopMal[uy.

IlestocTHOCTH MH(BOPMALNUHU - CTTOCOOHOCTL CPe/ICTBA BBIUMC/IUTE/TLHOU TeX-
HUKA WIA aBTOMAaTH3WPOBAaHHOW CHCTeMbl 00ecrieudBaTh HEU3MEHHOCThb
vHpOpMallMM B YC/JIOBUSIX CAy4alHOTO W/WIW TIpeiHaMepPeHHOI'0 MCKa)KeHUsI

(pa3pyiueHus).



OBO3HAYEHUSA U COKPALLIEHU A

ABC - aHTUBMpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3UpPOBAaHHOE pabouee MeCTO

BTCC - BcrioMorare/ibHble TeXHUYeCKre CpefCTBa U CUCTEMBbI
VCIT[IH - uHdopMallMioHHasi CUCTeMa MepCOHa/IbHbBIX JaHHBIX
K3 - KoHTpO/mMpyemasi 30Ha

JIBC - yioKasibHas BbIYMC/IATE/IbHAs CeTh

MD - MeXxceTeBOM 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIM AOCTYII

OC - onepalMOHHasi cUCTeMa

II/JH - mepcoHa/bHbIe JaHHbIe

[TMB - nmporpamMmmMHO-MaTeMaTUUeCKOe BO3/IeliCTBHUE

1O - nporpamMMHoOe obecrieueHue

[TOMUH - rmobouHble 3/1eKTpOMarHUTHbBIE U3/TyUeHUs] K HAaBOJKU
CA3 - cuctema aHanusa 3allULLIEHHOCTU

C3MU - cpepacTBa 3auuThl HTH(OOpPMAaLUU

C3I1/H - cuctema (moiccTeMa) 3allUThl TIePCOHAMBHBIX JJaHHBIX
COB - cuctema 06HapyKeHHsT BTOP>KEHHUH

TKYU - TexHuueckue KaHa/lbl yTeUkd HH(POpMaLuu

YBII[IH - yrpo3bl 6e3011aCHOCTH TT€PCOHAMBHBIX JJAHHBIX



BBEAEHUE

Hactosijasi TTonmutrka wHMGOpPMAI[MOHHOM Oe3omacHOCTH Tipu paboTe c
NepcoHalbHBIMKA JJaHHBIMU B ApPTEeMOBCKOM paliOHHOW TeppuTOpHa/bHOU

n3bupaTenbHOM KoMmHMccuM (fJasee - IlomuTuka) sBAseTcs  o(UIMaTbHBIM
JIOKYMEHTOM.

[TosmThKa  pa3paboTaHa B COOTBETCTBUM  C  TpebOBaHUSIMH,
yCTaHOBJ/IEHHbIMU:

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 149-®3 «O6 wuHbopMaLyu,
MH(OPMAaLMOHHBIX TEXHOJIOTHSIX U O 3alyTe UH(OPMAaLUn»;

®epepanbHbM 3akOHOM 0T 27.07.2006 Ne 152-P3 «O mnepcoHanbHBIX
JAHHBIX>

rioctaHoB/ieHveM [1paBurenbcTBa Poccuiickor @egepariyy ot 01.11.2012 Ne
1119 «O6 yTBepkaeHur TpeOOBaHWI K 3alllUTe TMEePCOHA/IbHBIX JJAHHBIX TPH HX
00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX»;

noctaHoB/sieHvem [lpaButenbctBa Poccurickont ®@epepanuu ot 15.09.2008
Ne 687 «O6 yTBepKAeHWH TIOJOKeHUss 00 o0coOeHHOCTSX 06paboTKu
MepCOHaNbHBIX ~ JJaHHBIX, OCYILeCTBAsieMOM 6e3 MCMONb30BaHUS  CPEJCTB
aBTOMaTU3aLn»;

rioctaHoBsieHrem [lpaButenbctBa Poccurickon ®epepanum ot 21.03.2012
Ne 211 «O6 yTBepKIeHWU TiepeuHsi Mep, HarpaB/eHHBIX Ha obecrieueHue
BBITTOJIHEHUsT 00s3aHHOCTeH, TpefyCMOTpeHHbIX PesepasbHbIM 3aKOHOM  «O
MePCOHAJIbHBIX [JaHHBIX» W TIPUHSITBIMU B COOTBETCTBHMM C HMM HOPMaTUBHBIMU
MpaBOBBIMM aKTaMH, OlepaTopamMu, SB/SIOIUMUCA TOCYJapCTBEeHHbIMU WA
MYHULIUNAbHBIMU OpraHaMu»;

niprka3oM ®@CTIK Poccum ot 18.02.2013 Ne 21 «O6 ytBepkaeHnu CocTaBa
M CO/lep)KaHWsl OpPraHU3AlMOHHBIX U TEeXHUUeCKUX Mep 10 o0ecrieyeHuio
0e30MacHOCTH TIePCOHABHBIX JAHHBIX TPH UX 00paboTKe B MHGMOPMAIIMOHHBIX
CUCTeMax IMepCOHA/IbHBIX TaHHBIX»,

niprka3oM @CB Poccun ot 10.07.2014 Ne 378 «O6 yTBep>KJeHUH COCTaBa U
COZlep>KaHMsI ~ OPTaHM3alMOHHBIX W TeXHUUYeCKUX Mep Ti0 obecrieyeHuto
6e30MacHOCTU MepCOHaIbHBIX JAHHBIX MPU UX 00paboTke B MH(OPMAL[MOHHBIX
cucTeMax MepCOHA/IbHBIX Jl@HHBIX C VCITI0JIb30BaHUEM CpesCTB
KpUNTorpauueckoi 3aImuTbl WH(POPMAIUM, HEeOOXOAWMBIX I BBITIOJTHEHHUS
ycTaHOB/IeHHBIX [IpaBuTebcTBOM Poccuiickoii @ezepariuy TpeboBaHU K 3allUTe
MepPCOHAJIbHBIX JaHHBIX 151 Ka&XKA0r0 U3 YPOBHEH 3all[UIIEHHOCTHY;

MeTtoanueckUMU ~ peKOMeHJalsiMU  TI0  pa3paboTKe  HOPMAaTUBHbIX
MPaBOBBIX AKTOB, OMPee/ISIOIINX YIPo3bl 6e30MacHOCTU MePCOHANBHBIX JaHHBIX,
aKTyajbHble TIpU 00paboTKe TepCOHA/bHBIX [JaHHBIX B HMH(OPMAaI[MOHHBIX
cuCTeMax [epCOHANbHBIX [IaHHBIX, 3KCIUIyaTUPYEMBbIX TIpU OCYILeCTBIEHUH
COOTBETCTBYIOLIMX BUJIOB [eSITe/IbHOCTH, YTBEPXKAEHHbIMA DPYKOBOJCTBOM 8



Lentpa ®Cb Poccun 31.03.2015 Ne 149/7/2/6-432.

B TlonuTtuke ormpexeneHbl TpeboBaHusi K TmiepcoHany WCIIIH, cTemeHb
OTBETCTBEHHOCTH  TIepCOHana, CTPYKTypa U HeoOXOJuUMbI  YDPOBEHb
3alUIeHHOCTH, CTaTyC U  [JO/DKHOCTHble  OOSI3aHHOCTH  COTPYZAHUKOB,
OTBETCTBEHHBIX 3a o0ecrieueHre 6€30MaCHOCTH MePCOHATBHBIX AaHHBIX B ICITJH
ApTeMOBCKOM DpaliOHHOM TeppUTOpUaIbHON M30UpaTenbHONM KOMUCCHM (Zanee —
Komuccus).

1. O0Me mo/I0KeHus:

Llenvto Hacrosimeir [lonmutuku sBiseTcsi obecriedeHre 0e30MacHOCTU
00BeKTOB 3amuThl KoMHCCHMM OT BCeX BHOB yrpo3, BHEITHUX W BHYTPEHHUX,
YMBIIIVIEHHBIX M HeTpeJHaMepeHHbIX, MUHUMH3AUs yijepba OT BO3MOKHOMU
peanu3aiyu yrpo3 6e3onacHoctd [1Ju (YBITAH).

be30macHOCTb MepCOHANbHBIX JaHHBIX AOCTUTaeTCsl IyTeM WCK/IHOUEeHUs!
HeCaHKLIMOHWPOBAHHOIO, B TOM YMCJIe CJIy4alHOrO, AOCTyNa K IepCOHAJbHbIM
JaHHbIM, pe3yJbTaTOM KOTOPOTO MOXEeT CTaTb YHUUTOXEHUe, W3MeHeHHe,
6/I0KMpOBaHKe, KOITMPOBaHHe, PACIIPOCTPaHeHHe MepCOHATLHBIX JaHHBIX, a TaK)Ke
VHBIX HECAHKI[MOHUPOBAHHBIX JAeUCTBUM.

WNudopMaiysi U CBsizaHHbIe C Hell pecypcChbl JO/DKHBI ObITh JOCTYITHBI IS
AaBTOPU30BAaHHBIX MOJIb30BaTe/nen. [J0/DKHO OCYIIeCTBIATBCSI CBOEBPEMEHHOe
obOHapy>keHMe U pearpoBaHue Ha YBI1/IH.

HOomKHO  OCyIecTBJAATbCS  TpeAOTBpallleHue  TpeAHaMepPeHHbIX WU
C/TyYaliHbIX, YACTUYHBIX W/ MOJHBIX HECAHKLIMOHMPOBAHHBIX MOAU(UKALIUN WU
YHUUTOXXEHUS [JaHHbIX.

CoctaB 00BEKTOB 3all[uThl TipeAcTaBieH B «llepeuHe IepCOHATBHBIX
NaHHBIX, oOpabaTbiBaeMbIXx B ApPTEMOBCKOM paliOHHOW TeppUTOpUAIbHOM
n30MpaTelbHOM KOMHCCHMM B CBSI3M C peanu3aljied CiayKeOHbBIX (TPYZOBBIX)
OTHOLIEHUH, a TAK)XKe OCYILeCTB/IEHWEeM rOCyJapCTBEHHBIX (DYHKLIUI».

Cocrap MUCII[JH nopnexamwmx 3amure, mnpejcraBieH B «llepeune
MH(OPMALIMOHHBIX CUCTEeM TePCOHA/bHBIX AAHHBIX B APTEMOBCKOM palilOHHOU
TepPPUTOPHAbHON N30MpaTeTbHON KOMUCCHN».

2. O61aCTh JeUCTBHUA

TpeboBanusi Hacrosiielt [loMMTUKKA  PACIpOCTPAHSIOTCS Ha  BCeX
CcOTpyAHUKOB Komuccun (IITaTHBIX, BPEMEHHBIX, Pa0OTAIOIIMX M0 KOHTPAKTy U
T.I1.), @ TAK)KE BCEX MPOYMX JIUL] (MOAPSAAYNKA, ayAUTOPHI U T.I1.).

3. Cucrema 3aliUTHI IEPCOHA/IBHBIX AAHHBIX

OOGecrieueHre 06e30MacHOCTH  TMEPCOHANBHBIX JIAHHBIX [JOCTUTAETCS, B
YaCTHOCTH:
orpeJeneHreM yrpo3 0e30MacHOCTH TIepCOHaNbHBIX JaHHBIX TpPU UX
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o6paboTke B MH(POPMAL[MOHHBIX CUCTEMAaX MepCOHaIbHBIX JaHHbIX;

NIpYMeHeHWeM OpraHM3alMOHHBIX M TeXHWYeCKUX Mep M0 obecrieueHHIo
6e30mMacHOCTU TIePCOHABHBLIX JAHHBIX MpPU MX 00paboTKe B WMH(MOPMAI[MOHHBIX
crcTeMaXx MepCcoHa/IbHBIX JJAaHHBIX, HEOOXOAUMBIX [I7Is BBITIOJIHEHUS] TpeOOBaHUM K
3alUTe TepPCOHA/IbHBIX  JAHHBIX, UCIOJHEeHHWe KOTOpbIX  obecrieurBaeT
yCTaHOBJ/IEHHbBIE IIpaBuTE/ILCTBOM Poccuiickon Depepanyu YPOBHU
3alUILIeHHOCTH [TePCOHAbHBIX JaHHbIX;

NIpUMeHeHreM IpOLIe/IINX B YCTAHOB/IEHHOM IOpsi/iKe TMPOLeAYPY OLIeHKU
COOTBETCTBUSI CPe/CTB 3allUThl UH(POPMALUY;

OLIEHKOW 3P PeKTUBHOCTU TIPpUHUMAaeMbIX Mep TI0  obecrieueHHIO
0e30macHOCTM  TepCOHANbHBIX  JlaHHBIX [0 BBOJA B  3KCIUIyaTal[Uio
MH(OPMAaLMOHHOM CUCTEeMBbI [IepPCOHAJIbHBIX /IaHHBIX;

y4eTOM MalllMHHBIX HOCUTeJIel NepCOHA/IbHBIX JJaHHBIX;

obOHapykeHHeM (haKTOB HEeCAHKIIMOHUPOBAHHOTO ZIOCTYTIA K IepPCOHa/IbHBIM
NAaHHBIM U TIDUHATHEM Mep, B TOM UHCIe Mep II0 OOHapyKeHUIo,
npefynpeXJeHru0 W JIMKBUAALWMW TIOC/Ae[CTBUM KOMIIBIOTEDHBIX arak Ha
MH(OpPMaLMOHHbIE CUCTEMbl TEPCOHANBHBIX [aHHBIX W 0 pearupoBaHUI0 Ha
KOMITbIOTEPHBIE UHL/EHTHI B HUX;

BOCCTaHOB/IEHMEM TEPCOHA/BHBIX [JaHHbIX, MOAU(PHULMPOBAHHBIX WU
YHUUTO>XEHHBIX BC/1e/ICTBHE HECAHKL[MOHUPOBAHHOI'O JOCTYIIA K HUM;

yCTaHOBJIEHWeM  TpaBWI  [JOCTylla K  IepPCOHAaJbHBIM  [JaHHBIM,
obpabaTtbiBaeMbIM B MHGOPMALIMOHHON CHCTeMe TepCOHaIbHBIX JAAHHBIX, a TaKXKe
obecrieueHreM perucTpaliid UM ydeTa BCeX [JeWCTBUM, COBepllaeMbIX C
MepPCOHAJ/IbHBIMU JAaHHBIMUA B MH(OPMAaLIMOHHOW CUCTEMe MepCOHaIbHBIX JaHHbIX;

KOHTpOJIEM 3a TPUHMMaeMbIMU MepaMd 10 obecrieueHut0 06e30MacHOCTH
MePCOHA/IbHBIX [JaHHBIX M YPOBHS 3allUILeHHOCTH WH(OPMALMOHHBIX CHUCTEM
MepPCOHAJIbHBIX JJaHHBIX.

CucremMa 3amuTbl nOepcoHanbHbIX JAaHHbIX (C3II[H), cTpouTcs Ha
OCHOBaHWH:

AKTa BHYTPeHHero KOHTPOJII COOTBETCTBUSI 00pabOTKM TepCOHaTbHbBIX
JlAHHBIX.

[lepeuHss TiepCOHANBHBIX MAaHHBIX, OOpabaThiBaeMbIXx B ApPTEMOBCKOU
paliOHHOM TeppUTOpUAbHOM M30MpaTeNbHOM KOMHCCUM B CBSI3W C peasv3aljieid
CITy>KeOHBIX (TPyZ0BBIX) OTHOLLIEHUH, a  Takxe OCylLleCTB/IeHEeM
roCyapCTBeHHbIX (QyHKIUY;

AKTOB K/1aCCU(PUKALMM UHPOPMALIMOHHBIX CUCTEM MePCOHAbHbIX [JaHHbIX;

Mogenu yrpo3 6e30macHOCTH MepCOHATbHBIX IaHHbBIX;

MaTpuibl [OCTyna MO/b30BaTe/ield K 3aljuiaeMbiM HH(OpPMaLMOHHBIM
pecypcam UCIIH;

PykoBogsammx gokymeHToB @CTOK Poccuun u @Cb Poccun.

Ha ocHOBaHMM 3THUX [IOKYMEHTOB OIpeJesisieTcsi HeoOXOAuMbI ypOBEHb
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samieHHocty [1Jn kaxgon WMCIIH Kommccuu. Ha ocHoBaHMM aHanv3sa
aKTya/lbHBIX yrpo3 6e3omacHocty [1/IH omvcaHHoro B Mogenu yrpos, AenaeTcs
3aK/lloueHne O HeoOXOJUMOCTH UCTOb30BaHUSI TEeXHUYECKUX CpeCTB U
OpraHM3aIlMOHHBIX ~MeporpusaThii A1 obecriedenuss 6Ge3omacHocty  [1/TH.
BriOpaHHble HEOOXOAMMBIE MEPOTIPUATHS OTpakatoTcsi B «CocTaBe Mep 3all[UThI
MH(MOPMAaI[MOHHBIX CUCTEM MepPCOHAMbHBIX JAaHHBIX».

HOns UCITIH no/mkeH ObITh COCTaB/IEH CIIMCOK HCIIO/Ib3yeMbIX TeXHUUECKUX
cpeAcTB 3amuThl (fJanee - CIHMCOK), a TaK >Ke TPOrpaMMHOTO obecrieueHus,
yuacTByoIriero B oopabotke I1/1H, Ha Bcex 3nementax MCII[IH:

APM nonw3oBareneu;

CepBepa NpuioKeHuH;

CYB/;

I'panunier JIBGC;

KaHanoB miepejjau B C€TH 00I1[ero T0/Ib30BaHus U (U/IM) MEXKIYHapOIHOTO
obMeHa, ecsu 1o HUM TiepezatoTcst T1/]H.

B 3aBucumocTy oT ypoBHs 3amjuineHHOCTH VCIIIH ¥ akTya/bHBIX yrpos,
C3IIIH MosKeT BK/IOUATh C/IeAyIoLe TeXHUUeCKre CpesCTBa:

aHTUBUPYCHBIE CPe/ICTBA /11 pabOUMX CTaHI[WH ITOIb30BaTe /el U CEpBEPOB;

Cpe/CTBa Me)XCeTeBOro 3KpaHWPOBaHUS;

CpeficTBa KpUITOrpauueckol 3allliThl WH(pOpMaLMWA TIpU Tepefaue
3alMIaeMo UH(OpMaLUU 10 KaHajlaM CBSI3U.

Tak >Xe B CIIHUCOK [IO/DKHBI OBbITh BK/IFOUEHbl (YHKIMM 3all[UTh,
obecrieuriBaeMble IIITAaTHBIMH CpeicTBaMU 00pabotku II/IH omepalrjioOHHLIMU
cucteMamu (OC), npuknagaeiMm [IO u crenManbHBIMM — KOMILJIEKCAMU,
peaM3yrIIUMU CpeJcTBa 3aliyThl. CITMCOK (DYHKLIMM 3allUThl MOXKeT BK/IHOUYaTh:

ylpaBJ/ieHre U pa3rpaHUueHue JOCTyIIa Mob30BaTesiel;

PErucTpaLuio U yuYeT AeHNCTBUM C uH(popMaLyel;

obecrieueHue 1[eJI0OCTHOCTH JIaHHBIX;

obOHapy>keHHe BTOP>KEeHUH.

CnycoK MCIob3yeMbIX TeXHUUeCKUX CpefACcTB oTpaxkaercsi B «[liane
MepOTIpUSATUA TI0 00ecrieueHWIO 3allUThl TTePCOHAMBHBIX JaHHBIX». CIHCOK
WCI0JIb3yeMbIX CPe/CTB [IO/DKEH TOAAePKMUBATbCH B aKTya/IbHOM COCTOSTHUU. [1pu
V3MEHEeHUU COCTaBa TEeXHUYeCKUX CpeiCTB 3aiuTbl wiu 31eMeHTOB VCII/IH
COOTBETCTBYIOII[iE€ W3MeHeHHsI JO/DKHbI ObITh BHeCceHbI B CITUCOK U yTBEp)K/EHbI
npeacenarenemM V30uparenpbHOM KoMuccuyu CBepAIOBCKOM 00aCTH WM JIULIOM,
OTBETCTBEHHBIM 3a o0ecrieueHue 3amuThl [1/H.

4. TpeooBanus k noacucremam C3I1/{n

C3I1u Bk/IroUaeT B cebs ceayroiiye MoACUCTeMbI:
yripaBJjieHus JOCTYIIOM, PETUCTPAaLMU U yueTa;
obecrieueHUs 1[eJIOCTHOCTH U JJOCTYITHOCTHY;
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AHTHUBUPYCHOU 3allUThI;

Me)KCeTeBOIr0 3KPaHUPOBAHUS;

aHa/v3a 3alyI[eHHOCTH;

oOHapy>keHHs] BTOP>KEeHHH;

KpUIITOrpa(uuecKom 3aiuThl.

[Moacucremsl C3I1[H MMeOT pa3nuuHblid (QYHKLMOHA/A B 3aBUCUMOCTH OT
kinacca MCIIIH, ompefeneHHOro B «AKTe KiaaccMdUKauUu UHGOPMalLMOHHON
CUCTEMbI MEPCOHATbHBIX JaHHbIX». CIMCOK COOTBETCTBUSL (DYHKLMM TMOACUCTEM
C3IIdH knaccy 3alyileHHOCTA TMpeACTaB/JeH B TeXHWUYEeCKOM 3a/laHud 10
CO3/laHMI0 CHUCTEeMbl 3al[UTbl HMH(OpPMALMKM  UHPOPMALMOHHOM  CUCTEMBI
TepCOHA/IbHBIX [IaHHbIX.

[TogcucTema yripaBaeHUs JOCTYIIOM, PETMCTpallMy M yueTa

[TopcucTema yripaBieHUs1 JOCTYIIOM, PerMCTPALMA U y4yeTa MnpeJHa3HaueHa
JJ/1s1 peasiu3aliviu CyieIyIOIIUX (PYHKIIWMN:

HneHTU(GUKAIIMA U TIPOBEPKHU TIOIJTMHHOCTH CYOBEKTOB JJOCTYyTIAa MPH BXO/e
B UCII/IH;

WJeHTU(UKAlMM TepMUHA/IOB, Y3/I0B CeTH, KaHa/liOB CBS3M, BHELIHUX
YCTPOMCTB 10 JIOTUUEeCKUM UMeHaM;

WJeHTU(YKaMM NporpaMM, TOMOB, KaTajoroB, (paiyioB, 3amuceud, Ioseu
3arMcey 1o UMeHaMm;

perucTpaiuy Bxozia (BbIXozia) CyOBEKTOB IOCTYIIa B CUCTEMY (M3 CUCTEMBI),
mbo perucTparuy 3arpy3Kyd W WHULMAM3al[ii OTepaljiOHHON CUCTeMbI U ee
OCTaHOBa.

perucTpaijiyd TOIMNbITOK /OCTyMa IIPOrPaMMHBIX CpeJCTB (TMporpamm,
TIpOLIeCCOB, 3a/iau, 3a/laHui) K 3alluiliaeMbIM (daitiam;

perucTpalyy TOMbITOK AOCTyrNa MNpPOrPaMMHBIX CpPeACTB K TepMHUHaIaM,
KaHajiaM CBs3M, IporpamMmaM, TOMaMm, KartajoraMm, ¢awnaam, 3amucsiM, MOJISIM
3anucen.

[TogcucreMa yrpaB/ieHHUs! JOCTYTIOM MOXKET ObITh peasii30BaHa C MOMOIIIBIO
IITaTHBIX CpefcTB 00paboTku I1/IH (omepaloOHHBIX CHUCTEM, TIPUIOXKEHUN U
CYB[). Tak >ke MOKeT ObITb BHEAPEHO CIiel[hajbHOe TeXHUUeCKOoe CPeiCTBO WU
VX KOMILIEKC, OCYILeCTBI/SIOLIME JOMOTHUTEbHbIE MEPhI M0 ayTeHTU(HKALUU 1
KOHTpoJit0. Hampumep, npuMeHeHWe eAWHBIX XPaHWIMUII YUYeTHBIX 3aruceu
T10J/Ib30BaTesIen " PerucTpaLiOHHOU MHpOopMaLuy, VICII0/Ib30BaHue
OroOMeTpUYeCKUX U TeXHUUECKHUX (C TIOMOIIbIO 3/IEKTPOHHBLIX IIPOIYCKOB) Mep
ayTeHTU(PUKALUU U APYTUX.

ITogcucrema obecrieueHust Ne/JIOCTHOCTHU U JOCTVITHOCTU

[Mogcucrema obecrieueHUs 1[€IOCTHOCTA U [IOCTYITHOCTU TIpeAHAa3HaueHa
st obecrieueHWs] 11€JIOCTHOCTM W AocTyrmHOCTH [I/IH, TIporpaMMHBIX U



13

arnrapatHbix cpegcers MICIIJH Komwuccuy, a Tak ke CpefCTB 3alljUThl, IpU
Cy4yaliHOW WM HaMepeHHOW MoAU(YKal1H.

Ilogcucrema peanu3yercs C  IIOMOLLIBIO  OpraHu3alidd  pe3epBHOrO
KOTMpoBaHHUsi 0bpabaThiBaeMbIX JAHHBIX, a TaK >Ke pe3epPBUPOBAHKEM K/THOUEBbIX
snemeHToB VICII/IH.

[Toacucrema aHTHBHDVCHOﬁ 3dIIMThI

[MogcucTeMa aHTHMBHUPYCHOM 3allliThl TIpe/iHa3HaueHa [/s1 obecrieueHust
aHTHMBUPYCHOM 3aluThl cepBepoB U APM nosb3oBaTeneit VICIT[IH Komuccum.

CpencTBa aHTMBUDYCHOM 3alljUThl [peJHA3HAUeHbl I peanusalyv
C/1eAYIOLIMX (PYHKLMIM:

pe3uIeHTHbIM aHTUBUPYCHBIM MOHUTOPUHT;

AHTHMBUPYCHOE CKaHWPOBaHUE;

CKpUIIT-0/I0KUPOBaHUe;

L[eHTPa/In30BaHHOW/yJa/IeHHOW YCTaHOBKW/IEUHCTA//ISIUU aHTUBHUPYCHOIO
MpOJYyKTa, HACTPOMKH, aJMHWHHUCTPDUPOBAaHUS, TIPOCMOTPa  OTUETOB U
CTaTUCTHUYeCKOU MH(pOpMaLyH 1o paboTe MPOyKTa;

aBTOMAaTHU3UPOBAaHHOTO OOHOBIEHUSI aHTUBUPYCHBIX 0a3;

OrpaHWuYeHUs TpaB I10/1b30BaTe/Isl Ha OCTAHOBKY MCIIO/IHSAEMbIX 3a7a4 U
M3MeHeHUs HaCTPOeK aHTUBUPYCHOTO TTPOrPaMMHOT0 00ecIieueHm s,

aBTOMAaTUYeCKOrO0  3alyCka  HernoCpeCTBEHHO rocse 3arpysku
OMnepaliOHHOU CUCTEMBI.

[Topgcucrema peanusyeTcs MyTeM BHeJPEHUS CIeLMaJbHOTO aHTUBHUPYCHOTO
MPOTrpaMMHOTO obecrieueHust Ha Bce yemeHThI ICTI/IH.

[TogcucremMa MeXCeTeBOr0 3KpaHHMPOBAHUS

[ToacucTemMa MeXXCeTeBOr0 SKpaHMPOBaHUS TIpeiHa3HaueHa /1Jisl peaau3alyu
cefyrouux (QyHKLUMU:

(UIBTPALMM OTKPBITOrO U 3allIM(PPOBAHHOrO (3aKpeITOro) IP- Tpaduka;

(UKcalMM BO BHYTPEHHMX JKypHa/Jax MWH(OpPMAalMM O MPOXOASIIEeM
OTKDBITOM M 3aKpbITOM [P-Tpaduke;

UJeHTU(PUKALUU U ayTeHTU(hUKALMK aJMUHUCTPAaTOpa MeXXCeTeBOro 3KpaHa
TIPU ero JIOKaJIbHBIX 3apocax Ha JOCTYII;

perucTpaiuu Bxoja (BbIx0/la) aJIMUHHCTpaTOpa Me)KCeTEeBOr0 35KpaHa B
cucteMy (U3 cuCTeMbl) MO0 3arpy3kd M UWHUIMAIM3alMd CUCTEMbl U ee
MIPOrpamMMHOr0 OCTaHOBA;

KOHTPO/JIsI LIeJIOCTHOCTH CBOEM MPOrpaMMHON 1 MH(OPMAaI[MOHHOW YacTy;

GunbTpalMK  TAKeTOB  C/IY)KeOHBIX  TMPOTOKOJIOB,  C/AYXKAIUX IS
JIMarHOCTUKU U yTipaBJieHus1 paboToM ceTeBbIX yCTPOUCTB;

(UIbTpPaLMM C YYEeTOM BXOZHOIO M BBIXOZHOIO CETEeBOro MHTepderca Kak
CpeZiCTBa IPOBEPKY IMOJAJIMHHOCTU CeTeBbIX a/ipecoB;
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pervcTpalyy ¥ yJyeTa 3arpariiBaeMbiX CePBHCOB MPUK/IAZHOTO YPOBHS;

6J/IOKMpOBaHUS IOCTYyIa HeWZeHTU(hHUIMPOBAHHOTO 00bEeKTa WM CYOBeKTa,
MOJ/TMHHOCTb KOTOPOT'O TP ayTeHTHU(hHUKAI[MM He TOTBepU/Iach, METOAMH,
YCTOHUMBBIMU K TI€PEXBATYy;

KOHTPOJISI 32 CeTeBOM aKTHBHOCTBIO MIPUJIOXKEHUN U OOHapY»KeHUsl CeTeBbIX
aTak.

ITogcucrema — peanusyeTcs — BHeJpeHHMEM  IIPOrpaMMHO-arrapaTHbIX
KOMIUIEKCOB MeXXCeTeBOI'0 3KpaHUpoBaHusl Ha rpanulie JIBC, kiaccom He Huxke 4.

ITogcrcTemMa aHa/IM3a 3alUIIEHHOCTH

[TogcrcTeMa aHanv3a 3allMIEHHOCTH J0/DKHAa obecrieurBaTh BbISIBIEHHE
ySI3BUMOCTeH, CBsI3aHHBIX C ommbkamu B KoHuryparmu [10 WCII[H, KoTopbie
MOTYT ObITb WCIO/b30BaHbI HAPYIIWTEEM /IJIs1 peair3alii aTakyd Ha CUCTEMY.

@OyHKIMOHAM TO/CUCTEMbl MOXXeT ObIThb peasM30BaH MPOrPaMMHBIMU U
IIpOrpaMMHO-arIapaTHbIMU CpeiCTBaMU.

[Toacucrema O6HaDV}KEHI/IH BTOD)KEHI/Iﬁ

[MogcucTema oOHapyKeHWSI BTOP)KEHUH [JOJ/DKHA 00ecIieurBaTh BBISIBJIEHHE
ceTeBbIX arak Ha 3/eMeHTbl WCII/IH, TOAK/IIOUEHHBIE K CeTAM OOIIero
T0/1b30BaHUs U (W) MeXKAyHapOoAHOro obMeHa.

@OYHKIMOHAM TIOACUCTEMbI MOJKET OBbITh peann30BaH MPOTPAMMHBIMU U
TIPOrpaMMHO-arrapaTHbIMU CpeICTBaMU.

[Togcucrema KDHHTOFD&d)H‘-IECKOfI 3dIIMUThI

[Togcuctema  KpunTorpauueckoul — 3al[uThl  TpeAHa3HaueHa  AJis
nckmouenuss HCJI k 3amuiriaemoit nHdopmaiiuu B MCIT[IH Komuccuu npu ee
mepeziaue 10 KaHajlaM CBs3U ceTeld 0OmIero mosb3oBaHUST U (WIK)
ME>XKyHapOZAHOTO 0OMeHa.

[Toacuctema peanusyeTcsi TMyTeM  BHEAPEHUs  KPUIMTOTrpaduuecKux
IIPOrpaMMHO-arrapaTHbIX KOMILJIEKCOB.

5. Ilosib3oBaren UCIIIn

B WUCIIJx Komuccuyd MOXKHO  BBIJEIUTb  CJIeAYOLMe  CPYMIIbI
T0JTb30BaTe e, yuacTBYIOIIUX B 00paboTke u xpaHeHuu [1/1H:

ApmunucTtpaTops! UCIT/IH;

AMUHUCTpPATOPBI 6€30MacHOCTH;

Onepatopel APM,;

ApmunuctpaTtopsl cetu CII/IH;

TexHuueckve  CrHelUaIMCTBl 10  0OCIy>KMBaHHIO  TieprepUiHOTOo
000opy/10BaHUSI.

JauHbple o0 rpymnmax —I071b30BaTe/ssX, YpOBHe UX  [OCTyna U
MH(POPMUPOBAHHOCTH  [JIO/DKHBI ~ ObITh ~ OTpakeHbl B Marpuile [oCTyma
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T0Jib30BaTesIel K 3aluiliaeMbiM UHPOPMalMOHHBIM pecypcaM.

A nmunuctpatop MUCIT/Ia

Apmunuctpatop  UCIIJAH,  cotpyaHuk  Komwuccun (Wi MHOe
YIOJIHOMOUEHHOE JIMLI0), OTBeTCTBEHHbIM 3a HAaCTPOUKY, BHeApeHWe U
coripoBokzienre VCIIJH. OGecrieunBaer (yHKIIMOHUPOBaHUE TIO[CUCTEMbI
ynpasjeHus gocrtyrioM VCII[IH U yro/JiHOMOYeH OCYLeCTBJIATh IpefoCTaB/ieHre
M pasrpaHyWueHde [JOCTyra KOHeYHOro Trionb3oBaTenss (Omepatopa APM) K
3/1eMeHTaM, XPaHSALMM [epCOHaJIbHbIE [JaHHbIe.

Apavunanuctpatop WCIIJH o6safaer cieAyioldM ypOBHEM JOCTyrHa |
3HAHUMU:

obsamaer monHOW wWHMOpMaleli O CUCTEMHOM U TIPUK/IaJHOM
rporpaMmmHoM obecrieuernu MICIT/IH;

obnasaer TosHOW ~wMHGMOpPMalLMe O TEXHHYECKHMX Cpe/CTBax M
kKoHpurypaumu VNCII/H;

MMeeT JIOCTYT KO BCeM TeXHUUYeCKUM cpeficTBaM 06paboTku nHpopMaiiuu u
nanHbiM VCIT/IH;

obnafiaeT rpaBaMu KOH(DUTYpHPOBaHWS W aZMUHUCTPATUBHOW HACTPOMKU
TexHuyeckux cpencts MCITIH.

A MuHUCTPATOP 0e301MacHOCTH

ApamuaucTpaTOop 6e30macHOCTH, COTPyAHWK Komwuccuyd (Wim  WHOe
yIOJITHOMOUEHHOe JIMII0), OTBeTCTBeHHbIM 3a (¢yHKUMoHUupoBaHue C3I1/IH,
BK/IIOUasi OOC/Iy)KMBaHWe W HAaCTPOMKY aJMHUHUCTPAaTHBHOH, CEpBEPHOM U
KJINeHTCKOW KOMITOHEHT.

ApmvuHucTpaTop 6e30macHOCTH 00JaZiaeT C/ieAyIOMM YPOBHEM ZIOCTYTIA U
3HaHUMU:

obsamaeT nmpaBamu A avmunaucTpatopa UCII/IH;

obnazmaet nosHOM nHbopMaiuei 06 MCIT/IH;

y¥MeeT [JOCTYII K CPe/ICTBaM 3all{iThl TH(OPMALMU U TTPOTOKOJIMPOBAHUS U K
yacTy KiroyeBbIx iemeHToB VICII/IH;

He UMeeT MpaB J0CTyIa K KOH(QUIYPUPOBAaHUIO TEXHUUYECKUX CPEe/ICTB CEeTH
3a UCKJTFOUeHUEM KOHTPOJIbHBIX (MHCIIEKLIMOHHBIX ).

AamuHUCTpaTOp 6€30MacHOCTH YTIOJIHOMOYEH:

peasn30BbIBaTh TIOJIMTUKK Oe3omacHocTd B uactu Hactpoviku CK3U,
MEXKCeTeBbIX IKPAHOB U CUCTeM OOHapy)KeHHs aTak, B COOTBETCTBUU C KOTOPLIMU
nosib3oBaresb (Onepatop APM) nosydaeT BO3MOXKHOCTb paboTaTh C 37ieMeHTaMU
NCILOx;

OCYLLIeCTBJISATb ayAUT CPe/CTB 3allUThl;

Onepatop APM

Oneparop APM - cotpysHuk Komuccuu (Wiv WHOE YMNOJHOMOYEHHOe
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UI0), ocyulecTBAsSiomMi  0bpabotky II1/JH. OO6pabotka II[IH BKIHOYaeT:
BO3MOXXHOCTh mpocMoTtpa II/IH, pyuHou BBoa IIJH B cucremy WCII/IH,
dbopMrpoBaHUe CMIpPaBOK W OTYETOB I0 HH(oOpMairuu, mnoaydeHHou w3 WCIIII.
OmnepaTop He WMeeT IMOJIHOMOUMI AJisi YIIpaB/ieHUs ToJCHUcTeMaMu 00paboTKu
AaHHbixX U C3I1/0H.

Omneparop VCII[JH obnafjaeT ciieAyroiM YPOBHEM JOCTYTIA U 3HAHUM:

obslazaeT BCeMM HeOOXOAMMBIMM aTpuOyTaMu (Hampumep, TIapoyieMm),
obecreurBarOIIMMHU AOCTYT K HEKOTOPOMY TTOAMHOXXeCTBY T1/1H;

pacno/iaraeT KOHGUeHI[MaIbHBIMU JaHHbIMU, K KOTOPbIM MMeeT J0CTYTI.

A amvunuctparop cetu UCIIOH

Apamunuctpatop cetu WCII[H, cotpyaHuk Komuccum (Wad  uvHOe
YIIOJITHOMOUYEHHOe ML), OTBETCTBEHHBIN 3a (GyHKLUMOHMPOBaHUE
Te/IeKOMMYHUKalMOHHOU nogcuctembl CII/IH. AAMUHHACTPATOpP CeTU He UMeeT
MOJITHOMOUMM i1 YIIPAB/IeHUsT — TIO/ICHCTeMaMH  00pabOTKM  JIaHHBIX |
6e30I1aCHOCTH.

AaMuHHUCTpaTOp ceTy 00/1a/laeT C/ieyIOIKMM YPOBHEM [IOCTYTIAa U 3HAHUM:

ob/aiaeT yacThio MHGOPMALIMK O CUCTEMHOM U TIPUK/IaJHOM TTPOrPaMMHOM
o6ecrieuennu UCIT/IH;

ob/1a1aeT YacThi0O MHPOPMAITUHM O TEXHUUECKHUX CPeACTBaX U KOH(MUTypaIjuu
NCIIOx;

uMeeT (U3MUECKUM [JOCTyll K TeXHUYeCKUM CpeZicTBaM 006paboTKu
MH(MOpMalMKU U CpeJiCTBaM 3alliUThl;

3HaeT, M0 MeHbllIel Mepe, O/IHO JierajbHOe UMs JOCTYyTa.

TexHuuecKum CIieq1aJ/IMCT I10 O6CJIV)KI/IBaHI/II-O HEDHd)EDHﬁHOFO O6ODVI[OB3HI/IH

TexHuueckuii crielManrcT Mo 00C/TyKUBaHUIO, COTPYIHUK Komuccum (Umm
MHOEe YIIOJHOMOUEHHOe JIMII0), OCYILeCTB/seT OOC/Iy)KMBaHWE U HACTPOUKY
nepudepuiinoro obopyzoBanuss MWCII/IH. TexXHWYeCKWi  CIELUAIMCT  TI0
o0c/y)kuBaHUIO He uMeeT pgoctyna K II/lH, He WMeeT TIOJIHOMOUMU [IJist
yTipaB/ieHus MoACUcTeMaMu 00pabOTKY JAHHBIX U 6e3011aCHOCTH.

TexHuueckuil CrieliaanCT Mo OOC/AY)KMBaHUIO 00JiafiaeT CieyoLUM
YPOBHEM [IOCTYTIa U 3HAHUM:

obmazaet yacTbi0 MH(POPMALIUK O CUCTEMHOM U TIPUKJIaZIHOM MPOTrPaMMHOM
obecrieuennu UCIT/IH;

o0nagaet yacTbio MHGOPMALIUK O TEXHUUECKUX CPe/ICTBaX U KOHPUryparuu
NCITOs;

3HaeT, 110 MeHbIllel Mepe, OJJHO JieraJbHOe UM JOCTYyTIA.

6. TpeboBaHus K epcoHas1y Mo odecneueHuro 3amuThl I1/{H

Bce corpypHuku Komuccuy, ssisromuecs mnosb3oBarenasMu  UCITH,



17

JO/DKHBI UeTKO 3HaTb M CTPOrO BBINOJHATH YCTAHOBJIEHHbIE TMpaBWa U
00s13aHHOCTH TI0 AOCTYMY K 3allvillaeMbiM 00BbeKTaM M COOJIIO/IeHHI0 TIPUHSATOTO
pe>kuima 6e3orracHocty TT/1H.

[Tpy BCTyI/IeHWHA B [JOJDKHOCTH HOBOTO COTPYAHHMKA OH /IO/DKEH OBITh
03HAKOMJIEH C He0OXOUMBIMU JIOKYMEHTaMH, perjiaMeHTUPYIOIIUMU TpeboBaHMs
rmo 3amurte II/JH, a Takke oOydeHWe HaBbIKaM BBLITIOJTHEHHWS TIPOLIENYP,
He0OXOIUMBIX /1JIs1 CAaHKIJMOHUPOBAHHOTO McIob3oBanust UCIT/IH.

CoTpyHUK [O/DKeH OBITb 03HAaKOMJEH CO CBeJeHUsIMU HacCTOosIen
[ToMMTUKY, TIPUHSATBIX TIpoLieAyp paboTsl ¢ snemenTtamu MCIT/Jx u C3I1H.

Cotpysnuku  Kommccuu,  uCnonb3yrolpe  TeXHUUECKHWe  CpefCcTBa
ayTeHTUUKALMK, [O/DKHBI o0ecreurBaTb COXPAHHOCTh UJI€HTU(HUKATOPOB
(2/1eKTPOHHBIX Kitouer) u He gonyckaTb HC/] K HUM, a Tak »Ke BO3MOYKHOCTb HX
yTepu WIM WUCMHOJb30BaHUS TpPeTbMMU JjuljaMd. [losib3oBaTend  HeCyT
MepCOHaIbHY0 OTBETCTBEHHOCTh 38 COXPAHHOCTh UIEHTU(UKATOPOB.

Cotpysnuku Komuccuu [0/KHBI CeIoBaTh YCTAaHOB/IEHHBIM MpOLielypam
nojaep)kaHusi pexkuma 6e3omacHoctyd [1/JH mipy BbibOpe M MCMOJb30BaHUU
rapoJiel (ec/id He UCMOJIb3YHTCS TEXHUUeCKUe CpeJCTBa ayTeHTU(DUKALIUN).

Cotpyanuku Komuccuu Jo/DKHBI 0bOecrieurBaTh HaJ|IeKalllylo 3allyTy
o0opyZioBaHus1, OCTaB/sieMOro 0e3 MPUCMOTPa, 0COOEHHO B TeX Caydasx, KOra B
TOMell[eHhe UMEIOT AOCTYIT IOCTOPOHHMeE Jivla. Bce mosib30oBaTenu JOJKHbBI 3HATh
TpeboBaHus 110 Oe3omacHocTy [I/IH ¥ mpoleAyphl 3alUThl 0060PYJ0BaHUA,
OCTaBJIEHHOTO 0e3 IMPHUCMOTPA, a TakKe CBOM 00s13aHHOCTH 10 00eCrieueHuI0 TaKOU
3allUTHI.

CoTpyHUKaM 3arpeljaeTcs yCTaHaB/MBaThb ITOCTOPOHHEE MPOrpaMMHOe
obecrieueHre, TIOAK/IIOUaTh JHWYHble MOOWIBHBIE YCTPOMCTBA W HOCHUTETU
rMH(pOopMal1K, a TaK >Ke 3alMChIBaTh HAa HUX 3alllilllaeMyt0 HH(OpMaLHIO.

CoTpyjHYKaMm 3arpelaeTrcs pasr/jamiarh 3alliyllaeMyr0 HH(OpMaLuio,
KOTOpasi CTajla WM H3BeCTHa mpu pabore ¢ WH(POPMAIMOHHBIMM CHCTEMaMU
Komwuccuy, TpeTbuM Jiviiam.

ITpu pabote c I1du B UCIT[JH coTpyauuku Komuccuu 06s13aHb1 06ecrieunThb
OTCYTCTBUE BO3MOXXHOCTHU 1ipocMmoTpa [1/JH TpeTbuMM jivijaMu ¢ MOHUTOPOB APM
W/TU TePMHHAJIOB.

ITpu 3aBepiennu pabotsl ¢ MCIT/JH cOoTpygHUKYU 00s13aHbI 3aiuTuTh APM
W/ TEPMHUHAJIBI C TIOMOIIbIO OJIOKUPOBKH K/TFOUOM W/ SKBHUBAJIeHTHOTO CPe/iCTBa
KOHTPOJISI, HarpyuMep, AOCTYIIOM TIO T1apoJifo, eC/id He WCIOJb3YIOTCs OoJiee
CUJIbHBIE CPeZICTBA 3alLUThI.

Cotpyanuku Komuccuy [0/DKHBI OBITH TTPOMHGOPMUPOBAHBI 00 yrpo3ax
HapylleHus1 pexkuMa Oe3ortacHocTy [1/IH ¥ OTBETCTBEHHOCTH 3a €ro HapyllleHue.
OHM [1O/DKHBI OBITH O3HAKOMJIEHBI C YTBep)KAEeHHOM (OopMasibHOM Mpolieypoiu
HaJIOKeHUsI AUCLATIMHAPHBIX B3bICKAHWK Ha COTPYAHUKOB, KOTOpbIE HapYLIW/IU
TIPUHSTBIE TIOJIUTUKY U TIpoLieAypbl 6e3omnacHocTy [1/IH.



18

CoTpyaHuku 00si3aHbI 6e3 mpome/iyieHUs coob1jaTh 000 Bcex Hab/M01aeMbIX
WM TIOJIO3PUTENbHBIX ciaydasx pabotel MCII/IH, MOryiydx ToB/ieub 3a co0oit
yrpo3bl  Ge3omacHoctd II/[H, a Takke O BbIABJEHHBIX HWMH COOBITHSX,
3aTparuBaroix 6e3omacHocts [1/IH, pPYKOBOACTBY TmOZpasfiesieHus W JIULy,
OTBeYarllleMy 3a HeMe/[JIeHHOe pearipoBaHue Ha yrpo3bl 6e3omacHocty [1/H.

Jo/IKHOCTHBIE 00513aHHOCTH noJib3oBaTeer UCITIH

HNomkHocTHBIe  0Osi3aHHOCTM  monb3oBatesielt  MCIIJH  omuvcaHbl B
C/IeIyIOLUX JOKYMEeHTax:

Wuctpykums agmuuuictparopa UCITIH;

WHcTpyKius agMuHucTpatopa 6e3onacHoctu MCIIH;

WHcTpykuwms nionb3oBaresns UCI/IH;

VHCTpyKLMS TT0/1b30BaTe sl IPU BOSHUKHOBEHUH BHELLUTATHBIX CUTYyaLUK;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBeTcTBUM cO cTaThed 24 depepasbHOro 3akoHa Poccuiickou
®egepauuu oT 27 vronst 2006 r. Ne 152-@3 «O mepCoOHa/NbHBIX [JaHHBIX» JIWLIA,
BMHOBHbIe B HapyllleHHu TpeboBaHuii AaHHOTO DefepanbHOr0 3aKOHA, HECYT
IPaKJAHCKYIO, YTOJIOBHYIO, aJAMUHUCTPATUBHYI, JUCLUIIMHADHYI0O W WHYIO
TpelyCMOTPEHHYO 3aKOHO/IaTe/TbCTBOM Poccurickon degepanym
OTBETCTBEHHOCTb.

[HenicTByrolljee 3aKOHOZaTenbCTBO Poccuiickonn depepany 1O3BOSIET
TIPeIbABIATE TPpeOOBaHMS 110 obecrieueHHi0 Ge3o0rmacHO pabOThI C 3amIUIaeMoi
uHbopmalMeli W MpegyCcMaTpUBaeT  OTBETCTBEHHOCTb 3a  HapylleHue
YCTaHOBJIEHHBIX TIpaBWI 3KCITyataiuu OBM u cucteM, HempaBOMEPHBIN AOCTYII
K WHGMOpMAIL[MH, eC/IM 3TH JIeCTBUS TIPUBE/IM K YHUUTOXKEHHIO, OJIOKMpOBaHMIO,
MoavdUKary WHbOPMAI[MH WK HapylleHuio pabotel DBM umm cetelt (cTaThu
272,273 n 274 YronoBHOro Koiekca Poccutickoit ®ezepaiiyin).

Apvunuctpatop MCIIIH w  agMuHMCTpaTop 0€30I1MacHOCTH  HeCyT
OTBETCTBEHHOCTh 3a BCe JIeMCTBUSI, COBepIlieHHbIe OT UMEHU MX yUeTHBIX 3arucei
WM  CUCTEMHBIX  yueTHbIX  3alvced, eCiM  He  J0oKa3aH  (akT
HeCaHKLIMOHUPOBAHHOT'O UCTIO/Ib30BaHUS YUETHBIX 3aluCeH.

[Ipy HapyuieHusix cotpygHukamu Komuccuu — mnosb3oBatensmu MCITOH
MpaBWI, CBsi3aHHBIX C Oe3omacHocTbio [1/IH, OHM HeCyT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYIO JIeMCTBYIOIIMM 3aKOHO/IaTe/IbCTBOM Poccuiickor Pefiepaliuu.

7. CIIMCOK HCII0/Ib30BaAHHBIX HCTOUHUKOB

OCHOBHBIMM HOPMAaTUBHO-TIPABOBBIMU Y METOAMYECKUMU IOKYMEeHTaMH, Ha
KOTOpPBIX ba3upyeTtcs HacTosias [ToMTHKa, IBISFOTCS:

®epepanbHbii 3akoH oT 27.07.2006 1. Ne 152-®3 «O mnepcoHaNbHBIX
JMAHHBIX», YCTAHAB/IMBAIOII[MH OCHOBHBIE MPUHIUIIBI U yCI0BUsA 00pabotku T1/1H,
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npaBa, 00SI3aHHOCTH W OTBETCTBEHHOCTh YUYaCTHUKOB OTHOIIIEHHWM, CBSI3aHHBIX C
obpaboTkoii [T/TH.

TpeboBaHusi K 3alydTe IIePCOHANBHBIX [AHHBIX TIPU HMX 00paboTKe B
WHGMOPMAI[MOHHBIX ~ CUCTeMaX  TePCOHA/bHBIX  JIaHHBIX,  YTBepXK/eHHble
noctaHoBsienvem [IpaButensctBa Poccurickout ®epepanuu ot 01.11.2012 r. Ne
1119.

[TonoxxeHne 00 0COOEHHOCTSX 00paOOTKHM TI€PCOHA/IBHBIX  JAaHHbIX,
ocylilecTB/sieMo 6e3 MCMO/b30BaHUSI CPe/ICTB aBTOMAaTH3allid, yTBep)KAeHHOe
noctaHoBsieHvem [IpaBuTtensctBa Poccuiickout @epepanuu ot 15.09.2008 r. Ne
687.

HopMmaTuBHO-MeTOAWYeCKHe [AOKyMeHTbl PejepasibHOM  C/Iy»KObI 10
TeXHUYeCKOMY U SKCIePTHOMY KOHTpoJit0 Poccuiickont Pepnepauuu (ganee —
®CTIK Poccun) mo obecrieuenuro OesomacHocty I1/IH mpu ux o0paboTke B
NCIIO#:

Ba3oBasgs Mojienb yrpo3 0e30MMacHOCTH TIePCOHA/IbHBIX JaHHBIX TPH HX
00paboTke B MH(MOPMALIMOHHBIX CUCTeMax MepCOHa/IbHBIX JaHHbIX, YTBep)KAeHHast
3amectutesieM aupekropa ®CTOK Poccun 15.02.2008 r.

MeTtoauueckuii TOKyMeHT. MeToArWKa OL[eHKA yrpo3 0e30rmacHOCTH
nH(popmanuu, yreepxxaeHHbld ®CTOK Poccun 05.02.2021 .

IMpukaz PCTIK Poccum ot 11.02.2013 Ne 17 «O6 yTBep)KAeHUU
TpeboBanwmii o 3amyTe “HGOPMALMH, HE COCTABJISIOLIUX TOCYAAPCTBEHHYIO TalHYy,
COZieprKaluxcsl B TOCYJapCTBEHHbIX NH(POPMALIMOHHBIX CUCTEMaXx».

ITpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrBep)kaeHun CocraBa
W COZiep)KaHWs OpraHU3al[MOHHBIX M TEXHWUYeCKMX Mep II0 00ecIieueHHIo
0e30IMacCHOCTU TIepCOHA/ILHBIX JIJAaHHBIX TMPU WX 00paboTke B WHGMOPMAI[MOHHBIX
CHUCTeMax TepCOHA/IbHBIX JAaHHbBIX».

ITpuka3 ®epepanbHOl Ccayx0Ob1 Oe3ormacHocTr Poccutickoit ®emepaiii OT
10.07.2014 Ne 378 «O6 yrBepxxaennu CocTaBa U COZlep>KaHUSI OpraHU3al[MOHHBIX
Y TeXHUUECKUX Mep 1o obecrieueHnt0 0e301acHOCTH MePCOHA/ILHBIX JJaHHBIX TIPU
ux 00paboTke B MH(OPMAI[MOHHBIX CHUCTeMaX TePCOHA/BHBIX [aHHBIX C
WCIIO/Ib30BaHWEM  CPeJCTB  KpUINTOrpaduueckod  3aluThl  HMH(OpMaLuHy,
HeoOXOJUMBIX [Ijisi BBITIOJTHEHUsI YCTAaHOB/IEeHHBIX IIpaButenbcTBOoM Poccuiickoit
®epepaiuu TpebOBaHUM K 3all[uTe TEPCOHATBHBIX [aHHBIX [Ji KaKAOro U3
YPOBHEeH 3aIlUILEHHOCTH».

Metoanueckrie peKOMEHZAIUK 10 pa3paboTKe HOPMATHUBHBIX TPABOBBIX
aKTOB, OTNpEeJeJSIONINX  yrpo3bl  0€30MacCHOCTH  MMEePCOHA/BHBIX  JAHHBIX,
aKTyajbHble TIpU 00pabOTKe TiepCOHaNbHbIX [JaHHBIX B HH(OPMALMOHHBIX
CUCTeMaxX [IepCOHAJIbHBIX [IaHHBIX, 3KCIUTyaTUPYeMbIX TIPU OCYLeCTB/IeHUH
COOTBETCTBYIOLLIUX BU/OB [|eATe/IbHOCTH, YTBep)KeHHble pyKOBOACTBOM 8 LleHTpa
@®Cb Poccnn 31.03.2015 Ne 149/7/2/6-432.



