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ITIOJIMTUKA

uH(opMaLOHHOI 6€30MacHOCTH
NpHu padoTe ¢ NepCOHA/TLHBIMU JAHHBIMHU

B A/lanaeBCKOW pailOHHOM TePPUTOPUATBHON H30MpaTe/TbHOH KOMHCCUHH

OITPEAEJIEHUA

B HacTos11[eM J0KyMeHTe UCI0JIb3YIOTCS Ce/IyIoIe TEPMUHBI U UX OTpe/ie/ieHHUs..

ABTOMaTH3MpPOBaHHAsA CHCTEMA - CUCTeMa, COCTOsIlasl U3 MepcoHaia U Komruiekca
Cpe/iCTB aBTOMaTW3alMd ero JesiTebHOCTH, peanusyloljasi HMHPOPMaLMOHHYIO
TeXHOJIOTUIO BBITIOJIHEHUS] YCTaHOB/IEHHBIX (QYHKIUH.

AyTenTH(UKaLMs 0TIPAaBUTeE/IA JAHHBIX - TT0/ITBEPXK/I€HUE TOT0, YTO OTIIPABUTE/Ib
TI0JIyUYeHHBIX JJAaHHBIX COOTBETCTBYET 3asiBJIEHHOMY.

Be30macHOCTh MepCOHAIBHBIX AAHHBIX - COCTOSTHYE 3allUILIeHHOCTH MepCOHaTbHBIX
JlAaHHBIX, XapaKTepu3yeMoe CIOCOOHOCTBIO TMO/Ib30BaTesieli, TeXHUYeCKUX CpeACTB U
WH(POPMALIMOHHBIX TeXHOMOTUN 0becreunTh KOHGUAEHI[MATbHOCTh, 1[eJIOCTHOCTD U
JOCTYITHOCTh TIepPCOHA/IbHBIX JAHHBIX MPU X 00paboTKe B MH(POPMAI[MOHHBIX CHCTEMaxX
NepPCOHAJIbHBIX [JaHHBIX.

BbuomMerpuueckye nepcoHa/ibHbIe [JaHHbIe - CBE/JeHUSA, KOTOpPbIe XapaKTepU3YIOT
dusmosoruueckre 0cobeHHOCTH YesloBeKa U Ha OCHOBe KOTOPBIX MOXXHO YCTaHOBUTH €T0
JIMYHOCTb, BKMOYas oTorpaduy, OTMeUaTKd TajiblleB, o00pa3 ceTuaTKd TIJa3a,
0COOEHHOCTH CTPOEHHMS TeJla U APYTYIo MoJo0Hy0 nH(OopMalHio.

B/I0KMpOBaHHe MEepPCOHANBHBIX JAHHBIX - BPEMEHHOe TpeKkpalleHue 00paboTKu
TepCOHANbHBIX JIAHHBIX (3a UCK/IIOUeHWeM ClydaeB, ecjii obpaboTka HeoOxoguma [Jis
YTOUYHEHUs [1ePCOHAbHBIX [JaHHBIX).

Bupyc (KOMNbIOTEPHBIN, MPOrPaMMHBIH) - WCIOJ/HSIEMbIUA TTPOrPAaMMHbBIM KO, WA
VHTepripeTUpyeMblii ~ Habop  WMHCTpPyKUMM,  oOnajaroluii  CBOWCTBAaMU  He-
CAHKI[MOHMPOBAHHOTO  paclpoCTpaHeHusi U  camoBocrpou3BefeHusi.  Co3jaHHbIe
ny6KaThl KOMITBIOTEPHOTO BUPYCa He BCer/la COBMA/Al0T C OPUTHHA/IOM, HO COXPaHSIOT
CTIOCOOHOCTH K Jla/ibHelIleMy paclipOCTPaHeHHI0 ¥ CaMOBOCITPOM3Be/IeHHUIO.

BpepoHocHass mporpamMma - Tporpamma, fpefHa3HaueHHasl [jisi OCYILeCTBJIeHUs
HEeCaHKL[MOHUPOBAHHOI'O JOCTyMa U (WIK) BO3/eHCTBUSI Ha TMepCOHa/bHbIE JaHHbIe WU
pecypchl TH(OPMaLMOHHOM CUCTeMBbI ITepCOHA/IbHBIX JaHHBIX.



BcnoMoraTe/ibHbIe TEXHHYECKHE CPEACTBA U CHCTEMbI - TEXHUUECKUe Cpe/CTBa U
CHUCTEMBI, He TIpeJHa3HaueHHbIe [/ Tepeaur, 00pab0OTKH M XpaHeHHs ITepCOHATbHBIX
JJaHHBIX, YCTaHaB/JIMBaeMble COBMECTHO C TEXHWUYECKHMM CpeJCTBaMM M CUCTEMaMH,
rpefiHa3HaueHHBIMU [T 00pabOTKM TepCOHAMbHBIX JaHHBIX WIA B TIOMEIeHUsX, B
KOTOPBIX yCTaHOBJIeHbI MH(POPMALIMOHHbIE CUCTEMBI IEPCOHA/IbHBIX JAHHBIX.

JocTynm B omnepaijuoOHHYH cpeAy KoMmnbioTepa (MH(OPMALMOHHON CHCTEMbI
MePCOHA/IBHBIX JAHHBIX) - TI0Jly4eHHe BO3MOXXHOCTU 3alyCKa Ha BbITIOJTHEHWE IITATHBIX
KOMaH7, (PyHKLUM, MpoljeJyp OIepalMOHHOMW CUCTeMbl (YHUUYTOXKEeHMSs, KOMWPOBaHMUS,
riepeMelLieHus U T.11.), UCHOJIHSAEeMbIX (PatyioB NPUK/IaJHBIX POrPaMM.

Joctyn K wuHQoOpManuu - BO3MOXKHOCThH TMOJlydeHUsI HH(pOpMaluu U ee
HCM0JIb30BaHUsI.

3aK/j1afilouHoe YCTPOWCTBO - 3J/IeMEeHT Cpe/icTBa CheMa WH(MOPMalUM, CKPBITHO
BHe/IpSeMbIM  (3aK/Ia/IblIBaeéMbli  W/IM BHOCHMMBIM) B MeCTa BO3MOJKHOIO Cbhbema
vHbopMaIuy (B TOM UHC/Ie B OrpakeHue, KOHCTPYKIHIO, 000pyJoBaHMe, TpPeaMeThl
WHTEepbepa, TPAHCIIOPTHbIE CPEJICTBA, a TAK)Ke B TEXHUYECKHEe CpeJICTBa U CHUCTEMBbI
06paboTku MHbOpPMaLUHN).

3ammmaemas uHdopmauua - UHGOOpPMaLUs, SBJSIOLIASCA — OPEAMETOM
coOCTBEHHOCTH M TIOJjIeXKalllast 3allfuTe B COOTBETCTBUM C TpeOOBaHUSMU TIPABOBBIX
JIOKyMEHTOB W/IX TPeOOBAaHUSIMH, YCTaHAB/IMBaeMbIMUA COOCTBEHHUKOM HMH(MOPMaI[HH.

WpenTtudukanus - pUCBoeHre CyObeKTaM U 00beKTaM J0CTyTla UleHTU(GUKaTopa
U (WIM) CpaBHEHUEe TMpeIbsBASEMOro WAeHTHU(UKAaTOpa C T[epeyHeM MPUCBOEHHBIX
WJeHTU(hHUKaTOPOB.

NudopMaTHBHBIM  CUTHaA -  JJIGKTPUYECKWe  CUTHa/bl, aKyCTU4YeCKue,
3/IeKTPOMarHuTHbIe U JIpyrye (usnyeckye ToJs, 10 rapaMeTpaM KOTOPBhIX MOXeT ObITh
pacKpbITa KOH(pUAeHI[MabHast “H(GopMarius (iepcoHanbHbIe aHHbIe) oOpabaThiBaeMast B
HMH(OpPMAaIIMOHHOM CHCTeMe TepCOHATbHbIX JaHHbIX.

HNHudopMaioHHbIe TEXHOJIOTHHM - TIPOIECChI, METO/bI TIOMCKa, cOopa, XpaHeHwUs,
00paboTKM,  TIpe/loCTaB/eHHUs,  paclpocTpaHeHuss  MHGOPMAlMM W CIOCO0bI
OCYILIeCTBJ/IeHUsI TAKUX MPOLIECCOB Y METO/0B.

Nudopmanmonnasi cucreMa mnepcoHanbHbIX JaHHbIX (MCIIJIH) - COBOKYIIHOCTH
cofepXKalmuxcss B 0a3ax JaHHBIX IT€PCOHAJMBHBIX JaHHBIX M 00eCreuuBarlUX HX
00paboTKy MH(OPMaI[MOHHBIX TEXHOJOTHUH U TEXHUUECKUX CPeJICTB.

Hicno/ib30BaHue MepCOHAIbHBIX JAHHBIX - IeMCTBUSA (Onepalyy) C mepCcoHaIbHbIMU
JJaHHBIMH, COBepIllaeMble OIepaTopOM B Lie/ISIX NPUHATUSI PellleHUM WM COBepIleHUs
VHBIX JIeNCTBUM, TOPOXKAAIOIMINX FOPUANUYECKHe TOCAeACTBHSI B OTHOIIEHHWH CyOBeKTa
TePCOHA/IbHBIX JJaHHBIX WM JIPYTHX JIKL] MO0 MHBIM 00pa30oM 3aTparvBaroIUX IpaBa U
cB06O/IbI CyOBEKTa IMepCOHAMBHBIX JaHHBIX WIN APYTHX JIUI].

W CTOYHHK yrpo3bl Oe3onacHocTH uHpopmanuu - CyOBeKT JJOCTYIIa, MaTepUa/IbHbIN
00beKT win ¢du3ndeckoe sBEHHE, SB/SAION[AECS TPUUMHOW BO3HWUKHOBEHHUS YTIPO3bl
6e3omnacHocTy MHGOpMAaLUH.
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KoHTpo/impyemasi 30Ha - TPOCTPAHCTBO (TeppuTOpHs, 3/laHWe, YacCTh 37aHUS,
ToMell[eHre), B KOTOPOM HCK/IFOUeHO HEKOHTPOJMpyemMoe mMpeObiBaHHEe TTOCTOPOHHUX
NI, @ TaK)Ke TPAaHCIIOPTHBIX, TEXHUUECKUX U UHbIX MaTepUabHbIX CPEe/ICTB.

KoH(pu/eHI[Ha/IbHOCTh MePCOHAIBHBIX JAaHHBIX - 00s13aTe/lbHOe /i COO/IH0IeHUs
OrepaTopoM W/IM HWHBIM TOJYUMBIIMM JIOCTYIl K TI€PCOHATbHBIM JIJaHHBIM JIUL[OM
TpeboBaHMe He [JOIMyCKaThb UX PacIpocTpaHeHHe Oe3 corjacusi CyObeKTa mepCcoHaIbHBIX
JIAHHBIX WU HAJIMUMSI MHOTO 3aKOHHOT'O OCHOBAHMUSI.

MexceTeBoii 3KpaH - JIOKaJibHOe (OJHOKOMIIOHEHTHOE) WX (PYHKI[MOHATbHO--
pacripefie/ieHHOe TporpaMmHoe (IIpOrpaMMHO-arapaTHoe) CpejCcTBO  (KOMILIEKC),
peasii3yrolliee KOHTPOJIb 3a UH(PopMalLiieid, mocTymnatoleli B MHPOPMalOHHYI0 CUCTEMY
TepCoHabHBIX IaHHBIX U (MIM) BeIXOAsIeH 13 MHGOPMALMOHHOW CUCTEeMBI.

Hapyumre/ib 6€30MacHOCTH MePCOHATBHBIX JAHHBIX - (DU3HMUYeCKoe JIULI0, CTy4aliHO
UMM TpelHaMepeHHO CoBepllatolljee JeWCTBUs, CAe[ACTBUEM KOTOPBLIX SIBJSIETCS
HapylIlieHre 0e30T1aCHOCTU TIePCOHANbHBIX JAHHBIX TIPU WX 00paboTKe TeXHUUYeCKUMHU
cpefiCTBaMU B MH(OPMALIMOHHBIX CUCTEMaX MepPCOHATbHBIX JJaHHBIX.

HeaBromMaTu3upoBaHHass 00pa00TKa mNepCOHANBHBIX [JaHHbIX - 00paboTka
TepPCOHA/IbHBIX JaHHBIX, COJlePXKAIlUXCsi B MH(MOPMAIIMOHHOW CHUCTeMe TepCOHATbHBIX
JAHHBIX /MO0 W3B/IEUEHHBIX U3 TaKOW CHUCTEMbl, CUMTAETCS OCYIIeCTBAeHHOW Oe3
WCIO/Ib30BaHUsl CpPeACTB aBTOMaTW3alMyd (HeaBTOMaTM3UPOBaHHOM), eC/lu TaKue
JeHCcTBUS  C  TIepCOHA/NIbHBIMU  JIaHHBIMM, KaK  HCIO/Ib30BaHWe,  YTOUHEHWUe,
pacrnpocTpaHeHWe, YHUUTOXKeHUe T1epCOHa/bHbIX [JaHHBIX B OTHOIIEHUM Ka)KOT0 U3
CyOBEeKTOB TepPCOHAMbHBIX AAHHBIX, OCYIIeCTB/SIOTCS MPU HEIOoCPeCTBEHHOM YyuaCTHU
yesioBeKa.

Hepexk/apupoBaHHbie BO3MOXHOCTH - (YHKIIMOHA/bHble BO3MOYKHOCTU CPE/ICTB
BBIUMC/IUTE/TLHOM TeXHUKH, He OMUCaHHble WIA He COOTBETCTBYIOI[ME OIHMCAaHHBIM B
JIOKyMeHTal[1H, rpu MCITI0/Ib30BaHUU KOTOPBIX BO3MOJKHO HapylleHue
KOHUeHIINaTbHOCTH, AOCTYITHOCTU WM 11eJIOCTHOCTA 06pabaTkiBaemMoii HHGOPMaLIUH.

HecaHKIHUOHHUPOBAHHBIN JOCTYN (HeCAaHKI[HOHUPOBAHHBbIE AeHCTBHUA) - JIOCTYII
K uHbOopMaluM U AeUCcTBUs C UH(popMalveid, Hapylllatolye MpaBuia pa3rpaHUueHus
JIOCTyTIAa C WCIO/b30BaHKWEM IITATHBIX CPeACTB, MpeA0CTaB/sieMblX WH(OPMalOHHBIMU
CUCTeMaMH TepPCOHAJIbHBIX JJaHHBIX.

Hocurens unpopmanuu - hr3nueckoe JIMIO WM MaTepUabHbIi 00BEKT, B TOM
yncsie ¢u3nyeckoe rosie, B KOTOpOM HUH(pOpMallUsi HaxOJUT CBOe OTPa’KeHWe B BU/Ie
CUMBOJIOB, 00pa30B, CUTHA/IOB, TEXHUUECKUX DEIleHUM U TPOI|eCCOB, KOJIMUYeCTBEeHHbIX
XapaKTePUCTUK (HU3UUeCKUX BeJIMUMH.

OGe3MuMBaHNe TEPCOHANBHBIX AAHHBIX - JIEWCTBUS, B pe3yJibTaTe KOTOPBIX
CTAaHOBUTCSI HEBO3MOXXHbIM 0e3 HCIONb30BaHUS  IOTIOJTHUTE/ILHOM — MH(OpMAaIiu
OTIpefie/TUTh  TIPUHA/IEKHOCTh  T€PCOHAMBbHBIX  JAHHBIX KOHKPETHOMY CyOBeKTy
TePCOHAJIbHBIX JJaHHBIX.

OGpafoTka mepcoHANbHBIX [JaHHBIX - Jr00oe elicTBUe (orepaiusi) WA
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COBOKYITHOCTb [JIeWCTBUM (Omepaluii), COBepllaeMbIX C WCIO0J/Ib30BaHUEM CpeJICTB
aBTOMAaTH3alMd WK 0e3 HCTO/b30BaHUS TaKWX CPEeJCTB C TepPCOHA/IbHBIMM JIaHHBIMH,
BK/touasi cOop, 3amuch, CUCTeMaTU3allulo, HaKOIUIeHWe, XpaHeHWe, yTOUHeHHe
(o6HOB/EHME, U3MeHeHHe), U3B/leueHre, MCI0/b30BaHue, Tepeauy (pacrpocTpaHeHue,
TIpe/loCcTaB/ieHre, [OCTYI), obe3nruvBaHWe, OJIOKUpPOBaHWe, y/areHWe, YHUUTOKEHHE
TepCOHA/TbHBIX JaHHbIX.

OOmmeaocTynIHbIe TE€PCOHA/IbHBIE JaHHBIE - TIepCOHaJ/IbHbIe [laHHbIe, [OCTYI
HeOTpaHWUYEeHHOr0 Kpyra JMIl K KOTOpPhIM TpeJoCTaBlAeH C COIyiacus CyObeKTa
TIePCOHAJIbHBIX JIAHHBIX WM Ha KOTOpbIe B COOTBETCTBUU C (pejiepasibHBIMU 3aKOHAMU He
pacrpocTpassieTcsi TpeboBaHue coOMoieHrs KOHMHIeHITMATbHOCTH.

Onepatop (MepCcoHA/NBHBIX JAaHHBIX) - TOCYJAAPCTBEHHBIM OpraH, MyHULUNAIbHbIN
opraH, opuanueckoe uam Gpusnueckoe JUI0, CAaMOCTOSITe/IbHO UM COBMECTHO C APYTUMH
JULIaMUA OpraHU3yIoIHe U (W) OCYITeCTB/IsIONHe 00pabOTKY IMepCcoHaMbHBIX aHHBIX, a
TaKKe Orpeiesisitolfue 11eyidi 06paboTKU MepCcoHaNbHBIX aHHBIX, COCTAaB MepPCOHATBHBIX
JaHHBIX, TOJjle)Kalux obOpaboTke, felicTBusi  (omepaliu), CoOBeplllaeMble  C
TepCOHA/IbHBIMU IaHHBIMHU.

TexHnnueckue cpeacrea HH(bOpMﬂl.[HOHHOﬁ CUCTEMbI ME€PCOHA/IBHBIX JAdHHBIX -
CpeJCTBa BBIUMC/IUTEILHON TeXHWKH, WH()OPMALIMOHHO-BLIUHMCIUTE/TbHbIE KOMIUIEKCH U
CeTH, Cpe/iCTBa U CUCTeMbI Tiepejjau, ripuemMa u obpabotku [1IH (cpeAcTBa U CHCTEMBI
3BYKO3allMCH, 3BYKOYCH/IeHUs], 3BYKOBOCIIPOU3Be/IeHNs1, IeperOBOPHbIe U Te/IeBU3MOHHbIE
YCTPOMNCTBA, CpeACTBa W3TOTOB/IEHUS, TUPAKUPOBaHUSI [JOKYMEHTOB U [Ipyrue
TeXHUUECKHe Cpe/icTBa 00paboTKM peueBoi, rpaduuecKoii, BUje0- U OyKBeHHOI[U(POBOM
vHbopMalKK), IporpaMMHbIe CpeZicTBa (OrepaljiOHHbIe CUCTeMbI, CUCTeMbI yTIpaB/ieHuUs
6azamMu JaHHBIX W T.I.), CpeACTBa 3allluThl UWHGMOpMAI[MK, TNpUMeHsieMble B
VMH(MOPMaI[MOHHBIX CUCTeMaX.

IlepexBar (undopmanuu) - HelpaBOMepHOe TIOAyueHHe HWHGOpPMaIUU C
WCTI0/Tb30BaHNEM TeXHWUYEeCKOr0 CpeZiCTBa, OCYIIeCTBISIONIero oOHapy>keHue, MprueM U
00paboTKy MH(OPMAaTHBHBIX CUTHAJIOB.

ITepcoHanbHbIE JaHHBIe - Jt00as WHGOpPMAIUs, OTHOCSINASCA K TIPAMO WM
KOCBEHHO OTpeZie/ieHHOMY WK orpefiefisieMoMy (usnueckomy muiy (CyObekTy
TepCOHa/IbHBIX JaHHbIX);

ITo6ouHbIe 3/IEKTPOMAarHUTHbIE HU3/TyUeHUSA M HABOJAKHM - 3/IeKTPOMAarHUTHBIE
W3/TyueHHUs] TEXHUUeCKHUX CPe/ICTB 00paboTKU 3aluiijaeMoil HHPpOpMaIiiH, BO3HUKATOIIe
Kak TI000UHOe siB/ieHre 1 BbI3BaHHBIE 3/IEKTPUUEeCKUMU CUTHAIaMU, JeMCTBYIOIUMHU B UX
9/IeKTPUUYECKMX W MAaTrHUTHBIX LeTsiX, a TakKe 3/IeKTPOMarHUTHble HaBOJKU 3THX
CUTHAJIOB Ha TOKOMPOBOZSIINE JTUHUN, KOHCTPYKIIUM U LIeMU IMUTaHMUSI.

IToIMTHKA «4YHCTOrO CTO/IAa» - KOMIUIEKC OPraHMU3allMOHHBIX MepONpHUsATHH,
KOHTPO/IMPYIOIIUX OTCYTCTBHE 3allMChiBaHWsA Ha OyMa)kKHble HOCHUTETH KIoued |
aTpubyTOB AocTyma (rapoJieii) ¥ XpaHeHHUsT X BO/IM3U 00BEKTOB ZIOCTYTIA.

ITosb30BaTe/ b UH(POPMALMOHHOM CHCTEMBI MEPCOHATbHBIX JAHHBIX - JIUIIO,
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ydacTBytollee B (YHKIMOHMPOBAaHWM WH(OPMALMOHHOW CUCTEeMbl MEePCOHATbHBIX
JTAHHBIX WU UCTIOJIb3YIOlllee pe3ybTaThl ee (yHKIIMOHUPOBAHMUSI.

IlpaBwia pasrpaHHYeHHsi JOCTyNMa - COBOKYIHOCTb IPaBW/I, perjaMeHTUPYIOLHUX
TpaBa JJoCTyma CyObeKTOB [JOCTyma K 00beKTam JI0CTyTIa.

IlporpaMMHas 3aKjajKa - KOJ TMpPOrpaMmbl, MpeJHAMEPEHHO BHECEHHbIM B
MporpaMMy C 1ieflbl0 OCYIIIeCTBUTh YTeUKy, W3MeHUTb, OJIOKUPOBaTh, YHHUUTOXXUTh
vHbOpMALIMI0O WIA YHUUYTOXUTh W MOAUGUIMPOBaTH IpPOrpaMMHOe obecrieueHue
MH(MOPMAaI[MOHHONW CUCTeMbI TIePCOHALHBIX AAHHBIX U (WIK) O/0KMPOBATh arlliapaTHbIe
CpeZCTBa.

IIporpammHoe (mporpaMMHoO-MaTeMaTU4YecKoe) BO3/leliCTBHUE -
HeCaHKLIMOHUPOBaHHOE BO3/IeliCTBUE Ha pecypchl aBTOMaTHU3UPOBaHHOM
MH(OPMAIIMOHHOW CHUCTeMbl, OCYIIIeCTB/sieMOe C UCI0/b30BaHMEM BpPeJIOHOCHBIX
MpOrpaMM.

PackpbiTHE MEPCOHAIBHBIX [JAHHBIX - YMbILIJIEHHOe WIA C/ly4allHOe HapylleHue
KOH(U/IeHIMaTbHOCTU NePCOHAbHBIX JAaHHBIX.

PaCHPOCTpaHEHI/Ie IME€PCOHA/IBHBIX [JdHHbBIX - ,E[Ef/iCTBI/IH, HallpaBJ/IEHHbIE Hd
pacKpbITUe TepCOHAJIbHBIX JAaHHBIX Heorpeae/1eHHOMY KPYTY JIUL.
Pecypc uH(OPMAILMOHHOW CHCTeMbI - WMEHOBAHHbBIM 3/IeMEHT CHUCTEMHOTO,

TIPUK/IaHOTO WM arrapaTHOro obecrieueHus: (QyHKLMOHUPOBaHUS WHGOpPMAaLOHHON
CHUCTEMBI.

CHE].[I/laJIbele KaTeropui IMmnepCoHA/JIbHBIX [ddaHHBIX - TI€eDpCOHA/IbHbBIE [daHHBIE,
Kacarolyecsi pacoBOM, HALMOHAJbHOW TPUHAJIE)KHOCTH, TIOJIMTUYECKUX B3IJISIZIOB,
PEJIUTUO3HbIX WU PuiIocoCcKux ybexxaeHUid, COCTOSTHUS 3ZI0POBbsi 1 UHTUMHOM »KH3HU
cyObeKTa rnepcoHa/ibHbIX IaHHBIX.

CpeacTBa BBIUMC/INTE/TBHOM TeXHHMKH - COBOKYITHOCTb TIIPOrPaMMHBIX M TeX-
HUYEeCKUX JJIEeMEeHTOB cucTeM 006pabOTKM [JaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATh
CaMOCTOSITe/IbHO U/IU B COCTaBe JPYyTrUX CUCTEM.

CyobekT pgoctyma (cy0beKT) - JIMI0 WIM TIPOLlecc, MAeMCTBUS KOTOPOTo
perjiaMeHTUPYIOTCS TIpaBUIaMy pa3srpaHUyeHust JOCTyTIa.

TexHUYeCKHH KaHa/I yTeuKH HH(popMamuu - COBOKYITHOCTb HOCUTeNs1 HhOopMalin
(cpeacTtBa 06paboTKu), husnueckoii cpefibl pacIpocTpaHeHuss HHOOPMaTHBHOIO CUTHa/Ia
Y Cpe/iCTB, KOTOPbIMU J100bIBaeTCs 3aliuiijaeMast UH(opMarliusi.

TpchrpaanHaﬂ nepefada MnepCcoHa/IbHbIX AdAHHBIX - TI€epefdyda II€PCOHA/IBHBIX
JIaHHBIX OTmepaTopoM uepe3 I'ocygapcTBeHHYI0 rpaHully Poccurickor ®efjepaliii OpraHy
BJIaCTU HHOCTPAHHOTO TOCYJapCTBa, (PU3UUECKOMY WM IOPUJAYECKOMY  JIULTY
VHOCTPaHHOI'0 rOCy/1apCTBa.

Yrpo3sl 6e30macHOCTH MNePCOHANIBHBIX AAHHBIX - COBOKYIHOCTb YC/IOBUM U
(hakTOpOB, CO3/AIOIIUX OMAaCHOCTb HECAHKLIMOHMPOBAHHOTO, B TOM YMCJ/Ie CJIy4aiiHOro,
[IOCTyIIa K MepCOHA/IbHBIM JaHHbIM, pe3y/bTaTOM KOTOPOrO MOJKeT CTaTb YHUUTOKeHUe,
v3MeHeHHe, 0JIOKMpOBaHUe, KOIMPOBaHWe, paclipoCcTpaHeHHe MepCOHa/IbHbIX JIaHHBIX, a
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TaK)Ke WHBIX HeCAaHKI[MOHUPOBAHHBIX /eWCTBUI TPU MX 00paboTKe B WHGMOPMAI[MOHHOMN
cucTeMe MepCOHATbHBIX JaHHBIX.

YHUUTO)KeHHE TepPCOHA/IBHBIX [JaHHBIX - [IeWCTBUS, B pe3yJibTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MO>XHbIM BOCCTAaHOBUTH COj/iepKaHHe T1epCOHa/NbHBIX [JJaHHBIX B
vH(MOPMAaI[MOHHONW CHUCTeMe TMepCOHANbHBIX [JaHHbIX WU (WIM) B pe3yJibTaTe KOTOPBIX
YHUUTOXKAIOTCSI MaTepuabHble HOCUTE/IU MepCOHA/bHBIX ITaHHbIX.

YTeuka (3amuiiaemMori) wuHdopMalMd N0 TeXHUYECKHM KaHajlaM -
HEKOHTPOJIMPyeMOe PaclpocTpaHeHWe WH(OPMALIMU OT HOCUTes 3alluiliaeMo UHQOp-
Maluu uepe3 (U3NUECKYI0 Cpely [0 TeXHUUeCKOTrO CpeJCTBa, OCYILeCTB/ISIOIEro
riepexBaT UH(OPMaALIUU.

Ysi3BumocTh - C71a00CTh B CpeZiCTBAaX 3allUThI, KOTOPYIO MOKHO MCIIO/b30BaTh IS
HapyIleHHsl CUCTeMbI WU CoZiepyKaliieiicsi B Hell nHbOpMaIuu.

IlesiocTHOCTH, MHpOpPManuU - CIIOCOOHOCTH Cpe/iCTBA BBIUMCMTENTHLHOM TEXHUKH
WM aBTOMAaTU3UPOBAaHHOW CHUCTeMbl oOecTieurBaTh HEW3MEHHOCTb HWHGOpMalud B
YCJIOBUSIX C/Ty4aliHOT'O W/W/U TIpeiHaMepPeHHOr 0 NCKaXKeHUsl (pa3pylieHus).



OBO3HAYEHUNSA N1 COKPAILIEHUA

ABC - aHTUBUpYCHBIE CpefiCTBa

APM - aBTOMaTH3MpPOBaHHOE pabouee MeCTO

BTCC - BcrioMorareibHble TeXHUUYeCKre CpeJCTBa U CUCTEMBI
NCIIIH - uHdbopMalMoHHasi CUCTeMa MepCOHa/IbHbBIX JaHHBIX
K3 - KoHTpO/IMpyemas 30Ha

JIBC - jioKasibHas BBIYMC/IMTe/IbHas CeTh

MD3 - MexceTeBOU 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIM AOCTYII

OC - onepaloHHas cucTeMa

[1/1H - mepcoHasibHbIe JaHHbIe

[IMB - nporpaMMHO-MaTemMaTHUeCKOe BO3/|eliCTBHE

1O - nmporpamMMHOe obecrieueHue

[ISMUH - nob6oyHble 371eKTPOMarHUTHbIE U3TyYeHUs] U1 HAaBOJKU
CA3 - cucrema aHau3a 3alyILeHHOCTH

C3MU - cpepncTBa 3a1uThl UHGOPMalin

C3I1/JH - cuctema (Mo crcTeMa) 3al[UThI TePCOHATBHBIX JJAHHBIX
COB - cucrema 06Hapy>KeHUsT BTOP>KEeHUM

TKYMU - TexHUueckue KaHajibl yTeuku MHMOopMalum

YBII/IH - yrpo3sl 6€301acHOCTH MepCOHAMBHBIX JAHHBIX



BBEJIEHUE

Hactosmijasi  Tlomutuka wHMOpMalMoHHOW  6Ge3omacHocTd mipu  pabore  C
TIePCOHA/ILHLIMU JJaHHBIMU B AJIariaeBCKOM PaliOHHON TeppPUTOPUAILHOM M30MpaTeTbHOM
Komuccuu (fanee - [ToMTrka) siByisieTcsi O(QULIMA/IBHBIM JOKYMEHTOM.

[Tonutrka pa3paboTaHa B COOTBETCTBUM C TPeOOBAaHUSIMH, YCTaHOBJ/IEHHBIMHU:

denepanbHbIM - 3aKOHOM 0T 27.07.2006 Ne 149-®3 «O6 wuHpopmaruy,
VMH(OPMaI[MOHHBIX TEXHOJIOTUSIX U O 3all[uTe MH(MOPMaLun»;

®efepanbHbIM 3aKOHOM 0T 27.07.2006 Ne 152-®3 «O niepcoHanbHbIX JaHHbIX»;

noctaHoB/ieHreM [IpaBuTtenscTtBa Poccutickont @enepanyu ot 01.11.2012 Ne 1119
«O6 yTBepKAeHUH TpeOOBaHHWK K 3alllUTe MePCOHANBbHBIX JAaHHBIX MPU WX 00paboTKe B
VMH(MOPMAaI[MOHHBIX CUCTeMaX MepCOHA/IbHbIX JaHHBIX»;

rioctaHoBsieHreM IIpaBurensctBa Poccuiickon @egeparuu ot 15.09.2008 Ne 687
«O06 yTBepKZieHUM T0M0KeHHsT 00 0COOeHHOCTSIX 00pabOTKU TepPCOHA/bHBIX JAAHHBIX,
OCYIIIeCTB/IIEMOM 6€3 MCTI0/Tb30BaHus CPe/ICTB aBTOMAaTH3aluN»;

rioctaHoBieHueM IIpaButenbcTBa Poccuiickont ®@egeparmu oT 21.03.2012 Ne 211
«O6 yTBep)KAeHUM TiepeuHsi Mep, HalpaB/IeHHbIX Ha o0ecrieueHre BBITIOJIHEHUS
00s13aHHOCTEM, MpeyCMOTpeHHbIX PefiepasbHBIM 3aKOHOM «O TTepPCOHAIbHBIX JJaHHBIX»
Y TIPUHATBIMU B COOTBETCTBUM C HUM HOPMaTUBHBIMU MPABOBLIMU aKTaMU, OllepaToOpaMy,
SIBJISTFOLLIMMUCSI TOCYJapCTBEHHBIMU WM/TM MyHULIMIA/IbHBIMU OpraHaMu»;

npukazom ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yTtBepkaeHun CocTaBa u
co/lep>KaHUsl OpraHW3allMOHHBIX W TeXHUYEeCKHUX Mep 1o obecrieueHHto 6e30TacHOCTH
MepPCOHANbHLIX  JAaHHBIX TPU  UX 00paboTke B  HMH(POPMAIIMOHHBIX CHCTEMax
TepCOHAaTbHBIX TaHHBIX»,

npukazoMm ®CBb Poccun ot 10.07.2014 Ne 378 «O6 yTBep)KJeHHWM COCTaBa U
co/ilep>KaHUsl OpraHW3allMOHHBIX W TeXHUYEeCKHUX Mep 1o obecrieueHHto 6e30TacCHOCTH
MepPCOHANbHBIX  JAaHHBIX TPU  UX 00paboTke B  MH(POPMAIIMOHHBIX CHCTEMax
MepPCOHA/IbHLIX JaHHBIX C UCMO/Ab30BaHUEM CpeACTB KpUMNTOrpauueckoul 3alluThbl
vHbopMaliy, HeoOXOAUMBIX [Jisi BBITIOJHEHUS YCTaHOB/IEHHbIX [IpaBUTE/ILCTBOM
Poccuiickoit ®enepaiiuy TpeboBaHM K 3allUTe TTePCOHA/IBHBIX JAaHHBIX /IJI1 KaXK0ro U3
YPOBHEH 3allUALL[eHHOCTU»;

MeToauuecKUMM peKOMeHAALUsAMU 110 pa3paboTKe HOPMATHUBHBIX IPaBOBBIX
aKTOB, OTpe/Ie/ISIFOIIUX Yrpo3bl 6e30MacHOCTH TePCOHANMbHBIX JJaHHBIX, aKTyaabHble TIPU
00paboTKe TepCOHA/IbHBIX [JaHHBIX B WHGOPMAIIMOHHBIX CHCTeMax IepCOHaTbHBIX
JlAaHHBIX,  SKCIUTyaTUPYeMbIX TIPA  OCYIEeCTB€HWA COOTBETCTBYIOIIUX  BHUJIOB
JleaTeNIbHOCTH, yTBepKZeHHbIMU PYKoOBOACTBOM 8 Llentpa ®CB Poccum 31.03.2015 Ne
149/7/2/6-432.

B TlonuTtuke onpefeneHsl TpeboBaHuss K mnepcoHany WCIIOH, cTeneHb
OTBETCTBEHHOCTU TIepCOHajla, CTPYKTypa U HeOoOXOJUMbBI yPOBEHb 3allUIl[eHHOCTH,
CTaTyC W [O/DKHOCTHBbIe 00SI3aHHOCTH COTPY/JHUKOB, OTBETCTBEHHBLIX 3a oObecrieueHue



Oe3omacHOCTA  MepcoHa/NbHBIX fAaHHbIXx B VICIIJH  AnaraeBCKoWl — paliOHHOM
TeppPUTOPHA/IbHOM N30UpaTe/ibHOM KoMuccuu (fanee — Komuccus).

1. O0mMe 1o/1I0)KeHUs

Lensto HacToseidd ITosuTHKKM sIBAsieTCs oOecrieueHre 0€30T1acCHOCTH OOBEKTOB
3anuThl KoMuccun OT BcexX BUJOB YIPO3, BHEITHWX W BHYTPEHHUX, YMBIILJIEHHBIX U
HeTipeJHaMePeHHbIX, MHUHUMH3aI[Us yilepba OT BO3MOXKHOW peayv3allid yrpo3
6e3omnacHoctu [111 (YBIIIH).

be3oracHOCT,  TMepCOHANbHBIX AAHHBIX  JOCTUTAETCS TMyTeM  HCKIHOUeHUs
HeCaHKIJMOHUPOBAHHOTO, B TOM UKCJIe CIy4alfHOTO, AOCTyTa K TepPCOHA/bHBIM JaHHBIM,
pe3y/JbTaTOM KOTOPOTO MOXKEeT CTaTh YHUUTOKEHHWe, W3MeHeHue, OJIOKUPOBaHUe,
KOTMMpOBaHWe, paclpoCcTpaHeHWe  T[epCOoHalbHBIX  [JaHHBIX, a Takke  HWHBIX
HeCaHKI[MOHUPOBAHHBIX JeUCTBUM.

WNudopmaiiuss U CBsA3aHHbIe C Hel peCcypchbl [O/DKHBI OBITh JOCTYITHBI IS
aBTOPU30BaHHBIX  TIO/Ib30BaTesieil.  JIO/DKHO ~ OCYILeCTBJISAITbCS ~ CBOEBpEMEHHOe
obHapy)keHHe U pearupoBaHre Ha YBII/IH.

JIO/MKHO OCYIIeCTB/IATLCS TIpeIOTBPAlljeHre TpeJHaMepeHHBbIX WM CIydalHbIX,
YaCTUYHBIX WM TIOMHBIX HECAHKI[MOHUPOBAHHBIX MOAUMPUKALMA WIU YHUUTOXKEHUS
JTaHHBIX.

CoctaB 00OBEKTOB 3all[UThl TIpe[CTaBieH B «llepeuyHe TepCOHANbHBIX [aHHBIX,
obpabaTbiBaeMbIXx B AJlaraeBCKOW pPAMOHHOW TepPpUTOPHA/IbLHON  M30HpaTe/bHOM
KOMHUCCUUA B CBSI3M C peayvd3aljyei Ciay>KeOHbIX (TPYZOBBIX) OTHOIIEHWM, a TakKKe
OCYIIeCTB/IEHUEM T'OCY/JApCTBEHHbBIX (DYHKI[UN».

Cocras UCIIJH nopyexammx  3amure, 1npexacrasjieH B «llepeune
MH(MOpPMAaIIMOHHBIX CUCTEM TIepCOHaMbHbIX JaHHBIX B AJiariaeBCKOW paliOHHOMU
TePPUTOPUA/ILHOMN M30MpaTe/IbHON KOMUCCHUN».

2. O0/1acTh fAliCTBHA

TpeboBanust Hactosiieli [TOMUTUKY PacnpOCTPaHSIIOTCS Ha BCeX COTPY/IHUKOB
Komuccun (IITaTHBIX, BpeMeHHbIX, PabOTalOmUX M0 KOHTPAKTy U T.IL.), a TakKkKe BCeX
NMpouuXx JuL (TTIOAPAAUMKY, ayAUTOPHI U T.11.).

3. Cucrema 3alUThI NEPCOHA/IBHBIX JJAHHBIX

ObecrieueHre 6€30MaCHOCTH TMePCOHATBHBIX IAHHBIX JOCTUTAeTCsl, B YaCTHOCTH:

orpefie/ieHeM yrpo3 0e30MacHOCTH TepCOHaNbHBIX JJaHHBIX TIPU UX 00paboTke B
MH(OPMAaILIMOHHBIX CUCTEMaX NePCOHA/IbHBIX JaHHBIX;

NpUMeHeHeM OpraHW3al[MOHHBIX UM TeXHUUeCKHX Mep TI0 obecrieueHuio
6e30MacHOCTH MepCoHaMbHBIX AAHHBIX MPU WX 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMaxX
TePCOHA/IbHBIX /IaHHBIX, HEOOXOAWMBIX i BBIMOJHEHUsT TpeOOBaHUM K 3all[uTe
TePCOHANIbHBIX ~ JJaHHBIX, MCIIOJTHEHWe KOTOPbIX 00ecrieudBaeT yCTaHOBJIEHHBIE
[IpaBuTenbctBOM Poccuiickon ®Pefiepaliid YpOBHHU 3alllUILIEHHOCTH I1epCOHA/IbHBIX
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JIaHHBIX;

TpUMEHEeHNeM TMpOLIeAIINX B YCTAaHOBJIEHHOM TIOPSiIKE TIPOLIEAYPY OLIEHKU
COOTBETCTBUSI CPEJICTB 3allUThl MH(GOPMaLUW;

OLIeHKOM 3(deKTUBHOCTU TIPUHUMaeMbIX Mep TI0 obecrieueHHIO0 0e30MacHOCTU
MePCOHAJIbHBIX [IaHHBIX [0 BBOZJA B SKCIUIyaTaliil0 HWH(POPMALMOHHOM CHUCTEeMBbI
TepCOHa/bHBIX JaHHBIX;

YYeTOM MalIMHHBIX HOCUTE/IeU NepCOHA/IbHbBIX JaHHBIX;

oOHapy>xeHreM (DakTOB HeCaHKLMOHUPOBAHHOTO JOCTyMa K TepCOHaJbHbIM
JAHHbIM U TIDUHSTHEM Mep, B TOM UHKC/ie Mep M0 OOHapyKeHWI0, TIPeAyIIPeXAeHUI0 U
MUKBUJIALIMUA  TIOC/eACTBUM KOMIIBIOTEPHbIX aTak Ha WH(OpPMalMOHHbIe CUCTEeMbI
TepCOHa/IbHBIX JaHHBIX Y 110 pearipOBaHUIO Ha KOMITbIOTEPHbBIE UHLU/EHThI B HUX;

BOCCTAHOB/IEHMEM  TePCOHA/MbHbIX  JAHHBIX,  MOJUMPUIMPOBAHHBIX WU
YHUUYTOXEeHHbBIX BCJ/Ie/ICTBUEe HeCaHKL[MOHMPOBAHHOIO JOCTYyIIa K HUM;

yCTaHOBJIEHWeM TIPaBW/I [OCTyTIa K TepPCOHAbHBIM JaHHBIM, 00pabaThiBaeMbIM B
vHGOPMAl[MOHHOW  CHUCTeMe TIepCOHa/NbHBIX JaHHBIX, a Takke obecrieueHreM
perucTpaluy M yuyeTa BCeX [eWCTBUM, COBepIlaeMbIX C MepCOHaTbHbIMU [JaHHBIMU B
VH(OPMAaLMOHHOW CHCTeMe NepCOHAJIbHBIX [JaHHBIX;

KOHTpOJIEM 3a TIPUHUMAaeMbIMM MepaMd T1I0 obecrieueHWIO 0e30MacHOCTH
MepPCOHA/IbHBIX JIaHHbIX W YPOBHS  3allMIEHHOCTH WH(OPMALMOHHBIX CHUCTEM
TIepCOHa/IbHBIX IaHHbIX.

CurcreMa 3alUTHI IepCOHabHBIX AaHHbIX (C3I1IH), CTPOUTCS Ha OCHOBaHUU:

AKTa BHyTpeHHEeT0 KOHTPOJIS COOTBETCTBHSI 00pabOTKHM MepCOHA/TbHBIX JaHHBIX.

[TepeuHsi TIepCOHABHBIX JaHHBIX, 0OpabaThiBaeMbIX B AJlariaéBCKOM pPalOHHOM
TepPUTOPUA/IbHOM M30UpaTeNbHONM KOMHUCCHMM B CBSI3U C peanu3aled ciy>keOHbIX
(TPyZOBBIX) OTHOLLIEHWH, a TAK)Ke OCYIL|eCTBJIeHUEeM rOCy1apCTBeHHBIX (PYHKIUM;

AKTOB KnaccuduKalui UHPOPMALIMOHHBIX CUCTeM MepCOHA/IbHBIX [JaHHBIX;

Mojienu yrpo3 6e301acHOCTH TTePCOHANbHBIX JaHHbIX;

MaTpuibl JOCTyMa MoJb30Baresiel K 3aliyijaeMbIM MH(OPMAaLMOHHBIM pecypcam
NCITOH;

PykoBogsiux gokymentoB @CTOK Poccun u @CB Poccum.

Ha ocHoBaHMM 3THUX [JOKYMEHTOB oOripefesisieTcsi HeoOXOJUMbIM  YpOBeHb
sawuieHHocTy 110 kaxaou MCIT[AH Komuccuu. Ha ocHOBaHMM aHaW3a akTyabHBIX
yrpo3 6e3oracHocty II/IH omumcaHHoro B Mojenu yrpos, fAefiaeTcs 3aK/tOueHHe o
HeoOXOJUMOCTH  WCIONBb30BaHUS  TEeXHUUECKUX CPeACTB W OpraHM3alMOHHBIX
MeporpuaTuid Ay obecrieuenuss Oe3omacHoctu I[1/IH. BriOpaHHBIe HeobOXoAWMBIE
MepornpusThs oTpaxaroTca B «CocTaBe Mep 3aljuTbl WH(OPMALMOHHBIX CHUCTEM
IepCOHa/IbHBIX JaHHbBIX».

IOnsa WCIIOH momkeH OBITH COCTaBA€H CIMCOK MCIOJIb3YeMbBIX TeXHHUECKUX
cpeacTB  3auuThl (gasee - CHOMCOK), a TaK »ke TIPOrpaMMHOTO obecrieueHus,
yuacTBytoiiero B oopabotke I1/]H, Ha Bcex 3/eMeHTax MCIT/IH:
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APM nonw3oBaTenei;

CepBepa IMpUI0KeHUM;

CYB[;

I'panunel JIBC;

KananoB mepegauu B ceTd OOINero I0/ib30BaHUS M (WIM) MeKAYHAapPOJHOTO
obMeHa, ec/ii 0 HUM TiepearoTcs T1/JH.

B 3aBucumMocTy oT ypoBHA 3aujuiteHHoctd UCIIIH u akTyanbHbiX yrpos, C3I11H
MOXKeT BK/IKOUYaTh C/Ie[yrolye TeXHUYeCKue CpesCTBa:

AHTUBHUPYCHBIE CPeJCTBA [T pabounX CTaHIWM ITO/Tb30BaTe el U CEPBEPOB;

CpeCTBa MeKCeTeBOTr0 SKPAaHUPOBAHUS;

Cpe[iCTBa KpUMTOrpaduueckou 3aluTbl HHGOPMAaLUK MpHY Tepejaue 3aljuiaeMou
MH(OpMaIuK 110 KaHa/laM CBSI3H.

Tak ke B CITUCOK [JO/DKHBI OBITH BKIFOUEHbI (DYHKI[UW 3all[UThl, 0OecrieuBaeMbie
IITaTHBIMA ~ cpeficTBaMu  oOpabotku I[I[IH omeparmonHbiMu  cuctemMamu  (OC),
npukiagabiM [10 U cneluasbHBIMA KOMIUIEKCAMM, Pean3yroLMMU CPeJCTBa 3all[UTHI.
Crucok (hyHKIMH 3allUThl MOKeT BK/TFOUATh:

yrpas/ieHHe U pasrpaHUueHre JOCTYyIIa M0JIb30BaTeslew;

pPerucTparuio U yueT AercTBUM c nHGopMalel;

obecrieueHye 11e/IOCTHOCTH JIJaHHBIX;

oOHapy’keHHe BTOP>KEHU.

CIMCOK  HCMOb3yeMbIX TEXHUUECKUX CpeACTB OTpaxaeTcsi B  «llnane
MEepOTpUATU 10  0o0ecrieueHWIO  3all[UThl  TIePCOHA/IBHBIX  AaHHbIX».  CIMCOK
WCIIO/Ib3YeMbIX CpPeJCTB [O/DKEH IIOAJep)KUBAaTbCA B aKTyaJlbHOM COCTOSIHUM. [Ipu
W3MEHEHWU COCTaBa TeXHUUEeCKUX CpeAcTB 3aumutbl win  siemMeHToB UCIIIH
COOTBETCTBYIOI[I® H3MEHEHUsI JO/DKHbI ObITh BHeceHbl B CIMCOK W YTBepXKAEHBI
nipefcenaresieM  M36uparenbHoii Komuccud CBepAJIOBCKOM 006/1aCT WM JTULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3aifuThl [1/]H.

4. TpeboBanus k noacucremam C3IIIu

C3I1/[1n BK/IrOUaeT B cebsi crefytolye ToACUCTEMBI:

yIIpaBJ/IeHHs JOCTYIIOM, PETUCTPaLUU U yueTa;

obecrieueHust 1[eJIOCTHOCTH U [JOCTYTTHOCTY;

AQHTUBUPYCHOU 3all[UTHI;

MeJKCeTeBOro SKpaHUPOBaHUS;

aHa/m3a 3aljyleHHOCTH;

oOHapy>KeHUs BTOP>KeHH;

KpUITorpaduueckom 3alliyThl.

[Mopcuctemsr C3I1IH umeroT pa3inuHbIi (QYHKLMOHAA B 3aBUCUMOCTH OT KJjacca
NCII[H, omnpegeneHHOT0O B «AKTe KilacCM(MUKaUUA HWH(MOPMALMOHHOU CHUCTEMBI
NepPCOHA/IbHBIX AaHHbIX». CIUCOK cooTBeTCTBUs ¢GyHKUMM nogcucteM C3II/JH Knaccy
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3allUILEHHOCTU TIpe/|CTaB/ieH B TEXHUUECKOM 3aJlaHHU T0 CO3[aHUI0 CUCTEMBI 3allUThI
vH(dopmaly MHGOPMAaLIMOHHOW CUCTeMBbI MepCOHabHBIX JAHHbIX.

[MoacucTema yrpaB/ieHUs: JOCTYIIOM, DETUCTDALIUU U yueTa

[Tomcucrtema ymnpaBiieHHs JOCTYIIOM, PETMCTpalMd W ydeTa TpeJHa3HadyeHa JJis
peanu3anuu C1eJymux QyHKLUN:

HAeHTA(UKAIIM ¥ TIPOBEPKH TIO/JMHHOCTH CYObeKTOB [OCTyIla TIpU BXOZie B
NCITOH;

W eHTU(PUKALIUM TePMHUHAJIOB, Y3/I0B CETH, KaHA/IOB CBSI3U, BHEIITHUX YCTPOWCTB 10
JIOTUUeCKUM MMeHawM;

WJeHTA(UKALMK TIporpaMM, TOMOB, KaTasioroB, (aiijioB, 3arvceid, moJiei 3arvcei
110 UMEeHaM;

perucTpanuu Bxoja (BbixoZa) CyOBeKTOB /0CTyIa B CUCTeMY (M3 CUCTeMbI), 160
perucTpalnuu 3arpy3ky ¥ MHULMaau3alyy OnepariiOHHOM CUCTEMBI U ee OCTaHOBaA.

PErucTpaluu MOMbITOK AOCTYIAa IMPOrpaMMHBIX CpPeACTB (MpOrpaMm, IPOLIECCOB,
3a/1ay, 3a/laHUi) K 3alluilaeMbIM daiiiam;

PEerucTpaluu MoMbITOK [JOCTyMNa MPOrpaMMHBIX CPeJICTB K TepMHHaaaM, KaHa/laM
CBsI3M, IPOrpaMMaM, TOMaM, Kartasjoram, ¢ansiam, 3arucsiM, IoJIsIM 3arvcen.

[MoacucTema yripaB/ieHHs AOCTYIIOM MOXKeT OBITh peajM30BaHa C ITOMOII[BIO
IITaTHBIX cpefAcTB 06paboTku I1/IH (omepaliMoHHbBIX cucTeM, npunoykenuit u CYB/T). Tak
)Ke MO)KeT ObITb BHe/IpEHO CIielidaibHOe TeXHUUeCKoe Cpe/CTBO WU UX KOMILIEKC,
OCYLLECTBJ/ISIFOLL[e  [IOTIO/THUTE/IbHbIe Mepbl T0 ayTeHTU(PUKalMd U  KOHTPOJIO.
Harpymep, mnipuMeHeHWe e[WHBIX XPAHWIMIL YYETHBbIX 3allviCeld TMOJb30BaTenen |
pervcTpalyoHHol WHGOpMalliy, UCIOIb30BaHUe OMOMeTPUUeCKUX U TeXHUYecKux (C
TIOMOIIbIO 3/IEKTPOHHBIX MPOITYCKOB) Mep ayTeHTU(hHUKaI[UU U [IPYTHX.

[ToxcucreMa obecreyeHus eI0CTHOCTUA U IOCTYITHOCTH

[Mogcucrema obecrieueHusi 11eJIOCTHOCTH U AOCTYITHOCTH TIpe/jHa3HaueHa [ijis
obecrieueHus L|eJIOCTHOCTH M JOCTYMHOCTH [1/]H, MporpaMMHbIX Y affapaTHbIX CPe/iCTB
UCTIJn Komuccuu, a Tak ke CpeJCTB 3allyThbl, MPU CJy4alHOW WM HaMepeHHOU
MOAU(DUKALIAHN.

[Topgcucrema peanusyeTcss C IIOMOILBIO OpraHM3alyd pe3epBHOIO KOIKWPOBaHUS
obpabaTbiBaeMbIX TAaHHBIX, a TaK ’Ke pe3epBUPOBaHHEM KJTtoueBbIX 37ieMeHTOB VICIT/IH.

HOQ CHUCTEMd dHTHUBHUDY CHOM 3dINThHI

[MogcucremMa aHTUBUPYCHOM  3all[UThl  MpefiHa3HaueHa /s obecrieueHust
AHTHMBUPYCHOU 3a1uThl cepeepoB 1 APM nosnb3oBaTtenent UCITOx Komuccun.
CpejcTBa aHTMBUPYCHOMW 3all[UThI TpeJHa3HadyeHbl JJid peaju3alyy CIeAyHuX
(OYHKLIMN:
pe3u/IeHTHbI aHTUBHUPYCHBIM MOHUTOPUHT;
AHTUBUPYCHOE CKaHUPOBaHUe;
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CKpUMT-0JIOKHPOBaHUE;
LIeHTPa/IM30BaHHOM/yJa/IeHHOU yCTaHOBKW/JEUHCTA/UISIAA aHTUBUPYCHOTO
MPOJAYKTa, HACTPOWKH, AaJMUHHUCTPUPOBAHUS, IPOCMOTpPa OTYETOB U
CTaTUCTUUeCKOW UH(OopMaliy 110 paboTe MPOAYKTa;
aBTOMAaTH3UPOBAHHOTO 0OHOB/IEHUSI aHTUBHUPYCHBIX 0a3;
OrpaHHWYeHHs TMpaB TI0/b30BaTe/id Ha OCTAHOBKY WCIIOJHSEMBIX 3a/lau U
M3MeHeHHsl HaCTPOeK aHTUBUPYCHOT'O TIPOrPaMMHOT0 obecrieueHus;
aBTOMAaTUUeCKOro 3arycka HerocpeCTBeHHO roce 3arpy3Kku
OneparjioOHHOU CUCTEMBI.

[Togcucrtema peanu3yeTrcsi MyTeM BHEJPEHHs CHELUMalbHOTO aHTUBUPYCHOTO

rporpaMMHOro obecrieueHust Ha Bce 3nemMeHThl CIT/IH.

IloacucTemMa MeXXCeTeBOro SKDAHWPDOBdAHUA

[TomcucremMa MeXXCeTeBOTO SKPAaHUPOBaHWs TpeJHAa3HaueHa /[Jisd peaav3aliuu
cnenyroux QyHKIWN:

(bUIbTpaLiU OTKPBITOTO U 3alliMbpoBaHHOIO (3aKpbITOro) IP- Tpaduka;

(¢YKcalMM BO BHYTPEHHHUX >KypHajaX MH(OPMAaLUU O MPOXOASAIIEM OTKPBITOM U
3akpbITOM IP-Tpaduke;

uAeHTUGUKALMM U ayTeHTU(PUKAlMM aJMUHHCTPaTOpa MeXXCeTeBOTr0 SKpaHa IpHu
€r0 JIOKa/IbHBIX 3allpocax Ha J0CTYTI;

pervcrpanuu Bxoja (BbIXOJa) aJMHUHMCTPATOpPa MEXCETEBOr0 5KpaHa B CUCTEMY
(13 cucTeMbl) MO0 3arpy3Ky U UHULMATN3AL[UM CUCTEMBI U ee TIPOrPaMMHOT0 OCTaHOBa;

KOHTPOJ/ISI 1]eJIOCTHOCTU CBOel ITporpaMMHOM U MH(GOPMal[MOHHOMN YacTH;

bunbTpaluM MakeTOB CIY>KeOHBIX TMPOTOKOJIOB, CAYKAallUX [J/Is1 JUATHOCTUKU U
yrpaB/ieHusi paboTOM ceTeBbIX yCTPOUCTB;

(UIBTpaLMM C YYEeTOM BXOZHOIO U BBIXOJHOTO C€TEeBOI0 MHTep(delica KaK Cpe/iCTBa
TIPOBEPKU MO/ITMHHOCTU CEeTeBbIX a/IpeCoB;

pervcTpalnuu 1 yueTa 3arpaliiBaeMbIX CEPBHCOB MPUK/IAAHOIO YPOBHS;

0/I0KMpOBaHUsl /IOCTyTNa HeuJeHTU(PULMPOBaHHOTO 00BeKTa wid CyObekTa,
MO/JIMHHOCTb KOTOPOTO TP  ayTeHTH(UKALMM He TIOATBepAuIach, MeTO/aMH,
YCTOMUMBBLIMU K TepexBaTy;

KOHTPOJISI 32 CeTeBOM aKTMBHOCTBIO TPUIOXKeHUM U 00Hapy»KeHUsI CeTeBbIX aTak.

[TogcucreMa peanu3yeTcsd BHeApeHWEM IIPOrpaMMHO-arIapaTHbIX KOMILIEKCOB
MeJKCeTeBOro sKpaHupoBaHus Ha rpanuLie JIBC, knaccom He HuxXe 4.

HOQCI/ICTEMa dHa/IM3d 3dlHITITEeHHOCTH

[MoacucTema aHa/mv3a 3allUIeHHOCTH JO/DKHA 00ecrieunBaTh — BhISIBJIEHUE
ySI3BUMOCTEH, CBsI3aHHBIX C omrbOkamu B KoHburypauuu 10 MCII[H, KOTOpble MOTYT
OBbITh KCITO/Ib30BAHbI HAPYILHTEIEM JJIsI peai3aliii aTaKyd Ha CUCTEMY.

@OyHKIMOHAMT TIOACUCTEMBI  MOXKEeT ObITh peann30BaH TIPOTPAaMMHBIMU U
IpOrpaMMHO-arIapaTHbIMU CpeiCTBaMH.
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[Nopcucrema o6Hapy>KeHUsI BTODKEHUH

[MoacucTemMa oOHapy)KeHUsI BTOPXKeHWM [O/DKHa obecrieurBaTh —BhISIBJIEHHE
ceTeBbIX aTak Ha 3nemMeHThl VICII/IH, TOAK/IIOUeHHbIe K CeTsM 00IIero Ioib30BaHus U
(1) MeXXIyHapoJHOTO 0OMeHa.

@OyHKIMOHAMT  TIOACUCTEMBI  MOXKET ObITh peanu30BaH TIPOTPAaMMHBIMU U
MPOrpaMMHO-aNNapaTHbIMKU CPeCTBAMU.

Ilogcucrema K[}HHTOF[}&Q}HQECKOﬁ 3dITTUThI

[Toacucrema kKpunTorpaUueckoM 3alyThl MpeHa3HaueHa Ay uckiarouenus HCJ
K 3amuiiaemor nHdopmarmu B UCIT[IH KoMuccuu npu ee nepefiaue 1O KaHajlaM CBSI3U
ceTeii 00I1[eTO TI0/Tb30BaHUS U (M/K) MeXAyHapoAHOro obMeHa.

[Togcuctema peanusyeTcsi MyTeM BHeJpeHUs] KPpUOTOrpauuyecKWx MpOrpaMMHO-
arrapaTHbIX KOMIIEKCOB.

5. ITonb3oBaTtenu UCILIn

B UCIIJx Komuccuyd MOXHO BbIJJ@TUTh CAeAYIOIUe TPYNIMbl TMO/b30BaTesen,
yuacTBYIOIIUX B 00paboTke 1 xpaHeHuu [1/1H:
Apmvunuvcrpatopsl UCITH;
AamuHUCTpaTOphI 6€30MacHOCTH;
Ornepatops! APM;
AnmunuctpaTtopel cetu NCII/H;
TexHuueckue  CreLUAIUCTBI MO  OOC/IY)XMBaHUIO  MeprepUHOTO
obopyzioBaHMS.
[aHHbIe 0 rpynmnax IoJib30BaTeNsX, YPOBHE MX [OCTyINa U WH(OPMUPOBaHHOCTH
JO/DKHBI OBITH OTpaKeHbl B Marpulle JOCTyIa TMo/b30BaTesiell K 3alliuiljaeMbIM
VMH(}OPMalMOHHBIM pecypCaMm.

ApmunuctpaTtop UCII/TH

Apmvunnctpatop WCIIH, coTpysHuk Komuccuu (WM WHOe YNOJTHOMOUYEHHOE
JUL0), OTBETCTBEHHBbIM 3a HACTPOMKY, BHeApeHWe u cornpoBoxzaenue WCIIIH.
ObecnieuriBaeT (YHKIIMOHUPOBaHWE MO/ CUCTeMbI yripaBiaeHus gocrtyriom WCIIIH u
YIIOJIHOMOYEH OCYLLeCTB/IATh IpeJoCTaB/eHre U pa3rpaHUueHre [OCTyrna KOHEYHOrOo
nonb3oBaresis (Onepatopa APM) K 3/eMeHTaM, XpaHsILUM MepCOHa/bHbIE [JaHHbIE.

ApmunauctpaTtop UCII[IH obagaeT ciaeAyroM YPOBHEM JOCTYTIA U 3HAHUM:

oOnajiaeT MonHOW WHGOpMaI[ell O CUCTEeMHOM M TIPUK/IAJHOM TMPOTPaMMHOM
obecnieuennu UCII/H;

obsiaziaeT MOMHOM WHQOpMalell 0 TeXHWYeCKUX CpeJCTBaX W KOH(UTryparuu
NCII/H;

MMeeT [OCTYll KO BCeM TeXHWUeCKUM CpeAcTBaM 00paboTku uHopMaluu |
nanseiM CII/IH;

obsafiaer mMpaBaMu KOH(PUTYPUPOBaHUS ¥ aJAMUHHCTPAaTUBHON HACTPOUKU
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TexHuuyeckux cpefcts MCIIIH.

AamuHKUcTpaTOp 6e30macHOCTH

Aamunuctpatop — 0Oe3omacHOCTH,  COTpyAHUK  Komuccun — (Wid  UHOe
YIOJIHOMOUEHHOE JIML[0), OTBeTCTBeHHbIM 3a (¢yHKUMoHMpoBaHue C3II/JH, BK/OUas
obcmy)kKuBaHMe U HAaCTPOWKY afIMUHHCTPATHBHOM, CEPBEPHOM U KITMEHTCKON KOMITOHEHT.

ApmunucTpatop 6Oe3omacHocTd o0mafjaeT CcefylOLUM YpPOBHEM [JOCTyHa H
3HaHWW:

obsagaer npaBamu Amunuctparopa UCIT/H;

obnazmaet rmonHOM nHMopmaiiueii 06 MCIT/H;

MMeeT J0CTYI K CpeZiCTBaM 3alljuThl MH(OPMAaLMK U IPOTOKOIMPOBAHUS U K
yacTy KiatoyeBbix yieMeHToB VICII/IH;

He MMeeT IpaB J0CTyNna K KOHPUIYPUPOBaHUIO TEXHUYECKUX CPeJCTB CeTU
3a UCK/IFOYeHHeM KOHTPOJIbHBIX (MHCIIEKLMOHHBIX).

ApmuHrcTpaTop 0€30MacHOCTH YIIOJTHOMOUEH:

peaiM30BbIBaTh MOUTHUKUA 6€30macHOCTU B yacTu HacTpoiiku CK3U, MexceTeBbIX
9KpPaHOB M CHUCTeM OOHapy)XeHHsl aTak, B COOTBETCTBUM C KOTOPBIMU I10JIb30BaTe/lb
(Onepatop APM) ronyuyaeT BO3MOXXHOCTb paboTats ¢ 3nemeHTamu MCIT/IH;

OCYLLIeCTBJIATh ayJUT CPe/ICTB 3alUThl;

Onepatop APM

Omneparop APM - corpyguuk Komuccun (MM MHOe yIOJIHOMOUYEHHOe JIMLIO),
ocymectBsitoiuii - 06pabotky II1/JH. O6pabotka IIJH BK/IIOYaeT: BO3MOXKHOCTB
npocmoTpa I1/IH, pyuHoii BBoj I1[IH B cuctemy WMCII/IH, (opMupoBaHWe CHpPaBOK M
0TueTOB IO MH(opMaluH, ronyueHHou u3 UCII/l. OnepaTop He UMeeT MOJTHOMOYUM 11
yTipaBJieHust MoficicTeMaMy 00paboTky AaHHbIX U C3IT/JH.

Omneparop WCIIIx ob6mafjaeT cieAyroiMM YPOBHEM JOCTYyTIa U 3HAHUM:

obnamaer BcemMH ~ HeoOXOJUMbIMH  aTpuOyTamu  (Hampumep, TIApOJIEM),
obecreurBarILIMMHU JOCTYT K HEKOTOPOMY MOoAMHOXKecTBY T1/1H;

pacriosiaraeT KOH(QU/IeHIIMaIbHbIMU JaHHBIMU, K KOTOPBIM UMeeT TOCTYTI.

A nmunurctpaTop cetr UCTITH

Apmunuctpatop cetu  WCIIOH, cotpygHuk  Kommccun (MM HHOe
YIIOJITHOMOYEHHOe L), OTBETCTBEHHBIU 3a (O yHKLIMOHMPOBaHUe
TeJIeKOMMYHUKalMOHHOM mioAcucteMbl WCITJH. AJMUHUCTpaTOp CeTHU He HMeeT
TIOJTHOMOYMM [I7Is1 YIIPaBJIeHUs TIO/ICUCTeMaMU 00pabOTKU JaHHBIX U O€30MacHOCTH.

ApamuHUCTpaTOp ceTy 006/1a/iaeT CieJyIOIIUM YPOBHEM /IOCTYTIAa U 3HAHUI:

o0najjaeT yacTbi0 MH(OpPMAMM O CHUCTEMHOM U TMPUKIAZHOM TMPOrPaMMHOM
o6ecrieuenny UCIT/H;

oOmajjaeT yacThio MHGOPMALIMM O TEXHWUUYECKUX CpeACTBaX U KOHGHUTypalyu
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NCITOH;

uMeeT U3NUECKUI JOCTYI K TeXHUYeCKUM CpeZicTBaM 00paboTku nHbopMaiyu 1
CpeZiCTBaM 3allUThl;

3HaeT, [10 MeHblIlIeld Mepe, OJIHO JleraJlbHOe UMsl JOCTyTIa.

TexHnuecknit CrienuanrcT 1o 06CaYKMBAHUIO TTepudepUitHOT0 060pYAOBaHUS

TexHUUYeCKUI CITelUaUCT TI0 00CTyKMBaHUIO, COTPyAHMK Komuccuu (Wmm muHoe
YTIOJTHOMOUEHHOe JIMLI0), OCYILeCTB/sieT 00C/Ty)KMBaHWe M HaCTPOUMKY TepudepruitHOro
obopygoBanusi MCIT[JH. TexHuUuecKui CIeI[MaIMCT 10 OOC/Iy)KMBaHHIO He UMeeT
poctyna K I1/IH, He WMeeT ITOJITHOMOUUWH [/s yrpaB/ieHUs IoACUCcTeMaMy 00paboTKH
JTAHHBIX 1 0€30TTaCHOCTH.

TexHUUYeCKUi CreUuanucT o 00C/Iy>KUBaHUIO 00/a/laeT C/eylolUM YPOBHEM
JIOCTYyTIa Y 3HAHUW:

oOmajiaeT vacThi0 HWH(OPMAIMM O CHCTEMHOM U TPHUKIAJHOM TPOTPaMMHOM
obecrreuennu CIT/IH;

oOmajjlaeT yacThto MHGOPMALIMM O TEeXHUUECKUX CpeACTBaX U KOH(UTypaLyu
NCII/H;

3HaeT, 110 MeHbIlIer Mepe, OZHO JierajbHOe UM JOCTYyTa.

6. TpeOoBaHMA K MePCOHATY 1O o0ecrieueHUIO 3amUThI [1/[H

Bce corpysnuku Komwuccumy, sasistoiuecs: ronb3oBarensvmu VCIIIH, [0/DKHBI
YeTKO 3HaTh U CTPOTO BBITIO/IHATH YCTAHOB/IEHHbIE TIpaBU/Ia U 0053aHHOCTH TI0 JIOCTYITY K
3amuilaeMbIM 00beKTaM 1 COOMI0ZeHUI0 MPUHSTOr0 pexkuMa 6e3omnacHocTtu T1/JH.

[pu BCTyIUIeHUM B IOJDKHOCTh HOBOTO COTPY/JHHWKA OH ZI0/KeH ObITh 03HAKOMJIEH
C HeoOXOAUMBIMU JIOKYMeHTaMH, perjaMeHTUpYHIMMU TpeboBaHus 1o 3amure I1/JH, a
Takke  oOyueHrWe  HaBbIKaM  BBITIOJIHEHUS  TIPOLeAYDP,  HEOOXOAWMBIX /st
CaHKL[MOHUPOBAHHOIO Mcnosib3oBaHus UCIT/IH.

CoTpyaHUK [0/DKeH ObITh O3HAaKOMJIEH CO CBe/leHUsIMM HacTosirei [TomuTtukuy,
TIPUHSATBIX TIpoLieAyp paboTsl ¢ snementamu UCIIH u C3I1H.

CoTpyIHUKHA Kommccuy, WCIIO/Ib3YOLIe TeXHUYEeCKUe cpencTBa
ayTeHTUGUKalUMK,  JO/DKHBI  obecrieunBaTh ~ COXPAHHOCTb  UEHTU(UKATOPOB
(3/1eKTpOHHBIX K/atouel) U He gonyckaTe HCJ/I K HUM, a Tak ’Ke BO3MOKHOCTb UX yTepH
VI WCIIO/Ib30BaHUSl TpeTbMMH JiMlaMd. [lonb3oBaTem HeCyT I€pPCOHAJIbHYIO
OTBETCTBEHHOCTh 38 COXPAaHHOCTb U/IeHTU(PUKATOPOB.

Cotpygnuku KomuccuM [O/DKHBI - C/Ie[OBaTh  yCTAaHOBJIEHHBIM — TIpOLIelypaM
ro/iiep>KaHusi pexxrima 6e3ornacHocTy T1/1H pu BEIOOPE ¥ UCIT0/Ib30BaHUM Taposiei (ecu
He UCMO/b3YITCS TEXHUUeCKHUe Cpe/iCTBa ayTeHTU(HKALIUN).

Cotpyauuku Komuccuu — [O/DKHBI — oOecrieuMBaTh — HafjieXKalllyr0 — 3alUTy
obopyaoBaHusi, ocTaBiasieMoro 0Oe3 TipucMoTpa, OcoOeHHO B TeX CAyd4asiX, Korja B
ToMellleHhe UMEIOT JOCTYIl TNOCTOPpOHHWe Jvua. Bce mosb3oBareny [O/DKHBI 3HATh
TpeboBanus 10 Ge3oracHocTy [1/]H ¥ Tiporiefyphl 3al{uThl 000pY/J0BaHMsI, OCTaBJIEHHOTO
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6e3 mpUCcMOTpa, a TaK)Ke CBOM 00513aHHOCTH T10 00eCTieueHU 0 TaKOW 3alllUThI.

CoTpygHuKaM  3ampelaeTcd yCTaHaB/IMBaTb  IIOCTOPOHHee  MPOrpaMMHOe
obecrieueHye, TIOIK/TFOUaTh JIMYHbIe MOOU/TbHBIE YCTPOMCTBA U HOCHUTEIU UH(OPMaLUH, a
Tak ’Ke 3alyChbIBaTh HAa HUX 3alUIaeMyr0 UH(OPMALHIO.

CoTpyJHUKaM 3ampelaeTcsl pasrjallaTh 3aljuiliaeMyr0 HWH(OpMaLMo, KOTopas
CTajla UM W3BeCTHa mpu paboTe ¢ mHGOPMAI[MOHHBIMM CHUCTeMaMu Komuccuu, TpeTbuM
JIvLiaMm.

[Tpu pabote c¢ I1du B UCIIJH coTpyaHuku Komuccuy o6si3aHbl 00ecrieuuThb
OTCYTCTBHE BO3MOXXHOCTU IpocMoTpa II/JH TpeTrbumu mijaMu ¢ MOHUTOpPOoB APM nnu
TepMHHAJIOB.

[Tpu 3aBepmiennn pabotbl ¢ VMCII[IH cOTpyAHUKH 00si3aHbl 3alUTUTE APM umm
TepPMUHA/IbI C TIOMOILBI0 6/IOKMPOBKU K/TFOUOM W/ SKBUBAJIEHTHOTO CPeJCTBA KOHTPOJIS,
HarpuMep, [JOCTYTIOM T0 Tapojio, eCcld He HWCIOJb3yHTCs 0osee CUIbHBIE CpeZCTBa
3alLUTBL.

Cotpyauuku Komuccuu #o/mkHbl  ObITh  MpouH(OpPMHUpOBaHbl 006  yrposax
HapyleHust pexxuMa Oe3omacHoctu I1JH ¥ OTBETCTBEHHOCTH 3a ero HapyiueHue. OHU
JIO/DKHBI ObITh 03HAKOMJIEHBI C YTBeP)KZEeHHOM (hopMasbHOUW TIpOLie/[lypoil Ha/lOKeHUs
JVWCLUTUIMHADHBIX B3bICKAHUM Ha COTPYJHUKOB, KOTODble HApYLUIWIM TPUHSTHIE
TIOJIUTUKY U TIpoLieiyphbl 6e3omacHocTH T1/1H.

CoTpyaHuku obs3aHbl 6e3 rpomeyieHdst coobiiath 060 Bcex HabJ/IHO/[aeMbIX WU
MOJI03pUTENbHBIX caydasx pabotel MCIIJH, MOrymuyx ToB/iedb 3a Co00W Yrpo3bl
6e3omacHoct II/lH, a Takke O BBIBJIEHHBIX WMH COOBITUSIX, 3aTparvBaroIX
6e3omacHocts [I/JH, pPYKOBOACTBY TMoOJpa3fieneHUss MW Juily, OTBeuaroleMy 3a
HeMe/lJIeHHOe pearvpoBaHre Ha yrpo3bl 6e3onacHocTtu T1/1H.

JomKHOCTHBIE 00513aHHOCTH T10J1b30BaTeset UCTI/IH

HNomkHOoCTHBIe 00si3aHHOCTU mosb3oBatesieit VICII[H omucaHbl B C/IeAYHOIIAX
JIOKyMeHTax:

Nucrpykums agmuauctparopa UCITIH;

WHcTpykuus agMuHucTpatopa 6esonacHoctu CIIdH;

MucTpykuums nions3osarens UCII/IH;

WHCcTpyKUms 1ob30BaTe it NPy BOSHUKHOBEHWU BHELUTAaTHBIX CUTYAaLUM;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBeTcTBUM CO cTaThel 24 denepanbHOro 3aKoHa Poccurickont @eepaliii OT
27 wronig 2006 1. Ne 152-@3 «O rniepcoHa/bHbIX JaHHBIX» JIULa, BUHOBHbIE B HapYLLEeHUU
TpeboBaHM faHHOTO @eziepaZbHOTO 3aKOHA, HECYT TPaXKJaHCKYIO, YTOJIOBHYIO,
aIMMHUCTPAaTUBHYO, AUCLMIIMHAPHYIO U MHYIO TIpeZlyCMOTPEHHYH0 3aKOHOJaTe/IbCTBOM
Poccurickon ®@efepaijiy 0TBeTCTBEHHOCT.

HelicTByromjee  3akKOHOAATeNbCTBO  Poccuiickon — Pefepalid  MO3BOJISIET
TIpebsABIATh TpeOOBaHUSI II0 obecrieueHWIo 0Oe30macHOM paboThl C  3alIUIaeMoi
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vH(pOopMalMerl U TpefycMaTpyuBaeT OTBETCTBEHHOCTh 3a HapylleHHe YCTaHOBJIEHHBIX
rpaBu/a 3KcrulyaTalud OBM U cucTtem, HenpaBOMEpHBIM JOCTYI K WH(MOpMalK, eciu
9TU ZIeUCTBUS TIPUBEU K YHUUTOXKEHHIO, O0KMpOBaHUIO, MOAUUKALMKY UHPOPMAaLUU
WU HapyleHuto pabotel DBM unu ceteit (ctaThu 272,273 1 274 YT0oJ0BHOTO KOZeKca
Poccurickoun ®@eneparun).

ApvunuctpaTop UCIT/IH v agMUHACTpaTOpP 0€3011aCHOCTU HECYT OTBETCTBEHHOCTD
3a BCe JIeMCTBUS, COBEPIIEeHHbIe OT MMEeHU X YUeTHBIX 3alCei U CUCTEMHBIX YUeTHbBIX
3anvceld, eciid He Jo0Ka3aH (pakT HeCaHKLMOHMPOBAHHOIO MCIT0JIb30BAHUSI YYETHBIX
3aruceun.

[Ipu HapyweHusix corpygHukamu Komuccnm — nosib3oBatesnsmu MCITH nipaBu,
CBsI3aHHBIX C Oe3omacHOCTbIO [I/JH, OHM HeCyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO
JIeMCTBYIOLMM 3aKOHOJaTebCTBOM Poccuiickon ®eneparuu.

7. CIMCOK HCI0/Ib30BaHHBIX HCTOYHHKOB

OCHOBHbIMM HOPMAaTHMBHO-TIDABOBBIMU U MeTOAUYECKUMHU JOKyMeHTaMH, Ha
KOTOpbIX Oa3upyetcsi HacTosiasi [lomuTrKa, SIB/ISIOTCS:

®epnepanbHbld 3aK0H OT 27.07.2006 r. Ne 152-®3 «O mepcoHanbHBIX [JaHHBIX»,
yCTaHaB/IMBAIOL[MI OCHOBHble TMPUHLUMNBI W ycioBUs o6pabotku [1/JH, TmipaBa,
00513aHHOCTH U OTBETCTBEHHOCTb yUaCTHUKOB OTHOILIEHWM, CBsi3aHHBIX C 00pabOTKOM
[11H.

TpeboBaHuss K 3al[uUTe TI€PCOHAMBHBIX [JIJaHHBIX TIPU HX 00paboTke B
MH(GOPMaLMOHHBIX CUCTeMaX MepCOHA/bHBIX /IaHHBIX, YTBEP)K/eHHble MOCTaHOB/IeHHEM
[TpaBuTenscTBa Poccuiickon @enepanyu ot 01.11.2012 r. Ne 1119.

[Tonokene 06  0COOEHHOCTSIX ~ 00pabOTKM  TE€pPCOHANBbHBIX  JJaHHBIX,
ocyIiecTBisieMo 0e3 HMCIOJ/Ib30BaHWs CpPeACTB aBTOMaTW3al[iM, YyTBep)KAeHHOe
rioctaHoBsieHveM [IpaButenbctBa Poccuiickont @epnepariuu oT 15.09.2008 1. Ne 687.

HopmatuBHO-MeTouuecKre AoKyMeHTbl defiepanbHOM C/Ty>KObI TT0 TEXHUUECKOMY
M 3KcnepTtHOMY KOHTposto Poccuiickon @Pepepanuu (ganee — ®CTOK Poccun) mno
obecnieuenuto 6e3omacHocTy [1/JH mipu ux obpabotke B UCIT/IH:

ba3oBast mojienb yrpo3 6e30macHOCTH MepcoHanbHbIX AAHHBIX MpY UX 00paboTke B
MH(GOPMALMOHHBIX CHUCTeMaxX TMepCOHA/bHBIX [IaHHBIX, YTBEp)K/eHHasi 3aMeCcTUTesleM
nupektopa @CTIK Poccun 15.02.2008 r.

MeTtoauueckuii JoKymMeHT. MeTouKa OIleHKH yrpo3 6e3omacHoCTH MHGOpMaIiHy,
yTtBepxxaeHHbI @CTOK Poccum 05.02.2021 r.

[Mpuka3z ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepxaeHuu TpebGoBaHMii 0
3amure MHGOpPMAIMK, He COCTaBJSIOIIUX TOCYJAapPCTBEHHYIO TalHY, COJAEP)KaIluXCs B
rOCyJapCTBeHHbIX HH(POPMALIMOHHBIX CHCTEMaX».

[Mpukaz ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yrtBepkaenun CocTaBa M
COJlep)KaHusl OpPraHM3allMOHHBIX M TeXHUYeCKUX Mep Mo obecrieueHUt0 0e30MacHOCTU
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MMepCoOHAJIbHBIX  OdHHBIX TIpU HX o6pa60TKe B I/IHqJOpMaI_[I/IOHHbIX CHucreMadx
MMepCOHAJ/IbHBIX OdHHBIX>.

[Tpuka3z ®epepanbHON Cay»KObI Oe3omacHocTr Poccuiickoii Pefeparuu  OT
10.07.2014 Ne 378 «O6 yrtBepxaennn CocTaBa W CO/Eep)KaHHSI OpraHU3allMOHHBIX U
TeXHAUECKUX Mep TI0 obecrieueHWIO 0e301MaCHOCTU TI€PCOHANBHBIX [AaHHBIX TIPU HX
06paboTke B MH(OPMAIIMOHHBIX CHUCTEMaX IMePCOHANBHBIX JAHHBIX C WCITOb30BAaHUEM
cpeAcTB KpunTorpahyuyeckoi 3aifuThl WHGOPMAI[MH, HeOOXOAUMBIX /i BBITTOTHEHUS
yCcTaHOB/eHHbIX [IpaBuTenbcTBoM Poccuiickoii defepaiii TpeOOBaHMM K 3alljdTe
MepCOoHaIbHBIX IaHHBIX /ST KaXK/IOr0 U3 YPOBHEM 3all[UI[eHHOCTH».

MeToauueckrie peKOMeH/al[iu T0 pa3paboTKe HOPMATHMBHBIX TIPABOBLIX aKTOB,
OTIpefiesITIONMX YIPO3bl  0e30MacHOCTH TIePCOHA/IbHBIX [JaHHBIX, aKTya/lbHble TIpU
00paboTKe TepcoHANbHBIX JAaHHBIX B HWH(POPMAIJMOHHBIX CHUCTeMax Ie€PCOHATbHBIX
JlaHHBIX,  SKCIUTyaTUDYeMbIX TIPA  OCYIECTBJI€HWA  COOTBETCTBYIOIUX  BHUJIOB
JleaTeTlbHOCTH, yTBepxKJeHHble pykoBoACTBOM 8 ILlentpa ®CB Poccum 31.03.2015 Ne
149/7/2/6-432.
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