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I[TOJINTUKA

vH(popMalMOHHOM 6e30MacHOCTH
nipy paboTe C epCoHaTBLHBIMU JJaHHBIMU

B AJlariaeBCKOM rOpOZICKOM TeppUTOPHAIbHOM M30MpaTe/TbHOM KOMHUCCHHI

OITPEAEJIEHUA

B HacTosiiieM I0KyMeHTe UCTI0/Ib3YIOTCS Cie/lyollyie TEPMUHBI U UX OTpe/ie/IeHusl.

ABTOMATH3MpPOBaHHAs cUCTeMa - CUCTeMa, COCTOsIIas U3 TlepcoHaia U KoMIlieKca
CpPeJCTB aBTOMATU3allUM ero /esATe/bHOCTH, peanu3yoilas HH()OPMAI[MOHHYIO
TEXHOJIOTHIO BBITIOJTHEHUsI YCTaHOBJIEHHBIX (hyHKIIHH.

AyTeHTH)UKANMSA OTHPABUTESI TAHHBIX - TIOJTBEP)K/I€HHE TOr0, UTO OTIPaBUTE/b
TIOJTyYeHHBIX JIaHHBIX COOTBETCTBYET 3asiBJIEHHOMY.

Be3onacHOCTh MEPCOHATILHBIX JAHHBIX - COCTOSTHUE 3allUILeHHOCTH MepCOHATbHBIX
JAHHBIX, XapaKTepu3yeMoe CIOCOOHOCTBIO TMO0/Ib30BaTesiell, TeXHUYeCKUX CpeiCTB U
WH(POPMALIMOHHBIX TeXHOMOTHUN 00ecreunTh KOH(UAEHI[UATLHOCTh, 1[eJIOCTHOCTD U
JOCTYTIHOCTb TIepCOHAbHBIX JaHHBIX MPU UX 00paboTKe B MH(OPMAI[MOHHBIX CHCTEMax
TepCOHabHBIX JJAHHBIX.

Buomerpnuyeckune mepcoHajibHble JaHHbIE - CBEJE€HUSA, KOTOPbIe XapaKTepU3YIOT
¢du3smooruueckre 0cCo6eHHOCTH Ye/loBeKa U Ha OCHOBE KOTOPBIX MOXXHO YCTaHOBUTH €T0
JTMYHOCTh, BK/MOUasi (QoTorpaduu, OTHeuaTKH TiaibleB, o0pa3 ceTyaTKU TJas3a,
0COOEHHOCTH CTPOEHHSI TeJla U IPYTYI0 Too0HyI0 UH(POpMaIHIo.

B/oKkMpoBaHHEe MEPCOHATBHBIX AAaHHBIX - BPEMEHHOe TpeKkpaileHre 00paboTKu
TIepCOHANBHBIX JAHHBIX (3a MCK/IIOUeHWeM ClydaeB, ecjii oOpaboTka HeoOxoguma [Jis
YTOUHEHUs ITePCOHA/BHBIX JJaHHBIX).

Bupyc (KOMIbIOTEPHBIil, MPOrPaAMMHBIIi) - WCIOJ/HSIEMbIUA TMPOrPaMMHbBIM KO, WA
VHTepripeTUpyeMbiii ~ Habop  WMHCTpPyKUMM,  oOnajaroluii  CBOWCTBAMU  He-
CAHKL[MOHMPOBAHHOTO  paclpoCTpaHeHusi U  camoBocrpou3BefeHusi.  Co3jaHHbIe
Ay6/IMKaThl KOMITBIOTEPHOT'O BUPYCa He BCer/ja COBIAZIA0T C OPUTHMHA/IOM, HO COXPaHSIOT
CroCcOoOHOCTH K JlanbHelI1eMy pacipoCTPaHeHHI0 U CaMOBOCTIPOU3BE/IeHHIO.

BpenonocHass mporpamma - TIporpamma, rpefiHa3HaueHHasl [jisi OCYILeCTBJIeHUs
HECAHKLIMOHUPOBAHHOTO AOCTYyTa U (W) BO3JEMCTBUSI Ha MepCOHa/IbHbIe JIaHHBbIe WUJIH
pecypchl THPOPMALIMOHHOM CHCTeMbI TIepCOHAbHBIX JaHHbBIX.

BcnomorartejbHbIe TEXHHYECKHE cpeacrea M CHCTEMbI - TeXHWUECKHE CpeaCTBa U
CHCTeMbI, He TMpe/iHa3HAaUeHHbIe /I/is Tiepefaud, 06paboTKM M XpaHeHUs TepCOHATbHbIX
JAHHBbIX, YCTaHaBIMBaeMble COBMECTHO C TeXHUYECKUMU CPeJCTBAMU M CHUCTeMaMH,
npeJjHa3HauUeHHbIMU [ijii 00pabOTKM TepCOHANbHBIX JAHHBIX WM B TOMEIeHUsX, B



KOTOPBIX yCTaHOBJIeHbI MH(POPMALIMOHHbIE CUCTEMBI IEPCOHA/IBHBIX JaHHBIX.

JlocTynm B ONEpPallMOHHYI0 cpeay KoMmblTepa (MHGPOPMAIMOHHON CHCTEMBI
NePCOHANILHBIX AaHHBIX) - TI0JIydeHUe BO3MOXXHOCTU 3allyCKa Ha BBIMOJTHEHWE IITaTHBIX
KOMaH/], (PyHKLMW, MpOLeAyp OMNepaldOHHOM CUCTeMbl (YHUUTOXKEHUS, KOMUPOBaHUS,
riepeMelLieHus U T.11.), UCHOJIHAEMbIX (PaiijioB NPUK/IaJHBIX POrPaMM.

Hoctyn k wuHpopMamuu - BO3MOXHOCTb TIO/lydyeHUsi UHGOpPMALUUM U ee
WCII0/Tb30BaHUSI.

3ak/a04HOe YCTPOHCTBO - 3/IeMEHT CpeJCTBa CheMa WH(MOPMalUM, CKPBITHO
BHe/IpSeMbIM  (3aK/Ia/IblBaeMblii  W/IM BHOCHMMBIM) B MeCTa BO3MOJKHOIO Cbhbema
vHbopMaluy (B TOM UHC/e B OrpakieHue, KOHCTPYKIHMIO, 06opyzoBaHue, TpPeMeThI
VHTepbepa, TPAaHCIIOPTHbIE CPEJCTBA, a TakKKe B TeXHUYECKHWe CpeJCTBAa U CUCTEeMbI
00paboTKu UHGpOpMaLn).

Bamumaemass  undopmanus - UMHOOpPMALMs, SBJAAIOUIASCA — TIPEAMETOM
COOCTBEHHOCTH U TIOAJIEXKAlljasi 3allfiTe B COOTBETCTBHMH C TPeOOBAaHWSIMM TIPaBOBBIX
JOKYMEHTOB WM TpeOOBaHUSIMU, yCTaHAB/IMBaeMbIMU COOCTBEHHUKOM WH(MOpMAaLUH.

Nnentudukamus - MpHUCBoeHre CyObeKTaM U 00beKTaM Z0CTyIla UeHTU(GUKaTopa
U (WIM) CpaBHeHUe TMpebsBASEMOro WAeHTU(UKAaTOpa C T[epeyHeM MPUCBOEHHBIX
HJIeHTU(PHKATOPOB.

NupopmaTuBHBbIH  CHTHAJ -  DJIGKTpUUECKHWe  CUTHAJbl, aKyCTUYecKue,
3/IeKTPOMarHuTHbIE U JIpyrye (usnyeckye ToJs, 10 TapaMeTpaM KOTOPBIX MOXET ObITh
packpbITa KOH(pHAeHI[MambHast HH(opMarus (iepcoHanbHbIe JaHHbIE) 0OpabaThiBaeMast B
VMH(MOPMal[MOHHOW CUCTeMe TepCOHA/IbHBIX JaHHbIX.

HUHpopMannoHHbIe TEXHOJOTHH - TPOIECCHI, METO/bI TIOMCKa, cOopa, XpaHeHwMs,
00paboTKM,  TIpe/loCTaB/eHHUs,  paclpocTpaHeHHss  WHGOPMAMM W CIOCO0bI
OCYILIeCTB/IEHUS] TAKUX MPOLIECCOB U METO/IOB.

Nudopmannonnass cucrema mepcoHanabHbIX AaHHBIX (MCII/{H) - COBOKYIIHOCTH
cofiepkaiuxcsi B 0a3ax [JAaHHBIX T1€PCOHANBHBIX JaHHBIX W 00ecrneumBaroOIUX UX
00paboTKy MH(OPMaI[MOHHBIX TEXHOJOTHUH U TEXHUUECKUX CPeJICTB.

Hcnosib30BaHue MePCOHATBHBIX JAHHBIX - eMCTBUS (Orepalyy) C mepcoHaTbHBIMU
JlaHHBIMU, COBepIlaeMble OMepaTOpOM B Le/sIX NPUHSTHS PeLleHWd WU COBEepIIeHUs
VHBIX [eHCTBUM, MOPOXKAAIIIHX IOpUANUeCKUe TIOC/IeACTBUS B OTHOIIEHUU CyOBeKTa
TePCOHA/IbHBIX JJaHHBIX WM [IPYTUX JIML] MO0 MHBIM 00pa30M 3aTparvBaroIUX IpaBa U
cB06O/IbI CyOBEKTa IMepCOHAMBHBIX JaHHBIX WX APYTHX JIUIL].

Hcrounuk yrpo3nl 6e3onacHocTu nHGpopMamuu - CyObeKT JOCTyTa, MaTepraabHbIN
00BeKT wir (r3UUecKoe siBleHWe, SB/SIOIINeCs TPUUYMHOW BO3HUKHOBEHUSI YTPO3bI
6e3omnacHocTy HGOpMAaLUK.

KouTposmpyemasi 30Ha - MPOCTPAaHCTBO (TePpUTOpHS, 3[aHWE, UYaCTb 3/aHuS,
ToMell[eHHe), B KOTOPOM HCK/IFOUeHO HEKOHTPOJMpyemMoe TMpeObiBaHHEe TTOCTOPOHHUX
JIUL], @ TaK)Ke TPAaHCTIOPTHBIX, TEXHUUECKUX U UHbIX MaTepUalbHbIX CPEe/ICTB.

KoH(puaeHuuaILHOCTh NEPCOHAIBHBIX JAHHBIX - 00s13aTe/lbHOe /i COOIH0IeHUSs
OomepaTopoM WM WHBIM TOJIYYMBIIMM [JOCTYN K TI€PCOHaJbHBIM [JAHHBIM JIULIOM



TpebOBaHMe He JIOMyCKaTh UX paclipoCcTpaHeHHe 0e3 coriacust CyObeKTa IepCcoHaTbHBIX
JJaHHBIX WM HaJIMYUSI THOTO 3aKOHHOTO OCHOBaHMSI.

Me:kceTeBoii 3KpaH - JIOKa/JibHOe (OJHOKOMITIOHEHTHOEe) WM (PYHKL[MOHAIbHO--
pacripefie/ieHHOe TporpaMMHoOe (MporpamMMHO-arnapaTHoe) CpeACTBO  (KOMIJIEKC),
peanu3syolliee KOHTPO/Ib 3a UH(GOpMaLMen, oCcTynarolled B MHOOPMALIMOHHYIO CUCTEMY
TePCOHAJIbHBIX JJaHHBIX U (W/IK) BbIXOsIel U3 MH(OOPMAaI[MOHHOW CHCTeMBI.

Hapymureas 6€30MacHOCTH MePCOHATBHBIX IaAHHBIX - (DU3HUeCKoe JIUL0, CTyYaliHO
WM TIpeJJHaMepeHHO COBepIlaloljee [JeWlCTBUS, C/Ie[CTBUEM KOTOPBIX SIBJ/ISETCS
HapyIlieHre 0e30ITaCHOCTU TI€PCOHANBbHBIX JAHHBIX TIPU WX 00pabOTKe TeXHUUYeCKUMH
cpeficTBaMU B MUH(GOPMALIMOHHBIX CUCTeMaX MePCOHAbHBIX JJaHHBIX.

HeaBromaTu3upoBanHasi 00pa0oTKa INEepPCOHAJBHBLIX JAaHHbIX - 00paboTka
TepCoHaMbHBIX [IaHHBIX, COJ/lepyKall[UXCcsi B MH(POPMAI[MOHHOM CHCTeMe IepCOHATbHbIX
JAHHBIX /MO0 W3B/IEUEHHBIX W3 TaKOW CHUCTEMBI, CUMTAETCS OCYIIeCTBAeHHOW 0e3
WCIO/b30BaHUsl  CPEJCTB aBTOMAaTU3alWd (HeaBTOMATU3MPOBAaHHOW), €eC/AU TakKue
JeCTBUS  C  TepCOHA/IbHBIMK  [aHHBIMMA, KaK  MCI0/Ib30BaHUE,  YTOUHEHUe,
pacripocTpaHeHHe, YHUUTO)KeHHe TepCOHaTbHBIX JaHHbIX B OTHOIIEHWW KaXKI0ro U3
CyOBEKTOB TE€PCOHAMBHBIX AAHHBIX, OCYIIIECTB/SIOTCS MPU HEIOCPeJCTBEHHOM YUYaCTHH
yesIoBeKa.

HenexnapupoBaHHbie BO3MOKHOCTH - (YHKLMOHa/bHble BO3MOXHOCTU CPE/CTB
BBIUMC/IUTETbHOM TEeXHWKH, He OINUCAHHble WM He COOTBETCTBYIOIME OMMCAHHBIM B
JIOKyMeHTal[1H, rpu WCTI0/Tb30BaHUU KOTOPBIX BO3MOXXHO HapylleHue
KOHGUIEHINATbHOCTH, TOCTYITHOCTU WM 11e/I0CTHOCTA 06pabaTkiBaemMoii WH(GOPMALIUH.

HecaHKIIUOHMPOBAHHbIN JOCTYN (HeCAaHKI[MOHUPOBAHHbIE AeNiCTBUSA) - OCTYII
K MHGOpMAaLMM WU JEeUCTBUSI C UH(pOpMaLMeld, Hapyllaloliye NMpaBuia pa3rpaHUueHus
JIOCTyNa C WCIO/b30BaHUEM IITaTHBIX CPeJCTB, MPeA0CTaB/IsieMbIX UH(OPMAal[MOHHBIMU
CHCTeMaMU MepCOHaIbHBIX JJaHHbIX.

Hocurens unpopmanun - GhH3NUecKoe JIMILO WM MaTepuaibHbIi 00BEKT, B TOM
yucne (¢u3nyeckoe T1oJsie, B KOTOPOM WH(MOpMalUs HaXOAUT CBOe OTpa)kKeHWe B BHU/E
CUMBOJIOB, 00pa30B, CUTHA/IOB, TEXHUUECKUX PEIeHUH U TPOI|eCCOB, KOJIMUECTBEHHBIX
XapaKTepUCTUK (Hr3UUeCKUX BeJIMUKH.

OGe3IMYNBaHNe TNEPCOHAIBHBIX [aHHBIX - [JE€WCTBUS, B pe3yJibTaTe KOTOPbIX
CTAaHOBUTCS HEBO3MOKHbIM 0e3 WCIO0/b30BaHUs  IOTIOTHUTE/LHOM — WH(MOpMaIun
OTIpe/ie/TUTh  TIPUHA/IE)KHOCTh  TE€PCOHANBbHBIX  JAHHBIX KOHKPETHOMY CyOBEeKTY
TepCOHATbHBIX TaHHbIX.

OGpafoTka NEPCOHANLHBIX JaHHBIX - JF00Oe jelicTBHe (oreparjusi) WIH
COBOKYITHOCTb [IeiCTBUM (OIepaliuii), COBeplllaéMbIX C UCI0J/Ib30BaHUEM Cpe/ICTB
aBTOMAaTH3alMd WK 0e3 WCTIO/b30BaHUS TaKHUX CPEeJCTB C TePCOHA/IbHBIMM JIaHHBIMH,
BK/Mouasi cOop, 3ammch, CUCTeMaTU3alMio, HaAKOIUIeHWe, XpaHeHWe, YTOUHeHHe
(o6HOBNEHMWe, M3MeHeHUe), U3BIeueHre, UCTO0Ib30BaHue, repefauy (pacrpocTpaHeHue,
rpe/iocTaB/ieHre, AOCTyM), oOe3nuuvBaHue, O/0KMpOBaHWe, yaneHWe, YHUUTOKeHHe
TepCOHA/TbHBIX IaHHbIX.
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OO0uie0cTynHbIe TNMEPCOHAJIbHBIE [daHHbIE - TIepCOHAabHbIe [aHHbIE, J[OCTYII
HEOTPAaHUUEHHOTO Kpyra /Ml K KOTOpPhIM TIPeIOCTaB/ieH C COIJlacusi CyObekTa
TepCOHAJIbHBIX JAHHBIX WM Ha KOTOPbIe B COOTBETCTBUU C (pefiepasbHbIMU 3aKOHAMU He
pacnipocTpaHsieTcsi TpeboBaHue cob6/Tr0/IeHNsT KOH(MHEHITMaTbHOCTH.

Oneparop (MepCcOHAIBHBIX JAHHBIX) - TOCYZIAPCTBEHHbIM OpraH, MYHULIMIIATbHBIM
opraH, ropuanueckoe uim pu3nueckoe JUL0, CaMOCTOSITE/IbHO UM COBMECTHO C APYTUMU
JIULIaMU OpraHu3yoIue U (WIK) OCyIIecTBIstole 00pabOTKY MepcoHanbHBIX JaHHBIX, a
TaK)Ke OIpejiesisitolye e/ 00pab0TKY TepCcoHa/IbHBIX JAaHHBIX, COCTAaB TMePCOHATbHBIX
JAHHBIX, TIOJjIe)Kalux o0paboTke, melicTBUsi  (omepaidd), COBepIlaeMble  C
TepPCOHA/IbHBIMU IaHHBIMHU.

Texnuveckue cpeacrsa HHPOPMAUUOHHOM CHCTEMbI NEPCOHAJIbHBLIX [JAHHBIX -
Cpe/iCTBa BBIUMC/IUTETLHOM TeXHUKH, WH(MOPMAaI[MOHHO-BLIUMC/IUTETbHbIE KOMILIEKChI 1
CeTH, CpPe/iCTBa U CHUCTEMBI Tiepe/jau, rpreMa u obpabotku I1/1H (cpeAcTBa U CHCTEMBI
3BYKO3all1CH, 3BYKOYCHU/IeHUs], 3BYKOBOCIIPOU3Be/|eHNsl, IeperOBOPHbIe U Te/IeBU3UOHHbIe
YCTPOMCTBA, CpeACTBa W3TrOTOBJIEHUS, TUPA)KUPOBaHUSI [JOKYMEHTOB U [Ipyrue
TeXHUUYecKre cpejcTBa 00paboTKU peueBoii, rpaduueckoi, Buzieo- U OykBeHHOLIM(POBOM
vH(dopMaluK), TporpaMMHbIe Cpe/iCTBa (orepaljMOHHbIe CUCTeMbI, CUCTEMbI YIIpaB/ieHuUs
0a3aMu JaHHBIX W T.I.), CpeJCTBA 3al[UThl HWHGOpPMAI[MH, TpPUMeHsieMble B
VMH(OPMAaI[MOHHBIX CUCTEMaX.

IlepexBat (undopmamuu) - HeNpaBOMEpPHOe TIOAyueHWe HWH(POpMaluu C
WICTI0/Tb30BaHHEM TEXHUUYECKOTO CPeZCTBA, OCYIIECTBIISIONIEr0 OOHapy’>keHue, MprueM U
00paboTKy MH(OPMAaTHBHBLIX CUTHAJIOB.

Ilepconanbubie AaHHBbIe - Jit0Oas WHOpPMAILUs, OTHOCSILASACA K TIPSIMO WM
KOCBEHHO oOrpeJie/leHHOMY WA ompejenseMomMy (usnueckomy muIlly (cyObekry
TIePCOHAJIbHBIX JJaHHBIX);

IToOouHbIe 3IeKTPOMArHUTHbIE H3/TyYeHUS] U HABOAKH - 3JIeKTPOMarHUTHBIE
W3/TyueHus] TeXHUUeCKHUX Cpe/ICTB 00paboTKU 3aluiljaeMoil HHPOpMaIiK, BO3HUKATOIIe
Kak 11000YHOe siBjieHHe W BbI3BaHHbBIE 3/IEKTPUUECKHMU CUTHA/IaMU, ZIEMCTBYIOIITUMH B UX
9/IEKTPUUECKUX W MAarHUTHBIX LIeMsX, a TakXKe 3/IeKTPOMarHUTHble HAaBOJKU 3THUX
CUTHAJIOB Ha TOKOMPOBOZSIIIUE JTMHWUN, KOHCTPYKLIUU U LIeNU MUTaHUSI.

IMoJuTHKA «YHCTOr0 CTOJa» - KOMIUIEKC OpraHu3al[MOHHBIX MepOIpUsITUM,
KOHTPOJIUPYIOIIUX OTCYTCTBHE 3alMChiBaHUS Ha OyMa)kHble HOCHUTe/NN KiIoued U
aTpyuOyTOB AocCTyTIa (TIaposieii) ¥ XpaHeHus1 UX BOM3U 00BEKTOB JIOCTYTIA.

ITonb30BaTe/ b UH(POPMALMOHHOM CHCTEMbI MEPCOHATbHBIX AAHHBIX - JIUILIO,
ydacTBylOlllee B (PYHKIMOHUPOBAHWM UH(POPMALIMOHHOM CHUCTEMbI Te€PCOHAJbHBIX
JIAHHBIX W/ UCTIOJIb3YIOolIee pe3yabTaThl ee hyHKIIMOHUPOBAHUS.

IlpaBuia pasrpaHuveHusi J0CTyna - COBOKYIHOCTb TpPaBWJ/I, perjiaMeHTUPYIOLUX
TrpaBa JoCTyra CyObeKTOB [JoCTyra K 00beKTaM JOCTyTIa.

IlporpaMmmHuas 3akjajgka - KOJ| TIPOrpaMMbl, TpeJlHAMEDEHHO BHECEHHBIN B
MporpaMMy C 1IeJibl0 OCYIIIeCTBUTh YTeUKy, W3MEHUTb, OJIOKMPOBaTb, YHUUTOXXUTh
WHbOPMAIIMI0O WIA YHAUYTOXUTh W MOAUMHUIMPOBATH IPOrpaMMHOE obecrieueHue



MHGOPMAI[MOHHON CHCTeMbI TIepCOHA/ILHBIX JJaHHBIX U (M) GJI0KMpOBaTh arirapaTHbIe
CpeZCTBa.

IIporpammHoe (mporpaMMHO-MaTeMaTU4YecKoe) BO3/leliCTBHE -
HeCaHKLIMOHUPOBaHHOE BO3/IelCTBHE Ha pecypchl aBTOMAaTU3HMPOBAaHHOMU
MH(OPMALIMOHHOW CHUCTeMbl, OCYIIeCTB/AsSIEMOe C MCI0/b30BaHUEM BPEJOHOCHBIX
MpOrpaMM.

PackpbiTHe NMEPCOHAIBHBIX JAHHBIX - YMbILIJIEHHOE WIA C/Iy4allHOe HapylleHue
KOH(HM/IeHIIMa/IbHOCTU MePCOHA/IbHBIX JaHHBIX.

PaCHPOCTpaHeHHe MEPCOHAJIBHBIX JAaHHBIX - ,ZLEI;‘ICTBI/IH, HallpadBJ/IEHHbIE Hd
PaCKpbITHE NTEPCOHAIBHBIX JAHHBIX HEOIIpele/IeHHOMY KPYTY JIULI.
Pecypc uHpopManmMoHHO#i cHcTeMbI - HMEHOBAHHBLIM 3/IeMEHT CHCTEMHOrO,

TIPUK/IAZIHOTO WM afmmapaTHoro obecrieueHusi (yHKI[MOHUPOBAHUS WHGOOPMAaI[MOHHOM
CUCTEMBI.

CHeHI/laJ'ILHbIe KaTeropun ICpPCOHAJBHBIX [JaHHBIX - TI€pCOHa/IbHBIE [1aHHEIE,
Kacarolyecsi pacoBOM, Hal[MOHA/JbHOW TIPUHAAJIe)KHOCTH, TOIUTUYECKUX B3IVIS/IOB,
PEeIUTHO3HBIX WK (GUI0CcoPCKUX YOeXKAeHUM, COCTOSTHUS 3/10POBbSI 1 MHTUMHOM >KU3HHU
cyObeKTa nepCoHabHbIX IaHHBIX.

CpeacrBa BBIYHMCJIUTENbHOM TEXHHMKH - COBOKYIIHOCTb IIPOTPAMMHBIX U TeX-
HUYEeCKUX 3/IeMEeHTOB cucteM 00pabOTKM [JaHHBIX, CIMOCOOHBIX (PYHKIIMOHUPOBATh
CaMOCTOSTE/TbHO WX B COCTaBe JPYTUX CUCTEM.

CyobektT goctyna (cy0bekT) - JIMI0 WIM TIPOLIeCC, MAeMCTBUS KOTOPOro
perjiaMeHTHMPYIOTCS IPaBWIaMU pa3srpaHUYeHUs JOCTyTa.

TexHuuecKnii KAHAT yTeYKH HHPOPMAIUH - COBOKYITHOCTb HOCUTeJISI UH(POpMaLun
(cpeactBa 06paboTKM), pU3HMUeCKOM Cpefibl paclipOCTpaHeHHsI UHPOPMAaTHUBHOTO CUTHasIa
Y Cpe/ICTB, KOTOPLIMHU J00bIBaeTCs 3aluiijaemMasi iHhopMarivsl.

TpancrpanuyHas nepeaadya NEpPCOHAJBHBIX AAHHBIX - Tlepejaua IepCOHA/TBHBIX
JIaHHBIX OmepaTopoM uepe3 'ocygapcTBeHHYI0 rpaHully Poccurickor ®efjepaliiy OpraHy
BJIaCTU HHOCTPAHHOIO TOCYJapCTBa, (PU3UUECKOMY WM IOPUJUYECKOMY  JIULY
VHOCTPaHHOI'0 FOCYZapCTBa.

Yrpo3sl 6e30MacHOCTH MEPCOHANBHBIX JAHHBIX - COBOKYIHOCTHb YC/IOBUM U
(hakTOpOB, CO3/AIIIUX OMAaCHOCTb HECAHKLIMOHMPOBAHHOIO, B TOM YMCJ/Ie CJy4ailHOro,
JIOCTyTIa K TepCOHA/IbHBIM IaHHbIM, pPe3yJ/IbTaTOM KOTOPOTO MOJKET CTaTb YHUUTOXXEHUe,
n3MeHeHUe, 0/IOKMpOBaHUe, KOMMMPOBaHUe, PACIIPOCTPaHeHNe MepPCOHA/BHBIX JaHHBIX, a
TaK)Xe MHBIX HeCAHKLIMOHUPOBAHHBIX AeWCTBUM Mpu ux 06paboTke B MHPOPMALIMOHHOM
cucTeMe MepCOHATbHBIX JaHHBIX.

YHUYTOKEHHE TEePCOHANBHBIX JaHHBIX - [IeMCTBUs, B pe3yJbTaTe KOTOPBIX
CTAHOBUTCS HEBO3MOXXHbIM BOCCTAHOBUTH COJlep)KaHUe TepCOHANbHBIX [JaHHBIX B
MH(pOPMaLMOHHOM CHUCTeMe TepCOHAMbHBIX [JaHHBIX U (WIM) B pe3y/bTaTe KOTOPBIX
YHUUTOXKAOTCSI MaTepuaibHble HOCUTE/IN MepCOHA/IbHBIX IaHHbIX.

YTeuka (3ammmiaemoii) wuUHPOpMAIMM MO TeXHUYECKUM KaHa/jlaM -
HEKOHTPOJIMPYeMOe pacIipoCTpaHeHre WH(OpMaLyyd OT HOCUTeNs 3aljviiaeMou MHQOop-
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Maluyd uepe3 (U3MYECKYI0 Cpefy [0 TeXHUYeCKOro CpefCTBa, OCYLIECTBIISIOLETO
riepexBaT UH(OPMaALIUU.

Vsi3BuMocTh - C71a00CTh B CpeZiCTBax 3allUThl, KOTOPYH MOYKHO UCI0/Ib30BaTh JIJIs
HapyLLUeHHWsI CUCTeMbI WX COZieprKalleics: B Hel MH(opMaLuu.

IlesocTHocTh MH(pOpManuu - CIIOCOOHOCTh CPeJCTBA BLIUMC/IUTEBHOW TeXHUKU
WIA aBTOMAaTU3UPOBAHHOW CHUCTeMbl oOOecrieunMBaTb HEU3MEHHOCTb WH(OpMaly B
YCJIOBUSIX C/Ty4YalHOT'O W/W/U NpeIHaMepPeHHOI 0 UCKaKeHUs (pa3pyLUueHUs).



OBO3HAYEHUSA 1 COKPAILIEHUA

ABC - aHTUBUpYCHBIE Cpe/iCTBa

APM - aBTOMaTH3MPOBaHHOE pabouee MeCTO

BTCC - BcrioMmorareibHble TeXHUYeCKHe CpeJCTBAa U CUCTEMBI
NCII[IH - uHdopMalMoHHasi CMCTeMa MepCOHa/IbHbBIX JaHHBIX
K3 - KoHTpo/Mpyemas 30Ha

JIBC - jioKasibHast BbIYMC/IMTe/IbHAs CeTh

MD3 - MexceTeBOU 3KpaH

HC/I- HeCaHKIJMOHUPOBAHHBIN JOCTYII

OC - onepaljyoHHas cucTeMa

[1/1H - mepcoHasibHbIe JaHHbIe

[IMB - nporpaMMHO-MaTeMaTHUeCKOe BO3/IelCTBHE

1O - nporpaMMHoe obecrieueHre

[TOMUH - nobouHbie 3/1eKTPOMarHUTHbIE U3TyUeHUsT U HaBOAKHU
CA3 - cucrema aHanu3a 3alyILeHHOCTH

C3MU - cpepncTBa 3a1uThl UHGOPMaIMn

C3I1/JH - cucTemMa (Mo crcTeMa) 3al[UThl TePCOHATBHBIX JJAHHBIX
COB - cucrema 06Hapy>KeHUsT BTOP>KEHHM

TKYMU - TexHUueckue KaHajibl yTeuku MHhopMalum

YBII/IH - yrpo3sl 6€301aCHOCTH MepCOHAMBHBIX JAHHBIX



BBEJIEHUE

Hactosijasi  Tlomutvka wHMOpMalMoHHOW  6e3omacHocTd mipd  pabore  C
TIepCOHATLHBIMU JaHHBIMU B AJlallaeBCKOM rOpO/ICKOM TePPUTOPHA/IbHOMN U30UpaTe/IbHOM
Komuccuu (fanee - [TosiMTrka) siByisieTcsi O(QULIMA/IBHBIM JOKYMEHTOM.

[TosvTrKa pa3paboTaHa B COOTBETCTBUM C TPeOOBaHUSIMH, YCTaHOB/IEHHBIMU:

denepanbHbIM - 3aKOHOM  OT  27.07.2006 Ne 149-®3 «O6 wuHpopmaruy,
VMH(MOPMAaI[MOHHBIX TEXHOJIOTUSIX U O 3all[uTe MHMOpMaLun»;

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 152-®3 «O niepcoHanbHbIX JaHHbBIX»;

rioctaHoBieHreM [IpaButenibcTBa Poccurickorn ®@epepanuu ot 01.11.2012 Ne 1119
«O6 yTBepKaeHUH TpeOOBaHWK K 3alllUTe MePCOHANbHBIX JaHHBIX MPH WX 00paboTKe B
VMH(MOPMAaI[MOHHBIX CUCTeMaX MepCOHa/IbHbIX JaHHbIX»;

rioctaHoBsieHreM IIpaBurensctBa Poccuiickon @egeparuu ot 15.09.2008 Ne 687
«O06 yTBepXXZeHUM T0M0KeHHsT 00 0COOeHHOCTSIX 00pabOTKM TepPCOHA/bHBIX AAHHBIX,
OCYIIIeCTB/IIEMOM 6€3 MCTI0/Tb30BaHus CPe/ICTB aBTOMAaTH3aluN»;

rioctaHoBieHueM IIpaButenbcTBa Poccuiickont ®@egepaimu oT 21.03.2012 Ne 211
«O6 yTBep)KAeHWM TiepeuHsi Mep, HalpaB/JieHHbIX Ha o0ecrieueHre BBITIOIHEHUS
o0si3aHHOCTe, TIpefycMOTpeHHbIX PejiepanbHbIM 3aKOHOM «O MepCcoHa/IbHBIX JaHHBIX»
Y TIPUHATBIMU B COOTBETCTBUM C HUM HOPMaTUBHBIMU MPABOBLIMU aKTaMU, OllepaToOpaMH,
SIBJISTFOLLIMMUCS] TOCYJapCTBEHHBIMU WM/TM MyHULIMNA/IbHBIMU OpraHaMu»;

npukazoMm ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yrtepkaeHnn CocTaBa u
COJlep)KaHusl OpPraHM3ALlMOHHBIX M TeXHUYeCKUX Mep Mo obecrieueHUt0 0e30MacHOCTU
TepPCOHANMbHBIX  JAaHHBIX TPU  UX 00paboTke B  HMH(POPMAIMOHHBIX CHCTEMax
MepCOHaTbHBIX TaHHBIX»,

npukazoMm ®CBb Poccun ot 10.07.2014 Ne 378 «O6 yTBep)KJeHHWH COCTaBa M
COJlep)KaHusl OpPraHM3ALlMOHHBIX M TeXHUUeCKUX Mep Mo obecrieueHUto 0e30MacHOCTU
MepPCOHANbHBIX  JAaHHBIX TPU  UX 00paboTke B  HMH(OPMAIIMOHHBIX CHCTEMax
MepPCOHA/IbHbIX JIaHHBIX C UCIO/Ab30BaHUEM CpeJCTB KpUMNTOrpauueckou 3aliuThbl
vHbopMaliy, HeoOXOAWMBIX [Jisi BBITIOJHEHWS YCTAHOB/IEHHBbIX [IpaBUTE/ILCTBOM
Poccuiickoii ®enepaiiuy TpeboBaHMI K 3allUTe TTePCOHA/IBHBIX JAHHBIX /IS KaXK0ro U3
YPOBHEH 3allUALL[€eHHOCTU»;

MeToauuecKUMHM peKOMeHAALUsAMU 110 pa3paboTKe HOPMATHMBHBIX ITPaBOBBIX
aKTOB, OTIpe/e/ISIFOIIUX Yrpo3bl 6e301acHOCTH TePCOHAMbHBIX [JaHHBIX, aKTyaabHbIe TIPU
00paboTKe TepcoHanbHBIX JAHHBIX B WH(POPMAIIMOHHBIX CHUCTeMax I[epPCOHaTbHbIX
JlaHHBIX,  SKCIUTyaTUPYeMbIX TIPpA  OCYIEeCTBA€HWA COOTBETCTBYIOIIUX  BHU/IOB
JleTeNIbHOCTH, yTBepXKAeHHbIMU PyKoBOACTBOM 8 Llentpa ®CB Poccum 31.03.2015 Ne
149/7/2/6-432.

B TIlomutuke orpeznesneHbl TpeboBaHuss K rmepcoHany WMCII[H, cTerneHb
OTBETCTBEHHOCTU TIepCOHA/a, CTPYKTypa W HeOOXOJUMBIM ypOBeHb 3alluIlleHHOCTH,
CTaTyC W [IO/DKHOCTHBbIe 00SI3aHHOCTH COTPY/HUKOB, OTBETCTBEHHBLIX 3a oObecrieueHue
Oe3omacHOCTH  TepcoHanbHBIX  AaHHBIX B VICII[IH  AsjamaeBCKOM  TOPOJCKOM



TepPUTOpHabHON W30MpaTe/ibHOM Komuccuu (fanee — Komuccus).

1. O0mMe 10/I0)KeHUs

Llenbto Hactosireit [TomuTuKY siBisieTcs obecrieueHre 0e30TaCHOCTA OOBEKTOB
3auuThl KoMuccun OT BceX BUJOB yIrpo3, BHEIIHUMX W BHYTPEHHUX, YMBILLIEHHBIX U
HeTpeJHaMepeHHbIX, MUHUMM3alusi yijepba OT BO3MOXHOW pea/iv3alyd yrpo3
6e3onacHoctu [1Jx (YBIIOH).

be3onacHOCTb TepCOHaNBHBIX  JAHHBIX JOCTUTAeTCs MYyTeM  KCK/IOUEeHUSs
HeCaHKLIMOHUPOBAHHOTO, B TOM UHKCJIe CIy4yaliHOTO, AOCTyMa K MepCOHa/NbHbIM JaHHBIM,
pe3y/JbTaTOM KOTOPOTO MOXeT CTaThb YHUUTO)KeHWe, H3MeHeHue, OJ/I0KMpOBaHue,
KOMUPOBaHWE,  paclpoCTpaHeHWe  MepCOHA/NbHBIX  [JaHHbIX, a TakKke  HWHbIX
HeCAHKLIMOHUPOBAHHBIX JIeCTBUM.

WudopMaliiss U CBsi3aHHble C HeW peCcypChl MAO/DKHBI ObITh JOCTYMHBI IS
aBTOPU30BaHHBIX  TOJIb30BaTesied.  JIO/DKHO ~ OCYLLeCTBJISATbCS ~ CBOEBPEMEHHOe
obOHapy»keHUe U pearvpoBaHue Ha Y BIT/IH.

JO/KHO OCYyLeCTB/ATHCS MpeNoTBpalljeHe MNpeJHaMEePeHHbIX WM CIyYalHbIX,
YaCTUUHBIX WM TIOMHbIX HECAHKIIMOHUPOBAHHBIX MOAUMPUKALMA WIU YHUUTOXKEHUsI
JlaHHBIX.

CoctaB 0OBEKTOB 3all[UThl TIpe/CTaBieH B «llepeuHe TMe€pCOHANBHBIX JAaHHBIX,
obpabaTbiBaeMbIX B AJlariaeBCKOW TOPOJCKOM TeppPUTOPUAIBLHOM  U30UpaTe/bHOU
KOMHUCCUM B CBSI3WM C peayn3aryei Ciay>KeOHbIX (TPYZOBBIX) OTHOIIEHWM, a TakKKe
OCYLLEeCTB/IEHUEM T'OCY/JapPCTBEHHBIX (PYHKIUI».

CocraB HUCII[JH noanexawwmx — 3awqudre, npejcraBieH B «[lepeune
MH(MOPMAI[MOHHBIX CHUCTEeM TMepCOHalbHBIX [JaHHbIX B AJiallaeBCKOW TOPO/ICKOM
TePPUTOPHA/ILHOMN N30HpaTe/TbHOM KOMUCCHM».

2. O01acTh ACHCTBUA

TpeboBanusi Hacrosimedd [To/IMTUKKA PaCpPOCTPAHSIOTCS Ha BCeX COTPY/AHUKOB
Komuccun (ITaTHbIX, BpEMEeHHBIX, pa0OTarOIMX M0 KOHTPAKTy W T.[.), a TaKXe BCeX
MpouuXx L] (IOAPSIUMKY, ayIUTOPHI U T.11.).

3. Cucrema 3alUThI NEPCOHA/IBHBIX JAHHBIX

OO6ecnieueHre 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTH:

orpejie/ieHHeM yrpo3 0e30macHOCTH TIePCOHAMBHBIX JJaHHBIX MPU UX 00paboTKe B
MH(POPMALIMOHHBIX CUCTEMaX MePCOHATbHBIX JAHHBIX;

NpYMeHeHHeM OpraHW3al[MOHHBIX MW TeXHUUeCKHX Mep Ti0 obecrieueHuio
6e30MacHOCTH TePCOHANMBHBIX AAHHBIX MPU WX 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMaX
MepCOHANBHBIX [JAHHBIX, HEOOXOAWUMBIX [/ BBINOJHEHUs TpeOOBaHMN K 3aluTe
TEePCOHA/IbHBIX ~ JIJaHHBIX, HCIIOJTHEHWEe KOTOPBIX O00ecrieudBaeT  yCTaHOBJIEHHBIE
ITpaButenscTBOM Poccuiickot defepaliid ypOBHU  3allUIINEHHOCTA T1€PCOHATBHBIX
JAHHBIX;
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IIpUMEHeHueM T[IpoLIe/IlINX B YCTaHOBJIEHHOM IIOPsSi/iKe TIpOLieAypy OLIeHKU
COOTBETCTBUSI CPE/ICTB 3alllUThl MHGOpMaLUY;

OLleHKON 3(eKTUBHOCTU TIPUHMMAaeMbIX Mep 10 obecrieueHHI0 6e30rMacHOCTH
MepCOHA/IbHBIX [I@HHBIX [0 BBOJA B SKCIUTyaTalMl0 HWH(POPMALMOHHOM CHUCTEeMBbI
TepCOHa/bHBIX TaHHBIX;

YUYETOM MalIMHHBIX HOCUTe/IeU MepPCOHA/IbHBIX JaHHBIX;

oOHapyxeHreM (DakTOB HeCaHKLMOHUPOBAHHOTO [OCTyMa K TepCOHaJbHBIM
JJaHHBIM U TIDUHSITHEM Mep, B TOM UMC/ie Mep 1Mo O0OHapy>KeHWI0, MpeynpeKJeHHu0 1
JMUKBUJALMA TOC/EICTBUM KOMIBIOTEDHBIX aTakK Ha WH(OpPMAaLMOHHbIE CUCTEMBI
TepCOHa/bHBIX IaHHBIX Y 110 pearipOBaHUIO Ha KOMITbIOTEPHbBIE UHIUEHTHI B HUX;

BOCCTAaHOBJIEHUEM  TepCOHalbHBIX  JaHHbIX,  MOAUGULMPOBAaHHBIX WU
YHUUTO>KEHHbBIX BCJIe/ICTBHE HeCAHKI[MOHUPOBAHHOIO /I0CTYyTIa K HUM;

yCTaHOBJIEHWEM TIpaBWJI JIOCTyMa K TepCOHa/lbHBIM JIaHHBIM, 0O6pabaThiBaeMbIM B
MHPOPMALIMOHHOM  CHUCTeMe TIepCOHANbHBIX [JlaHHBIX, a Takke obecrieueHreM
pPerucTpanuyM M ydera BCeX [EMCTBUM, COBepLIaeMbIX C TEepPCOHATbHbIMU JaHHBIMUA B
MH(OPMAaIIMOHHOM CUCTeMe MepCOHA/bHbBIX JaHHBIX;

KOHTpPOJIeM 3a TpPUHUMaeMbIMA MepaMd TI0 obecrieueHut0 0e30rMacHOCTH
MepPCOHA/IbHBIX /IaHHBIX W  YPOBHS  3all[MIeHHOCTU WH(MOPMALIMOHHBIX CUCTEM
TepCOHAa/IbHBIX aHHbIX.

CucTtema 3aiUThl epcoHaabHbIX AaHHBIX (C3I1/IH), CTpOUTCS HA OCHOBAHUM:

AKTa BHyTpeHHEeTr0 KOHTPOJISI COOTBETCTBHSI 00pabOTKH MepCOHA/TbHBIX JaHHBIX.

[TepeuHsi mepcoHaNbHBIX [aHHBIX, 0OpabaTbiBaeMbIX B AJiaraeBCKOW TOPOCKOM
TePPUTOPHA/ILHON H30MpaTenbHOM KOMHCCHHM B CBSI3M C peanu3arjiedl Ciay»keOHBbIX
(TPyOBBIX) OTHOLLIEHWH, a TAKXKe OCYLLeCTBJIEHUEM rOCYy/1apCTBEHHbIX (PYHKIUMH;

AKTOB K/1accupuUKalui UHPOPMAaI[MOHHBIX CUCTEM TepCOHATbHBIX IaHHbIX;

Mogenu yrpo3 6e30MacHOCTY MepCOHAMbHBIX JaHHbBIX;

MaTpuiibl JOCTyMa MoJib30BarTesiel K 3aljyiljaeMbIM WH(OPMAaLMOHHBIM pecypcam
NCITH;

PykoBogsimx gokymentoB @CTOK Poccun u @CB Poccum.

Ha ocHOBaHMH 3TUX [JOKYMEHTOB OIpefiefiseTcsi HeoOXOAWMBIA  YPOBEHb
3awmieHHocty 11 kaxmou UCITAH Komuccun. Ha ocHOBaHMM aHanmu3a akTyabHBIX
yrpo3 6e3omnacHocty [1[IH omucaHHoro B Mogenyd yrpos, [enaeTcs 3ak/i0dyeHde O
HEOOXOJMMOCTH  WCIO/Ib30BaHUSI ~ TeXHUUECKUX CPeACTB U OpraHU3aljMOHHBIX
MeporpusitTuii Ay obecrieuenusi Oe3omacHoctu I1/IH. BriOpaHHBIE HeoOXoAWMEBIE
MeporpusiThs oTpaxatoTcs B «CoctaBe Mep 3al[uTbl WHGOPMALMOHHBIX CUCTEM
TepCOHA/IbHBIX JaHHBIX».

HOna WCIIOH pomkeH OBITb COCTaB/ieH CITMCOK WCIIONMb3yeMbIX TeXHUUECKUX
cpeActB 3auuThbl (Hanee - CHUCOK), a TakK >Ke TMPOrpaMMHOr0 obecrieueHus,
yuacTBytoiero B obpabotke I1/1H, Ha Bcex 3nemeHTax MCIT/H:

APM nonn3oBaTenei;

CepBepa npuioKeHUl;
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CYb/[;

['panuus JIBC;

KananoB mepefjaud B ceTd O0OILLero Mo0/ib30BaHUS M (W/IM) MeXIYHapOZHOTO
obOMeHa, eciu o HUM niepeAaroTcs T1/JH.

B 3aBucumocTu ot ypoBHs 3auuiieHHocTd VCIIIH u akTyanbHbIX yrpo3, C3I1/1H
MOXKeT BKJIFOUATh CJ/IeIyIoljie TeXHUYeCcKue Cpe/CTBa:

aHTHBHPYCHbIE Cpe/ICTBa /i/1s1 pabourx CTaHLUi T0/Ib30BaTeseil U CepBepoB;

CpeZCcTBa MeXCeTeBOro SKpaHUPOBaHUS;

CpeZiCTBa KpUINTOrpa(uuecKor 3alUTbl HH(GOPMAaLUK MpY Tepejave 3aljuiiaeMou
VH(pOpMaLK 10 KaHajiaM CBSI3U.

Tak >ke B CIUCOK JO/KHBI OBITH BK/IFOUEHbI (YHKLIMM 3allUThl, 0becrieyrBaeMble
IITaTHBIMU ~ cpefcTBaMu  obpabotku II[IH onepanuoHHbiMu  cuctemamu  (OC),
npukiagubiM [10 U cnienyasbHBIMA KOMIUIEKCAMM, pea/l3yHoLMMU CPefCTBa 3all{vThl.
CriucoK (pyHKLMM 3al{MThl MOXKeT BK/IFOUaTh:

ylpaBsJjieHHe U pasrpaHuueHre JOCTyIIa I10/1b30BaTeslel;

PErucTpaLuio U yueT AerCcTBUM C UHhOopMallvel;

obecrieueHye 11eJI0OCTHOCTH JJaHHbIX;

oOHapy>keHHe BTOP>KeHUH.

CrMCcoK  WUCIIO/B3yeMbIX TeXHWUeCKUX CpeAcTB  oTpaxkaerca B «llnane
MeporpusiTUii 1o  obecrieueHUIO0  3alUThl  TEPCOHA/NbHBIX  AaHHbIX».  CIMCOK
WCIMOJIb3YeMbIX CpPe/CTB [O/DKeH IOALEepPKUBATbCA B akKTyaJbHOM COCTOsHUU. [Ipu
W3MEeHEeHWU COCTaBa TeXHUUeCKUX CpeACTB 3alutbl win 3ieMeHToB UWCIIIH
COOTBETCTBYIOL[ME W3MeHeHUsi [O/DKHbI ObITb BHeceHbl B CIHMCOK M yTBepK/eHbl
nipefcenatrenem  M36uparenbHoli kKomuccud CBepAJiOBCKOM 006/1aCTU WM JIULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3aiuThl [1/1H.

4. TpeooBanus kK noacucremam C3I1Tx

C3I1/Jx Bk/ItOUaeT B cebst crieyroIrue Mo/iCHCTEMBI:

yIIpaBJIeHUs JOCTYIIOM, PETUCTPALIUM U YUeTa;

obecrieueHus1 1[eJIOCTHOCTHU U JOCTYITHOCTH;

AQHTHMBUPYCHOU 3allUThI;

Me)KCeTeBOro 3KpaHWpPOBaHNS;

aHamM3a 3alvIeHHOCTY;

oOHapy>KeHUsI BTOP)KeHUH;

KpUITOrparuecKour 3aliyThI.

[Moacuctembl C3I1/IH uMeIOT pa3inuHbIM (DYHKIMOHAA B 3aBUCUMOCTH OT KJjacca
WCII[IH, ormpegeneHHOT0 B «AKTe KiaaccuduKalu¥d HWH(MOPMAIIMOHHOM CHUCTEMBI
repCcoHanbHbIX AaHHBbIX». CrMCOK cooTBeTcTBUSI QyHKUMM miogcucteM C3II/JH kmaccy
3alMIEHHOCTU Mpe/CTaB/JeH B TeXHAUECKOM 3aJlaHUM MO0 CO3JaHUI0 CHUCTEMBI 3allUThI
vHdopMaluy MHGOPMAaIIMOHHOW CUCTeMBbI MepCOHaTbHBIX JAHHbIX.

[MoacucTema yrpaB/ieHUs JOCTYIIOM, DETUCTDALIUUA U yueTa
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[Togcucrtema ymipaBieHHs AOCTYIOM, PETMCTPALiMM U yyeTa MpeJHa3HauyeHa Jis
peanu3aliuu Cieyroux QyHKIUN:

WAeHTA(UKALIMM ¥ TIPOBEPKU TOJJMHHOCTH CYOBeKTOB [AOCTyIa TpU BXOJe B
NCITH;

W eHTU(PUKALIUM TePMHUHAJIOB, Y3/I0B CETH, KaHA/IOB CBS3U, BHEIITHUX YCTPOWCTB 10
JIOTUYeCKUM MMeHaw;

WJeHTA(UKALMK TIporpaMM, TOMOB, KaTasioroB, (hailjioB, 3arvceid, moJiel 3arvcei
110 UMeHaM;

perucTpaiyy Bxoja (BbiXozia) CyOBEKTOB OCTyIa B CUCTEMY (M3 CUCTEMBI), OO
PEerucTpanuu 3arpy3ku M MHULIMAIU3aLU OllepaliOHHOW CUCTEMBI U ee OCTaHOBa.

pervcTpalnuu MOMbITOK AO0CTyIa MPOrpaMMHBIX CpPeJCTB (MpOorpaMm, MpOLeCCOB,
3a/jay, 3alaHU) K 3alluilaeMbiM (aiiiam;

PErucTpaluu MOMNbITOK [JOCTyMNa MPOrpaMMHBIX CPEJICTB K TepMHHalaM, KaHajiaM
CBsI3U, pOrpaMMaM, TOMaM, KartajaoraMm, ¢aiiiam, 3arucsm, MoJisiM 3arucen.

[MoacucTema yripaB/ieHHs AOCTYIIOM MOXKeT ObITh peajM30BaHa C ITOMOIIBIO
IITaTHBIX cpeficTB 00paboTku [1/]H (omepaiioHHbIX cucTeM, npunoykenuit u CYB/T). Tak
)K€ MOXKeT OBITb BHEPEHO CITelhalbHOe TeXHHUeCKOe CPeACTBO WM MX KOMILIEKC,
OCYILIEeCTB/ISIFOLIMe  JIOTIO/THUTE/IbHble Mepbl 10 ayTeHTU(UKalMd U  KOHTPOJIHO.
Harmpumep, mipuMeHeHWe eJWHbIX XPAHWIWI] YYeTHBIX 3aruced ToJib30BaTe/ied |
perucTpalioHHoM WH(pOpMallUd, WCIO/Ib30BaHHe OMOMETpUUYeCKUX W TeXHUUecKux (C
TOMOIIbIO 3/IEKTPOHHBIX MPOITYCKOB) Mep ayTeHTU(HUKaLUU U [IPYTHX.

[Topcucrema obecneueHus 11eIOCTHOCTU U JJOCTYTHOCTH

[Moacucrema obecrieueHUsT 11€JIOCTHOCTH W [JOCTYITHOCTH TIpeJHa3HaueHa [jis
obecrieueHus 1[eJIOCTHOCTH U JocTyrHocTy [1/1H, TporpaMMHBIX M afrapaTHbIX CPe/CTB
NCIT[In Komuccum, a Tak >Xe CpeJCTB 3alljuThbl, MPU CAyYalHOW WM HaMepeHHOU
MoaubHKaI1H.

[Togcucrema peanu3yeTcss C TOMOLLBIO OpraHu3ald pe3epBHOIO0 KOMMPOBaHUSA
obOpabaThiBaeMbIX [JaHHBIX, a TaK ke pe3epBHUpOBaHKeM K/toueBbix 3jemeHToB CTI/IH.

HOQCHCTEM& aHTHBHQyCHOﬁ 3dINThI

[MogcucremMa aHTUBUPYCHOM  3all[UThl  [pefHa3HaueHa [/ obecreueHus
AHTHMBUPYCHOU 3a1uThl cepeepoB 1 APM nosnb3oBaTtenent UCITIx Komuccun.
CpencTBa aHTMBUPYCHOW 3allUThI MpeJHa3HaueHbl [y peaju3alyy CJieyroLmX
(QYHKLIWN:
pe3n/IeHTHbI aHTUBHUPYCHBIM MOHUTODPUHT;
AHTUBHPYCHOE CKaHUPOBAaHUE;
CKpUNT-0/I0KMPOBaHUE;
L[eHTPa/IN30BaHHOW/yJa/leHHOW YCTaHOBKW/IeMHCTA/I/ISIUNU aHTUBUPYCHOTO
NPOJYKTa, HACTPOMKH, aJMUHUCTPUPOBAHUS, TPOCMOTpa OTUETOB W
CTaThCTHYecKol nH(MOpMaLyy 1o paboTe MPOyKTa;
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aBTOMAaTH3UPOBAHHOTO 0OHOB/IEHUSI aHTUBHUPYCHBIX 0a3;
OrpaHUYeHHs TIpaB [10J/Ib30BaTe/II Ha OCTAaHOBKY WCIIOJIHSIeMbIX 3aZjauy U
M3MeHeHUsl HaCTPOeK aHTUBUPYCHOTO TIPOrPaMMHOTO 0becrieueHus;
aBTOMAaTUUeCKOro 3arycka Herocpe/CTBeHHO rocre 3arpy3Kku
OrneparjuoOHHOU CUCTEMBI.
[Togcucrema peanusyercsi IyTeM BHeApPeHUs CIeLUaJbHOIO aHTHUBUPYCHOTO
TIporpaMMHOTo obecrieueHust Ha Bce 37eMeHThI MCIT/IH.

[Topcucrema MeXCeTeBOr0 3KpaHUPOBaHUS

[TomcuctemMa MeXXCeTeBOTO SKPAHUPOBaHWs TpeJHa3HaueHa /[Jid peajv3alivu
C/1efYHOIIUX (PYHKLIMIA:

(bUIbTpaLU OTKPBITOTO U 3aliMbpoBaHHOTO (3aKpbITOro) IP- Tpaduka;

(¢uYKcalMM BO BHYTPEHHHUX >KypHajaX WMH(OPMAaLUU O MPOXOASIIEM OTKPBITOM U
3akpbITOM IP-Tpaduike;

UeHTU(UKALMU U ayTeHTU(UKALUU aJ[MUHUCTpaTOpa MeXXCeTeBOro 3KpaHa IpHu
€ro JIOKaJIbHbIX 3alipocax Ha J0CTYTI;

pervcrpanuu Bxoja (BbIX0Ja) aJMHUHMCTPATOpPa MEXCETEBOr0 5KpaHa B CUCTEMY
(13 cucTeMbl) MO0 3arpy3Ky U UHULMATU3AL[UM CUCTEMBI U ee TIPOrPaMMHOI0 OCTaHOBa;

KOHTPOJIs1 1]eJIOCTHOCTH CBOeM MporpaMMHOM 1 MH(OPMAal[MOHHOW YacTy;

bunbTpaluM MakeTOB CIy>KeOHBIX TMPOTOKOJIOB, CAYKAIUX [J/s1 JUATHOCTUKU U
yrpaB/ieHusi paboTOM ceTeBbIX yCTPOUCTB;

(UIBTPaLMM C YYETOM BXOZHOIO U BBIXOJHOTO CETEBOT0 MHTep(delica KakK Cpe/iCTBa
TIPOBEPKM MO/I/TMHHOCTU CeTeBbIX a/IpecoB;

pervcTpaluu 1 yueTa 3arpaliiBaeMbIX CePBUCOB MPUK/IAAHOTO YPOBHS;

0/I0OKMpOBaHUsI [IOCTyTa HeWJAeHTU(PUIIMPOBAHHOTO 00bekTa WIM CyObekTa,
MO/JIMHHOCTb KOTOPOTrO TP  ayTeHTH(UKaLM¥ He TOATBepAWIach, METO/aMH,
yCTONYMBBIMU K TIepPEeXBaTy;

KOHTPOJISI 32 CeTeBOM aKTUBHOCTBIO TPUIOXKEeHU U 00Hapy>KeHUsI CeTeBbIX aTak.

[Toacuctema peanu3yeTcss BHe/lpeHHMEM MPOrPaMMHO-alNapaTHbIX KOMIL/IEKCOB
Me)KCeTeBOro SKpaHHupoBaHusi Ha rpaHulle JIBC, kiaccoM He Huxke 4.

HOQCHCTEM& dHd/TK3d 3dlIUAITIEHHOCTH

[MoacucTemMa aHa/iv3a 3allUIeHHOCTH JIO/DKHA 00ecrieunMBaTh — BhISIBJIEHHE
ySI3BUMOCTEMN, CBSI3aHHBIX C ommbOkamu B KoHburypauuu 10 WCII[JH, KOTOpble MOTYT
ObITH MCI0/Ib30BaHbI HAPYIIIWUTE/IEM /I peasn3al[iy aTaki Ha CUCTeMY.

@OyHKIMOHAMT  TIOACUCTEMBI  MOXKET ObITh peanu30BaH TIPOTPaMMHBIMU U
IPOrpaMMHO-arIapaTHbIMU CpeiICTBaMU.

[MoacrcTema 06HAPYKeHWS BTODXKEHUA

[Moacuctema oOHapy)KeHHsI BTOP)KEHMM [IO/DKHa obOecrieurBaTh —BBISIBJIEHHE
ceTeBbIX aTak Ha 3meMeHThl VCII/IH, TIOAK/IIOUEHHBIe K CEeTsSM OOIIero IoJib30BaHUsI U
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(umm) MeXXayHapoAHoro obMeHa.
DyHKI[MOHAM TIOJCUCTEMBI MOXKET OBbITh peajM30BaH IPOrPaMMHBIMH U
TIPOTPaMMHO-aIapaTHBIMU CPe/ICTBAMH.

HOQCHCTEM& K[)HHTOF[)&Q)HQECKOﬁ 3dIINThBI

[Toacucrema kpunTorpaUuecKoM 3aluThl MpejHa3HaueHa Ay uckaouenus HCJ
K 3aiuirjaeMoii nH@opMaumu B UCIT[IH KoMuccuu npu ee repejiaue 0 KaHajlaM CBSI3U
ceTeli 0011[eTO TI0/Tb30BaHUS U (M/IM) MeXXAyHapoAHOro obMeHa.

[ToacucTtemMa peanu3yeTcss MyTeM BHeJpeHUsI KpUNTorpaduuecKux MpOrpamMMHO-
armnapaTHbIX KOMILJIEKCOB.

5. ITonb3oBaTtesn UCII/In

B UCIIJx Komuccuyd MOXHO BbIJ@TUTh CAeAYIOIUe TPYNIMbl IMO/b30BaTesen,
yuacTBYIOIIUX B 00paboTke u xpaHeHnuu [1/1H:
Apnmvunuctpatopsl UCITH;
AmMuHUCTpaTOPBI 6€30TIaCHOCTH;
Omneparopsl APM;
Apmunucrpatopsl cetu UCITIH;
TexHuueckue  CreLUaIUCTbl MO  OOC/AY)KUBaHUIO  MeprdepUiHOro
o0opy/10BaHUSI.
[laHHbIe O rpymnmax IoJib30BaTeNssX, YPOBHE UX JOCTyra U WHGOPMUPOBAHHOCTH
JO/DKHBI OBITh OTpakeHbI B MaTpuile JOCTyra TMO/b30BaTe/iell K 3allyiljaeMbIM
MH(OpPMaIMOHHBIM pecypcam.

AmvunyrctpaTtop UCTTTH

Apvunuctpatop UCII[OH, cotpygHuk Komuccun (Wiv MHOE YMOJTHOMOYEHHOe
JUL0), OTBETCTBEHHbIM 3a HACTPOMKY, BHeapeHwe u corpoBoxzaenue WCIIIH.
ObecnieuriBaeT (YHKIIMOHUPOBaHWE TO/CUCTeMbI yripaBiaeHus: goctyriom WCIIIH u
YIIOJTHOMOYEH OCYILeCTBJ/ATh MpeAoCTaB/ieHue M pas3rpaHhueHue [0CTyrna KOHEeUHOrO
rosib3oBaresis (Onepatopa APM) K 3/eMeHTaM, XpaHSIIUM [epCOoHabHbIe JJaHHbIe.

Apamunauctpatop UCII[IH obsagaeT ciaefyroM YPOBHEM JOCTYTIa U 3HAHUM:

oOmajiaeT MonHOW WH(OpMalell O CUCTEeMHOM W TPUK/IaJHOM TMPOTPaMMHOM
obecneuennu UCII/H;

obmajjaeT 1oMHON wWH(OpMaIMell 0 TeXHUUYECKHUX Cpe/CTBax U KOHGHUTypaLyu
NCITOH;

MMeeT [OCTYNl KO BCeM TeXHUUeCKUM CpeAcTBaM 00paboTku uHbopMaluu u
nanaev CII/TH;

obOmajjaeT TmMpaBaMyd KOH(PUTypHUPOBaHUS U AJMHUHUCTPAaTUBHOM HACTPOUKU
TexHU4eckux cpezncts MCIIIH.

ApmMuHMCcTpaTOp 6€30MacHOCTH
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ApvmunucTpaTtop — 0Oe3omacHocTd, — COTpyAHMK — Komwmccuum (Wi HWHOe
YIOJTHOMOUEHHO€e JIMLI0), OTBEeTCTBEHHbIM 3a (yHKUMOHMpoBaHue C3I1/1H, BK/OUas
oOcmykKuBaHUe U HAaCTPONKY a/IMUHHCTPATHBHOM, CEPBEPHOMN U KITMEHTCKON KOMITOHEHT.

ApamunucTpaTop 6e3omacHOCTH 00/1aZiaeT  CAeAyIOLIMM  YPOBHEM [JOCTyIa |
3HaHUMU:

obmnazaet npaBamu AamuHucTpaTopa MCIT/H;

obnazmaet rmonHoM nHMopmaiueii 06 NCIT/IH;

“MeeT ZIOCTYI K CpeZiCTBaM 3alliuThl MH(OPMALIMM U IPOTOKOJIMPOBAHUS U K
4yacTH KIroueBbix 3jeMeHToB MCIT/IH;

He MMeeT TpaB /I0CTyNa K KOH(PUTYPUPOBAHUIO TeXHUUECKUX CPEeJICTB CETU
3a UCK/IFOYeHUeM KOHTPOJ/IbHBIX (MHCIEKLMOHHBIX).

ApamunHMcTpaTOp 6€30MacHOCTH YTIOTHOMOYEH:

peas30BbIBaTh MOJUTUKKU 0e30TacHOCTH B yacTy HacTpoiiku CK3U, MexxceTeBbIX
9KpPaHOB M CHUCTeM OOHapy)XeHHsl aTak, B COOTBETCTBUM C KOTOPBIMU I10JIb30BaTe/lb
(Oniepatop APM) ronyuaeT BO3MOXXHOCTb paboTats ¢ snemeHTamu MCIT/IH;

OCYLLECTB/ISITh ayJUT CPE/ICTB 3alUThI;

Onepatop APM

Onepatop APM - coTtpygHuk Komuccuu (WM wHOe YIIOJTHOMOUYEHHOEe JULO),
ocymectBisitoiifuii - 06pabotky II1/JH. O6pabotka II[JH BK/IHOYaeT: BO3MOXKHOCTB
npocmotpa [1/JH, pyunoii BBog I1/Jn B cucremy WCII/[H, ¢opMupoBaHue CrHpaBOK U
0TuUeTOB M0 MH(popmaLuu, nonyyeHHor u3 VUCII. OnepaTtop He WMeeT MOJTHOMOYMM /s
yTipaBJieHust MoficicTeMaMy 00paboTky AaHHbIX v C3IT/JH.

Omneparop UCII/[Jx ob/azaeT cyiegyrOIM YPOBHEM AOCTYyTIa U 3HAHUM:

obOnajlaeT BceMM  HeoOXOAUMBIMUA  aTpubyTamMu  (Haripumep,  MapoJiem),
o0ecreunBarIIMMU JOCTYT K HEKOTOPOMY ToMHOKecTBY T1/1H;

pacrioniaraeT KOH(pUJeHL[MaJIbHbIMU JaHHBIMU, K KOTOPBIM UMeeT JOCTYII.

A nvunuctpaTop cet UCTI/TH

Apmvunuctpatop cetm  WCIIOH, corpygHuk  Komwmccun  (umu WHOe
YIIOJITHOMOYEHHOe UL0), OTBETCTBEHHBIU 3a (yHKLIMOHMPOBaHUe
Te/leKOMMYHUKalIMOHHOW mnofcuctembl VCIIJH. AJMWHUCTpaTOp CeTU He UMeeT
TIOJTHOMOYMM [I7Is1 YITPaBJIeHus TIO/ICUCTeMaMU 00pabOTKY JaHHBIX U 6€30MacHOCTH.

ApamuHUCTpaTOp ceTy 006/1aiaeT CieyIOIIM YPOBHEM IOCTYTIa M 3HaHUIA:

obsiaziaeT uyacThio WHGOpPMAMU O CUCTEMHOM U TIPUK/IAJHOM TIPOTPAMMHOM
obecnieuennu UCIIIH;

oOmajjaeT yacThio HMHGOPMALIMM O TEeXHWUECKUX CpeACTBaX U KOH(UTypaLyu
UCIIOx;

uMeeT (U3NUECKUI OCTYI K TEXHUYECKUM CpeZicTBaM 00paboTKu nHbOopMaryu 1
CpeZiCTBaM 3allUThl;

3HaeT, 10 MeHbIlIel Mepe, OJIHO JierajbHOe UMS I0CTYTIa.
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TexHyryecknii crielIMaanCT 1o 06cayKMBaHUIO NieprdepritHoro 060py0BaHNs

TexHUUYeCKUI CIIeLUaUCT TI0 00CTy)KMBaHUIO, COTPyAHMK Komuccuu (Mmm muHoe
YTIOJTHOMOUEHHOE JTHI[0), OCYIIeCTB/IsIeT 00C/Ty)KMBaHHE W HACTPONKY meprdepruitHOro
obopygoBanusi MCII/JH. TexHUuecKWd CreI[UaIMCT TI0 OOC/Iy)KMBaHHUIO He UMeeT
poctymna K I1/IH, He ¥MeeT ITOJITHOMOUWH [/s1 yrpaB/ieHus IoACUCcTeMaMy 00paboTKH
JTAHHBIX 1 0€30TTaCHOCTH.

TexHUUYeCKUI CTeUaNUCT TI0 00C/Ty>KUBAaHUIO 00/a/iaeT CaeyloIUM YPOBHEM
JIOCTyTIa ¥ 3HAHWW:

oOmajilaeT vacThi0 HWH(OPMAIMM O CHCTEMHOM U MPUKIAJHOM TMPOTPaMMHOM
obecnieuennu UCIIIH;

oOmajiaeT yacThtio HMHGOPMALIMM O TEXHWUUECKUX CpeACTBaX U KOHGUTypaLyu
NCITH;

3HaeT, 110 MeHbIIIer Mepe, OJJHO JierajbHOe UM JOCTYyTa.

6. TpeOoBaHMA K MEePCOHATY 1O o0ecrieueHUIO 3amUThI [1/]H

Bce corpymnuku Komwuccumy, sasistoiquecs: monb3oBaressvmu VCIIIH, [0/DKHBI
YeTKO 3HaTh U CTPOTO BBITIO/IHATH YCTAHOB/IEHHbIE TIPaBU/Ia U 0053aHHOCTH TI0 JJOCTYITY K
3al[UIIlaeMbIM 00beKTaM 1 COOJTIO/IeHHI0 TTPUHATOTO peXkuMa 6e3oracHocTu T1/1H.

[Ipu BCTYIIEHWH B JI0/DKHOCTH HOBOT'O COTPYZIHMKA OH JI0/DKeH ObITh 03HaKOMJIeH
C HeoOXOMMbIMH [JOKyMeHTaMH, peryiaMeHTUPYIOIUMH TpeboBaHus 110 3aifuTe [1/]H, a
Takke  oOyueHrWe  HaBbIKaM  BBITIOJIHEHUS  TIPOL[eAYDP,  HEOOXOAWMBIX /st
CaHKL[MOHUPOBAHHOI0 Mcnosb3oBanus UCIT/IH.

COTpyJHUK [O/KeH OBbITh O3HAKOMJ/IEH CO CBelleHUsIMU HacTosiied ITosuTuku,
TIPUHSATBLIX TIpoLieAyp padboTsl ¢ snementamu UCIIH u C3I1H.

CoTpyAHUKH Komuccun, WCTIOJTB3YIOIIHe TeXHAYEeCKHe cpeacTBa
ayTeHTUGUKalMM,  JO/DKHBI  obecrieunBaTh ~ COXPAHHOCTb  WAEHTU(UKATOPOB
(3eKTpoHHBIX Katoueit) u He gomyckaTh HCJ/I K HUM, a Tak ’Ke BO3MO>KHOCThb WX yTepH
WIM  UCIOJIb30BaHUS TpeTbUMHU JiMljaMd. [lonb3oBaTenu HeCyT TePCOHATbHYHO
OTBETCTBEHHOCTD 3a COXPaHHOCTb WAEHTH(UKATOPOB.

Cotpyauuku Komuccuu [O/DKHBI  C/ie[JoBaTh YCTaHOBJEHHBIM —TIPOLieAypaM
nofiiep>kaHus pexkxuMa 6e3oriacHocTu I1/1H nipu BeiOOpe 1 MCI0/Ib30BaHWU TlapoJieit (ec/u
He UCIO0JIb3YIOTCSl TEXHUUeCKUe CpeJiCTBa ayTeHTU(UKALIUN).

Cotpyauuku Komuccuu — [O/DKHBI — 0OecrieumBaTh — HafyieXKalllyr — 3al[UTy
obopyaoBaHusi, ocTaBiasieMoro 0e3 TpucMoTpa, 0CcoOeHHO B TeX Cyd4asiX, Korja B
ToMell[eHue UMeIOT [OCTYIl TOCTOPOHHWe Julja. Bce mMosnb3oBaTenu AO/KHBI 3HATh
TpeboBaHus 1o Ge3omacHocTy [1/]H ¥ Tiporiefyphbl 3al{UThl 000pY/J0BaHMsI, OCTaBJIEHHOTO
6e3 rnpucmoTpa, a Takke CBOM 0053aHHOCTH 110 00ecTieueHH 0 TaKO# 3allUThI.

CoTpyAHMKAaM  3ampelljaeTcsi  yCTaHaBAMBaTh IIOCTOPOHHee  TMpPOTrpamMMHOe
obecrieueHue, TOK/IIOYATh TUUHbIE MOOW/IbHBIE YCTPONCTBA U HOCUTETU WH(MOPMaIUH, a
TakK >Ke 3aluChbiBaTh HAa HUX 3all[UIllaeMyt0 UH(GOPMALIUIO.

CoTpyHMKaM 3aripelliaeTcsi pasrJiaiiaTh 3alljyiljaeMyl0 WH(POpMaI|io, KOoTopas
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CTajla UM U3BeCTHa Tpu paboTe ¢ uHGOPMAI[MOHHBIMU CcHUCTeMaMu Komuccuu, TpeTbuM
JTULaM.

[Tpu pabore c¢ II[Iln B UCII[H cotpyanuku Komuccuu o06si3aHbI 00ecrieunThb
OTCYTCTBHE BO3MOXXHOCTU IpocMoTpa II/JH TpeTbumu mLiaMu ¢ MOHUTOpPoB APM wnu
TepMHHAJIOB.

[Tpu 3aBepiiennu pabotsl ¢ UCTIJH coTpyaHUKH 00si3aHbl 3auuTuTh APM umm
TePMUHA/IbI C TIOMOILBI0 6/IOKMPOBKY K/TFOUOM WK SKBUBAJIEHTHOTO CPeJCTBA KOHTPOJIS,
HaTnpyMep, [OCTYIIOM IO TapoJito, ec/id He WCMO/b3ylHTcsi Oosiee CuIbHBIE CpeZCTBa
3alLUTBI.

Cotpyanuku Komuccuu #o/mKHBI  ObITh  MPOMHGOPMHUPOBAaHbI 00 yrposax
HapylleHust pexxruMa Oe3omacHocTu T1/JH ¥ OTBETCTBEHHOCTH 3a ero HapyiieHue. OHU
JO/DKHBI ObITH O3HAKOMJIEHbI C yTBEpP)KZEHHON (opMabHOM MpoLelypoil HamoKeHUst
JUCLIMIIMHADHBIX ~ B3bICKAHWW Ha COTPYAHUKOB, KOTOpble HApyLIWIA TPUHSTHIE
TIOJIUTUKY U TIpoLieAyphl Oe3omacHocTy T1/]H.

CotpyaHuku obs3aHbI 0e3 rpomeayieHHst coodmmath 060 Bcex HabJIO[aeMbIX WU
Mo/I03pUTeNIbHBIX ciydasx pabotel MCII[H, Moryijux moBieub 3a €000il yrpo3bl
6e3onmacHoctu II/JH, a TakKe O BBISIBJIEHHBIX WMH COOBITHSIX, 3aTparyBaroIIUX
6e3omacHocts [I/lH, pYKOBOACTBY TiOApa3e/ieHusi W JWly, OTBeuarolieMy 3a
HeMe/lJIeHHOe pearvpoBaHre Ha yrpo3bl 6e3omacHocTu T1/1H.

JOo/mKHOCTHBIE 00513aHHOCTH Tionib3oBarteneit UCITIH

Mo/pKkHOCTHBIE 00s13aHHOCTH ToJb3oBarenieli VICIIIH orvcaHbl B CAeAYIONIAX
JIOKyMeHTax:

Nucrpykums agmuauctparopa UCITIH;

WHcTpykius agmuHucTpaTtopa 6e3omacHocty UCTI/IH;

Nuctpykuums nosib3osatesis NCITIH;

WHcTpyKLMs TTob30BaTe st NPy BOSHUKHOBEHWU BHEIUTAaTHBIX CUTYaLUM;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBeTcTBUY O cTaTher 24 PenepanbHOro 3akoHa Poccurickor ®@efepauuu OT
27 nrong 2006 r. Ne 152-@3 «O mnepcoHaibHbIX JaHHBIX» JIULa, BUHOBHBIE B HapYLLIIeHUU
TpeboBaHui faHHOro ezfepasbHOrO 3aKOHA, HECYT TPaKIAHCKYIO, YTOJIOBHYIO,
aIMAHACTPAaTUBHYO, AUCLAIJIMHAPHYO U UHYIO TIpeyCMOTPEHHYH0 3aKOHO/IaTe/IbCTBOM
Poccuiickoun ®efiepaliiyi OTBETCTBEHHOCTb.

HelicTByromjee  3akKoHOZAATeNbCTBO  Poccuiickon — Pefepalud  IMO3BOJISIET
TIpeIbABASATh TpeboBaHHs TI0 obecrieueHWIo Oe30racHOM pabOThI C  3allUIIIAeMOM
vH(bopMalMeli U TipeAyCMaTpyMBaeT OTBETCTBEHHOCThb 3a HapyllleHHWe YCTaHOBJIEHHBIX
rpaBWI 3Kcrutyatatmu OBM u cucTteM, HellpaBOMepHbIN AOCTYIl K UHGbOpPMalUW, eCciu
9T JIeHiCTBUS TIPUBE/IM K YHUUTOXXEHHIO, O/I0KHpOBaHMIO, MoAU(UKalud WHOOPMaIun
WM HapyueHuo pabotel O9BM umm ceteit (ctatbu 272,273 u 274 YronoBHOTO Kofekca
Poccurickon ®@enepanun).
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ApmvunrctpaTtop MCITJH v agMuHMcTpaTop 6€30macHOCTH HEeCyT OTBETCTBEHHOCTh
3a BCe [|eMCTBYs, COBepIIeHHbIe OT UMEeHU UX yUeTHBIX 3alMCcer WIA CUCTeMHBIX YYeTHBIX
3anucel, eciid He J0Ka3aH (PaKT HEeCaHKL[MOHWPOBAHHOI'O WCIIO/Ib30BAHUS YYETHBIX
3anvcen.

[Ipy HapymeHusix coTpygHUKaMu Komuccum — nosib3oBatensmMu VCITIH nipasui,
cBsizaHHBIX C Oe3omacHocTbio [1/IH, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO
JIeUCTBYIOIIMM 3aKOHOAATenbCTBOM Poccurickon ®Denepanuu.

7. CIMCOK HMCIO0/Ih30BaHHBIX HCTOUHUKOB

OCHOBHbIMM HODMAaTHMBHO-TIPAaBOBBIMM W METOAUYECKUMU JOKYMEHTaMH, Ha
KOTOpPBIX Oa3upyeTtcst HacTosimas [ToMTHKa, SIBISFOTCS:

®epnepanbHbid 3aK0H 0T 27.07.2006 r. Ne 152-®3 «O mepcoHanbHBIX [JaHHBIX»,
yCTaHAB/IWBAIOI[MI OCHOBHbIE TPUHIUMNBI W ycioBUs o6paborku I1/JH, TipaBa,
00s13aHHOCTU W OTBETCTBEHHOCTb YYaCTHUKOB OTHOIIIEHWH, CBSI3aHHBIX C 00paboTKoi
I1H.

TpeboBaHMsT K 3amyUTe TepCOHAMBHBIX [JIAHHBIX TIpU WX 00paboTke B
MHGOPMALMOHHBIX CHUCTeMaX TepCOHA/bHBIX /IaHHBIX, YTBEP)K/eHHbIe TIOCTaHOB/IEHHEM
[TpaBuTenbcTBa Poccurickor ®epeparuu ot 01.11.2012 1. Ne 1119.

[Tono>kene 06  0COOEHHOCTSIX ~ 00pabOTKM  TE€PCOHANBHBIX  JJaHHBIX,
ocyIiecTBisieMoM 0e3 HCIO/Ib30BaHWS CPeACTB  aBTOMATH3al[iH, YyTBep)KAeHHOe
rioctaHoBsieHreM IIpaBurenbcrBa Poccurickon ®@epeparuu ot 15.09.2008 r. Ne 687.

HopmaTuBHO-MeToAMUeCKHe JOKYMeHThl ®e/iepaibHOM C1y»KObI TI0 TEXHUUEeCKOMY
U 3KcnepTHOMY KoHTposto Poccuiickor ®Pepepaiuu (ganee — ®CTOK Poccum) mno
obecmieuenuto 6e3omacHocTy I1/JH mipu ux obpabotke B UCIT/IH:

ba3oBasi Mogienb yrpo3 6e301acHOCTH TTePCOHA/IBHBIX JAHHBIX TPH UX 00paboTKe B
MH(GOPMALMOHHBIX CHCTeMaX TepCOHA/IbHBIX [IaHHBIX, YTBEp)K/eHHasi 3aMeCcTUTesleM
mvpekropa @CTOK Poccun 15.02.2008 .

MeTtoauueckuii OKyMeHT. MeTouKa OIleHKH yrpo3 6e30macHOCTH WHGOpMaIWH,
ytBepxxaeHHbI @PCTIK Poccum 05.02.2021 r.

[Mpuka3z ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepxaeHuu TpebGoBaHMii 0
3amuTe WHGOPMAI[MH, He COCTABJSIONIUX TOCYAApCTBEHHYIO TaliHy, COZep’Kallluxcs B
roCy/IapCTBeHHBIX MH(POPMALIMOHHBIX CHCTEMAX».

[Mpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 ytBepxaenun CocTaBa M
COJIep)KaHusl OpPraHM3AlMOHHBIX M TeXHUYEeCKMX Mep T0 obecrieueHHI0 0e30MacHOCTH
MepCoOHaNbHbIX  J@aHHBIX TIPpU WX 00paboTke B MH(POPMAIIMOHHBIX CHCTEMax
TepCOHA/IbHBIX JAaHHBIX».

[Mpuka3z ®PepnepanbHON CayKObI Oe3omacHocTr Poccuiickoii Pefeparuu  OT
10.07.2014 Ne 378 «O6 ytBepxkaennn CocTaBa W COJEp)KaHHUSI OpraHWU3allMOHHBIX U
TeXHAYECKUX Mep TI0 obecrieueHWIO 0e301MaCHOCTU T1€PCOHANBHBIX [AaHHBIX TIPU HX
06paboTke B MH(OPMAIIMOHHBIX CHUCTEMaX IePCOHANBHBIX AAHHBIX C KCIIOb30BaHUEM
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cpeAcTB KpunTorpahyuueckoi 3alfuThl WHGMOPMAI[UH, HeOOXOAUMBIX /i BBITTOTHEHUS
ycTaHoB/ieHHbIX [IpaBuTenbcTBOM Poccuiickoit ®Pepepaiiuu TpebOBaHMM K 3alliUTe
repCOHaTbHBIX IaHHBIX J/Is1 KaXK/IOr0 U3 YPOBHEM 3all[UI[eHHOCTH».

MeToauueckrie peKOMeH/al[uu 10 pa3paboTKe HOPMATHMBHBIX TIPABOBLIX aKTOB,
OTIpefie/ITIONMX YIPO3bl  0e30MacHOCTH TIePCOHA/IbHBIX [IJaHHBIX, aKTya/lbHble TIpU
00paboTKe TepcoHanbHBIX JAaHHBIX B HWH(POPMAIJMOHHBIX CHCTEMax I1ePCOHATbHBIX
JaHHBIX, SKCIUTyaTUPYeMbIX TIpM  OCYLLUECTBJIEHUM  COOTBETCTBYKOILIUMX  BU/OB
JleaTeNlbHOCTH, yTBepKJeHHble pykoBoACTBOM 8 Ilentpa ®CB Poccum 31.03.2015 Ne
149/7/2/6-432.
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