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ITOJIMTUKA
uH(opMaILHOHHOH 0e30MacHOCTH
npu padoTe ¢ NepCcOHATLHBIMH AAHHBIMH
B AKajJileMHUUYeCKOi palOHHOW TeppUTOPHA/IbHON U30UpaTe/TbHOM
Komuccum ropoja Exkarepundypra

OITPEAE/IEHUA

B HacTosilieM [OKyMeHTe WCIO/Mb3YIOTCS Cefyolde TepMUHbl U X
oripe/ie/IeHusl.

ABTOMaTI/I3I/IpOBaHHaﬂ cucremMa - CUCTeéMd, COCTOdllasd U3 HepCOHaJ'[a n
KOMIL/IeKCa Cpe/CTB aBTOMAaTH3al[uM ero JesTelbHOCTH, peanu3ytolas uHbopMa-
[[UOHHYIO T€XHOJIOTHIO BBITTOJIHEHHSI YCTAaHOB/IEHHBIX (DYHKITHM.

AyTreHTHQUKANUS OTHPABUTEJNA [JAHHbIX - IIOATBEp)XIEHWe TOro, uTo
OTITPABUTE/Ib TI0/yUeHHBIX JAHHBIX COOTBETCTBYET 3asiBJIEHHOMY.

be3onacHocTh NEPCOHAJIBHBIX JAHHBbIX - COCTOdHUe 3dlUIIEHHOCTH
MepCOHANbHBIX  JIJaHHBIX, XapaKTepu3yeMoe CIIOCOOHOCTBIO  T10J/Ib30BaTesieH,
TEXHUYECKUX  CpPeJCTB W MH(MOPMAIMOHHBIX  TEXHOJOTMM  00ecreuuThb
KOH(U/IeHIIMATbHOCTb, 1[€/IOCTHOCTb U AOCTYITHOCTh ME€PCOHA/TBHBIX JAHHBIX TPH UX
00paboTKe B MH(POPMAI[MOHHBIX CUCTEMAaX MepCOHAIbHBIX JaHHbIX.

Buomerpuuyeckue nepcoHaabHbIe JaHHbIE - CBeIeHMs, KOTOPhIe XapaKTepus3yroT
¢usrosioruueckre 0cCo6eHHOCTH UesloBeKa U Ha OCHOBE KOTOPBIX MOXKHO YCTaHOBUTh
ero JMYHOCTb, BK/IOUasi gororpaduu, oTreuvaTK IasblieB, 0Opa3 CeTUaTKH rja3a,
0Cc00eHHOCTH CTPOEHUS Tesa U PYryto MoJo0Hy0 nHGOPMaLIUIO.

BJIoKMpoBaHHe MEPCOHAIBHBIX TaHHBIX - BpEMeHHOe TIpekpalijeHre 00paboTKu
TepCOHaMbHBIX /IaHHBIX (32 MCK/IIOUEeHHeM CaydyaeB, ecid oOpaboTka HeoOXoAuma
JJIsl yTOUHEHUS! [TePCOHATbHBIX IaHHBIX).

Bupyc (KOMIbLIOTEPHBI, MPOrPaMMHBIi) - UCTIO/JHSIEMbIA NPOrpaMMHBIA KO/
WA WHTEepIIpeTUpyeMblii Ha0Op WHCTPYKIMM, o6safaromyii CBOWCTBaMUA —He-
CAHKLIMOHUPOBAHHOTO DACMpOCTpaHeHUss U camoBocrpou3BefieHus. Co3/aHHbIe
nyO6nMMKaThl KOMITBIOTEPHOTO BHpPYCa He BCErjja COBIA/al0T C OPUTHHAJIOM, HO CO-
XPaHSIOT CIIOCOOHOCTb K /la/ibHeHIIeMy pacrlpOCTPAHEHHI0 W CaMOBOCIIPOU3Be/ie-
HUIO.

BpenonocHast mporpamma - TIporpaMma, ripeJjHa3HaueHHas [ OCYII[eCTBIeHHs
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HeCAHKLIMOHUPOBAHHOTO [OCTyIa U (W) BO3JEUCTBUS Ha TEpPCOHA/bHbIE JTAHHBIE
WU pecypchl MH(MOPMAaIIMOHHOM CUCTeMbI MepCOHabHBIX JaHHbIX.

BcnomorartejibHbIe TEXHHYECKHE CpeacTBa M CUCTEMbI - TeEXHUUYECKHE Cpe,Z[CTBa
W CHUCTeMbl, He TipeJlHa3HaueHHble MJis Tiepejaud, 00pabOTKM U XpaHeHUs
TepCOHAJIbHBIX [JaHHBIX, yCTaHaB/IWBaeMble COBMECTHO C TEXHUYECKUMU Cpe/iCTBaMU
¥ CHCTeMaMH, TpefHa3HaueHHbIMH MJi1 00pabOTKU MepCOHaIbHBIX JAaHHBIX WA B
MOMeIeHUsIX, B KOTOPBIX YCTaHOBJIEHbI UH(OPMAalLIMOHHbIE CUCTEMbI TTePCOHA/IbHbIX
JIAHHBIX.

JocTyn B ONEpaniMOHHYI0 Cpely KOMIbIOTepa (MHPOPMANMOHHOM CHCTEMbI
MEePCOHANBHBIX JAaHHBIX) - [I0JIyUeHHWe BO3MOXKHOCTU 3allyCKka Ha BbIIOJIHEHKE
IITAaTHBIX KOMaH[, (DYHKIUM, TpoljeJyp OIepaljuoOHHON CHUCTeMbl (YHUUTOXEeHUS,
KOTMPOBaHUs, epeMelLeHNs U T.I1.), UCIOHSIeMbIX (PailiyIoB NMPUK/IaAHBIX TPOrPAMM.

Joctyn k uHpopMamum - BO3MOXKHOCTb TI0ydyeHUs] WH(OpMaluu U ee
WCI10J/1b30BaHus.

3aki1a104HO€e YCTPOICTBO - 7IEMEHT CpeJiCTBa CheMa WH(OpMalii, CKPHITHO
BHe/IpSIeMbIM  (3aK/1a/IbIBaéMbIi WM BHOCUMBIM) B MeCTa BO3MOKHOIO CheMa
mHbopMalyu (B TOM UMC/ie B OrpaXkeHre, KOHCTPYKLMIO, 000py/ZioBaHue, TIpe/IMeThI
VHTepbepa, TPaHCIIOPTHBIE CPeLCTBA, a TaKKe B TeXHWYeCKUe CPefCTBa U CUCTeMBbI
06paboTKy nH(pOpPMAIUH).

Bammmaemass uHpopmamus - UHDOpMaLUs, SBASIONIASCS MPeJMeTOM
COOCTBEHHOCTH U TO/AJIeXalllasl 3aljuTe B COOTBETCTBUU C TPeOOBaHUSIMU MPaBOBBIX
JIOKYMEHTOB WM TpeOOBaHUSIMU, YCTaHAB/IMBaeMbIMU COOCTBEHHUKOM MH(OPMALIUH.

HUnentudukanus - TIPUCBOeHHWe CyObeKTaM U 00BbeKTaM IOCTyma
uaeHTUdUKaTopa U (MIKM) CpaBHeHUe TIPe/IbsB/ISIEMOro UZieHTU(UKATOpa C TiepeuHeM
MIPUCBOEHHBIX UeHTU(HHUKATOPOB.

NupopmaTuBHbIM cUrHAI - 3JJIEKTPUUYECKHWE CUTHA/bl, aKyCTUUYecKue,
3/IeKTPOMAarHuTHble U Jpyrve (u3nyeckye ToJis, M0 MapameTpaM KOTOPbIX MOXKeT
ObITh packpbiTa KoH(pUeHI[ManbHasg uH(OpMalus (TlepcoHanbHbIe AAHHBIE),
obpabaTtbiBaeMasi B TH(GOPMAIJMOHHOM CUCTEMe TTePCOHATbHBIX JaHHbBIX.

HNHpopManHoOHHbIE TEXHOJIOrMM - TIPOIIeCChl, MeTOAbl TIOMCKa, cbopa,
xpaHeHMs1, 00pabOTKH, TIpeIoCTaB/IeHHsI, paClipoCTpaHeHHsT UH(POPMAaLIUU U CITOCOOBI
OCYLLIeCTB/IEHUS TaKMX MPOLIECCOB U METO/IOB.

Nudopmannonnas cucrema nepcoHaabHbIx JaHHbIX (MCIIIH) - COBOKYITHOCTh
cofepkanmxcsi B 0a3ax [JaHHBIX MEePCOHAJBHBIX [JaHHBIX M 00eCreurBaroIuX WX
00paboTKy MH(OPMALIMOHHBIX TEXHOJIOTHUN U TEXHUUECKUX CPeJCTB.

Hcnosib30BaHne MEPCOHAJBHBIX JaHHBIX - JedMcTBUs  (omepanuu) C
MepPCOHA/IbHBIMU [JaHHBIMH, COBepIIaeMble OMEPaTOPOM B LIeJIIX NPUHATUS pPelleHUn
WU COBEpPILIEHHS WHBIX [EeUCTBUM, MOPOXXAAIOIIUX HOpPUAUYECKUe TIOCIe[CTBUS B
OTHOIIIEHNY CyOBeKTa MepCcoHaMbHBIX AAHHBIX WIK JPYTUX JUI] MO0 WHBIM 00pa3oM
3aTparvBarollMX TpaBa U CBOOOAbI CyObeKTa MepCOHaNbHBIX [JaHHBIX WU JAPYTHX
JIALL.
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Hcrounuk yrpo3nl Oe3omacHocTH uHpopMamuum - CyOBeKT JOCTyma,
MaTepyanbHbI 00BEKT WM (GHU3NUECKOoe sB/IeHHE, SIB/ISAIONIAeCS TIPUYHMHON
BO3HUKHOBEHUsI yTPO3bl 0€30MacHOCTH UH(OPMALIUH.

KoHTposiupyemasi 30Ha - TIPOCTPAHCTBO (TEPPUTOPUS, 3[aHWE, YaCTh 3JaHuS,
romeliieHre), B KOTOPOM UCK/IFOUeHO HEKOHTPOJIMpyeMoe rpeObiBaHKe MOCTOPOHHUX
JUL], @ TAK>XKe TPAHCIIOPTHBIX, TEXHUUECKHUX U UHBIX MaTepUa/ibHbIX CPe/ICTB.

KOH(I)H}IGHIIH&J’ILHOCTL MEePCOHAJIBHBIX JAaHHBIX - OGHB&TEHBHOE AJIA
cob/to/ieHrsi  OTepaTopoM WM HWHBIM TOJYUMBIIMM JOCTYNl K TepCOHaIbHbIM
JaHHBIM JMIIOoM TpeOOBaHWe He JOMyCKaTh WX pacrlpocTpaHeHWe 0e3 corjacus
cyObeKTa repCoOHaTbHBIX JAHHBIX WM HaJIMUWsl MHOTO 3aKOHHOT'O OCHOBAHHUSI.

Me:kceTeBoii 3KkpaH - JI0KajbHOe (0O/IHOKOMITOHEHTHOe) WK (PYHKIIMOHA/IbHO--
pacripefie/ieHHOe MNpOorpaMMHOe (MpPOrpaMMHO-arapaTHoe) CPeACTBO (KOMILIEKC),
peanu3yroliee KOHTPO/Ib 3a HH(oOpMalyel, MOCTyrawllerd B HH(POPMALMOHHYHO
CUCTeMY TepCOHA/NbHBIX [aHHBIX U (WIM) BBLIXOASIIENM W3 HWH(POPMAIMOHHOM
CUCTEMBI.

Hapymureapr 0€30MaCHOCTH NEPCOHAIBHBIX MaHHBIX - (U3MUecKoe JUIIO,
C/ly4yallHO WM TpeJHaMepeHHO COBepllarolilee elCTBUS, CJie[[CTBUEM KOTOPBIX
ABJ/IIETCS HapyllleHWe 0e30MaCHOCTH TepCOHaMbHBIX [aHHBIX TIPH UX 00paboTke
TeXHUYEeCKMMHU CPeICTBaMU B MH(OPMAL[MOHHBIX CUCTEMaX MepCOHaIbHbBIX JaHHbIX.

HeaBromaTusupoBannasi o0padoTKa NEPCOHAIBHBLIX JaHHBIX - 00paboTka
MepPCOHA/IbHBIX  JIaHHBIX,  COJEp’)Kall[UXCsi B MH(POPMALIMOHHOM  CHUCTeMe
MepCoHaNbHbIX [JaHHbIX JIMOO W3B/I€UEHHBIX M3 TaKOW CHUCTeMbl, CUMTAeTCs
OCYLL|eCTB/IEHHOU be3 VICTI0J/Ib30BaHUs CpeJiCTB aBTOMaTU3aLun
(HeaBTOMATU3MPOBAHHOW), €C/IM TaKWe [IeWCTBUSI C MepPCOHa/bHBIMU JaHHBIMH, Kak
WCIO/Ib30BaHWe, yTOUHEHWe, paclpoCTpaHeHue, YHUUTOXXeHUe T1ePCOHA/IbHbIX
JAaHHBIX B OTHOIIEHWM KaXKAOTO0 W3 CyOBEKTOB TIepCOHA/IbHBIX [JaHHBIX,
OCYLLIECTBJISIFOTCS TPU HEMOCPECTBEHHOM yYaCTHUX YesI0BeKa.

HenexinapupoBaHHble BO3MOXKHOCTH - (DYHKI[MOHa/JbHbIe BO3MO>XHOCTH
Cpe/ICTB BbIUMC/IATE/TbHOM TeXHUKW, He OMNUCaHHble WM He COOTBETCTBYHOLME
OMUCAHHBIM B JJOKyMeHTAl[1K, MPX MCI0J/Ib30BaHUM KOTOPBIX BO3MOKHO HapyllleHUe
KOHGUIEHITMATLHOCTH, [JOCTYITHOCTU WM 11eJIOCTHOCTU obpabaTbiBaemMol WH-
dbopmaruu.

HecaHKIIMUOHUPOBAHHBIN JAOCTYyNn (HeCAaHKIJMOHMPOBAHHbIE [AEHCTBHS) -
JIOCTYTI K MH(OpMalMy WK JeicTBUs ¢ UH(GOopMaliveld, Hapyllarolijie MpaBuia pas-
rpaHUuUeHUs J0CTyIa C MCIO/b30BaHWEM IITaTHBIX CPE/CTB, IIPeA0CTaB/IsIeMbIX
MHGMOPMaI[MOHHBIMUA CHCTEMaMHU TTepCOHaNbHBIX IaHHBIX.

Hocureans nudopmamuu - pusnueckoe JIMIO0 UM MaTepyuabHbIA 00BEKT, B TOM
yucse (pusnyeckoe mnoJje, B KOTOPOM MH(OPMaLUsl HAXOAUT CBOe OTpaKeHHe B BUJE
CMMBOJIOB, 00pa30B, CWUTHA/lIOB, TEeXHUUECKHWX peIleHuHd ¢  TIPOI[eCCOB,
KOJTMUeCTBEeHHBIX XapaKTepUCTUK (PM3UUeCKUX BeJIMUMH.

O6e3MYMBaHUe MEPCOHATBHBIX JAHHBIX - JEMCTBUS, B pe3y/bTaTe KOTOPbIX
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CTAaHOBUTCSI HEBO3MOXXHBIM 0e3 HCIIO/Ib30BaHUsl JOTIOTHUTeIbHON HHGMOpMaIin
OTIpe/ieJTUTh TIPUHA//IE)KHOCTh TIePCOHANBHBIX JAaHHBIX KOHKDETHOMY CYOBEKTY
TePCOHA/IbHBIX JJaHHBIX.

OGpa6oTka NepPCOHAJNBHBLIX JaHHBIX - JH000e JelicTBue (omepaiys) WU
COBOKYITHOCTb [IeMCTBUM (Omepaijuii), COBeplllaeMbIX C MCIO/Jb30BaHUEM CpEe/ICTB
aBTOMAaTH3allud WA 0e3 WCIO/Mb30BaHUS TaKWX CPEACTB C TepCOHATbHBIMU
NaHHBIMHK, BK/OuUasi cbop, 3ammch, CUCTeMaTU3alvio, HaKOIIeHWe, XpaHeHue,
yTouHeHUe (0OHOB/IeHUe, HW3MeHeHue), H3BjeueHue, WCI0Ib30BaHKe, T[epeauy
(pacmpocTpaHeHue, TIpefjoCTaB/ieHUe, [AOCTYI), oOe3nnurBaHUe, OJIOKUpOBaHUe,
yajieHre, yHUUTOKeHHe TIepCOHA/IbHBIX JaHHBIX.

OO0megocTynHblie NMepcoHaJbHbIE NaHHbIe - [I€PCOHA/IbHbIE [OaHHBIe, JOCTYII
HEOTrPAaHUUEHHOTO Kpyra /Ml K KOTOPBIM TIpe/OCTaB/ieH C COTIJiacusi CyObeKkTa
MepCcoHaNbHbIX [AHHBIX WA Ha KOTOpble B COOTBETCTBUU C (defepasbHbIMU
3aKOHaMH He pacrpocTpaHsieTcsi TpeboBaHUe cOb/Tt0/ieHuUsT KOH(PUAeHLIUaTbHOCTH.

Oneparop  (mepCcOHAJNBHBIX  JAHHBIX) - roCcy/lapCTBeHHbIMN Opras,
MYHUIMTIAIBHBIA OpraH, 1opuudyeckoe uim Gusndeckoe U0, CAMOCTOSTeTbHO WU
COBMECTHO C [JPYIrMMU JIUL[AMU OpraHusywomme u (W) OCYIIeCTB/ISOIHe
00pabOTKy TepCOHa/MbHBIX JaHHBIX, a TakKXKe OIpejessiole Ije 006paboTKu
MepCcoHa/bHBIX JJaHHBIX, COCTaB MepPCOHA/bHBIX JAaHHBIX, MOAJIeXallux obpaboTke,
JlelcTBUS (omepalym), CoBeplllaeMble C TTIepCOHA/IbHBIMU JJaHHBIMHU.

TexHuueckue cpeacrsa HH(l)OpMaHHOHHOﬁ CUCTEMBI NMEPCOHAJTBHBIX JAaHHBIX -
cpeAcTBa BBIUMC/TUTE/TbHOU TeXHUKH, YH($OpPMaLIMOHHO-BLIUNCIUTETbHbIe
KOMIIJIEKChl M CeTH, CpeZiCTBa M CUCTeMbl Tepefaud, rpuema u obpabotku I11H
(cpeactBa ¥ CUCTeMbl 3BYKO3allMCH, 3BYKOYCW/IEHHS, 3BYKOBOCIIPOU3BeZEHMUS,
MeperoBOpHbie U TeeBHU3UOHHbIe  YCTPOWCTBA, CpEACTBAa  W3TOTOBJIEHUS,
TUPAKMPOBaHUS JOKYMEHTOB U ApyTUe TeXHUUeCKre CpeficTBa 00paboTKU peueBow,
rpaduueckou, Buieo- U OykBeHHOLM(POBOI MHPOPMALIMK), POrPaMMHbIe CPeJCTBa
(omepaloHHbIe CHCTeMbI, CUCTeMbI yIpaB/ieHUs: 6a3amMu JaHHbIX U T.I.), CPe/iCTBa
3alMThl UH(POPMaLIUU, TIpUMeHsieMble B MH(OPMAaLIMOHHbIX CUCTeMaX.

Iepexsar (uHpopmamuu) - HeNpaBOMepHOe ToyuyeHUue WH(POpMaluu C
WCTI0/Tb30BaHNEM TeXHUUECKOTO CPe/ICTBA, OCYIIECTB/ISIONIero 0OHapy»KeHre, TIpUeM
1 00pab0TKy MH(POPMATHUBHBIX CUTHAJIOB.

IlepcoHanbHbIe qaHHbIe - Jt00asi MHGPOpPMaLUs, OTHOCALASCS K TIPSIMO WU
KOCBEHHO OIIpe/ieJIeHHOMY WM oripefensieMoMy (usndeckoMy iy (CyOBeKTy
MepPCOHAJIbHBIX JJaHHBIX);

IToOouHbIe 3/1eKTPOMarHUTHbIe H3/TyYeHUsA U HaBO/JKH -
3/IeKTPOMarHUTHbIe W3/IyueHus] TeXHWYeCKHUX CpeACTB 00paboTku 3alluiijaeMoid
mHbopMal1, BO3HUKaIOIMe KakK 0O0UHOoe siBjieHUe U BbI3BaHHbIE 3/IeKTPUUeCKUMU
CUTHa/IaM{, JEeUCTBYIOIIUMHU B UX 3JIEKTPUUECKUX W MarHUTHBIX LIeMsX, a TakKe
3/IeKTPOMarHWTHblE HABOJKM OSTHUX CUTHAJOB Ha TOKOIPOBO/SILIME JIMHUM,
KOHCTPYKI[MH U L€ MUTaHUS.
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IoauTHKA «YHCTOr0 CTOJIA» - KOMIUIEKC OpPraHM3aljUOHHBIX MepPOIPUSTHH,
KOHTPO/IUPYIOIIUX OTCYTCTBUE 3alMChIBaHUS Ha OyMa’KHble HOCUTE/NN K/IHOUer U
aTpubyToB focTyta (raposieit) U XpaHeHus1 X BOJ/IM3M 00BHEKTOB OCTYTIA.

ITonb30BaTenb MHGOPMAIMOHHONW CHUCTEMbl NEPCOHA/IBHBIX JAaHHBIX -
JIMLI0, YyuyacTBylolllee B  (DYHKIMOHUPOBAaHWM HWH(POPMAI[MOHHOM  CHUCTeMbl
TePCOHAJIbHBIX JJAHHBIX WK UCTI0/Ib3YIoIllee pe3y/ibTaThl ee (DyHKIIMOHUPOBAHUSI.

IIpaBuana pasrpaHuYeHus A0CTYIA - COBOKYITHOCTb IIpaBuJI,
perjaMeHTUPYIOIIUX MpaBa JoCTyna CyObeKTOB AOCTyMa K 00beKTaM JoCTyma.

IlporpaMmmHuas 3akjiajgka - KOJ TpPOrpaMMbl, TpeJHaMepeHHO BHECEHHbI B
MporpaMMy C 1ieJibl0 OCYILeCTBUTh yTeuKy, U3MeHUThb, OJOKMPOBaTh, YHUUTOXUTh
vHGMOPMaIIMI0 WIM YHUUTOXKUTb W MOJUGUIMPOBaTh IPOrpaMMHOe obecrieueHue
MHGMOPMAaIMOHHOW CHUCTeMBbI TIePCOHA/IbHBIX AaHHBIX W (WM) OJIOKMpOBATh aria-
paTHbIe Cpe/ICTBa.

ITporpammMHoe (mporpaMmMHo-MaTeMaTH4YecKoe) BO3/leliICTBHE -
HeCAaHKIIMOHUPOBAaHHOe  BO3/leliCTBUe  HA  pecypcbl  aBTOMaTU3HMPOBAHHOU
MH(OPMaI[MOHHOW CUCTEeMbI, OCYI[eCTBJIsieMOe C WCIO/b30BaHWEM BpeJJOHOCHBIX
MpOrpamM.

PackpbiTHe TMEPCOHAJBLHBIX [JaHHBIX - YMBIILUIEHHOE WM C/ly4yaliHOe
HapylleHre KOH(UIeHIMaIbHOCTH MePCOHATbHBIX JaHHBIX.

PacnpOCTpaHeHne MEPCOHAJIBHBIX MAaHHBIX - ,ZLEI‘/JICTBI/IH, HaHpaBJ'IeHHI)Ie Ha
pacKphITUe TepCOoHaIbHbBIX IaHHbIX HeorpeeJieHHOMY KPYTY JIUII.

Pecypc unpopMANMOHHONH cHCTeMBbI - HMMEHOBAHHBLIA 23/7€MEHT CHUCTEeMHOrO,
TIPUKJ/IaHOTO W armapaTHOro obecrieueHust (yHKLMOHMPOBaHUS
MH(OPMAaI[MOHHOW CUCTEMBI.

CHeHHaJILHLIe KaTeropuu nepCoHa/JIbHbLIX HAaHHBIX - HepCOHaJ'[beIe JdHHbIe,
KacaroIuecsi pacoBOM, Hal[MOHA/JbHOW TPUHA/JIe)KHOCTH, MOJUTUUYECKUX B3TJISIZIOB,
PeIMrHo3HbIX WM (unocodckux yOekJeHHi, COCTOSSHUS 3[0POBbs M WHTUMHOU
)KU3HU CyObeKTa MepCcoHaIbHbIX JaHHbIX.

CpencrBa BbIYHCIMTEIbHON TEXHHKH - COBOKYIIHOCThL IIPOrPAMMHBIX U TeX-
HUYEeCKMX 3JIEMEHTOB CHCTeM 00pabOTKU AaHHBIX, CIIOCOOHBIX (YHKI[MOHUPOBATH
CaMOCTOSITEJIbHO W/ B COCTaBe IPYTUX CHUCTEM.

CyobexkT goctyna (cy0bekT) - JIMI0O WIM TPOLIeCC, AeMCTBUS KOTOPOTO
perjiaMeHTHUPYIOTCS TTPaBU/IaMK pa3rpaHUyeHust JOCTyTa.

Texunyecknii KaHajJ yTe4ykd HHPopMaunum - COBOKYIHOCTb HOCHUTE/I WH-
dopMmaiuu (cpeacTBa 00pabOTKM), GU3NUECKOM Cpefibl pacrpocTpaHeHUuss WHQOP-
MaTUBHOTO CUTHaJIa U CPeJICTB, KOTOPLIMU /10ObIBaeTCs 3alliyiljaemMasi UHpopMarusi.

TpaHncrpanu4Has nepeaaya nepcoHaJbHBIX JaHHBIX - [Iepefada IepCOHaIBHBIX
JlaHHBIX oOrepaTopoM uepe3 I'ocyzapcTBeHHYH TpaHMlly Poccuiickout Penepaiiyuu
OpraHy B/IaCTU UHOCTPAHHOTO TOCY/IapCTBa, (PU3NUeCcKOMy WU FOPUAUUECKOMY JTULTY
MHOCTPAHHOI'0 rOCy/1apCTBa.

Yrpo3bl 6e30MacHOCTH MEPCOHATBHBIX JAHHBIX - COBOKYITHOCTb YC/JIOBUM U
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(akTOpoB, CO3JarOL[UX OMAacCHOCTb HECAHKL[MOHWPOBAHHOTO, B TOM 4YHCJIe
C/ly4ailiHOro, J0CTyrna K TePCOHA/JbHBIM JaHHBbIM, pe3y/ibTaTOM KOTOPOTO MOXKeT
CTaTb YHUUTOXKeHWe, u3MeHeHHWe, O/0KMpOBaHHe, KOMMpPOBaHHe, paclpoCTpaHeHue
MepCOHa/bHBIX JaHHBIX, @ TaKKe MHBbIX HECAHKI[MOHHWPOBAHHBLIX JENCTBUM MpU UX
00paboTKe B MH(OPMAIIMOHHOM CCTeMe TlepCOHa/IbHBIX JaHHbIX.

YHUUYTOKEHHE TEPCOHATBHBIX JaHHBIX - JEUCTBUS, B pe3y/bTaTe KOTOPBIX
CTAHOBUTCSI HEBO3MO)KHBIM BOCCTAaHOBUTbH COZiep)KaHUe TepCOHA/bHbIX JaHHBIX B
MH(OPMAILIMOHHOM CHCTeMe TepCOHaNbHBIX JAAHHBLIX U (MM) B pe3y/ibTaTe KOTOPbIX
YHUUTO>Kar0TCsl MaTepUaibHble HOCUTe/TH MepCOHATbHBIX aHHBIX.

YTeuka (3ampuiiaeMon) wuWH(OpMaLUM T0 TeXHUYECKUM KaHa/laM -
HEKOHTPOJIMPYeMO€e pacrpoCTpaHeHHe WH(POpMalMl OT HOCHTess 3allyllaeMoin
uHbopmaluu  depe3  (PU3WUECKyl0 Cpelly [0 TeXHHUYeCKOro  Cpe/iCTBa,
OCYILIeCTBJISIFOLEr0 repexBaT UH(OPMaLIUK.

Ysi3BUMOCTH - (J1a00OCTb B CpeJCcTBaX 3all[uThl, KOTOPYIO MOYKHO MCIOJIb30BaTh
J71s1 HapyIIeHUs1 CUCTeMbI WK CojiepKalllelicsi B Hekl UH(OpMalviu.

IlestocTHOCTH, MHpOPMANUK - CIIOCOOHOCTH CpEe/CTBA BBIUMC/IATENTHHOW TeX-
HUKA WM  aBTOMAaTU3WPOBAHHOM  CUCTeMbl  o0ecrieuMBaTh  HEM3MEHHOCThb
vHboOpMalii B YCJIOBUSIX CAy4yallHOTO W/WIM TpeJHaMepeHHOr0 UCKa)KeHHs
(pa3pyliieHus).



OBbO3HAYEHUSA 1 COKPALLIEHUSA

ABC - aHTUBUPYCHBIE Cpe/iCTBa

APM - aBTOMaTH3MpOBaHHOE pabouee MeCTo

BTCC - BcriomoraresibHble TeXHUUeCKHe CpefCcTBa U CUCTeMbI
WCII[IH - uHdopMalMioHHasi CUCTeMa MepCOHa/IbHBIX JaHHBIX
K3 - KoHTpo/mmpyeMmasi 30Ha

JIBC - y10KasbHas BbIYMC/IUTE/IbHAs CeTh

MD3 - MexxceTeBOM 5KpaH

HC/I- HeCcaHKILIMOHUPOBAHHBIM JOCTYII

OC - onepaLiMOHHas CUCTeMa

[1/]H - mepcoHanbHbIe JaHHbIe

[IMB - nporpaMMHO-MaTeMaTH4eCKOe BO3ZeHNCTBUE

I1O - mporpamMMHOe obecrieueHe

[ISMUH - no6oyHble 371eKTPOMarHUTHbIe U3Ty4YeHHsl ¥ HABOAKU
CA3 - cuctema aHanusa 3allUIIIeHHOCTU

C3WU - cpencTBa 3adThl THGOPMAaLUU

C3I1[H - cuctema (rogcucTeMa) 3alliThl IEPCOHATBLHBIX JaHHBIX
COB - cuctema 06Hapy>KeHHsT BTOPKEHUM

TKYU - TexHuueckue KaHa/ibl yTeUKH MH(POpMaLIUU

YBII[IH - yrpo3bl 6e3011aCHOCTH TT€PCOHAMBHBIX JAHHBIX



BBEJAEHHWE

Hacrosimmias [TomuTtrika wHGOpMalMOHHOM 6e30racHOCTH Tpyu  pabote ¢
MePCOHA/IbHBIMU  1aHHBIMU B AKaZleMUYeCcKOM paliOHHOM TeppUTOpHAaJIbHOU
n3buparenbHOM KoMHCcHM ropoja ExatepuHOypra (manee - ITosuTHKa) SIBIsleTCS
ouLManbHBIM JOKYMEHTOM.

[TosmThKa pa3paboTaHa B COOTBETCTBUM C TPeOOBaHUSIMU, YCTaHOB/IEHHBIMU:

®enepanbHbIM  3akoHOM OT 27.07.2006 Ne 149-®3 «O6 wuHdopmaluy,
VMH(OPMaI[MOHHBIX TEXHOJIOTHSX U O 3alliiTe WH(MOPMaIUn»;

@®egepasibHbiM  3akOHOM OT 27.07.2006 Ne 152-®@3 «O rmepcoHaIbHbIX
AaHHBIX» ;

rioctaHoB/ieHUeM [IpaBurtenbctBa Poccuiickor @egepaiun ot 01.11.2012 Ne
1119 «O6 yTBepkaeHMM TpeOOBaHWI K 3allliTe TePCOHA/NbHBLIX [JaHHBIX TIPU WX
00paboTKe B MTHPOPMAIIMOHHBIX CUCTEMAaX MepCOHA/TbHBIX JAHHbBIX»;

rocraHoB/ieHueM IlpaBuTenbctBa Poccuiickont ®epepaiiuu ot 15.09.2008 Ne
687 «O06 yTBepAeHUM T0/io’KeHUsI 06 ocobeHHOCTsIX 00pabOTKU TiepCOHATbHBIX
JAHHBIX, OCYIIeCTB/IsIeMOM 0e3 UCI0/Tb30BaHUsI CPeJICTB aBTOMATH3aL[UN»;

nocrtaHoByieHneM [IpaButensctBa Poccuiickor ®epepaumm ot 21.03.2012 Ne
211 «O6 yTBepkZieHUU TiepeuHsi Mep, HallpaB/IeHHBIX Ha oOecrieueHuHe BBITTOTHEHNS
o0s13aHHOCTEH, TpeAyCcMOTpeHHbIX defepa/bHBIM 3aKOHOM «O  TIepCOHa/IbHBIX
JTaHHBIX» W MIPUHSTHIMU B COOTBETCTBHMH C HUM HOPMaTHMBHBIMM MPAaBOBBIMM aKTaMHU,
ormepaTopaMH,  SIB/SIFOIIUMMCS ~ TOCYJJapCTBEHHbIMU WM MYHUIUIA/JIbHBIMU
OpraHammn»;

npukazom @CTIK Poccuu ot 18.02.2013 Ne 21 «O6 yTBepkaenuu CoctaBa u
CO/Iep’KaHusT OpraHW3al[MOHHBIX U TEXHUUECKUX Mep 1o obecrieueHH0 6e301acHOCTH
TepPCOHAMBbHBIX JIaHHBIX TIpU UX 00paboTKe B WHGMOOPMAILMOHHBIX CHCTEMax
NepCOHA/IbHBIX TaHHBIX»,

npukazoMm ®@CB Poccun ot 10.07.2014 Ne 378 «O6 yTBepKAeHUH COCTaBa U
CO/Iep’KaHusT OpraHU3al[MOHHBIX U TEXHUUECKUX Mep 1o obecrieueHH0 6e3011acHOCTH
MepPCOHAMBbHBIX JIaHHBIX TIpU UX 00paboTKe B WHGMOOPMAILMOHHBIX CHCTEMax
MepPCOHA/bHBIX JJaHHBIX C HWCIO/b30BaHWEM CPeCTB KPUIITOrpa(uuecKou 3allUThl
vHbopMaly, HeoOXOJUMBIX i BBITIOJIHEHUS YCTAaHOBJEHHbIX [IpaBUTETHLCTBOM
Poccwuiickoii @epnepaiivivi TpeOOBaHHM K 3all[Te TTePCOHATBHBIX JaHHBIX A1 KaXKI0Tr0
Y3 YPOBHEM 3alUILIeHHOCTI»;

MeToauuecKUMH peKOMEeHAAUSIMU 10 pa3paboTKe HOPMAaTHBHBIX TPAaBOBBIX
aKTOB, OTpe/ie/ISFOLIMX YIPo3bl 6e30MMacCHOCTU MepCOHATBHBIX JaHHBIX, aKTyasbHbIe
npu 00paboTKe mMepCOHA/NbHBIX [aHHBIX B  MH(OPMALIMOHHBIX  CHUCTeMax
MepPCOHAJIbHBIX [TaHHBIX, SKCIUTyaTUPYeMbIX TIPU OCYLeCTBJIeHUH COOTBETCTBYIOLIUX
BU/IOB [IeSIT€/IbHOCTU, YTBepPXKAeHHbIMU pyKoBoJcTBOM 8 Llentpa ®CBb Poccuu
31.03.2015 Ne 149/7/2/6-432.

B Tlomutuke ormpezneneHbl TpeboBanuss K repcoHany WCII[H, cTerneHb
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OTBETCTBEHHOCTH TIepCOHasa, CTPYKTypa U HeoOXOAWMbBIN YpOBeHb 3allUIeHHOCTH,
CTaTyC U JO/DKHOCTHbIe 00S13aHHOCTH COTPYJHUKOB, OTBETCTBEHHBIX 3a obecrieueHre
6e3omacHOCTU TiepcoHanbHBIX JaHHbIX B WCIIJH AkaseMuyeckoid palioHHOM
TeppUTOpHaNbHONM H30UpaTebHOM KOMHCCHMU Topoja EkaTepunOypra (manee —
Komuccus).

1. O01He mo/I0KeHust

Ienbto HacTositel [TomuTruku siBisieTcss obecrieueHre 6e30MacHOCTA 0ObEKTOB
3aiuThl KoMuccuu oT Bcex BUJIOB YIPO3, BHEIIHUX U BHYTPEHHUX, YMbIILIJIEHHBIX U
HeTlpeJHaMepeHHbIX, MUHUMM3aIUs yirjepba OT BO3MOKHOW peasiv3alldd yTrpo3
6e3onacHoctu [1/J1 (YBIT/IH).

be3onacHOCTb MepCOHANbHBIX [JaHHBIX [JOCTHUTaeTCsl MyTeM HWCKIHYeHUs
HeCaHKIIMOHUPOBAHHOTO, B TOM 4YHC/e CIy4yallHOTO, [JOCTyNa K MepCOHaTbHbIM
JaHHBIM, pe3y/bTaTOM KOTOPOI'O MOXXeT CTaTb YHUUTOXXeHWe, U3MeHeHUe,
6/10KMpOBaHKe, KOMMMPOBaHHe, PaCIPOCTPaHeHUe TMePCOHAMbHBIX JAHHBIX, a TaKXKe
VHBbIX HECAHKI[MOHMPOBAHHBIX 1€MCTBUM.

WHdopMmaiiusi ¥ CBs3aHHble C Hel pecypchl AO/DKHBI ObITh AOCTYIHBI IS
aBTOPU30BaHHBIX TI0Jib30BaTesieid. [Io/DKHO  OCYIIeCTB/STbCS  CBOEBPEMEHHOe
obOHapy>keHHe 1 pearupoBaHre Ha Y BIT/IH.

[To/DKHO ~ OCYILeCTB/IATbCS  TIpeZioTBpallieHWe  MpeJHaMepeHHbIX WU
C/Ty4YaliHbIX, UaCTUYHBIX WM TIOMHBIX HEeCAHKI[MOHUPOBAHHBIX MOAUbUKAIUN WIn
YHUUTOKEHUS JaHHBIX.

CocTtaB 00BEKTOB 3all[UTHI MIpe/icTaB/ieH B «[lepeuHe mepcoHaNbHBIX JAaHHBIX,
obpabaTbiBaeMbIX B AKaJ[eMAUeCKOW palilOHHOW TeppHUTOpHAIbHOM H30HpaTebHOM
KoMHCCHM Topofia EkaTepuHOypra B CBA3UW C peasv3aliyeil Cy»KeOHBIX (TPY/[OBBIX)
OTHOIIIEHUH, a TaK>XKe OCYIIleCTBIeHUeM IrOCy/IJapCTBeHHBIX (PYHKITUI».

Cocrap MUCII[H nopnexamux 3amjudre, T1peacraBieH B «llepeune
MH(OPMAIIMOHHBIX CHUCTEeM IlepCOHaNbHBIX JaHHbIX B AKaJeMUueCcKouW palioHHOM
TeppUTOpHaIbHON N30MpaTenbHON KOMUCCHY ropo/ia EkaTepuHOypra».

2. O61aCcTh IeHCTBUSA

TpeboBanust HacTosieid IToJTUTUKY pacIpOCTPAHSIFOTCS Ha BCEX COTPY/IHUKOB
Komuccun (1ITaTHBIX, BpeMEHHBIX, pa00TaloI[UX 110 KOHTPAKTY M T.I1.), a TaKXKe BCeX
MpOYUX JnL (TTIOAPSAUMKY, ayAUTOPHI U T.I1.).

3. CucremMa 3alUThI IePCOHA/IBHBIX AAHHbBIX

ObecrieueHrie  6e30MMaCHOCTU TIEPCOHA/IBHBIX [JaHHBIX [JIOCTUTAeTCs, B
YaCTHOCTU:

orpezie/ieHHeM yrpo3 6e30MacHOCTH T€PCOHANBHBIX JIaHHBIX TIPU  MX
00paboTKe B MHPOPMAIJMOHHBIX CUCTEMAaX MepCOHA/IbHBIX JAHHBIX;

TIpUMeHeHWeM OpraHU3al[MOHHBIX M TEeXHWYeCKMX Mep I0 obecrieueHHo
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6e3011acCHOCTA TTePCOHABHBIX MAAHHBIX TIPU WX 00paboTke B WH(OPMAI[MOHHBIX
CHCTeMax TIepCOHA/IbHBIX JaHHBIX, HEOOXOAWMBIX [JisI BBITIOJIHEHUs TpeOOBaHWM K
3al[UTe  TePCOHA/MBHBIX  JIaHHBIX, MCIIOJHEHWe  KOTOpbIX  obecrieunBaer
ycTaHoB/ieHHble [IpaBuTenbctBoM Poccuiickori @eziepaliui YPOBHU 3all[UII[€HHOCTH
NepCOHA/IbHBIX [JaHHBIX;

TpYMMEeHeHreM MpOoLIeNX B YCTAHOB/IEHHOM IIOpsiiKe TIPOLeypy OL|€HKU
COOTBETCTBUSI CPE/ICTB 3alllUThl MH(MOPMaIUY;

oLieHKOH 3(pPeKTUBHOCTH TIPUHUMAeMbIX Mep Mo obecrieueHHI0 6e30MmacHOCTH
MepPCOHA/IbHBIX JaHHBIX [0 BBOJa B 3KCIUIyaTalMl0 MH(OPMALMOHHOW CHUCTEMBI
TIepCOHA/IbHBIX [JaHHBIX;

YUYETOM MallMHHBIX HOCUTE/IeN MepCOHA/IbHBIX JaHHBIX;

obHapykeHHeM (aKTOB HeCAHKIJMOHHPOBAHHOTO [OCTYIa K IepPCOHATbHBIM
JAHHBIM U TIPUHATHEM Mep, B TOM UKCJIe Mep 110 00HapY>KeHHUI0, TIPeAyTIPEKIeHUIO 1
JIMKBUJIALIUUA TIOC/Ie[ICTBUM KOMITBIOTEPHBIX aTaK Ha WHGOpPMal[MOHHbIE CHUCTEMbI
TepCOHA/IbHBIX JAHHBIX Y 110 PearipOBAHUIO Ha KOMITbIOTEPHBIE UHIU/EHTHI B HUX;

BOCCTAHOB/IEHMEM  TE€PCOHA/bHBIX  [AHHBIX, MOJU(UIIMPOBAHHBIX  WJIU
YHUUTOXXEHHBIX BC/IeCTBHE HECAHKLIMOHUPOBAHHOTO AOCTYIIA K HUM;

yCTaHOBJIEHWEM ITPaBHJI [IOCTYTIA K TIePCOHA/ILHBIM JJaHHBIM, 00pabaTbiBaeMbIM
B HMH(OPMAI[MOHHOW CHCTEMe IePCOHAMbHBIX MJAHHBIX, a TakKke obecrieueHHeM
PEruCTpaly U yueTa BCeX JeMCTBUM, COBepIlIaeMbIX C MePCOHATBHBIMU JJaHHBIMU B
MH(}OPMaI[MOHHOW CHCTeMe TepCOHA/IbHBIX JJaHHbIX;

KOHTPOJIeM 3a TNpHHUMaeMbIMU MepamMH Mo obecrieueHHIo 6e30IacHOCTU
MepCOHA/bHBIX [JAHHBIX W YPOBHS 3allUIEHHOCTH WH(OPMALIMOHHBIX CUCTEM
TepCOHA/IbHBIX JAaHHBIX.

CucTema 3aluThI IepCcoHambHbIX AaHHbIX (C3I1IH), CTPOMTCSA HA OCHOBAHUM:

AKTa BHYTpPEHHero KOHTPOJSI COOTBETCTBUSI 0OpabOTKH TiepCOHA/TbHBIX
JJaHHBIX.

[TepeuHsi TIepCOHA/NLHBIX [JAHHBIX, 00OpabaTbiBaeMbIX B AKaJeMHUUYeCKOU
pPalioHHOIW TeppUTOpHAIbHOM H30MpaTenbHOM KoMHCCHMU ropoga EkatepuHOypra B
CBS3M C peanu3aiiedd  CIy>keOHbIX  (TPYZOBBIX) OTHOIIEHHWH, a  TakkKe
OCYILeCTB/IEHMEM TOCyAapCTBeHHbIX (QYHKLIWN;

AKTOB K/1accu(uKalii UH(POPMAaI[MOHHBIX CUCTEM TTepCOHAIbHBIX JJaHHbIX;

Mojermu yrpo3 6e301acHOCTH TIePCOHATbHBIX JaHHbIX;

MaTpuibl [OCTyra T0/b30BaTe/led K 3aluiaeMbiM  UH(POPMALMOHHBIM
pecypcam UCII/IH;

PykoBogsimx gokymeHToB @CTIK Poccun u @Ch Poccuu.

Ha ocHOBaHWU 3THX [JOKYMEHTOB OTMpeZiesisieTcsi HeoOXOJUMbIM yPOBeHb
saumiieHHocty  [1In kaxpou MWCII[H Komuccuu. Ha ocHoOBaHuM aHaiv3a
aKTyanbHBIX yrpo3 Oe3omacHoctu II/IH ormicaHHoro B Mogenu yrpos, AeraeTcs
3aK/l0UeHne O HeoOXOAMMOCTHM WCIO/b30BaHUS TEeXHUUECKUX CpPeACTB U
OpraHU3aIMOHHBIX MEPONPUITUl it obecrieueHus 6e3omacHocty I1/1H. BeiOpaHHbIe
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HeoOXo[WMble ~ MepOMpHUATHs  oTpakatoTcsi B «CocTaBe  Mep  3alllUThI
MH(MOPMAaI[MOHHBIX CUCTEM MepPCOHAMbHBIX JAHHBIX».

IOns NCITJH fo/mkeH OBITH COCTaB/IeH CIMCOK HCIIOJ/Ib3YeMbIX TeXHHUEeCKHX
cpeacTB 3auuThl (mamee - CIMCOK), a TakKe TPOrpaMMHOr0O obecrieyeHus,
y4JacTBytoiiero B o6pabotke I1/1H, Ha Bcex a/emeHTax VICIT/IH:

APM nonn3oBareneu;

CepBepa NpuiOKeHNH;

CYB/;

['panuiel JIBC;

KaHanoB nepesauu B ceTH 0OIero moJjib30BaHusl U (MIM) MeXAyHapOAHOIO
obOMeHa, eciv 110 HUM TiepeaaroTcs [1/1H.

B 3aBucumocté ot ypoBHsA 3aituineHHOCTU VICII[JH U akTyaJbHBIX YIpo3,
C3IIJH MOyKeT BK/ItOUaTh Cae[yroLhe TeXHUYeCcKie cpeCTBa:

AHTUBUPYCHBIE CPeJICTBA /11 paOOUNX CTaHI[WH ITOIb30BaTe el M CEpBEPOB;

Cpe/CTBa Me)XCeTeBOro 3KpaHWpPOBaHVs;

cpeficTBa KpunTorpaguueckol 3amuThl HH(OpPMaLMKd TIpU  1Mepejaye
3alMilaeMoi “HGOpPMalUM M0 KaHajlaM CBSI3U.

Tak ke B CIIHCOK [O/DKHbI ObITh BK/IIOUEHBI (PYHKIMU  3aIllUTHI,
obecrieuriBaeMble INTAaTHBIMHA CpeAcTBaMH 00pabotku [I/IH  oreparroHHBIMU
cucteMmamu  (OC), npuknagubiM [I0 ¥ crieluaJbHBIMM  KOMIJIEKCAMU,
peanu3yrIUMU CpecTBa 3aliuThl. CriMCOK (DYHKIMM 3alUThl MOXKET BKJTFOUATh:

ynpaB/ieHWe U pa3rpaHruYeHre JOCTYIIa Mo/b30BaTenew;

PerucTpaluio U yueT AeHNCTBUM C uH(hopMalieu;

obecrieueHue 11€JI0CTHOCTH JIaHHBIX;

oOHapy)keHHe BTOP>KeHUH.

CnycoK WUCIoJib3yeMbIX TeXHUUeCKUX CpeAcTB oTpaxkaercsi B «[lnane
MEpPOTIPUSATUIA TI0 00ecreueHWI0 3alliThl TI€PCOHANbHBIX AaHHBIX». CIHMCOK
WCI0JIb3YEeMbIX CPEZCTB [OJDKEeH TOJJepXKUBaThbCsl B aKTya/bHOM COCTOSIHUM. [lpu
W3MEHEeHUW COCTaBa TeXHUUYECKUX CpeACcTB 3aiuTbl unu 3jemeHToB WCIIIH
COOTBETCTBYIOIIIe U3MeHEeHUs] J0/DKHbI ObITh BHeceHbl B CIMCOK U YTBEP)KIeHbI
nipefcefatesieM M36upatenbHoit Komuccurd CBepzjiOBCKOM 00/1aCTH WK JIUL[OM,
OTBETCTBEHHBIM 3a obecrieueHue 3amuThl [1/]H.

4. Tpeb6oBanus K nogcucremam C3I1/{xn

C3TI1/n BK/IrOUaeT B cebsi ceytoliye Mo/iCUCTeMBbI:
yTpaB/ieHUs! 10CTYTIOM, PETUCTPaLMU U YUeTa;
obecriedyeHus 1[e/IOCTHOCTH U IOCTYITHOCTY;
QHTUBHUPYCHOU 3allUThI;

Me)KCeTeBOro SKpaHUPOBaHUS;

aHanu3a 3alyIeHHOCTH;

oOHapy>KeHUs] BTOPKeHHH;
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KPUIITOrpaUueCcKoi 3alUThl.

[Mogcucrembl C3IIJH WMeIOT pa3MWuHbIA (PYHKIMOHAA B 3aBUCHMOCTU OT
ki1acca WCII[JH, ompefeneHHOro B «AKTe KaacCU(PUKaLUMM HH(OPMAaLMOHHOW
CUCTEMbI TEPCOHAMBHBIX JaHHbIX». CHIHUCOK COOTBETCTBUSI (YHKLMU MOJCHUCTEM
C3IIJH Knaccy 3allUIeHHOCTH Tpe/CTaB/ieH B TEXHUUYeCKOM 3ajlaHUM 110 CO34aHUI0
CUCTeMbI 3alUThl UHPOPMaLMU UH(POPMALIMOHHOW CUCTeMbI ITePCOHA/bHBIX JaHHbIX.

[ToacucremMa ynpaBieHMs JOCTYIIOM, PETMCTPALMM M yyeTa

ITogcucrema yripaB/ieHUst [OCTYIIOM, PerucTpaliid M ydyeTa IpeJHa3HaueHa
J/1s1 peasiu3aliuM CieAyIOmX (QyHKIIWM:

uZieHTU(PUKaAIIUM U TIPOBEPKU TIOJ/IMHHOCTH CyOBeKTOB ZOCTYTa MpHU BXOjie B
NCILOx;

WJeHTU(GUKalUM TepMUHAJIOB, Y3/I0B CEeTH, KaHa/lOB CBSi3W, BHEIHUX
YCTPOMCTB M0 JIOTUYeCKUM UMeHaM;

WJleHTU(UKAL[MM TIporpaMM, TOMOB, KaTajoroB, (aiyioB, 3amuvceid, Toseu
3arMcen 1o MMeHawm;

pervcrpaiyy Bxofa (BbIXozia) CyOBEKTOB JOCTyIa B CHUCTeMY (W3 CHCTEMBI),
b0 pervcTpanyy 3arpy3Kyd ¥ WHUI[MATA3alUM  OTepaljuOHHOM CHUCTEMBbI W ee
OCTaHOBaA.

perucTpaluy TOMBbITOK JOCTyna TIpOrpaMMHBIX CpeJCTB  (Mporpamm,
TIPOLIeCCOB, 3a/1ay, 3aZlaHuii) K 3all[uIllaeMbIM (aiiiam;

PEruCTpaluy TIOMBITOK [OCTyIa TPOTPaMMHBIX CpPeACTB K TepMHUHasaM,
KaHajiaM CBsI34, TIporpaMmam, ToMaM, KaTajioram, (aiijiam, 3aricsm, MoJisiM 3armucei.

[TogcucTemMa yIipaBeHUsT JOCTYIIOM MOJKET OBITh peasii30BaHa C ITOMOII[bIO
IITaTHBIX CpecTB 00paboTku I1/]H (oreparoHHbIX crcTeM, npunokeHud u CYB/T).
Tak ke MoeT OBITb BHEAPEHO CreluaJbHOe TeXHWYeCKOe CpPeJCTBO WM UX
KOMILJIEKC, OCYILeCTBJISIFOLIME [IOTIOJIHUTe/IbHbIe Mepbl MO0 ayTeHTU(hUKALUu U
KOHTponto. Hanpumep, mnpuMeHeHWe e[WHBIX XPaHWIWIL YYeTHBbIX 3aruceu
T0J/Ib30BaTe/Iel U perucTpaijoHHoN UH(GopMalluy, UCII0b30BaHe OMOMeTpPUUeCKHX
MU TeXHUUeCKuX (C TMOMOIIbI0 3/eKTPOHHBIX MPOMYCKOB) Mep ayTeHTU(hHUKALUU U

NPYTUX.

[Toacucrema obecrieyeHust NEeJIOCTHOCTHU U JOCTYIIHOCTHU

[Moacucrema obecrieueHusi 11eJIOCTHOCTA M JIOCTYITHOCTH TIpeJHa3HaueHa Jyist
obecrieueHursi 1|eJIOCTHOCTU W JocTynmHOCTU [I/IH, MporpaMMHBIX M armapaTHbIX
cpeactBe UCITOx Komwmccuu, a Tak ke CpefCTB 3allUThbl, NPU CIy4aullHOM WU
HaMepeHHOW MoIU(HKAI1H.

ITopcrcTeMa peanusyeTcs C ITOMOLLBIO OpraHyU3aliii pe3epBHOr0 KOIMUPOBAHUS
oOpabaThiBaeMbIX [JaHHBIX, a TaK >k pe3epBHPOBAHHWEM K/IHOUEBBIX 3/1€eMEHTOB
NCIIIH.

ITogcucTeMa aHTUBUPYCHOM 3allIMThI
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[TogcucteMa aHTUBUPYCHOM 3allliThl TIpeAHa3HaueHa [ obecreueHUs
aHTUBHPYCHOM 3aiiuThl cepBepoB 1 APM nons3oBareneit MCITJx Komuccun.

CpencTtBa aHTUBUDYCHOM  3alliUThl  [peAHA3HAueHbl [Jii  peanr3alyu
creAyrommx QyHKIWN:

pe3u/IeHTHbIM aHTUBUPYCHbIM MOHHUTOPUHT;

AHTUBUPYCHOE CKAHWPOBAHUE;

CKpPUNT-0/IOKUPOBaHUE;

L|eHTPa/IM30BaHHOMW/yAa/IeHHOM yCTaHOBKU/[I€WHCTa/L/ISILIUU
AHTUBUPYCHOTO  TIPOAYKTa,  HACTPOWKW,  aJMUHUCTPUPOBaHUS,
MPOCMOTPa OTYETOB W CTaTHUCTHMYeCKOW uH(opMalu 10 pabore
TIPOJIyKTa;

aBTOMaTU3UPOBAHHOTO OOHOB/IEHHSI aHTUBUPYCHBIX 0as3;
OTrpaHUYeHUs IIpaB M0/1b30BaTe/iss Ha OCTAHOBKY UCIIOJIHAEMBIX 3a/1a4 U
M3MeHeHUsI HACTPOeK aHTUBUPYCHOTO IMPOrPaMMHOT0 00ecTieueHus;
aBTOMaTUYeCKOro  3allyCcka HeloCpeCTBeHHO [0Cje  3arpy3ku
OMnepalMOHHON CUCTEMBI.
ITogcucrema peanusyercs MyTeM BHeJpeHUs CIIeliMajbHOTO aHTUBUPYCHOIO
MIPOrpaMMHOT0 obecrieueHus Ha Bce dyieMeHTbl MICIT/IH.

[ToacrcTeMa MeXCeTeBOro SKPaHUPOBAHMS

[Togcucrema MeXXCeTeBOro SKpaHMPOBaHHWsI MpeJHa3HaueHa /sl peanv3alyu
C/IeAYIOLINX (PYHKLIMIA:

(UWIbTpalM OTKPBITOTO U 3alM(poBaHHOrO (3akpeiToro) IP- Tpaduka;

(UKcaluu BO BHYTPEHHUX >KypHasaaxX MH(OPMAaLMU O TIPOXO/SAIEeM OTKPBITOM
Y 3aKpbITOM IP-Tpaduke;

uJeHTU(hUKAIUM U ayTeHTU(PUKALUA aZJMUHUCTPATOPa ME)KCeTeBOro 3KpaHa
MIPY €ro JIOKa/IbHBIX 3aripocax Ha JOCTYTI;

perucrtpayuyd Bxoja (BbIXO/la) aJMHHUCTPATOpPa MEXCETEBOrO 3KpaHa B
cucteMy (U3 cucteMbl) MO0 3arpy3kd W MHMIMAIW3alMd CUCTEMbl U ee
MPOrpaMMHOT0 OCTaHOBA;

KOHTPO/JIsI LIeJIOCTHOCTH CBOEM MpOorpaMMHOM 1 MH(OPMAaI[MOHHOW YacTy;

bunbTpaI[MK TTAaKeTOB CTyKeOHBIX MPOTOKOJIOB, CAYKAaIUX AJis JAAarHOCTHUKA
1 yIIpaBjieHHs paboTOM CeTEBBIX YCTPOMCTB,;

GbuUIbTpPAIIMM C YUYeTOM BXOJHOTO M BBIXOZHOTO CETeBOro MHTepdeiica Kak
Cpe/ICTBa MPOBEPKH TMO/JIMHHOCTHU CETEBBIX aZIpeCcoB;

perucTpalyy 1 yueTa 3arpaiiiBaeMbIX CEPBUCOB MPUKJIAHOTO YPOBHS;

O/0KUpOBaHUST [IOCTyMa HeuJeHTU(UIIMPOBAaHHOTO 00beKTa WM CyOBeKTa,
MO/JIMHHOCTh KOTOPOTO TMpH ayTeHTU(PUKAIMXM He TOo/ATBepAuIach, MeTOZaMH,
yCTOWUMBBIMU K TTepexBary;

KOHTDOJISI 32 CeTeBOW aKTHBHOCTHIO TIPWIOXKEHU M OOHapy’KeHHSI CeTeBbIX
aTak.
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[Togcucrema peanu3syeTcs BHe/IpeHreM MIPOrpaMMHO-arapaTHbIX
KOMIIJIEKCOB MeKCeTeBOr0 SKpaHMpOBaHusi Ha rpaHulie JIBC, kjaccom He HUXe 4.

[ToacrcTeMa aHa/IM3a 3alUIIEHHOCTH

[TogcrcTemMa aHanM3a 3allUIEHHOCTH [JO/DKHA obecrieunBaTh BbISIB/IEHHE
ySI3BUMOCTeH, CBsi3aHHBIX C ommbkamu B KoHpurypatmu [10 MCIIJH, KoTOpble
MOTYT ObITh WCIOJIb30BaHbI HAPYIIIUTE IeM /il pean3aliiy aTaku Ha CUCTeMY.

@OyHKIMOHAN TOJCUCTEMbI MOXKET OBbITb peanu30BaH MPOrpPaMMHBIMU U
[IpOrpaMMHO-aInapaTHbIMU CpeCTBAMU.

IToacucreMa 0OHapPVKeHUs BTOPKEHUN

[TogcucTemMa OOHApy)KeHHsI BTODPKEHWM [JOJDKHA 00ecrieunBaTh BBISIBIEHHE
ceTeBbIX aTak Ha 3nemMeHThbl VICII/IH, mogK/IIOUeHHbIe K CeTsIM 00I1lero royib30BaHus
U (W11) MeXXAyHapoJAHOro oOMeHa.

@DyHKIMOHAM TO/CUCTeMbI MOXeT ObITb peasM30BaH TMPOrpaMMHBIMU U
TIpOrpaMMHO-arrapaTHbIMU CpeICTBaMU.

[Toacucrema KDHHTOFDad)HHECKOﬁ 3allI1ThI

[Toacuctema kKpunTorpadruyeckou 3alfuThl MpefjHa3HaueHa JJisd WCKIIOUeHUs
HC k 3amumiaemort nHdpopmaiuu B MCIIJIH Komuccuyn npu ee mepepaue Tio
KaHajlaM CBSI31 CceTel 0011[eT0 T0/1b30BaHuUs U (M/IM) MeXXAyHapoAHOTro oOMeHa.

[Moacuctema  peanu3yeTcsi  MyTeM  BHeJpeHUsI  KpunTorpahyuyeckux
MPOrpaMMHO-arapaTHbIX KOMI/IEKCOB.

5. ITonw3oBaresn UCIIIH

B UCII[Jx Komuccruy MOXKHO BBIIE/IUTE CJie[lyIOLUe TPYMIbl M0Ib30BaTesen,
y4acTBYHOIMX B 00paboTKe 1 XpaHenuu I1/1H:
ApmunuctpaTopsl UCITOH;
AMUHUCTpPATOPBI 6€30TIaCHOCTH;
Onepatopel APM,;
ApnmunuctpaTtopsl cet UCITH;
TexHuuyeckre CrHeLUasucTbl 10  00C/Ty)KHMBaHHIO — TepudepuiiHOro
obopymoBaHusI.
[aHHple 0 rpymnax  [oJb30BaTesiX, YpPOBHe HX  [OCTyra U
WHGOPMHPOBAHHOCTH JI0/DKHBI OBITH OTPa’kKeHbI B MaTpHIie A0CTyMa I0/ib30BaTeei
K 3aluIiljaeMbIM UH(OPMAaI[MOHHBIM pecypcam.

A nmunuctpatop MUCI1/IH

Apmununctpatop VUCIIOH, cotpyaHuK Komuccuy (Mv WHOe yIIoJIHOMOYeHHOe
JIMLI0), OTBETCTBEHHBIM 3a HACTPOMKY, BHeJpeHWe U conpoBoxzaenne WCII/IH.
Ob6ecnieurBaeT (HyHKIIMOHUPOBaHWE TIOACUCTEMBI yripaB/eHus: goctyrniom VMCIIIH u
YII0JIHOMOYEH OCYILeCTB/IATh [Ipef0CTaB/IeHue U pasrpaHAueHue [0CTyIa KOHeYHOro
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nonb3oBatesns (Onepatopa APM) K 3/eMeHTaM, XpaHSIIWM NepCOHa/IbHbIE TaHHbIE.

Apmvunuctpatop VICIT/JH o6/azaeT ciieAyIOMvM YPOBHEM AOCTYIIA U 3HAHUI:

obmnafaer roJsiHON MHGOpMaLMell 0 CUCTEMHOM U TPUK/IaJHOM TIPOTPaMMHOM
obecrieuennu VCIT/IH;

obslaziaeT Mo THOW MHGOpMalel 0 TeXHUUeCKUX CpeZicTBaX U KOH(UTypaIjuu
NCILOx;

MMeeT JOCTYIl KO BCeM TeXHWYeCKUM CpeficTBaM 00paboTky nHdoOpMaiuu u
nanHbiM VCIT/IH;

obsiaziaeT MpaBaMM KOHGUT'YPUPOBAHWS M aJMUHMCTPAaTHBHOW HACTPOWKHU
TexHuueckux cpencts UCII/IH.

AMUHUCTPATOP 0€30MacHOCTU

ApmuHucTpaTop  Oe3omacHoCTH, COTPYAHMK Komuccuu (MM MHOe
YIIOJTHOMOUEHHOe JIWLI0), OTBeTCTBeHHbIN 3a (PpyHKUMoHUpoBaHue C3I1/IH, BK/ItOUasi
oOcmy)kMBaHWe U HACTPOWKY aJMWHHCTPATUBHON, CepBePHOM U K/IMEHTCKOU
KOMITOHEHT.

ApmvuHucTpaTop Ge3oracHocTy 006/aiaeT CefyrOlMM YPOBHEM [OCTyma U
3HAHUU:

obsiafaeT nmpaBamu AamuHuctparopa UCIT/H;

obnazaet nosHON nHbopMariyeii 06 UCIIIH;

VMeeT JOCTYM K Cpe/iCTBaM 3all{iThl UH(POPMALIUU U MPOTOKOIUPOBAHUS
Y K 4aCTHy KiaroueBbIX 3s1emeHToB VICII/IH;

He MMeeT TpaB J0CTyla K KOH(QUIypUPOBaHUIOD TEXHUUECKUX CPeZCTB
CEeTH 3a UCK/IFOUeHHEeM KOHTPOJIbHBIX (MHCIEKL[MOHHBIX ).

ApmuHHCcTpaTOp 0€30MaCHOCTH YIIOJTHOMOYEH:

peann30BbIBaTh TMOJUTUKM Oe3oracHOCTM B 4Yactu HacTtpoviku CK3U,
MEXKCeTEeBBIX IKPAaHOB M CHCTeM OOHapy>KeHHUsI aTak, B COOTBETCTBUM C KOTOPLIMU
nosib3oBaresb (Orepatop APM) mojiyuaeT BO3MOXKHOCTH paboTaTh C 37ieMeHTaMU
NCIIOn;

OCYLLIECTBJISITh ayAUT CPEJICTB 3allUTHhI;

Onepatop APM

Omnepatop APM - cotpyanuk Komuccuu (Miv MHOe yroJIHOMOYeHHOe JIWIIO),
ocyiiectBastonuii 06pabotky I1/JH. O6pabotka I1/IH BK/IOUaeT: BO3MOXKHOCTH
npocmotpa [1/JH, pyuHoii BBog [1JH B cuctemy WCII/IH, dlopMupoBaHue CIIpaBOK U
oTueToB 110 UHpopmaluu, nonyyeHHou usz MCIII. OnepaTop He UMeeT MOJIHOMOUHWIA
A71s1 yTIpaB/ieHus ToicicTeMamu 00paboTku faHHbIX 1 C3I1/IH.

Omnepatop WUCII/IH 06/1afaeT cieiyIoiM YPOBHEM JOCTYTIA ¥ 3HAHUM:

obsaziaeT BceMH HeOOXOAWMBIMU aTpuOyTamMu  (Haripumep, I1apoJieM),
obecreunBaroIIMMU JOCTYT K HEKOTOPOMY ToiMHOKecTBY [1/]H;
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pacriojiaraeTt KOH(i)I/I,ZLEHI_[I/IaJ'[bHI)IMI/I AdHHbBIMH, K KOTOPBIM UMeeT OOCTYII.

A nvuauctpatop cetu UCITIH

Apmvunuctpatop cetn  MUCII[JH, cotpygHuk Komuccun (W vHOoe
yIIOJTHOMOUEHHOe JIULIO0), OTBETCTBEHHbBIU 3a (yHKI[MOHMPOBaHHE
Te/IeKOMMYHUKaIMOHHOW TmogcucTtemMbl VCIT[IH. AAMUHUCTpAaTOp CeTU He HuMeeT
TIOJTHOMOUKH /1S yIpaB/ieHus TioJcucreMaMu 06paboTKu JJaHHBIX U 6e30MacHOCTH.

AJZIMUHHCTpATOP CeTH 006/1aiaeT C/ieyIOIIMM YPOBHEM /IOCTYTIA U 3HAHUM:

ob/aziaeT 4acTei0 MHGOPMALIMKA O CUCTEMHOM U TIPUK/IA[HOM MPOTrPaMMHOM
obecrieuennu VCIT/IH;

ob/afiaeT yacThlo MHGPOPMAL[MM O TeXHUUYECKUX CPeJCTBaX M KOH(Urypaluu
NCILOx;

uMeeT (U3MUECKUA [IOCTYIT K TeXHUUeCKUM CpeJcTBaM 00paboTKu
MH(OpMalUK ¥ Cpe/ICTBaM 3all|UThl;

3HaeT, 110 MeHbIlIel Mepe, OJJHO JieraJbHOe UM JOCTYTIa.

TexHuueCKUN CIielaarcCT I10 06CJ'[V}KI/IBaHI/II-O HEDHd)EDHﬁHOFO O6ODVﬂOBaHI/IH

TexHAUECKUH CTeUaJUCT 10 O0CTy)KMBaHUWIO, COTPYAHUK Komwmccuu (umu
VMHOe YIOJHOMOUeHHOe JIMII0), OCYILeCcTB/sieT OOCTy)KhBaHHWe W HACTPOUKY
nepudepuiinoro  obopygoBanuss VICII[IH. TexHUueCKMM  CIeI[UATMCT  TIO
o0cmykuBaHUIO He UMeeT AocTyra K [1/1H, He UMeeT MOJIHOMOYMI /IS yIIpaB/IeHHUs
no/icicTeMaMH 00pabOTKM JaHHBIX ¥ 6e3011aCHOCTH.

TexHuueckuii crieLianucT 1o o0CIyKUBaHUIO 00/1a/jaeT Ce[yIolM YPOBHEM
JIOCTyTa ¥ 3HAHUM:

ob/afiaeT 4acTei0 MHGOPMALIMKA O CUCTEMHOM U TIPUK/a[[HOM MPOTrPaMMHOM
obecrieuennu VCIT/IH;

obaflaeT yacThio WHGOPMAI[MM O TeXHUUYECKUX CPeJCTBaX W KOH(Urypaiuu
NCILOx;

3HaeT, TI0 MeHbIlIel Mepe, O/THO JierajbHOe UM I0CTYTIa.

6. TpebGoBanusi K mepcoHasty o odecneuenuo 3amursl I1/[H

Bce cotpyguuku Komuccuy, sasistonuecs nosb3oBatesasmu UCITIH, no/mKHb
YeTKO 3HaTh W CTPOTO BBITMIOJHITH yCTAHOBJIEHHbIE TIpaBWia U OO0S3aHHOCTH TIO
JOCTyIy K 3aluljaeMbiM 00BEKTaM U COOJIIO[eHHUI0 TPUHATOTO peXKuma
6e3omacHoctu [1/1H.

[lpy BCTyIUIeHMM B JO/DKHOCTH HOBOTO COTPYJHUKA OH JOJ/DKEH OBbITh
03HaKOMJIeH C HeOOXOIUMBIMHU OKYMEHTaMH, perjlaMeHTHUPYIOIIUMY TpeOOoBaHUs TI0
samquTe [1/1H, a Takke oOyueHre HaBbIKAM BBLITIOJHEHUS TPOLieyp, HEOOX0AUMBIX
[J11 CAaHKLJMOHMPOBaHHOr0 ucrionb3oBanus VMCII/IH.

CoTpyAHUK A0/DKeH ObITh 03HAaKOMJIEH CO CBe/leHUsIMU HacTosiei [TomTruku,
TIPUHSATBIX TIpoLieAyp paboTsl ¢ ssnemernTamu MICITJH u C3I1/H.



17

CorpygHukn  Komuccuy, — WCHONb3yroljue  TeXHUYeCKWe  CpefiCcTBa
ayTeHTU(UKALMK, [IO/DKHBI  obecrieurMBaTh  COXPAHHOCTb  UAEHTHU(UKATOPOB
(o/1eKTpoHHBIX K/touel) U He gonyckate HCJ/l K HMM, a Tak ke BO3MOKHOCTb UX
yTePU W/ UCIOJIb30BaHUSI TPeTbUMU JMLjaMu. [1o/ib30BaTei HeCyT MepCOHaIbHYIO
OTBETCTBEHHOCTh 38 COXPaHHOCTh UIEHTU(PUKATOPOB.

CorpygHukn Kommccuu [O/DKHBI Cef0oBaTh YCTaHOBJIEHHBIM IIPOLieAypam
noep>kaHusi pexxuma Oe3oracHoctyl [1/1H rpu BeIOOpe ¥ MCMO/Ib30BaHUM aposieid
(ec/i He UCTIOMB3YIOTCSI TEXHUUYECKUE CPe/ICTBA ayTeHTU(PUKALIUK).

Cotpyanuku Komuccum [O/DKHBI  o0ecrieuyrBaTh —HaJ/IeXXallyr —3aluTy
obopy/JoBaHus, OCTaBIsieMOro 0e3 MpPHUCMOTpPa, 0COOEHHO B TeX C/ydasiX, KOrja B
MoMellleHre MMEeKT JOCTYIT MOCTOPOHHMe uLa. Bce mosb3oBaTenu [OJ/DKHBI 3HATh
TpeboBanusi mo Oe3omacHocty [I/JH W mporeaypbl 3allUTbl 000pYJOBaHUS,
OCTaB/IeHHOTO 63 TPUCMOTpa, a TakKKe CBOM 00513aHHOCTH TI0 00eCIeueHH 0 TaKou
3aLUTHI.

CoTpyJHYKaM 3ampeljaeTcss YCTaHaB/IMBaTh IIOCTOPOHHEE T[POTrpaMMHOe
obecrieueHre, TIOAK/IOUaTh JIMUHbIe MOOW/IbHbIE YCTPOWCTBA U  HOCUTENA
rMH(MOpMal[1H, a TaK >Ke 3alMChIBaTh HAa HUX 3alllUllaeMyt0 UH(POpPMaLIHIO.

CoTpygHYKam 3ampellaeTcd pasrjamiarh —3aljyijaeMyr0  MH(OpMaLHUIo,
KOTOpasi CTaja WM W3BeCTHa mpu paboTe ¢ UHGOPMAIMOHHBIMU CHUCTEMaMU
Komuccuu, TpeTbuMm JinLiaMm.

ITpu pabore c 1 B UCITAH cotpyaaukyu Komuccry o06si3aHbl 00ecrieunThb
OTCYTCTBHE BO3MOXKHOCTU mpocmoTtpa II/JH TpeTbuMU ULlaMU C MOHUTOPOB APM
W/IU TEPMHHAJIOB.

ITpu 3aBepiieHnu pabotbl ¢ VICIIIH coTpyAHUKM 00si3aHbI 3aiuTuth APM
WA TepMHHA/bI C TIOMOIIbIO OJIOKMPOBKY K/TFOUOM W/ SKBUBAJIEHTHOTO CPe/iCTBa
KOHTPOJIsI, Har[puMep, AOCTYTIOM 10 TIapOJIt0, eC/T He UCTIOB3YIOTCs 60o/iee CUTbHBIE
CpeJiCTBa 3alLUTBhI.

Cotpyguuku Komuccuu [0/KHBI OBITH TpOMHGOPMUPOBaHbBl 00 yrpo3ax
HapylIlleHust pe>kuMa Oe3oracHoct I1/IH ¥ OTBETCTBEHHOCTH 3a €ro HapylleHHe.
OHU [J0/DKHBI OBITH 03HAKOMJIEHBI C YTBEP)KIEHHOH (opManbHOM IIpolieypoi
Ha/0)KeHUsl AUCLUIUVIMHAPHBIX B3bICKAHWM Ha COTPYAHUKOB, KOTOpble HapYLUWIU
TIPUHSITBIE TIOJIUTHKY U TIporieyphl Oe3ormacHocTy [1/1H.

CoTpyaHUKH 00s13aHBI Oe3 rpome/|jieHst coo0IIaTh 000 Bcex Hab/Mo1aeMbIX
WM TI0/JO3PUTENBHBIX citydasx pabotbl UCIT/IH, MOTYIIMX ITOB/IeYh 3a COO0I yrpo3bI
6e3oracHoctu II/JH, a Takke O BBISIBEHHbIX UMW COOBITHSIX, 3aTparuBaroIUX
6e3onacHocth I1/lH, PYKOBOACTBY TIOZpa3/e/ieHUsi W JIMIly, OTBeuarolleMy 3a
HeMe/[JIeHHOe pearupoBaHue Ha yrpo3bl 6e3omacHoctu [1/1H.

JT0JKHOCTHBIe 00s13aHHOCTH T10/1b30BaTe et MCTT/IH

HNomkHOCTHBIe 00si3aHHOCTH ToJb30BaTesiert UCII/IH orvcaHbl B CIeYOLIUX
NOKYMeHTax:
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Wuctpykums agmuuuctparopa UCIIH;

WHcTpyKuus agMuHucTpaTopa 6e3omnacHocty ICIT/H;

WHuctpykums nosb3osaresis MCITIH;

WHCTpyKLWs 10/1b30BaTe s IPYU BOSHUKHOBEHUU BHEILTAaTHbIX CUTYaLUi;

OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBercTBUM €O cTaThbed 24 @DenepasbHOr0 3akOHa PoccuicKoun
@epepauuu oT 27 utonsg 2006 r. Ne 152-®3 «O nepcoHanbHbIX [aHHBIX» JIMLA,
BUHOBHble B HapylleHUMM TpeOoBaHUN [JaHHOrO PefepasibHOTO 3aKOHA, HeCyT
IrPaXXJAHCKY0, YrOJIOBHYHO, aJMWHUCTPATUBHYIO, [JUCLUIUIMHADHYID W UHYHO
rpeayCMOTPEHHYHO 3aKOHOZaTebcTBOM Poccuiickont Pefiepaliiy OTBETCTBEHHOCTb.

HenictByroljee  3akoHOZAATenbCTBO Poccuiickor @efepau  MO3BOJSIET
MIpebsBASITE TpeOoBaHUSA MO oOecreueHHIO 0Oe30racHOi paboThI C 3alUIAeMOM
vH(pOopMalen U npegyCcMaTpUBaeT OTBETCTBEHHOCTh 3a HapyLIeHUe yCTaHOBJIEHHBIX
npaBWI 3KCIulyaTauy DBM U cucTeM, HelpaBOMepHbIM AOCTYN K HWH(pOpMaIuHy,
ecyid 3TU [JIeHCTBUSL TIDUBEM K YHUUTOXKeHWIO, OJIOKWPOBaHWIO, MoAubUKalN
uHbOpMaI[d WK HapylleHuio pabotel OBM mmu ceteir (ctateu 272,273 u 274
YronosHoro kogekca Poccurickon ®ezneparum).

Apvunuctpatop MCIIIJH u  agMuHHCTpaTOp  0€30MaCHOCTH  HECyT
OTBETCTBEHHOCThb 3a BCe JeMCTBUS, COBEpIleHHbIe OT UMEHU UX YUYeTHBIX 3arvceu
WM CUCTEeMHBIX YUYEeTHBIX 3alMcel, ecyid He /0Ka3aH (hakT HeCaHKIIMOHWPOBAHHOTO
WCI0JIb30BaHUS YUETHBIX 3arrcen.

IIpn Hapyienusax corpyzHukamu Komuccuu — mnoss3oBarensamu WCITAH
MpaBW/I, CBSI3aHHBIX C Oe3omacHocTtbio II/IH, OHM HeCyT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYO [IeMCTBYIOLLIMM 3aKOHOAaTenbCTBOM Poccuiickor ®enepanyu.

7. CIIMCOK MCN0/1b30BaHHBIX HCTOUHUKOB

OCHOBHBIMM HOPMAaTHMBHO-TIDABOBBIMM U METOAWYECKHMU [JOKyMeHTaMH, Ha
KOTOpBIX Oa3upyeTcs HacTosimas [TonMTrka, IBASIOTCS:

@enepanbHbii 3akoH oT 27.07.2006 r. Ne 152-@3 «O mnepcoHanbHBIX
JaHHBIX», YCTAaHABJIMBAIOLIUI OCHOBHbIE MPHHLUIBLI U ycaoBus obpabotku I1/1H,
1paBa, 00SI3aHHOCTU W OTBETCTBEHHOCTh YUYAaCTHUKOB OTHOIIEHW, CBSI3aHHBIX C
obpaboTkoii [1/1H.

TpeboBaHus K 3allUTe TEPCOHAMBHBLIX JaHHBIX IIPH UX 00paboTke B
MH(GOPMALIMOHHBIX ~ CUCTeMaxX  TepCOHaNbHbIX  JlJaHHBIX, yTBEP>K/|eHHbIe
rioctaHoByieHUeM IIpaButenbcTBa Poccuiickor @enepanu ot 01.11.2012 r. Ne 1119.

[Tonoxxenne 006 0COOEHHOCTSX 00pabOTKM  TMEepCOHAMBHBIX  JAHHBIX,
OCyIllecTB/isieMO 0e3 WCIIOMb30BaHUSI CPEJCTB aBTOMAaTH3allud, YTBeP)KIeHHOe
noctaHoyieHueM IIpaBurtensctBa Poccuiickor ®@enepanmu ot 15.09.2008 r. Ne 687.

HopmatvBHO-MeTOguuecKie  JOKyMeHTbl ~ PesepasbHOM  CIYKOBI IO
TeXHUYECKOMY W 5KCIepTHOMY KOHTpoyito Poccuiickorn ®epepanum (nanee —
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®CT3K Poccun) 1o obecrieueHnto Oe3omacHocty [1/IH mpu ux o0paboTke B
NCIIOn:

bBa3oBass Mofiesib yrpo3 06e301MaCHOCTH T1ePCOHAMBHBIX MJAHHBIX TIPH  HUX
00paboTke B MHGOPMAL[MOHHBIX CHCTeMaX IMepCOHAbHBIX [aHHBIX, YTBepXKJeHHast
3amectutesnieM aupekrtopa ®CTOK Poccum 15.02.2008 r.

MeTtoauueckuii  IOKyMeHT. MeToguKa OLeHKA yrpo3 6e3oracHocTd
nHdopmaiiuy, yreepxkaeHHbii PCTIK Poccuu 05.02.2021 1.

[Tpuka3z ®CTIK Poccuu ot 11.02.2013 Ne 17 «O6 yTBepxkaeHnn TpeboBaHuit
O 3aluTe WH(OpMAlMM, He COCTaBJSIOINIMX TOCYJapCTBEHHYH  TaliHY,
CojlepXKalluXCsl B TOCYJapCTBEHHBIX MH(OPMAaI[MOHHBIX CUCTEMaX».

[Tpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O06 yTBepxkaeHun CocrtaBa 1
COJIepKaHusT OpraHU3aI[MOHHBIX U TEXHUUECKUX Mep 1o obecrieueHH0 6e3011acCHOCTH
MEepCOHANBHBIX JIAHHBIX TIpU HX 00paboTke B HHGOPMALMOHHBIX CHCTEMax
MePCOHA/IBHBIX JAHHBIX».

ITpuka3z ®exnepanbHOi cmyx0Obl 6Ge3omacHoctu Poccuiickort denepaiy ot
10.07.2014 Ne 378 «O6 yTBepxkaeHrun CocTaBa U COJIeP’KaHUSI OPraHU3aJMOHHBIX U
TeXHUUECKUX Mep I0 obecrieueHHIO 0e30TIaCHOCTH TePCOHABHBIX JAHHBIX TIPU HX
o6paboTke B MH(OPMAIIMOHHBIX  CHUCTEMax II€PCOHANBHBIX  JAHHBIX C
WCIIO/Ib30BaHWeM  CpeACTB  KpunTorpauueckord  3alllUThl  WMH(OpMaLUH,
HeOoOXOUMBIX [I/I1 BBITIOJIHEHUSI YCTAaHOB/IEHHBIX IIpaBUTe/LCTBOM Poccuiickoit
deneparu TpebOBaHUM K 3all[UTe TIePCOHA/IbHBIX JJaHHBIX JJIs KaXK/I0TO 13 YPOBHel
3aLUILIEHHOCTHY .

MeToauueckie peKOMeH/al[ik 110 pa3paboTKe HOPMATHUBHBIX ITPABOBBIX
aKTOB, OTIpeJIe/ISTIOIUX YIPo3bl 0€30MMaCHOCTH MepCOHA/BHBIX JaHHBIX, aKTya/IbHbIe
nmpu 00paboTKe TMepcoHa/MbHBIX JIaHHBIX B  HH(MOPMAIMOHHBIX  CHCTEMaxX
MepCOHA/TbHBIX [JAHHBIX, SKCILTyaTUPYEeMbIX MPU OCYIEeCTB/IEHUU COOTBETCTBYIOLLIUX
BUJIOB [IeATe/IbHOCTH, yTBepXKAeHHble pykoBoacTBoM 8 llentpa ®CbH Poccum
31.03.2015 Ne 149/7/2/6-432.
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