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ITIOJINTUKA
uHGopMaIoHHOI1 6e301acHOCTH NpU paboTe C NepcoHaTLHBIMY JAHHBIMH
B AUMTCKO! PaiiOHHOM TePPUTOPHA/IbHOM H30MpaTe/IbHON KOMUCCUH

OITPEAEJIEHUA

B HacrosillleM [JOKyMEHTe WCHOJb3YHOTCA CAeAYyHIue TEePMUHbI U UX
onpe/ie/ieHUs.

ABTOMATH3HPOBAHHAsN CHCTEMA - CUCTEMa, COCTOsILasi U3 TlepcoHasa U KOMILIeKca
Cpe[iCTB aBTOMAaTW3allMd ero JesiTe/lbHOCTH, peanusyroiasi HH(POPMALMOHHYIO
TEeXHOJIOTHIO BBITIOJIHEHUS] YCTaHOB/IEHHBIX (DYHKLIWM.

AyTeHTH)HKAIMS OTHPABUTEIS JAHHBIX - TIOATBEPXKAEHUE TOTO, UTO OTIIPaBUTE b
MOJIyYeHHBIX JaHHBIX COOTBETCTBYET 3asiB/IEHHOMY.

Be30nacHOCTh MEPCOHATBHBIX TaHHBIX - COCTOSIHUE 3alUILIeHHOCTH TTePCOHATbHBIX
JNAHHBIX, XapaKTepu3yeMoe CIIOCOOHOCTBIO T10/Ib30BaTe/iell, TeXHUUYeCKUX CpeACTB U
WHGOPMAI[MOHHBIX TEeXHOJIOTUM 00ecreunTh KOH(PUIeHI[HaTbHOCTh, I[eIOCTHOCTh U
JIOCTYITHOCTD TIePCOHA/IbHBIX JAAHHBIX TPU UX 00paboTKe B MH(OPMAIIMOHHBIX CUCTEMAax
MepPCOHAJIbHBIX JaHHBIX.

buomerpuuyeckue nepcoHajJbHbIe JaHHbIe - CBEJEHUs, KOTOPbIe XapaKTepU3YyIOT
bu3nonornueckre 0coOeHHOCTH UeloBeKa M Ha OCHOBE KOTOPBIX MOXXHO YCTAaHOBUTD €TI0
JMYHOCTh, BK/OYass oTorpaduu, OTMeUaTKW TMasblleB, 00pa3 ceTuaTKd TIJa3a,
0COOEHHOCTH CTPOEHUSI TeJla M IPYTyI0 MoA00HY0 MH(OPMALHIO.

BiokMpoBaHHEe MEPCOHAJIBHBIX JAHHBIX - BpPeMeHHOe TipekpailjeHrue 00paboTKu
MePCOHA/ILHBIX JJAaHHBIX (32 MCK/IIOUEHHEM CydyaeB, ecu o0paboTka HeoOXoguma st
YTOUHEHUSI TTIepCOHA/TbHBIX /IaHHBIX ).

Bupyc (KOMNbIOTEPHBI, IPOrPaMMHBIii) - UCTIO/JHSIEMbINM TPOTPaMMHBIM KOJ, WU
WHTEPHpeTUPyeMbIi  HAabOp  WHCTPYKLIMH, obsafarouii ~ CBOMCTBAMH  He-
CAaHKLIMOHMPOBAHHOTO  pacrpoCcTpaHeHusi W caMmoBocripousBefeHusi.  Co3jaHHbIe
ny6mKaThl KOMITEIOTEPHOT'O BUPYyCa He BCeT/la COBMA/Ial0T C OPUTHHAIOM, HO COXPaHSIIOT
CIIOCOOHOCTH K Jla/TbHEHIIIEMY pacIipOCTPaHEeHUIO ¥ CAaMOBOCITPOM3BeIeHUIO.

BpenonocHasi mporpamma - MporpaMMa, TpeJHa3HaueHHasi JJisi OCYIeCTB/IeHUSs
HeCAHKLIMOHWPOBAHHOIO [IOCTyNa U (WM) BO3JEWUCTBUSI Ha MEPCOHA/IbHbIE JaHHbIE WU
pecypcbl UHPOPMAaLIMOHHOM CUCTEMbI ITepCOHA/IbHBIX IaHHbIX.

BcnomorarejbHbIEe TEXHHYECKHE CpeacTBa U CHCTEMbI - TEXHHUECKHE Cpe,l[CTBa "
CHCTeMbI, He TpeAHa3HaueHHbIe I Tiepefaund, 00pabOTKM W XpaHeHUs TepCOHA/IbHBIX
JIaHHBIX, yCTaHaB/IMBaeMble COBMECTHO C TeXHUUECKHMU Cpe/ICTBaMHd W CHUCTeMaMHu,



npejHa3HaueHHbIMU [I7is1 00pabOTKU TepCOHa/bHBIX [aHHBIX WM B TOMeIeHUsX, B
KOTOPBIX YCTaHOB/IEHbI MH(OPMAaL[MOHHbIE CUCTEeMbI MIePCOHATBHBIX JaHHBIX.

JocTtym B oOmnepamuoOHHYI0 cpeay KoMnbioTepa (MHGOPMANMOHHON CHCTEMBI
MEePCOHANBHBIX IaHHBIX) - TIOJTy4YeHHe BO3MOXKHOCTH 3arlyCKa Ha BBIOJTHEHWE IITaTHBIX
KOMaH/, (PYHKLUM, TpoleJyp OIepaldOHHOM CHUCTeMbl (YHUUTOXKeHMS, KOIMWPOBaHMUS,
repeMelLleHUs U T.11.), UCTIOJIHSIEeMbIX (Paii/ioB MPUKJIaJHBIX [IPOrPAMM.

Jdoctyn k wuHpopManmuum - BO3MOXXHOCTb IIOAyueHUss UHGOpPMALUU U ee
VCIIO0/Tb30BaHUSI.

3akial04HOe YCTPOICTBO - 3/IEMEHT Cpe/ACTBa CheMa HWH(OpMaly, CKPBITHO
BHe/IpsieMbl  (3aK/la[iblBaeéMblii  W/IM BHOCHMMBIM) B MeCTa BO3MOKHOIO CbeMa
wHbopMalluy (B TOM UHC/e B OrpakiieHWe, KOHCTPYKIHIO, 0O60pyZoBaHUe, MpeaMeThl
WHTephepa, TPaHCIIOPTHbIe CpeJCTBA, a TakKKe B TeXHHWUeCKHWe CpeJCTBAa U CHUCTeMbl
06paboTKK MH(pOpPMaIH).

Bammmaemass uHpopmaumus -  uHbOpMaLMs,  SABASIOLIASCS — MPeJMeTOM
COOCTBEHHOCTH U TIOAJIeXalljasi 3all[iTe B COOTBETCTBUM C TpeOOBaHUSMHU IMPaBOBBIX
JIOKYMEHTOB WM TpeOOBaHUSIMH, yCTaHAB/IMBaeMbIMH COOCTBEHHUKOM MHGMOpMAI[WH.

Hnentudukanus - MPHUCBOeHWe CyObeKTaM M 00beKTaM [IOCTyTIa HaeHTHhHKaTopa
U (Wnu) cpaBHeHUe TMpPeAbsBISIEMOro HJeHTHU(UKaTOopa C TepeyHeM MPUCBOEHHbBIX
UJeHTU(UKATOPOB.

NudopmaTuBHbIi  cUrHAJ -  JJIEKTPUYECKHWe  CUTHa/lbl, aKyCTUYecKue,
9JIEKTPOMAarHUTHBIE W IpyrHe dhU3UUecKre ToJis, 0 TTapaMeTpaM KOTOPBIX MOXXeT ObITb
packpbITa KOH(pHIeHI[MambHast nH(opmariys (TepcoHanbHble JaHHbIE) 0OpabaThiBaeMasi B
MH(OPMAaI[MOHHOW CHCTeMe MepCOHA/IbHBIX JaHHbIX.

HudopMannoHHble TEXHOJOTHH - TIPOLIECCHI, METOZbI TTOMCKa, cOopa, XpaHeHwHs,
00pabOTKH,  TMpefoCTaB/eHHWs,  paclpocTpaHeHUsT  WHGOpPMAlMd W CIIOCOOBI
OCYIL[eCTB/IEHUS] TaKUX MPOLIECCOB U METO/IOB.

Nupopmannonnas cucremMa mnepcoHadabHbIX AaHHbIX (MCII/IH) - COBOKYIHOCTH
cofepkalmxcsi B 0a3ax /aHHBIX T€PCOHABbHBIX [JaHHBIX M 00eCTeurBarOIIUX WX
00paboTKy MH(MOPMAaLIMOHHBIX TEXHOJIOTHM U TeXHUUECKUX CPeZICTB.

Hcnosib30BaHuie MEPCOHATBHBIX JAHHBIX - JIeMCTBUS (Orepali) C mepCoHaIbHbIMU
JlaHHBIMH, COBepIllaeMble OMepaTopoM B I[e/IsiX TPUHSTHS pellleHud WIW COBepIleHUs
WHBIX [IeHCTBUH, TOPOXKAAIOLIUX FOPUANUECKHe TIOC/Ie/ICTBUS B OTHOIIEHHWU CyObekTa
TepCOHATbHBIX AAHHBIX WM APYTUX JIUL] MO0 MHBIM 00pa3oM 3aTparuBarolfuX IpaBa U
cB00O/IbI CyObeKTa IMepCOHAMbHBIX JaHHBIX WIN APYTHX JIUL].

McToyHUK yrpo3bl Ge3onacHocTH HH(popManuu - CyObeKT /JOCTYIa, MaTepUa/bHbIN
00BeKT WM (U3UUECKOe SIBJIEHHE, SIB/ISIOIIMECS ITPUUMHOM BO3HWKHOBEHHUS YTPO3bI
6e3oracHocT HHGOPMALIUH.

KouTposupyemasi 30Ha - TPOCTPAHCTBO (TeppuUTOpMSsi, 3[aHue, 4YacTb 37aHus,
romeIllieHre), B KOTOPOM MCKJ/IFOU€HO HEKOHTpOJIMpyeMoe TipeObIBaHHe MOCTOPOHHUX
JIUIL], @ TaK>Ke TPAHCIIOPTHBIX, TEXHUUYECKUX U UHbIX MaTepUabHbIX CPEe/ICTB.

KonduaeHuaabHOCTh NMEPCOHATBHBIX JAHHBIX - o0s13aTesibHOe JIne| CO6JHO,Z[EHI/IH



OMepaTopoM WIA WHBIM TMOJYYMBIUMM [OCTYNl K T[epCOHaJbHBIM JaHHBIM JIULOM
TpeboBaHMe He /IONyCKaTh UX pacrlpocTpaHeHWe 6e3 corjacusi CyObeKTa MepCcoHa/IbHbIX
JAHHBIX WU HAJIMUMSI MTHOTO 3aKOHHOT'O OCHOBaHMUSI.

MeskceTeBoii 3KkpaH - JIOKagbHOe (OJHOKOMITIOHEHTHOe) Wi (yHKI[MOHATbHO--
pacripefie/leHHOe MporpaMMHOe (MpOorpaMMHO-anrapaTHoe) CpeACcTBO  (KOMILIEKC),
peanu3yroiliee KOHTPOJ/Ib 3a MH(MOpMaLYel, TToCTynarollel B MHPOPMAaI[MOHHYI0 CUCTEMY
TepCOoHabHBIX JJaHHbIX U (M) BeIXOASIeH 13 MH(OPMALMOHHOW CUCTEMBI.

Hapymureap 6€30MacHOCTH MEPCOHATBHBIX TaHHBIX - (DU3MUeCcKoe JIULI0, CTyYaiiHO
WM TpeJJHaMepeHHO CoBepllatolijee JeNCTBUs, CAeACTBUEM KOTOPBIX SIB/SIETCS
HapylieHre 06e30MacHOCTH TIePCOHA/BHBIX JaHHBIX TIPU HUX 00paboTKe TeXHWUeCKUMH
CpefiCTBaMU B UH(OPMALIMOHHBIX CUCTEMAaX MePCOHA/bHBIX JJaHHBIX.

HeaBromaTusupoBaHHasi 00pa0oTKa NEepPCOHAJBHBIX JAaHHBIX - 00paboTka
MepPCOHA/IbHBIX JlaHHBIX, COJEep’Kalluxcsi B MHGOPMAIIMOHHON CcUCTeMe MepCOHaTbHBIX
JIAaHHBIX JIMOO W3B/IEUEHHBIX M3 TAKOW CHCTEMbI, CUMTAETCS OCYIIeCTB/IEHHOW Oe3
WCIMO0JIb30BaHUsl CpeACTB aBTOMaTW3alMUM (HeaBTOMAaTUM3UPOBAaHHOM), €CIu TaKue
JeNCTBUS C  TIepCOHA/IbHBIMU  JaHHBIMM, KaK  MCI0J/Ib30BaHUEe, YTOUHEHHUe,
pacrpocTpaHeHWe, YHUUTOXXeHHe TepCOHA/IbHbIX JaHHBIX B OTHOIIIEHUM KaXK/OTO U3
CyOBEKTOB TI€PCOHATbHBIX JAHHBIX, OCYI[EeCTB/SIOTCS TPH HETOCPeJCTBEHHOM YJYaCTUU
yesioBeKa.

HenexiapupoBaHHble BO3MOKHOCTH - (PYHKIMOHa/bHble BO3MOYKHOCTH CDE/ICTB
BBIUMC/IUTE/TbHOM TEXHUKH, He OMMCaHHble W/IM He COOTBETCTBYIOIME OMMCAHHBIM B
JIOKyMeHTal[1H, rpu HCTI0/Tb30BaHUU KOTOPBIX BO3MOYKHO HapyliileHue
KOHGUIeHINATLHOCTH, IOCTYITHOCTU WM 1[eJIOCTHOCTA 06pabaTbiBaemMoii HHMOPMAIIUH.

HecaHKIIMOHUPOBAHHBIN JOCTYIN (HeCAHKIIHUOHUPOBAHHbBIE JeMCTBHUS) - TOCTYII
K MHGOpMaLUU WU JeUCTBUSl C UH(OpMaLMeld, Hapyllarolliye NpaBuia pa3rpaHUueHus
JOCTyTa C WCIO/b30BaHHWEM IITATHLIX CPE/CTB, TIPeA0CTaB/IsieMbIX MH(OPMAIMOHHBIMU
cuCTeMaMU TIePCOHAJIbHBIX JJaHHBIX.

Hocureas undopmanuu - GU3NUECKOe U0 WM MaTepUaibHbI 0ObEKT, B TOM
yucie (usnMyeckoe rose, B KOTOPOM MH(pOpMalMsi HaxOJWUT CBOEe OTPa’KeHWe B BHU/lE
CMMBOJIOB, 00pa30B, CUTHA/IOB, TEXHUUECKUX PeIleHUM U TPOILeCCOB, KOIMUYeCTBEeHHbIX
XapaKTePUCTUK (hHU3UUeCKUX BeTUUKH.

OGe3TnunBaHNe NMEPCOHAIBHBIX JAaHHBIX - JIEMCTBUS, B pe3y/ibTaTe KOTOPbIX
CTAaHOBUTCSI HEBO3MOXKHBIM 0e3  KCITO/Ib30BaHUS  JIOTIOJTHUTE/bHOW — MH(OpMalu
OTIpe/ieJTUTh  TIPUHA//IE)KHOCTh  TePCOHABbHBIX ~ JAHHBIX KOHKPETHOMY CyOBeKTy
MepPCOHAJIbHBIX JaHHBIX.

O0paGoTka mepCcOHANBHBIX AaHHBIX - JiH0Ooe [elicTBue (omepauusi) WU
COBOKYITHOCTb JIeliCTBUM (Orepaiyii), CcoBeplllaeMbIX C HCII0/b30BaHUEM Cpe/iCTB
aBTOMAaTH3alud WM 0e3 MCIO/b30BaHUSI TaKWX CPeACTB C TepCOHAbHBIMU JAaHHBIMHU,
BK/touasi cOOp, 3ammch, CHUCTeMATU3alvio, HaKOIUIeHHWe, XpaHeHue, YTOUYHeHHe
(obHOBNIEHWE, U3MeHeHHe), M3BJ/ieUeHre, MCTI0b30BaHue, repefauy (pacrpocTpaHeHue,
npeZioCTaB/ieHre, AOCTYI), obe3nnuuBaHWe, OJIOKMpOBAaHWE, yjareHue, YHUUTOXKeHHe



MepPCOHAJIbHBIX JJaHHBIX.

OOmenocTynubie NEpPCOHAJNbHbIC JaHHbIe - [IePCOHA/IbHBIE [aHHBIE, [OCTYII
HEOrPAaHWUYEHHOTO Kpyra JIMI] K KOTOPbIM TIPeJOCTaB/ieH C COIJlacusi CyObeKTa
MepPCOHA/IbHBIX IAaHHBIX WM Ha KOTOpble B COOTBETCTBUU C (DejlepasbHBIMU 3aKOHAMU He
pacripoctpaHsieTcs TpeboBaHre coOmoieHrs KOHDUeHI[MaTbHOCTH.

OnepaTtop (MepcoHATbHBIX AaHHBIX) - TOCY/IapCTBEHHBbIM OpraH, MyHULUMNAIbHBINU
OpraH, opUrYecKoe Ui (pu3nueckoe U0, CAMOCTOSITEIbHO UM COBMECTHO C APYTUMU
JUIIAMU OpraHU3yIoIHe U (UN) OCYITecTB/Istole 06paboTKy IepCcoHabHBIX aHHBIX, a
TaK)Ke Orpeziesisaolre el 00paboTKU MepcoHabHBIX JAaHHBIX, COCTAaB MePCOHATBHBIX
JIaHHBIX, TIOJJIeXalux o0paboTke, mAeMcTBUST  (Orepaijuu), COBepIIaeMble C
MepPCOHA/IbHBIMU IaHHBIMHU.

TexHuveckne cpeacrsa HHMPOPMANMUOHHOM CHCTEMbl MEPCOHAJBHBIX TAHHBIX -
Cpe/iCTBa BBIUMC/IUTE/TLHOM TEeXHUKU, MH(HOPMaI[MOHHO-BbIUMC/IUTE/IbHBIE KOMIIEKChI 1
CeTH, CpPe/iCTBa U CHUCTEeMBI Tiepejjau, ripueMa u obpabotku I1/1H (cpeicTBa U CUCTEMBI
3BYKO3aIlMCH, 3BYKOYCHU/IEHUS], 3BYKOBOCIIPOU3Be/IeHNsl, IePEerOBOPHbIE U Te/IeBU3MOHHbIE
YCTPOMCTBA, CpeACTBAa W3rOTOBJEHUS], TUPAKUPOBaHUS [OKYMEHTOB U JIpyTue
TeXHUUeCKHe cpe/icTBa 06paboTKy peueBoi, rpaduueckoii, BHzieo- 1 OYKBeHHOLM(POBOM
nHbopMalum), mporpaMMHbie Cpe/iCTBa (OrepaljoHHble CUCTeMbI, CUCTEMbI YTIPABIEHUS
0a3zaMM [JaHHBIX W T.Il.), CpeJACTBAa 3al[UThl HWHMOpPMAI[MH, TpPUMEHsieMble B
MH(OPMaI[MOHHBIX CUCTEMaX.

IlepexBat (undopmamuu) - HelpaBOMepHOe TI0JydeHHMe HWHMOpMalMM C
WCTI0/Tb30BaHHEM TeXHUUECKOr0 Cpe/ICTBA, OCYIIEeCTBJISIONIEro obHapyKeHHWe, TIPUEM U
006paboTKy MH(OPMaTUBHBIX CUTHAIOB.

Ilepconanbubie AaHHble - J00ass WHPOpPMAIMS, OTHOCSIASICS K TIPSIMO WM
KOCBEHHO OIpefie/ieHHOMY WM ornpejenseMoMy ¢du3nueckomy muily (CyOBeKTy
MepPCOHAJIbHBIX JJaHHBIX);

IToOouHbIe 3/IEKTPOMAarHUTHbIE W3/IyYeHHUS] U HABOJKH - 3/IeKTPOMAarHUTHBIE
W3/TyUeHUs] TEXHUUECKUX CpeJCcTB 00pabOTKH 3armmuiijaeMoi nH(OPMaILvy, BO3HUKAFOIIIHe
Kak 1o00YHOe siB/ieHre Y BbI3BaHHBIE 3/IeKTPUUeCKUMU CUTHAIaMU, JeUCTBYIOLUMHU B UX
3/IeKTPDUUECKMX U MarHUTHBIX LIeMsiX, a TakXKe 3/IeKTPOMarHUTHble HAaBOAKU 3STHUX
CUTHAJ/IOB Ha TOKOMPOBOZSIINE JIMHNUN, KOHCTPYKLIUM U LIeMU IMUTaHUSI.

IMoJMTHKA «YHCTOr0 CTOJAa» - KOMILJIEKC OpraHW3aldOHHBIX MepOIpUsITHM,
KOHTPO/IUPYIOIIAX OTCYTCTBHE 3allMChIBAHUS Ha OyMa)kHble HOCHUTENd KIUued |
aTpruOyTOB /0CTYyTIa (TTapoJieii) U XpaHeHus1 X BO/M3U 00BEKTOB JOCTYTIA.

ITosb30BaTeb WHPOPMALMOHHON CHCTeMbl MEPCOHA/ILHBIX AAHHBIX - JIUIIO,
y4acTBytoillee B (YHKIMOHUPOBaHWM WH(GOPMALIMOHHOW CHUCTEeMbl [epCOHAJIbHbBIX
JTaHHBIX W/ MCTI0JIb3YIOIIlee pe3y/bTaThl ee (DYHKIIMOHUPOBAHHUSI.

IpaBuia pasrpaHuYeHus A0CTyna - COBOKYITHOCTb MPaBWI, PerjaMeHTUPYIOLHUX
TIpaBa JI0CTyTa CyObeKTOB ZI0CTyTa K 00beKTaM JIoCTyTIa.

IporpaMmmuas 3akjajaka - KOJI TMpPOTpaMMbl, IIpeJIHAMEPEHHO BHeCEeHHbI B
MporpaMMy C I[e/lbI0 OCYIIeCTBUTb YTeUKy, W3MEHHTh, OJIOKUPOBATb, YHUUTOKHUTH



MHbOpMAL[MI0 WIM YHUUTOXUTh W MOAUMPULIMPOBATH TIpOrpaMMHOe obecrieueHue
MH(MOPMAI[MOHHONW CUCTeMbl TePCOHATBHBIX JaHHBIX U (WK) OJIOKMpOBaTh amrapaTHbIe
Cpe/CTBa.

ITporpammHoe (mporpaMMHO-MaTeMaTHUYeCcKoe) BO3/lelICTBHE -
HeCaHKLMOHUPOBAHHOE BO3/IEUCTBHE Ha pecypchl aBTOMAaTU3WPOBaHHOU
MH(OPMAI[MOHHOW CHUCTEMbI, OCYILIECTB/SIEMOE C MCIO0Jb30BaHUEM BPEJOHOCHBIX
MpOrpamm.

PackpbiTHe NMEPCOHANLHBIX JAHHBIX - YMBIILIEHHOE WM C/ly4alHOe HapylleHUe
KOH()U/IeHIIMa/TbHOCTU MepCOHAMbHBIX JAHHbIX.

PacnipocTpaHeHne NePCOHAIbHBIX JAaHHBIX - [I€HMCTBUSI, HampaB/eHHble Ha
PacKpbITUe MepCOoHaTbHBIX JaHHbIX HeOolpeAeJeHHOMY KPYTY JIHL.

Pecypc uH(OPMAIMOHHOM CHCTeMbI - MMEHOBAaHHBIM 3/IeMEHT CHCTEMHOrO,
MIPUK/IQJHOTO WJIM armapaTtHoro obecriedeHust (hYHKIIMOHHUPOBaHHS WH(OPMALIMOHHON
CUCTEMBI.

Cl'leHI/IaJ'ILHble KaTeropu IMNepCOHAJBHBIX [JaHHBIX - T[I€DCOHA/IbHbIE [1dHHBIE,
Kacarolyecsi pacoBOM, HAl[MOHA/JbHOM TIPUHA/JIeXKHOCTH, TIOJIMTUUECKUX B3IVISIOB,
PEJIUTUO3HBIX WK Griocodckux ybexxmeHnid, COCTOSTHUS 37I0POBbSi 1 MHTUMHOM JKU3HU
CyOBbeKTa repCOHa/TbHBIX JaHHBIX.

CpencrBa BbIYMC/IHTEIBHON TeXHHKH - COBOKYIMHOCTh MPOrPAMMHBIX U TeX-
HUYEeCKUX 3JIEMEeHTOB CHUCTeM 00pabOTKM [JaHHBIX, CIIOCOOHBIX (YHKI[MOHHPOBATDH
CaMOCTOSITEJTbHO WK B COCTaBe APYTUX CHUCTEM.

Cyobekt paoctyna (cy0bekT) - JIMI0 WIA TIPOLIECC, [eWCTBUS KOTOPOTO
peryjiaMeHTUPYIOTCS IpaBUaMU pa3rpaHUyeHus JOCTyTIa.

TexHHYECKHI KaHAJT YTeYKH MHPOPMAIHK - COBOKYITHOCTh HOCUTe/II UH(hOpMaLu1
(cpeacTBa 06paboTKM), pusMuecKoii cpepl pacpocTpaHeHss THOOPMATHBHOIO CHUTHasIa
Y CPeJICTB, KOTOPLIMH J0ObIBaeTCs 3aliuiijaemMasi iHpopMariusi.

TpancrpanuyHasi nepegaya NnepcoOHAJbHBIX JaHHBIX - [lepeflaua I[epCOHAJbHbIX
JIaHHBIX orepaTopoM 4epe3 ["ocymapcTBeHHYr0 rpaHully Poccurickon @efiepalii opraHy
BJIaCTU HHOCTPAHHOTO TOCYy/JapCTBa, (PU3UUECKOMY WM OPUAUYECKOMY JILY
MHOCTPAHHOT'0 TOCYZAapCTBa.

Yrpo3sl (e30MaCHOCTH NEPCOHAJbHBIX JAAHHBIX - COBOKYITHOCTb YCJIOBUM U
(akTopOB, CO3/AAIOI[MX OMNAaCHOCTb HECAHKLIIMOHWUPOBAHHOIO, B TOM UMC/e CIy4yalHOro,
JIOCTymMa K MepCOHA/IbHbIM JJaHHBIM, pPe3y/bTaTOM KOTOPOTO MOXKeT CTaThb YHUUTO)KEHUe,
n3MeHeHue, 0/IOKMPOBaHKe, KOMTMPOBaHWe, PACIpOCTPaHeHWe MepCOHANbHBIX JaHHBIX, a
TaK)Ke MHBIX HeCAHKIIMOHUPOBAHHBLIX JeMCTBHM ITPU X 00paboTke B MHMOOPMAI[HOHHOM
CUCTeMe MepCOHA/IbHBIX JaHHBIX.

YHUUTOKEHHE MEePCOHANBHBIX JIaHHBIX - [IeMCTBUSA, B pe3yJbTaTe KOTOPbIX
CTaHOBUTCSI HEBO3MOJKHbIM BOCCTAHOBUThL COJlepKaHWe TePCOHA/bHBbIX [JAHHBIX B
MH(OPMAaI[MOHHOW CUCTeMe MepCOoHalbHbIX [JaHHbIX U (WIM) B pe3y/bTaTe KOTOPBIX
YHUYTOXXAKTCS MaTepuabHble HOCUTEIU NePCOHA/IBHBIX JAaHHBIX.

YTeuka (3amuijaemMoii) wuHGOpPMAMU T0 TeXHUUECKUM KaHa/JlaM -
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HEeKOHTPOJIMPYeMOe pacripoCTpaHeHWe WH(OpMalMui OT HOCUTesIs 3alljyiljaeMol UHHOp-
MalMyd uepe3 (PU3MYECKYH0 Cpefy [0 TeXHUYeCKOro CpefCTBa, OCYLIECTBJISIOLLEro
nepexBaT UH(QOPMaLIH.

Ys13BUMOCTB - C1a00CTb B CpeICTBaX 3all[UThl, KOTOPYIO MOYXHO MCIIO/Ih30BaTh /I/Ist
HapyllleHusl CUCTeMbI WX COoZiep Kallieiicsi B Hell uHbopMaliuu.

IlesocTHOCTH, WHpOPMAaNMU - CIIOCOOHOCTb Cpe/CTBA BBIUMCIUTEIBHOM TEXHUKH
WIA aBTOMAaTU3UPOBAaHHOW CHUCTeMbl obOecrieurMBaTb HEU3MEHHOCTb WH(OpMaluu B
YCIOBUSIX CTYUYalHOTO W/WM NIPeJHaMePeHHOT0 UCKaXKeHUs (pa3pylLleHus).



OBbO3HAYEHUSA 1 COKPAILIEHA

ABC - aHTUBHUPYCHBIE Cpe/iCTBa

APM - aBTOMaTH3UpPOBaHHOE pabouee MeCTO

BTCC - BcrioMorare/ibHble TeXHUYeCKre CpeJCTBa U CUCTeMbI
WCTIIH - nHdbopMalMoHHasi CUCTeMa MepCOHaIbHbBIX JaHHBIX
K3 - KoHTpO/mMpyemasi 30Ha

JIBC - y0KaspHasg BbIYMC/IUTE/IbHAs CeTh

MD - MeXxceTeBOM 3KpaH

HC/I- HecaHKIIMOHUPOBAHHBIU [JOCTYII

OC - onepalMOHHasi cUCTeMa

II[JH - mepcoHa/bHbIe JaHHbIe

[IMB - nporpaMMHO-MaTeMaTAUeCKOe BO3/]elCTBUE

1O - nporpamMMHoOe obecrieueHye

[ISMUH - nob6oyHble 371eKTPOMarHUTHbIE U3TyYeHHsI ¥ HaBOJKU
CA3 - cuctema aHaniu3a 3allULLIEHHOCTU

C3MU - cpepacTBa 3aiuThl HTHGOpPMAaLUU

C3I1/H - cuctema (mojicCcTeMa) 3allUThl TIePCOHAMBHBIX JaHHBIX
COB - cuctema 06HapyKeHHsT BTOP>KEHHM

TKYMU - TexHnueckue KaHasibl yTeUKY MH(OPMAaLUU

YBII[IH - yrpo3bl 6e3011aCHOCTH TT€PCOHAMBHBIX JJAHHBIX



BBEJAEHHWE

Hacrosimas  Tlosutuka uH(OpMalioHHOW 6e3omacHOCTH Tpyd  pabore C
MepPCOHA/ILHBIMU JAaHHBIMU B AUMTCKOW DPaMOHHON TeppUTOpUa/IbHON H30HpaTebHOM
Komuccuu (fanee - [TovTrka) siByisseTcst opuIAa/IbHBIM JOKYMEHTOM.

[TommTrKa pa3paboTaHa B COOTBETCTBUU C TPeOOBAHHUSIMU, YCTaHOB/IEHHBIMHU:

denepanbHbiM - 3aKOHOM  OT  27.07.2006 Ne 149-®@3 «0O6 wuHpopmaluy,
MH(OPMAaLMOHHBIX TEXHOJIOTHUSIX U O 3aluTe UHGOPMAaLUn»;

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 152-D3 «O nepcoHabHbIX JaHHBIX»;

rioctaHoBsieHueM IIpaBurenbctBa Poccurickont ®@epeparum ot 01.11.2012 Ne 1119
«O06 yTBepAeHnr TpebOBaHHWI K 3allldTe MePCOHAMBHBIX JaHHBIX TPU WX 00paboTke B
MH(GOPMALMOHHBIX CUCTeMaXxX MepCOHaNIbHbIX JaHHbIX»;

noctaHoBsieHrem IIpaButenscTBa Poccurickon @epepanuu ot 15.09.2008 Ne 687
«O6 yTBepXKIeHUM TI0/I0KeHHsT 00 0COOeHHOCTSIX 00pabOTKM TepCOHA/NbHBIX AAHHBIX,
OCyII[eCTB/IsieMO 0e3 UCI0/Tb30BaHUsI CPeJICTB aBTOMATH3aLIuN»;

noctaHoBsieHreM IlpaButenbctBa Poccurickont @epeparuu ot 21.03.2012 Ne 211
«O6 yTBep)KIeHUM TiepeuHsi Mep, HalpaB/JeHHbIX Ha oOecreyeHue BBITOHEHHS
00s13aHHOCTeM, TIpelycMOTpPeHHbIX PefiepanbHBIM 3aKOHOM «O TIepCOHATbHBIX JaHHBIX»
Y TIDUHSITBIMU B COOTBETCTBUM C HUM HOPMAaTHWBHBIMU MMPAaBOBLIMU aKTaMH, OTrlepaTopaMu,
SIB/ISIFOLLIUMMCS TOCYJapCTBEHHBIMU WM/TM MYHULMNA/JbHBIMU OpraHaMm»;

npuka3zoM ®CTOK Poccuu ot 18.02.2013 Ne 21 «OO6 yrBepxaenun CocraBa U
Cofiep)KaHusl OpPraHM3allMOHHBIX W TEeXHUUeCKUX Mep To obecrieueHWI0 6Ge30racHOCTH
MepCcoHaNbHbIX JAHHBIX TIpU  UX 00paboTke B HWH(MOPMALMOHHBIX CHUCTEMax
MepPCOHAJIbHBIX JJaHHBIX»,

npukazoM PCB Poccum ot 10.07.2014 Ne 378 «O06 yTBep)kAeHWH COCTaBa U
COZlep>KaHHsI OpPTraHU3al[MOHHBIX U TeXHUUeCKWX Mep 1o obecrieueHuro 6Ge30macHOCTU
MepCoOHaNbHBIX JaHHBIX TIpU  UX 00paboTke B HWHGMOPMALMOHHBIX CHUCTEMaXx
MepPCOHA/IbHBIX JI@HHBIX C WCIO0/b30BaHUEM CPEACTB KPUMNTOrpa(UUecKor 3alljuThI
WHbOpMaI[iH, HEeoOXOAWMBIX [JI1 BBIMOJHEHUs YCTAaHOBJIEHHBIX IIpaBUTE/LCTBOM
Poccutickoit ®enepariun TpeOOBaHMM K 3alllUTe MePCOHAIBHBIX JAHHBIX 7S KaXK0T0 U3
YPOBHEM 3allUIIEHHOCTU;

MeToauuecKUMU peKOMeHJalMsAMA 110 pa3paboTKe HOPMATHMBHBIX ITPABOBBIX
aKTOB, OTIpe/e/ISIIOIIUX yrpo3bl 6e301MaCHOCTU TePCOHABHBIX [JaHHBIX, aKTyabHbIe TIPU
00paboTKe TepcoHaNbHBIX JAHHBIX B HWH(POPMAIJMOHHBIX CHCTEMax I€pPCOHA/IbHBIX
JIaHHBIX,  JKCIUIyaTUPyeMbIX TIPU  OCYILEeCTBJIEHUHM COOTBETCTBYIOIIUX  BHU/IOB
[leaTe/IbHOCTH, yTBepKAeHHbIMU PYKOBOACTBOM 8 Llentpa ®Cb Poccum 31.03.2015 Ne
149/7/2/6-432.

B Tlonutuke onpedeneHsl TpeboBaHuss K mnepcoHany WCII[H, cTeneHb
OTBETCTBEHHOCTH TIepPCOHAaja, CTPYKTypa M HeOOXOAWMBIM YPOBEHb 3allUIeHHOCTH,
CTaTyC W [JOJDKHOCTHBIE OO0SI3aHHOCTU COTPYZHUKOB, OTBETCTBEHHBIX 3a obecrieueHre
6e3oracHoCTU TIepcoHaMbHbIX JaHHBIX B UCIT[IH AunuTCKON palioHHOW TeppUTOPHaTbHOMN



n3bupaTenbHONM KoMmuccuu (ganee — Komuccus).

1. OO1He mo/I0KeHHus!

Ilenpto Hactosiieid [lomuTuku siBasieTcsi obecriedeHre 0e30MacHOCTH OOBHLEKTOB
3authl Komuccun OT BCeX BHJOB yIrpo3, BHEIIHWMX W BHYTPEHHHX, YMBILLJIEHHBIX U
Herpe/iHaMepeHHbIX, MUHUMM3alUsg yijepba OT BO3MOXKHOM peayiu3alii yrpo3
6e3onacuoctu [1JH (YBITOH).

be3onacHOCTb MepCOHaNbHBIX JAHHBIX [OCTUTAeTCsl TyTeM MCKJIIOUeHUs
HeCaHKLIMOHUPOBAaHHOTO, B TOM UHMCJ/Ie CIy4alHOro, JOCTYIa K MepCOHATbHBIM /1aHHbIM,
pe3y/bTaTOM KOTOPOTO MOXeT CTaTb YHUUTOXKeHUe, H3MeHeHWe, OJI0KMpOBaHue,
KOMMPOBaHWe,  paclpoCTpaHeHWe  TepCOHAJbHBIX  JIaHHBIX, a TakKXkKe  MHbIX
HeCaHKIIMOHUPOBAHHBIX JEMCTBUM.

WNudopMmaiiusi U cBsi3aHHble C Hel pecypchl [O/DKHBI ObITh AOCTYITHBI IS
aBTOPU30BaHHBIX  TMOJib30BaTesned.  JIO/DKHO — OCYLIeCTB/SITbCS ~ CBOEBPEMEHHOe
oOHapy>keHMe U pearupoBaHue Ha Y BIT/IH.

[Oo/KHO OCYLeCTBAATBCS TMpefoTBpalleHre TpeJHaMepeHHbIX WU CIy4YauHbIX,
YaCTUYHBIX W/IM TIOJHBIX HECAHKI[MOHUPOBAHHbIX MOAU(PUKALMA WU YHUUTOXKEHUS
JlaHHBIX.

CocTtaB 00BeKTOB 3all[UThl TIpe/icTaBieH B «[lepeuHe TMepCcOHAbHBIX JaHHbIX,
obpabaTbiBaeMbIX B AUMTCKOW palilOHHOW TeppUTOPUAIbHOMN M30UpaTe/ibHOM KOMUCCUU B
CBSI3W C peasu3aljeil Ciny>keOHBIX (TPY/IOBBIX) OTHOILIEHW, a TaKKe OCYIIleCTBIeHreM
roCyAapCTBeHHbIX (QYHKLIAW».

Cocras UCIIIlH nopgnexammx  3amiure, npegcraBieH B «llepeune
MHGOPMAL[MOHHBIX  CUCTeM T[IepCOHA/bHBIX JaHHbIX B  AUMTCKOW  paliOHHOM
TepPUTOPHATbLHON M30MpaTelbHOM KOMUCCHI.

2. O0/1aCTDb el CTBUA

TpeboBanusi Hacrosiiie [TOJIMTMKK pacpoOCTPaHSIOTCS Ha BCEX COTPY/HUKOB
Komuccun (IITaTHbIX, BpeMeHHbIX, PabOTaloMMX M0 KOHTPAKTYy M T.IL.), a TakKkKe BCeX
NpOYMX UL (MOAPASUMKY, aYJUTOPBI U T.I1.).

3. Cucrema 321U ThI IEPCOHA/IBHBIX JaHHBIX

Ob6ecrieueHnre 6€30MaCHOCTH TIePCOHA/IBHBIX JAHHBIX JOCTUTAETCs, B YaCTHOCTHU:

orpejiesieHeM yrpo3 6e301acHOCTU MePCOHA/BHBIX JaHHBIX MMPU X 00paboTKe B
MHGOPMAL[MOHHBIX CHCTeMaX MepCoHabHbIX JJaHHbIX;

NpUMeHeHeM OpraHU3allMOHHbIX W TeXHWYeCKMX Mep 10 obecreueHUIo
6e30macHOCTH MepPCOHa/IbHBIX JAHHBIX TIPY WX 00paboTke B MH(GOPMAIIMOHHBIX CUCTEMaxX
MepCOHANbHBIX [AHHbIX, HEOOXOAWMBIX [Jis1 BBIIOJIHEHUs TpeOOBaHMM K 3all[uTe
MepCOHANbHBIX  JIAHHBIX, WCIIOJIHEHWe KOTOPbIX 0becrieurBaeT  yCTaHOBJIEHHbIE
[TpaButensctBOM Poccuiickor ®Pefepaliii YpOBHM  3allMIIEHHOCTU TepPCOHATbHBIX
JlAHHBIX;
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TpUMeHeHreM TMpOoLIe[IIMX B YCTaHOBJIEHHOM IIOPsSiZiKe TIpOLieAypy OLIeHKU
COOTBETCTBUSI CPEJICTB 3alLUThI MTH(OPMaLUW;

olleHKOW 3¢ GheKTUBHOCTH TIPUHUMAeMbIX Mep I0 obecrieueHHIO 0e301aCHOCTU
MepCOHA/IbHBIX JIAHHBIX [0 BBOJA B 9SKCIUTyaTallii0 WMH(POPMAlMOHHOW CHCTeMbI
MepCOHa/bHBIX [JaHHBIX;

y4eTOM MalIMHHBIX HOCUTeJIel MepCOHA/IbHbIX JJaHHBIX;

obOHapyxeHHeM (DaKTOB HeCaHKIMOHUPOBAHHOTO [IOCTyMa K IepCOHAIbHbIM
JTaHHBIM W TIPUHSITHEM Mep, B TOM UHC/Ie Mep T0 OOHapy)KeHHI0, TIpeAyNpeXAeHu0 1
MUKBU/IALIMU  TIOCJIeZICTBUN KOMITbIOTEDHBIX aTaK Ha WH(OpPMAlMOHHbIE CUCTEMBbI
TepCOHA/bHBIX JaHHBIX U 10 pearipOBaHUIO Ha KOMITbIOTEPHbBIE UHLU/EHTHI B HUX;

BOCCTAHOB/IEHMEM  MEpPCOHANbHBIX  [JAaHHBIX,  MOAU(MULMPOBAaHHBIX WU
YHUUYTOXXEHHBIX BC/IeICTBHE HeCAHKLIMOHUPOBAHHOTO JOCTYIIA K HUM;

yCTaHOBJIEHWEM TIPaBW/I [IOCTYTIAa K IEPCOHAIbHBIM JIaHHBIM, 00pabaThiBaeMbIM B
WHGOPMAI[MOHHON CHCTeMe TIepCOHA/NbHBIX JaHHBIX, a TakKxke obecrieueHHEM
perucTpaluyd M ydeTa BCeX JeMCTBUM, COBEpIIAeMbIX C IMepCOHAJbHBIMUA [JaHHBIMU B
MH(OPMAaI[MOHHOW CHCTeMe TepCOHA/IbHBIX [JaHHBIX;

KOHTpO/IeM 3a TIPUHMMAaeMbIMH MepaMH TI0 obecrieueHHI0 0e30macHOCTH
MepCOHANbHBIX [JAaHHbIX W YPOBHS  3allJUIIEHHOCTM WH(GOPMALMOHHBIX CUCTEM
MepCOHa/TbHBIX IaHHBIX.

Cucrema 3alUThl TepcoHaIbHBIX JaHHbIX (C3I1[IH), CTPOUTCS Ha OCHOBaHUMU:

AKTa BHyTpeHHeT0 KOHTPOJIsS COOTBETCTBHUSI 00pabOTKHM MepCOHATbHBIX IaHHBIX.

[TepeuHsi MepCOHA/MBLHBIX [lAaHHBIX, OOpabaTbiBaeMbIX B AUWTCKOH paliOHHOMN
TEePPUTOPHAIbHON W30MpaTeNbHOM KOMHCCHH B CBS3M C peaju3alyed Cimy»keOHBIX
(TPyZ0BBIX) OTHOIIIEHUH, a TaK)Ke OCYIIeCTB/IeHUeM IoCyZapCTBeHHbIX (YHKIIUH;

AKTOB Kiaccu(pUKaLM1 UHPOPMALIMOHHBIX CUCTeM TePCOHAJIbHBIX IaHHBIX;

Mogemu yrpo3 6e30macHOCTH TIepCOHA/IbHBIX JAHHBIX;

Martpulibl JOCTymna TMo/b30BaTe/ied K 3alliyiljaeMbiM MH()OPMALIMOHHBIM pecypcaMm
NCII/H;

PykoBopsiux fokymeHtoB @CTOK Poccuu u ®CB Poccum.

Ha ocHOBaHMH 3THUX [OKYMEHTOB oOIpefiefisieTcsi HeoOXOAuMbIA ypOBEHb
sauieHHocT [1/JH kaxkgou VCITx Komuccuu. Ha ocHOBaHMM aHa/mv3a aKTyaJbHbIX
yrpo3 Oe3oracHoctu [I/JH omucanHoro B Mojenu yrpos, feflaeTcs 3aK/ioueHde o
HeOOXOJUMOCTH  WCIIONIb30BAaHUS ~ TeXHWUUECKUX CPeACTB W OpraHU3alMOHHBIX
Meporpuatuid Ay obecrieuenuss Oe3omacHoctu I1/1H. BreiOpaHHBIe HeoOXOAMMBIE
MeporpusThs oTpaxatoTcs B «CocTraBe Mep 3allUThl WH(MOPMALMOHHBIX CUCTEM
MepCOHaTbHBIX IaHHBIX».

Ins WCIIH pomkeH OBITH COCTaB/IEH CITMCOK HCIOJIb3YEMBIX TEeXHHUUECKUX
cpeactB 3auuThl (ganmee - CHOMCOK), a TakK >kKe TMPOTrPaMMHOrO obecrieueHus,
yuacTBytoiriero B oopabotke I1/]H, Ha Bcex 3memenTax UCIIIH:

APM nonn3oBareneu;

CepBepa NpUI0KeH!;
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CYB/;

['panutel JIBC;

KaHanoB mepegaur B ceTd OOIero I0/b30BaHUSA W (WIA) MEKAYHApPOJHOTO
oOMmeHa, ec/i 110 HUM Tiepefiatotcst T1/1H.

B 3aBucumocTu oT ypoBHs 3aujuiieHHocty VICITIH u akTyanbHbIX yrpos, C3I1/1H
MOXKeT BK/IFOUaTh C/IeJyrole TeXHAYeCKue Cpe/iCTBa:

aHTUBUPYCHbIE CPeJICTBA /1/1s1 pabounx CTaHIUi M0/Ib30BaTe el U CepBepOoB;

CpeZiCTBa MeXXCeTeBOro SKPaHUPOBaHUS;

cpeficTBa KpUNTOrpaguueckou 3aiuTbl MHGOOPMaIMK MpyY Tepejaue 3aljyiiaeMou
MH(pOopMalLMK Mo KaHa/laM CBSI3U.

Tak ke B CMUCOK [O/DKHBI ObITh BK/IIOUEHbI (PYHKLIMU 3allUThl, 0OecrieurBaeMble
IITaTHBIMA ~ cpeAcTBamMu obpabotku [I/JH  omepaipoHHbiMM  cucteMamu (OC),
npukaagHeiM [10 ¥ crenuanbHBIMU KOMIIEKCAMM, peau3yIOLMMUA CPe/CTBa 3allUThL.
CHrcoK (PYHKIMM 3al[UThl MOXKET BKJIFOUaTh:

ylpaBJ/ieHre U pa3rpaHUueHne JOCTyIIa Mob30BarTesieu;

perucTpaiyio U yueT JeHCTBUM ¢ uHMOopMaLyel;

obecrieueHue 11€JI0CTHOCTH JIaHHBIX;

obHapy>keHHe BTOP)KEHUH.

CnMcoK  WCMNOb3yeMbIX TeXHUYECKHMX CpefCTB oOTpakaeTcsi B «llnane
MEpOTIpUSTU  TI0  OOecrieueHWIO  3all[UThl  TEPCOHA/IbHBIX  AaHHbIX».  CITHCOK
WCIIO/Ib3YeMBbIX CPeJCTB [OJ/DKEH TIOAJep)KUBAThbCA B aKTyaJlbHOM COCTOSHUM. lIpm
M3MEHEeHUM COCTaBa TeXHUYEeCKMX CpeAcTB 3ammtbl wid  3nemeHToB WCII[OH
COOTBETCTBYIOLI[ME W3MeHeHUs] [O/DKHbI ObITb BHeceHbI B CIHMCOK YW YTBepXKEHbI
npefcenareieM  M3buparenbHolt Komwuccuyd CBepAjioBCKOW 00/1aCTH WM JIULIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3auThl [1/]H.

4. Tpeb6oBanus K nogcucremam C3I1/{n

C3I1/[H BK/ItOUaeT B cebst ceyroIue MoiCUCTeMbI:

yIpaBJ/ieHus JOCTYIIOM, PeruCTpaLvii U y4yeTa;

obecrieueHUs 1[eJIOCTHOCTH U [JOCTYITHOCTH;

QHTUBHUPYCHOU 3allIUTBHI;

Me)XCeTeBOr0 3KPaHWPOBaHNS;

aHas/i13a 3alvIleHHOCTH;

oOHapy>kKeHHs] BTOP>KEHH;

KpUITOrparuecKor 3alliUThl.

[Moacuctembl C3T1/IH uMeroT pa3iWuHbIM (yHKLIMOHAA B 3aBUCUMOCTU OT KJjacca
NCII[OH, omnpeeneHHOr0o B «AKTe KiaacCU(MUKAMM HWHQPOPMAI[MOHHON CHCTEMBbI
MepPCOHAJIbHBIX JaHHbIX». CnMCcoK cooTBeTCTBUSI (PyHKUuK nogcucteM C3IIJH Knaccy
3alMILIeHHOCTH TIpeJiCTaB/leH B TeXHUUEeCKOM 3aJlaHUU T10 CO3[aHHUI0 CUCTeMBbI 3allUThl
MH(OopMaIu1 MH(MOPMALIMOHHOW CUCTEMBI ePCOHA/TbHBIX JJaHHBIX.
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[TogcrcTemMa yripaBaeHUs JOCTYIIOM, PETUCTPALIMU M yyeTa

[ToacucTtema ynpaB/ieHWsT AOCTYIIOM, DErMCTpalMM U yueTa MpejHa3HadyeHa JJis
peanu3aliuy ClaeIyroux QyHKIUN:

uaeHTU(GUKAIIMM ¥ TIPOBEPKM TIOTMHHOCTH CYOBEKTOB J[IOCTyIa IMpU BXOZe B
NCIIOH;

W eHTU(YKaLMM TEDMUHAJIOB, y3/10B CETH, KAHAJIOB CBS3H1, BHEILLIHUX YCTPOMCTB 10
JIOTUYECKUM WMeHaM;

WJileHTU(UKaALIUU MIpOrpamMm, TOMOB, KaTa/oroB, (ai/oB, 3anucei, moJel 3anvcei
110 UMEeHaM;

perucTpaiyy Bxoja (BbIXofja) CyObEKTOB AOCTyMa B CUCTeMY (K3 CUCTEMBI), MO0
perucTpalyu 3arpy3Ky ¥ MHULIMA/IM3aLlUU ONlepaljMOHHOM CUCTEMBI U ee OCTaHOBa.

perucTpanyy MOMbITOK AOCTyIa MPOrpaMMHBIX CPeJCTB (MporpaMM, MpOLIECCOB,
3a/la4, 3a/laHUM) K 3allUIlaeMbIM (aiiam;

pPerucTpalnuy MONbITOK JOCTyIa MPOrpaMMHBIX CPE/ICTB K TepMHHA/aM, KaHajaam
CBsI3U, POrpaMMam, TOMaM, Kartasoram, ¢aiiiam, 3arvcsm, MoJisiM 3arrceu.

[TogcucTema yripaB/ieHHs AOCTYIIOM MOKeT ObITh peajM30BaHa C ITOMOIIBIO
IITaTHBIX cpeicTB 00paboTku [1/]H (omepalioHHBIX crcteM, TipuioykeHui U CYB/T). Tak
)Ke MOyKeT ObITb BHEJPEHO CIiel[ha/ibHOe TeXHWYecKoe CPeJCTBO WM UX KOMILIEKC,
OCYLLECTBJ/ISIFOLL[e  [IOTIO/THUTE/IbHbIE Mepbl T0 ayTeHTU(UKaLMd M  KOHTPOJIHO.
Haripumep, mnipumeHeHVe eAWHbIX XPAHWIWILL YYeTHbIX 3alvcell T[o/b30BaTenen u
pervcTpalyoHHol WHGOpMaliy, UCIOIb30BaHUe OMOMETPUYEeCKMX W TeXHUUecKux (cC
TIOMOIIBIO 3/IEKTPOHHBIX MPOITYCKOB) Mep ayTeHTU(DUKALIUU U IPYTUX.

[Toacucrema obecreueHus 0eJJIOCTHOCTHU M AOCTVITHOCTHU

[Togcucrema obecrieueHus1 I€JIOCTHOCTH W [JJOCTYMTHOCTH TIpeJHA3HaueHa [J/isi
obecrieueHus 1[e/IOCTHOCTH U OCTymHOCTH [1/IH, IpOrpaMMHBIX U arlliapaTHBIX CPe/iCTB
NCIIIr Kommccun, a Tak >ke CpeACTB 3allUThbl, MPU CAy4alHOM WM HaMepeHHOU
MOAU(DUKALIAU.

ITogcucrema peanusyeTcsi C MOMOLLBIO OpraHu3alMy pe3epBHOTO KOMMPOBaHUS
oOpabaThiBaeMbIX JaHHBIX, a TaK ke pe3epBUPOBaHKeM KIroUeBbix 3emeHToB VICTT/IH.

ITogcucTeMa aHTUBUPYCHOM 3alLIUThI

[MogcucreMa aHTUBUPYCHOM  3all[UTHI  TIpe/Ha3HaueHa [ obecrieueHUs
aHTUBHPYCHOM 3aliuThl cepBepoB 1 APM nonb3oBateneit ICITIx Komuccuwu.
CpeacTBa aHTMBUPYCHOW 3alljUThI MpeJHa3HaueHbl Js peajv3alyu C/e[yroLmuX
(YHKLMIA:
pe3UIeHTHbIM AHTUBUPYCHBIM MOHUTOPUHT;
AHTHMBUPYCHOE CKaHWPOBaHUe;
CKpUNT-0/I0KUPOBaHUE;
L[eHTPa/IM30BaHHOW/yJa/IeHHOU YCTaHOBKW/IeNHCTA/UISILUA aHTUBHUPYCHOIO
NPOJYKTa, HACTPOMKH, aJAMUHUCTPUPOBAHUS, TPOCMOTpa OTUYETOB U
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CTaTUCTUUECKOM MHbOpMaLUK 110 paboTe MpoAYKTa;
aBTOMAaTHU3UPOBAaHHOTO OOHOB/IEHUS] aHTUBUPYCHBIX 0a3;
OrpaHUYeHMsI TpaB MO/b30BaTe/si Ha OCTAHOBKY MCIOJHSIEMBIX 3aau U
M3MeHeHUsI HAaCTPOeK aHTUBUPYCHOTO TPOrpaMMHOT0 obecrieueHus;
aBTOMAaTUYeCKOTO  3alycka  HeNMoCpeACTBEHHO  MOcCjie 3arpysku
ornepaljMoOHHOM CUCTeMBI.

[Toacuctema peanu3yeTcs IyTeM BHeAPEHUs] CIELMA/TIbHOIO aHTUBHUPYCHOIO

MporpaMMHOTro obecrieueHus Ha Bce 3neMeHThl ICIT/IH.

[ToagcucreMa MeXXCeTeBOro 3KpaHHPOBAHUS

[Toacuctema MeXXCeTeBOrO SKPAaHUPOBaHWs MpeJHa3HauyeHa [Jis peaiv3aluu
creAyroIuX QyHKLWM:

(UWIbTpalM OTKPBITOTO U 3alirMdpoBaHHOrO (3akpeiToro) IP- Tpaduka;

¢uKcaluyy BO BHYTPEHHUX >KypHajax WMH(GOpMalyMy O TPOXOJSIeM OTKPBITOM U
3akpbITOM [P-Tpaduike;

WJeHTU(YKalMM U ayTeHTU(PUKalMd aJMUHHCTPaTOpa MeXXCeTeBOro SKpaHa IpH
ero JIOKaJIbHbIX 3alipocax Ha J0CTyT];

perucrpauyy Bxojia (BbIX0Jja) aJ[MUHUCTPAaTOpa MEXCEeTeBOro 3KpaHa B CUCTEMY
(13 cucTembl) MO0 3arpy3Ky U MHUL[MA/IM3AL[UN CUCTEMbI U ee TIPOrPAMMHOI0 OCTAHOBa;

KOHTPOJISI LIeJIOCTHOCTH CBOEM MPOrpaMMHOM ¥ MH()OPMALJMOHHOW 4aCTy;

bunbTpal[uK MaKeTOB C/Iy)KeOHBIX TPOTOKOJIOB, CAYXKAIUX [/ JUAaTHOCTUKU U
ympaB/ieHUs: paboTol CeTeBbIX YCTPOICTB;

¢bunbTpaLK C yueToM BXOAHOIO U BBIXO/IHOTO CeTeBOro nHTepdelica Kak cpeficTBa
MIPOBEPKU MO/JTMHHOCTU CEeTeBbIX aZlpecoB;

perucTpalyuy 1 yueTa 3arpaliuBaeMbIX CEPBUCOB MPUK/IaAHOTO YPOBHS;

O/IOKMpOBaHUSI OCTyrNa HeWJAeHTU(PUIIMPOBAHHOTO 00beKTa WM CyOBeKTa,
MOJJIMHHOCTb KOTOPOTO TpU  ayTeHTU(UKalMM He TOoATBepAuIach, MeTOoJaMH,
yCTOMUMBBIMH K TlepexBary;

KOHTPOJIS 32 CETeBOUM aKTUBHOCTBIO TIPUJIOXKEHH 1 0OHApY>KeHHs CeTeBbIX aTak.

ITogcucrema peanusyeTcss BHeJpeHUEM IIPOrpaMMHO-arllapaTHbIX KOMILIEKCOB
Me)KCeTeBOro 3KpaHUpoBaHus Ha rpanulie JIBC, kiaccom He HUxKe 4.

[TopcrcTemMa aHa/IM3a 3alIAIIEHHOCTH

[TogcucTemMa aHanv3a —3allUIIEHHOCTH [JIO/DKHA o00OecrieurBaTh — BhISIBJIEHHE
ySI3BUMOCTEH, CBSi3aHHBIX C ommbkamu B KoHuryparuu 10 MCII/JH, KoTOpble MOTYT
OBbITb MCTIOB30BAHbI HAPYIIUTEIEM /IJIsl pean3alii aTaku Ha CUCTeMY.

@OyHKIMOHAM TIOACUCTEMbl MOXKeT ObITh peasii30BaH IPOTPaMMHBIMU U
IpOrpaMMHO-arapaTHbIMU CpeCTBaMU.

[Topcucrema O6HaDV)KEHI/IH BTOD)KEHI/Iﬁ

[Toacuctema oOHapy)XeHUsI BTOP)KeHUM [Jo/DKHa oOecrieunMBaTh BbIsIB/IEHHE
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ceTeBbIX aTak Ha 3nemeHThbl VICII/IH, mogK/IOUeHHbIe K CeTsIM OO0Ilero IoJyib30BaHUsI U
(wn) MeXXayHapogHOro obMeHa.

OyHKIMOHAM —TIOACUCTEMBI MOKeT ObITh peanu30OBaH TMPOTPAaMMHBIMUA U
TIPOrpaMMHO-arrapaTHbIMU CpeICTBaMU.

I[Toacucrema KDI/IHTOFDad)I/I‘—IECKOﬁ 3adllIMThI

[Topcucrema KpunTorpaduueckom 3al[yThl MpeHa3HaueHa A uckiarouenuss HCJI
K 3amuiiaeMolr nH@opmaiyu B UCIT[IH KoMuccuu npu ee repejiaue 10 KaHajlaM CBSI3U
ceTeii 00I1[eTO TI0/TH30BaHUS U (M/M) MeXXAyHapOAHOTro oOMeHa.

[ToacucTema peanu3yercsl MyTeM BHeJPeHUs KPUMNTOrpapuueckux MpOrpaMMHO-
-anrapaTHbIX KOMILJIEKCOB.

5. ITonw3oBarenu UCIL/In

B UCIIOx Komuccum MOXXHO BBIZI@IMTH CJIeIyIOIMe TPYINbI [0J/Ib30BaTesnewu,
yuacTBYHOIIUX B 00paboTke u xpaHenuu [1/1H:
ApmvunuctpaTopsl UCITIH;
AZMUHHCTpPaTOPBI 6€30TacHOCTH;
Oneparopsi APM,;
ApmunuctpaTtopsl cetu UCITH;
TexHuueckWe  CreLUaIUCTBl MO0  OOCAy)KMBaHWIO  MeprepUiHOTO
obopy1oBaHusI.
[aHHble 0 rpymnmax MoJib30BaTesisiX, YpOBHE HUX AOCTyIa U WH(POPMUPOBAHHOCTH
JNO/DKHBI OBITh OTpa)keHbI B MaTpuile JOCTyMa II0/b30BaTesiell K 3alluiljaeMbIM
MH(OPMaI[MOHHBIM pecypcaMm.

Anmunuctpatop MCII/IH

Apmunuctpatop MCII/[H, cotpygHuk Komuccuu (WM WHOe YMOJTHOMOYEHHOE
JML0), OTBETCTBEHHBbIM 3a HACTPOWKY, BHeJpeHWe U conpoBoxgenne WCIIJH.
OOGecnieurBaeT (PYHKIJMOHMPOBAHHE TIOJCHCTeMbI yripaBiaeHusi goctyrnioMm WCIIIH u
YIIOJIHOMOYEH OCYLLeCTB/IATh Ipe/joCTaB/JieHre U pasrpaHuyeHue [OCTyra KOHeYHOr'o
nosib3oBaTesns (Onepatopa APM) K s/1eMeHTaM, XpaHsLLKMM [TepCOHa/IbHbIE JaHHbIE.

Apmunanctpatop UCII/IH o6/1aziaeT ceyroiM YPOBHEM JIOCTYTIa ¥ 3HAHUM:

obnagaer monHoi wuHGOpMalMell O CUCTEMHOM M TIPUKIaJHOM TMPOrPaMMHOM
obecrreuennu UCIT/IH;

obnasaeT MonHOW WH(OpMaIMeld 0 TeXHUUeCKHWX Cpe/CTBaX M KOH(GUTryparuu
NCIIOx;

UMeeT JOCTYIl KO BCeM TeXHUUYeCKHUM CpefCcTBaM 00paboTKu WH(OpMaluu |
nanneiv CIT/IH;

obnafaer mpaBaMM KOH(PUIYPDUPOBaHWsS U  aJMHUHUCTPATUBHOM HACTPOWKU
TexHuueckux cpencrts MCII/IH.
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AMUHUCTPATOP 0€30MacHOCTU

Apvunuctpatop  6e3omacHoctd, — coTpygHuK — Komwmccuu  (wid uHOe
YIIOJTHOMOUEHHOe JIMLI0), OTBEeTCTBEHHbIM 3a (yHKuUMoHUpoBaHue C3I1[IH, BK/OUast
o0c/y>KuBaHUe ¥ HaCTPONKY aJMUHUCTPATUBHOM, CePBEPHOM 1 KITMEHTCKOW KOMITOHEHT.

ApamuHucTpaTop 06e3omacHOCTH o0/afaeT C/IeAYIOIMMM ypPOBHEM [IOCTyIa M
3HAHUU:

obnagaet mpaBamu Agmunuctparopa UCIT/H;

obnagaet mosHoM uHdopMmarueit 06 UCIH;

vMeeT JI0CTYM K Cpe/ICTBaM 3allMThl MH(OPMaLMK U TIPOTOKOIMPOBAHUS U K
yacTu KatoueBbix dyemeHToB MCII/IH;

He MMeeT MpaB /0CTyNa K KOH(PUTYPUPOBAHUIO TeXHUUECKUX CPEeJICTB CeTU
3a MCK/IFOUeHreM KOHTPOJIbHBIX (MHCIEKLMOHHBIX).

ApmMuHHCTpaTOp 6€30MacCHOCTH YIIOJTHOMOUEH:

peanu30BbIBaTh MOJUTHKKU Oe30macHOCTH B uactu HacTtpouiku CK3U, MexkceTeBbIX
9KPaHOB W CHUCTeM OOHapy)XeHWsI aTak, B COOTBETCTBUM C KOTODPBIMU TI0JIb30BaTe/lb
(OniepaTop APM) 1osiydaeT BO3MOXKHOCTE paboTaTh ¢ 3nemeHTamu CTT/IH;

OCYLLeCTBJISITh ayIUT CPE/CTB 3allUThI;

Onepatop APM

Onepatrop APM - corpyaHuk Komuccuu (Wid HMHOe YIIOJHOMOYEeHHOe JIWIIO),
ocyiecTB/sitoiuii - 06pabotky I1[1H. O6pabotka II[JH BK/IHOUaeT: BO3MOKHOCTb
npocmotpa [1/IH, pyunor BBop I1[IH B cucremy MCIIIH, (popmMupoBaHHWe CIpaBOK U
oTueToB 10 MH(opMaLmy, onyyeHHor u3 VICIT/l. OnepaTop He MMeeT MOJIHOMOYUH /151
yrpasJieHus mogcucreMamu 06paboTku sanHbix U C3I1/IH.

Omneparop VCIT[Jx obnafjaeT ciieAyroMM YPOBHEM JOCTYTIA U 3HAHUM:

obsazmaer BcemMH ~ HeoOXoAWMbIMK — aTpubOyTamMu  (Hampumep, TapoJIeM),
o0ecreunBaroIIMMU JOCTYT K HEKOTOpOMY TiogmMHoKecTBY T1/1H;

pacnoJiaraeT KOH(pUeHMaaIbHbIMUA JaHHbIMU, K KOTOPBIM UMeeT JOCTYII.

Anvuauctpatop cetu UCITIH

Aavunauctpatop cetu  WCII[OH, coTpyguuk  Komuccun (WM uHOe
YII0OJITHOMOUYEHHOe JMLO), OTBETCTBEHHBIU 3a (O yHKLIMOHMPOBaHUe
Te/leKOMMYHUKaluoHHOW mnogacuctemMbl MCII/IH. AAMMHUCTpaTOp CeTU He HMeeT
TIOJTHOMOYHM [I7isl yTIpaB/IeHUs MOACHCTeMaMU 00pabOTKY JAHHBIX U He30T1aCHOCTH.

AIMUHKCTpPATOp CeTU 00J1aZIaeT CIeYIOIUM YPOBHEM ZIOCTYTIA U 3HAHUM:

obnafaeT 4yacThio MHGOpPMAIMK O CHCTEMHOM W TIPUK/IAJHOM THPOrPaMMHOM
obecrnieuennu VICII1/H;

obnafaer uyacThio WHGPOPMALIMM O TEXHHUUECKUX CPEeACTBaX W KOHMUrypaljuu
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NCI1OH;

rMeeT GhU3UUeCKUI OCTYIT K TEXHUUEeCKUM CpeZicTBaM 00paboTKu MH(OpMaIuy U
Cpe/ICTBaM 3alllUThl;

3HaeT, 10 MeHbllIeld Mepe, OJIHO JierajlbHOe UMs [JOCTyTa.

TexHuueckui CITeliia/INCT T10 O6CJ'IV}KI/IBaHI/II-O HEDHd)EDHﬁHOFO O6ODV,U.OB8HI/IH

TexHUUYeCKWH CrielMaaucT 1o obCay)KUBaHUIO, COTPYAHUK Komuccuu (wid wuHOe
YIIOJITHOMOUEHHOE JIHI[0), OCYIIIEeCTB/sIeT 00C/Ty)KMBaHHe M HACTPOMKY mepudepuitHoro
obopymoBanusi VCIIJH. TexHWueCKuil CHeUaJUCT TI0 OOCTY>)KMBAaHWUIO He WMeeT
poctyna K I1/TH, He WMeeT MOTHOMOUMWM [JIsi YIIPAB/IeHHsI TOACUCTeMaMu 00OpaboTKu
JTAHHBIX ¥ 0€30ITaCHOCTH.

TexHUUYeCKU CIeluaJrcT 1o o0ciayKuBaHUIO 00/1ailaeT CaefyIOIIUM YPOBHEM
[OCTyTa ¥ 3HAHWM:

obnasaeT uacThl0o WHGOPMAIMM O CHUCTEMHOM U MPHKIAJHOM TMPOTPaMMHOM
o6ecrieuennu UCIT/IH;

obnasaeT vacThio MH(OPMALIMM O TeXHWYEeCKMX CpeACTBaX U KOHGUTypaLyu
NCIIOn;

3HaeT, 110 MeHbIllel Mepe, O/IHO JierabHOe UMS I0CTYTIA.

6. TpebGoBaHusi K mepcoHas1y o odecneuenuo 3amuthI I1/{H

Bce corpyanuku Komwmccuy, ssisitorquecs: mosb3oBaresnamu VCIIIH, [0/DKHBI
YeTKO 3HaTh U CTPOTO BBITIO/IHATL YCTAHOB/IEHHBIE TIPaBU/Ia U 00s3aHHOCTH TI0 JOCTYITY K
3al[uillaeMbIiM 00beKTaM 1 COO/TFOZIeHHUIO TIPUHSATOTO pexxuMa 6e3omacHocTy T1/JH.

[Tpu BCTyIJIeHWM B [AO/DKHOCTH HOBOTO COTPY/JHUKA OH JI0/DKEeH ObITh 03HaKOMJIeH
C HeoOXOIMMBIMH JJOKYyMEeHTaMH, PeriaMeHTHUPYIOIUMU TpeOoBaHus 110 3ammure T1/1H, a
Takke  oOyueHHe  HaBbIKAaM  BBITIOJIHEHWS  TIPOLIEAYP,  HEOOXOAWMBIX /ISt
CaHKL[MOHUPOBAHHOIO Mcnosib3oBaHusg VCIT/IH.

CoTpyHUK [0/DKeH ObITh O3HAKOMJIEH CO CBeJeHWsIMH HacTtosirei [TomiTuku,
MIPUHATBLIX TIpoLieAyp padboTsl ¢ snementamu UCIIIa u C3I1H.

CoTpygHUKH Komuccun, WCI0JIb3YIOLI1e TeXHUYeCcKue CpezCTBa
ayTeHTUhUKALMKA,  JO/DKHBI  obecrieurBaTh  COXPAHHOCTh  HIEHTH(UKATOPOB
(a/1eKTpOHHBIX Ktouer) u He goryckaTb HCJI K HMM, a Tak ke BO3MOXXKHOCTb UX yTepHu
WM WCMOJIb30BaHUS TPeTbMMM JmMuaMu. [lonb3oBaTen HeCyT MepPCOHATbHYHO
OTBETCTBEHHOCTh 3@ COXPAHHOCTh U/IeHTU(UKATOPOB.

Cotpyguuku Komuccuu [O/DKHBI  C1e[jJ0BaThb  YCTAHOBJIEHHBIM — TIPOLieAypam
noiiepkaHus pexkuma 6e3omnacHocty I1/1H ripy BBIOOpe M MCITO/Ib30BaHUM T1apoJiel (ecu
He MCIOJIb3YIOTCS TeXHUUeCKue CpeJiCTBa ayTeHTU(hHKALUK).

Corpyanuku Komuccun  [O/DKHBI — 00ecrieurBaTh — HaAJIeXKaAlllyl0 — 3all[UTy
0o0Opy/10BaHus, OCTaB/sIeMOr0 0e3 TPUCMOTpPa, OCOOEHHO B TeX CJ/Iydasx, KOrja B
TOMell[eHre UMEIOT [OCTYIl TOCTOPOHHMe Jjuia. Bce rmosb3oBaTesM [OJ/DKHBI 3HaThb
TpeboBaHus 110 Ge3ormacHocTy I1/JH ¥ Tipotie[yphl 3al[UThl 000PY0BaHMS, OCTAaBIEHHOTO
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6e3 MpUCMOTpa, a TaK>)Ke CBOU 00513aHHOCTH T10 00ecTieueHU 0 TaKOM 3all[UThI.

CoTpysHUKaM  3arpeljaeTcs yCTaHaB/IMBaTb IIOCTOPOHHee  IIPOrpaMMHOe
obecrieueHue, TIOJK/IIOUATh JIMYHbIE MOOW/IbHBIE YCTPOMCTBA U HOCUTEMM UH(OpMaluy, a
TakK >Ke 3alMCbIBaTh Ha HUX 3allUIllaeMyt0 UH(POPMALUIO.

CoTpyHMKaM 3arpellaeTcsi pasr/aliaTh 3alliyiaemMyr0 HHGOpMaLuio, KoTopas
CTajla UM M3BeCTHa Mpu paboTe ¢ MHPOpPMaIMOHHBIMU cucTeMaMu Komuccuu, TpeTbuM
JIILIaM.

[lpu pabote c I1u B UCII[OH corpyanuku Komuccuum o00si3aHbI 00ecrieuunThb
OTCYTCTBHE BO3MOKHOCTU mpocmotpa [I/JH Tpetbumu mnamMu ¢ MOHUTOpOB APM unu
TepMHHAJIOB.

[Tpu 3aBepmiennn pabotbl ¢ MCIT[H cOTpyAHUKM 00si3aHbI 3amuTuTh APM nmm
TePMUHAJIbI C TIOMOIIIbI0 6/IOKMPOBKM K/TFOUOM WJIM SKBUBAJIEHTHOTO CPe/ICTBA KOHTPOJIS,
HarpuMep, [JOCTYTIOM I10 [apojio, eCld He HWCIOJb3yITCs 0osee CUIbHBIE CPeJCTBa
3alLUTHI.

Cotpyanuku Komuccuy fo/mkHbl  ObITh  MpouH(OpPMHMpOBaHbl 00  yrposax
HapyIleHus: pexkuMa Oe3omacHocTy [1/JH ¥ OTBETCTBEHHOCTU 3a ero HapyieHue. OHU
JOJDKHBI OBITH O3HAKOMJIEHBI C YTBEPKZEeHHOM (hopMalbHOUM TIpOLielypoi HasOoXKeHUs
JUCLIMIJIMHAPDHBIX B3bICKAHUM HAa COTPYJHUKOB, KOTOpble HApYIUWIA [PUHSATHIE
TIOJIMTUKY U TIpoLieiyphl Oe3oracHocTy T1/1H.

CoTpyaHuku obs13aHbI 0e3 rpomeyieHrs coo0maTh 000 Bcex Hab/FOaeMbIX WA
MO/I03pUTeMbHBIX Ciaydasix paboTel MCII[IH, MOryI[UX TOB/IeUb 3a COOOM YIpo3bl
6e3onmacHoctu II/JH, a Takke O BbISBJIEHHBIX HMH COOBITUSX, 3aTparvBarOIUX
6e3omacHocth [I/JH, pYKOBOACTBY TOApa3/iefieHUsi W JMly, OTBeuarolieMy 3a
HeMe/lJIeHHOe pearvpoBaHre Ha yrpo3bl Oe3omacHocTH [1/1H.

JTOJKHOCTHBIE 00s13aHHOCTH To/b3oBareier UCIT/IH

HNomkHoCcTHBIE 00si3aHHOCTH T0/ib30BaTesiedt VICTI/IH ommcaHbl B CJIeAYIOIIUX
JIOKyMeHTax:

WHcTpykums agmunuctparopa UCIIIH;

WHcTpykius agmuHKCcTpaTtopa 6e3omacHocty UCTI/IH;

NucTpykuus rnosib3oBatesns UCITIH;

VHCTpyKLMS TT0/1b30BaTe s NPU BOSHUKHOBEHUH BHELLUTATHBIX CUTYyaLUK;

OTBEeTCTBEHHOCTh COTPYAHHUKOB

B cootBeTcTBUM CO cTaThel 24 ®enepanbHOro 3akoHa Poccuiickort desepaiiyiv OT
27 vironst 2006 1. Ne 152-®P3 «O nepcoHanbHbIX JaHHBIX» JIMLa, BAHOBHbIE B HAPYLLIEHUA
TpeboBaHui fAaHHOTO @ezepanbHOTO 3aKOHA, HECYT TPaXKJaHCKYIO, YTOJIOBHYIO,
a/IMUHUCTPATUBHYIO, AUCIUTIZIMHAPHYIO U WHYIO TIPelyCMOTPEHHYIO 3aKOHO/aTeTbCTBOM
Poccuiickoli @efepaljid 0TBETCTBEHHOCTb.

HeticTBytolllee  3aKOHOZATeNbCTBO  Poccuiickoii ~ @ezepaiiid  TI03BOJSIET
NIPeIbABIATE TpeOOBaHUSI II0 obecrieueHHIO 0Oe30racHOi paboTel C  3aIIUIaeMoi
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vH(popMalMen U TpeflycMaTpUBaeT OTBETCTBEHHOCTb 3a HapyLIeHWe YCTaHOBJIEHHBIX
npaBWI 3KcrutyaTauy OBM u cucrteM, HerpaBOMepHbIM AOCTYIl K UHGOpPMalUW, eCciu
9TU ZIeNCTBUS TIPUBEMA K YHUUTOXKEHHIO, OJIOKMpOBaHWIO, MOAMMUKAIMK WH(POPMALU
WM HapylleHuto pabotel DBM unu ceteit (cratbu 272, 273 u 274 YT0/I0BHOTO KOZieKca
Poccuiickon ®Pegepaiyn).

ApmvunrctpaTop UCIT/IH v agMuHKACTpaTOp 6€301acHOCTH HECYT OTBETCTBEHHOCTh
3a BCe [EMCTBHUS, COBeplleHHble OT HMMEHW MX YYeTHbIX 3aluceld WIA CUCTEMHBIX
YUeTHBIX 3amluceld, eclu He [0Ka3aH (akKT HeCaHKLMOHMPOBAHHOTO MCIO/Ib30BaHUS
YUeTHBIX 3arvCen.

[Ipu HapylieHusx coTpygHukamMu Komuccum — nosib3oBaressimu MCITIH mipaBu,
CBsI3aHHbIX C Oe3omacHocThio [I/JH, OHM HeECYT OTBETCTBEHHOCThb, YCTAHOBJIEHHYIO
JIeMCTBYIOIIMM 3aKOHO/laTe/IbCcTBOM Poccutickon ®epepariyu.

7. CIIMCOK HMCII0/1b30BaHHbIX HCTOUHUKOB

OCHOBHBIMM HOPMAaTHMBHO-TIDABOBBIMM U MeTOAWYECKHMU JIOKyMeHTaMH, Ha
KOTOPbIX 0a3upyeTcsi HacTosiasi [loMMTrKa, SIBSIOTCS:

®enepanbHbii 3aK0H OT 27.07.2006 r. Ne 152-®3 «O mepcOHanbHBIX [JaHHBIX»,
yCTaHaB/IMBAIOI[MI OCHOBHbIe TIPUHIUIBI W yCjioBUs o0pabotku [1/]H, TipaBa,
00s13aHHOCTM W OTBETCTBEHHOCTb YUaCTHHUKOB OTHOIIEHHWM, CBSI3aHHBIX C 00pabOTKOM
I11H.

TpeboBaHusi K 3all[uTe TIePCOHANBHBIX JIaHHBIX TIpU WX 00paboTke B
MHGOPMAI[MOHHBIX CHUCTeMaX MepCOHAIbHBIX [JaHHBIX, YTBepPKAeHHbIe MOCTaHOB/IEHHUEM
[IpaButenscTBa Poccuiickor ®enepauyu ot 01.11.2012 r. Ne 1119.

[Tonoxkenne 006  ocobeHHOCTsIX  00pabOTKM  TIepCOHANBHBIX  JIAHHBIX,
ocyliecTByisieMoid 6e3  HCIO/b30BaHUSI CPE/ICTB  aBTOMATH3alliH, YTBEP)KAEHHOe
noctaHoB/ieHreM [IpaButenbcTBa Poccuiickor @epeparuu oT 15.09.2008 r. Ne 687.

HopMmaTuBHO-MeTOAUYeCKHe AOKYMeHThl DefepasbHON C/Ty>KOBI 0 TEXHUUECKOMY
1 3KcriepTHOMY KoHTpomto Poccuiickoii @epepaiuu (manee — ®CTOK Poccun) 1o
obecrieuenuto 6e3oracHocTtH [1/1H ripu ux obpabotke B UCTI/IH:

Ba3oBasi Mojiesib yrpo3 6e30MacHOCTU MePCOHA/IBHBIX AHHBIX TIPY UX 00paboTKe B
MHGOPMAI[MOHHBIX CHUCTeMaX TepCOHA/NBHBIX [JaHHBIX, YTBEPXKeHHasi 3aMeCcTHTe/leM
nupektopa @CTOK Poccuun 15.02.2008 .

MeTtoauueckuii JOKyMeHT. MeToJuKa OLleHKH yrpo3 0e30macHOCTH UH(OpMaIH,
yrBepxxaeHHbI PCTOK Poccum 05.02.2021 r.

[Mpuka3z ®CTIK Poccuun ot 11.02.2013 Ne 17 «O6 yTBepkgeHun TpeboBaHuii 0
3amuTe WHGOPMAI[MH, He COCTaB/SIONIUX TOCYAAPCTBEHHYIO TaliHY, COZep’Kallluxcs B
roCy/JapCTBeHHbIX MH()OPMAIIMOHHBIX CCTEMAX».

[Mpukaz @CTIK Poccum ot 18.02.2013 Ne 21 «O6 ytBepxaenun CocTaBa U
CoZiep)KaHusl OpraHM3allMOHHBIX U TeXHUUeCKUX Mep To obecrieueHUto 0Ge30racHOCTH
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MepCcoHaNbHbIX JaHHBIX TIpU  UX 00paboTke B HH(MOPMALIMOHHBIX CHUCTeMax
MePCOHAJIbHBIX JaHHBIX».

[Tpuka3z ®epepanbHOM CayKObI Oe3omacHocTu Poccuiickoint ®Pepepaiii  OT
10.07.2014 Ne 378 «O6 ytBepkaenuu CocTaBa W COJIepP>KaHHUSI OpPraHU3allMOHHBIX U
TeXHUUECKHX Mep T0 obecrieueHHIO0 0e30MaCHOCTU T€PCOHAMBbHBIX [JaHHBIX TPU WX
00paboTke B MH(OPMALIMOHHBIX CHUCTEMaX IePCOHAbHBIX AAHHBIX C KCI0/Ib30BaHUEM
cpeAcTB Kpurnrorpaduyeckoi 3aiuThl MHGOpMal[MK, He0OXOJUMBIX /i BBINOHEHHS
ycTaHoB/IeHHbIX [IpaBuTenbcTBOM Poccuiickoit Pegeparyui TpeboBaHMM K 3all[dTe
MepPCOHAJIbHBIX JaHHBIX 1S KaXKA0r0 U3 YPOBHEM 3all[UILIeHHOCTH».

MeToauueckrie peKOMeHJal[uu 10 pa3paboTKe HOPMATHMBHBIX TIPABOBLIX aKTOB,
OTIpeiesISIIOIUX YIpo3bl  0e30MacHOCTU TepCOHA/IbHBIX [JaHHBIX, aKTya/ibHble TIpU
00paboTKe TepcoHaNbHBIX JAHHBIX B MWH(OPMAIIMOHHBIX CHCTeMax IepCOHaTbHBIX
JAHHBIX,  SKCIUIyaTUPYeMbIX TIpU  OCYLLECTBJIEHWM COOTBETCTBYKOILIUX  BHUJOB
[leaTeIbHOCTH, yTBepXKJeHHble pykoBoAcTBoMm 8 lLlentpa ®CBH Poccum 31.03.2015 Ne
149/7/2/6-432.



