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[Tpunoxenue Ne 2
YTBEPX/IEHA
pacropspKEHUEM TpeceaTens
JIeHMHCKON pallOHHON TEPPUTOPUATIBHON
n30MpaTeslbHON KOMUCCUU TOpo/ia
ExarepunOypra
ot 05.03.2025 r. Ne 01-05/12

[MOJIMTUKA
uH(pOPMAaIIMOHHON 6€3011acCHOCTH
npu paboTe ¢ MepPCOHANBHBIMY JTaHHBIMU

B JIeHWHCKO# pallOHHOM TeppUTOPHATLHON N30UpaTEIbHON KOMUCCUU
ropoaa ExarepunOypra

OITPEAEJEHUSA

B Hacrosimem JOKyMEHTE UCIONB3YIOTCS —CICAYIOIIHE TEPMUHBI U HX
OTIpeICTICHUSI.

ABTOMATH3HPOBAHHAs CHCTEMa - CUCTEMa, COCTOSIIAs U3 MEepCcoHaIa U KOMILIEKca
CpPEICTB aBTOMATHU3allMM €ro JESATENbHOCTH, peajusyromas HH(PpOpMaIMOHHYIO
TEXHOJIOTHIO BBHITTOJTHEHHS YCTAHOBICHHBIX (DYHKIIHIA.

AyTeHTH(GUKAIHMSA OTIPABHTESI JAHHBIX - TIOATBEPKACHUE TOTO, YTO OTIPABUTEIIb
MOJIYYEHHBIX TaHHBIX COOTBETCTBYET 3asIBIICHHOMY.

Be3onacHOCTh MePCOHATBHBIX JAHHBIX - COCTOSHHUE 3AIMIIEHHOCTH MEPCOHATBHBIX
JAHHBIX, XapaKTEPU3yeMOe CIOCOOHOCTHIO TMOJIL30BATENICH, TEXHUUYECKHX CPEICTB H
MH(GOPMAIIMOHHBIX TEXHOJOTUM 00ecrneunTs KOH(GUIEHIIMAIbHOCTh, IEIOCTHOCTh U
JOCTYITHOCTh MEPCOHAIBHBIX JIAHHBIX MPU UX 00paboTke B MH(POPMAIMOHHBIX CUCTEMAX
NEPCOHAIBHBIX JAHHBIX.

Buomerpuyeckne mepcoHA/IbHbIe JaHHbIe - CBEJACHUS, KOTOPBIE XapaKTEPU3YIOT
¢dusnonornyeckue 0COOCHHOCTH YEIOBEKa U HA OCHOBE KOTOPHIX MOKHO YCTaHOBHUTH €0
JUYHOCTh, BKIOYas (¢oTtorpaduu, OTHEYATKH TMalblieB, 00pa3 ceT4aTKu Tjasa,
0COOEHHOCTH CTPOCHHMS Tella U APYTYI0 MOJ00HYI0 HH(OPMAIIHIO.

BiokupoBaHHe MEPCOHAIBHBIX JAHHBIX - BPEMEHHOE MpEKpaiieHne o0pabdoTKH
MePCOHAIBHBIX JIAHHBIX (32 MCKIFOYCHUEM CIIy9acB, €clii 00paboTKa HEeOOXOoauma IS
YTOUYHEHUS IEPCOHATBHBIX TAHHBIX).

Bupyc (koMnblOTEepHBI, MPOrpaMMHBIIi) - UCIOJHSIEMbIA MTPOrPaMMHBIA KOJ WU
UHTEpPIpPETUPYEMBI ~ HAOOp  HMHCTPYKIUH, oOajamuil ~ CcBOWCTBAMU  He-
CaHKI[MOHUPOBAHHOTO  PAacCIpOCTpaHeHuss U  camoBocnpousBeneHus. Co3laHHbIe
NyONMMKaThl KOMIIBIOTEPHOTO BUPYCa HE BCETJ]a COBMAIAIOT C OPUTHHAIOM, HO COXPAHSIOT
CIOCOOHOCTH K JaJIbHEHIIIEMY PACIPOCTPAHEHUIO U CAMOBOCHPOU3BEACHUIO.

BpenonocHass mporpamma - I[porpaMma, NpeJHa3HaueHHas IJi1 OCYUIECTBIICHUS
HECAHKIIMOHUPOBAHHOI'O JIOCTyNa W (WMJu) BO3JCUCTBUS HA MEPCOHAJIbHBIC JAHHBIE WIH
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pecypcbl HHPOPMAITMOHHOM CUCTEMBI IEPCOHATBHBIX JAHHBIX.

BcenomorarenbHble TeXHHYECKHE CPeICTBA U CUCTEMbl - TEXHUYECKHUE CPEICTBA U
CUCTEMBbI, HE MpeIHa3HAuYCHHbIC ISl mepenadnd, oOpaOOTKU U XpaHEHUsS! MEePCOHATbHBIX
JIAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHMYECKMMHU CPEIACTBAMM U CHUCTEMAMHU,
MpeaHa3HAYCHHBIMU IS O00pabOTKU TEPCOHANBHBIX JAHHBIX WA B IOMEIICHUSIX, B
KOTOPBIX YCTAHOBJIEHBI HH()OPMAIIMOHHBIE CUCTEMBI IEPCOHAIBHBIX JAHHBIX.

JocTtym B ONEPAMOHHYI Cpeady KoOMIbITepa (MHPOPMALMOHHOM CHCTEMbI
NMEePCOHAJIBHBIX JAHHBIX) - MOJYYEHUE BO3MOKHOCTH 3aITyCKa Ha BBIMOJHEHUE IITATHBIX
KOMaHJ, (PYHKIUNA, MPOIEAYp OMEPAIMOHHON CUCTEMBbI (YHHYTOXKEHUS, KOMUPOBAHUS,
nepeMeNIeHUs 1 T.11.), UCTIOTHAEMbIX (haiiyIoB MPUKIIATHBIX MPOTPaMM.

Joctyn K wuHpopManum - BO3MOXHOCTH TMOJy4eHHS UWHPoOpMamuu U ee
VCTIOJIb30BAHU.

3aK/1a/04HOe YCTPOCTBO - DJEMEHT CpeACTBAa CcheMa HHGOPMAIMU, CKPBITHO
BHEJIPSIEMBIA  (3aKjaJbIBAa€Mbli WM BHOCHMBIM) B MeCTa BO3MOXHOTO CheMa
uHopManuu (B TOM YHCIIE B OTPaKJICHHUE, KOHCTPYKIIHIO, 000pYy/IOBaHHUE, MPEIMETHI
UHTEPHEPA, TPAHCIOPTHBIE CPEICTBA, a TAKXKE B TEXHUYECKHE CPEICTBA M CHUCTEMBI
00paboTku uHGpOpMAITUN).

Bammumiaemasi  uHopmamus -  uHbOpPMANUS,  SABIAIOMIASCA  MPEIMETOM
COOCTBEHHOCTH M TOJJIeKAlllasi 3allUTe B COOTBETCTBUU C TPEOOBAHUAMH IPABOBBIX
JOKYMEHTOB WJIM TpeOOBAaHUSMHU, YCTAaHABIMBAEMBIMU COOCTBEHHHUKOM MH(GOPMAIIHH.

Nnentudukanus - NpucBoeHue cyObekTaM U 00bEKTaM JOCTyIa HACHTU(]HUKATOpa
U (WId) cpaBHEHHE TMPEABIBIIEMOro HUIAEHTU(PUKATOpA C TEpEeYHEM MPHUCBOCHHBIX
UJACHTU(PUKATOPOB.

NudopMaTuBHBbIM  CUTHAJ -  DIEKTPUYECKHE  CHUTHAJBI,  aKyCTUYECKHUE,
ANEKTPOMArHUTHBIE U JIpyrue (HU3NUECKue MoJs, M0 MmapaMeTrpamM KOTOPBIX MOXKET ObITh
packpbiTa KOHpUAEeHIHAIbHAS HHpopMaIus (MIepcoHalbHbBIC JaHHBIC) 0OpabaTeiBacMas B
MH(GOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX TAHHBIX.

HNudpopManmonHble TEXHOJOIHH - IPOIECCHI, METOJbI MOKCKA, cOopa, XpaHCHUS,
0o0paboOTKHM,  TPENOCTaBICHHS,  pacnpocTpaHeHUss  HWHPOpMAIMA W CIOCOOBI
OCYIIECTBIICHUS TAKUX IIPOLIECCOB U METO/OB.

Nudopmannonnass cucreMa mnepcoHadbHbIX AaHHbIX (MCII[IH) - COBOKYHHOCTH
comepkamuxcsi B 0a3ax JaHHBIX TIEPCOHATBHBIX JAHHBIX M OOECMEYMBAIOIIUX WX
00paboTKy HH(MDOPMAITMOHHBIX TEXHOJIOTHI U TEXHUYECKUX CPEJICTB.

Hcnosb30BaHne NepCOHATBHBIX TaHHBIX - JIEUCTBUS (ONEpanuu) ¢ IEPCOHATbHBIMU
JAHHBIMH, COBEPIIAEMBIE OMNEPATOPOM B LEIAX IMPUHATUA PEIICHUN WM COBEPLICHUS
WHBIX JIEUCTBUM, MOPONKIAIOIINX IOPUINYECKUE IMOCIEACTBUS B OTHOUIEHUU CYOBEKTa
MEPCOHATBHBIX JAHHBIX WM IPYTUX JUIl THOO0 WHBIM 00pa30M 3aTparvBalOIIUX MpaBa U
CB0O0O/Ibl CYObEKTA MEPCOHATBHBIX IAHHBIX WIIW JPYTUX JIUII.

HcTounnk yrpo3nl Ge3omacHocTH MHGopManun - CyObEKT JI0CTYIA, MaTepUaIbHBII
00BEKT WM (PU3UYECKOE SIBICHUE, SIBISIONIAECS MPUYMHON BO3HUKHOBEHHS YIPO3bI
0e301macHOCTH UHPOpMAITUH.
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KonTponupyemasi 30Ha - TMPOCTPAHCTBO (TEPPUTOPHS, 3/1aHHE, YACThb 3/IaHMUS,
MOMEIIEHNUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJHUpPYyeMOe NpeObIBaHUE MOCTOPOHHUX
JIUII, @ TAKXKE TPAHCTIOPTHBIX, TEXHUYECKUX U UHBIX MATEPUATIbHBIX CPECTB.

KoH(puaeHIHAILHOCTh MEPCOHAIBHBIX JAHHBIX - 0053aTENIBHOE MJI COOJIOICHUS
OMEepaTopoM WWJIM HHBIM TOJYYUBIIUM JOCTYN K TI€PCOHAIBHBIM JIaHHBIM JIUIIOM
TpeboBaHUE HE JOMYCKaTh UX pacrnpocTpaHeHue 0e3 corjiacusi cyObeKTa MmepcoOHaTbHbBIX
JAHHBIX WY HAJIMYWs UHOTO 3aKOHHOTO OCHOBAHUS.

Me:kceTeBoil 3KpaH - JIOKAJIbHOE (OJHOKOMIOHEHTHOE) WIM (PYHKIMOHAIBHO--
pacripesielieHHOe TMporpaMMHoOe (TpOorpaMMHO-aIapaTHOE) CPEeACTBO  (KOMILIEKC),
peanusyroliee KOHTPOIb 3a HHpopMaluei, moctynaronieid B ”HGOPMAIIMOHHYIO CUCTEMY
MEePCOHANBHBIX JJAHHBIX U (WJIM) BBIXOSIICH U3 MHPOPMAITMOHHON CUCTEMBI.

Hapymmrenb 6€30MaCHOCTH MEPCOHAIbHBIX JAHHBIX - (U3UYECKOE JIUIIO, CIIyYaiiHO
WIM TpeJHAMEPEHHO COBEpIIalIiee JEHUCTBHS, CJIEJACTBUEM KOTOPBIX SIBISETCS
HapylieHre O0e30MacHOCTH TEPCOHANBHBIX JAHHBIX MPHU UX 00pabOTKE TEXHUUYECKUMU
cpeacTBaMU B MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JIAHHBIX.

HeaBToOMaTH3MpOBaHHAsi 00padoTKa MEPCOHATBHBIX JaHHBIX - 00paboTka
NEePCOHANBHBIX JAHHBIX, COJEpKAIIUXCs B WH()OPMAIMOHHON CHUCTEME MEePCOHATBHBIX
JAHHBIX JIMOO W3BICYEHHBIX U3 TAKOW CHCTEMBI, CUMTACTCS OCYIIECCTBICHHON 0e3
UCIIOJIb30BaHMUSl  CPEJICTB  aBTOMAaTH3allMu (HEaBTOMATU3UPOBAHHOW), €CIM  TaKHe
NEUCTBHSI C  MEPCOHAJbHBIMU  JITaHHBIMHM, KaK  HCIIOJb30BAaHUE, yTOYHEHHE,
pacrpoCTpaHEHUE, YHHUTOXKEHHE IEPCOHAIBHBIX aHHBIX B OTHOLIEHWHU KaXXIOro W3
CyOBEKTOB MEPCOHATIBHBIX JAHHBIX, OCYIIECTBISIOTCS MPU HEMOCPEACTBEHHOM YYaCTUH
YeJ0BeKa.

HenexnapupoBaHHble BO3MOKHOCTH - (DYHKIMOHAIbHBIE BO3MOXHOCTH CPEJICTB
BBIYMCIIMUTEIIbHON TEXHUKH, HE OIMCAHHBIE WJIM HE COOTBETCTBYIOIHME OMHCAHHBIM B
JOKYMEHTAIINH, npu MCIIOJIb30BAHU U KOTOPBIX BO3MOXHO HapylIeHue
KOH(UICHITMATLHOCTH, JOCTYITHOCTH WJIH IIEJIOCTHOCTH 00pabaTpeiBaeMoi MH(popMaIuy.

HecaHKIMOHMPOBAHHBIN AOCTYI (HECAHKIMOHUPOBAHHbIE ACHCTBHSA) - JOCTYII
K uHbOpMAIMK WA IEUCTBUS ¢ MH(QOpMAIME, HapyIIAOIINe paBuiia pa3rpaHUYCHUs
J0CTyINa ¢ MCIOJb30BAHMEM INTATHBIX CPEJICTB, MPEIOCTABIIEMBIX WHPOPMAIMOHHBIMU
CUCTEMAMU NEPCOHANBHBIX JAHHBIX.

Hocutens unpopmamuu - GU3NYECKOE JIUIO WIM MATEPHAIBHBI OOBEKT, B TOM
guciie (U3NIecKoe MoJie, B KOTOPOM HH(POpPMAIUS HAXOIUT CBOE OTPAKECHHE B BHIIC
CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PELICHUA U MPOLECCOB, KOIUUYECTBEHHBIX
XapaKTEPUCTUK PU3UUECKUX BEIIMUHH.

Ofe3IMYNBaHNe TMEPCOHAIBHBIX [JaHHBIX - JIEUCTBUS, B pe3yJbTaTe KOTOPBIX
CTAaHOBHUTCS HEBO3MOXHBIM 0€3 HWCIIONB30BAaHUS JIOMOJHUTEIBRHON WH(MOpMAIuu
ONpENENUTh MPUHAIIEKHOCTh TMEPCOHATBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
MEePCOHATBHBIX JIAHHBIX.

O6padoTka WepPCOHAJIBbHBIX JaHHBIX - JII00Oe JeiicTBue (omepauus) WIH
COBOKYIIHOCTb JEWUCTBHIl (Omepanuii), COBEpIIAEMbIX C HCIOJb30BAHUEM CPEJCTB
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aBTOMAaTH3alliKd WK 0€3 MCTIOJIh30BaHMS TaKWX CPEACTB C MEPCOHATBHBIMH JTaHHBIMH,
BKIIOoyass cOOp, 3amuch, CHUCTEMATHU3alMI0, HAKOIUICHHUE, XpaHEHUE, YTOYHCHHE
(oOHOBIIEHME, U3MEHEHHUE), U3BJIEUEHUE, UCIOJIb30BaHNE, Mepeaady (pacnpocTpaHEeHHeE,
MpeI0CTaBICHUE, JOCTYyM), 00€3NMYMBAHUE, OJOKMPOBAHUE, YyJaJCHHE, YHUUYTOKECHUE
MEPCOHABHBIX JaHHBIX.

OO0ule0cTyHbIE MePCOHAIbHbIE [JaHHbIe - TIEPCOHANBHBIC JJaHHBIC, JOCTYII
HEOTPAaHWYCHHOTO Kpyra JHUIl K KOTOPBIM TPEJOCTaBlIeH C corjiacus CcyObekrTa
MEPCOHABHBIX JTaHHBIX WM HA KOTOPHIE B COOTBETCTBUU C (efepaTbHBIMU 3aKOHAMU HE
pacnpocTpaHsieTcs TpeboBaHue COONIOICHNsT KOHPUICHIIMATFHOCTH.

Omnepartop (IepCOHATBHBIX TaHHBIX) - TOCYIAPCTBEHHBI OpraH, MyHHIIMITAJIbHBINA
OpraH, IOPUINYECKOE WK (PU3NIECKOE JIUII0, CAMOCTOSITETIFHO MIIH COBMECTHO C IPYTUMHU
JUIIAMHA OPTaHU3YIOMIME U (W) OCYIIECTBISIONINE 00pabOTKY NepCOHATBHBIX JAHHBIX, a
TaKXKe OINpeAeTIoNINe e 00pabOTKN MEePCOHANBHBIX JAaHHBIX, COCTaB MEPCOHAIBHBIX
JaHHBIX, TMOJIeXamux o0paboTke, neicTBUs  (omepammu), COBEpIIAEMBIE  C
NIEPCOHATBLHBIMY JIAHHBIMHU.

Texnuueckne cpeacTBa HHPOPMANMOHHOM CHCTEMbl NEPCOHAJBHBLIX JAHHBIX -
CpeICTBa BBIYUCIUTEIBHON TEXHHKH, WH()OPMAIMOHHO-BBIYUCIUTEIHBIC KOMIUIEKCH H
CEeTH, CpPEJICTBAa W CUCTEMBI Tiepenaun, nmpuema u obpadbotku [1/IH (cpemcTBa U cuCTeMbI
3BYKO3aIMCH, 3BYKOYCUJICHHSI, 3BYKOBOCIIPOU3BEICHUS, IEPETOBOPHBIC U TEJICBU3HMOHHBIE
YCTPOICTBA, CpEACTBA M3TOTOBJICHUS, TUPAKUPOBAHUS JIOKYMEHTOB U JIpyrue
TEXHUYECKHE CPEeACTBA 00PabOTKH pedeBoil, rpaguueckoi, BUaeo- 1 OyKBEeHHOIM(PPOBOH
uHGOpPMAIIH), TPOTPAMMHBIE CPEJICTBA (ONEPAIIMOHHBIE CHUCTEMBI, CUCTEMbI YIIPABIICHHUS
0azaMu JaHHBIX W T.I.), CPEACTBAa 3allMThl HWHGOpPMAIMK, TMPUMEHSEMbIE B
MH(GOPMAIIMOHHBIX CUCTEMAX.

IlepexBat (undopmMamuu) - HENPABOMEPHOE IIOJyUYeHHE HHPOpMAIIUU C
MCIIOJIb30BaHUEM TEXHHUYECKOTO CPEJICTBA, OCYHIECTBISIONIEIO OOHApyKEeHUE, MpPUEM U
00paboTKy HH(OOPMATUBHBIX CUTHAJIOB.

IlepconanbHblie gaHHbIe - JF00ass WHPOpPMAINHMS, OTHOCSIIASCA K MPSAMO WIH
KOCBEHHO OIpPEACICHHOMY WM oOmpenensieMoMy (¢Gui3ndeckomMy Juny (CyObekTy
MEPCOHAIBbHBIX JIAHHBIX);

Ilo0o4HbIe 31eKTPOMATHUTHBIE U3JIYYEHUS] U HABOAKM - DJICKTPOMArHUTHBIC
U3ITYYeHUS TEXHUUECKUX CPEJICTB 00padOTKU 3aluiaeMord HHPOpMaIlUy, BO3HUKAIOIINE
Kak T0O0YHOE SIBJICHHE M BBI3BAHHBIC JICKTPUIECKUMHU CUTHAIAMH, TEUCTBYIOIUMH B UX
ANEKTPUYECKUX W MATHUTHBIX IEMSX, a TakKKe DJICKTPOMATHUTHBIE HABOJKU OTUX
CUTHAJIOB Ha TOKOTIPOBO/ISIIINE TWHUN, KOHCTPYKIIMH U IIETIH MATAHUA.

IMoJMTHKA «YHCTOr0 CTOJMA» - KOMIUIEKC OPTraHU3AI[MOHHBIX MEpPONPHITHH,
KOHTPOJUPYIOIHUX OTCYTCTBUE 3alMHCHIBAHHWS HAa OyMaXKHbIE HOCHTENW KIIOUeH u
aTpuOyTOB JocTyna (mapojei) u XxpaHeHus: uX BOJIU3H 00BEKTOB J0CTYIIA.

IMoab30BaTe/ib HH(POPMALNMOHHOW CHCTEMBI MEPCOHAIBHBIX JAHHBIX - JIUIIO,
ydacTBymImee B (DYHKIMOHHPOBAHUM HH(POPMAIMOHHOW CHUCTEMBI TEPCOHATBHBIX
JTAHHBIX WA UCTIOIB3YIOIIEe PE3yIbTAThI €€ (YHKITMOHUPOBAHMSI.
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IIpaBuia pasrpaHM4YeHus AOCTYNA - COBOKYIIHOCTH IPABHUJ, PETIAMEHTHPYIOIIUX
mpaBa JA0CTyna CyObeKTOB JOCTyla K 00bEKTaM J0CTyMa.

IlporpammHuasi 3akjagka - KOJ HPOrpaMMbl, NpPEIHAMEPEHHO BHECEHHBIM B
IporpaMMmy ¢ UEJIbI0 OCYIIECTBUTh YTEUYKY, H3MEHUTh, OJOKHUPOBATb, YHUYTOXKHUTH
MHOPMAIMIO WIM YHUYTOXKUTH M MOAU(UIHMPOBATH MPOrpaMMHOE oOOecreyeHue
MH()OPMAIIMOHHOM CHUCTEMBbl TIEPCOHANBHBIX JaHHBIX U (WiK) OJIOKUPOBATH anmapaTHbLIE
CpeJCTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTHYEeCKOe) BO3/1eliCTBHE -
HECAHKIIMOHUPOBAHHOE BO3/ICHCTBUE Ha pecypchl ABTOMAaTU3UPOBAHHOMN
UHOOPMAIIMOHHOW CHUCTEMBI, OCYIIECTBISIEMOE C MCIOJIb30BAHUEM BPEIOHOCHBIX
POTPaAMM.

PackpbiTHEe NEPCOHAJBHBIX JAHHBIX - YMBIIUIEHHOE WM CIIy4YalHOE€ HapyIICHUE
KOH(DUACHIIMATBHOCTH TTEPCOHATBHBIX JTaHHBIX.

PacnpocTpaHeHHe TIePCOHAJIBHBIX [aHHBIX - JICHCTBUS, HAMNpaBJICHHBIE Ha
PaCKpBITHE NTEPCOHAIBHBIX TaHHBIX HEOMPEICIICHHOMY KPYTY JIUII.
Pecypc uH(pOpPMAIHOHHOW CHCTeMBbI - HWMEHOBAHHBIM JJIEMEHT CHCTEMHOTO,

NPHUKJIAIHOTO WJIM alapaTHOTO oOecnedeHus] (QYHKIHOHUPOBAHUS HH(POPMAIIMOHHON
CUCTCMBI.

CrenuajibHble KATErOpMH MEPCOHAJBHBIX [aHHBIX - TIEPCOHAJBHBIC JaHHBIE,
KacalIluecss pacoBOM, HAIMOHAIBLHOM TPUHAIJICKHOCTH, TMOJUTUYECKUX B3TJISJIOB,
PENUTHUO3HBIX WU GUI0COPCKUX yOexKACHUIM, COCTOSHUS 310POBbsl U UHTUMHOM JKU3HU
CyOBEeKTa MePCOHABHBIX JIAHHBIX.

CpencTBa BBIYHMCIMTENBHOW TEXHHKH - COBOKYIHOCTH MPOTPAMMHBIX U TEX-
HUYECKHX DJJEMEHTOB CHCTEM OO0pabOTKH JaHHBIX, CHOCOOHBIX ()YHKIIMOHUPOBATH
CaMOCTOSTEIILHO HJIM B COCTaBe APYTHX CUCTEM.

CyobekT pmoctynma (cy0beKkT) - JIMIO WA TIPOLECC, JCHUCTBUS KOTOPOIrO
pErJIaMEeHTUPYIOTCS TIPABIIIAMH pa3rpaHUdYEHUs JOCTYTIA.

Texuuveckuii KaHaJ yreuku HHPOPMALUHU - COBOKYITHOCTh HOCHTEIS MH(GOPMAITIH
(cpenctBa 06paboTkn), pu3ndecKoi cpeasl pacupocTpaHeHuss MHOOPMATUBHOTO CUTHAIIA
U CPEJICTB, KOTOPBIMU JOOBIBAETCS 3aluiaemMas nHpopmarusi.

TpaHcrpanu4yHasi nepegaya MEPCOHAJIBHBIX JAHHBIX - TEpefavya TMEePCOHATBHBIX
JNaHHBIX onepaTopoM uepe3 ['ocynapcTtBeHHyro rpanuny Poccuiickoit @enepanuu oprany
BJIACTH HWHOCTPAHHOTO TOCYIapCTBa, (QU3MYECKOMYy WIH IOPUAUYECKOMY JIHIY
WHOCTPAHHOTO TOCYAapCTBa.

Yrpo3pl 0€30MacCHOCTH MEPCOHAJNBHBIX JAHHBIX - COBOKYIHOCTH YCJIOBHHA W
($aKkTOpOB, CO3MAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJE CIy4ailHOTO,
J0CTyna K TIEPCOHABHBIM JIaHHBIM, PE3yJIbTaTOM KOTOPOTO MOXKET CTaTh YHHYTOXCHUE,
U3MCHEHHE, OJIOKMPOBAHUE, KOMMMPOBAHUE, PACTIPOCTPAHCHHUE MEPCOHANBHBIX JaHHBIX, a
TaK)K€ WHBIX HECAHKIIMOHWPOBAHHBIX NEHCTBUU MPU MX 00pabOTKe B MH(POPMAIIMOHHON
CUCTEME TIEPCOHATBHBIX JTAHHBIX.

YHUYTOKEHHE MEePCOHANBHBIX JaHHBIX - JEHCTBUSA, B pE3yJdbTaTe KOTOPHBIX
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CTAHOBUTCSI HEBO3MOXXHBIM BOCCTAHOBHUTBH COJEpKaHUE NEPCOHAIBHBIX JAaHHBIX B
MH(OPMAIIMOHHONW CHUCTEME IEPCOHABHBIX JAaHHBIX M (WJIM) B PE3YJIbTATE KOTOPBIX
YHUYTOXKAKOTCA MaTEPUAIbHBIE HOCUTENIN IEPCOHAIBHBIX JaHHBIX.

Yreuka (Bamumaemoil) uHHpOpMAUMH 1O TEXHHYECKMM KaHajlaM -
HEKOHTPOJINPYEMOE PaCIpOCTPAHEHNE MH(DOPMALIMKA OT HOCUTEINS 3alMIAeMO HH(OP-
Manuu 4epe3 (U3MUYECKYI0 Cpely [0 TEXHHYECKOrO0 CpEACTBA, OCYLIECTBIISIOIIETO
nepexsar HHPOpPMaLUH.

Ys3BHUMOCTB - CJTA00CTh B CPEJCTBAX 3AIUTHI, KOTOPYIO MOKHO HCIIOIB30BaTh JJIs
HapyILIEHUS] CUCTEMBI MJIM COJIepXkKallleiics B Hell HHpopMalnu.

IlesiocTHOCTH, MHGOPMAMH - CIIOCOOHOCTH CPEJCTBA BBIYMCIUTEIBHOM TEXHUKH
WIM aBTOMAaTU3UPOBAHHOM CHUCTEMBbI oOOecnedyrBaTh HEU3MEHHOCTh HWHGOpMAaIUU B
YCIOBUSX CIIYYailHOTO W/WIIM NMpeAHAMEPEHHOTO UCKaXKeHUs (pa3pyIIeHHs).
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OBO3HAYEHUSA U COKPALIEHUA

ABC - aHTHBUpPYCHBIE CpEICTBA

APM - aBromMaTu3npoBaHHOE pabouee MeCTo

BTCC - BcrmomoraresbHble TEXHUUECKUE CPECTBA U CUCTEMBI
UCIIn - nHbOpMallMOHHAS] CUCTEMA MEPCOHATBLHBIX JIAHHBIX
K3 - koHTponupyemas 30Ha

JIBC - nnokasnbHasi BBIYUCIUTEIBHAS CETh

MD - MeKCceTeBOM DKpaH

HC/I- HecaHKIIMOHMPOBAaHHBIN AOCTYII

OC - onepaniioHHasi cUCTEMA

[1/IH - mepcoHanbHBIE JaHHBIE

IIMB - nporpaMMHO-MaTeMaTH4ECKOE BO3AEUCTBUE

10 - nporpamMmmHOe obecrieueHue

[I9MUH - no6ouyHbIe 3TEKTPOMATrHUTHBIE U3TYUYEHHUS U HABOIKU
CAS3 - cucreMa aHann3a 3alUIICHHOCTH

C3MU - cpeacTra 3amuThel HHGOPMAIUN

C3I11dH - cucreMa (mojicucTeMa) 3aluThl TEPCOHATBHBIX JaHHBIX
COB - cucrema oOHapyKeHUSI BTOPKEHUM

TKVYU - rexHuueckue KaHaibl yTeUKd HHPOpPMAITUU

YBII[IH - yrpo3sl 6€301acHOCTH TIEPCOHATBHBIX TAHHBIX
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BBEJIEHUE

Hacrosimas Iloautuka wHpoOpMalmoHHOW Oe3omacHOCTH MpU  pabore ¢
MEPCOHAJIBHBIMU JaHHBIMU B JICHMHCKOW paillOHHON TeppUTOpUAIBLHON H30UpaTeNbHON
komuccuu ropoja ExarepunOypra (manee - I[lonuTtuka) sBisercss odUIIMATBHBIM
JOKYMEHTOM.

[lonutuka pa3paboTaHa B COOTBETCTBUU C TPEOOBAHUSAMHM, YCTAHOBICHHBIMU:

OenepanbHpiM  3akoHOM 0T 27.07.2006 Neo 149-03 «0O6 wunHpopmanuu,
MH(GOPMAIIMOHHBIX TEXHOJOTHIX U O 3alIUTe HHPOPMALIUNY;

®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 152-D3 «O nepcoHaabHbIX TaHHBIXY;

noctanoBieHueM [IpaBurtenscTBa Poccuiickoit @enepaunn ot 01.11.2012 Ne 1119
«O0 yTBepkIeHUHN TpeOOBAaHUN K 3alllUTE MEPCOHANbHBIX JAHHBIX MPU UX 00pabOTKe B
MH(GOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTAHHBIX);

noctanoBiieHueM IlpaButensctBa Poccuiickoit @eneparuu ot 15.09.2008 No 687
«O0 yTBEp>KIEHUU TOJ0XKEHUsI 00 OCOOEHHOCTAX O0O0pabOTKU NMEPCOHATIBHBIX JAHHBIX,
OCYIIECTBIISIEMO 0€3 HCIOIb30BaHUS CPEACTB aBTOMATH3ALUN;

noctanoBieHueM lIpaBurensctBa Poccuiickoii @enepaunu ot 21.03.2012 Ne 211
«O0 yTBEepXKIEHUU TMEpeyHsi Mep, HalpaBiIeHHBIX Ha OOecreuYeHUe BBITOJIHECHUS
o0s3aHHOCTEH, NMpeaycMOTpeHHBIX DenepaabHbiM 3aKOHOM «O MepCOHANBHBIX JaHHBIX)
Y MIPUHATHIMUA B COOTBETCTBUM C HUM HOPMATUBHBIMU MPABOBBIMU aKTaMU, ONEpaTOpaMH,
SABJISIIOLLMHUCS TOCYJaPCTBEHHBIMH WJIM MYHULIUIIAJIbHBIMA OpTaHaAMU»;

npukazom ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yrBepxknenuu CocTtaBa H
collepKaHUsl OpPraHU3allMOHHBIX W TEXHUYECKUX Mep Mo olecrneyeHuto 0e30MacHOCTH
NEePCOHANBHBIX JIAHHBIX TPH HUX 00paboTke B HWHOOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JAHHBIX,

npukazoM ®CBb Poccum ot 10.07.2014 Neo 378 «OO yTBEep»KIACHUH COCTaBa H
CoJlep KaHMsl OpPraHU3alMOHHBIX U TEXHHUYECKUX MEp MO OOeCleYeHUIO0 0e30MacHOCTH
MEPCOHANBHBIX JAHHBIX TMpPU HUX 00paboTke B HMHPOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JAaHHBIX C HCIOJB30BaHUEM CPEACTB KpUNTOrpauyuecKoil 3aluThl
uHpoOpMaIuy, HEOOXOAUMBIX [UIsl BBINOJIHEHUS YCTAaHOBJIEHHBIX IlpaBHUTENBCTBOM
Poccuiickoit denepanuu TpeOOBaHMI K 3alIUTE MEPCOHATBHBIX JAHHBIX JIJIS KaXKJIOTO U3
YPOBHEH 3aIUIICHHOCTH;

MeTronuyeckKUMH PEKOMEHJALMSIMU 10 pa3pabOTKe HOPMATHBHBIX IPaBOBBIX
aKTOB, ONPEIEISIONIUX YIPO3bl 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX, AKTYyaJIbHBIE IIPH
00pabOTKe MEepPCOHANbHBIX JAHHBIX B HMH()POPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JAHHBIX, OKCIUIyaTUPYEMbIX IPH  OCYIIECTBIEHHH  COOTBETCTBYIOIIMX  BHUJOB
NEeATEeNIbHOCTH, yTBEpKAeHHBIMU pykoBojcTBoM &8 Ilentpa @Cb Poccun 31.03.2015 Ne
149/7/2/6-432.

B Ilonutuke omnpenenensl TpeOoBanusi k rnepconany MWCII[AH, creneHb
OTBETCTBEHHOCTH II€PCOHAja, CTPYKTypa UM HEOOXOAUMBIM YPOBEHb 3allUIIEHHOCTH,
CTaTyC W JOJDKHOCTHBIE OOSI3aHHOCTH COTPYAHHMKOB, OTBETCTBEHHBIX 33 OOECIEYeHHE
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O0e3zonacHoctn  nepcoHanbHbIX  gaHHbIX B MCII[In  JlenuHckoil  pailoHHOMN
TEPPUTOPUATIBHON K30MpaTenbHOM Komuccuu ropoja EkarepunOypra (manee —
Komuccus).

7. O01IMe MOJI0KEeHUS

Lensro Hacrosmen I[lomuTukm sBIgeTCS oOccredeHHEe OC30MaCHOCTH OOBEKTOB
3amuThl KoMuccuum oT BceX BHJIOB YIpO3, BHEIIHUX W BHYTPEHHUX, YMBIIIJIEHHBIX U
HEMpeTHAMEPCHHBIX, MHHUMU3AIMUs yliepda OT BO3MOXKHOM peanu3aiuu  yrpos
oezonacuoctu [1/In (YBIIdH).

be3onacHOCTh MEPCOHANBHBIX  JAHHBIX JOCTUTAeTCAd IMYTEM  HMCKIIFOUEHHS
HECAHKIIMOHUPOBAHHOTO, B TOM YMCJIE CIy4ailHOTO, JOCTYIA K MEPCOHAJIbHBIM JAaHHbBIM,
pe3yJabTaTOM KOTOPOTO MOXKET CTaTh YHUYTOXXCHUE, W3MEHEHHE, OJIOKMPOBAaHUE,
KOMMPOBAHUE,  PACIIPOCTPAHCHUE  TMEPCOHANBHBIX  JAHHBIX, a TaKKe€  HHBIX
HECAHKIIMOHUPOBAHHBIX JICHCTBUH.

Nudopmanuss u cBsi3aHHBIE C HEH pecypchl JOJDKHBI OBITH JOCTYMHBI IS
ABTOPM3OBAHHBIX  TOJb30Bareneil.  JIoMKHO ~ OCYHIECTBIISITBCSI  CBOEBPEMEHHOE
oOHapyxeHue u pearupopanue Ha YBII/IH.

JIOMKHO OCYHIECTBIISITHCSI MPEIOTBPAICHUE MPEIHAMEPEHHBIX WIM CIy4YalHBIX,
YACTUYHBIX WM TIOJIHBIX HECAHKIIMOHUPOBAHHBIX MOJIU(DHUKAIMNA WIH YHUYTOXKEHUS
JAHHBIX.

CoctaB 00bEKTOB 3amMThl TpenactaBiieH B «llepeuHe mMepcOHaNbHBIX JaHHBIX,
oOpabartbiBaeMbIX B JIECHWHCKOM paillOHHOW TEPPUTOPUATIBHON M30UPATEIHBHON KOMUCCHUH
ropona ExatepunOypra B CBA3M ¢ peanu3anueid ciy>keOHbIX (TPYIOBBIX) OTHOIIECHHM, a
TaK)Ke OCYIIECTBICHUEM TOCYAaPCTBEHHBIX (DYHKIIHID.

Cocras UCII[In  momnexamux  3ammure, npenacraBieH B «llepeune
WHOOPMAIIMOHHBIX CHUCTEM IIEPCOHAJIBHBIX JaHHBIX B JICHWHCKOW paloHHOM
TEPPUTOPHATILHON M30MpaTeIbHOM KOMUCCHH Topoia ExkaTepunOypra».

8. O01acTh AelicTBUA

TpebGoBanusi Hacrosimeil [lonmuTUKU pacTpOCTPaHSIOTCS Ha BCEX COTPYIHUKOB
Komuccun (ImTaTHbIX, BPEMEHHBIX, paOOTAIOMIMX MO KOHTPAKTY M T.I.), @ TaKXKe BCEX
MPOYUX JUL (OAPAIUYUKH, AyTUTOPHI U T.I1.).

9. Cucrema 3aIIMThI NEPCOHAJIBHBIX JAHHBIX

Obecnedenne 0€30MaCHOCTH MIEPCOHATBHBIX JAHHBIX JTOCTUTACTCS, B YACTHOCTH:

OTIpEJICTICHHEM yIpo3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX MPH UX 00paboTke B
WH()OPMAITMOHHBIX CHCTEMAaX MEePCOHATBHBIX JTAHHBIX;

MPUMEHEHUEM OPTraHU3alMOHHBIX M TEXHUYECKUX Mep MO0 00ecreYeHuto
0€30MacHOCTH MEPCOHANIBHBIX JIAHHBIX MPU UX 00pabOTKE B MH(POPMAIMOHHBIX CUCTEMAX
MEePCOHANBHBIX JAHHBIX, HEOOXOAUMBIX [JIsi BBIMNOJHEHHUS TpPEOOBAaHUN K 3allUTE
MEePCOHANBHBIX  JAHHBIX, HCIOJIHEHUWE KOTOPBIX OO0ECleunBaeT YCTAaHOBJICHHBIC
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IIpaButensctBoM Poccuiickon ®denepanuu ypOBHU 3aILMILEHHOCTH IEPCOHAIBHBIX
JTAHHBIX;

MPUMEHEHUEM MPOUIEAIINX B YCTAHOBJICHHOM TMOPSAJKE TMPOUEAYPY OLEHKHU
COOTBETCTBHUSI CPEJICTB 3allIUTHI HH()OPMAIINH;

olleHKOM 3()P(PEeKTUBHOCTH MPUHUMAEMBIX MEp MO OO0ECMeUeHUI0 Oe30MacCHOCTU
MEePCOHAIBHBIX JIAaHHBIX JI0 BBOJA B JKCIUTyaTalWilo WH(POPMAIIMOHHON CHCTEMBI
MEePCOHATBHBIX JIAHHBIX;

y4€TOM MAalIMHHBIX HOCUTENEH MePCOHATbHBIX JaHHBIX;

oOHapyxeHrneM (HakTOB HECAHKIIMOHUPOBAHHOTO JOCTYNa K TMEePCOHAIbLHBIM
JAHHBIM U TIPUHATHEM MEp, B TOM YHCIICE MEp MO OOHAPYKEHUIO, MPEIYNPEKIACHUIO U
JUKBUJAIMA TIOCJICICTBUH KOMIBIOTEPHBIX aTak Ha WHOOPMAIMOHHBIE CHUCTEMBI
NEePCOHAIBHBIX JJAHHBIX U TI0 pearupoBaHUI0 HA KOMIILIOTEPHbBIC UHIIUICHTHI B HUX;

BOCCTAHOBJICHUEM  TIEPCOHAIBHBIX  JAHHBIX,  MOJUMUIIMPOBAHHBIX WU
YHUYTOXKCHHBIX BCJICJICTBHE HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K HUM;

YCTAaHOBJICHUEM MPaBHWJI JOCTYIMa K MEPCOHAIBHBIM JaHHBIM, 00pabaThiBaéMbIM B
WHOOPMAIIMOHHONW  CHCTEME TMEepPCOHAJbHBIX JaHHBIX, a TaKke obOecreYeHueM
pErucTpaliu ¥ ydeTa BCeX JCHCTBUM, COBEpIIAEMBIX C NMEPCOHATBHBIMU JaHHBIMU B
UH()OPMAIIMOHHON CHCTEME TIePCOHATBHBIX TaHHBIX;

KOHTPOJIEM 3a TMPUHUMAEMbIMH MepaMU MO OO0ecrneyeHuo Oe30MacHOCTH
NEPCOHATBHBIX JIAaHHBIX M yPOBHA 3allMIICHHOCTH HWH(POPMALMOHHBIX CHUCTEM
NEPCOHAIBHBIX JAHHBIX.

Cucrema 3amuThl nepcoHanbHbIX JaHHBIX (C3I1/IH), CTpOUTCS HA OCHOBAHUU:

AKTa BHYTPEHHETO KOHTPOJISI COOTBETCTBUSL 00paOOTKH MEPCOHATBHBIX TAHHBIX.

[lepeunss mepcoHadbHBIX JIaHHBIX, OOpabaTbiBaeMbIX B JIeHMHCKOW panioOHHOM
TEPpPUTOpUATIBHONM W30MpaTeNbHOW KoMHMCCHUU Topona EkarepurOypra B CBSI3M C
peanuzanuen  CiyxkeOHBIX (TPYOOBBIX) OTHOUIEHWH, a Takke OCYIIECTBICHUEM
rOCy/IapCTBEHHBIX (PYHKIUH;

AxTOB KITaccuuKkanuy HHOOPMAITMOHHBIX CUCTEM TIEPCOHATBHBIX JTAHHBIX;

Mopenu yrpo3 6€30MacHOCTH EPCOHATBHBIX JaHHBIX;

Martpuipl TOCTyIa Mojab30BaTeNiell K 3aluiaeMbiM HH(HOPMAIIMOHHBIM pecypcaM
NCIIdx;

PykoBonsimux nokymentoB @®CTIOK Poccuu u @Ch Poccun.

Ha ocHoBaHMM »3THX JOKYMEHTOB ONpEAeNsIeTcsl HEOOXOAUMBIA YpPOBEHb
samumernHoct [1Ixn kaxnoin UCII[An Komuccun. Ha ocHOBaHMM aHaiIn3a aKkTyaldbHbBIX
yrpo3 ©Oe3onacHoctu IIJ[H omucanHoro B Monenu yrpos, AenaeTcsi 3aKIIOYEHHE O
HEOOXOIMMOCTH  HWCIIOJIb30BAHUSI ~ TEXHUYECKUX  CPEACTB M OPTaHHU3AIMOHHBIX
MeporpusaTuii s obecmeuenus Oe3omacHoctu [1J[H. BriOpannbie HeoOXomuMbIe
Meponpusituss oTpaxkatrorca B «CoctaBe Mep 3alluThl HHGOPMAIMOHHBIX CHCTEM
MEPCOHATBHBIX IAHHBIX.

Hns UCIIIH nomkeH OBITH COCTaBJIIEH CIHMCOK HCHOJIb3YeMbIX TEXHUYECKUX
cpeAcTB 3amuThl (mamee - CHOUCOK), a Tak K€ MPOrpaMMHOr0 oOOecleyueHus,
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yuacTBytoiero B 0opadotke I[1J[x, Ha Bcex anementax UCII/H:

APM nonw3oBaTenei;

CepBepa npuII0KEHUH;

CVYB/I;

I'panuust JIBC;

KananoB mnepemaun B ceTu oOmIEro MOJB30BaHUS U (WJIM) MEXKIyHApPOIHOTO
oOMeHa, ecnu o HuUM niepepatorcs [1/1H.

B 3aBucumocTn ot ypoBHs 3amuieHHoctd UCII/H u akryansHbIX yrpo3, C3I1/1xH
MOXET BKJIIOYaTh CICIYIONINE TEXHUYECKUE CPEJICTBA!

AQHTUBHUPYCHBIE CPEJICTBA JIJIsl paOOUUX CTAHIIUM MOJb30BaTEIEH U CEPBEPOB;

CpEeICTBa MEKCETEBOI0 IKPAHUPOBAHMUS;

CpeACTBa KpUNnTorpapuueckoi 3anuThl HHGOPMAIIUU MPHU TIepeade 3aluiaeMou
uH(OpMaIMK MO KaHAJIaM CBSI3H.

Tak e B CHMCOK JOJDKHBI OBITh BKIIIOUECHBI (DYHKIIMH 3aIUThI, 00eCTieYMBaeMbIe
MTaTHBIMK ~ cpeacTBamu  oOpabotku II/ln  omeparmonubiMu  cuctemamu  (OC),
npukiaaHeiM IO U crnenuanbHbIMU KOMIUJIEKCAMH, PEATM3YIOIIUMU CPEACTBA 3aILUTHI.
Cnucok (hyHKITUH 3aIIUThl MOXKET BKJIIOYATh:

yIpaBJICHUE U Pa3TpaHUYEHUE JOCTYMa MOJIb30BaTEIICH;

PETUCTpAITUIO U YUET ASHCTBUM ¢ HH(pOpMaIHei;

obecrieueHue 1eJTOCTHOCTH JTAaHHBIX;

0oOHapyXeHNEe BTOPKEHUM.

Coucok  HUCMOJIb3yEMBIX TEXHUYECKUX  CpelIcTB  oTpaxaercss B «lliane
MEpPOTPHUATHH MO  OOECIEUEeHUIO 3alUThl  MEPCOHANBHBIX  JaHHBIX». CIHHUCOK
UCIIOJIb3YEMBIX CPEJCTB JOJDKEH TMOJJCPKUBATHCS B aKTyalbHOM cocTosiHUU. [lpu
U3MEHEHUN COCTaBa TEXHUYECKUX CpeACTB 3amuThl uiau siaemeHtoB MCIIH
COOTBETCTBYIOIIME HW3MEHEHHUS JOJKHBI OBITh BHECEHbI B CIHCOK M YTBEPXKICHBI
npeacenarenem  M30uparenpHoit komuccuu CBEpIJIOBCKOW OOJACTH WIIM  JIUIIOM,
OTBETCTBEHHBIM 3a obecrieueHue 3amuThl [1/1H.

10. TpeooBanus k noacucremam C3I1/n

C3I1/1H BKITIOUAET B c€0s CIENYIONINE TTOICUCTEMBI:

YIPaBIICHUS JOCTYIIOM, PETUCTPALMU U YUETa;

oOecrieueHust 1EeJIOCTHOCTH U IOCTYITHOCTH;

AHTUBUPYCHOM 3aLUTBHI;

MEKCETEBOTO IKPAHUPOBAHMUS;

aHaJIN3a 3l MIIECHHOCTH;

oOHapyKeHUS BTOPKECHUIA;

KpunrorpaduuecKou 3aiuThl.

[Moacucremsbr C3I1IH uMeroT pa3nuuHbii (yHKIMOHAT B 3aBUCUMOCTU OT Kjacca
NUCIIdH, omnpeneneHHOro B «AKTe KilacCU(UKAUUU HWHPOPMALIMOHHOM CHUCTEMBI
MepCoHaNbHBIX JaHHBIX». Crnucok cootBeTcTBUs (pyHkuuid noxcucrem C3IIIH kiaccy
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3AIIMILEHHOCTH IPEJACTABICH B TEXHUYECKOM 3aJaHUM MO CO3aHUI0 CUCTEMBI 3aIUTHI
nH(popMauu HTHPOPMALIMOHHON CUCTEMBI IEPCOHAIBHBIX TAHHBIX.

Iloacucrema ypaBieHUS JOCTYIOM, PETUCTPALIMU U yYeTa

[logcucrema ynpaBieHUs OOCTYIIOM, PETHCTPALMM M ydeTa MpPEIHAa3HAYEHA IS
peanu3aiuu CiIeayrmmux QyHKIuii:

UACHTU(PUKALUK U TPOBEPKH MOJIUHHOCTU CYOBEKTOB JOCTyNHa IMpPU BXOJE B
NCII/H;

UACHTU(PUKALUYA TEPMUHAJIOB, Y3JI0B CETH, KAHAJIOB CBSI3M, BHEIIHUX YCTPOUCTB 1O
JIOTUYECKUM HUMEHAM;

UACHTU(PUKALUKA MPOTpaMM, TOMOB, KaTajaoron, (aiaoB, 3amnucei, moyuen 3anucei
10 UMEHaM;

peructpaiuu Bxoja (BbixoJa) CyObEeKTOB JOCTYIMA B CUCTEMY (M3 CUCTEMBI), TUOO
PErUCTpaly 3arpy3Ku U MHULHAIA3ALUN ONIEPALlMOHHON CUCTEMBI U €€ OCTaHOBA.

pErucTpaluu TMOMBITOK JOCTyNa MPOTPAMMHBIX CPEJCTB (MPOTrpaMM, MPOIECCOB,
3a/1a4, 3aJJaHui) K 3aluiiaeMbiM Qaiinam;

pPErucTpanuy MOMBITOK J0CTyNla IPOTrpaMMHBIX CPEJICTB K TEpMHUHAIaM, KaHallaM
CBsI3M, pOTpaMMaM, TOMaM, Katajioram, ¢aiinam, 3ammucsim, MojasiM 3arucen.

[loncucrema yrmpaBiaeHUS JOCTYIIOM MOXET OBITh pean30BaHa C TMOMOIIBIO
MTATHBIX cpeacTB o0padboTku [1JIH (onepannonHbix cucteM, npuioxenud 1 CYBJI). Tak
K€ MOXKET OBbITh BHEAPEHO CIENHATBbHOE TEXHUYECKOE CPEICTBO HIIM HX KOMIUIEKC,
OCYIIECTBIISIFOIIIME  JIOTIOJIHUTENbHBIE MEpbl 10 ayTeHTU(PUKAIMU ¢  KOHTPOJIIO.
Hamnpumep, mnpuMeHeHHE €AUHBIX XPAHWIMIL YYETHBIX 3aluceld IMOJb30BaTeIed U
pEruCTPalMOHHON HMH(OPMAIIMU, WCIIOJIB30BAHUE OMOMETPUUYECKUX M TEXHHYECKHX (C
MIOMOIIBIO AJIEKTPOHHBIX MPOMYCKOB) MEP ayTEHTU(DHUKAIIMH U IPYTUX.

HOI[CI/ICTeMa obecreueHus OEJIOCTHOCTH U JOCTVYITHOCTH

[loncucrema obGecnedeHHs] IMEIOCTHOCTH M JIOCTYNMHOCTH TMpeIHa3HA4YeHa st
oOecrieueHus 1EI0CTHOCTH U NocTynmHOoCcTH [1/IH, mporpaMMHBIX M anmapaTHBIX CPEJCTB
NCIIx Komwuccuu, a Tak Xe CPEACTB 3allUThl, NPH CIy4YalHOW WM HaMEPEHHOU
MOIU(DHUKAITHH.

[Toncucrema peanusyeTcss C IMOMOILIBIO OPraHU3alMU PE3EPBHOTO KOMUPOBAHHUS
o0pabaThIBaeMbIX JIAHHBIX, a TaK K€ pe3epBUPOBaHHEM KiI04ueBbIX anemeHToB UCII/IH.

[loxcucremMa aHTUBUPYCHOM 3aIIUTHI

[logcuctemMa  aHTUBHPYCHOM  3alUThl  NpeJHAa3HaYeHa [Jsi  OoOecIeyeHus
aHTUBUPYCHOM 3amuThl cepBepoB U1 APM nons3zoBateneit UCIT[In Komuccum.
CpenctBa aHTUBUPYCHOW 3alIMTHI MpEeAHA3HAUYEHBI JJISI peaiu3aliul CIEAYIOIINX
G yHKIHN:
PE3UICHTHBIN aHTUBUPYCHBIA MOHUTOPUHT;
AHTUBUPYCHOE CKAHHPOBAHUE;
CKpHUIT-0JIOKUPOBAHHUE;
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LEHTPAIN30BaHHOW/yJaIeHHOW YCTaHOBKH/IEUHCTAJUISIIUM aHTUBUPYCHOTO
IpOAYKTa, HACTPOMKH, aJMHUHUCTPUPOBAHUA, I[POCMOTPA OTYETOB U
CTaTUCTHYECKOW MH(OpMAUU N0 padoTe MPOAYKTA;
aBTOMaTU3UPOBAHHOTO OOHOBJIEHUSI aHTUBUPYCHBIX 0a3;
OTPaHUYECHUs IMpPaB II0Jb30BATENS HAa OCTAHOBKY HCIIOJIHSAEMBIX 3a1a4 U
U3MEHEHMSI HACTPOEK aHTUBUPYCHOTO MPOTPAMMHOI0 00ECTIeUEeHHUS;
ABTOMAaTHUYECKOTO 3amycka HEIOCPEACTBEHHO 1ocie 3arpy3Ku
OIEPALMOHHON CUCTEMBI.

IToncucrema peanm3yercss IIyTeM BHEIPEHUs CHEHUAIBHOIO AaHTUBUPYCHOTO

nporpaMMmHoro oobecneuenust Ha Bce 3neMenTsl UCII/IH.

IloacucTemMa MEXKCETEBOr0 SKPAaHUPOBAHUS

[loncucrema MeEXCETEBOTO SKpaHUPOBAHUS NpeHa3HA4YeHA g peau3aluu
cleayrmux GyHKImii:

bunbTpaluu OTKPHITOTO U 3amudpoBaHHOro (3aKkpeiToro) IP- tpaduka;

dbukcanuu BO BHYTPEHHHUX JXKypHaiax WHGOPMAIUU O MPOXOASAIIEM OTKPHITOM U
3akpbiToM [P-Tpaduke;

UACHTU(PUKALUM U ayTeHTU(PUKAIMU aJMUHUCTPATOPA MEXCETEBOI0 dKpaHa IMpHU
€ro JIOKaJIbHBIX 3alpocax Ha JOCTYIL;

peructpanuu Bxoja (BbIXOJa) aIMHHHCTPATOpa MEXKCETEBOTO SKpaHa B CUCTEMY
(13 cuctembl) MO0 3arpy3Ky U UHUIIMATU3ALNUNA CUCTEMBI U €€ IPOTPAaMMHOT'O OCTaHOBA;

KOHTPOJIS IIEJOCTHOCTH CBOEH MpOorpaMMHON U MHGOPMAIIMOHHOM YacTu;

GuabTpallud MAKETOB CIIY>KEOHBIX MPOTOKOJIOB, CIYKAIIUX IJisi AUATHOCTHUKU U
yIpaBjeHUs pab0OTOM CETEBBIX YCTPOMCTB;

buabTpalUK ¢ y4€TOM BXOJIHOTO U BBIXOJAHOTO CETEBOro MHTEp(deiica Kak cpeacTBa
IPOBEPKU MOJIMHHOCTH CETEBBIX a/IPECOB;

PETUCTpAIMU U yYETa 3alPAlIMBAEMbIX CEPBUCOB MIPUKIAHOTO YPOBHS;

OJIOKMPOBAaHUS JOCTyNMa HEUACHTU(DHUIIMPOBAHHOTO OOBEKTa WIH CYOBEKTa,
MOMJMHHOCTh KOTOPOTO TIpH  ayTeHTU(HUKAIMU HE TOATBEPAWIACH, METOJaMH,
YCTOMYHMBBIMU K MIEPEXBATY;

KOHTPOJIS 32 CETEBOM aKTUBHOCTHIO MPUJIOKEHUN U 0OHAPYKEHHSI CETEBBIX aTakK.

[Topcucrema peanu3yeTcs BHEAPEHHEM NPOTPAMMHO-ANNAPATHBIX KOMIUIEKCOB
MEKCETEeBOro sKpanupoBanus Ha rpanule JIBC, kimaccom He Hike 4.

IlogcucTema aHajimM3a 3alUIICHHOCTH

[logcuctemMa aHanmu3a 3alIUMIIEHHOCTH JOJKHA OOecleuyrBaTh  BBISIBICHUE
VSI3BUMOCTEH, CBsA3aHHBIX ¢ ommbOkamu B kKoHpurypamuu [10 UCII/IH, KoTOpBIE MOTYT
OBITh UCTIOJIB30BAHBI HAPYIIIUTENIEM JIJI pealin3allui aTakKu Ha CUCTEMY.

OYHKIHMOHAT TOJCUCTEMBI MOXET ObITh pealiM30BaH MNPOTrPpaMMHBIMH U
MPOrPAMMHO-aNMNapaTHBIMU CPEACTBAMMU.

TToxcucrema 0OHAPVKEHUS BTODKEHUNA
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[loncuctema oOHapykeHUSI BTOP)KCHHN JOHKHA 0O0ECIevYnBaTh BBISBICHHE
ceteBbIx atak Ha aneMeHTsl MCII/IH, moakmodeHHbIe K CeTsSM OOIIero MOJb30BAHUS U
(1) MEXITYHApOJHOTO OOMEHa.

OyHKIMOHA TOACHCTEMBI MOXET OBITh peanu30BaH MPOTPAMMHBIMH U
IPOrpaMMHO-aIMapaTHEIMU CPEACTBAMH.

Iloacucrema KDI/IHTOFDad)I/IIICCKOI\/’I 3allIUThI

[Toacucrema kpunrorpaduueckoit 3alUThl peaHasHadeHa s uckinrodeHuss HCJJ
k 3amuiaemor napopmanuu B UCIIIn Komuccuu npu ee nepenaye no KaHajlaM CBS3U
ceTel 001Iero MOJIb30BaHUs U (WJIH) MEXIYyHAPOHOTO OOMEHa.

[Togcucrema peanusyercss MyTeM BHEAPEHUS KPUNTOrpadUUECKUX MPOTPaMMHO-
arnmnapaTHbIX KOMIIJIEKCOB.

11. Moaw3oBateaun UCIIn

B UCII[x Komuccuum MOKHO BBIAEIUTH CIEAYIOLUIME TPYIIIbI MOJb30BaTENEH,
y4acTBYIOIIMX B 00paboTke u xpanenuu [1J{H:
Anmvunnctparopsl UCIT/H;
AJIMUHUCTPATOPHI 0€30MIACHOCTH;
Onepatopsl APM;
Anmvmunuctparopsl cet UCI/H;
Texnuueckue  crneuuanucTel MO OOCIY)KHMBAaHHUIO  NEepUPEpUNHOrOo
o0opy10BaHMS.
JlaHHbIE O TpyIIax IOJIb30BATEISAX, YPOBHE UX JOCTyHa U MHPOPMUPOBAHHOCTU
JOJDKHBI OBITH OTpa’keHbl B Marpuie JaocTyna IOoJb30BaTelied K 3allldliaeMbIM
UH(OPMAIIMOHHBIM pecypcam.

Anmvunauctparop UCIIH

Anmvunnctparop HUCII[H, corpynnuk Komuccuum (WM HWHOE YNOJTHOMOYEHHOE
JUI0), OTBETCTBEHHBIM 3a HACTPOMKY, BHeApeHue U comnpoBoxaeHue WCIIIH.
O6ecneunBaeT (QYHKIMOHUpPOBaHUE mMOACUCTEMBI yrpasienus noctynom HCIIH wu
YIOJIHOMOYEH OCYHIECTBIIATH MPEJOCTABICHUE W Pa3rpPaHUYCHHE JOCTYNa KOHEYHOTO
nonb3oBarend (Onepatopa APM) Kk anemMeHnTaM, XpaHsIUM epCOHANIbHbIC TAHHbIE.

Anmvunuctparop UCII/IH obnafaer cieayomyuM YpOBHEM IOCTYyNa U 3HAHUM:

obOnmagaeT moiHOW WH(OpPMAIMEd O CHCTEMHOM W MPHUKIAAHOM IMPOTPAMMHOM
ob6ecnieuennu UCII/H;

obOnmamgaeT mMonMHOW WHGOPMAIMEH O TEeXHHUYECKHX CPEICTBaX M KOH(PUTYpaIuu
NCIIdx;

MMEET JOCTYIl KO BCEM TEXHHUYECKHUM CcpelcTBaM oO0paboTKku uHGOpMALUU U
nanabiM UCIT/IH;

oOnajaer mnpaBaMu KOHPUTYpUpOBaHUS M AJMUHUCTPATUBHOM HACTPOUKHU
texanueckux cpeacts UCIIH.
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AQMUHHUCTPATOD OE30ITACHOCTH

Anmunuctparop  Oe3omacHocTd,  coTpyaHuk — Kommccum — (i uHOe
YIIOJTHOMOYEHHOE JIMI0), OTBETCTBEHHBbIH 3a ¢yHKuumoHuposanue C3II/H, BKIOUas
00CITy’KMBaHHE U HACTPOUKY aIMUHUCTPATUBHOM, CEPBEPHOMN U KJIMEHTCKONH KOMIIOHEHT.

AnmuHucTparop 0e30macHOCTH 00yanaerT CIAeAYIOIUM YPOBHEM JocTyna u
3HAHUM:

obOnanaet npaBamu Aagmunuctpartopa UCIIH;

oOnaznaet nonHou nHdopmamueit 06 UCII/1H;

UMEET JIOCTYI K CPeACTBaM 3alIUThl HHPOPMALIMKU U MPOTOKOIUPOBAHUS U K
yacT KiIroueBbix aaeMeHToB MCIT/H;

HE MMEET MpaB JIOCTYyINa K KOH(OUTypUPOBAHUIO TEXHUUYECKUX CPEACTB CETH
32 UCKIJIFOUEHHEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

AnamuHuCTpaTop 6€30MaCHOCTH YIIOJTHOMOYEH:

peanu3oBbIBaTh NOJUTUKK Oe3onacHocTH B yactu HacTporiku CK3U, mexceTeBbix
DKPAaHOB U CHUCTEM OOHApYXEHHUs aTak, B COOTBETCTBHUM C KOTOPHIMH I0JIb30BATEIh
(Onepatop APM) nony4aeT BO3BMOXKHOCTh paboTaTh ¢ anementamu MCII/IH;

OCYLIECTBIIATH AyAUT CPEJICTB 3aLUTHI;

Onepatop APM

Onepatop APM - corpynnuk Komuccuu (MaM WMHOE YHNOJTHOMOYEHHOE JIWIIO),
ocymiecTBistonuii  o6paborky IIJIln. O6pabotka IIJIlH BkIOYaeT: BO3MOXKHOCTH
npocmotpa I1/1x, pyunoit BBoa IIJIn B cucremy UCIIAH, dhopmupoBanue crnpaBoK H
otueToB 1o uHdopmanmu, norydyeHnor u3 MCIIJ]. OnepaTop HE UMEET MOTHOMOYMM IS
yIpaBiieHus noacucreMamu oopadbotku nanubix u C3I1/H.

Omneparop UCII/In obnagaeT cieayomuM YpOBHEM JAOCTYyMA U 3HAHUM:

obmamaer BCEMH  HEOOXOAMMBIMH  aTpuOyTamu  (Hampumep, IapoJieMm),
00eCIreynBaIoIMMU JOCTYIT K HEKOTOPOMY TTOAMHOXeCTBY [1J1H;

pacrnonaraeT KOHQHUACHIIMATHHBIMUA TAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Anmunauctparop cetu UCIT

Anvunuctpatop cetu  HCII[AH, corpynuuk Komuccun  (uam uHOE
YIOJHOMOYEHHOE JU10), OTBETCTBEHHBII 3a b yHKIIMOHUPOBAHUE
TeeKOMMYHHUKaIMOHHOW mojacucteMbl MCIT[H. AJMUHUCTpAaTOp CETH HE HMEeT
MOJITHOMOYHUUA JIJIsl YIPABJIEHUS MOJCUCTEMaMu 00paOOTKH IaHHBIX U O€30MaCHOCTH.

AJIMHUHHCTPATOP CETU 00JIaIaeT CIEAYIONIMM YPOBHEM JIOCTYIA U 3HAHUM:

oOnmagaeT 4acThlo WHGOPMAIIMM O CUCTEMHOM W TPHUKIATHOM MPOTPAMMHOM
ob6ecrnieuennu UCII/IH;

oOslajjaeT 4acThl0 MH(OPMAIMUM O TEXHUYECKUX CPENICTBAX U KOH(PUTypaluu
NCIIdx;

nMeeT (PU3nUecKui AOCTYI K TEXHUYECKUM CpeacTBaM 00pabOTKU MH(pOpMaLMK U
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CpeACTBaM 3allUThI;
3HAET, [0 MEHBIIIEN Mepe, OJHO JEeTraJbHOE UMl IOCTYIIA.

TexHUYeCKUN CHeIMaIMCT MO0 00CITYKUBAHUIO NEpUMEPUITHOTO 000DV IOBAHUS

TexHu4eckuil creruaiucT mo 0OCTyKHUBaHUIO, cOTpyaHUK Komuccuu (uwinu mHOE
YIOJIHOMOYEHHOE JIUIIO), OCYIIECTBISAECT OOCIYXHMBAaHUE U HACTPOUKY mepudepuitHOro
obopynoBanuss NCII[H. TexHuueckuii cHEMUANUCT MO OOCIYXUBAHUIO HE HMEET
noctyna k IIJ[H, HE MMeeT MOJTHOMOYMU MJIsI yIpaBlE€HUS IMOJCUCTeMaMHu 00pabOoTKu
JTAHHBIX 1 0€30IT1aCHOCTH.

TexHU4eCKUil CHeNHAIUCT MO OOCITYKUBAHUIO 00JIaJlaeT CICAYIOIMINM YPOBHEM
JOCTYyIla ¥ 3HAHUM:

obOnamaer 4acTelo MHGOPMAIMU O CUCTEMHOM M TPHUKIAJHOM MPOrPAaMMHOM
ob6ecrnieuennu UCII/IH;

obOyamaeTr 4acThl0o WH(OpPMAIIMUM O TEXHUYECKUX CPEACTBaX W KOH(PUTYypaluu
NCITH;

3HAET, 10 MEHBIIIEH MEPE, OJTHO JIETAIBHOE UM JOCTYIIA.

12. TpeOoBanusi k nepcoHajy no odecrnedennio 3amuthbl I1/{n

Bce corpynnuku Komwuccumu, sBisironiuecss mnosb3zoBatensimu WMCIIIH, m0mKHBI
YEeTKO 3HATh U CTPOTO BBIMOJHATH YCTAHOBJIECHHBIC MPABUIIA U 00SI3aHHOCTH IO JOCTYIY K
3alMIIAEMbIM O0OBEKTAM U COOJIIOJICHUIO PUHATOTO peskuma Oe3onacHocT [1/1H.

[Ipu BCcTyIIeHUU B TOJKHOCTH HOBOT'O COTPYAHHMKA OH JIOJKEH OBITH O3HAKOMIICH
C HEOOXOJUMBIMH JIOKYMEHTaMHU, perjJaMeHTUupyromuMu TpedoBanus no 3amure [1/1H, a
Takke  OOyueHHWe  HaBbIKaM  BBIMOJHEHUS  TPOUEAYpP, HEOOXOAUMBIX A
CaHKIIMOHUPOBAHHOTO HcnoJib3oBaHus UCIIT/H.

CoTpyaHUK TOJDKEH OBITh O3HAKOMJIEH CO CBeleHusMH HacTosmed [lomutukwy,
NpUHSTHIX nporieAyp padotsl ¢ anementamu MUCITIu u C3I11H.

CotpynHukH Komuccun, UCIIOIb3YIOIIHE TEXHUYECKUE CpeacTBa
ayTeHTU(UKAIMK,  JODKHBI ~ O0ecreymMBaTh  COXPAHHOCTh  WIACHTH(PUKATOPOB
(31mekTpoHHBIX KItoueil) u He aomyckaTth HCJl Kk HUM, a Tak e BO3MOXXHOCTb UX YTE€pHU
WIM HWCHOJb30BaHUS TpeTbUMH Juuamu. [lonb3oBaTtenn HECYT MEPCOHAJIbHYIO
OTBETCTBEHHOCTbH 32 COXPAHHOCTH UJEHTU(UKATOPOB.

Corpynauku Komuccuu AOMKHBI ClIEAOBaTh yCTAHOBJIEHHBIM MpPOILEAypaM
nojaepkanus pexxuma oe3zonacuoctu [1J{H npu BeIOOpE U UCTIOIB30BaHUU MapoJie (eciu
HE UCTOJIb3YIOTCS TEXHUUECKHUE CPEJICTBA ayTeHTU(DUKAIINN).

Corpynnukn  Komuccun  MODKHBI — OoOecmedyWBaTh — HAJJICKAINIYIO — 3aIIUTY
000OpyIOBaHMs, OCTABISIEMOTO 0€3 TPHCMOTpa, OCOOEHHO B TE€X CIydYasX, KOTJa B
MOMEIIEHUE HMMEIOT JIOCTYIl MOCTOpPOHHME auia. Bce monb3oBatenu OMKHBI 3HATH
TpeboBanus no 6e3zonacHoctu [1J[H 1 npoueaypsl 3a1UTh 000PY/I0BAHUS, OCTABIEHHOTO
0€e3 MpUcMOoTpa, a TAKKe CBOM 00A3aHHOCTH MO 00ECIIEUCHU IO TAKOM 3aIUTHI.

CoTpynHuKaM  3ampeliaeTcsi  yCTaHaBIMBATh  MOCTOPOHHEE  MPOrpaMMHOE
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oOecrieueHue, MOAKII0YATh JINYHbIE MOOWIIbHBIE YCTPOICTBA U HOCUTENN MH(pOpMAIINH, a
TaK € 3aliChIBaTh HA HUX 3alIUILAEMY0 HHPOPMALHIO.

CoTpyaHukaMm 3ampeniaeTcsl pasriamarh 3alidilaeMylo HH(OpPMalLHI0, KOTOpas
CTaJla UM M3BECTHAa IpH padoTe ¢ MHPOpMauUOHHBIMU cucTemMamu Komwuccuu, TpeTbum
JILAM.

IIpu pabore c¢ I1In B UCIIAn cotpyanuku Komuccunm o00s13aHbl 0O€CHeUHTb
OTCYTCTBHE BO3MOXHOCTU mpocmoTtpa IIJ[H Tperbumu nunamu ¢ MOHUTOpoB APM min
TEPMHUHAJIOB.

[Tpu 3aBepmiennu pabdotsl ¢ UCIIAH corpynnuku o0si3anbl 3amututh APM wnu
TEPMHUHAJIBI C TTOMOLIBIO0 OJIOKUPOBKU KIHOYOM MJIM SKBUBAJIEHTHOI'O CPEICTBA KOHTPOJI,
HanmpuMep, JOCTYNOM IO MapoJilo, €ClM HE HMCHOJb3YIOTCs Oojee CHIbHBIE CPEICTBA
3aIIUTBHIL.

Corpynnuku Komuccuum A0mKHBI  OBITH  TPOMH(DOPMUPOBAHBI 00 yrposzax
HapyuieHus: pexxuma Oe3omacHoctu [I/lH m oTBeTCTBEHHOCTH 3a ero Hapyuienue. OHH
JOJIKHBI OBITH O3HAKOMIJICHBI C YTBEPXKIECHHOW (hOpMalIbHON MNPOUEAYypOil HATOXKEHUS
JUCIUIUIMHAPHBIX B3BICKAHUW HA COTPYIHUKOB, KOTOPbIE HAPYIIWIH TPUHSTHIC
NOJIMTUKY U Tipoueaypsl 6e3onacHoctu [1/1H.

Cotpynauku 00s13aHbl 6€3 MpoOMeIJIeHUsI Coo0IIaTh 000 BCEX HAOIIOIAeMbIX WU
noo3puTenbHbIX ciaydasx padorel WCIIJIH, morymmux mnoBieub 3a co0Oil yrpossl
O6esomacHoctu IIJIH, a Takke O BBISIBIEHHBIX MMM COOBITHSX, 3aTparduBaroIINX
6esomacHocts IIJIH, pyKOBOACTBY mMOApa3ieleHUss M JIMIy, OTBEYAIOMIEMY 3a
HEMEJICHHOE pearupoBaHue Ha yrpo3sl 6e3omacHoctu [1/1H.

JIOJDKHOCTHBIE 00s13aHHOCTH noJib3oBarener UCITJIH

JloibkHOCTHBIE 00s13aHHOCTH Tosib3oBarenied MCIIJIH omucadbsl B CIEAYIOIIMX
JTOKYMEHTAaX:

Nuctpykums anmunuctparopa UCTIIH;

WNuctpyknus aqnmuanctparopa 6ezomacHoctu MCII/IH;

Nuctpykuus nonszoBarens UCI/H;

HNHCcTpyKIKs Moabp30BaTeNs MPYU BOSHUKHOBEHUY BHEIITATHBIX CUTYaIlUN;

OTBETCTBEHHOCTh COTPYAHHNKOB

B cootrBercTBUM co crathen 24 denepanbHoro 3akoHa Poccuiickont denepaunn ot
27 wrons 2006 1. Ne 152-®3 «O nepcoHaNbHBIX AAHHBIX) JIUIA, BAHOBHBIE B HAPYILICHUU
TpeOboBaHuil maHHOoro @denepalbHOrO 3aKOHA, HECYT TpaXkJAaHCKYI0, YIOJOBHYIO,
aIMHHUCTPATUBHYIO, TUCUUILIMHAPHYIO U UHYIO NPEIYCMOTPEHHYIO 3aKOHOAATEILCTBOM
Poccuiickoit @enepanyii OTBETCTBEHHOCTb.

JeiicTByromee  3akoHomaTenbCcTBO  Poccuiickon — depgepaunu  MO3BOJSET
NpEeAbSABIATh TpPeOOBaHUS MO OOECleUeHUI0 Oe30macHo paboThl ¢  3anuIiaeMoit
nHpopMalell U MpeaycMaTpUBAaeT OTBETCTBEHHOCTh 3a HAPYIIEHUWE YCTAaHOBJIEHHBIX
npaBuil 3Kkciutyatauu OBM u cuctem, HempaBOMEpHBIM OCTyn K MH(OpMaINM, eciiu
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ATH JIEUCTBHS MPUBEIU K YHUUTOXEHHUIO, OJOKHPOBAHUIO, MOAU(PUKALUN WMH(DOpMAIUU
WK HapylieHuto padbotsl 9BM unu cereit (ctatbu 272,273 u 274 YroloBHOTO KOJEKca
Poccuiickoit @eaeparun).

Anmunuctparop UCII/Ixn n agMmuHUCTpaTop 6€30MacHOCTH HECYT OTBETCTBEHHOCTD
3a BCE JCHCTBUA, COBEPIICHHBIE OT HMMEHUM HX YYETHBIX 3allMCENl WM CHCTEMHBIX
YUETHBIX 3alUCeW, €clii He JO0Ka3aH (akT HECAHKIUOHHUPOBAHHOI'O MCIOJIb30BAHUS
YYETHBIX 3aIUCEN.

IIpu Hapymenusx corpyaHukamu Komuccun — nonb3oBatensmu MCIIIH npasui,
CBs3aHHBIX C Oe3omacHocThio I[IJ[H, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJIECHHYIO
JNEUCTBYIOIIUM 3aKOHOIATENBCTBOM Poccuiickon Penepannu.

13. CnucoK UCM0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHBHO-TIPABOBHIMU M METOJAMYECKUMH JIOKYMEHTaMH, Ha
KOTOPBIX Oa3upyeTcs Hactosmas [lomuTuka, sBIsIOTCS:

Oenepanbhubii 3akoH ot 27.07.2006 1. No 152-03 «O nepcoHaIbHBIX JTAHHBIX,
yCTaHABIIMBAIOIIUM OCHOBHBIC MPUHIMIBI W ycinoBus oOpabotku [IJH, mpasa,
00sI3aHHOCTU M OTBETCTBEHHOCTh YYAaCTHHKOB OTHOIICHUH, CBSI3aHHBIX C 00pabOTKOMU
[T]1H.

TpeOGoBanusi K 3amIUTe MEPCOHAIBHBIX JAHHBIX MpU UX 00paboTke B
MH(GOPMAIIMOHHBIX CUCTEMax MEePCOHATBHBIX JaHHBIX, YTBEP)KIEHHbIE MOCTAaHOBICHUEM
ITpaButenbctBa Poccuiickoit @eaepanuu ot 01.11.2012 1. Ne 1119.

[Tonoxxenne 00  0coOEHHOCTSAX  0O0paOOTKM  TMEPCOHAIBHBIX  JaHHBIX,
OCYIIECTBIISIEMOM 0€3 UCHOJIb30BAaHUS CPEJICTB aBTOMATH3AllUM, YTBEPXKIECHHOE
noctaHoBieHueM [IpaButensctBa Poccuiickoit @eneparuu ot 15.09.2008 1. Ne 687.

HopmaTtuBHO-MeTOIMUECKHE TOKYMEHTHI DeiepanbHON CyKObI 110 TEXHHUECKOMY
U JKcrepTHOMY KoHTposito Poccuiickoit @epepamuu (manee — ®CTIK Poccun) mo
obecrneuenuto 6ezonacuoctu 1/ nmpu ux o6padotke B UCII/H:

bazoBas Mozenp yrpo3 6€30MacHOCTH MEPCOHANBHBIX IAHHBIX TIPH UX 00paboTKe B
MH(OOPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX JaHHBIX, YTBEPXKICHHAS 3aMECTHUTEJIEM
nupextopa PCTIK Poccum 15.02.2008 r.

Meronuueckuii TOKyMeHT. MeToiuKa OIeHKH yrpo3 0e3omacHocTd uHpopmaiuu,
ytBepxkaeHHbii @CTOK Poccun 05.02.2021 r.

[Tpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O06 yrBepxaennu TpeboBanuii o
3amuTe WHPOPMAIMK, HE COCTABISIONIMX TOCYJAPCTBEHHYIO TaiHY, COJEPIKAIIUXCS B
rOCY/IapCTBEHHBIX HHPOPMAIIMOHHBIX CHCTEMAaX).

[Tpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrBepxknenun CoctaBa H
COJIEp>KaHMsI OPTraHU3AIMOHHBIX M TEXHUYECKUX MEp MO OO0eCreyeHHt0 0e30MacHOCTU
MEePCOHANBHBIX JAaHHBIX TMpU HUX 00paboTke B MH(OOPMALMOHHBIX CHUCTEMaxX
MEPCOHATBHBIX JAHHBIX).
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[Ipukaz @DenepanbHOi cayk0bl Oe3omacHocTH Poccuiickoii ®denepanuu ot
10.07.2014 Ne 378 «OO0 ytBepxknaenun CocTaBa M COJEpKaHHUS OpPraHU3alMOHHBIX U
TEXHHUYECKUX MEp MO 00ecrneueHuto O€30MaCHOCTU MEPCOHANBHBIX JaHHBIX MPU HX
00paboTKe B MH(MPOPMALMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAAHHBIX C HMCIOJIb30BaHUEM
CPEICTB KpUINTOrpaduueckor 3amuTbl UHGOPMALIMK, HEOOXOAMMBIX AJS BBIMOIHEHUS
yctaHoBleHHbIX [IpaButensctBoM Poccuiickoit ®epepauun TpeOOBaHUN K 3alIUTe
MIEPCOHAIBHBIX TaHHBIX ISl KaKJIOTO U3 YPOBHEW 3aIUIIEHHOCTI.

Meronnueckre peKoMeHAAMu MO0 pa3pabOTKe HOPMATHUBHBIX MPABOBBIX AKTOB,
ONpEENSIIONIMX Yrpo3bl OE30MaCHOCTH NEPCOHAJIBHBIX JAaHHBIX, aKTyaJbHbIE MPHU
00paboTKe MEepPCOHANBHBIX JaHHBIX B HMH(POPMAIMOHHBIX CUCTEMAax MEPCOHATBHBIX
JAHHBIX, OKCIUIyaTUPYEMbIX TMpPU  OCYIIECTBICHUH  COOTBETCTBYIOIIMX  BHUJOB
NEATENbHOCTH, yTBepkAeHHbIE pykoBojacTBoM 8 ILlentpa ®CBb Poccum 31.03.2015 Ne
149/7/2/6-432.
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