[Tpunoxenue Ne 2
YTBEPX/JEHA
pacriopspkeHveM Ipezcesare)is
[13ep>XMHCKOM pPalOHHOM
TePPUTOPHATLHON N30UpaTe/TbHOM
komuccuu ropozaa Hwkuanit Tarun
ot 10 mapra 2025 r. Ne 01-05/7

ITIOJINTUKA

uH(opMaIHOHHO 0€30MacHOCTH MPHU PadoTe ¢ MepCOHA/TBHBIMY JAHHBIMH B
J13ep)KHHCKOH pailOHHO# TepPUTOPHA/IHLHON H30HUpaTe/TbHON KOMUCCHH ropo/a
Hwxuauu Tarun

OIIPEJE/IEHUSA
B HacTofllleM [OKYMeHTe WCIOJIb3YIOTCS  CAeAylollde TepMUHblI U UX
orpejeneHus..
ABTOMATH3MPOBAHHAsI CHCTEMAa - CHUCTeMa, COCTOSIjasi M3 TlepcoHasa |

KOMIlZIEKCa CpeACTB dBTOMATU3dIIMM €TI0 [AedATe/IbHOCTH, pedIn3yrldsa I/IH(l)OpMa-
LMOHHYIO T€XHOJIOT'NIO BbITIO/IHEHHUS YCTAHOBJ/IEHHBIX ¢)YHK].[HI>1

AyTeHTH(UKaANUsE OTHPABUTEIs1 [JaHHBIX - TOATBEPXKAEHWE TOro, UTO
OTIIPaBUTEJIb TI0JIyUeHHBIX JaHHbIX COOTBETCTBYET 3asB/IEHHOMY.
Be3onacHocTh MepCOHAJNBHBIX JAaHHBIX - COCTOSIHME  3allUIeHHOCTH

MepCOHABHBIX IAHHBIX, XapaKTepru3yeMoe CIIOCOOHOCTBIO TI0/Ib30BaTesiel, TeXHUUeCKUX
cpeActB ¥ MHGMOPMAIMOHHBIX  TEXHOJIOTHHM  obecreunTh  KOH(MUAEHI[MaTbHOCTD,
I[eJIOCTHOCTh ¥ [JIOCTYITHOCTb TIePCOHA/IbHBIX [IAHHBIX TIpU WX 00paboTke B
MH(MOPMAaI[MOHHBIX CUCTeMaX MepCOHa/IbHbIX JaHHbIX.

Buomerpnueckne nepcoHajibHble JaHHbIE - CBeJleHUs, KOTOPble XapaKTepU3yloT
dusrosoruueckre 0Co6eHHOCTH YesioBeKa U Ha OCHOBE KOTOPBIX MOXXHO YCTaHOBUTD €0
JMYHOCTh, BK/AOYass oTorpaduu, OTMeuaTKu TmasblieB, o00pa3 ceTuaTKd TIJa3a,
0Cc00eHHOCTH CTPOEeHUs TeJsa U IPYTyio MoA00HY0 nHGOpMaLUIO.

BbiioknpoBaHue nmepcoHaJBLHBIX JAHHBIX - BpeMeHHoe TpekpailjeHrue 00paboTKu
MepCOHA/IbHBIX JAaHHBIX (3@ MCK/IIOUEHHEM C/IydaeB, eciM 0OpaboTka HeoOXoauma Jjist
YTOUHEHUs ITepCOHAbHBIX JJaHHBIX).

Bupyc (kKoMnblOTepHBIA, MPOrpaMMHBII) - MCIOJHSAEMbId NPOrPaMMHBIA KOZ
WIA UWHTEprpeTUpyemMblii HaboOp WHCTPYKUMH, oO/jafarol[uii  CBOWCTBAMU  He-
CAaHKLIMOHMPOBAHHOIO0  pacrpoCTpaHeHusi W caMmoBocripousBefeHusi.  Co3[aHHbIe
nyOMMKaThl KOMITbIOTEPHOTO BUPYCa He BCer/ia COBIMAaZlal0T C OPUTHMHAIOM, HO COXPaHSIOT
CII0COOHOCTH K Jla/ibHelIleMy paclipOCTPaHeHUI0 U CaMOBOCITPOM3Be/IeHUIO.

Bpenonocnasi mporpamma - nporpaMma, npejHa3HayeHHasi [/l OCYILLeCTBIeHUs
HeCaHKLIMOHMPOBAHHOTO [JOCTYIA U (W/IM) BO3JEWCTBUS HA IepPCOHAJbHbIE JaHHbIe WU
pecypcbl THPOPMAaLMOHHOM CUCTEMbI ITePCOHA/IbHBIX JaHHBIX.



BcnomoraresibHble TEXHHYECKHE CPEICTBA M CHCTEMbI - TEXHUUECKUe Cpe/iCTBa
W CHCTEMBI, He TIpeJJHa3HaUeHHbIe [/ Tiepefiaur, 00paboTKU M XpaHeHUs TTePCOHATbHbBIX
JJaHHBIX, yCTaHaB/IMBaeMble COBMECTHO C TEXHUUECKMMHU CpeJCTBAMU U CHUCTEeMaMu,
npeHa3HaueHHbIMU [I7is1 00pabOTKU TepCOHa/bHBIX [IaHHBIX WM B TIOMeIeHUsX, B
KOTOPBIX YCTaHOB/IEHbI MH(OPMaL[MOHHbIE CUCTEMbI TIEPCOHA/TBHBIX JaHHBIX.

JocTtyn B omepanMoHHYI0 cpeay KoMInbloTepa (MHGOPMAIMOHHOW CHCTEMBbI
NMEePCOHATBbHBIX JIaHHBIX) - MOJTyUYeHHe BO3MOYKHOCTH 3alyCKa Ha BbITIOJIHEHHE LITaTHBIX
KOMaH/, (PYHKLIUM, TpoleJyp OIlepalldOHHOM CHUCTeMbl (YHUUTOXXEHMS, KOMMPOBaHU,
repeMellleHUs U T.11.), UCIOJIHsAEeMbIX (PaiiioB MPUK/IaZHBIX POTPaMM.

Hoctyn k wuHopManmum - BO3MOXHOCTb T[OMy4YyeHUs1 MHGOpPMaLUM U ee
VICTI0J/Ib30BaHUSI.

3aKkJ/ia10uHOe YCTPOMCTBO - 3/IeMEHT Cpe/CTBa CbemMa WH(POPMALIUU, CKPBITHO
BHeJpsieMbIM  (3aK/aJblBaeMbld WIM BHOCUMBbIM) B MeCTa BO3MOJKHOTO CbeMma
uHbopMaluu (B TOM uuC/e B OrpakJeHue, KOHCTPYKLIUIO, 000pyAoBaHue, TpeIMeThI
VMHTepbepa, TPAHCIOPTHbIE CPEACTBA, a TakKKe B TeXHUUECKHWe CpeACTBAa M CUCTEMBI
06paboTKK MH(pOpPMaIH).

3amuimaemasi uHpopMamusi - uHbOpMalUs, SBJSIONMIASCS — TPeIMETOM
COOCTBEHHOCTH U TIOAJIEXKalljasi 3all[iTe B COOTBETCTBHH C TpPeOOBaHUSIMU ITPABOBBIX
JOKYMEHTOB WM TpeOOBaHUSIMU, yCTaHABIMBAaeMbIMU COOCTBEHHUKOM WHGMOpMALWH.

Nnentudukamusi - T1ipucBoeHre cyObektaM ©  oOBeKTaMm  JoCTyma
uaeHTUdUKaTOpa M (WIM) CpaBHEHUe TIpeAbsB/ISIeMOro HAeHTU(PHUKaTopa C TlepeuHeM
MPUCBOEHHBIX UAEHTU(PUKATOPOB.

NupopmaTuBHBI CUITHAJT -  JJIeKTPUYECKUEe CUTHa/lbl, aKyCTHUYecKue,
3JIEKTPOMAarHUTHBIE W Ipyrye hU3nUecKre ToJis, 0 TlapaMeTpaM KOTOPBIX MOXXET ObITb
packpbITa KOHpHAeHI[MaTbHast HHGopMarys (iepcoHabHbIe JaHHbIe) oOpabaThiBaeMast B
MH(bOPMaI[MOHHON CHCTeMe TepCOHA/IbHBIX /JaHHbIX.

NudopmanuonHbie TEXHOJIOTHH - TTPOLIECCHI, METO/IbI TIOMCKA, COOpa, XpaHeHUs,
00pabOTKHM,  TIpeIOCTaB/eHHUsI,  pacCIpOCTpaHeHUsT  HWHGOpPMAllMKM W CIIOCOOBI
OCYLLIeCTB/IEHUS] TAKUX MPOLIECCOB U METO/IOB.

Nudpopmanuonnas cucrema nepcoHanbHbIX JaHHbIX (UCIIH) - COBOKYNHOCTh
cofepkalmxcsi B 0a3ax [aHHBIX TI€PCOHANbHBIX [JaHHBIX W 00eCTeurBalOIIUX WX
00paboTKy MH(MOPMAaLMOHHBIX TEXHOJIOTHM U TEXHUUECKUX CPeZICTB.

HNcnonb30BaHue TMNepPCOHAJBHBLIX JaHHBIX - JlelicTBUs  (omepanuu) C
MepPCOHA/ILHBIMU JJaHHBIMM, COBepIlIaeMbie OTIePAaTOPOM B IeJIX MPUHATHS PellleHrud Uin
COBEepIIIeHNsI UHBIX JIeUCTBHUH, TTIOPOXKIAIOIMX IOpUANUYEeCcKre MOC/IeICTBUSI B OTHOIIIEHUH
CcyOBbeKTa TiepCOHa/IbHBIX JaHHBIX WIN APYTUX JIUIL] IMO0 MHBIM 00pa30M 3aTparvuBaroIinux
npaBa U cBOOObI CyOheKTa MepCOHaNbHBIX JaHHBIX WIN APYTUX JIAL.

Hcrounuk yrpo3bl 0Oe3omacHocTH uHpopMamuu - CyOBeKT [OCTyTIa,
MaTepuanbHbli 00BEKT WM  (GU3MUecKoe sIBJieHHE, SIBJIAIOIIMECS — TIPUUHMHOMN
BO3HUKHOBEHUS yrpo3bl 6e30racHOCTH MHGOpMALUK.

Koutpoaupyemasi 30Ha - MpoOCTpaHCTBO (TeppUTOpUS], 3/laHWe, 4YacTb 3[aHUS,



ToMell[eHre), B KOTOPOM HCK/IIOUeHO HEeKOHTPOJIMpyeMoe TpeObiBaHWe MMOCTOPOHHUX
JIUL], @ TAaK>XKe TPAHCIIOPTHBIX, TEXHUUECKHUX U UHbIX MaTepUa/ibHbIX CPe/ICTB.

KonduaeHunaabHOCTh MEPCOHAJTBHBIX JaHHBIX - 0Os3aTesnibHOE /1S
cobro/ieHrst OrepaTopoM WM WHBIM MOJYUYMBIIUM JOCTYI K TepCOHaIbHBbIM JaHHBIM
MUIIOM TpeOOBaHWEe He [OMyCKaTb WX pacrmpocTpaHeHHe 0e3 cormacus cyObeKkTa
MepPCOHAJIbHBIX JJaHHBIX WM Ha/IMUWsI MHOTO 3aKOHHOT'O OCHOBaHMUSI.

Me:xceTeBoil 3KpaH - jOKanbHOe (OJAHOKOMIIOHEHTHOE) WM (PYHKI[MOHATbHO--
pacripefieieHHOe TporpaMMHoe (MporpaMMHO-arriapaTHoe) CpeACcTBO  (KOMILIEKC),
peanu3yroiliee KOHTPOJIb 3a MH(OpMalvel, ToCTynarller B MHPOPMAaL[MOHHYI0 CUCTEMY
MepCOHabHBIX JJaHHBIX U (M) BBIXOASAIEN U3 UH(OPMAlMOHHOW CUCTEMBI.

Hapymurens 0e30acHOCTH NEPCOHAIBHBIX [JAaHHBIX - (H3UYeCcKoe JIULIO,
CJlydyaliHO WM TIpeJHaMepeHHO COBeplatolllee JeiCTBUs, C/IeZICTBUEM KOTOPBIX SIB/SIETCS
HapyleHre 0e30MacHOCTH TePCOHABLHBIX JAHHBIX MPU HUX 00paboTKe TeXHHUeCKUMH
cpe/iCTBaMU B UH(OPMALIMOHHBIX CUCTEMAaX MePCOHAJbHBIX JJaHHBIX.

HeaBToMaTu3npoBanHasi 00pa0oTKa MEPCOHAJBbHBIX TaHHBIX - 00paboTKa
MePCOHA/IbHBIX JlaHHBIX, COJlepXKalluXcsi B MHMOOPMaI[MOHHOW CHCTeMe TepPCOHA/bHbIX
JaHHBIX MO0 U3B/IEUEHHBIX W3 TaKOW CHUCTEMbI, CUWTAeTCs OCYIeCTBIeHHON 6e3
WCMO0JIb30BaHUsl CpeACTB aBTOMaTH3alUM (HeaBTOMAaTU3UPOBAaHHOW), €CIu TakKue
JeNCTBAS C  TIepCOHA/IbHBIMK  J@aHHBIMM, KaK  MCI0J/Ib30BaHUe,  YTOUHEHWUe,
pacrnpocTpaHeHWe, YHUUTOXXKeHUe T1epCOHA/IbHbIX JaHHBIX B OTHOIIEHUM KaXK/OTO U3
CyOBEKTOB TI€PCOHATbHBIX JaHHBIX, OCYIeCTB/ISIOTCS TPU HETIOCPeZCTBEHHOM Y4YaCTUU
yejioBeKa.

HenexksapupoBaHHble BO3MOKHOCTH - (DYHKIIMOHA/IbHBIE BO3MOXXHOCTU Cpe/ICTB
BBIUMC/IUTE/TbHOM TeXHUKH, He OMNMCaHHble WIM He COOTBETCTBYIOII[HE OITMCAaHHBIM B
JIOKyMeHTal[1H, ripu HCTI0/Tb30BaHUH KOTOPBIX BO3MOJKHO HapylileHue
KOHGbUIEHIAILHOCTH, IOCTYITHOCTU WM 1[eJIOCTHOCTH 06pabaTbiBaeMoii HHGOPMALIUH.

HecaHKIIMOHUPOBAHHBIN JOCTYI (HeCAHKIIMOHUPOBAHHbIE AeUCTBHS) - JOCTYII
K UHbOpMalUU WU JeUCTBUSI C UH(OpMalUel, Hapylllalolye MpaBu/ia pa3rpaHUueHus
JIOCTYTIa C WCIIO/b30BaHWEM INTaTHBIX CPEeZCTB, TPeA0CTaB/IseMbix WH(POPMaIOHHBIMU
CcUCTeMaMU TIePCOHAJIbHBIX JaHHbBIX.

Hocurennr undopmanuu - Gusnyeckoe JUIO0 WK MaTepyanbHBI 00BEKT, B TOM
yucie (usnyeckoe roje, B KOTOpOM MHGOpMalUsi HaXOAUT CBOe OTpaKeHue B BUjle
CMMBOJIOB, 00pa30B, CUTHA/IOB, TEXHUUECKUX PeIIeHUd W MPOLeCCOB, KOJUUYeCTBEHHbIX
XapaKTepPUCTUK (hHU3UUEeCKUX BeTUUHH.

O0e3IMyUBaHUE MEPCOHAJIBHBIX JTAHHBIX - JIEMCTBUsS, B pe3yJ/ibTaTe KOTOPbIX
CTAaHOBUTCSI HEBO3MOXKHbIM 6e3  KCITO/Mb30BaHUS  [IOTIOJIHUTE/NbHOM  WH(pOpMaIuu
OTIpe/ieJTUTh  TIPUHA/JIE)KHOCTh ~ TI€PCOHA/bHBIX  /IaHHBIX ~KOHKPETHOMY CYOBEKTY
MepPCOHAJIbHBIX JaHHBIX.

OO0padoTka mepcoOHAJBHBIX MaHHBIX - Jr00o0e JelicTBue (omepaiys) WU
COBOKYITHOCTb JIeliCTBUM (OIepaluii), coBeplllaeMblX C HCII0JIb30BaHHEM Cpe/CTB
aBTOMAaTH3alud WM 6e3 MCIO0/b30BaHUS TaKHUX CPeACTB C TIePCOHA/IHBIMM JIaHHBIMH,



BK/fOYass cOop, 3amuch, CUCTeMaTU3allUl0, HaKOIJleHWe, XpaHeHHe, YTOUHeHUe
(oO6HOBIEHWE, W3MeHeHUe), U3B/eueHe, MCTOIb30BaHue, repejauy (pacrpocTpaHeHUe,
npejioCcTaB/ieHre, JOCTym), obe3nuuvBaHWe, OJIOKWUpOBaHUe, yjajeHUe, YHUUTO)KeHHe
MePCOHAJIbHBIX JJaHHBIX.

OOmenocTynHbie mepcoHaIbHbIE JaHHbIE - TepCOHa/bHbIE [aHHbIE, [JOCTYII
HEOrpaHUUeHHOTO Kpyra JiMl K KOTOpPbIM TMpeJoCTaB/ieH C corjacus CyObeKra
MepCOHa/IbHBIX /IaHHBIX WM Ha KOTOpPble B COOTBETCTBUU C (efiepabHbIMU 3aKOHAMU He
pacripocTpansieTcsi TpeboBaHre coOoieH st KOH(GHeHITMaTbHOCTH.

Omneparop  (mepcoHaJNbHBIX  JaHHBIX) -  TOCY/apCTBEHHbIM  OpraH,
MYHULMMAIbHBIA OpraH, HOpUAAYECKOe WM (U3MYEeCcKoe JIUL0, CaMOCTOSITENIbHO W/IU
COBMECTHO C [IPYTMMH JIMLIaMU OpraHu3ymlue U (WIM) OCYIIecTB/stoue 06paboTKy
MepCOHANbHBIX JIaHHBIX, a TakKKe Orpefessitoiie 1ea 00paboTKM TepCcOHaIbHbBIX
JaHHBIX, COCTaB I[IePCOHA/BHBIX [AHHBIX, TMOZJieKalux o0bpaboTke, JelCTBUs
(omeparuu), coBepiiiaemMble C IepCOHA/IbHBIMU JAHHBIMU.

TexHnuyeckue cpeacTrsa MHPOPMANUOHHON CUCTEMBI EPCOHAJIBHBIX JAHHBIX -
CpeACTBa BBIYMC/IUTE/IbHOM TeXHUKH, WH(OPMAaLMOHHO-BBIUUC/IUTE/IbHbIE KOMIIIEKChl U
CeTH, Cpe/iCTBa U CUCTeMbl TiepeJauu, ripueMa u obpabotku [11H (cpeicTBa U CUCTEMBI
3BYKO3aIlMCH, 3BYKOYCH/IeHUS], 3BYKOBOCIIPOU3Be/IeHHsl, IePErOBOPHbIE U Te/IeBU3MOHHbIE
YCTPOMCTBA, CpeACTBA W3rOTOBJEHUS], TUPAKUPOBAHUSI [JOKYMEHTOB W JIpyrue
TeXHUUeCKHe cpeficTBa 06paboTKy peueBoi, rpadguueckoii, BUzieo- 1 OyKBeHHOLM(POBOM
nHbOopMalL1K), TporpaMMHbIe CpeCTBa (OrepaLoHHbIe CUCTeMbl, CUCTeMbI YTIpaBJieH s
6azamMu [JaHHBIX W T.Il.), CpeACTBAa 3al[uUThl HWHGOpMAlUM, TIPpUMEHseMble B
MH(OPMAaI[MOHHBIX CUCTEMaX.

IlepexBar (uHpopmauum) - HelpaBOMepHOe TMOayYeHUWe UWHGOpPMALUU C
MCTIO/Tb30BaHHWEM TeXHUUYEeCKOr0 CPeJCTBa, OCYILECTBISIOLETO OOHapyKeHUe, TIpUeM U
006paboTKy MH(MOPMaTUBHBIX CUTHAIOB.

IlepconasibHble AaHHbIEe - 00ass vH(OpMaLMs, OTHOCALIASCS K TMPSMO WU
KOCBEHHO OIpe/ie/IeHHOMY WU orpefesisieMoMy (¢Gu3nueckoMy JdLy (CyOBeKTy
TepCoHabHBIX [JaHHbIX);

IToGouHbIe 3/IEKTPOMAarHUTHBIE HW3/IyYeHHs] U HABOJAKH - JJIeKTPOMarHUTHbBIE
M3/Ty4YeHusl TeXHUYeCKUX CpeJCTB 00paboTKy 3aiiuiliaeMoi nHhopMarlu, BO3HUKAOIIe
Kak 1o00UHOe siB/ieHre 1 BbI3BaHHbIE 3/IEKTPUUECKUMU CUTHAIaMU, AeMCTBYIOIUMHU B UX
3/IeKTPUYECKMX W MAarHUTHBIX LeMsiX, a TakKKe 3/IeKTPOMarHUTHble HABOJKU 3THUX
CUTHAJIOB Ha TOKOIPOBOZSIIIYEe IMHUWA, KOHCTPYKLMU U LIeTTH NIUTaHUSI.

IMouTHKA «YUCTOTO CTOJIA» - KOMIJIEKC OpraHM3allMOHHbIX MepPOIPUSTUH,
KOHTPOJIMPYIOL[UX OTCYTCTBHE 3allMChiBaHUSI Ha OyMakHble HOCUTeNM K/oued u
aTpubyToB mocTyma (raposieii) U XpaHeHus1 X BO/IM3U 00BHEKTOB AOCTYTIA.

ITonb30BaTenb UH(POPMALMOHHOM CHCTEMbl MEPCOHAIbHBIX JAaHHBIX - JIULIO,
ydacTBytoillee B (DYHKIIMOHUMPOBaHWHM WH(GOPMALIMOHHOW CHUCTeMbl MePCOHA/IbHBIX
JJaHHBIX WJTU UCTOJIb3YIOLLlee pe3y/bTaThl ee (DYHKLIMOHUPOBAHUSI.

IIpaBuaa pa3rpaHuveHus aoCcTyna - COBOKYITHOCTb rpaBu/I,



perjaMeHTUPYIOIIMX MpaBa A0CTyTa CyObeKTOB AOCTyIa K 06beKTaM Z0CTyTIa.

IIporpammuasi 3akjaaka - KOJ MNpPOrpaMMbl, MpeJHaMepPeHHO BHECEHHbI B
MporpaMMy C 1ie/lbl0  OCYIL[eCTBUTh YTeuKy, W3MeHUTb, OJIOKUPOBaTh, YHUUTOXWTh
MHbOpMAL[MI0O WIM YHUUTOXUTh W MOAUMPULIMPOBATH IIpOrpaMMHOe obecrieyeHue
MHGOPMAI[MOHHONW CHCTEeMbI TIePCOHABHBIX JaHHBIX U (W/IK) OJIOKMpOBaTh arrapaTHbIe
CpeZCTBa.

ITporpammHoe (mporpaMmMHoO-MaTeMaTH4YecKoe) BO3/leliICTBHE -
HeCaHKLIMOHUPOBAHHOE BO3/IeliICTBUE Ha pecypchl aBTOMaTU3UPOBaHHOM
MH(OPMAI[MOHHOW CHUCTEeMbI, OCYLIECTB/SIEMOE C MCIO0Jb30BaHUEM BPEJOHOCHBIX
MpOrpamMM.

PackpbiTHe NEepCOHAIBHBIX JAHHBIX - YMBIILJIEHHOE WU C/lydyaiiHOe HapylleHue
KOH(MeHIIMa/IbHOCTU MePCOHA/IbHBIX JaHHBIX.

PacnpocTpaHeHue mnepcoOHAJBHBIX JAHHBIX - [IeICTBUS, HallpaB/ieHHble Ha
pacKphITUe MepCoHaTbHBIX aHHbIX HeolpeeJeHHOMY KPYTY JIHLI.

Pecypc uHpOpMAIMOHHOH CHCTEMBbI - HMMEHOBAaHHBIA 3/IEMEHT CHUCTEMHOTO,
TIPUKJ/IQJHOTO WM arrapaTtHoro obecrieueHust (GyHKI[MOHUPOBaHUS WHGOPMAI[HOHHON
CUCTEMBI.

CneunajibHble KATErOPUU MEPCOHAJBbHBIX JAHHBIX - MEPCOHA/IbHbIE JjaHHbIE,
Kacarolyecsi pacoBOM, HAl[MOHA/JIbHOM TIPUHA/JIeXKHOCTH, TIOJIMTUUECKUX B3IVISIOB,
PEJTUTUO3HBIX WK Griocodckux ybexxmeHnid, COCTOSTHHUS 37I0POBbSi 1 MIHTUMHOM »KU3HU
CyOBbeKTa repCOHA/TbHBIX JaHHBIX.

CpencrBa BBIYUC/IUTEIbHOM TEXHUKHM - COBOKYIMHOCTh MPOrPaMMHBIX U TeX-
HUYEeCKMX JJIEMEeHTOB CHCTeM 00pabOTKM [JaHHBIX, CITIOCOOHBIX (YHKIJMOHHPOBATDH
CaMOCTOSITe/TbHO WU/ B COCTaBe JIPYTUX CUCTEM.

Cy0bekT pgocryna (cy0ObeKT) - JIMIIO WIA TMpOLecC, AeWCTBHUS KOTOPOIo
peryjiaMeHTUPYROTCS TpaBU/IaMK pa3rpaHUyeHus JOCTyma.

TexHnyeckuil KaHaJ yTedkd HHGPOpPMAIMU - COBOKYIIHOCTb HOCUTe/ISl WH-
dopmarmm  (cpefctBa 00paboTKM), (U3HUECKOM Cpeabl pacIpoOCTpaHeHHs1 HH(Op-
MaTHUBHOT'O CUT'HaJIa ¥ CPeZICTB, KOTOPLIMH JJ0ObIBaeTCs 3aruiiiaeMast iHpopmalius.

TpancrpannyHas nepeaaya nepcoHaAJbLHbIX JaHHBIX - [lepeJaya MepCoOHaJTbHbIX
JlaHHBIX orepaTopoM 4depe3 ['ocymapcTBeHHY0 rpaHully Poccurickon ®@efiepalii opraHy
BJaCTM HHOCTPAHHOTO TOCYy/apCTBa, (PU3NUECKOMY WM OPUAUUYECKOMY JIULY
MHOCTPAHHOI'0 rOCy/1apCTBa.

Yrpo3bl 0e30aCHOCTH NEPCOHAJBHBIX JAHHBIX - COBOKYITHOCTb YCJIOBUH M
(akTOpOB, CO3/AlOI[MX OMNAaCHOCTb HEeCAHKIIMOHUPOBAHHOTO, B TOM UMC/e CIy4yalHOro,
[IOCTyMa K MepPCOHAbHBIM JAHHBIM, Pe3y/JbTaTOM KOTOPOrO0 MOJKeT CTaTb YHUUTOXXEHUe,
r3MeHeHre, 0/IOKMPOBaHKe, KOMTMPOBaHWe, PAaCIPOCTPaHeHWe TIepCOHA/IbHBIX JJaHHBIX, a
TaK)Ke MHBIX HeCAaHKIIMOHWPOBAHHBIX [IeHCTBUM MpU X 00paboTKe B MHGMOPMAIIMOHHOMN
CUCTEeMe MePCOHA/bHBIX JaHHbBIX.

YHUUYTOKEeHNE NEePCOHANBHBIX [JAHHBIX - [IEUCTBUSA, B pe3y/abTaTe KOTOPBIX
CTaHOBUTCSI HEBO3MOJKHBIM BOCCTAaHOBUTH COJlep)KaHWe TIepCOHabHBIX [JaHHBIX B
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MH(MOPMAaI[MOHHOW CUCTeMe TepCOHaNbHbIX [JaHHBIX W (WIM) B pe3y/bTaTe KOTOPbIX
YHUUTOKalOTCsI MaTepraibHble HOCUTEU IepCOHaTbHbBIX /IaHHbIX.

YTeuka (3amuijaemMoii) wuHpopManMd 10 TeXHUUYECKHM KaHa/lIaM -
HEeKOHTPO/IMPYeMOe pacripoCcTpaHeHue WH(OpMalMKi OT HOCUTeJ IS 3allylllaeMoi UH(Op-
MalyMyd uepe3 (PU3KMYECKYH0 Cpely [0 TeXHUYeCKOro Cpe/CTBa, OCYIIECTBIISIOLErO
nepexBaT UH(POPMaLIH.

Ys13BUMOCTB - C1a00CTb B CPe/ICTBAx 3allUThl, KOTOPYO MOKHO UCIIO/Ib30BaTh [I/Isi
HapyllleHUs1 CUCTeMbI WK COZieprKallleiicsi B Hel UHbOopMal[vH.

IenocTHOCTh HH(pOPMAIIUM - CITOCOOHOCTb CPeZICTBA BBIUMC/IATETHBHONM TeXHUKH
WIA aBTOMATU3UPOBAaHHOW CHCTeMBbl 00ecrieudBaTh HEM3MEHHOCTb HWH(OpMaIui B
YCJIOBUSIX C/Ty4aliHOTO W/W/U TpeHaMePEHHOI0 UCKa)KeHUs1 (pa3pyLueHust).



OBbO3HAYEHUSA 1 COKPAILIEHA

ABC - aHTUBMpYCHBIE Cpe/iCTBa

APM - aBTOMaTU3MpOBaHHOE pabouee MeCTO

BTCC - BcriomoraresibHble TeXHUUeCKUe CpeZiCTBa U CUCTEMBI
WCIT[InH - uHdopMalMioHHasi CUCTeMa MepCOHa/IbHbBIX JaHHBIX
K3 - KoHTpo/mMpyemMas 30Ha

JIBC - yioKasibHas BEIYMC/IATE/IbHAs CeTh

MD - mexxceTeBOM 3KpaH

HC/I- HeCaHKIIJMOHUPOBAHHBIN JOCTYII

OC - oniepaLiMOHHas CUCTeMa

[1/1H - TiepcoHa/ibHbIE JaHHbIE

[TMB - nmporpaMmmMHO-MaTeMaTUUeCKOe BO3/IeliCTBHUE

[1O - nporpammMHOe obecrieueHue

[TOMMUH - rmobouHble 3/1eKTPOMarHUTHBIE U3/TyUeHUs] U HaBOJKU
CA3 - cuctema aHa/v3a 3allUIeHHOCTH

C3MU - cpeacTBa 3au[uThl TH(OOPMALUU

C3I1H - cuctema (mojcUcTeMa) 3allUThI TIEPCOHATBHBIX TaHHBIX
COB - cucrema o6Hapy>KeHHs1 BTOP>KEeHUH

TKYU - TexHuueckue KaHa/lbl yTeukud WH(POpMaLiuu

YBII/IH - yrpo3bl 6€301acHOCTH MepCOHATBHBIX JAHHBIX



BBEJAEHHWE

Hactosijasi  [Tommtrka wHbOpMalioHHOW 6Ge3omacHocTH TpuH pabote C
MepCOHATLHBIMU JJaHHBIMU B []3ep>KUHCKOM palioHHOW TeppUTOpUaIbHOM n3brpaTebHOM
Komuccun ropojga Hwkauii Tarun (manee - IlonvTtuka) sBrsieTcsi oguLManIbHBIM
JIOKyMEHTOM.

[TosmTuKa pa3paboTaHa B COOTBETCTBUM C TPeOOBaHUSIMH, YCTAaHOBJ/IEHHBIMHU:

denepanbHbiM - 3aKOHOM  OT 27.07.2006 Ne 149-®@3 «0O6 wuHpopmaluy,
MH(GOPMaLMOHHBIX TeXHOJIOTHUSIX U O 3alliyuTe UHPOPMaLUN»;

®enepasnbHbIM 3aKOHOM OT 27.07.2006 Ne 152-D3 «O nepcoHaibHbIX JaHHBIX»;

rioctaHossieHreM IIpaBurenbctBa Poccurickont ®@epeparmm ot 01.11.2012 Ne 1119
«O6 yTBepXKAeHNM TpeOOBaHWI K 3allldTe MepCOHANIbHBIX AAHHBIX MPH UX 00paboTKe B
MH(OPMAaLMOHHBIX CUCTEMAaX MepPCOHA/IbHBIX [JaHHBIX»;

noctaHoBsieHveM [IpaButenbcTBa Poccurickont ®@epepanuu ot 15.09.2008 Ne 687
«O6 yTBepXKAeHUM T0I0KeHHsT 00 0COOeHHOCTSX 00pabOTKM TepCOHA/NbHBIX AAHHBIX,
OCYILIeCTB/IsIeMOU 6e3 MCT0/Ib30BaHus CPe/ICTB aBTOMAaTH3aLuN»;

noctaHoBsieHreM IlpaButenbctBa Poccurickont ®@epeparuu ot 21.03.2012 Ne 211
«O06 yTBep)KZeHWM TiepeuHsi Mep, HampaB/eHHbIX Ha obecrieyeHre BBITIOJTHEHUS
00s13aHHOCTeN, TIpeycMOTpeHHbIX DefieparbHbIM 3aKOHOM «O MepCOHa/IbHBIX JaHHBIX»
Y TIDUHSITBIMU B COOTBETCTBUM C HUM HOPMAaTHMBHBIMU MPAaBOBbLIMU aKTaMH, OTllepaTopaMH,
SIBJISSFOLLUMUCS TOCYAapPCTBEHHBIMU W/TM MYHULIUMA/IbHBIMA OpraHaMu»;

npuka3zoM ®CTOK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxaenun CocraBa U
COZlep>KaHHsI OpPTraHW3al[MOHHBIX U TeXHUUeCKWX Mep 1o obecrieueHuro 6Ge30macHOCTU
MepCoHaNbHbIX [AHHBIX TpU WX 00paboTKe B MHQPOPMAIMOHHBIX CHCTEMax
MepPCOHAJIbHBIX JaHHBIX»,

npukazom ®CB Poccum ot 10.07.2014 Ne 378 «O6 yTBepKAeHHWH COCTaBa U
Coj/lep>KaHUsl OpraHW3allMOHHBIX W TeXHUYEeCKHUX Mep T0 obecrieueHHIO0 0e30TaCHOCTH
MepCoOHANbHbIX JIaHHBIX TIpU WX 00paboTKe B UWHGOPMALMOHHBIX CHCTEMax
MEepCOHA/BbHBIX JIaHHBIX C HCI0J/Ib30BaHUEeM Cpe/CTB KpUNTOrpauueckoi 3all{uThbl
uHpopMaLMK, HeoOXOAUMBIX [Jisi BBIMOJHEHUs] YCTaHOBJEHHBIX [IpaBUTE/ILCTBOM
Poccutickoii ®@esepaiiuy TpeboBaHUM K 3alljuTe TePCOHA/IBHBIX JaHHBIX /IJI KaXKJ0ro 13
YPOBHEM 3allUILIEHHOCTH»;

MeTtoauuecKMMU DPeKOMEHJAI[UsIMM 110 pa3paboTKe HOPMATHMBHBIX TIPaBOBBIX
aKTOB, OTIpe/e/ISIIOIMX yrpo3bl 6€30MacHOCTH TIepCOHAMBHBIX JAHHBIX, aKTya/lbHble TIpU
00paboTKe TMepCOHaNbHBIX JAHHBIX B MH(OPMAIL[MOHHBIX CHUCTeMaxX TepCOHaTbHBIX
JJaHHBbIX,  3KCIUTyaTUPyeMbIX MpPU  OCYLIECTBJAEHWM  COOTBETCTBYIOLLMX  BU/OB
JlesiTe/IbHOCTH, yTBepXKJeHHbIMU pyKoBoACTBOM 8 Llentpa ®CbH Poccun 31.03.2015 Ne
149/7/2/6-432.

B [T[lomutuke orpefeneHsl TpeboBaHus K TiepcoHany WCII[OH, cremneHb
OTBETCTBEHHOCTH TIepCOHaja, CTPYKTypa U HeoOXOAUMBbIM YPOBeHb 3allUIeHHOCTH,
CTaTyC U [JOJDKHOCTHble 00SI3aHHOCTHM COTPY/HUKOB, OTBETCTBEHHBLIX 3a obecrieyeHue



be3omacHocT  TiepcoHanmbHbIX  AaHHbIX B MCIIJH  [I3ep)XKMHCKOW  pailioHHOMU
TepPPUTOpPHANbHON W30uparenbHON KOMHUCCHMM Topoja Hwkuuii Tarun (mamee -
Komuccus).

1. OO01He Mo/I0KeHHUs

Ilenpto Hactosieid [lomuTuku siBasieTcsi obecriedeHre 0e30MaCHOCTH OOBEKTOB
3authl Komuccun OT BCeX BHJOB yIrpo3, BHEIIHWMX W BHYTPEHHHX, YMBILLJIEHHBIX U
HerpeiHaMepeHHbIX, MUHUMM3alUs yijepba OT BO3MOXKHOM peaynu3alii yrpo3
6e3onacuoctu [1JH (YBITOH).

be3onacHOCTb MepCOHaNbHBIX JaHHBIX [IOCTUTAeTCsl TyTeM  MCKJIIOUeHUs
HeCaHKLIMOHWPOBAHHOTO, B TOM UHMCJIe CIy4alHOTro, JOCTYIa K MepCOHATbHBIM /IaHHbIM,
pe3y/JbTaTOM KOTOPOTO MOYKeT CTaTh YHUUYTO)KeHWe, H3MeHeHUe, OJIOKMpOBaHUe,
KOMMPOBaHWe,  paclpoCTpaHeHWe  TepCOHAJbHBIX  JIaHHBIX, a TakKXkKe  MHbIX
HEeCaHKL[MOHUPOBAHHBIX JIeNCTBUIA.

WNudopMmaiiusi ¥ cCBsi3aHHble C Hell peCcypChl MAO/DKHBI ObITh AOCTYIHBI IS
aBTOPU30BaHHBIX  TOJib30BaTesied.  JIO/DKHO ~ OCYLECTBJISITbCS ~ CBOEBPEMEHHOe
oOHapy>keHMe U pearupoBaHue Ha Y BIT/IH.

[Oo/KHO OCYLIeCTBAATBCS TMpefoTBpalleHre TpeJHaMepeHHbIX WU CIy4YauHbIX,
YaCTUYHBIX WM TIOJHBIX HECAHKUMOHUPOBAHHBIX MOAW(DUKALIMM WM YHUUTOXKEHUS
JAHHBIX.

CocTtaB 00BeKTOB 3all[UThl TIpe/icTaBieH B «[lepeuHe mepcOHANbHBIX JAaHHBIX,
obpabatbiBaeMbix B [I3ep)KMHCKOW DPaliOHHOM TeppUTOpHA/IbHOW —W30upaTe/bHOU
Komuccuu ropoza Hwkauii Tarum B CBA3M C peanu3alyeit Cy1y>keOHbIX (TPY/OBBIX)
OTHOLIIEHUM, a TaK)Ke OCYILLleCTB/IEHWEeM rOCYJapCTBEHHBIX (DYHKLIUN».

Cocrap UCIIIH nopnexammx  3amure, npegcraBieH B «llepeune
MH(OpPMAILIMOHHBIX CHUCTEeM IlepCOHANbHBIX JaHHbIX B JI3ep>KMHCKOW paliOHHOMN
TeppUTOpHabHOM U30UpaTe/bHOM KoMuccuy ropoga Hwkuuii Tarum».

2. O61aCcTh IeHCTBUSA

TpeboBanus Hacrtosimeld [TOMUTHKKM pacpOCTPaHSIIOTCS Ha BCEX COTPYAHUKOB
Komuccun (IITaTHbIX, BpeMeHHbIX, PabOTaloMMX MO KOHTPAKTy M T.IL.), a TakKkKe BCeX
npourx L (MOAPAAUMKH, ayJUTOPHI U T.I1.).

3. CucremMa 3alUTHI IEPCOHA/IBHBIX AAHHBIX

Ob6ecrnieueHre 6e301MaCHOCTH TIEPCOHATBLHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTH:

orpejeneHreM yrpo3 0e30MacHOCTH TMepCOHAMbHBIX JaHHBIX MPU UX 00paboTke B
WH(POPMALIMOHHBIX CUCTeMaX MepCOHA/BbHBIX JaHHBIX;

NIpUMeHeHHeM OpraHW3allMOHHBIX M TeXHUUeCKHX Mep TI0 obecrieueHuto
6e3011acCHOCTY MMepCOHATBHBIX JAHHBIX TPH X 006paboTKe B MHPOPMAIIMOHHBIX CUCTEMax
TepCOHA/bHBIX [JIJaHHBIX, HEOOXOAWMBIX [Ji1 BBLITIOJHEHWS TpeOOBaHMI K 3aIljuTe
MepCOHANbHBIX  JIAHHBIX, WCIIOJIHEHWe KOTOPBIX 00ecreurBaeT  YCTaHOBJIEHHBIE
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[IpaBuTtensctBOM Poccurickon @Pefepaniui ypOBHU 3alUILEHHOCTH TePCOHATbHBIX
JIaHHBIX;

NpUMeHeHWeM MpOoLIeJIIMX B YCTaHOBJIEHHOM TMOpsiKe TIpOLeAypy OL€HKH
COOTBETCTBUSI CPEJICTB 3alLUThI MTH(OpMaLUW;

OLIeHKOM 3(PheKTUBHOCTU TIPUHMMaeMbIX Mep ITI0 obOecrieueHMIO 0e30MacHOCTU
MepCOHaNbHBIX JIaHHBIX [0 BBOJA B SKCIUIyaTalMi0 WH(GOPMALMOHHONW CHUCTeMBI
TepCOHAJ/IbHBIX JAHHBIX;

yueTOM MallMHHbIX HOCUTe/Iel NTePCOHA/IbHBIX [JaHHBIX;

obOHapyxeHHeM (DaKTOB HeCaHKLMOHUPOBAHHOTO [IOCTyMa K IepCOHaIbHbIM
JAHHbIM U TIPUHSITHEM Mep, B TOM 4YUC/e Mep 10 0OHapy)KeHWIO, TIPeJyTIPeXIeHHI0 U
JVKBUJALMA TIOC/IeICTBMM KOMITBIOTEDHBIX aTak Ha WH(OPMAlIMOHHbIE CUCTEMbI
TepCOHAJIbHBIX JAHHBIX U 10 PearvpoBaHUI0 Ha KOMITbIOTEPHbIE UHLIUAEHTHI B HUX;

BOCCTAHOB/IEHMEM  MepCOHaNbHBIX  [JAaHHBIX,  MOAU(MULIMPOBAHHBIX WU
YHUUYTOXXEHHBIX BCJIeICTBHE HeCAHKLIMOHUPOBAHHOTO OCTYIIA K HUM;

yCTaHOBJIEHHEM TIpaBWJI IOCTYMa K MepCOHaNbHBIM AaHHBIM, 0OpabaThiBaeMbIM B
MH(POPMALIMOHHOM CUCTeMe TIepCOHANbHBIX [laHHBIX, a Takke obecrieueHrEeM
perucTpaluyd M ydeTa BCeX JeMCTBUM, COBEpIIAeMbIX C IMepCOHAJbHbBIMUA [JaHHBIMU B
MH(OPMAaI[MOHHOW CHCTeMe TepCOHA/IbHBIX [JaHHBIX;

KOHTpOJIeM 3a TIpUHMMaeMbIMHM MepaMu 10 obecrieueHWt0 06e30MacHOCTH
MepCOHa/bHBIX JaHHbIX W YPOBHS  3allJUI|eHHOCTM WH(GOPMALMOHHBIX CUCTEM
TIepCOHA/IbHBIX JaHHbIX.

CucTtema 3alUThl epcoHabHbIX JaHHbIX (C3I1[IH), CTPOUTCS Ha OCHOBaHUMU:

AKTa BHyTpeHHEeT0 KOHTPOJIS COOTBETCTBHUSI 00pabOTKHM MepCOHA/TbHBIX IaHHBIX.

[TepeuHsi TiepCOHAbHBIX JIaHHBIX, 0OpabaTbiBaeMbIX B [[3ep>KUHCKOW DPaliOHHOM
TepPPUTOPHATIbHOM W30upaTe/ibHOW Komuccuu ropoja Hwkauii Tarunm B CBA3U C
peanu3anvedl CayKeOHBIX (TPYJOBBIX) OTHOIIEHWM, a TaKXKe OCYIeCTB/IeHueM
roCyAapCTBeHHbIX (yHKIWH;

AKTOB KiaccupuKalvi UHPOPMALMOHHBIX CUCTEM TTePCOHA/IbHBIX JJaHHBIX;

Mogenu yrpo3 6e30macHOCTY TIepCOHABbHBIX IaHHBIX;

MaTpuibl JOCTyIa MoJb30BaTe/iel K 3alyiiaeMbIM MH(OPMALMOHHBIM pecypcam
NCILIg;

PykoBogsammx gokymeHtoB @CTOK Poccuun u @CB Poccun.

Ha ocHOBaHMU 3THUX [IOKYMEHTOB OIpeJesisieTcsi HeoOXOJuMbI  ypOBeHb
samuieHHocT [1/JH kaxkgou VICIT[IH Komuccuu. Ha ocHOBaHMM aHamv3a aKTyaJbHbIX
yrpo3 6Oe3omacHoctu I1/IH ormmcaHHoro B Mojenu yrpos, fenaeTcs 3ak/ioueHue O
HeoOXOMUMOCTH  WCTO/b30BaHUS ~ TeXHUUYECKUX CpPeACTB U OpraHU3aljMOHHbIX
MeponpusiTuii s obecrieueHust Oe3omacHoctd [1/1H. BoibpaHHble HeoOXOAUMbIe
MepornpusiThs oTpaxaroTcs B «CocTraBe Mep 3alUTbl MH(OPMALMOHHBIX CUCTEM
TepCOHa/IbHBIX JaHHBIX».

Ons VCIIOH pomkeH OBITH COCTaB/ieH CITMCOK MCIIOJIb3YeMbIX TEeXHUUECKHUX
cpeActB 3auuThbl (Janee - CHHCOK), a TaK >Ke IporpaMMHOro obecreueHus,
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yuacTBytoiriero B oopabotke I1/]H, Ha Bcex 3nemenTax UCIIIx:

APM nonn3oBareneu;

CepBepa NpuioKeHuk;

CYB/;

['panutel JIBC;

KaHanoB mepegaun B ceTd OOIero I0/b30BaHUSA W (WIA) MEKAYHApPOJHOTO
obOmeHa, ec/i 110 HUM TiepefiatoTcst [1/]H.

B 3aBucumMocTy oT ypoBHs 3aujuineHHoCcTH UCIIIH v akTyanbHbiX yrpo3, C3I11H
MOXKeT BK/IFOUaTh C/IeJyrole TeXHAYeCKre Cpe/ICTBa:

aHTUBUPYCHBIE CPe/ICTBA /11 pabOUNX CTaHI[WH ITOb30BaTe /el U CEpBEPOB;

Cpe/iCTBa ME>KCETeBOIr0 SKPAHUPOBAHUSI;

cpeAcCcTBa KpUunTorpauueckou 3alydTbl MH(OOPMALUK MPU Tepejaue 3allyilaeMou
MH(MOpMaIMK M0 KaHa/laM CBSI3U.

Tak ke B CMUCOK [O/DKHBI ObITh BK/IIOUEHBI (PYHKIMM 3allUThI, 0OecrieurBaeMble
IITaTHBIMK ~ cpefcTBaMyd  oOpabotku II[IH  omeparonHeiMu  cuctemMamu  (OC),
npukiagabiM [1O U cneruasbHBIMA KOMIJIEKCAaMM, peaii3yHIMMU CpeJCTBa 3all[UThI.
CnuCcoK (PyHKIMM 3al[UThl MOXKET BKJTHOUATh:

ylpaBJ/ieHre U pa3rpaHUueHne JOCTYyIIa MoIb30BaTesew;

perucTpaiyio U yueT ZielCTBUM ¢ uHMOopMaLel;

obecrieueHue 1[eJIOCTHOCTH JIaHHBIX;

obOHapy>kKeHHe BTOP>KEHUH.

CnomcoK  HWCMoJib3yeMbIX TEeXHUUECKUMX CpeAcTB  oTpaxaercsi B «[lmane
MEpPOTIpUATUA  TI0  00ecrieueHWI0  3all[UThl  TEPCOHA/IBHBIX  AaHHbIX».  CITHCOK
WCIIO/Ib3YeMbIX CPEeJCTB [IO/DKEH TIO/Jlep)KUBAaThCd B aKTyaJlbHOM COCTOSSHUM. [Ipu
M3MEHEeHUM COCTaBa TeXHUYECKUX CpeACTB 3aluTbl wik 3jeMeHToB WCIIIH
COOTBETCTBYIOII[E W3MEHEHHUSI MO/DKHbI ObITh BHeceHbl B CITMCOK W YTBEP)KJEHBI
npeacenareneM  V30uparenpbHOM KoMmuccuM CBepyIOBCKOM 00/1aCTH WM JIUIOM,
OTBETCTBEHHBIM 3a oOecrieueHue 3amuThl [1/1H.

4. TpeooBanus K nogcucremam C3I1/In

C3I1u Bk/ItoUaeT B cebs cemyroiiye MoACUCTEMBI:

yIpaBJ/ieHus JOCTYIIOM, PeruCTpaLviu U yueTa;

obecrieueHUs 1[eIOCTHOCTH U JJOCTYITHOCTH;

AHTUBHPYCHOU 3alliUThI;

MeJKCeTeBOIr'0 3KpaHUPOBaHU;

aHa/M3a 3alyI[eHHOCTH;

oOHapy>KeHUs] BTOPKeHUH;

KpPUIITOrpa(UuecKom 3aiuThl.

[Moacucrembl C3I1/IH MMEIOT pa3/MUHBIA (PYHKLIMOHAM B 3aBUCUMOCTHM OT Kjacca
WCII[JH, ompeneneHHOr0 B «AKTe KjiaccupuKauMd HWH(OPMALMOHHOW CHUCTEMBI
MepCcoHaMbHBIX AaHHBbIX». CIHUCOK cOOTBeTCTBUSA (QyHKUMM mogcucteM C3II[JH Knaccy
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3alLMIeHHOCTH Tpe/iCTaB/leH B TEXHUUECKOM 3a/laHHhd T0 CO3J,aHUI0 CHUCTEMBI 3alliUThl
MHbOopMaLy UH(POPMALJMOHHOW CUCTeMBbI [TePCOHAbHbBIX [JaHHbBIX.

[TogcrcTemMa yripaBaeHUs JOCTYIIOM, PETUCTPALIMU M yyeTa

[ToacucTtema ynpaB/ieHWs: AOCTYIIOM, DErMCTpalid W ydeTa MpejHa3HauyeHa JJis
peanu3aluu caeAyrommx QyHKIM:

UeHTUDUKAIIM U TIPOBEPKU TIOJJIMHHOCTH CyOBEeKTOB [OCTyra TPy BXOfe B
NCIIOH;

W eHTU(YKaLMM TEDMUHAJIOB, y3/10B CETH, KAHAJIOB CBS3H1, BHELIIHUX YCTPOMCTB 10
JIOTUYECKUM WMeHaM;

YJeHTU(YKaMU TIPOrpaMM, TOMOB, KaTajoros, (pausoB, 3amucer, MoJierd 3anucen
M0 MeHaM;

perucTpaiuy Bxoza (BbIxofja) CyObEeKTOB /I0CTyMa B CUCTeMy (M3 CHCTeMbI), b0
perucTpalyu 3arpy3Kky U MHULIMA/IM3alUU ONlepaljuOHHOM CUCTEMBI U ee OCTaHOBa.

perucTpalyy MOMNbITOK AOCTyIa MPOrpaMMHBIX CpPe/CTB (MporpaMm, MpOLIeCCOB,
3a/la4, 3a/laHUM) K 3allUilaeMbIM (aiiam;

perucTpalyy MOMbITOK AO0CTYIa NPOrpaMMHBIX CPeACTB K TepMHHasaM, KaHajaam
CBsI3U, POrpaMMaM, TOMaM, Kartasaoram, ¢aiiiam, 3arucsm, MoJisiM 3arrcen.

[ToacucTema yripaB/ieHHs AOCTYIIOM MOKeT OBbITh peajrM30BaHa C ITOMOIIBIO
IITaTHLIX cpeficTB 00paboTku [1/]H (omepaloHHBIX cucTeM, ripuioxkeHnid 1 CYB/]). Tak
)Ke MOyKeT ObITb BHEJPEHO CIiel[ha/ibHOe TeXHWYeCKoe CPeJCTBO WM UX KOMILIEKC,
OCYILIeCTB/ISIFOLME  JOMOJHUTe/IbHbIe Mepbl [0 ayTeHTU(PUKALMM W  KOHTPOJIIO.
Haripumep, mnipumeHeHVe eAWHbIX XPAHWIWIL YYeTHbIX 3alucei T[0/b30BaTesner u
pervcTpaloHHoN WHGOpPMaliY, UCIOMb30BaHUe OMOMETPUYEeCKMX U TeXHUUYecKux (C
MOMOLLbIO 3/IEKTPOHHBIX TIPOIMYCKOB) Mep ayTeHTU(PUKALUU U JPYTUX.

[Toacucrema obecreueHus 0eJJIOCTHOCTHU M AOCTVITHOCTHU

[Togcucrema obecrieueHusi 1€JIOCTHOCTM U [JJOCTYMTHOCTH TIpe/iHa3HaueHa [i/ist
obecrieueHus 1[e/IOCTHOCTH U OCTYMHOCTH [1/IH, IpOrpaMMHBIX UM arlliapaTHBIX CPe/iCTB
NCIIOx Komuccuuy, a Tak >Ke CpeACTB 3aluThbl, MPU CAy4alHOU W/IA HaMepeHHOU
Mo (DUKALIAU.

[TogcrcrteMa peanu3yeTcsl C IOMOLLBIO OpraHu3ali pe3epBHOIO0 KONMPOBaHUA
oOpabaThiBaeMbIX JJaHHBIX, a TaK ke pe3epBUPOBaHNeM Kr0UeBbix 3emeHTOB VICTT/IH.

ITogcucTeMa aHTMBUPYCHOM 3aILIUThI

[logcucreMa aHTUBUPYCHOM — 3allUThl  TpeJjHa3HaueHa [jig  obecrieueHUs
aHTHMBUPYCHOM 3aIuThl cepBepoB U APM nonb3oBaTeneit UCIT[IH Komuccum.
CpeacTBa aHTMBUPYCHOW 3alUThI MpeJHa3HaueHbl Js peajv3aliu C/ie[yroLmX
(YHKLMIA:
pe3nJieHTHbIM aHTUBUPYCHBIM MOHUTODPWHT;
aHTUBHUPYCHOE CKaHUPOBAHUE;
CKpUIIT-0/IOKUPOBaHUE,;
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L[eHTPa/IM30BaHHOW/yJa/IeHHOU YCTaHOBKW/JeNHCTA/UISILUA aHTUBHUPYCHOTO
MPOAYKTa, HACTPOWKH, aJMUHHACTPUDOBAHUS, TMPOCMOTpPa OTUETOB U
CTaTUCTHUUECKOM MH(bOpMaIUK 110 paboTe MpOAYKTa;
aBTOMaTU3MPOBAaHHOTO OOHOB/IEHHSI aHTUBHPYCHBIX 0a3;
OrpaHHWYeHMs] TpaB I0/b30BaTe/si Ha OCTAHOBKY MCIIOJHSEMBIX 3aaud U
M3MeHeHUsI HAaCTPOeK aHTUBUPYCHOTO TPOrpaMMHOT0 00ecrieueHus;
aBTOMAaTUYECKOTO  3alycka  HeMOCPeACTBEHHO  TOC/ie  3arpy3Ku
orneparMoHHOM CUCTeMBI.

[Togcucrema peanusyeTcss IyTeM BHeJPEHHsl CIeLMaJbHONO0 aHTUBUPYCHOIO

MpOrpaMMHOT0 obecrieueHust Ha Bce 3neMeHThl VICIT/IH.

IToacucTeMa MeXXCeTeBOro 3KpaHHPOBAHUS

[TogcucTemMa MeXCeTeBOTO SKpaHUPOBaHMUSI TIpe/Ha3HaueHa /Jisi peanu3alyu
c/eyrolux (PyHKLUM:

(UIbTpalM OTKPBITOTO U 3alirMdpoBaHHOrO (3akpbeiToro) IP- Tpaduka;

¢uKcaluyy BO BHYTPEHHUX >KypHajax WH(GOpMalMy O TPOXOJSIeM OTKPBITOM U
3akpbITOM [P-Tpaduke;

WJeHTU(UKAMM U ayTeHTU(PUKaLMA aJMUHHCTPaTOpa MeXXCeTeBOro SKpaHa IIpH
ero JIOKaJIbHbIX 3aripocax Ha J0CTYyTI;

pervcrpanyy Bxoja (BbIX0/ja) aAMUHMCTPATOpPa MEXCETeBOr0 5KpaHa B CUCTEMY
(13 cucTembl) MO0 3arpy3Ky U MHUL[MA/IM3AL[UN CUCTEMbI M ee TIPOrPAMMHOI0 OCTaHOBa;

KOHTPOJISI LIeJIOCTHOCTH CBOEM MPOrpaMMHOM Y MH()OPMALMOHHOW YacTy;

bunbTpal[uK MaKeTOB C/Iy)KeOHBIX TPOTOKOJIOB, CAYKAIlUX /s JUATHOCTUKU U
yrpaB/ieHUs: paboTol CeTeBbIX YCTPOICTB;

¢bunbTpaLK C yueToM BXOAHOIO U BBIXO/IHOTO CeTeBOro nHTepdelrica Kak cpeficTa
MPOBEPKU MO/JTMHHOCTU CEeTeBbIX aZlpecoB;

pervcTpalyy 1 yJyeTa 3arpaiiiBaeMbix CePBUCOB MPUKJIAaAHOTO YPOBHS;

O/IOKMpOBaHUSI [IOCTyTla HeWJeHTU(PUIIMPOBAHHOTO O0BEKTa WM CyOBeKTa,
MOJ/IMHHOCTb KOTOPOrO TMpW ayTeHTU(UKALWA He TMOATBepAuaIach, MeTOJaMH,
yYCTOWUMBBIMH K TIepexBary;

KOHTPOJISI 3@ CeTeBOI aKTUBHOCTBIO MPUIOXKEHUM 1 00Hapy»KeHUsI CeTeBbIX aTak.

[Togcrucrema peanv3yeTcs BHepeHUEM IIPOrpaMMHO-ArapaTHbIX KOMILIEKCOB
Me)KCeTeBOro 3KpaHupoBaHus Ha rpanue JIBC, ki1accoM He HUxe 4.

[ToacrcTemMa aHa/IM3a 3alUIEHHOCTU

[TogcuctemMa aHanu3a 3allMIEHHOCTH JlIO/DKHa obecrieurBaTh — BbIsIB/IEHUE
ySI3BUMOCTeH, CBsi3aHHBIX C oumbkamu B KoHuryparuu [10 WUCII[H, KoTopbie MOTYT
OBbITh MCTIOH30BAHBI HAPYIIIUTEIEM /IJIsl pean3allii aTaku Ha CUCTeMY.

@OyHKIMOHAM TIOACUCTEMbIl MOXeT ObIThb peasii30BaH I[POTPaMMHBIMU U
[IpOrpaMMHO-aInapaTHbIMU CpeCTBAMU.
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IToacucreMa 0OHapPVYKeHUS BTOPKEHUN

[Mogcucrema OOHapy)KeHHSI BTODP)KEHUM [IO/DKHA oO0ecrieurBaTh —BBISIBJIEHHE
ceTeBbIX aTak Ha 3nemeHThbl VICII/IH, MogK/IOUeHHbIe K CeTsM OO0Iero IoJib30BaHUsI U
(wn) MeXXayHapogHOTo 0OMeHa.

@OyHKIMOHAM TIOACUCTEMBbI MOKeT ObITh peanu3oBaH MPOTPaMMHBIMUA U
TIpOrpaMMHO-arrapaTHbIMU CpeICTBaMU.

[Toacucrema KDI/IHTOFDad)I/I‘—IECKOﬁ 3adllIM1ThI

[Topcucrema KpunTorpaduuecKom 3al[yThl MpejHa3HaueHa Ajs uckiarouenuss HCJI
K 3aiuiiaeMol nH@opmaiyu B VCIT[IH KoMuccuu nipu ee riepejiaue 0 KaHajlaM CBSI3U
ceTeli 0011IeT0 MOb30BaHUS U (WIK) MeXXIyHapOoJHOTO oOMeHa.

[Togcucrtema peanusyeTcs MyTeM BHeJPEHUsT KpUNTOrpauuecKUx MpPOrpaMMHO-
arirapaTHbIX KOMILIEKCOB.

5. ITonb3oBaresn UCIIIH

B UCIIOx Komuccum MOXKHO BBIZI@TMTH CJIeyIOIUe TPYIINbI [0J/Ib30BaTesnewu,
yuacTByHOIIUX B 00paboTke u xpaHenuu [1/1H:
ApmvunuctpaTopsl UCITIH;
AZMUHHCTpPaTOPBI 6€30MacHOCTH;
Onepatope! APM,;
ApmunuctpaTtopsl cetu UCIT/IH;
TexHuueckre  CreLUaIMCTBl 1O  OOCTy)KMBaHWIO  meprepuitHOTro
obopy/1oBaHUSI.
[aHHble 0 rpynmnax IoJib30BaTeNsX, YPOBHE MX JOCTyIla U UH(POPMHUPOBAHHOCTH
JIO/DKHBI OBITh OTpa)keHbI B MaTpuile JOCTyMa II0/b30BaTesiell K 3allyiljaeMbIM
MH(MOPMAaI[MOHHBIM pecypcaMm.

Anpvunauctparop UCITH

Apmunurctpatop MCII[H, cotpygHuk Komuccuu (WM WHOe YMOJTHOMOYEHHOE
JML0), OTBETCTBEHHbIM 3a HACTPOWKY, BHeApeHWe U conpoBoxgenue WCII/H.
ObecrieunBaeT (YHKI[MOHUPOBaHWe TIOJCUCTeMbl yripaBieHusi goctyriom WCIIOH u
YIIOJIHOMOYEH OCYLLeCTB/IATh IpejoCTaB/ieHre U pasrpaHuyeHue [OCTyla KOHeYHOro
nonb3oBaTtens (OnepaTopa APM) K 3/1eMeHTaM, XpaHSIIUM MepCcoHa/lbHbIE 1aHHbIE.

ApmunanctpaTtop UCII/IH o6/1azaeT ceyronM YPOBHEM JIOCTYTIa U 3HAHUI:

obnagaer monHON wuHGOpMalMeldi O CUCTEMHOM U TIPUK/IaJHOM MPOTrPaMMHOM
o6ecrieuennrt UCIT/IH;

obnafaer monHOM uWHGoOpMaLMell O TeXHWYeCKUX CpeCTBaX M KOHQUrypaluu
NCIIOx;

uMeeT JOCTYIl KO BCeM TeXHWYeCKMM CpefcTBaM 00paboTKu HH(OpMaLuu U
naHHbiM UCITIH;

obnafaer mpaBaMM KOH(PUTYPUPOBaHWsS U  aJMUHUCTPATUBHOM HACTPOWMKU
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TexHUUYeckux cpencts UCIIIH.

AMUHUCTPATOP 0€30MacHOCTU

ApmuHucTtpaTop — 6e30macHOCTH, cotpyaHuk  Komwuccuum (MM vHOe
YyIO/JIHOMOUEHHOe JIMI[0), OTBeTCTBeHHbIM 3a (yHKIMoHupoBaHue C3II/IH, BKItOUasi
o0c/y>KuBaHUe Y HaCTPONKY aJMUHUCTPATUBHOM, CePBEPHOU 1 KITMEHTCKOW KOMITOHEHT.

ApmvuHucTpaTop Ge3omacHocTd 00siafiaeT C/ieAyIOMIMM yPOBHEM JIOCTyIa W
3HAHUU:

obsamaeT nmpaBamu AamuHuctparopa UCIT/H;

obnagaet mosHOM uHbopMartueit 06 UCIT/H;

V¥MeeT JIOCTYM K CpeJiCTBaM 3alliThl MH(OPMAaLMY U TIPOTOKOIMPOBAaHUS U K
yacTy KiroueBbix 3y1eMeHToB VCIT/IH;

He MMeeT MpaB /0CTyNa K KOH(PUTYPUPOBAHUIO TeXHUUECKUX CPEJICTB CEeTU
3a UCK/IFOUeHUeM KOHTPO/IbHBIX (MHCIEKLMOHHBIX).

ApmMuHHCTpaTOp 6€30MacCHOCTH YIIOJTHOMOYEH:

peasM30BbLIBaTh MOJUTUKHU 0e30MmacHOCTH B yacTy HacTpoiiku CK3U, MexxceTeBbIX
9KPaHOB W CHUCTeM OOHapy)XeHWsI aTak, B COOTBETCTBMUM C KOTOPBIMU TI0JIb30BaTe/lb
(Onepatop APM) nonyuaeT BO3MOXXHOCTE paboTtats ¢ 3nemenTamu UCIT/IH;

OCYLLeCTBJISITh ayAUT CPEJICTB 3allUTHI;

Onepatop APM

Onepatop APM - cotpyguuk Komuccun (MM HMHOE YIIOJIHOMOYEHHOe JIMLIO),
ocyiecTBstoiuii - 06pabotky I1/1H. O6pabotka II[IH BK/IOUaeT: BO3MOKHOCTD
npocmoTtpa I1/IH, pyuHoii BBoj I1IH B cuctemy WCII/[H, dopmupoBaHue CHpaBOK M
oTueToB 10 MH(opMarmu, royyeHHor u3 VICIT/l. OnepaTop He MMeeT MOJIHOMOYUH /151
yTipaByieHus moAcucteMamu 06pabotku fganubix 1 C3I1/1H.

Omnepatop VUCII/IH 06/1af@eT cyie/IyroIuM YpOBHEM JOCTYTIa ¥ 3HAHUM:

obnasaer BceMM  HeoOXOJUMBIMU  aTpuOyTamMyd  (Harpumep,  TapoJieM),
o6ecreunBaroILMMU JJOCTYTI K HEKOTOpPOMY NogMHOKecTBY [1/1H;

pacnoJ/iaraeT KOH(pUJeHMaIbHbIMUA JaHHbIMU, K KOTOPBIM UMeeT JOCTYTI.

A nmunuctpatop cetu UCIT/IH

Apvunuctpatop cetu  UCII[OH, cotpyguuk  Komuccum (W uHOe
YIIOJTHOMOYEHHOe JILIO), OTBETCTBEHHbBIU 3a (yHKLIMOHUPDOBaHWe
Te/leKOMMYHUKalMoHHOU nofcuctembl WCIIIH. AJMUHUCTpAaTOp CeTU He HMeeT
TTOJTHOMOYMM [I7Is YTIpaB/ieHus TI0ICCTeMaMK 00paboTKM JJaHHBIX U 6e30T1aCHOCTH.

AaMuHUCTpaTOp ceTy 00/1a/laeT C/ieyIOIIKMM YPOBHEM [IOCTYTIa U 3HAHUI:

obnaslaeT uacThlo WHGOpPMAI[MM O CHUCTEMHOM U TPHUKIAAHOM TMPOrPaMMHOM
o6ecrieuennrt UCIT/IH;

obnaflaeT vacThio MH(OPMALIMM O TeXHUUYEeCKUX CpeACcTBaX U KOHGUTypaLuu
NCIIOH;
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uMeeT GU3NUECKUI JOCTYI K TeXHUYECKUM CpeZicTBaM 00paboTKu nHbopMaivu 1
CpeZiCTBaM 3allUThI;
3HaeT, 110 MeHbllIeld Mepe, OJIHO JierajlbHoe UMs [JOCTyTa.

TexHUUeCKUN CIIelMaJIUCT 10 00CTVKUBAHUIO TIepudepuitHOro 000pyI0BaHUA

TexHUueCKUl CrieldaaucT 1o obCay)KUBaHUIO, COTPYAHUK Komuccuu (wid wuHOe
YIIOJTHOMOYEHHOE JIUII0), OCYIIEeCTBJIsIeT O0C/Ty)KMBaHWe W HACTPOUKY IeprhepUiHOTO
obopymoBanusi VCII[IH. TexHWUUeCKUM CHEUATUCT TI0 OOCTy)KMBaHUIO He HMeeT
Joctyna K I1/IH, He WMeeT MOJHOMOUMM [JIsi yIIpaB/ieHUsl MOACUCTeMaMu 00paboTKu
JTAHHBIX ¥ 0€30ITaCHOCTH.

TexHuueCKUd CHelUaIucT 1o OOCTy>KMBaHUIO 00/1ajlaeT C/IeAYIOIMIUM YPOBHEM
[IOCTYTIa Y 3HAHWUM:

obnaslaeT uyacThl0 WHGOpPMAIMM O CHUCTEMHOM U MPHKIAJHOM TMPOTPaMMHOM
obecrreuennu CIT/IH;

obnasaeT vacThio MH(OPMALIMM O TeXHHWYEeCKMX CpeACTBaX U KOHGUTypaLyu
NCIIOx;

3HaeT, M0 MeHbllIel Mepe, OIHO JierajgbHOe UMs JOCTy1a.

6. TpebGoBaHusi K mepcoHas1y o odecneuenuo 3amuThI I1/{H

Bce corpygnuku Komwuccuu, ssnsroiupecs nosb3oBatenamu MCIIOH, [O/DKHBI
YeTKO 3HaTh Y CTPOTO BBITIO/IHATH YCTAHOB/IEHHbBIE TIPaBU/Ia U 063aHHOCTH TI0 [JOCTYMY K
3al[uIlaeMbIiM 00beKTaM 1 COB/TFOZIeHUIO TIPUHSATOTO pexxumMa 6e3omacHocTH T1/JH.

ITpu BCTYIIEHWM B [IO/DKHOCTH HOBOT'O COTPY/IHHMKA OH JI0JDKEH OBITh 03HAaKOMJIEH
C HeoOXOMMBIMH JJOKYyMEHTaMH, PeriaMeHTHPYIOMMU TpeOoBaHus 110 3amure T1/1H, a
Takke  oOyueHWe  HaBbIKaM  BBITIOJIHEHUS  TIPOLIEAYDP,  HEOOXOAWMBIX /ISt
CaHKLIMOHUPOBAHHOI'0 UCI10/1b30BaHus NCIITH.

CoTpyHUK [0/DKeH ObITh O3HAKOMJIEH CO CBeJeHWsIMH Hactosiei [TomuTuku,
MIPUHSATBIX TpoLeAyp paboTs ¢ ssmementamu MCIT/Ju u C3I1/1H.

CoTtpyHUKU Komuccuy, HCIIO/B3YIOLI1e TeXHHUUeCKue cpefcTBa
ayTeHTUUKALMKM,  AO/DKHbI  obecrieurBaTh ~ COXPAHHOCTh  HAEHTH(UKATOPOB
(5/1eKTPOHHBIX KiItoYer) u He ponyckaTb HCJI K HUM, a Tak ke BO3MOXXHOCTb UX yTepU
WA WCIOJIb30BaHUSl TpPeTbMMHU JLaMd. [lonb3oBaTeM HeCyT MepCOHA/bHYIO
OTBETCTBEHHOCTh 3a COXPAaHHOCTb U/JeHTU(PUKATOPOB.

CotpysHuku Komuccun [0/DKHBI  C/lefloBaTh  yCTAaHOBJIEHHBIM TpoOLieAypam
noiepykaHus pexkuma 6e3omacHocty I1/1H ripy BBIOOpe ¥ UCII0/Ib30BaHUM TIapoJiel (ec/u
He MCIOJIb3YIOTCS TeXHUUeCKue CpeJiCTBa ayTeHTU(hHKALUK).

Cotpyanuku Komuccun  [o/DKHBI — oOecrieunBaTh — HaJieXalllyl0 — 3alfuTy
o0opyZioBaHUs, OCTaBIsieMOT0 0e3 TPUCMOTpPa, OCOOEHHO B TeX C/ydasX, KOrja B
MoMellleHre WMEROT JOCTYyIl TOCTOPOHHMe svua. Bce mnosb3oBareny JO/DKHBI 3HATh
TpeboBaHus 1o Ge3oracHocty I1/]H ¥ Tipotie[yphl 3alUThl 000PY/0BaHK s, OCTaBJIEHHOTO
6e3 mpucMoTpa, a TakkKe CBou 0613aHHOCTH 110 00eCTreyeHN 0 TaKoi 3all[UThl.
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CoTpysHUKaM  3arpeljaeTcs yCTaHaB/IWBaTb I[IOCTOPOHHee  IIPOrpaMMHOe
obecrieueHue, TIOJK/IIOUATh JIMUHbIE MOOW/IbHBIE YCTPOMCTBA U HOCUTEMM UH(OpMaluy, a
TakK >Ke 3alMCbIBaTh HA HUX 3allUIllaeMyr0 MH(OPMALUIO.

CoTpysHMKaM 3arpeliaeTcsl pasr/amiaTh 3alliyiaemMyro HMH(GOpMaLio, KOTopas
CTaja UM U3BeCTHa Ipu paboTe ¢ nHGOpMaLMOHHBIMU cucTeMamMu Komuccuu, TpeTbuM
JILaM.

[lpu pabote c I1dn B UCII[OH corpyanuku Komuccum o00si3aHbI 00ecrieuunThb
OTCYTCTBUE BO3MOKHOCTHU TipocMmoTpa [I/IH TpeTbumMu jnljamu ¢ MOHUTOPOB APM wimn
TepMUHAJIOB.

IMpu 3aBepienny pabotsl ¢ UCIIH coTpyaHUKA 00si3aHbl 3amiuTuTh APM umm
TePMUHAJIbI C TIOMOIL[BI0 OIOKUPOBKU K/TFOUOM WM SKBUBAJIEHTHOT'O CpPe/iCTBa KOHTPOJIS,
Harpumep, [JOCTYIOM I10 Tapojio, eCd He HWCIOJb3yITCs 0osiee CUbHBIE CPeJCTBa
3aLLUTBL.

Cotpygnuku Komuccun A0/pKHBL  ObITh  NPOMHGOPMHUpOBaHbI 00  yrposax
HapyleHUs: pe>xkuMa 6Oe3omacHocTu [1/IH ¥ OTBETCTBEHHOCTU 3a ero HapyiieHue. OHU
JOJDKHBI OBITH O3HAKOMJIEHBI C YTBEP>KZEeHHOM (hopMalbHOUM TIPOLielypoi HasIOXKeHUs
OVCLIMITIMHAPHBIX ~ B3bICKAHWKW HAa COTPYAHMKOB, KOTOpble HAapylIWIMA IIPUHSATbIE
TIOJIUTUKY U TIpoLieAyphl 6e3omacHocTyl T1/1H.

CoTpyaHuku obs13aHbI 0e3 Mpome/ieHHst coo0maTh 000 Bcex Hab/FOaeMbIX WA
MOJ03pUTENbHBIX Caydasx pabotel MCII/IH, MOrymux ToB/iedb 3a C000W Yrpo3bl
6e3onmacHoctu II/JH, a TakKe O BbISBJIEHHBIX WMH COOBITUSX, 3aTparvBarOL[UX
6e3onacHocts [I/JH, pYyKOBOACTBY ToOJpa3jeneHusi W Judly, OTBeuarolieMy 3a
HeMe/lJIeHHOe pearvpoBaHre Ha yrpo3bl Oe3omacHocTH [1/H.

JTO/IKHOCTHBIE 00513aHHOCTU NoJib3oBaTener UCITIH

HNomkHoCcTHBIE 00si3aHHOCTH T0/ib30BaTesiedt VICTI/IH ommcaHbl B CJ/IeAYIOIIUX
JIOKyMeHTax:

WNucrpykums agmunuctparopa UCITIH;

WHcTpyKiys agMuaucTpatopa 6e3onacHoctu MCIIIH;

NucTpykuums nosib3osatesis UCITIH;

VHCTpyKLMS TI0/1b30BaTe isi IPU BO3HUKHOBEHUM BHEILTATHBIX CUTYal[Ul;

OTBEeTCTBEHHOCTh COTDYAHUKOB

B cooTtBeTcTBUM O cTaTthel 24 ®PenepanbHOro 3aKkoHa Poccurickor ®efiepaliiv OT
27 vironst 2006 1. Ne 152-®3 «O nepcoHanbHbIX JaHHBIX» JIMLa, BAHOBHbIE B HAPYLLIEHUA
TpeboBaHM AaHHOrO @eziepasbHOTO 3aKOHA, HECYT TPaKJaHCKYH, YTroJIOBHYIO,
aZIMUHHACTPAaTUBHYIO, AUCLUIIIMHAPHYIO U UHYIO MPelyCMOTPEHHYI0 3aKOHOAATeTbCTBOM
Poccuiickon ®Pefepaliiv OTBETCTBEHHOCTD.

[elicTByrollee  3aKOHOAATENbCTBO  Poccuiickon — Pefepald  TO3BOJISIET
NIpebABASTE TpeboBaHusi TI0 obecrieueHnto 6e3ormacHoi paboOThl C  3alIUIl[aeMoO
vH(opMaluel W TpeJlycMaTpMBaeT OTBETCTBEHHOCTh 3a HapyllleHWe YCTaHOBJIEHHbIX



18

npaBu/a 3KcrulyaTaiuu OBM u cucteM, HelpaBOMepHBIM JOCTYI K MHMOpMaluu, eciu
9TU ZIeNCTBUS TIPUBEMA K YHUUTOXKEHHIO, OJIOKMpOBaHWIO, MOAMMUKAIMK WH(POPMALU
WM HapyiieHuro paboTel DBM umm ceteit (ctaTbu 272,273 1 274 YTONMOBHOTO KOJeKca
Poccuiickoli @egepaiiyn).

ApmvunrctpaTop UCIT/IH 1 agMyUHKACTpaTOp 6€30MacHOCTH HECYT OTBETCTBEHHOCTh
3a BCe [EeUCTBUS, COBEPIIEHHbIe OT WMEHW WX YYEeTHBbIX 3aluceld WIA CUCTEeMHBIX
yUeTHbIX 3aMuceil, ecii He JioKa3aH (haKT HeCaHKIIMOHHPOBAHHOTO WCII0/Ib30BaHUs
YUeTHBIX 3allrCeu.

[Ipu HapylueHusx coTpygHukamMu Komuccum — nosib3oBaresnsiMu MCITIH mipaBu,
CBSI3aHHBIX C Oe3oracHocThio II/IH, OHM HECYT OTBETCTBEHHOCThb, YCTAHOBJIEHHYIO
JIeMCTBYIOLLMM 3aKOHOZaTe bCTBOM Poccuiickor @esepanyu.

7. CINCOK HUCM0/Ib30BAaHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMAaTHMBHO-TIDABOBBIMM U MeTOAWYECKUMU JIOKyMeHTaMH, Ha
KOTOpBIX 6a3upyeTtcs HacTosias [TonMTrKa, IBASFOTCS:

®epnepanbHbii 3aK0H OT 27.07.2006 r. Ne 152-®3 «O mepcoHaNbHBIX JAHHBIX»,
yCTaHaB/IMBAIOL[MM OCHOBHbIE TIPUHLIMIIBI W ycaoBUs obOpabotku [1/1H, mpaBa,
00513aHHOCTH Y OTBETCTBEHHOCTb YYaCTHHUKOB OTHOIIIEHWM, CBs3aHHBIX C 00paboTkoi
I11H.

TpeboBanuss K 3alUTe TI€PCOHA/NBHBIX [JaHHBIX TpA UX o00paboTke B
MH(OPMAaI[MOHHBIX CUCTeMaX MepCOHATbHBIX AAHHBIX, YTBEPXKAeHHble TOCTaHOB/IEHUEM
[TpaButensctBa Poccuiickort ®enepauyu ot 01.11.2012 r. Ne 1119.

[Tonoxkenne 006  ocobeHHOCTsIX  00pabOTKM  TIepCOHANBHBIX  JIAHHBIX,
ocyilecTBasieMo 06e3 WCIO/Ib30BaHUS CPeACTB aBTOMATU3allM, YTBEPXKIeHHOe
noctaHoBsieHreMm lIpaBurenbctBa Poccurickon ®@epeparuu ot 15.09.2008 r. Ne 687.

HopMmaTuBHO-MeTOAUYeCKHe AOKYMeHThl DefepasbHON C/Ty>KObI MO0 TEXHUUECKOMY
1 SKcrepTHOMY KoHTposto Poccuiickor ®Pepepaiuu (manee — ®CTOK Poccun) 1o
obecrieuenuto 6e3oracHoctH [1/1H ripu ux obpabotke B UCTI/IH:

Ba3oBast Mmogenb yrpo3 6e30macHOCTH TePCOHAMBHBIX AHHBIX MMPH WX 00paboTKe B
MH(POPMALMOHHBIX CUCTeMaX [epCOHA/IbHBIX [aHHBbIX, YTBEP)KJEHHasi 3aMecTUTe/leM
nupektopa ®CTOK Poccun 15.02.2008 r.

MeTtoauueckuii oKyMeHT. MeToJuKa OLleHKH Yyrpo3 6e30macHOCTH UH(OpMaLiH,
ytBepxxaeHHbI PCTOK Poccum 05.02.2021 r.

[Mpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepkgeHun TpeboBaHuii 0
3aiuTe WHGOPMAI[MH, He COCTaB/SIONIUX TOCYAAPCTBEHHYIO TaiiHY, COZep’Kallluxcs B
roCy/JapCTBeHHbIX NH()OPMAIIMOHHBIX CUCTEMAX».

[Tpukaz ®CTIK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxgeHun CocTaBa u
CoZiep>KaHHsl OpPraHM3al[MOHHBIX U TeXHUUeCKHWX Mep 1o obecrieueHuto 0Ge30macHOCTU
MepCoHaNbHbIX JIaHHBIX TpU uX 00paboTke B UWHGOPMALMOHHBIX CHCTeMax
MePCOHAJIbHBIX JJaHHBIX».
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[Tpuka3z ®epepanbHOM CayKObI Oe3omacHocTu Poccuiickoirt ®eziepaiiii  OT
10.07.2014 Ne 378 «O6 ytBepkaenun CocTaBa W COJIepP>KaHHUSI OpPraHW3allMOHHBLIX U
TeXHUUECKUX Mep TI0 obecrieueHWIO0 0e301TaCHOCTU TI€PCOHAMBbHBIX [JaHHBIX TIPU HX
00paboTke B MH(OPMALIMOHHBIX CHUCTEMaX IMePCOHANBHBIX JAHHBIX C KCII0/b30BaHUEM
CpeAcTB Kpurnrorpahyuyeckon 3aifuThl WHGOPMAI[MH, HeOOXOJUMBIX /i BBITOTHEHUS
ycTaHOBNeHHbIX IIpaBuTenbcTBOM Poccuiickoii ®efepaiiiy TpebOBaHH K 3all[UTe
MepCOHaTbHBIX JJAHHBIX /151 K&KJOT0 U3 YPOBHEU 3al[UI[EHHOCTH».

MeToauueckrie peKOMeHJal[uu T0 pa3paboTKe HOPMAaTHMBHBIX TIPABOBLIX aKTOB,
OTIpeiesISIFOIUX Yrpo3bl 0e30MacHOCTU TepCOHA/IbHBIX [JaHHBIX, aKTya/ibHble TIpU
00paboTKe TepCOHANbHBIX MAAHHBIX B WH(POPMAIIMOHHBIX CHCTeMaX TepCOHA/IbHBIX
JIaHHBIX,  JKCIUIyaTUPyeMbIX TIPA  OCYILIEeCTBJEHWH COOTBETCTBYKOIIUX  BHU/OB
JlesiTeJIbHOCTH, yTBepKAeHHble pykKoBoAcCcTBOM 8 Llentpa ®CB Poccum 31.03.2015 Ne
149/7/2/6-432.



